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after disasters and emergencies. The present invention is capable of making 

significant contributions to all of these specific objectives. A prime goal of the 

National Telecommunications and lnformation Administration (NTIA) 206, is to 

bring dramatic growth and change to the nation's economie, social and 

politica! life through a fundamental mission of promoting market-based policies 

that can lower prices to consumers and encourage innovation, while 

harnessing the resources of the Federai government to support spectrum­

based technologies that enhance efficiency and productivity. Clearly, the 

broad application of the wireless spectrum to produce commerciai and public 

communications opportunities that also benefit consumers financially, are 

within NTIA's charter. The Research and Innovative Technology 

Administration (RITA) 208 is dedicated to the advancement of DOT priorities 

for innovation and research in transportation technologies and concepts. 

lnnovations that will improve our mobility, promote economie growth, and 

ultimately deliver a better integrated transportation system. The agency's 

charter is to foster the exchange of ideas and information in a high-priority 

incubator committed to research and to getting innovative ideas from the 

laboratory into the field. RITA can effectively assess the present invention's 

ability to clean up distractive highway signage stimuli, adopt more effective 

direct vehicle collision warning systems, incorporate state-of-the-art 

techniques in the enforcement of drunk driving laws and the delivery of 

emergency medicai services and generally, through the present invention, 

dramatically improve the design and management of highway safety 

programs. The National Weather Service (NOAA) 21 O has a current program 

in piace called "Flooding Ahead Turn Around Don't Drown", an attempt to 

reduce the high numbers of lives lost each year by drivers whose vehicles are 

swept away while trying to cross heavily flooded areas. This program has 

previously involved posting a plastic sign on a small metal stand where the 

road disappears beneath the water. The program has enjoyed limited 

effectiveness but is a logistics nightmare in terms of deployment on an urgent 

basis. Tornados, landslides, hurricanes, flash floods, wildfires: ali have similar 
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impact and problematic solutions when it comes to protecting the public. The 

present invention, however, is, in fact, a rolling billboard having instant 

communications whose content (including animated, mobile, warning signage 

complete with flashing lights) can be deployed instantly where ever it is. Thus, 

NOAA's involvement in early rulemaking could prove a tremendous benefit to 

public safety. The Bureau of Transportation Statistics (BTS) 212 is 

responsible for assessing the relationships between transportation and the 

economy on an ongoing basis, including our transportation system's share of 

Gross Domestic Product, employment and transportation expenditures. lts 

work bears heavily on such previously discussed areas as urban congestion 

and the direct costs to consumers in wasted fuel and time. This area alone 

justifies the early involvement and sustained tracking of BTS to document the 

tangible long term benefits of the present invention. Finally, there are 

numerous other agencies 214 whose capabilities can come to bear on the 

present invention's implementation, and their coordinated efforts must be 

multinational in scope. 

[00191] Usage 240 indicates just few of the potential applications worthy of 

funding by Federai Governments. Such funding 11 O is to be directed in part 

towards supporting the research and development efforts of automotive 

Developers, Suppliers and Manufacturers 600. The principal areas for 

development are Telematics 61 O, the means for implementing 

communications between moving objects; Data Processing 620, methods for 

decoding, storing, polling, extracting, queuing, encoding and uploading data 

and content for distribution via the present invention; Displays 630, the 

evolution of cost-effective displays from current or new technologies for 

incorporation into high volume production vehicles of all kinds; and Panels & 

Glazing 640, the use of automotive glazing as platforms for content display. 

[00192] Proposed Rulemaking and Legislation relationships 100. Upgrades in 

telecommunications and content handling, operating systems, displays, 

including hardware and software for the present invention after its initial 

introduction are indicated at 125. lnvestment is shown at 128, suggesting the 
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possibility of automakers and their suppliers taking equity positions in the 

Distribution entity (or entities). At 142, Usage Fees are paid to the Distribution 

entity 800 for government or public service content downloads indicated at 

152, which are then stored on vehicle hard drives. Such fees would likely be 

paid, part in advance, based upon negotiated service contracts between 

various government agencies and the Distribution entity. The balances would 

be paid later, once in-field content deliveries have been confirmed from logged 

downloads. At 161, logged public service content requests (and optionally, 

confirmed deliveries) are downloaded from aftermarket platform installations. 

At 162, logged public service content requests and logged public service 

exposures are similarly downloaded to Compensation 900 far processing and 

confirmation. At 182, confirmed public use content exposure is returned to 

Distribution where it can then be translated into effective measurement 

information regarding engagement and the precise time, piace, circumstances 

for content delivery and whether or not specific and appropriate actions were 

taken by the recipients on a timely basis in response to such content deliveries 

(In other words, did they act on a specific audio/visual display presented to 

them in the field?). Finally, at 186, documented performance is fed back to 

the appropriate Government Agencies 200. This feedback will vary with the 

needs of the specific agencies involved and would perhaps be accomplished 

under contract between Distribution and that specific agency of government. 

An example of such measurement and feedback would be the confirmation to 

NOAA that a specific number of vehicles were turned back from a flash flood 

zone and were directed over an alternate route well in advance of an actual 

crisis, along with geo-specific mapping showing the positions and numbers of 

vehicles simultaneously exposed to the audio/visual alert (via the present 

invention), the precise timing and movements of those vehicles after that alert 

(based on logged GPS data) and the movements of those invention-equipped 

vehicles that did not heed the alert, so that alert effectiveness can be 

determ ined. 

[00193] FIG. 3 is a diagram showing the relationships of advertisers and 
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manufacturers to the present invention. Although the advertising community 

300 is multifaceted, it has been defined collectively as three elements: the 

media buyers 305 (entities responsible for purchasing and scheduling ads in 

various media), the advertising agencies and their clients 31 O, and the content 

producers 315 (entities typically hired by the ad agencies to create, produce 

and execute products for media placements). The applicant envisions these 

groups, individually and collectively, influencing and guiding proposed 

standards 106 for creative content and system functionality, key elements of 

which are listed in Content Standards 320. Note that the development of 

these standards will be augmented at 100 by the interface with U.S. and 

Foreign Government Agencies 200. These groups will combine their 

essentially creative and marketing powers and their politica! and legislative 

experience to shape rulemaking for such issues as: Graphics & Animation 

Standards (determining, for example, the distractive qualities of animations 

with regard to driver attention and establishing criteria for such displays); 

Content Standards & Formats (limitations on certain kinds of ad content 

relative to specific demographics, or the manner in which certain presentations 

can be made and to whom); Telematics Standards (the technologies that will 

be applied in allowing moving objects to talk to each other); Proximity & Venue 

Regulations (determining times and locations in which certain kinds of ads 

might not be permitted, or might be limited in scope or content); methods and 

schemes for Demographic Encoding (classifying the various types of products 

and ads so they can be matched to consumer request profiles and properly 

tracked far measurement, accountability and compensation); lmpulse 

Response Standards (uniform methods allowing consumers to request 

information on products or to arder and purchase products safely while using 

their moving objects and to securely link such orders with credit and shipping 

information; Field Override Standards (the criteria and procedures allowing law 

enforcement to take command of an ongoing display in the interests of public 

safety or need); assuring conformance with current and anticipated NHTSA 

Standards; Compliance & Regulation (developing testing and compliance 
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procedures to assure standards in manufacturing and use; and Compensation 

Standards (the development of accounting, billing and generai compensation 

procedures and contracts including defining industry fair practices, 

ownerships, taxation, disbursements and similar consumer related business 

issues). At 134, Joint Production Specifications are implemented with the 

manufacturing teams 600 and are incorporated into the network's operating 

systems by the Distribution unit 800. 

[00194] Paths 130 and 143 represent two of the key financial channels for the 

advertising community. Although there are numerous scenarios for 

investment to occur, the most likely is through equity, loan or advancement by 

the advertising or media industry as a whole, because these represent both a 

significant user and beneficiary. As noted hereinabove, there is a serious 

need for improved ad accountability, demographic effectiveness and tracking 

of engagement, and there is no question that advertisers and large media 

buyers are desperate to find new ways of reaching consumers and in 

recapturing defections from commerciai television to the Internet. With so 

much at stake in the industry, the logical core investors for the present 

invention are, the major Media Buyers 305, the Advertising Agencies and their 

Clients 31 O, the content Producers 315, and, of course, the operators of 

traditional media and advertising platforms such as commerciai television. 

One reason this makes so much sense is that this Advertising community 300, 

which comprises these three entities, will also become the network's largest 

user and payer of User Fees 143. 

[00195] Again, 120 represents the supply path for New Vehicle Production 650, 

and 153 represents the uploading of Advertising Content, along with encoded 

profiles, upgrades and distribution instructions via the Internet, to individuai 

vehicles 652, 654, 655. 

[00196] Path 167 indicates Logged Content Requests from Pre Existing 

Vehicles, while path 164 shows the upload path for Logged Advertising 

Requests and Logged Advertising Exposure from New Vehicle Production. As 

it was with Confirmed Public Service Use, path 173 indicates Confirmed Ad 
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Distributions sent back to the Distribution unit for ad performance assessment, 

engagement tracking, measurement, accountability, fraud exposure and 

compensation. Once data is processed by the Distribution unit 800, it can 

provide performance feedback 183 to Media Buyers, Ad Agencies or 

Advertisers in a variety of formats, including data on the direct daily deliveries 

to specified demographics with the exact times, places and durations for such 

impressions, along with consumer views and opinions, relateci information 

requests, resulting purchases and other criteria, all at multiple levels of depth 

in accuracy and measurement previously unavailable in the advertising 

10 industry. 

15 

[00197] lt is also worth noting that with the creation of such a widespread, 

flexible and mobile video platform, it is only a matter of time before the major 

news and entertainment media companies realize that the present invention 

offers an exceptional means to reach consumers with rich content 

presentations while they are on the go, yet are in a safe and relaxed mode to 

receive such information. For cable leaders such as Fox News, the present 

invention offers a unique mobile forum for delivering breaking news and local 

event alerts and thus represents a huge potential revenue stream for all 

generai media and telecommunications. 

20 [00198] FIG. 4 is a diagram showing the relationship of the Driving Population 

25 

30 

400 and Fleet / Government Users 500 to the Distribution unit 800. Both of 

these user groups will be discussed in terms of Online User Communities, one 

referenced at 41 O for the Generai Driving Population, the other at 51 O for Fleet 

Business and Government Users. Examples of these and how they work have 

been described in previous text. Over time, such communities may take on a 

variety of forms; however, the applicant envisions most of these being 

operated by the individuai automakers, aftermarket producers or retail 

dealership bodies responsible for the design and manufacture of the moving 

objects themselves. For purposes of this discussion, these communities are 

defined in four sections, each representing an online activity. For the Driving 

Population these would be: (1) Registration 420, which can begin at the 
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dealership with the recording of a vehicle's VIN, a process which can be 

completed at home with final licensing online; (2) Membership 430, where 

each member of a family can join the community by creating his own User 

Name and Password; (3) Preferences 440, where each new member can 

follow easy online prompts in multiple choice, pull down menu, check box or 

text write-in format to define his persona! interests, wants, needs, desires, 

capabilities and experiences, these in terms of a pair of profiles defining "who 

he is," and "what he wants" as these preferences relate to his persona! lifestyle 

and to the kinds of advertising he would like to view or present; and (4) 

Persona! Use 450, where a member-typically upon approvai of the 

Registered Owner who is the designated System Administrator-can elect to 

create and upload a variety of persona! messages, sponsorships or 

advertising they would like to display to others for persona! or business 

purposes and for which they will be billed at a discounted rate if presented on 

their own vehicle. 

[00199] These online sections are similar to those used for the Commerciai or 

Fleet Business User body or for Government Users, except they are tailored 

for business and commerciai applications and are structured to accommodate 

a multiplicity of moving objects or vehicles: (1) Registration 520, where a 

business or fleet owner can register a number of vehicles to be driven by 

drivers under contract to that business; (2) Operator Profiles 530 where a 

business manager is responsible for identifying his drivers and informing them 

of the network's system and rules; (3) Preferences 540, where a business or 

government fleet manager can establish the communications, viewing and 

presentation preferences for his own drivers and his fleet; and (4) 

FleeUGovernment Officiai Use 550, where registered business owners or fleet 

managers can enter into contracts with the Distribution entity 800 to display 

their own company's advertising, branding or promotions. The applicant 

anticipates that a number of individually operated advertising and promotion 

businesses may spin off from such commerciai platforms wherein small 

business owners might purchase dual-purpose vehicles with the intent of 
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operating a fleet of mobile ad platforms around the clock in key markets, to 

train and manage drivers for such an enterprise, and to then charge 

advertisers for the presentation of content by specialized venue or times which 

might be otherwise unavailable. This would not be unlike privately-operated 

auction businesses which have spun off from the popular Ebay model. An 

embodiment for such a fleet application is discussed in a later section 

concerning moving object fleet adoption and production. The combined 

upload path for Owner/Operator Profiles is shown at 114. 

[00200] As previously explained, Vehicle Registrations for the present invention 

are linked to Vehicle ldentification Numbers (VINs) and are cross-checked with 

DMV records for information which, from a legal or business perspective, 

might preclude a membership approvai. Such precautionary measures are 

well known in the industry and follow commonly established prudent business 

and legal practices. Owner/Operator Profiles 530 and Preferences 440, 540 

may be subjected to similar scrutiny; however, it is the objective of such 

profiles to define the nature of the content which is to be viewed by such 

owners and operators, and to a !esser degree, to determine what they will be 

displaying to other members and to the public at large. In terms of what is 

actually displayed to the public under the present invention, all content is 

thoroughly monitored and approved under strict standards and practices which 

have been established through the joint efforts between government and 

business, as described in the foregoing sections. Approved and Encoded 

Owner/Operator Profiles for both Persona! and Fleet/Government Users are 

uploaded at 116 to specific vehicles by VIN, or by an equivalent vehicle 

identifying process which links registered owners to their vehicles. As 

occurred previously with Advertising and Public Service content, persona! 

content for the generai Driving Population and Fleet or Govemment Public 

Service and Business content is uploaded to New Vehicle Production at 154. 

Additionally, Persona! Preferences for controlling the viewing characteristics 

30 from Pre Existing Vehicles are uploaded to these vehicles at 118. 

[00201] An important byproduct of the present invention (in addition to its ability 
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to request and confirm the delivery of profile-enabled hyper-relevant content), 

is its ability to simultaneously, and even passively, track and measure all such 

requests and deliveries, including any actions taken by consumers as the 

result of such deliveries while in the field, then to gather and compile such 

data in terms of consumer movements by time, venue and VIN, all relative to 

their demographic and psychographic profiles. This kind of information can be 

easily generated through the interaction of moving objects using the present 

invention, and through moving object interactions with other kinds of 

compatible, profile-driven mobile devices in the field. As each moving object 

or mobile device communicates with others in an effort to match transmitted 

user code "requests" with stored content, as in the case of the present 

invention (orto match User Codes as disclosed in the applicant's 

nonprovisional patent application serial number 11/552,932, filed October 25, 

2006, entitled: "METHOD ANO APPARATUS FOR OBTAINING REVENUE 

FROM THE DISTRIBUTION OF HYPER-RELEVANT ADVERTISING 

THROUGH PERMISSIVE MINO READING, PROXIMITY ENCOUNTERS 

ANO DATABASE AGGREGATION", incorporated herein by reference in its 

entirety), these moving objects emit encoded signals which describe the 

essential nature, makeup and interests of a seeking party. Regardless of 

matched content requests, delivered content, or attempted or consummated 

in-field communications, all such moving objects or mobile devices may, if so 

programmed, receive and stare in-field transmissions from all other such 

moving objects and devices. Each of these transmissions is time-stamped 

and identified by device and location. The codes for any such attempted or 

consummated communications can then be collected and uploaded to the 

Compensation unit 900 and the Distribution unit 800 when these moving 

objects are linked to a network. 

[00202] This level of verifiable information on consumer demographics, 

psychographics and interests, when coupled with their movements and 

travels, can be of extraordinary value to market researchers and planners. 

These include: architects and developers, retail stare and mall planners, high 
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schools and universities, concert and event producers, resort and theme park 

planners, transportation planners, law enforcement, government lawmakers 

and of course advertisers and marketers. The sale of this data is indicated at 

1100 in FIG. 1. The downloading of special instructions for the collection of ad 

hoc research and planning data based on independently contracted or 

measured studies is shown at 1120 in FIG. 4. The uploading of such ad hoc 

collected in-field data is shown at 1140. 

[00203] Logged Persona! Use Authorizations (request signals permitting or 

preventing persona! content to be presented to a viewing vehicle) are 

uploaded from all vehicles at 167 to the Compensation unit 900. Logged 

Persona! Use Exposure (data confirming the presentation of persona! content 

to a viewing vehicle) is uploaded at 168 to the Compensation unit 900 via 

Network Access Points (NAPs) in the same manner as logged Advertising or 

Public Service Exposure is uploaded from moving objects. Such logged 

exposure is sent to Distribution 800, where it is matched with Persona! and 

Fleet/Government Use Profiles as shown at 175. Once content deliveries are 

matched and authenticated (by confirming that the codes on delivered content 

match the codes on the receiving moving object and also cross-check with the 

originally uploaded content), then the Compensation unit authorizes the fees 

charged for such Persona! Use Exposure to be either billed to the Registered 

Owner 1000 or subtracted from any Compensation that is to be paid to that 

Registered Owner as indicated at 178. 

[00204] FIG. 5 is a block diagram depicting a typical owner registration process 

for the present invention. The basic procedure for completing online 

registrations are commonly known today, so it is the purpose of this diagram 

to describe the steps and decisions a consumer might make in engaging with 

the business of viewing and displaying hyper-relevant ads and persona! 

communications. Two parallel engagement paths are shown, reflecting a 

preferred embodiment including a land-based vehicle. Both paths describe a 

consumer's entry into the distribution network beginning at 402 for Pre Existing 

(or aftermarket) Vehicles and at 404 for New Production Vehicles. 
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[00205] Beginning at 402, the consumer of a Pre Existing Vehicle bears the 

responsibility for buying, installing and setting up the hardware and software 

through which he participates in the distribution network 800. This can be 

accomplished through a purchase of the electron ics package from an 

automotive dealer (followed with installation by that dealer) or it might result 

from the purchase of the package from an automotive accessories or 

aftermarket retailer and could be installed by the owner himself. Regardless, 

the process of registration and membership which follows is essentially the 

same for both user paths. 

10 [00206] At 422, using a computer, a modem and an online browser to interact 

15 

20 

25 

30 

with the aftermarket manufacturer's web site, the prospective user submits his 

Vehicle ldentification Number (VIN) and other required information, such as 

(pending final registration and contractual requirements) his Driver's License 

number and other necessary information such as the brand, year, make and 

model of his vehicle, unless such data is provided for in the VIN, and Credit 

lnformation. The physical characteristics of each vehicle-height, width, 

driver's eyepoint (or eye envelope), number of occupants when at full capacity, 

etc.-are pre-encoded, either as part of the registered VIN, or under each 

owner's vehicle profile by make and model. In practice, these specifications 

are transmitted between moving objects so that optimum, yet minimum, 

spacing between moving objects is always established when stopping in traffic 

with precise line-of-sight viewing angles based on the different vehicle types. 

For example, a driver's forward sightline through a windshield at a height 

typical of a low sedan or sports car to the rear area of a tall SUV will result in a 

more upward angled sightline and a specific bumper to bumper vehicle 

spacing requirement; conversely, a line-of-sight through the windshield of a 

taller SUV to a video display on the aft surfaces of a low sports sedan would 

result in a more extreme downward viewing angle and yet different kind of 

vehicle to vehicle optimum spacing; and finally where an SUV to another SUV 

of similar height would produce a more horizontal sightline and yet another 

specification for vehicle spacing. In other words, because interacting vehicles 
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talk to each other and exchange VIN numbers, the lead or stopped vehicle is 

able to tell a vehicle approaching from the rear precisely the best piace to stop 

for the optimum viewing of its rear mounted display. In every case, the 

proximity measurements and the vehicle-to-vehicle spacing (further discussed 

in FIG. 17) is governed by vehicle codes so that optimum sightlines are 

established for content delivery and so that the tightest practical spacing 

between all so equipped vehicle types is assured, which conserves traffic lane 

consumption under practical traffic conditions. Vehicle-to-vehicle lane space 

conservation enabled by a visual range/stopping indicator is a valuable 

10 byproduct of the present invention. 

15 

[00207] Continuing the online registration process at 434, each new user has 

the opportunity to register, or allow other drivers or passengers in the family 

(or in the business ifa fleet application) to register, along with the ages and 

genders of any children or other family members who might be passengers in 

the vehicle under that VIN. At this point, each family member can establish his 

own user name and password if they wish. lf that person is underage, or if it is 

preferred by the Registered Owner (who normally becomes the System 

Administrator for the VIN), then he or she will contro! access to the system and 

to any profiles that are later completed for such family members. 

20 [00208] At 438, these user names (or nickname handles) are programmed into 

the vehicle's User Selector 780 (explained in more detail in FIG. 7). This 

contrai allows consumers to switch the viewing preferences on-the-fly from 

one person to another, or combinations thereof. However, final contrai can 

always remain with the vehicle's System Administrator. In other words, dad 

25 controls who gets to see what while riding in dad's car. 

30 

[00209] At 443, family members are allowed, in the privacy of their own home, 

to select their individuai ad viewing preferences. Here, each member of the 

family (or the authorized users in a business) can execute multiple choice, 

click-on, or write-in-the-box text responses which allow them to define "who 

they are" and "what they want" in terms of their persona! interests, wants, 

needs and experiences, and in the kinds of advertising they would like to view. 
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This profiling technique is explained in detail and is the subject of the 

applicant's nonprovisional patent application serial number 11/552,932, filed 

October 25, 2006, entitled: "METHOD ANO APPARATUS FOR OBTAINING 

REVENUE FROM THE DISTRIBUTION OF HYPER-RELEVANT 

ADVERTISING THROUGH PERMISSIVE MINO READING, PROXIMITY 

ENCOUNTERS ANO DATABASE AGGREGATION", incorporated herein by 

reference in its entirety. 

[00210] Using an individual's home or office computer, a networked laptop, a 

PDA or even a celi phone, user persona! profiles can be updated and 

submitted periodically from nearly any location having network access. Also, 

because ad preferences can be highly persona! in nature-and because they 

directly influence the kinds of products and services, or the kinds of 

entertainment and lifestyles a user is interested in or curious about-it is 

possible for users, at 443, to select and control the timing and circumstances 

far all outgoing content requests. For example, if an individuai is interested in 

certain kinds of persona! products or subject matter which he prefers 

remaining confidential, when he completes this portion of his Persona! Ad 

Viewing Preferences, he can limit such content requests, for example, to only 

the times he is alone in his vehicle. lt is also possible to contrai the external 

20 display viewing angle so that others in vehicles adjacent to a viewed vehicle 

are unable or less able to see any content that is displayed. 

[00211] In a similar manner, a user can prevent certain kinds or all kinds of 

advertising to be presented to h im by other objects at the time he is operating 

or is inside his own moving object. lf a user finds certain content to be of little 

25 or no persona! interest, or if he finds it offensive or objectionable, he can 

prevent its exposure to himself and to others who may be with him or are in 

the immediate vicinity. The present invention accomplishes this simply by 

deleting or preventing content requests based on a specific user's stored 

profile. When a user prevents the display of such content to himself, he also 

30 precludes the displaying party from earning any compensation from such 

display. Thus the present invention is in many ways a very democratic 
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process. 

[00212] For parents of young children, the system is a tremendous advantage. 

Under a preferred embodiment defining a land-based moving object, when 

kids are traveling in their parents' vehicle, parents can prevent certain ads or 

content which they feel are inappropriate from being displayed on moving or 

fixed objects around them. When the kids are no longer in the vehicle, those 

ads can be switched back on or allowed. 

[00213] At 445, the Registered Owner of a Pre Existing Vehicle can also 

determine his own and his family's Viewing Protocols. Preferences can be 

switched on or off depending upon the occupants of the vehicle, or whether 

the party responsible for the vehicle wishes to allow orto prevent ads from 

being viewed by any other specific party. Research reveals that kids today 

truly enjoy watching commercials as long as they deal with subjects they are 

interested in. So if kids are misbehaving, parents might just threaten to shut 

off their ad viewing preferences for the rest of the way home. 

[00214] A wide variety of ad viewing features are expected to be implemented 

by the individuai manufacturers of moving objects under the guidelines framed 

by the Distribution network 800 and government regulations relating thereto. 

For example, such features might allow users to give weight to each family 

member's preferences in terms of time sharing during use (e.g., 20% to dad's 

preferences, 30% to mom's preferences, with the kids splitting the remaining 

50% evenly, assuming they've been good). These preferences are interpreted 

into signals broadcast to other moving or stationary objects in the vicinity, 

thereby controlling the variety and nature of the ads polled and selected for 

presentation by such other objects. Based on each vehicle manufacturer's 

specifications and on network content guidelines, the application of user 

preferences can be further controlled, either automatically or manually, based 

on the time of day and event location. For example, if mom is running around 

all day doing errands, then picks up the kids and delivers them home orto a 

friend's house between 3:00 PM and 4:00 PM, she can set the preferences to 

favor herself up until 3:00 PM, then engage the kids preferences for an hour, 
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then instruct the vehicle to switch them back automatically to hers after they've 

been dropped off, or she can do this manually. Just as in the design and 

execution of vehicle air conditioning and entertainment contro! systems, it will 

be up to each manufacturer to design and integrate its own version of these 

controls for marketing, human factors and user friendliness under its own 

quality contro! and operating standards, providing of course they also comply 

with any federally or more universally mandated system standards. 

[00215] At 455, after completing membership, viewing, and protocol 

preferences, the newly Registered Owner of a Pre Existing Vehicle is 

presented with the network's Distribution and Compensation contract terms 

and conditions which he must read and sign electronically. Finally, at 465, he 

submits his profile package and executed contracts online to the Distribution 

entity 800 for approvai. 

[00216] In the second engagement path, beginning at 404 (and also under a 

preferred embodiment using a land-based vehicle), an owner has purchased 

or leased a New Production Vehicle with the ad display technology built in. As 

we saw in the family scenario, the dealership has pre-registered the vehicle 

using the new owner's Driver's License number which has been linked to the 

new product's VIN. At 420, this new owner completes his registration process 

20 using the automaker's Home Enrollment community web site. 

25 

30 

[00217] lt is beyond the scope of this document to describe the various potential 

methods of consumer profiling or content encoding, because these are 

straightforward processes well known to those skilled in the fields of 

demographic and psychographic analysis and in the arts of interpreting the 

subjective elements that comprise human interest and commerciai 

engagement. Regardless, the process begins in FIG. 5 at 420 for New 

Production Vehicles (continuing through steps 432, 436, 442, 444, 446), and 

at 422 for aftermarket vehicles (continuing through 434, 438, 443 and 445), as 

consumers are asked in separate profiles to generally define "who they are" 

and "what they want" in terms of relative life experiences, expectations, 

beliefs, interests and objectives regarding various types of products or 
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services. This may extend to specific brands, product makes, companies or 

even politica! affiliations. Such profiles are executed in guided, online question 

and answer sessions which combine multiple choice questions and 

unstructured text responses designed to encourage individuals to better know 

and reveal themselves and their unique personalities. These profiles can be 

later analyzed for hidden relational values and meanings utilizing proprietary 

deep-search software designed to identify persona! characteristics that 

individuals are often unable or unwilling to define for themselves. The 

methods for creating and gathering such persona! information through profiling 

are well known to professionals in the fields of psychology and marketing. 

Also known are the methods of quantifying, weighting, characterizing, 

prioritizing, integrating and ultimately linking such results to the selling of 

products and services, along with methods of encoding and encrypting such 

data once it is created. What is novel is the present invention's method of 

directly asking consumers-and asking in significant detail-about the 

commerciai content they are most interested in seeing and hearing about, and 

then enabling them, through a technological structure and system, to request, 

poll, queue and present such content on a time and venue specific basis at a 

time they are most open and receptive to such information. 

20 [00218] The following steps, Registration of Additional Family Members (432); 

Assignment of Family/User Names to Preference Selector (436); Family 

Member Selection of Persona! Ad Viewing Preferences (442), and Registered 

Owner Determines Viewing Protocols (444 ), are essentially the same as 

discussed for the Pre Existing Vehicle registration path. 

25 [00219] At 446, however, the new vehicle owner is given a chance to determine 

30 

his vehicle's Display Preferences, something preexisting vehicles are unable 

to do unless they are equipped with an external or internal video display. 

Generally, most content scheduling will be performed at the media buy level. 

In other words, there is a media exposure hierarchy which determines the 

value of a given ad's impressions based on the platform's ability to reach 

specific audiences at specific times with specific and hyper-relevant 
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messages-and for the first time with the present invention-in very precise 

locations. Such media buys will be significantly more valuable to certain 

advertisers and will therefore command high price tags to the advertiser. lf a 

Registered Owner is able to deliver large numbers of impressions in high­

value markets, then he would also logically share in the receipts generateci by 

that particular platform, in this case his own vehicle's VIN. For this reason the 

applicant envisions small business spin-offs involving individuals or small 

companies that could register large numbers of moving objects primarily to 

circuiate ads within the high value target markets such as the downtown areas 

densely populated cities. Should this generate unnecessary traffic flow within 

these areas, procedures could be put in piace to prevent such random 

increases. 

[00220] Because content deliveries are essentially automated and represent 

sophisticated media buys (sensitive to content type, viewer demographics, 

locations, delivery times, etc.), and because most consumers will always want 

to optimize the revenue generated by their delivery platforms, it is best for 

consumers to set their display preferences to automatic. Automatic display 

references are designed to generate the greatest revenue by targeting and 

giving priority to the highest value markets first. In this regard, at 446, both the 

consumer and the Distribution entity are without conflict of interest. In 

determining one's own display preferences it is also possible to be relatively 

selective. For example, profiles will allow Registered Owners to preclude (or 

"blacklist") any companies whose products or services it prefers not to 

advertise, promote or display. In so doing, that owner also forgoes revenue 

from those precluded display ad opportunities. Examples might include 

individuals who wish to boycott certain products or companies. Another might 

be politica! candidates for one party or another, especially near election time. 

Therein lies another responsibility for Distribution, and an inherent feature of 

the present invention: politica! promotions in and around polling places can be 

electronically monitored and prevented. The reverse is also true. lf an 

individuai favors a particular company or product, he can request a priority for 
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the display of content relating that company's products or services. At his 

option, he can also buy a corporate sponsorship for that entity. However, 

each such selection is likely to have revenue consequences for the Registered 

Owner. 

5 [00221] At 448, media platform owners are able to implement another step in 

10 

determining the use of their assets: selecting their Persona! Use Preferences 

for their own moving objects. Because persona I ad placement decisions also 

bear on the VIN's overall ability to generate income, only the System 

Administrator for that VIN (usually the Registered Owner) is permitted to 

authorize them. This is done easily and privately by the consumer following 

prompts on his user/community web site. Such persona! use is typically 

charged at a discount since a family or individuai will be using his own asset, 

but clearly such use will reduce revenues from that individual's display of 

content for others. 

15 [00222] At 452, family members (or small businesses) are allowed to create and 

20 

25 

30 

submit their own persona! ad content for display on their own or on other 

moving objects. Such content can range from simple neighborhood business 

ads to very spontaneous advertisements applied to vehicles on the spur of the 

moment, such as displaying a High School's home team logo at game time. 

At 454, owners are given the chance create persona! messages. These can 

be posted instantly and spontaneously, or on a scheduled basis, on an 

owner's own vehicle, or on other vehicles based on a standard rate. Such 

messages can also be accompanied by audio content sent wirelessly to a 

viewing vehicle's on-board audio system, or released within a viewing vehicle 

from its internal hard drive, based on a received code. There are many such 

examples of persona! ads, sponsorships or messaging: a politica! candidate 

might email you an animated electronic bumper sticker from their campaign 

office which, if you approve, you can then send directly to the back of your car 

at the click of a mouse. Another such spontaneous message might be a "For 

Sale" sign on the back of a vehicle, linked to "impulse request" electronics as a 

means for obtaining information on-the-fly (a feature described in more detail 
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at 782 in FIG 7). Another example might be a "Just Married" sign appearing 

on, perhaps, all of the vehicles in a wedding party, or a "Need Help" alert if 

problems are encountered on an open highway. Any number of 

spontaneously posted persona! messages is possible providing they meet the 

Distribution entity's Standards and Practices for Persona! Content review and 

are approved at 842 in FIG 8. As explained later, this unit can electronically 

screen and then lock out certain graphic content that may be commonly 

viewed as offensive in terms of public exposure, or beyond the bounds of 

reasonable free speech. Such content is submitted by the Registered Owner 

online and once screened, can be scheduled for automated release, or can be 

stored on the VIN's hard drive for spontaneous or manual release by the 

owner in the field. The display of Persona! content will be accompanied by a 

standard fee for the level of exposure anticipated (based on the time, piace 

and market for that impression) less any discounts, and the transaction would 

show up on the VIN owner's monthly statement. Persona! Use charges would 

normally be discounted and debited against the Registered Owner's monthly 

incarne check. The broadcast of Persona! Ad Content to other moving 

objects, however, would constitute a media buy. Such purchases are 

scheduled online at the going rates (again, based on the time, piace and 

market for such impressions) and might possibly include discounts to large 

users or long-term memberships within the network. 

[00223] The steps of Registered Owner Agreement with Operating Contract 

Terms (456); Agreement with Compensation Contract Terms (458); and 

Registered Owner Submits Profile for Approvai and Distribution (460) are 

similar steps to those previously described for Pre Existing Vehicles. 

[00224] Step 470 indicates an ongoing process whereby Registered Owners 

are able to, or in fact, encouraged to periodically update their profiles and 

memberships for the viewing of hyper-relevant content, and to submit any new 

persona! content for approvals to the Distribution entity 800. 

30 [00225] lt is not the intent of this disclosure to teach the ways in which persona! 

profiles should be structured, butto leave that to the marketers and planning 
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experts skilled in the art of interpretive research for consumer interests and 

responses. That said, it is an object of the present invention to facilitate a 

means to learn the degree to which individuals are interested in, curious 

about, or leaning towards, purchases in such areas as transportation, foods, 

clothing, real estate, banking, finance, investment, consumer goods, toys, 

medicine, entertainment, social networking, communications, education, 

advanced technologies, sports, politics, current events and the like, along with 

relative specifics on the timing for such interests or prospective purchases, 

together with identifying the kinds of information that link such interests to 

specific kinds of lifestyle and content delivery. lt is also an object of the 

present invention to allow for special events, for example when a mother is 

searching for birthday ideas fora teen son, or a husband fora wife's 

anniversary. With the ability to include such hyper-relevant interests and 

needs into the system and to later remind users of upcoming events, 

automatically and on a timely basis, the present invention is able to take 

hyper-targeted or hyper-relevant marketing and promotion to entirely new 

levels of performance. 

[00226] FIG. 6 illustrates a first embodiment of a land-based moving object 650 

where the integration of the hyper-relevant advertising display system can be 

clearly seen. The vehicle design and package shown follows an anticipated 

design evolution timeline and exhibits rear body surfaces that could naturally 

accommodate the display technology. A formed, printed OLEO (or alternative) 

display 760 is present, with surfaces contoured to meet the desired rear deck 

lid and body panels of the subject vehicle. The display 760 is seamless and, 

in this example, runs the full width of the rear (5th) door; however, numerous 

configurations are feasible. The display 760 would be placed above the rear 

bumper impact zone, but may ultimately be considered a replaceable 

automotive crash part. 

[00227] lt is quite clear from this illustration that the proper design and 

integration of automotive digitai rear ends can thoroughly enhance the 

aesthetic qualities of production automobiles while they optimize the 
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functionality of the components they replace such as tail lights, turn signals, 

center mount stop light, backup lights, license plate lights, recesses, plates, 

frames and registration. At the same time, the single panel, lightweight display 

offers complete freedom for the automaker's model and branding, and in fact, 

introduces, for the first time ever, an ability to animate the way a vehicle 

brands, identifies and/or expresses itself. Of greatest importance, however, is 

the area of display 760, which can extend the full width of the rear hatch, and 

enables full motion video for the presentation of advertising content. A primary 

advantage of using formable and flexible organic light-emitting diode (OLEO) 

displays for automotive applications of the type proposed by the present 

invention is that such display panels can be formed consistently with the 

design objectives of the originai vehicle. By example, the incorporation of a 

conventional flat panel display in the size and type of panel shown in the 

figures would consume a prohibitive amount of the inner body panel cavity 

which is necessary for other vehicle functions. Also, because flat panel 

displays are not flexible, they cannot be integrated flush with a contemporary 

automobile's surface contours. This means that with the exception of tiny flat 

panel sizes which are too small for displays which can be read at appropriate 

distances, flat panels will produce undesirable surface reflections and 

significantly unrefined design appearances. OLEO displays, FOLED (flexible 

organic light-emitting diode) displays or PHOLEO (phosphorescent organic 

light-emitting diode) displays plus FOLEO substrates which can be laminated 

into various types of automotive glazing, when combined represent an 

unending array of affordable video display opportunities for production body 

panel surfaces. Shown here at area 765 is a single corporate logo (in this 

case Appie Computer) in what might be called a "sponsorship" mode. This 

mode is commonly used while traveling at freeway or highway speeds, is 

designed for easy reading from greater distances and would permit only minor 

color changes or enhancements so that it would not attract the attention of 

nearby drivers. The display panel's background in this example could carry 

the same color as the vehicle's exterior finish allowing complete emphasis to 
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be placed on the logo (the current ad content) as it is presented in this 

example. The moment this vehicle begins to slow, the logo would softly 

dissolve and brake light "zones" would appear simultaneously on the right and 

left sides of panel 760, along with the federally mandated center mount stop 

light just above the Appie logo seen here. At the same time, it is likely that 

license plate identification would appear in large, easy to read, well-illuminated 

graphics, perhaps in the center orto one side, depending on the automaker's 

default design. lt is possible that brake light/turn signal/marker light portions of 

the digitai rear end could change color and transition from pale amber through 

bright amber to amber-red, to rich bright red tor the hardest braking. Such 

transitions in color and brightness, spread aver more time and a greater panel 

area (while retaining the familiar left side / right side tail light visual separations 

which can help drivers gauge distance) provide increased levels of information 

relating to stopping urgency, compared to current brake warnings which 

transition between full on or full off, and which can lead to over-stimuli and 

panie stops as they so often do today. Of importance in the present invention 

is that during any speed or maneuvering changes the ad content siate is 

gently wiped clean so as to be totally non-distractive. At this moment, in fact 

during any vehicle maneuvering, vehicle lighting, licensing and FMVSS safety 

and performance systems take clear precedence over any other visual or 

graphic imagery on that portion of the vehicle. In other words, the present 

invention needn't introduce any new changes in the ways moving objects are 

viewed today. Drivers who are engaged with the present invention need not 

take their eyes off the objects moving in their paths as they must do today 

when viewing roadside advertisements and signage. In practice, the graphic 

surface character of a moving object may simply dissolve and change before a 

driver's eyes, but only at predetermined times (generally when fully stopped), 

and then always by transitioning to greater levels of safety and visual 

standardization at criticai times. The present invention, therefore, promises 

not only richer, more relevant and meaningful commerciai communications, 

but also greater operational highway and traffic safety through the optimization 
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of uniform vehicle lighting and safety systems. The creation of common visual 

and lighting standards for motor vehicle braking, turning or hazard alerts, 

particularly in the form of solutions that can intercommunicate between 

multiple vehicles to more smoothly convey slowing or arising hazardous 

conditions to following drivers will have a greater positive impact on highway 

safety than do today's variety of unrelated designs and visual subsystems. 

The present invention allows such standardization and functional optimization 

for road safety and operations, while at the same time opening up greater 

opportunities for vehicle design creativity, product styling, branding, and free 

10 market expression. The possibilities are unlimited. 

[00228] One of several possible locations for the electronics package which 

enables the present invention is indicated at 660. In practice, the entire unit 

would, in terms of today's technology, be roughly the size of a paperback book 

and could be located almost anywhere. 

15 [00229] A roof location is indicated at 712 for the download antenna to receive 

20 

25 

30 

both content and delivery instructions from antennas in parking garages, 

residences or on the open highway. An upload antenna is indicated at 715 for 

transmitting on-board data and information relating to in-field content requests 

and deliveries to network access points for measurement, accountability, 

confirmation and compensation. These antennas can be combined into a 

single unit or can be placed individually in numerous locations on moving 

objects. A possible location for the receiver which detects encoded content 

requests broadcast from other vehicles, as well as a potential location fora 

rear-looking proximity sensor (which is further described in FIG 7), is indicated 

at 744. The vehicle spacing technology of the present invention, described 

hereinabove, enables display 760 to produce a color "spot" or visual target in 

the area 765, which then changes color (from green, through amber, to red) to 

encourage drivers to close up and position themselves at the optimum 

distance for viewing content and for the closest practical spacing between 

vehicles in an effort to conserve lane area, based on their precise vehicle 

types. 

-81-

IPR2023-01353 Page 01246



5 

10 

15 

20 

25 

30 

wo 2007/109541 PCT /0S2007 /064175 

[00230] A front-mounted location is shown for the code transmitter 742 which 

sends VIN numbers, encoded user profiles and content requests, or 

combinations thereof, generally forward to a variety of vehicles or stationary 

objects for the purpose of selecting and queuing content from their internal or 

integrai system data bases. Transmitter 742 could also be used to transmit 

video data from the requesting (viewing) vehicle for display reproduction on 

such other vehicles or on surrounding fixed or mobile objects which are 

equipped to interact with the present invention. 

[00231] A generai position is indicateci for the optical sensor 1820, which reads 

traffic signal light color transitions and cross traffic flows as part of the 

lntersection Clock 1800. The lntersection Clock 1800 is an independent 

system which determines the time available for the display of video content at 

times vehicles are paused in traffic, and generally at times vehicles are 

stopped for traffic intersections. Optical sensor 1820 would be placed at or 

above eye level to the vehicle's operator and, in the case of the land-based 

moving object 650, could be integrated into the back side of the interior center 

rear view mirror case, as is often the case with headlamp sensors in 

contemporary passenger cars. 

[00232] FIGS. 7-1 O illustrate a low-cost flat panel embodiment of the present 

invention in a SUV 651. This application represents a non-optimized version 

of the present invention, suitable only for the limited production conversion of 

existing vehicles rather than fully-integrated OEM production. The basic 

elements comprising an aftermarket body panel conversion are shown as: a 

flat panel video display 761; a sheet metal or composite structural shell or pan 

763, which provides both structure and protection for the electronic 

components; and a glass or plastic protective shroud 766, which both seals 

and keeps the video display 761 clean and secure. These elements are 

separately assembled, then mounted in various types of body panels from 

current production, after which they will be weather tested and final checked 

for electronic performance. The electronics package is shown at 690 and is 

described in more detail in a later section. Additional components may be 
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required and depend upon the types of vehicle and installation required. 

FIGS. 7-10 showfourviews of a typical installation an SUVtype vehicle. AII of 

the examples indicated in FIGS. 7 through 16 represent conversions of 

existing production automotive body panels as opposed to installations on an 

originai equipment assembly line. The intent is to address this lower cost, 

lower volume market as an interim step in bringing the invention to market at 

an earlier date and at more affordable development costs. 

[00233] Two types of installations for SUVs are shown in FIGS. 7-1 O, a vertical 

mount in the sheet metal portion of the lower rear hatch (F IGS. 7-8, 1 O), and a 

horizontal mount which is viewed through the SUV's rear window (FIGS. 9-1 O). 

Both are designed to provide excellent viewing sightlines with respect to the 

occupants of a following (viewing) vehicle without consuming significant 

amounts of interior space or vehicle utility in the host SUV. A vertical 

installation is indicated at 767, and is preferred if there are no inherent 

obstacles such as an externally mounted spare tire (as shown in FIGS. 9-1 O). 

The horizontal video panel mount, shown at 768, can fold out of the way in the 

event large cargo must be carried. When in position, however, the display 

shown with mount 768 directs its video image upward into a partially silvered 

mirror, actually a flat glazed panel 769, where it is reflected rearward for 

viewing through the SUVs rear window. Since panel 769 is partially silvered 

on its lower (front) surface, it reflects a clean image and the driver's rear vision 

is unobstructed. The picture image output at the flat screen is, of course, 

reversed electronically far this application. For cargo access or maintenance, 

the mirror panel 769 swings away against the overhead as shown in position 

25 771. 

30 

[00234] Today's off-the-shelf displays can perform the display functions nearly 

as well as the more advanced displays discussed herein and perform on a 

near-cost effective basis within the proposed business models. lt is a simple 

matter to modify the aft hatch of a common SUV to incorporate a conventional 

flat screen television or monitor into its non-glazed sheet metal portion. lt is 

also quite reasonable to position a flat screen monitor horizontally (on its back 
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facing up), then piace a partially silvered mirror at roughly a 45 degree angle 

above this display so that the image can be viewed through the rear window of 

the SUV without compromising the driver's rear view through this same rear 

window as also shown above and in FIGS. 12-13 and 15-16. Such a mounting 

retains the display within the vehicle, protected from weather and vandalism, 

and does not require modification of the external sheet metal surfaces. The 

mirror and sightline bending solution represents a novel installation of a large 

scale flat-panel display in a contemporary vehicle. 

[00235] FIGS. 11-13 illustrate a generai embodiment of the present invention in 

a passenger sedan or taxi 653. The most common installation for sedans or 

taxis will most likely be the vertical trunk mount 767. However, until vehicle 

licensing, plate lighting and registration issues are addressed, the rear license 

plates will need to be relocated to provide a full width display as shown at 773 

in FIG. 11. Again, this unit comprises a structural pan and a video panel 

assembly 775 along with a protective weatherseal glazing 766. These 

installations would be made, fully tested and color-matched to vehicles to 

special purchase arder. lnstallations would then be performed in only minutes 

by removing the originai trunk (which would later be converted to a video 

display) and by installing the electronics package 690, along with wiring, into 

the vehicle's power and contrai systems. lt is anticipated that the display 

system (which is normally on when the vehicle is operating) could be 

separately controlled by the driver and that such contrai would be exercised 

via a handheld remote which interacts directly with electronics package 690. 

This package, as will be later seen, contains the upload/download antennas, 

the centrai processor, and the hard drive for content and delivery instruction 

storage, along with supporting systems, sensors and drivers to contro! the 

video display. In FIGS. 12-13, a horizontal interior mounting 768 (like the 

SUV) is shown beneath the rear window on what is termed the package shelf. 

Again, a partially silvered or one-way mirror 769 allows the reversed video 

image to be properly viewed from the vehicle's exterior without obstruction to 

the driver's sightlines through the sedan's rear window. 
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[00236] FIGS. 14-16 illustrate a generai embodiment of the present invention in 

a station wagon 656. Again, the vertical mount full assembly 775 is shown 

before installation in the lower sheet metal of the station wagon's rear hatch, 

with its protective glazing cover at 766. As a secure alternative without the 

necessity of modifying any exterior body panels whatsoever, a flat panel 

display can be easily mounted on the interior of the station wagon with minimal 

infringement on the vehicle's cargo capacity below the window line with a 

horizontal mount 768, in the same configuration as in the SUV. The partially 

silvered mirror is shown again at 769 (in both side and end views), and will 

swing away in the event more interior space is required. Again, interior 

installations are not the optimum solutions as with fully integrated new vehicle 

production, but they are viable far the operation of a robust conversion market 

which will allow the users of new or used production vehicles to realize 

significant revenue streams from their own motor vehicles and the present 

invention early on. As before, the electronics package 690 to drive either of 

the display installations is also shown. 

[00237] In terms of market size for the aftermarket conversion segment of the 

present invention, the applicant envisions an orderly phase-in based on the 

upfitting of video-equipped interchangeable body panels for the most popular 

makes and models of current production vehicles. Later, these panels (such 

as rear hatches and doors, trunk lids and pickup truck tailgates) will likely be 

offered as options through new car dealerships and sold in the same way as 

any other high-end automotive accessory. Eventually, when it becomes 

apparent that the present invention can generate significant revenue for all 

vehicle owners-indeed, incomes which can virtually pay far the purchase of 

the vehicle-the present invention will find its way into full originai equipment 

manufacturing far motor vehicles and will be mass-marketed accordingly. 

[00238] The present invention would be covered under traditional automotive 

and property insurance just as any other automotive component. As a 

removable panel, the present invention is easily replaced in the event of 

impact damage, theft, or other types of loss. Theft, at least for the purposes of 
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generating revenue for the display of content, is not likely to yield success for 

the thief due to the integrai safeguards of the network, discussed elsewhere. 

In terms of cost, such a product might today add, conservatively, $2,000 to the 

base price of a vehicle when fully installed. Normally, in the world of 

automobiles, this would be totally unacceptable but this happens to be a 

revenue-producing component. Using the simple income streams previously 

established and proven for the display of non-video vehicle advertising-and 

even without the commanding visual performance or the extraordinary 

flexibility of demographic and proximity hyper-relevant targeting-the present 

invention could completely pay for itself in less than 1 O months and then 

produce positive cash flow for its owner. Meanwhile, the costs for converting 

to a vehicle containing a system according to the present invention would be 

virtually unnoticed in the financed monthly purchase or lease payments. 

[00239] The applicant is unaware of the existence of any commercially-viable, 

low cast panel conversion alternative capable of generating revenue for the 

mass-market and generai driving population through the display of hyper­

relevant video advertising on moving objects, let alone the transmission of 

audio sounds to viewing vehicles, the subsequent contrai of such content by 

said viewing vehicles and the electronic distribution, measurement, 

engagement tracking and the later downloading of mass-market, ad hoc 

collected information together with owner/operator compensation. 

[00240] FIG. 17 is a block diagram depicting electronic vehicle packages for the 

present invention. With respect to land-based vehicles, New Vehicle 

Production is represented at 650, and Pre Existing Vehicles are represented at 

655. lnside each New Production Vehicle is an electronics package 660, 

which has been incorporated into the vehicle's complement of electronics. 

Also standard is an external video display 760, shown in the embodiment as a 

rear-facing configuration, intended for viewing by a following vehicle, although 

side pane! or frontal viewing is anticipated. Video imagery 764 is viewable by 

30 the occupants of a following (viewing) moving object. 

[00241] The Pre Existing Vehicle 655 also has an on-board electronics package 
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680; however, it does not have an integrated video display. lt is possible, as 

previously discussed, for such owners to purchase modular or add-on video 

displays so that they can benefit from the advertising display revenue 

opportunities. Such displays, however, are not likely to have the high degree 

5 of integration of a full Production Vehicle. 

10 

15 

20 

25 

[00242] Looking first at the New Vehicle Production package, note the forward-

looking signal 740 transmitted from each vehicle depicted. Signal 740 is 

directed generally forward from code transmitter 742, and typically contains 

content requests (as previously discussed) comprising encoded specifications 

about the specific VIN including its brand, make, model, and year, and 

therefore its physical dimensions, perhaps its color, method of purchase (buy 

vs. lease), whether or not it is a rental car, its home state of registration, 

perhaps even data relating to its mileage or condition. Many options are 

possible and this data can be interpreted into a wealth of valuable cues for 

marketers. Signal 7 40 al so sends encoded "content requests" based on user 

codes and profiles for drivers and passengers who have completed them and 

who have engaged their user names at user selector 780 which enables such 

"requests" to be included in the VIN's mobile broadcast. A Pre Existing 

Vehicle 655 is capable of broadcasting a similar signal, shown at 750. 

However, as an option, transmitter 742 can be configured to transmit digitai 

packets comprising 6, 10, 15, 20, or 30 second commerciai video spots over 

short distances for immediate queuing and display on a viewed vehicle. Under 

most circumstances, transmitter 742 only needs to transmit DMV and user 

code content requests for the purpose of selecting and queuing content from 

the on board library of a viewed (display) vehicle. However, in unusual or 

special cases where specific content may not available in a viewed vehicle's 

database, content can drawn from the viewing vehicle and be transmitted 

wirelessly for display if both vehicles are so equipped. 

[00243] Numerous means exist to transmit and receive such wireless signals 

30 (RF, optical, acoustical), any of which may vary in wavelength, strength, 

range, spread, duration, modulation, or encoding, and while such variations 
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may be dictated by venue, by the type of moving objects, by the numbers or 

speeds of moving objects, by weather conditions, by cast, by manufacturer, by 

federai or local regulations, or by the override or integration requirements with 

other systems and factors, it is anticipated that such signals will not interfere 

with other transmissions and comprise a roughly a horizontal spread pattern 

and range generally consistent with that of standard vehicle headlamp spreads 

used in night driving. In other words, the strongest signal will be transmitted 

straight ahead, in the direction a moving object is traveling, while the strength 

of that signal will fall off gradually to either side. In this way, VIN and user 

codes can be simultaneously received from following vehicles in differing 

strengths from side to side, but receiver 744 will always favor the strongest 

signal, which is typically from the moving object which is immediately rearward 

in the same path or traffic lane. lt is further anticipated that to accommodate 

curved road conditions, RF transmission is spread laterally by either electronic 

or mechanical means (for example, by linking a highly directional antenna to 

the vehicle's steering as is done increasingly with turning headlamps, except 

electronically rather than mechanically) so that content requests are not 

merely directed forward, but also in the direction of the anticipated path, curve, 

or lane change. 

20 [00244] Looking first at New Vehicle lnstallations 600, we see incoming content 

25 

requests represented by signals 740 (750 far Pre Existing Vehicles), received 

at receiver 744, where they are passed on to decader 746. Once decoded, 

this information is sent to centrai processor 722, where it is polled and 

matched with previously established marketing criteria which in turn permits 

the selection and queuing of hyper-relevant ads, public service, or persona! 

content from hard drive 716. lf signal 744 contains digitai information for the 

reproduction of video, it will be decoded as such at 746, processed at 722, and 

sent to the display drivers 762, for presentation based on previously 

established delivery protocols. 

30 [00245] Before content is released from on-board hard drive 716, two important 

things must occur. First, the amount of time available fora display of content 
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must be determined; however, this is optional. Second, that content must be 

reviewed at 722 for any overriding priorities, such as Public Service Alerts, 

Proximity Priorities, Persona! Priorities, or Law Enforcement Priorities, any of 

which may preempt normai commerciai messages. The task of determining 

the available time for content deliveries is done via the lntersection Clock 

1800. Since traffic stop lights represent ideai times for content deliveries, it is 

important to know the timing of the traffic lights at a particular location, that is, 

i.e. when the light will change from red to green, and at what point in the traffic 

light sequence a vehicle equipped with the present invention has arrived. The 

lntersection Clock 1800 is an electronics component that uses a vehicle's on 

board GPS system (or its own internal GPS type of system) to identify a 

specific location or intersection on a city street or roadway where 

infrastructures (such as traffic signals or freeway onramp monitors) are used 

to regulate traffic. Once it has identified a given location using the GPS, the 

lntersection Clock 1800 checks its own database to see if there is any stored 

information that will previde the signal timing sequence for this particular 

intersection. Next, it searches for incoming radio signals from other vehicles 

equipped with the present invention already in that intersection in an effort to 

obtain or confirm the traffic signal sequence and to synchronize its clock with 

any other vehicles already there. lf none exist, the lntersection Clock 1800 will 

then open a location file and create a traffic signal signature for that venue and 

will stare that data in its on board database. lt will do this using optical sensor 

1820 which reads sequential amber, red, and green light changes and records 

the timing between these changes far all traffic flow directions. Once these 

timings are known, processor 722 can select and queue content 

corresponding to the remaining times available. The lntersection Clock 1800 

is explained in FIG. 35, and content priorities are explained in FIG. 31. 

[00246] While being constantly monitored for any incoming priority overrides at 

centrai processor 722, queued content is checked against the on-board 

speed/motion sensor 774 and the on-board proximity sensor 770, which 

establishes a vehicle range signal 772, necessary to calculate the proximity 
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and the relative positions and closing speeds between a viewed and a 

viewing vehicle. When previously established delivery criteria are met 

(content, time, piace, speed, position, priorities, and previous deliveries), the 

selected content is released to display drivers 762 and to audio transmitter 

725. The display drivers send video content to display 760, which enables the 

video imagery indicated at 764. lf audio has been requested from the viewing 

VIN, it is synchronized to the video imagery and transmitted wirelessly from 

transmitter 725 directly to the requesting VIN's FM radio via vehicle interface 

730. Alternatively, codes representing the requested audio contentare sent 

wirelessly to the viewing vehicle via antenna 712 and transceiver 714 to hard 

drive 716, where they are used to queue the audio content corresponding to 

the video, and where it is then converted at processor 722 and delivered to 

vehicle interface 730 for reproduction aver the requesting VIN's on-board 

sound system. 

15 [00247] Two antennas are indicated with respect to the instant invention, one at 

20 

25 

30 

712, another at 715. lncoming antenna 712 receives transmission signals for 

the downloading of content and data via transceiver 714 for Encoded 

Owner/Operator Profiles 116; Generai Content Distribution 150; Public Service 

Content (road/weather hazard alerts, upgrades, etc.) 152; hyper-relevant ad 

Content 153; Driving Population Persona! and Fleet/Government Public 

Service Content 154; and special programming instructions for ad hoc 

communications between vehicles 156. Antenna 715 enables the uploading of 

data and information gathered in the field which has been saved and stored on 

hard drive 716. Such information includes, but is not limited to: all Logged 

Content Exposure 160; Logged Public Service Exposure 162; Logged 

Advertising Requests from specific VINs 163; and Logged Advertising 

Exposure 164. Antenna 715 also enables the uploading of ad hoc research 

collected and stored on moving objects' hard drives (or on board memories) 

while in the field. Antennas 712, 715 can be combined into a single unit, 

depending on system design and the methods of distribution, and can be 

placed in a variety of locations on moving objects. 
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[00248] AII content, along with distribution instructions (to whom and under what 

circumstances it is to be delivered), is uploaded from the Distribution unit 800, 

to hard drive 716 via transceiver 714. Such content has been previously and 

precisely encoded to conform to established advertising, public service, or 

persona! content encoding guidelines and delivery instructions. Likewise, VIN 

information and the persona! profiles associated with it are similarly encoded 

and uploaded at transceiver 714 to hard drive 716. 

[00249] When content delivery is requested within a specific area (e.g., by a 

sponsor of a convention or exhibitor at a convention at the downtown 

convention center), these coordinates are wirelessly loaded via the Internet, 

along with the content, into the hard drive of all VINs operating within that 

physical area, for example, citywide. When centrai processor 722 receives 

information from a VIN's on board GPS system indicating that a vehicle is 

entering a designated area far content display, it automatically processes such 

requests and queues that content for display. Normally, advertising content is 

overridden by any emergency or a vital public service alert, should these occur 

in a common venue at the same time. 

[00250] The on board vehicle power supply is indicated at 726. This would 

have a battery back up system to assure that license and registration displays 

are always operational and that the vehicle systems remain useable in the 

event of public service communications emergencies. 

[00251] A vehicle interface is indicated at 730. This is a systems integration 

component which assures the proper interaction of the present invention with 

other components from standard mass production. Typical examples would 

be an interface which assures that incoming audio linked to a video to be 

displayed on a viewed vehicle is properly routed to the audio system of a 

viewing vehicle, that content displayed on a specific VIN's external display can 

also be monitored on that vehicle's internal display(s), or that a GPS 

navigational system, if separate, far example, is properly linked to the present 

30 invention's centrai processor 722 and to the lntersection Clock 1800. 

[00252] At 780, the User Selector permits a Registered Owner and, if desired, 
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any member of a family or business, to activate his persona! preferences with 

regard to that VIN's outgoing content requests. Again, the individuai user 

names, passwords, preferences, and their individuai priorities are maintained 

online andare authorized for use only on a specific VIN and then only by its 

System Administrator (usually the Registered Owner). The human interface 

will likely be a small touch screen which presents the user names that are 

currently active for the VIN (in other words, a text or icon listing of the 

individuals whose profiles are currently active and influencing the display of 

advertising and communications on other moving or stationary objects in the 

vicinity). Such a display might optionally indicate the relative percentages to 

which each user influences outgoing content requests and possibly which 

user's content requests are currently being displayed. 

[00253] Linked to User Selector 780 is the lmpulse Request unit 782. This 

component stores authorized user names along with securely encoded contact 

and credit information to facilitate on-the-fly communications and purchases by 

the vehicle's registered occupants while in the field. lf a teen sees a 

commerciai fora new skateboard, for example, he only needs to touch the 

screen next to his name to have information on that product sent to his email 

address, said address having been previously stored. He can just as easily 

have it sent from his mom's car to his pals. lf mom spots an ad fora new 

book, or even a new blouse, she can buy those items at the touch of a button 

because her credit information-and even her clothing size-would have been 

previously encoded and stored. When she gets home, confirmation of her 

purchase will be on her computer. 

25 [00254] At 794 is the lnstant Messenger. How many times have you wanted to 

30 

send back a message to someone who is following too closely? Or create a 

special sign for school, a ball game, a sale, event, or a play? How about 

instant, easy to remove bumper stickers? The lnstant Messenger allows 

operators to pre-store text messages and special designs which can be called 

up and presented at the push of a button or verbal command. lt also allows 

instant signs to be typed in using an optional keyboard or through the vehicle 
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interface 730, to receive input from celi phones or PDAs; however, software in 

centrai processor 722 continues to monitor all entries and precludes any 

offensive or objectionable words or content based on established system 

standards and practices. 

5 [00255] The VIN/Plate Report 795 allows users to temporarily reveal another 

10 

15 

20 

25 

30 

vehicle's license plate or identification and to cause it to remain displayed until 

a requesting VIN moves out of range or disengages its request. This report 

function can additionally record that license plate and VIN number for later 

access by the Registered Owner meaning that no one any longer has to 

search fora pen and paper to write down another driver's license number. lf 

there is an accident involving multiple vehicles equipped with the present 

invention (such as a hit and run or a parking lot impact while you are away), 

such impacts are read by the proximity sensor 770, which then polls and 

collects information on all of the VINs in the immediate vicinity along with a 

time stamp, a GPS location and the speed of the host vehicle at the time. 

That data is then recorded into the hard drive for later downloading and 

potential use by law enforcement or insurance. 

[00256] A Law Enforcement chip 748 can be programmed to enable a variety of 

features. First, this chip allows external law enforcement units (such as a 

pursuing Highway Patrol car or a helicopter overhead) to override the active 

external displays of a vehicle equipped with the present invention. Such 

overrides might cause a vehicle to reveal itself as stolen, for example, 

assuming such a report has been filed by its Registered Owner. In another 

example, surfaces on the subject vehicle might be caused to pulse or 

illuminate animated warnings in the event of such a pursuit, or perhaps to act 

as a primary source of illumination in the event of an open road accident or a 

disaster. The Law Enforcement chip can also sense tampering or hacking 

within the system and to optionally piace a prominent advisory on the vehicle's 

external display, orto even lock certain systems including, but not limited to, 

suspending compensation to users who are in violation of the law. 

Technologies unrelated to the present invention are being explored to monitor 
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and confirm erratic driving behaviors which could indicate drivers who may be 

under the influence of alcohol or drugs. By linking such alternative 

technologies via the vehicle interface 730, and by further confirming such 

behaviors via proximity sensor 770 and speed/motion sensor 774, the Law 

Enforcement chip could permit an override of operational displays to replace 

them with an "erratic vehicle warning" designed to warn other vehicles or alert 

law enforcement in the area. 

[00257] Thus far, we've learned that people don't really object to viewing ads 

about subject matter they are interested in. We've learned that kids embrace 

advertising when it deals with things that are part of their lifestyles andare 

curious about. We've seen that it is possible for consumers to create profiles 

that tell advertisers "who they are" and "what they want" so that marketers are 

able to select, design, and deliver hyper-relevant content to those individuals 

on a time- and location-specific basis. We've learned that content can be 

distributed to moving objects where it can be stored for future use or 

presented in real time on external video displays and through the audio 

systems of other moving objects. And we've learned that consumers can be 

compensated for using the exteriors of their own moving objects as 

commerciai video platforms. So, with all this, it's certainly possible to apply 

the same technologies to present hyper-targeted content on internal video 

displays 765 inside moving objects as well. 

[00258] lmagine a high-end executive taxi or a commerciai SUV that is able to 

present hyper-relevant video displays both inside and outside the same 

vehicle and can accommodate content requests simultaneously by separate 

parties, one party outside in the traffic environment, the other inside riding as a 

passenger. Outside the Executive SUV, surrounding vehicles would interact 

as previously explained, requesting content electronically which is presented 

on the external surfaces of the vehicle. Such displays would most likely be 

placed on the rear facing Executive SUV surfaces so they can be easily 

viewed by vehicles following. They could also be placed on the sides of the 

Executive SUV so they can be easily seen by pedestrians on sidewalks or by 
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the occupants of other vehicles moving in parallel traffic lanes. But the inside 

of the vehicle would be configured differently. The interior would be more of a 

surround sound mobile theater tailored to combine a live travel experience 

through the presentation of highly-targeted information or advertising. Basic 

targeting would be done on a time and venue-specific basis; in other words, 

when passing retail stores, scenic attractions, and similar points of interest, 

any of these might be further described in informative detail or in graphic 

terms to enhance one's trave! experience. lmagine displays embedded in 

glass that could superimpose graphics and information on the insides of 

windows so that such images would relate to, and in fact almost be 

superimposed over, passing real-world environments, events, and 

surroundings. Alternatively, envision a center-mounted touch screen console 

that carries a real-time camera-produced view of the passing cityscape, where 

all an occupant has to do is touch the screen with a finger to obtain real time 

information on those surroundings: the interiors of restaurants with menus, the 

inventory of special boutiques, or, perhaps, previews for new Broadway 

shows. Now envision a tiny wireless device that a person might carry in a 

pocket or purse which, like the hard drive in a moving object, is able hold all of 

your persona! user codes and profiles and can transmit those codes via 

antenna 712, transceiver 714, and processor 722 to content hard drive 716 in 

your Executive SUV, so that hyper-relevant content that relates specifically to 

you and your interests can be queued and presented on the vehicle's interior 

displays. 

[00259] Such a persona! mobile device has been disclosed in the applicant's 

25 nonprovisional patent application serial number 11/552,932, filed October 25, 

2006, entitled: "METHOD ANO APPARATUS FOR OBTAINING REVENUE 

FROM THE DISTRIBUTION OF HYPER-RELEVANT ADVERTISING 

30 

THROUGH PERMISSIVE MINO READING, PROXIMITY ENCOUNTERS 

ANO DATABASE AGGREGATION", incorporated herein by reference in its 

entirety, and is referred to herein as MMx. MMx is able to receive, store, poll, 

extract, and transmit data and information in a similar manner to the moving 
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object electronics packages depicted in FIG. 17 at 660 and 680. When an 

MMx device is programmed with information about a person's interests and 

objectives, it can then communicate this information to other MMx devices, or 

to any vehicle or stationary object that is equipped with the present invention. 

In other words, by carrying an MMx mobile device, pedestrians can interact 

with moving objects in the much the same way as moving objects interact with 

each other. By electronically telling nearby moving objects who they are and 

what they want, pedestrians can have the same kinds of hyper-relevant ads 

and other types of information presented to them on the exterior of nearby 

veh icles. lf a person with such a mobile device rides inside a Pre Existing 

Vehicle that isn't equipped with the present invention, that mobile device can 

engage with other moving objects in its path that are equipped with the 

invention and can then request and control the display of hyper-relevant 

content on that vehicle's exterior displays. At the same time, an individuai 

carrying a properly programmed MMx device can ride inside the kind of 

Executive SUV described above, and at that user's option, convert that 

vehicle's normally targeted content into hyper-relevant content deliveries. 

Thus, a simple cross-town trip in a luxury SUV equipped with the present 

invention now becomes a rich guided tour like none other, because it is 

pointing out features and details of persona! interest and curiosity. Such 

experiences would resolve themselves through the sound systems of the 

Executive SUV and a complement of advanced interior video displays 765. 

Such limited production fleet and special purpose vehicles are anticipated as a 

normai part of test marketing and full production ramp up for the present 

invention. 

[00260] 

[00261] 

EARL Y PRODUCTION 

Early deployments are likely to be prototypes of Production Vehicles 

and specially designed fleet applications such as taxis, passenger-carrying 

commerciai vans, SUVs, and crossover vehicles. lt is also anticipated that 

early introductions of the present invention will be in the aftermarket 

conversion segment in which current, new production vehicles are upfitted with 
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easily exchanged body panels (such as rear hatch/doors on SUVs and 

tailgates on trucks) which replace the originai components with those having 

built-in video displays. An electronics package containing a full hard drive and 

all telematics systems would be placed in a convenient spot elsewhere in the 

vehicle. This aftermarket package would, in one embodiment, include a radio 

transmitter with a directional antenna to send short range FM signals to a 

following (viewing) vehicle which would then be able to enjoy sounds through 

its own internal sound system, synchronized to the visual presentation on the 

aft display of the aftermarket conversion vehicle. 

10 [00262] Using today's off-the-shelf technology, one can easily assemble an 

15 

20 

25 

30 

operating version of the described invention in the form of an aftermarket 

conversion. The simplest implementation is that of modifying any of the large 

numbers of aft-facing body panel and glass elements which comprise 

contemporary passenger sedans, pickup trucks, or SUVs. Most of these have 

hinged rear hatches which, by virtue of those attachments, are easily removed 

from the main body structure. This means that a low cost-of-entry business 

opportunity exists for conversions. In practice, this would involve a new 

vehicle owner who, after placing an arder, would drive to an assembly station 

where his originai hatch, tailgate, or trunk would be removed and be replaced 

by a modified or remanufactured product containing the display technology of 

the present invention. The flat-screen video display and wiring harness would 

be typically incorporated into the sheet metal portion of the aft door 

assemblies. These components could also be installed on the interiors of 

certain vehicles or on the horizontal surfaces of interior package shelves or 

deck lids. These are shown more specifically in FIGS. 6-16. Metallic 

structures would be modified to accept the new video display, displacing, if 

necessary, latch handles or rear window wipers. A tinted, formed, and 

tempered glazing panel would be fitted aver the video display for both weather 

and vandalism protection and to provide a well-integrated appearance. The 

entire assembly would then be weather-sealed and tested. A wiring harness 

would be attached via a connector to an electronics package installed, in most 
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cases, beneath the rear seats or cargo shelf of the vehicle. This package 

would contain, among other things, a hard drive far the storage of advertising 

and display content, a centrai processor to control content distribution, a 

speed and vehicle motion sensor to govern content displays, an aft-looking 

proximity sensor to determine the presence of a following vehicle and to track 

its range and closing speeds, a wireless receiver to receive content with 

distribution instructions, a wireless transmitter to later upload in-field content 

delivery histories to the network and, optionally, an optical drive for the manual 

loading of content and control software. There would also be a hardware 

interface linking the electronics package to an on-board GPS navigational 

system far the distribution of location-sensitive content. The package would 

include an audio transmitter to send a corresponding audio channel to a 

viewing vehicle, either to its standard FM radio or via a special radio far 

receiving short range, encoded directional audio content signals. AII of this 

would be controlled by the centrai processor and powered by the vehicle's on 

board power supply. When completed, the finished product need not appear 

substantially different from its originai design except that it would contain a 

unique revenue-generating video display inside its newly attached rear hatch, 

tailgate, trunk, or door. 

20 [00263] As an added feature, the electronics package might include an instant 

messenger provision that would allow a vehicle owner to piace persona! 

messages on the display at certain times. lt is anticipated that such 

messaging would be submitted online and would therefore be screened far 

standards and practices and far any unwelcome content. 

25 [00264] The greatest benefit in such an early deployment of the present 

30 

invention is that it can quickly generate revenue far the owners of aftermarket 

conversions. Such revenue will quickly pay far the conversion itself, then go 

on to make the purchase and operation of the vehicle practically cast free, a 

significant accomplishment at a time drivers and owners are strained by 

increasing fuel costs and mounting traffic. lndeed, the presence of worsening 

bumper-to-bumper traffic sets the stage far the present invention in that 
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registered owners can now be compensated for their wasted time and fuel 

expenditures in traffic each year simply by becoming part of a commerciai 

television advertising platform, one capable of totally offsetting their costs for 

fuel, leases, or purchases. 

5 [00265] Vehicle owners will be paid based upon the number of impressions they 

10 

15 

20 

25 
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deliver relative to the value of the demographic and the market served. As full 

scale production emerges, increasing numbers of vehicles equipped with the 

present invention will be able to interact. However, until there are large 

numbers of interacting vehicles, the advertising displayed on them will remain 

relatively generic, more often targeted to specific locations, demographic 

groups, or times of day, rather than to the specific interests of participating 

individuals. With increasing new vehicle installations 660, and more Pre 

Existing (aftermarket) installations 680, fully targeted and hyper-relevant 

advertising will emerge. Until that happens, the Applicant anticipates that the 

use of MMx-type devices will help enable the transition to full hyper-relevant 

public advertising and persona! messaging. And, as previously mentioned, it 

is possible that business models will emerge to allow the Registered Owners 

of Pre Existing Vehicles 655 to be compensated for requesting and viewing 

hyper-relevant advertising. lt is also conceivable, therefore, that the users of 

MMx-type devices could be compensated by advertisers for viewing targeted 

and hyper-relevant content. 

[00266] Continuing with FIG. 17, Aftermarket lnstallations 680 are similar to 

New Vehicle Production installations 660, but do not include a video display, 

display drivers, audio transmitters, GPS, or as large a processor, hard drive, 

or memory. Persona! (user code and profile) content is received for storage in 

a similar manner to full production units via antenna 712, and includes the 

downloading of Generai Persona! Preferences for non-display vehicles 118; 

the downloading of Content Preferences 155; the downloading of Public 

Service Content (road/weather hazard alerts, etc.) 152; Ad Content downloads 

153; and any special software or instructions 156 relating to the ad hoc 

collection of data (normally vehicle-to-vehicle) for widespread monitoring and 
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measurements. AII downloaded content is stored on hard drive 719 and is 

processed at 718, where it is converted into encoded electrical signals for 

forward-looking transmission via code transmitter 752. Signal 750 is received 

by other vehicles equipped with the present invention via their receivers 744. 

5 [00267] Vehicle Power Supply 726; Vehicle lnterface 730; User Selector 790; 

lmpulse Request unit 782; lnstant Messenger 794; and VIN/Plate Report 795 

serve the same functions in Aftermarket units as in New Production Units. lf 

equipped with an interior on board display 765, such aftermarket installations 

could optionally present hyper-relevant advertising to their occupants, subject 

10 to safety standards for interior video displays. 

15 

20 

25 

30 

[00268] After field use, processor 718 uploads to the network all in-field content 

requests that have been stored on hard drives 719 via upload/download 

transceiver 714 and antenna 715. In so doing, the following types of 

information are sent to the Compensation unit 900: Logged ln-Field Content 

Requests from non-display vehicles 165; Logged Advertising Requests by 

VIN, by venue and time 163; Logged Persona! Use Authorizations (including 

any view blocking or persona! ads) 167; and Logged Persona! Use Exposures 

or impressions 168 by VIN, venue, and times. 

[00269] FIGS. 18A-18B show a block diagram depicting a Distribution model 

800 for the present invention. This business unit (shown here separated from 

the compensation unit for clarity) is defined in terms of the elements essential 

for receiving, processing, and delivering a variety of content types to various 

moving or fixed objects in the field. Secondarily, FIGS. 18A-18B suggest 

potential funding relationships with the key parties to such a venture. At 11 O, 

potential incoming funding is indicated from various interested Government 

Agencies to Developers, Suppliers and Manufacturers of moving objects. At 

115, the same is shown from the Advertising community, which could include 

large media companies or the advertisers themselves. By and large, however, 

it may be the makers and sellers of moving objects themselves that would 

support investment in such a Distribution entity, and that is shown as potential 

investment 128 and ongoing system upgrades 125 as part of production. 
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[00270] Across the top of FIG. 18A are represented the primary external user 

groups, comprising Government Agencies 200, Advertisers 300, the generai 

Driving Population 400, and Fleet and Government Users 500. Each of these 

participating groups, which could be comprised of many sub-groups 

contributing to content production, submits such content in the same way they 

would if they were placing content with platforms such as network television. 

Participating Government Agencies thus submit public service content, such 

as state and local signage, hazard advisories, federai emergency content or 

local highway communications as well as vehicle licensing and registration 

matters at 250. Commerciai advertising content submittals of all types are 

shown at 350. The input of Operator Profiles and Persona! Content for the 

Driving Population is shown at 114, while the submission of Profiles and 

Content for Commerciai Fleet and Government Users is shown at 116. Note 

that Government use has been depicted at both 250 and 116. Although 

Government use will resolve itself in many ways and applications, the 

depictions here assume that the uses anticipated at 250 relate more to 

regulatory issues and oversight in such areas public transportation and safety 

or highway development, whereas government use at 116 is presumed to be 

more vehicular in nature, such as law enforcement, border patrol, GSA, US 

20 Postal, and similar applications. 

25 

30 

[00271] The first step in processing incoming content for Distribution is 

monitoring it for conformance to established content guidelines, standards and 

practices. This stage addresses both the message and the messenger in the 

sense that the content must meet approved content guidelines and the 

technical specifications required by the delivery platform, similar to the kinds of 

content and technical requirements that have to be met in configuring media 

for network television or outdoor billboards. These steps are shown at 802 for 

Government Agencies and at 804 for commerciai Advertisers. Processing for 

the Driving Population is shown at 806 and for Fleet/Government Users at 

808. Each of these steps involves the computer screening and approvai of 

user profiles, the approvai of user contracts and the monitoring of 
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subsequently submitted persona! and business content. Methods and 

procedures for such monitoring and approvals are well known in the industry 

and ampie precedents exist in parallel forms of media buys and content 

delivery. However, it is anticipated that increasingly sophisticated forms of 

image recognition and content rating methodologies will evolve, as will an 

increased use of the Internet for all delivery and accounting functions, which 

reduces the need for and costs of human intervention. 

[00272] In contrast to major Government and Advertiser users, the Driving 

Population and Fleet/Business users will engage in the creation of exacting 

user profiles in arder to define their terms of service, the delivery of their 

content and their use of the platform. Online profiles are completed by all 

consumers and businesses reflecting the essential "who I am" and "what I 

want" (WINWIW) qualities defined in the previously disclosed MMx patent 

application. They next enter into service agreements which define the 

responsibilities and limitations of each party, establish fees and costs and the 

range of potential earnings for each user type and variation. These steps are 

indicated at 806 for the Driving Population and at 808 for Fleet users. These 

are then brought together at 840 where Owner/Operator Profiles (which define 

user interests, wants, needs, and experiences together with their demographic 

and psychographic data, provided in non-identifiable formats which include no 

persona! information) are approved and encoded to allow marketers to 

correlate specific types of hyper-relevant advertising content with specific 

combinations of user codes. 

[00273] The next step, at 842, is the Review and Approvai of Owner/Operator 

developed content. After content is approved, it is passed through the system 

for delivery encoding (described below). Once contract accounts are 

established, they are routinely processed at 854, Automatic Content 

Monitoring, where they are automatically monitored far consumer-requested 

changes, compliance, and consistency, all by computers programmed to also 

isolate and provide alerts for content nonconformance or contract violations. 

This business unit 800 will ultimately be linked to the Compensation Unit 900 
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and to any Customer Service components for the enterprise. 

[00274] The first stage encoding of content following approvals is to determine 

the time of delivery; this step is shown at 820 far Public Service and 

commerciai Ad content and at 844 far the Driving Population and 

FleeUGovernment use. Time encoding determines a specific time of day that 

content is to be released to any requesting or non-requesting moving or fixed 

objects. In nearly all cases, emergency or hazardous road condition alerts, 

detours, blockages, flooding, and the like will be granted a time release which 

corresponds to the time of the event or emergency. Emergencies, as we will 

soon learn, are generally always given a higher delivery priority aver other 

types of content. For example, if there is a traffic accident at a certain 

intersection and a detour is necessary, the time requirement would extend 

from the time the accident is first reported to the traffic response section of the 

network until the accident has been cleared from the area. lf congestion is 

caused instead by road work that occurs, from 7:30 AM to 3:15 PM on a daily 

basis, then that is the time encoding that specific alert will carry. Both of those 

examples have a delivery priority aver commerciai advertising in that 

immediate area and the graphic nature of the content itself would be pre­

generated and stored on ali moving object hard drives likely to be in areas that 

would need it. 

[00275] The next step in encoding is for location, or venue, as shown at 822 

and 846. Venue encoding is, af caurse, criticai far any type af proximity 

advertising or location-based communications. These can be in the form of 

relatively tight coardinates, such as an intersectian or a specific address, 

because it will most likely be GPS based, at least initially. lt might also be 

specified as a broader area, far example, assevera! city blocks surrounding a 

specific location such as a stadium, mall, airport, or theme park. 

[00276] The third method of encoding is priority encoding which is shown at 824 

and 848. Again, emergencies are given top priorities aver all other types of 

content delivery including paid priorities. An important type of priority is based 

of the payment of priority fees, essentially far a preferred delivery priority aver 
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other content in high value locations, or times of day, if not both. 

[00277] The final encoding step is that of determining delivery fees based on 

the market value of specific times, places, and priorities that have been 

requested and scheduled. This step is shown at 828 and is not unlike 

establishing values that are attached to prime time television versus 

programming that airs during the middle of the day or middle of the night and 

varies due to the demographics and viewership at those times. There is no 

hard value for delivering a marketing message. lt is worth something different 

to everyone. Therefore, any dollar figure is possible and that value is 

10 frequently established in a bid market. 

15 

20 

25 

30 

[00278] The methods of delivering commerciai advertising or public service 

content to the platform are more consistent and regulated than content such 

as consumer-generated persona! content or small business content. A key 

step in determining the costs to consumer and fleet users, therefore, is in 

determining the actual methods of delivery to the active requested platforms, 

as is shown at 850. Such distributions would involve the Internet together with 

cable, satellite, or wireless and may vary widely with locations and available 

infrastructures. Once determined, however, content from all tour basic user 

groups is uploaded at regular intervals at 830 and 852 to the various 

distribution infrastructures, represented at 832. 

[00279] One vital function for the present invention, once it reaches a 

reasonable level of deployment, is the noninvasive, mass collection of content 

requests and deliveries by and from all moving objects in the field at all times 

of the day and night for any and all purposes. What this information 

represents, essentially, is any request for content by a moving object (with 

each moving object able to describe the precise nature, interests, experience 

and histories of its occupants based on WINWIW profiling) by location, by 

time of day, and by priority. This information is tracked through any other 

moving or fixed object which can stare such a request for later uploading to 

the network and ultimately to the venture entity. However, all such information 

is collected in a non-identifiable, privacy-compliant format and, therefore, 
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cannot by itself reveal any confidential or persona I information on users of the 

platform. The actual tracking of physical movements could only be 

reconstructed by using computers to link all of the requests from a single 

moving object to all of the other objects or fixed locations it has communicated 

with, and thereby to create a venue based "contact map" comprised of time 

and piace, optionally with any requests or response to such requests. This is 

information that is massively collected and valuable to many kinds of 

marketers and planners. However, such tracking would only be reconstructed 

on a specifically identifiable party and revealed by the venture entity under a 

lawful subpoena. The instructions for the generai collection of mass data and 

its insertion for downloading by the platform are shown at 890. 

[00280] At 880, all documented in-field requests, all logged content distributions 

(or attempted distributions) together with any in-field responses to content 

deliveries (such as driving to a specific retailer immediately after being alerted 

to a "discount sale" at that location) fora requesting (viewing) moving object, 

are cross-checked by computer with the corresponding delivering (viewed) 

moving object. Such data could further correlate the demographics and 

interests of drivers and participating passengers traveling on various roadways 

at various times of the day including the types of vehicles, travel ranges, points 

of origin and destination, route variations or detours, even in some cases 

documenting the reasons for such changes; in short, a rich new body of data 

relating to the daily movements of drivers throughout our rural and urban 

transportation systems and community infrastructures worldwide. This data is 

then confirmed with the Distribution entity 800 to be certain such data has in 

fact been distributed into the network and was active during those claimed 

viewing periods. These are important steps incorporated to prevent the 

generation of false delivery claims for compensation, the equivalent of "click 

fraud" found increasingly in the online advertising business. This two-way 

data transfer is indicated at 170, as is the forwarding of confirmed delivery 

30 information to the Compensation Unit 900. 

[00281] The aggregate distribution of content is shown at 150 in FIG. 18B. 
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Once content has been uploaded at 830 and 852 and its means of distribution 

has been selected via 832, content is distributed via the Internet (cable, DSL), 

satellite, or wireless networks, or combinations thereof, using electronic 

distribution infrastructures as indicated at 150 far receipt and distribution at a 

multiplicity of potential locations and environments. lncluded are: direct 

distribution to single family residences 860 and/or network access points 

(NAPs) in neighborhoods via the Internet, satellite or wireless networks such 

as WiMax; the same far residences butto condominiums, apartments, mall 

complexes or parking garages 862; direct distribution using the same 

infrastructures to office buildings, malls, retail stores and commerciai, 

government or public service signage installations 864; direct broadcast to 

busses, trains, fleet commerciai and/or public transit routes, airports, train 

terminals, docks and major roadways 870; direct broadcast to passenger 

vehicles on the highway via satellite, Internet NAPs or wireless such as 

WiMax, etc. 868; direct distribution to fleet vehicle parking or maintenance 

garages including emergency or temporary sites 866; direct to rural or remote 

locations such as outlaying towns or villages, rural highways, harbors, 

mountain, desert, beach or offshore locations 872; or other types of emerging 

and popular locations 874 where mobile proximity communications or 

20 commerciai communications is desired or necessary. 

25 

30 

[00282] The diagram in FIG. 18B further includes an antenna 151, which 

provides a wireless transmission point (a 2-way NAP or satellite downlink) far 

transmitting content, user codes and delivery instructions to other mobile or 

stationary antennas. A receiving antenna 172 is also present, typically found 

on moving objects or on stationary objects equipped with the present 

invention. Such antennas 172 not only receive content requests with user 

codes and delivery instructions, but also return encoded confirmations 

regarding the delivery of content by time and piace along with accurate 

tracking information which bears on consumer engagement plus encoded data 

from a multiplicity of moving objects participating in the widespread collection 

of data on an ad hoc basis. 
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[00283] FIG. 19 is a block diagram depicting the Compensation model of the 

present invention. As previously mentioned, the compensation functions have 

been separated here for clarity but would likely remain an integrai part of the 

Distribution unit 800 or of the primary venture entity. Although this unit can 

include numerous variables, FIG. 19 suggests a basic and essential flow of 

information and revenue with which to enable compensation to be paid to 

platform users. 

[00284] This flow begins with composite data downloads from all platform 

vehicles. Such inflow is referenced at 905 and represents, in this example, 

data downloads from the hard drives of New Production Vehicles 660 and 

from the hard drives of Pre-Existing Vehicles 680. Such downloads would 

also include composite data from the ad hoc collection of user codes 

communicated between authorized or programmed moving or fixed objects, 

indicated at 1140. As previously mentioned, the widespread collection of such 

data has been heretofore unavailable. lts uploading from moving objects to the 

Distribution unit is shown in FIG 9 at 1160, and its sale to marketers and 

researchers is indicated at 1100. 

[00285] While the inflow of raw in-field data may vary with vehicle types and 

delivery missions, incoming information will fall generally into two categories: 

Logged Content Requests from all vehicles (including Persona! Use 

Authorizations from non-display vehicles) depicted here at 165, and all Logged 

Content Exposure (including completed or partially completed content 

deliveries) depicted here at 160. Within each of these categories, three 

content types are shown: For Logged Content Requests 165, there are 

Logged Public Service Requests from Specific VIN Numbers 161; Logged 

Advertising Requests from specific VIN numbers by venue and time 163; 

Logged Persona! Use Authorizations from specific VIN numbers (including any 

view blocking or persona! ads) 167; and far Logged Content Exposure 160, 

there are Logged Public Service Exposure 162; Logged Advertising Exposure 

164; and Logged Persona! Use Exposure or impressions by specific VIN, 

venue and times 168. 
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[00286] This information is next computer cross-checked laterally between 

categories. In other words, between the specitic VINs involved, all 

documented Advertising Requests 163 are compared with all documented 

Advertising Exposures 164, thereby confirming both an in-field request and an 

exposure (an actual delivery) between these specific VINs, also verifiable by 

time and piace. This comparative process is completed by computer and only 

when they are conclusively matched for each content type, are they encoded 

as being confirmed. Thus, at 91 O, all Public Service Deliveries are contirmed 

fora specific VIN; at 920, all Advertising Deliveries are confirmed fora specific 

10 VIN; and at 930, all Persona! Use Deliveries are confirmed fora specific VIN. 

15 

20 

25 
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[00287] The next step in this tully automated process is to determine that this 

content was actually released for distribution by the Distribution entity 800 at 

the times and with the proper encoding tor it to have been requested and 

delivered in the field by the VINs in question based on their confirmed 

interactions. This means that the contirmed content collected at 910, 920 and 

930 is routed to a Fraud Detection & Compliance Screening unit 940, where it 

is compared to the originally distributed data and content codes. This two-way 

cross-checking ot all data is indicated in FIG 9 at 170. At the same time, 

Confirmed Ad exposures vs. distributions are indicated at 173; confirmed 

Persona! and Fleet/Government exposures vs. distributions are indicated at 

174,175; and confirmed Public Use exposures vs. distributions are indicated at 

182. Why is this cross-checking important? 

[00288] CLICK FRAUD 

[00289] As previously mentioned, "click fraud" is a term given to a method of 

generating clicks {or apparent requests) tor ads on the Internet in an effort 

falsely tally online "hits" and thereby show interest in those items-or 

responses to key word selections in search formats-in arder to receive 

greater payments for those ads by reflecting increased apparent value, where, 

in fact, those ads have not actually been viewed at all. The present invention 

could be vulnerable to such fraud unless precautionary methods are 

implemented. lmagine, tor example, a couple of teens using their own 

-108-

IPR2023-01353 Page 01273



5 

wo 2007/109541 PCT /0S2007 /064175 

vehicles, each of which is equipped with the present invention. What would 

prevent them from parking those vehicles in a driveway for an extended period 

in which one vehicle was allowed to constantly request content and another 

vehicle constantly display the content in arder to show confirmed viewings or 

"impressions" and to then be paid for these viewings? There are a number of 

ways to prevent such fraud-and stili others will emerge once such 

technologies are deployed-but as in most businesses and systems, 

combating fraud and assuring security must be a sustained activity. 

Meanwhile, there are a few basic monitoring and preventative procedures 

1 o offered by the invention itself. 

15 

20 
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[00290] First, it is anticipated that such fraud or misuse of the invention would, 

or could, be treated like many infractions of the laws when operating moving 

objects. Such infractions could be linked to a person's driver's license in such 

a way that if you were convicted of such fraud, your right to generate income 

using the system of the present invention could be revoked, just as your 

driver's license could be suspended. In terms of generating proof of 

infractions, certain inherent systems exist in the invention which could be used 

to defeat such misuse. For example historic patterns for the actual requesting 

and delivery of content will be established over time and will be recognizable 

by monitoring computers set up to do precisely that. The requesting and 

delivery of content is itself a source of checks and balances. Each request is 

linked to a specific VIN, thus a pattern of requests from each unique vehicle is 

established over time as the vehicles operates (time, piace, routes, 

consistencies, etc.). The same is true for the vehicles receiving such 

requests. Over time a "normai" pattern of requests and responsive deliveries 

are stored on each vehicle's hard drive in the same way as cell phone calls to 

certain parties are documented and stored for later use in accounting and 

billing. Furthermore, each such request and responsive delivery is linked not 

only to the respective VINs involved, butto the registered owner of those 

VINs, and to authorized use profiles connected to that registered owner which 

are on file in that user's account. Thus any sustained misuse can be traced to 
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a specific user as well as to any specific irregular pattern of misuse. Next the 

precise time and piace of each request and each delivery is documented via 

GPS, along with exacting data as to the speed, the relative speed, proximity, 

attitude and direction of travel for the all of the vehicles involved. Also, of 

course, the consecutive number of similar requests and deliveries are carefully 

counted along with the duration of each delivery (since completed deliveries 

are important to the quality of service and to ultimate billings and 

compensation). There are also common methods of determining when drivers 

and passengers are actually inside a vehicle and which seats they are 

occupying as is used in seat belt and automotive safety systems. There are 

further methods which enable actual vehicle tracking over time. Thus, in the 

case of the teens, repetitive requests and deliveries between the same 

vehicles, which are apparently parked (regardless of their occupants), would 

piace the event out of the normai "pattern envelope" and content deliveries 

could be subject to investigation and possible suspension. When such 

vehicles are moving there will be attentive drivers at the wheel and 

impressions made at progressive locations would likely be valid. Motion, 

speed, and proximity sensors within the system can further identify conditions 

during content deliveries. When time-linked to GPS information, specific time 

and piace correlations can be made, and GPS tampering could be easily 

traced and documented. lndeed, tampering with linked GPS inputs with 

respect to a compensation system would probably be a Federai violation 

based on anticipated rulemaking far the present invention. lt is conceivable 

that a pair of vehicles could follow each other at slow speeds and then stop, 

causing a number of content delivery events to occur over a prolonged period, 

but in fact such instances could also constitute legitimate content impressions 

or deliveries since their occupants must be attentive and viewing uniquely 

queued hyper-relevant content tailored to those drivers. GPS can also identify 

recognizable traffic patterns and relate them to specific environments, such as 

differentiating bumper-to-bumper trafficona freeway or a surface street from a 

pair of vehicles parked in a residential neighborhood, or alone on a rural 
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highway. Additionally, if required, the Distribution system can compare and 

confirm surrounding traffic patterns by electronically reading the movement 

patterns of adjacent traffic equipped with the present invention. Again, in 

terms of differentiating traffic patterns that would be generated over periods of 

use, any repetitive incidence of two or more vehicle VINs which consistently 

request and display content to each other would become suspect. lt can also 

be assumed that any great lengths to falsify content requests and deliveries 

between vehicles is going to be far more trouble that it is worth, will 

compromise the rights of the registered owner and (short of tampering or 

hacking the electronics which are monitored and protected under alternative 

criteria) is likely to result in the actual exposure of content to the persons 

involved anyway. A further barrier against fraudulent claims of content 

delivery is by comparing all claimed matched requests and deliveries to the 

originai content uploaded to the network for distribution. Such content always 

contains release codes which describe the nature, time, and piace that the 

content is to be uploaded to vehicle hard drives and is therefore available in 

the network for deliveries. These codes and/or their content may be changed 

as many as several times per day, thus, if artificial content or content codes 

are fraudulently generated they could be identified, along with the vehicles 

20 transmitting them. 

25 

30 

[00291] Upon final confirmation, distribution fees are calculated for each content 

category, by specific VIN. These are shown in FIG. 19 as Public Service fees 

915; Advertising fees 925; and Persona! Use fees 935. The relative values for 

various fees are discussed in a later section; however, Public Service fees 915 

and Advertising fees 925 represent incarne for the platform owner/user, while 

Persona! Use fees 935 usually represent a cost to the owner/user, because he 

is displaying his own content on his own VIN or is paying to have his own 

content displayed on other VINs in the platform network. In other words, the 

Persona! Use fees 935 will, in most cases, be deducted from any revenue 

accumulated by that VIN for the display of Advertising or Public Service 

content to others. 
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[00292] Once fees are calculated, a designated billing unit can invoice and 

collect Usage Fees from all platform participants. This would include contract 

fees and bid rates charged to major brand advertisers or government users. 

Such fees can be routed from a collecting unit, in this case the Distribution unit 

800, to the Compensation unit 900, for disbursement to participants. 

Government Agencies are billed at this stage for the delivery of any Public 

Service content by platform users and this is shown at 990. 

[00293] With fees properly calculated and invoiced, each content segment can 

submit final totals and compensation can be sent to the Driving Population, 

Fleet/Government users, and all other participants who have allowed their 

persona! property to be used in this novel advertising and communications 

platform. This step is shown at 950 for Public Service utilization, at 960 for 

Advertising use, and at 970 for Persona! use or for any other User-generated 

content exposures. Again, payments for the display of user-generated content 

typically involves debiting one's own account for one's own use of his moving 

object against revenues that VIN may have earned. These direct payments to 

Registered Owners and Operators 1000, are indicated in FIG 19 at path 178. 

[00294] At 980 is a feature of the Compensation system which can allow co-

payments, financial partnerships, or promotional sponsorships with entities 

such as automakers, banks, petroleum companies, insurance companies, and 

others. Any of these might offer promotions with incentives for the use of this 

unique advertising platform and these could eventually take many forms. For 

example, a petroleum company might offer free gas plus a premium for buying 

their brand instead of simply receiving ad dollars from the entity. This kind of 

co-compensation might apply to automotive insurance, credit cards, orto even 

to the automakers themselves. A manufacturer might, for example, integrate 

the present invention first into its offerings of what are sure to be more costly 

alternate-energy vehicles, and then rely on their revenue-generating potential 

to offset their higher acquisition costs for consumers. Thus, the present 

invention, appropriately integrated into fuel-efficient vehicle planning and 

production would actually stimulate the earlier adoption of such advanced or 
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more costly products. 

[00295] FIGS. 20-23 are illustrations showing a land-based vehicle with three 

examples of displays based on modes of operation and their relationships to 

the environment and to other moving or fixed objects. Although there will be 

numerous methods for integrating displays FIG. 20 depicts a typical 4-door 

passenger car 101 O of the anticipated period having a digitai rear end and a 

contemporary, low-profile one-box design. lts relatively elevated rear hatch 

puts the digitai display well above its rear bumper impact zone, in excellent 

line of sight for the occupants of most following (viewing) moving objects. In 

this example, the overall surfaces and default color of the vehicle's contoured 

OLEO video display blends well with its inherent design lines. 

[00296] FIGS. 21-23 depict three different kinds of displays. Although there are 

numerous possible kinds of displays, steady-state vehicle 1020 in FIG. 21 

presents an image that might be seen when a vehicle is at speed, cruising in a 

steady state during daylight hours, in which there are few, if any, speed or 

maneuvering changes, as might occur on an open road or freeway. Such a 

display would be static and quite similar to the graphics seen on vehicles in 

traffic today. These images might be allowed to introduce minor animations, 

such as the hair waving in image 1022, or they might dissolve softly into other 

images, but only when the vehicles on which they are displayed are in stopped 

or near-stopped conditions. Standards and practices will be established for all 

such animations and image transitions. Even minor animations or changes 

will likely be precluded at speed since they could be distractive to the 

operators of vehicles nearby. Thus, displayed graphics using the present 

25 invention, as shown in FIG. 21, are not dissimilar at all to what is on the road 

today. 

30 

[00297] Transitional-state vehicle 1040 in FIG. 22 illustrates a condition 

characteristic of any vehicle that is making changes in speed or direction. AII 

such changes-slowing, rapid braking, accelerating, turning, creeping slowly 

forward or backward-would cause nonessential imagery to quickly dissolve to 

be replaced by all federally mandated lighting and safety systems (assuming 
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these become digitai and not part of a traditional independent lighting system). 

Such digitai lighting would include a pair of tail lights at optimum spacing with 

tum signals and brake lights 1042, a center-mount stop light 1046, plus 

backup lights and reflectors. lf the license plate and registration systems are 

also generateci via digitai video, as shown at 1048, these tao would instantly 

reappear during any vehicle speed or attitude changes unless federai or local 

requirements ultimately dictate their presence at all times. lf commerciai 

imagery of any kind is presented at such times, these would be minimal, non­

animated and non-distractive, all very similar to the kinds of branding seen on 

10 automobiles today. 

15 

20 

[00298] Stopped vehicle 1060 in FIG. 23 depicts a display on a vehicle that is 

fully stopped. When the speed sensor in a display (or viewed) vehicle 

indicates a non-moving condition, and its proximity sensor indicates a 

requesting vehicle or device within range (or even in the absence of such 

electronics requests), then that display vehicle is able to queue and present 

full motion, conventional, or hyper-relevant video imagery 1062. lf the display 

vehicle should drift slowly forward, the full motion video imagery could, under 

most scenarios, dissolve and be replaced by the lighting, licensing and safety 

systems shown in FIG. 21. Rulemaking and resulting Federai Motor Vehicle 

Safety Standards (FMVSS) would be adopted after thorough consumer and 

safety testing to determine the speed and motion boundaries far full motion 

video animation, transitions and deliveries, and the appropriate start and cutoff 

timings based on the relative speeds and the movements of the other vehicles 

involved. 

25 [00299] lt is worth noting that at night or during periods of darkness or under 

30 

potentially hazardous conditions, all lighting systems will be displayed. There 

are some genuine advantages to land vehicles having digitai rear ends. One 

of these is graphics standardization for criticai operations. The size and lateral 

separation of taillights combine to provide valuable cues to any vehicles 

following as to the range or distance to vehicles ahead. When taillights are of 

different sizes and have different lateral spacing, the effectiveness of these 
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cues is diminished. The present invention allows for the widespread 

standardization of these important visual elements. lt additionally allows for 

intercommunications between all vehicles having digitai video body panels or 

glazing to display early warnings and even graduated warnings during slowing 

or stopping. In the event a vehicle leading a long lane of vehicles at speed 

begins to slow, then all vehicles could simultaneously receive a slowing alert 

via radio and that signal would introduce a uniform amber taillight alert that 

would shift gradually towards red as ali vehicles slow at roughly the same rate. 

This feature alone could prevent the very common increasingly exaggerated 

stops as brake lights flash on without warning in a lane of traffic at speed. 

[00300] FIGS. 24-27 are illustrations of four types of displayed content. 1100 

depicts an Emergency type display. Most of these will be in the Public Service 

category and would be stored and deployed by Federai, State or local 

governments. This would not preclude persona! or consumer emergency buys 

however. Emergency graphics can be stored in all hard drives or can be 

uploaded to vehicles based on their locations and travel environments. 

Emergency content is typically embedded with instructions for distribution at 

precise times and under exacting conditions, usually triggered by locai area 

wireless signals, GPS coordinates at precise time periods, or through vehicle 

to vehicle wireless transmissions. Note that emergency displays will cause all 

vehicle license and registration information to immediately reappear, assuming 

they are digitally represented. Emergency content transmissions will have 

higher priorities than all other types of content and would be triggered by a 

proximity to, or entry upon, a hazardous area often defined by GPS 

coordinates. 

[00301] At 1120, a typical Proximity advertisement is shown. A consumer in a 

following vehicle might request such proximity content be displayed on nearby 

objects, or these might appear passively based on a proximity media buy. In 

an example to be later described, Proximity buys could be based on a time of 

day (e.g., meal time) and, most certainly, on a location (e.g., the city blocks 
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surrounding a restaurant. Graphics might include animated signage, such as 

the right turn arrow depicted in Proximity illustration 1120. In the case of a 

drive-thru restaurant, graphics on a viewed vehicle immediately ahead in the 

drive-thru line could display a pictorial and even an animated menu in rich 

5 video imagery, along with current prices. 

10 

15 

[00302] The present invention uses existing onboard GPS Navigational systems 

to deliver ads at precise locations determined by the advertiser or by the 

media buying agencies. By coupling specific content stored on board a 

vehicle's internal hard drive to specific geographical locations (e.g., a city 

block, an entire section of a city, or a length of rural highway), advertisers can 

target specific demographic groups by area and can call attention to specific 

products or services while drivers or consumers are close to them. This is 

called proximity advertising. The ability to advertise restaurants, promote 

special sales or points of interest, to capture spontaneous interest, or to inform 

those who may be unfamiliar with an area is powerful and much sought after in 

the world of marketing. In practice, the desired GPS coordinates are coupled 

with the ad content at the time of upload. When a vehicle's GPS system later 

indicates travel within those specific boundaries, then those ads are either 

queued or are given priority aver other content. 

20 [00303] At 1140 is an example of Sponsorship content. For example, a 

25 

30 

convention promoter or exhibitor could purchase time or content for the city 

streets and freeways surrounding a convention center. As vehicles equipped 

with the present invention approach sponsored venues, such as theme parks, 

sports stadiums, national parks, or airports, content representing those 

sponsors could appear on all of the objects moving in and around that 

immediate area. 

[00304] Another common form of sponsorship is likely to be where marketers, 

entities, or individuals purchase time and space on the surfaces of moving 

objects as a free courtesy or a service enhancement for viewing parties. 

lmagine two vehicles equipped with the present invention stopped one behind 

the other at a traffic signal in which the vehicle behind is able to view the 

-116-

IPR2023-01353 Page 01281



5 

10 

15 

20 

25 

30 

wo 2007/109541 PCT /OS2007 /064175 

external display surfaces on the vehicle ahead. Assume the viewing vehicle is 

at that moment tuned to a radio station, using an onboard entertainment 

system, or listening to a portable handheld device such as a future iPod, 

satellite portable, MMx, or phone. When such equipment in or around a 

viewing vehicle is equipped with a means to wirelessly broadcast an encoded 

signal describing the content it is currently using, then a vehicle ahead is able 

to enhance that use by introducing visual content synchronized to a 

consumer's current audio environment. In other words, if the occupants of a 

viewing vehicle are listening to a satellite radio station that is playing specific 

music, that music code (or the content itself) could be transmitted forward to 

the viewed vehicle, and the display of that vehicle could then present video 

materiai which is both related to and is synchronized with the audio content 

being received or consumed in the viewing vehicle. The logo or the tag lines 

of the sponsor offering such free entertainment or marketing enhancement 

would of course be displayed somewhere on the video display within the line 

of sight of the viewing vehicle. Naturally, these commerciai sponsorships 

could be turned off or locked-out by any properly equipped viewing vehicle or 

any compatible portable device within range. 

[00305] At 1160 is an example of a Persona! media content placement. Such 

media can be generated by consumers or professionals and can be uploaded 

by users themselves. lf persona! ads are placed on other vehicles, they will 

pay the going media rate for the anticipated location, time of day for the 

number of impressions. lf such content is placed on an owner's own vehicle, 

then that cost would be deducted from revenues earned from the display of 

content for others. 

[00306] lt is worth noting that a major application of the present invention will be 

that of displaying commerciai advertising in large indoor and outdoor parking 

lots and structures by using the rear surfaces of parked cars. In this way, 

consumers can even earn revenue while they are shopping, by presenting 

commerciai advertising to passing motorists who are looking for parking 

places or to pedestrians on foot who are walking past rows of parked cars on 
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their way to the retail spaces. This proximity application alone will be of 

significant value to the parking spaces surrounding retail stores. lmagine the 

large number of vehicles parked in spaces near a major mall anchor such as a 

Nordstrom's or a major brand restaurant or theater chain that could display 

specials or show film trailers to families passing on their way from the lot into 

the mall. Proximity sensors on board each vehicle could activate such ads as 

pedestrians approached and passed behind them. These displays can also 

easily be targeted by proximity, venue, or time of day, and when consumers 

further carry handheld MMx units which broadcast a consumer's "who I am" or 

"what I want" encoded preferences, then parked moving objects are able to 

display hyper-relevant content to those pedestrians. 

[00307] EXAMPLE 1 

[00308] FIG. 28 is a diagram showing geo-specific content distribution. lt 

depicts severa! city blocks with in a representative downtown area. Main 

Street is shown at 1280 and 1 st street at 1200. The Convention Center is 

located at 1220. A McDonald's Drive-thru is shown at 1240, and a Hilton Hotel 

is shown at 1260. 3rd Street is a one-way street, as indicated by the arrow at 

1284, and temporary road work is shown at 1250. In terms of content media 

buys, Appie Computer has purchased the severa! square block area 

surrounding the Convention Center, but only during visitation hours for the 

electronics show. This area is indicated at 1222. McDonald's restaurant, 

1240, has a renewable lease for the city block area immediately surrounding 

its restaurant and the boundaries far this media area is indicated at 1242. 

However, McDonald's has also purchased media rights to the subsurface 

parking garage far the convention center on a 24/7 basis, such additional 

space being represented at 1244. Hilton Hotels, meanwhile, has leased the 

areas surrounding its hotel but has also negotiated exclusive rights to traffic 

flowing along Main Street a half block from the Hotel. Each of these areas has 

boundaries defined by GPS coordinates and each has an individuai priority for 

content deliveries based on the time of day. The fees for such areas and their 

relative priorities are established by the anticipated level of exposure-

-118-

IPR2023-01353 Page 01283



wo 2007/109541 PCT /0S2007 /064175 

typically based on the number of targeted impressions they can deliver at any 

given time-in the same way as outdoor billboard advertising is valued. 

Specific content purchases are described in FIG. 29. In FIG. 30, we will take a 

drive North on Main Street to experience the kinds of content that will be seen 

5 by four different types of users during their travels. 

10 

15 

20 

25 

30 

[00309] FIG. 29 is a diagram showing content purchase and encoding by 

content type. Across the top are the Column headings of Sponsorship, 

Proximity, Persona!, and Emergency, representing the four content categories 

discussed in FIGS. 24-27. On the left side, from top to bottom, are the 

headings of Content, Time Encoding, Venue Encoding, Exposure priority, and 

Fee range. Together, these represent the kinds of media buys described in 

FIG 28. 

[00310] Reading from top to bottom in the Sponsorship column, at 1305, we see 

Apple's purchase of the Consumer Electronics Show at the Downtown 

Convention Center. At 1325, we see that Appie has purchased the prime time 

hours when the Convention Center is open, from 7:30 AM to 6:00 PM during 

the run of the electronics show. At 1345, we also note that Appie has 

purchased the several square block area surrounding the Convention Center 

which includes all of the approach routes to entry and parking. The Exposure 

Priority assigned far Apple's sponsorship (the preference with which Apple's 

promotion is given aver other types of content) is shown at 1365 as Level 2, 

with Level 1 being highest. Finally, the Fee Range, at 1385, is "High", based 

on the show and on the high value business traffic at this venue. 

[00311] The Proximity content column at 131 O reflects McDonald's and Hilton 

Hotel's Locai Venue advertising buys. Both companies, at 1330, have 

selected media purchases on a round-the-clock or 24/7 basis. 1350 indicates 

McDonald's buy of the streets immediately surrounding its restaurant but, as 

shown in FIG. 28, also includes the entire Convention Center underground 

parking garage in an effort to attract hungry convention goers. 1370 indicates 

a Level 3 priority (from a total of four), meaning that Apple's sponsorship at 

Level 2 would take priority if there were a conflict in time and piace. Finally, 
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based on McDonald's and Hilton's annual deals for Proximity advertising, they 

have negotiated costs in a Medium fee range, shown at 1390. 

[00312] Under Persona! Content at 1315, we find a Registered Owner who 

wants to Promote his own business at minimal cost. An example of such 

content would be the Dog Walking business shown at 1160 in FIG. 27. In 

order to keep costs down, yet hit his target market, this person has chosen 

Non-Prime Advertising hours at 1335, so that during these periods he can 

continue to generate revenue by displaying brand advertising for big 

companies, but he has also selected an option which lets him manually 

override his own schedule to present his own or other persona! ads whenever 

he chooses. Also, because his business operates in a localized area and 

involves such a personalized service, at 1355 this owner had selected his 

immediate neighborhood based on GPS inputs. In other words, when he 

ventures further from home he can earn money through the display of major 

brand advertising, but as soon as he re-enters his home neighborhood, his 

Persona! or Business ads will queue up and promote his locai enterprise. At 

1375, we see this has resulted in the lowest Exposure Priority for his own 

content, allowing him to first optimize incarne producing content. His fees for 

Persona! content will therefore be among the lowest available, and will simply 

20 be deducted from his monthly ad revenue, as indicated at 1395. 

25 

30 

[00313] In the last column, Emergency, we see at 1320 that the City 

Department of Transportation has requested a Public Service placement, and 

has designated it for automatic activation. This means the network will cause 

the requested content to automatically appear on the displays of all moving or 

fixed objects equipped with the present invention operating within the specified 

venue in accordance with locai laws and time/piace specifications. At 1340 

and 1360, we see that both Time Encoding and Venue Encoding will be 

governed by Locai Road, Highway and Safety Standards During Project 

Durations. This simply means that "alert" or "emergency" content will be 

posted at the times and places where they are required. Since many of these 

media postings are Emergency alerts that may bear on transportation or 
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highway safety, they are granted the highest priority, Level 1, shown at 1380. 

Fees for such media are typically borne by public funds or taxpayer dollars. 

However, if Government agencies are using privately-owned assets to deliver 

its messages, the proceeds for any such Public Service media buys will be 

5 shared with the registered owners of those assets, as indicated at 1398. 

10 

[00314] FIG. 30 is a diagram showing Content Viewing referencing information 

from FIGS. 24-29. In FIGS. 24-27, we learned four basic types of content. In 

FIG. 28, we saw how certain content could be displayed selectively based on 

its proximity to people, places and things, and in FIG. 29, we leamed about 

content priorities, encoding, and fees. FIG. 30 now brings all of these together 

to demonstrate what four different vehicle drivers (each expressing individuai 

interests and needs) would see on the various fixed or moving objects around 

them that are able to communicate with the present invention as they move 

north on Main Street, as shown in FIG. 28, at 12:00 noon. 

15 [00315] Across the top of FIG. 30, four different driver types are represented: at 

20 

25 

30 

1402 is a Soccer Mom driving an SUV with a load of kids; at 1404 is a 

Business Traveler who is unfamiliar with the city and is driving a rental car; at 

1406 is a local Daily Commuter (who is quite familiar with the city) driving in 

his persona! car; and at 1408, we have a disinterested driver who is using a 

car equipped with an aftermarket system (as described in FIG. 17 at 680) to 

disable advertising on the various moving objects within his point of view. 

[00316] The second row indicates the preference settings each of these drivers 

has assigned to his particular vehicle that are currently switched on. The 

soccer mom at 1412 has a Family Profile engaged in her SUV with her kid's 

preferences also active. At 1414, the business traveler has asked his car 

rental company to transfer his preferences from his persona! car to the rental 

car and has further requested the rental agency to add its local visitar support 

program, which will guide him through the city based on his persona! interests. 

The business commuter, at 1416, has his normai persona! profile active. The 

disinterested driver has all of his ad viewing preferences shut off, as indicated 

at 1418. So, when driving north on Main Street at noon, each of these drivers, 
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along with any occupants on board, is likely to see the following kinds of 

content in front of or around them on surrounding displays equipped with the 

present invention: 

[00317] From 1st Street to 2nd Street, mom in her SUV will see family oriented 

ads derived from her own interests, mixed with the interests of her children 

(since their profiles have been so adjusted), as shown at 1422. At 1424, the 

business visitar in town will see ads and content based his own WIA/WIW 

profile interests, except that any proximity-based interests will reflect his 

current location. In other words, if one of his preferences has been set for fine 

Jamaican dining in his home town of Chicago, he will now be alerted to the 

presence of nearby Jamaican restaurants in this current location (e.g., Los 

Angeles), especially here at lunch time. Because our visitor has asked the 

rental company to add its Locai Visitor Support package at 1424, he will be 

also shown a variety of local interests in his new travel area. lf he is more 

interested in certain kinds of fishing or boating, than he is interested in, for 

example, museums, a much larger emphasis will be placed on these points of 

interest. At 1426, our local business commuter will be presented with content 

corresponding to his persona! profiles that are switched on. Finally, at 1428, 

the disinterested driver will see nothing displayed on the objects in front of his 

20 vehicle as he moves between 1 stand 2nd Streets. 

25 

[00318] Between 2nd and 3rd Street, our northbound drivers will enter the first 

and largest zone fora proximity media buy, the one purchased by Appie 

Computer at the Convention Center. Here, our mom with her kids at 1432, our 

business traveler at 1434, and our local commuter at 1436, will all see Apple's 

sponsorship imagery on the various objects around them; however, because 

our rental car visitar has requested local visitar support, he will also see, at 

1434, a One Way Traffic Alert which will result in an absolute display priority 

during the last 20% of travel as our visiting driver approaches the intersection. 

At 1438, our disinterested driver continues to see nothing displayed on the 

30 vehicles or fixed signage around him. 

[00319] Between 3rd Street and 4th Street, mom and kids at 1442, the rental 
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car driver at 1444, the local commuter at 1446, and even the disinterested 

driver at 1448, will all see a "NO RIGHT TURN" alert as they approach the 

intersection calling attention to a temporary roadwork and closure condition 

during the present hour. AII vehicles will receive an alert since these have the 

highest priority and involve issues of traffic safety. As vehicles near the 

intersection, this alert overrides even Apple's high cost promotion and the 

disinterested driver's preferences at 1448 to not view commerciai content. 

Apple's exposure during this hour will drop to approximately 70% of the driving 

time between these parallel streets. Such road hazard information would be 

1 o regulated by the loca I area city and traffic signage infrastructure. 

15 

[00320] From 4th Street to 5th Street, mom at 1452, our rental car visitar at 

1454, and our daily commuter at 1456 will see, presented on the objects 

before and/or around them, both the Appie promotion and Hilton Hotel's 

proximity ads. Apple's logos will be seen approximately 70% of the time 

between 4th and 5th along Main Street, and Hilton's ad will be seen about 

30% of the time, due to Apple's premium fee paid for the temporary 

Convention Center sponsorship. Between 4th and 5th, our disinterested driver 

at 1458 returns to being presented with no commerciai content, in accordance 

with his pre-established preferences. 

20 [00321] Between 5th Street and 6th Street, mother and kids at 1462, the rental 

25 

30 

car user at 1464, and our daily commuter at 1466 will all be presented with 

essentially the same levels of paid content: Appie at 70% (due to the premium 

fee), Hilton Hotel's ads at 20% of the linear block, and McDonald's at 10% of 

the linear block, due to the surrounding surface street proximity area 

purchases which they have leased from the network. Between these streets, 

however, our disinterested driver at 1468, in the absence of any further road 

or traffic safety alerts, sees nothing displayed for his benefit. 

[00322] In the final stretch between 6th Street and 7th Streets, our disinterested 

driver continues to have no commerciai content displayed, as shown at 1488. 

However, our soccer mom with her kids at 1482, our rental car driver at 1484, 

and our daily commuter at 1486 will all continue to view ads based on their 
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previously scheduled proximity media buys and their content delivery 

instructions. The result is the following approximate split in content display: 

Appie Computer at 70% (for its premium fee), with the balance split equally 

between McDonald's and the Hilton (15% each), depending on linear area 

traveled over time. lt is important to note that after 6:00 PM, when the 

Computer Show closes at the Convention Center, the traffic between 2nd 

Street and 7th Streets will no longer be shared with Appie (since the company 

has purchased time only during show hours). This time will now be divided 

between McDonald's and Hilton Hotels based on areas 1242 (for McDonald's) 

and 1262 (for Hilton), as shown in FIG. 28. In the remaining areas along Main 

Street which are not defined by the proximity content purchases shown in FIG. 

28, presentations will be based upon the active persona! "Who I Am"/ "What I 

Want" persona! profiles or on preferences stored on board each vehicle, which 

have also been activated by their owners (or system administrators). 

15 [00323] FIG. 31 is a block diagram showing a possible content delivery protocol 

20 
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between moving objects. Such a sequence typically begins at 740/750 with a 

local wireless signal from another moving object or from a portable, mobile 

hand-held device containing data and a means to transmit a combination of 

VIN numbers, profiles, user codes, or content requests. Such signals are 

received at receiver 744 and are decoded at 746. This information is then 

processed aboard a receiving (or viewed) vehicle, or a moving or a fixed 

object, as indicated at 1505. Once received, an initial question is asked at 

151 O: Are ads rejected? lf the answer is YES, no ads are queued, as 

indicated at 1515, and subsequently, at 1520, the declined ad viewing 

instruction is logged on the hard drives of both the requesting (transmitting) 

and the displaying (receiving) moving objects. Eventually, this declined data 

delivery is uploaded to the network along with information on VIN, time, piace, 

and demographics via transceiver 714. 

[00324] lf, at 151 O, the answer is NO, then the preferences associated with that 

VIN are decoded at 1525. At 1530, a second question is asked: Is the 

requested content available? lf the answer is affirmative, another 
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question/decision follows at 1540: ls there time for the requested content? 

Input for this decision comes from the lntersection Clock 1800, which is 

explained in more detail in FIG. 35. The lntersection Clock 1800 is an 

independent database that is linked to a moving object's GPS (geo-location or 

navigational) system 755, which, over time, records and learns event delay 

performance at precise locations, primarily at traffic lights, bridge or railroad 

crossings, freeway on ramps, and throughout urban or rural environments that 

experience heavy stop-and-go traffic. This database is linked to a short range 

wireless transceiver system capable of synchronizing its current database with 

signals from other moving objects (those equipped with the present invention) 

which may have arrived at the intersection earlier, and then lock onto the 

ongoing traffic signal sequencing at that location. Based on this information, 

the lntersection Clock 1800 can determine how much time remains for the 

display of content before stopped traffic starts to move again. 

15 [00325] lf, at 1540, adequate time remains to display the requested content, 

20 
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then at 1550, the system determines if there are any priority overrides to deal 

with. Such overrides can come from multiple sources. Block diagram 

elements 846, 848, and 824 represent Proximity Priorities, Persona! Priorities 

and Public Service Priorities, respectively. These priority assignments are 

typically embedded with their content as release instructions and are triggered 

by time, piace, or hierarchy as discussed in FIGS. 29 and 30. Another kind of 

priority override is shown at 1595. Law Enforcement and Security Priorities 

can be triggered from outside the system as opposed to using a 

preprogrammed internal protocol. The law enforcement chip at 748 is an 

example of a trigger which provides for the override of moving object displays 

by members of law enforcement in the interests of public safety. lmagine, for 

example, that a missing child is reported in a specific area of the city. lt would 

be possible in only minutes to distribute a photograph of that missing child and 

to reproduce that image on the display panels of all equipped vehicles within 

several square miles of where that child was last seen. In another example, it 

would be possible to piace "WARNING STOP WAIT" graphics on vehicle 
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displays in the event that Emergency Vehicles are approaching the 

intersection. 

[00326] lf priority overrides are embedded in the content, these are revealed at 

1550, and content is displayed accordingly. lf there are no priorities, then at 

1555 content is released from the on board storage hard drive. Priority 

monitoring is an ongoing and constant real time process as indicated at 1560. 

lf delivery conditions change, content queuing or display can be instantly 

suspended or even substituted with other content. One of the most criticai 

steps in monitoring content deliveries is to confirm vehicle relative speeds and 

proximities in real time. This step is shown at 1565. When all pre-established 

delivery criteria has been met between a requesting and a presenting vehicle, 

prioritized content is sent to the presenting vehicle's display drivers, as shown 

at 1570, then on to its video display 760. lf, during display, delivery changes 

are detected at 1565, it may be necessary to suspend or modify the delivery of 

content. For example, a presenting vehicle creeps slightly ahead in traffic, 

altering the viewing angle and range, and, more importantly, introducing a 

need for the operator of a viewing vehicle to focus on maneuvering his vehicle 

forward in a stop and go traffic lane. lt becomes immediately criticai to 

suspend any content delivery that could compromise the maneuvering process 

and to reveal all vehicle visual lighting and safety systems. An essential 

purpose of the present invention is to maintain, at a minimum, the safe 

operating conditions which exist today between moving objects and their 

operators. For this reason, it is anticipated that video impressions would occur 

only when vehicles are static, parked, or moving only within minimal 

acceptable limits. Thus, at 1580, any changes beyond established norms will 

modify content delivery. 

[00327] Once content has been sent to the display drivers, the extent of the 

delivery will be confirmed at 1575. lf the queued content has been totally 

delivered, then the time, piace, and percentage of that delivery will be encoded 

and logged onto the hard drives of both the requesting and the presenting 

vehicles, as indicated at 1590. This is an important confirmation step as it 
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reveals to marketers and to the distribution network that the intended content 

was indeed delivered as requested and that platform owners and operators 

can now be properly compensated by the Compensation unit 900. Although it 

is not reflected in FIG. 31, content delivery, as previously discussed, includes 

the transmission of either audio codes or content, so that the audio portions of 

video content can be reproduced over the sound systems of viewing or 

requesting vehicles and devices. Deliveries can therefore be confirmed on 

severa I levels, the four most common being: (1) Content was NOT viewed 

(content requests were shut off or content was rejected); (2) Content was 

viewed only (requested content was displayed but sound was shut off); (3) 

Content was both viewed and heard (both systems functioned fully during 

delivery); and (4) Content caused viewer to specifically respond after such 

viewing (meaning that a receiving party might have driven to a specific 

location, requested more information on a product, or made a purchase within 

a specified period). 

[00328] lf the delivery of content is modified for any reason at 1580, then it is 

determined at 1582 whether minimal delivery requirements have been metto 

constitute an actual delivery. This is generally interpreted by the amount of 

content exposed to the viewer. lf minimal exposure was met at 1582, then this 

will be logged as a percentage delivery at 1590. lf minimal exposure was not 

met, then shorter content of a similar type can be queued (as indicated at 

1545), or the delivery can simply be preempted as shown at 1586 and re­

queued in its entirely at 1588. 

[00329] lf, at 1530, it is determined that requested content is unavailable 

(meaning, possibly that a hard drive may not have been recently updated from 

the network), then, at 1535, alternate, similar, or generic content is queued. lf 

it is determined at 1540 that there is insufficient time to display 100% of the 

requested content (e.g., a 30 second spot), then, at 1545, a shorter 

commerciai spot of the same or similar content can be substituted. Once such 

revised content is queued at 1535 or 1545, it is released from the hard drive, 

as indicated at 1555. 
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[00330] FIG. 32 is a diagram illustrating geo-specific content distribution in a 

rural area. The map shows an lnterstate Highway 1610 passing north/south 

through a rural countryside. A rural road is shown at 1620, a river at 1630 and 

a bridge-out condition at 1640. Several hundred feet from the highway is a 

Gas Station/Market at 1650. A rectangular boundary is indicated around the 

Gas Station/Market area. This area defines a proximity advertising area 1660 

within which specific commerciai or public service messages can be delivered. 

Another boundary is indicated at 1670. This rectangular area defines the 

bridge-out warning alert area and is referred to as a Public Service Alert Area. 

Finally, four electronic billboard installations are represented at 1680, 1682, 

1684 and 1686. 

[00331] When stop and go congestion exists on the interstate, then moving 

objects equipped with the present invention can use other objects immediately 

in their paths to display commerciai or public service content. lt is generally 

anticipated that non-animated graphics (e.g., signage announcing an 

upcoming gas station or market stop ahead) could be placed on nearby 

moving objects at speed since they would be no more distractive than other 

types of graphics which exist today on moving objects and would, in fact, be 

easier to read since they are moving with the viewer at traffic speeds, as 

opposed to passing quickly by at roadside. However, in the absence of traffic 

equipped with the present invention, electronic content would have to be 

placed on other kinds of display surfaces, such as the billboards indicated at 

1680. The difference between standard electronic billboards and those 

equipped with the present invention is that those equipped according to the 

present invention able to receive and interpret aggregated requests for 

commerciai, persona!, or public service content and then display such content 

to the occupants of passing vehicles. 

[00332] For example, southbound traffic on lnterstate 161 O will transmit 

advance wireless signals (each representing VINs, profiles, and user codes 

with content requests) to the billboards depicted at 1680. When a vehicle 

approaches such a billboard, the billboard has already polled its internal 
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storage (see FIG. 31 ), and will queue and display content requested by that 

VIN as it approaches. In this way, even single or Ione vehicles using the 

present invention can function independently within the environment by 

causing highly appropriate or hyper-relevant content to appear on many types 

of surrounding surfaces. lmagine fuel is nearing empty on that southbound 

vehicle. Such a "low fuel" condition can be interpreted through the vehicle 

interface 730 and, once coordinated with GPS data regarding the location of 

the service station, can encode and broadcast a radio signal 740 via 

transmitter 742 to enable nearby billboards to display information on the 

proximity of available fueling stops. While it is true that such information could 

be presented on displays inside a vehicle, other types of contentare better 

suited for showing externally on electronic billboards. For example, billboard 

1680 could reveal the presence of Gas Station/Market 1650, which might 

otherwise be obscured from direct view of lnterstate traffic. Billboard 1682 

could further indicate directions to the Gas Station/Market and might feature 

other products and services based on the preferences and interests of the 

occupants of any approaching VINs. Westbound traffic on Rural Road 1620 

would be exposed to electronic billboard 1694 before leaving the populated 

area defined by Proximity Advertising Area 1660. Normally, billboard 1694 

would carry content relating to features along the road or would respond to 

content requests. However, in this example showing a proximity Public 

Service Alert area, 1670, such requested content for billboard 1684 would be 

overridden by the "bridge-out" alert until the condition is eliminated. Electronic 

billboards would have content uploaded to them using the Internet and a 

delivery means such as cable, wireless, or satellite. Again, embedded with the 

content for delivery can be specific instructions for the dissemination of that 

content. In the case of the "bridge-out" alert, these instructions would likely be 

in the form of GPS coordinates defining the perimeter of the alert area. Such 

a boundary is indicated at 1670. Once these boundary coordinates are 

identified and approved by a goveming agency, they can be sent out via 

lnternet/cable/wireless/satellite to all such electronic display devices within an 
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affected area. This means that all moving objects, whether or not equipped 

with the present invention can encounter such visual displays. Secondly, 

these coordinates can be sent to all moving objects equipped with the present 

invention as indicated at 868, 870, 872 or 974 in FIG. 18B, causing such an 

alert to override other types of content on any equipped vehicles that enter the 

area 1670 boundary. The advantage, of course, is that local governments are 

able to instantly deploy criticai public service alerts like bridge out or 

flooding/turn back warnings without having to visit the site to physically set up 

such temporary signage as is commonly done today. Both fixed electronic 

signage and moving objects can be quickly changed over from commerciai 

revenue to emergency public service purposes by carrying their audio/visual 

messages directly to the vehicles, venues and consumers concerned on an 

exacting and timely basis. 

[00333] EXAMPLE 2 

15 [00334] FIG. 33 illustrates the interactions between moving and stationary 

objects at a typical city intersection and will help clarify two elements relating 

to the queuing and display of content on moving objects: (1) allocating timing 

far display through the use of the lntersection Clock 1800, and (2) specific 

methods of vehicle-to-vehicle viewing. 

20 [00335] A traffic intersection is shown at 1700, bounded by pedestrian 

25 

30 

crosswalks, a configuration increasingly common in city and rural 

environments. 1705 indicates an eight lane north/south highway. 171 O 

represents an east/west highway with active cross traffic. Overhanging traffic 

light structures 1715 are shown in two places for the north/south corridor. 

Each of these carries a left turn signal 1720 aligned apposite and above the 

left turn lane, plus a green/amber/red signal light above through traffic lanes, 

plus an identica! light on each corner, shown as 1725. 

[00336] Note first the northbound vehicles marked A through L. In this first 

example, vehicle A has arrived and stopped at the intersection first. Vehicle A 

is equipped with a production version of the present invention; however, it has 

not previously been through this particular intersection. As a result, as Vehicle 

-130-

IPR2023-01353 Page 01295



5 

10 

15 

20 

25 

30 

wo 2007/109541 PCT /OS2007 /064175 

A approached this intersection, several things occurred: (a) the driver of 

Vehicle A, seeing light 1725 change from green to amber, braked and eased 

to a stop at crosswalk 1730; (b) a forward-looking optical sensor on Vehicle A, 

monitoring its approach to the signal light, sensed the signal light's color shift 

from green to amber; (c) sensing the color change (in the same way as its 

driver), Vehicle A engaged its onboard lntersection Clock 1800 to begin a 

recording function to document the signal's red (stop) duration before its return 

to green (go). By recording this elapsed time and by cross-referencing the 

vehicle's GPS location and its last heading (northbound), vehicle A is able to 

initially compile, in terms of gross timing, a beginning database for the signal 

sequences at this particular location. 

[00337] Every signal intersection has basic and relatively consistent event 

timing protocols. Some locations, however, have unique event schedules, but 

even these can be learned by the lntersection Clock 1800 as defined by the 

present invention. For example, intersection traffic lights will normally halt 

traffic flowing in opposing directions to permit the flow of cross traffic. This 

process normally begins by allowing cross traffic to complete opposing left 

tums first. After left turns are timed out (about 12-16 seconds), those lanes 

are then stopped and through traffic is allowed to proceed. After a 

predetermined period (anywhere from 60 to 90 seconds), this process is 

halted and the sequence will repeat itself with traffic flowing in the 

perpendicular direction. Clearly, there are many variations, including one-way 

streets, multiple streets converging, railroad crossings, etc.; however, when 

coupled with GPS identification and an ability to spot the start of an event 

(such as a color transition from green to amber), any vehicle equipped with the 

lntersection Clock of the present invention can automatically construct a 

database by time of day for any intersection it uses. Table 1 illustrates a 

typical traffic signal event timing cycle. 

[00338] In addition to constructing an event timing database from scratch, 

moving objects equipped with the present invention are also able to receive 

intersection event timing data from other moving objects in and around that 
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intersection. In other words, if another vehicle that has previously passed 

through this intersection arrives moments later, this second arriving vehicle will 

have the traffic event sequence for this intersection stored in the database of 

its own onboard lntersection Clock. For example, assume that vehicle H (or 

even vehicle M, which is currently crossing the intersection) contains such 

information. Each of these vehicles will automatically broadcast the event 

sequence for this intersection when it enters or crosses it, by wirelessly 

transmitting it from its lntersection Clock 1800 through transmitter 714 and 

antenna 715. In this way, all vehicles equipped with the present invention can 

immediately update their onboard database for this intersection. At the same 

time, Vehicle A can contribute an accurate synchronizing signal for these later 

arrivals because it began recording event timing for the northbound lanes 

beginning with the signal's light change from amber to red. Through this 

instant, ad hoc exchange of information at any populated intersection, all 

properly equipped vehicles can distribute current event timings and 

synchronize their internal clocks without relying on external infrastructures. 

[00339] One last step for each lntersection Clock is to calculate for its 

respective vehicle the amount of time remaining for content presentations 

before the light turns green in its lane and the traffic begins to flow. From 

Table 1, one can see that ifa vehicle (e.g., southbound Vehicle P) should 

arrive at the intersection later and synchronize with other vehicles at event 

Stage 4, then it will have approximately 92 seconds within which to queue and 

present video content before these vehicles begin to move again. Ninety-two 

seconds is adequate for two full 30-second commerciai spots, two 15-second 

spots and a two-second dissolve to a corporate logo sponsorship before 

mandatory vehicle safety systems must again kick in. 

[00340] Vehicle-to-vehicle communications will be governed through testing, 

rule making, and the administration of content delivery procedures that define 

where, when, and under what conditions various types of content can be 

displayed without compromising highway and traffic operational safety. lt is 

essential that content not detract from a vehicle operator's need to focus on 
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the movements of all objects around them rather than on any graphic content 

those objects might be displaying, beyond federally mandated lighting and 

safety systems. The present invention can assure that content will only be 

viewed or presented when vehicles are fully stopped. lt can also assure that 

content cannot be viewed by vehicles that are passing in adjacent lanes, 

because this could produce a significant distraction. The kinds of displays 

anticipated by the present invention can be combined with thin film overlays 

that can optically or electronically increase or reduce the angles at which 

imagery can be seen. Optical filters, for example, can be embedded into the 

outer protective layers for these displays. One basic filter of this kind is 3M 

Corporation's micro-louvre technology which optically restricts the viewing 

angles in flat panel displays. Stili another technique, created by Sharp 

Corporation and Sharp Laboratories of Europe, Ud., permits an LCD to 

simultaneously display different information and image content in right and left 

views on a single display by directionally controlling the viewing angle of the 

LCD. This makes it possible to provide information and content tailored to 

specific users depending on the precise angle at which they view the display. 

Such an application could, for example, direct requested hyper-relevant video 

content directly rearward to a following vehicle, while the view from vehicles 

passing at more oblique angles could cause the same imagery to dissolve into 

the default body color fora given vehicle, or into content appropriate for 

generic or non-requested viewing. 

[00341] A primary reason for selective or controlled viewing is that content 

requests are generally private and based on non-identifiable information 

requests. lf an individuai in a following (viewing) vehicle has allowed 

preferences which request content that is quite persona! in nature, it would not 

be desirable for that content to be viewable by the occupants of vehicles in 

adjacent traffic lanes. Note, for example, Vehicle A, which is presenting 

requested hyper-relevant content to vehicle B behind it. Note the angular 

spread indicated at 1735. This lateral spread controlled by the previously 

mentioned technologies prevents the occupants of surrounding vehicles D, G, 
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or H from seeing what is being displayed on the rear-facing surfaces of 

Vehicle A. Vehicle D's exposure is blocked by vehicle B, as shown by 

dimension 1740. lf Vehicle B were not in close proximity to Vehicle A, this 

condition would be detected by Vehicle A's proximity sensor 770, and the 

system would prevent the queuing of highly persona! hyper-relevant content. 

Vertical viewing angles can be controlled in the same way as horizontal 

viewing angles to prevent, for example, the viewing of persona! content from 

adjacent trucks or busses having seating positions that are inherently higher 

relative to the ground. Additionally, all such imagery would not incorporate 

animations or otherwise distractive content until the surrounding viewing 

vehicles have come to a complete stop. 

[00342] Note that at 1745, Vehicle D has requested content from Vehicle C. 

Vehicle C can select and queue that content; however, it cannot present it until 

Vehicle D has come to a full stop at a predetermined range behind Vehicle C, 

such spacing predicated on the respective VINs of the two vehicles. Such 

optimum spacing is reflected by Vehicles G and H, at dimension 1750. Here, 

vehicle G is a high SUV and vehicle H is a low two-door sports coupe. The 

VIN numbers exchanged between these vehicles during the requesting 

protocol has identified the respective heights of each vehicle along with the 

eye envelope for an average percentile driver in the following (viewing) 

vehicle. This information yields an optimum viewing range between these two 

objects. Furthermore, as vehicle H closes the gap with vehicle G, a small 

green dot will appear on the rear-facing display of Vehicle G. As the driver of 

Vehicle H continues forward, this spot will grow increasingly amber and finally 

red which indicates the optimum stopping point for best viewing through 

vehicle H's windshield. At this point, the dot will disappear and content 

viewing will commence. This fore/aft vehicle spacing feature of the present 

invention will additionally conserve thousands of square feet of space in traffic 

lanes simply by allowing vehicles to maintain more efficient vehicle-to-vehicle 

30 tandem spacing. 

[00343] By contrast, vehicles K and L have reached optimum spacing, as 
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shown at distance 1755; however, vehicle K cannot present content because 

both vehicles are drifting slowly forward in the same lane. Once both vehicles 

reach a full stop, they can commence content display. On the other hand, 

Vehicle K has made an automatic content request of Vehicle J at a relatively 

distant range shown at 1760. Because vehicle J is at a full stop, it might be 

allowed to queue and present certain kinds of static content (such as a non­

animated corporate logo) until Vehicle K is fully stopped at optimum spacing 

behind vehicle J. 

[00344] FIG. 34 shows a section of freeway with lanes in one direction, having a 

1 o center divider 1765 and a carpool lane 1770. Moving at consistent freeway 

15 

20 

speeds, Vehicle B may make content requests forward to Vehicle A, as shown 

at 1775, however, such requests will be fulfilled only on a limited basis due to 

relative vehicle speed and range protocols. During day and night hours at 

speed, commerciai imagery is likely to be limited to small centrally-located 

display areas on digitai rear-ends and animation would not be permitted 

unless vehicles are fully stopped. This is because animated or moving images 

can distract nearby drivers. At the same time, protocols would not want to 

dissolve or delete commerciai imagery before engaging a vehicle's lighting 

and safety systems as this could introduce dramatic changes in object 

appearance while they are underway. Additionally, during night driving hours, 

all lighting and safety systems would remain active on all moving objects, 

regardless of speed, proximity, or location since uniform taillights, running 

lights, and turn signals are vital elements in allowing drivers to judge the 

distances and conditions of vehicles ahead. 

25 [00345] An exception might occur between stopped or extremely slow stop and 

30 

go traffic as depicted in the far right lane 1780. Such a condition could be 

caused by a backed-up off ramp. lf, aver time, such blockages on heavily 

traveled freeways become repetitive, these conditions would gradually be 

recorded on the lntersection Clocks of moving objects equipped with the 

present invention. Estimates of such delays can then be monitored for 

consistency and certain kinds of content or public service alerts can be 
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displayed. In such cases, vehicles can use their on board transmitters to 

measure the relative movements in long rows of vehicles and opportunities 

can be identified for the queuing and display of short duration content while 

these vehicles are near-stationary. In lane 1780 from top to bottom, Vehicle I 

is presenting nonspecific (generic) commerciai content to Vehicle J (which 

does not possess the present invention), Vehicle L is presenting hyper­

relevant content to vehicle M (which has requested it), and vehicle M is 

presenting generic content to vehicle N. Of significant value in such situations 

is the ability of any vehicle fitted with the present invention to synchronize 

public service or traffic safety displays with other properly equipped vehicles. 

As previously mentioned, freeway speed changes, when communicated 

uniformly by radio between multiple vehicles simultaneously, followed by a 

uniform response (such as causing all of the vehicle's rear lighting systems to 

glow amber (for caution) and then transition at the same rate to red-amber and 

then red at uniform brightness levels (as opposed to individuai brake lights 

flashing instantly on without warning), will result in considerably safer driver 

contro! and in the virtual elimination of progressively exaggerated slowing 

which leads to rear-end collisions. The U.S. Government currently has 

programs in piace to develop such highway technologies which could easily 

adopt or interface with the present invention. One such program is the 

Forward-Looking Rear-End Collision Warning System (FCW) designed to 

explore and ultimately deploy driver warning methodologies. The digitai 

vehicle rear-end and lighting safety systems anticipated by the present 

invention conforms to all of the targeted Warning Display Characteristics and 

to the Following-Too-Closely Warning Methodologies dictated by the study 

since it approaches the FCW warning display in a distinctly novel way. Of 

equal importance is the present invention's consumer adoption plan-one 

driven by commerce rather than legislation-because it enables participating 

consumers to generate revenue and, as a result, represents a unique 

opportunity for new technology adoption. Suppose we wanted to stimulate the 

broad adoption of energy-efficient vehicles. By incorporating the present 
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invention into such vehicles first, we allow consumers to generate significant 

persona! revenues, which effectively offset their inherently higher 

manufacturing, acquisition, and infrastructure costs. 

[00346] FIG. 35 is a block diagram of the lntersection Clock 1800, a device that 

enables the recording of traffic signal timing sequences and measures the 

time available for the display of content at locations where traffic flow is 

controlled by infrastructure. The lntersection Clock is linked to a vehicle's 

onboard GPS navigation system 755 (normally through vehicle interface 730), 

which introduces vehicle heading and location datato the lntersection Clock 

as indicated at 1805 on an ongoing basis in real-time. The lntersection Clock 

is also linked to an optical sensor 1820, which, in a traditional land-based 

traffic environment, is forward-looking and, in a preferred embodiment, reads 

the colors of traffic signal lights as the vehicle approaches them. This sensor 

seeks and monitors the presence of a green light, which is characteristic of 

traffic "go" conditions, then activates to an "alert" status when the green light 

transitions to amber, responding in the same way as a driver would to the light 

color change. Color transitions are received and documented at 1815, where 

they are assigned a GPS location using traditionally available electronic 

means. The moment this amber light transitions to red, a time-stamped signal 

is sent to clock component 181 O and a Location File is opened for that venue 

based on the vehicle's last direction of travel and its current position. At that 

moment, the lntersection Clock 1800 checks for previously stored information 

for this location. lf, at 1825, it is determined that no sequence code or 

synchronizing signal is stored, event time recording is triggered at 1830, 

commencing with the light's transition from amber to red. At the same time, a 

default time-remaining signal 1835-an average based on stored data for 

traffic signals in the area-is forwarded to lntersection Clock 1880, which 

allows certain content to be queued. Meanwhile, at 1840, the red/stop cycle 

timing (which began with the amber to red transition) is logged for the vehicle's 

direction and location for storage in its clock's database 1850. In the absence 

of further incoming data, this information will be logged in this vehicle's 
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database far future use at these GPS coordinates. lf there is indeed data in 

database 1850 which relates to this location, then that signal sequence code 

data is retrieved at 1845, then passed from the data base as shown in path at 

1855 to 1860, where the sequence code is then synchronized to the red/stop 

5 cycle just logged far this heading and location. 

10 

15 

20 

[00347] However, it is also possible for synchronized signal sequence codes or 

non-synchronized signal codesto be received, as indicated at 1865, from 

other vehicles equipped with the present invention. This is accomplished via 

antennas 712, 715 and transceiver 714. These codes, as well as 

synchronizing signals, can be broadcast between vehicles that are either 

passing one another or arriving on the scene at different times. lf a vehicle 

arrives that possesses signal sequence codes regarding the location, it is able 

to broadcast, on an ad hoc basis (from one vehicle to another), the traffic light 

timing sequence it has logged far this location. In this way, a vehicle that does 

not originally have the timing sequence can receive it as shown at 1865, and 

can then synchronize this sequence at 1860 using the red/stop cycle event 

recording it is either processing or has logged at 1840. When a new or 

updated code sequence has been received from another vehicle, or has been 

recorded fora specific location using new data, it is sent to database 1850, as 

indicated at 1870, for storage and use when that vehicle returns to the same 

location. Conversely, when a vehicle that possesses the sequence code in its 

database far a particular location arrives after a vehicle which has begun 

recording the amber-red event start cycle, that vehicle can then synchronize 

its sequence code with the earlier arriving vehicle. 

25 [00348] The final step far the lntersection Clock 1800 is to calculate the time 

30 

remaining for the display of content. This is accomplished by identifying the 

current point in the timing cycle (based on the amber to red transition fora 

given direction by any vehicle, and as shown in more detail in the description 

for FIG. 33), and then determining, at 1880, the time remaining before the red 

(stop) light transitions to green (go) fora given direction of travel. Once that is 

determined, content packages fitting the remaining time can be queued and 
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released from the content hard drive 716, as shown at 1555. Bear in mind 

that the lntersection Clock 1800 merely defines the time within which moving 

objects equipped with the present invention can display imagery before it must 

be terminated in favor of other operating systems. This process does not in 

5 any way contrai the physical operation of motor vehicles or moving objects. 

10 

15 

20 

[00349] EXAMPLE 3 

[00350] Finally, a much more basic example of a preferred embodiment of the 

present invention is the incorporation of such a system into the family car. 

Bringing home an automobile with the present invention built in could be 

reminiscent of bringing home the first family television, video recorder, or 

computer of years past. 

[00351] Dad decided it would be a family surprise-a new Lexus 'Crossover' 

car-rugged enough for family vacations, yet refined enough for the office and 

for mom to do lunch with her friends. lt carne in two models, one basic, the 

other with Lexus' new on-board ad display system, something the company 

called an "ad/hybrid." Other than this, the models were identica!. With 

financing, the slight increase in cost for the ad/hybrid was barely noticeable in 

the monthly payment, but the window sticker made it clear the car would 

produce handsome annual revenue for its owner, significantly offsetting the 

costs of its built-in ad display technology. On the sticker, this revenue had 

been translated in terms of the car's annual savings in operating costs in the 

same way as its average fuel performance had been estimated. Dad signed 

the papers, the dealer pre-registered the ad/hybrid's VIN and dad headed for 

home. 

25 [00352] The kids were all over the car as soon as it drove up the drive. Right 

30 

away, his 8-year old daughter wanted to piace picture ads for her after-school 

dog walking business. His 14-year old son was ready to hook up his DVD 

player so that he and his friends could watch wide screen tailgate movies on 

the lawn. In fact, both kids seemed to know more about the technology than 

dad, and mom just looked on disapprovingly from the door, irked at the 

thought of such blatant commercialism. lndeed, a car that shows 
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commercials! 

[00353] That night, dad logged onta the well-crafted Lexus site which had the 

look and feel of a welcoming online community. lt allowed him to create user 

names for each family member and to finish the registration process he'd 

begun at the dealership. Quietly and thoughtfully, dad completed his user 

profile by following the easy prompts, describing himself, his interests, and 

those of his family. He noticed that he was never asked any truly persona! 

information in the profile-just age, gender, occupation, educational level, and 

the like-all in easy to answer multiple choice questions, which also 

encouraged him to describe the things he liked and was genuinely interested 

in. He guessed correctly that everything was somehow linked to the new car's 

VIN. 

[00354] When he was done he clicked "send." Later that evening, when he 

stepped to the garage for another look at his new car, he was surprised to see 

that its new license plate was softly glowing on the car's otherwise dark rear 

digitai display. What an improvement, he thought, tono longer have to bolt on 

metal plates and add new stickers each year. 

[00355] The next morning, when pausing behind another carata boulevard 

stop on his way to work, the display on the car ahead burst into light and color, 

greeted dad with his own user name and welcomed him to the Lexus ad 

network. Minutes later, behind another vehicle on the freeway on ramp, he 

viewed a 30-second spot for his favorite ball club, a promotion far ABC's 

Monday Night Football, and was offered 50% off for his birthday at the Sports 

Chalet a few blocks from his home. He had completely forgotten that next 

week was his birthday! 

[00356] Dad parked the new Lexus in his regular spot in the company's parking 

garage, unaware that antennas overhead were already uploading the 

morning's recorded ad deliveries and downloading to his hard drive the latest 

content released to the Internet just seconds before in New York. 

30 [00357] On the drive home, in stop and go freeway traffic, dad noticed that all of 

the cars in front of him, regardless of make or model, displayed a brightly 
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colored Nike logo that pulsed and glowed as the cars slowed and sped up. Of 

course! They were passing the convention center and this week was the big 

Sporting Goods Manufacturing Association (SGMA) Show, where Nike was a 

major sponsor. Smart of them to buy the locai ad space, he thought to 

himself. A few blocks past the convention center, the Nike sponsorships 

dissolved to be to be replaced by logos far American Express, Best Buy, 

Home Depot, and NASCAR. Dad noted that when cars were moving at 

reasonable speeds, they were unable to display anything other than simple, 

non animated logos, easily read from distances; in fact, not much different 

from trucks and commerciai vehicles seen on the streets in past decades. 

Dad squeezed the ad pad on his steering wheel and the small display in his 

instrument cluster revealed the image that was currently playing on the back of 

his Lexus to whomever was behind him: Victoria's Secret! He recalled that his 

profile allowed him to check off any sponsor whose product or service he 

preferred not to carry. As the freeway traffic slowed, he noticed that logos 

would softly fade to be replaced by standard brake or turn signal lighting, 

which now even changed color gradually with reduced speeds, shifting from 

deep amber for graduai speed reductions to brilliant red for full braking. Later, 

as traffic crept slowly forward, each car's license plate was prominently 

displayed absent any advertising. Every time his new Lexus drew close to a 

car ahead which was at a full stop, a green spot appeared on that car's rear­

facing display and gradually changed to amber, then red, at which point he 

stopped and the spot vanished. This, he knew, placed him at a minimum 

spacing between vehicles in traffic, and at the optimum range and sightline for 

best viewing based on the model and VIN codes transmitted between the two 

vehicles. According to the reports he had read, this proximity compacting 

byproduct alone had conserved hundreds of square miles of wasted traffic 

lane space on city streets, freeing up turn lanes at many crowded 

intersections. Once he was fully stopped in traffic, the display on the car in 

front of him faded to black and music filled his own car's interior, fed through 

his Lexus' surround sound system. The display on the car ahead then burst 
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forth into a wide-screen movie trailer complete with stereo sound, which then 

faded out, to be replaced with brake lights, as traffic crept forward again. 

Stopped once again, the brake lights faded and the movie preview picked up 

where it had left off and finished by offering him family discount tickets at the 

theater in his own neighborhood. And it was his kind of movie. Dad knew the 

preference codes carne from his own on-board profile in the Lexus, but he was 

unsure as to whether the video and audio content carne from his car or the car 

ahead. He knew it could come from either. 

[00358] When dad arrived home he found that his daughter had finished a little 

graphic ad for her dog walking service. How could he refuse to let her upload 

it to the family car? After all, it would only show in the immediate 

neighborhood, and then, only at special times of the day. In fact, the 

procedure was so simple, that once she completed her profile, she was able to 

upload her little commerciai for network approvai all by herself; however, the 

network declined to let her present her phone number since she was under the 

age of 18. Her brother, meanwhile, had completed his profile using his own 

computer and had downloaded it-again for network approval-under his own 

name and password using the family's wireless home network. 

[00359] As dad drove to work the next morning, he was barraged by ads for 

snowboards, video games, a radical new soda, and previews for kid's TV 

shows until he realized the car was tuned to his son's new preferences and 

not to his own preference settings. That evening, he made sure that each 

family member had their own password and he proclaimed himself the 

ad/hybrid's officiai system administrator. 

25 [00360] On Saturday, mom borrowed the Lexus to accompany two of her 

30 

friends fora luncheon and a book review at the Mondrian Hotel downtown. 

Dad showed her how to switch off the system so it wouldn't become an 

'embarrassment' to her while she chatted with her friends. Sure enough, not 

once was the girls' conversation interrupted by unseemly commercials on the 

backs of the cars ahead, although atone corner, a large SUV lit up in front of 

her warning of roadwork and a closed road on her usual route to the Mondrian. 
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Thanks to the ad/hybrid's to warn her of a traffic blockage in real time, she 

and her friends arrived on time, while other attendees got caught up in the 

delay and missed the beginning of the show. Driving home alone, and now 

curious, mom switched on the ad/hybrid's system. Two blocks from the Hotel, 

a black Escalade lit up in front of her, displaying an elegant photo of the 

Mondrian and thanked her for her recent visit, followed with an offer of a 

getaway package for two at any of the Mondrian hotels nationwide. Mom 

pushed the "I" button dad had told her about, and requested that information 

be emailed to her computer. Before mom got home, she had watched a 

knockout commerciai fora new Clairol product, a teaser fora new high-end 

shoe store, and was persuaded to drive three blocks off her route to a Borders 

Bookstore Grand Opening. That evening, she relented and completed her 

own online ad/hybrid profile so she too could receive hyper-relevant ads. 

[00361] A month passed and mom's Visa Statement arrived. To her surprise, it 

showed a $48.70 credit under a Citibank promotion, just because she had 

watched a few ads! That evening, she mentioned her little windfall to her 

husband. Dad went to his home office and returned proudly with a check from 

Lexus in the amount of $849.60, just because he had displayed a few ads. 

[00362] Those skilled in the art will appreciate that the exemplary embodiments 

described herein can be implemented in various ways. For example, visual 

displays can be of any conventional type, such as thin film transistor (TFT) 

displays, organic light-emitting diode (OLEO) displays, or any other type of 

visual display suitable for the particular context of installation and use. 

Network systems and devices can be server-based or peer-to-peer, 

centralized or decentralized, secured or unsecured, or the like. 

Communications and network interfaces between systems and devices can 

include wired (e.g., Ethernet, wire cable, optical fiber, and the like) and 

wireless (e.g., radio frequency, infrared, light modulation, and the like) 

interfaces. Systems, devices and components can be implemented using 

hardware, firmware, software, or any combination thereof, including 

programmed or programmable data processors, fixed or removable memory 
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or other storage media, input/output (1/0) devices and adapters, and the like. 

Furthermore, means for displaying the content can be fixed or removable, can 

be attached to or integrated into moveable or stationary objects (including but 

not limited to cars, trains, trucks, aircraft, watercraft, mobile telephones, 

5 wireless handheld data devices, and other devices having, or capable of, 

being connected to a visual display), according to context of use. 

10 

15 

20 

25 

[00363] Although the description above contains many details, these should not 

be construed as limiting the scope of the invention but as merely providing 

illustrations of some of the presently preferred embodiments of this invention. 

Therefore, it will be appreciated that the scope of the present invention fully 

encompasses other embodiments which may become obvious to those skilled 

in the art, and that the scope of the present invention is accordingly to be 

limited by nothing other than the appended claims, in which reference to an 

element in the singular is not intended to mean "one and only one" unless 

explicitly so stated, but rather "one or more." AII structural, chemical, and 

functional equivalents to the elements of the above-described preferred 

embodiment that are known to those of ordinary skill in the art are expressly 

incorporated herein by reference and are intended to be encompassed by the 

present claims. Moreover, it is not necessary fora device or method to 

address each and every problem sought to be solved by the present invention, 

for it to be encompassed by the present claims. Furthermore, no element, 

component, or method step in the present disclosure is intended to be 

dedicated to the public regardless of whether the element, component, or 

method step is explicitly recited in the claims. No claim element herein is to be 

construed under the provisions of 35 U.S.C. 112, sixth paragraph, unless the 

element is expressly recited using the phrase "means for." 
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Table 1 

Typical Traffic Signal Event Tirning Cycle 

North/South Traffic East/West Traffic 

Left Turn Thru Traffic Seconds Left Turn Thru Traffic 

(1) red/wait arnber-red/stop 3 sec red/wait red/wait 

(2) red/wait red/wait 12 sec ~ green/go red/wait 

(3) red/wait red/wait 68 sec ~ red/wait green/go 

(4) red/wait red/wait 3 sec red/wait arn ber-red/stop 

(5) ~ green/go red/wait 14 sec red/wait red/wait 

(6) red/wait green/go 78 sec red/wait red/wait 
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What is claimed is: 

1. A system, comprising: 

a first object; 

a transmitter in said first object; 

a second object; 

CLAIMS 

a receiver in said second object; and 

PCT /0S2007 /064175 

a profile comprising data regarding a user associated with said first object; 

1 o wherein said profile or a subset of said profile is transmitted from said first 

15 

object to said second object; 

wherein content is presented to said first object; and 

wherein at least a portion of said content is based on said profile or subset of 

said profile transmitted from said first object to said second object. 

2. A system as recited in claim 1: 

wherein said profile is stored in said first object; 

3. A system as recited in claim 1, further comprising: 

20 compensation to a user associated with said second object for presenting 

content. 

4. A system as recited in claim 1: 

wherein said first object is an object capable of motion. 

25 

5. A system as recited in claim 4: 

wherein said first object is a vehicle or a device in a vehicle. 

6. A system as recited in claim 4: 

30 wherein said first object is an handheld device. 
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7. A system as recited in claim 1: 

wherein said second object is a vehicle. 

8. A system as recited in claim 1, wherein said second object is fixed or 

5 movable signage. 

9. A system as recited in claim 1: 

wherein said first object is a vehicle; and 

wherein said profile further comprises data regarding other users or potential 

1 o users associated with said first object. 

1 O. A system as recited in claim 1: 

wherein said first object and said second object exchange information relating 

to relative positions, speeds, and motion of said first and second object; information 

15 relating the character, configuration, and properties of said first and second objects; 

information relating to surrounding objects; and information relating to surrounding 

locations; or any combination thereof. 

11. A system as recited in claim 1: 

20 wherein presentation of said content is influenced by information relating to 

25 

30 

scheduling patterns of nearby traffic signals. 

12. A system as recited in claim 1: 

wherein said content further includes content not based on said profile. 

13. A system as recited in claim 1, further including: 

a priority system relating to presentation of said content based on a nature of 

said content. 

14. A system as recited in claim 13: 

wherein a nature of said content is classified as emergency content; content 
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relating to a surrounding environmental condition; registration and identification 

content relating to said second object; public safety content; or a combination 

thereof. 

15. A system as recited in claim 1: 

wherein relative motion data from said first and second objects determines 

whether content is presented and whether presented content is presented as 

animated video, static video, or a combination of both. 

16. A system as recited in claim 1: 

wherein said content includes audio content, video content, or a combination 

of both; and 

wherein said audio content is presented by said first object; and 

wherein said video content is presented by either said first object or second 

15 object. 

17. A system as recited in claim 1: 

wherein said first and second objects are vehicles; 

wherein said content comprises positioning information relating to said first 

20 and second objects; and 

25 

30 

wherein said content indicates to an operator of said first object an optimum 

stopping position. 

18. A system as recited in claim 17: 

wherein speed and positioning information is exchanged between all objects 

within transmission range; and 

wherein said content presented to said first object indicates to an operator of 

said first object relative braking conditions of any objects in front of said first object. 

19. A system as recited in claim 1: 

wherein said second object has a user associated with said second object; 
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and 

wherein at least a portion of said content presented to said first object is 

created by said user associated with said second object. 

20. A system as recited in claim 1: 

wherein a third party purchases a right to present content on said second 

object; and 

wherein said second object presents content based on preferences of said 

third party. 

21. A system as recited in claim 20: 

wherein said right is based on a fixed or relative geographical area; a time of 

day; a period of available display time; or any combination thereof. 

22. A system as recited in claim 1: 

wherein said profile is transferable to other objects at an option of any user 

associated with said first object. 

23. A system as recited in claim 1: 

20 wherein said content is viewable by persons other than those associated with 

said first object. 

24. A system as recited in claim 1: 

wherein said content is presented in a manner to render said content not 

25 viewable by individuals other than those associated with said first object. 

25. A system as recited in claim 1, further comprising: 

a display integrated with said second object; 

wherein at least a portion of said content presented to said first object occurs 

30 on said display. 
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26. A system as recited in claim 1: 

wherein presentation of said content occurs on an exterior portion of said 

second object. 

27. A system as recited in claim 1, further comprising: 

a first storage medium associated with said first object; 

a second storage medium associated with said second object; 

wherein data related to presentation of said content is stored in said first and 

second storage media. 

28. A system as recited in claim 27, further comprising: 

a centrai server wirelessly connected to said first and second objects; 

wherein said data related to presentation of said content is uploaded to said 

centrai server. 

29. A system as recited in claim 28: 

wherein a compilation of uploaded data is offered for sale. 

30. A system as recited in claim 29: 

20 wherein said data related to presentation of said content includes time of 

display; subject matter of said content; duration of display of said content; a subset of 

said profile; or any combination thereof. 

31. A system as recited in claim 1: 

25 wherein presentation of said content occurs in an interior portion of said first 

object. 

32. A system as recited in claim 1, further comprising: 

compensation to said user associated with said first object far receiving 

30 content, viewing content, or any combination thereof. 
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33. A system as recited in claim 1: 

wherein information is exchanged between said first object and any adjacent 

or nearby objects related to identities of all objects. 

34. A system as recited in claim 1: 

wherein said objects exchange information related to audio playing in said first 

object; and 

wherein said content is video content synchronized to said audio. 

35. A system as recited in claim 1: 

wherein content presented to said first object is limited by a user associated 

with said second object. 

36. A computer implemented method, comprising: 

compiling a unique profile of a first user based on analysis of data provided by 

said first user; 

associating said profile with a first object; 

transmitting said profile or a subset of said profile to a second object; and 

presenting content to said first user; 

wherein said first object is associated with said first user; 

wherein said content originates from said second object; and 

wherein at least a portion of said content is based on said profile or subset of 

said profile transmitted to said second object. 

37. A method as recited in claim 36, further comprising: 

compensating a user associated with said second object for presenting 

content to said first user. 

38. A method as recited in claim 36, further comprising: 

prioritizing display of said content based on purpose of said content; 

wherein purpose of said content is advertising; informational; traffic related; 
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safety related; news related; region specific; politica!; mere frivolity; or any 

combination thereof. 

39. A method as recited in claim 38, further comprising: 

5 pre-empting presentation of said content based on surrounding environment of 

10 

15 

said first and second objects; presence of emergency circumstances; public interest; 

or any combination thereof. 

40. A method as recited in claim 36, further comprising: 

prioritizing display of content based on preferences of said first user. 

41. A method as recited in claim 36, further comprising: 

transferring said profile to other objects at an option of said first user. 

42. A method as recited in claim 36, further including: 

displaying registration and identification information far said secand object on 

said second object. 

43. A method as recited in claim 36, further including: 

20 displaying content created by a user associated with said secand abject on 

said secand object. 

44. A method as recited in claim 36, further including: 

displaying indicators of optimal traffic and view pasitianing on said second 

25 abject to said first user; 

wherein said first objects and said second abjects are vehicles. 

45. A method as recited in claim 36, further including: 

pre-empting display of said content in the presence af external wireless 

30 signals far emergency or traffic direction purposes. 
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46. A method as recited in claim 36, further including: 

presenting audio content to said first user using said first object. 

47. A method as recited in claim 36, further including: 

5 presenting video content to said first user using said first object, said second 

object, or a combination of said first and second objects. 

48. A method as recited in claim 36: 

exchanging information relating to relative positions, speeds, and motion of 

10 said first and second object; information relating the character, configuration, and 

properties of said first and second objects; information relating to surrounding 

objects; and information relating to surrounding locations; or any combination thereof, 

between said first object and said second object. 

15 

20 

25 

49. A method as recited in claim 36, further comprising: 

determining relative motions of said first and second objects; 

presenting no content or content as animated video, static video, or a 

combination of animated and static video, based on said relative motions of said first 

and second objects. 

50. A system as recited in claim 36: 

wherein said content is presented on a display integrated with said second 

object. 

51. A system as recited in claim 36: 

wherein said content is presented on an exterior portion of said second object. 

52. A system as recited in claim 36, further comprising: 

storing data related to presentation of said content in said first and second 

30 objects. 
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53. A system as recited in claim 52, further comprising: 

uploading said data related to said presentation of said content to a centrai 

server wirelessly connected to said first and second objects. 

54. A system as recited in claim 53, further comprising: 

offering a compilation of uploaded data from said centrai server for sale. 

55. A system as recited in claim 54: 

wherein said data related to presentation of said content includes time of 

10 display; subject matter of said content; duration of display of said content; a subset of 

said profile; or any combination thereof. 

15 

20 

56. A method, comprising: 

populating a source object with content; and 

presenting said content to a recipient object in response to a unique profile or 

portion thereof associated with said recipient object that is provided by said recipient 

object to said source object. 

57. A system, comprising: 

a content storage device; and 

means for presenting content stored on said content storage device to a 

recipient object in response to a unique profile or portion thereof associated with said 

recipient object that is provided by said recipient object to said source object. 
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PATENT COOPERATION TREATY 

From the INTERNATIONAL SEAROHING AUTHORITY PCT 
To: 

Wright, l~radley 

BANNER & WITCOFF, LTD. 

1100 13th Siree!, N.W. Suite 1200 

Washington, DG 20005-4051 

ETATS-UI\JIS D'AMERiQUE 

NOTIFICATI ON OF TRANSMITTAL OF 
THE INTERNATIONAL SEARCH REPORT AND 

THE WRITTEN OPINION OF THE iNTERNATiONAL 
SEAROHìNG AUTHORITY, OR THE DEOLARATION 

(POT Rule 44.1) 

Date of mailing 
(d,:ryimonthlyear) 

7 November 201 ~~ (07-1 i-2013) 

Applioan!'s or agent's file reieren,;e 
00ì742.00023 FOR FURTHER ACT!ON See parngraphs i and 4 below 

lnternational applioaiion No. !nternationai filing date 

PCT/US201 ~VOS7502 (day/month/y0ar} 
30 ./.\ugus! 2013 (30-08-2013) 

Appli<,anl 

CENTRIPETAL NETWORl<S, INC. 

[ill The applioanl is hereby nolified lhal the inlerna!ional searoh report and the writlen opinion of !ha lniemalional Searnhing 
Aulhorìiy have been eslablished andare lransmiited herewith. 

Filing of amendments and slalememl under Arlic!e 19: 
The applicant is eniiiied, if i'1e so wishes, io amend ihe claims of the lnternational Appiioation (see Ruie 46): 

When? The time lirnit for liling suoi'! arnendrnents is normaliy lwo rnonths !rom the date of !ransmi!!al of !he 
lntenrntional Searoh Report. 

Where? Direotiy lo the ln!emational Bureau of WIPO, 34 ohemin des Colombe!les 
112'11 Geneva 20, Switzerland, Fasoin1ile No.: (41 -22) 338.82.70 

For more detai!ed instructions, see POTAppl/oallt's Guide, lnternational Phase, paragraphs 9.004 .. 9.011. 

The applioant is hereby no!ified that no in!erna!ioni1I searoh tepori will be established and ihat the deolarafon under 
A1tiole 17{2)(a) to !hat effer;t and lhe written opinion of the lnternaiional 8earr;hing Authority are transmitted herewith. 

Wlth regard to any ptotesl against payment of (an) additional fee(s) under Rule 40.2, the appiioant is noti!ied that: 

□ 
□ 

the protest ioge!f1er with ti'1e decisi on thereon has been transmitted io the iniemational Bureau to11ether with any 
request lo iorNard the lexts oi both !he proìest and the deoision thereon lo the designateci Offioes. 

no deoision has been made yel on the prolest; the applicant will be noti!ied as soon as a deoision is made. 

4. Reminders 

The applicant may submi! commenta or1 an informai basis on the written opinion ot the ln!ernatkmal Searchin11 Au!hority !o the 
lnternaliona! Bureau. The lnìernational Bureau will send a oopy of such comments !o a!! designateci Oi!ines unless an 
international preliminary exarnination report has been or is io be established. Foliowlng the expira!ion of 30 months !rom Uie 
prioriiy date, !hese comments will also be made available to the public. 

Shortly after the exp;ration of 18 monU1s /rom !he pnority date, the inlerna!ional appiioation will be published by ìhe 
lnternatlonal Bureau. Il ihe applioant wishes to avoid or postpone publioation, a notioe of wilhdrawal o! lhe international 
applioa!ion, or o/ lhe priority olaim, must reach !he lntema!ional Bureau belare oompletion of the technical preparations !or 
intemational publioation (Rules 90b/s.1 and 90.b/s.3). 

Within Hl monU1s !rom the priority dati:,, bui only in respeot o! some designa!ed Oilioes, a demand !or international prelirninary 
examination must be fi!ed il the applioant wishes !o pos!pone the entry inlo lhe nation,11 phase until 30 months from ìhe priority 
date (in some Offices even laier); olherwise, the applicant must, within 20 months !rom !he priori!y date, perform lhe prescribed 
aols for entry in!o the na!ional phase before those designated Offioes. 

In resper;t of other designated Offioes, the time limi! of 30 mo::mths {or later) will appiy even if no demand is filed within 19 
months. 

F<;r detaiis abou! the applir;able time limite, Offioe by Office, see www.wipo.int/pcUeni!exis/ìime __ limits.hlrn! and lhe 
PGT App!ioani'G Guide, Naliona! Chap!ers. 

Name and mailing address ofihe lnternational Searohing Au!horily 

European Patent Office, P.8. 5818 Patentlaan 2 
Nl.·2280 HV Rijswijk 
Te!. (-t·31-70) 340-2040 

-=-- Fax: (+31-70) 340-3016 

Form PGT/ISA/220 (,July 201 G) 

Authorized officer 

VINCI, Rossana 

Tel: +31 (Oì70 340-2812 
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PATENT COOPERATION TREATY 

INTERNATIONAL SEARCH REPORT 

(PCT Artiole i 8 and Rules 43 and 44) 

Applioanl's or agenl's fil,, reference FOR FURTHER see Form PCT/ISA/220 
007742.00023 ACTION as weii as, where applioabie, item 5 beiow. 

iniernaiionai applioalion No. lnternational filing date {day/mont/1/year) (Ear!iest) Priority Daie (day/monih/y&arj 

PCT/U82013/057502 ~,o Allgust 2013 p0-08-2013ì 22 Oo!ober 2012 (22-10-20 i 2) 

Applioant 

CENTRIPETAL NETWORKS, iNC. 

Thìs internat;onai searoh report has been prepared by !his iniernationai Searohing Authority and is iransmit!ed to the appiicant 
acoording io Article 18. A copy is being transmitted to lhe lnternationai Bureau, 

This internationai searoh report oonsists of a. total ot _____ 3_· __ sheets. 

[8J li is also accornpanied by a oopy of ead, prior art doournent cited in this 1eport. 

1. Basis of the report 

2. 

3. 

a. With regard !o !he hmgmige, ihe in!ernalìonal searoh was carried ou! on the basis o!: 

b. □ 
o. □ 
□ 
□ 

0 the inlernational applioaiion in the ianguage in whioh it was fiied 

□ a trans!alion of the intemational applioa!ion into __________ , which is !he language 
oi a translaiion fumisf1ed for \he purposes of international searoh (Ru!es 12.:3(a} and 23.1 (b)J 

This international search report has been eslab!ished taking into aooount lhe reotification of an obvious mistake 
aulhorized by or no!Hied to ihis J-\u!hority under Rule 91 {Rule 43.6his(aj). 

With regard io any nucleotide and/or amino acid sequenoe disclosed in the in!ernatkmai appiicat,on, see Box No. i. 

Certaln ciaims were fo1.md unsearchable (See Box No. !!) 

Unlty of lnvention ìs iacking (see Box No lii) 

4. With regard lo the mie, 

IBJ the !ex! is approved as submilted by the applìoanl 

O the !ex! has been eslablished by !his Au!hori!y to read as foilows: 

5. With regard lo the abstrnot, 

[R1 

□ 
lhe ie:<l is approvecl ss submit!ecl by \he sppHcant 

lhe !ex! has been es!abiished, aooording io Rule 38.2, by !his Authority as il appears in Box No. IV. The app!ioan! 
may, within one month !rom !rie date of mailing of !his interna1ional searoh report, subrnit oormnents lo this J-\uthcrity 

6. With regard io the drawings, 

a. lhe figure of the drnwìngs to be pL1bliahed wilh the abslraot is Figure Ne. ___ J __________________ _ 

b. □ 

O as su~1ges!ed by the applioan! 

0 as selected by this Authoriiy, beoause ìhe appiicant failed !o suggest a figure 

O as selected by this Authori!y, beoause !his figure bette1· charaoierizes the inventio;, 

none cf the !i11ures is to be published with !he abs!rar;t 

Fonn PCT/ISA/21 O (iirsi shee!) (Juiy 2009) 
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INTERNATIONAL SEARCH REPORT 
ln!ernational application No 

PCT/US2013/057502 
A CLASSIFICA TION OF SUBJECT MATTEH 

INV. H04L29/06 
ADD. 

Acoording to lnternational Palent Ciassilioatian (IPO) orto both national olassifioatior, ar.d IPC 

B. FIELDS SEARCHED 

Minimum dooumentation searohed (olassiflcation syslem foilowed by olassiliMtion symbols) 

H04L 

Dooumentalian searohed cther than minimum documenta!ion to the extent thai SllCh rfonllmeats are inol .. ded in the fielda searched 

E'leclmnic <lata bMe ncnsul!ed during lhe ;ntematicna! search (rmme of data base rmd, where pran!icable, searnh terms used) 

EPO-Internal 

C, DOCUME.NTS CONSIDEHED TO BE RELEVANT 

Oategory' Ci!ation o! dooumenl, wi!h indioation, where appropriate, o! !he relevont pasaoges Relevanl te olaim No. 

X EP 1 677 484 A2 (MICROSOFT CORP [US]) 1-20 
5 July 2006 (2006-07-05) 
paragraphs [0011] 

' 
[0017] - [0019] 
""'""'"'"""'"" 

X us 6 226 372 B1 (BEEBE TODD [US] ET AL) 1-20 
1 May 2001 (2001-05-01) 
col urnn 3, line 38 - column 4, 1 i ne 32; 
claims 1-1.1. 

,..,,.,,..,,.,.,,,., 

□ Further dooumen!• at'e lis!ed in the continuation o! Sox O. [] See patent fami!y annex. 

* Speo!a.! categorles of oited doaument~ : 
'T" later dooument publìahed alter the intema!!onai flling (fole or priority 

"A' dooument defining the generai state of the art which ia not conaidered 
date and no! in con!!iot with lhe appl!cation but c~ed to undersllmd 

to be of pt1riicular relevanoe the princìple or theory under!ying the inventio11 

''E' earlier applioation or paleni but publiohed 001 or after the in!emational nx11 dooumant of partiouier re!avance; ihe c!airned hwention cannot be fiiing date oonsidered novel or c;,.nno! be oonsidered !o involve an inventive 
''L' dcoumentwhich maythrcw doubts on priorrty claim(s) orwhich is step when lhe dooumant is taken alone 

oited lo eotabiiah !he pub!ioat;on date of another oitation or olher "Y" dovument of partioular re!evance; the o!aimed !nven1ion oannot be 
special reaso11 (as speaifie<l) ccnEidered to involve an inventive step when t!"1e dooument 10 

•ro•1 docurnent r~ferring to an orni diso!osure 1 use, exhib!tkm or other combined with one or mcm~ other suah donuments) suoh comblna.tion 
means being obviouB lo a perni:m skilled in the art 

'P" c!ocumen! pubiished prior !o the in!smatim1al filing date but !ater !han 
the prio1iiy date olaimed "&" document member of the sa me patent famiiy 

Date of the aotual completion cf H1e interna!iona! searoh Date of maiiing of lhe intemaliona! search repcrt 

30 October 2013 07/11/2013 
~fame and mailing addreas o! the ISA/ Awthorized officer 

European Patenl Office, P.B. 5818 Pa!enllaan 2 
NL • 2280 HV Rijawijk 

1 Tel. (+3'1M70} 340~2040, Veen, Gerardus Fax: (+31-70) 340-3016 

F'orm PCT!i8Ai2! O (sE:Conct sf1eet) (.!\pnl 2005) 
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INTERNATIONAL SEARCH REPORT 
lnternational application No 

lnlormalion on paient lamily members 
PCT/US2013/057502 

Patent document 

I 
Pub!ioation I Patent family I Publioation 

oited in searoh report date member(s) date 

,-,D 
i:.! 1677484 A2 05-07-2006 CN 1777179 A 24-05-2006 

EP 1677484 A2 05-07-2006 
JP 4914052 82 11-04-2012 
JP 2006146891 A 08-06-2006 
KR 20060056231 A 24-05 ··2006 
us 2006129808 Al 15-06-2006 
us 2009172774 Al 02-07-2009 

-----------------------------------------------------------------------
us 6226372 Bl 01-05-2001 AU 1950301 A 18-06-2001 

us 6226372 Bl 01-05-2001 
us 2001014150 Al 16-08-2001 
wo 0143343 Al 14-06-2001 

~---------=-=------------======----------------------------------------

Fmrn PCT/1SA/2 I O (patent f,Jrn!ly anneJ1.) (Apr:1 2005) 
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PATENT COOPERATION TREATY 

Frorn lhe 
INTERNATIONAL. SEARCHiNG AUTHORITY 

To: 

see form PCH81-\J220 

PCT 

WRITTEN OPINION OF THE 
iNTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis. i) 

Date of mailing 

(day1inonth/year) ~,ee iorrn PCT11SA'210 (second sheet) 

Applicanrs or agent's !;le relerence 

see form PCT11SN220 
FOR FURTHER ACTION 
See para<Jraph 2 below 

lniernaiionai applicalion No. 

PCTtlJ820i 3-057502 
lnternalional filing date (day,fnonth.,jre,1r) 1

1 Prloriiy date (dayimonthyear) 

30.08.2073 J22.10.2012 

f---ll~-l~-.rn-. a-~-~-1~a--~-;-;-~~-r~-t C-1-as--s-i!-ic-ai-io_n_(_IP_C_)_o_r ~bo-th-. -na-i-ional classification and IPC ------------------------········· 

Applk,anl 

GENTRiPETAL NETWORKS, iNC. 

----------------------======================== 
I. This opinion contains indications reiating to the foilowing items: 

0 Box No. i 
[] Box No. Il 

Basis ol !he opinion 

Priority 

CJ Box No. lii 

[] Box No. IV 

Non-estabiishment or opinion witr1 regard lo novelty, inventive step and industriai a.ppiicabiiity 

Lack of uniiy of inven!ior1 

0 Box No. V Reasoned statement under Rule 43bis. i (a)(ì) with rega!"d to novelty, inventive slep and industriai 
appiicability; citations a.nd explanatìons SlJpporting such statement 

□ Box No. VI 

□ Box No. VII 

□ Box No. VIII 

Certain documents cited 

Certain defects in the international applica.tion 

Certain observations on the internafona.l app!icalion 

2. FURTHER ACTION 

li a dema.nd for international preliminary examina.tion is made, this opinion will usually be considered to be a. 
wriiten opinion of the lnternational Preliminary Examining Authorìty ("I PEA") except that thìs does no! appiy where 
the applicanl chooses an Aulhorily other !han this one to be the IPEA and !he chosen iPEA has notifed the 
in!ernational Bureau under Rule 66.ibis(b) ihat written opinions of this lnlernalional Searching Authoriiy 
will no! be so considered. 

if this opinion is, as provided above, considered to be a written opinion of the I PEA, the appiicant is invited to 
submil lo the IPEA a written reply togelher, where appropriate, with amendments, before !he expìratìon o! 3 rnonths 
from the date of maiiing of Fmm PCTr1SA/220 or before the expiraiion of 22 rnonths from the priori!y date, 
whichever expires later. 

Far further oplions, see Form PGT,1SAQ20. 

Name and mailing address of ihe !SA: 

European Paien! Office 
P.B. 5818 Palenliaan 2 
NL-2280 HV Rijswijk • Pays Bas 
Tei +31 70 340 - 2040 
Fax: +3170340 · 3016 

Forrn PCT/:SA/'237 (Cover Shee1) (July 2009) 

Date of completion of 
thìs opinion 

see lorm 
PCT11SA,Q1 O 

Authorized Officer 

Veen, Gerardus 

Teiephone No. +3i ìO 340-381 i 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. i Basis of the opinion 

·1. With regarcl to tl1e language, this opinion l1as been establlshed on tl1e basis of: 

t8l the international app!ìcation in the language in whìcl1 it was filed 

lnternational application I\Jo. 
PCT/US20131057502 

□ a translation of the international app!ication into , wl1ich is the language of a tmnslation furnìs~1eci for tr1e 
purposes of international search (Rules 12.3(a) and 23.1 (rJ)). 

2. □ Thìs opinìon has been established taking ìnto account the rectìfication of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the intemational application, tr1is 
opinion has been estabiìshed on the basis oi a sequence listìng filed or furnished: 

a. (means) 

□ on paper 

□ in electrnnìc fo1rn 

b. (time) 

□ in the ìnternational application as filed 

□ togetl1er with the international application in electronìc form 

□ subsequentiy to this Authority for the purposes of search 

4 □ In addition, ìn the case that more than one versìon or copy of a sequence listing has been filed or furnished, 
the required statements that the information in ti1e subsequent or additional copies is identica! to that in ttrn 
applìcatìon as filed or does not go beyond fr1e application as fìled, as appropriate, wern furnished. 

5. Additional cornrnents: 

Box No. V Reasoned statement under Aule 43bis.1(a)(i} with regard to novelty, inventive step or 
industriai applicability; citations and explanations supportìng such statement 

1 Statement ,. 

Novelty (N) Yes: Clairns 
No: Clairns 1.:iQ 

Inventive step (IS) Yes: Clairns 
No: Claims '1-20 

Industriai applicability (IA) Yes: Claims '1--20 
No: Clairns 

2. Citatìons and explanations 

see se~arate sheet 

Forrn PCT,1SAJ 237 (Aprii 2007) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

Re l!~m V. 

lntemational appiication No. 

PCT/US2013/057502 

Reasoned statement with regard to novelty, inventive step or industriai 
applicabi!ity; citations and explanations supporting such statement 

1 The following documents are referred to: 

01 EP 1 677 484 A2 (MICROSOFT CORP [US]) 5 July 2006 (2006-07-05) 

D2 US 6 226 372 B-J (BEEBE TODD [US] ET AL) 1 May 2001 (200•i-05-01) 

2 The present application does not meet the criteria of Article 33(2) PCT, because 
the subject-matter of claims 1--20 is not new. 

2. i In the words of independent claim 1, D1 discloses: 

'A rnethod (column 4, line 13), comprìsing: 

at each of one or more packet security gateways (c.4, 1.16, 'enforcement 

engine') associateci with a security po!icy management server (c.4, 1.15, 'policy 
server'): 

receìving a dynamic security policy from the security policy management 

server (c.4, L i6-19); 

receiving packets associateci with a network protected by eacf1 respective 

packet security gateway; and 

performìng, on a packet by packet basis, at least one of multiple packet 

transformation functions specified by the dynamic securìty policy on the packets (c.4, 
I. i 9-20, 'enforcing the security policies'), wherein performing the at least one of 
multiple packet transformation functions specified by the dynamic security policy on 
the packets comprises performing at least one packet transformation function other 
than forwarding or dropping the pacl<ets (c.5, 1.30-36)'. 

Clairn i is thus not new (Art. 33(2) PCT). 

Form PCT/18Ai237 (Separa1e Sheet) (Sheet 1) (EPO-Apri! 2005) 
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WRITTEN OPIN!ON OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lntemational appiication No. 

PCT/US20i 3/057502 

2.2 The same reasonìng appiies, mutatis mutandis, to independent claims i 9 and 20 
which are, therefore, also not new. 

2.3 Dependent daims 2-18 do not contain any features which, in combìnation with 

the features of the claims to which they refer, meet the requirements of the PCT in 
respect of novelty and inventive step, see Di, D2 and the corresponding cìtatìons in 
the search report. 

Forrn PGTJISA/237 (Separate Sheet) {Sheet 2) {EPO-April 2005) 
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PATENT COOPERATION TREATY 

From the INTERNATIONAL SEARCHING AUTHORITY p T 
To: 

Wright, Bradley C. NOTIFICATI ON OF TRANSMITTAL OF 
THE INTERNATIONAL SEARCH REPORT ANO BANNER & WITCOFF, L TD. 

THE WRITTEN OPINION OF THE INTERNATIONAL 110013th Street, N.W. Suite 1200 SEARCHING AUTHORITY, OR THE DECLARATION 
Washington, DC 20005-4051 

ETATS-UNIS D'AMERIQUE 

(PCT Rule 44.1) 

Date of mailing 
(day/monthlyear) 

24 June 2014 (24-06-2014) 
Applicant's or agent's file reference 

007742.00030 FOR FURTHER ACTION See paragraphs 1 and 4 below 

lnternational applìcation No. lnternational filing date 

PCT/US2014/023286 (day/month/year) 
11 March 2014 (11-03-2014) 

Applicant 

CENTRIPETAL NETWORKS, INC. 

The applicant is hereby notified that the international search report and the written opinion of the lnternational Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applicant is entitled, if he so wishes, to amend the claims of the lnternational Application (see Aule 46): 

When? The time limi! for filing such amendments is normally two months !rom the date of transmittal of the 
lnternational Search Report. 

Where? Directly to the lnternational Bureau of WIPO, 34 chemin des Colombettes 
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70 

Far more detailed instructions, see POT App/ioant's Guide, lnternational Phase, paragraphs 9.004 - 9.011 . 

The applicant is hereby notified thai no international search report will be established and that the declaralion under 
Article 17(2)(a) to that effect and the written opinion of the lnternational Searching Authority are transmitted herewith. 

With regard to any protest against payment of (an) additional fee(s) under Aule 40.2, the applicant is notified that: 

□ 
□ 

the protest together with the decision thereon has been transmitted to the lnternational Bureau together with any 
request to forward the texts of both the protest and the decision thereon to the designateci Offices. 
no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Reminders 
The applicant may submit comments on an informai basis on the written opinion of the lnternational Searching Authority to the 
lnternational Bureau. The lnternational Bureau wìll send a copy of suoh comments to ali designateci Offices unless an 
international preliminary examination report has been or is to be established. Following the expiration of 30 months from the 
priority date, these comments will also be made available to the publio. 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
lnternational Bureau. lf the applicant wishes to avoid or postpone publication, a notioe of withdrawal of the international 
application, or of the priority claim, must reach the lnternational Bureau before completion of the technical preparations tor 
international publìcation (Rules 90bis.1 and 90bis.3). 

Within 19 months from the priorily date, but only in respect of some designateci Offices, a demand for international preliminary 
examination must be filed if the applicant wishes to postpone the entry into the national phase unti I 30 months from the priority 
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed 
acts for entry into the national phase before lhose designateci Offices. 

In respect of other designateci Offices, the time limit of 30 months (or later) will apply even if no demand is filed wilhin 19 
months. 

For delails about the applicable time limits, Office by Office, see www.wipo.inUpct/en/texls/time_Jimits.html and the 
POT Applioant's Guide, National Chapters. 

Name and mailing address of the lnternational Searching Authority 
European Patenl Office, P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
Tel. (+31-70) 340-2040 
Fax: (+31-70) 340-3016 

Authorized officer 

ROTHENB0CHER, Anita 

Tel: +31 (0)70 340-9872 

_· • _ _J 

Form PCT/ISA/220 (July 201 O) BANNER & WITCOFF LTD 
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PATENT COOPERATION TREATY 

p T 
INTERNATIONAL SEARCH REPORT 

(PCT Artiole 18 and Rules 43 and 44) 

Applicant's or agent's file reference 

007742.00030 

FOR FURTHER 
ACTION 

see Form PCT/ISAf220 
as well as, where applicable, item 5 below. 

lnternational application No. lnternational filing date (day/month/year) (Earliest) Priority Date (daylmonthlyear) 

PCT/US2014/023286 11 March 2014 (11-03-2014) 12 March 2013 (12-03-2013) 

Applicant 

CENTRIPETAL NETWORKS, INC. 

This international search report has been prepared by this lnternational Searching Authorìty and is transmi!ted to the applicant 
according to Article 18. A copy is being transmitted to the lnternational Bureau. 

This international search report consists of a tota! of 3 sheets. 

[8J lt is also accompanied by a copy of each prior art document ciled in this report. 

1 . Basis of the report 

2. 

3. 

a. Wilh regard to the language, the international search was carried out on the basis of: 

b. □ 

c. □ 

□ 
□ 

U$] the international application in the language in which it was filed 

□ a translation of the international application inia ___________ , which is the language 
of a translation furnished far the purposes of international search (Rules 12.3{a) and 23.1 (b)) 

This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)). 

With regard to any nucleotide and/or amino acid sequence disclosed in the internalional application, see Box No. I. 

Certain claims were found unsearchable (See Box No. Il) 

Unity of invention is lacking (see Box No lii) 

4. With regard to the title, 

[8J lhe text is approved as submitted by the applicant 

D the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

the text is approved as submitted by the applìcant 0 
□ the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant 

may, within one monlh from the date of mailing of this international search report, submit comments lo this Authority 

6. With regard to lhe drawings, 

a. the figure of the drawings to be published with the abstract is Figure No. -~2~---

b. □ 

D as suggested by the applicant 

[8J as selected by this Authority, because the applicant failed to suggesl a figure 

O as selected by this Authority, because this figure better characlerizes the invention 

none of the figures is to be published with the abstract 

Form PCT/ISAf21 O (tirsi shee!) (July 2009) 

BANNER & WITCOFF LTD 
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INTERNATIONAL SEARCH REPORT 
lnternational application No 

PCT/US2014/023286 
A. CLASSIFJCATION OF SUBJECT MATTER 
INV. H04L29/06 
ADD. 

According to lnternational Patent Classification (IPC) orto both national classification and IPC 

B. FIELDSSEARCHED 

Minimum dooumentation searohed (olassifioation system followed by olassifioation symbo!s) 
H04L 

Dooumentation searohed other than minimum documentation to the extent that suoh doouments are ino!uded in the fields searohed 

Eleotronio data base oonsulted during the intemational searoh (name of data base and, where praotioable, search terms used) 

EPO-Internal, WPI Data 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of dooument, with indication, where appropriate, of the relevant passages Relevant to claim No. 

X us 2003/123456 Al (DENZ PETER R [US] ET 1-20 
AL) 3 July 2003 (2003-07-03) 
paragraphs [03. 7] , [0008] , [0025] -
[0027] 

-----
X us 2007/083924 Al ( LU HONGQIAN K [US]) 1-20 

12 Apri l 2007 (2007-04-12) 
paragraphs [0054] - [0055] 

-----

□ Further doouments are listed in the continuation of Box C. [I] See patent family annex. 

* Special oategories of oited documents : 
"T" later document published alter the intemational filing date or priority 

"A" document defining the generai state of the art which is not considered date and not in conflict with the application bui cited to understand 
to be of particular relevance the principia or theory underlying the invention 

"E" earlier application or patent but published on or alter the international "X" document of particular relevance; the olaimed invention cannot be filing date considered novel or cannot be considered to involve an inventive 
"L" documentwhich maythrow doubts on priority claim(s) orwhioh is step when the dooument is taken alone 

cited to establish the publication date of another oitation or other "Y" document of particular relevance; the claimed invention cannot be special reason (as specìfied) considered lo involve an inventive step when the document is 
"O' document referring lo an arai disolosure, use, exhibition or other combined with one or more other suoh doouments, such oombination 

means being obvious lo a person skilled in the art 
•p• dooument published prior to the international filing date but later than 

lhe priority date claimed "&' dooument member of the same patent family 

Date of the actual completion of the international searoh Date of mailing of the intemational searoh report 

13 June 2014 24/06/2014 
Name and mailing address of the ISA/ Authorized officer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 

1 Tel. (+31-70) 340-2040, Veen, Gerardus Fax: (+31-70) 340-3016 

Fonn POT/ISA/210 (second sheet) (Aprii 2005) 
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INTERNATIONAL SEARCH REPORT 
lnformation on patent lamily members 

Patent docurnent 
oited in search report 

us 2003123456 

us 2007083924 

Al 

Al 

Form PCT/ISA/210 (patenl lamlly annex) (Aprii 2005) 

I Publioation 
date 

03-07-2003 

12-04-2007 

I 
NONE 

NONE 

Patent farnily 
rnernber{s) 

lnternatìonal application No 

PCT/US2014/023286 

I Publication 
date 
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PATENT COOPERATION TREATY 

From the 
JNTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/ISA/220 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonthlyear) see form PCTt1SAJ210 (second sheet) 

Applicant's or agent's file reference 

see form PCT/ISA/220 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCTAJS2014/023286 
lnternational filing date (dayAnonth!year) 

11.03.2014 

lnternational Patent Classification (IPC) or both national classification and IPC 

INV. H04L29/06 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinìon contains indications relating to the following items: 

Basis of the opìnion 

Priorìty 

Priority date (daylmonthlyear) 

12.03.2013 

[8J Box No. I 

D Box No. li 

D Box No. lii 

□ Box No. IV 

[8J Box No. V 

Non-establishment of opinion with regard to novelty, inventive step and industriai applìcability 
Lack of unity of invention 

Reasoned statement under Rule 43bis.1 (a)(i) with regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such statement 

□ Box No. VI 

□ Box No. VII 

[8J Box No. VI 11 

Certain documenls cited 

Certain defecls in the international application 

Certain observations on the internalional application 

2. FURTHER ACTION 

lf a demand tor inlernalional preliminary examination is made, this opinion will usually be considered lo be a 
written opinion of lhe Jnlernational Preliminary Examining Aulhorily ("IPEA") except thai this does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opinions of this lnternational Searching Authority 
will not be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the IPEA, lhe applicant is inviled lo 
submit lo lhe IPEA a written reply together, where appropriate, wilh amendments, before the expiration of 3 months 
from the date of mailing of Form PCT/lSA.1220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

For further options, see Form PCT/lSA.1220. 

Name and mailing address of the ISA: 

European Patent Office 
P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk · Pays Bas 
Tel. +31 70 340 • 2040 
Fax: +31 70 340 - 3016 

Form PCTASAl237 (Cover Sheet) (July 2009) 

Date of completion of 
this opinion 

see form 
PCTASA/210 

BANNER & WITC 
Authorized Officer 

Veen, Gerardus 

Telephone No. +31 70 340-3811 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1 . With regard to the language, this opinion has been established on the basis of: 

cgJ the international application in the language in which it was filed 

lnternational applìcation No. 
PCT/US2014,023286 

□ a translation of the international application into , which is the language of a translation furnished tor the 
purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing filed or furnished: 

a. (means) 

□ on paper 

□ in electronic form 

b. (time) 

□ in the international application as filed 

□ together with the international application in electronic form 

□ subsequently to this Authority for the purposes of search 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that in the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with regard to novelty, inventive step or 
industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 
No: Claims 1-20 

Inventive step (IS) Yes: Claims 
No: Claims 1-20 

Industriai applicability (IA) Yes: Claims 1-20 
No: Claims 

2. Citations and explanations 

see segarate sheet 

Form PCTASA/237 (Aprii 2007) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. VIII Certain observations on the international application 

lnternational application No. 
PCT/US2014AJ23286 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the descriptìon, are made: 

see separate sheet 

Form PCTASA/237 (Aprii 2007) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHI NG 
AUTHORITY (SEPARATE SHEET) 

Re Item V 

lnternatìonal application No. 

PCT/US2014/023286 

Reasoned statement with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

The following documents are referred to: 

D1 US 2003/123456 A1 (DENZ PETER R [USJ ET AL) 3 July 2003 
(2003-07-03) 

D2 US 2007/083924 A 1 (LU HONGQIAN K [US]) 12 Aprii 2007 (2007-04-12) 

1 The present application does not meet the criteria of Article 33(2) PCT, because 
the subject-matter of claims 1-20 is not new. 

1.1 lndependent claim 1 (as far as it is clear, see Item VIII) defines a method far 
filtering a packet, the method having two stages: 

1) in the first stage, a first operation ('operator') is performed upon the packet, based 
on a first header field value; 

2) in the second stage, a second operation ('transformation') is performed upon the 
packet, based on a second header field value. 

Moreover, these two steps are interrelated in the sense that the criteria, with which the 
second header field value is compared during the second stage, are determined 
during the first stage. 

Such a method is also disclosed in D1 (see the passages cited in the search report). 

Present claim 1 is thus not new according to Art. 33(2) PCT. 

1 .2 The same reasoning applìes, mutatis mutandis, to independent claims 11 and 20 
which are, therefore, also not new. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2014/023286 

1.3 Oependent claims 2-1 O and 12-19 do not appear to contain any features which, 
in combination with the features of the claims to which they refer, meet the 
requirements of the PCT in respect of novelty and inventive step, see 01, 02 and the 
corresponding references cited in the search report. 

1.4 lt is further noted that a reasoning based on 02 would lead to very similar 
conclusions. 

Re Item vm 
Certain observations on the international application 

2 Claims 1-20 do not meet the requirements of Article 6 PCT tor, at least, the 
following reasons: 

- in claim 1, the expressions 'header field' and 'application header field', and especially 
how they differ from each other, are not clear; 

- a similar remark applies to the expressions 'operator' and 'packet transformation 
function', respectively. 

Similar observations apply to independent claims 11 and 20. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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PATENT COOPERATION TREATY 

From the INTERNATIONAL SEAROHING AUTHORITY 

To: 
Wright, Bradley C. NOTIFICATI ON OF TRANSMITTAL OF 
BANNER & WlTCOFF, LTD. THE INTERNATIONAL SEARCH REPORT AND 

110013th Slreet, N.W. Suile 1200 
THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

Washington, DC 20005-4051 

ETATS--UNIS D'AMERIOUE 

(PCT Rule 44. i) 

Date oi mailing 
( d'1 y/monlhlyearj 

24 Maroh 2D14 (24-03-2014) 

Applìcant's or agent's file reference 
007742.00025 FOR FURTHER ACTION See parngraphs 1 and 4 below 

international application No. lnternational Wing da!e 

POT/US201 MJ72566 (day/monlhiy,mrì 
2 Deoember 2013 (02-12-2013) 

,L'\pplioan! 

CENTRIPETAL NET\f✓ORKS, INC. 

The applicar.! is hereby notified that the international searnh report and the written <Jpinion o! the ln!ernational Searching 
Aut~1oriìy have been establisl-ied andare !ram,mi!!ed herewi!h. 

Filing of amendmenls an,1 statement under Artide 19: 
The applicant is entitled, ì! he so wishes, to amend lhe clairns of lhe lnternational Appfoaìion (sec, Rule 46): 

'When? The time iimit ior filing suoh amendmenls is normally two months from the date of transniittal o! the 
!nternatlona.i Search Report. 

'Where'? Direotly to !he intemational Bureau oi WIPO, 34 ohemin des Colombeiies 
1211 Geneva 20, Swi!zerland, Fasoimiie No .. (41·22) 336.82.70 

For more detailerl instrnctions, see POT App/ioant's Guide, lnlernational Phase, paragraphs 9.004 - 9.011. 

The applioanl is hereby no!ifieci that no inlema!ional searoh report wiil be estabiished and lhat the deoiara!ion under 
A1tìde 17(2ì(a) to lhaì ellecl and the written opinior, of the lnternationai Searohing Authority are transmitted herewith. 

Wi!h regard to any protest against payment of (an) additional fee(8) under Rule 40.2, !he applioant is noiiiied thal: 

U
r---1 the protesi together with !~1e deoision !hereon has been !ransmilted lo !rie lnlernaiional Bureau toge\her wi!h any 

reques\ to forward the texls of bolh the protesl and the decision thereon to the designateci O!fices, 
O no deeislon has been made yet on the pro!est; the applioant will be nctified as soon as a decision is made, 

,t Reminders 

The app!ioant may submit Dornments on an informai basis on ihe writlen opini<Jn of ihe !n!erna!ional Searohing Authorìty te ìhe 
ln!emational Bureau. The lnìernational Bureau wìil send a copy of suoh cornmenis to a!! designated Offices unless an 
internaticnal preliminary examination reporl has been or is io be established. Following the expiration of 30 months frorn the 
pricri!y date, these oomments will also be made available lo the pubiic. 

Shortly afler the expiration oi 18 mc:mths frorn !he priority date, the interna!ional appiication will be published by the 
lniernational Bureau. il the appiicant wishes lo avoici or postpone publioation, a notice of withdrawal of the international 
applicali on, or of the priority claim, must reacl, !he lnternational Bureau before compietion o/ the teehnioal preparaiions lor 
international pubiioation (Rules 90.bis.1 and 90.bis.3). 

Vv',thin 19 monUis !rom the priorily date, but only in respec! of some designateci Offoes, a de111and lor internatkma': pre!iminary 
exarnination musi be fi!ed if lhe applk,ant wi:;hes lo postpone the entry ìnto the nati on al phase unti! 30 months lrorn lhe priori!y 
date (in some Offices even later); o!herwise, the applioant musl, within 20 montils frorn the prìoriiy date, perform t11e presoribed 
aots lor entry in!o the na!ional phase before those designateci Offices 

In respeot oi olher desi11na!ed Offioes, !he time lirnit cf 30 months {or later) will apply even if no demand is fiied within 19 
months. 

For de!ails about ihe appik;able lime limils, Ofiice by Office, see www.wipo.in!/pctien/ìexts/time _limits htrnl and the 
POT Appiioan/'s Guide, Na!ional Ghap!ers. 

Name and mailing address of the lnternalional Searchir.g Authoriiy 

European Patent Office, P.B. 5818 Patenllaan 2 
NL-2260 HV Rijswijk 
Tel. (·f31-70) 340-2040 

.......;=:.......- Fax: (+31--70) 340-3016 

Form POT/ISA/220 (Ju!y 201 O) 

Authorized offioer 

ROTHENBuOHER, Anita 

Tel: +31 (0)70 340-9872 
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PATENT COOPERATION TREATV 

INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 

Applioant's or agent's fiie referenoe FOR FURTHER see Form PGT/iSAi220 
007742.00025 ACT!ON m, well as, where applicable, i!ern 5 below. 

lnternatìonal application f\Jo. international filing date (dayl.monlfllye,1rj (Earlies!) Priority Date (r:fayimonti11y.-t1r) 

PGT/U 82013/072566 2 December 2013 (02-12-2013) ii January2013(11-01-2013) 

Applioant 

CENTRIPETAL. NETWORK8, ING. 

This inlemalional search reporl ha& been prepared by this lnternational Searching Aulhority and is lransrnilled lo the applicant 
aooording to A1ticle i R .A oopy is being lransmit!ed lo the ln!emational Bureau. 

This inlema!ional search reporl con&ists o/ a !otal of _____ 4_' __ sheets. 

IZJ Il is also ,woompanied by a copy of each pnor art documenl c;!ed in th1s repo1t. 

i. Bmiis of Uie report 

2. 

3. 

a. With regard !o !he language, the in!ernational searoh was co.rried ou\ on the basis of: 

b. □ 

□ 
[J 

~ li1e international application in the language in which ii was filed 

□ a translalion or ihe interna!iona! application into ____________ ~-----c=----~~-' wh;oh is lhe language 
of a translation furnished lor the purposes of international search (Rules 12.3( a) and 23.1 (b)) 

This intemational seal'ch reporl has been established taking inio account the rectification of an obvious mistake 
authorized by or notified io lhis Authority under Rule 91 (Rule 43.6/Ji'.s(ajì-

With regard !o any nucleotide andior amino ac:id.sequence disclosed in the international applioation, see Box I\Jo. 

Certain c!aims were found unsearchab!e (See Box No. H) 

Unlty of immnlion ìs !ackìng (see Box No lii) 

4. With regard to !he Utle, 

IBJ the text ;s approved as s1.1bmitted by the applioant 

□': the text has been establìshed by !his Aulhority to read as follows: 

5. Wilh regard lo the abstract, 

[RJ 
[J 

the text is approved as sL1brni!ted by !he app!icant 

the t•3X1 has been estab!isl1ed, aooord;ng to Rllle 38.2, by lhis Auihority asi! appears in Box No. IV. The applicmnt 
may, wi!hin one monlh from the date of mailing o/ this interne.fon ai searoh report, subrnit cornments to lhis Authority 

6. V\/iih regard !o the drawings, 

a. lhe figure of the drawìngs to be published with the abstraoi is Figure No. __ 2~---

b. [J 

O as suggested by the applicant 

IBJ as seieoted by this Authority, bernuse the applicant fai!ed to sugges! a figure 

D as seieoied by this Authority, because this figure be!!er c)haraolerizes the inven!ion 

none of !he figures is lo be published wilh !he abslraot 

Form PCT/18N210 (iirst sheel) {July 2009} 
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lNTERNATIONAL SEARCM REPORT 
lnternational application No 

PCT/US2013/072566 
A. CLASSlFICATION Of SUBJECT MATTER 
INV. H04L29/06 
ADD. 

According to ln!emational Patent Claseifioation (IPOì orto botn ne.tiot1al oia•siiioation and !PC 

B. FIELDS SEARCHED 

Minimum documentation searohed (o!assifioation system foliowed by oia.asiflce.tion eymbols) 
H04L 

Documentatlon aeamhed other than m!11imum dooumenta.tion to the extént that s~ioh docmments are incltided in the fieid!!- searched 

E!ec!ronio data base consulted during lhe it1ternational searoh {name of data base and, where praotioable, searoh iern1S used) 

EPO-Internal, \✓ PI Data 

C, DOCUME~ns CONSIDERED TO BE RELEVANT 

Oategory* Oitation of dooument, with indloation, where appropriate, of !he relevant passages Relevant to cialm No 

X EP 1 313 290 Al (STONESOFT CORP [Fl]) 1-24 
21 May 2003 (2003-05-21) 
abstract 
paragraph [0010] 
paragraph [0022] 
paragraph [0024] 
paragraph [0029] 
paragraph [0040] 
paragrap11 [0025] 

""'""'""'""'""' 

-/--

[]] Further cloouments are iisted in the con!inuation cf Box O. [] See patent famiiy annex. 

. Speoia! oategodes of oited doownents . 
11:•1 le!er documen! published af!er the internation!°\I filing dale or primity 

"A' doomnent defining the generai state cf the art whiah is noi considered 
date ,md no! in ooniiict with the appli,,a!ion bu! cit,;;d lo uncl<>rstand 

to be of part!ou!ar re!eve.noe the principle or theory underlying the inv;;ntion 

"E' earlier appiioation or pate11t but published "" 01 af!er !he inìernatioM.I "XH dooum,t.nt of partioula.r relevance; th0 claimed invenfa:m cannot be !iling date oonsidernd nove! or oannot be considered to involve w1 inv~ntive 
"L" documentwhich maythrow doubts on p1iority olairn(s) orwhioh is step when the dacument is !aken alone 

cited !o estabiish ihe publication da!c. of another citation or olhar "Yr. d0cw11entof part!ou!ar relevance; thé oia!med invantiori cannot be spec!al reason (as speaifi,:,d) oonsidered to involve an inventive step when the documen! is 
'
10" document referring t.o an ora! disolosure:1 i.me, exhibltion or other r-.-0rnblned with one or more other I:Uoh dooumenta 1 suoh con1binatkm 

mearw being obvim,s to a person skilled in the o.rl 
'P' dooumen! publiahed prior !o the international iiling date bul iater than 

the priority date claimed "&' dooumen! member of the same patent famiiy 

Date of the aat,1ul oompletion of tt1e inlemational searah Date oi mailing of thè ln!emafonal searoh report 

14 March 2014 24/03/2014 
Name and muiiing address of the ISA/ Aulhorized of!icer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 

1 Tel. (+3·1-70) 340-2040, Oliveira, Joel Fax: (+31-70) 340-3016 

Forrn PCT/IS/-1./210 {oecond sheet) (ft.prii 2005) 

page 1 of 2 
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11\!TERNATIONAL SEARCH REPORT 

C(Con1!r,ual!on), OOCIJMENTS CONSID!:RED ·ro BE f!ELE'VANT 

Calegoiy·• Cìtatìon o! dooument, wiih ìndioation, where approp,iate, of lhe ,eievan! passagea 

X 

A 

WO 2005/046145 Al (ERICSSON TELEFON AB L M 
[SE]) 19 May 2005 (2005-05-19) 
abstract 
page 3. line 14 - line 28 
page 4. line 10 - line 11 
page 5, l i ne 10 
page 5, line 23 - line 32 
page 7, line 2 - line 8 
page 7, line 30 - page 8, line 8 
page 11, li ne 20 - 1 i ne 25 

US 2011/055916 Al (AHN DAVI □ K [US]) 
3 March 2011 (2811-03-03) 
paragraph [0017] 
paragraph [0021] - paragraph [0022] 

Fc11rn PCTJtSA/210 {cc,nt1nuatio11 of second -she~t) {Aprii 2005) 

lntemalional applicaìion No 

PCT/US2O13/072566 

Relevant ta olaim No. 

1-24 

1-24 

page 2 of 2 
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INTERNATIONAL SEARCH REPORT 
lrilema!ional applkalion No 

lnlormaHon 011 patenl family members 
PCT/US2013/072566 

Patent doournent 

I 
Pubii,;aiion I Patent family I Publica!ion 

cited in search report date rnernber(s) date 

EP 1313290 Al 21-05-2003 AT 346446 T 15-12-2006 
DE 60216218 T2 08-03-2007 
EP 1313290 Al 21-05-2003 
us 2003097590 Al 22-05-2003 

-~---~-~---------------~-------------======-------------------------=-= 
~~o 2005046145 Al 19-05-2005 CN 1879361 A 13-12-2006 

EP 1683313 Al 26-07-2006 
JP 4323523 B2 02-09-2009 
JP 2007534219 A 22-11-2007 
us 2005111434 Al 26-05-2005 
~IO 2005046145 Al 19-05-2005 

-----------------------------------------------------------------------
us 2011055916 Al 03-03-2011 A.U 2010297968 Al 22-03-2012 

EP 2471218 A2 04-07-2012 
us 2011055916 Al 03-03-2011 
us 2014007216 Al 02-01-2014 
wo 2011038420 A2 31-03-2011 

-----------------------------------------------------------------------

For,n PCTi!Sf1J2 I O (patent farnUy annex) (i\pri: 2005) 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

ì CT 

see fmm PCT/ISA/220 WRITTEN OPINION OF THE 
li\JTERNATIONAl_ SEARCHING AUTHORITY 

(PCT Rule 43bis. i) 

Date of mailing 

{daylmontfvyear) see !orm PCT/lSA,210 (second sheei) 

App!!cant's or agent's file reference 

see form PCHSA1220 
FOR FURTHER ACTION 
See p.:iragraph 2 below 

!------------------------~--------~------~ 
lnternational application No. i lniernaiional filing date (!layilnonthyear) Priority date (daylmonthiyear) 

f---P_c_r_1u __ s_2_0_
1

·_13_lo_
1
1_2_s_G_s_____ J 02. 12 .201 _3 ___________ ~1_1_.0_1_.~_~:(_J_1 ~-1 __ _ 

lntemational Paleni Classification (IPC) or both nafonal ciassi!ication and IPC 

INV. H04L29106 

Appiican! 

CENTRIPETAL. I\JETWORKS, INC. 

1. This opìnìon contains indications relating to the following items: 

Ds1 Box No. 

□ Box No. 

I 

Il 

Basis of lhe opinion 

Priori!y 

[] Box No. 

[] Box No. 

lii 

I'' V 

Non-esiablishment of opinion with regar·d to novelty, inventive step and industriai applicability 

Lad~ of unity of invention 

D..<:] Box No. V Reasoned staiement under Ruie 43bis.1 (a)(i) wiU1 regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such sta!ement 

O Box No. VI Certain documents cited 

D Box No. Vii Certain defecls in lhe in!ernational application 

O Box No. VII i Certain observations on the international applicalion 

2. FURTHER ACTION 

lf a demand for intermitional preliminary examination is made, this opinion wili usually be considered to be a 
written opinion of the lnterna!ional Preliminary Exarnining Auihotity ("IPEA") excepl that this does no! apply where 
the applicant chooses an Authority other !han !his one to be the I PEA and the chosen IPEA has nolited the 
lnternational Bureau under Rule 66.1bis(bì ihat written opinions of this lnternational Searching P-.uthority 
will not be so considered. 

lf this opinion is, as provided above, consicfored lo be a wriiten opinion of the IPEA, the appiicani is invited to 
submit to 1hei IPEA a wrii!en reply together, where appropriate, with amendments, befor·e the expiralion of 3 rnonihs 
from ihe date of mailing ot Foi-m PCT,1SA,220 or before the expiraiion of 22 months from the priorily date, 
whichevE;r expires late,. 

For furlher options. see Form PCT~SA/220. 

Name and mailing address cf the ISA: 

European Paient Office 
P.B. 5818 Pa!en1Iaar; 2 
NL-2280 HV Rijswijk · Pays Bas 
Tel. +31 70 340 - 2040 

+31 70 340 · 3016 

f'orm PCT,1SAt23'7 (Cover Shee1) (July 2009ì 

Date or completion of 
1his opinion 

see form 
PCT1IS!~Q10 Oliveira, ,Joel 

Telephone No. +31 70 340·3334 

IPR2023-01353 Page 01365



WR!TTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

"1. With regard to the language, tr1is opinion has been establisr1ed on the basis oi: 

igi the international application in the language in wt1ich it was filed 

internationai appiicat\on No. 
PCT/US2013AJ72566 

[J a translation of the international appiication into , whìch is the !anguage of a translation furnished for tl1e 
purposes of ìnternational searcl1 (Rules "12.3(aì and 23.1 (bì). 

2. [J This opinìon has been established taking into account tl1e rectification of an obvious mistake authorized 
by or notifie(i to this Authority under Rule 9"1 (Rule 43bis. 1 (a)) 

3. With regard to any nucleotide and/or amino acid sequence disc!osed in the international application, tr1is 
oplnion has been estabiisr1eti on the basis of a sequence listing fiied or furnished: 

a. (means) 

O on paper 

O in eiectrnnic iorm 

b. (time) 

[J in the international application as filed 

fJ together with the internationai application in electronic torm 

fJ subsequently to tt1is Autt10rity for tl1e purposes of searcl1 

4, □ In addition, in the case that more than one version or copy of a sequence lìsting has been filed or furnished, 
the required statements that tl1e information in tl1e subsequent or aciditional copies is identical to that in tt,e 
application as filed or does not go beyond the appiication as filed, as appropriate, wern furnishecl. 

5. i.\dditional comments: 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with rngard to novelty, inventive step or 
industriai applicabiiity; citations and explanalions supporting such statement 

1. Statement 

Novelty (N) 

inventive step (18) 

industriai appiicabìlity (IA) 

2. Citations and explanations 

see separate sheet 

Form PCTl!SA/237 (!~pnl 2007) 

Yes: 

No: 

Yes: 
No: 

Yes: 
No: 

Clairns 
Ciaims 

Ciaims 
Claims 

Ciaims 
Ciaims 

2, 3, 6-9, 11, 13, 14. 17-~'.2, 24 
"1 4 5 i O 12. 15 16 -~J 
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WRITTEN OPIN!ON OF THE 
INTERNATIONAL SEARCHING 
AUTHORffY (SEPARATE SHEET) 

international applicatiOn No. 

PCT/US2013/072566 

~ Item V 

Reasoned statement with regard to novelty, inventive step or industriai applicability; citations 

and explanations suppo1•ting such statement 

Reference is made to the foliowing documents: 

D1 EP 1 313 290 A1 (STONESOFT CORP [Fi]) 21 May 2003 (2003-05-21) 

D2 wo 2005/046145 A 1 (ER ICSSON TEl_H-::oN AB L fv1 [SE]) 18 May 2005 (2005-05-'19) 

D3 us 2011/055916 A1 (AHN DAViD K [US]) 3 March 2011 (2011-03-03) 

1 The present application does not meet the critei'ia of Articie 33(2) PCT, because the subject­

matter of ciairns 1, 12 and 23 is not new. 

i, 1 D1 dìscioses a method cornprisìng, at a network protection device (abstract): 

receiving a first rule set (paragraph [0010], column3 iines 4-7); 

receìving a second rule set (paragraph [001 O], column3 iines 4-7); 

preprocessing the first rule set an(i the second rule set (considered to be implicit 

!rom paragraphs [0010], [0013], [0040]: when a new set of ru!es is made available 

it must be made certain that they do not contain ermrs which cou!d stop the 

fllterlng of the firewall); 

confìgurìng the net\'Vmk protection device to process packets in accordance with tr1e 

first ru!e set (paragraph [0010], column3 iines 13-18); 

receiv!ng packets (coiumn 6 lines 23-26); 

processing a iirst portion of me packets in accordance witr: the first 1·u1e set 

(paragraphs [0010], [0020]); 

reconfigurìng the network protection devi ce to process packets in accorciance witl1 the 

second rule set (paragraphs [0010], [0024]); and 

processing a second portion of the packets in accordance with the second ruie set 

(parngraphs [0010], [0024]). 

i .2 The same n3asonlng applies, mutatis mutandis, to the subject-rnatter of the corresponding 

independent apparatus and computer-readable media claims 12 and 23, wr1ir.:h trìerefore are 

also considered not new. 

Form PCT/18N237 {Separate Sheet) (Sheet t) (CPO-Apri! 2005) 
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WR!TTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

!nternationai application No. 

PCT/US20i 3/072566 

1.3 Dependent claims 2-'11, 13-22 and 24 do not contain any features which, in cornbination witt1 

U1e features of any c!aim to which they refer, rneet the requirements of tl1e PCT in respect of 

novelty (ior ciairns 4, 5, 10, 15, 16) and/or inventive step (for claims 2, 3, 6, 7, 8, 9, 11, 13, ·14, 

17, 18, 19, 20, 21, 22, 24) see passages cited in the Search Report. 

Forni PG-f/lS,'\/237 (Separate Shee1) (Sheet 2) (EPO-•Aprii 2005) 

IPR2023-01353 Page 01368



'I""" 

il, 
w 

(19) llll lllll llll lllll lllll llill lllll lllll lllll li lii lllll lllll 11'111 llill lllll 

(12) 

Europalsches Patentamt 

European Patent Office 

Office eumpéen ctes brevets (11) 

EUROPEAN PATENT APPUCATION 

EP 1313290 A1 

(43) Dato ot publication: 
21.05.2003 Bulletin 2003/21 

(21) Appllcation nurnber 02102581.2 

(22) DGte of fìling: 14.11.2002 

(84) Designateci Contracting States: 
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR 
!E IT LI LU MC Nl PT SE SK TR 
D,~signaled ExtEJnsion States: 
Al LT LV MK ROSI 

(30) Priority: 19.11.2001 US 988356 

(71) Appiicant: Stonesoft Corporation 
00210 Helsinki (F!) 

(51) lnt Cl.7: H04l 29/06 

(72) Inventar: Syvanne, Tuomo 
Fin-01450, Vantaa (FI) 

(74) Representative: Akras, Tapio Juhanl 
Kolster Oy Ab,P.O. Boii 148, 
lso Roobertink:atu 23 
00121 Helsinki (FI) 

(54) A persona! firewal! with !ocation dependent itmctionality 

(57) A computer device is provide<.:l witt1 a iocal se­
curity mechanism, a persona! firewall, for protecting the 
computer device from attacks from a foreign network, in 
addition to or instead of a tìrewali ìn tr1e internal network 
which protects the computerwl,en connected to a home 
network. The persona! fimwall is providEHJ with different 
sets of security rules far tr;e home networl, and foreign 
networks. Tho porsonal firewall is arranged to de1ect its 
current location, i.e. determino to whid1 network it is 

Location 
verific:ation 
ser✓ice 

Persona! 
firewall -~---- b 

mm1agement 

connected to at each pat1icular moment. The persona! 
firewall actlvates one oi the given snls of security rules 
according to the detected cumm1. locatìon of the com­
puter devìce, i.e. tho persona! firnwali automatìcaily us­
es the security rules predefined forthe networkto which 
the compulerdevice ìs connected at each particular mo­
ment. Upon detecting a change ìn the location, the per­
sona! firewall imrnedia1ely adapts 10 use security rules 
predefined far the new location 

1L 

Printe-d by .!ouve, 7[;001 PARIS (FR) 
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Descriptlon 

Field of the lnvention 

[0001] The present inventlon relates to network secu­
rl!y and, rnore pa,tlcularly, to persona! tlrewalis. 

Background of the !mrention 

[0002J Traditlonaily, a firnwall is considered as a set 
of components formirt\l a gateway belween two or more 
networks. Thus, a fimwHII has bnen a gateway whict1 
operates at the same time as a connector and H sepa­
rator between the networks in a sense that 1:he !irewalt 
keeps track of the trafficthat passes through it from one 
network to another and restricts connectìons and pack­
ets that are defined as unwanted by the adminlstrator of 
the system. Physlcally a firewall is a machine with ap­
propriate software to do the tasks assigned to it lt can 
be a router, a persona! computer (PC), or any other de­
vice that can be used for such purposes. Although fire­
walls are rnostly used to connect Locai Area ì~etworks 
(LAì'>ls), i.e. internal networks, to the Internet and to pro­
tect againsi attackers or undesired traffic In generai, 
they rnay also be used lo separate and connect dlfferent 
segments of int,irnal networl, ior securi!y purposes. The 
advantages of having a firewall arn nurnerous. A flrewall 
sncurns the ne1work and cari be used as a tool for rnon­
ìtoring the traffic especially frorn the outside to the insìde 
of th,i nelwork: guardod by a firewall. Because a!I trame 
intended forthe internal ni,1work rnust pass tt1rougt1 the 
flrewai!, most of thi, rn,lwork sBcurity actioris and polì­
cies can be concentrateci in thls particular point. This is 
o! course a cost and administratìve advantage. 
[0003] Nowadays, laptop oomputers and ott,Br porra­
b!e cornputer cJevices are wicJeiy usBd. While outslde U1e 
internal nelwork, the laptop cannot rnake benefl! of 1:he 
protection provided by the conventìonal "ga.teway-type" 
firewalL Therefore, approaches to improvn security of a 
client locateci ìn a foreign nei:'Nork (a publlo nel\lvork or 
an internal network of El foreign organlsal ion) have been 
proposed. Tl,ese approaches are based on protecting 
the laptop itself by means of a locai securìty mechanìsm, 
called a persona! firewall herein, installed in the laptop 
(in addition to or instes.d of a firewall in an intBrnal net­
work, which protects the computers connected to the in .. 
ternai network). The persona! firewall may be imple­
mented as software lnstalled in tl10 cornpute1· device, or 
as a separate electronlc device connected to the com­
puter device. 
[0004] European patent application EP O 952 715 dis­
closes a firewall security device connected to an exter­
nai cornrnunication port of a computer device. The in­
coming ccrnrnunìcatlons strnam to the computer device 
from e.fJ. public nelworks is passed lhrough IJ1e fimwall 
security device. The lirewaii device applies standard se­
curity measures, thereby prolectìng thn computnr do· 
vice. 

1313?.90A1 : > 

[0005] There is a pa11icular need for such protection 
by means of a porsonal firewa!I ìf the laptop is ailowed 
to have a remote access, e.g. make a VPN (Virtual Pri­
vate Network) connection to company network wnlle be-

5 ing connected to a fornign network. in arder to irnprove 
security of the VPN connections, one prior art solution 
is to onforce a protection level of a laptcp, when a VPN 
tunnel to a company netv11ork ls createci. This means far 
examplethat, during a VPN connection, thB !P address 

to forwarding ls not allowed, or that any connection at­
ternpts to tt;e laptop are denied. 
[0006] Clearly tr1ìs is no! enou;Jh, since the iaptop 
rnust be protiicte(J as soon as it is connected to a foreign 
ne!work, no! only during a VPN connection. The iaptops 

15 are often used by non .. technìcai people. which increases 
the risk of overlooking security aspects. Laptops conta in 
sensitive materiai, ;rnch as customer ernails. lf a laptop 
is unprotected, when connected to a foreiçJn network, 
even fora short period of time, there is a rlsk ot getting 

20 infected by a hostile appiication. Such app!lcatlon can 
be activated later, when the laptop is connected to an 
internal network and offer inside help for attacks. 
[0007] Thus, there ls a need to protect the laptop by 
means of a persona! flrewai! always when the laptop is 

25 connected to a foreign network. However, when the lap­
top is connected to a company iniemal network, such 
persona! firewall rnay unduly prevent some essBntial 
trafile. For example, n1e persona! firewall should al!ow 
use of a laptop at horne {internai) ne!worl, and access 

30 to ali se;vices, such as disk-share. In a horne network 
even non-!P protocols are sornetlrnes used. Thereforn, 
it is not feasible to have a pmsonal flmvvall runnìng at 
ali tirnes, at !east not with the sarne configurntion, since 
the prolection nneds In an internal network are different 

35 from those in a foreìgn network. 
[0008] Some of n,n curmnt so!utions ai!ow ct,anglng 
th,~ set o/ rules used in the personal flrewall, !ha1 is, 1h11y 
allow the user of 1:he laptop to use dìtferent ruie sets 
whHn ccmnncted to lhB internHi nH1:vvork and when con-

40 nected to a foreign network. However this is a manual 
operation. Since rnanwil aclion ìs requìred, lhere is B 

high risk that operation is not done. Rìsk is even hìgher 
if the end user does not fully understand the need of a 
firewa!I 

45' 

Summary of the lnvention 

[0009] An obj,,ct of the ;nvention is to impwve thc sc­
curity and f!exibiHty cf a persona! firewall. The object is 

50 achieved by the invention disclosed in the attached in­
dependent claims. Preferred embodiments are dis­
closed !n the attached dependent claims. 
[0010] A compute1· device wl1ich can be connected to 
a home network (such as an internal network of a com-

55 pany or otherorganisation whme lhe user is ernployed) 
and to a foreign network (suoh as a public ne1work. or 
an internal network of a fMeign organisation) ls provided 
witt; a locai securì!y rnectianisrn; called a personal fire;-• 
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wali herein, for protecting tr,e computer devico from at­
tacks from a foreign network, in addition to or instead of 
a firewHII in the int.ernal network wr,ich protec1s 1he com­
puter when connected to the internal network. The per­
sona! firnwali is provided with different sets of security 
rules, at least one, set of rules for the home network and 
a! least one set of ruies tor toreign networks. In its sim­
piestforrn, theset of rnies for the ~Iome networkcontains 
no restriotions for the communication or use of se,vice 
in the home network. The persona! firewall is arrang,;d 
to detect lts current iocation, i.e. io determino 1.hei net­
work to which it is connected at each partlcular rnornenL 
The persona! firnwall ac1ivates one of the given se!s of 
securiiy ruies accordìng to the detected current location 

sible !o automaticaiiy create a secured tunnel, such as 
a VPN tunnel to a home network ev,m if the computer 
device uses the same IP addrnss in the current location 
as ìn tr1e internal (home) network. The present invention 

" offers benefits even with stand alone persona! firewalls 
wherein the securì1y ruies can be detined locally by the 
usEJr, although thEJ use of these rules is autornated ar;d 
location-dependent. However, more advanlages are 
achìeved when lhe basic invention is used with a centrai 

10 management of personal firewalls. 
[00'13l According to an aspect of the invention, secu­
ri1y rules are defined, updated and distributed centrnlly 
by a centralized rule-based servm, Especially the up­
datìng of the rules is challenglnij, because the rule up-

15 dates rnust be app!ied as soon as possible, and there­
fore the process of updatìng rules in the persona! tire­
walls must be autornated. Updating of rnies by push 
method frorn ihe centralLrnd rule base server is not a 

of the compu1er devìce, Le. the persona! firewall auto­
rnatically us,is the sHcurity rules predetined forthe net­
work to which 1hn computer device is connected at each 
particular rnornent. Upon detecting a change in the io­
cation, the persona! fìrewal! immedìately adapts to use 
security rules predefined tor the new locailon. A benefit 20 

of the !nvention is that the protection of a persona! fire-

sufficient option in this case. Use of DHCF-' (Dynarnic 
Host Configura1ion Protoooi), frequenttravei!ing and the 
fact 1ha1 al lirnHs the laptop may not be connected to 

\Nall is always enablEJd at the correct ':evel, depending 
on the current location. On the other hand, w~Ien the 
computerdovicG ls located in the home network, a lower 
level of protection, or no protection at ali, can bEl auto­
matìcai!y provided by the persona! firewall, so th,it the 
communication and services are not unduly restricled 
in the home network. Thus, the autornated location··de-· 
pendent management of different sots of rulos offors op­
timai protection in different networks, wr1ile not unduiy 
restric1ing operaiion in trw hornn network 
[OOi 1] Tr1e currnnt location of 1:he computer device ls 
preferably detmn1ined on 1:he basìs of a currently used 
i P addrnss of tt1e computer devictJ, This is based on the 
cornrnon practico that a computer dEJvìce has a cJlffené!nt 
i P address, either a fixed address or a dynarnic address, 
in different networks. The IP addi-ess can thereby be uti­
iized for id,mtifying the current network and the location 
of the oornpwer device, 
[0012] HDwevEir, there are silua1ions where the IP ad­
dress fails 1.o indicate current location of the computer 
devico. Thornforo, in an ernbodirnent of the invention, 
the current location determined on the basis of tl1e cur­
rent IP address of the computer devlce is verified by car­
rying out an additional locatlon veriiicalion procedure 
with a predetermined net'Nork element. In a stili further 
ernbodiment of the invention, availabiiity of said prede­
t,,rmlned network element relateci to the current IP ad­
dress is checked, The predetennined network olement 
is such that ìt responses oniy if the computer devìce is 
located in the network in whìch it is assurned to be on 
the basis otthe current IP address. lftr1e predEiterrnined 
network eiernent responses and identifies itself proper­
ly, the current location deterrnìned based on trm currenl 
IP address is considered 1:o be verified. O!herwise the 
oornputer dcvi cc detmrnines that the current IP address 
faìls to indicate cutrnnt location of the computer device. 
Ttie additionai vmification process makes it even pos-

any network makes it next to lmposslble tor the central­
ized rnanagmnent to initiate contacls with the persona! 
firnwails in the computer devices. because the;r-e is no 

25 way for the centra!ized management to know the IP ad­
dress the computer devlce ls using at a given rnornent. 
Therefore, according to an aspect of the invention, !he 
pei-sonai firewall is configured to periodicaliy query thEJ 
availability of updated security rules frorn the ceniralized 

ao management. The queries should only be made, whi!ti 
the computer devlce ìs located in the t1orn0 network, or 
optionaily, when the computer device has a rnrnotei ac­
cess (e.g. Vf-'N connection) to the home network whiie 
being locateci in a foreign network. In other words, also 

85 the updating process is dependent on !he current loca-· 
tlon ol the compute1· device in a sìrniiar· rnanner as the 
seiectìon of the active rules, and similar rneH1ods can 
be utiiized for determining the current locatìon. 
[OOi 4] A.ccordìng to anotr11~r aspcct of the inventlon, 

40 log tiles contalning lnforrnation of a status and usage of 
resources of the computer devien arn handlEJd in a cen­
tralìzed management location. This enables personnel 
aware of socurity aspects to verify whether there have 
been any atiacks against thB computer device or not. To 

45 that end, the pernonal fimwal\ snnds the log f\ies to the 
cen1ral management. such as to a centralized log serv­
er, when the computer device is locateci in the home net­
work, However, wtrnn thG computer dovico is discon­
nect,id frorn the home network, the iog tiles are collected 

50 and stored locally !n the firm'Vall. In arder to enabie cer,­
tral handling of the log files, the per-sonal f'irewail trans­
fors 1:ho colleoted lor:i files to the centrai log se1Ver when 
suoh is avaiiable. Thls is pertorrned automatical!y, 
whEmeve,r the computer device is located in, or oplion-· 

55 al!y, connected to the horne m,iwork. f\gain, the h,m­
dling of the log fii es in the persona! firewall is automated 
and location dependent in a way sirni!ar to the seleotion 
of active rules, and simiiar methods can bEJ used for de-

3 
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1:erminìng lhe current location of the computer device. 
[0015] Tho present inventìon allows use of a compu­
ter devìce in a horne (internal) network and access to al! 
services, such as disc-sham, and even use of non-IP 
protocols, which are often denìed ìn foreign networks. 

Brief deseription of the draw!ngs 

[0016] Preferred embodiments of the invention will 
now be described with reference to the attached draw­
ings, ìn which 

Figure i is a schematlc b!ock diagram of an exem­
plary ne1work configuration where the prnsent in­
vention can be app!ied; 
Fìgum 2 shows an exemplary protocol stack of a 
computer device contalning a persona! firewall ac­
cording to U;e present inventìon, 
Figure 3 iilL1strates exemplary selection rules and a 
security rule basis, and the association therebe­
tween, 
Figure 4 is a flow dia;iram iilustrating a location-de­
pendent rule base selec!lon accordlng to an ernbod­
iment of the invention; 
Figures 5 and 6 are flow diagrams illustrating tho 
location verification procedure according to an ern-­
bodiment of the invention; 
Figures 7 and 8 are flow diagrams illustrating the 
rule base updating according to an embodirnent of 
the invention; and 
Figure 9 is a flow dlagram iiiustrating the handiing 
of log files according to an embodiment ol the in-· 
vention. 

Preferred embodiments of the hwention 

[0017] n10 present invention can be applied in per· 
sanai firewalls in any computer device which can be 
rnoved and connected to different networks. Typically 
suci1 devices are portable computer devices, such as 
laptop computers, PDAs, cornmunicators, smart 
phones, ìnteii!gent telecommunication devices, etc, In 
the followìng ì!iustrn,tive embodirnonts of the invent!on, 
a iaplop computer is used as an example of su!tab!e 
computm c1evirns. 
[OOi 8] Figure 1 shows a schernatic block diagram ot 
an exernplary network configuration. The configuration 
is shown only !o facilitate the understanding and de­
scription ofthe prnsenl invention. The present inventìon 
is nol inlended to be ;estricted to any pariìcuiar network 
configuration. Further, in order to improve ciarity, only 
network elements which aro sornehow involvod with U;e 
present invention are shown in Figure 1. 
[OOi 9] As illustrated in Figure 1, pr!vatE, locai networks 

1 O and 13 are coupied to a pubiic network, such as the 
Internet 12 via flrewalls 5 and 7, respectìvely. Naturally, 
the coupling between the private networks and the pub­
Ile Internet 12 may include also routers and Internet 

BNSDOCiD: <EP ___ 1313290A1_I_, 

service providers (ISPs not shown in Fi!'.)ure 1). As is 
weii lrnown in the art, private networks 10 and 13 may 
be, for example, company networks, such as locai area 
netvvorks (LANs) which connect users and resources, 

s such as workstatlons, seivers, printers and the like ot 
the company. A private internal network may aiso con­
sist of sovorai sub-networks separateci by in1ernal fire­
walis. In the exempiary netwmk configurntion shown in 
Figure 1, th,~ privale company sub-network 11 is con-

to necied via a firewali 6 to the private loca! net,,vork i o. 
Such a sub-m,twork ii rnay be, for E,xarnple, a dEldicai­
ed networkfor a spEicific dE,par1rr1tmt of the organisat!on, 

such as the research and developmen1 (R&D) depart­
ment whlch must have a restrictive access and highe1· 

15 protection level compared with other part of the compa­
ny network. Sub-networks of the company, such as the 
locai networks of organisation headquarters and branch 
offices may be interconnected by secure connectiorn;, 

such as virtual private network (VPNì. 
20 [0020] As already described above, the iirewalls 5, 6 

and 7 are gateways which operate atthe same time as 
connectors and separators bei'vVeen the networks in a 
sense that thefirewall keeps track ofthe trafiic that pass­
es through it from one network to another and rnstricts 

25 connections and packets that are def!ned as unwanted 
by tt;e adrninistrator of thE, system. Physically a firewall 
is a rnachìne with appropriate software 10 perforn1 the 
task assigned to it it can be a router, a persona! com­
puter (PC), or whatever that can be used for such pur-

so poses. 

[0021] How,ivm, the firewalls be1ween the netwDrks, 
or the implementBtions thereoi, are no! mlevant te the 
present inven1ion. 
[0022] The present inventicn relates to protE:c1ing of 

35 the computer dev!ce, e.g. laptop !!self, by means of a 
!ocal security rnechanism, called a pmsonal firewai! 
hereìn, installed on tho iaptop in addition to or ìnstead 
of a fìrewai! in a privalo network. The persona! fin:,1wai! 
may be implernen!ed as software installe,J and run in 

40 the computer device, whìch is a proferred ernbodimonl, 
orns a separate electronìc devìce connected to the com­
puter devico. In FiçJure 1, the laptops 1, 2, ;3 and 4 iilus­
trate laptops provided with a persona! f;rewall. 
[0023] Figure 2 illustrates the bas!c princlple of a per-

45 sonal firewall instalied in a laptop. Physical and network 
layers 200 reler to all protocols and physical connec­
tions required foriransferring protocol data units (PDUs) 
of the upper layers. The upper !ayers 200 include appli­
cations and any transrnission protocols employed, such 

so as internet protocol (IPì transmission conìrol protocol 
(TCP), NetPEUL IPX, etc. Basicallythe persona! firewall 
protection iayer 201 operates in a manner analogue to 
a firewal! between netvvorks. More partlcularly, the per­
sonal firewall protection layer 201 operates at Um sarne 

55 1.irne as a connector ancl a separator between the un­
dcrlying layors and tho upper layer ir. a sonse that the 
persona! firewall keeps track of the 1mfflc 1ha1 passEis 
tt1rougt1 !t from under!ying iay,~rn to !hE, uppm layms, and 

4 
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vice versa, and restricts connections and packets that 
are defined as unwanted accordìng to tt,e security rulos 
used. The persona! firewail protection layer 201 is irn-· 
plernented or controlied by a persona! firewal! applica­
tion 203 r-un in the iaptop. In a preforrnd ernbodiment of 
the invcntion, the personal firewai! applicaticm 203 car­
ties out the location dEitectìcn and the location-depend­
en1 functions dGScrlbed below, such as the selectìon of 
the active rule base according lo the current location of 
the laptop, However, ìt shou!d be appreclated that the 
present invention ìs not intended to be restricted to any 
specific practical ,rnplementation of the persona! fire­
wall. 
[0024] in accordance with the principi es of the present 
invention, the personal firewall has different sets of rules 
forthe home network (such as the privat€l cornpany net­
work 1 O) and foreign network, sucr1 as !hE, public Internet 
12, or the foreign private network 13, or a network o/ 
another department of the company. lt is not relevant to 
the present inverl!ion what kind ol security rules are ap­
plied, but somE; .,xamples are given in Figure 3. For ex­
ampie, a rule base 301 for theforelgn company network 
may list as allowed connec!ìons ot prolocols: hypertext 
transfer protocol (h1tp), secured http (Https), domain 
narne service (DNS), single n--1essage transfer protocol 
(SMTP) and a VPN connection with IPsec. In the pre­
ferred embodiment ot the invention these rules are ex­
clusive, In other words, other protocols and connec!ions 
are denied and blocked by the persona! firewall. Fora 
default network, whìch may be the public Internet 12, 
the rule base 302 is similar to the rule base 30i, except 
that tl,e SMTP protocol is no ionger ailowed. For 1hE, 
horne networi< 1 O, a rule base 300 is defined. The al­
lowed protocols Includo, in addition to the http, hitps and 
the SMTP, aiso other transmission protocols, such as 
NetBEUI and IPX. The rule base 300 also allows a disc­
share lor predefined servers usiniJ NetBIOS. Other pro­
tocols and connectlons are denied. 11: is also possibie 
that tl1e rule base 300 allows ali prntoools and connec­
tions in the home network. Since 1he home mi1work ls 
pmtected by a company faewall, 1hE, us,i of a persona! 
lirewal! in the horne network may be regarded as unnec­
essary. However, the company firewaii glves protection 
only against attacks frc,rn the outside ot the home net­
work, and 1hE, usE, of a pmsonal firewall protection may 
be necessary for prntectinri ariainst attacks from within 
the homo ne1work 
[0025] Th,i differnnt rule bases couid bo activated 
rnanually by a user. However, according to tl,e basic 
prlnciple of !he present invention, the persona! fimwall 
autornatlcally selects and activates the proper rule base 
accordinçi to the current location of the laptop. 
[0026] Figure 4 is a fl01,v diagram iilustratìng n1e se­
lection of the rule base according to one ernbodlrnent of 
the present invention. The simpl,Jsl way to cl,ilmrnine 
the current location of the laptop ìs to do it on the basìs 
of the ourrentiy used IP addross only. This is possible in 
the cases where ti1e laptop t1as a cjifferent IP address, 
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either a fixed or a dynamic address, in ditferent net­
works. As is weii known in the art, a pati: of the IP ad­
dress !dentìfies the network, and can thus be us,id for 
d<1tec1ing the currnnt network ofthe !aptop. Th<1 pE;rson-· 

5 ai firewal! may, fot· example, coma.in informa1.ion on 1:he 
IP address space of horne network, and optionally, for­
eign net\,vorks, or a list of addresses available tor the 
laptop in the home nmworf<. 
[00271 When tt1e cunent IP address of the iaptop 

10 matchE,s to a given address space or a list of addresses 
of the horne network 1 O, for example, it can be assurned 
that the laptop !s locateci in the horne netwo,·k 1 O and 
the rule base 300 otthe home network i o is used. Thus, 
!he current IP address ls used as a selection rul,~ far 

i5 activating the rule base 300. HowEiver, tlrnre is some un-· 
certaìnty ìn determining the iocation based on 1he cur­
rent IP address only, and some approaches to overcorne 
this probiem are descrlbed witr1 reference to fum1er em­
bodiments of the invention below. 

20 [0028] Fleierrlng again to the g<1neric fiow diagram 
shown in Figure 4, the ourrent IP address of the !aptop 
ls first!y determined in !ile step 401 The curront IF) ad­
dress may be obtaine,d sirnply by asldng for it from the 
operating systern of the iaptop by means o/ using IP con-

25 figuration routine. The current location of the iaptop is 
monitomcl constantly, and th<1refore the persona! fire­
wall may be confliiured to periodically query tl;e current 
IP addrnss from ihe operating systern. More preferably, 
the operating systern of the laptop may be configured to 

30 lnforrn any changes in th<1 IP address to the persona! 
firewall, and !heretore a need tor query the IP addross 
1:irmJ--to--tirne can be avoided. The step 401 may also in­
clude verification of the location determined based on 
1:he IP address by a verification procedure described be-

35 low. In step 402, the persona! fìrewall campa.es the cur­
mnt IP address with the current IP address stored In the 
persona! firewall. lf the I F> addrnss has not ct,an;Jed, 1.he 
present active rule base can be maintained. Howevm, 
if the IP address has changed, the persona! fi.rewaU 

40 checks whether the new IP address matchos to any !P 
address space or IP address belonging to orn, of the 
networ"ks on the selection rule list in the personal fimwall 
(step 403). lf the new i P address does not belong to any 
ot the networks on the soioclion rule 11st, the personai 

45 firewaii considers the curren1 network an unident;fied 
netvvork, ,md a deiauli rule basEl 302 is selected (step 
404). lt the network cannot be identìfied and the default 
rule base must be used, it is normally assurned that the 
iaptop is in a potentialiy hostiie environmont, most likely 

50 in the pub!ìc Internet 12 Therefore, the default ruie base 
is typically defined to provide the maximum protection 
needed. lf the new !P addrnss belongs to one of the net­
works de/ined on tho selection rule list in step 403, it 
means U1at the nE,lworl( has been identified and a rule 

55 base lìnked lo the identltled network (or the correspond­
ing selection rule) is selected and activated (step 405). 
In the simpiest impiernentation, the selection ru!es in­
clude only the home network of the laptop and the co,--

5 
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responding IP address space or l!st of addresses. lf the 
current IP address belongs to the home network, the 
rule base 300 of the home network 1 O ls used. Other­
wise the ruie base 31 O for foreign network orthe default 
ruie base 302 is used. in a more compiicated lmplemen­
tation, there are selection ruies (i.e. 1r-) addresses and 
associateci rule bases) also lor at least one foreign net­
worl< andior difforent SElfJmE;nts of the: t1ome ne1work i O. 

[0029] In the exarnples desc:ribed above th,m~ are iwo 
or more rule bases which are enabled or ciisabied on the 
basis of the current locatìon of 1:hEJ laptop. However, 
there are also alternative ways to irnplernen! dlfferem 
rule bases. One alternative ìs to provide only one rule 
base in which the rules are enabled and disabled in dif­
ferent combinatlons on the basìs of the current locatìon 
of the laptop. 
[0030] f\s noted above, there aresituatlons where the 
location (the current network) determined on the basls 
of the current IP address is uncertaln, i.e. the IP address 
fails to incJicate the current location of the iaptop. lf the 
IP address does not matct1 the current ner,vor'i<, use ot 
tho Internet protocol (!P) to attack againstthe laptop ls 
no1 likely, ar;d eme rnay reason !hai in that case a per­
sona! iirewall does not need to be used. However, there 
is stili a possib!lity that thore is an attack using oH,er pro­
tocols, such NetBEUI or IPX. By detocting U10 sìtuation 
where 1he IP addmss of 1hE, laptop is not an IP adckess 
of the current network, it is possible to blcck such pro­
tocols whìle in foreign networks. Furthcr, NAT (network 
address translation) and private IP addresses are fre­
quently used. This moans that the same IP address is 
In use in several networks. in that case ìt ìs not enough 
to trust iP address inforrnation only when deterrnininiJ 
the location ot the laptop. lt is even possible that whiie 
being connecte,J to a host!!e network, U1e DHCP (dy­
namic host confinuration protocol) gives familiar IP ad­
dress to make it ea.sier to attack the laptop. Ba.sicaily, 
the DHCF, enabies Individua! computers on a network 
to connect to a DHCP server, such as the server 9 in 
Figure 1, and be assigned a dynamic IP address of !he 
current network. 
f.0031] Thus, according to an aspeot of the invention, 
in addition to the detection of locatlon based on the cur­
rent IP address desc!'lbed above, a further locatlon ver­
ification procedure ìs carried out with a predeterrnined 
network element, which ls preferably reachable only 
from the locatlon to be verìfled. More generally, the net­
work element ìs selected in such a way that ìt responses 
to the verlilcatlon request only ìf the request originates 
frorn the IO(;ation (i.e. the network) to be verified. Pref­
ernbly, the speoifìc network element is provided wlth a 
location verification service supporting the veriflcation 
according to tr,e inventìon. The veriflcatlon p!'ocedure 
requìres that !he verifica1ion method be speGified forthe 
pernonal firewall, preferably at the sarne time as the dif­
ferent locations are specifiod, In other words, the rneth­
ods to verify the location are specified for the personal 
firewall in the initiai configuratlon, for E;xarnpie. Il ìs also 

13i3290Ai_J __ >, 

possible that tho verìfication rnethods are updated 01· 
changed by rneans ofthe updatinf) procedure described 
below, in a manner sim!lar to otheI· securlty rules. 
[0032] A generic location verification procedure ac-

5 cording to one embodiment of the invention is descrlbed 
wìth reference to Figures 5 and 6. Flrstly, the current lo­
cation is determined on the basìs of ttie curren1Iy used 
IP addrnss as described above (step 50i ). Nmn; lhE; per­
sona! fìrewall selects a predetermined network elem,rnt 

10 that should be avallable for verifìcation from tho deter­
mined current locaiìon (step 502). Then the personal 
flrewail sends to lhe selocted nmwork elernent a reques1 

to send a response with some data proving the identity 
of the network element (step 503). Referrlng now to Fig-

1s ure 6, the verifying network eiement receives the verifi­
cation request (step 601) from a persona! firewalL Then, 
either always in response to the verlflcatlon request or 
only lf predetennined requirements are rnet, the network 
element sends the response wlth the required identìty 

20 datato the personal fìrewall (step 602). F{eferring again 
to Figure 5, the persona! flrewall waits fora response 
(step 504ì, and if no response is receìved (preforabiy 
wlthin a predetermined period of time). the location de­
termlned on the basis of the current IP address is reject-

25 ed, and ti1e location is deterrnined to be unknown (stop 
505). In that case, a default location and an associateci 
rule base, such as the rule base 302, can be useci. 
[0033] However, il the response is received from the 
network element in the step 504, the persona! firewall 

so verifies the identliy of the network eiornont on the basis 
of the received identiiy data, EJ.g. by compar!ng the re­
ceived idEJntity da1a with identity data stored in the per­
sonal firewall {step 506). lf the verification olthe identity 
is unsuccessful (step 507), the procedure proceods to 

35 the siep 505 described above. However, ìf 1he verifica•• 
tior; of tho identity of the network elernernt is succ:essful, 

also the location of ttie laptop determìned on the basis 
ofthe current IP address has been successfuliy verìfied 
and can be accepted, 

40 [0034] Additlonally, it is poss!bie that one IP address 
is ìncluded in more than one seiectlon rule in the per .. 
sanai firnwall. lr; that case, ifthe vorifica!lon of the laptop 
being iocated in a first networl, lndloated by ti1e current 
IP address fails, it is checked lf the laptop is locateci In 

45 a second network indicated by the current IP address. 
There are various ways to implement the generic loca­
tion verlficatìon procedure described above. The .sim­
plest way to irnplement the location verìlication service 
is to probe some known (known to the persona! firewall) 

so element. For example, it is possible to ask the MAC ad­
dress of the known network element locateci in the horne 
network and having a known IP addrnss. The network 
element returns the MAC address In response, and if 
the AMC address ls the one that it is assumed to be (o. 

55 g. matches with a Mf\C address stored in the porsonal 
f!rewall), it is veriiied tha.t the la.ptop is locateci in the 
home net\Jvork. lf H1e MAC addrnss is not the correot 
eme, thH I api op is dt?termined re be outsicle the in1emal 

6 
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network. 
(0035] One possible implementation is that the loca-· 
tion veritlcation servlce is irnplemented in sucr1 nEHWork 
eiement in an internal network which cari be rnached 
oniy lrom inside the internal network. For example, the 
firewali protectlng the internal network, such as firewall 
5 in Figure 1, rnay be configured to discard ali connec­
tions from oulsidE, thH internal network to this neiwork 
elernen1:. lf the persona! firewall is able to reach this spe­
c:ific network element, it is verified that the pernonal fire­
wall resides inside the internal network. Othen,vise the 
;mrsonal f!rewaì! resides outslde the internal netvvork. 
There may be a plurality of such locatlon verifìcation 
services in a plurality of Internal neiworks or sutH1Bt· 
works, and if the persona! iirewall cannot reach any of 
them, then it is assumed to be outside 1his plurality of 
internal networks or sub-networks. 

.5 

10 

to rely on the rnanual updating by the user, the process 
of updaiìng the ruies must be automated. However, dis­
tr!bution of the updated ru,es by a push transmissìon 
from the cen1ral management is not a sufflcìent option 
in a case where the pernonal firewalls can rnove frorn 
one network to another. Therefore, according to an as­
pcct otthe inveniìon, the persona! firewalls are arranged 
to periodically query tt10 availability of updated rules 
irom tl1e centrai management An updating procedure 
accordìng to one EJrnbodlmen! of the invention is de­
scribed wlth reference to Figmes 7 and 8. 
[0040} Firstly, H persona! firewall measures a prede­
t,,rmined updating period, whlch can be any period of 
Umt1, preferably one day or a few days (stop 70i ). In 

15 s!ep 702, the persona! tirewali checks whethm the up­
dating perlod has expired, and if not, the procedure rn· 
turns to the step 701. When the updatlng poriod has ex­
pired, the per.sonal firewa!I checks whett,er the current [0036] The location verification servìce may be incor­

porateci inio the network firewall, such as the location 
verification service 50 in the iirewall 5 in Figure i. For 20 

example, verification rnquests only from the direction of 

location of tiie laptop is in 1he horne network (step 703) 
or in another subnetwork of the smr,e cornpany. The lo­
cati on d0tonnination is preferabiy based on the rnethods 

the internal network (such as home network ·1 Oì may be 
responded by ihe loc:ation verification service 50. This 
impiementalion ls rather straightforward, since the 
present firnwalls am readily capable of detectlng from 
which direction, that is, from which interface, a data 
paoket is c:oming !rom. 
[0037] In any case it ls preferred that the personal fire­
wall communicates with the location verification service 
by using som,, cry'ptographically strong method, such 
as pubi le key encryption. For exarnple SSL can be used, 
The certainty of the location veriflcation can be further 
improved by setting the TTL {time-to-iive) field in the io­
oatlon verlfication request to a rolatively iow value, so 
that the request is capable of reaching only a nearby 
iocation veriiicHtion service. The TTL value is decre­
mented each tirne the verification request passes 
through a route;· connecting different networks or net­
work segments. lf the TTL value is setto, for mrnmplo; 
a zero value the verlflcatlon request is not able to pass 
through a routerto a dirferent network or a mi1work sen .. 
ment. 
[0038] Trio uso of additional location verìfìcation 
makes it ,.wen possibl€l to automalicaliy create a VPN 
tunnel to the home no1work. ewrn lf Hm current locat1.on 
(a foreign network) is using the same IP address as In 
the internai network. 
[0039] /\Il Uìe embodirnents descnbed above aro of­
fectiv,i boH1 in standaione computers and in centraily 
mana;Jed computers. The cenlrnl management of per­
sona! firewalls enables a unitorm protection level in ali 
computer dovices using the private network. One tea-
turn of the cen1rnl management is that preferably ali of 
lhe persona! fimwalls have essentially .slmilar security 
ruies. lt should also be possible io update these. il is 
preferable that rule updates are applied In the personal 
tìi-ewalis as soon as posslble aftertl1ey havo beon mada 
in the centrai management. Because it is no1 sufficienl 
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described abcve. lf tt,e current location is in the homo 
network, the process proceeds directiy te the step 705. 
However, if the current location is not in 1he home nel-

25 work, trH? persona! fìrewall walts for the iaptop to return 
to or establish a connection (e,g. VPNì to the home net­
work (stop 704), b,ifore procee,Jing to the step 705. In 
the siep 705, the persona! firewall sends a rule update 
query io the centrai manaçJen1ent, such as the persona! 

30 firewall rnanagomE:nt server 8 ìn Figure 1, Referring now 
to Figure 8, the persona! flrewall management 8 ro­
c,iives the rulEl upda!e query from the persona! firewali 
(step 80i) and sends updated rules, if there are any, to 
the perscnal firewall (stop 802). Reterring again to Flg-

35 ure 7, H10 persona! firewall chocl\s whether the ;epiy re­
ceived frnm the personal flrewall management 8 con-
1ains rule updatin[JS (step 706), and if not, the process 
returns to the step 701 to measure trie next updating 
period. However, if rule updatings have been receìved, 

40 the personal firewall update.s tl10 relevant ruie bases 
slored in the laptop (step 707). 
[0041 J lt is al so preferable that the iogs mia.tino lo the 
communicat!on transactions of the laptop are handled 
in a centrai location. Sinoe trio laptops are frequently 

45 disconnected from the homo network, lo1;;s must be col­
iected iocally. In order to enabie centrai i1andling, the 
logs rnust be transferred to a cErntral log server, such as 
the persona! firewall management 8, when such is avail-­
able. This should take piace automatically who11 the 

so computer device provlded with a personal firewall is 
connected 10 the horne ne1work Figure 9 illustrates iog 
handling according to eme embodiment of the inventi on. 
[0042} Firstly, the pmsonal firewall creates a iog file 
each time U10 laptop is involved with a communication 

55 1rnnsac1ion, sudi a.san Internet session (step 9i). Then 
the persona! firewail determines the currerii location of 
1:hEl IBptop, prefernbiy based on the location detennining 
methods described above (steps 92 and 93ì. lf the lo-

1 
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catìon of the iaptop ìs ìn the home network or in another 
subnetwork of the sarne company, the persona! firewall 
sends the log file to the centrai iog server 8 immedlately 
(step 94). However, if the current iocation of the laptop 
is not in the horne network, the process proceeds to the 
step 95, where the log iile is stored locally. Similarly, a 
number of iog filEis is coiiec!ed locally while U1e laptop 
is dlsconnecttld fmrn the homE; network. WhEm tt;e per­
sona! firewall next time detects 1ha! !he c:omputm devi ce 
is relocated in the home network, it sends the collectecj 
log rnes to the centrai log server 8. Optionaliy, the per-­
sonai firewall may also send the collected lo;J fiies to thEl 
persona! firewall management 8 when the iaptop has 
established a (e.g. VPN) connection to the horne net­
work. 
[0043] it is apparentforthose skilled in tl1e artthatthe 
illustrative embodirnenis descrlbed are only examples 
and that various modifications can be made within the 
scope and spirit of trie invention as defined in the ap­
pencfod clairns. 

Claìms 

1. A method of controll!ng a personal f!rewall in a client 
computer, said rnethocl cornprising 

providin!J said pmsonal firnwali wi1h at leas1 
one set of security rules to be used when said ciient 
computer is connectHd to a horne network of said 
cliHnt computm, and at 1.,ast one set of security 
rules to be used when said client computer is con­
nected to forelgn networks, 

monitoring the current location of said ciien1 
computer based on an Internet Protocol (IP) ad-­
dress currently used by sald cllent computer, and 

autornatlcaliy selectinfJ or;e of said se!s of se-· 
curity rules by said personal fll·ewall according to 
said current location of said client computer. 

2. A method according to claim i, wherein 
said step of providing comprlses providing 

said client compute1· with said se! of security rules 
in forrn of at least two ruie bases, 

said step of selecting comprlses enabllng one 
of said rule bases a! a time according to the cu1Tent 
iocation of said client computer. 

3. A rnethod according to claim i, wl1erein 
sald step of providing cornprises providing 

said client computer with said set of security ruies 
in form of one ruie base, and 

said step of seleoting comprises enabling and 
disabling ruies in said one rule base in different 
cornbinations according to the currnnt location of 

said client computer. 

4. A method according to claim 1, wherein sald s!ep 
of rnonitorlnçJ comprlses 

1313~90!\i I > 

storing in said cl!ent computer an IP address 
space of said home network, 

comparing the current iP address of said cli­
ent computer with said IP address space, and 

5 ìf the current IP address of said cliemt compu-
ter matches said iP address space, deterrnininiJ 
said persona! firewall to be locateci in said home 
network. 

10 5. A rnetricd according to any one of claims 1, 2 or 3, 
wherein said step of rnonitoring comprises 

storing In said c!!ent computer a list oi IP ad­
dresses of said home network, 

comparing the current IP address of said cii-
1s ent computer with said lìst ot IP addresses, and 

20 

if ihe current IP address of said client compu­
ter matches one of sald addresses on saìd l!st, de­
termining said clìent computer to be locateci in said 
home network. 

6, A method according to any one of ciaims 1, 2 or 3, 
comprising 

veritying the current loc:atìon deterrnìned on 
the basis of the cwrent IP address of said ciient 

25 computer by c:arrying out a iocat!on vmilica1ion pro­
cedure with a predeterrninecJ mitworl, elernent 

7. A rnetriod according to cli~im 6, wherein saìd step 
of verifying comprises 

30 cilecking availability of said predetE,rrnined 
network ni1mmnt reiated to the current IP address, 
said prede!ermined rmtwork element responding 
oniy if said client computer is locateci in the network 
in wh!ch it is assurned to be on the basis of the cur-

35 rent IP address, 

40 

v,~rifying the currnnt location deterrnined 

based on said current IP address, if said predeter­
mined networl, element responsos with a speciiic 
identity da1a. 

8. A method accordlng to clairn 7, wherein said spe­
cific identity data is a Media Access Contrai (MAC) 
address of said predetermined netvvork eiement. 

45 9. A rnethod of managing a persona! firewall in a clieni 
computer, comprisìng 

storing in said persona! firewall at ieast one 
set of security ruies to be used when said client 
computer is connected to a home netvvork of said 

50 client computer, and at ieast one set of security 
ruies to be used when said cilent computer is con­
nected to foreign networks, 

storlng updated sets of security rules, if any, 
in a centralized unit in said home ne1work oi said 

55 clieni computer, 

8 

conflgurìn\J said persona! firewall to periodi­
cally query tt;e availabilit'f of said upda!ed sets of 
socuri1y ruies frorn said crn11rnllzed rule base server 
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when being locateci !n said homo network, or when 
having a remote access to said home network whiie 
beìng localed ìn a iornign nEHwork, and 

loading said updated sets of security rules 
from said CE:ntralized rule base server to said per- s 
sonal firewall in response to said query, if such up­
dated sets of security rules are avai!able. 

10. A method according to claìm 9, comprisinfJ 
monìtoring the current location of said ciient to 

computer based on an lntern;it Proiocol (IP) ad·· 
dress currently used by sa!d cliE,nt computer, and 

autornat!caily aclivating said periodica! query, 
when the currnnt locat[on of said client computer is 
fn said homo network. i5 

ter software which, when executed in a computer 
device, causes the computer devìce to provide a 
per-sonal firnwall routine comprising 

storinfJ at least one set of security rules to be 
used wt,en said computer device is conmicted lo a 
horne network of said computerctevice, and at least 
or.e set of security rules to be used when said com­
puter device is connected to fomign ne1works, 

monitoring tlle cu1·rer1t location o1 sa!d compu­
ter devìce based on an ln1mne! Protocoi (IP) ad­
dress currently used by saìd computer device, and 

automatically selectiniJ on<1 of said sets of se­
curity rules by sa!d persona! f1rewall according to 
said curren1 location of said computer devlce. 

15. A computm-rnadab!G medium accorctìng \o claìm 
14, said persona! firewall routine further cornprisìng 

vmifying 1he current locaiion detennined on 
the basìs of the current lf-> address of said cli,;nt 

11. A rnethod according to cla!m 9, comprlsing 
monitoring the current locatìon of said client 

computer based on an Internet Protocol (IP) ad­
dress currently used by said ciient cornputer, 

sending log fiies to a centrali2ed log server 
frnm saict personai firewall, wl1Em the current loca-­
tion of said client computer is in said home network, 
said log files containing iniormation on cornrnunica-­
tion transactions in said c!i,mt comput,,r, 

20 comput<1r by carrying out a location verificat!on pro­
cedure with a predetennined network elernent 

16. A computer device, comprising a persona! firml\/all 
routine confìgured tosto re security rules fora home 

co!lecting log files locally a1 said persona! fire­
wall, when the currnn1 location of said client com­
puter is not in said home network, and 

25 netv,ork of said computer device, and for foreign 
networks, 

periodically query tt1e availabiiity of updated 
secu1·ity rules frorn a cenlralirnd rule base ser/8r in 
saìd horne network of said computer device when transferring said locally oollec1ed log fil es from 

said persona! firewai! to said cen1rnlized log server, 
when said clien1 computer is connected to said 
home networl,, 

ao said computer device is locatE,d in sa!d home net­
work, and 

12. A computerterrn!nal, compris!ng 

download said updat,;d securi!y rules from 
said centralized ru!e base server, il such updated 
sccurity ruies are avaì!able in said centralized rule 
base server. 

17. A computer dEJvìce accordin[J lo claim 16, said per­
sonal firewail routine be!ng further configured to 

activato said pcriod!cal query also when said 

a persona! fìrewall provld<1d with at ieast one 35 

sei of securì1y rules to be used when said computer 
1erminal !s connected to a home network of said 
computer term!nal, and at least one set of security 
rulEls lo be used when saìd computer terminal is 
connec1ed 1.o foreign ne!works, 40 computer dovicE: has a remote access to said home 

said persona! faewal! havìng a rnechanisrn 
rnonitoring the current locati on of saìd computer ter­
minal based on an Internet Protocol {iP) addrnss 
currently used by said computer terminal, and 

netwmk while tmìn[J loca1ed in a foreign network. 

18. A computer device, cornprising a persona! fimwall 
rou1ine oonfigured to 

saìd persona! fìrewall t1aving a mechanisrn 
automatìcally selecting one of said sets of securìty 
rules by said persona! fircwall according to said cur-

45 send log files to a centraiized log server, wt1en 

rent iocation of said computer terrnìnal. 

13. A computer terminai according !o ciaim ·12, fur1 hBr 50 

cornprising 
a meci1anisrn verifying the curront looation 

determined on tl1e basis of tho current IP address 
ot saìd computer terminal by carryin11 out a location 
verìfication procedure with a predetermined net- 55 

work elernent. 

14. A computer-rnadable medium, contaìning a compu-

9 
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a current location of said computer dElvice is in a 
horne network of said computer devirn, said log 
files containing information on cornrnunication 
transaotions in said computer device, 

collect iog files locaily in said compute;r de­
vice, when the current locatìon of said client device 
is not in said home network, 

transfer said locally collected log fiies to said 
centralized log server, when said computer device 
is reconnectEld to said home nelwork. 

19. Acornputor-rcadablo rned!um, containing computer 
software wt1ich, whHn executed in a computer de-
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vic0, causes the cornputer device to previde a per­
sona! firnwail routine cornprising 

s1oring security rules for ;i t1orm~ network of 
said computer cfovice, and for foreign networks, 

p0riodically querying the availabìiity of updat- s 
ed security ruies frorn a centralized rule base serv,ir 
in said home networl< of sa;d computer devi ce when 
said computer device is locateci in said home net­
work, and 

ctownloading said updated security rules frnm 10 

said centraiized ru!e base server, if such updated 
security ruies ar·e avaiiable in said centraiized rnle 
base server. 

20. A cornpuler-rnadablo medium, containin;J computer 15 

software wt1ich, when executed in a computer de­
vice; c:ausos lhe c:ornpu1er de,vice to prnvide a per­
sonai flrewaii routine cornprising 

sending log files to a cen1rnlìzed log server, 
when a current location of said computer device is 20 

in a home network of sald cornpu1er devlce, sald log 
flles con1aining information on communication 
transactions in said computer device, 

collectlng log files locaily in saìd computer de­
vìce, wlien the current locatìon of said client device 25 

is not in said home network, 
transferring saìd locally collected log files to 

said centralized log ser1er, when saìd computer de­
vice is reconnected to said home netvvork. 

21. A computer program comprising program code 
rneans tor perfonning all the steps of any one of 
c!aims 1 to 11 when the program is ru n on a com­
puter. 

1313290A1 _i __ > 
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ADAPTABLE NETWORK BRIDGE 

CROSS~REFERENCE TO RELATED APPUCAT!ONS 

:5 This nonprovisional applicatìon clalms prlority under 35 U.S,C. § 119(e) on 

U.S. Provisional Application No. 60/517,737 entitled, Programmal:i!e Bridge, filed 

November 6, 2003, the disclosure of whìch ls incorporateci herein in its entirety. 

BACKGROUND OF THE INVENTION 

J.O Technical Field of the lnvention 

15 

The present invention relates generally to digitai communication systems. 

More partìcularly, and not by way of limitation, the invention is directed to an 

adaptable network bridge having a Ru!e Engine that simplifies adaptìng the bridge 

to dynamìcally changlng condìtions. 

Descriptlon of Relateci Art 

Ethernet ìs a layer-2 packet-based transmission protocol that is primarily 

used in loca! area networks (LANs), Ethernet is the common name for the 

lnstitute of Electrica! and E!ectronìcs Engineers (IEEE) 802.3 industry 

2 o specification. Data is transmitted in Ethemet frames. Each frame inc!udes a 

preamble with 64 bits utllized for synchronization. A Start of Frame Delimitar 

(SFD), a destination address, a source address, and a length/type identifier follow 

the preamble, Media Access Contro! (MAC) client data, together with a Pacl<et 

Assembler/Dìsassemb!er (PAD) may vary in lengt11 from 46 to 1500 bytes (octets). 

25 A Frame Check Sequence (FCS) adds four more octets. Hlgher~level protocols 

reside in the content part of the frame. The frame size is counted from the 

destination address to the FCS, inclusive, and thus may vary between 64 and 

1518 octets, not induding a Virtual locai Area Network (VLAN) tag, which adds 4 

octets. 

3 o Today most packet-based networks are bullt on Ethemet technology, as it 

is a cheap and reiìable technology with good performance. Ethemet has been 

used in office networks for a long time and is now used to build Wide Area 

Networi<s (WANs) as well as srnall networks in homes. The cornmunications 
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industry is now expanding the use or Ethernet to what is caHed "Public Ethemet" 

where mi!lions of users are connected in. the same network. Unfortunately, 

Ethemet does not scale to such large networks due to f!ooding of broadcasted 

messages. Some solutions have been proposed, but these solutions requ ire 

s modif!cations to tl1e existing standards if they are to be impiemented on standard 

equipment. 

Ethernet bridging is a way to connect networks together to form a larger 

network. The standard for bridging is ANSI/IEEE 802.1d, whìch is hereby 

incorporateci by reference herein. A bridge is a way to connect two separate 

10 network segments together in a protocoHndependent way. Packets are 

forwarded based on Ethernet address, rather than IP address. Since fo1ward ing • 

is done at Layer 2, ali protocols can go tmnsparently thmugh a bridge. 

There are basically two approaches to adding new functionality to Ethernet 

bridges (and other Ethernet equìpment as well): standardization thru !EEE, or 

15 proprietary solutions, which make the equipment non-standard. Adding new 

functionality and behavior to i EEE 802.1 d MAC bridges, better known as Ethernet 

switches (or other Ethernet equiprnent), is a difficult and time-consuming process 

without any guarantees of success. Each new function must be proposed to and 

scrutinìzed by an IEEE standardization group (an existing working group or a new , 

20 group has to be accepted and estab!ished). lf one is !ucky, the proposed function 

ìs accepted and added to the standard. However, since each new function 

requires a change in the standard, there is reluctance to add new functions. if the 

proposal is rejected, one is limited to a proprletary solution on non"standard 

equipment The members of the standardizatìon groups come from different 

25 vendors and other organizations, and although they are supposed to act in the 

interest of IEEE and the entire communìty, they may a!so act on agendas from 

their own organization/company that might be in conrnct with the proposed 

functionality, thereby tuming it down. !t shou!d also be noted that ifa new function 

is added to the standard, it is then up to the dìfferent vendors to add the 

3 o standardìzed functionality. A feature may be standardized but not made 

rnandatory. 

The proprietary approach also has lts drawbacks. For exam pie, 

8NSDOCiD: <.WO ______ 2005046!45A1 I > 
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programmable network processors have been available for some ti me, and 

brìdges may be purchased off the shelf containing pmgrammab!e network 

processors. Proprietary solutions can be imp!emented on these. However, these 

network processors are vendor specific, and the solution will only work on that 

5 network processor or processor family. The solution will not be portable, and it 

will not be possible to run it on other vendors' equipment. Additionally,. 

prograrnmìng a network processor ls done at a very low leve!, basically in 

assembly language, and the programming model is hard, requiring special skill. lt 

should also be noted that a proprietary solution will make the equipment non .. 

10 standard, and customers are more reluctant to buy non-standard equipment 

There might aiso be inter-operational prob!ems with other equipment 

SUMMARY OF THE iNVENTION 

The present lnvention is an adaptable network bridge having a Ru le Engine 

15 that simplifies the adaptation of the bridge to dynamical!y changing conditions 

relateci, for example, to network conditions and user context. Simplicity is 

achieved by specifying how data frames shou!d be processed and switched in, 

terms of switching rules. Flexlbility is achieved by enab!ing dynamlc loading and · 

updating of rules In the bridge via a protocoL In addition, one bridge may 

2 o generate or mod!fy rules for loadin~J at another, neighborìng, bridge. In a 

preferred embodiment, the bridge is an Ethernet bridge. 

Thus, in one aspect, the invention is dìrected to an adaptabie network 

bridge that ìncludes a Rule Engine that processes data frames according to a set 

of switching rules. Each switching ruie identifies a type of frame to whìch tlle rule 

2 5 applies, and how the lype of frame is to be processed. The bridge also includes 

means for dynamically modifying the switching rules. In particular, the rules may 

be dynamicaHy loaded and updated, for exampiej in response to changes in the 

bridge's state information, or changes ìn context information. In another 

embodiment, the bridge includes a pluramy of input/output ports, and the Rule 

3 o Engine inciudes a plura!ity of sets of switching rules, whereln each set of switchlng 

ruies is applicable to a dìfferent port in the bridge. 

In one aspect the rules are forced on the switch by extemal units such as a 

BNGDOCID; <WO _200S046145At_!__;;, 
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Network Management System (NMS). 

In a further aspect, a switch generates or modifies ru!es that are forced on 

other switches. 

ln yet another aspect, the invention is directed to a method of processing 

5 and switching Ethemet frames in an adaptable Ethemet bridge. The method 

includes the steps of defining a set of switchìng rules for the adaptable Ethemet 

bridge; receiving a given frame in the bridge; determìning whether any 0f the ruies 

are applicabie to the given frame; and upon determlning that one of the ru!es ìs 

app!icable to the given frame, processìng and switching the frame according to the 

.1.0 applicable rule. The switching rules may be dynamica!ly added, subtracted, or 

modlfied, for example, in response to changes in state or context information.' 

An important aspect of the invention is how the extended state vector can 

be utmzed in new ways in the switching process. The switching process can be 

controlled and adapted in new ways allowìng completely new ways to contro! 

15 networks. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In the following, the essential features of the invention will be described in 

detail by showing preferred embodiments, with reference to the figures of the 

20 attached drawings. 

F!G. 1 ìs a simplified block diagram of a Rule Engine utilìzed in the 

adaptab!e network bridge of tile present invention; 

F!G. 2 is a sequence diagram illustrating the steps of a process performed 

by the Rule Engine; and 

25 FIG. 3 is an i!lustratlon of a network of adaptable Ethernet bridges 

control!ed by a Network Management System (NMS). 

DETAILED DESCRIPTION OF THE INVENTION 

In the followlng description, for purposes of explanation and not llmitation, 

3 o specific details are set forth, such as particular embodiments, circuits, signal 

formats etc. in order to provide a thorough understanding of the present ìnvention. 

lt will be apparent to one skilled in the art that the present invention :nay be 
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practiced in other embodiments that depart from these specìflc detai!s. 

In existing Ethernet bridges, there are two ìdentifiab!e phases in the 

switching process. In the first phase, parts of the frame header are checked for 

specific information. For example, the destination address of each frame may be 

checked against a forwarding table, priorìty bits, VLAN tags, and the like. In the 

second phase, different actions are taken within the bridge depending on the · 

resuit of thìs check. For exampie, the frame may be sent to the port pointed to in 

the forwardìng table, or the frame may be sent to ali ports except the originating 

port1 and so on. These steps characterìze a process in which a frame is put 

10 through a fìlter that selects the aclion 'lo take. Another important element is that 

the bridge stores and retrieves -information in the fonn of a simple state vector in a 

forwarding table (i.e., memmy), which the bridge is using in the process. However, · 

the different parts of this processare fìxed and may not be altered, · 

The present invention . is based on a generalization of this swìtching 

15 process that adds severa! new key aspects to switching, enabling new ways of · 

adapting and controlling the switching process as we!l as new ways to contro! 

Ethemet networks. The invention provides an adaptabie Ethernet brìdge having a­

Rule Engine that simplìfìes the addition or modification of functionality within the 

bridge. One of the purposes of the adaptable bridge is to provìde a si mple · 

2 o solutìon · whereby anyone with reasonable skill can implernent and add new . 

. functionality in a standardized way on standard equiprnent. Sìmplicity is achieved 

by specifying how Ethernet frames should be processed and switched in terms of 

switct1ing rules. Flexibi!ity is achleved by enabl!ng dynamic loading and updatìng, 

inspectlon, and prioritization of rules in bridges via a protocoL 

The genera!ized switching process consists of the Ruie Engìne process!ng 

Ethemet frames by app!ying the switching rules. A switching ruie encapsulates a 

3 o specific switcr1ing behavior U1at describes the filter and action processes together . 

with the state vector. A switchìng rule thus consists of three parts: 

1) A filter function that can filter any part or parts of a frame. The purpose of 

the fiiter is to decide if the rule is applicable to a given frame. In other words, the 

filter works as a predicate function on frames. In this decision process information 

3 5 in the state vector may be used. 

BNSDOC!O: <WO 2005046145A1 i > 
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2) An action function that describes how a frame t1eader (or the entire frame) 

should be transformed and how the frame shou!d be switched, i.e. to which port or 

ports the frame shou!d be sent. In this process the action function may alter the 

state vector. 

5 3) A state vector that tile filter function and the action function can use in the 

switching process. 

The switchìng rule can also contain other information such as version, 

priority specification, vendor information, and the lìke. 

The state vector ìs an abstraction of severa.I parts: 

10 1) A loca! memory far a rule or a set of rules where rule~specific data can be 

stored and altered. Specific "management rules" make it possible to access that 

data from, for e><ample; a management.system. 

2) A g!obal bridge memory where bridge-specific data aprJlicable to • and 

accessible by ali rules can be stored and altered. One example is the port-

15 forwarding table. 

3) Access to a set of bridge resources that can be imp!emented as iibrary 

functions. Sorne examples are a function to retrieve the somce poii of the frame 

processed, a function that provides timestamps, counters and timers, and 

functions that describe the traffic flows and load in the bridge. The invention is not 

20 limited to these examples; other.functlons may be identified by those skilled in the 

art 

2 
,­
::) 

A switching rule describes the types of frames that matc!1 the rule and,how 

these frames should be processed (e.g., switched or transformed before 

switching). Each incoming frame is checked against the set of rules stored in the 

bridge. lf a rule matches, the frame is processed and switched according to the 

specification in the ru!e. lf no rule matches the frame, a default ru!e rnay be 

uti!ized, or the frame may be dropped. 

With the concept of rules, the switchlng process ìs defined as a simple and 

understandable progmmming model. Standardizing rule language ancl making it 

3 o possible to dynamica!ly load new rules in a bridge also makes it possible to add 

new functionality, adapting standard equipment to the needs at hand. lf some 

functionality becomes obsolete, that functionality can be removed by removing the 

8NSDOClD ..-~VVO ~005046HSA1 :_,. 
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rule or set of rules implementing it 

A poweiiul extension is to allow different rule sets to be valici for d!fferent 

po1is enabling, for example, diHerent network providers to share the same 

hardware but have diHerent network behavior. Dìfferent embodiments of this 

5 extenslon include: a rules contro! mechanism that selects and prioritizes avaBable 

rule sets based on port, time of day, load, and the like. Alternatively, this kind of 

informatlon may be described. in the filter functions, and the Rule Engine tries ali 

rules unti! it finds a match. 

Yet another powerfu! extension is to aliow rules that monitor the state 

10 vector instead of being matched against Ethemet frames. That is, the filter 

function monitors the state vector, and when some condition is fulfi!ied, the action 

function is invoked. The monitoring process can be imp!emented by rngularly 

processing these rules in the Rule Englne or in a separate Rule Engine. 

Note that aliowing the fiiter and action functions to have access to a state 

15 vector that goes beyond the forvi1arding table provides new and powe1iu! ways to 

process and swìtch frames . 

. FIG. 1 is a simpiified b!ock diagram of an exempiary embodirnent of the 

dynamically adaptable network bridge 1 O of the present lnvention. The adaptable 

bridge includes many of the same components as existing bridges such as switch 

20 fabric 11, frame buffers 12a~12n and 13a-13n, and ports 14a-14n and 15a-15n. ln 

addition, however, the adaptable bridge ìncludes a Ru!e Engine 16, which · 

replaces the implernenlation of some or ali protocols. The adaptable bridge also 

includes a state vector memory 17 accessible by the Rule Engine, a rUle contrai 

function 18, and a rules memory 19 accessìble by the Rule Engine through the 

2 5 rule contro! function. Co!lectively, these new bridge components enable the 

adaptable bridge to receive and store rules frorn external units, store a state 

vector whlch may be dependent on externai sources, and store rules Umt are 

imposed on other bridges. 

Hybrid desìgns having both a Rule Engine and some of the protocols of 

3 o existing bridges may also be implemented, The Rule Engine has processìng 

capabiiitìes, that is, the Rule Engine can (i) apply the filter function to a frame and 

calculate the result; (2) appiy the action functlon ìf the rule matches; (3) access 
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the state vector; and (4) access the other resources of the switch. A frame 

entering the adaptable bridge through an input poti such as port 14a and frame 

buffer 12a is acted upon by switching rules in the Rule Engine 16, includìng the. 

filter function, action function, and state vector. The result is a calculàted result 

5 frame, which is outputted through switch fabrìc 11, and an appropriate frame 

buffer and output port such as frame buffer 13a and output port 15a. 

T!1e rule contro! lunction 18 adds and removes ru!es dynamìcaHy, and 

orders or prioritizes THE set of rules. The rule contro! function may be 

irnplemented as protocols and secured against unwanted manipulation by using 

lo well known techniques intended for that purpose, for examp!e; using digitai 

sìgnatures and encryption, Additionaliy, the rule contro! functlon may include a 

rnechanlsm to transform (or transiate) switching rules in human-readable form to 

an efficient form understandab!e by ti1e Rule Engìne 16. 

The mechanìsms to access dìffernnt bridge resources and state information · 

15 (i.e., state vectors), mechanisms to access !ibrary functions, and a protocol for 

extema!iy accesslng the state lnformation are important paiis of the adaptable 

bridge. The bridge resources and state information may be accessed via, for 

examp!e, an Application Programming lntertace (API). The prolocoi for externally• 

• accessing the state information rnay be implemented as a set of rules. The state 

2 o of the bridge can affect switching ru!es dynamìca!ly, that ls, a ru!e can behave 

diHerently depending on the current state. For examp!e, frames can be switct1ed 

differently dependìng on time of day, trarne pattern, traffic load, and the like. This 

behavior can a!so be controlled extema!ly by, tor example, a network 

management system (NMS). 

2 5 F!G. 2 is a sequence dìagram ìllustratìng the steps of a method of 

processing an Ethernet frame by the Ru!e Engine 16. Tl1e process starts al step 

21 and moves to step 22 where, for each incmning Ethemet frame, the port~ 

speclflc rules associated witr1 the Source Port are merged with the rules shared 

among al! ports of the bridge (thìs merge can be done in advance by the priority 

30 moduie as a ordered lìst). The ruies in the list are then tested to determine 

whether the frame matches the ru!e. Ti1ls process begins at step 23, where a 

determination ìs made whether there are any more rules left to test. lf not, and ai! 
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the rules have been tested, the frame is dropped at step 24. However, in the ca.se 

of the first rule, there are rules left to test, so the method moves to step 25 where 

the filter function of the first ru!e in the iist is applied to the frame. The filter 

function uses the information found in the frame together wlth the current state 

5 vector to determine whether the frame matches the rule. The filter function is a 

predicate, so the result at step 26 wiH be either true (the frame matches the rule) 

or false (the frame does not match the rule). lf the result is false, the rule is 

discarded' at step 27, and the method retums t.o step 23 where the test is· 

performed on the next ru!e in the list 

1 o The remainder of the ru!es are then tested unti! eìther no rules are left and 

the frame ls dropped at step 24, or there is a match at step 26, and the method 

moves to step 28 where the action function of the rule is appHed to the frame. The 

action function may use the library functions, the informatìon in the frame, and ·the, 

state vector to transform (or modify) the frame. In this process, tl1e action function 

15 can use functions to modify the state vector. For example, a counter rnay be. 

incremented, which counts the number of frames containing a speciflc high-level 

protocol coming from the port. At step 29, the action function determines i:he 

destination port or ports and sends the (possibly transformed) frame to i:he, 

determined port or porl:s. The method then ends al step 30. 

2,0 Another important aspect of the invention . not shown in the · sequence 

diagram is that other resources or modu!es in the bridge may contìnuously monitor 

and change the state vector in paralleL An extended Rule Engine, to the one 

descrlbed, may then invoke rules that, ìnstead of being matched against Ethernet 

frames, monitor the state vector. When one or more predefined criteria are 

25 fulfilled (determined by the filter function), the action function generates new 

frames containlng new ru!es to be sent to the bridge itself or to nearby bridges 

altering their behavior. 

FIG. 3 is an il!ustrat!on of a network 35 of adaptable Ethemet bridges 

controiled by a Network Management System (NMS) 36. The NMS monitors the 

3 o state in the bridges and issues rules that adapt the behavior of certain bridges 

accordlng!y. For example, if Brldge11 becomes heavily loaded with traffic, the 

NMS may issue a rule that will move some traffic from associateci bridges (Le., 
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Br!dge21 - Bridge23) to Bridge12. For example; the rule may move every thlrd 

frame or frames carrying a particular protoeol to Bridge-12• Context ìnformatìon 

may also be added to the state veetor, thereby allowing context to influence 

swltchìng. Context information may contain, but is not limlted ·to, information 

s about traffic load in nearby brìdges, forecasts or predictions of expected trame, 

and the llke. Thìs feature is of particular interest in a mobile environment 

The NMS 36 is shown cormected to the network by a dotted line because 

the adaptabie brìdges may automaticaliy generate speciflc context rules . and 

dìstrlbute them to nearby bridges as users move around in the network. When 

10 bridges automatically generate rules to other bridges (and to themselves), a self­

managed network can be ìmplemented in which bridges exchange rules 

dynamicaliy. This capability can be used, for example, to setup a particular·flow­

path, distribute trame durìng heavy ioad, or automatìca!ly redìrect traffic in the 

case of network failures. For examp!e, if Bridge11 receives a f!ow o-f high priority 

15 frames when it is already heavily loaded with trarne, it ean issue a rule or set of 

rules to Bridge22 that move the flow to Brìdge12 ìnstead. 

An Ethemet bridge is working in "wire-speed" and therefore it is desirable 

that the bridge introduce as little delay as possible. Adding a Ruie Engine and 

basing the switchìng on rules may increase the delay. However, a number of 

2 o techniques and mechanisms can be used to mal<e the Rule Engine more efficient 

1) Filter functìons can be tested in paral!el, and a priority module can select 

the matching rule with highest priority. These computations can be performed 

because the filter functions are pure predieates, i.e. they contain no side effects. 

2) Filter functions will in most cases be a conjunction (or disjunction) of 

2 5 comparisons. These can be directiy mapped onto a pipelined matrix of 

comparison modu!es in hardware. 

3) A slmilar plpelined hardware matrix realizing the language constructs used 

in the action functions can be implemented. 

4) Some parts of the state vector, for example libraty functions refiecting 

3 o bridge context and resources, can be implemented in hardware such as registers, 

thereby providìng "instant" access to them. 

in the preferred embodìment, the rule language used to describe the fi!ter 
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and action functions ìs not a genera! purpose programming language. A 

programmlng language shou!d only have the necessa1y constructs and 

mechanlsms needed to express the solutions to the problems in the specified 

domain. lf the language is too powe1iul, as a general-purpose language, it is 

5 possìb!e to express an infinite loop (accidentally or on purpose) thereby increasing 

the delay to intìnity. The preferred switching rule language, themfore, is a 

language primarily restricted to the domain of Ethernet switching (layer 2), with 

language constructs expressing the mechanisms used in the switching process. 

However, language constructs that are useful for other purposes like network 

10 management, constructs relateci to exchange of new rules, and so on, that are not 

in conflict with the basic requirements may also be included. 

The present invention provides several advantages. The Ethemet 

standards can be lmp!emented as switching rule sets, and as the standards 

evolve, the rule sets are updated. These updated rule sets can then easHy be 

15 !oaded into an adaptable network bridge. The rule sets can be vendor-

independent and, for example, ·publìshed by IEEE. Today, each vendor decides 

which pmtocols (standards) to support in a bridge, and uniess the vendor issues 

an update whenever the standard is updated, users have to buy a new bridge if 

they need to follow the new standard. 

2 o In the present invention, the "programming language" of n .. 1les may be· 

standardìzed thereby enabling anyone to add new functionallty, as a· switching 

mie, to any bridge with a Rule Engine. These rules can then be updated or 

removed if necessary. A proprietary solution can also be imp!emented as a ru!e 

or set of rules and loaded in any bridge with a Rule Engine. lf a user later wants 

2 5 to use another solutlon, the rule set is simply replaced with a new rule set lt will 

be much less expensive to lmplement new functionality because, in most cases, 

the user only has to write some software in the form of a set of ru!es. 

The present invention also greatly increases flexibility in networks because 

each bridge can be loaded wìth its own ru!e set down to the individuai port !evel. 

3 o The invention also provides the abiilty to adapt the functionality on each port 

based on time, user demands, setvice agreements, and the iike. For exampie, 

different operators can share the same physicai bridge (network) and provìde 
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different services to their respective users. 

Some examp!es of functiona!ity that can be implemented with switching 

ru!es include the fo!!owing: 

1) Broadcast tunnels. lt is simple to implement broadcast tunnels necessary 

5 for bui!ding Pubiic EU1ernet Networks. 

2) Distributed router functionailty added to a set of bridges. 

3) Sirnple firewa!l functionality. 

4) User adapted services on the port leve!. 

5) Authentication and seeurìty mechanisms on th~ port level that are 

10 transparent to users. 

6) Seit-managed networks or semi-seif managed networks. 

This list is not intended to be exhaustive 1 and otl1er functions may also be· 

imp!emented vvìth switching rules and loaded into any adaptable· bridge with a­

Rule Engine. 

15 As shown by the above examples, the state of the dynamically adaptable 

briqge can be utìlized in the switching process to enable entirely new functionality 

and to provlde new ways to use bridges in networks. 

Although preferred embodlments of the present invention have been 

. mustrated in the accompanying drawings and described in the foregoing Detaìied · 

2 o Description, it is understood that the invention is not limited to the embodiments 

25 

· disclosed, but is capab!e of numerous rearrangements, modifications, and 

substitutions wìthout departing from the scope of the invention. The specification 

contemp!ates any al! modifications that fai! within the scope of the invention 

defined by the fol!owing claims. 
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WHAT IS CLA!MED 

i. A dynamically adaptable networl< bridge comprising: 

a Rule Engìne tt1at processes data frames according to a set of switching 

5 rules, wherein each switching rule identlfies a type of frame to which the rule 

applies, and how the type of frame is to be processed; and 

means for dynamically modifying the switching rules. 

2. The dynamically adaptable network bridge of c!aim I whereìn the means 

1 o for dynamically modifying the switching rules includes a protocol for dynamical!y 

loading and updating the swìtching rules. 

3. The dynamically adaptable network bridge of claim 1, whereìn each 

switching rule includes a filter function for determining whether a giv'en rule is 

15 applicable to a gìven frame. 

20 

4. The dynamical!y adaptabie network bridge of claim 3, whereìn each 

switchìng rule also inc!udes an action function for specifyìng changes to the given 

frame's header and how the glven frame should be switched. 

5. The dynamlca!ly adaptable network bridge of claim 1, wherein each 

swltching rule includes a state vector utmzed for processing the type of frames to 

which each rule app!ìes. 

25 6. The dynamìca!ly adaptable network bridge of claim 5, whereìn the state 

vector inoludes an abstraction of a loca! memory for storing rule~specific data tor 

each switching rule. 

7. The dynamical!y adaptable network bridge of claim 6, wherein specific 

3 o management rules enable the Aule Engine to access the rule-speciflc data for 

each switching rule, 
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8. The dynamical!y adaptable network bridge of c!airn 6, wherein the state 

vector also includes an abstractìon of a global bridge memory for storing bridge~ 

specific data applicable to and accessible by ali the switching rules. 

5 9. The dynamìcally adaptable network bridge of claim 8, wherein the bridgeQ 

10 

specific data includes a porHonNarding taiJle. 

i O. The dynamically adaptable network bridge of claìrn 8, wherein the state 

vector also includes a set of library functlons that implement bridge resources. 

11. The dynamically adaptable network bridge of c!aìm 1 o, wherein the set of . 

library functions are selected from a group consisting of: 

a function that retrieves a source port of a processed frame; 

a function that provides tìmestamps; 

15 a function that describes trame flows in the bridge; and 

a functìon that indicates the traffìc load In the bridge. 

12. The dynamically adaptab!e network bridge of claim 3, wherein the given 

frame is processed in accordance with the given rule if the filter function 

2 o determines that the given ruie is applicable to the given frame, and the given 

frame is dropped ìf the filter functìon determines that there is no rule appiicable to 

t!1e given frame. 

13. The dynarnica!ly adaptable network bridge of claim 1, wherein the bridge 

2 s includes a plura!ìty of input/output ports, and the Rule Engine includes a plura!ity 

of sets of switchìng rules, wherein each set of switching ru!es is app!icable to a 

different poii in the bridge. 

14. The dynamica!ly adaptab!e network bridge of claim 1, wherein the bridge is 

3 o an Ethemet bridge. 
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15. The dynamically adaptable network bridge of clalm i, wherein the rneans 

for dynamically modlfying the switching rules includes a protocol that dynamically 

adds, subtracts, and modifies the swìtching rules. 

16. The dynamical!y adaptable network bridge of claim 1, further comprising 

means for priorìtìzing rules within the set of switchìng ru!es. 

17. The dynarnically adaptab!e network bridge of claim 1, further comprìsing 

1.0 means for accessing state information for the bridge, wherein a given rule causes 

a given frame to be processed difterently when the state information changes. 

15 

18. The dynamical!y adaptable network bridge of c!aim 17, wherein the given 

rule processes the given frame diffemntly, depending on traffic load in the bridge. 

i 9. The dynamically adaptable network bridge of claim 17, further comprìsing a 

port for receiving ru!es from a Network Management System (NMS), wherein the 

NMS monitors the state informat!on for a piura!ity of adaptable bridges in a 

network, and issues rules that adapt the behavior of the bridge to optimlze 

2 o network performance. 

25 

.30 

20. The dynamica!ly adaptable network bridge of clairn 17, whereìn the state 

information includes context information, wherein a given rule causes a given: 

frame to be processed differently when the context information changes. 

21. The dynamically adaptable network bridge of claìm 1, wherein the bridge is · 

one of a plurality of adaptable bridges in a network, and the bridge further 

comprises means for generating specific context ru!es and distrìbuting the context 

rules to other adaptable bridges in tile network . 
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22. A method of processing and switching data frames in an adaptable network 

bridge, said method comprising the steps of: 

defining a set of switching rules tor the adaptable bridge; 

receiving a given frame in the bridge; 

s determìning whether any of the rules are applicable to the given frame; and 

upon determining that one of the rules is applicable to the given frame, 

processing and switching the frame according to the applicab!e rule. 

23. The method of claim 22, further comprisìng dynamically adding, 

10 subtracting, and modifying the switct1ing rules. 

15 

24. The method of claim 23, further comprising accessing state information for 

the bridge, whereìn the step of dynamical!y adding, subtracting, and modifying the 

swìtching rules is pertormed in response to a change in the state ìnformatlon. 

25. The method of c!aim 24, whereìn the bridge is one of a pluralìty of 

adaptable bridges in a network, and the rnethod further comprises the steps of: 

receiving a new or modìfied switching rule from a Network Management 

System (NMS), wherein the NMS monitors the state information for a plurality of 

2 o adaptable bridges ln a network, and issues rules that adapt the behavior of the 

bridge to optimize network performance; and 

processìng and switching frames according to the new or modified 

switching rule received from the NMS. 

25 26. The method of claim 24, further comprising adding context information to 

the state ìnformation, wherein the step of dynamical!y adding, subtracting, and 

modifying the switchlng rules is perfonned in response to a change in the context 

information. 

30 27. The method of claim 22, wherein the bridge is one of a plura!ity of 

adaptable bridges in a network, and the method further comprises the steps of: 

generating specìfic context rules; and 
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distributing the context rules to other adaptab!e bridges in the network., 

28. The method of claim 22, wherein the bridge is an Ethernet bridge. 

5 
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100 
I 
I 

EXTERNAL 
l\lETWORl< 

The sl.lbjec! maHer dt•scribed herein indudm; rnetlmds, sys­
te1m, and computer readable media for adaptive packet fii-­
tem1g. Onc mcthod includcs identifying at least one subset of 
rnles umi ,lli ordcrcd set oftìrewall rrncket fi.ltering rnies that 
defines a firewall policy rnd1 that lhe subset contains disjoint 
n11es, Disjoint nlles rn_·t:: defined as rules whose onJer c;m bt' 
changed wilhm1t changing i11te9,rilv of the firewall policv. 
Ruies- in the subsct ar~ s;t1cd to ;tatis,ically decrease tl;e 
nwub,,r of comp,lt'bons tlwt wìll be appiied to ench pacJ.:ei 
that a flrewa]] encountern. Packets are filtered m the fìrewall 
using the sorted rules in the subset hy cmnparing each pm:kd 
io each of1he sot1ed rules in rhe .subset lm.til the DflCkt~t is 
al!owed or drmied and censing the compnring for thc packct in 
response !o the packet heing a1lowed or deni-,d aml thffeby 
achieving sub-lin,'ar sem-cblng for packets filtered using the 
sorted rulcs in thc subsct. 
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lVIETHODS, SYSTEMS, AND C01WPUTER 
READABLE I\illDIA FORADAPTIVE PACKF,T 

Flt:n;mNG 

PRIORJTY CLJ\lM 

100011 This applicatlon cblms the fx,nd1t of U,S, Provi­
sinm1 Patent Applkation Ser. No. 61/237,974, filecl Aug. 28, 
2009; the clisclosure ofwhìch is incorporntcd hcrcin by rd­
ere11cc in its en1ir!.:ty. 

TECHNICAL FlELD 

[0002] The subjecl matter described herein reìates 1o net­
work fircwall filtcring. More particularly, the ,ubjeç\ matter 
describecl herein relntes 1n rnethods, systems, nnd compHter 
readable media for adaptìvc packet fìltering. 

r-ìACKGROUND 

[0003] A firewall genè,rally proce,ses a packet ngninst a list 
of ordered rnles to flnd the first rule match. The list of ordered 
ru1es represents nn nggregatè, securiiy policy, ;md arbitnu-ily 
changing the order oftliè: rnles ca11 re:;ldl in a violation or !J1e 
aggregate security poJìcy. Th,, Wake .Forest University 
(WFU) teclmiques described in U.S. patent appllcatioll pnb­
iicalion nos. 2006/0248580 and 2006/0195896 prnvide the 
meihods to optimally reorder the list while preserving the 
aggregate security polìcy, rhernby improving the perfor­
nrnnce of the firewall. The WFU tedmiques al!;o include 
melhods to break upart rules into fonctionally ìmkpcndent 
lists rnHtaining (gruup:.; uf) ùepemlent rules such that a f-tmc­
iion paral1e[ firewali çau simultaneously process one p<1cket 
against nmltìpk Jists, which çan subs1antially irnprove the 
perforn1ance of the firewall. Hovvever, ihese i.mprovements 
provided by WFU teclmiques C3JJ bs: dwarfod by thè, perfor-
1nance degradation as the llutnber of rules in the lisi bt~cotnes 
very large. 
[0004! A key reason for the lack of scaiabilìty of most 
fìrewall implementatiom h due 10 tlte common use of linear 
seard1 algorithms for comparing puckets agalnst n l~st of 
rules. Jn thi;: w01st case, a packel is rnatdiedul lhe last N'" rule 
in the lis!, so it must also be compared against aìl N-l prior 
n1lcs fora tota! ofN- co1nparisons. This poses a co111putational 
resource problem when the size nfN is veiy lnrge on~ s1ngie 
processing node (1nclndiog vvht~n such nodes are arrang,;;.d in 
a data-, function-, hierarchical• or hyhrid-pmalld sysiern), 
where rhe time reqnìred for processing each packet r:m, 
quickly incrense ìatençy mid reduce throughpìlt to um,ccept­
able levels. In fact, the WFU tedmktttt:s prnvlde good resnlts 
jn pmt -beca1ist: the reordering oi~ or the rednctìon in size of~ 
n1les 011 e~chyrc~ccssj~1g -~1ode al1o\V5 fr)I a 

1

1arge7· p~rcen_t~gr;;: 
ofthe tora: rules to :·esKle nl each processor s cacne~s). \Vlnch 
then substanti;;lly increases their performam:e relative io 
when only a small po1tion of lhm;c rnles are cadied. 
[0005] The problem of search.ing firewall rule sets is well 
understood and highly researchecl, mid th,,re are somi;: pub­
lished techniq11es fr,r s11b-lìnc,,r (substm,.1ia11y fa8ter than lin­
ear) techniqnes applicable to fìrewaH rnles. Howcvcr, thcse 
suh-linear tedmiques genernlly involve changing the uudt:or­
lying representntiou ofrnles. Examples of s11ch an appronch 
might be to use a graph, tric- or trcc-Hke slmctme instcad of 
a list 10 represent a set nfrnles, which wouìd allow a match to 
be detcrn1ined us1ng trce se~u·ch algorìthnrn by trnversing 
down thc graph, trie or tree (see E. Fulp, Trie--Based Policy 
Represen1alions for Network FJrewaJJs, Proce,,dings or the 
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JEEE Intema1ional Symposium on Cornrrnttor Comnnmica­
tJons, 2005 andAl-Shaer et al., Modeling and Jvlanag,,ment of 
FircwaH Polk:ies, IEEE ~n·ansactions onNel\V(JrkanJ Service 
Ivla11age1nent: 2004 ). These a_pproaches have pote11tial but can 
add oompkxity or limita!ions that may reduce lhelrprnctica1 
usethln.ess in a commercia! high perfonnancc firnwa!l prod­
nct. 

SUMMARY 

!0006] Acbptivc paclwt iìltedng (APF), a set of technigues 
for processing fìrewalì m )es and packets, is described hereitl. 
APF offers improvcd pmcc:sslng performance compared to 
the V✓FU teclmiques in mosr cases, and cau be combined with 
lhe WFU tcclmiqucs or othcxparnllel, pipelining and optimi­
zntìon technique:; to achieve even greater perihnnance, 

10007] The suhject matter àescribed hereln includes m,,th­
ods, systems, a11d computer readable meclin for adaptivt, 
packet filtering. Onemethod includes identifying at least one 
sub.set of rnles in an ordcrcd set of firewall packet fiitering 
rnles thm defìnes a iìrewall policy such that the subset con­
tains dìsjolnt rnlcs. Dlsjoinl ruìes are defined as rules whose 
order can be dl3nged tvhhout changing 1he integrity of the 
faewall policy. Rules iu the subset are sortecl to statistically 
decre;ise the numher of rnmparisou, thal will be applìed to 
e<1ch packet that a firewall encounter,;. Packe1s are filtered at 
the firewr,ll rningthc sottcd ruks in thc sub,,,t by using binari 
semch, int(:,rpulated search, informed senrch, or Jrnsh lookup 
semch algorithms lo compare ead1 p;;cket to ihe sorted rules 
in the sul;-;,et ulllil ihe packet is alh1;ed or deniecl and ~e,ising 
thc comparing for lhe pade1 in response to the packet being 
alloweà or denitcd and thereby acbieviug sub-lincar scarching 
for pacJ.:ets filtered using the sorh:c! rnks in lhe suhset. 

f0008] The subject mattf:r describ,,d herein for adaplive 
packet filtering can be impiemellted in a rnm-transitoiy ,:om­
puter readable medium Jmving stored thçrcon cxccutable 
insm1ctiom tha, wheu executeù by lht! processor of a cnm­
puter controì the computerto perform steps. Exernplary com­
puter readabie media sui1ablc for implementing 1he subject 
maller ùesclÌbed herein incl11de chln memmv devices. disk 
rnetnory devkes, prog1nn1tnahle loSic devic~s ru1d apl)lica­
tion specific integrated circnits. J:n addition5 a coruputer re,H.l~ 
able medium thiii ìmplernents a subject matter described 
Ìlèorein may be located on a single devicc or computìng plnt­
forrn or tnay be <li~tributcd across 1nuhipìe devices or co1u~ 
puting platforms. 

[0009] Fu1ther, the s11bject mntter descr:i.bcd h,,rein for 
mfaptive pnckel filrnring çm1 bç implemented on a pmikular 
n1aclllw.;, :mch as a network fJrewéll1 induding one or tnore 
ne,work mterfac,,, for receiving packets and packet fìltering 
hardware and software for optimizing rnles as described 
herein mid for A1tering packe(s using !he op1imized arrange­
ment ofmles. 

BRJEF DESCRJPTION OF THE DRAWIN(iS 

[OOHl] Preforreù <émboùimenls Df lhe s11hjec1 matìer 
described herein will now be described with rnfornnc,, to lhe 
acoompanying drnwings of which: 

[0011] FIG. 1 is a bìock dingram of a syskm for adaptive 
packet filtedng ,tçrnrdìng to an embodirnent of the s11bject 
rnatter described berein; 
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[0012] FIG. 2 is n block diagram of applientiou of the 
pres,:nl irnbject mall"r lo a pipeJined processing appro,,c)Ìl 
accordìng to an embodiment o f the subject mat\er described 
herein; 
[0013] FIO. :l is a block diagmm illus,rntiug applicatiou of 
the present snbject rnattcr to a co1nbination of pi pelined and 
data parnllel prrn;essing apprnaches according to au embodi­
m",nt oftlm subj,,ot matter describ,,d herein; ami 
[0014] FIO. 4 is n block diagram illustratiug appEcation of 
the present subjcct rnatter to a shoti-circ11iting pipelined pro­
cessing approach according to ai1 embodim,,m of tl1"' su bj ec( 
matter described h,,rein; and 
[0015] FIG. 5 is a block di<1grnm l11usm1ting applicati on of 
thc present subject matter to a combination of pipelined and 
foneticm parallei prrn:essing appmad1<ès ac1:onJi11g tu an 
embodiment of the subject matter described herein. 

DETA.ILED DESCRlPTJON 

[0016! Methods, systems, and computer rendnble media for 
adaptive packe.t filtering are d.isc1osed. Ff(i. l is a hlock 
diagrnm illustrntìng an cxernplaiy system for adaptive packet 
filtmfag accordi.Hg to an ernbodiment of the subjed rnatter 
descrlbed herein. Reforring to FIG. l, a firewal1 100 may 
ftu1ction at the boundary bctvvcc.u an cxter.nal network and a 
proleeted network. Firnwall 100 may indude une or mure 
network interface:s Hl2 for receiving packets from the exter­
na1 network. Firewall 100 may also include one or more 
network interfaces 104 fortrnn.smitting nllowed packets to the 
protee1ìve network 1n one implmnentation, firewall l 00 may 
filter Internet prntocol (JP) packets basedon a combination of 
sourn, ancl desthm tion addresses in the IP h<'aders of the 
paekcts. Howcvcr, thc subjcct mattcr described herein is not 
ìimited to filtering any particulm protm;ol. Al1y pm;ket net­
work protocol with parameters for which fìrewall iìltering 
rules rnn he ,fofined i& mtendtxt to be wìthin tbc srnpe of the 
subject matter describecl hereìn. 
[001.7] As med hercin, the term "firewall'' includes any 
network security device m system of devices that inspects 
network traffic da1a that originates, terminates, or traverse;; 
the device system in any capadty aud eomparcs that trnffiç 
data (headers, payload, raw bits, etc.) tu a set uf one ur mure 
l'ules~ signatures, or conditions1 either in!fr1e (i .t: ., in real tin1.e) 
or offi.ine (i.e., capture and repìay ofthe traffic data). Thetenn 
Hfire;,va11" is also h1tencted to include an J11tt-rrniou detection 
devicetlmt mmlyzes ne1worktrnffic in real time or his\orkaliy 
tu ueted ihe pre,t:m:t: uf intrusion events in a network. The 
term "iìrewall" is also intended to include a deep packet 
inspection device that analyzes network trnffic in real tiln•è or 
histnrica1ly to detect !he presence ofcertain packct contem in 
a nehvork, 
[0018] Firewall 100 incluùes a firewall mle subset identi­
fier/rule sorter 106 for id,c,ntif:ying at least on., suhset of rules 
in mi ordeL·ed set of fìrewali paeket filtering rnlcs tha\ dcfincs 
a firewall po!icy such thm the subset contains diajoint mles, 
where disioint mles are defìned as mles whose arder can be 
clmnged ,;;,.ithout chm1ging the firewall policy. FirewaJJ rnle 
subset identifier/rule sorter 106 may sort the rules in the 
wbset or rwbscts to statisìically dccrensc tho number of com-­
parìson that wiil be applied to eaeh packet that the iìrewall 
f:nco1rnters. Excn1plary 1nethods for grouping and sorting 
rules will be described below. 
[0019] Although in the example illustrated in FIG. 1 rulo 
subset identifier/rnJe sorter 106 is illustratcd as a co111poncnt 
of fìrewBll HlO, lhe subjec, maller descrihed herein is nol 
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limited lo suclrnnìmplcmentation, Ru1e subset identifìer/rnle 
sorter 1.06 rnll be implem,,nted on any eomp11ting platfr,rm 
eapab1e of sorting firewall rules using the methods described 
hcrcin, a11d thc sorted mie set cm1 be providcd to firewa11100 
through any sui12ible .rneaus, s:uch m-~- co1111nunk2tion over a 
network. In one implementation, mie :mb,;et ideutifier/mle 
sort<cT 106 may be implemenìed OH a management pfatfom1 
sepm·ate from fìrewa1J 100. 
[0020] Firnwail 100 firrlher incllllies a packet fi!ter 108 for 
fiJteringpackets at the firnwall using the rules in the ,ub,et by 
11sing binary search, interpolated search, infonned search, 
hash Jookup sc;;reh ;;Jgorithms, or other sub-li near algorithms 
to compc1re each pneket to eac h of the sorted rnles in the sub set 
until the packet ls allowed or den.ied and çeasiug the compar­
ing for the packet in response to the packet being allowed or 
denied and thereby achieving sub-linear searching for the 
packets fiitered Ltsing the sorted rnles in the snbsel. 

[0021] Ouce the subsets of dìsioint ru1es have been identi­
fìed by rule subset identìfier/rnl~ sorter 106, the mle subsets 
can be distributed across plnrnl fire,vall processors in ordcr to 
improve packet Jìltering efìkiency. FIG. 2 is a block diagmm 
illustrating an exm1plary pipelìned approach where rnies and 
different subsets are distributed across plurnl firewall proces­
snrs for processìng pack:ets in a pipe1ined nu1nner. I.Zefer_ring 
to FIG. 2, firewalls 200 mid 202 ead1 include separate pro-· 
cessors 204 m1d 206 for executing pacJ.ret fi]ters 108. i_n this 
exarnple, ruie subset identiiìer/rule sorter 106 identifìes two 
rnk subscts, subsct A 208 and subr;ct B 210. The rnles within 
each :,ub:wt 208 aml 210 are ùisjuint aud surled lo ,tatistkally 
decrease the numher of comparìwns tlrnt will be applied to 
each packet 11siJ1g thc mcthods described hercin. However, 
1he rnles in subset B 2HJ are dependent on the rules in mle 
subset A 208. Aeeordingly, rule' suhset identitier/nile sori,)r 
106 distiibutes the rnle across firewall processors 204 such 
that the rnles in rule sub set A 208 are mx,Ji,,d hd'ore th"' rules 
inru1e subset B 210. Becausc thc rulcs il~ difforcni subsots are 
distrihuted ac;mss plum! processors in a pìpeHne rnanner, 
packetfìliednf!, efficiency is improved over a single 0 prncessor 
approach because the different processors can simulta­
neously apply rules ro different packets. In the exam.ple Hlus­
trnted in FIG. 2, packet,; that pass thc filteting of rnle suhset i\ 
208 a1,, proçessed hy processor 206, which appli,c,s nd,c, suhset 
B 210, at the same time !hatproc:essor 204 app1ies rule suhset 
A to nc,v h1con1lJ1g pw:.~kets, 
[0022J 1n ye! anothcr ernbodimcnt, ntle subset jd,,ntitìer/ 
ruk sort,,r 106 may distribute !he grouped, smied rules acros, 
firewall processors such tbat a combinatìon of pipelined and 
data rwraHel procossing techniqrtes are used. FIG-. 3 illustrates 
an example where firewalls 300, 302, 304, and 30(, each 
include separatcprocessors 308, 3HJ, 312, and 314 for apply­
ing thcir rcspeetive paeket filters. 1n the illns1rated example, 
rule subset identifìer/rule srnter 106 distribntes rule suhset A 
316 lo firewall 300, rnlesubsetH '.H!ltofìrewall,;302 and304, 
and rule suhset C :HO to firewall 306. The rnles with.iu each 
subset A, B and C are disjoinl. The ru1es in subset B are 
dependent upon the rnles in su bset A. Thc ruka in sub set Care 
dependent upon the rules in subset, A am1 B. 

10023] In operation, pack<'to entering fìrewall 300 art, fil­
tered using rnle suhsetA 316. Tlie packets that are allowed by 
rule subset A 316 an, divided b",tween fut,walh 302 m1d 304 
such t1mt the applieation of the rules in rnle sub set H 31/l to 
difforentpackets is p,'tfonned in paraliel. This is referred to as 
a data parnllel approm:h. '[be packcts tlrnt pnss the filtering by 
ruk subsd B 318 arepassed to fìrewalì 306 forapplkation of 
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the rnlcs in mle suboet C 320. Accor<lingly, FlG. '.l illustrates 
an example where the rule s11bse1,; that are idcntified and 
sor1ed by mie subset identifa,r/n1le sorter 106 are distribnted 
a cross the firewnll processors fora comhlimtion of pipdined 
and data parnllcl prnc,,ssing. 
f 0024] ln y,~t anothcr cmbodiment, the rnles snbsets that are 
identiHt:d and in which the rules a:·e snrted nsing rule subset 
id-;:111tHier/rule sorter I U6 1na.y be distdbuted across firewall 
processors ina shmt-circuitingpipcliae<lmanner. FIG. 4 is an 
exmnple of short .. circuiting pìpelined filtering using rule sub­
sets thnt are identified and sorted by ruk subsct idcntificr/rulc 
suner 106. Reforring to FTG. 4, a fìrst firewall 400 nnd n 
second fìrewall 402, re,pectively rncluding processors 404 
and 406, filter packets using packet fìlters J 08. In the ilJus­
trated exampie, pncket fìlter Hl8 llses rule sl!bset A 408 and 
paclwt filter 108 uses mie sub set B 41 O, Ru!c :rnbsctsA and B 
408 and 410 may respt:ctivdy ìmpkmont differem Jevels of a 
firewal 1 hiernrchy such that packets that pass the fìllering by 
rnle suhsct A 408 are allowed intn the protected network. 
Packets thm are identified by rnle sub set A 408 is requiring 
further filtering are distributed to rnle subset B 41 O for tlwt 
fìltering. Thus, ruk subset identifier/rnle sorter 106 can aho 
be used wilh sho11 .. circuiting pipelined firewa11 teclm1gues 
wìthout departìng from tho scope of the subject matter 
desc1ibed her,·in. 
[0025] 1n yet another embodiment, rnle subsel idenli1ier/ 
rulc sm1er 106 may dìstribnte the grouped, sotted rules nc,oss 
A.re,val 1 processor~ such thr1t ::i cornbination of pipelined and 
f11uction parn!lel prooessing techniques nre u:,ed, FIG. 5 i1Jus­
tmtcs anexmnple where fìrnwalis 500,502,504, and 506 em;h 
include separate proc,,ssors 508, 511}, 512, and 514 for apply­
ing their respeclivc packct fìltcrs. Tn the illustrnted example, 
rnle ,ubs,:t hb1liiìer/rnle sorter 1()6 distrihutes rule s11bset A 
516 to fìrewall 500, rnle subset H 51.8 to tirnwalls 502, and 
rule suhset C 520 to firewall 504, ami rule subset D 522 to 
firewall 506. The rules withbi each subset A, B, C and Dare 

J\" ~--- # rn les ir, 
Lhe con~ 

10 
1{H) 

l,000 
li!,000 

100,000 
1,000,000 

10,000,000 

d.isjoint. The rules in subset B :md C nre dependent upon the 
rnles in suhset A. The rnks i11snbset Dare depcndeut upun the 
rules in subsds 1\, Band C. 
[0026] Jn operation, packcts entering firewa!! 500 are fil­
tered using mlc sub,el A 516. Tlie packets tìmt are aìlmved by 
rule subset A 516 are copied to both firewalis 502 and 504 
such that thc applkation of the rnles in rn!c snbsets B 51 Il and 
C 520 to lhe pnckets ìs performed in parallel. This is referred 
to a3 a function pnmllel approach. The packcts that pass the 
filtcring by rule snbsets B SHl and C 520 an'. pw,s,!<.l tu lìrewall 
506 for app!lcation oftlie rnles in rnle subse1 [I 522. Acconl-
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ingly, FIO. 5 illustrnte, ,m <;:;u,mple where the ruìe subsets thai 
rue identified and sorled by rule subset iden1ifierlmle sorter 
106 are distributed a cross the fircwall processor;; fora com­
lm,a!ion nfpipelined and function parallel processing. 

TECHNJQUE 

[0027J APF analyzes aml orders the list of fìn,wali ruks 
in-place to contnin fonctionally dependeut groups, where 
each group coataim a subset ofrules that are disjoint, ,fopen­
dent or both, without substantially changing the underlyìng 
Rsprn,onwtio11 d rnieéi and whiìe preserving thc aggregate 
security policy. 1-\PF then usc.s varying cdteria to sori each 
gro1.1p contain.1ng disjoint ntles~ then uses suh-lint:ar r~enrch 
algoritlnm when comparing packets ngninst the niles within 
tlrnt g,r01.1p. APF ns,,s linear seurch nlgorithms whcn compa,­
ing packets within n group contdning dependent rules nr 
when otlierwise appropriate. A detai!P.d rnmputational com­
plexity analysis of APF would need to be compkted. How­
ever, on avernge, it is hypothesized 11mtonly O(log(N)) corn .. 
pRrisons would beueeded to process amle list ofsize N. ln thc 
theoretical best case whea all rnles are disjoint, this trm1sla1e:; 
to .:Jbout 20 co1npnrisons (instead of J ,000/)00) fora list of 
N=l ,00(\000 n1les and about 30 co1nparisons fot a list of 
N°"- 1,000,000,000 ntles, ill the worsl case when ali rnlcs ilre 
dependent, APF performs the smne as liaear seard1 firewall 
cores. In practicc1 A ... PF should processa packet against a very 
large lìst nfrules (N=milìions) in thc smne mnount oftirne 
that otht:r tt:chniques çan process ngainst a very s1naH !ht 
(N~huudreds, or thonsands). APF does not inhi;;rently use 
parallel tedmìgnes: thcreforé\ i1 can be çombilted with WFU 
lechniques or other parallel!pipclinìng tcchniques to ìncrease 
perfomwiKt:. 
!0028] The following table shows prcliminmy rest1lts com­
paring n single liuear sean:h firewaJl) vvhh a single A PF cote 
as the rmrnber of rules is increased. 

linçar fire\vall core 

PPS ~__, p:rnkem 
per second 

at max tbrougbmn 
\Vitl o folìS 

844,595 
730,994 
:~14,86[ 

29,J57 
9]0 

Fail 

L~tency 
micmsccnnd!', 

at max througl1put 
with loss 

12.3 
11.9 
13.9 
44.6 

1.112/1 
Fail 

,\PF core 

PPS = packl;)ts 
fJPr SfCO.Jf? 

Lateucy in 
microseconds 

at max thro1:ghou.t :1~ max l hrcmghp11t 
'-Vith O loss wW.l.01oss 

8l l.,6E8 
766,871 
718}91 
683,060 
464,6&4 
292,740 
252,525 
\32,556 

12.3 
12.3 
12.ù 
120 
l ~!.O 
17A 
14,3 
18.6 

DETAlLED TECHNlQUE 

[0029] Thìii s,ection _de~crihes an exemp!nry a_lgorithm for 
implementmg tnc su~iec, mat1er descnbs>ct herem. 

[00~0] A tìrewR!l rnie is defined as mi n-tuple crileriu and mi 
associated nctìon for matching packcts. For mrnmpk\ a 
5-,tup]e ru1e that 1natcbes Internet Protocol v,;;.rsion 4 (IPv4) 
packets rnìght rnnsist of 5 IPv4 heacier fieids (source address, 
source port, dcstinatJon address~ des1ination po11 and proto­
col) and an action (al low, deny\ ,md might specìfy the rnle Rl 
as: 
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Source 
Rule Aèdr 

Rl 192.i68.l.1 

SOll!CC 

Pori 

12J45 

Dest 
/\cl.dr Pmt Prntocoì Action 

10.1.1.l 80 TC:P DENY 

[llll31J A firnwaH rnk set is ddlned as an ordered list of n 
ruh:s Rl, R2, R3, ... , Rn where the i in Ri is the index oflhe 
rnle in the Jist. P3ckets that tmvene the firewall are checked 
against eachrnie in the rule set until !he fast ma\ching rule is 
foum] am! i(s a:;sociaktlm,;tionis appfax1.A11examplerule set 
is S J which çontains: 

Rute 

Rl 
R2 
R3 
R4 
RS 

Addr 

192,168.Ll 
[92. !68.2.2 
192.16&,3.3 

ANY 
ANY 

Source 
Port 

12345 
ANY 
ANY 
ANY 
ANY 

:)est 
Addr Port rrotocol Action 

J.O,J..1.1 80 TCP 
10.2.2.2 25 TCP 
10.3.J.3 53 UDP 
10.1.l.l ANY ANY 
ANY ANY .ANY 

D.E'iY 
ALLOW 
ALLOW 
ALLOW 
llN\/Y 

An example TCP pack,ot from sot1ret> 192.J. 68,4.4 port 543 21 
to destination l 0.1. l J port 80 would be checked against but 
1101 match Rl, R2 and R3; wouid bç d1,:cked against nnd 
match R4 and be alìowed; and, would not be checked agai11st 
R5 bt-x,ause R4 was the tirnl rna!ching rute, 
[0032] A firewail s,::curity policy is defined as the sd of ali 
possìble paekets that çan traverse the firewail nlong with their 
specilìed omrnmes ao defìned by the rnle S<ot. Changing the 
rnles in a rnle set ustmily rcsults in a change of its sccmity 
policy. 
[0033] Withìn a mle set, a iìrewall rule is dcpcndcnt on 
another rnle ìf swappi11g the order ofthe two rnles results in a 
change in the security policy ofthe rnle set. Otherwise, the 
two rnks are disjoinì if swapping ihe arder dm,s not re;;ult in 
a d1ange the security policy. For exarn.ple, in rnle set S 1 
above, rnles Rl and R4 are dependent becanse placing R4 
ahtéad of Rl woulù renùer Rl inefti:xtive, thewby changing 
the security policy, Ruìes RJ and R2 are disjoint beçause 
placing R.2 ahead ofRl does not change 1he seçm'Ìty polìcy. 
[00J4J A pernmtatinn of a rule sel is defined as a new rnle 
set which conlains the sam"' rules as th"' origina! rule set, but 
which lists a different ordering ofthe rule, from the origina] 
rnle set without drnnging the originai securhy policy. Por 
cxamplc, in thc rulc set Sl abovc, swuppìng the order ofthe 
1.lìsjoint rnle:,; Rl and R2 wuuìd n,sult in a pernrntationrnle set 
Sl': 

Rulo 

R2 
Rl 
R3 
R,1 

R5 

Sotu..:c 
Addr 

192,168,2,2 
192.l68.U 
192.168.3,J 

ANY 
ANY 

Smm::c Dest Dt:st 
Po1t Adir Pmt Pmtoco: Actior; 

..-\_NY 10.2.2,2 25 TCP ALLU\V 
l2345 10.U. I SO TCP DENY 
lV·lY 10.33.3 53 DDP ALLOW 

10.l.l.l ANY A>f'i ALLOW 
1-\NY ANY A\JY DENY 

[0035] "[\vo mles are spatially disjoinl if they are disjoin, 
and their correspcmding tuples are either identica] or do not 
owrlap. For exampk, in the mle set Sl abovc, ruks R l and 
R2. are disjoint b11I not spntially disjoint becm1se the smm:e 
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porls 12345 andAì.'s'Y overlap. However, rnlt:s R2 m1d R3 are 
both disjoint ami spmial!y disjoint bt'\.Oause the sonrce potts 
AJ\/'Y arni Al\:Y are identica!, and the other 4 tuples do not 
overlap. (Other cxmnples foilow.) 
!(Hl36] ;\ ln.mr;k1.nn fomotion is an alguritlun thm can be 
applied to a mle lo w,ate; a sorloble key for ,hat rnle, which 
can then be 11s,,d to sort th,, rnles by their k<.,ys using a key 
comparison function. Por exmnple, the transforrn. fonction 
Tfn could concatenate the iuples of 3 rnle into 3 bl.t artay that 
is interpreted as a ]urge integer, a nei a con-esponding compari­
son fonç1Ìlm Cfo couid be a slmple ìnteger compariso11 fonc­
tion. (Other examples follow.) 

fllll37] A mie substot is deflued as an onlered grnuping of 
one or more rnles within a rulc set. For cxampJe, rn rnle s,,t S l 
above, the mk subsets rn..ight be: 

Subsc,l 

Tl 
•e, 
J...'., 

T3 

Rulcs 

l'.l, R2, H.l 
R~ 
RS 

[0038] A rnle group is defined as a mle suhset with a gr011p 
type (dependent, disjoinl), ,ransform iì.mction, com.parison 
fonction, and a search algorithm hint (linear, sub-,linear). The 
gmup type can be dependent ifthe group contains dependent 
niles, or can be disjoint if the group striçtly contaim; disjoint 
rnles. For examplt:, the nile :;et Sl abon, mig,ht contaìn ihe 
fbllowing dìsjolnt rnle group: 

Gmup 

G1 

Grmip 
Type 

Disjoìut 

Rules 
T.rn .. nsform 

Fn 

Tf71 

f:ompr~rJson 
Fn 

Cfil 

Hint 

[0039] A rnlc set may be partitioncd lnto a Jist of ordcrcd 
rnle gruups such lhal !ht! securily policy oì'the rnle stcl is nul 
cJ1rmged when ead1 rnle group ìs decomposed in the Jiskd 
arder. This partitìoning is accomplìshed by applying a rule 
sub set ì denti fìcatinn method to 3 gìven rule set. An exmnple of 
such a method is: 

[0040] J. Fora given rnle s<etS containingnrnlesRl, R2, 
... , R.n: 
10041] a. Create a new empty disjoint rnle grmlp Gj 

(ìnitially G1) in S, 

[0042] b. PJace the first ungrouped rnle Ri (initially 
Rl) lnto Gj. 

jù043] e, Por each rmnaìning ungroupcd ruìc Ri in S: 

[0044] ì. lfRi is disjoint fmm.rnles in Gj and plac­
ing Ri into Gj does not modify the security policy of 
SJ then piace Rj into Cfj 

[0045] ii. Otbenvise, leave Ri ungrouped . 

j0046j d. IfS contains ungrouped rules, then goto step 
l.a, 

[0047] 2. The mie set S now contaius m dìsjoint rule 
gmups G 1, G2, G'.1, ... , Grn which group toge1her the n 
(possibly reordered) rnitos Rl, R2, ... , Rn. 

Applying the above method to rule set Sl might result in its 
partitioning into the following Jist of dirsjoint ordered rnle 
gmups: 
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G.roup 

Gl 
G2 
G3 

Or011p 
Type 

Disjoint 
Dis_ioi1tt 
Disjoint 

Rules 

R1, R2, R3 
R4 
R5 

Trn.nsform Cornpa.rison 
F11 Fn Hint 

[,UJC,1I 

Linear 

Decon1fH)!;ing the disjoint nde groups 'WOttldxesult in CT l, l+2, 
G3[Rl, R2, R3l, fR4], !RS]=Ri, R2, R3, R.4, R5=Sl. 
!0048] A pm1itioned rnle setcontaining disjointrnle groups 
may then be sort,~d by applying :1 transform iì.mction to each 
ruìe wi1hin each disjoint gnrnp to derive a so1.table k,~y for 
each rnle. Then, the rules may be reordereà within their 
disjoint groups using thcir smiable keys. The resulting sortcd 
gruupo may be searched usìng sub-iinear searchiug algo-• 
ritluns. An example of the sorting rnethoà is: 

[0049] 1. For each di~joint grnup Gj in ntle set S: 
[0050] n. Far eacli rnle Ri in Gj: 

!0!J51] i. AppJy Trnnsfonn Tfo lo Ri to derive a 
sortable key Ki. 

[0052] b. Sort the rules in Gj usini1 tlm mmparison 
fonction Cfo on the sortable keys K. 

!0053] 3. The rnle set S 1Krw cont~ìns m sorted disjoint 
rnle groups Gl, lì2, G3, ... , Gm. 

Applying the above mcthod to tlte partitlom;d rnle set Sl 
mi gin resuh in a new pernm111tion rnh, set S l' lhat contai.tts the 
following Est ofsorted rnlc groups whcrc the ordering of rnles 
within Gl migbt diauge frumRl, R2, R3 !u R3, Ri, lì.2: 

Group 

Gl 
(ì-2 

Ci3 

Cfroup 
Type Rub 

Disjoll1t R3, Rl, R2 
Diajoint RA 
Dlsjoint [{) 

Tnmsfurr.n Compirison 
F_u Fn H,Jit 

'ffo Cfn Sub-linem 
Tfn Cfa Sub-line:ir 
Tfo Cfn Snb-!inens 

[0054] The permutated n.1ìe set containing disjoint rnle 
gronps may be consolirfated to reduce lhe mnuber of groups 
ihat contaiu a rnle count at or below a certain thre,hold, snch 
;;s 1 ruJe~ by 111.erging two or 1nvre cunstx·.utìve disjuiut groups 
imo a brger depende1n group that may be searched using 
lincar scmching algori1hms.A.n examplc oftlie consolidation 
methodia: 

!0055] ] . For each grmip Gj in rnk1 set S: 
[0056] a. l.ftliesumofthenumberofrules in Gi m1d its 

subseqnent gronp Gj+ 1 is ]ess tlrnnorequal w·a sped­
faxl thrnshold ( c.g. 1 ), thcn the 1wo groups are 
n1erged) their rules are çoncatenated, m1d the group 
tyr,e is setto deoeudem. 

10057] · 2. Tbc rnle· set S now contnins m or fower mle 
gmups ofhorh dependent ami disjoint types. 

Applying lhe above method to the pemmted mle st:t Sl' mlght 
merge the disjoìnt group G3 into G2: 

C:irou.p T11.U!Sfr.1ru1 C0mpariho11 
Group Type R11ks fr. r:n Hbt 

Gt Disjoi11t R.3 1 R l, R2 Tfo Cfo Sub .. fa1ef<J' 

G2 D~pendent R4, R_) (no1:c) (110nc) l.mear 
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!0058] The APF packet fìltering rnet]md mntclies p;;ckets 
~1gains1 a given rule set bv seauentinlly iteratJncr, over each o± 
th;, ord,,re~J rnle f!,roups:thei{ performing ihe ~-pecifieà sub­
linearor linear search within eachgroup. An examp le ofa rule 
filtering method is: 

[0059] 1. For each packet that 1rnverses the fìt·ewal!: 
[0060] h. Por each r,roup Gj rn rulc sel S; 

[0061] i. lfUj is a dependent group, thCJJ perforrn 
Hnear search ,vitbin thm grou_p until there i~ a firs! 
ru le rnatch, 

[0062] ii, ff Cij is a disjoint group: 

[00631 l. Apply lnmsfonn T to the packct to 
derive a looknp key K. 

[0064! 2, Use the cornparìson function C ami 
sub-linear search within the gwup untiJ lhere is a 
fìrst rnle match on key K.. 

[0065] iii. lfthere is a first rule match. then r,roc<::,s 
the pncke1 according to its specifìed action: Olher" 
wisf.:\ conti.:.ruc to thc ncxt group Gj+ ! . 

ADDITIONAL NOTFS 

[ 0066] The prÌlnmy prnpose oi' the partitioning of rules is 
io çreate ruìe groups tlrnt, in aggregate, cnnblc thc fastcst 
possìble scard1iJJg ofrach packet agaiust the rules in (!te 
rnle set. ìnmostcases, the oplimal partitioning sh011Jd be 
thc grouping of J.11axin1al subsets of spatinlly disjoint 
rules. I-Iu,vevcr, in S(Hne cases \Vhere !hese cUsjoll1t 
grm1ps are srnalJ (e.g. less than 10 mles), consolid;;ting 
the disjoint groups into a single larger gronp containing 
n1 les that are ordered using other cdteria ( such as hit 
probabilitìes or hardware rnche frirndlincss) :md 
emploving linear or internolatcd search algorithrns mav 
lmpro;e p,'rforJnance, A ~ritical concept is ihe flexibil ity 
to organizc thc rnles within the rule set in diiferent ways 
ihat enahJc the use of rhe mnst effìcient rmd applicable 
Sé'ard1 algoriilun that is available that accmmts for the 
hard,vare capahiHties, ·\vhkJ1 is th~ 1.notivatiou belrirnJ. 
rhe temi "adaptive" inAdaptive Pm;ket Filtering. 

[0067] Rule sets may he p,,rtitioned, r,or1ed ami conso!i­
dated in-pface. 

[0068] ì:Vhen partitioninga rnle set i11to rnle gruups, eadt 
disjoint group should generally contain the maximaì 
snbsets ofdisjoint rules in ordcr m t\:d1we the nurnber of 
di~ìoìnt groups in the mle si;:t, 

l 0!J69] Wlten partìtioning n rule set iato rulc grm1ps and/ 
or snrting thosc groups> the trm1sfonn and cornparisrm 
ii.mctiom may b,, difl:ic,rent for each rnle group. 

[0070] When rrnrti!ioning a rule set into rnle gronps and/ 
or sorting those groups, the nlgorithJn8 1uay account for 
the hit probabilities of each ntle and tlte aggregate bit 
probabìlities of eacb group. 

!0071] Wh;;n filtering packets, 1he senrch performed 
Vlithin any glven :rule group DJ.ay ,;;~n1ploy 1he 1~tstest 
available sean.,h aigorithm app licahle to that group even 
ifit may be different from the spedfìed search algorithm 
li.in!. 

[0072] W'nen filteri11g packets, a sub-linear binary ,earch 
within a disjoint rnle group may accoum for h.it prob­
ttbilities m eac.h pivo1 so tlmt each recursion could n1axi­
mize the probability of a rule nrntcl1. 

!007'.1] ìNiien Jìltering pnckels, a consiant-time search 
within a disJoint nde group io possible by dcfining a 
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hm;hing fune ti on as th,~ transfotm :function such tlmt thc 
lrnsh values ìè1r alì ru1es witliin a group are uniquewilhin 
that group. 

Examplcs 

[llll74] This section provides examp1es of the following 
itcms dcscribed in the a!gorithm in the pnwimrn section. 
l) Examp1e ofthe mie hreakup 
2) Example oftransform fonction 
3) Definition of rnle repre::en!atÌDn 
4ì Differe11ce betwee:i si1h-li:1ear and linear 
5) Explan;tion of disjoii;t-rules - -- -

l) Examples ofthe Rule Breakup 

[0075] Deiìne 
[llll76] Sl ·(RJ, R2, R3, R4, R5) 

and 
[00771 R.1°:from l.23.4 to 3.4.5.6 deny 
[0078j R2=from 2.3.4.5 to 4.5.6.7 ullow 
[Otl79] R3=from 3.4.5.6 to 5.6.7.8 allow 
[0080] R4=from ~.*.*.~ to 3.4.5.6 allow 
[0081] R5---frnm *.*.*.* to -•.*.''.* deny 

jiJ082l Tlwn Sl' contains 3 groups of disjoint mles: 
[0083] S1'00(G l, G2, G3) 
[0084] Gl:(Rl, R2, R1) 
[0085] G2=(R4) 
[0086] G3 (R5) 

[0087] Or, Sl' can contain 2 groups of dis_joint :md dcpcn­
dcnt 11Jles: 

or 

!0088! 
[0089j 
10090] 

Sl'=(Gl, G2) 
G l '7 (l{J, R2, l-ì.3), disjoint, sub--linear 
G2°0 -(R4, RS), ,fopendcnt, linear 

[0091] Detìrn; 
!0092] 82-(Rl, R2, R3, R4, R5, R6, R?, R8, R9) 

and 
!009:lj Rl=from 1.2.3.4 to 3.4.5,6 ckny 
[0094] R2=from 23.4.5 lo 4.5.6.7 aìlow 
j00\i5] R3=from l.2.3A to 4.5.6.'/ dcny 
[0096] R4°:from 1.*.*.* to *,*.*.* anow 
[0097] R5:0 from 3.4.5.6 rn 5.6.7.8 deny 
[0098] R6-iì-om 2.*.*.* to *.*.*.* deny 
!00991 R7=-from *.*.*,* to 3.4.5.6 a!low 
[0100] R8---from *.*.*.* to 5.6.7.8 ailow 
!0101ì R9°0 fro1u *.''.*.* to *.~•.*.* dcny 

[0102] Then 82' contains 4 grnnps of "spa,ialiy (fo;joint" 
rnles: 

[0103] S2'=(G l, 02, G3, G4) 
[0104] Gl=(RJ, R2, R3, R5) 
!0105] G2=(R4, R6) 
[0106] G3=(R7, R8) 
[0107] G4=(R9) 

[0108] Or, S2' can contain 2 gronps of disjoint and depen­
dent mle,: 

[0109] 
[0110] 
[0111] 

S2'0 (Gl, G2) 
Gl 0:(Rl, R2, R3, R5), disjoìnt, sub-Jinear 
G2=(R4, R6, R7, R8, R9), dependent, linear 

2) Examp!,~ ofTrnnsform Function 

[01121 A. rnle R 1.1slmlly consists of an N-tuple, most basì­
cally a 3-tuple sucl1 as "fmm l .2.3.11 to 3.4.5.6 deuy" 

[0113] tuple ,Fsourcc JP address, e.g. "1.2.3.4" 
[0114] iuple b=destina1ìon JP address, <:.g. "3.4.5.6" 
[0115] tup]e c=actiou, e.g. "deny" 
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!0116] Eacb ofthese tuplcs hnvc nnder1ying scalar intcgcr/ 
bil vc:clor n.,pr,,senlation, so in !lK, above exampk: 

[0117] sourcc IP addrcss="J .2.3.4''=32 bit intcgcr 
0016909060 

10118] dcstination IP addrcss="3.4.5.6"=32 bit integer 
00:50595078 

[0119] actim1~"deny"=8 bit integer 000 
[0120] One possihle trarn;fom1 fanction is a tra.nsform to 
scalar key which çoncatenates the digits of each of the tuples 
ìnto B Jarge integer vaìue: 

[0121] T(a, b, c),:abc 

[0122] T(l.2.3.4, 3.4.5.6, deny)=0016909060 
0050595078 000--,JO l 6909060005059:5078000 

[0123] Auo1her possible transfonn fonction is a transfom1 
to scalar key whkh com,menates the bits ofoach ofth,~ t11pJes 
imo a large imeger/bit veclnr: 

[0124] a= l.2.3. 
4=00000001000000100000001 !00000100 (32 hits) 

!01251 b=3.4.5. 
6:0 00000011000001 ()()0fl(l00i01000001 l0 (32 hi1,) 

!01261 c={i=-00000000 (8 hìts) 
T(a, b, 
e )=abc={)OOOOOO 1O[XJOOO10000000 l 100000 l 00000000 l l 0000010000000 l O l OU( 
1 1000000000 

[0127! Anothcr possiblc trnnsform fnnction is an identity 
function (i.e. trnnsformntion ftmction that does no! do any" 
thing), then defining a multi-dimensiona! cornparison fonc­
tion for smiing pmposes. An example of this is a cmnparison 
iì.lncU01J. that is radlx-hased fr,r ead1 tuple, v;hich 'i:vonld 
essentially resuh in a rnle set that ìs mdix sorted by each tuple. 
[ll128j No1e that the transform fnnction must convert the 
rule inie a sorìable k,,y, which does uot m,c(èssarily lwve to be 
a scnlar key (i.e. it cm; he amulti-dìmensional key that uses n 
multi-dimensiona! çomparison hmction for sorting), 

3) Defìnition ofRu1e Rcpre,enrmion. 

!0129J Rule reprcs(:)ntation is the way a mie am! a rnle set 
are conceptually represented in software. The most common 
representation ofarule is 11s anN-tnple objcct or strnçture tlrnt 
sirnply hu]d;; ali the luples loge!her: 

:Jt.tuctmk [ 
11nsig_ned chr..r ip __ proto: 
Lrn.signc::d int ip ___ src __ .ndclr; 
nrnugned int ip ___ dst.__Ji.ddr; 
lmsig1ted short ip __ J.rc_port; 
unsigned short ip ___ dst__port: 

unsigned clrns a.ction; 
); 

!0130] The most commonrepresentation of n n1le set is an 
am,y or linkcd list thar holct thc ml.es in a fixed o.rder, and 
allows for iteration forwards mid backwm·ds in the nrrav or 
llst. • 

[0131] Example of AJ.Tay: 

mtrnc,.ry Jocat.ion 01234567& 

Rl R2 R3 R4 R5 R.6 R7 R8 R.9 
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[0132j Exmnplc ofLinked List: 
[Ol:H] An aìtern;ite rule representatìon is to hold the rnle 
and rnle s,·t in a trie or other gmph strncturc. An cxamplc of 
this is described in "Ba1ancing Trie-Bnst~d Poliey Represen­
tations for Network Firewalls." Stephen J. "farsa and E1Yin W. 
Fulp. Procccdings ofthe JEEE 1nternatìonai Symposium on 
Computer Conmnmictitions, 2006 
[0134j /\nother nlternatc rule set represcmation is a hicrar­
chical one as described in OPTWALL, Jesuibed htAcharya 
et al., "OPTWALL: A Hierardicnl Trnffic-Wme Firewal!," 
availablc at: 
http:i/www.irnc.org/isoc/conferences/ndss/07 /papers/OPT­
WALL.pdf, 
'.-vhere n1le sets are broken doìvn into Jnutually exduslvc rule 
subsets which are arrnnged in a hierarchica[ order. Despite 
some similarities in tcrniinology, OPT\v'ALL m1d APF are 
ditTere_nt. For example, APF does nnt d1ange lhe uaderlying 
ruié' Ol' rnle set represenlation. It simply reorders rhe ruìes in 
piace m1d keeps !rad, of the beginning and endiug rule, in 
each subsel T externally from 1he rnlc or rnk, set. For 
example, sny that a givt:n rule is a ~:;taudard structurc and thc 
mie set is an arrny fornì so tlmt the mie sel comains rhe 
fo11uwing in 1he cornputer1s nien101y: 
[0135] Rulc set S: 

Locati.on 012.345678 

Yillliè Rl R2 ìU R4 R5 R6 R.i RX RtJ 

[0136] Suppm;c thatthe aboverule set S can bedividedinto 
rnhsets containing disjoint rules: 

!Ol.37J Tl 0~R2, R.9, Rl, R3 
[01J8J T2=R5. R7 
[0139j T3°-0R2, R4, R8 

so tlrnt 
[0140] S'=Tl, T2, T3,---R2, R9, R 1, R3, R5, R.7, R2, R4, 

R8 
[0141] Then the arder of the rules in memory can be 
changed in pisce: 
[0142] Rule set S': 

iocatiou O l 2 3 4 5 6 7 8 

vsiuc R2 l'.9 R.1 R.l R5 R7 R2 R4 R8 
-------1 :------! 
Tl T2 T3 

!0143] Tlie memory ranges for Tl (0-3), T2 (4-5) and T3 
( 6--8) are store<l outsideofthe rnle and mie set data stntdr1res. 

4) Di !Terence Berween Uuear and 8 u b-Lineur. 

!0144] A linear algori thm is one whos,, çomputmional time 
increases iinearly as the size of the set is increased. The best 
example o:f this is whcn looking up,, word ìn a dictimmry. lf 
tht, dktionary is unsorled, lhell (he urder of the words would 
be arbitrary. Tb.erefore, ,vhen Jooking up the word ~\z1;~bra/' 
onc could start frorn th<c, beginning and search unti! the end to 
tìnd i!. lf the dictionary contains 1,000 entrles, you would 
need to ex,imine all 1,000 words in the worst case. 
[0145] A rnb-lint•;;r algorithm is one whose cornpu1a1io11al 
time im:reases sub--linearly as the sizc ofthe set is incn;ased. 
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In the above "xmuple, if the dictionary were sorted aìphabeti­
cally, tiwn one could stìl! use a linear search by starting from 
the beginning and searching un1ìl the end to find ,;'zebra," 
Bowever, o.ne corJld also use a sub-Hnear bJnary search algo­
rìthm by looking in tlw rnìddle of thc dictiomuy, 1hen sccing 
if the middie en\ry com es alphabelka!ly before or after (or is 
equal), then recursively sei<c'cting ,he nriddie ofthe appropri­
ate halfagai11and again to find theword "zebra,'' Slnce al each 
recnrsìon l/2 nf the rernai.ning \:Vords ~u·e eliininated, it wou]d 
take abom log2 (1,000) or ahon1 l O exmnim,tions io find the 
eniry in the \Vorst Gìse. 
[0146] Another examplc ufa sub-!iu,•ar nlgoritlun is hash­
ing. Suppose that the ahove dictionary contains only 5 ktter 
wnrds. Tfwe define a ìmsh function tlrnt wms the alphabet 
order of ead1 letter ìn the word (z-26, e-05, b 0---{)2, F]8, 

a=Ol ), then hash("zebrn"}--26+0.5+02+18+01 °0 -52. The com­
puter ,;mild havc an array containing nll the words in the 
dictionary where cach word's posi ti on in the arniy i, tlwh.::sh 
value of ihe word (subject to collisious). In the above 
exmnple, the arniy's 52nd positio11 would hnve \hc word 
''zebra.'~ so it would takt~ only l con1parison to detennine a 
match without collision. This bash tcdrnique r:an b,, sel,,c-
1ively used in APF. 

5) Explam1tio11 ofDìsjoint Rules. 

[0147] Arnle Rl i:; "disjoinl" fmm anolher rnle R2 iftheir 
positions in the rnle set S c,m be exchnnged wiil1out altering 
tlie ovcrnll sccrnity polìcy. A.11 example of this is rule set S 
nmtnining: 

[0148] Rl=from 1.* *.* to 2.3.4.5 deny 
[0149] R2=from i .2.CJ:.4 to J .2 . .'i.4 aìlow 

li.as th~~ sarne security policy ns ru]c :;c-t S1 contalning; 
[fJ15ll] R2°~from l.2.3A to l.2 .. ~.4 a11ow 
[IJ151] Rl 0~from l.'' ''!'' to 2.3.4.5 deny 

becausi! P=P'; lherd11re, Rl and R2 are disjoint. 
[0152] The teclrniqne set forth above do,·s no! cxplain thc 
concept of ~'spatiaìly disjointH rules. Thì:, h hnpo1taJ1t if the 
transform fonction T cannot account for overlapping tuple 
valurn, whid1 can be very common in pmctica1 settings, 
!0153] A rule RJ is ''spatially ,fajoin1" from another rule 
R2 Jfthey nre "dbjoint" and their correspondingtnples do 11ot 
unevenly overhip (rmmt he exactly equa], or do not overiap at 
alij. Jn the abtwe cxamplt', Rl and R2 are disjoint but JJot 
spatiallydisjoìnt becausethe fa-sttuJJle o:fR.1 (1. * ,* .*) aml R.2 
(J .2.3.4) are not eq1rnJ but do overfap, j .e th,;;~ value of 1.2.3.4 
wouldmatr.:h th<1 fìrst tupieofhoth Rl andR2. An exampleof 
spatially disjoinl ruks are: 

!0154] R3=frorn 1.2.3.4 to 3.4.5.6 deny 
!0155] R4=frnm 2.3.4,5 to 3.4.56 allow 

[0156] Herc, the fir,t tuple ofRl (i.2.3.4) and the fust (uple 
ofR2 (2.3.4."i)do notoverlap, thesecondtupìeofR l (3.4,5.6) 
and R2 (3.4.5.6)an,equal, und the>> third tupkofRl (deny) 
and R.2 (allow) do not overlap. 
[0157] The importance of ''spatlaliy disjoint" rnles is 
depeudent U]JDll the de1inilion ofa lrnnsform fìrnction T, so it 
msy be possible !o dc.fine T such that rul,,s need not be 
'

1spatia1ly di~joint'' so long as rules are ''disjoint:~ 
[0158] The disdornre of ench of the publicatiom refor•­
enced herein is hcreby incorpornted by reference in its 
entirety. 
[0159] It ,vill be understood that vnricms details oftheprc,,­
ently disclosed snbject mn1ter may be changed without 
dcpwting from the scope of the presently discloscd subject 
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maltcr. Furtlmnnore, th,, for,,going ,foscription ìs for tlm pur­
pose of illustrnlion on1y, and nnt fr1r the purpose oflìrniiatìon. 

Vv1.at i, ciaimed ìs: 
1. A method fr,r adaptive packet fìltcring, tbc method com­

prlsing: 
idcnti fylng at least one subset ofrnles in an ordered set of 

firewull packet fi!tering rnles ihnt defim,s a firewall 
pollcy such tlm11he a1 leas1 one subset contains disjoint 
ru1e8i where disjoint rules are defined as rules whose 
order can be cirnnged without changing the integrity of 
the fìrewall policy; 

sorting the rules in lhe at lea,;t one subset to statisticaliy 
deerease the umnber of comparisom tlrntwlll be applied 
lo each packel that a firewall encounters; :md 

filtcrìng packets at the fm,wall nsing tbc sortcd rnks i11 thc 
at least one subset by comparing each packet to each of 
tl1e sorted rn!es in the at lcast one subsct unti\ thc packet 
i, allowed or denied and ceasing the comparing for the 
packet inresponse to the packet being alìowed or denied 
and thcrnby achkving sub-lim:ar scarching for the par;k­
ets ììlrered using 1he sorted rules in at least one suhset. 

2, Themethodofclaim 1 comprising, forthe clisjoint rnks 
wlthin the at least one subsct, identifying spatially disjoint 
mles and p,rouping the spatially disjoint rules togerherwithin 
the at least one subset and wherein sorting the rules include;; 
sorting th.e n;!cs w ith.in cadi of the spatìa]Jy di~joìnt grnup­
ings. 

3. T11e method of claìm 1 cornpnsing idcntLfying ai !east 
another subset ofrules in the ordered sel offìrewail rnk:,; thal 
are non-di~joìnt and n:fraining frorn sorting the niles ìn the at 
least ano ther s11bsel and whereìn fillering the packets includes 
filtering the packets using the ,orted, disjoint rules and the 
non-so1ted, non-disjoint rules, thert~by achjeving sub-linear 
searching for the sorted, disjoint rnles arni achieving linear 
searçhing for the 11011-sorted, non-disjoint rnles. 

4. The method of claim 1 wherein sorting thcrnk;; inclndos 
applying a transfonn function to cach rnJe in the at Jeast one 
subset lo compute a sortable key for each of the rulé'S and 
srniing the rnles according to the keys. 

5. The method of claim 1 wherein sorting tho ru les ìncludes 
sorting the rules according to hit probabilities. 

ii. Themethod ofolalm 1 wherein :mrting1he rules inc!udes 
sorting tht~ rnJes 111 a binary search tn~e, 

7. The method of daìm 1 when,in fi!tering pm~kets by 
comparing ead1 packet to the sorted rnles incl udes comparing 
caçh pricket to iht~ sorted rulcs using H binnry search algo­
rithm. 

8. U1e method of claim 1 whernin fi!tering pa<èkets by 
comparing each packt:tto thc sortt:d .mles it1cludes comparing 
each packet to the sorled rnl,,s using an interpolated s,,arch 
a1gorith1n. 

9. The method of cfaim 1 wherein fiitering packets by 
comparing each packetto the sortt,d .mfos includes cornparìng 
eacl1 pm;ket to the sorted ruies using an infonued search 
a!gorithm 

HL The method of claim 1 wherdn fìltefing 11ackds by 
comparing each paoket to the sor1ed rules includes comparing 
each packct to thc sor,cd rnlcs nsing a hash lookup algorithm. 

11.. The meìhod ofclaim 1 whereln each mie lncludcs an JP 
so uree address m1d ::m IP destinati on address. 

12. The metliod of c1aim I wherein the faewall include, a 
plurality ot' proccssors, the at least om, subsct compriscs a 
plurality of subsels and forther çomprising disrrlbuting the 
s1.1bsets acmss the plurality of processor:-; io implement at 
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least Olle of pipdincd proccssing, data parallel proce,sing, 
and fi.mc1ion parallel processing. 

.13. The mcthod Df daìm 12 wherdn lhc lìrewall implc­
mellls a ,:ombiuation of pipelined and fonction parallel pm­
cessmg. 

14, The mcthod of cluim 12 whcrciu thc fìrewa11 implc­
ment,; a rnmbinalÌon or pipelined nnd data paraliel proccss­
ing. 

15. The method of claim 12 wherein the fìrewall imple­
mcnts a combìnation of pipclincd, fonctlon parnlld, and data 
pamlld pmcessing. 

16. A system for adaptlve packet filtering, the syslem com­
prising: 

a fìrewall rnle s11bset idemifier/ruie sorter for identìfying at 
least one snbset of rules in un ordered set of fire\vall 
packet Jiìterìng rnles that define, a fìrewall pulky rnd1 
thatthc at least one subset contains disjoim rnles, where 
dìsjoint rnles are dcfincd as rules whosc ordcr cai1 be 
changed without changiug imegrity of the firewall 
polìcy, and for sorting the mles in the al least eme sub set 
to statistkally ckcreast, the munbr;,r of comparisons !hat 
wìll be applied lo eadt packet thal a fìrewall encounters; 
and 

a packet fiiier for fil tering pm.,hits at !he firewa 11 using the 
sorted mles in the at ieast Olle subset hy comparlng each 
packctro eachofthe sortt'ci mles in the at least one subs<.'t 
unti! !he packet is allowed or denied ,md ceasing the 
comparìug for th.e padmt in r<c:,pum;e lo the pm.:kel being 
allowed or denied and thereby achieving sub-ìinear 
searching for the packets filtered ming the sorkxl rnlcs in 
at least one subset. 

17, The system of claim 16 comprising, for llrn diojoinl 
m!es wiìhin ìhe at Jeast one subset, the firnwali rule subset 
idcntificrirulc sorter identifies spatially disjoint rnles and 
grnups th1c, spatially dì~joint ruìes together within the at least 
one subsel and wherein the firewaU mle s11bset identitìerirnle 
sorterthe rnles within each ofthe spatia1Jy dir,ìoint groupings. 

18, The r;ystcm of claim 16 wherein the fìrewaìl rule sub set 
identìlier/rule sor!er identifies at iea,t anothcr subset nfrnles 
in the o.rdered set of firewall rnles thal are non-disioìnt and 
refrains from sorting lhe rn!es in the at least anoth~r suhset 
,md wherein the firewaJJ packet filter ii!ter, tlle packets using 
the sorted, dìsjoint rnles and the non-;;orted, non-disjoint 
rnk,s, thereby achieving sub-llnear st:arehing for the surled, 
disjoìn.t rnles ami achi,,ving linear searching for the non-­
sortcd, non-dìsjoint rnles. 

19. The svst,,n1 of claìm 16 whereìn the faewnil rule sub set 
ìdentiiìerin{!c sorter applies a transforrn fonction io ench rule 
in thc at least one subset to compuw a sortable key for ead1 of 
thc mles and sorting the mles according to the keys. 

20. The system of clnim 16 wherein the fin,wnH rnJe suhset 
ìdentiiìer/rule sorter sorts the rnlt,s im:ludes sorling the rules 
according to hit prnbabilities. 

21. The sysrem of claìm 16 wherein the firewail rule subset 
identiiier/rule sorter ';orts the rnles includes sorting the rnles 
in a binary seard1 tr,'<'. 

22. The system of claim 16 wherein tl1e packet filk,r com­
pares each packet to ,he so1tcd rnles using a binary seareh 
nlgorithm. 

23, The system of clairn 16 wherein the packet fìltercom­
pan,s t,ad1 packet io the sortt,d rnles using lUl interpolated 
search nigorithm. 
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24. 'I11t, system of cbim 16 wherein the pncket filter corn­
parcs mcli packetto the sorted rnles 11sing :m informeci search 
algoritlun. 

25. 11ie system of claim 16 whcrcin thc packct tìlter corn­
prucs each packct to the sorlt!<l rules u:;ìng a hash Jooknp 
algorithn1 

26. The systen1 of clain116 vv·herein each ru1e inc]udes an 
IP sourcc addrcss and ,111 IP destination addres,. 

27. The systemofclaim 16 wherein tb.e fìrewall inciudes a 
plura1ity of processors, the at Ien!;t one subset crnnprises n 
plura]jty of subsets and fn.fther 1;.:01nprising dfatributing the 
subsets acrnss th<o plurality of processors to implement at 
ieast onc of pipclìncd proc,,:;sing, data paraHel processing, 
ami fouction parnllel proces;;ing. 

28. The sy:;tem of clain1 27 wht~rejn the firev.rall i1nple­
mcnts a cornbination of pipelined and function parnliel pro­
cessing. 

.29. 'T'he systen1 of c1nin1 27 ,,.vhcrcin thc fircwaU in1plc­
ments a combination of pipelìned ancl ,b,a parnlld prni.;es:;­
ing. 

_,o. The system of claim 27 whcrdn the fircwall impk­
n1en.ts n co111 hination nf pipeìined; darn parallel) and function 
paraHd processing. 

ONSDOC!D; <US ______ 20110055916t\1 _! __ > 

9 
Mar. 3, 2011 

31. A non-lrnmiiory computer readahle medium lwving 
stored thereon on exec11tabl0 ÌHstnK~tions that ,vhen in1pk­
mented by a pru,;,;ssoroCa computer contrnls 1he computer to 
perfonn steps cornpnsìng: 

idt~ntiI}'ing at least one sub set oI rules in an ordered Sf:t o_f 
tìrewall packet filtering rnlcs that deiìnes a firewall 
policy snd, that the at least one subset contains disjoint 
rnlcs, where dì~joint rnles Mc dofìm:d as rnles whose 
order çan be changeù wilhoui changing integrity ofrhe 
fìrewall policy; 

sorting the rnJes in the at least one ,mb,;et to statistically 
decreuse the number of comparisons that wili be applied 
to 1;;ach packet tlwt a firewa1l eul:ounters; and 

filk,rìng packets al thc firewall using the soiit:d rnles in the 
at Jeast one subset by co1nparing each pack.et to each of 
tlw sortm-J rules in the at leasl onc subsct untiì tlm packet 
is allowt:d or denied ,md ccasing the compari ng for the 
packet in response (o the packe1 being allowed or dm1ied 
and tbereby achieving sub-Jinear semd1i11gfor the pack­
ets fìltered using the sorted rules in at least oue sub set 
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To: 

Wright, Bradley C. 

BANNER & WITCOFF, L TD. 

1100 13th Street, N.W. Suite 1200 

Washington, DC 20005-4051 

ETATS-UNIS D'AMERIQUE 

NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL SEARCH REPORT AND 

THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44.1) 

Date of mailing 
(day/monthlyear) 

26 June 2014 (26-06-2014) 
Applìcant's or agent's file reference 

007742.00031 FOR FURTHER ACTION See paragraphs 1 and 4 below 

lnternational application No. lnternational filing date 

PCT/US2014/027723 (day/monthlyear} 
14 March 2014 (i 4-03-2014) 

Applicant 

CENTRIPETAL NETWORKS, INC. 

The applicant is hereby notified that the international search report and the written opinion of the lnternational Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applicant is entitled, if he so wishes, to amend the claims of the lnternational Application (see Rule 46): 

When? The time limit for filing such amendments is normally two months from the date of transmittal of the 
lnternational Search Report. 

Where? Directly to the lnternational Bureau of WIPO, 34 chemin des Colombettes 
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70 

For more detailed irstructions, see POT Applioant's Guide, lnternational Phase, paragraphs 9.004 - 9.011 . 

The applicant is hereby notified that no international search report will be established and that the declaration under 
Article 17(2)(a) to that effect and the written opinion of the lnternational Searchìng Authority are transmitted herewith. 

Wrth regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that: 

□ 
□ 

the protest together with the decisìon thereon has been transmitted to the lnternational Bureau together with any 
request to forward the texts of both the protest and the decision thereon to the designateci Offices. 
no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Reminders 
The applicant may submit comments on an informai basis on the written opinion of the lnternational Searching Authority to the 
lnternational Bureau. The lnternational Bureau will send a copy of such comments to ali designateci Offices unless an 
international preliminary examination report has been or is to be established. Following the expiration of 30 months from the 
priority date, these comments will also be made available to the public. 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
lntemational Bureau. lf the applicant wishes to avoid or postpone publìcation, a notice of withdrawal of the internati on al 
application, or of the priority claim, must reach the lnternational Bureau before completion of the technical preparations for 
international publication (Rules 90bìs.1 and 90bis.3). 

Within 19 months from the priority date, but only in respect of some designateci Offices, a demand for internatìonal preliminary 
examination must be fil ed if the applicant wishes to postpone the entry into the nati on al phase until 30 months from the priority 
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed 
acts for entry into the national phase before those designateci Offices. 

In respect of other designateci Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19 
months. 

For details about the applicable time limits, Office by Office, see www.wipo.int/pct/en/texts/time_limits.html and the 
POT Applioant's Guide, National Chapters. 

Name and mailing address ofthe lnternational Searching Authority 
European Patent Office, P.B. 5818 Patentlaan 2 
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Tel. (+31-70) 340-2040 

__::=- Fax: (+31-70) 340-3016 
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PATENT COOPERATION TREATY 

p 

INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 

Applicant's or agent's file reference FOR FURTHER see Form PCT/ISA/220 
007742.00031 ACTION as well as, where applicable, item 5 below. 

lntemational application No. lnternational filing date (day/monthlyear) (Earliest) Priority Date (daylmonthlyear) 

PCT/US2014/027723 14 March 2014 (14-03-2014) 15 Maroh 2013 (15-03-2013) 

Applioant 

CENTRIPETAL NETWORKS, INC. 

This international search report has been prepared by this lnternational Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the lnternational Bureau. 

This international search report consists of a tota! of _____ 4 ___ sheets. 

[8J lt is also aooompanied by a oopy of each prior art document cited in this report. 

1 . Basis of the reporl: 

2. 

3. 

a. With regard to the language, the intemational search was oarried out on the basis of: 

b. □ 

c. □ 

□ 
□ 

lxi the intemational application in the language in whioh it was filed 

□ a translation of the international application into ___________ , which is the language 
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1 (b)) 

This intemational search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)). 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

Cerl:ain claims were found unsearchable {See Box No. Il) 

Unity of invention is iacking (see Box No ili) 

4. With regard to the title, 

[8J the text is approved as submitted by the applioant 

O the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

[8J 

□ 
the text is approved as submitted by the applicant 

the text has been established, acoording to Rule 38.2, by this Authority as it appears in Box No. IV. The applioant 
may, within one month from the date of mailing of this intemational searoh report, submit comments to this Authority 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No.-~---­

[8] as suggested by the applicant 

b. □ 

O as selected by this Authority, because the applicant failed to suggest a figure 

O as selected by this Authority, because this figure better characterizes the invention 

none of the figures is to be published with the abstract 

Form PCT/ISA/21 O (first sheet) (July 2009) 
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INTERNATIONAL SEARCH REPORT 
lnternational application No 

PCT/US2014/027723 
A. CLASSIFICATION OF SUBJECT MATTER 

INV. H04L29/06 
ADD. 

According to lnternational Patent Classification (IPC) orto both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 

H04L 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searohed 

Electronic data base consulted during the intemational searoh (name of data base and, where praotioable, search terms used) 

EPO-Internal, WPI Data. INSPEC 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of dooument, with indioation, where appropriate, of the relevant passages Relevant to olaim No. 

X us 2006/048142 Al ( ROESE JOHN J [US] ET 1-20 
AL) 2 March 2006 (2006-03-02) 
figures 1-4 
paragraph [0002] - paragraph [0027] 
paragraph [0037] - paragraph [0042] 
paragraph [0046] - paragraph [0058] 

-----
-/--

[]] Further doouments are listed in the oontinuation of Box C. [] See patent family annex. 

. Special oategories of oited doouments : 
"T" later document published after the intemational filing date or priority 

"A" dooument defining the generai state of the art which is not oonsidered date and not in oonfliot with the applioation but cited to understand 

to be of partioular relevanoe 
the principia or theory underlying the invention 

"E" earlier applioation or patent but published on or after the international "X" dooument of partioular relevance; the claimed invention oannot be 
filing date considered novel or oannot be considered to involve an inventive 

"L" dooumentwhioh maythrow doubts on priority olaim(s) orwhich is step when the dooument is taken alone 
oited to establish the publioation date of another oitation or other "Y" dooument of partioular relevance; the olaimed invention oannot be special reason (as speoified) oonsidered to involve an inventive step when the dooument is 

"O" document referring to an arai disclosure, use, exhibition or other combined with one or more other such doouments, suoh combination 
means being obvious to a person skilled in the art 

•p• document published prior to the intemational filing date but later than 
the priority date claimed "&" dooument member of the same patent family 

Date of the aotual oomp!etion of the intemational search Date of mailing of the international searoh report 

13 June 2014 26/06/2014 
Name and mailing address of the ISA/ Authorized offioer 

European Patent Office, P.B. 5818 Patent!aan 2 
NL - 2280 HV Rijswijk 

1 Tel. (+31-70) 340-2040, Olaechea, Javier Fax: (+31-70) 340-3016 

Form PCTIISA/210 (second sheel) (Aprii 2005) 

page 1 of 2 
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INTERNATIONAL SEARCH REPORT 

C(Continuation). OOCUMENTS CONSIDERED TO BE RELEVANT 

Category• Citation of document, wìth ìndication, where appropriate, of the relevant passages 

X Sean Moore: "SBIR Case Study: Centripetal 
Networks Subtitle: How CNI Leveraged DHS 
S&T SBIR Funding to Launch a Successful 
Cyber Security Company Cyber Security 
Division 2012 Principal Investigators 1 

Meeting 10-October-2012", 

A 

A 

A 

A 

• 
10 October 2012 (2012-10-10), XP055122227, 
Retrieved from the Internet: 
URL:http://www.dhs.gov/sites/default/files 
/publications/csd-day-2-04-sbir-centripeta 
1-price.pdf 
[retrieved on 2014-06-06] 
the whole document 

EP 2 385 676 Al (ALCATEL LUCENT [FR]; INST 
TELECOM TELECOM BRETAGNE [FR]) 
9 November 2011 (2011-11-09) 
paragraph [0044] - paragraph [0059] 

EP 2 498 442 Al (OPENET TELECOM LTD [IE]) 
12 September 2012 (2012-09-12) 
paragraph [0053] - paragraph [0079] 

Cisco: "Control Plane Policing 
Implementation Best Practices 11

, 

• 
13 March 2013 (2013-03-13), XP002725728, 
Retrieved from the Internet: 
URL:https://web.archive.org/web/2013031313 
5143/http://www.cisco.com/web/about/securi 
ty/intelligence/coppwp gs.html 
[retrieved on 2014-06-12] 
the whole document 

US 2010/011434 Al (KAY RONY [US]) 
14 January 2010 (2010-01-14) 
paragraph [0034] - paragraph [0045] 

Forrn PCT/ISA/21 O (continualìon of second sheet) (Aprii 2005) 

lnternational application No 

PCT/US2014/027723 

Relevant to claim No. 

1-20 

1-20 

1-20 

1-20 

1-20 

page 2 of 2 
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INTERNATIONAL SEARCH REPORT 
lnternational applicatìon No 

lnformation on patent family members 
PCT/US2014/027723 

Patent document 
cited in search report 

US 2006048142 Al 

EP 2385676 Al 

EP 2498442 Al 

us 2010011434 Al 

Fom, PCT/ISA/21 O (patent family annex) (Aprii 2005) 

I Publication 
date 

02-03-2006 

09-11-2011 

12-09-2012 

14-01-2010 

I 
NONE 

Patent family 
member(s) 

CN 102934122 A 
EP 2385676 Al 
JP 2013525927 A 
KR 20130005301 A 
US 2013111548 Al 
WO 2011138417 Al 

EP 2498442 Al 
US 2012233656 Al 

NONE 

I Publication 
date 

13-02-2013 
09-11-2011 
20-06-2013 
15-01-2013 
02-05-2013 
10-11-2011 

12-09-2012 
13-09-2012 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/ISM20 

PC 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonthlyear) see form PCT/lSA,21 O (second sheet) 

Applicanfs or agent's file reference 

see form PCT/ISA/220 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCT/US2014,027723 
lntemational filing date (daylmonthyear) 

14.03.2014 

lnternational Patent Classification (IPC) or both national classification and !PC 

INV. H04L29,06 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinion contains indications relating to the following items: 

IZl 

□ 
Box No. I 

Box No. Il 

Basis of the opinion 

Priority 

Priority date (daylmonthlyear) 

15.03.2013 

□ Box No. lii 

□ Box No. IV 

Non-establishment of opinion wìth regard to novelty, inventive step and industriai applicability 

Lack of unity of invention 
[Z] Box No. V Reasoned statement under Rule 43bis.1 (a)(ì) with regard to novelty, inventive step and industriai 

applicability; citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

fZl Box No. VII Certain defects in the international application 

D Box No. VII I Certain observations on the international application 

2. FURTHER ACTION 

lf a demand for internatìonal preliminary examination is made, thìs opìnion wìll usually be considered to be a 
written opinion of the lnternatìonal Prelìminary Examìnìng Authority ("IPEA") except that thìs does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opìnions of thìs lnternatìonal Searchìng Authorìty 
will not be so consìdered. 

lf thìs opinìon is, as provìded above, considered to be a wrìtten opinion of the IPEA, the applicant ìs invited to 
submit to the IPEA a written reply together, where appropriate, wìth amendments, before the expìratìon of 3 months 
from the date of mailing of Form PCT!lSA!.220 or before the expiration of 22 months from the priorìty date, 
whìchever expires later. 

Far further options, see Form PCT/lSA!.220. 

Name and mailing address of the ISA: 

European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - O 
Fax: +49 89 2399 - 4465 

Form PCTASAl237 (Cover Sheet) (July 2009) 

Date of completion of 
this opinion 

see form 
PCT/ISA!.210 

Authorized Officer 

Olaechea, Javier 

Telephone No. +49 89 2399-8233 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational application No. 
PCT/US2014A)27723 

Box No. I Basis of the opinion 

1. With regard to the language, thìs opinìon has been established on the basis of: 

IX! the international application in the language in which it was filed 

□ a translation of the internatìonal application into , which is the language of a translation furnished far the 
purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established takìng into account the recUfication of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing filed or furnished: 

a. (means} 

□ on paper 

□ in electronic form 

b. (time) 

□ in the international applicatìon as filed 

□ together with the international applicatìon in electronic form 

□ subsequently to this Authority for the purposes of search 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that in the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with regard to novelty, inventive step or 
industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 
No: Claims 1-20 

Inventive step (IS) Yes: Claims 
No: Claims 1-20 

Industriai applicability (IA) Yes: Claìms 1-20 
No: Claìms 

2. Citations and explanations 

see se~.:uate sheet 

Form PCHSA/ 237 (Aprii 2007) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. VII Certain defects in the intemational application 

lnternational applicatìon No. 
P CT /li S2014'°27723 

The following defects in the form or contents of the international application have been noted: 

see separate sheet 

Form PCTASA/237 (Aprii 2007) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2014/027723 

Re Item V 

Reasoned statement with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

1 Reference is made to the following document: 

01 US 2006/048142 A1 (ROESE JOHN J [US] ET AL) 2 March 2006 
(2006-03-02) 

02 Sean Moore: "SBIR Case Study: Centripeta! Networks Subtitle: 
How CNI Leveraged OHS S&T SBIR Funding to Launch a 
Successful Cyber Security Company Cyber Security Oivision 
2012 Principal lnvestigators' Meeting 1 0-October-2012", 
, 1 O October 2012 (2012-10-1 O), XP055122227, 
Retrieved from the Internet: 
URL:httpJ/www.dhs.gov/sites/default/files/publicatìons/csd­
day-2-04-sbir-centripetal-price.pdf 
[retrieved on 2014-06-06] 

03 Cisco: "Contrai Piane Policing lmplementation Best Practices", 
, 13 March 2013 (2013-03-13), XP002725728, 
Retrieved from the Internet: 
URL:https://web.archive.org/web/20130313135143/http:I/ 
www.cisco.com/web/about/security/intelligence/coppwp_gs.html 
[retrieved on 2014-06-1 2] 

2 The present application does not meet the criteria of Article 33(1) PCT, 

because the subject-matter of claims 1, 11 and 16 is not new in the sense of 
Artìcle 33(2) PCT. 

2.1 The document 01 discloses (the references in parentheses applying to thìs 
document) in terms of claim 1: 

A method, comprising: 

Form PCT/ISA/237 (Separate Sheet] (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US20i 4/027723 

at a computing platform comprising at least one processor, memory, and 
communication interface (network device in Figures 1 and 2): 

receiving, via the communication interface, a plurality of packets (paragraph 
55; traffic is received by the network device); 
responsive to a determination that an overload condition has occurred in one 
or more networks associateci with the computing platform, applying, by the 
processor and to at least some of the plurality of packets, a first group of 
packet-filtering rules that comprises at least one five-tuple indicatìng a first set 
of packets that should be al!owed to continue toward their respective 
destinations, wherein applying the first group of packet-filtering rules includes 
allowing at least a first portion of the plurality of packets that fall wìthin the first 
set of packets to continue toward their respective destinations (paragraphs 24, 
56 and table in pages 9-i0; in response to an attack trigger, a rute set is 
activated by the network device, said rute set incfuding disabling ali traffic 
excfuding the management traffic, RR1); and 

responsive to a determination that the overload condition has been mitigated 
to a first degree, applying, to at least some of the plurality of packets, a 
second group of packet-filtering rules that comprises at least one five-tuple 
indicating a second set of packets that should be allowed to continue toward 
their respectìve destinations, wherein applying the second group of packet­
filtering rules includes allowing at least a second portion of the plurality of 
packets that fall within the second set of packets to continue toward their 
respective destinations, and wherein the second group of packet-filtering rules 
is less restrictive than the first group of packet-filtering rules (paragraph 24; 
upon detection of a new triggering condition, a fess restrictive set of filtering 
rules is implemented by the networking device). 

Since all the features of claim i are known in combination from document Di, 
the subject-matter of claim 1 is not new (Article 33(2) PCT). Therefore, 
claim 1 is not allowable (Article 33(1) PCT). 

2.2 The same reasoning applies, mutatis mutandis, to the subject-matter of the 
corresponding independent claims 11 and 16, which therefore are also 
considered not new ( Article 33(2) PCT). 

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT /US2014/027723 

2.3 Furthermore, it is noted that the disclosure of document 02 (see page 4) 
would also render the subject-matter of claims 1, 11 and 16 not new or at least 
not inventive. 

3 None of the dependent claims 2-1 O, 12-15 and 17-20 contain additional 
features which lead the subject-matter to be both new and inventive (see 
documents 01-03 and the corresponding passages cited in the search 
report). 

Re Item VII 

Certain defects in the international application 

The independent claims are not in the two-part form in accordance with Rule 6.3(b) 
PCT, which in the present case would be appropriate, with those features known in 
combination from the prior art being placed in the preamble (Rule 6.3(b)(i) PCT) and 
with the remaining features being included in the characterising part (Rule 6.3(b)(ii) 
PCT). 

The features of the claims are not provided with reference signs placed in 
parentheses (Rule 6.2(b) PCT). 

The description is not in conformity with the claims as required by Rule 5.1 (a)(iii) 
PCT. 

Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background art 
disclosed in the documents 01-03 is not mentioned in the description, nor are 
these documents identified thereìn. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 3) (EPO-April 2005) 
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PATENT COOPERATION TREATY 

PCT 
INTERNATIONAL SEARCH REPORT 

(PCT Artide 18 and Rules 43 and 44) 

PCT /US2010/054520 

Applicant's or agent's file reference 
FORFURTHER see F orm PCT /ISA/220 

1743/2 PCT ACTION as well as, v,;here applicable, item 5 below. 

International application No. International filing date (daylmonthlyear) (Earliest) Priority Date (day/monthlyear) 

PCT /US2010/054520 28 OCTOBER 2010 (28.10.2010) 28 AUGUST 2009 (28.08.2009) 

Applicant 

GREA T W ALL SYSTEMS et al 

This Intemational search report has been prepared by this International Searching Authority and is transmitted to the applicant according 
to Article 18. A copy is being transmitted to the Intemational Bureau. 

This international search report consists of a tota] of 3 sheets. 

D It is also accompanied by a copy of each prior art document cited in this report. 

1. Basis of the report 
a. With regard to the language, the international search was carried out on the basis of: 

the intemational application in the language in which it was filed 

a translation ofthe international application into _____________ , which is the language ofa 
translation furnished for the purposes ofinternational search (Rules 12.3(a) and 23.l(b)) 

b. D This intemational search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)). 

c. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

2. D Certain claims were found unsearchable (See Box No. II) 

3. D Unity of invention is lacking (See Box No. III) 

4. With regard to the title, 

~ the text is approved as submitted by the applicant. 

D the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

~ the text is approved as submitted by the applicant. 

O the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant 

may, within one month from the date ofmailing ofthis international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a. the figure ofthe drawings to be published with the abstract is Figure No. 1 

~ as suggested by the applicant. 

D as selected by this Authority, because the applicant failed to suggest a figure. 

D as selected by this Authority, because this figure better characterizes the invention. 

b. D none ofthe figure is to be published with the abstract. 

Form PCT11SA/210 (first sheet) (July 2009) 
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INTERNATIONAL SEARCH REPORT Intemational application No. 

PCT /US2010/054520 
A. CLASSIFICATION OF SUBJECT MATTER 

H04L 12/22(2006.0l)i, H04L 12/26(2006.0l)i, H04L 12/56(2006.0l)i, H04L 29/06(2006.0l)i 

According to Intemational Patent Classification (IPC) orto both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
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PATENT COOPERATION TREATY 
From the 
INTERNATIONAL SEARCHING AUTHORJTY 

To: 
GREGORY A. HUNT PCT 
JENKINS, WILSON, TAYLOR & HUNT, P.A. 
SUITE 1200 UNIVERSITY TOWER 
3100 TOWER BOULEV ARD 
DURHAM, NC 27707 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Date of mailing 
(davlmonthlvear) 

. (PCT Rule 43bis:I) 

O 3 JUL 2008 
Applicant's or agent's file reference 

1498/3/2 PCT 

FOR FURTHER ACTION 

Intemational application No. l International filing date (day/month/year) 

PCT/US06/l 1291 28 March 2006 (28.03.2006) 
International Patent Classification (IPC) or both national classification and IPC 

IPC: 
USPC: 
Applicant 

H04L 9/00( 2006.0I),G06F 9/00,15/16/17/00,15/18( 2006.01) 
726/1,11,25;713/163,166 

W AKE FOREST UNIVERSITY 

1. Thìs opinion contains indications relating to the following items: 

C8J 
□ 

Box No. I 

Box No. II 

Basis ofthe opinion 

Priority 

See paragraph 2·below 

I 
Priority date (day/monthlyear) 

28 March 2005 (28.03.2005) 

□ 
□ 

Box No. III 

Box No. IV 

Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

Lack of unity of invention 

C8J Box No. V 

□ Box No. VI 

□ Box No. VII 

□ Box No. VIII 

Reasoned statement under Rule 43bis.l(a)(i) with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international applìcation 

Certain observatìons on the intemational application 

2. FURTHER ACTION 
If a demand for intemational preliminary examìnation is made, this opinion will be considered to be a wri!ten opinion of the 
Intemational Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an 
Authority other than this one to be the IPEA and the chosen IPEA has notified the Intematìonal Bureau under Rule 66.lbis(b) 
that writtenopinions ofthis International Searching Authority will not be so éonsidered. 

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the 
IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing 
ofForm PCT/ISN220 or before the expiration of22 months from the priority date, whichever expires Iater. 

Por further options, see Form PCT/ISA/220. 

3. For further details, see notes to Form PCT/ISA/220. 

Name and mailing address ofthe ISA/ US 
Mail Stop PCT, Attn: ISA/US 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Facsimile No. (571) 273-3201 
Form PCT/ISN237 (cover sheet) (Aprii 2007} 

Date of completion of this opinion 

24 June 2008 (24.06.2008} 

Authorized officer 

Ayaz Sheikh DESnF?t,H A 
F/1.R/\f_C(·/.~ ~i! 

Telephone No. 571-272-3000 

s 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of this opinion 

I. With regard to the language, this opinion has been establìshed on the basis of: 

cgj the international application in the Ianguage in which it was filed 

Intemational application No. 

PCT/US06/l 1291 

□ a translation ofthe intemational application into ___, which is the language of a translation furnished for the purposes of 
international search (Rules 12.3(a) and 23.l(b)). 

2. O This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified to this 
Authority under Rule 91 (Rule 43bis.l(a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the intemational application, this opinion has been 
established on the basis of: 

a. type of materia! 

O a sequence listing 

O table(s) related to the sequence listing 

b. format of materiai 

O onpaper 

O in electronic form 

c. time offiling/furnishìng 

4.0 

O contained in the intemational application as filed. 

O filed together with the intemational application in electronic fonn. 

O fumished subsequently to this Authority for the purposes of search. 

In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been filed 
or fumished, the required statements that the information in the subsequent or additional copies is identica} to that in the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Form PCT/ISA/237(Box No. I) {Apnl 2007} 
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INTERNATIONAL SEARCHING AUTHORJTY 

lntemational application No. 
PCT/US06/11291 

Box No. V Reasoned statement under Rule 43 bis.l(a)(i) with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

1. Statement 

Novelty(N) Claims 1-41 

Claims NONE 

Inventive step (IS) Claims 1-41 

Claìms NONE 

Industriai applicability (IA) Claims 1-41 

Claims NONE 

2. Citations and explanations: 

YES 

NO 

YES 

NO 

YES 

NO 

Claims 1-41 meet the criteria set out in PCT Article 33(2)-(3), because the prior art does not teach or fairly suggest optimization of 
firewall policy management for intrusion detection and intrusion prevention while maintaining the integrity ofthe originai policy. Prior 
art does not teach a heuristic to order firewall rules the reduces average number of comparison by calculating a probability indication a 
lìkelìhood of receivìng a packet matching the rule sorted in order of non-increasing probability while maintaining the integrity of 
firewall polìcy. 

Claims 1-41 meet the criteria set out in PCT Article 33 (4) because the subject matter claimed can be made or used in industry. 

Form PCT/ISA/237 (Box No. V) (Apnl 2007) 
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From the 
INTERNATIONAL SEARCHJNG AUTHORITY 

To: 
GREGORY A. HUNT PCT 
JENKlNS, WILSON & TAYLOR, P.A. 
SUITE 1400 UNIVERSITY TOWER 
3100 TOWERBOULEVARD 
DURHAM, NC 27707 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.l) 

Date of mailing l l E 'ln 1~ 

(day/month(year) s p / I ,Oa 
Applicant' s or agent' s file reference 

1498/3/3 PCT 

FOR FURTHERACTION 

International application No. I International filing date (day/monthlyear) 

PCT/US05/47008 22 December 2005 (22.12.2005) 

International Patent Classification (IPC) or both national classification and IPC 

IPC: 
USPC: 
Applicant 

G06F 17/00( 2006.01) G06F 17/00(2006.01) 
726/14 

WAKE FOREST UNIVERSITY 

1. This opinion contains indications relating to the following items: 

[g] 

□ 
BoxNo.I 

Box No. II 

Basis ofthe opinion 

Priority 

See paragraph 2 below 

I 
Priority date (day/monthlyear) 

22 December 2004 (22.12.2004) 

□ 
□ 

Box No. III 

Box No. IV 

Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

Lack ofunity of invention 

~ BoxNo. V Reasoned statement under Rule 43bìs. l(a)(i) with regard to novelty, inventive step or industriai 

applicability; citations and explanations supporting such statement 

□ BoxNo. Vl 

□ BoxNo. VIl 

□ BoxNo. VIII 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

2. FURTHER ACTION 
If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the 

International Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an 

Authority other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66. lbis(b) 

that written opinions of this International Searching Authority will not be so considered. 

1f this opinion ìs, as provìded above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the 

IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing 

of Form PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later. 

For further options, see Form PCT/ISA/220. 

3. For further details, see notes to Fonn PCT/ISA/220. 

Name and mailing address ofthe ISA/ US 
Mail Stop PCT, Attn: ISNUS 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Facsimile No. (571)273-3201 
Form PCT/ISA/237 (cover sheet) (Aprii 2005) 

Date of completion ofthis opinion 

16 August 2006 (16.08.2006) 

Authorized officer 

Nasser G Moazzarni 

Telephone No. 571-272-2100 
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WRITTENOPINIONOFTHE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of this opinion 

1. With regard to the language, this opinion has been established on the basis of: 

[Xl th.e intemational application in th.e language in which it was filed 

International application No. 

PCT/US0S/47008 

□ a translation of the international application into __ , which is the language of a translation furnished for the purposes of 
international search (Rules 12.3(a) and 23. l(b)). 

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed 
invention, this opinion has been established on the basis of: 

a. type of materiai 

O a sequence listing 

D table(s) related to the sequence listing 

b. format of material 

□ 
□ 

onpaper 

in electronic fonn 

c. time of filing/furnishing 

3. □ 

O contained in the international application as filed. 

O filed together with the intemational application in electronic form. 

O fumished subsequently to this Authority for the purposes of search. 

In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been filed 
or furnished, the required statements that the infonnation in the subsequent or additional copies is identical to that in the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

4. Additional comments: 

Form PCT/lSA/237(BoxNo. I) (Apnl 2005) 
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. 
Intemational application No. WRI'ITENOPINIONOFTHE PCT/US05/47008 INTERNATIONAL SEARCHING AUTHORITY 

Box No. V Reasoned statement under Rule 43 h.is'.l(a)(i) with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

1. Statement 
J 

Novelty(N) Claims NONE YES 
Claims 1-52 NO 

Inventive step (IS) Claims NONE YES 
Claims 1-52 NO 

Industriai applicabilìty (IA) Claims 1-52 YES 
Claims NONE NO 

2. Cìtations and explanations: 

Please See Continuation Sheet 

Fonn PCT/ISA/237 (Box No. V) (Apnl 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Supplemental Box 
In case the space in any of the preceding boxes is not sufficient. 

V. 2. Citations and Explanations: 

International app1ication No. 
PCT/USOS/47008 

Claims 1-52 Iack novelty under PCT Artide 33(2) as being anticipated by Xu (U.S. Patent Pub. No. 2002/0038339 Al). 

Regarding claims 1 and 31, Xu teaches a function-paralle1 firewall/system comprising: a first firewall node for filtering received packets using a first porti on of a rule set including a plurality of rules, the first portion including less than ali ofthe rules in the rule set (figure 13, reference number 1361); and at 1east one second firewall node for filtering packets using a second porti on of the rule set, the second portion including at least one rule in the rule set that is not present in the first portion (figure 13, reference number 1362), wherein the first and second portions together include all oftherules in the rule set (paragraph 0170). 
Regarding claim 2, Xu teaches wherein the first and second portions respectively include rules present in first and second levels of a firewall hierarchy (figure 9E). 

Regarding claim 3, Xu teaches wherein the first and second firewall nodes are connected to each other such that the rules in the first leve! are applied to received packets before the rules in the second leve1 (paragraph 0092). 

Regarding claim 4, Xu teaches wherein the first firewall node is adapted to forward packets that pass one ofthe rules in the first portion to an internal network in a manner that bypasses the second firewall node (paragraph O 122). 
Regarding claim 5, Xu teaches wherein the first firewall node is adapted to discard packets that fai! one ofthe rules in the first porti on (paragraph O 171 ). 

Regarding claim 6, Xu teaches wherein the rules in the second portion are more processor-intensive than the rules in the first portion (paragraph 0170). 

Regarding claim 7, Xu teaches comprising: 
a packet distributor for replìcating each packet to the first and second firewall nodes (figure 13, reference number 1390); and a gate machine for collecting results of applying the first and second portions ofthe rule setto each packet from the first and second firewall nodes and for makin<> a forwardino decision b:i<:ed on the results (fi<,ure n reference number 1300). Form PCT/ISA/237 (Supplemental Box) (April 2005) 
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WRITTEN OPINION OF THE 
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Supplemental Box 
In case the space in any of the preceding boxes is not sufficient. 

Intemational application No. 
PCT/USOS/47008 

Regarding claim 8, Xu teaches whereìn each ofthe first and second firewatl nodes is adapted to process the packets in a 
pipelined manner and wherein the gate machìne is adapted to maintain state information for multiple packets simultaneously (paragraph 
0168). 

Regarding claim 9, Xu teaches wherein the gate machine is adapted to signal the second fuewall node when processing of a 
packet is no longer needed due to matching of the packet with one of the rules used by the first firewall node (paragraph O 119). 

Regarding claim 1 O, Xu teaches wherein the first and second firewall nodes implement rules of the same hierarchical level 
(figure 9E). 

Regarding claim 11, Xu teaches wherein at Ieast one of the rules in the first portion is present in the second porti on to provi de 
redundancy (paragraph O 177). 

Regarding claims 12 and 22, Xu teaches wherein the first and second firewall nodes are configured to implement a gateless 
design wherein the rules are distributed among the first and second firewall nodes such that for any given packet, one ofthe first and 
second firewaU nodes will accept the pack et and the other of the first and second firewall nodes will deny the packet (paragraph 020 l ). 

Regarding claim 13, Xu teaches wherein thefirst and second firewall nodes are implemented on different physical machines 
(figure 13, reference number 1361, 1362, and 1363). 

Regarding claim 14, Xu teaches wherein the firstand second firewall nodes are implemented on different processors in the 
same machine (paragraph 0244). 

Regarding claims 15 and 28, Xu teaches wherein the first and second firewall nodes are adapted to simultaneously process 
copies of the same packets (figure 12, reference number 1261-1263). 

Regarding claims 16, 24, 32, and 36, Xu teaches wherein the rule set includes firewall rules for filtering packets based on 
packetheaders (paragraph 0091). 

Regarding claims 17, 25, 33, and 37, Xu teaches wherein the rule set includes intrusion detection rules for filtering packets 
based on packet payloads (paragraph 0091 ). 

Regarding claims 18, 26, 34, and 38, Xu teaches wherein the rule set includes intrusion protection rules for filtering packets 
based on a combination of packet headers and packet payloads (paragraph 0091 ). 

Regarding claim 19, Xu teaches a stateful function-paralle1 firewall system comprising: 
a first function-parallel firewall subsystem including a plurali1y of firewall nodes implementing a first rule set for filtering 

packets arriving in a network, wherein the first function-paral!el firewall subsystem includes at least fi.rst and second firewall nodes 
respectively implementing first and second portions ofthe first rule set, the first portion including at least one mie that is not present in 
the second portion (figure 13, reference number 1361 and figure 8, INBOUND PACKETS); and 

a second function-parallel firewaU sub-system including a second set offirewall nodes implementing a second rule set for 
filtering packets dcparting from the network, wherein the second function-parallel firewall subsystem includes at least third and fourth 
firewall nodes, the third and fourth firewall nodes implementing first and second portions ofthe second rule set, the first porti on of the 
second rule set including at least one rule that is not present in the second portion ofthe second rule set, wherein the first and second 
function-parallel firewall subsystems share state information regarding connections established through the first and second sets of 
firewall nodes (figure 13, reference number 1362 and figure 8, OU1BOUND PACKETS). 

Regarding claim 20, Xu teaches comprising a database node coupled to the first and second function-parallel firewall 
subsystems, wherein the database node stores the state infonnation, wherein the first set of firewall nodes obtains state information 
regarding connections established through the second set of firewall nodes from the database node, and wherein the second set of firewall 
nodes obtains state infonnation regarding connections established through the first set of firewall nodes from the database node (figure 
14, reforence number 1471-1473). 

Regardìng claim 21, Xu teaches wherein the first and second sets offirewall nodes store copies ofthe state infonnation 
maintained by the database node (paragraph 0014). 

Regarding claim 23, Xu teaches wherein the firewall nodes ofthe first subsystem are adapted to simultaneously process copies 
ofthe same packets arriving in the network and wherein the firewall nodes in the second subsystem are adapted to simultaneously 
process copies of packets departing from the network (figure 12, reference number 1261-1263). 

Regarding claim 27, Xu teaches a fuewall grid comprising: 
a nluralitv nf firewall nodes beino nhvsicallv connected to each other via a network for filterin<r nack-ets ffionre 12 reference 

Form PCTIISN237 (Supplemental Box) (April 2005) 
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number 1261, 1262, and 1263); and 

Intemational application No. 
PCT/US05/47008 

a controller for controlling logica! connections between the fuewall nodes, wherein the controller is adapted to configure the firewall nodes in a logica! f"rrewall hierarchy without changing physical connections between the firewall nodes (paragraph O 165-0167). 
Regarding claim 29, Xu teaches wherein the logical fuewall hierarchy comprises a function-parallel hierarchy where individuai :firewall nodes implement different portions of a rule set (figure 13, reference number 1361-1363). 

Regarding claim 30, Xu teaches wherein the controller is adapted to detect congestionata f"rrst leve! in the firewall hierarchy and is adapted to reconfigure the logical connections between the fuewall nodes to add a firewall node from another leve! in the firewall hierarchy to the leve! at which congestion was detected (figure 17). 

Regarding claims 35 and 50, Xu teaches a method/computer program product for controlling access to a network based on a set of packet filtering rules distributed in a function-parallel manner, the method comprising: distributing packet filtering rules of a rule set among a plurality of different nodes in a function-parallel manner so that at least some ofthe different nodes implement different portions ofthe rule set (:figure 13, reference number 1361-1363); replicating packetsto each ofthe nodes (paragraph 0168); and applying the rules to filter the packets (paragraph O 170). 

Regarding claim 39, Xu teaches comprising, receiving a first packet at a first node, determining whetherthe packet matches a first rule implemented by the f"rrst node, and, in response to determining that a match occurs, notifying the other nodes ofthe match (paragraph 0119). 

Regarding claim 40, Xu teaches comprising, at the other nodes, ceasing processing of the first pack et (paragraph O 119). 
Regarding claims 41 and 51, Xu teaches a method/computer program product for distributing rules in a function-parallel fuewall, the method comprising: 
defining a rule set fora function-parallel firewall (paragraph O 168); assigning rules in the rule setto nodes and branches in a trie data structure, wherein each node in the trie data structure corresponds to a data field and each branch represents a value for each data field to be compared to values in corresponding fields in received packets (figure 13, reference number 1361-1363 and paragraph 0170); and pruning the trie data structure in a manner that preserves ordering ofthe rules in the rule set (:figure 20, deleting certain entries in 2091, 2092, and 2093). 

Regarding claim 42, Xu teaches wherein pruning the trie data structure includes pushing a rule to its descendants and deleting the originai rule (figure 20, deleting entries in 2091-2093). 

Regarding claim 43, Xu teaches comprising reducing the depth ofthe trie using leve! reordering (paragraph 0246). 
Regarding claim 44, Xu tea eh es wherein assigning rules in the rule setto nodes and branches in the trie data structure includes assigning rules requiring longer processing time to lower levels in the trie (paragraph O 170). 

Regarding claims 45 and 52, Xu teaches a method/computer program product for assigning rules to a plurality of firewall nodes, the method comprising: 
assigning packet filtering rules to nodes in a directed acyclical graph (DAG) (paragraph O 168); representing relationships between rules by edges in the DAG (figure 9E); and distributing the rules among a plurality of firewall nodes using the DAG such that different firewall nodes implement different rules and such that relationships between the rules specified in the DAG are preserved (figure 13, reference number 1361-1363 and paragraph 0170). 

Regarding claim 46, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes distributing the rules such that intersecting accept rules are not present in more than one fuewall node (figure 9E, rules that overlap are blacked out). 

Regarding claim 47, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes distributing the rules such that the edges to not span multiple firewall nodes (figure 9E, rules that overlap are blacked out). 
Regarding claim 48, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes replicating deny rules in each ofthe firewall nodes (paragraph O 177). 

Regarding claim 49, Xu teaches comprising eliminating a deny rule implemented by a first firewall node in response to determining that the deny rule for the first firewall node includes no inbound edges and outbound edges from the frrst deny rule terminate only in a superset deny rule (paragraph 0177). 

Form PCT/ISA/237 (Supplemental Box) (Aprii 2005) 
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FILTERING NETWORK DATA TRANSFERS 

CROSS-REFERENCE TO RELATED APPLICATION 

[0001] This application is a continuation of and claims priority to U.S. Patent Application 

Serial No. 14/625,486, filed on February 18, 2015, and entitled "FILTERING NETWORK DATA 

TRANSFERS," which is a continuation of U.S. Patent Application Serial No. 13/795,822, filed on 

March 12, 2013, now U.S. Patent No. 9,124,552, and entitled "FILTERING NETWORK DATA 

TRANSFERS." The disclosures of these two priority applications are incorporated by reference 

herein in their entirety and made part hereof. 

BACKGROUND 

[0002] The TCP/IP network protocols (e.g., the Transmission Contro! Protocol (TCP) and the 

Internet Protocol (IP)) were designed to build large, resilient, reliable, and robust networks. Such 

protocols, however, were not originally designed with security in mind. Subsequent developments 

have extended such protocols to provide for secure communication between peers (e.g., Internet 

Protocol Security (IPsec)), but the networks themselves remain vulnerable to attack (e.g., 

Distributed Denial-of-Service (DDoS) attacks, phishing attacks, and the like). 

[0003] A category of cyber attack known as exfiltrations (e.g., stealing sensitive data or 

credentials via the Internet) has proven to be especially difficult for conventional cyber defense 

systems to prevent. A first cause is that many exfiltrations are facilitated by using popular network 

data transfer protocols, such as the Hypertext Transfer Protocol (HTTP) used by the World Wide 

Web, that often appear to an observer (e.g., a conventional cyber defense system) as normai 

network behavior. A second cause is that typical network trust models, such as those used by 

network firewalls, interpret exfiltrations as trusted operations. A third cause is that human users 

often knowingly or unknowingly engage in network activities that are vulnerable to attack. A 

fourth cause is the generai inability of conventional cyber defense systems to scale sufficiently to 

counter a cyber threat; for example, with respect to traffic volumes, network link speeds, network 

performance (e.g., latency and packet loss requirements), network usage policy enforcement, etc. 

Accordingly, many cyber attacks (e.g., DDoS attacks and exfiltrations) leverage Internet-scale 
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characteristics to achieve their goals. Moreover, beyond those enumerated here, there are other 

causes for the failure of conventional, state-of-the-art cyber defense systems to prevent cyber 

attacks, such as exfiltrations. 

SUMMARY 

[0004] The following presents a simplified summary in arder to provide a basic understanding 

of some aspects of the disclosure. lt is neither intended to identify key or criticai elements of the 

disclosure nor to delineate the scope of the disclosure. The following summary merely presents 

some concepts in a simplified form as a prelude to the detailed description below. 

[0005] Aspects of this disclosure relate to filtering network data transfers. In some variations, 

multiple packets may be received. A determination may be made that a portion of the packets 

have packet header field values corresponding to a packet filtering rule. Responsive to such a 

determination, an operator specified by the packet filtering rule may be applied to the portion of 

packets having the packet header field values corresponding to the packet filtering rule. A further 

determination may be made that one or more of the portion of the packets have one or more 

application header field values corresponding to one or more application header field criteria 

specified by the operator. Responsive to such a determination, at least one packet transformation 

function specified by the operator may be applied to the one or more of the portion of the packets. 

[0006] In some embodiments, a network packet filter may be located at a boundary between a 

secured network and an unsecured network (e.g., the Internet). The filter may observe packets 

traversing the network link between the secured network and the unsecured network. The filter 

may be capable of comparing certain packet header information (e.g., source and destination IP 

address(s), source and destination port(s), and protocol type(s)) with one or more packet filtering 

rules, which may define a network usage policy or network security policy. One or more of the 

rules may be associated with an operator that may be applied to a packet that matches one or more 

criteria specified by the rule. 

[0007] Such packet filters may implement at least two operators: an identity operator, which 

may allow the packet to continue towards its destination, and a null operator which may prevent, 

or block, the packet from continuing towards its destination. In some embodiments, the network 

packet filter may implement one or more additional operators having the capability to determine 
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ifa packet contains an application-level header that specifies a particular method associated with 

a data transfer protocol; and, if so, whether to apply an identity operator or null operator to the 

packet. To distinguish a network packet filter that implements said additional operators from 

network packet filters that do not, a network packet filter that implements such additional operators 

will be referred to hereinafter as a packet security gateway (PSG). 

[0008] For example, such an operator may be able to perform one or more of the following 

functions: (1) determine if an IP packet traversing a boundary contains an HTTP packet (e.g., an 

application-level HTTP packet) that specifies one or more specific HTTP methods (e.g., GET, 

PUT, POST, etc.), and (2) allow the packet (e.g., ifa GET method is specified), or block the packet 

(e.g., ifa PUT or POST method is specified). One or more administrators of the secured network 

may associate such an operator with one or more rules in a network security policy in arder to 

enforce, via the PSG, a Web usage policy that may, for example, allow users to surf (e.g., GET) to 

one or more web sites attached to the Internet, but may prevent such user(s) from one or more of 

writing ( e.g., PUT) data files or posting ( e.g., POST) forms to one or more web sites. For example, 

administrator(s) may utilize such functionality to prevent one or more exfiltrations (e.g., file 

transfers containing sensitive information, posting oflogin credentials (usemames and passwords), 

etc.) to network nodes (e.g., web sites) that they may not trust. 

[0009] Other details and features will be described in the sections that follow. 

BRIEF DESCRIPTION OF THE DRA WINGS 

[0010] The present disclosure is pointed out with particularity in the appended claims. 

Features of the disclosure will become more apparent upon a review of this disclosure in its 

entirety, including the drawing figures provided herewith. 

[0011] Some features herein are illustrated by way of example, and not by way of limitation, 

in the figures of the accompanying drawings, in which like reference numerals refer to similar 

elements. 

[0012] FIG. 1 illustrates an exemplary network environment in which one or more aspects of 

the disclosure may be implemented. 

[0013] FIG. 2 illustrates an exemplary packet security gateway. 

- 3 -
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[0014] FIG. 3 illustrates an exemplary dynamic security policy with operators that filter on 

data transfer protocol, or application-layer protocol, header information. 

[0015] FIG. 4 illustrates an exemplary method for protecting a secured network by enforcing 

one or more network usage policies or network security policies. 

DET AILED DESCRIPTION 

[0016] In the following description of various illustrative embodiments, reference is made to 

the accompanying drawings, which form a part hereof, and in which is shown, by way of 

illustration, various embodiments in which aspects of the disclosure may be practiced. lt is to be 

understood that other embodiments may be utilized, and structural and functional modifications 

may be made, without departing from the scope of the present disclosure. 

[0017] V arious connections between elements are discussed in the following description. 

These connections are generai and, unless specified otherwise, may be director indirect, wired or 

wireless, physical or logica!. In this respect, the specification is not intended to be limiting. 

[0018] FIG. 1 illustrates an exemplary network environment 100 in which one or more aspects 

of the disclosure may be implemented. Referring to FIG. 1, network 102 may function as an 

interconnect between networks 104, 106, and 108. For example, network 102 may be the public 

Internet, or some other large TCP/IP network functioning as an interconnect between one or more 

Locai Area Networks (LANs) or Wide-Area Networks (W ANs), (e.g., the Non-classified Internet 

Protocol (IP) Router Network (NIPRNet), operated by the United States Defense lnformation 

Systems Agency (DISA)). Networks 104, 106, and 108 may be LANs or WANs operated by or 

otherwise associated with various organizations (e.g., one or more commerciai enterprises, 

companies, universities, military commands, government agencies, or cyber criminal 

organizations). 

[0019] For example, a geographically distributed commerciai enterprise X may own and 

operate networks 104 and 106, and use network 102 (e.g., the Internet) to interconnect networks 

104 and 106, and to access other networks (e.g., other networks not owned or operated by 

enterprise X) attached to network 102. One or more computing devices (e.g., workstations, 

servers, etc.) of enterprise X may be attached to network 104 or 106. Network 108 may be owned 
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and operated by a cyber criminal organization Z, which may attempt to steal information (e.g., 

sensitive data) from enterprise X, for example, via network 102. Members of organization Z may 

attach one or more computing devices (e.g., workstations or servers) to network 108, and may use 

these workstation(s) or server(s) to attack or collect data from one or more networks affiliated with 

enterprise X (e.g., network 104 or 106). 

[0020] As used herein, a packet security gateway (PSG) may include one or more computing 

devices configured to receive packets, and apply one or more filters or operators, including an 

identity (e.g., allow) or null (e.g., block) operator, to the packets. In some embodiments, a packet 

security gateway may be configured to apply one or more additional operators as described herein. 

As used herein, a security policy management server may include one or more computing devices 

configured to communicate a dynamic security policy to a packet security gateway. In some 

embodiments, a security policy management server may be configured to perform one or more 

additional functions as described herein. As used herein, a dynamic security policy may include 

one or more rules, messages, instructions, files, data structures, or the like specifying criteria 

corresponding to one or more packets and may identify one or more operators to be applied to 

packets corresponding to the specified criteria. In some embodiments, a dynamic security policy 

may specify one or more additional parameters as described herein. 

[0021] Network environment 100 may include one or more packet security gateways and one 

or more security policy management servers. For example, network environment 100 may include 

packet security gateways 110 and 112, and security policy management server 114. One or more 

security policy management servers may be associated with a protected network. For example, 

networks 104 and 106 may each be distinct LAN s associated with a common enterprise X, and 

may each form part of a protected or secured network associated with security policy management 

server 114. Enterprise X may desire to prevent cyber attacks (e.g., exfiltrations) from one or more 

of its networks (e.g., network 104 or 106). Accordingly, it may locate one or more packet security 

gateways at each boundary between its networks and one or more public interconnect networks 

(e.g., network 102), which may be utilized by a cyber criminal, such as organization Z, to attempt 

to remotely access its networks ( e.g., network 104 or 106), and which may, for example, potentially 

be used to attempt to transfer data from one or more of its networks (e.g., network 104 or 106) to 

one or more networks affiliated with organization Z (e.g., network 108). For example, packet 
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security gateway 110 may protect network 104 from one or more cyber attacks (e.g., exfiltrations) 

mediated by network 102 (e.g., the Internet), and packet security gateway 112 may protect network 

106 from one or more cyber attacks (e.g., exfiltrations) mediated by network 102. 

[0022] As will be described in greater detail below, each of one or more packet security 

gateways associated with a security policy management server may be configured to receive a 

dynamic security policy from a security policy management server, receive packets associated 

with a network protected by the packet security gateway, and perform one or more operations 

specified by the dynamic security policy on the packets. For example, each of packet security 

gateways 110 and 112 may be configured to receive a dynamic security policy from security policy 

management server 114. Each of packet security gateways 110 and 112 may also be configured 

to receive packets associated with networks 104, 106, or 108. Each of packet security gateways 

110 and 112 may further be configured to apply one or more rules or operators specified by the 

dynamic security policy received from security policy management server 114 to packets 

associated with networks 104, 106, or 108. 

[0023] FIG. 2 illustrates an exemplary packet security gateway according to one or more 

aspects of the disclosure. Referring to FIG. 2, as indicated above, packet security gateway 110 

may be located at network boundary 202 between networks 104 and 102. Packet security gateway 

110 may include one or more processors 204, memory 206, network interfaces 208 and 210, packet 

filter 212, and management interface 214. Processor(s) 204, memory 206, network interfaces 208 

and 210, packet filter 212, and management interface 214 may be interconnected via data bus 216. 

Network interface 208 may connect packet security gateway 110 to network 104. Similarly, 

network interface 210 may connect packet security gateway 110 to network 102. Memory 206 

may include one or more program modules that when executed by processor(s) 204, may configure 

packet security gateway 110 to perform one or more of various functions described herein. 

[0024] Packet security gateway 110 may be configured to receive a dynamic security policy 

from security policy management server 114. For example, packet security gateway 110 may 

receive dynamic security policy 218 from security policy management server 114 via management 

interface 214 (e.g., via out-of-band signaling) or network interface 208 (e.g., via in-band 

signaling). Packet security gateway 110 may include one or more packet filters or packet 

discriminators, or logie for implementing one or more packet filters or packet discriminators. For 

- 6 -

IPR2023-01353 Page 01455



-- Patent Application -- Attorney Docket No. 007742.00091 

example, packet security gateway 110 may include packet filter 212, which may be configured to 

examine information associated with packets received by packet security gateway 110 and forward 

such packets to one or more of operators 220,222, or 224 based on the examined information. For 

example, packet filter 212 may examine information associated with packets received by packet 

security gateway 110 (e.g., packets received from network 104 via network interface 208) and 

forward the packets to one or more of operators 220, 222, or 224 based on the examined 

informati on. 

[0025] As will be described in greater detail below, dynamic security policy 218 may include 

one or more rules and the configuration of packet filter 212 may be based on one or more of the 

rules included in dynamic security policy 218. For example, dynamic security policy 218 may 

include one or more rules specifying that packets having specified information should be 

forwarded to operator 220, that packets having different specified information should be forwarded 

to operator 222, and that all other packets should be forwarded to operator 224. Operators 220, 

222, and 224 may be configured to perform one or more functions on packets they receive from 

packet filter 212. For example, one or more of operators 220, 222, or 224 may be configured to 

forward packets received from packet filter 212 into network 102, forward packets received from 

packet filter 212 to an IPsec stack (not illustrated) having an IPsec security association 

corresponding to the packets, or drop packets received from packet filter 212. In some 

embodiments, one or more of operators 220, 222, or 224 may be configured to drop packets by 

sending the packets to a locai "infinite sink" (e.g., the /dev/null device file in a UNIX/LINUX 

system). 

[0026] FIG. 3 illustrates an exemplary dynamic security policy in accordance with one or more 

embodiments. Referring to FIG. 3, dynamic security policy 218 may include rules 1 302, 2 304, 

3 306, 4 308, 5 310, 6 312, and 7 314. Each of these rules may specify criteria and one or more 

operators that may be applied to packets associated with (e.g., matching) the specified criteria. 

The specified criteria may take the form of a five-tuple, which may, for example, comprise one or 

more values selected from, packet header information, specifying a protocol type of the data 

section of an IP packet (e.g., TCP, User Datagram Protocol (UDP), Internet Contro! Message 

Protocol (ICMP), or one or more other protocols), one or more source IP addresses, one or more 

source port values, one or more destination IP addresses, and one or more destination ports. 
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[0027] For example, rule I 302 may specify that IP packets containing one or more TCP 

packets, originating from a source IP address that begins with 140.210, having any source port, 

destined for an IP address that begins with 140.212, and destined for port 22 (e.g., associated with 

the Secure Shell (SSH) protocol) should have an ALLOW operator (e.g., an identity operator) 

applied to them. Similarly, rule 2 304 may specify that IP packets containing one or more TCP 

packets, originating from a source IP address that begins with 140.210, having any source port, 

destined for an IP address that begins with 140.212, and destined for port 25 (e.g., associated with 

the Simple Mail Transfer Protocol (SMTP)) should have an ALLOW operator applied to them. 

[0028] Rule 3 306 may specify that IP packets containing one or more TCP packets, 

originating from a source IP address that begins with 140.210, having any source port, destined 

for an IP address that begins with 140.212, and destined for port 110 (e.g., associated with Post 

Office Protocol version 3 (POP3)) should have an ALLOW operator applied to them. 

[0029] Rule 4 308 may specify that IP packets containing one or more TCP packets, 

originating from a source IP address that begins with 140.210, having any source port, destined 

for an IP address that begins with 140.212, and destined for port 143 (e.g., associated with the 

Internet Message Access Protocol (IMAP)) should have an ALLOW operator applied to them. 

[0030] Rule 5 310 may specify that IP packets containing one or more TCP packets, 

originating from a source IP address that begins with 140.210, having any source port, destined 

for an IP address that begins with 140.212, and destined for port 443 (e.g., associated with the port 

for the Hypertext Transfer Protocol Secure (HTTPS) protocol) should have a specified Transport 

Layer Security (TLS) protocol (e.g., REQUIRE-TLS 1.1-1.2) operator (as described in greater 

detail below) applied to them. 

[0031] Rule 7 314 may be a "wildcard" rule and may apply a BLOCK operator (e.g., a null 

operator which "drops" any packets it is applied to) to any packets that do not match the criteria 

of any of Rules 1 302, 2 304, 3 306, 4 308, 5 310, or 6 312 (e.g., when rules 1 302, 2 304, 3 306, 

4 308, 5 310, 6 312, and 7 314 are applied to packets in a linear fashion). 

[0032] As described above with respect to FIG. 1, networks 104 and 106 may be owned or 

operated by enterprise X. Enterprise X may have allocated IPv4 addresses 140.210.0.0/16 to 

network 104, and IPv4 addresses 140.212.0.0/16 to network 106. Enterprise X may have loaded 
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PSG 110 with dynamic security policy 218, and may utilize PSG 110 to enforce one or more 

network security policies embodied in one or more rules of dynamic security policy 218 to restrict 

network communications between networks 104 and 106 (e.g., to secure system logins, e-mail, 

encrypted web sessions, and the like). For example, based on standard usage of ports, rule 1 302 

may allow any hosts attached to network 104 to conduct Secure Shell (SSH) sessions (e.g., system 

logins) with any hosts attached to network 106; rule 2 304 may allow any e-mail servers attached 

to network 104 to conduct SMTP sessions (e.g., e-mail transfer sessions) with any e-mail servers 

attached to network 106; rule 3 306 and rule 4 308, may respectively allow e-mail clients attached 

to network 104 to conduct POP3 and IMAP sessions (e.g., e-mail download sessions into a 

webmail browser application) with any e-mail servers attached to network 106; and rule 5 310 may 

allow web browsers attached to network 104 to conduct HTTPS sessions (e.g., secure web 

sessions) with any web servers attached to network 106, but may, as described in greater detail 

below, utilize the REQUIRE-TLS-1.1-1.2 operator to ensure that only HTTPS secure web sessions 

using version 1.1 or 1.2 of the Transport Layer Security (TLS) protocol to secure such HTTPS 

sessions are allowed (e.g., because the popular TLS version 1.0 protocol has a known security 

vulnerability that attackers may exploit to decrypt HTTPS sessions). 

[0033] Rule 6 312 may specify that IP packets containing one or more TCP packets, 

originating from a source IP address that begins with 140.210., having any source port, destined 

for an IP address that begins with 200.214, and destined for port 80 (e.g., associated with the HTTP 

protocol) should have an HTTP-EXFIL operator applied to them. As described in greater detail 

below, an HTTP-EXFIL operator may allow HTTP packets containing a GET method, but may 

block HTTP packets containing other HTTP methods (e.g., PUT, POST, CONNECT, etc.). Such 

an operator may thus allow a web browser to "surf the web" ( e.g., download web pages hosted by 

web servers), but may prevent the web browser from writing files to a web server (e.g., using the 

PUT method), posting forms (e.g., forms that might contain login credentials, such as usemames 

or passwords) to a web server (e.g., using the POST method), or otherwise communicating with a 

web server (e.g., using any HTTP method except GET). Because attackers may often use HTTP 

PUT or POST methods to exfiltrate sensitive data, operators such as HTTP-EXFIL may be used 

to stop such exfiltrations. 
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[0034] Returning to the example described above, organization Z may own or operate network 

108, and may have allocated network IP addresses 214.0.0.0/8 to network 108. Enterprise X may 

not have a business relationship with organization Z, and may therefore not consider network 108 

to be trusted. While enterprise X could simply block all communications to networks that are 

owned or operated by organizations it does not fully trust, this would likely result in enterprise X 

blocking access to most of the Internet. Enterprise X' s employees, therefore, could not free I y surf 

the Web, which may restrict the employees' ability to conduct business on behalf of enterprise X. 

By enforcing sets of rules similar torule 6 312 that may apply operators like or similar to HTTP­

EXFIL, enterprise X may enable its employees to freely surf the web and conduct company 

business, but may prevent one or more cyber attacks (e.g., HTTP-mediated exfiltrations). 

[0035] One function of operators like HTTP-EXFIL and REQUIRE-TLS-1.1-1.2 may be to 

inspect fields in the headers of application packets contained in IP packets, determine field values, 

and depending on the field values, decide to allow, block, or otherwise apply a packet 

transformation function (e.g., encapsulate the packet into a tunnel, alter one or more header field 

values, etc.) to the packets. The logie for this function may be executed by one or more of operators 

220, 222, or 224. The logie may be developed in a high-level programming language such as C. 

An example of such programmatic logie, written in pseudocode, for the HTTP-EXFIL operator, is 

as follows: 

[0036] 

[0037] 

Operator HTTP-EXFIL(ip-packet): 

Inspect app-pkt(ip-packet) match GET return ALLOW; 

Inspect app-pkt(ip-packet) match POST return BLOCK; 

Inspect app-pkt(ip-packet) match PUT return BLOCK; 

Inspect app-pkt(ip-packet) match DELETE return BLOCK; 

Inspect app-pkt(ip-packet) match CONNECT return BLOCK; 

Return BLOCK; 

End Operator HTTP-EXFIL; 

Referring to the above-example, Operator HTTP-EXFIL may accept as input an IP 

packet that matches a rule, such as rule 6 312 of dynamic security policy 218. If the application 

packet contained in the IP packet is an HTTP packet, the value of the HTTP method field in the 

HTTP packet header may be compared to the values that encode the GET, POST, PUT, DELETE, 
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and CONNECT methods. Ifa match is found, then the HTTP-EXFIL operator may retum either 

ALLOW or BLOCK, depending on the method value. If no match is found, then the HTTP-EXFIL 

operator may retum BLOCK. 

[0038] An example of programmatic logie, written in pseudocode, for a REQUIRE-TLS-1.1-

1.2 operator is provided below. The REQUIRE-TLS-1.1-1.2 operator may be associated with filter 

rules for HTTPS sessions, such as rule 5 310 of dynamic security policy 218. HTTPS may be used 

to encrypt HTTP sessions. HTTPS is not a protocol per se, but rather the result of layering the 

HTTP protocol on top of the TLS protocol. For an HTTPS session composed of IP packets, the 

application packets contained in the IP packets may be TLS Record Protocol packets. The header 

fields of TLS Record Protocol packets may not be encrypted. One of the header fields may contain 

a value indicating the TLS version. 

[0039] Exemplary programmatic logie for a REQUIRE-TLS-1.1-1.2 operator, written m 

pseudocode, is as follows: 

[0040] 

[0041] 

Operator REQUIRE-TLS-1. l-l .2(ip-packet): 

Inspect app-pkt(ip-packet) match 1.0 retum BLOCK; 

Inspect app-pkt(ip-packet) match 1.1 retum ALLOW; 

Inspect app-pkt(ip-packet) match 1.2 retum ALLOW; 

Retum BLOCK; 

End Operator REQUIRE-TLS-1.1-1.2; 

Referring to the above-example, Operator REQUIRE-TLS-1.1-1.2 may accept as input 

an IP packet that matches a rule, such as rule 5 310 of dynamic security policy 218. If the 

application packet contained in the IP packet is a TLS Record Protocol packet, the value of the 

version field in the TLS Record Protocol packet header may be compared to the values that encode 

version numbers 1.0, 1.1, and 1.2. Ifa match is found, then the REQUIRE-TLS-1.1-1.2 operator 

may retum either ALLOW or BLOCK, depending on the version number value. If no match is 

found, then the REQUIRE-TLS-1.1-1.2 operator may retum BLOCK. 

[0042] The filtering process described herein may be viewed as having two (2) stages: A first 

stage in which the "5-tuple" of IP packet header field values and transport protocol (e.g., TCP, 

UDP, etc.) packet header field values may be filtered; and, a second stage in which application 
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packet header field values may be filtered ( e.g., by applying operator logie similar to that described 

above). Conceptually, the first stage may determine if the network policy allows any 

communications between the resources identified in the 5-tuple rule; if so, the second stage may 

determine if the policy allows the specific method or type of communication (e.g., file read, file 

write, encrypted communication, etc.) between the resources. Such a method may, however, be 

used in other conceptual models. 

[0043] The methods described above may be modified to achieve different functionality and 

may be extended to other data transfer protocols orto other application-layer protocols. These 

methods may provide network administrators with capabilities to enforce network usage policies 

and network security policies that have capabilities and functionalities beyond those described 

above. For example, these methods may provide network administrators with capabilities to 

prevent exfiltrations that are mediated by other data transfer protocols besides HTTP and HTTPS. 

Examples of such protocols include File Transfer Protocol (FTP) and messaging protocols such as 

eXtensible Messaging and Presence Protocol (XMPP). Moreover, new network applications may 

emerge in the future which may use new data transfer protocols or application-layer protocols to 

which the present methods may be applied. These methods may also be used for purposes other 

than network policy enforcement and exfiltration prevention. For example, it may be useful for a 

packet filter to rapidly detect if an IP packet contains a Real-time Transport Protocol (RTP) 

application packet used to deliver audio or video information (e.g., ifa cyber attack based on RTP 

has yet to be discovered, network administrators may choose to not process RTP packets through 

the cyber security defense systems that may be protecting their networks). 

[0044] FIG. 4 illustrates an exemplary method for protecting a secured network in accordance 

with one or more embodiments of the present disclosure. The steps may be perf ormed at one or 

more packet security gateways associated with a security policy management server. For example, 

each of packet security gateways 110 and 112 may be associated with security policy management 

server 114, and the steps may be performed at packet security gateway 110 or 112. At step 400, 

packets may be received. For example, packet security gateway 110 may receive packets from 

network 104 via network interface 208 that are destined for network 106. At step 402, a 

determination may be made as to whether a portion of the received packets have packet header 

field values corresponding to a packet filtering rule. For example, a determination may be made 

- 12 -

IPR2023-01353 Page 01461



-- Patent Application -- Attorney Docket No. 007742.00091 

as to whether a portion of the packets received from network 104 have packet header field values 

(e.g., one or more of one or more data section protocols, one or more source IP addresses, one or 

more source ports, one or more destination IP addresses, or one or more destination ports) 

corresponding torule 5 310. At step 404, responsive to determining that one or more of the portion 

of received packets have packet header field values corresponding to the packet filtering rule, an 

operator specified by the packet filtering rule may be applied to the portion of the received packets. 

For example, the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 may be applied to the 

portion of the received packets. 

[0045] At step 406, a determination may be made as to whether one or more application header 

field values of one or more of the portion of the received packets correspond to one or more 

application header field criteria specified by the operator. For example, a determination may be 

made as to whether one or more of the portion of the received packets have application header 

field values corresponding to one or more application header field criteria of the REQUIRE TLS-

1.1-1.2 operator specified by rule 5 310 ( e.g., application header field values corresponding to TLS 

version 1.1 or 1.2). At step 408, responsive to determining that one or more of the portion of 

received packets have application header field values corresponding to one or more application 

header field criteria specified by the operator, a packet transformation function specified by the 

operator may be applied to the one or more of the portion of the received packets. For example, 

an ALLOW packet transformation function specified by the REQUIRE TLS-1.1-1.2 operator may 

be applied to the one or more of the portion of the received packets having application header field 

values corresponding to one or more application header field criteria of the REQUIRE TLS-1.1-

1.2 operator specified by rule 5 310 (e.g., each of the one or more of the portion of the received 

packets may be allowed to continue toward their respective destinations). The method may then 

return to step 400 and await receipt of one or more additional packets (e.g., one or more additional 

packets from network 104 received via network interface 208 that are destined for network 106). 

[0046] Returning to step 406, a determination may be made as to whether one or more 

application header field values of one or more of the portion of the received packets correspond to 

one or more application header field criteria specified by the operator. For example, a 

determination may be made as to whether one or more of the portion of the received packets have 

application header field values corresponding to one or more application header field criteria of 
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the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 ( e.g., application header field values 

corresponding to TLS version 1.1 or 1.2). Responsive to determining that one or more of the 

portion of received packets have application header field values that do not correspond to one or 

more application header field criteria specified by the operator, one or more additional packet 

filtering rules may be applied to the one or more of the portion of the received packets. For 

example, rule 7 314 may be applied to the one or more of the portion of the received packets having 

application header field values that do not correspond to one or more application header field 

criteria of the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 (e.g., each of the one or 

more of the portion of the received packets may be blocked from continuing toward their respective 

destinations). The method may then return to step 400 and await receipt of one or more additional 

packets (e.g., one or more additional packets from network 104 received via network interface 208 

that are destined for network 106). 

[0047] Returning to step 402, a determination may be made as to whether a portion of the 

received packets have packet header field values corresponding to a packet-filtering rule. For 

example, a determination may be made as to whether a portion of the packets received from 

network 104 have packet header field values (e.g., one or more of one or more data section 

protocols, one or more source IP addresses, one or more source ports, one or more destination IP 

addresses, or one or more destination ports) corresponding to rule 5 310. Responsive to 

determining that the portion of received packets have packet header field values that do not 

correspond to the packet filtering rule, one or more additional packet filtering rules may be applied 

to the one or more of the portion of the received packets. For example, rule 7 314 may be applied 

to the portion of received packets that do not have packet header field values that correspond to 

rule 5 310 ( e.g., each of the portion of the received packets may be blocked from continuing toward 

their respective destinations). The method may then return to step 400 and await receipt of one or 

more additional packets (e.g., one or more additional packets from network 104 received via 

network interface 208 that are destined for network 106). 

[0048] The functions and steps described herein may be embodied in computer-usable data or 

computer-executable instructions, such as in one or more program modules, executed by one or 

more computers or other devices to perform one or more functions described herein. Generally, 

program modules include routines, programs, objects, components, data structures, etc. that 
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perform particular tasks or implement particular abstract data types when executed by one or more 

processors in a computer or other data processing device. The computer-executable instructions 

may be stored on a computer-readable medium such as a hard disk, optical disk, removable storage 

media, solid-state memory, RAM, etc. As will be appreciated, the functionality of the program 

modules may be combined or distributed as desired in various embodiments. In addition, the 

functionality may be embodied in whole or in part in firmware or hardware equivalents, such as 

integrated circuits, application-specific integrated circuits (ASICs), field programmable gate 

arrays (FPGA), and the like. Particular data structures may be used to more effectively implement 

one or more aspects of the disclosure, and such data structures are contemplated to be within the 

scope of computer executable instructions and computer-usable data described herein. 

[0049] Although not required, one of ordinary skill in the art will appreciate that various 

aspects described herein may be embodied as a method, an apparatus, or as one or more computer­

readable media storing computer-executable instructions. Accordingly, those aspects may take the 

form of an entirely hardware embodiment, an entirely software embodiment, an entirely firmware 

embodiment, or an embodiment combining software, hardware, and firmware aspects in any 

combination. 

[0050] As described herein, the various methods and acts may be operative across one or more 

computing devices and one or more networks. The functionality may be distributed in any manner, 

or may be located in a single computing device (e.g., a server, a client computer, etc.). 

[0051] Aspects of the disclosure have been described in terms of illustrative embodiments 

thereof. Numerous other embodiments, modifications, and variations within the scope and spirit 

of the appended claims will occur to persons of ordinary skill in the art from a review of this 

disclosure. For example, one of ordinary skill in the art will appreciate that the steps illustrated in 

the illustrative figures may be performed in other than the recited arder, and that one or more steps 

illustrated may be optional. 
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CLAIMS 

What is claimed is: 

1. A method comprising: 

receiving, by a computing system and from a computing device located in a first network, 

a plurality of packets, wherein the plurality of packets comprises a first portion of packets and a 

second portion of packets; 

responsive to a determination by the computing system that the first portion of packets 

comprises data corresponding to criteria specified by one or more packet-filtering rules configured 

to prevent a particular type of data transfer from the first network to a second network, wherein 

the data indicates that the first portion of packets is destined for the second network: 

applying, by the computing system and to each packet in the first portion of packets, 

a first operator, specified by the one or more packet-filtering rules, configured to drop 

packets associated with the particular type of data transfer; and 

dropping, by the computing system, each packet in first portion of packets; and 

responsive to a determination by the computing system that the second portion of packets 

comprises data that does not correspond to the criteria, wherein the data indicates that the second 

portion of packets is destined for a third network: 

applying, by the computing system and to each packet in the second portion of 

packets, and without applying the one or more packet-filtering rules configured to prevent 

the particular type of data transfer from the first network to the second network, a second 

operator configured to forward packets not associated with the particular type of data 

transfer toward the third network; and 

forwarding, by the computing system, each packet in the second portion of packets 

toward the third network. 
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ABSTRACT 

Aspects of this disclosure relate to filtering network data transfers. In some variations, 

multiple packets may be received. A determination may be made that a portion of the packets 

have packet header field values corresponding to a packet filtering rule. Responsive to such a 

determination, an operator specified by the packet filtering rule may be applied to the portion of 

packets having the packet header field values corresponding to the packet filtering rule. A further 

determination may be made that one or more of the portion of the packets have one or more 

application header field values corresponding to one or more application header field criteria 

specified by the operator. Responsive to such a determination, at least one packet transformation 

function specified by the operator may be applied to the one or more of the portion of the packets. 
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lnformation: 

42 Non Patent Literature 

Warnings: 

lnformation: 

43 Non Patent Literature 

Warnings: 

lnformation: 

17920268_ 1 _ 17936575.pdf 

17949695 _ 1 _ 17954003.pdf 

Examination_report_ 1107 _ 179 
71763.PDF 

Non­
Final_Rejection_892_ 1449_ 1 

7967478.pdf 

AUFirstEXam_ 17988909.pdf 

154479 

327c57ef9aaf24c59b40ae7d298d36d2ea4( 
1261 

91536 

4f342d662e 17ef4b0f97d50d89ea43a 1 Sf09 
8bd2 

233390 

ea2ab8ea9b22be899b5e4a32d079f436a81 
87228 

1156475 

3e4da3Sc3cb92b86749ebdf8db80e0da3f4 
94217 

265946 

b20Sb9fb4 2ea35 b902bd 6fa3 d 3f1 03 2d 26b 
65832 

1537046 
Notice_of_Allowance_and_Fee1 ________ -----i 

s_Due_PTOL-85_INTVSUMEX_ 
_892_1449_18076047.pdf 

OTT01-7836061-vl-
PAT _83577W-1 _Corr_from_PT 
O_-_Office_Action_ 18087198. 

PDF 

d 8a8ad44e 35 9 3cdfa 76b2c0fdf96303 6e 70b 
deb1 

282227 

53790041 ea 1 a9ccf9b6b0c734e50b 1 01 b9b 
12690 

no 3 

no 4 

no 7 

no 36 

no 3 

no 38 

no 4 
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44 Non Patent Literature 

Warnings: 

lnformation: 

45 Non Patent Literature 

Warnings: 

lnformation: 

46 Non Patent Literature 

Warnings: 

lnformation: 

47 Non Patent Literature 

Warnings: 

lnformation: 

48 Non Patent Literature 

Warnings: 

lnformation: 

49 Non Patent Literature 

Warnings: 

lnformation: 

50 Non Patent Literature 

Warnings: 

lnformation: 

OTT0l _-7838337-vl­
PAT_83380W-1 _Corr_to_PTO_-

393438 

_Office_Action_ 18096434.PDF 83111a6b651a98ad89407303a2fc324f52H 
e058 

OTT0l _-7861591-vl-
PAT _83575W-1 _Corr_from_PT 
O_-_Office_Action_ 18101654. 

PDF 

18105700_1_18116178.pdf 

Non­
Final_Rejection_892_ 1449_ 1 

8140604.pdf 

285929 

c87d71516445919f7dfca6a0e 1 dd62aa5Se1 
463a 

1041266 

9b9dace0d9e37e051 b27e2662c1 8d1 d91 f3 
11243 

1584757 

a988730b4239ed429a4344dc8b 1 ddd5c65 
372a63 

695760 
Notice_of_Allowance_and_Fee, _________ __. 

s_Due_PTOL-85_ 1449 _ 18158 
549.pdf 

14698560_18178105.pdf 

461671807412c0444aa64839e61 ec957956 
Oa367 

607977 

4554608d6aeb 13Sec74 7c1 2682f1 efe3200~ 
1e51 

618186 

Notice_of_Allowance_and_Fee1-------------i 
s_Due_PTOL-85_ 1449 _ 18260 

634.pdf c096dbb 16fe 1 eb240566458b09f7Sd6cb 1 e 
bc3b1 

no 6 

no 5 

no 30 

no 42 

no 14 

no 6 

no 11 

IPR2023-01353 Page 01479



599424 
Notice_of_Allowance_and_Fee 

51 Non Patent Literature s_Due_PTOL-85 - 1449_18267 no 13 
002.pdf 0b2c0b642ad7a9989fab20f9bf3f01260918 

d1b5 

Warnings: 

lnformation: 

2205864 
Non-

52 Non Patent Literature Final_Rejection_892_ 1449_ 1 no 58 
8421167.pdf d09Sbc1 e87e7d 1f9ace363a034b7f0af5e71 

ea6b 

Warnings: 

lnformation: 

Corr_from_WIPO_-_-
658968 

53 Non Patent Literature - Notification_of _ T ransmittal_o 
no 13 

f The lnternational Search Re - - - - 63Sa0e3688a652b4c29d2045Sc11 d91 ba6c 

port_ 18522354.pdf 754cb 

Warnings: 

lnformation: 

1042411 
lnformation_Disclosure_State 

54 
lnformation Disclosure Statement (IDS) 

ment_Fillable_PDF _ 1 _of_3_ 18 no 24 
Form (5B08) 

554771.pdf 3f784462d5fe87b8725720625e038bbf844 
8Sb7 

Warnings: 

lnformation: 

184376 

55 Power of Attorney 
Centripetal_POA_ 18554686. 

no 1 
PDF 

21 c73e74c207437bda0e0eb884e1 e57c7f1 
41552 

Warnings: 

lnformation: 

79566 

56 
00091 _Specification_ 18554942 

yes 17 
.pdf 

a0fd3b 11294f4ee00e5cd7eac3ef99a2acfb 
Sc6 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 15 

Claims 16 16 

Abstract 17 17 

Warnings: 
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lnformation: 

58272 

57 
Drawings-only black and white line Drawi ngs_as_fi led_i n_parent_ 

no 4 
drawings 00774200035_ 18554324.PDF 

fS cc78f8e4a42d OcaS 6b04 9e922e 7 bd 1 f4 fc 
f06 

Warnings: 

lnformation: 

540936 

58 Oath or Declaration filed 
Declaration_as_filed_in_parent 

no 1 
_00774200035_ 18554319.PDF 

5581 ca43c958b206Sf43ada 121 a61402dd4 
afdae 

Warnings: 

lnformation: 

Total Files Size (in bytes) 53673743 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. lt serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
lf a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an lnternational Agglication under 35 U.S.C. 371 
lf a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New lnternational Agglication Filed with the USPTO as a Receiving Office 
lf a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Artide 11 and MPEP 181 O), a Notification of the lnternational Application Number 
and of the lnternational Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associaled with lhis Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications thai fall under Secrecy Order may noi be filed electronically.) 

lnventor lnformation: 

Inventar 11 I Remove I 
Legai Name 

Prefix Given Name Middle Name Family Name Suffix 

I El t,ean I t,1oore I El 
Residence lnfarmation (Select One) • US Residency Non US Residency Active US Military Service 

City ~ollis I State/Province I t'JH I Country of ResidencJ I f.Js 

Mailing Address of Inventar: 

Address 1 ~o Centripetal Networks, lnc. 

Address 2 12251 Corporale Park Drive, Suite 150 

City I ~emdon I State/Province I ~A 

Postal Code I ~0111 I Country i I 1us 
AII lnventors Musi Be Listed - Additional Inventar lnformation blocks may be 
generateci within this form by selecting the Add button. I Add I 

Correspondence lnformation: 
Enter either Customer Number or complete the Correspondence lnfarmation section below. 
Far further infarmation see 37 CFR 1.33(a). 

D An Address is being provided far the correspondence lnfarmation of this application. 

Customer Number )2907 

Email Address I I Add Email I I Remove Email I 

Application lnformation: 

Title of the I nvention ~ILTERING NETWORK DATA TRANSFERS 

Attorney Docket Number b07742.00091\US I Small Entity Status Claimed ~ 
Application Type Nonprovisional T 

Subject Matter Utility T 

Total Number of Drawing Sheets (if any) lr I Suggested Figure far Publication (if any) 11 

EFSWeb2.2.12 
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Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (e) and 37 CFR 1.57(a). Do noi complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage lnformation" and "Foreign Priority lnformation"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference lo the previously filed application, subject lo conditions and requirements of 37 CFR 1.57(a). 

;_ 
Application number ofthe previously Filing date (YYYY-MM-DD) lntellectual Property Authority or Country 
filed application 

I 

Publication lnformation: 

□ Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request thai the attached application noi be published under 

□ 
35 U.S.C. 122(b) and certify thai the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, thai requires 
publication at eighteen months after filing. 

Representative I nformation: 

Representative information should be provided far all practitioners having a power of attorney in the application. Providing 
lhis information in the Application Data Sheet does noi constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. lf bolh sections are compleled the customer 
Number will be used for the Representative lnformation during processing. 

Please Select One: • Customer Number I US Patent Practitioner IO Limiled Recognition (37 CFR 11.9) 

Customer Number ~2907 

Domestic Benefit/National Stage lnformation: 
This section allows far the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status I !='atenled H I Remove I 
Application Prior Application Filing Date lssue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD) 

I pontinuation of B 114/625486 ~015-02-18 p686193 ~017-06-20 

EFS Web 2.2.12 
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Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

Prior Application Status I !='atenled H I Remove I 
Application Prior Applicalion Filing Date lssue Date 

Number 
Conlinuity Type 

Number (YYYY-MM-DD) 
Palenl Number (YYYY-MM-DD) 

114/625486 ponlinuation of B 113/795822 ~013-03-12 p124552 ~015-09-01 

Additional Domestic Benefit/National Stage Data may be generated within this form 
I Add I by selecting the Add button. 

Foreign Priority lnformation: 

This section allows far lhe applicanl lo claim priority lo a foreign application. Providing lhis informalion in lhe application data sheet 

conslitutes lhe claim far priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed lo a foreign application 

thai is eligible far relrieval under lhe priority documenl exchange program (PDXi lhe informalion will be used by lhe Office lo 

automalically attempl relrieval pursuanl lo 37 CFR 1.55(i)(1) and (2). Under lhe PDX program, applicanl bears lhe ultimale 

responsibility far ensuring thai a copy of lhe foreign application is received by lhe Office from lhe participaling foreign inlellectual 

property office, or a certified copy of lhe foreign priority application is filed, wilhin lhe lime period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Cadei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First lnventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention thai has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventar to file provisions of the AIA. 
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Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

007742.00091\US Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph B in subsection 1 below). 

Should applicant choose noi to previde an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONL Y reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet canna! be used to previde or rescind 
authorization far access by a foreign IP office(s). lnstead, Form PTO/SB/39 or PTO/SB/69 musi be used as appropriate. 

1. Authorization to Permit Access by a Foreign lntellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to previde the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean lntellectual Property Office (KIPO), the State lntellectual Property Office of the People's Republic of 
China (SIPO), the World lntellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilatera! or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its relateci bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its relateci bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to previde the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded thai the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application thai claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign lntellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. lf this box is checked, the USPTO will noi be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. lf this box is checked, the USPTO will noi be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may previde access to the 
application in accordance with 37 CFR 1.14. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

Applicant lnformation: 

Providing assignment information in lhis section does noi subslitute far compliance with any requirement of part 3 of Tille 37 of CFR 
lo have an assignment recorded by the Office. 

Applicant 11 I Remove I 
lf the applicant is the inventar (or the remaining joint inventar or inventors under 37 CFR 1.45), lhis section should noi be compleled. 
The information lo be provided in lhis section is the name and address of the legai representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person lo whom the inventar is under an obligation lo assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. lf the applicant is an 
applicant under 37 CFR 1.46 (assignee, person lo whom the inventar is obligated lo assign, or person who otherwise shows sufficient 
proprietary interesl) together with one or more joint inventors, then the joint inventar or inventors who are also the applicant should be 
identified in lhis section. 

I Clear I 

• Assignee 
I 

Legai Representative under 35 U.S.C. 117 
I 

Joint Inventar 

Person to whom the inventar is obligated to assign. 
I Person who shows sufficient proprietary interest 

lf applicant is the legai representative, indicate the authority to file the patent application, the inventar is: 

1~1 
Name of the Deceased or Legally lncapacitated Inventar: I 

lf the Applicant is an Organization check here. ~ 
Organization Name I J:entripetal Networks, lnc. 

Mailing Address lnformation Far Applicant: 

Address 1 J251 Corporale Park Drive 

Address 2 $uite 150 

City Herndon State/Province VA 

Country I 1-Js Postal Code 20171 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generateci within this form by selecting the Add button. I Add I 

Assignee lnformation including Non-Applicant Assignee lnformation: 

Providing assignment information in this section does noi substitute far compliance with any requirement of pari 3 of Tille 
37 of CFR to have an assignment recorded by the Office. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

Assignee 11 

Complete lhis section if assignee information, including non-applicant assignee information, is desired lo be included on the patent 
application publication. An assignee-applicant identified in the "Applicant lnformation" section will appear on the patent application 
publication as an applicanl. Far an assignee-applicanl, complete lhis section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
lf the Assignee or Non-Applicant Assignee is an Organization check here. □ 
Prefix Given Name Middle Name FamilyName Suffix 

I B I I I I B 
Mailing Address lnformation Far Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City 11 State/Province 

Country i 11 Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. I Add I 

Signature: Remove 

NOTE: This Application Data Sheet musi be signed in accordance with 37 CFR 1.33(b ). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). lf the applicant is two or more joint inventors, this form musi be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) far the manner of making signatures and certifications. 

Signature liBradley e. Wrighl/ Date (YYYY-MM-DD) 12017 -06-06 

First Name ~radley I Last Name I r'right Registration Number PB,061 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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Attorney Docket Number 007742.00091\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Tille of lnvention FILTERING NETWORK DATA TRANSFERS 

This collection of information is required by 37 CFR 1. 76. The informati on is required lo oblain or relain a benefil by the public which 
is lo file (and by the USPTO lo process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimaled lo take 23 minutes lo complete, including gathering, preparing, and submitting the compleled application data 
sheet form lo the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of lime you require lo 
complete lhis form and/or suggestions far reducing lhis burden, should be seni lo the Chief lnformation Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission ofthe attached form relateci to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the generai authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration ofthe patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
lnformation Act requires disclosure ofthese records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribuna I, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individuai, to whom 
the record pertains, when the individuai has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the lnternational Bureau ofthe World lntellectual Property Organization, pursuanttothe PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
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(iii) [8J has çarried oul a patti a! international search (see Annex) D wiil eslablish the international searoh report 
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lntemationai applicalion No. 

INVITATION TO PAY ADDITIONAL FEES PCT/US2015/024691 

This International Searching Author'ity found multiple (groups of) 
inventions in this international application, as fo11ows: 

L claims: 1-9 

A method far packet filtering based on application-layer 
packet header information 

2. claims: 10-18 

A method for selective packet digest logging 

3. c1aims: 19, 20 

A method for security policy update and management 

:ne lack of unity becomes apparenta posteriori, i.e. for the following 
reasoning document Dl (US20060136987) is taken into account. From this 
prìor art docwnent what is knov-m is a method comprising a security polìcy 
management server ("the controller 13 provides the identifying rule and 
the processing rule" in paragraph [0093]; "the controller may delete from 
the identifying rule/processing rule setting tab1e the identifying rule 
and the processing rule which have net been accessed fora predetennined 
time." in paragraph [0036]) as claimed in claim 1. These features are the 
on l y features common to a 11 the groups of i nvent ·i ons. 
With the reference to the prior art document Dl: 
The third group yields the potential special technical feature of 
receiving, by a security policy management server and from a cornputing 
device, a security update comprising a set of network addresses; 
updating, one or more rules; receiving, from a different computing 
device, a security update comprising a different set of network 
addresses; determining that the different set of network addresses 
includes at least a portion of network addresses included in the set of 
network addresses; and respons·ìve to that "identìfying the at least a 
portion of network addresses included in the set of network addresses, at 
least one of the one or more rules stored in the memory that specifies a 
range of network addresses comprising the at least a portion of network 
addresses; and updating the at least one of the one or more rules to 
include one or more other network addresses included in the different set 
of network addresses. hence solving the objective problem of how to 
manage security policies based on information received from different 
sources comprising overlapping network addresses. 
Moreover, the first and second invention have further common features, 
which are also disclosed in document Dl as shown in the following. From 
document Dl what is further known is: 
receiving ("receive the identifying rule and the processing rule from 
another communi cat i on apparatus 11 in paragraph [0040]), by each of a 
plurality of packet security gateways associated with a security policy 
management server and from the security policy management server ("the 
controller 13 provides the identifying rule and the processing rule" in 
paragraph [0093]; "while the notifying destination of the notifying 

Form PCT/ìSN20G (extrn sheel) (Ju!y i 9l'l2; reprir.l Janumy 2004) 
page 1 of 2 
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ln!emational appiioa.iion No. 

lNVITATION TO PAY ADDITIONAL FEES PCT/US2015/024691 

message ('identHying rule and the processing ru1e) 740 is made the router 
10OC in FIG. 8, the gateway apparatus, a switch, and a management systern 
(not shown) may be made a notifying destination.~ in paragraph [0095]). a 
dynamic security policy ("receive the identifying rule and the processing 
rule from another communication apparatus 11 in paragraph [0040]; "the 
control1er may delete from the identifying rule/processing rule sett·lng 
table the identifying rule and the processing rule which have not been 
accessed fora predetermined time.~ in paragraph [0036]) that includes at 
least one rule specifying a packet transformation function to be 
performed on packets 
receiving, by a packet security gateway of the plurality of packet 
security gateways, packets associateci with a network protected by the 
packet security gateway (ttreceived packet~ in the abstract); 
identifying. by the packet security gateway, from amongst the packets 
associateci with the network protected by the packet security gateway, and 
on a packet-by-packet basis, one or more packets ("identify a protocol 
type of a commun·ication packet transmitted/received by a deviceu in 
paragraph [0028]); and 
performing, by the packet security gateway and on a packet-by-packet 
basls. the packet transformation function on each of the one or more 
packets ( 11 to automaticaìly set the processing rule of the packet 11 ·in 
paragraph [0028]; ~the processing policy may include a policy concerning 
at least one of a service quality class, filtering, and routing of the 
packet.~ in paragraph [0029]) as claimed in claim 1. These features are 
the on1y features cornrnon to the first two groups of inventions, 
With the reference to the prior art document D1: 
The first group yields the potential special technical feature of using 
application-layer packet-header information as the packet identification 
at the gateway, hence solving the objective problem of how to improve the 
scalability issues in high resolution filtering. 
The second group yields the potential special technical feature of using 
a packet digest logging function to the identified packets, hence solving 
the objective problem of how to enable security awareness information in 
a network. 
Consequently, neither the objective problems underlying the subjects of 
the three claimed inventions, nor the solutions as defined by the special 
techn·ìcal features described allow for the link of a common inventive 
concept to be established between said inventions in the meaning of Rule 
13.2 PCT. In conclusion, the three groups of claims are net linked by a 
single general inventive concept. The application hence does not meet the 
requirements of unity of invention as defined in RLi°le 13.1 PCL 

Form PCT/!SN20G (0xtra sheet) (,!uly i 992; reprin! January 2004) 
page 2 of 2 
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Armex to Form PCT/ISA/206 
COMMUNICAT!ON RElATll\!G TO THE RESULTS 

OF THE PARTIAL INTERNATIONAL SEARCH 

lnlemalional Application No 

PCT/US2015/024691 

i .The present communicatìon is an Annex to the invitatlon to pay additional fees (Form PCT/ISfì/206). lt shows the 
results o1 the lniemational search estab,ished on the parts of the intemationi,I application whioh relate to the invention 
first mentioned in claims Nos.: 

Th .see 1 Invitat.ion to.oav adct-
1
itional fees.'h .11 b • bi' h d ,. A .

1 
.R 

1 4
,.. 2. 1s commurnoat1on 1s not tlie 1titerhaliona searoh report wmc w1 e es,a is e accom1ng to rl10 ,, i 8 anc, u e .:i. 

3.lf the applicanl does not pay any additional search fees, the informatìon appearing in this communioation will be 
consldereci as the result o! the international search and wìll be inoluded as sucl1 in the intemational search repoii. 

4.lf the applicunt pays adciitional lees, lhe international searoh report will oontain both the information appearìng in thìs 
oommur.ioation and the results of the intemational searoh on other parts of the international appiioation for which such 
fees wìll have been paid. 

C. DOCUMENTS CONSìDERED TO BE RELEVANT 

Category ° Cltatlon of doomnent, with i~1dicatior1, where appropriate, of tha raleva~;t pe.ssages R<llevanl lD oiaim ~,D. 

X US 2006/136987 Al (0KUDA MASAT0 [JP]) 
22 June 2006 (2006-06-22) 

1-9 

paragraph [0028] - paragraph [0030]; 
figures 1,21 
paragraphs [0033]. [0036], [0040], 
[0093] , [0095] • [8135] 

X US 2007/240208 Al (YU MING-CHE [T1~] ET AL) 1-9 
11 October 2007 (2007-10-11) 
abstract 
paragraphs [0021], [0024] - paragraph 
[0026] 
paragraph [0033] - paragraph [0036] 
paragraph [0039] paragraph [0040] 

A US 2006/146879 Al (ANTHIAS TEFCROS [US] 1-9 
AL) 6 July 2006 (2006-07-06) 
paragraph [0074] - paragraph 
paragraph [0112] - paragraph 
paragraphs [0207], [0208], 

[8076] 
[OU.9] 
[0240] 

A US 8 306 994 B2 (KENWORTHY STACY [US]) 
6 November 2012 (2012-11-06) 

1-9 

abstract; figures 4,6 
colwnn 2 - column 4 
column 6 - column 9 

□ Further doouments are l!sied in lhe con!inuation of box O, 

~ Special categories of cit€d doournents ; 

'A" dooument ciefining lhe generai stata of !he art whioi; is not 
oonoidered !o be of partioular re!Bv.ance 

~E 1
' eariier doaument but publ!shed on or aJler lhe inlernaUona! 

fi!ing date 
r,L II dooument whloh may throw doubts on pnority o:aim(~) or 

whinh is oited !o esiablish the publioation date cf another 
c!tation or other special rea.son (as speoified} 

'"O' dDoumen! rnfen-ing io an crei disolosure, use, exhibition or 
Dther meano 

"P" doownent pubiiahed prior to the intematiomil iiling date but 
later than !he priority date oiaimed 

Fcnn PCTilSfV20G (P,nr.e)·, first shE'0t) {.Ju!y 1992, reprint January 2004} 

[8=.] Patentfamily men1bers t-:1re iisted in mmex. 

"T' later doournenl pubiished afler lhe intemational fiiing date 
or p,iority date and nol in conflic! wi!h the applioation but 
clted lo uncierstand !he. prinaiple or theory undedying the 
invention 

~x 11 donl~ment of partiou!m reievan<:H:); ihe olaimed inventton 
ca1111ot be oonsidered nove! or oannct be cons!dered to 
involve an inventive step when t~,e dom1me,r1t is taken a!one 

'
1Y11 document of partioular re!evo.nce; the clnimed inventi on 

oannot be considered to involve an Inventive stop wtìen the 
dncument !s cornbined wìth eme or more other mmh donu­
mente, such oombination being abviot~s to a person aki!!ed 
in tiie art, 

11 &11 domiment member of the same po.teni famHy 
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PCT/US2015/024691 
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US 2006146879 Al 
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IN'I'ERNATIONAL PRELIMINARY REPORT ON PATENTABILITY 

(Chapter I of the Patent Cooperation Treaty) 

(PCT Rule 44bis) 

Applicant' s or agent' s file reference FOR FURTHER ACTION See item 4 below 
0077 42. 00025 

International application No. International filing date ( daylmonthlyear) I Priority date (daylmonthlyear) 
PCT/US2013/072566 02 December 2013 (02.12.2013) 11 January 2013 (11.01.2013) 

International Patent Classification (8th edition unless older edition indicated) 
See relevant information in Form PCT/ISA/237 

Applicant 
CENTRIPETAL NETWORKS, INC. 

1. This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the 
International Searching Authority under Rule 44 bis.l(a). 

2. This REPORT consists of a total of 5 sheets, induding this cover sheet. 

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a 
reference to the international preliminary report on patentability (Chapter I) instead. 

3. This report contains indications relating to the following items: 

~ Box No. I 

□ Box No. II 

□ Box No. III 

□ Box No. IV 

~ Box No. V 

□ Box No. VI 

□ Box No. VII 

□ Box No. VIII 

Basis of the report 

Priority 

Non-establishment of opinion with regard to novelty, inventive step and industria! 
applicability 

Lack of unity of invention 

Reasoned statement under Artide 35(2) with regard to novelty, inventive step or 
industria! applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

4. Tue International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1 
but not, except where the applicant makes an express request under Artide 23(2), before the expiration of 30 months from 
the priority date (Rule 44bis .2). 

Date of issuance of this report 
14 July 2015 (14.07.2015) 

Tue International Bureau of WIPO 
Authorized officer 

34, chemin des Colombettes Simin Baharlou 1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 e-mail: pt09.pct@wipo.int 

Form PCT/IB/373 (January 2004) 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/ISA/220 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonthlyear) see form PCT/ISAl21 O (second sheet) 

Applicant's or agent's file reference 

see form PCT/ISA/220 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCTAJS2013/072566 
lnternational filing date (daylmonth;year) 

02.12.2013 

lnternational Patent Classification (IPC) or both national classification and IPC 

INV. H04L29/06 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinion contains indications relating to the following items: 

IZl Box No. I Basis of the opinion 

D Box No. Il Priority 

Priority date (daylmonthlyear) 

11.01.2013 

D Box No. lii Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

D Box No. IV Lack of unity of invention 

IZl Box No. V Reasoned statement under Rule 43bis.1 (a)(i) with regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

D Box No. VII Certain defects in the international application 

D Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

lf a demand far international preliminary examination is made, this opinion will usually be considered to be a 
written opinion of the lnternational Preliminary Examining Authority ("IPEA") except that this does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opinions of this lnternational Searching Authority 
will not be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months 
from the date of mailing of Form PCT/lSA!.220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

Far further options, see Form PCT/lSA!.220. 

Name and mailing address of the ISA: 

European Patent Office 
P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk - Pays Bas 
Tel. +31 70 340 - 2040 
Fax: +31 70 340 - 3016 

Form PCTASA-237 (Cover Sheet) (July 2009) 

Date of completion of 
this opinion 

see form 
PCT/ISA-210 

Authorized Officer 

Oliveira, Joel 

Telephone No. +31 70 340-3334 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1 . With regard to the language, this opinion has been established on the basis of: 

IZl the international application in the language in which it was filed 

lnternational application No. 
PCT/US2013t072566 

□ a translation of the international application into , which is the language of a translation furnished tor the 
purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing filed or furnished: 

a. (means) 

□ on paper 

□ in electronic form 

b. (time) 

□ in the international application as filed 

□ together with the international application in electronic form 

□ subsequently to this Authority tor the purposes of search 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that in the 
application as filed or does not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 

Box No. V Reasoned statement under Rule 43bis.1 (a)(i) with regard to novelty, inventive step or 
industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) 

Inventive step (IS) 

Industriai applicability (IA) 

2. Citations and explanations 

see separate sheet 

Form PCTASA/ 237 (Aprii 2007) 

Yes: Claims 2, 3, 6-9, 11, 13, 14, 17-22, 24 
No: Claims 1, 4, 5, 10, 12, 15, 16, 23 

Yes: Claims 
No: Claims 1-24 

Yes: Claims 1-24 
No: Claims 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2013/072566 

Re Item V 

Reasoned statement with regard to novelty, inventive step or industriai applicability; citations 

and explanations supporting such statement 

Reference is made to the following documents: 

D1 EP 1 313 290 A1 (STONESOFT CORP [Fil) 21 May 2003 (2003-05-21) 

D2 WO 2005/046145 A 1 (ERICSSON TELEFON AB L M [SE]) 19 May 2005 (2005-05-19) 

D3 US 2011/055916 A1 (AHN DAVID K [US]) 3 March 2011 (2011-03-03) 

1 The present application does not meet the criteria of Article 33(2) PCT, because the subject­

matter of claims 1, 12 and 23 is not new. 

1 .1 D1 discloses a method comprising, at a network protection device (abstract): 

receiving a first rule set (paragraph [0010], column3 lines 4-7); 

receiving a second rule set (paragraph [0010], column3 lines 4-7); 

preprocessing the first rule set and the second rule set (considered to be implicit 

from paragraphs [0010], [0013], [0040]: when a new set of rules is made available 

it must be made certain that they do not contain errors which could stop the 

filtering of the firewall); 

configuring the network protection device to process packets in accordance with the 

first rule set (paragraph [0010], column3 lines 13-18); 

receiving packets (column 6 lines 23-26); 

processing a first portion of the packets in accordance with the first rule set 

(paragraphs [0010], [0020]); 

reconfiguring the network protection device to process packets in accordance with the 

second rule set (paragraphs [0010], [0024]); and 

processing a second portion of the packets in accordance with the second rule set 

(paragraphs [0010], [0024]). 

1 .2 The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding 

independent apparatus and computer-readable media claims 12 and 23, which therefore are 

also considered not new. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2013/072566 

1.3 Dependent claims 2-11, 13-22 and 24 do not contain any teatures which, in combination with 

the teatures ot any claim to which they reter, meet the requirements ot the PCT in respect ot 
novelty (tor claims 4, 5, 10, 15, 16) and/or inventive step (tor claims 2, 3, 6, 7, 8, 9, 11, 13, 14, 

17, 18, 19, 20, 21, 22, 24) see passages cited in the Search Report. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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PATENT COOPERATION TREATY 

From the INTERNATIONAL SEARCHING AUTHORITY PCT 
To: 

Wright, Bradley NOTIFICATI ON OF TRANSMITTAL OF 

BANNER & WITCOFF, L TD. THE INTERNATIONAL SEARCH REPORT AND 

1100 13th Street, N. W. Suite 1200 
THE WRITTEN OPINION OF THE INTERNATIONAL 

Washington, DC 20005-4051 
SEARCHING AUTHORITY, OR THE DECLARATION 

ETATS-UNIS D'AMERIQUE 

{PCT Rule 44.1) 

Date of mailing 
(daylmonth/year) 

28 January 2016 (28-01-2016) 

Applicant's or agent's file reference 
007742.00064 FOR FURTHER ACTION See paragraphs 1 and 4 below 

lnternational application No. lnternational filing date 

PCT/US2015/062691 (day/month/year) 
25 November 2015 (25-11 -2015) 

Applicant 

CENTRIPETAL NETWORKS, INC. 

The applìcant is hereby notified that the international search report and the written opinion of the lnternational Searching 
Authority have been established and are transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applicant is entitled, if he so wishes, to amend the claims of the lnternational Application (see Rute 46): 

When? The time limit for filing such amendments is normally two months from the date of transmittal of the 
lnternational Search Report. 

How? Directly to lhe lnternational Bureau of WIPO, 34 chemin des Colombettes 
1211 Geneva 20, Swilzerland, Fascimile No.: (41-22) 338.82.70 

For more detailed instructions, see POT Applioant's Guide, lnlernational Phase, paragraphs 9.004 - 9.011. 

The applicant is hereby notified thai no international search report will be established and that the deolaration under 
Article 17(2)(a) to that effect and the written opinion of the lnternational Searching Authority are transmitted herewith. 

With regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applioant is notified that: 

□ 
□ 

the protest together with the deoision thereon has been transmitted to the lnternational Bureau together with any 
applicant's request to forward the texts of both the protesi and the decision thereon to the designateci Offices. 

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Reminders 
The applicant may submit comments on an informai basis on the written opinion of the lnternational Searching Authority 
to the lnternational Bureau. These comments wìll be made available to the public after international publication. The 
lnternational Bureau will send a copy of such comments to all designateci Offices unless an international preliminary 
examination report has been or is to be established. 
Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
lnternational Bureau. lf the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international 
application, or of the priority claim, must reach the lnternational Bureau before the completion of the teohnical preparations for 
international publicatìon (Rules 90bis.1 and 90bis.3). 
Within 19 months from the priority date, but only in respect of some designateci Offices, a demand for international preliminary 
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority 
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the 
prescribed acts for entry into the national phase before those designateci Offices. In respect of other designateci Offices, the 
time limit of 30 months (or later) will apply even if no demand is filed within 19 monlhs. For details about the applicable time 
limits, Office by Office, see www.wipo.int/pct/en/texts/time_limits.html and the POT Applioant's Guide, National Chapters. 

Within 19 months from the priority date, the applicant may request that a supplementary international search be carried 
out by a different lnternational Searching Authority that offers this service (Rute 45bis.1 ). The procedure for requesting 
supplementary international search is described in the POT Applioant's Guide, lnternalional Phase, paragraphs 8.006-8.032. 

Name and mailing address of the lnternational Searching Authority 

~ 
European Patent Office, P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
Tel. (+31-70) 340-2040 

--=-- Fax: (+31-70) 340-3016 

Form PCT/ISA/220 (July 2014) 

Authorized officer 

FINNIE, Alistair 

Tel: +49 (0)89 2399-8251 
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PATENT COOPERATION TREATV 

PCT 
INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44} 

Applicant's or agent's file reference FOR FURTHER see Form PCT/ISA/220 

007742.00064 ACTION as well as, where applicable, item 5 below. 

lnternational application No. lnternational filing date (daylmonth/year) (Earliest) Priority Date (daylmonth/year) 

PCT/US2015/062691 25 November 2015 (25-11-2015) 1 O February 2015 (10-02-2015) 

Applicant 

CENTRIPETAL NETWORKS, INC. 

This international search report has been prepared by this lnternational Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the lnternational Bureau. 

This international search report consists of a total of 3 sheets. 

[8J lt is also accompanied by a copy of each prior art document cited in this report. 

1 . Basis of the report 

2. 

3. 

a. With regard to the language, the international search was carried out on the basis of: 

b. □ 

c. □ 

□ 
□ 

~ the international application in the language in which it was filed 

D a translation of the international application into ___________ , which is the language 
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1 (b)) 

This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)). 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

Certain claims were found unsearchable (See Box No. Il) 

Unity of invention is lacking (see Box No lii) 

4. With regard to the tille, 

[8J the text is approved as submitted by the applicant 

O the text has been established by this Authorìty to read as follows: 

5. With regard to the abstract, 

[8J 

□ 
the text is approved as submitted by the applioant 

the text has been established, aocording to Rule 38.2, by this Authority as it appears in Box No. IV. The applioant 
may, within one month from the date of mailing of this international search report, submit comments to this Authority 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No.-~---­

[8] as suggested by the applicant 

D as selected by this Authority, beoause the app!icant failed to suggest a figure 

O as selected by this Authority, beoause this figure better charaoterizes the invention 

b. D none of the figures is to be published with the abstract 

Form PCT/ISA/210 (first sheet) (January 2015) 
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INTERNATIONAL SEARCH REPORT 
lnternational applicalion No 

PCT/US2015/062691 
A. CLASSIFICATION OF SUBJECT MATTER 

INV. H04L12/701 H04L12/26 
ADD. 

According to lnternational Patent Classification (IPC) orto both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by c!assification symbols) 

H04L 

Documentation searched other than minimum documentation to the extent that such documenta are included in the fields searched 

Electronic data base consulted during the intemational search {name of data base and, where practicable, search terms used) 

EPO-Internal, WPI Data 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of document, wilh indication, where appropriate, of the relevant passages Relevant to claim No. 

X us 2014/281030 Al (CUI LIANG [CN] ET AL) 1-25 
18 September 2014 (2014-09-18) 
paragraph [0002] - paragraph [0003] 
paragraph [0004] 
paragraph [0034] 
paragraph [0046] - paragraph [0048] 
paragraph [0053] 

-----
X us 2004/073655 Al (KAN CHAO [US] ET AL) 1,24,25 

15 Apri 1 2004 (2004-04-15) 
A paragraph [0006] 2-23 

paragraph [0037] 
-----

A wo 2012/146265 Al (VOIPFUTURE GMBH [DE]; 1-25 
SCHOLZ HENDRIK [DE]; WALLBAUM MICHAEL 
[DE]; KRUE) 1 November 2012 (2012-11-01) 
abstract 

-----

□ Further documenta are listed in the continuation of Box C. [] See patent family annex. 

* Special categories of ciled documents : 
"T' later document published after the intemational filing date or priority 

"A" document defining the generai state of the art which is not considered 
date and not in conflict wilh the application but ciled to understand 

to be of particular relevance 
the principle or theory underlying the invention 

"E" earlier application or patent but published on or after the international •x• document of particular relevance; the claimed invention cannot be 
filing date oonsidered nove! or cannot be considered to involve an inventive 

"L' documentwhich may throw doubts on priority c!aim(s) orwhich is step when the document is taken alone 
cited to establish the publication date of another citation or other 'Y' document of particular relevance; the claimed invention cannot be 
special reason (as specified) considered to involve an inventive step when the document is 

•o• document referring to an arai disclosure, use, exhibition or other oombined with one or more other such documenta, such combination 
means being obvious to a person skilled in the art 

•p• document published prior to the international filing date but later than 
the priority date claimed •&• document member of the same patent family 

Date of the actual completion of the intemational search Date of mailing of the intemational searoh report 

21 January 2016 28/01/2016 
Name and mailing address ofthe ISA/ Authorized officer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 

1 Tel. (+31-70) 340-2040, Pai s Gonçalves, A Fax: (+31-70) 340-3016 

Form PCT/ISA/210 (second sheet) (Aprii 2005) 
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INTERNATIONAL SEARCH REPORT 
lnternational application No 

lnformation on patent family members 

Patent document 
cited in search report 

us 2014281030 

us 2004073655 

wo 2012146265 

Al 

Al 

Al 

Form PCT/ISN210 (patent family annex) (Aprii 2005) 

I Publication 
date 

18-09-2014 

15-04-2004 

01-11-2012 

I 
NONE 

EP 
us 

CA 
EP 
us 
wo 

PCT/US2015/062691 
Patent family 
member(s) 

1418705 A2 
2004073655 Al 

2834168 Al 
2702740 Al 

2014089504 Al 
2012146265 Al 

I Publication 
date 

12-05-2004 
15-04-2004 

01-11-2012 
05-03-2014 
27-03-2014 
01-11-2012 
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lnformation on Search Strategy -Pilot phase (see oJ 2015, A86) 
The type of information contained in this sheet may ohange during the pilot for improving 

Application Number 

the usefulness of this new service. 

TITLE: CORRELATING PACKETS IN COMMUNICATIONS NETWORKS 

APPLICANT: CENTRIPETAL NETWORKS, INC. 

IPC CLASSIFICATION: H04Ll2/701, H04L12/26 

EXAMINER: Pais Gonçalves, A 

CONSULTED DATABASES: WPI, EPODOC 

CLASSIFICATION SYMBOLS DEFINING EXTENT OF THE SEARCH: 

IPC: 

CPC: H04l45/00, H04L43/00 

FI / F-TERMS: 

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION: 

PCT/US2015/062691 

.__ ______________________________________ .... 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCTASAQ20 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonth/year) see form PCT/ISAt210 (second sheet) 

Applicant's or agent's file reference 

see form PCTASAQ20 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCTA.JS2015AJ62691 
lntemational filing date (daylmonthlyear) 

25.11.2015 

lnternational Patent Classification (!PC) or both national classification and IPC 

INV. H04L 12/701 H04L 12126 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinion contains indications relating to the following items: 

18] Box No.1 

□ Box No. li 

Basis of the opinion 

Prìority 

Priority date (daylmonth/year) 

10.02.2015 

□ 
□ 

Box No. lii 

Box No. IV 

Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

Lack of unity of invention 

18] Box No. V Reasoned statement under Rule 43bis.1 {a)(i) with regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

t2l Box No. VII Certain defects in the internatìonal application 

t2l Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

lf a demand far international preliminary examination is made, this opinion will usually be considered lo be a 
written opinion of the lnternational Preliminary Examining Authority {"IPEA") except that this does not apply where 
the applicant chooses an Authority other than this one lo be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opinions of this lnternational Searching Authority 
will not be so considered. 

lf this opinìon is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months 
from the date of mailing of Form PCT/lSAi220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

For further options, see Form PCT/lSAi220. 

Name and mailing address of the ISA: 

European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - O 
Fax: +49 89 2399 - 4465 

Form PCT/ISAt237 (Cover Sheet) (January 2015) 

Date of completion of 
this opinion 

seeform 
PCT/ISAt210 

Authorized Officer 

Pais Gonçalves, A 

Telephone No. +49 89 2399-0 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

~ the international application in the language in which it was filed. 

lnternational application No. 
PCT /US2015!062691 

□ a translation of the international application into , which is the language of a translation furnished for the 
purposes of international search (Rules 12.3(a) and 23.1 (b}). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a}) 

3. □ With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing: 

a. □ forming part of the international application as filed: 

□ in the form of an Annex C,.ST.25 text file. 

□ on paper or in the form of an image file. 

b. □ furnished together with the international application under PCT Rule 13ter.1 (a) far the purposes of 
international search only in the form of an Annex C,.ST.25 text file. 

c. □ furnished subsequent to the international filing date for the purposes of international search only: 

□ in the form of an Annex C,.ST.25 t~xt file (Rule 13ter.1(a}). 

□ on paper or in the form of an image file (Aule 13ter.1(b) and Administrative lnstructions, Section 
713). 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that 
forming part of the applìcation as filed or does not go beyond the application as filed, as appropriate, were 
furnished. 

5. Additional comments: 

Form PCTASA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational application No. 
PCT/US2015'°62691 

1. 

2. 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with regard to novelty, inventive step or 
industriai applicability; citations and explanations supporting such statement 

Statement 

Novelty (N) 

Inventive step (IS) 

Industriai applicability (IA) 

Citations and explanations 

see seRarate sheet 

Yes: 
No: 

Yes: 
No: 

Yes: 
No: 

Claims 
Claims 

Claims 
Claims 

Claims 
Claims 

1-25 

1-25 

1-25 

Box No. VII Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 

see seRarate sheet 

Box No. VIII Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 

see seRarate sheet 

Form PCTASA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

Reference is made to the fol!owing documents: 

lnternational application No. 

PCT/US2015/062691 

D1 US 2014/281030 A 1 (CUI LIANG [CN] ET AL) 18 September 2014 

(2014-09-18) 

D2 US 2004/073655 A 1 (KAN CHAO [US] ET AL) 15 Aprii 2004 (2004-04-15) 

section VIII 

1 Claims 1, 24 and 25 do not fulfil the requirements of Article 6 PCT for the 

following reasons: 

1.1 In the claims it is not clear what is meant by the expression "data identifying 

the host", how such data is determined or the purpose of generating and 

transmitti ng said data. 

1.2 According to the description, it seems that this data is used to identify which 

packets are associateci with a particular flow or session. However, this is not 

clear from the wording of the claims. 

1.3 In addition, the desired scope of protection of independent claim 25 is not 

clearly defined due to the wording "one or more". 

section V 

2 Assuming the interpretation indicateci in point 1.2 above, it seems that claim 1 

would be directed to a method of monitoring packets received by a network 

device and packets transmitted by the device and correlating them in order to 

determined that the packets are associateci with a flow. 

2.1 Such a method is already known from the disclosure of D1, see e.g. [0002] to 

[0004] or D2, see e.g. [0037]. 

2.2 The only apparent distinguishing feature between claim 1 and e.g. D1 could 

be that the network device and the host are locateci in different networks. 

2.3 However, such distinguishing feature is a simple modification of the basic 

concept disclosed in D1 lying within the generai design competence of a 

person skilled in the art who would consider such measure to beat least 

implicitly disclosed in D1, see e.g. figures 7 and 1 OA. 

2.4 In addìtion, these arguments are also valici for independent Claim 24, which 

contains the same combination of features as claim 1 in terms of an apparatus 

claim, i.e. the apparatus (system) for carrying out the method of claim 1. 

Form PCT/ISA/237 (Separate Sheel) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2015/062691 

2.5 Said arguments are also valid far independent claìm 25 which is directed to 
computer-readable media comprising ìnstructions essentially to carry out the 

method of claim 1. 

2.6 Therefore, the subject-matter of Claims 1, 24 and 25 does not involve an 
inventive step, Article 33 (1 ), (3) PCT. 

2.7 The additional features of the dependent claims seem to relate to minor 
design detaìls and/or implementation measures, which are known or directly 
derivable from the above-referred documents or constitute normai practice of 
a person skilled in the art. These claims thus, either alone or in combination, 
do not seem to add anything new or of inventive significance to any of the 
previously-referred claims, see passages indicateci in the search report. 

section VII 

3 Having regard to the above objectìons, it is not clear at present which part of 
the application could serve as a basis tor a new and inventive subject-matter. 

4 Should the Applicant nevertheless regard some particular matter of the 
application as having an inventive contribution aver the prior art, then an 
independent claim relating to such subject-matter should be filed. The 
Applicant is also requested to indicate in the letter of reply the difference of 
said subject-matter vis-à-vis the state of the art and the signifìcance thereof. 

4.1 The above-cited documents 01 and 02 should be acknowledged and briefly 
discussed in the opening part of the description, Rule 5.1 (a) (ii) PCT, making 
clear any inventive contribution of the claimed invention aver the prior art. 

4.2 The independent claims should be drafted in a two-part form, having in their 
pre-characterizing part all features known from 01 (referto point 2 above), 
Rule 6.3 (b) (ii) PCT. 

4.3 The opening part of the description should be modified to bring it into 
agreement with the amended claim, Rule 5.1 (a)(iii) PCT, if required. 

4.4 The claims should include reference signs relating to the features referred to 
therein, Rule 6.2 (b) PCT. 
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Embodiments perform end-to-end virtual network flow 
rnonitoring in a virtual datacenter and provide differentiated 
views to users based on user role. A target flow pattern 
describing data packets of interest is distributed to a plurality 
of applications managing VMs in the virtual datacenter, such 
as hosts, virtual gateways, and other virtual network applica­
tions. Each ofthe applications monitors data packets routed 
by the application by comparing the data packets to the flow 
pattern and selectively collecting context data describing the 
data packets. The context data collected by the applications is 
aggregated at a remote server for analysis and reporting. 
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VIRTUAL NETWORK FLOW MONITORING 

BACKGROUND 

[0001] With the increased use of cloud computing and vir­
tualization technologies, virtual datacenter architectures have 
grown in scale and complexity. In some instances, thousands 
ofvirtual machines (VMs) act as hosts, virtual gateways, and 
other network appliances to implement complex virtual net­
works. Troubleshooting network problems in such virtual­
ized environments is difficult with existing monitoring sys­
tems that are not adapted to operate in cloud computing 
environments. Further, some virtual datacenters have mul­
tiple management and data path layers on top ofthe physical 
network infrastrncture. For example, a data path may have a 
network interfuce card layer, a locai area network encapsula­
tion layer, a virtual network appliance layer, an input/output 
layer, and so on. Further, there may be logica! network con­
cepts such as a virtual network, an organization network, 
zone, endpoint, and so on. Because some ofthese layers and 
logica! network concepts do not correspond to traditional 
physical infrastn1cture, some ofthc existing monitoring sys­
tems are in capable of identifying the source of network 
problems in virtualized environments. 
[0002] Some existing monitoring systems provide packet­
based probing by sending probe packets along the data path to 
identify physical network connectivity issues. Such systems, 
however, fai! to present a high-level logica! view to users, fail 
to provi de network flow-basedmonitoring, andfail to provide 
detailed flow infonnation within hosts. Further, the probe 
packets typically terminate at virtual gateways within the 
virtual datacenter due to security policies. In addition, such 
systems have a high resource cost ( e.g., processing, memory, 
latency, etc.) by collecting all network traffic going through 
routers and switches. 
[0003] Other existing systems focus on recording packet 
information within a single host, but these systems fai! to 
provide end-to-end network flow monitoring along the entire 
network data path. 

SUMMARY 

[0004] One or more embodiments described herein provi de 
end-to-end virtual network flow monitoring in a vìrtual data­
center having a plnrality ofvirtual machines (VMs). In some 
embodiments, the virtual datacenterdistributes a flow pattern 
to a plurality of applications managing the VMs. For example, 
the applications are associated with host computing devices, 
virtual gateways, and other network applications. The flow 
pattern describes data packets ofinterest to a user. Each of the 
applications monitors data packets routed by the application 
by, for example, comparing the data packets to the flow pat­
tern. For each of the routed data packets that match the flow 
pattern, applications collect context data describing the data 
packet and transmit the collected context data to a remote 
server. In this manner, the virtual datacenter aggregates, from 
the plurality of applications routing data packcts, contcxt data 
for the data packets that match the flow pattern. The virtual 
datacenter filters the aggrcgated context data based on a role 
associated with the user. The filtered context data is presented 
to the user. 
[0005] This summary introduces a selection of concepts 
that are described in more dctail bclow. This summary is not 
intended to identify essential features, nor to limit in any way 
the scope of the claimed subject matter. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a block diagram of an exemplary host 
computing device. 
[0007} FIG. 2 is a block diagram of virtual machines that 
are instantiated on a computing device, such as the host com­
puting device shown in FIG. 1. 
(0008] FIG. 3 is a block diagram of components associated 
with a virtual datacenter. 
[0009] FIG. 4 is a flowchart of an exemplary method per­
formed by the virtual datacenter to initiate flow monitoring in 
virtual networks in the virtual datacenter. 
[0010) FIG. 5 is a flowchart of an exemplary method per­
formed by a hosl computing device, or other entity managing 
virtual machines, to monitor data packets and collect context 
data for selected data packets. 
(0011] FIG. 6 is a block diagram illustrating exemplary 
flow monitoring in a stack in a host computing device. 
[0012] FIG. 7 is a block diagram illustrating exemplary 
end-to-end flow monitoring between two organizations. 
[0013] FIG. 8 is a block diagram illustrating exemplaty 
end-to-end flow monitoring with network encapsulation. 
[0014] FIG. 9 is a block diagram illustrating exemplary 
flow monitoring at virtual gateways. 
(0015] FIGS. lOA, 10B, and 1 OC are block diagrams illus­
trating exemplary filtering of flow infonnation based on user 
role. 
[0016] Corresponding reference characters indicate corre­
sponding parts throughout the drawings. 

DETAILED DESCRIPTION 

[0017] Embodiments described herein provide a virtual 
network tracing and monitoring system that identifies and 
selectively monitors network flows, based on a target flow 
pattern 130, end-to-end across a virtual network path in a 
virtual datacenter 302. Inaddition to tracing the network flow 
within hosts, aspects ofthe disclosure leverage knowledge of 
virtual datacenter 302 infrastruclure to identify, and enable 
tracing across, logica) network edges or other boundaries 
(e.g., virtual network edges, organization network edges, 
zones, etc.) along the virtual network path. In some embodi­
ments, virtual network appliances selectively produce a 
"footprint" of context data for data packets matching flow 
pattern 130 (e.g., provided by a user 108). The contextdata is 
aggregated at a remote server for analysis and reporting. 
[0018] Aspects of the disclosure further enable different 
users 108 to troubleshoot and identify the source ofnetwork 
issues in different levels within virtual datacenter 302. In 
particular, thc aggregated context data is filtered or otherwise 
mined based on different user roles to generate different vir­
tual network monitoring views for presentation to thc users 
108. This enables the different users 108 to identify the source 
of network issues within virtual datacenter 302 according 
their goals and knowledge levels. 
[0019] Accordingly, aspects of the disclosure trace and 
selectively collect context data for data packets along the 
entire virtual network data path, including across multiple 
processing layers. Further, the tracing may occur periodi­
cally, intennittently, and/or on-demand, with a reduced nega­
tive impact on performance and traffic flooding relative to 
existing systems due at least to the selectively monitoring. For 
exan1ple, the network traffic is monitorcd without gencrating 
ping messages. As such, aspects of the disclosure provide a 
consistent, user-differentiated, one-stop troubleshooting and 
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reporting experience to users 108. For example, different 
users 108 can troub leshoot network issues by operating on the 
same management workflow and user interface, without 
accessing lower leve! infrastrncture information. 
[0020] An example of a virtualized environment is next 
described. 
[0021] FIG. 1 is a block diagram of an exemplary host 
computing device 100. Host computingdevice 100 includes a 
processor 102 for executing instructions. In some embodi­
ments, executable instrnctions are stored in a memory area 
104. Memory area 104 is any device allowing infonnation, 
such as executable instructions and/or other data, to be stored 
and retrieved. For example, memory area 104 may include 
one or more random access memory (RAM) modules, flash 
memory modules, hard disks, solid state disks, and/or optical 
disks. 
[0022] As described fhrther herein, memory 104 stores at 
least one of flow pattern 130 for use in monitoring data 
packets. 
[0023] Host computing device 100 may include a user 
interface device 110 for receiving data from user 108 and/or 
for presenting data to user 108. User 108 may interact indi­
rectly with host computing device 100 via another computing 
device such as VMware's vCenter Server or other manage­
ment device. User interface device 110 may include, for 
example, a keyboard, a pointing device, a mouse, a stylus, a 
touch sensitive pane! (e.g., a touch pad or a touch screen), a 
gyroscope, an accelerometer, a position detector, and/or an 
audio input device. In some embodiments, user interface 
device 110 operates to receive data from user 108, while 
another device (e.g., a presentation device) operates to 
present datato user 108. Inotherembodiments, userinterface 
device 110 has a single component, such as a touch screen, 
that functions to both output data to user 108 and receive data 
from user 108. In such embodiments, user interface device 
11 O operates as a presentation device for presenting informa­
tion to user 108. In such embodiments, user interface device 
110 represents any component capable of conveying infor­
mation to user 108. For example, user interface device 110 
may include, without limitation, a display device ( e.g., a 
liquid crystal display (LCD), 01-ganic light emitting diode 
(OLED) display, or "electronic ink" display) and/or an audio 
output device (e.g., a speaker or headphones). In some 
embodiments, user interface device 110 includes an output 
adapter, such as a video adapter and/or an audio adapter. An 
output adapter is operatively coupled to processor 102 and 
configured to be operatively coupled to an output device, such 
as a display device or an audio output device. 
[0024] Host computing device 100 also includes a network 
commmtlcation interface 112, wltlch enables host computing 
device 100 to communicate with a remote device (e.g., 
another computing device) via a communication medium, 
such as a wired or wireless packet network. For example, host 
computing device 100 may transmit and/or receive data via 
network communication interface 112. User interface device 
110 and/or network communication interface 112 may be 
referred to collectively as an input interface and may be 
configured to receìve information from user 108. 
[0025] Host computing device 100 further includes a stor­
age interface 116 that enables host computing device 100 to 
communicate with one or more datastores, which store virtual 
disk images, software applications, and/or any other data 
suitable for use with the methods described herein. In exem­
plary embodiments, storage interface 116 couples host com-
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puting device 100 to a storage area network (SAN) (e.g., a 
Fibre Channel network) and/or to a network-attached storage 
(NAS) system (e.g., via a packet network). The storage inter­
face 116 may be integrated with network communicatìon 
interface 112. 
[0026} FIG. 2 depicts a block diagram of virtual machines 
2351 , 2352 ... 235N that are instantiated on host computing 
device 100. Host computing device 100 includes a hardware 
platform 205, such as an x86 architecture platform. Hardware 
platform 205 may include processor 102, memory area 104, 
network communicatìon interface 112, user interface device 
110, and other input/output (I/0) devices, such as a presen­
tatìon device 106 (shown in FIG. l). A virtualization software 
layer, also referred to hereinafter as a hypervisor 210, is 
installed on top of hardware platform 205. 
[0027] The virtualization software layer supports a virtual 
machine execution space 230 within which multiple vìrtual 
machines (VMs 2351 -235 N) may be concurrently ìnstantiated 
and executed. Hypervisor 21 O includes a device driver layer 
215, and maps physical resources of hardware platfonn 205 
( e.g., processor 102, memory area 104, network commmtlca­
tion interface 112, and/or user interface device 110) to "vir­
tual" resources of each ofVMs 2351 -235,v such that each of 
VMs 2351 -235,vhas its own virtual hardware platform ( e.g., a 
corresponding one ofvirtnal hardwareplatfonns 2401-240N), 
each virtual hardware platform having its own emulated hard­
ware (such as a processor 245, a memory 250, a network 
communicatìon ìnterface 255, a user interface device 260 and 
other emulated I/0 devices in VM 235 1). Hypervìsor 210 may 
manage ( e.g., monitor, initiate, and/or terminate) execution of 
VMs 2351 -235Naccording to policies associated wìth hyper­
vìsor 210, suchas a polìcy specifying that VMs 2351 -235,vare 
to be automatically restarted upon unexpected tern1ination 
and/or upon htltialization ofhypervisor 210. In addition, or 
altematively, hypervisor 210 may manage execution VMs 
235c235N based on requests received from a device other 
thanhostcomputingdevice 100. Forexample, hypervisor210 
may receive an execution instrnction specifying the i1tltiation 
of execution of first VM 2351 from a management device via 
network collll11unication interface 112 and execute the execu­
tion instmction to initiate execution of first VM 2351 . 

[0028] In some embodiments, memory 250 in first virtual 
hardware platform 2401 includes a virtnal disk that is associ­
ated with or "mapped to" one or more virtual disk images 
stored on a disk (e.g., a hard disk or solid state disk) ofhost 
computing devi ce 100. TI1e virtual disk image represents a file 
system ( e.g., a hierarchy of directories and fil es) used by first 
VM 2351 in a single file or in a plura1ity of files, each of which 
includes a portion ofthe file system. In addition, or altema­
tively, virtual disk images may be stored on one or more 
remote computing devices 100, such as in a storage area 
network (SAN) configuration. In such embodiments, any 
quantity of virtual disk images may be stored by the remote 
computing devices 100. 
[0029] Device driver layer 215 includes, for example, a 
communication interface driver 220 that interacts with net­
work commmtlcation interface 112 to receive and transntlt 
data from, for example, a 1ocal area network (LAN) con­
nected to host computing device 100. Communication inter­
face driver 220 also includes a virtual bridge 225 that sinm­
lates the broadcasting of data packets in a physical network 
received from one cmmnunication interface (e.g., network 
communication interface 112) to other comnmnication inter­
faces (e.g., the virtual COllll11Unication interfaces of VMs 
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2351-235N). Each virtual c01rummication interface for each 
VM 235 1 -235,v, such as network communication interface 
255 for first VM 235i, may be assigned a unique virtual 
Media Access Contro! (Mt\C) address that enables virtual 
bridge 225 to simulate the fmwarding of incoming data pack­
ets from network conununication interface 112. In an 
embodiment, network cornmunication interface 112 is an 
Ethemet adapter that is configured in "promiscuous mode" 
such that all Ethernet packets that it receives (rather thanjust 
Ethemet packets addressed to its own physical MAC address) 
are passed lo virtual bridge 225, whlch, in tum, is able to 
further forward the Ethernet packets to VMs 2351 -235N. Thls 
configuration enables an Ethernet packet that has a virtual 
MAC address as its destination address to properly reach the 
VM in host computing device 100 with a virtual conmmni­
cation interface that corresponds to such virtual MAC 
address. 
[0030] Virtual hardware platform 240 1 may function as an 
equivalent of a standard x86 hardware architecture such that 
any x86-compatible desktop operating system ( e.g., 
Microsoft WINDOWS brand operating system, LINUX 
brand operating system, SOLARIS brand operating system, 
NETWARE, or FREEBSD) may be installed as guest oper­
ating system (OS) 265 in order to execute applications 270 for 
an instantiated VM, such as first VM 2351 . Virtual hardware 
platforms 240 1-240,vmay be considered to be part ofvirtual 
machine monitors (VMM) 2751-275,v that implement virtual 
system support to coordinate operations between hypervisor 
210 and corresponding VMs 2351 -235,v. Those with ordinary 
skill in the art will recognize that the various terms, layers, 
and categorizations used to describe the virtualization com­
ponents in FIG. 2 may be referred to differently without 
departing from their fìmctionality or the spirit or scope of the 
disclosure. For example, virtual hardware platfonns 2401 -

240,v may also be considered to be separate from VMMs 
2751 -275,v, VMMs 2751 -275Nmay be considered to be sepa­
rate from hypervisor 21 O. One example ofhypervisor 21 O that 
may be used in anembodiment ofthe disclosure is included as 
a component in VMware's ESX brand software, which is 
commercially available from VMware, Inc. 
[0031] In some embodiments, host computing device 100 
represents any device executing instmctions (e.g., as applica­
tion programs, operating system functionalìty, or both) to 
implement the operations and fì.mctionality described herein. 
For example, one or more of host computing devices 100 
execute instrnctions to implement the operations illustrated in 
FIG. 4 and/or FIG. 5. Host computingdevice 100 may include 
any computing device or processing unit. For example, host 
computing device 100 may represent a group ofprocessing 
units or other computing devices, such asina cloud comput­
ing configuration. 
[0032] Processor 102 includes any quantity ofprocessing 
units, and is programmed to execute computer-executable 
instrnctions for in1plementing aspects of the disclosure. The 
instmctions may be perfonned by processor 102 or by mul­
tiple proccssors executing within host computing devi ce 100, 
or perfonned by a processor external to host computing 
device 100 (e.g., another processor available within virtual 
datacenter 302). In some embodiments, processor 102 is pro­
grammed to execute instmctions such as those illustrated in 
the figures. 
[0033] Memory area 104 includes any quantity of com­
puter-readable media associated with or accessible by host 
computing device 100 or other entity within virtual datacenter 
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302. Memory area 104, or portions thereof, may be internal to 
host computing device 100, external to host computing device 
100, or both. 
(0034] FIG. 3 is a block diagram of components associated 
with virtual datacenter302. In the example ofFIG. 3, user 108 
interacts with virhial datacenter 302. User 108 may be clas­
sified, categorized, or typed based on a role, employment title, 
ami/or interests ofuser 108. For example, user 108 includes, 
but is not limited to, an administrator of virhial datacenter 
302, an owner of a virhml application, a developer, ancl/or 
other user involved with virhial datacenter 302. In some 
embodiments, the amount and content of flow monitoring 
and/or tracing data (e.g., collected context data describing 
data packets) is dependent on the type, category, role, or 
classification ofuser 108. 
[0035] As shown in FIG. 3, virtual datacenter 302 includes 
one or more con1puter storage media 304, such as memory 
area 104 in some embodiments. Computer storage media 304 
store components that, when executed by a processor such as 
processor 102, perform various operations. The components 
illustrated in FIG. 3 include a management component 306 
con1111unicating with each of a ph1rality of host components 
308, such as host component # 1 through host component #N. 
[0036] Tue functionality associated with management 
component 306 is described below with reference to FIG. 4. 
In some embodiments, this fì.mctionality ìs implemented by a 
cloud operating system, a cloud application, a virtual data­
center operating system, a viitual datacenter application, and/ 
or other logie or code supporting an environment having a 
plurality ofVMs executing therein. An example ofa cloud 
operating system includes VMware's vSpherc brand soft­
ware, while an example of a virtual datacenter operation 
system and/or application includes VMware's vCloud Direc­
tor software. 
[0037] Further, the fì.mctionalìty associated with host com­
ponents 308 is described below with reference to FIG. 5. In 
some embodiments, this functionality is implemente<l by a 
virhmlization layer such as hypervisor 210. For exmnple, 
each ofhost components 308 manages a pluralìty ofVMs. 
(0038] FIG. 4 is a flowchart of an exemplary method 400 
perfonned by virtual datacenter 302 to initiate flow monitor­
ing in virhml networks in virhial datacenter 302. For example, 
one or more of the operations illustrated in FIG. 4 may be 
perfonued by management component 306 illustrated in FIG. 
3. However, while method 400 is described with reference to 
execution by virhial datacenter 302 (shown in FIG. 3), it is 
contemplated that method 400 may be perfonned by any 
computing device, application, ancl/or other entity. For 
example, melhod 400 may be perfonned by host computing 
device 100. 
[0039] At 402, virhml datacenter 302 checks whether flow 
pattern 130 has been received from user 108. For example, 
flow pattern 130 may be received or identified as part of a 
request from user 108 to initiate virtual network flow moni­
toring. Flow pattern 130 describes characteristics of data 
packets of interest lo user 108. The characteristics relate to the 
content and/or stmch1re of the data packets. In some embodi­
ments, an exemplary flow pattern 130 includes a source 
address and a destination address. Flow pattern 130 may 
include other data such as user-defined keys, a protocol type, 
am.l/or other data. Exemplary protocol types include, but are 
not limited to, a transmission contro! protocol (TCP) and/or a 
user datagram protocol (UDP). In some embodiments, flow 
pattern 130 identifies a source Internet Protocol (IP) address, 
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