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after disasters and emergencies. The present invention is capable of making
significant contributions to all of these specific objectives. A prime goal of the
National Telecommunications and Information Administration (NTIA) 206, is to
bring dramatic growth and change to the nation's economic, social and
political life through a fundamental mission of promoting market-based policies
that can lower prices to consumers and encourage innovation, while
harnessing the resources of the Federal government to support spectrum-
based technologies that enhance efficiency and productivity. Clearly, the
broad application of the wireless spectrum to produce commercial and public
communications opportunities that also benefit consumers financially, are
within NTIA’s charter. The Research and Innovative Technology
Administration (RITA) 208 is dedicated to the advancement of DOT priorities
for innovation and research in transportation technologies and concepts.
Innovations that will improve our mobility, promote economic growth, and
ultimately deliver a better integrated transportation system. The agency's
charter is to foster the exchange of ideas and information in a high-priority
incubator committed to research and to getting innovative ideas from the
laboratory into the field. RITA can effectively assess the present invention’s
ability to clean up distractive highway signage stimuli, adopt more effective
direct vehicle collision warning systems, incorporate state-of-the-art
techniques in the enforcement of drunk driving laws and the delivery of
emergency medical services and generally, through the present invention,
dramatically improve the design and management of highway safety
programs. The National Weather Service (NOAA) 210 has a current program
in place called "Flooding Ahead Turn Around Don't Drown", an attempt to
reduce the high numbers of lives lost each year by drivers whose vehicles are
swept away while trying to cross heavily flooded areas. This program has
previously involved posting a plastic sign on a small metal stand where the
road disappears beneath the water. The program has enjoyed limited
effectiveness but is a logistics nightmare in terms of deployment on an urgent

basis. Tornados, landslides, hurricanes, flash floods, wildfires: all have similar
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impact and problematic solutions when it comes to protecting the public. The
present invention, however, is, in fact, a rolling billboard having instant
communications whose content (including animated, mobile, warning signage
complete with flashing lights) can be deployed instantly where ever it is. Thus,
NOAA's involvement in early rulemaking could prove a tremendous benefit to
public safety. The Bureau of Transportation Statistics (BTS) 212 is
responsible for assessing the relationships between transportation and the
economy on an ongoing basis, including our transportation system’s share of
Gross Domestic Product, employment and transportation expenditures. Its
work bears heavily on such previously discussed areas as urban congestion
and the direct costs to consumers in wasted fuel and time. This area alone
justifies the early involvement and sustained tracking of BTS to document the
tangible long term benefits of the present invention. Finally, there are
numerous other agencies 214 whose capabilities can come to bear on the
present invention’s implementation, and their coordinated efforts must be

multinational in scope.

[00191] Usage 240 indicates just few of the potential applications worthy of

funding by Federal Governments. Such funding 110 is to be directed in part
towards supporting the research and development efforts of automotive
Developers, Suppliers and Manufacturers 600. The principal areas for
development are Telematics 610, the means for implementing
communications between moving objects; Data Processing 620, methods for
decoding, storing, polling, extracting, queuing, encoding and uploading data
and content for distribution via the present invention; Displays 630, the
evolution of cost-effective displays from current or new technologies for
incorporation into high volume production vehicles of all kinds; and Panels &
Glazing 640, the use of automotive glazing as platforms for content display.

[00192] Proposed Rulemaking and Legislation relationships 100. Upgrades in

telecommunications and content handling, operating systems, displays,
including hardware and software for the present invention after its initial

introduction are indicated at 125. Investment is shown at 128, suggesting the
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possibility of automakers and their suppliers taking equity positions in the
Distribution entity (or entities). At 142, Usage Fees are paid to the Distribution
entity 800 for government or public service content downloads indicated at
152, which are then stored on vehicle hard drives. Such fees would likely be
paid, part in advance, based upon negotiated service contracts between
various government agencies and the Distribution entity. The balances would
be paid later, once in-field content deliveries have been confirmed from logged
downloads. At 161, logged public service content requests (and optionally,
confirmed deliveries) are downloaded from aftermarket platform installations.
At 162, logged public service content requests and logged public service
exposures are similarly downloaded to Compensation 900 for processing and
confirmation. At 182, confirmed public use content exposure is returned to
Distribution where it can then be translated into effective measurement
information regarding engagement and the precise time, place, circumstances
for content delivery and whether or not specific and appropriate actions were
taken by the recipients on a timely basis in response to such content deliveries
(In other words, did they act on a specific audio/visual display presented to
them in the field?). Finally, at 186, documented performance is fed back to
the appropriate Government Agencies 200. This feedback will vary with the
needs of the specific agencies involved and would perhaps be accomplished
under contract between Distribution and that specific agency of government.
An example of such measurement and feedback would be the confirmation to
NOAA that a specific number of vehicles were turned back from a flash flood
zone and were directed over an alternate route well in advance of an actual
crisis, along with geo-specific mapping showing the positions and numbers of
vehicles simultaneously exposed to the audio/visual alert (via the present
invention), the precise timing and movements of those vehicles after that alert
(based on logged GPS data) and the movements of those invention-equipped
vehicles that did not heed the alert, so that alert effectiveness can be
determined.

[00193] FIG. 3 is a diagram showing the relationships of advertisers and
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manufacturers to the present invention. Although the advertising community
300 is multifaceted, it has been defined collectively as three elements: the
media buyers 305 (entities responsible for purchasing and scheduling ads in
various media), the advertising agencies and their clients 310, and the content
producers 315 (entities typically hired by the ad agencies to create, produce
and execute products for media placements). The applicant envisions these
groups, individually and collectively, influencing and guiding proposed
standards 106 for creative content and system functionality, key elements of
which are listed in Content Standards 320. Note that the development of
these standards will be augmented at 100 by the interface with U.S. and
Foreign Government Agencies 200. These groups will combine their
essentially creative and marketing powers and their political and legislative
experience to shape rulemaking for such issues as: Graphics & Animation
Standards (determining, for example, the distractive qualities of animations
with regard to driver attention and establishing criteria for such displays);
Content Standards & Formats (limitations on certain kinds of ad content
relative to specific demographics, or the manner in which certain presentations
can be made and to whom); Telematics Standards (the technologies that will
be applied in allowing moving objects to talk to each other); Proximity & Venue
Regulations (determining times and locations in which certain kinds of ads
might not be permitted, or might be limited in scope or content); methods and
schemes for Demographic Encoding (classifying the various types of products
and ads so they can be matched to consumer request profiles and properly
tracked for measurement, accountability and compensation); Impulse
Response Standards (uniform methods allowing consumers to request
information on products or to order and purchase products safely while using
their moving objects and to securely link such orders with credit and shipping
information; Field Override Standards (the criteria and procedures allowing law
enforcement to take command of an ongoing display in the interests of public
safety or need); assuring conformance with current and anticipated NHTSA

Standards; Compliance & Regulation (developing testing and compliance
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procedures to assure standards in manufacturing and use; and Compensation
Standards (the development of accounting, billing and general compensation
procedures and contracts including defining industry fair practices,
ownerships, taxation, disbursements and similar consumer related business
issues). At 134, Joint Production Specifications are implemented with the
manufacturing teams 600 and are incorporated into the network’s operating

systems by the Distribution unit 800.

[00194] Paths 130 and 143 represent two of the key financial channels for the

advertising community. Although there are numerous scenarios for
investment to occur, the most likely is through equity, loan or advancement by
the advertising or media industry as a whole, because these represent both a
significant user and beneficiary. As noted hereinabove, there is a serious
need for improved ad accountability, demographic effectiveness and tracking
of engagement, and there is no question that advertisers and large media
buyers are desperate to find new ways of reaching consumers and in
recapturing defections from commercial television to the Internet. With so
much at stake in the industry, the logical core investors for the present
invention are, the major Media Buyers 305, the Advertising Agencies and their
Clients 310, the content Producers 315, and, of course, the operators of
traditional media and advertising platforms such as commercial television.
One reason this makes so much sense is that this Advertising community 300,
which comprises these three entities, will also become the network’s largest

user and payer of User Fees 143.

[00195] Again, 120 represents the supply path for New Vehicle Production 650,

and 153 represents the uploading of Advertising Content, along with encoded
profiles, upgrades and distribution instructions via the Internet, to individual
vehicles 652, 654, 655.

[00196] Path 167 indicates Logged Content Requests from Pre Existing

Vehicles, while path 164 shows the upload path for Logged Advertising
Requests and Logged Advertising Exposure from New Vehicle Production. As
it was with Confirmed Public Service Use, path 173 indicates Confirmed Ad
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Distributions sent back to the Distribution unit for ad performance assessment,
engagement tracking, measurement, accountability, fraud exposure and
compensation. Once data is processed by the Distribution unit 800, it can
provide performance feedback 183 to Media Buyers, Ad Agencies or
Advertisers in a variety of formats, including data on the direct daily deliveries
to specified demographics with the exact times, places and durations for such
impressions, along with consumer views and opinions, related information
requests, resulting purchases and other criteria, all at multiple levels of depth
in accuracy and measurement previously unavailable in the advertising

industry.

[00197] It is also worth noting that with the creation of such a widespread,

flexible and mobile video platform, it is only a matter of time before the major
news and entertainment media companies realize that the present invention
offers an exceptional means to reach consumers with rich content
presentations while they are on the go, yet are in a safe and relaxed mode to
receive such information. For cable leaders such as Fox News, the present
invention offers a unique mobile forum for delivering breaking news and local
event alerts and thus represents a huge potential revenue stream for all

general media and telecommunications.

[00198] FIG. 4 is a diagram showing the relationship of the Driving Population

400 and Fleet / Government Users 500 to the Distribution unit 800. Both of
these user groups will be discussed in terms of Online User Communities, one
referenced at 410 for the General Driving Population, the other at 510 for Fleet
Business and Government Users. Examples of these and how they work have
been described in previous text. Over time, such communities may take on a
variety of forms; however, the applicant envisions most of these being
operated by the individual automakers, aftermarket producers or retail
dealership bodies responsible for the design and manufacture of the moving
objects themselves. For purposes of this discussion, these communities are
defined in four sections, each representing an online activity. For the Driving
Population these would be: (1) Registration 420, which can begin at the
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dealership with the recording of a vehicle’s VIN, a process which can be
completed at home with final licensing online; (2) Membership 430, where
each member of a family can join the commmunity by creating his own User
Name and Password; (3) Preferences 440, where each new member can
follow easy online prompts in multiple choice, pull down menu, check box or
text write-in format to define his personal interests, wants, needs, desires,
capabilities and experiences, these in terms of a pair of profiles defining “who
he is,” and “what he wants” as these preferences relate to his personal lifestyle
and to the kinds of advertising he would like to view or present; and (4)
Personal Use 450, where a member—typically upon approval of the
Registered Owner who is the designated System Administrator—can elect to
create and upload a variety of personal messages, sponsorships or
advertising they would like to display to others for personal or business
purposes and for which they will be billed at a discounted rate if presented on

their own vehicle.

[00199] These online sections are similar to those used for the Commercial or

Fleet Business User body or for Government Users, except they are tailored
for business and commercial applications and are structured to accommodate
a multiplicity of moving objects or vehicles: (1) Registration 520, where a
business or fleet owner can register a number of vehicles to be driven by
drivers under contract to that business; (2) Operator Profiles 530 where a
business manager is responsible for identifying his drivers and informing them
of the network’s system and rules; (3) Preferences 540, where a business or
government fleet manager can establish the communications, viewing and
presentation preferences for his own drivers and his fleet; and (4)
Fleet/Government Official Use 550, where registered business owners or fleet
managers can enter into contracts with the Distribution entity 800 to display
their own company’s advertising, branding or promotions. The applicant
anticipates that a number of individually operated advertising and promotion
businesses may spin off from such commercial platforms wherein small

business owners might purchase dual-purpose vehicles with the intent of
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operating a fleet of mobile ad platforms around the clock in key markets, to
train and manage drivers for such an enterprise, and to then charge
advertisers for the presentation of content by specialized venue or times which
might be otherwise unavailable. This would not be unlike privately-operated
auction businesses which have spun off from the popular Ebay model. An
embodiment for such a fleet application is discussed in a later section
concerning moving object fleet adoption and production. The combined

upload path for Owner/Operator Profiles is shown at 114.

[00200] As previously explained, Vehicle Registrations for the present invention

are linked to Vehicle Identification Numbers (VINs) and are cross-checked with
DMV records for information which, from a legal or business perspective,
might preclude a membership approval. Such precautionary measures are
well known in the industry and follow commonly established prudent business
and legal practices. Owner/Operator Profiles 530 and Preferences 440, 540
may be subjected to similar scrutiny; however, it is the objective of such
profiles to define the nature of the content which is to be viewed by such
owners and operators, and to a lesser degree, to determine what they will be
displaying to other members and to the public at large. In terms of what is
actually displayed to the public under the present invention, all content is
thoroughly monitored and approved under strict standards and practices which
have been established through the joint efforts between government and
business, as described in the foregoing sections. Approved and Encoded
Owner/Operator Profiles for both Personal and Fleet/Government Users are
uploaded at 116 to specific vehicles by VIN, or by an equivalent vehicle
identifying process which links registered owners to their vehicles. As
occurred previously with Advertising and Public Service content, personal
content for the general Driving Population and Fleet or Government Public
Service and Business content is uploaded to New Vehicle Production at 154.
Additionally, Personal Preferences for controlling the viewing characteristics

from Pre Existing Vehicles are uploaded to these vehicles at 118.

[00201] An important byproduct of the present invention (in addition to its ability
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to request and confirm the delivery of profile-enabled hyper-relevant content),
is its ability to simultaneously, and even passively, track and measure all such
requests and deliveries, including any actions taken by consumers as the
result of such deliveries while in the field, then to gather and compile such
data in terms of consumer movements by time, venue and VIN, all relative to
their demographic and psychographic profiles. This kind of information can be
easily generated through the interaction of moving objects using the present
invention, and through moving object interactions with other kinds of
compatible, profile-driven mobile devices in the field. As each moving object
or mobile device communicates with others in an effort to match transmitted
user code “requests” with stored content, as in the case of the present
invention (or to match User Codes as disclosed in the applicant’s
nonprovisional patent application serial number 11/552,932, filed October 25,
2006, entitled: “METHOD AND APPARATUS FOR OBTAINING REVENUE
FROM THE DISTRIBUTION OF HYPER-RELEVANT ADVERTISING
THROUGH PERMISSIVE MIND READING, PROXIMITY ENCOUNTERS
AND DATABASE AGGREGATION?”, incorporated herein by reference in its
entirety), these moving objects emit encoded signals which describe the
essential nature, makeup and interests of a seeking party. Regardless of
matched content requests, delivered content, or attempted or consummated
in-field communications, all such moving objects or mobile devices may, if so
programmed, receive and store in-field transmissions from all other such
moving objects and devices. Each of these transmissions is time-stamped
and identified by device and location. The codes for any such attempted or
consummated communications can then be collected and uploaded to the
Compensation unit 900 and the Distribution unit 800 when these moving

objects are linked to a network.

[00202] This level of verifiable information on consumer demographics,

psychographics and interests, when coupled with their movements and
travels, can be of extraordinary value to market researchers and planners.
These include: architects and developers, retail store and mall planners, high
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schools and universities, concert and event producers, resort and theme park
planners, transportation planners, law enforcement, government lawmakers
and of course advertisers and marketers. The sale of this data is indicated at
1100 in FIG. 1. The downloading of special instructions for the collection of ad
hoc research and planning data based on independently contracted or
measured studies is shown at 1120 in FIG. 4. The uploading of such ad hoc

collected in-field data is shown at 1140.

[00203] Logged Personal Use Authorizations (request signals permitting or

preventing personal content to be presented to a viewing vehicle) are
uploaded from all vehicles at 167 to the Compensation unit 900. Logged
Personal Use Exposure (data confirming the presentation of personal content
to a viewing vehicle) is uploaded at 168 to the Compensation unit 900 via
Network Access Points (NAPs) in the same manner as logged Advertising or
Public Service Exposure is uploaded from moving objects. Such logged
exposure is sent to Distribution 800, where it is matched with Personal and
Fleet/Government Use Profiles as shown at 175. Once content deliveries are
matched and authenticated (by confirming that the codes on delivered content
match the codes on the receiving moving object and also cross-check with the
originally uploaded content), then the Compensation unit authorizes the fees
charged for such Personal Use Exposure to be either billed to the Registered
Owner 1000 or subtracted from any Compensation that is to be paid to that

Registered Owner as indicated at 178.

[00204] FIG. 5 is a block diagram depicting a typical owner registration process

for the present invention. The basic procedure for completing online
registrations are commonly known today, so it is the purpose of this diagram
to describe the steps and decisions a consumer might make in engaging with
the business of viewing and displaying hyper-relevant ads and personal
communications. Two parallel engagement paths are shown, reflecting a
preferred embodiment including a land-based vehicle. Both paths describe a
consumer’s entry into the distribution network beginning at 402 for Pre Existing
(or aftermarket) Vehicles and at 404 for New Production Vehicles.
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[00205] Beginning at 402, the consumer of a Pre Existing Vehicle bears the

responsibility for buying, installing and setting up the hardware and software
through which he participates in the distribution network 800. This can be
accomplished through a purchase of the electronics package from an
automotive dealer (followed with installation by that dealer) or it might result
from the purchase of the package from an automotive accessories or
aftermarket retailer and could be installed by the owner himself. Regardless,
the process of registration and membership which follows is essentially the

same for both user paths.

[00206] At 422, using a computer, a modem and an online browser to interact

with the aftermarket manufacturer’s web site, the prospective user submits his
Vehicle Identification Number (VIN) and other required information, such as
(pending final registration and contractual requirements) his Driver’s License
number and other necessary information such as the brand, year, make and
model of his vehicle, unless such data is provided for in the VIN, and Credit
Information. The physical characteristics of each vehicle—height, width,
driver’s eyepoint (or eye envelope), number of occupants when at full capacity,
etc.—are pre-encoded, either as part of the registered VIN, or under each
owner’s vehicle profile by make and model. In practice, these specifications
are transmitted between moving objects so that optimum, yet minimum,
spacing between moving objects is always established when stopping in traffic
with precise line-of-sight viewing angles based on the different vehicle types.
For example, a driver’s forward sightline through a windshield at a height
typical of a low sedan or sports car to the rear area of a tall SUV will result in a
more upward angled sightline and a specific bumper to bumper vehicle
spacing requirement; conversely, a line-of-sight through the windshield of a
taller SUV to a video display on the aft surfaces of a low sports sedan would
result in a more extreme downward viewing angle and yet different kind of
vehicle to vehicle optimum spacing; and finally where an SUV to another SUV
of similar height would produce a more horizontal sightline and yet another

specification for vehicle spacing. In other words, because interacting vehicles
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talk to each other and exchange VIN numbers, the lead or stopped vehicle is
able to tell a vehicle approaching from the rear precisely the best place to stop
for the optimum viewing of its rear mounted display. In every case, the
proximity measurements and the vehicle-to-vehicle spacing (further discussed
in FIG. 17) is governed by vehicle codes so that optimum sightlines are
established for content delivery and so that the tightest practical spacing
between all so equipped vehicle types is assured, which conserves traffic lane
consumption under practical traffic conditions. Vehicle-to-vehicle lane space
conservation enabled by a visual range/stopping indicator is a valuable

byproduct of the present invention.

[00207] Continuing the online registration process at 434, each new user has

the opportunity to register, or allow other drivers or passengers in the family
(or in the business if a fleet application) to register, along with the ages and
genders of any children or other family members who might be passengers in
the vehicle under that VIN. At this point, each family member can establish his
own user name and password if they wish. If that person is underage, or if it is
preferred by the Registered Owner (who normally becomes the System
Administrator for the VIN), then he or she will control access to the system and

to any profiles that are later completed for such family members.

[00208] At 438, these user names (or nickname handles) are programmed into

the vehicle’s User Selector 780 (explained in more detail in FIG. 7). This
control allows consumers to switch the viewing preferences on-the-fly from
one person to another, or combinations thereof. However, final control can
always remain with the vehicle’s System Administrator. In other words, dad
controls who gets to see what while riding in dad’s car.

[00209] At 443, family members are allowed, in the privacy of their own home,

to select their individual ad viewing preferences. Here, each member of the
family (or the authorized users in a business) can execute multiple choice,
click-on, or write-in-the-box text responses which allow them to define “who
they are” and “what they want” in terms of their personal interests, wants,

needs and experiences, and in the kinds of advertising they would like to view.
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This profiling technique is explained in detail and is the subject of the
applicant’s nonprovisional patent application serial number 11/552,932, filed
October 25, 2006, entitled: “METHOD AND APPARATUS FOR OBTAINING
REVENUE FROM THE DISTRIBUTION OF HYPER-RELEVANT
ADVERTISING THROUGH PERMISSIVE MIND READING, PROXIMITY
ENCOUNTERS AND DATABASE AGGREGATION?”, incorporated herein by

reference in its entirety.

[00210] Using an individual’'s home or office computer, a networked laptop, a

PDA or even a cell phone, user personal profiles can be updated and
submitted periodically from nearly any location having network access. Also,
because ad preferences can be highly personal in nature—and because they
directly influence the kinds of products and services, or the kinds of
entertainment and lifestyles a user is interested in or curious about—it is
possible for users, at 443, to select and control the timing and circumstances
for all outgoing content requests. For example, if an individual is interested in
certain kinds of personal products or subject matter which he prefers
remaining confidential, when he completes this portion of his Personal Ad
Viewing Preferences, he can limit such content requests, for example, to only
the times he is alone in his vehicle. Itis also possible to control the external
display viewing angle so that others in vehicles adjacent to a viewed vehicle

are unable or less able to see any content that is displayed.

[00211] In a similar manner, a user can prevent certain kinds or all kinds of

advertising to be presented to him by other objects at the time he is operating
or is inside his own moving object. If a user finds certain content to be of little
or no personal interest, or if he finds it offensive or objectionable, he can
prevent its exposure to himself and to others who may be with him or are in
the immediate vicinity. The present invention accomplishes this simply by
deleting or preventing content requests based on a specific user’s stored
profile. When a user prevents the display of such content to himself, he also
precludes the displaying party from earning any compensation from such
display. Thus the present invention is in many ways a very democratic
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process.

[00212] For parents of young children, the system is a tremendous advantage.

Under a preferred embodiment defining a land-based moving object, when

kids are traveling in their parents’ vehicle, parents can prevent certain ads or
content which they feel are inappropriate from being displayed on moving or
fixed objects around them. When the kids are no longer in the vehicle, those

ads can be switched back on or allowed.

[00213] At 445, the Registered Owner of a Pre Existing Vehicle can also

determine his own and his family’s Viewing Protocols. Preferences can be
switched on or off depending upon the occupants of the vehicle, or whether
the party responsible for the vehicle wishes to allow or to prevent ads from
being viewed by any other specific party. Research reveals that kids today
truly enjoy watching commercials as long as they deal with subjects they are
interested in. So if kids are misbehaving, parents might just threaten to shut

off their ad viewing preferences for the rest of the way home.

[00214] A wide variety of ad viewing features are expected to be implemented

by the individual manufacturers of moving objects under the guidelines framed
by the Distribution network 800 and government regulations relating thereto.
For example, such features might allow users to give weight to each family
member’s preferences in terms of time sharing during use (e.g., 20% to dad’s
preferences, 30% to mom’s preferences, with the kids splitting the remaining
50% evenly, assuming they’'ve been good). These preferences are interpreted
into signals broadcast to other moving or stationary objects in the vicinity,
thereby controlling the variety and nature of the ads polled and selected for
presentation by such other objects. Based on each vehicle manufacturer’s
specifications and on network content guidelines, the application of user
preferences can be further controlled, either automatically or manually, based
on the time of day and event location. For example, if mom is running around
all day doing errands, then picks up the kids and delivers them home or to a
friend’s house between 3:00 PM and 4:00 PM, she can set the preferences to
favor herself up until 3:00 PM, then engage the kids preferences for an hour,
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then instruct the vehicle to switch them back automatically to hers after they’ve
been dropped off, or she can do this manually. Just as in the design and
execution of vehicle air conditioning and entertainment control systems, it will
be up to each manufacturer to design and integrate its own version of these
controls for marketing, human factors and user friendliness under its own
quality control and operating standards, providing of course they also comply

with any federally or more universally mandated system standards.

[00215] At 455, after completing membership, viewing, and protocol

preferences, the newly Registered Owner of a Pre Existing Vehicle is
presented with the network’s Distribution and Compensation contract terms
and conditions which he must read and sign electronically. Finally, at 465, he
submits his profile package and executed contracts online to the Distribution

entity 800 for approval.

[00216] In the second engagement path, beginning at 404 (and also under a

preferred embodiment using a land-based vehicle), an owner has purchased
or leased a New Production Vehicle with the ad display technology built in. As
we saw in the family scenario, the dealership has pre-registered the vehicle
using the new owner’s Driver’s License number which has been linked to the
new product’s VIN. At 420, this new owner completes his registration process

using the automaker’s Home Enrollment community web site.

[00217] It is beyond the scope of this document to describe the various potential

methods of consumer profiling or content encoding, because these are
straightforward processes well known to those skilled in the fields of
demographic and psychographic analysis and in the arts of interpreting the
subjective elements that comprise human interest and commercial
engagement. Regardless, the process begins in FIG. 5 at 420 for New
Production Vehicles (continuing through steps 432, 436, 442, 444, 446), and
at 422 for aftermarket vehicles (continuing through 434, 438, 443 and 445), as
consumers are asked in separate profiles to generally define “who they are”
and “what they want” in terms of relative life experiences, expectations,

beliefs, interests and objectives regarding various types of products or
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services. This may extend to specific brands, product makes, companies or
even political affiliations. Such profiles are executed in guided, online question
and answer sessions which combine muiltiple choice questions and
unstructured text responses designed to encourage individuals to better know
5 and reveal themselves and their unique personalities. These profiles can be
later analyzed for hidden relational values and meanings utilizing proprietary
deep-search software designed to identify personal characteristics that
individuals are often unable or unwilling to define for themselves. The
methods for creating and gathering such personal information through profiling

10 are well known to professionals in the fields of psychology and marketing.
Also known are the methods of quantifying, weighting, characterizing,
prioritizing, integrating and ultimately linking such results to the selling of
products and services, along with methods of encoding and encrypting such
data once it is created. What is novel is the present invention’s method of

15 directly asking consumers—and asking in significant detail—about the
commercial content they are most interested in seeing and hearing about, and
then enabling them, through a technological structure and system, to request,
poll, queue and present such content on a time and venue specific basis at a
time they are most open and receptive to such information.

20 [00218] The following steps, Registration of Additional Family Members (432);
Assignment of Family/User Names to Preference Selector (436); Family
Member Selection of Personal Ad Viewing Preferences (442), and Registered
Owner Determines Viewing Protocols (444), are essentially the same as
discussed for the Pre Existing Vehicle registration path.

25 [00219] At 446, however, the new vehicle owner is given a chance to determine
his vehicle’s Display Preferences, something preexisting vehicles are unable
to do unless they are equipped with an external or internal video display.
Generally, most content scheduling will be performed at the media buy level.
In other words, there is a media exposure hierarchy which determines the

30 value of a given ad’s impressions based on the platform’s ability to reach
specific audiences at specific times with specific and hyper-relevant
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messages—and for the first time with the present invention—in very precise
locations. Such media buys will be significantly more valuable to certain
advertisers and will therefore command high price tags to the advertiser. If a
Registered Owner is able to deliver large numbers of impressions in high-
value markets, then he would also logically share in the receipts generated by
that particular platform, in this case his own vehicle’s VIN. For this reason the
applicant envisions small business spin-offs involving individuals or small
companies that could register large numbers of moving objects primarily to
circulate ads within the high value target markets such as the downtown areas
densely populated cities. Should this generate unnecessary traffic flow within
these areas, procedures could be put in place to prevent such random

increases.

[00220] Because content deliveries are essentially automated and represent

sophisticated media buys (sensitive to content type, viewer demographics,
locations, delivery times, efc.), and because most consumers will always want
to optimize the revenue generated by their delivery platforms, it is best for
consumers to set their display preferences to automatic. Automatic display
references are designed to generate the greatest revenue by targeting and
giving priority to the highest value markets first. In this regard, at 446, both the
consumer and the Distribution entity are without conflict of interest. In
determining one’s own display preferences it is also possible to be relatively
selective. For example, profiles will allow Registered Owners to preclude (or
“blacklist”) any companies whose products or services it prefers not to
advertise, promote or display. In so doing, that owner also forgoes revenue
from those precluded display ad opportunities. Examples might include
individuals who wish to boycott certain products or companies. Another might
be political candidates for one party or another, especially near election time.
Therein lies another responsibility for Distribution, and an inherent feature of
the present invention: political promotions in and around polling places can be
electronically monitored and prevented. The reverse is also true. If an
individual favors a particular company or product, he can request a priority for
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the display of content relating that company’s products or services. At his
option, he can also buy a corporate sponsorship for that entity. However,
each such selection is likely to have revenue consequences for the Registered

Owner.

[00221] At 448, media platform owners are able to implement another step in

determining the use of their assets: selecting their Personal Use Preferences
for their own moving objects. Because personal ad placement decisions also
bear on the VIN’s overall ability to generate income, only the System
Administrator for that VIN (usually the Registered Owner) is permitted to
authorize them. This is done easily and privately by the consumer following
prompts on his user/community web site. Such personal use is typically
charged at a discount since a family or individual will be using his own asset,
but clearly such use will reduce revenues from that individual’s display of

content for others.

[00222] At 452, family members (or small businesses) are allowed to create and

submit their own personal ad content for display on their own or on other
moving objects. Such content can range from simple neighborhood business
ads to very spontaneous advertisements applied to vehicles on the spur of the
moment, such as displaying a High School’s home team logo at game time.
At 454, owners are given the chance create personal messages. These can
be posted instantly and spontaneously, or on a scheduled basis, on an
owner’'s own vehicle, or on other vehicles based on a standard rate. Such
messages can also be accompanied by audio content sent wirelessly to a
viewing vehicle’s on-board audio system, or released within a viewing vehicle
from its internal hard drive, based on a received code. There are many such
examples of personal ads, sponsorships or messaging: a political candidate
might email you an animated electronic bumper sticker from their campaign
office which, if you approve, you can then send directly to the back of your car
at the click of a mouse. Another such spontaneous message might be a “For
Sale” sign on the back of a vehicle, linked to “impulse request” electronics as a
means for obtaining information on-the-fly (a feature described in more detail
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at 782 in FIG 7). Another example might be a “Just Married” sign appearing
on, perhaps, all of the vehicles in a wedding party, or a “Need Help” alert if
problems are encountered on an open highway. Any number of
spontaneously posted personal messages is possible providing they meet the
Distribution entity’s Standards and Practices for Personal Content review and
are approved at 842 in FIG 8. As explained later, this unit can electronically
screen and then lock out certain graphic content that may be commonly
viewed as offensive in terms of public exposure, or beyond the bounds of
reasonable free speech. Such content is submitted by the Registered Owner
online and once screened, can be scheduled for automated release, or can be
stored on the VIN's hard drive for spontaneous or manual release by the
owner in the field. The display of Personal content will be accompanied by a
standard fee for the level of exposure anticipated (based on the time, place
and market for that impression) less any discounts, and the transaction would
show up on the VIN owner’s monthly statement. Personal Use charges would
normally be discounted and debited against the Registered Owner’s monthly
income check. The broadcast of Personal Ad Content to other moving
objects, however, would constitute a media buy. Such purchases are
scheduled online at the going rates (again, based on the time, place and
market for such impressions) and might possibly include discounts to large

users or long-term memberships within the network.

[00223] The steps of Registered Owner Agreement with Operating Contract

Terms (456); Agreement with Compensation Contract Terms (458); and
Registered Owner Submits Profile for Approval and Distribution (460) are
similar steps to those previously described for Pre Existing Vehicles.

[00224] Step 470 indicates an ongoing process whereby Registered Owners

are able to, or in fact, encouraged to periodically update their profiles and
memberships for the viewing of hyper-relevant content, and to submit any new

personal content for approvals to the Distribution entity 800.

[00225] It is not the intent of this disclosure to teach the ways in which personal

profiles should be structured, but to leave that to the marketers and planning
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experts skilled in the art of interpretive research for consumer interests and
responses. That said, it is an object of the present invention to facilitate a
means to learn the degree to which individuals are interested in, curious
about, or leaning towards, purchases in such areas as transportation, foods,
clothing, real estate, banking, finance, investment, consumer goods, toys,
medicine, entertainment, social networking, communications, education,
advanced technologies, sports, politics, current events and the like, along with
relative specifics on the timing for such interests or prospective purchases,
together with identifying the kinds of information that link such interests to
specific kinds of lifestyle and content delivery. It is also an object of the
present invention to allow for special events, for example when a mother is
searching for birthday ideas for a teen son, or a husband for a wife's
anniversary. With the ability to include such hyper-relevant interests and
needs into the system and to later remind users of upcoming events,
automatically and on a timely basis, the present invention is able to take
hyper-targeted or hyper-relevant marketing and promotion to entirely new

levels of performance.

[00226] FIG. 6 illustrates a first embodiment of a land-based moving object 650

where the integration of the hyper-relevant advertising display system can be
clearly seen. The vehicle design and package shown follows an anticipated
design evolution timeline and exhibits rear body surfaces that could naturally
accommodate the display technology. A formed, printed OLED (or alternative)
display 760 is present, with surfaces contoured to meet the desired rear deck
lid and body panels of the subject vehicle. The display 760 is seamless and,
in this example, runs the full width of the rear (5th) door; however, numerous
configurations are feasible. The display 760 would be placed above the rear
bumper impact zone, but may ultimately be considered a replaceable
automotive crash part.

[00227] It is quite clear from this illustration that the proper design and

integration of automotive digital rear ends can thoroughly enhance the
aesthetic qualities of production automobiles while they optimize the
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functionality of the components they replace such as tail lights, turn signals,
center mount stop light, back up lights, license plate lights, recesses, plates,
frames and registration. At the same time, the single panel, lightweight display
offers complete freedom for the automaker’'s model and branding, and in fact,
introduces, for the first time ever, an ability to animate the way a vehicle
brands, identifies and/or expresses itself. Of greatest importance, however, is
the area of display 760, which can extend the full width of the rear hatch, and
enables full motion video for the presentation of advertising content. A primary
advantage of using formable and flexible organic light-emitting diode (OLED)
displays for automotive applications of the type proposed by the present
invention is that such display panels can be formed consistently with the
design objectives of the original vehicle. By example, the incorporation of a
conventional flat panel display in the size and type of panel shown in the
figures would consume a prohibitive amount of the inner body panel cavity
which is necessary for other vehicle functions. Also, because flat panel
displays are not flexible, they cannot be integrated flush with a contemporary
automobile’s surface contours. This means that with the exception of tiny flat
panel sizes which are too small for displays which can be read at appropriate
distances, flat panels will produce undesirable surface reflections and
significantly unrefined design appearances. OLED displays, FOLED (flexible
organic light-emitting diode) displays or PHOLED (phosphorescent organic
light-emitting diode) displays plus FOLED substrates which can be laminated
into various types of automotive glazing, when combined represent an
unending array of affordable video display opportunities for production body
panel surfaces. Shown here at area 765 is a single corporate logo (in this
case Apple Computer) in what might be called a “sponsorship” mode. This
mode is commonly used while traveling at freeway or highway speeds, is
designed for easy reading from greater distances and would permit only minor
color changes or enhancements so that it would not attract the attention of
nearby drivers. The display panel’s background in this example could carry

the same color as the vehicle’s exterior finish allowing complete emphasis to
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be placed on the logo (the current ad content) as it is presented in this
example. The moment this vehicle begins to slow, the logo would softly
dissolve and brake light “zones” would appear simultaneously on the right and
left sides of panel 760, along with the federally mandated center mount stop
light just above the Apple logo seen here. At the same time, it is likely that
license plate identification would appear in large, easy to read, well-illuminated
graphics, perhaps in the center or to one side, depending on the automaker’s
default design. It is possible that brake light/turn signal/marker light portions of
the digital rear end could change color and transition from pale amber through
bright amber to amber-red, to rich bright red for the hardest braking. Such
transitions in color and brightness, spread over more time and a greater panel
area (while retaining the familiar left side / right side tail light visual separations
which can help drivers gauge distance) provide increased levels of information
relating to stopping urgency, compared to current brake warnings which
transition between full on or full off, and which can lead to over-stimuli and
panic stops as they so often do today. Of importance in the present invention
is that during any speed or maneuvering changes the ad content slate is
gently wiped clean so as to be totally non-distractive. At this moment, in fact
during any vehicle maneuvering, vehicle lighting, licensing and FMVSS safety
and performance systems take clear precedence over any other visual or
graphic imagery on that portion of the vehicle. In other words, the present
invention needn't infroduce any new changes in the ways moving objects are
viewed today. Drivers who are engaged with the present invention need not
take their eyes off the objects moving in their paths as they must do today
when viewing roadside advertisements and signage. In practice, the graphic
surface character of a moving object may simply dissolve and change before a
driver’s eyes, but only at predetermined times (generally when fully stopped),
and then always by transitioning to greater levels of safety and visual
standardization at critical times. The present invention, therefore, promises
not only richer, more relevant and meaningful commercial communications,

but also greater operational highway and traffic safety through the optimization
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of uniform vehicle lighting and safety systems. The creation of common visual
and lighting standards for motor vehicle braking, turning or hazard alerts,
particularly in the form of solutions that can intercommunicate between
multiple vehicles to more smoothly convey slowing or arising hazardous
conditions to following drivers will have a greater positive impact on highway
safety than do today’s variety of unrelated designs and visual subsystems.
The present invention allows such standardization and functional optimization
for road safety and operations, while at the same time opening up greater
opportunities for vehicle design creativity, product styling, branding, and free

market expression. The possibilities are unlimited.

[00228] One of several possible locations for the electronics package which

enables the present invention is indicated at 660. In practice, the entire unit
would, in terms of today’s technology, be roughly the size of a paperback book

and could be located almost anywhere.

[00229] A roof location is indicated at 712 for the download antenna to receive

both content and delivery instructions from antennas in parking garages,
residences or on the open highway. An upload antenna is indicated at 715 for
transmitting on-board data and information relating to in-field content requests
and deliveries to network access points for measurement, accountability,
confirmation and compensation. These antennas can be combined into a
single unit or can be placed individually in numerous locations on moving
objects. A possible location for the receiver which detects encoded content
requests broadcast from other vehicles, as well as a potential location for a
rear-looking proximity sensor (which is further described in FIG 7), is indicated
at 744. The vehicle spacing technology of the present invention, described
hereinabove, enables display 760 to produce a color “spot” or visual target in
the area 765, which then changes color (from green, through amber, to red) to
encourage drivers to close up and position themselves at the optimum
distance for viewing content and for the closest practical spacing between

vehicles in an effort to conserve lane area, based on their precise vehicle

types.
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[00230] A front-mounted location is shown for the code transmitter 742 which

sends VIN numbers, encoded user profiles and content requests, or
combinations thereof, generally forward to a variety of vehicles or stationary
objects for the purpose of selecting and queuing content from their internal or
integral system data bases. Transmitter 742 could also be used to transmit
video data from the requesting (viewing) vehicle for display reproduction on
such other vehicles or on surrounding fixed or mobile objects which are

equipped to interact with the present invention.

[00231] A general position is indicated for the optical sensor 1820, which reads

traffic signal light color transitions and cross traffic flows as part of the
Intersection Clock 1800. The Intersection Clock 1800 is an independent
system which determines the time available for the display of video content at
times vehicles are paused in traffic, and generally at times vehicles are
stopped for traffic intersections. Optical sensor 1820 would be placed at or
above eye level to the vehicle’s operator and, in the case of the land-based
moving object 650, could be integrated into the back side of the interior center
rear view mirror case, as is often the case with headlamp sensors in

contemporary passenger cars.

[00232] FIGS. 7-10 illustrate a low-cost flat panel embodiment of the present

invention in a SUV 651. This application represents a non-optimized version
of the present invention, suitable only for the limited production conversion of
existing vehicles rather than fully-integrated OEM production. The basic
elements comprising an aftermarket body panel conversion are shown as: a
flat panel video display 761; a sheet metal or composite structural shell or pan
763, which provides both structure and protection for the electronic
components; and a glass or plastic protective shroud 766, which both seals
and keeps the video display 761 clean and secure. These elements are
separately assembled, then mounted in various types of body panels from
current production, after which they will be weather tested and final checked
for electronic performance. The electronics package is shown at 690 and is

described in more detail in a later section. Additional components may be
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required and depend upon the types of vehicle and installation required.

FIGS. 7-10 show four views of a typical installation an SUV type vehicle. All of
the examples indicated in FIGS. 7 through 16 represent conversions of
existing production automotive body panels as opposed to installations on an
original equipment assembly line. The intent is to address this lower cost,
lower volume market as an interim step in bringing the invention to market at

an earlier date and at more affordable development costs.

[00233] Two types of installations for SUVs are shown in FIGS. 7-10, a vertical

mount in the sheet metal portion of the lower rear hatch (FIGS. 7-8, 10), and a
horizontal mount which is viewed through the SUV’s rear window (FIGS. 9-10).
Both are designed to provide excellent viewing sightlines with respect to the
occupants of a following (viewing) vehicle without consuming significant
amounts of interior space or vehicle utility in the host SUV. A vertical
installation is indicated at 767, and is preferred if there are no inherent
obstacles such as an externally mounted spare tire (as shown in FIGS. 9-10).
The horizontal video panel mount, shown at 768, can fold out of the way in the
event large cargo must be carried. When in position, however, the display
shown with mount 768 directs its video image upward into a partially silvered
mirror, actually a flat glazed panel 769, where it is reflected rearward for
viewing through the SUVs rear window. Since panel 769 is partially silvered
on its lower (front) surface, it reflects a clean image and the driver’s rear vision
is unobstructed. The picture image output at the flat screen is, of course,
reversed electronically for this application. For cargo access or maintenance,
the mirror panel 769 swings away against the overhead as shown in position
771.

[00234] Today’s off-the-shelf displays can perform the display functions nearly

as well as the more advanced displays discussed herein and perform on a
near-cost effective basis within the proposed business models. It is a simple
matter to modify the aft hatch of a common SUV to incorporate a conventional
flat screen television or monitor into its non-glazed sheet metal portion. It is

also quite reasonable to position a flat screen monitor horizontally (on its back
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facing up), then place a partially silvered mirror at roughly a 45 degree angle
above this display so that the image can be viewed through the rear window of
the SUV without compromising the driver’s rear view through this same rear
window as also shown above and in FIGS. 12-13 and 15-16. Such a mounting
retains the display within the vehicle, protected from weather and vandalism,
and does not require modification of the external sheet metal surfaces. The
mirror and sightline bending solution represents a novel installation of a large

scale flat-panel display in a contemporary vehicle.

[00235] FIGS. 11-13 illustrate a general embodiment of the present invention in

a passenger sedan or taxi 653. The most common installation for sedans or
taxis will most likely be the vertical trunk mount 767. However, until vehicle
licensing, plate lighting and registration issues are addressed, the rear license
plates will need to be relocated to provide a full width display as shown at 773
in FIG. 11. Again, this unit comprises a structural pan and a video panel
assembly 775 along with a protective weatherseal glazing 766. These
installations would be made, fully tested and color-matched to vehicles to
special purchase order. Installations would then be performed in only minutes
by removing the original trunk (which would later be converted to a video
display) and by installing the electronics package 690, along with wiring, into
the vehicle’s power and control systems. It is anticipated that the display
system (which is normally on when the vehicle is operating) could be
separately controlled by the driver and that such control would be exercised
via a handheld remote which interacts directly with electronics package 690.
This package, as will be later seen, contains the upload/download antennas,
the central processor, and the hard drive for content and delivery instruction
storage, along with supporting systems, sensors and drivers to control the
video display. In FIGS. 12-13, a horizontal interior mounting 768 (like the
SUV) is shown beneath the rear window on what is termed the package shelf.
Again, a partially silvered or one-way mirror 769 allows the reversed video
image to be properly viewed from the vehicle’s exterior without obstruction to
the driver’s sightlines through the sedan’s rear window.
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[00236] FIGS. 14-16 illustrate a general embodiment of the present invention in

a station wagon 656. Again, the vertical mount full assembly 775 is shown
before installation in the lower sheet metal of the station wagon’s rear hatch,
with its protective glazing cover at 766. As a secure alternative without the
necessity of modifying any exterior body panels whatsoever, a flat panel
display can be easily mounted on the interior of the station wagon with minimal
infringement on the vehicle’'s cargo capacity below the window line with a
horizontal mount 768, in the same configuration as in the SUV. The partially
silvered mirror is shown again at 769 (in both side and end views), and will
swing away in the event more interior space is required. Again, interior
installations are not the optimum solutions as with fully integrated new vehicle
production, but they are viable for the operation of a robust conversion market
which will allow the users of new or used production vehicles to realize
significant revenue streams from their own motor vehicles and the present
invention early on. As before, the electronics package 690 to drive either of

the display installations is also shown.

[00237] In terms of market size for the aftermarket conversion segment of the

present invention, the applicant envisions an orderly phase-in based on the
upfitting of video-equipped interchangeable body panels for the most popular
makes and models of current production vehicles. Later, these panels (such
as rear hatches and doors, trunk lids and pickup truck tailgates) will likely be
offered as options through new car dealerships and sold in the same way as
any other high-end automotive accessory. Eventually, when it becomes
apparent that the present invention can generate significant revenue for all
vehicle owners—indeed, incomes which can virtually pay for the purchase of
the vehicle—the present invention will find its way into full original equipment

manufacturing for motor vehicles and will be mass-marketed accordingly.

[00238] The present invention would be covered under traditional automotive

and property insurance just as any other automotive component. As a
removable panel, the present invention is easily replaced in the event of
impact damage, theft, or other types of loss. Theft, at least for the purposes of
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generating revenue for the display of content, is not likely to yield success for
the thief due to the integral safeguards of the network, discussed elsewhere.
In terms of cost, such a product might today add, conservatively, $2,000 to the
base price of a vehicle when fully installed. Normally, in the world of
automaobiles, this would be totally unacceptable but this happens to be a
revenue-producing component. Using the simple income streams previously
established and proven for the display of non-video vehicle advertising—and
even without the commanding visual performance or the extraordinary
flexibility of demographic and proximity hyper-relevant targeting—the present
invention could completely pay for itself in less than 10 months and then
produce positive cash flow for its owner. Meanwhile, the costs for converting
to a vehicle containing a system according to the present invention would be

virtually unnoticed in the financed monthly purchase or lease payments.

[00239] The applicant is unaware of the existence of any commercially-viable,

low cost panel conversion alternative capable of generating revenue for the
mass-market and general driving population through the display of hyper-
relevant video advertising on moving objects, let alone the transmission of
audio sounds to viewing vehicles, the subsequent control of such content by
said viewing vehicles and the electronic distribution, measurement,
engagement tracking and the later downloading of mass-market, ad hoc

collected information together with owner/operator compensation.

[00240] FIG. 17 is a block diagram depicting electronic vehicle packages for the

present invention. With respect to land-based vehicles, New Vehicle
Production is represented at 650, and Pre Existing Vehicles are represented at
655. Inside each New Production Vehicle is an electronics package 660,
which has been incorporated into the vehicle’s complement of electronics.
Also standard is an external video display 760, shown in the embodiment as a
rear-facing configuration, intended for viewing by a following vehicle, although
side panel or frontal viewing is anticipated. Video imagery 764 is viewable by

the occupants of a following (viewing) moving object.

[00241] The Pre Existing Vehicle 655 also has an on-board electronics package

-86-

I PR2023-01353 Page 01251



10

15

20

25

30

WO 2007/109541 PCT/US2007/064175

680; however, it does not have an integrated video display. It is possible, as
previously discussed, for such owners to purchase modular or add-on video
displays so that they can benefit from the advertising display revenue
opportunities. Such displays, however, are not likely to have the high degree

of integration of a full Production Vehicle.

[00242] Looking first at the New Vehicle Production package, note the forward-

looking signal 740 transmitted from each vehicle depicted. Signal 740 is
directed generally forward from code transmitter 742, and typically contains
content requests (as previously discussed) comprising encoded specifications
about the specific VIN including its brand, make, model, and year, and
therefore its physical dimensions, perhaps its color, method of purchase (buy
vs. lease), whether or not it is a rental car, its home state of registration,
perhaps even data relating to its mileage or condition. Many options are
possible and this data can be interpreted into a wealth of valuable cues for
marketers. Signal 740 also sends encoded “content requests” based on user
codes and profiles for drivers and passengers who have completed them and
who have engaged their user names at user selector 780 which enables such
“requests” to be included in the VIN’s mobile broadcast. A Pre Existing
Vehicle 655 is capable of broadcasting a similar signal, shown at 750.
However, as an option, transmitter 742 can be configured to transmit digital
packets comprising 6, 10, 15, 20, or 30 second commercial video spots over
short distances for immediate queuing and display on a viewed vehicle. Under
most circumstances, transmitter 742 only needs to transmit DMV and user
code content requests for the purpose of selecting and queuing content from
the on board library of a viewed (display) vehicle. However, in unusual or
special cases where specific content may not available in a viewed vehicle’s
database, content can drawn from the viewing vehicle and be transmitted

wirelessly for display if both vehicles are so equipped.

[00243] Numerous means exist to transmit and receive such wireless signals

(RF, optical, acoustical), any of which may vary in wavelength, strength,

range, spread, duration, modulation, or encoding, and while such variations
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may be dictated by venue, by the type of moving objects, by the numbers or
speeds of moving objects, by weather conditions, by cost, by manufacturer, by
federal or local regulations, or by the override or integration requirements with
other systems and factors, it is anticipated that such signals will not interfere
with other transmissions and comprise a roughly a horizontal spread pattern
and range generally consistent with that of standard vehicle headlamp spreads
used in night driving. In other words, the strongest signal will be transmitted
straight ahead, in the direction a moving object is traveling, while the strength
of that signal will fall off gradually to either side. In this way, VIN and user
codes can be simultaneously received from following vehicles in differing
strengths from side to side, but receiver 744 will always favor the strongest
signal, which is typically from the moving object which is immediately rearward
in the same path or traffic lane. It is further anticipated that to accommodate
curved road conditions, RF transmission is spread laterally by either electronic
or mechanical means (for example, by linking a highly directional antenna to
the vehicle’s steering as is done increasingly with turning headlamps, except
electronically rather than mechanically) so that content requests are not
merely directed forward, but also in the direction of the anticipated path, curve,

or lane change.

[00244] Looking first at New Vehicle Installations 600, we see incoming content

requests represented by signals 740 (750 for Pre Existing Vehicles), received
at receiver 744, where they are passed on to decoder 746. Once decoded,
this information is sent to central processor 722, where it is polled and
matched with previously established marketing criteria which in turn permits
the selection and queuing of hyper-relevant ads, public service, or personal
content from hard drive 716. If signal 744 contains digital information for the
reproduction of video, it will be decoded as such at 746, processed at 722, and
sent to the display drivers 762, for presentation based on previously

established delivery protocols.

[00245] Before content is released from on-board hard drive 716, two important

things must occur. First, the amount of time available for a display of content
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must be determined; however, this is optional. Second, that content must be
reviewed at 722 for any overriding priorities, such as Public Service Alerts,
Proximity Priorities, Personal Priorities, or Law Enforcement Priorities, any of
which may preempt normal commercial messages. The task of determining
the available time for content deliveries is done via the Intersection Clock
1800. Since traffic stop lights represent ideal times for content deliveries, it is
important to know the timing of the traffic lights at a particular location, that is,
i.e. when the light will change from red to green, and at what point in the traffic
light sequence a vehicle equipped with the present invention has arrived. The
Intersection Clock 1800 is an electronics component that uses a vehicle’s on
board GPS system (or its own internal GPS type of system) to identify a
specific location or intersection on a city street or roadway where
infrastructures (such as traffic signals or freeway onramp monitors) are used
to regulate traffic. Once it has identified a given location using the GPS, the
Intersection Clock 1800 checks its own database to see if there is any stored
information that will provide the signal timing sequence for this particular
intersection. Next, it searches for incoming radio signals from other vehicles
equipped with the present invention already in that intersection in an effort to
obtain or confirm the traffic signal sequence and to synchronize its clock with
any other vehicles already there. If none exist, the Intersection Clock 1800 will
then open a location file and create a traffic signal signature for that venue and
will store that data in its on board database. It will do this using optical sensor
1820 which reads sequential amber, red, and green light changes and records
the timing between these changes for all traffic flow directions. Once these
timings are known, processor 722 can select and queue content
corresponding to the remaining times available. The Intersection Clock 1800

is explained in FIG. 35, and content priorities are explained in FIG. 31.

[00246] While being constantly monitored for any incoming priority overrides at

central processor 722, queued content is checked against the on-board
speed/motion sensor 774 and the on-board proximity sensor 770, which
establishes a vehicle range signal 772, necessary to calculate the proximity
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and the relative positions and closing speeds between a viewed and a
viewing vehicle. When previously established delivery criteria are met
(content, time, place, speed, position, priorities, and previous deliveries), the
selected content is released to display drivers 762 and to audio transmitter
725. The display drivers send video content to display 760, which enables the
video imagery indicated at 764. If audio has been requested from the viewing
VIN, it is synchronized to the video imagery and transmitted wirelessly from
transmitter 725 directly to the requesting VIN’s FM radio via vehicle interface
730. Alternatively, codes representing the requested audio content are sent
wirelessly to the viewing vehicle via antenna 712 and transceiver 714 to hard
drive 716, where they are used to queue the audio content corresponding to
the video, and where it is then converted at processor 722 and delivered to
vehicle interface 730 for reproduction over the requesting VIN’s on-board

sound system.

[00247] Two antennas are indicated with respect to the instant invention, one at

712, another at 715. Incoming antenna 712 receives transmission signals for
the downloading of content and data via transceiver 714 for Encoded
Owner/Operator Profiles 116; General Content Distribution 150; Public Service
Content (road/weather hazard alerts, upgrades, etc.) 152; hyper-relevant ad
Content 153; Driving Population Personal and Fleet/Government Public
Service Content 154; and special programming instructions for ad hoc
communications between vehicles 156. Antenna 715 enables the uploading of
data and information gathered in the field which has been saved and stored on
hard drive 716. Such information includes, but is not limited to: all Logged
Content Exposure 160; Logged Public Service Exposure 162; Logged
Advertising Requests from specific VINs 163; and Logged Advertising
Exposure 164. Antenna 715 also enables the uploading of ad hoc research
collected and stored on moving objects’ hard drives (or on board memories)
while in the field. Antennas 712, 715 can be combined into a single unit,
depending on system design and the methods of distribution, and can be
placed in a variety of locations on moving objects.
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[00248] All content, along with distribution instructions (to whom and under what
circumstances it is to be delivered), is uploaded from the Distribution unit 800,
to hard drive 716 via transceiver 714. Such content has been previously and
precisely encoded to conform to established advertising, public service, or
personal content encoding guidelines and delivery instructions. Likewise, VIN
information and the personal profiles associated with it are similarly encoded
and uploaded at transceiver 714 to hard drive 716.

[00249] When content delivery is requested within a specific area (e.g., by a
sponsor of a convention or exhibitor at a convention at the downtown
convention center), these coordinates are wirelessly loaded via the Internet,
along with the content, into the hard drive of all VINs operating within that
physical area, for example, citywide. When central processor 722 receives
information from a VIN’s on board GPS system indicating that a vehicle is
entering a designated area for content display, it automatically processes such
requests and queues that content for display. Normally, advertising content is
overridden by any emergency or a vital public service alert, should these occur
in a common venue at the same time.

[00250] The on board vehicle power supply is indicated at 726. This would
have a battery back up system to assure that license and registration displays
are always operational and that the vehicle systems remain useable in the
event of public service communications emergencies.

[00251] A vehicle interface is indicated at 730. This is a systems integration
component which assures the proper interaction of the present invention with
other components from standard mass production. Typical examples would
be an interface which assures that incoming audio linked to a video to be
displayed on a viewed vehicle is properly routed to the audio system of a
viewing vehicle, that content displayed on a specific VIN’s external display can
also be monitored on that vehicle’s internal display(s), or that a GPS
navigational system, if separate, for example, is properly linked to the present
invention’s central processor 722 and to the Intersection Clock 1800.

[00252] At 780, the User Selector permits a Registered Owner and, if desired,
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any member of a family or business, to activate his personal preferences with
regard to that VIN's outgoing content requests. Again, the individual user
names, passwords, preferences, and their individual priorities are maintained
online and are authorized for use only on a specific VIN and then only by its

5 System Administrator (usually the Registered Owner). The human interface
will likely be a small touch screen which presents the user names that are
currently active for the VIN (in other words, a text or icon listing of the
individuals whose profiles are currently active and influencing the display of
advertising and communications on other moving or stationary objects in the

10 vicinity). Such a display might optionally indicate the relative percentages to
which each user influences outgoing content requests and possibly which
user's content requests are currently being displayed.

[00253] Linked to User Selector 780 is the Impulse Request unit 782. This
component stores authorized user names along with securely encoded contact

15 and credit information to facilitate on-the-fly communications and purchases by
the vehicle’s registered occupants while in the field. If a teen sees a
commercial for a new skateboard, for example, he only needs to touch the
screen next to his name to have information on that product sent to his email
address, said address having been previously stored. He can just as easily

20 have it sent from his mom’s car to his pals. If mom spots an ad for a new
book, or even a new blouse, she can buy those items at the touch of a button
because her credit information—and even her clothing size—would have been
previously encoded and stored. When she gets home, confirmation of her
purchase will be on her computer.

25 [00254] At 794 is the Instant Messenger. How many times have you wanted to
send back a message to someone who is following too closely? Or create a
special sign for school, a ball game, a sale, event, or a play? How about
instant, easy to remove bumper stickers? The Instant Messenger allows
operators to pre-store text messages and special designs which can be called

30 up and presented at the push of a button or verbal command. It also allows
instant signs to be typed in using an optional keyboard or through the vehicle

-92-

I PR2023-01353 Page 01257



5

10

15

20

25

30

WO 2007/109541 PCT/US2007/064175

interface 730, to receive input from cell phones or PDAs; however, software in
central processor 722 continues to monitor all entries and precludes any
offensive or objectionable words or content based on established system

standards and practices.

[00255] The VIN/Plate Report 795 allows users to temporarily reveal another

vehicle’s license plate or identification and to cause it to remain displayed until
a requesting VIN moves out of range or disengages its request. This report
function can additionally record that license plate and VIN number for later
access by the Registered Owner meaning that no one any longer has to
search for a pen and paper to write down another driver’s license number. [f
there is an accident involving multiple vehicles equipped with the present
invention (such as a hit and run or a parking lot impact while you are away),
such impacts are read by the proximity sensor 770, which then polls and
collects information on all of the VINs in the immediate vicinity along with a
time stamp, a GPS location and the speed of the host vehicle at the time.
That data is then recorded into the hard drive for later downloading and

potential use by law enforcement or insurance.

[00256] A Law Enforcement chip 748 can be programmed to enable a variety of

features. First, this chip allows external law enforcement units (such as a
pursuing Highway Patrol car or a helicopter overhead) to override the active
external displays of a vehicle equipped with the present invention. Such
overrides might cause a vehicle to reveal itself as stolen, for example,
assuming such a report has been filed by its Registered Owner. In another
example, surfaces on the subject vehicle might be caused to pulse or
illuminate animated warnings in the event of such a pursuit, or perhaps to act
as a primary source of illumination in the event of an open road accident or a
disaster. The Law Enforcement chip can also sense tampering or hacking
within the system and to optionally place a prominent advisory on the vehicle’s
external display, or to even lock certain systems including, but not limited to,
suspending compensation to users who are in violation of the law.

Technologies unrelated to the present invention are being explored to monitor
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and confirm erratic driving behaviors which could indicate drivers who may be
under the influence of alcohol or drugs. By linking such alternative
technologies via the vehicle interface 730, and by further confirming such
behaviors via proximity sensor 770 and speed/motion sensor 774, the Law
Enforcement chip could permit an override of operational displays to replace
them with an “erratic vehicle warning” designed to warn other vehicles or alert

law enforcement in the area.

[00257] Thus far, we've learned that people don’t really object to viewing ads

about subject matter they are interested in. We've learned that kids embrace
advertising when it deals with things that are part of their lifestyles and are
curious about. We've seen that it is possible for consumers to create profiles
that tell advertisers “who they are” and “what they want” so that marketers are
able to select, design, and deliver hyper-relevant content to those individuals
on a time- and location-specific basis. We've learned that content can be
distributed to moving objects where it can be stored for future use or
presented in real time on external video displays and through the audio
systems of other moving objects. And we’ve learned that consumers can be
compensated for using the exteriors of their own moving objects as
commercial video platforms. So, with all this, it's certainly possible to apply
the same technologies to present hyper-targeted content on internal video

displays 765 inside moving objects as well.

[00258] Imagine a high-end executive taxi or a commercial SUV that is able to

present hyper-relevant video displays both inside and outside the same
vehicle and can accommodate content requests simultaneously by separate
parties, one party outside in the traffic environment, the other inside riding as a
passenger. Outside the Executive SUV, surrounding vehicles would interact
as previously explained, requesting content electronically which is presented
on the external surfaces of the vehicle. Such displays would most likely be
placed on the rear facing Executive SUV surfaces so they can be easily
viewed by vehicles following. They could also be placed on the sides of the
Executive SUV so they can be easily seen by pedestrians on sidewalks or by
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the occupants of other vehicles moving in parallel traffic lanes. But the inside
of the vehicle would be configured differently. The interior would be more of a
surround sound mobile theater tailored to combine a live travel experience
through the presentation of highly-targeted information or advertising. Basic
targeting would be done on a time and venue-specific basis; in other words,
when passing retail stores, scenic attractions, and similar points of interest,
any of these might be further described in informative detail or in graphic
terms to enhance one’s travel experience. Imagine displays embedded in
glass that could superimpose graphics and information on the insides of
windows so that such images would relate to, and in fact almost be
superimposed over, passing real-world environments, events, and
surroundings. Altematively, envision a center-mounted touch screen console
that carries a real-time camera-produced view of the passing cityscape, where
all an occupant has to do is touch the screen with a finger to obtain real time
information on those surroundings: the interiors of restaurants with menus, the
inventory of special boutiques, or, perhaps, previews for new Broadway
shows. Now envision a tiny wireless device that a person might carry in a
pocket or purse which, like the hard drive in a moving object, is able hold all of
your personal user codes and profiles and can transmit those codes via
antenna 712, transceiver 714, and processor 722 to content hard drive 716 in
your Executive SUV, so that hyper-relevant content that relates specifically to
you and your interests can be queued and presented on the vehicle’s interior

displays.

[00259] Such a personal mobile device has been disclosed in the applicant’s

nonprovisional patent application serial number 11/552,932, filed October 25,
2006, entitled: “METHOD AND APPARATUS FOR OBTAINING REVENUE
FROM THE DISTRIBUTION OF HYPER-RELEVANT ADVERTISING
THROUGH PERMISSIVE MIND READING, PROXIMITY ENCOUNTERS
AND DATABASE AGGREGATION?”, incorporated herein by reference in its
entirety, and is referred to herein as MMx. MMx is able to receive, store, poll,
extract, and transmit data and information in a similar manner to the moving
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object electronics packages depicted in FIG. 17 at 660 and 680. When an
MMx device is programmed with information about a person’s interests and
objectives, it can then communicate this information to other MMXx devices, or
to any vehicle or stationary object that is equipped with the present invention.
In other words, by carrying an MMx mobile device, pedestrians can interact
with moving objects in the much the same way as moving objects interact with
each other. By electronically telling nearby moving objects who they are and
what they want, pedestrians can have the same kinds of hyper-relevant ads
and other types of information presented to them on the exterior of nearby
vehicles. If a person with such a mobile device rides inside a Pre Existing
Vehicle that isn’t equipped with the present invention, that mobile device can
engage with other moving objects in its path that are equipped with the
invention and can then request and control the display of hyper-relevant
content on that vehicle’s exterior displays. At the same time, an individual
carrying a properly programmed MMx device can ride inside the kind of
Executive SUV described above, and at that user’s option, convert that
vehicle’s normally targeted content into hyper-relevant content deliveries.
Thus, a simple cross-town trip in a luxury SUV equipped with the present
invention now becomes a rich guided tour like none other, because it is
pointing out features and details of personal interest and curiosity. Such
experiences would resolve themselves through the sound systems of the
Executive SUV and a complement of advanced interior video displays 765.
Such limited production fleet and special purpose vehicles are anticipated as a
normal part of test marketing and full production ramp up for the present

invention.

[00260] EARLY PRODUCTION
[00261] Early deployments are likely to be prototypes of Production Vehicles

and specially designed fleet applications such as taxis, passenger-carrying
commercial vans, SUVs, and crossover vehicles. It is also anticipated that
early introductions of the present invention will be in the aftermarket

conversion segment in which current, new production vehicles are upfitted with
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easily exchanged body panels (such as rear hatch/doors on SUVs and
tailgates on trucks) which replace the original components with those having
built-in video displays. An electronics package containing a full hard drive and
all telematics systems would be placed in a convenient spot elsewhere in the
vehicle. This aftermarket package would, in one embodiment, include a radio
transmitter with a directional antenna to send short range FM signals to a
following (viewing) vehicle which would then be able to enjoy sounds through
its own internal sound system, synchronized to the visual presentation on the

aft display of the aftermarket conversion vehicle.

[00262] Using today’s off-the-shelf technology, one can easily assemble an

operating version of the described invention in the form of an aftermarket
conversion. The simplest implementation is that of modifying any of the large
numbers of aft-facing body panel and glass elements which comprise
contemporary passenger sedans, pickup trucks, or SUVs. Most of these have
hinged rear hatches which, by virtue of those attachments, are easily removed
from the main body structure. This means that a low cost-of-entry business
opportunity exists for conversions. In practice, this would involve a new
vehicle owner who, after placing an order, would drive to an assembly station
where his original hatch, tailgate, or trunk would be removed and be replaced
by a modified or remanufactured product containing the display technology of
the present invention. The flat-screen video display and wiring harness would
be typically incorporated into the sheet metal portion of the aft door
assemblies. These components could also be installed on the interiors of
certain vehicles or on the horizontal surfaces of interior package shelves or
deck lids. These are shown more specifically in FIGS. 6-16. Metallic
structures would be modified to accept the new video display, displacing, if
necessary, latch handles or rear window wipers. A tinted, formed, and
tempered glazing panel would be fitted over the video display for both weather
and vandalism protection and to provide a well-integrated appearance. The
entire assembly would then be weather-sealed and tested. A wiring harness
would be attached via a connector to an electronics package installed, in most
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cases, beneath the rear seats or cargo shelf of the vehicle. This package
would contain, among other things, a hard drive for the storage of advertising
and display content, a central processor to control content distribution, a
speed and vehicle motion sensor to govern content displays, an aft-looking

5 proximity sensor to determine the presence of a following vehicle and to track
its range and closing speeds, a wireless receiver to receive content with
distribution instructions, a wireless transmitter to later upload in-field content
delivery histories to the network and, optionally, an optical drive for the manual
loading of content and control software. There would also be a hardware

10 interface linking the electronics package to an on-board GPS navigational
system for the distribution of location-sensitive content. The package would
include an audio transmitter to send a corresponding audio channel to a
viewing vehicle, either to its standard FM radio or via a special radio for
receiving short range, encoded directional audio content signals. All of this

15 would be controlled by the central processor and powered by the vehicle’'s on
board power supply. When completed, the finished product need not appear
substantially different from its original design except that it would contain a
unique revenue-generating video display inside its newly attached rear hatch,
tailgate, trunk, or door.

20 [00263] As an added feature, the electronics package might include an instant
messenger provision that would allow a vehicle owner to place personal
messages on the display at certain times. It is anticipated that such
messaging would be submitted online and would therefore be screened for
standards and practices and for any unwelcome content.

25 [00264] The greatest benefit in such an early deployment of the present
invention is that it can quickly generate revenue for the owners of aftermarket
conversions. Such revenue will quickly pay for the conversion itself, then go
on to make the purchase and operation of the vehicle practically cost free, a
significant accomplishment at a time drivers and owners are strained by

30 increasing fuel costs and mounting traffic. Indeed, the presence of worsening
bumper-to-bumper traffic sets the stage for the present invention in that
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registered owners can now be compensated for their wasted time and fuel
expenditures in traffic each year simply by becoming part of a commercial
television advertising platform, one capable of totally offsetting their costs for

fuel, leases, or purchases.

[00265] Vehicle owners will be paid based upon the number of impressions they

deliver relative to the value of the demographic and the market served. As full
scale production emerges, increasing numbers of vehicles equipped with the
present invention will be able to interact. However, until there are large
numbers of interacting vehicles, the advertising displayed on them will remain
relatively generic, more often targeted to specific locations, demographic
groups, or times of day, rather than to the specific interests of participating
individuals. With increasing new vehicle installations 660, and more Pre
Existing (aftermarket) installations 680, fully targeted and hyper-relevant
advertising will emerge. Until that happens, the Applicant anticipates that the
use of MMx-type devices will help enable the transition to full hyper-relevant
public advertising and personal messaging. And, as previously mentioned, it
is possible that business models will emerge to allow the Registered Owners
of Pre Existing Vehicles 655 to be compensated for requesting and viewing
hyper-relevant advertising. It is also conceivable, therefore, that the users of
MMx-type devices could be compensated by advertisers for viewing targeted

and hyper-relevant content.

[00266] Continuing with FIG. 17, Aftermarket Installations 680 are similar to

New Vehicle Production installations 660, but do not include a video display,
display drivers, audio transmitters, GPS, or as large a processor, hard drive,
or memory. Personal (user code and profile) content is received for storage in
a similar manner to full production units via antenna 712, and includes the
downloading of General Personal Preferences for non-display vehicles 118;
the downloading of Content Preferences 155; the downloading of Public
Service Content (road/weather hazard alerts, etc.) 152; Ad Content downloads
153; and any special software or instructions 156 relating to the ad hoc
collection of data (normally vehicle-to-vehicle) for widespread monitoring and
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measurements. All downloaded content is stored on hard drive 719 and is
processed at 718, where it is converted into encoded electrical signals for
forward-looking transmission via code transmitter 752. Signal 750 is received

by other vehicles equipped with the present invention via their receivers 744.

[00267] Vehicle Power Supply 726; Vehicle Interface 730; User Selector 790;

Impulse Request unit 782; Instant Messenger 794; and VIN/Plate Report 795
serve the same functions in Aftermarket units as in New Production Units. If

equipped with an interior on board display 765, such aftermarket installations
could optionally present hyper-relevant advertising to their occupants, subject

to safety standards for interior video displays.

[00268] After field use, processor 718 uploads to the network all in-field content

requests that have been stored on hard drives 719 via upload/download
transceiver 714 and antenna 715. In so doing, the following types of
information are sent to the Compensation unit 900: Logged In-Field Content
Requests from non-display vehicles 165; Logged Advertising Requests by
VIN, by venue and time 163; Logged Personal Use Authorizations (including
any view blocking or personal ads) 167; and Logged Personal Use Exposures

or impressions 168 by VIN, venue, and times.

[00269] FIGS. 18A-18B show a block diagram depicting a Distribution model

800 for the present invention. This business unit (shown here separated from
the compensation unit for clarity) is defined in terms of the elements essential
for receiving, processing, and delivering a variety of content types to various
moving or fixed objects in the field. Secondarily, FIGS. 18A-18B suggest
potential funding relationships with the key parties to such a venture. At 110,
potential incoming funding is indicated from various interested Government
Agencies to Developers, Suppliers and Manufacturers of moving objects. At
115, the same is shown from the Advertising community, which could include
large media companies or the advertisers themselves. By and large, however,
it may be the makers and sellers of moving objects themselves that would
support investment in such a Distribution entity, and that is shown as potential

investment 128 and ongoing system upgrades 125 as part of production.
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[00270] Across the top of FIG. 18A are represented the primary external user

groups, comprising Government Agencies 200, Advertisers 300, the general
Driving Population 400, and Fleet and Government Users 500. Each of these
participating groups, which could be comprised of many sub-groups
contributing to content production, submits such content in the same way they
would if they were placing content with platforms such as network television.
Participating Government Agencies thus submit public service content, such
as state and local signage, hazard advisories, federal emergency content or
local highway communications as well as vehicle licensing and registration
matters at 250. Commercial advertising content submittals of all types are
shown at 350. The input of Operator Profiles and Personal Content for the
Driving Population is shown at 114, while the submission of Profiles and
Content for Commercial Fleet and Government Users is shown at 116. Note
that Government use has been depicted at both 250 and 116. Although
Government use will resolve itself in many ways and applications, the
depictions here assume that the uses anticipated at 250 relate more to
regulatory issues and oversight in such areas public transportation and safety
or highway development, whereas government use at 116 is presumed to be
more vehicular in nature, such as law enforcement, border patrol, GSA, US

Postal, and similar applications.

[00271] The first step in processing incoming content for Distribution is

monitoring it for conformance to established content guidelines, standards and
practices. This stage addresses both the message and the messenger in the
sense that the content must meet approved content guidelines and the
technical specifications required by the delivery platform, similar to the kinds of
content and technical requirements that have to be met in configuring media
for network television or outdoor billboards. These steps are shown at 802 for
Government Agencies and at 804 for commercial Advertisers. Processing for
the Driving Population is shown at 806 and for Fleet’/Government Users at
808. Each of these steps involves the computer screening and approval of
user profiles, the approval of user contracts and the monitoring of
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subsequently submitted personal and business content. Methods and
procedures for such monitoring and approvals are well known in the industry
and ample precedents exist in parallel forms of media buys and content
delivery. However, it is anticipated that increasingly sophisticated forms of
image recognition and content rating methodologies will evolve, as will an
increased use of the Internet for all delivery and accounting functions, which

reduces the need for and costs of human intervention.

[00272] In contrast to major Government and Advertiser users, the Driving

Population and Fleet/Business users will engage in the creation of exacting
user profiles in order to define their terms of service, the delivery of their
content and their use of the platform. Online profiles are completed by all
consumers and businesses reflecting the essential “who | am” and “what |
want” (WIA/WIW) qualities defined in the previously disclosed MMx patent
application. They next enter into service agreements which define the
responsibilities and limitations of each party, establish fees and costs and the
range of potential earnings for each user type and variation. These steps are
indicated at 806 for the Driving Population and at 808 for Fleet users. These
are then brought together at 840 where Owner/Operator Profiles (which define
user interests, wants, needs, and experiences together with their demographic
and psychographic data, provided in non-identifiable formats which include no
personal information) are approved and encoded to allow marketers to
correlate specific types of hyper-relevant advertising content with specific

combinations of user codes.

[00273] The next step, at 842, is the Review and Approval of Owner/Operator

developed content. After content is approved, it is passed through the system
for delivery encoding (described below). Once contract accounts are
established, they are routinely processed at 854, Automatic Content
Monitoring, where they are automatically monitored for consumer-requested
changes, compliance, and consistency, all by computers programmed to also
isolate and provide alerts for content nonconformance or contract violations.
This business unit 800 will ultimately be linked to the Compensation Unit 900
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and to any Customer Service components for the enterprise.

[00274] The first stage encoding of content following approvals is to determine

the time of delivery; this step is shown at 820 for Public Service and
commercial Ad content and at 844 for the Driving Population and
Fleet/Government use. Time encoding determines a specific time of day that
content is to be released to any requesting or non-requesting moving or fixed
objects. In nearly all cases, emergency or hazardous road condition alerts,
detours, blockages, flooding, and the like will be granted a time release which
corresponds to the time of the event or emergency. Emergencies, as we will
soon learn, are generally always given a higher delivery priority over other
types of content. For example, if there is a traffic accident at a certain
intersection and a detour is necessary, the time requirement would extend
from the time the accident is first reported to the traffic response section of the
network until the accident has been cleared from the area. If congestion is
caused instead by road work that occurs, from 7:30 AM to 3:15 PM on a daily
basis, then that is the time encoding that specific alert will carry. Both of those
examples have a delivery priority over commercial advertising in that
immediate area and the graphic nature of the content itself would be pre-
generated and stored on all moving object hard drives likely to be in areas that

would need it.

[00275] The next step in encoding is for location, or venue, as shown at 822

and 846. Venue encoding is, of course, critical for any type of proximity
advertising or location-based communications. These can be in the form of
relatively tight coordinates, such as an intersection or a specific address,
because it will most likely be GPS based, at least initially. 1t might also be
specified as a broader area, for example, as several city blocks surrounding a
specific location such as a stadium, mall, airport, or theme park.

[00276] The third method of encoding is priority encoding which is shown at 824

and 848. Again, emergencies are given top priorities over all other types of
content delivery including paid priorities. An important type of priority is based

of the payment of priority fees, essentially for a preferred delivery priority over
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other content in high value locations, or times of day, if not both.

[00277] The final encoding step is that of determining delivery fees based on

the market value of specific times, places, and priorities that have been
requested and scheduled. This step is shown at 828 and is not unlike
establishing values that are attached to prime time television versus
programming that airs during the middle of the day or middle of the night and
varies due to the demographics and viewership at those times. There is no
hard value for delivering a marketing message. It is worth something different
to everyone. Therefore, any dollar figure is possible and that value is

frequently established in a bid market.

[00278] The methods of delivering commercial advertising or public service

content to the platform are more consistent and regulated than content such
as consumer-generated personal content or small business content. A key
step in determining the costs to consumer and fleet users, therefore, is in
determining the actual methods of delivery to the active requested platforms,
as is shown at 850. Such distributions would involve the Internet together with
cable, satellite, or wireless and may vary widely with locations and available
infrastructures. Once determined, however, content from all four basic user
groups is uploaded at regular intervals at 830 and 852 to the various

distribution infrastructures, represented at 832.

[00279] One vital function for the present invention, once it reaches a

reasonable level of deployment, is the noninvasive, mass collection of content
requests and deliveries by and from all moving objects in the field at all times
of the day and night for any and all purposes. What this information
represents, essentially, is any request for content by a moving object (with
each moving object able to describe the precise nature, interests, experience
and histories of its occupants based on WIA/WIW profiling) by location, by
time of day, and by priority. This information is tracked through any other
moving or fixed object which can store such a request for later uploading to
the network and ultimately to the venture entity. However, all such information

is collected in a non-identifiable, privacy-compliant format and, therefore,
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cannot by itself reveal any confidential or personal information on users of the
platform. The actual tracking of physical movements could only be
reconstructed by using computers to link all of the requests from a single
moving object to all of the other objects or fixed locations it has communicated
with, and thereby to create a venue based “contact map” comprised of time
and place, optionally with any requests or response to such requests. This is
information that is massively collected and valuable to many kinds of
marketers and planners. However, such tracking would only be reconstructed
on a specifically identifiable party and revealed by the venture entity under a
lawful subpoena. The instructions for the general collection of mass data and

its insertion for downloading by the platform are shown at 890.

[00280] At 880, all documented in-field requests, all logged content distributions

(or attempted distributions) together with any in-field responses to content
deliveries (such as driving to a specific retailer immediately after being alerted
to a “discount sale” at that location) for a requesting (viewing) moving object,
are cross-checked by computer with the corresponding delivering (viewed)
moving object. Such data could further correlate the demographics and
interests of drivers and participating passengers traveling on various roadways
at various times of the day including the types of vehicles, travel ranges, points
of origin and destination, route variations or detours, even in some cases
documenting the reasons for such changes; in short, a rich new body of data
relating to the daily movements of drivers throughout our rural and urban
transportation systems and community infrastructures worldwide. This data is
then confirmed with the Distribution entity 800 to be certain such data has in
fact been distributed into the network and was active during those claimed
viewing periods. These are important steps incorporated to prevent the
generation of false delivery claims for compensation, the equivalent of “click
fraud” found increasingly in the online advertising business. This two-way
data transfer is indicated at 170, as is the forwarding of confirmed delivery

information to the Compensation Unit 900.

[00281] The aggregate distribution of content is shown at 150 in FIG. 18B.
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Once content has been uploaded at 830 and 852 and its means of distribution
has been selected via 832, content is distributed via the Internet (cable, DSL),
satellite, or wireless networks, or combinations thereof, using electronic
distribution infrastructures as indicated at 150 for receipt and distribution at a
multiplicity of potential locations and environments. Included are: direct
distribution to single family residences 860 and/or network access points
(NAPs) in neighborhoods via the Internet, satellite or wireless networks such
as WiMax; the same for residences but to condominiums, apartments, mall
complexes or parking garages 862; direct distribution using the same
infrastructures to office buildings, malls, retail stores and commercial,
government or public service signage installations 864; direct broadcast to
busses, trains, fleet commercial and/or public transit routes, airports, train
terminals, docks and major roadways 870; direct broadcast to passenger
vehicles on the highway via satellite, Internet NAPs or wireless such as
WiMax, etc. 868; direct distribution to fleet vehicle parking or maintenance
garages including emergency or temporary sites 866; direct to rural or remote
locations such as outlaying towns or villages, rural highways, harbors,
mountain, desert, beach or offshore locations 872; or other types of emerging
and popular locations 874 where mobile proximity communications or

commercial communications is desired or necessary.

[00282] The diagram in FIG. 18B further includes an antenna 151, which

provides a wireless transmission point (a 2-way NAP or satellite downlink) for
transmitting content, user codes and delivery instructions to other mobile or
stationary antennas. A receiving antenna 172 is also present, typically found
on moving objects or on stationary objects equipped with the present
invention. Such antennas 172 not only receive content requests with user
codes and delivery instructions, but also return encoded confirmations
regarding the delivery of content by time and place along with accurate
tracking information which bears on consumer engagement plus encoded data
from a multiplicity of moving objects participating in the widespread collection

of data on an ad hoc basis.
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[00283] FIG. 19 is a block diagram depicting the Compensation model of the

present invention. As previously mentioned, the compensation functions have
been separated here for clarity but would likely remain an integral part of the
Distribution unit 800 or of the primary venture entity. Although this unit can
include numerous variables, FIG. 19 suggests a basic and essential flow of
information and revenue with which to enable compensation to be paid to

platform users.

[00284] This flow begins with composite data downloads from all platform

vehicles. Such inflow is referenced at 905 and represents, in this example,
data downloads from the hard drives of New Production Vehicles 660 and
from the hard drives of Pre-Existing Vehicles 680. Such downloads would
also include composite data from the ad hoc collection of user codes
communicated between authorized or programmed moving or fixed objects,
indicated at 1140. As previously mentioned, the widespread collection of such
data has been heretofore unavailable. Its uploading from moving objects to the
Distribution unit is shown in FIG 9 at 1160, and its sale to marketers and

researchers is indicated at 1100.

[00285] While the inflow of raw in-field data may vary with vehicle types and

delivery missions, incoming information will fall generally into two categories:
Logged Content Requests from all vehicles (including Personal Use
Authorizations from non-display vehicles) depicted here at 165, and all Logged
Content Exposure (including completed or partially completed content
deliveries) depicted here at 160. Within each of these categories, three
content types are shown: For Logged Content Requests 165, there are
Logged Public Service Requests from Specific VIN Numbers 161; Logged
Advertising Requests from specific VIN numbers by venue and time 163;
Logged Personal Use Authorizations from specific VIN numbers (including any
view blocking or personal ads) 167; and for Logged Content Exposure 160,
there are Logged Public Service Exposure 162; Logged Advertising Exposure
164; and Logged Personal Use Exposure or impressions by specific VIN,

venue and times 168.
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[00286] This information is next computer cross-checked laterally between
categories. In other words, between the specific VINs involved, all
documented Advertising Requests 163 are compared with all documented
Advertising Exposures 164, thereby confirming both an in-field request and an
exposure (an actual delivery) between these specific VINs, also verifiable by
time and place. This comparative process is completed by computer and only
when they are conclusively matched for each content type, are they encoded
as being confirmed. Thus, at 910, all Public Service Deliveries are confirmed
for a specific VIN; at 920, all Advertising Deliveries are confirmed for a specific
VIN; and at 930, all Personal Use Deliveries are confirmed for a specific VIN.

[00287] The next step in this fully automated process is to determine that this
content was actually released for distribution by the Distribution entity 800 at
the times and with the proper encoding for it to have been requested and
delivered in the field by the VINs in question based on their confirmed
interactions. This means that the confirmed content collected at 910, 920 and
930 is routed to a Fraud Detection & Compliance Screening unit 940, where it
is compared to the originally distributed data and content codes. This two-way
cross-checking of all data is indicated in FIG 9 at 170. At the same time,
Confirmed Ad exposures vs. distributions are indicated at 173; confirmed
Personal and Fleet/Government exposures vs. distributions are indicated at
174,175; and confirmed Public Use exposures vs. distributions are indicated at
182. Why is this cross-checking important?

[00288] CLICK FRAUD

[00289] As previously mentioned, “click fraud” is a term given to a method of
generating clicks (or apparent requests) for ads on the Intermnet in an effort
falsely tally online “hits” and thereby show interest in those items—or
responses to key word selections in search formats—in order to receive
greater payments for those ads by reflecting increased apparent value, where,
in fact, those ads have not actually been viewed at all. The present invention
could be vulnerable to such fraud unless precautionary methods are

implemented. Imagine, for example, a couple of teens using their own
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vehicles, each of which is equipped with the present invention. What would
prevent them from parking those vehicles in a driveway for an extended period
in which one vehicle was allowed to constantly request content and another
vehicle constantly display the content in order to show confirmed viewings or
“impressions” and to then be paid for these viewings? There are a number of
ways to prevent such fraud—and still others will emerge once such
technologies are deployed—but as in most businesses and systems,
combating fraud and assuring security must be a sustained activity.
Meanwhile, there are a few basic monitoring and preventative procedures

offered by the invention itself.

[00290] First, it is anticipated that such fraud or misuse of the invention would,

or could, be treated like many infractions of the laws when operating moving
objects. Such infractions could be linked to a person’s driver’s license in such
a way that if you were convicted of such fraud, your right to generate income
using the system of the present invention could be revoked, just as your
driver’s license could be suspended. In terms of generating proof of
infractions, certain inherent systems exist in the invention which could be used
to defeat such misuse. For example historic patterns for the actual requesting
and delivery of content will be established over time and will be recognizable
by monitoring computers set up to do precisely that. The requesting and
delivery of content is itself a source of checks and balances. Each request is
linked to a specific VIN, thus a pattern of requests from each unique vehicle is
established over time as the vehicles operates (time, place, routes,
consistencies, etc.). The same is true for the vehicles receiving such

requests. Over time a “normal” pattern of requests and responsive deliveries
are stored on each vehicle’s hard drive in the same way as cell phone calls to
certain parties are documented and stored for later use in accounting and
billing. Furthermore, each such request and responsive delivery is linked not
only to the respective VINs involved, but to the registered owner of those
VINs, and to authorized use profiles connected to that registered owner which

are on file in that user's account. Thus any sustained misuse can be traced to
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a specific user as well as to any specific irregular pattern of misuse. Next the
precise time and place of each request and each delivery is documented via
GPS, along with exacting data as to the speed, the relative speed, proximity,
attitude and direction of travel for the all of the vehicles involved. Also, of
course, the consecutive number of similar requests and deliveries are carefully
counted along with the duration of each delivery (since completed deliveries
are important to the quality of service and to ultimate billings and
compensation). There are also common methods of determining when drivers
and passengers are actually inside a vehicle and which seats they are
occupying as is used in seat belt and automotive safety systems. There are
further methods which enable actual vehicle tracking over time. Thus, in the
case of the teens, repetitive requests and deliveries between the same
vehicles, which are apparently parked (regardless of their occupants), would
place the event out of the normal “pattern envelope” and content deliveries
could be subject to investigation and possible suspension. When such
vehicles are moving there will be attentive drivers at the wheel and
impressions made at progressive locations would likely be valid. Motion,
speed, and proximity sensors within the system can further identify conditions
during content deliveries. When time-linked to GPS information, specific time
and place correlations can be made, and GPS tampering could be easily
traced and documented. Indeed, tampering with linked GPS inputs with
respect to a compensation system would probably be a Federal violation
based on anticipated rulemaking for the present invention. It is conceivable
that a pair of vehicles could follow each other at slow speeds and then stop,
causing a number of content delivery events to occur over a prolonged period,
but in fact such instances could also constitute legitimate content impressions
or deliveries since their occupants must be attentive and viewing uniquely
queued hyper-relevant content tailored to those drivers. GPS can also identify
recognizable traffic patterns and relate them to specific environments, such as
differentiating bumper-to-bumper traffic on a freeway or a surface street from a

pair of vehicles parked in a residential neighborhood, or alone on a rural
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highway. Additionally, if required, the Distribution system can compare and
confirm surrounding traffic patterns by electronically reading the movement
patterns of adjacent traffic equipped with the present invention. Again, in
terms of differentiating traffic patterns that would be generated over periods of
use, any repetitive incidence of two or more vehicle VINs which consistently
request and display content to each other would become suspect. It can also
be assumed that any great lengths to falsify content requests and deliveries
between vehicles is going to be far more trouble that it is worth, will
compromise the rights of the registered owner and (short of tampering or
hacking the electronics which are monitored and protected under alternative
criteria) is likely to result in the actual exposure of content to the persons
involved anyway. A further barrier against fraudulent claims of content
delivery is by comparing all claimed matched requests and deliveries to the
original content uploaded to the network for distribution. Such content always
contains release codes which describe the nature, time, and place that the
content is to be uploaded to vehicle hard drives and is therefore available in
the network for deliveries. These codes and/or their content may be changed
as many as several times per day, thus, if artificial content or content codes
are fraudulently generated they could be identified, along with the vehicles

transmitting them.

[00291] Upon final confirmation, distribution fees are calculated for each content

category, by specific VIN. These are shown in FIG. 19 as Public Service fees
915; Advertising fees 925; and Personal Use fees 935. The relative values for
various fees are discussed in a later section; however, Public Service fees 915
and Advertising fees 925 represent income for the platform owner/user, while
Personal Use fees 935 usually represent a cost to the owner/user, because he
is displaying his own content on his own VIN or is paying to have his own
content displayed on other VINs in the platform network. In other words, the
Personal Use fees 935 will, in most cases, be deducted from any revenue
accumulated by that VIN for the display of Advertising or Public Service
content to others.
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[00292] Once fees are calculated, a designated billing unit can invoice and

collect Usage Fees from all platform participants. This would include contract
fees and bid rates charged to major brand advertisers or government users.
Such fees can be routed from a collecting unit, in this case the Distribution unit
800, to the Compensation unit 900, for disbursement to participants.
Government Agencies are billed at this stage for the delivery of any Public

Service content by platform users and this is shown at 990.

[00293] With fees properly calculated and invoiced, each content segment can

submit final totals and compensation can be sent to the Driving Population,
Fleet/Government users, and all other participants who have allowed their
personal property to be used in this novel advertising and communications
platform. This step is shown at 950 for Public Service utilization, at 960 for
Advertising use, and at 970 for Personal use or for any other User-generated
content exposures. Again, payments for the display of user-generated content
typically involves debiting one’s own account for one’s own use of his moving
object against revenues that VIN may have earned. These direct payments to

Registered Owners and Operators 1000, are indicated in FIG 19 at path 178.

[00294] At 980 is a feature of the Compensation system which can allow co-

payments, financial partnerships, or promotional sponsorships with entities
such as automakers, banks, petroleum companies, insurance companies, and
others. Any of these might offer promotions with incentives for the use of this
unigue advertising platform and these could eventually take many forms. For
example, a petroleum company might offer free gas plus a premium for buying
their brand instead of simply receiving ad dollars from the entity. This kind of
co-compensation might apply to automotive insurance, credit cards, or to even
to the automakers themselves. A manufacturer might, for example, integrate
the present invention first into its offerings of what are sure to be more costly
alternate-energy vehicles, and then rely on their revenue-generating potential
to offset their higher acquisition costs for consumers. Thus, the present
invention, appropriately integrated into fuel-efficient vehicle planning and

production would actually stimulate the earlier adoption of such advanced or
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more costly products.

[00295] FIGS. 20-23 are illustrations showing a land-based vehicle with three

examples of displays based on modes of operation and their relationships to
the environment and to other moving or fixed objects. Although there will be
numerous methods for integrating displays FIG. 20 depicts a typical 4-door
passenger car 1010 of the anticipated period having a digital rear end and a
contemporary, low-profile one-box design. lts relatively elevated rear hatch
puts the digital display well above its rear bumper impact zone, in excellent
line of sight for the occupants of most following (viewing) moving objects. In
this example, the overall surfaces and default color of the vehicle’'s contoured

OLED video display blends well with its inherent design lines.

[00296] FIGS. 21-23 depict three different kinds of displays. Although there are

numerous possible kinds of displays, steady-state vehicle 1020 in FIG. 21
presents an image that might be seen when a vehicle is at speed, cruising in a
steady state during daylight hours, in which there are few, if any, speed or
maneuvering changes, as might occur on an open road or freeway. Such a
display would be static and quite similar to the graphics seen on vehicles in
traffic today. These images might be allowed to introduce minor animations,
such as the hair waving in image 1022, or they might dissolve softly into other
images, but only when the vehicles on which they are displayed are in stopped
or near-stopped conditions. Standards and practices will be established for all
such animations and image transitions. Even minor animations or changes
will likely be precluded at speed since they could be distractive to the
operators of vehicles nearby. Thus, displayed graphics using the present
invention, as shown in FIG. 21, are not dissimilar at all to what is on the road
today.

[00297] Transitional-state vehicle 1040 in FIG. 22 illustrates a condition

characteristic of any vehicle that is making changes in speed or direction. All
such changes—slowing, rapid braking, accelerating, turning, creeping slowly
forward or backward—would cause nonessential imagery to quickly dissolve to

be replaced by all federally mandated lighting and safety systems (assuming
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these become digital and not part of a traditional independent lighting system).
Such digital lighting would include a pair of tail lights at optimum spacing with
turn signals and brake lights 1042, a center-mount stop light 1046, plus
backup lights and reflectors. If the license plate and registration systems are
5 also generated via digital video, as shown at 1048, these too would instantly
reappear during any vehicle speed or attitude changes unless federal or local
requirements ultimately dictate their presence at all times. If commercial
imagery of any kind is presented at such times, these would be minimal, non-
animated and non-distractive, all very similar to the kinds of branding seen on

10 automobiles today.

[00298] Stopped vehicle 1060 in FIG. 23 depicts a display on a vehicle that is
fully stopped. When the speed sensor in a display (or viewed) vehicle
indicates a non-moving condition, and its proximity sensor indicates a
requesting vehicle or device within range (or even in the absence of such

15 electronics requests), then that display vehicle is able to queue and present
full motion, conventional, or hyper-relevant video imagery 1062. If the display
vehicle should drift slowly forward, the full motion video imagery could, under
most scenarios, dissolve and be replaced by the lighting, licensing and safety
systems shown in FIG. 21. Rulemaking and resulting Federal Motor Vehicle

20 Safety Standards (FMVSS) would be adopted after thorough consumer and
safety testing to determine the speed and motion boundaries for full motion
video animation, transitions and deliveries, and the appropriate start and cutoff
timings based on the relative speeds and the movements of the other vehicles
involved.

25 [00299] It is worth noting that at night or during periods of darkness or under
potentially hazardous conditions, all lighting systems will be displayed. There
are some genuine advantages to land vehicles having digital rear ends. One
of these is graphics standardization for critical operations. The size and lateral
separation of taillights combine to provide valuable cues to any vehicles

30 following as to the range or distance to vehicles ahead. When taillights are of
different sizes and have different lateral spacing, the effectiveness of these
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cues is diminished. The present invention allows for the widespread
standardization of these important visual elements. It additionally allows for
intercommunications between all vehicles having digital video body panels or
glazing to display early warnings and even graduated warnings during slowing
or stopping. In the event a vehicle leading a long lane of vehicles at speed
begins to slow, then all vehicles could simultaneously receive a slowing alert
via radio and that signal would introduce a uniform amber taillight alert that
would shift gradually towards red as all vehicles slow at roughly the same rate.
This feature alone could prevent the very common increasingly exaggerated

stops as brake lights flash on without warning in a lane of traffic at speed.

[00300] FIGS. 24-27 are illustrations of four types of displayed content. 1100

depicts an Emergency type display. Most of these will be in the Public Service
category and would be stored and deployed by Federal, State or local
governments. This would not preclude personal or consumer emergency buys
however. Emergency graphics can be stored in all hard drives or can be
uploaded to vehicles based on their locations and travel environments.
Emergency content is typically embedded with instructions for distribution at
precise times and under exacting conditions, usually triggered by local area
wireless signals, GPS coordinates at precise time periods, or through vehicle
to vehicle wireless transmissions. Note that emergency displays will cause all
vehicle license and registration information to immediately reappear, assuming
they are digitally represented. Emergency content transmissions will have
higher priorities than all other types of content and would be triggered by a
proximity to, or entry upon, a hazardous area often defined by GPS

coordinates.

[00301] At 1120, a typical Proximity advertisement is shown. A consumer in a

following vehicle might request such proximity content be displayed on nearby
objects, or these might appear passively based on a proximity media buy. In
an example to be later described, Proximity buys could be based on a time of
day (e.g., meal time) and, most certainly, on a location (e.g., the city blocks
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surrounding a restaurant. Graphics might include animated signage, such as
the right turn arrow depicted in Proximity illustration 1120. In the case of a
drive-thru restaurant, graphics on a viewed vehicle immediately ahead in the
drive-thru line could display a pictorial and even an animated menu in rich

video imagery, along with current prices.

[00302] The present invention uses existing onboard GPS Navigational systems

to deliver ads at precise locations determined by the advertiser or by the
media buying agencies. By coupling specific content stored on board a
vehicle’s internal hard drive to specific geographical locations (e.g., a city
block, an entire section of a city, or a length of rural highway), advertisers can
target specific demographic groups by area and can call attention to specific
products or services while drivers or consumers are close to them. This is
called proximity advertising. The ability to advertise restaurants, promote
special sales or points of interest, to capture spontaneous interest, or to inform
those who may be unfamiliar with an area is powerful and much sought after in
the world of marketing. In practice, the desired GPS coordinates are coupled
with the ad content at the time of upload. When a vehicle’s GPS system later
indicates travel within those specific boundaries, then those ads are either

queued or are given priority over other content.

[00303] At 1140 is an example of Sponsorship content. For example, a

convention promoter or exhibitor could purchase time or content for the city
streets and freeways surrounding a convention center. As vehicles equipped
with the present invention approach sponsored venues, such as theme parks,
sports stadiums, national parks, or airports, content representing those
sponsors could appear on all of the objects moving in and around that

immediate area.

[00304] Another common form of sponsorship is likely to be where marketers,

entities, or individuals purchase time and space on the surfaces of moving
objects as a free courtesy or a service enhancement for viewing parties.
Imagine two vehicles equipped with the present invention stopped one behind

the other at a traffic signal in which the vehicle behind is able to view the
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external display surfaces on the vehicle ahead. Assume the viewing vehicle is
at that moment tuned to a radio station, using an onboard entertainment
system, or listening to a portable handheld device such as a future iPod,
satellite portable, MMXx, or phone. When such equipment in or around a
viewing vehicle is equipped with a means to wirelessly broadcast an encoded
signal describing the content it is currently using, then a vehicle ahead is able
to enhance that use by introducing visual content synchronized to a
consumer’s current audio environment. In other words, if the occupants of a
viewing vehicle are listening to a satellite radio station that is playing specific
music, that music code (or the content itself) could be transmitted forward to
the viewed vehicle, and the display of that vehicle could then present video
material which is both related to and is synchronized with the audio content
being received or consumed in the viewing vehicle. The logo or the tag lines
of the sponsor offering such free entertainment or marketing enhancement
would of course be displayed somewhere on the video display within the line
of sight of the viewing vehicle. Naturally, these commercial sponsorships
could be turned off or locked-out by any properly equipped viewing vehicle or

any compatible portable device within range.

[00305] At 1160 is an example of a Personal media content placement. Such

media can be generated by consumers or professionals and can be uploaded
by users themselves. If personal ads are placed on other vehicles, they will
pay the going media rate for the anticipated location, time of day for the
number of impressions. If such content is placed on an owner’s own vehicle,
then that cost would be deducted from revenues earned from the display of
content for others.

[00306] It is worth noting that a major application of the present invention will be

that of displaying commercial advertising in large indoor and outdoor parking
lots and structures by using the rear surfaces of parked cars. In this way,
consumers can even earn revenue while they are shopping, by presenting
commercial advertising to passing motorists who are looking for parking
places or to pedestrians on foot who are walking past rows of parked cars on
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their way to the retail spaces. This proximity application alone will be of
significant value to the parking spaces surrounding retail stores. Imagine the
large number of vehicles parked in spaces near a major mall anchor such as a
Nordstrom’s or a major brand restaurant or theater chain that could display
specials or show film trailers to families passing on their way from the lot into
the mall. Proximity sensors on board each vehicle could activate such ads as
pedestrians approached and passed behind them. These displays can also
easily be targeted by proximity, venue, or time of day, and when consumers
further carry handheld MMx units which broadcast a consumer’s “who | am” or
“what | want” encoded preferences, then parked moving objects are able to

display hyper-relevant content to those pedestrians.

[00307] EXAMPLE 1
[00308] FIG. 28 is a diagram showing geo-specific content distribution. It

depicts several city blocks with in a representative downtown area. Main
Street is shown at 1280 and 1st street at 1200. The Convention Center is
located at 1220. A McDonald’s Drive-thru is shown at 1240, and a Hilton Hotel
is shown at 1260. 3rd Street is a one-way street, as indicated by the arrow at
1284, and temporary road work is shown at 1250. In terms of content media
buys, Apple Computer has purchased the several square block area
surrounding the Convention Center, but only during visitation hours for the
electronics show. This area is indicated at 1222. McDonald’s restaurant,
1240, has a renewable lease for the city block area immediately surrounding
its restaurant and the boundaries for this media area is indicated at 1242.
However, McDonald’s has also purchased media rights to the subsurface
parking garage for the convention center on a 24/7 basis, such additional
space being represented at 1244. Hilton Hotels, meanwhile, has leased the
areas surrounding its hotel but has also negotiated exclusive rights to traffic
flowing along Main Street a half block from the Hotel. Each of these areas has
boundaries defined by GPS coordinates and each has an individual priority for
content deliveries based on the time of day. The fees for such areas and their
relative priorities are established by the anticipated level of exposure—
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typically based on the number of targeted impressions they can deliver at any
given time—in the same way as outdoor billboard advertising is valued.
Specific content purchases are described in FIG. 29. In FIG. 30, we will take a
drive North on Main Street to experience the kinds of content that will be seen

by four different types of users during their travels.

[00309] FIG. 29 is a diagram showing content purchase and encoding by

content type. Across the top are the Column headings of Sponsorship,
Proximity, Personal, and Emergency, representing the four content categories
discussed in FIGS. 24-27. On the left side, from top to bottom, are the
headings of Content, Time Encoding, Venue Encoding, Exposure priority, and
Fee range. Together, these represent the kinds of media buys described in
FIG 28.

[00310] Reading from top to bottom in the Sponsorship column, at 1305, we see

Apple’s purchase of the Consumer Electronics Show at the Downtown
Convention Center. At 1325, we see that Apple has purchased the prime time
hours when the Convention Center is open, from 7:30 AM to 6:00 PM during
the run of the electronics show. At 1345, we also note that Apple has
purchased the several square block area surrounding the Convention Center
which includes all of the approach routes to entry and parking. The Exposure
Priority assigned for Apple’s sponsorship (the preference with which Apple's
promotion is given over other types of content) is shown at 1365 as Level 2,
with Level 1 being highest. Finally, the Fee Range, at 1385, is “High”, based
on the show and on the high value business traffic at this venue.

[00311] The Proximity content column at 1310 reflects McDonald’s and Hilton

Hotel's Local Venue advertising buys. Both companies, at 1330, have
selected media purchases on a round-the-clock or 24/7 basis. 1350 indicates
McDonald’s buy of the streets immediately surrounding its restaurant but, as
shown in FIG. 28, also includes the entire Convention Center underground
parking garage in an effort to attract hungry convention goers. 1370 indicates
a Level 3 priority (from a total of four), meaning that Apple’s sponsorship at

Level 2 would take priority if there were a conflict in time and place. Finally,
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based on McDonald’s and Hilton’s annual deals for Proximity advertising, they

have negotiated costs in a Medium fee range, shown at 1390.

[00312] Under Personal Content at 1315, we find a Registered Owner who

wants to Promote his own business at minimal cost. An example of such
content would be the Dog Walking business shown at 1160 in FIG. 27. In
order to keep costs down, yet hit his target market, this person has chosen
Non-Prime Advertising hours at 1335, so that during these periods he can
continue to generate revenue by displaying brand advertising for big
companies, but he has also selected an option which lets him manually
override his own schedule to present his own or other personal ads whenever
he chooses. Also, because his business operates in a localized area and
involves such a personalized service, at 1355 this owner had selected his
immediate neighborhood based on GPS inputs. In other words, when he
ventures further from home he can earn money through the display of major
brand advertising, but as soon as he re-enters his home neighborhood, his
Personal or Business ads will gueue up and promote his local enterprise. At
1375, we see this has resulted in the lowest Exposure Priority for his own
content, allowing him to first optimize income producing content. His fees for
Personal content will therefore be among the lowest available, and will simply

be deducted from his monthly ad revenue, as indicated at 1395.

[00313] In the last column, Emergency, we see at 1320 that the City

Department of Transportation has requested a Public Service placement, and
has designated it for automatic activation. This means the network will cause
the requested content to automatically appear on the displays of all moving or
fixed objects equipped with the present invention operating within the specified
venue in accordance with local laws and time/place specifications. At 1340
and 1360, we see that both Time Encoding and Venue Encoding will be
governed by Local Road, Highway and Safety Standards During Project
Durations. This simply means that “alert” or “emergency” content will be
posted at the times and places where they are required. Since many of these
media postings are Emergency alerts that may bear on transportation or
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highway safety, they are granted the highest priority, Level 1, shown at 1380.
Fees for such media are typically borme by public funds or taxpayer dollars.
However, if Government agencies are using privately-owned assets to deliver
its messages, the proceeds for any such Public Service media buys will be

shared with the registered owners of those assets, as indicated at 1398.

[00314] FIG. 30 is a diagram showing Content Viewing referencing information

from FIGS. 24-29. In FIGS. 24-27, we learned four basic types of content. In
FIG. 28, we saw how certain content could be displayed selectively based on
its proximity to people, places and things, and in FIG. 29, we learned about
content priorities, encoding, and fees. FIG. 30 now brings all of these together
to demonstrate what four different vehicle drivers (each expressing individual
interests and needs) would see on the various fixed or moving objects around
them that are able to communicate with the present invention as they move

north on Main Street, as shown in FIG. 28, at 12:00 noon.

[00315] Across the top of FIG. 30, four different driver types are represented: at

1402 is a Soccer Mom driving an SUV with a load of kids; at 1404 is a
Business Traveler who is unfamiliar with the city and is driving a rental car; at
1406 is a local Daily Commuter (who is quite familiar with the city) driving in
his personal car; and at 1408, we have a disinterested driver who is using a
car equipped with an aftermarket system (as described in FIG. 17 at 680) to
disable advertising on the various moving objects within his point of view.

[00316] The second row indicates the preference settings each of these drivers

has assigned to his particular vehicle that are currently switched on. The
soccer mom at 1412 has a Family Profile engaged in her SUV with her kid’s
preferences also active. At 1414, the business traveler has asked his car
rental company to transfer his preferences from his personal car to the rental
car and has further requested the rental agency to add its local visitor support
program, which will guide him through the city based on his personal interests.
The business commuter, at 1416, has his normal personal profile active. The
disinterested driver has all of his ad viewing preferences shut off, as indicated
at 1418. So, when driving north on Main Street at noon, each of these drivers,
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along with any occupants on board, is likely to see the following kinds of
content in front of or around them on surrounding displays equipped with the

present invention:

[00317] From 1st Street to 2nd Street, mom in her SUV will see family oriented

ads derived from her own interests, mixed with the interests of her children
(since their profiles have been so adjusted), as shown at 1422. At 1424, the
business visitor in town will see ads and content based his own WIA/MWIW
profile interests, except that any proximity-based interests will reflect his
current location. In other words, if one of his preferences has been set for fine
Jamaican dining in his home town of Chicago, he will now be alerted to the
presence of nearby Jamaican restaurants in this current location (e.g., Los
Angeles), especially here at lunch time. Because our visitor has asked the
rental company to add its Local Visitor Support package at 1424, he will be
also shown a variety of local interests in his new travel area. If he is more
interested in certain kinds of fishing or boating, than he is interested in, for
example, museums, a much larger emphasis will be placed on these points of
interest. At 1426, our local business commuter will be presented with content
corresponding to his personal profiles that are switched on. Finally, at 1428,
the disinterested driver will see nothing displayed on the objects in front of his

vehicle as he moves between 1st and 2nd Streets.

[00318] Between 2nd and 3rd Street, our northbound drivers will enter the first

and largest zone for a proximity media buy, the one purchased by Apple
Computer at the Convention Center. Here, our mom with her kids at 1432, our
business traveler at 1434, and our local commuter at 1436, will all see Apple’s
sponsorship imagery on the various objects around them; however, because
our rental car visitor has requested local visitor support, he will also see, at
1434, a One Way Traffic Alert which will result in an absolute display priority
during the last 20% of travel as our visiting driver approaches the intersection.
At 1438, our disinterested driver continues to see nothing displayed on the

vehicles or fixed signage around him.

[00319] Between 3rd Street and 4th Street, mom and kids at 1442, the rental
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car driver at 1444, the local commuter at 1446, and even the disinterested
driver at 1448, will all see a “NO RIGHT TURN?” alert as they approach the
intersection calling attention to a temporary roadwork and closure condition
during the present hour. All vehicles will receive an alert since these have the
highest priority and involve issues of traffic safety. As vehicles near the
intersection, this alert overrides even Apple’s high cost promotion and the
disinterested driver’s preferences at 1448 to not view commercial content.
Apple’s exposure during this hour will drop to approximately 70% of the driving
time between these parallel streets. Such road hazard information would be

regulated by the local area city and traffic signage infrastructure.

[00320] From 4th Street to 5th Street, mom at 1452, our rental car visitor at

1454, and our daily commuter at 1456 will see, presented on the objects
before and/or around them, both the Apple promotion and Hilton Hotel's
proximity ads. Apple’s logos will be seen approximately 70% of the time
between 4th and 5th along Main Street, and Hilton’s ad will be seen about
30% of the time, due to Apple’s premium fee paid for the temporary
Convention Center sponsorship. Between 4th and 5th, our disinterested driver
at 1458 returns to being presented with no commercial content, in accordance

with his pre-established preferences.

[00321] Between 5th Street and 6th Street, mother and kids at 1462, the rental

car user at 1464, and our daily commuter at 1466 will all be presented with
essentially the same levels of paid content: Apple at 70% (due to the premium
fee), Hilton Hotel’s ads at 20% of the linear block, and McDonald’s at 10% of
the linear block, due to the surrounding surface street proximity area
purchases which they have leased from the network. Between these streets,
however, our disinterested driver at 1468, in the absence of any further road
or traffic safety alerts, sees nothing displayed for his benéefit.

[00322] In the final stretch between 6th Street and 7th Streets, our disinterested

driver continues to have no commercial content displayed, as shown at 1488.
However, our soccer mom with her kids at 1482, our rental car driver at 1484,

and our daily commuter at 1486 will all continue to view ads based on their
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previously scheduled proximity media buys and their content delivery
instructions. The result is the following approximate split in content display:
Apple Computer at 70% (for its premium fee), with the balance split equally
between McDonald’s and the Hilton (15% each), depending on linear area

5 traveled over time. Itis important to note that after 6:00 PM, when the
Computer Show closes at the Convention Center, the traffic between 2nd
Street and 7th Streets will no longer be shared with Apple (since the company
has purchased time only during show hours). This time will now be divided
between McDonald’s and Hilton Hotels based on areas 1242 (for McDonald’s)

10 and 1262 (for Hilton), as shown in FIG. 28. In the remaining areas along Main
Street which are not defined by the proximity content purchases shown in FIG.
28, presentations will be based upon the active personal “Who | Am”/ “What |
Want” personal profiles or on preferences stored on board each vehicle, which
have also been activated by their owners (or system administrators).

15  [00323] FIG. 31 is a block diagram showing a possible content delivery protocol
between moving objects. Such a sequence typically begins at 740/750 with a
local wireless signal from another moving object or from a portable, mobile
hand-held device containing data and a means to transmit a combination of
VIN numbers, profiles, user codes, or content requests. Such signals are

20 received at receiver 744 and are decoded at 746. This information is then
processed aboard a receiving (or viewed) vehicle, or a moving or a fixed
object, as indicated at 1505. Once received, an initial question is asked at
1510: Are ads rejected? If the answer is YES, no ads are queued, as
indicated at 1515, and subsequently, at 1520, the declined ad viewing

25 instruction is logged on the hard drives of both the requesting (transmitting)
and the displaying (receiving) moving objects. Eventually, this declined data
delivery is uploaded to the network along with information on VIN, time, place,
and demographics via transceiver 714.

[00324] If, at 1510, the answer is NO, then the preferences associated with that

30 VIN are decoded at 1525. At 1530, a second question is asked: Is the

requested content available? If the answer is affirmative, another
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question/decision follows at 1540: Is there time for the requested content?
Input for this decision comes from the Intersection Clock 1800, which is
explained in more detail in FIG. 35. The Intersection Clock 1800 is an
independent database that is linked to a moving object’'s GPS (geo-location or
5 navigational) system 755, which, over time, records and learns event delay
performance at precise locations, primarily at traffic lights, bridge or railroad
crossings, freeway on ramps, and throughout urban or rural environments that
experience heavy stop-and-go traffic. This database is linked to a short range
wireless transceiver system capable of synchronizing its current database with

10 signals from other moving objects (those equipped with the present invention)
which may have arrived at the intersection earlier, and then lock onto the
ongoing traffic signal sequencing at that location. Based on this information,
the Intersection Clock 1800 can determine how much time remains for the
display of content before stopped traffic starts to move again.

15 [00325] If, at 1540, adequate time remains to display the requested content,
then at 1550, the system determines if there are any priority overrides to deal
with. Such overrides can come from multiple sources. Block diagram
elements 846, 848, and 824 represent Proximity Priorities, Personal Priorities
and Public Service Priorities, respectively. These priority assignments are

20 typically embedded with their content as release instructions and are triggered
by time, place, or hierarchy as discussed in FIGS. 29 and 30. Another kind of
priority override is shown at 1595. Law Enforcement and Security Priorities
can be triggered from outside the system as opposed to using a
preprogrammed internal protocol. The law enforcement chip at 748 is an

25 example of a trigger which provides for the override of moving object displays
by members of law enforcement in the interests of public safety. Imagine, for
example, that a missing child is reported in a specific area of the city. It would
be possible in only minutes to distribute a photograph of that missing child and
to reproduce that image on the display panels of all equipped vehicles within

30 several square miles of where that child was last seen. In another example, it
would be possible to place “WARNING STOP WAIT” graphics on vehicle
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displays in the event that Emergency Vehicles are approaching the

intersection.

[00326] If priority overrides are embedded in the content, these are revealed at

1550, and content is displayed accordingly. If there are no priorities, then at
1555 content is released from the on board storage hard drive. Priority
monitoring is an ongoing and constant real time process as indicated at 1560.
If delivery conditions change, content queuing or display can be instantly
suspended or even substituted with other content. One of the most critical
steps in monitoring content deliveries is to confirm vehicle relative speeds and
proximities in real time. This step is shown at 1565. When all pre-established
delivery criteria has been met between a requesting and a presenting vehicle,
prioritized content is sent to the presenting vehicle’s display drivers, as shown
at 1570, then on to its video display 760. If, during display, delivery changes
are detected at 1565, it may be necessary to suspend or modify the delivery of
content. For example, a presenting vehicle creeps slightly ahead in traffic,
altering the viewing angle and range, and, more importantly, introducing a
need for the operator of a viewing vehicle to focus on maneuvering his vehicle
forward in a stop and go traffic lane. It becomes immediately critical to
suspend any content delivery that could compromise the maneuvering process
and to reveal all vehicle visual lighting and safety systems. An essential
purpose of the present invention is to maintain, at a minimum, the safe
operating conditions which exist today between moving objects and their
operators. For this reason, it is anticipated that video impressions would occur
only when vehicles are static, parked, or moving only within minimal
acceptable limits. Thus, at 1580, any changes beyond established norms will

modify content delivery.

[00327] Once content has been sent to the display drivers, the extent of the

delivery will be confirmed at 1575. If the queued content has been totally
delivered, then the time, place, and percentage of that delivery will be encoded
and logged onto the hard drives of both the requesting and the presenting
vehicles, as indicated at 1590. This is an important confirmation step as it
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reveals to marketers and to the distribution network that the intended content
was indeed delivered as requested and that platform owners and operators
can now be properly compensated by the Compensation unit 900. Although it
is not reflected in FIG. 31, content delivery, as previously discussed, includes
the transmission of either audio codes or content, so that the audio portions of
video content can be reproduced over the sound systems of viewing or
requesting vehicles and devices. Deliveries can therefore be confirmed on
several levels, the four most common being: (1) Content was NOT viewed
(content requests were shut off or content was rejected); (2) Content was
viewed only (requested content was displayed but sound was shut off); (3)
Content was both viewed and heard (both systems functioned fully during
delivery); and (4) Content caused viewer to specifically respond after such
viewing (meaning that a receiving party might have driven to a specific
location, requested more information on a product, or made a purchase within

a specified period).

[00328] If the delivery of content is modified for any reason at 1580, then it is

determined at 1582 whether minimal delivery requirements have been met to
constitute an actual delivery. This is generally interpreted by the amount of
content exposed to the viewer. If minimal exposure was met at 1582, then this
will be logged as a percentage delivery at 1590. If minimal exposure was not
met, then shorter content of a similar type can be queued (as indicated at
1545), or the delivery can simply be preempted as shown at 1586 and re-

queued in its entirely at 1588.

[00329] If, at 1530, it is determined that requested content is unavailable

(meaning, possibly that a hard drive may not have been recently updated from
the network), then, at 1535, alternate, similar, or generic content is queued. If
it is determined at 1540 that there is insufficient time to display 100% of the
requested content (e.g., a 30 second spot), then, at 1545, a shorter
commercial spot of the same or similar content can be substituted. Once such
revised content is queued at 1535 or 1545, it is released from the hard drive,
as indicated at 1555.
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[00330] FIG. 32 is a diagram illustrating geo-specific content distribution in a

rural area. The map shows an Interstate Highway 1610 passing north/south
through a rural countryside. A rural road is shown at 1620, a river at 1630 and
a bridge-out condition at 1640. Several hundred feet from the highway is a
Gas Station/Market at 1650. A rectangular boundary is indicated around the
Gas Station/Market area. This area defines a proximity advertising area 1660
within which specific commercial or public service messages can be delivered.
Another boundary is indicated at 1670. This rectangular area defines the
bridge-out warning alert area and is referred to as a Public Service Alert Area.
Finally, four electronic billboard installations are represented at 1680, 1682,
1684 and 1686.

[00331] When stop and go congestion exists on the interstate, then moving

objects equipped with the present invention can use other objects immediately
in their paths to display commercial or public service content. It is generally
anticipated that non-animated graphics (e.g., signhage announcing an
upcoming gas station or market stop ahead) could be placed on nearby
moving objects at speed since they would be no more distractive than other
types of graphics which exist today on moving objects and would, in fact, be
easier to read since they are moving with the viewer at traffic speeds, as
opposed to passing quickly by at roadside. However, in the absence of traffic
equipped with the present invention, electronic content would have to be
placed on other kinds of display surfaces, such as the billboards indicated at
1680. The difference between standard electronic billboards and those
equipped with the present invention is that those equipped according to the
present invention able to receive and interpret aggregated requests for
commercial, personal, or public service content and then display such content
to the occupants of passing vehicles.

[00332] For example, southbound traffic on Interstate 1610 will transmit

advance wireless signals (each representing VINs, profiles, and user codes
with content requests) to the billboards depicted at 1680. When a vehicle
approaches such a billboard, the billboard has already polled its internal
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storage (see FIG. 31), and will queue and display content requested by that
VIN as it approaches. In this way, even single or lone vehicles using the
present invention can function independently within the environment by
causing highly appropriate or hyper-relevant content to appear on many types
of surrounding surfaces. Imagine fuel is nearing empty on that southbound
vehicle. Such a “low fuel” condition can be interpreted through the vehicle
interface 730 and, once coordinated with GPS data regarding the location of
the service station, can encode and broadcast a radio signal 740 via
transmitter 742 to enable nearby billboards to display information on the
proximity of available fueling stops. While it is true that such information could
be presented on displays inside a vehicle, other types of content are better
suited for showing externally on electronic billboards. For example, billboard
1680 could reveal the presence of Gas Station/Market 1650, which might
otherwise be obscured from direct view of Interstate traffic. Billboard 1682
could further indicate directions to the Gas Station/Market and might feature
other products and services based on the preferences and interests of the
occupants of any approaching VINs. Westbound traffic on Rural Road 1620
would be exposed to electronic billboard 1694 before leaving the populated
area defined by Proximity Advertising Area 1660. Normally, billboard 1694
would carry content relating to features along the road or would respond to
content requests. However, in this example showing a proximity Public
Service Alert area, 1670, such requested content for billboard 1684 would be
overridden by the “bridge-out” alert until the condition is eliminated. Electronic
billboards would have content uploaded to them using the Internet and a
delivery means such as cable, wireless, or satellite. Again, embedded with the
content for delivery can be specific instructions for the dissemination of that
content. In the case of the “bridge-out” alert, these instructions would likely be
in the form of GPS coordinates defining the perimeter of the alert area. Such
a boundary is indicated at 1670. Once these boundary coordinates are
identified and approved by a governing agency, they can be sent out via

Internet/cable/wireless/satellite to all such electronic display devices within an
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affected area. This means that all moving objects, whether or not equipped
with the present invention can encounter such visual displays. Secondly,
these coordinates can be sent to all moving objects equipped with the present
invention as indicated at 868, 870, 872 or 974 in FIG. 18B, causing such an
alert to override other types of content on any equipped vehicles that enter the
area 1670 boundary. The advantage, of course, is that local governments are
able to instantly deploy critical public service alerts like bridge out or
flooding/turn back warnings without having to visit the site to physically set up
such temporary signage as is commonly done today. Both fixed electronic
signage and moving objects can be quickly changed over from commercial
revenue to emergency public service purposes by carrying their audio/visual
messages directly to the vehicles, venues and consumers concerned on an
exacting and timely basis.

[00333] EXAMPLE 2

[00334] FIG. 33 illustrates the interactions between moving and stationary
objects at a typical city intersection and will help clarify two elements relating
to the queuing and display of content on moving objects: (1) allocating timing
for display through the use of the Intersection Clock 1800, and (2) specific
methods of vehicle-to-vehicle viewing.

[00335] A traffic intersection is shown at 1700, bounded by pedestrian
crosswalks, a configuration increasingly common in city and rural
environments. 1705 indicates an eight lane north/south highway. 1710
represents an east/west highway with active cross traffic. Overhanging traffic
light structures 1715 are shown in two places for the north/south corridor.
Each of these carries a left turn signal 1720 aligned opposite and above the
left turn lane, plus a green/amber/red signal light above through traffic lanes,
plus an identical light on each corner, shown as 1725.

[00336] Note first the northbound vehicles marked A through L. In this first
example, vehicle A has arrived and stopped at the intersection first. Vehicle A
is equipped with a production version of the present invention; however, it has

not previously been through this particular intersection. As a result, as Vehicle
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A approached this intersection, several things occurred: (a) the driver of
Vehicle A, seeing light 1725 change from green to amber, braked and eased
to a stop at crosswalk 1730; (b) a forward-looking optical sensor on Vehicle A,
monitoring its approach to the signal light, sensed the signal light's color shift
from green to amber; (c) sensing the color change (in the same way as its
driver), Vehicle A engaged its onboard Intersection Clock 1800 to begin a
recording function to document the signal’s red (stop) duration before its return
to green (go). By recording this elapsed time and by cross-referencing the
vehicle’s GPS location and its last heading (northbound), vehicle A is able to
initially compile, in terms of gross timing, a beginning database for the signal

sequences at this particular location.

[00337] Every signal intersection has basic and relatively consistent event

timing protocols. Some locations, however, have unique event schedules, but
even these can be learned by the Intersection Clock 1800 as defined by the
present invention. For example, intersection traffic lights will normally halt
traffic flowing in opposing directions to permit the flow of cross traffic. This
process normally begins by allowing cross traffic to complete opposing left
turns first. After left turns are timed out (about 12-16 seconds), those lanes
are then stopped and through traffic is allowed to proceed. After a
predetermined period (anywhere from 60 to 90 seconds), this process is
halted and the sequence will repeat itself with traffic flowing in the
perpendicular direction. Clearly, there are many variations, including one-way
streets, multiple streets converging, railroad crossings, etc.; however, when
coupled with GPS identification and an ability to spot the start of an event
(such as a color transition from green to amber), any vehicle equipped with the
Intersection Clock of the present invention can automatically construct a
database by time of day for any intersection it uses. Table 1 illustrates a

typical traffic signal event timing cycle.

[00338] In addition to constructing an event timing database from scratch,

moving objects equipped with the present invention are also able to receive
intersection event timing data from other moving objects in and around that
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intersection. In other words, if another vehicle that has previously passed
through this intersection arrives moments later, this second arriving vehicle will
have the traffic event sequence for this intersection stored in the database of
its own onboard Intersection Clock. For example, assume that vehicle H (or
even vehicle M, which is currently crossing the intersection) contains such
information. Each of these vehicles will automatically broadcast the event
sequence for this intersection when it enters or crosses it, by wirelessly
transmitting it from its Intersection Clock 1800 through transmitter 714 and
antenna 715. In this way, all vehicles equipped with the present invention can
immediately update their onboard database for this intersection. At the same
time, Vehicle A can contribute an accurate synchronizing signal for these later
arrivals because it began recording event timing for the northbound lanes
beginning with the signal’s light change from amber to red. Through this
instant, ad hoc exchange of information at any populated intersection, all
properly equipped vehicles can distribute current event timings and

synchronize their internal clocks without relying on external infrastructures.

[00339] One last step for each Intersection Clock is to calculate for its

respective vehicle the amount of time remaining for content presentations
before the light turns green in its lane and the traffic begins to flow. From
Table 1, one can see that if a vehicle (e.g., southbound Vehicle P) should
arrive at the intersection later and synchronize with other vehicles at event
Stage 4, then it will have approximately 92 seconds within which to queue and
present video content before these vehicles begin to move again. Ninety-two
seconds is adequate for two full 30-second commercial spots, two 15-second
spots and a two-second dissolve to a corporate logo sponsorship before

mandatory vehicle safety systems must again kick in.

[00340] Vehicle-to-vehicle communications will be governed through testing,

rule making, and the administration of content delivery procedures that define
where, when, and under what conditions various types of content can be
displayed without compromising highway and traffic operational safety. It is

essential that content not detract from a vehicle operator’s need to focus on
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the movements of all objects around them rather than on any graphic content
those objects might be displaying, beyond federally mandated lighting and
safety systems. The present invention can assure that content will only be
viewed or presented when vehicles are fully stopped. It can also assure that
content cannot be viewed by vehicles that are passing in adjacent lanes,
because this could produce a significant distraction. The kinds of displays
anticipated by the present invention can be combined with thin film overlays
that can optically or electronically increase or reduce the angles at which
imagery can be seen. Optical filters, for example, can be embedded into the
outer protective layers for these displays. One basic filter of this kind is 3M
Corporation’s micro-louvre technology which optically restricts the viewing
angles in flat panel displays. Still another technique, created by Sharp
Corporation and Sharp Laboratories of Europe, Ltd., permits an LCD to
simultaneously display different information and image content in right and left
views on a single display by directionally controlling the viewing angle of the
LCD. This makes it possible to provide information and content tailored to
specific users depending on the precise angle at which they view the display.
Such an application could, for example, direct requested hyper-relevant video
content directly rearward to a following vehicle, while the view from vehicles
passing at more oblique angles could cause the same imagery to dissolve into
the default body color for a given vehicle, or into content appropriate for

generic or non-requested viewing.

[00341] A primary reason for selective or controlled viewing is that content

requests are generally private and based on non-identifiable information
requests. If an individual in a following (viewing) vehicle has allowed
preferences which request content that is quite personal in nature, it would not
be desirable for that content to be viewable by the occupants of vehicles in
adjacent traffic lanes. Note, for example, Vehicle A, which is presenting
requested hyper-relevant content to vehicle B behind it. Note the angular
spread indicated at 1735. This lateral spread controlled by the previously
mentioned technologies prevents the occupants of surrounding vehicles D, G,
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or H from seeing what is being displayed on the rear-facing surfaces of
Vehicle A. Vehicle D’s exposure is blocked by vehicle B, as shown by
dimension 1740. If Vehicle B were not in close proximity to Vehicle A, this
condition would be detected by Vehicle A’s proximity sensor 770, and the
system would prevent the queuing of highly personal hyper-relevant content.
Vertical viewing angles can be controlled in the same way as horizontal
viewing angles to prevent, for example, the viewing of personal content from
adjacent trucks or busses having seating positions that are inherently higher
relative to the ground. Additionally, all such imagery would not incorporate
animations or otherwise distractive content until the surrounding viewing

vehicles have come to a complete stop.

[00342] Note that at 1745, Vehicle D has requested content from Vehicle C.

Vehicle C can select and queue that content; however, it cannot present it until
Vehicle D has come to a full stop at a predetermined range behind Vehicle C,
such spacing predicated on the respective VINs of the two vehicles. Such
optimum spacing is reflected by Vehicles G and H, at dimension 1750. Here,
vehicle G is a high SUV and vehicle H is a low two-door sports coupe. The
VIN numbers exchanged between these vehicles during the requesting
protocol has identified the respective heights of each vehicle along with the
eye envelope for an average percentile driver in the following (viewing)
vehicle. This information yields an optimum viewing range between these two
objects. Furthermore, as vehicle H closes the gap with vehicle G, a small
green dot will appear on the rear-facing display of Vehicle G. As the driver of
Vehicle H continues forward, this spot will grow increasingly amber and finally
red which indicates the optimum stopping point for best viewing through
vehicle H’'s windshield. At this point, the dot will disappear and content
viewing will commence. This fore/aft vehicle spacing feature of the present
invention will additionally conserve thousands of square feet of space in traffic
lanes simply by allowing vehicles to maintain more efficient vehicle-to-vehicle

tandem spacing.

[00343] By contrast, vehicles K and L have reached optimum spacing, as
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shown at distance 1755; however, vehicle K cannot present content because
both vehicles are drifting slowly forward in the same lane. Once both vehicles
reach a full stop, they can commence content display. On the other hand,
Vehicle K has made an automatic content request of Vehicle J at a relatively
distant range shown at 1760. Because vehicle J is at a full stop, it might be
allowed to queue and present certain kinds of static content (such as a non-
animated corporate logo) until Vehicle K is fully stopped at optimum spacing
behind vehicle J.

[00344] FIG. 34 shows a section of freeway with lanes in one direction, having a

center divider 1765 and a carpool lane 1770. Moving at consistent freeway
speeds, Vehicle B may make content requests forward to Vehicle A, as shown
at 1775, however, such requests will be fulfilled only on a limited basis due to
relative vehicle speed and range protocols. During day and night hours at
speed, commercial imagery is likely to be limited to small centrally-located
display areas on digital rear-ends and animation would not be permitted
unless vehicles are fully stopped. This is because animated or moving images
can distract nearby drivers. At the same time, protocols would not want to
dissolve or delete commercial imagery before engaging a vehicle’s lighting
and safety systems as this could introduce dramatic changes in object
appearance while they are underway. Additionally, during night driving hours,
all lighting and safety systems would remain active on all moving objects,
regardless of speed, proximity, or location since uniform taillights, running
lights, and turn signals are vital elements in allowing drivers to judge the

distances and conditions of vehicles ahead.

[00345] An exception might occur between stopped or extremely slow stop and

go traffic as depicted in the far right lane 1780. Such a condition could be
caused by a backed-up off ramp. If, over time, such blockages on heavily
traveled freeways become repetitive, these conditions would gradually be
recorded on the Intersection Clocks of moving objects equipped with the
present invention. Estimates of such delays can then be monitored for
consistency and certain kinds of content or public service alerts can be
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displayed. In such cases, vehicles can use their on board transmitters to
measure the relative movements in long rows of vehicles and opportunities
can be identified for the queuing and display of short duration content while
these vehicles are near-stationary. In lane 1780 from top to bottom, Vehicle |
is presenting nonspecific (generic) commercial content to Vehicle J (which
does not possess the present invention), Vehicle L is presenting hyper-
relevant content to vehicle M (which has requested it), and vehicle M is
presenting generic content to vehicle N. Of significant value in such situations
is the ability of any vehicle fitted with the present invention to synchronize
public service or traffic safety displays with other properly equipped vehicles.
As previously mentioned, freeway speed changes, when communicated
uniformly by radio between multiple vehicles simultaneously, followed by a
uniform response (such as causing all of the vehicle’s rear lighting systems to
glow amber (for caution) and then transition at the same rate to red-amber and
then red at uniform brightness levels (as opposed to individual brake lights
flashing instantly on without warning), will result in considerably safer driver
control and in the virtual elimination of progressively exaggerated slowing
which leads to rear-end collisions. The U.S. Government currently has
programs in place to develop such highway technologies which could easily
adopt or interface with the present invention. One such program is the
Forward-Looking Rear-End Collision Warning System (FCW) designed to
explore and ultimately deploy driver warning methodologies. The digital
vehicle rear-end and lighting safety systems anticipated by the present
invention conforms to all of the targeted Warning Display Characteristics and
to the Following-Too-Closely Warning Methodologies dictated by the study
since it approaches the FCW warning display in a distinctly novel way. Of
equal importance is the present invention’s consumer adoption plan—one
driven by commerce rather than legislation—because it enables participating
consumers to generate revenue and, as a result, represents a unique
opportunity for new technology adoption. Suppose we wanted to stimulate the

broad adoption of energy-efficient vehicles. By incorporating the present
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invention into such vehicles first, we allow consumers to generate significant
personal revenues, which effectively offset their inherently higher

manufacturing, acquisition, and infrastructure costs.

[00346] FIG. 35 is a block diagram of the Intersection Clock 1800, a device that

enables the recording of traffic signal timing sequences and measures the
time available for the display of content at locations where traffic flow is
controlled by infrastructure. The Intersection Clock is linked to a vehicle’s
onboard GPS navigation system 755 (normally through venhicle interface 730),
which introduces vehicle heading and location data to the Intersection Clock
as indicated at 1805 on an ongoing basis in real-time. The Intersection Clock
is also linked to an optical sensor 1820, which, in a traditional land-based
traffic environment, is forward-looking and, in a preferred embodiment, reads
the colors of traffic signal lights as the vehicle approaches them. This sensor
seeks and monitors the presence of a green light, which is characteristic of
traffic “go” conditions, then activates to an “alert” status when the green light
transitions to amber, responding in the same way as a driver would to the light
color change. Color transitions are received and documented at 1815, where
they are assigned a GPS location using traditionally available electronic
means. The moment this amber light transitions to red, a time-stamped signal
is sent to clock component 1810 and a Location File is opened for that venue
based on the vehicle’s last direction of travel and its current position. At that
moment, the Intersection Clock 1800 checks for previously stored information
for this location. If, at 1825, it is determined that no sequence code or
synchronizing signal is stored, event time recording is triggered at 1830,
commencing with the light’s transition from amber to red. At the same time, a
default time-remaining signal 1835—an average based on stored data for
traffic signals in the area—is forwarded to Intersection Clock 1880, which
allows certain content to be queued. Meanwhile, at 1840, the red/stop cycle
timing (which began with the amber to red transition) is logged for the vehicle’'s
direction and location for storage in its clock’s database 1850. In the absence
of further incoming data, this information will be logged in this vehicle’s
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database for future use at these GPS coordinates. If there is indeed data in
database 1850 which relates to this location, then that signal sequence code
data is retrieved at 1845, then passed from the data base as shown in path at
1855 to 1860, where the sequence code is then synchronized to the red/stop

cycle just logged for this heading and location.

[00347] However, it is also possible for synchronized signal sequence codes or

non-synchronized signal codes to be received, as indicated at 1865, from
other vehicles equipped with the present invention. This is accomplished via
antennas 712, 715 and transceiver 714. These codes, as well as
synchronizing signals, can be broadcast between vehicles that are either
passing one another or arriving on the scene at different times. If a vehicle
arrives that possesses signal sequence codes regarding the location, it is able
to broadcast, on an ad hoc basis (from one vehicle to another), the traffic light
timing sequence it has logged for this location. In this way, a vehicle that does
not originally have the timing sequence can receive it as shown at 1865, and
can then synchronize this sequence at 1860 using the red/stop cycle event
recording it is either processing or has logged at 1840. When a new or
updated code sequence has been received from another vehicle, or has been
recorded for a specific location using new data, it is sent to database 1850, as
indicated at 1870, for storage and use when that vehicle returns to the same
location. Conversely, when a vehicle that possesses the sequence code in its
database for a particular location arrives after a vehicle which has begun
recording the amber-red event start cycle, that vehicle can then synchronize

its sequence code with the earlier arriving vehicle.

[00348] The final step for the Intersection Clock 1800 is to calculate the time

remaining for the display of content. This is accomplished by identifying the
current point in the timing cycle (based on the amber to red transition for a
given direction by any vehicle, and as shown in more detail in the description
for FIG. 33), and then determining, at 1880, the time remaining before the red
(stop) light transitions to green (go) for a given direction of travel. Once that is
determined, content packages fitting the remaining time can be queued and
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released from the content hard drive 716, as shown at 1555. Bear in mind
that the Intersection Clock 1800 merely defines the time within which moving
objects equipped with the present invention can display imagery before it must
be terminated in favor of other operating systems. This process does not in

any way control the physical operation of motor vehicles or moving objects.

[00349] EXAMPLE 3

[00350] Finally, a much more basic example of a preferred embodiment of the

present invention is the incorporation of such a system into the family car.
Bringing home an automobile with the present invention built in could be
reminiscent of bringing home the first family television, video recorder, or

computer of years past.

[00351] Dad decided it would be a family surprise—a new Lexus ‘Crossover’

car—rugged enough for family vacations, yet refined enough for the office and
for mom to do lunch with her friends. It came in two models, one basic, the
other with Lexus’ new on-board ad display system, something the company
called an “ad/hybrid.” Other than this, the models were identical. With
financing, the slight increase in cost for the ad/hybrid was barely noticeable in
the monthly payment, but the window sticker made it clear the car would
produce handsome annual revenue for its owner, significantly offsetting the
costs of its built-in ad display technology. On the sticker, this revenue had
been translated in terms of the car’s annual savings in operating costs in the
same way as its average fuel performance had been estimated. Dad signed
the papers, the dealer pre-registered the ad/hybrid’s VIN and dad headed for

home.

[00352] The kids were all over the car as soon as it drove up the drive. Right

away, his 8-year old daughter wanted to place picture ads for her after-school
dog walking business. His 14-year old son was ready to hook up his DVD
player so that he and his friends could watch wide screen tailgate movies on
the lawn. In fact, both kids seemed to know more about the technology than
dad, and mom just looked on disapprovingly from the door, irked at the

thought of such blatant commercialism. Indeed, a car that shows
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commercials!

[00353] That night, dad logged onto the well-crafted Lexus site which had the
look and feel of a welcoming online community. It allowed him to create user
names for each family member and to finish the registration process he’d
begun at the dealership. Quietly and thoughtfully, dad completed his user
profile by following the easy prompts, describing himself, his interests, and
those of his family. He noticed that he was never asked any truly personal
information in the profile—just age, gender, occupation, educational level, and
the like—all in easy to answer multiple choice questions, which also
encouraged him to describe the things he liked and was genuinely interested
in. He guessed correctly that everything was somehow linked to the new car’s
VIN.

[00354] When he was done he clicked “send.” Later that evening, when he
stepped to the garage for another look at his new car, he was surprised to see
that its new license plate was softly glowing on the car’s otherwise dark rear
digital display. What an improvement, he thought, to no longer have to bolt on
metal plates and add new stickers each year.

[00355] The next morning, when pausing behind another car at a boulevard
stop on his way to work, the display on the car ahead burst into light and color,
greeted dad with his own user name and welcomed him to the Lexus ad
network. Minutes later, behind another vehicle on the freeway on ramp, he
viewed a 30-second spot for his favorite ball club, a promotion for ABC’s
Monday Night Football, and was offered 50% off for his birthday at the Sports
Chalet a few blocks from his home. He had completely forgotten that next
week was his birthday!

[00356] Dad parked the new Lexus in his regular spot in the company’s parking
garage, unaware that antennas overhead were already uploading the
morning’s recorded ad deliveries and downloading to his hard drive the latest
content released to the Internet just seconds before in New York.

[00357] On the drive home, in stop and go freeway traffic, dad noticed that all of
the cars in front of him, regardless of make or model, displayed a brightly
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colored Nike logo that pulsed and glowed as the cars slowed and sped up. Of
course! They were passing the convention center and this week was the big
Sporting Goods Manufacturing Association (SGMA) Show, where Nike was a
major sponsor. Smart of them to buy the local ad space, he thought to
himself. A few blocks past the convention center, the Nike sponsorships
dissolved to be to be replaced by logos for American Express, Best Buy,
Home Depot, and NASCAR. Dad noted that when cars were moving at
reasonable speeds, they were unable to display anything other than simple,
non animated logos, easily read from distances; in fact, not much different
from trucks and commercial vehicles seen on the streets in past decades.

Dad squeezed the ad pad on his steering wheel and the small display in his
instrument cluster revealed the image that was currently playing on the back of
his Lexus to whomever was behind him: Victoria’s Secret! He recalled that his
profile allowed him to check off any sponsor whose product or service he
preferred not to carry. As the freeway traffic slowed, he noticed that logos
would softly fade to be replaced by standard brake or turn signal lighting,
which now even changed color gradually with reduced speeds, shifting from
deep amber for gradual speed reductions to brilliant red for full braking. Later,
as traffic crept slowly forward, each car’s license plate was prominently
displayed absent any advertising. Every time his new Lexus drew close to a
car ahead which was at a full stop, a green spot appeared on that car’s rear-
facing display and gradually changed to amber, then red, at which point he
stopped and the spot vanished. This, he knew, placed him at a minimum
spacing between vehicles in traffic, and at the optimum range and sightline for
best viewing based on the model and VIN codes transmitted between the two
vehicles. According to the reports he had read, this proximity compacting
byproduct alone had conserved hundreds of square miles of wasted traffic
lane space on city streets, freeing up turn lanes at many crowded
intersections. Once he was fully stopped in traffic, the display on the car in
front of him faded to black and music filled his own car’s interior, fed through

his Lexus’ surround sound system. The display on the car ahead then burst
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forth into a wide-screen movie trailer complete with stereo sound, which then
faded out, to be replaced with brake lights, as traffic crept forward again.
Stopped once again, the brake lights faded and the movie preview picked up
where it had left off and finished by offering him family discount tickets at the
theater in his own neighborhood. And it was his kind of movie. Dad knew the
preference codes came from his own on-board profile in the Lexus, but he was
unsure as to whether the video and audio content came from his car or the car

ahead. He knew it could come from either.

[00358] When dad arrived home he found that his daughter had finished a little

graphic ad for her dog walking service. How could he refuse to let her upload
it to the family car? After all, it would only show in the immediate
neighborhood, and then, only at special times of the day. In fact, the
procedure was so simple, that once she completed her profile, she was able to
upload her little commercial for network approval all by herself; however, the
network declined to let her present her phone number since she was under the
age of 18. Her brother, meanwhile, had completed his profile using his own
computer and had downloaded it—again for network approval—under his own

name and password using the family’s wireless home network.

[00359] As dad drove to work the next morning, he was barraged by ads for

snowboards, video games, a radical new soda, and previews for kid's TV
shows until he realized the car was tuned to his son’s new preferences and
not to his own preference settings. That evening, he made sure that each
family member had their own password and he proclaimed himself the

ad/hybrid’s official system administrator.

[00360] On Saturday, mom borrowed the Lexus to accompany two of her

friends for a luncheon and a book review at the Mondrian Hotel downtown.
Dad showed her how to switch off the system so it wouldn’'t become an
‘embarrassment’ to her while she chatted with her friends. Sure enough, not
once was the girls’ conversation interrupted by unseemly commercials on the
backs of the cars ahead, although at one corner, a large SUV lit up in front of

her warning of roadwork and a closed road on her usual route to the Mondrian.
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Thanks to the ad/hybrid’s to warn her of a traffic blockage in real time, she
and her friends arrived on time, while other attendees got caught up in the
delay and missed the beginning of the show. Driving home alone, and now
curious, mom switched on the ad/hybrid’s system. Two blocks from the Hotel,
a black Escalade lit up in front of her, displaying an elegant photo of the
Mondrian and thanked her for her recent visit, followed with an offer of a
getaway package for two at any of the Mondrian hotels nationwide. Mom
pushed the “I” button dad had told her about, and requested that information
be emailed to her computer. Before mom got home, she had watched a
knockout commercial for a new Clairol product, a teaser for a new high-end
shoe store, and was persuaded to drive three blocks off her route to a Borders
Bookstore Grand Opening. That evening, she relented and completed her
own online ad/hybrid profile so she too could receive hyper-relevant ads.
[00361] A month passed and mom’s Visa Statement arrived. To her surprise, it
showed a $48.70 credit under a Citibank promotion, just because she had
watched a few ads! That evening, she mentioned her little windfall to her
husband. Dad went to his home office and returned proudly with a check from
Lexus in the amount of $849.60, just because he had displayed a few ads.
[00362] Those skilled in the art will appreciate that the exemplary embodiments
described herein can be implemented in various ways. For example, visual
displays can be of any conventional type, such as thin film transistor (TFT)
displays, organic light-emitting diode (OLED) displays, or any other type of
visual display suitable for the particular context of installation and use.
Network systems and devices can be server-based or peer-to-peer,
centralized or decentralized, secured or unsecured, or the like.
Communications and network interfaces between systems and devices can
include wired (e.g., Ethernet, wire cable, optical fiber, and the like) and
wireless (e.g., radio frequency, infrared, light modulation, and the like)
interfaces. Systems, devices and components can be implemented using
hardware, firmware, software, or any combination thereof, including

programmed or programmable data processors, fixed or removable memory
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or other storage media, input/output (1/O) devices and adapters, and the like.
Furthermore, means for displaying the content can be fixed or removable, can
be attached to or integrated into moveable or stationary objects (including but
not limited to cars, trains, trucks, aircraft, watercraft, mobile telephones,
wireless handheld data devices, and other devices having, or capable of,

being connected to a visual display), according to context of use.

[00363] Although the description above contains many details, these should not

be construed as limiting the scope of the invention but as merely providing
illustrations of some of the presently preferred embodiments of this invention.
Therefore, it will be appreciated that the scope of the present invention fully
encompasses other embodiments which may become obvious to those skilled
in the art, and that the scope of the present invention is accordingly to be
limited by nothing other than the appended claims, in which reference to an
element in the singular is not intended to mean "one and only one” unless
explicitly so stated, but rather "one or more." All structural, chemical, and
functional equivalents to the elements of the above-described preferred
embodiment that are known to those of ordinary skill in the art are expressly
incorporated herein by reference and are intended to be encompassed by the
present claims. Moreover, it is not necessary for a device or method to
address each and every problem sought to be solved by the present invention,
for it to be encompassed by the present claims. Furthermore, no element,
component, or method step in the present disclosure is intended to be
dedicated to the public regardless of whether the element, component, or
method step is explicitly recited in the claims. No claim element herein is to be
construed under the provisions of 35 U.S.C. 112, sixth paragraph, unless the

element is expressly recited using the phrase "means for."
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(2)
(3)
(4)
®)
(6)

Typical Traffic Signal Event Timing Cycle

North/South Traffic

Left Turn Thru Traffic
red/wait amber-red/stop
red/wait red/wait
red/wait red/wait
red/wait red/wait

< green/go red/wait
red/wait green/go

PCT/US2007/064175
Table 1
East/West Traffic
Seconds Left Turn Thru Traffic
3 sec red/wait red/wait
12 sec < green/go red/wait
68 sec <« red/wait  green/go
3 sec red/wait amber-red/stop
14 sec red/wait red/wait
78 sec red/wait red/wait
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CLAIMS

What is claimed is:

1. A system, comprising:

a first object;

a transmitter in said first object;

a second object;

a receiver in said second object; and

a profile comprising data regarding a user associated with said first object;

wherein said profile or a subset of said profile is transmitted from said first
object to said second object;

wherein content is presented to said first object; and

wherein at least a portion of said content is based on said profile or subset of

said profile transmitted from said first object to said second object.

2. A system as recited in claim 1:

wherein said profile is stored in said first object;
3. A system as recited in claim 1, further comprising:
compensation to a user associated with said second object for presenting

content.

4, A system as recited in claim 1:
wherein said first object is an object capable of motion.

5. A system as recited in claim 4:
wherein said first object is a vehicle or a device in a vehicle.

6. A system as recited in claim 4:
wherein said first object is an handheld device.
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7. A system as recited in claim 1:

wherein said second object is a vehicle.

8. A system as recited in claim 1, wherein said second object is fixed or

movable signage.

9. A system as recited in claim 1:
wherein said first object is a vehicle; and
wherein said profile further comprises data regarding other users or potential

users associated with said first object.

10. A system as recited in claim 1:

wherein said first object and said second object exchange information relating
to relative positions, speeds, and motion of said first and second object; information
relating the character, configuration, and properties of said first and second objects;
information relating to surrounding objects; and information relating to surrounding

locations; or any combination thereof.
11. A system as recited in claim 1:
wherein presentation of said content is influenced by information relating to

scheduling patterns of nearby traffic signals.

12. A system as recited in claim 1:
wherein said content further includes content not based on said profile.

13. A system as recited in claim 1, further including:
a priority system relating to presentation of said content based on a nature of

said content.

14. A system as recited in claim 13:

wherein a nature of said content is classified as emergency content; content
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relating to a surrounding environmental condition; registration and identification
content relating to said second object; public safety content; or a combination

thereof.

15. A system as recited in claim 1:
wherein relative motion data from said first and second objects determines
whether content is presented and whether presented content is presented as

animated video, static video, or a combination of both.

16. A system as recited in claim 1:

wherein said content includes audio content, video content, or a combination
of both; and

wherein said audio content is presented by said first object; and

wherein said video content is presented by either said first object or second

object.

17. A system as recited in claim 1:

wherein said first and second objects are vehicles;

wherein said content comprises positioning information relating to said first
and second objects; and

wherein said content indicates to an operator of said first object an optimum

stopping position.

18. A system as recited in claim 17:

wherein speed and positioning information is exchanged between all objects
within transmission range; and

wherein said content presented to said first object indicates to an operator of

said first object relative braking conditions of any objects in front of said first object.

19. A system as recited in claim 1:

wherein said second object has a user associated with said second object;
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and
wherein at least a portion of said content presented to said first object is

created by said user associated with said second object.

20. A system as recited in claim 1:

wherein a third party purchases a right to present content on said second
object; and

wherein said second object presents content based on preferences of said

third party.

21. A system as recited in claim 20:
wherein said right is based on a fixed or relative geographical area; a time of

day; a period of available display time; or any combination thereof.

22. A system as recited in claim 1:
wherein said profile is transferable to other objects at an option of any user

associated with said first object.

23. A system as recited in claim 1:
wherein said content is viewable by persons other than those associated with

said first object.

24. A system as recited in claim 1:
wherein said content is presented in a manner to render said content not

viewable by individuals other than those associated with said first object.
25. A system as recited in claim 1, further comprising:
a display integrated with said second object;

wherein at least a portion of said content presented to said first object occurs
on said display.
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26. A system as recited in claim 1:
wherein presentation of said content occurs on an exterior portion of said

second object.

27. A system as recited in claim 1, further comprising:

a first storage medium associated with said first object;

a second storage medium associated with said second object;

wherein data related to presentation of said content is stored in said first and

second storage media.

28. A system as recited in claim 27, further comprising:
a central server wirelessly connected to said first and second objects;
wherein said data related to presentation of said content is uploaded to said

central server.

29. A system as recited in claim 28:

wherein a compilation of uploaded data is offered for sale.

30. A system as recited in claim 29:
wherein said data related to presentation of said content includes time of
display; subject matter of said content; duration of display of said content; a subset of

said profile; or any combination thereof.

31. A system as recited in claim 1:

wherein presentation of said content occurs in an interior portion of said first
object.

32. A system as recited in claim 1, further comprising:

compensation to said user associated with said first object for receiving

content, viewing content, or any combination thereof.
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33. A system as recited in claim 1:
wherein information is exchanged between said first object and any adjacent

or nearby objects related to identities of all objects.

34. A system as recited in claim 1:
wherein said objects exchange information related to audio playing in said first
object; and

wherein said content is video content synchronized to said audio.

35. A system as recited in claim 1:
wherein content presented to said first object is limited by a user associated

with said second object.

36. A computer implemented method, comprising:

compiling a unique profile of a first user based on analysis of data provided by
said first user;

associating said profile with a first object;

transmitting said profile or a subset of said profile to a second object; and

presenting content to said first user;

wherein said first object is associated with said first user;

wherein said content originates from said second object; and

wherein at least a portion of said content is based on said profile or subset of

said profile transmitted to said second object.

37. A method as recited in claim 36, further comprising:
compensating a user associated with said second object for presenting

content to said first user.
38. A method as recited in claim 36, further comprising:

prioritizing display of said content based on purpose of said content;
wherein purpose of said content is advertising; informational; traffic related;
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safety related; news related; region specific; political; mere frivolity; or any

combination thereof.

39. A method as recited in claim 38, further comprising:
pre-empting presentation of said content based on surrounding environment of
said first and second objects; presence of emergency circumstances; public interest;

or any combination thereof.

40. A method as recited in claim 36, further comprising:

prioritizing display of content based on preferences of said first user.

41. A method as recited in claim 36, further comprising:

transferring said profile to other objects at an option of said first user.

42. A method as recited in claim 36, further including:
displaying registration and identification information for said second object on

said second object.

43, A method as recited in claim 36, further including:
displaying content created by a user associated with said second object on

said second object.

44. A method as recited in claim 36, further including:

displaying indicators of optimal traffic and view positioning on said second
object to said first user;

wherein said first objects and said second objects are vehicles.

45. A method as recited in claim 36, further including:

pre-empting display of said content in the presence of external wireless

signals for emergency or traffic direction purposes.
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46. A method as recited in claim 36, further including:

presenting audio content to said first user using said first object.

47. A method as recited in claim 36, further including:
presenting video content to said first user using said first object, said second

object, or a combination of said first and second objects.

48. A method as recited in claim 36:

exchanging information relating to relative positions, speeds, and motion of
said first and second object; information relating the character, configuration, and
properties of said first and second objects; information relating to surrounding
objects; and information relating to surrounding locations; or any combination thereof,

between said first object and said second object.

49, A method as recited in claim 36, further comprising:

determining relative motions of said first and second objects;

presenting no content or content as animated video, static video, or a
combination of animated and static video, based on said relative motions of said first

and second objects.
50. A system as recited in claim 36:
wherein said content is presented on a display integrated with said second

object.

51. A system as recited in claim 36:
wherein said content is presented on an exterior portion of said second object.

52. A system as recited in claim 36, further comprising:
storing data related to presentation of said content in said first and second

objects.
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53. A system as recited in claim 52, further comprising:
uploading said data related to said presentation of said content to a central

server wirelessly connected to said first and second objects.

54. A system as recited in claim 53, further comprising:

offering a compilation of uploaded data from said central server for sale.

55. A system as recited in claim 54
wherein said data related to presentation of said content includes time of
display; subject matter of said content; duration of display of said content; a subset of

said profile; or any combination thereof.

56. A method, comprising:

populating a source object with content; and

presenting said content to a recipient object in response to a unique profile or
portion thereof associated with said recipient object that is provided by said recipient

object to said source object.

57. A system, comprising:

a content storage device; and

means for presenting content stored on said content storage device to a
recipient object in response to a unique profile or portion thereof associated with said

recipient object that is provided by said recipient object to said source object.
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

Wright, Bradiey NOTIFICATION OF TRANSMITTAL OF
BANNER & WITCOFF, LTD. THE INTERNATIONAL SEARCH REPORT AND
1100 13th Street, N.W. Suite 120C
Washingion, DG 20005-4051
ETATS-UNIS DAMERIQUE

To:

{(PCT Rule 44.1)

THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

Date of mailing
{dayimonth/year)

7 November 201 3 (07-11-2013)

Applicant's or agent's file reference

007742.00023 FOR FURTHER ACTION See paragraphs 1 and 4 beiow
Intermnational application No. internationai filing date
POT/US2013/057502 (day/tnanthlyear)

30 August 2013 (30-08-2013)

Appilicant

CENTRIPETAL NETWCRKS, INC.

1. The applicant is heraby notified that the international ssarch report and the written opinion of the International Searching
Authotity have been estaslished and are transmitied herawith,

Filing of amendments and statement under Adticle 19:
The applicant is enlitied, if he so wishes, {0 amend the ciaims of the International Appiication (see Rule 46):
When? The time limif for filing such amendments is normally two monihs from the date of transmitial of the
international Search Report.
Where? Directly to the Intemnational Bureau of WIPQ, 34 chemin des Colombettes
1211 Geneva 20, Bwitzeriand, Fascimile No.: (41-22) 338.62.70
For more detatled instructions, see PCT Applicant’s Guide, international Phase, paragraphs 9.004 - 9.011.

2. D The applicant is hereby notified that no international search report will he established and that the dedlaration under
Article 17(2)(a) 1o that effect and the written opinion of the International Searching Authority are transmitted herewith,
(ena) ; 9 Yy

3. D With regard to any protest against payment of {an) additional fee(s} under Rule 40.2, the applicant is notitfied that:

the protest together with the decision thereon has been transmitted o the international Bureau together with any
request to forward the texts of both the protest and the decision thereon to the designated Gffices.

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
The applicant may submit comments on an informal basis on the written opinion of the Intermational Searching Authority lo the
International Bureau, The International Bureau will send a copy of such comments to all designated Offices unless an
international prefiminary examination report has been or is o be sstablished. Following the expiration of 30 months {rom the

priority date, these comments will aiso be made available to the publio.

Shortly after the expiration of 18 months from the priority date, the international appiication will be publishad by the
nternational Bureau. i the applicant wishes to avoid or postpone publication, a nolice of withdrawal of the international
applicatian, or of the priority claim, must reach the internaticnal Bureau before compietion of the technical preparations for
international publication (Rules 906#s.1 and 5064s.3).

Within 16 months from the priority date, but only in respect of some designated Offices, a demand for intsrnational preliminary
examination must be filed if the applicant wishes ta postpone the entry into the national phase until 30 months from the priority
date (in some Cffices even later); olherwiss, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices,

inrespect of other designated Offices, the fime limit of 30 months (or later) will apply even if no demand is filed within 19
months.

For details about the applicable time fimits, Office by Office, see www.wipo.int/pel/enttexisfiime_limits.himi and the
PCT Applicant's Guide, National Chapters,

Name and mailing address of the {intemational Searching Authcrity Authorized officer
European Fatent Office, P.B. 5818 Patentiaan 2 VINCI, Rossana

NL-2280 HY Rijswiik g
‘@ Teh. (+31-70) 340-2040 Tel: +31 (0370 340-2812
..... o Fax: (+31-70) 340-3016

Form PCTASA220 (July 2010)
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PATENT COOPERATION TREATY

CT

INTERMNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 42 and 44)

Applivant’s ent’s fils reference
pplicant’s or agent’s fils reference FOR FURTHER 866 Form PCTASA/L20
007742.00023 ACTION as well as, where applicable, item 5 below,
internationai application No. Intarnational filing date (dayimonth/ysar; (Eariest) Priority Date {day/moniiyear)
PCT/US2013/057802 230 August 2013 (30-08-2013) 22 October 2012 (22-10-2012)
Applicant

CENTRIPETAL NETWORKS, INC.

This intemationai search report has been prepared by this international Searching Authority and is iransmitted to the applicant
according to Article 18. A copy is being transiritted to the International Bureau,

Ttk . . - 3
This internationai search report consisis of a total of d sheets,

X I itis also accompanied by a copy of each prior arl document cited in this report.

1. Basls of the report
a. With regard fo the language, the international search was carried oul on the basis of:

X l the international application in the language in which it was filed

D atransiation of ths international application into , which is the {anguage
of a transiation furnished for the purposss of internaticnal search (Ruies 12.3(a) and 23.1(b})

This internaticnal search repor has been established taking into account the rectitication of an obvious mistake
authotized by or notified to this Authority under Rule 91 (Rule 43.6bis{a)).

With regard to any nucleotide and/or amina acid sequence disclesed in the international application, see Box No. i.

[

Certain claims were found unsearchabie (See Box No. i)

sli=l=

Unity of Invention is lacking (s=e Box No lif)

4. With regard to the titie,
the lext is approved as submitted by the applicant
D the lexl has been established by this Authority to read as foilows:

5. With regard to the abstract,
the text is approved as submitted by the appiicant

D the text has been established, according tc Rule 38.2, by this Authority as it appears in Box Ne. |V, The applicant
may, within ene month from the date of mailing of this internationai search report, submit comments to this Authority

6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure Ne. ____1 L I
D as suggested by the applicant
as selected by this Authority, because the applicant failed to suggest a figure
D as selecled by this Authority, because this figure belter characierizes the inventiors

b. D none of the figures is to be published with the abstract

Form PGT/ISAR210 (iirst sheet) {uly 2009)
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INTERNATIONAL SEARCH REPORT

international application No

PCT/US2013/057502

A CLASSIFICATION OF SUBJECT MATTER

INV. HG4L29/06
ADD.

Aconrding to International Patent Classification (iPC) or to both nationat classification end IFC

B. FIELDS8 SEABCHED

HO4L

Minimum documentation searched {ulassification system followad by olassitication symbois)

Dosumentsation searched cthar than minimum documentation te the extent that such dosuments are included in the fields searched

EPO-Internal

Electronic data base consulted during the intemational search (name of data base and, where practicsble, search terms used)

. DCCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of deournent, with indioation, where appropriate, of the relevant passages

Relevant to claim No.

5 July 2606 (2006-07-05)
paragraphs [0011],

1 May 2001 (2001-85-01)

claims 1-11

[6817] - [0019]

cotumn 3, Tine 38 - column 4, line 32;

X EP 1 677 484 A2 (MICROSOFT CORP [US]) 1-28

X US 6 226 372 Bl (BEEBE TOBD [US] ET AL) 1-20

[:] Further docurnents are listed in the continuation of Bex C.

See patent family annex.

%

Bpecial categaries of cited doouments

A" document defining the general state of the art which is not considered
to be of pariisular relevanoe

“E" earlier appiization or patent but published on or after the international
filing date

"L” decument which may threw doubts on priority claim{s) or which is
cited to establish the publication date of ancther citation or other
special reason (as specifisd}

Q" dasument referring to an oral disclosure, use, exhibition or other
means

"P* document published prior to the international filing date but later than
the priosity date claimed

T later document published after the intemational filing date or priority
date and not in conflict with the application but cited to understancl
tha principle or theory underlying the invention

*X? dooument of particular relevance; the claimed invention cannct be
ccneidered novel or cannot be considered to involve an inventive
step when the document is taken alone

*Y" document of partisular relevance; the claimed invention cannot be
considered to involve an inventive step when the document ie
combined with one or mare other such dosuments, sush combination
heing obvious {o a person skilled in the art

°&" docurnent member of the same patent family

Date of the actual completinn of the intemational search

30 Octoher 2813

Date of maiiing of the international search report

0©7/11/2013

Name and mailing address of the ISA/
Eurcpean Fatent Office, P.B. 5818 Patentlasn 2
NL - 2280 HY Rijswiji
Tel. (+31-70) G40-2040,
Fax: (#31-70) 340-2016

Authotized officer

Veen, Gerardus

Form POT/ISAI210 (second sheet} {Apil 2005}
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INTERNATIONAL SEARCH REPORT

information cn paient family members

international appiication No

PCT/US2013/057502

Patent document

Pukstication

Patent family

Publication

oited in search report date member(s) date

EP 1677484 A2 ©5-07-2006  CN 1777179 A 24-05-2006
EP 1677484 A2 05-07-2006
JP 4914052 B2 11-04-2012
JP 2006146851 A 08-06-2006
KR 20068056231 A 24-05-2006
US 2006129808 Al 15-06-2006
US 2009172774 Al 02-07-2009

US 6226372 Bl 01-85-2001 AU 1950301 A 18-06-2001
Us 6226372 Bl 01-05-2001
US 2001014150 Al 16-08-2001
Wo 0143343 Al 14-06-2001

Foun PCTISA/Z10 jpatent family annex) {April 2005)
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PATENT COOPERATION TREATY

From the

o PCT

see form PCTASAZ20 WRITTEN OPINION OF THE

(PCT Rule 43bis.1)

Cate of mailing
(day/menthiear) see form PCTISAR10 (second sheet)

INTERNATIONAL SEARCHING AUTHORITY

Applicant's or agent's file reference FOR FURTHER ACTION

see farm PCTASAZ20 Sse paragraph 2 below

international application No. international filing date (daysmonthjear) Priority date {dayinoniivirear)
PCTAIS2013057502 30.08.2013 22.10.2012

international Patent Classification: {{PC) or both naiional classification and PG

INV. HO4L29/08

Applicant

CENTRIPETAL NETWORKS, INC.

1. This opinion contains indications relating to the following items:

£ Box No. i Basis of the opinion

{1 Bex Ne. il Priority

[J Box Ne.ili  Non-establishment of opinion with regard to novelty, inventive step and industrial applicabiiity
] Bex Ne. iV Lack of unity

B4 BoxNo.V  Reasoned statement under Rule 43bis.1(a){i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

f invantion

{ Box Neo. Vi Certain documents cited
{1 Box No. Vil Certain defects in the international application
{1 Box No. Vill  Certain observations on the international application

2. FURTHER ACTION

if a demand for international preliminary examination is made, this opinion wili usually be considered io be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this dees not apply where
the applicant chooses an Authority other than this one e be the IPEA and the chesen IPEA has notifed the
international Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not ba so congidered.

if this opinion is, as provided above, considered fc be a writlen opinion of the IPEA, the appiicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 menths
from the date of maiiing of Form PCTASAL20 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASAR20.

Name and mailing address of the {SA: Date of completion of Authorized Officer

e
P

T NL-2280 HV Rijswilk - Pays Bas

Fax: +31 70 340 - 30186

Tel +31 70 340 - 2040 Teiephone No. +31 70 340-3811 g g

. s s 1
this opinion o e,

European Patent Gffice Yo ~ @
‘;@?} P.B. 5818 Patentiaan 2 B 10 Veen, Gerardus h@?}}

2, @
g et

%,

Farm PCTASA237 {Cover Sheet) (July 2008)
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAUS2013057502

Box No.! Basis of the opinion

1. With regard to the language, this opinion has been establishad on the basis of:
M the international application in the language in which it was filed

O atranslation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2. O This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Ruie 91 (Rule 43bis.1{a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been astablished on the basis of a sequence listing filed or furnished:

a. (means)
O on paper
[ in electronic form

b. (time}
0 in the international application as filed
[ togsther with the international appiication in electronic form
O subsequently to this Authority for the purposes of search

4. O in addition, in the case that more than one version or copy of a sequence listing has been filed or furnishad,

the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

(&3]

Additional comments:

Box No.V  Reascned statement under Rule 434is.1{a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

i. Statement

Noveity (N) Yes: Claims

No: Claims 1-20
Inventive step (IS) Yes: Claims

No:  Claims 1-20
Industrial applicability (1A} Yes: Claims 1-20

No: Claims

2. Citations and explanations

sge separate sheet

Form PCTASA/ 237 {Aprit 2007)
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WRITTEN OPINION OF THE International appication No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2013/057502

He liem V

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1 The feliowing documents are referred to:

D1 EP 1 677 484 A2 (MICROSOFT CORP [US]) 5 July 2006 (2006-07-05)

D2 US 6 226 372 B1 (BEEBE TODD [US] ET AL) 1 May 2001 (2001-05-01)

2 The present application does not meet the criteria of Article 33(2) PCT, because
the subject-matter of claims 1-20 is not new.

2.1 inthe words of independent claim 1, D1 discloses:

‘A method (column 4, line 13), comprising:
at each of one or more packet security gateways (c.4, .16, ‘'enforcement

engine’) asscciated with a security policy management server (c.4, 1.15, 'policy
server')

receiving a dynamic security policy from the security policy management
server {c.4, .16-19);

receiving packets associated with a network protected by each respective
packet security gateway; and

performing, on a packet by packet basis, at least one of multiple packet

transformation functions specified by the dynamic security policy on the packets (c.4,
1.19-20, 'enforcing the security policies'), wherein performing the at least one of
muitiple packet transformation functions specified by the dynamic security policy on
the packets comprises performing at least one packet transformation function cther
than forwarding or dropping the packets (c.5, 1.30-36)".

Claim 1 is thus not new (Art. 33(2) PCT).

Form PCT/ISA/237 (Separate Sheet) (Shaet 1) (EPO-Aprii 2005)

I PR2023-01353 Page 01349



WRITTEN OPINION OF THE International appiication No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2013/057502

2.2 The same reasoning applies, mutatis mutandis, to independent claims 18 and 20
which are, therefore, also not new.

2.3 Dependent claims 2-18 do not contain any features which, in combination with
the features of the claims to which they refer, meet the requirements of the PCT in
respect of novelty and inventive step, see D1, D2 and the corresponding citations in
the search report.

Form PGTASA/Z37 {Separate Sheet) (Sheet 2) {EPO-April 2008)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To:
Wright, Bradley C. NOTIFICATION OF TRANSMITTAL OF
BANNER & WITCOFF, LTD. THE INTERNATIONAL SEARCH REPORT AND
1100 13th Street. N.W. Suite 1200 THE WRITTEN OPINION OF THE INTERNATIONAL
s Y SEARCHING AUTHORITY, OR THE DECLARATION

Washington, DC 20005-4051
ETATS-UNIS D'AMERIQUE

(PCT Rule 44.1)

Date of mailing
(day/month/year)
24 June 2014 (24-06-2014)
Applicant's or agent's file reference
007742.00030 FOR FURTHER ACTION See paragraphs 1 and 4 below
International application No. International filing date
PCT/US2014/023286 (day/monthiyear) 11 March 2014 (11-03-2014)

Applicant

CENTRIPETAL NETWORKS, INC.

1. The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70

For more detailed instructions, see PCT Applicant's Guide, International Phase, paragraphs 9.004 - 9.011.

2. I:l The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. I:I With regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

I:I the protest together with the decision thereon has been transmitted to the International Bureau together with any
request to forward the texts of both the protest and the decision thereon to the designated Offices.

I:l no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. Following the expiration of 30 months from the
priority date, these comments will also be made available to the public.

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau before completion of the technical preparations for
international publication (Rules 90bis.1 and 90bis.3).

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those desighated Offices.

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

For details about the applicable time limits, Office by Office, see www.wipo.int/pct/enttextsfime_limits.html and the
PGCT Applicant's Guide, National Chapters.

i
Name and mailing address of the International Searching Authority Authorized officer - ;
European Patent Office, P.B. 5818 Patentlaan 2 ROTHENBIC Ani ¢
NL-2280 HV Rijswijk GOHER, Anita AN 2 A 9094 |
L)) Tel. (+31-70) 3a0-2040 Tel: +31 (0)70 340-9872 Wl 6 LS
Fax: (+31-70) 340-3016
Form PCT/ISA/220 (July 201 0) BANNER & WITCOFF LTD
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant's or agent's file reference FOR FURTHER se6 Form PCT/ISA/220
007742.00030 ACTION as well as, where applicable, item 5 below.
International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/US2014/023286 11 March 2014 (11-03-2014) 12 March 2013 (12-03-2013)
Applicant

CENTRIPETAL NETWORKS, INC.

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

3

This international search report consists of a total of sheets.

Itis also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:

the international application in the language in which it was filed

El atranslation of the international application into , Which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1 (b))

b. D This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6 bis(a)).

c. I:‘ With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I.
2. |:| Certain claims were found unsearchable (See Box No. II)
3. [[] unity of invention is lacking (see Box No Ill)

4. With regard to the title,
the text is approved as submitted by the applicant
|:| the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant

|:| the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 2
I:l as suggested by the applicant
as selected by this Authority, because the applicant failed to suggest a figure
El as selected by this Authority, because this figure better characterizes the invention -
b. D none of the figures is to be published with the abstract {

Form PCT/ISA/210 (first sheet) (July 2009)

BANNER & WITCOFF LTD
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INTERNATIONAL SEARCH REPORT

International application No

PCT/US2014/023286

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L29/06
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the intemational search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

AL) 3 July 2003 (2003-07-03)
paragraphs [03.7], [0008],
[0027]

12 April 2007 (2007-04-12)
paragraphs [0054] - [0055]

[6025] -

X US 2003/123456 Al (DENZ PETER R [US] ET 1-20

X US 2007/083924 Al (LU HONGQIAN K [US]) : 1-20

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the intemational filing date but later than
the priority date claimed

"T" later document published after the intemational filing date or priority
date and notin conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the intemational search

13 June 2014

Date of mailing of the intemational search report

24/06/2014

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Veen, Gerardus

Form PCT/ISA/210 (second sheet) (April 2005)
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INTERNATIONAL SEARCH REPORT

Information on patent tamily members

International application No

PCT/US2014/023286
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2003123456 Al 03-07-2003  NONE
US 2007083924 Al 12-04-2007  NONE

Form PCT/ISA/210 (patent family annex) {(April 2005)
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To: PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

see form PCTASA/R20

Date of mailing
(day/monthfear) see form PCTASA210 (second sheet)

Applicant's or agent's file reference FOR FURTHER ACTION

see form PCTASARL20 See paragraph 2 below

International application No. International filing date (day/monthiear) Priority date (day/month/ear)
PCTMUS2014/023286 11.03.2014 12.03.2013

International Patent Classification (IPC) or both national classification and IPC

INV. H04L23/06

Applicant
CENTRIPETAL NETWORKS, INC.

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. li Priority
Box No. lil Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

XOOOK

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Box Ne. VI Certain documents cited
Box No. VIl Certain defects in the international application

X OO

Box No. VlIl  Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA/220.

BANNER & WITCOFF LTD

Name and mailing address of the ISA: Date of completion of Authorized Officer
——— this opinion Q@Sn,mmn,%'r
European Patent Office 5 %
Qj) P.B. 5818 Patentiaan 2 S o 16 Veen, Gerardus @)} H
— NL-2280 HV Rijswijk - Pays Bas %, N
Tel. +31 70 340 - 2040 Telephone No. +31 70 340-3811 LM
Fax: +31 70 340 - 3016

Form PCTASAR37 (Cover Sheet) (July 2009)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTMUS2014/023286

Box No. | Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
& the international application in the language in which it was filed

O atranslation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2, [0 This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing filed or furnished:

a. (means)
O on paper
O in electronic form

b. (time)
[l in the international application as filed
O together with the international application in electronic form
O  subsequently to this Authority for the purposes of search

4. L1 In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,

the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims

No: Claims 1-20
Inventive step (IS) Yes: Ciaims

No: Claims 1-20
Industrial applicability (1A) Yes: Claims 1-20

No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAUS2014/023286

Box No. VIlI Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the question whether the
claims are fully supported by the description, are made:

see separate sheet

Form PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2014/023286

Re ltem V

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

The following documents are referred to:

D1 US 2003/123456 A1 (DENZ PETER R [US] ET AL) 3 July 2003
(2003-07-03)

D2 US 2007/083924 A1 (LU HONGQIAN K [US]) 12 April 2007 (2007-04-12)

1 The present application does not meet the criteria of Article 33(2) PCT, because
the subject-matter of claims 1-20 is not new.

1.1 Independent claim 1 (as far as it is clear, see ltem VIII) defines a method for
filtering a packet, the method having two stages:

1) in the first stage, a first operation (‘operator') is performed upon the packet, based
on a first header field value;

2) in the second stage, a second operation ('transformation’) is performed upon the
packet, based on a second header field value.

Moreover, these two steps are interrelated in the sense that the criteria, with which the
second header field value is compared during the second stage, are determined
during the first stage.

Such a method is also disclosed in D1 (see the passages cited in the search report).

Present claim 1 is thus not new according to Art. 33(2) PCT.

1.2 The same reasoning applies, mutatis mutandis, to independent claims 11 and 20
which are, therefore, also not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2014/023286

1.3 Dependent claims 2-10 and 12-19 do not appear to contain any features which,
in combination with the features of the claims to which they refer, meet the
requirements of the PCT in respect of novelty and inventive step, see D1, D2 and the
corresponding references cited in the search report.

1.4 ltis further noted that a reasoning based on D2 would lead to very similar
conclusions.

Re ltem VIii

Certain observations on the international application

2 Claims 1-20 do not meet the requirements of Article 6 PCT for, at least, the
following reasons:

- in claim 1, the expressions 'header field' and 'application header field', and especially
how they differ from each other, are not clear;

- a similar remark applies to the expressions 'operator' and 'packet transformation
function’, respectively.

Similar observations apply to independent claims 11 and 20.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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PATENT COOGPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

s Wright, Bradley C.

BANNER & WITCGOFF, LTD.

1100 13th Street, N.W. Suite 1200
Washinglon, DC 20005-4051
ETATS-UNIS D'AMERIQUE

CT

NOTIFICATION OF TRANSMITTAL OF
THE iINTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINICN OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing
(day/mionthiyear)
24 March 2014 {24-03-2014)

Applicant's or agent's file reference
007742.00028

FOR FURTHER ACTION

See paragraphs 1 and 4 below

international application No.
PCTIE2013/072566

international filing date

(day/month/ysar)
2 December 2013 (02-12-201 3}

Applicant

CENTRIPETAL NETWORKE, INC.

"]

Filing of amendinenis and statement under Articie 19:

international Search Report.

0
[

[

-

4. Reminders

application, or of the priority claim, m
internaticnal pubiication (Fules 90bis.1 and 9064s.3).

months.

RCT Applicant's Guide, National Chapters.

Within 19 months from the priority date, but only in respect of some designated Of
examination must be filed if the applicant wishes to postpone the eniry into the nafional phase until 30 months from the priority
dale (i some Offices even later); olherwise, the applicant must, within 20 months fram the priority date, perform the prescribed
acts for entry into the national phiase before those designated Offices

The applicant is hereby notified that the international search repcrt and the written apinion of the Inlernational Searching
Autharity have been established and are transmilled herewith,

The applicant is entitled, if he so wishes, to amend the claime of the Inlernational Applisation (see Rule 46):
When? The time iimit for filing such amendments is normatlly two months from the date of tranamitial ofthe

Where? Directly to the international Bureau of WIPO, 34 chiemin des Colombeties
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70
For more detatled instructions, see PCGT Applicant’s Guide, Interational Phase, paragraphs 9.004 - 8.611.

The applicant is hereby notifisd that no international search report will be established and that the deciaration under
Articte 17(2)(a) to that effect and the written apinion of the International Searching Authority are transmitted herewith.

With regard to any protest against payment of {an) additional fee(s) under Rule 40.2, the applicant is noified that:

the protest legether with the dacision thereon has been transmitted to the Inlernaticnal Bureau tegether with any
request to forward the texte of both the protest and the decision thereon to the designated Offices,
i:' no decision has been made yet on the protest; the applicant will be notified as scon as a desision is made.

The appiicaint may subimit comments on an informad basis on the written opinion of the international Searching Authority to the
international Bureau. The International Bureau will send a copy of such commanis to all designated Offices unless an
internaticnal preliminary examination report has been or is te be established. Fellowing the expiration of 30 months fromthe
priority date, these comments will also be made availakle to the public.

8hortly after the expiration of 18 months from the priority date, the inlernational appilication will be published by the
fnternational Bureau. if the applicant wishes to avold or postpene publication, a notice of withdrawal of the international
reach the international Bureau before compietion of the technical preparations for

icas, a demand for international prefiminary

inrespsct of other designated Offices, the time limit of 30 months {or later) will apply even if no demand is filed within 19

For details about the applicable lime fimits, Office by Office, ses www.wipo int/potfentextaftime_limits htrl and the

Nare and mailing address of the international Searching Autharity
European Patent Office, P.B, 5818 Patantlaan 2

NL-2280 HV Rijswik

Tel. (+31-70) 340-2049

Fax: (+31-70) 340-3016

Authorized officer

Form PCTASAZ20 (duly 2610)
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FPATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant's or agent's file reference
Ppiod o ag . FOR FURTHER see Form PCTASAZ20
007742.00025 ACTION as well as, where applicable, itemn 5 below.
International application Ne. international filing date {day/monthvvear) {Earliest) Priority Date (davimonthiear;
PCTAISZ2013/072566 2 December 2013 (02-12-2013) 11 January 2013 {11-01-2013)
Applicani

CENTRIPETAL NETWORKS, INC.

This international search report has been preparad by this international Searching Authority and is transmilled to the appiicant
according to Article 18. A copy is being transmitled to the international Bureau.

This internalional search report consists of a total of

:EI itis also accompanied by a copy of sach prior art dscument cited in this report.

1. Basis of the report
a. Withregard to the language, the international search was carried oul on the basis of:

the international application in the langiage in which it was filed

D a transialion of ihe internationat application into , which is the {anguage
of a transiatior: furnished for the puiposes of internatioral search (Rules 12.3(a) and 23.1(b})

This international search report has been establishad taking intc accournt the rectification of an obvicus mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

00

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, ses Box No. i.

Certain ciaims were found unsearchable (See Box No. i)

L1 ]

Unity of invention is {acking (see Box Ne Hl)

4. With regard to the title,
Xi the text is approved as submitted by the applicant

E the text has been established by this Authority to read as follows:

5. Wilh regard to the abstract,
the text is approved as submitted by the applicant

r—l the taxt has been established, according to Fie 38.2, by this Authority as it appears in Box No. IV, The applicart
""" may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,
a, the figure of the drawings to bs published with the abstract is Figure No. 2

U as suggesied by the applicant

[}‘g as selected by this Authorily, beeause the applicant failed to suggest a figure

I:j as seiected by this Authoiity, because this figure better characierizes the invention
b | none of the figures is to be published with the abslract

Form PCTASA210 {first sheet) {July 2009)
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INTERNATIONAL SEARCH REPORT

international application No

PCT/US2013/072566

CLASSIFICATION OF SUBJECT MATTER

4
INV. HO4L29/06
ADD.

Aceerding to International Patent Ciassifisation {{PC} or to both national ciassification and IPC

B. FIELDS SEARCHED

HO4L

Minimum dosumeniation searched {slassifioation system foliowed by classification symbols)

Documentation searched other than minimum dosumentation to the extent that such documents are included in the fisids searched

EPO-Internal, WPI Data

Electronic data base consulted during the intematienai search {name of data base and, where prasticable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of docurnent, with indication, where appropriale, of the relevant passages

Ralevan: to claim Mo.

21 May 2803 (2003-05-21)
abstract

paragraph [0010]
paragraph [0022]
paragraph [0024]
paragraph [0029]
paragraph [0040]
paragraph [6025]

X EP 1 313 290 ALl (STONESOFT CORP [FI])

1-24

! X i Further documents are fisted in the continuation of Bex C.

Bee patent family annex.

Special categories of sited documents :

A" document defining the general state of the art which is not cansidered
o be of partioular relevance

"E” earlier applicaticn or patent but published on or after tha international
filing date

"L" docurnent which may throw doubts on priotity olaimi{s) arwhich is
cited to estabiish the publication date of another vitation ot other
special rerson (as specifisd)

"O" decument referring to an oral disclosure, use, exhivition or ather
means

*P" docurnient published prior to the international filing date but iater than
the priciity date claimed

"TY later document published after the intemational filing date or priority
date and not in confiiet with the applization but citad to undersiand
the principle or theory underlying the invention

"X document of particular relevance; the claimed invention cannotke
considered novet or cannot be considered to involve an inventive
step when the document is taker: alone

YT document of particuiar relevance; the ciaimed inventicn cannot he

considered to involve an invertive step when the doocument is
combined with one or more other siich documents, such combination
being cbvious to a person sidiled in the art

"&" dooument member of the same patent family

Date of the actuail completion of the intemational search

14 March 2014

Date of mailing of the international search report

24/03/2014

MName and mailing address of the ISA/
European Patent Office, P.B. 5818 Patentiaan 2
Ni - 2280 HV Rijswijic
Tel. (+31-7Q) 340-2040,
Fax: {(+31-70) 340-3015

Authorized officer

0liveira, Josl

Forrn FCT/SAZY

{second shest) (Aprit 2(05)

page 1 of 2
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INTERNATIONAL SEARCH REPORT

international application No

PCT/US2013/072566

C{Coniinuation).

DOCUMENTS CONSIDERED TG BE RELEVANT

Category”

Chalion of document, with indication, where appropiiate, of the relevant passages

Relevant to elaim Na.

X

WO 2005/046145 Al (ERICSSON TELEFON AB L M

[SE]) 19 May
abstract

page 3, line
page 4, Tine
page 5, line
page 5, line
page 7, line
page 7, line

2065 (2005-05-19)

14 - Vine 28

16 - Yine 11

10

23 - Hine 32

2 - line 8

36 ~ page 8, line 8

page 11, line 26 - line 25

US 20117055916 A1l (AHN DAYID K [US])

3 March 2011

(2611-03-03)

paragraph [0017]
paragraph [0021] ~ paragraph [0022]

1-24

1-24

Fomi PCT/ISA/210 {continuation of second sheet) (Al 2008}

page 2 of 2
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INTERNATIONAL SEARCH REPORT

information on patent family members

International application No

PCT/US2013/0672566
Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 1313290 Al 21-85-2003 AT 346446 T 15-12-2006
DE 60216218 T2 08-03-20607
EP 1313290 Al 21-05-2003
US 2003097550 Al 22-05-2003
WO 2005046145 Al 19-85-2805 CN 1879361 A 13-12-2866
EP 1683313 Al 26~07-2006
JP 4323523 B2 02-09-2009
JP 2007534219 A 22-11-2807
Us 2005111434 Al 26-05-2005
W0 2005046145 Al 19-05-2605
US 2011055916 Al 03-03-2011 AU 2010297968 Al 22-03-2012
EP 2471218 A2 04-07-2012
Us 20611055916 Al 03-03-2011
US 2014807216 Al (02-01-2014
WO 2011038420 Az 31-03-2611

Form PCTASA/Z10 {patent family annex) (Api 2005}
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From the

PATENT COOPERATION TREATY

INTERNATIONAL SEARCHING AUTHORITY

To:

see form PCTASARZ)

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing

Appiicant's or agent's file reference

{daymmonthiear) see form PCTASAR1C {second shest)

FOR FURTHER ACTION

PCTAIS2013/072566

see form PCTASAZ20 Ses paragraph 2 below
International applicatior No. Iniernationat filing date {dayifonthiear) Priority date {day/monthirear)

02.12.2013

11.01.2013

INV. HO4L.29/086

International Patent Classification ({PG} or both national classification and {PC

Applicant

CENTRIFPETAL NETWQRKS, INC.

Box No.
Box No.
Box No.

Box No.

Box No.

Box No.
Box No.
Box No.

COo.

iH
Y

v

Vi
Vi
Vil

1. This opinion contains indications relating to the following items:

Basis of the opinion
Priority

Nen-establishment of apinion with regard to novelty, inventive step and industrial applicability

Lack of unity of invention

Reasoned statement under Rule 43bis.1(a)(i} with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Certain documents cited
Certain defects in the international application
Certain cbservations on the internationa! application

2, FURTHER ACTION

If a demand for international preliminary examination is mads, this opinion will usually be considarad to he a
written opirion of the International Preliminary Exarining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Ruie 66.1bis(h) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASAL2G or befors the expiration of 22 months from the priority date,
whichever expires later,

For further options, ses Form PCTISAZ20.

Name and mailing address cf the ISA; Date of completion of
[, this opinion
Eurcpsan Patent Office see form
a@;} P.B. 5818 Fatentlaan 2 PCTASARID
“““““““ NL-2280 HY Rijswik - Pays Bas )

Tel. +31 70 340 - 2040
Fax: +31 70 340 - 3016

Auihorized Office

Oliveira, Josl

Telephone No. +31 70 340-3334 g s

Farm PCTASAR237 (Cover Sheet) {(July 2009)
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WERITTEN OPINION OF THE international appiication No.
INTERNATIONAL SEARCHING AUTHORITY PCTAS2013072566

Box No.! Basis of the opinion

1. With regard o the language, this opinion has been established on the basis of;
B the international application in the language in which it was filed

1 atranslation of the international appiication inte , which is the language of a translation fumished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

o

[0 This opinion has besn established laking into account the rectification of an obvious mistake authorize
by or notified to this Authority under Rule 91 {Rule 43bis.1{a))

3. With regard to any nucleotide and/or amino acid sequence disclossd in the international application, this
opinion has been established on the basis of & sequence listing filed or furnished:

a. (means)
3 onpaper
0 in electronic form

b. {time)
I3 inthe international appiication as filed
(3 together with the international application in electronic form
L3 subsequently to this Authority for the purposes of search

4. [0 In addition, in the case that more than one version or copy of a sequenca listing has been filed or furnished,

the required slatements that the information in the subsequent or additional copies is identicai to that ir: the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

[65

. Additional commaeants:

Box No.V  Reasoned statement under Rule 43bis.1(a)(}) with regard o novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Noveity (N} Yes: Ciaims 2,3,6-9, 11, 13,14, 17-22, 24
No: Ciaims 1.4.5,10,12. 15, 16, 23
inventive step (IS} Yeas: (laims
No: Ciaims 1-24
industirial appticability (IA} Yes: Ciaims 1-24

No: Ciaims

2. Citations and explanaticns

see separate sheet

Form PCTASA/ 237 (April 2007
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING

AUTHORITY (SEPARATE SHEET) PCT/US2013/072566
Reltem V

Reasoned statement with regard to novelty, inventive step or industrial applicability; citations
and explanations supporting such statement

Reference is made to the foliowing documents:

D1 EP 1313 290 A1 (STONESOFT CORP [Fil) 21 May 2002 (2003-05-21}
D2 WO 20056/046145 A1 {ERICSSON TELEFON AB L M [SE]) 19 May 2005 (2005-05-19)
D3 U8 2011/055916 A1 (AHN DAVID K [US]) 3 March 2011 (2011-03-03)

1 The present application does not meet the criteria of Article 33(2) PCT, because the subject-

matter of ciaims 1, 12 and 23 is not new.
1.1 D1 discloses a method comprisirig, at a network protection device (abstract):
receiving a first rule set (paragraph [0010], column3 lines 4-7);
receiving a second rule set (paragraph [0010], column3 lines 4-7);

pregrocessing the first rule set and the second rule set {considered to be implicit
from paragraphs [0010], [0013], [0040]: when a new set of rules is made available
it must be made certain that they do not contain errors which could stop the
filtering of the firewail);

configuring the netwark protaction davice {0 precess packets in accordance with the
first ruie set (paragraph [0010], column3 Hnes 13-18);

receiving packeis (column 8 fines 23-26);

processing a first portion of the packets in accordance with the first rule set
{paragraphs [0010], [0020};

reconfiguring the network protection device to process packats in accordancs with the
second rule set (paragraphs [D010], [0024]); and

processing a second portion of the packets in accordanca with the second ruie set
(paragraphs [0010], [0024]).

1.2 The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent apparatus and computer-readable media claims 12 and 23, which therefore are
also considered not new.

Form PCT/ISA/257 {Separate Sheet) (Sheet 1) (EPO-April 2005)
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2013/072568

b
w

Lependent claims 2~11, 13-22 and 24 do not contain any features which, in combination with
the featurss of any claim to which they refer, meet the requirements of the PCT in respect of
novelty (for claims 4, 5, 10, 15, 16} and/or inventive step (for claims 2, 3,6, 7, 8, 9, 11, 13, 14,
17,18, 19, 20, 21, 22, 24) see passages cited in the Search Report.

Farm PCT/ISA/237 {Separaie Sheet) (Sheet 2) {(EFO-Apti 2005)
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EP 1313290 A1

BNSDGCIC: <=

Europdisches Pateniamt

European Patent Office

" 9

(12)

Office européen des hreveis

(43) Date of publication:
21.05.2003 Bulietin 2003/21

(21) Application number: 02102581.2

(22) Date of filing: 14.11.2002

LT

EP 1313290 At

(1)

EUROPEAN PATENT APPLICATION

(51) it o7 HO4L 29/06

(84) Designated Contracting States:
ATBEBGCHCYCZDEDKEEES FIFRGB GR
ETLILUMCNLPTSESKTR
Dasignated Extension States:

AL LT LV MK RO Si

(30) Pricrity: 19.11.2001 US 988356

(71) Apgiicant: Stonesoft Corporation
00210 Helsinki (Fi)

{72} Inventor: Syvénne, Tuomo
Fin-01450, Vantaa (Fi)

(74) Representative; Akrés, Tapio Juhani
Kolster Oy ABb,R.O. Box 148,
iso Roobertinkatu 23
00121 Helsinki (Fi)

(54) A personal firewall with location dependent functionality
(B7) A compuier device is provided with a iocal se-

surity mechanism, a personai firewall, for protecting the
computer device from atiacks from aforeign netwark, in
addition to or instead of a firewali in the internal network
which protects the computer when connectedto a home
network. The personal firewall is provided with different
sets of security rules for the home network and foreign
networks. The personai firewall is arrangad to detect its
current lccation, Le. deiermine to which network it is

connecied o at each particular moment. The personal
firewall activates one of the given sels of security rules
according to the detecied current incation of the com-
puter device, i.e. the personal firewall automatically us-
es the security rules predefined for the network to which
the computer device is connected at each particular mo-
ment. Upon detecting a change in the location, the per-
sonal firewall immediaiely adepts to use security rules
predefined for the new location.

. Emy O
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BNSHOCID: <EP

1 EP 1 313 280 At 2

Description
Fieid of the invention

[0001] The present invention relates to network secu-
rity and, more patticularly, to personal firewalis.

Background of the Invention

f0002] Traditionailly, a firewall is considered as a set
of components forming a gateway beiween two or more
networks, Thus, a firewail has been a gateway which
operates at the same time as 3 connactor and a sepéa-
rator between the networks in a sense that the firewall
keeps track of the iraffic that passes through it from one
network to another and restricts connections and pack-
ots that are definad as unwanted by the administrator of
the system. Physically a firewall Is a machina with ap-
propriate software to do the tasks assigned o it. it can
ue a router, a personal computer (PC), or any other de-
vice that can be used for such purposes. Although fire-
walis are mostly used io connect Local Area Networks
(LANSs}, i.e. internal networks, o the Internet and to pro-
tect ageinst attackers or undasired traffic in general,
they may also be used o separate and connect different
segments of internal network for security purocses. The
advantages of having a firewall are numerous. Afirewall
secures the nelwork and can be used as a tool for mon-
itoring the traffic especially from the outside to the inside
of the network guarded by a firewall. Because ali traffic
intended for the internal networl must pass through the
firewall, most of the network security actions and poli-
cles can be concentrated in this particular point. This is
of course a cost and administrative advantage.

[0003] Nowadays, lagtop computers and other porta-
vle computer devices are widely used. While cutside the
internal network, the laptop cannot rake benefit of the
protection provided by the conventional "gateway-type”
firewall. Therefore, approaches to Improve security of &
client locatad in & foreign natwork {a public network or
an internal network of a foreign organisation) have been
proposed. These approsches are based on pratecting
the laptop itself by means of aiocal security mechaniam,
calied a persona firewall hersin, instalied in the faptop
{in addition to or instead of a firewall in an internal nat-
work, which protects the computers connected to the in-
ternai network). The personal firewall may be imple-
menied as software instalied in the computer device, or
as a separate electronic device connectad o the com-
puter device.

[C004] European patent application EP € 952 716 dis-
closes & firewall security device connected to an exter-
nal comimunication port of a computer device. The in-
corning communications stream to the computer device
from e.g. public netwaorks is passed through the firewall
security device. The firewall device applies standard se-
curity measures, thereby prolecting the computer de-
vice,
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[0005] There is a particular need for such protection
oy means of a personal firewall if the laptop is allowed
to have a remote access, ¢.9. make a VPN (Virwal Pri-
vafe Network) connection to company network while be-
ing connectad to a foreign network. in order to improve
sectirity of the VPN connections, one prior art solution
is to enforce a protection level of & iaptep, when a VPN
tunnei fo a company network is created, This maans for
example that, during & VPN connection, the iP address
forwarding is not allcwed, or that any connection at-
tempts to the laptop are denied.

[0008] Clearly this is not enough, since the laptop
rust be protected as soan as itis connected to atorsign
network, not only during & VPN connection. The laptops
are often used by non-technical people, which increases
the risk of overiooking security aspects, Laptops contain
sensitive matetial, such as customer emails. if & taptop
is unprotected, when connectaed tc a foreign natwork,
even for a shoit pericd of time, there is a risk of geiting
infected by a hostile application. Such appiication can
be activated later, when the lapiop is connected to an
internal network and offer inside help for attacks.
[6007] Thus, there is a need to protect the faptop by
means of a personal firewall always when the lapiop is
connested o a foreign network. However, when the lap-
top is connected o 2 company internal network, such
personal firewall may unduly prevent some essential
trafiic. For example, the personal firewall shouid aliow
use of a laptop at home {internal) network and access
to all services, such as disk-share. In & home netwoerk
even non-iP protocols are sometimes used. Therefore,
it is not feasible to have a personal firawall running at
all times, at least not with the same configuration, since
the protection needs in an internal networlk are diffsrent
fror thosa in & foreign network,

[0008] Some of the current solulions aliow changing
the set of rules used in the personal firewall, that is, thay
allow the user of the laptop to use different rule sets
when connected to the internal network and when con-
nected 1o a foreign network. Howeaver this is a manuat
operation. Since manual action is required, there is a
high risk that operation is not dene. Risk is even higher
if the end user does not fully understand the need of a
firawall

Summary of the invention

{0009} An object of the inventien Is to improve the se-
ctirity and flexibiiity of a personal firewaill. The object is
achieved by the invention disclosed in the attached in-
dependent claims. Preferred embodiments are dis-
closed in the attached dependent claims.

[0010] A computer device which can be connectedto
a home network (such as an internal network of a com-
pany or other organisation where the user is amployed)
and to a foreign network (such as a public network or
an internai network of aforeign organisation) is provided
with a locad security mechanism, called a personsi fire-
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wali herein, for protecting the camputer device from at-
tacks from a foreign network, in addition to or instead of
a firewall in the inlernal network which protects the com-
puter when connected to the internal network. The per-
sonal firewail is provided with different sets of security
ruies, at least one set of rules for the home network and
ai least one set of ruies for foreign networks. in its sim-
plestform, the set of rules for the home network contains
no restrictions for the comrrunication or use of setvice
in the home network. The personal firewall is arranged
to detect its current location, i.e. o determine the net-
workto which itis connected at each particular moment.
The personal firewall activates one of the given seis of
security rules according to the detected current location
of the compuler device, i.e. the personal firewall auto-
matically uses the security rules predetined for the net-
worl to which the computer device is connected at each
garticular moment. Upcn detecting a change in the io-
cation, the personal firawall immediately adapis to use
security rules predefined for the new location. A benefit
of the invention is that the protection of a personal fire-
wall is always enabled at the correct level, degending
on the current focation. On the other hand, when the
computer device is located in the home network, a fowar
ievel of protection, or no protection at all, can be auto-
matically provided oy the personal firawall, so that the
communication and services are not unduly rastricted
in the home network. Thus, the automated location-de-
pendent management of different sets of rules offers op-
timal protection in different networks, while not unduly
restricling operation in the home network.

[0011] Thne current location of the comptuiter device is
preferably determined on the basis of & currently used
iP address of the computer device, This is based on the
common practice that a computer device has a different
iP address, either afixed address ora dynamic address,
in different networks. The [P address can thareby be uii-
lizad for identifying the current network and the location
of the compuiter device,

[0012] However there are situations where the IP ad-
dress fails to indicate surrent location of the computer
device. Therefore, in an embodiment of the invention,
the current lacation determined on the basis of the cur-
rent P address of the computar device is verified by car-
rying out an additionai location verificalion procedure
with & predetermined network element. [n a stiil further
embediment of the invention, availabiiity of said prede-
termined network element related to the current {P ad-
dress is checked. The predetenmined network element
is such that it responses only if the computer device is
located in the network in which it is assumed to ke on
the basis of the current IP address, If the predetermined
network element respenses and identifies iteelf proper-
ly, the current location determined based on the current
IP address is considerad to be verified. Otherwise the
cornputer device determines that the current |P address
fails to ingicate current location of the computer device,
The additional verification process maikes it even pos-

131328041 1 >

N
k=]

30

a5

40

45

55

sible to automaticaily create a secured tunnei, such as
a VPN tunnel to a home network even if the computer
device uses the same IP address in the current location
as in the internal (home} nelwork. The present invention
offers benefits even with stand alone personal firewalls
wherein the securily rules can be definad locally by the
user, although the use of these rules is autormated and
location-dependent. Hewever, more advaniages are
achieved when the basic invention is used with a central
management of personal firewalls.
[G013] According te an aspect of the invention, secu-
rity rules are defined, updated and distributed centrally
by a centralized rule-based server, Especially the up-
dating of the rules is challenging, becausa the rule up-
dates must be appiled as soon as possible, and there-
fore the process of updating rules in the persona tire-
walls must be automated, Updating of rules by push
method from the cenlralized rule base server is not a
sufficient ogtion in this case. Use of DHCP {Dynamic
Host Configuration Protocol), frequent traveliing and the
fact that at times the {aptop may net be connected to
any network makes it next to impossible for the central-
ized managemen to initiale contacts with the personal
firewalls in the computer devices, because there is no
ay for the centralized management to know the IP ad-
dress the computer device is using at a given moment.
Therefore, according to an aspect of the invention, the
personai firewall is configured to periodically query the
availability of updated security rules framthe ceniralized
management, The quaries should only be made, while
the computer device is iocated in the home network, or
optionatly, when the computer device has a remcie ac-
cess (.g. VPN connection) 1o the home netwark whiie
being located in a foreign network. In other words, aiso
the updating process is dependent on the current loca-
tion of the computer device in a similar manner as the
aelection of the active rules, and similar methods can
be utilized for determining the current jocation,
[0014] According to ancther aspect of the invention,
tog files containing information of a status and usage of
resources of the computer device are handled in a cen-
tralized management jocaticn. This enables personnel
aware of security aspects to verify whether there have
been any atiacks against the comptter device or not. To
that end, the parsonal firewall sends the log files to the
ceniral managermeant, such as to a centralized log serv-
er, when the computer device is located in the home net-
work. However, when the computer device is discon-
nectedfrom the home network, the log files are collected
and stored locally in the firewall. in order to enabie cen-
tral handling of the log files, the personal firewail irans-
fers the collected log files to the central log server when
such is avaiable. This is petformed auiomatically,
whenever the computer device is {ocated in, or option-
afly, connected to the home network. Again, the han-
diing of the log fites in the personal firewall is automated
and location dependent in a way simiiar to the selection
of active rules, and similar methods can be used for de-
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termining the current focation of the computer device.
[0018] The present invention allows use of a compti-
ter device in a home {intetnal} neiwork and access to all
services, such as disc-share, and even use of non-P
protocols, which are often denied in foreign networks.

Brief description of the drawings

[out16] Preferred embodiments of the invention will
now be described with reference to the attached draw-
ings, in which

Figure 1 is a schamatic bicck diagram of an exem-
plary network cenfiguration where the present in-
vention can be apglied;

Figure 2 shows an exemplary protoco! stack of a
computer deviee containing a personal firewall ac-
cording to the present invention,

Figure 3 illustrates exemplary selection rules and &
security rile basis, and the assoclation thersbe-
tween,

Figure 4 is a flow diagram iitustrating a location-de-
pendent ruie base selection according to an embod-
iment of the invention;

Figures & and 8 are flow diagrams iliustrating the
location vetification procedure according to an em-
hodiment of the invention;

Figures 7 and 8 are flow diagrams illustrating the
ruie base updating according to an embodiment of
the inventicn; and

Figure 9 Is a flow dlagram iiiustrating the handiing
of log files according to an embodiment of the in-
vention.

Preferred embodiments of the invention

[0017] The present invertion can be appiied in per-
sonai firewalls in any compuier device which can be
moved and cannected fo different netwarks. Typically
such devices are portable computer devices, such as
laptop computers, PDAs, communicators, smart
phones, intelfigent telecommunication devices, etz. in
the following iliustrative embodiments of the invention,
a laplop computer is used as an example of suitabie
computer devices.

[0618] Figure 1 shows a schematic block ciagram of
an exemplary netwerk configuration. The configuration
is shown only to faciiitate the understanding and de-
scription of the present invention. The present invention
is not intended to be restricted to any particuiar network
configuration. Further, in order to improve ciarity, only
natwork elements which are somehow involved with the
present invention are shown in Figure 1.

{00191 Asillustrated in Figure 1, private local networks
10 and 13 are coupled to a pubiic network, such as the
internat 12 via firewalls 5 and 7, respectively. Naturally,
the coupling beiween the private networks and the pub-
lic Internet 12 may include also routers and internet
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service providers (ISPs not shown in Figure 1). As is
weit known in the art, private networks 10 and 13 may
be, for example, company networks, such as local area
netwerks (LANSs) which connect users and resources,
such as workstations, setvets, printers and the iike of
the company. A private internal network may aiso con-
sigt of several suo-nelworks separated by irlernal fire-
walis. in the exernplary network configuration shown in
Figure 1, the private company sub-network 11 is con-
nected via a firewall 6 to the private local network 19.
Such a sub-network 11 may ke, for example, a dagicat-
ed network for a specific depariment of the organisation,
such as the research and development (R&D) depart-
ment which must have & restrictive access and higher
protection level cornpared with other part of the compa-
ny network. Sub-networks of the company, such as the
local netwarks of crganisation headquarters and branch
offices may be interconnected by secure connections,
such as virtual private network (VPN).

[6020] As already described above, the firewalls 5, 6
and 7 are gateways which operaie atthe sarne time as
connectors and separators between the networks in &
sense thatthefirewall keeps irack of the traffic that pass-
as through it from one network ic another and restricts
connections and packets that are defined as unwanted
by the administrator of the system, Physically a firewall
is & machine with appropriate soflware fo perform the
task assigned to it. i can be a router, a personal com-
puter (PC), or whatever that can be used for stich pur-
poses.

[0021] However, the firewalls belween the networks,
or the implementations thereof, are not relevant to the
present invention.

[0022] The present inventicn relates fo protecting of
the computer device, e.g. laptop itself, by means of 2
iocal secuiity mechanism, called a personal firewall
herein, installed on the laptop in addition to or instead
of a flrewal! in a private network. The personal firewall
may be implemented as software installed and run in
the computer device, which is a preferred embodiment,
or a5 a separate electronic device connected to the com-
nuter device. in Figure 1, the laptops 1, 2, 3 and 4 illus-
trate laptops provided with a parsonai firewall.

[0023}] Figure 2 iliustrates the basic principle of a per-
sonal firewall instalied in & laptop. Physical and nefwork
layers 200 refer to all protocols and physical connec-
tions required for transferring protocol data units (PDUs}
of the upper layers. The upper layers 200 inciude appli-
cations and any transmission protocols empioyed, such
as internet protocol {iP) transmission control protocol
(TCP), NetPEUL IPX, etc. Basically the personal firewall
orotection {ayer 201 operates in a manner anajogue to
a firewali between networks. More patticularly, the per-
sonati firewall protection layer 201 operales at the same
fime as a connector and a separater between the un-
derlying layers and the upper layer in a sense that the
personal firewall keeps track of the iraffic that passes
through it from underlying layars to the upper layers, and
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vice versa, and restricis connections and packets that
are defined as unwanted according to the security rules
usaed. The personal firewail protection layer 261 is im-
plemented or controlled by a personai firewall applica-
tion 208 run in the taptop. in a preferred embodiment of
the invention, the personal firewall application 203 car-
ries out the location detection and the location-depend-
ent functicns dascribed beiow, such as the selection of
the active rule base according to the current location of
the laptop. However, it shouid be appreciated that the
present invention is not intended to be restricted to any
specific practical implementation of the personal fire-
wall.
[0024] inaccordance withthe principles of the present
invention, the personal firewail has different sets of rules
for the home network (such as the private cormpany net-
work 10) andforeign nelwork, such as the public Internet
12, or the foreigh private network 13, or a network of
another department of the company. It is not relevant to
the present invention what kind of security rules are ap-
plied, bul some axarnples are given in Figure 3. For ex-
ampie, a rule base 301 for the foreign company network
may iist as allowed connections of protocois: hypertext
transfer protecol {hitp), secured http (Hitps), domain
name service {ONS), single message transfer protocoi
(SMTF) and a VPN connection with [Psec. In the pre-
ferred embodiment of the invention these rules arse ex-
clusive, in other words, other protocols and connections
re denied and blocked by the perscnal firewall. For a
dafault network, which may be the public Internet 12,
the ruie hase 302 is similar to the rule base 301, except
that the SMTP protocol is no longer allowed. For the
home network 10, a rule base 300 is defined. The &ai-
lowed protocols include, in addition to the hitp, hitps and
the SMTP, aiso other transmission pretocols, such as
NeiBEU{ and IPX. The ruie base 300 also allows a disc-
share for predefined servers using NetBIOS. Other pro-
tocols and connections are denied. it is also possible
that the rule base 300 allews all protocols and connec-
tions in the home network. Since the home network is
protected by a company firewall, the use of a personal
firewal! in the home network may be regarded as unnec-
essary, However, the company firewal! gives protection
cnly against attacks from the outside of the home net-
work, and the use of a personal firewall protection may
be necessary for protecting against attacks from within
the home network.
[0025] The different rule bases could be activated
manuaily by a user. However, according to the basic
principle of the present invention, the personal firewall
autematically selects and activates the proper rule base
according to the current location of the laptop.
[0026] Figure 4 is a flow diagram #ustrating the se-
isction of the rule base according to ohe embodiment of
the present invention. The simpiest way to determine
the current location of the lagiog is to do it on the basis
of the currently used |P address only, This is possible in
the cases where the laptop has a different iP address,
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eithar a fixed or a dynamic address, in different net-
orks. As is well Known in the art, a part of the |F ad-
dress identifies the network, and can thus be used for
detecting the current network of the laptop. The perscn-
ai firewall may, for example, coniain information on the
IP address space of home network, and ogtionally, for-
elgn neiworks, or a list of addresses available for the
iaptop in the home network,
[0027] When the current |P address of the laptop
matches to a given address space or a list of addresses
of the home network 10, for example, it can be assumed
that the laptop is lecated in the home network 1¢ and
the rule base 300 of the home network 10 is used. Thus,
the current IP address is used as a seiection ruie for
activating the rule base 30C. However, there is some un-
cettainty in determining the iocation based on the cur-
rent iR address only, and some approaches to overcome
this probiem are described with reference to further em-
bodiments of the invention below,
[0028] Refetring again to the generic flow diagram
shown in Figure 4, the current IP address of the laptop
is firstly determined in the steg 401, The cusrent IP ad-
dress may be obtained simply by asking for it from the
operating system of the laptop by means of using P con-
figuration rottine. The current location of the laptop is
monitored constantly, and therefore the personal fire-
wall may be configured te periodically query the current
i7 address from the operating system. More preferably,
the cperating system of the laptop may be configuredto
inform any changes in the IF address to the perscnal
firewall, and therefore a nead for query the {P address
time-to-time can be avoided. The step 401 may also in-
clude verification of the location determinad basad on
the |P address by a verification procedure described be-
low. in step 402, the petscnal firewall compares the cur-
rent 1P address with the current IP address stored in the
personat firewall. i the IP address has not changed, the
present active rufe base can be maintained. Howaver,
if the IP address has changed, the perscenal firowali
checks whether the new IP address matches to any {P
address apace or | address belonging o one ¢f the
networks on the selection rule fist in the personal firewali
(step 403}, If the new iP address does not beleng o any
of the networks on the seicction rule list, the personai
firewali considers the current network an unidentified
network, and a default rule base 302 is selected (step
404}, I the network cannot be identified and the default
rule base must be uUsed; it is normaily assumed that the
laptop is in a potentially hostile environment, most likely
in the public intarnet 12 Therefore, the default ruie base
is typicaily defined to provide the maximum protection
needad. [ the new [P address belongs to one of the net-
works defined on the selection rule list in step 403, it
rmeans that the network has been identified and a ruie
base finked to the identifled network {or the correspond-
ing selection rule) is selected and activated {siep 408},
in the simplest impiementation, the selection ruies in-
ciude only the home network of the laptop and the cor-
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responding IP address space or list of addresses . f the
current |P address belongs to the home network, the
ruie base 300 of the home network 10 Is used. Other-
wise the rule base 310 for foreign network or the default
rule base 302 is used. in amore compiicated implemen-
fation, there are selection rules (i.e. IP addresses and
associaled rule bases) aiso for at least one foraign net-
worl and/or different segmenis of the home nelwork 10,
[0029] intheexamples desciibed above there are two
or more rule bases which are enabled or disabled on the
basis of the current location of the laptop. However,
there are also alternative ways to implement different
ruie hases. One alternative is to provids only one rule
base in which the rules are enabled and disabled in dif-
ferent combinations on the basis of the current location
of the laptop.

[0030] As noted above, there are slitiations where the
focation (the current network) determined on the basis
of the current |P address is uncertain, i.e. the I address
falls to indicate the current location of ihe iaptop. If the
iP address does not match the current network, use of
the internet protocol (1P} to attack against the laptop is
not likely, and one may reason that in that case a per-
sonal firewall dees nol need to be used. However, there
is still apossibility that there is an aitack using other pro-
tocols, such NetBEU! or {PX. By detecting the situation
where the IP address of the laptop is not an {P address
of the current network, it is possible to block such pro-
tocois while in foreign networks, Furlher, NAT (network
address translation) and private 1P addresses are fre-
quently usad. This means that the same IP address Is
in use in several networks, in that case itis not enough
o trust {P address information only when determining
the location of the laptop. It is even possible that while
belng connected to a hostile network, the DHCP {dy-
namic host configuration protocoi} gives famitiar P ad-
dress tc make it easier to afteck the laptop. Basicaily,
the DHCF enabies individual computers on a network
to connect to a DHOP server, such as the server 9 in
Figure 1, and be assigned a dynamic [P address of the
current network.

{0031} Thus, according fo an aspect of the invention,
in addition to the detection of location based on the cuy-
rent IP address descriced above, a further location ver-
ification procedure is carried out with a predetermined
network element, which is preferably reachable only
from the location to be verified. More generaily, the net-
work element is selected in such a way that itresponses
to the veriflcation request only if the request originates
from the location (e, the nelwork) to be verified. Pref-
erably, the specific network element is provided with a
location verification service supporting the verification
according fo the invention. The verification procedure
raquires that the verification method be specified for the
personal firewall, preferably &t the same time as the dif-
ferent locations are specified. in other words, the meth-
ods to verify the location are specified for the personal
firewaill in the initial configuration, for exampie. It is also
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possible that the verification methods are updated or
changed by means of the updating procedure described
below, in a manner simitar to other security rules.
[0032] A generic location verification procedure ac-
cording to one embodiment of the invention is descriped
with reference to Figures & and 6. Firsily, the current fo-
caticn is determined on the basis of the currently used
{P address as describaed above (step 501}, Next, the per-
sonal firewall selects a predetenmined network elament
that should be available for verificaticn from the deter-
mined current location (step §02}. Then the personal
firewall sends to the selected network alernent a request
o send 3 response with some data proving the identity
of the network element {step 503). Referring now to Fig-
ure 8, the verifying network element receives the verifi-
cation request (step 801} from a personal firewall. Then,
aither always in response to the verification request or
only if predetermined reguirements are met, the network
element sends the response with the required identity
data to the personal firewall (step 602). Heferring again
to Figure 5, the personal firewall waits for a response
{step 504), and i no response is received (preferably
within a predeiermined period of tirme), the iocation de-
termined on the basis of the current |P address is reject-
ed, and the [ocation is determined to be unknowr {step
506). In that case, a defauit location and an associated
ruie base, such as the rule base 302, can he used.
[0033] However, if the response is received from the
network element in the step 504, the persenal firewail
verifies the identity of the network element on the basis
of the received idenlily data, e.g. by comparing the re-
seived Identity data with identity data storad in the per-
sonal firewall {step 5086). If the verification of the identity
is unsuccessful {step 507), the procedure proceeds to
the step 505 described above. Howevar, if the verifica-
{lon of the identity ¢f the network element is successful,
also the location of the laptop determined on the basis
of the current iP address has been successfully verified
and can be accepted.

[0034] Addilionally, it is possible that one P address
is included in more than one selection rule in the per-
sonai firewall, in that case, ifthe verification of the faptop
being located in a first networl indicated by the current
iP address fails, it is checked if the faptep is iocated in
a sscond network indicated by the current |P address.
There are various ways to implement the generic loca-
tion vetrification procedure described above. The sim-
plest way to implement the location verification service
is to probe some known (known to the personal firewail)
element. For example, itis possible te ask the MAC ad-
dress of the known network element located in the home
network and having a known {P address, The netwark
element returns the MAC address In response, and i
the AMC address is the one that it is assumed to be {e.
g. maiches with a2 MAC adgdress stored in the personal
firewall}, it is verified that the laptop is located in the
heme network. if the MAC address is not the correct
one, the lapiop is determined to be ouislde the internal
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network.

{0035] One possibie implementation is that the foca-
tion verification service is implemented in such network
element in an internal network which can be reached
only from inside the internai network, For example, the
firewali protecting the internal network, such as firewall
5 in Figure 1, may ba configured to discard all connec-
tions from outside the Internal network 1o this network
element. if the personal firewall is able to reach this spe-
cific network element, it is verified that the personal fire-
wall resides inside the internal network. Otherwise the
personal firewall resides outside the internal network.
There may be a pluraiity of such location verification
services in a plurality of infernal networks or sub-net-
works, and if the personal firewall cannot reach any of
them, then i is assumed to be cutside this piurality of
internal networks or sub-neiworks.

{0036} The location verification service may be incor-
ocraled inio the network firewall, such as the location
verification sarvice 50 in the firewall 5 in Figure 1, For
example, verification requests only from the direction of
the internal network (such as home network 10) may be
responded by the location verification service 50. This
impiementalion is rather straightforward, since the
present firawalls are readily capable of detecting from
which direction, that ig, from which interface, a data
packet is coming from.

[0037] Inanycaseitis preferred that the personal fire-
wall communicates with the iocation verification setvice
by using some cryptographically strong method, such
as pubtic key encryption. For example SSL can be used,
The certainty of the location verification can be further
improved by setting the TTL {fime-to-five) field in the io-
cation verification request to a refatively low value, so
that the request is capable of reaching only a nearby
woecation verification service. The TTL value is decre-
mented each time the verification request passes
through a router connecting different networks or net-
work segments. if the TTL vaiue is set o, for example,
3 zero vaiue the verification request is not able to pass
through & router to a different network or a network seg-
ment.

[0G38] The wusec of additional ivcation verification
makes it aven possible to aviomatically create a VPN
wnnei to the home nelwork even if the current location
{a foreign network]) is using the same P address as in
the internal network.

[0039] All the embediments described above are cf-
fective both in standaione comptiters and in ceniraily
managed computers. The ceniral management of per-
sonai firewalls enables a uniform protection level in all
cornptiter devices using the private network. One fea-
ture of the ceniral management is that preferabiy all of
the parsona! firawalls have essentialty simitar security
ruies. It should aiso be possible to updaie these. i is
preferable that rule updates are applied in the personal
firewalis as soon as possible after they have bean made
in the central management, Because i is not sufficient
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o rely on the manual updating by the user, the process
of updating the ruies must be automated. However, dis-
tribution of the updated ruies by a push transmission
from the central management is not a sufficient option
in a case where the personal firewalls can move from
one network to another, Therefore, according to an as-
poct of the inveniion, the personal firewalls are arranged
to pericdically guery tho availaoility of updated rules
from the central management. An updeting procedure
according to one embodiment of the invention is de-
sorived with reference to Figures 7 and 8.

[0040] Firstly, a personal firewall measures a prede-
termined updating period, which can be any pericd of
time, preferably one day or a few days (step 701). in
step 702, the personal firewali checks whether the up-
dating period has expired, and if not, the precedure re-
turns fo the step 701. When the updating poricd has ex-
pired, the personal firewail checks whether the current
location of the laptop is in the home network {step 703)
or in another subnetwork of the same carnpany. The lo-
cation determination is preferably based onthe methods
described above, if the current location is in the home
nefwork, the process proceeds directly tc the step 705.
However, if the cuirent focation is nat in the hoime net-
work, the personal firewall waits for the laptop to return
to or establish & sonnection {e.g. VPN) to the home neat-
work {siep 704), before procesding to the step 705. in
the step 705, the personal firawall sends a rule update
query io the ceniral management, such as the personal
firewallmanagement server 8 in Figure 1. Referring now
to Figure B, the personatl firewall management 8 ro-
ceives the rule update query from the personal firawali
(step 801) and sends updated rules, if there are any, to
the personeal firewall (step 802). Referring again to Fig-
ure 7, the personat firewall cheeks whether the reply re-
ceived from the personal firewall management 8 con-
tains rule updatings (step 7086}, and if not, the precess
returns to the step 701 o measure the next updating
period. However, if rule updatings have been received,
the personal firewail updates the relevant ruie bases
stored in the lapiop (step 707).

{0041} itis also preferable that the logs refating to the
comimunication transactions of the lapiop are handled
in a central iocatior, Since the lapteps are frequently
disconnected from the home nelwork, logs must be col-
lected iocally. In order ic enabie central handling, the
logs must be transferred to a central log server, such as
the personal firewall management 8, when stich is avail-
able. This should take place automatically when the
computer device previded with & personal firewall is
connecied 1o the horne netwark, Figure 9 iilustrales log
handling according lo one embediment of the invention.
[0042] Firstly, the personai firewall creates a log file
each time the laptop is involved with a conimunication
transaction, such as an Internat session {step 91). Then
the personal firewail determines the current focation of
the iaptop, preferably based on the location determining
methods described above (steps 92 and 93). If the lo-
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cation of the taptop is in the home network or in another
subnetwoerk of the same company, the personal firewall
sends the log flle to the central log server 8 immediately
(step 94). However, if the current iocation of the taptop
is not in the home network, the process proceeds fo the
step 95, where the log file is stored locally. Similarly, a
niumber of log files is collected locally while the laptop
Is disconnected from the home network. When the per-
sonai firewall nexttime detects that the computer device
is relocated in the home network, it sends the collected
log files to the ceniral log server 8. Optionally, the per-
sonal firewall may atso send the collected log files to the
personai firewall management 8 when the laptop has
established a {e.g. VPN) connection to the home net-
work.

[0043] itis apparentfor those skilled in the artthat the
illustrative embodimenis described are only examples
and that various modifications can be made within the
scope and spirit of the invention as defined in the ap-
pended claims.

Claims

1. A msthod of conirolling a personal firewall in a client

compulter, said method comprising

providing sald personal firewall with at least
one set of secrity rules to be used when said client
computer is connected to 8 home network of said
client computer, and at [east one set of security
rules to be tused when said client computer is con-
nected to foreign networks,

monitering the current loeation of said client
computer based on an Internet Protocol (IP) ad-
dress currently used by sald cllent computer, and

aufornatically selecting one of said sets of se-
curity ruies by said personai firewall according to
said current focation of said client comptiter,

2. A method according to claim 1, wherein
said step of providing comprises providing
said client computer with said set of security riies
in formn of at least two ruie bases,
said siep of selecting comprises enabling one
of said rule bases ai a time according to the current
iocation of said client computer.

3. A method according to claim 1, wherein

sald step of providing cornprises providing
said client computer with said set of security rules
in form of one ruie base, and

said siep of selecting cornprises enabling and
disabling ruies in said one tule base in difierent
combinations according to the current location of
said client computer,

4, A method according to claim 1, wherein sald step
of monitering comprises
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storing in said client computer an IP address
space of said home network,

comparing the current iP address of said ci-
ent conmputer with said 1P address space, and

if the current IP address of said client compu-
ter matches said iP address space, determining
said personal firewall 1o be located in said home
network.

A method according to any one of claims 1, 20r 3,
wherein said slep of monitoring comprises

storing In sald client computer a list of iP ad-
dresses of said home network,

comparing the current 1P address of sald cli-
ent computer with said fist of IP addresses, and

if the current {P address of said client compti-
ter matches one of said addresses on said list, de-
termining said client computer to be located in said
home network.

A method according to any one of claims 1, 2 or 3,

veritying the cuirent location deterrnined on
the basis of the cuirent IP address of said ciient
computer by carrying out a location verification pro-
sedure with a predetermined network element.

A method according to claim 6, wherein said step
of verilying comptises

checking availablility of said predetermined
natwork element refated ic the cuwrent |P address,
said predetermined network element responding
only if said client computer is located in the network
in which it is assurned to be on the basis of the cur-
rent IR address,

verifying the ocurrent location determined
based on said current IP address, f said predeter-
mined network element responses with a specific
identity data.

A method according to claim 7, wherein said spe-
oific identity data is a Media Access Control {MAC)
address of said predetermined network element.

A method of managing a personal firewall in a client
compuiter, comprising

storing in said personai firewall at least one
set of security rules to be used when said client
computer is cennected to 2 home network of said
client computer, and at least one set of security
ruies to be used when said client computer is con-
nected to foreign netwoerks,

storing updated sets of security rules, if any,
in a centralized unit in said home network of sai
client comptiter,

configuring said personal firewall to periodi-
cally query the availability of said updated sets of
security rules from sald centrallzed rule base server
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when being located in said home network, or when
having a remote access to said home naiwork whiie
being located in & forsign networl, and

loading said updated sets of security rules
from said centralized rule base server to said per-
sonal firewall in response to aaid query, if such up-
dated sets of security rules are avaiiable.

A method according to claim 9, comprising
menitoring the current location of said ciient
computer based on an Internat Protocol (IP) ad-
dress currently usad by said cllent computer, and
autornatically activating said periodical query,
when the current location of said client computer is
in said home network.

A rmethod according to claim 9, comprising

menitoring the current location of said client
computer based on an iniemet Protocol (IP) ad-
dress currently used by said ciient computer,

sending icg files to a centraiized log server
from said personai firewail, when the current loca-
tion of said client computer is in said home network,
said log files containing information on communica-
tion transacticns in said ciient computer,

cellecting Jog files jocally at said personal fire-
wall, when the current loeation of said client com-
puter is not in saic home network, and

fransfeiring said lecally collected log files from
said personal firewail to said ceniralized log server,
when said client computer is connected to said
home network,

A computer terminal, comprising

a persenal firewall provided with at ieast one
set of securily rules to be used when said computer
ferminal is connected to a home network of said
computer terminal, and at least one set of security
rules to be used when said computer terminal is
connecied fo {oreign natworks,

said personal firewall having a rnechanism
monitoring the current location of said computer tey-
minal based on an Internet Protocol {iP) address
currently used by sald computer terminal, and

said personal firewall having a mechanism
automatically selecting one of said sets of sscurity
rules by said persone! firewall according to said cur-
rent location of said computer terminal.

A computer terminal according to claim 12, further
comprising

a mechanism verifying the current location
determined on the basis of the current iP address
of said cornputer terrninal by carrying out a location
vetification procedure with a predetermined net-
work element.

14. Acomputer-readable medium, containing a compu-
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ter sofiware which, when executed in a computer
device, causes the computer device to provide a
personai firewall routine comprising

storing at ieast one set of securlty rules to be
used when sald computar device is connecled to a
home network of said computer device, and at least
one set of security rules to be used when said com-
puter device s connected to foreign networks,

monitoring the current focation of said compu-
ter device based on an [nternet Protocol (IP) ad-
dress currently used by said computer device, and

automatically selecting one of said sets of se-
curity rules by said personel firewali according 1o
said current location of said computer device.

A computer-readable medium according io slaim
14, said personal firewall routine further comprising
verifying the current lecation determined on
the basis of the current 1P address of sald client
computer by carrying out a lecation verification pro-
cedure with a predetermined network alement

A computer device, comprising a personai firewail
routine configured to store securiiy rules for a home
networl of said computer device, and for foreign
netwoiks,

pariodically query the availabiity of updated
security rules from a centralized rule base serverin
aaid home network of said computer device when
said computer device is located in said home net-
work, and

download said updated security rules from
said centralized rule base server, if such updated
security rules are available in said centralized rule
base server.

computer device according Lo claim 16, said per-
sonal firewall routine being further configured to
activate said periodical query also when said
computer davice has & remote access to said homa
network while being located in a foreign network.

A computer device, comprising & personal firswalt
routine configured to

send log files to a centralizad log server, when
a current location of said computer device is in a
home network of said computer device, sald log
files containing information on communication
transactions in sald computer davice,

collect ing files iocally in said computer de-
vice, when the current location of said dient device
is not in said home network,

transfer said locally collected iog files to said
centralized log server, when said computer device
is reconnected to said home netwark.

. Acompuler-readable medium, containing computer

sofiware which, when executed in a computer de-
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vice, causas the computer davice to provide a per-
sonal firewall routine comprising

storing security rules for a home network of
said computer device, and for foreign networks,

neriodically querying the availability of updat-
ed security rules from 3 ceniralized rule base server
in said home networl of said computer device when
said computer device is located in sald home net-
work, and

downloading said updated security rules from
said centraiized ruie base server, if such updated
security ruies are avaiiable in said centralized rule
base server,

A cormpuier-readable medium, containing computer
software which, when executed in a comptter de-
vice, causes the compuler device to provide a per-
sonal firewall routine comprising

sending log files to a centralized log server,
when a current location of said compuler device is
ina home network of sald comptiter device, sald iog
files containing information on cemmimication
transactions in said computer device,

coliecting log files locally in said computer de-
vice, when the current location of said client device
Is nat in said heme network,

fransfeiring said locally collected log files to
sald centralized log server, when said computer de-
vice is reconnected o said home network.

A computer program comprising program code
means for performing all the steps of any one of
ctaims 1 to 11 when the program is run on a com-
puter.
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ADAPTABLE NETWORK BRIDGE

CROSS-REFERENCE TO RELATED APPLICATIONS

5 This nonprovisional application claims priority under 35 U.G.C. § 119(e) on
U.S. Provisional Application No. 60/517,737 entitled, Programmable Bridge, filed
November 8, 2003, the disclosure of which is incorporated herein in its entirety.

BACKGROUND OF THE INVENTION
10 Technical Field of the Invention

The present invention relates generally to digital communication systermns.
More particularly, and not by way of limitation, the invention is directed 1o an
adaptable network bridge having a Rule Engine that simpiifies adapting the bridge
to dynamically changing conditions.
15
Description of Related Art

Ethernet is a layer-2 packet-based transmission protocol that is primarily
used in local area networks (LANs). Ethernet is the common name for the
institute of Electrical and Flectronics Engineers (IEEE) 802.3 industry

20  specification. Data is transmitted in Ethernet frames. Each frame includes a
preamble with 64 bits utilized for synchronization. A Start of Frame Delimiter
(SFD), a destination address, a source address, and a length/type identifier {oliow
the preamble. Media Access Conirol (MAC) client data, together with a Packet
Assembler/Disassembler (PAD) may vary in length from 46 to 1500 bytes (octets).

25 A Frame Check Sequence (FCS) adds four more octets. Higher-level protocols
reside in the content part of the frame. The frame size Is counted from the
destination address 1o the FCS, inclusive, and thus may vary between 64 and
1518 octets, not including a Virtual Local Area Network (VLAN) tag, which adds 4
octets.

30 Today most packet-based networks are buiit on Ethemet technology, as it
is a cheap and reliable technology with good performance. Ethermet has been
used in office networks for a long time and is now used to build Wide Area
Networks (WANs) as well as small networks in homes. The communications
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industry is now expanding the use of Ethernet to what is called “Public Ethemet’
where millions of users are connected in the same network. Unfortunately,
Ethernet does not scale to such large neilworks due to flooding of broadecasted
messages. Some solutions have been proposed, but these solutions require .

5 modifications to the existing standards if they are to be implemented on standard
equipment.

Ethernet bridging is a way to connect networks together to form a larger
network. The standard for bridging is ANSVIEEE 802.1d, which is hereby
incorporated by reference herein. A bridge is a way to connect two separate.

10 network segments together In a protocol-independent way. - Packels are
forwarded based on Ethernet address, rather than IP address. Since forwarding:
is done at Layer 2, all protocols can go transparently through a bridge.

There are basically two approaches to adding new functionality to Ethernet
bridges (and other Ethernet equipment as well): standardization thru IEEE, or

15  proprietary solutions, which make the equipment non-standard. Adding new
functionality and behavior to IEEE 802.1d MAC bridges, better known as Ethernet
switches (or othéer Ethernet equipment), is a difficult and time-~-consuming process
without any guarantees of success. Each new function must be proposed to and
scrutinized by an IEEE standardization group {(an existing working group or a new-

20  group has to be accepted and established). If one is lucky, the proposed function
is accepted and added to the standard. However, since each new function
requires a change in the standard, there is reluctance to add new functions. If the
proposal is rejected, one is limited to a proprietary solution on non-standard
equipment. The members of the standardization groups come from different

25 vendors and other organizations, and although they are supposed to act in the
interest of IEEE and the entire community, they may aiso act on agendas from
their own organization/company that might be in conflict with the proposed
functionality, thereby turming it down. It should also be noted that if a new function
is added to the standard, it is then up to the different vendors to add the

30 standardized functionality. A feature may be standardized but not made
mandalory.

The proprietary approach also has its drawbacks. For example,
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programmable network processors have been available for some time, and
bridges may be purchased off the shelf containing programmable network
processors. Proprietary solutions can be implemented on these. However, these
network processors are vendor specific, and the solution will only work on that
5  network processor or processor family. The solution will not be portable, and it
will not be possible to run it on other vendors’ equipment. Additionally,
programming a network processor is done at a very low level, basically in
assembly language, and the programming madel is hard, requiring special skill. it
should aiso be noted that a proprietary solution will make the equipment non-
10 standard, and customers are more reluctant to buy non-standard equipment.
There might aiso be inter-operational problems with other equipment.

SUMMARY OF THE INVENTION
The present invention is an adaptable network bridge having a Rule Engine
15 that simplifies the adaptation of the bridge to dynamically changing conditions
related, for example, to network conditions and user context. Simplicity is
- achieved by specifying how data frames should be processed and switched in
terms of switching rules. Flexibility is achieved by enabling dynamic loading and -
updating of rules in the bridge via a protocol. In addition, one bridge may-

R
P

generate or modify rules for loading at ancther, neighboring, bridge. In a
preferred embodiment, the bridge is an Ethernet bridge.

Thus, in one aspect, the invention is directed to an adaplable network
bridge that includes a Rule Engine that processes data frames according to a set
~ of switching rules. Fach switching rule identifies a type of frame to which the rule
25  applies, and how the type of frame is to be processed. The bridge also includes.
means for dynamically modifying the switching rules. In particular, the rules may
be dynamically loaded and updated, for example, in response o changes in the
bridge’s state information, or changes in context information. In another
embodiment, the bridge includes a plurality of input/output ports, and the Rule

2
[en

Engine includes a plurality of sets of switching rules, wherein each set of switching
rules is applicable to a different port in the bridgs.

in one aspect the rules are forced on the switch by external units such as a
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Network Management Systern (NMS).

In a further aspect, a switch generates or modifies rules that are forced on
other switches.

in yet another aspect, the invention is directed o a method of processing

5 and switching Ethernet frames in an adaptable Ethernet bridge. The method
includes the steps of defining a set of switching rules for the adaptable Ethernet
bridge; receiving a given frame in the bridge; determining whether any of the rules
are applicable 1o the given frame; and upon determining that one of the rules is
applicable to the given frame, processing and switching the frame according to the

10 applicable rule. The switching rules may be dynamically added, subtracied, or
modified, for example, in response to changes in state or context information.

An important aspect of the invention is how the extended state vector can
he utilized in new ways in the switching process. The switching process can be
controfled and adapted in new ways allowing completely new ways -fo control

15  networks.

BRIEF DESCRIPTION OF THE DRAWINGS
in the following, the essential features of the invention will be described in
detail by showing preferred embodiments, with reference to the figures of the
20 attached drawings.
FIG. 1 is a simplified block diagram of a Rule Engine utilized in the
adaptable network bridge of the present invention,
FiG. 2 is a sequence diagram illustrating the steps of a process performed
by the Rule Engine; and
25 FIG. 3 is an ilustration of a network of adaptable Ethemet bridges
controtied by a Network Management Systern (NMS).

DETAILED DESCRIPTION OF THE INVENTION
in the following description, for purposes of explanation and not limitation,

(At
D

specific details are set forth, such as particular embodiments, circuits, signal
formats etc. in order to provide a thorough understanding of the present invention.
it will be apparent to one skilled in the art that the present invention may be
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practiced in other embodiments that depart from these specific details.
in existing Ethernet bridges, there are two identifiable phases in the
switching process. In the first phase, parts of the frame header are checked for
specific information. For example, the destination address of each frame may be
5 checked against a forwarding table, priority bits, VLAN tags, and the like. In the
second phase, different actions are taken within the bridge depending on the
resuit of this check. For example, the frame may be sent to the port pointed to in-.
the forwarding table, or the frame may be sent to ali poris except the originating
port, and so on. These steps characterize a process in which a frame is put
10 through a filter that selects the action to take. Anocther important element is thal
the bridge stores and retrieves information in the form of a simple state vector in a
forwarding table (i.e., memory), which the bridge is using in the process. However,’
the different paris of this process are fixed and may not be altered.
The present invention -is based on a generalization of this switching
15 . process that adds several new key aspects to switching, enabling new ways of’
adapting and controfling ‘the switching process as well as new ways to control
Ethernet networks. The invention provides an adaptable Ethernet bridge having a
Rule Engine that simplifies the addition or modification of functionality within the
bridge. One of the purposes of the adaptable bridge is to provide a simple-
20 solution whereby anyone with reasonable skill can implement and add new .
- functionality in a standardized way on standard equipment. Simplicity is achieved
by specifying how Ethernet frames should be processed and swilched in terms of
switching rules. Flexibility is achieved by enabling dynamic loading and updating,
inspection, and prioritization of rules in bridges via a protocol.
The generalized switching process consists of the Rule Engine processing
Fthernet frames by applying the switching rules. A switching rule encapsulates a
30  specific switching behavior that describes the filter and action processes together:
with the state vector. A switching rule thus consists of three parts:
1) A filter function that can filter any part or parts of a frame. The purpose of
the fifter is to decide if the rule is applicable 1o a given frame. In other words, the
filtter works as a predicate function on frames. In this decision process information

35  inthe state vector may be used.
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2) An action function that describes how a frame header (or the entire frame)
should be transformed and how the frame should be switched, i.e. to which port or
ports the frame should be sent. In this process the action function may aller the
state vector.

5 3 A state vector that the filter function and the action function can use in the
switching process.

The switching rule can also contain other information such as version,
priority specification, vendor information, and the like.

The state vector is an abstraction of several paris:

w0 1) A local memory for a rule or a set of rules where rule-specific data can be
stored and altered. Specific “management rules” make it possible to access that
data from, for example, a management.sysiem.
2) A global bridge memory where bridge-specific data applicable to -and
accessible by ali rules can be stored and altered. One example is the pori-
15 forwarding table.
3) Access to a set of bridge resources that can be implemented as library
functions. Some examples are a function to retrieve the source port of the frame
processed, a function that provides timestamps, counters and timers, and
functions that describe the traffic flows and load in the bridge. The invention is not
20 limited to these examples; other functions may be identified by those skilied in the
art.

A switching rule describes the types of frames that maich the rule and -how.
these frames should be processed (e.g., swiiched or transformed before
switching). Each incoming frame is checked against the set of rules stored in the

25 bridge. f a rule maiches, the frame is processed and switched according to the
specification in the rule. If no rule matches the frame, a default rule may be
utilized, or the frame may be dropped.

With the concept of rules, the swiiching process is defined as a simple and
understandable programming model. Standardizing rule language and making it

30 possible to dynamically load new rules in a bridge also makes it possible to add
new functionality, adapting standard equipment to the needs at hand. If some

functionality becomes obsolete, that functionality can be removed by removing the
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rule or set of rules implementing it. ‘

A powerful extension is to allow different rule sets 1o be valid for different
ports enabling, for example, different network providers to share the same
hardware but have different network behavior. Different embodiments of this

5 extension include: a rules control mechanism that selects and prioritizes available
rule sets based on port, time of day, load, and the like. Alternatively, this kind of
information may be described. in the filter functions, and the Rule Engine tries all
rules until it finds a match.

Yet another powerful extension is to allow rules that monitor the state-

10 vector instead of being matched against Ethernet frames. That is, the fifter
function monitors the state vector, and when some condition is fulfilled, the aclion
function is invoked. The monitoring process can be implemented by regularly
processing these rules in the Rule Engine or in a separate Rule Engine.

Note that aliowing the filter and action functions to have access to a state

15  vector that goes beyond the forwarding table provides new and powerful ways to
process and switch frames.

- FIG. 1 is a simpiified block diagram of an exemplary embodiment of the
dynaimically adaptable network bridge 10 of the present invention. The adaptable

. bridge includes many of the same components as existing bridges such as switch

20  fabyic 11, frame buffers 12a-12n and 13a-13n, and ports 14a-14n and 15a-16n. In
addition, however, the adaptable bridge includes a Rule Engine 16, which-
replaces the implemnentation of some or all protocols. The adaptable bridge also
includes a state vector memory 17 accessible by the Rule Engine, a rule control
function 18, and a rules memory 19 accessible by the Rule Engine through the

25 rule control function. Collectively, these new bridge components enable the
adaptable bridge to receive and store rules from external units, store a state
vector which may be dependent on external sources, and slore rules that are
imposed on other bridges.

Hybrid designs having both a Rule Engine and some of the protocols of

30 existing bridges may aiso be implemented. The Rule Engine has processing
capabilities, that is, the Rule Engine can (1) apply the filter function to a frame and
calculate the result; (2) apply the action function if the rule maiches; (3) access
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the staie vector; and (4) access the other resources of the switch. A frame
entering the adaptable bridge through an input port such as port 14a and frame
buffer 12a is acted upon by switching rules in the Rule Engine 186, including the.
filker function, action function, and state vector. The resuit is a calculated resuit

frame, which is outputied through switch fabric 11, and an appropriate frame

(63}

buffer and output port such as frame buffer 13a and output port 15a.

The rule control function 18 adds and removes rules dynamically, and
orders or prioritizes THE set of rules. The rule control function may be
implemented as protocols and secured against unwanted manipulation by using

10 well known techniques intended for that purpose, for exampie; using digital’
signatures and encryption. Additionally, the rule control function may include a
mechanism to fransform (or translate) switching rules in human-readable form to
an efficient form understandabile by the Rule Engine 186.

The mechanisms 1o access different bridge resources and state information’

15  (i.e. stale vectors), mechanisms to access library functions, and a protocol for.
externally accessing the state information are important parts of the adaptable

- bridge. The bridge resources and state information may be accessed via, for
example, an Application Programming Interface (APH. The prolocol for externally.
- accessing the state information may be implernented as a set of rules. The stale

20  of the bridge can affect swilching rules dynamically, that is, a rule can behave
differently depending on the current state. For example, frames can be switched
differently depending on time of day, traffic pattern, traffic load, and the like. This
behavior can also be controlled exiernally by, for example, a neitwork
management system (NMS). ‘

25 FIG. 2 is a sequence diagram illustrating the steps of a method of
processing an Ethernet frame by the Rule Engine 16. The process starls at step
21 and moves to step 22 where, for each incoming Ethernet frame, the port-
specific rules associated with the Source Port are merged with the rules shared
among all ports of the bridge (this merge can be done in advance by the priority

30 moduie as a ordered fist). The rules in the list are then tested to determine
whether the frame matches the rule. This process begins at step 23, where a

determination is made whether there are any more rules left to test. If not, and all
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the rules have been tested, the frame is dropped at step 24. However, in the case
of the first rule, there are rules left to test, so the method moves io step 25 where
the filter function of the first rule in the list is applied to the frame. The filter
function uses the information found in the frame together with the current state .

5 vector to determine whether the frame matches the rule. The filter function is a-
predicate, so the result at step 28 will be either true (the frame matches the rule)
or false (the frame does not match the rule). f the result is false, the rule is
discarded at step 27, and the method returns to step 23 where the test is’
performed on the next rule in the list.

10 The remainder of the rules are then tested until either no rules are left aind
the frame is dropped at step 24, or there is a match at step 26, and the method
moves to step 28 where the action function of the rule is applied to the frame. The
action function may use the library functions, the information in the frame, and the
state vecior to transform (or modify} the frame. In this process, the action funiction

15 can use functions to modify the state vector. For example, a counter may be .
incremented, which counts the number of frames containing a specific high-level
protocol coming from the port. At step 29, the action function determines the
destination port or ports and sends the (possibly transformed) frame to the:
determined port or ports, The method then ends al step 30.

20 Ancther imporiant aspect of the invention not shown in the sequence
diagram is that other resources or modules in the bridge may continuously monitor

. and change the state vector in parallel. An extended Rule Engine, to the one
described, may then invoke rules that, instead of being matched against Ethernet
frames, monitor the state vector. When one or more predefined criteria are

25 fulfilled (determined by the filter function), the action function generates new
frames containing new rules to be sent to the bridge itself or to nearby bridges
altering their behavior.

FIG. 3 is an illustration of a network 35 of adaptable Ethemet bridges
controlied by a Network Management System (NMS) 36. The NMS monitors the

30 siate in the bridges and issues ruies that adapt the behavior of certain bridges
accordingly. For example, if Bridge 1 becomes heavily loaded with traffic, the

NMS may issue a rule that will move some iraffic from associated bridges (i.e.,
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Bridgesy ~ Bridgess) to Bridgese. For example, the rule may move every third
frame or frames carrying a particular protocol to Bridge;. Context information
may also be added to the state vector, thereby allowing context to influence
switching. Context information may contain, but is not limited to, information .
about traffic load in nearby bridges, forecasts or predictions of expected traffic,

i

and the like. This feature is of particular interest in a mobile environment.

The NMS 36 is shown connected to the network by a dotted line because
the adaptable bridges may automatically generate specific context rules and
distribute them to nearby bridges as users move around in the network. When

10 bridges automatically generate rules to other bridges (and to themselves), a sell-
managed network can be implemented in which bridges exchange rules
dynamically. This capability can be used, for example, to setup a particular-flow-
path, distribute traffic during heavy load, or automatically redlirect traffic in the
case of network failures. For example, if Bridge11 receives a flow of high priority

15 frames when it is already heavily loaded with traffic, it can issue a rule or set of
rules to Bridge22 that move the flow to Bridge12 instead. ,

An Ethernet bridge is working in “wire-speed” and therefore it is desirable
that the bridge introduce as little delay as possible. Adding a Rule Engine and

basing the swiiching on rules may increase the delay. However, a number of

20 techniques and mechanisms can be used t0 make the Rule Engine more efficient;
1) Fiiter functions can be tested in paraliel, and a priority module can select
the matching rule with highest priority. These computations can be performed
because the filter functions are pure predicates, i.e. they contain no side effects.
2) Filter functions will in most cases be a conjunction (or disjunction) of

25 comparisons. These can be directly mapped onto a pipelined matrix of

comparison modules in hardware.

3) A similar pipelined hardware mairix realizing the fanguage constructs used

in the action functions can be implemented.

4) Some parts of the state vector, for example lbrary functions reflecting
30 bridge context and resources, can be implemented in hardware such as registers,

thereby providing “instant” access to them.

in the preferred embodiment, the rule language used to describe the filter

BNSDOCID: <WO__

| PR2023-01353 Page 01395



WO 2005/046145 PCTISE2004/601611

and action functions is not a general purpose programming language. A
programming language should only have the necessary constructs and
mechanisms needed to express the solutions to the problems in the specified
domain. If the language is too powerful, as a general-purpose language, it is .
5 - possible to express an infinite loop (accidentally or on purpose) thereby increasing
the delay to infinity. The preferred swiiching rule language, therefore, is a
language primarily restricted to the domain of Ethernet switching (layer 2}, with
language constructs expressing the mechanisms used in the switching process.
However, language constructs that are useful for other purposes like network

10 management, constructs related to exchange of new rules, and so on, that are not
in confiict with the basic requirements may also be included.

The present invention provides several advaniages. The Ethernet
standards can be implemented as switching rule sets, and as the standards
evolve, the rule sets are updated. These updated rule sets can then easily be

15 loaded into an adaptable network bridge. The rule sets can be vendor-
independent and, for example, published by IEEE. Today, each vendor decides
which protocols (standards) to support in a bridge, and uniess the vendor issues
an update whenever the standard is updated, users have to buy a new bridge if
they need fo follow the new standard. ‘

20 In the present invention, the “programming language” of rules may be
standardized thereby enabling anyone to add new furnctionality, as a swilching
rule, to any bridge with a Rule Engine. These rules can then be updated or
removed if necessary. A proprietary solution can also he implemented as a rule
or set of rules and loaded in any bridge with a Rule Engine. f a user later wanis

25 1o use another solution, the rule set is simply replaced with a new rule set. it will
be much less expensive to implement new functionality because, in most cases,
the user only has to write some software in the form of a set of rules.

The present invention also greatly increases flexibility in networks because
each bridge can be leaded with its own rule set down to the individual port level.

30 The invention also provides the ability to adapt the functionality on each port
based on time, user demands, service agreements, and the like. For example,
different operalors can share the same physical bridge (network) and provide
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different services to their respective users.

Some examples of functionality that can be implemented with switching
rules include the following:
1} Broadcast tunnels. It is simple to implement broadcast tunnels necessary .
for building Pubiic Ethernet Networks.

(S

2) Distributed router functionality added o a set of bridges.

3) Simple firewall functionality.

4) User adapted services on the port level.

5) Authentication and security mechanisms on the port level that are

10 firansparent io users.

8) Self-managed networks or semi-self managed networks.

This list is not intended 1o be exhaustive, and other functions may also be
implemented with switching rules and loaded into any adaptable bridge with a
Rule Engine.

15 As shown by the above examples, the state of the dynamically adaptable.
bridge can be utilized in the switching process to enable entirely new functicnality
and to provide new ways to use bridges in networks.

Although preferred embodiments of the present invention have been

{filustrated in the accompanying drawings and described in the foregoing Detailed:

20 Description, it is understeod that the invention is not limited to the embodiments
-disclosed, but is capable of numerous rearrangements, modifications, and
substitutions without departing from the scope of the invention. The specification
contemplates any all modifications that fall within the scope of the invention

defined by the following claims.

o
o1
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WHAT IS CLAIMED iS:

1. A dynamically adaptable network bridge comprising:
a Rule Engine that processes data frames according to a set of swiiching .
5 rules, wherein each switching rule identifies a type of frame to which the rule
applies, and how the type of frame is to be processed; and

means for dynamicaily modifying the switching rules.

2. The dynamically adaptable network bridge of claim 1 wherein the means
10 for dynamically modifying the switching rules includes a protocot for dynamicaily
loading and updating the switching rules,

3. The dynamically adaptable network bridge of claim 1, wherein each
switching rule includes a filter function for determining whether a given rule is

15 applicable to a given frame.

4, The dynamically adaptable network bridge of claim 3, wherein each
switching rule also includes an action function for specifying changes to the given
frame’s header and how the given frame should be switched.

20
5. The dynamically adaptable network bridge of claim 1, wherein each
switching rule includes a state veotor utilized for processing the type of frames to

which each rule applies.

B2
(&

6. The dynamically adaptable network bridge of claim 5, wherein the state
vector inciudes an ahstraction of a local memory for storing rule-specific data for

each switching rule.

7. The dynamically adaptable network bridge of claim 6, wherein specific
30 management rules enable the Fule Engine to access the rule-specific data for
each swiiching rule.
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8. The dynamically adaptable network bridge of claim 6, wherein the state
vector also includes an abstraction of a global bridge memory for storing bridge-
specific data applicable 1o and accessible by all the switching rules,

5 9. The dynamically adaptable network bridge of claim B, wherein the bridge-

specific dala includes a port-forwarding table.

10.  The dynamically adaptable network bridge of claim 8, wherein the state

vector also includes a set of library functions that implement bridge resources.

1C
11.  The dynamically adaptable network bridge of claim 10, whersin the set of .
library functions are selected irom a group consisting of:
a function that retrieves a source port of a processed frame; <
a function that provides timestamps;
15 . a function that describes traffic flows in the bridge; and

a function that indicates the traffic load in the bridge.

12, The dynamically adaptable network biidge of claim 3, wherein the given
frame is processed in accordance with the given rule if the filter function
20 determines that the given rule is applicable to the given frame, and the given
frame is dropped if the filler function determines that there is no rule applicable to

the given frame.

13.  The dynamically adaptable nelwork bridge of claim 1, wherein the bridge

25 includes a plurality of input/output paorts, and the Rule Engine includes a plurality
of sets of switching rules, wherein each set of swilching rules is applicable to a
different port in the bridge.

14.  The dynamically adaptabie network bridge of claim 1, wherein the bridge is
20 an Ethernet bridge.
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15.  The dynamically adaptable network bridge of claim 1, wherein the means
for dynamically modifying the switching rules includes a protocol that dynamicaily
adds, subtracts, and modifies the swilching rules.

16.  The dynamically adaptable network bridge of claim 1, further comprising

means for prioritizing rules within the set of switching rules.

17. The dynamically adaptable network bridge of claim 1, further comprising

et
L}

means for accessing state information for the bridge, wherein a given rule causes

a given frame to be processed differently when the slate information changes. -

18.  The dynarnicaily adaptabie network bridge of claim 17, wherein the given
rule processes the given frame differently, depending on traffic load in the bridge. -

19.  The dynamically adaptable network bridge of claim 17, further comprising a

port for receiving rules from a Network Management System (NMS), wherein the’

NMS monitors the slate information for a plurality of adaptable bridges in a

network, and issues rules that adapt the behavior of the hridge to optimize
20 nelwork performance.

20. The dynarnically adaptable network bridge of claim 17, wherein the state
information includes context information, wherein a given rule causes a given-
frame to be processed differently when the context information changes.

25
21.  The dynarnically adaptable network bridge of claim 1, wherein the bridge is -
one of a plurality of adaptable bridges in a network, and the bridge further
comprises means for generating specific context rules and distributing the context
rules to other adaptable bridges in the network.
30
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22. A method of processing and switching data frames in an adaptable network
bridge, said method comprising the steps of:
defining a set of switching rules for the adaptable bridge;

recelving a given frame in the bridge;

o

determining whether any of the rules are appiicable to the given frame; and-
upon determining that one of the rules is applicable to the given frame,

processing and switching the frame according to the applicable rule.

23. The method of claim 22, further comprising dynamically adding,
10 subtracting, and modifying the switching rules.

24.  The method of claim 23, further comprising accessing state information for
the bridge, wherein the step of dynamically adding, subtracting, and modifying the
switching rules is performed in response to a change in the state information,

25.  The method of claim 24, wherein the bridge is one of a plurality of
adaptable bridges in a network, and the method further comprises the steps of:
receiving a new or modified switching rule from a Network Management
System (NMS), wherein the NMS monitors the state information for a plurality of
20  adaptable bridges in a network, and issues rules that adapt the behavior of the
bridge to optimize network performance; and
processing and swilching frames according o the new or modified
switching rule received from the NMS.

25 26. The method of claim 24, further comprising adding context information to
the state information, wherein the step of dynamically adding, subtracting, and
modifying the switching rules is performed in response to a change in the context
information.

30 27, The method of claim 22, wherein the bridge is one of a plurality of
adaptable bridges in a network, and the method further comprises the steps of:

generating specific context rules; and
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distributing the context rules to other adaptable bridges in the network.:

28.  The method of claim 22, wherein the bridge is an Ethernet bridge.
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METHODS, SYSTEMS, AND COMPUTER
READABLE MEDIA FOR ADAPTIVE PACKET
FILTERING

PRIORITY CLAIM

[0001]  This application claims the benefit of U3, Provi-
sional Patent Application Ser. No. 61/237,974, filed Aug, 28,
2009; the ':;cloﬂm> of which is incorporated hercin by ref-
erence in its entiret

TECHNICAL FIELD

{8092} The subject matter described herain relates to net-
work firewal] filtering. More particularly, the subject matter
described herein relates to methods, systems, and comptiter
readabie media for adaptive packet dht/l'.llb.

BACKGROUND

{00603] A firewall generally processes a packet against a list
of ordered rules to find the first rule watch. The Hst ofordered
rules represents an aggregate securily policy, and arbitrarily
changing the order of the rules cau resull ina viclation of the
aggregate security policy. The Wake Forest University
{WEU) techniques described in U.S. patent application pub-
fication nos. 2006/5248580 and 2006/0195896 provide the
methods fo optimally reorder the list while preserving the
aggregate security policy, thereby kmproving the perfor-
mance of the firewali, The WFU techniques also inchude
methods to break apart rules into functionally independent
lists containing (groups of) dependent rules such: that a fune-
tion parallel firewall can simuitancously process one p acket
against multiple lists, which can aubatam:aﬂy improve the
performance of the firewall. However, these improvements
provided by WHU techniques can be dwarfed by the perfor-

mauce degradation as the nusmber of rules in the list becomes
very large.
{0004} A key re for the lack of scalability of most

firewall implemestations is due to the common use of linear
search algorithms for comparing packets against a list of
rufes. In the woist case, a packet is miatched al {he last N rule
iz the list, so it must ajso bc com} ed against ail N-1 prior
rules for a fotal of N comparisons, This poses a computational
resource problem when the size of N is very large ona single
pmces‘sing node (including when such odes are arranged in
a data-, function~, hievarchical~ or hylwid-parallel system),
where the time required for processing eack packet can
quickly increase latency and reduce throt Whpuf fo unaccept-
able levels. In fact, the WEU techuiques provide good results
in part because the reordering of; or the reduction in size of,
rules on each processing uoc?c, allows fora ,..rgu percentage
ofthe toral rules fo reside in each processor’s cache(s),
then substantially increases their performance relati
when oaly a small portion of those rules are cached,

[0005] The problen: of searching firewall rule sets is well
anderstood and highly researched, and there are some pub-
tished ienhmq-mx for sub-linear (substantially faster than fin-
ear) technigues applicnble to firewall rules. However, these
sub-jinear techniques generally involve chunging the under-
lying representation of riles. Exaniples of such an approach
might be to use a graph, trie- or tree-like structure instead of
alistto represent a set o frules, which would allow amatch to
be determined using tree search algorithms by traversing
hie ;_mp h, trie or aee (see B Pulp, Tui

down
Representations for Network Firewails

(=N

, Proceedings of the

0110065916A1_{_>

Mar. 3, 2011

IEEE International Symposinum on Compuier Communica-
tions, 2005 and Al-Shaer et al., Modeling and Management of
[irewal! Policies, IEEE Transactions on Networlcand Service
Management, 2004). These approaches have potential bui can
add complexity or limitations that may reduce (heir practical
usefulness iy a commercial high perfotmance fivewall pred-
uct,

SUMMARY
{0006] Ad aptive packet filtering (APL'), a set of techuiques
for pracessing firewall miles and packets, is described herein.

APF offers improved processing performance compared to
the WFU techniques in most cases, and can be combined with
the WL tec s or other parallel, pipelining and optimi-

vation technigues to achieve even greater performance.

{06077 The .suh]ecl matter deseribed herein includes meth-
ods, systems, aud computer readable a for adaptive
packet filtering. One metlod includes identifying at least one
subset of rules in an ordered set of fivewall packet filtering
rules that defines a firewall po}ic 7 such that the subset con-
tains disjoint rules. Disjoint rules are defined as rules whose
order can be changed without changing the integrity of the
Arewall policy. :luxes in the subset are sorted to statistically
decrease the aumber of comparisous that will be applied to
each packes that a firewall encounters, Packets ace filtered at
gthesorted rules inthe subset by using binary
search, imerpolated search, informed search, or hash iooloup
gorithins to compare each packet to the sorted rules
in the subset until the packet is allowed or denied and ceasing
the comparing for the packet in respasnse to the packet being
allowed or denied and thereby achieving sub-lincar searching

for packets filtered using the sorted rules in the subset.
{6008} The subject matter described herein for

packet filtering can be implementad ina non-transitory com-
puter readable medium having stored thercon exccutable
instructions that when executed by the processor of a coni-
puter controf the coniputer to pertam i steps. Bxewplary cous-
puter readabie media suitable for implementing the subjec
malfer described Lerein inclnde chip memory devices, disk
memory devices, programmabie logic devices and applica-
tion specific integrated circuits. In addition, a computer read-
ablz medium that implements a subject matter described
herein may be located on a single device or computing piat-
form or nxay be disicibuted across multiple devices or com-
puting platforms.
{0009] Further, the subject matter described herein for
'x(mpuw packet filtering can bo imnle-r-]ented on a particular
chine, such network lirewal! inch ding one or more
e thrk mterfaces for receiving packets and packet filtering
hardware and software for optimizing mles as described
here: i and for filtering packets using the optimized arrange-
aent of 1ules.

BRIEF DESCRIPTION OF THE DRAWINGS
{0000} Preferred ewbodiments of the subject matter
described herein wiil now be described with reference to the
accompanying drawings of which:

{00£1] FIG. 11s a block diagram of a system for adaptive
packet filtering according to an embodiment of the subject
miatter described herein;
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[0012] FIG. 2 is a block diagram of application of the
present subject malter {0 a pipelined processing approash
according to an embodiment of the subject matter described
hereing

[00£3] FIG. 3 is a block disgram illustrating application of
the present subject matter to a combination of pipelined and
data parallel processing approaches according to an embaodi-
ment of the subject matter described herein; and

[0014] FIG. 4 is a block diagram illustrating application of
the present subject matrer to a short-circniting pipelined pro-
cessing approach according to an embodiment of the subject
matter described herein; and

[0015] FIG.5is a block diagram illustrating application of
the present subject matter to a combination of pipelined and
function parallel processing approaches wecording o an
embodiment of the subject matter described herein.

DETAILED DESCRIPTION
{0616} Methods, systems, and computer readable media for
adaptive packet fikering are disclosed. FIG. 1 is a biock
diagram itlustrating an exsmplary system for adaptive packet
filtering according to an embodiment of the subject matier
2d Levein. Referving to FIG. |, a firewali 180 may
fanction at the boundary between an cxternal neiwork and a
protected petwork, Firewall 100 may include one or more
network inferfaces 102 for receiving packets from the exter-
nal network, Pirewall 100 may also inciude one or more
interfaces 104 for teapsmitting allowed packets to the
profective network, In one implementation, firewall 100 may
filter Internet protocol {IP) packets based on a combination of
source and destitation addresses in the IP headers of the
packets. Howcver, thie subject matier described herein is ot
limited to filtering any particular protocol. Any pucket net-
work protocol with parameters for which firewall filtering
rules can be defined is intended te be within the scope of the
subject matter described herein.
[0017] As used hevein, the term “firewall” includes any
network security device or system of devices that inspects
network traffic data that originates, terminates, or traverses
the devic 1 in any capacily and compares that traffic
data (headers, payload, raw bils, eic.) {0 a4 set of one ur more
rules, signatures, or conditions, eitherintine (i.e., inreal time)
or offfine {i.e., capture and replay of the traffic data}. The term
“firewail” is also intended to include an intrusion detection
device that analyzes network traffic inreal time or historically
10 detect the presence of tnirusion events in a setwork. The
term “firewall” is also infended to incinde a deep packet
inspection device that analyzes network traffic n real time or
historicalty to deteot the presence of certain packet content in
3 networlk.
{0018] TFirewall 100 includes a firewall mie subset identi-
fiet/rule sorter 106 for identifying at least one subset of rules
in an ordeved set of firewall packet filtering rules that defines
a firewall policy such that the subset contains digjoint rules,
where disjoint rules are defined as rules whose order can be
changed without changing the firewall policy, Firewall rule
subset identifier/rule sorter 106 may sort the rules in the
subset or subscts to statistically decreasc the number of com-
parison that will be applied fo each packet that the firewal
encounters. Bxemplary methods for grouping and sorting
rules will be described below.
{8019] Although in the example illustrated in PIG. 1 rule
subset ideniifier/1ule sorier 106 is jilusirated as a component
of firewall 1090, the suhject matter described herein is not

e

2011005891€AY | =

Mar. 3, 2011

lirited to such an implementation, Rule subset identifier/rule
sorter 106 can be implemented on any computing platform
capable of sorting firewal! rules using the methods described
herein, and the sorted rule set can be provided to firewall 190
through any suitable means, such as conununication over a
network. In one implementation, rule subset identifier/rule
sorter 106 may be implemented on a management platform
separate from firewal} 100,

[6028] Firewall 160 furher includes a packet fitter 108 for
filtering packets at the firewali using the rules in the subset by
using binary search, interpolated search, informed search,
hash iookup search algorithms, or other sub-linear algorithess
to compare each packet to each of the sorted rules ln the subset
until the packet is allowed or denied and ceasing the compar-
ing for the packet in response to the packet being atlowed or
dented and thereby achieving sub-linear searching for the

packets red using the sorted rules in the subset.
{0021} Once the subsets of disjoint rules have been identi-

fied by rule subset identifier/rule sorter 106, the ruie subsets
can be distributed across phural firewall processors in order to
improve packet (ilering elficiency. FIG. 2 is a biock diagram
itiustrating an exemplary pipelined approach where rules and
differsut subsets are distributed across phural firewall proces-
sors for processing packefs in a pipelined manner. Referving
to FIG. 2, firewails 200 and 202 e ncluds separate pro-
cessors 204 and 206 for executing packet filters 108. In this
example, rule subset identifies/rule sorter 106 identifies two
rule subsets, subsct A 208 and subsct B 210, The rules within
each subset 208 and 210 are disjoint and sorted to statistically
decrzase the number of compavisons that will be applied to
each packet wsing the methods described herein. However,
the rles in subset B 210 are dependent on the rules in mle
subset A 208. Accordingly, rule subset identitier/rule sorier
106 distributes the rule across Arewall processors 204 such
that the rules in rule subset A 208 are applied before the rules
in rude subset B 210. Because the rules in difforent subscts are
distributed across plaal processors in a pipeline manner,
packet filtering efficiency is improved over a single-processor
approach becauss the different processors can simulta-
neously apply rules to different packets. In the example illus-
trated in FIG. 2, packets that pass the filteting of rule subset A
208 are processed by processor 206, which applies rule subset
B 214, at the same time that processor 204 applies rile subset
A to new incoming packeis.

[0022] In vet another embodiment, nile subset identifier/
rule sorter 106 may distribute the grouped, sorted rules across
firewall processors such that a combination of pipelined and
data parailel processing techniques are used. FIG. 3 illustrates
an example where firewalls 380, 362, 304, and 39§ each
include sepacate processors 308, 310, 312, and 314 for apply-
ing their respective packet filters. n the illnstrated example,
rule subset identifier/rule sorter 166 distributes rule subset A
316 to firewall 300, rule subset B 318 to firewalis 302 and 304,
and male subset C 320 to firewall 366, The rules within each
subset A, B and C are disjoint. The rules in subset B are
dependent upon the rales in subset A, The riies tn subset Care
dependent upon the rules in subsets A and B.

§0023] I operation, packets entering firewall 300 are fil-
tered using rule subset A 316. The packets that are allowed by
ruie subset A 316 are divided between firewalls 362 and 304
such that the application of thie rules in mie subset B 318 to
different packeis is performed in paratiel. Thisis referredtoas
a data paraliel approach. The packets that pass the filtering by
ruje subset B 318 are pussed to firewall 306 for application of
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the rules in rule subset C 320, Accordingly, FIG. 3 iflustrate
an example where the rule subsets fhat are identified an
sorted by rule subser identifier/mle sorter 106 are distribute
across the firewal} processors for a combination of pipelined
and data parallel processing.

{0024} Inyetanothcr cmbodiment, the rules subsets that are
identilied and in which the rules are sovted using rule subset
identifier/rule sorter 106 may be distributed across fivewall
processors ina shot-citcuiting pipelined manner, FIG. 4is an
example of short-cireniting pipelined filtering using ruie sub-
sets thatare identitied and sorted by rule subsct identifier/rute
sorier 186, Relerring to FIG. 4, a first firewall 460 and a
second firewall 402, respectively inclnding processors 464
and 406, filter packets using packet filters 188, In the iflus-
trated example, packet filter 108 uses rule subset A 408 and
packet filter 108 uses rule subset B 410, Ruic subscts Aand B
408 and 410 way respectively implement different levels of'a
firewall hierarciy such that packets that pass the filtering by
ruje subsct A 408 are aliowed into the protected network.
Paclkets that are identified by rule subset A 408 is requiring
further filtering are distributed to rule subset B 410 for that
filtering. Thus, rule subset identifier/rule sorter 106 can also
be used with short- Vucutu;g pipelined fivewal! techniques
without departing from the scope of the subject matter
described herein.

[6025] In yet another embodiment, rule subset identifier/
rule sorter 106 may distribute the grouped, sorted rules across
firewail processors such that a combiration of pipelined and
tunction parailel processing techniques are used. FIG. § ifus-
trates an example where firtewalls 500, 502, 504, and 506 cacl

inciude separate processors 368, 518, 512, and 514 for apply-
ing the espeuli /e pac‘(oi filters. In the illustrated example,
rule su set identifier/rule sorter 106 distributes rule subset A

516 to firewall 500, rule subset B 518 to firewalls 502, and
rule subset C 526 to firewall 504, and rule subset D 522 to
firewail 506. The rules within e subset A, B, C and D are

Mar. 3, 2011

ingly, FIG. 5 illustrates un example where the mile subsets that
are identified and sorted by rule subset identifier/sule sorter
106 are distributed across the firewall proces for & com-
bination of pipelined and function parallel processing.

CHNIQUE
[UG”’} APF ¢ nalyzes and orders the iist of firewall rulcs
in-place to contain functionally dependent groups, where
each group containg a subset of rules that ace disjoint, depu\—

dent or hoth, without substantially changing the under] lying
represeniation of rules and while preserving the aggregate
security policy. APF then uses varying criteria to sorl each
group containing disjoint rules, then uses sub-linear search
algoritluns when comparing packets against the rules within
that group. APF uses linear search ulgom-“ns when compar-
ing packets within a group comtaining dependent rules or
when otherwise appropriate. A detailed computational com-
plexity analysis of APF would need to be compioted. How-
ever, on average, it is hypothesized that only Oog(MN)) com-
parisons would beneeded o process arulelist of size N, In the
illef\rmc al best mscw-xs,u all rules are disjeint, this h‘chlbjd‘“

{0 ahout 20 comparis (instead of 1,000,600) for a list of
N=1,000,000 mles and about 30 comparisons for a ust of
h —71,-‘,00 000,000 rules. In the worst case w § rules are
dependent API’ erforms the same as Hnear search firewall
cores. [n practice, APF should process a packet abeins‘ avery
large of rules (N=milfions) in the same amount of time
that other techniques can process aga a very smali fist
(N=hundreds, or thousands). APF does pot jnherently use
paraliel techuiques; therefore, it can be combined with WF1J
iechniques or other parallel/pipelining techniques to increase
perfor :.

{0028} The following table shows proliminary results com-
pari gle linear search firewall) wirh a single APF core

as the number of rules is increased,

N = rules in
he core

firewal] sore APF core

inear

PFS

per second

af max throughour af
with 0 foss

ot max Lho‘
with 0 losy

1

844,595 813,688

16 30,594 766,871
e 314,861 718,391
29,357 683,050
330 464,684
106,300 Fail
1,000,500
10,000,000 132,356
disjoint. The ruies in subset B and C are dependent upon the DETAILED TECIHNIQUE
G v p p
rules insubset A, The miles insubset D are dependent upon the .
r in subsets A, B and C. [3029]  This secti cribes an exemplary algorithm for
i0626] Iu operation, packets entering firewall 506 are fil- implem stter described hereiu,

tered using rude subsel A 516, The packets that are allowed by
rule subset A 516 are copied to both firewalis 562 and 504
such that the application of the rules in ruk sets B518and
C 520 to the ets is performead in parallel. This is referred
to as & function parallel approach. The packets that pass the
filtering by rule subsets B 518 and C 520 are passed o firewail
566 for appiication of the rules in rule subset I $§22. Accoxd-

as

201100553 16A1 2 _>

A hr
associated action 101 ,natchmg packets, For example, a

isdefinedas ann- fuple criteria and an

[0630]

S-tuple rule that matches Interpet Protocol on 4 (JPvd)
packers might consis 1Pv4 header flelds (source address,
rce port, destivation address, destination port and [rotrx-
cel) and an action (atlow, deny), and might specify the rule Rl
as:

X

&
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Source Source Dest Dest
Addr Port Addr Port

Rule Fratocol  Action

R1 162.168.1.1 12345 10111 8¢

DENY

[0031f A firewsll rule set is defined as an ordeted list of i
rules R1, R2, R3, ..., Ra where the i in Ri is the index of the
wile in the list, Packets that traverse the firewall ave checked
against each rule in the rule set until the first matching rule is
found and its associated action is apphed. An example rule set
is S1 whi

Source et Dest
Ruie Port Adde  Pert Troweol  Action
12343 TP DENY

192.168.2.2

R2 ANY TCP  ALLOW
R3 192.168.3.3 ANY UDP ALLOW
R4 ANY ANY ANY  ATLOW
RS ANY ANY ANY DENY

An exampie TCP packet from source 192.168.4.4 port 5432
tos destination $0.1.1.1 port 80 would be checked against but
not match R1, R2 and R3; would be checked against and
maich R4 and be allowed; and, would pot be checked aganst
RS because R4 was the first matching mie,
[0032] A firewall security puhw is defined as the set of ai;
possible packets that can traverse the firewal] along wi
specified outcomes as defined by the rule set. Changing t!
rules in a rule set nsually results in a change of its security
policy.
{0033] Within a rule set, a firewall rule is dependent on
another rule if swapping the order of the two riles results in a
change in the security policy of the nule set. Otherwise, the
two rules are disjoind if swapping the order does not resuit in
a change the security policy. For example, in rule set 51
above, rules R1 and R4 are dependent because placing R4
ahiead of RT would render R1 ineffective, thereby changing
the security policy. Rules Ri and R2 are disjoint because
placing R2 abicad of R1 does not change the security policy.
{6034] A permutation of a rule set is defined as a new rule
get which contains the same muiles as the original rule set, bk
which lists a different ordering of the rules from the original
risie set witliout changing the original secuity policy. For
cxawple, in the rule sct Sk above, swapping the order of the
fes R1 and R2 would result in a permutation rule set

Source Source Dest  Dest

Rule Addr Poat Addr  Port Protocol  Action

Rz ANY 10.2.2.2 2% TCP ALLOW

Ry 12345 FLUS U 08 B 0] TCP DENY

R2 ANY 10333 53 UDP  ALLOW

R4 ANY ANY 10,141 ANY  ANY  ALLOW

RS ANY ANY ANY  ANY ANY DENY
[#038] Two rules are spatially disjoint if they are disjoint

and their cortespording tuples are either ideatical or do not
ovestap. Por exanmple, in the rule set S1 above, rules R1 and
R2 are digjoint but ot spatially disjoint becanse the source

20110055816A1_1_>
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ports 12345 and ANY overlap. However, rules R2 and R3 are
both disjoint and spatially disjoint because the sonrce ports
ANY and ANY are identical, and the other 4 tuples do not
averiap, (Other examples follow.)

{0036] A trapsform function is an algorithm that can be
applied to a rule fo create & sortable key [or that rule, which
can then be used to sort the rules by their keys using a key
comparison function. For exawmple, the transform. funciion
Tfh could concatenate the tuples of a rule into 3 bit array that
is interpreted as a large "m_ger and a corresponding co,npari»-
son fonction Cfn conid be a simple integer comparison func-
tion, (Gither examples follow.)

{0037] A rule subset is defived as an ordered grouping of
one or mors mles within arule set, For example, i rule set 81
above, the rule subsets might be:

Subsct Rules
T R1,R2, B3
2 RA
T3 RS

[0038] A rule group is defined as a rule subset with a group
type (depm-.dent./ disjoint), trausform function, comparison
function, and a search algorithm hint (linea 1‘, sub-{inear), The
group type can be dependent it the group contains dependent
rules, or can he disjoint if the group er‘-;::]y contains J.spmt
rules. For example, the rule set 81 above might contain the
following disjoint rule group:

Growp
Gronp Type Rules Hint
Gl Disjotut 11, R2, R3 T Cfn Sub-lincar

me rule s is not
chmlged When each r-JJe aro u,p is Jer,ompose'i in the fisted
order. This partitioning is accomplished by applying a rule
subset identification method o 2 given rule set. Anexample of
such a method is:
{0040f 1. Fora given ritle set S containing u rules R1,R2,
Loy Rue
{0041] a. Create a new empty disjoint rule group Gj
(initially G1}in S.

{0042} b. Place the first ungrouped rule Ri (initially
R1) into Gj.
{0043} ¢, For each remai m-;_ ungrouped ruic Rim 8

[0044] i IfRiis c.SJom‘r rom vules in Gj and pl"w
ing Riinto Gj does not 11'1(isfy the security policy of
S, then place Ri into Gj
[6645]
{0046]
La,
10047} 2. The rule set S now contains m disjoint rule
groups G1, G2, G3, ..., Gmwhich group together the n
{(possibly reordered,) rules RI,R2,...,Rn.
Ap‘)iying the above method to rule set 81 might resujt iv its
partitioning into the following list of disjoint ordered rule
groups:

i1. Otherwise, leave Ri unprouped.

4. If'S contains ungrouped rules, then go to step

| PR2023-01353 Page 01420



US 2011/0055916 Al

Group Transform  Comparison
Group Type Rules Fn n Hint
Gl Ri,RZ, K3
G2 R4
G3 RS

ioint yule groups would resultin G, (32,
R1, R2, R3, R4, R5=51.

A partitioned ruje set containing disjoiat rule groups
rin furiction to each

[0048]
may then. be sorted by applying a tra
rule within each disjoiat group to derive a sortable key for
each rale. Then, the rules may be reordered within their

disjoint groups using theiv sortable keys. The resuliing sorted
groups may be searched using sub-linear searching algo-
rithins. An exaniple of the sorting method is:
[0049] 1. For cach disjoint group Gj in rule set S:
{00630] a.Foreachrule Riin
{6051] 1. Apply
sortable key Ki.
{0052] b. Sort the rules in Gj using the comparigon
wnction Cin on the sortable keys K.
[6053] 3. The mle sat S now contains m sorted disjoint
rule groups G1, G2, G3, ..., Gm.
Applying the above method to the partitioned rule set S1
wight resuit in a new permutation rule set S1° that contaius the
following list of sorted rule groups where the ordering of rules

within G1 might change from R1, K2, R3 t0 R3, Ri, R2:

i o Ri to derive a

Group Transform
Group Type Fu B Hint

Gi R3, R, R2 Tin Sub-linear
G2 R4 Tf b-finear
G3 R3 finear

[3084] The permutated rule set containing disjoint rule
groups may be consolidated to redace the number of gro
that contain a rule count at or below a certain threshold, such
as | tule, by merging two or more consecutive disjoint groeps
into a larger dependent group that may be searched using
linear scarching algorithus. An example of the consolidation
method is:
{00655} 1. For each group Gj in rule set S:

[6056]  a.ifthe sum of the number of rules in Gjand its
subsequent group Gi+1 is less than orequal to a speci-
fied threshold {c.g. 1), then the two groups are
merged, their are councatenated, and the group
type is set o depende

{00571 2. The rule set S pow contains m or fewer mile
groups of hoth dependent and disjoint types.
Applying the above mathod to the permuted rule set S1' mighs

merge the disjeint group G3 into G2:

Iroup Transform  Coinparison
Group Type Ruites n ' Hint
51 Digjoint  R3, R, R2 Tin Ctn
G2 Dependent R4, RS {none) (aone} Linear
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[6058] The APF packel filtering mi
against a given rule set by sequer
the ordered rule g
finearor linear se
filtering method is:
{6659] 1. Far each packet that traverses the firewall:
[6868] b For each group Gj in rule set 8
{8861] 1. 1T Gj is a dependent group, then perform
linear search witlin that group untii there is a first
rile match,
{0862] i, If Gj is a disjolut group:
18063 1. Apply transform T to the packet to
derive a Jookup key K.
{8064] 2. Use the comparison function C and
sub-linear search withia the group until thereis a
flest rule match on key K.
{90657 iit. [fthere is a first rule match, then process
the paciet according to its specified action. Other-
wise, continue to the next group Gi+i.

es packets
/ iterating over each of
roups, then performing the specified sub-

ADDITIONAL NOTES

{06661  The primary purpose of the partitioning of rules is
1o create rule groups that, in aggregate, enable the fastest

possible searching of each packet against the rules in the
ruleset. Inmost cages, the optimal partition

the grouping of maximal subsets of s
wules. However, in some ©
groups are small {.g. fess than 10 wles), consolidating
the disjoint groups infe a single larger group containing
rules fhat are ordered using other criteria (such as hit
probabilities or hardware cachie fricadliness} and
employing linear or interpolated search algoritluns may
improve performance. A critical concept is the flexibility
1o organize the rules within the rule set in different ways
that enable the use of the most efficient and applicable
sesich algoritlun that is available that accounts for the

hardware capabilities, whick is the motivation behind
i adaptive” in Adaptive Packet Filtering.

the term “

[8067] Rule sets may be partitioned, sorted and consoli-
dated in-piace.

{0068] When partitioning a rule st into rule groups, &
disjoint group should generally contain the maximal

subsets ol disjoint rules in order to reduce the number of
disjoint groups in the rule set.

{0069} When partitioning a rule set into mie groups and/
or sorting those groups, the iransform and comparise
functions may be different for each rule group.

{0078}  When partitioning a rule set into tule groups and/
or sorting those groups, the algorithms mway account for
the hit probabilities of cach tule and the aggregate hit
probabilities of each group.

{#071] When filiering packets, the search performed
within any given rule group may empioy {le fastest
available scarch algerithm applicable to that group even
ifitmay be different fromthe specified search algorithu
hint.

{0072] When filtering packels, a sub-linear biuary search
within a disjoint rule group may account for hit prob-
abilities at each pivot 0 that each recursion could maxi-
mize the probability of a rale match,

f6473]  When filtering packets, a constant-time search
within a disjoint rule group is possible by defining a
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hasling fusction as the iransform function such that the
hash values for all rules within a group are unique within
that group,

Examples

fo0r74]  This section provides examples of the following
items deseribed in the algorithm in the previous section.
Hxample of the rule breakup
1pAe of transform function

; utation
4 Difference between inear and linear
5) Explanation of disjoint rules

1} Examples of the Rule Breakup

f0075] Deiine
[0076] Si~={RI,R2,R3, R4, R5)
and
10077} ) om 1.2.3.4 te 3.4,5.6 deny
[0078] R2=from 2.3.4.5 t6 4.5.6.7 allow
0079} R3=from 3.4.5.61t0 5.6.7.8 ﬂlow
{0086] Ré=from **** 10 3.4.5
{0081] R5—from “.* ‘.* to %
{6082] Then SI' contains 3 groups of disjoint rules:

{0083] Si'=

{00841 G

f0085] G

[0086] G )
{6087] Or, S1' can contain 2 groups of disjoint and depen-
dent rujes:

(G4, G2, G3)
1,R2, R3)

10088 31'=(G1, G2)

{0089]  (Gi=(R1, R2, R3), disjoint, sub-fnear

{00907 G2=(R4, RS), dependent, lincar
or
{0091} Define

{00927 S2-{Ri, R2, R3, R4, RS, RG, R7, R8, RS)
and

{06931 Rl=from 1.2.3.4 to 3.4.5.6 deny

{8694} ‘(" from 2.3 4 ’J 10 4.5.6.7 allow

{8095} 7 deny

{0096} O allow

{0697 ¥ ; 7.8 deny

{0098} i\(ﬁh)}l‘ 2 w to FEER deny

{00991 “,"‘ t03.4.5.6 allow

{0109] —from * ¥ 10 5.6.7.8 allow

10101} RO=from “,*.*. o R dony
[0102] Then S2' contains 4 groups of “spatially disjoint”
rules:

10183] S2'=(G1, G2, G3, G4)

{6464] =R}, R )

{614:5]

[6106]

{0167] G4=(R9)
[0108] Or, S2' can contain 2 groups of disjoint and depen-
dent rules:

[0109] S2=(G1,G2)

16116} Gl1={R1, R2, R3, RS), disjoint, sub-linear

0ii1] G‘Z*{k4_ R6, R7, R, R9), dependent, linear

2) Hxample of fransform Function
{0142} A rule R usually consists of an N-tuple, most basi-
cally a 3-tupie such as “from 1.2.3.4 10 3.4.5.6 deny™

[0113] tuple a=source IP address, e.g. “1.2.3.47
[¢#114] tuple b=destination IP address, ¢.g. “3.4.5.6”
[6115] tuple c=action, e.g. “deny”

01 10055316A1_{_>~
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{0116] Bach of these i pl..s bave underlying >calarmt\_gm/
bil vector representation, so in the above example:

[0417] sowrce IP address=“1.2.3.4"=32 bit integer
00169095060

[0188] destination IP addross=3.4.5.6"=32 bit integer
0050595078

f0119] action="deny”=8 bit integer 000
{61261 One possible teansform function is a transform to
scalar key which concatenates the digits of each of the tuples
into a large integer vaiue:

[0121] T(a, b, ¢)=abe

[0£22] T(1.234, 3456,  deny)=001690906C

0050595078 000~0016909G600050595078000

{61231 Aunother possible transform function is a transform
to scalar key which concatenates the bits of each of the tuples
inio a large integer/bit vector:

[0124] a=1.23.
4=00000001000000100000001 100660100 (32 bits)
[0125] b=34.5.

G=000000110000010500000101000001 10 (32 hits)
{01261 <=(=000030000 (8 bits)
T(a, b,

©)=abe=00000001 00000 100006001 1 GCCCO1000000001 1 000601 000000010100¢

11630000060
[0127f  Another possible transform function is an identity
function {i.e. transformation function that dﬁﬂc not do any-
ﬂing %, then defining & nudti-cimensios
tion for sorting purposes. An exawple of this is a compar
function that is radix-based for each tuple, which would
essentially resultin a rule set that is radix sorted by each tuple.
{0128] Note that the transform fanction t convert the
rule inte a sortable key, which does not necessarily liave to be
a scalar key (i.e. it can be a multi-dimensional key that uses a
multi-dimensional comparison function for sorting)

3) Definition of Rule Representation.

{0129] Rule representation is the way a rule and a rule set
are conceptually represented in software. The most common
representation of a rule ks as an N-tuple object or sirncture that
simiply holds all the tuples togetber:

p
i éLedShD ip_dst_port:

unsi gred char action;

{06139] The most common repre«em'--.na of a mle set is an.
areay or linked list that hoid the rules in a fixed order, and
atlows for iteration forwards and backwards i the arvay or
dist.

{6131] Example of Array:
memery location 01 2 3 45 6 7 8
Vaiue RIR2ZRIR4 RS R6R7R3R?
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{0132] D[xample of Linked Li
{#133]  An alternate rule repr \E‘HCL'U"‘D is to hold the rule
and rule set in a trie or other graph structure. Ax example of
this is described in “Balancing Trie-Based Polivy Represen-
ations for Network Firewalls” Stephen J. Tarsa and Errin W.
Fulp. Proceedings of the IEEL International Sympositm on
¢ ‘,omputer Communications, 2006

{0134} nother alternate mie set represcniation is & hicrar-
chical one as described in OPTWALL, described in Acharya
et al., “OPTWALL: A Hierarchical Traffic-Ware Firewall,”
available at:
www.isec.org/isac/conferences/ndas/07
L.pdf,

where rule sets are brok

/Ipapers/OP]

0 down into muually exclusive rale
subsets which are arrat ed in a hier arc-ncal order. Despite
sonle similarities in terminelogy, OPTWALL and APF arc
dufueut For exanple, APF does not change the undertying

ritie or rule set representation. It simply reorders the riles in
place and keeps track of the beginning and en dmuj rules in
each subset T extcrr'il]y from the wile or rule set. For
example, say § 1'1ta given rale is a staudard structure and
set is an array form so that the rule set contains the
following in the computer’s memory:

{0135[ Ruleset S:
Loration ¢C 1 2 3 4 5 6 78
vatue RIR2R3I R&RS K6 RY RERY
[0136] Suppose that the above rule set S can be divided into
subsets containing disjoint rules:
{6137] T1i=R2, RY, R1,R3
{0138 T2-R3, R7
{0139 T3=R2, R4, R8
so that
{0140} Tt, T2, T3=R2, RY, R, R3, RS, R7, R2, R4,
R&
[0141] Then the order of the rules in memory can be
changed in place:
[6142] Rule set St
iocation o 1 2 3 4 5 6 7 8
vaiue R2 B9 RI R3 RS R7 k2 R4 RS
[J—— foe
71 12
{61431 The memor / ranges for T1 (0-3), T2 (4-5) and T3

(6-8) are stored outside o the rule and m}e set data structures,

4) Difference Befween Linear and Sub-Linear.

[0144] Alin

ncreases o

lgorithm is one whose compitiational time
early as the size of the set is increased. The best
example of this is when looking up a word 11 a dictionary. If
the dictiopary is nasorted, then the order of the words would
be arbitrary, Therefore, when looking up the word “zebra,”
one could start from mc beginning and search vntil (he end to
find it. If the dictionary contains 1,000 enfties, you would
need fo examine ail | 0()(‘ words in the worst case

[0145] A subdlincar algorithra is one whose computationat
time increases sub-linearly as the size of the set 15 increased.

In the above exanple, if the dictionary were sorted aiphabeti-
cally, then one could stilf use a linear search by starting trom
the beginning aa'l searching until the end to find “zebra”
However, one could also use a sub-linear binary search alge-
rithm by Jooking in the raiddle of the dictionary, then seeing
if the middie entry comes aiphal‘ei’-caﬂy beforeor after (or is
cquax) then recursively selecting the middie of ti ropri-
i agai ndud'lgnuto ad the word “zebra.” Since at cacli
sion 4 of the remaining words are eliminated, it would
take abont log, (1,000} or about 10 examinations o find the
enfxy in the worst case.

[0146] Another example of a sub-linear slgorithm is hash-
ing. Suppose that the above dictionary contaies oply 5 letter
wards. Tf we dsfine a hash Tunction that sums the abet
order of each leiter in the word (2=26, e—05, b=(12, t=18,
a=01), then hash(“zebia™}-26+054+024+18+01=52. The com-
puter (;oixlu have an array coutdnim:, all the words in the
dictionary where cach word’s position in the array is the hash
value of the word {subject to collisions). In the above
example, the array’s 52nd position would have the word
“zebra.” so it would take only 1 compar on to deterine a
niatch without collision. This bash technique can be selec-
tively used in APF.

=

5) Explanation of Disjoint Rules.

[0147] A rule R1 is “disjoint” from another rufe R2 if their

positions in the rule set S can be exchanged without altering,

the overall security policy. An example of this is rule set S
confaining:

[0148] Rl=from i.***to 2.3.4.5 deny
{01497 R2=from { i to 1.2.3.4 allow

figs the same security policy as rule set §' containing:

{0150} R?"(fnmi 4to 1.2.3.4 atlow
{6151} i 10 2.3.4.5 deny

because P=F"; ihc efore, R1 and R2 are disjoint.

{0152] The tuchmql.e set for h above does not cxpiain the
concept of “spa;m y disjoint” rules. This is inportant if the
trapsform function T cannet account for over}dppx ng fuple
values, which can be very common in p‘a‘.tm. settings,
{0153] A rule RY iz “spatially disjoint” from another rule
R2 ifthey are “disjoint” dJ_ld their cor: rebpondmg tuples donot
unevenly overlap {must be exactly equal, or do not overlap st
ali}. Tn the above example, R1 and R2 are disjoiat but not
spatially disjoint because the first tuple of R1 (1.%% ) aud R2
(1.2.3.4) are not equal but do overlap, e the of 1,234
would match the first tuple of both R and R2. Ag example of
spatially disjoint rules are;

{0154] R3=from 1.2.3.4 to 34.5.6 deny
{8155] Rd=from 2.3.4.5 to 3.4.5.6 allow

f0156] Here, the first tuple of R 1 {1.2.3.4) and the first tuple
of R2(2.3.4.5) do notoverlap, the second tuple of R 1(3.4.5
and R2 (3.4.5.6) are equal, and the >>
and R2 (aliow) do not overlap.
[0187] The importance of “spatially disjeinl” rules is
dependest upon the definition ofa t ransfwm function T, so it
may be possible to define T such that rules need not be
“spatially disjoint” so long as rules ave “disjoint.”
[01588] The disclosure of each of the publications refer-
enced herein is hereby mcorporated by reference in its

nfl-‘elyl
{01591 It will be wnderstood that various

ntly disclosed subject matter suay
sparting lrom the scope of

&

3
third tupleof R1 {deny)

P

details of the pres-
¢ changed without
the presently disclosed subjec
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matter. [urthennore, the foregoing description is for the pur-
pose of illustration only, and not for the purpose of imitation.

What is claimed is:

1. A method for adaptive packet filtering, the method com-
prising:

identifying at least one subset of mles in an ordered set o

firewail packet filtering rules that defines a firewall
policy such that the at least one subset contains disjoint
rules, where disjoint rules arg defined as rules whose
order can be changed without changing the integrity of
the firewall policy;

sorting the rules in the at least one subset to statistically

decrease the number of comparisons that will be applied
to each packet that a firewall encounters; and

filteting packets at the firewall nsing the sorted rules in the

at least one subset by comparing each packet to each of
the sorted sules in the at least one subset until the packet
is allowed or denjed and ceasing the comparing for the
packet inxesponse 15 the packet being aliowed or denied
and thereby achicving sub-tincar searching for the pacl-
ets {iltered using the sorled rules in at least oue subset.

2. The method of claim 1 comprising, for the disjoint rules
within the at least one subset, identifying spatially disjoint
sules and grouping the spatiaily digjoint rules together within
the at least one subset and wherein sorting the rutes includes
sorting the rules within each of the spatially disjoint group-
ings.

3. The method of claim 1 comprising identifying at least
apothier subset of rules in the ordered set of firewal] rules that
are non-disjoint and refraining from sorting the rules inthe at
least another subset and wheren filiering the packets includes
filtering the packets using the sorted, disjoint rules and the
non-sorted, non-disjoint rules, thereby achieving sub-linear
searching for the sorted, disjoint rules and achieving linear
searching for the nou-sorted; non-disjoint mles,

4. The method of claim 1 wherein sorting the rales includes
applying a transform function to each rule in the at Jeast one
subset to compute a sortable key for each of the rules and
sorting the rules according to the keys.

5. The method of claim 1 wherein sorting the rules inciudes
sorting the rules according to hit probabilities.

6. The methed of claim 1 wherein sorting the mles inchudes
he rales in a binary search tree,

7. The method of claim 1 wherein filtering packets by
comparing each packet to the sorted rules includes comparing
each packet to the sorted rules using a binary search algo-
rithm,

8. The method of claim 1 wherein filtering packets by
comparing each packet to the sorted rules includes comparing
each packet to the sorted rules using ap interpolated search

algorithm.

9. The method of claim 1 wherein fiitering packets by
compariing each packet to the sorted rales includes comparing
each packet to the sorted rules using an informed search
alporithim.

16, The method of claim 1 wherein filtering packets by
comparing each packet to the sorted rules includes comparing
cach packet to the sorted rizles using a hash lookup algerithm,

11. The method of claims 1 wherein each rufe inchndes an [P
source address and an 1P destinaticn address,

12. The method of claim 1 wherein the firewall includes
phuality of processars, the at least one subset comprises
plurality of subsets and further comprising distributing the
subsets across the plurality of processors to implement at

@0

2011005591641 _1_>
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feast one of pipelined processing, data parallel processing,
and fimction parailel processing.

13. The method of claim 12 wherein the lrewal! imple-
ments a combination of pipelined and function parallel pro-
cessing.

14. The method of clain: 12 wherein the firewall imple-
wents a combination of pipelined and data paraliel process-
ing.

15. The method of claim 12 wherein the firewall imple-
ments a combination of pipelined, function parallel, and data
parallel processing.

16. A system for adaptive packet filtering, the systeur com-
prising:

a firewali nile subset jdentifier/ruie sorter for identifying at
least one subset of rules in an ordered set of firewall
packet filtering rules that defines a frewall pulicy su
that the at least one subset contains disjoint rules, where
disjoint rules arc defined as rules whose order can be
changed without changing integrity of the firewali
policy, and for sorting the rules in the at Jeast one subset
fo statisticaily decrease the number of comparisons that
wili be applied to each packet that a firewali encounters;
and

1

2 packet filter for filtering packets at the Hrewal i the
sorted ritles in the at least one subset by comparing each
packetio each of the sorted rules in the at least one subset
until the packet is allowed or denied and ceasing the
comparing for the packet in response (o the packel being
aliowed or denied and thereby achieving sub-linear
searchin
at least one subset.

“h
18

17. The systemn of claim 16 comprising, for ihe disjoint
rules within the at least one subset, the firewali rule subset
identificr/rulc sorter identifies spatially disjoint sules and
groups ihe spatiaily disioint ruies together within the at least
one subset and wherein the frewall rule subset identifier/rule
sorter the rules within sach of the spatially disjoint groupings.

18. The systern of claim 16 wherein the firewall rule subset
identifier/rule sorter dentifies at least another subset af rules
in the ordered set of firewall rules that are non-disjoint and

efrains from sorting the rules in the at least ancther subset
and wherein the firewall packet {ilter filters the packets using
e sorted, disjoint mies and the non-sorted, non-disjoint
sules, thereby achieving sub-linear searching for the sorted,
disjoint rules and achieving Huear searching for the non-
saried, non-disjoint ruies.
19. The syst

em of claim 16 wherein the firewall rule subset
er applies a transform function to each rule
in: the at least one subset to compute asoriable key for each of
the rules and sorting the rules according to the keys.

20. The system of claim 16 wherein the firewasll rule subset
identifler/rule sorter sorts the rules includes soriing the rules
according to Lit probabilities.

21. The systesn of claim 16 wherein the firewall rule subset
identitier/rule sarter sorts the rales includes soriing the rules
11 & binary search tree,

22. The system of clahm 16 wherein the packet filter com-
pares each packet to the sorted rues using # hinary search
algorithm,

23, T'he system of claim 16 wherein the packet filter com-
pares each packet to the sorted rules using an interpolated
search alporithm.
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24. The system of claim 16 wheretu the packet filter com-
pares cach packet to the sorted rules using an informed search
algorithm,

25. The system of claim 16 wherein the packet
pares each packet
algorith

26. The system of clai m 16 v\} exein eaLh rule includes an
IP source address

27. The s ysten vof claim 16 wherein !ch h_ewah inc
phurality ol processors, the at lenst one subset comprise
phutality of subsets and further compri
subsets across the plurality of processors to imiplement at
least one of pipclined processing, data paraliel processing,
and function parailel processing

28. The system of claim 27 whercm the firewall .mpln-
ments a combination of pipelined and function paraliel pro
cessing,

28. The system of claim 27 whercin the firewall imple-
ments a combination of pipelined and data paraliel process-
ing.

30. The system of claim 27 wherein the firewall miple-
ments a combination of pipelined, data paraliel, and function
parallef process

filter com-
to the soried rules using a hash lookup

distributing the

j
i

Mar. 3, 201

31, A pou-lransitory computer readable medium having
stored therzon on executable instructions that when imple-
o d by aprovessorofla computer catitrals the computer to
p erform steps comprising

identifying at least one subset ol rules in an ordered set of
firewall packet filtering rules that defines a firewail
oiicy such that the at least one subset contains disjoint
where disjoint mies arc defined as rules whose
changed without changing integrity of the

firewall policy;

sorting the rules in the at least one et o statisticﬂ}y
> the number of comparisons that will be applied
o each packet ‘Jmt firewall encounters; and
ﬁl' oring packet using the sorted rules in the
at Jeast one mb\ l\v comparing each packet to each of
dk, sorted rules in the at feast one subsct until the packet
allowed or denied and ceasing the comparing for the
pch\e. in response 1o (he packet being allowed or denied
and thereby achieving snb-linear searching for the pack-
eis filtered using the sorted rules in at least oue subset.
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Date of mailing
(day/month/ear) see form PCTASAR210 (second sheet)

Applicant's or agent’s file reference
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FOR FURTHER ACTION
See paragraph 2 below

Box No. IV Lack of unity of invention

Box No. VI Certain documents cited

OIRO RODOOKX

2.  FURTHER ACTION

will not be so considered.

whichever expires later.

For further options, see Form PCTASA/220.

Box No. VIl Certain defects in the international application
Box No. VIl Certain observations on the international application

International application No. International filing date (dayfnonthjear) Priority date (day/monthjrear)
PCTAS2014/027723 14.03.2014 15.03.2013
International Patent Classification (IPC) or both national classification and IPC
INV. HO4L29/06
Applicant
CENTRIPETAL NETWORKS, INC.
1. This opinion contains indications relating to the following items:
Box No. | Basis of the opinion
Box No. Il Priority
Box No. [l Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTMUS2014/027723

Box No.! Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
I the international application in the language in which it was filed

O atranslation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2. O This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing filed or furnished:

a. (means)
O on paper
O in electronic form

b. (time)
O in the international application as filed
O together with the international application in electronic form
[0 subsequently to this Authority for the purposes of search

4. O In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,

the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims

No: Claims 1-20
Inventive step (IS) Yes: Claims

No: Claims: 1-20
Industrial applicability (1A) Yes: Claims 1-20

No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/237 (April 2007)
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Box No. VIl Certain defects in the international application

The following defects in the form or contents of the international application have been noted:

see separate sheet

Form PCTASA/237 (April 2007)
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Re liem V

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1 Reference is made to the following document:

D1 US 2006/048142 A1 (ROESE JOHN J [US] ET AL) 2 March 2006
(2006-03-02)

D2 Sean Moore: "SBIR Case Study: Centripetal Networks Subtitle:
How CNI Leveraged DHS S&T SBIR Funding to Launch a
Successful Cyber Security Company Cyber Security Division
2012 Principal Investigators' Meeting 10-October-2012",

, 10 October 2012 (2012-10-10), XP055122227,

Retrieved from the Internet:
URL:http://www.dhs.gov/sites/default/files/publications/csd-
day-2-04-sbir-centripetal-price.pdf

[retrieved on 2014-06-06]

D3 Cisco: "Control Plane Policing Implementation Best Practices”,
, 13 March 2013 (2013-03-13), XP002725728,
Retrieved from the Internet:
URL:https://web.archive.org/web/20130313135143/http://
www.cisco.com/web/about/security/intelligence/coppwp_gs.html
[retrieved on 2014-06-12]

2 The present application does not meet the criteria of Article 33(1) PCT,

because the subject-matter of claims 1, 11 and 16 is not new in the sense of
Article 33(2) PCT.

2.1 The document D1 discloses (the references in parentheses applying 1o this
document) in terms of claim 1:

A method, comprising:

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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at a computing platform comprising at least one processor, memory, and
communication interface (network device in Figures 1 and 2):

receiving, via the communication interface, a plurality of packets (paragraph
55; traffic is received by the network device);

responsive to a determination that an overload condition has occurred in one
or more networks associated with the computing platform, applying, by the
processor and to at least some of the plurality of packets, a first group of
packet-filtering rules that comprises at least one five-tuple indicating a first set
of packets that should be allowed to continue toward their respective
destinations, wherein applying the first group of packet-filtering rules includes
allowing at least a first portion of the plurality of packets that fall within the first
set of packets to continue toward their respective destinations (paragraphs 24,
56 and table in pages 9-10; in response to an attack trigger, a rule set is
activated by the network device, said rule set including disabling all traffic
excluding the management traffic, RR1); and

responsive to a determination that the overioad condition has been mitigated
to a first degree, applying, to at least some of the plurality of packets, a
second group of packet-filtering rules that comprises at least one five-tuple
indicating a second set of packets that should be allowed to continue toward
their respective destinations, wherein applying the second group of packet-
filtering rules includes allowing at least a second portion of the plurality of
packets that fall within the second set of packets to continue toward their
respective destinations, and wherein the second group of packet-filtering rules
is less restrictive than the first group of packet-filtering rules (paragraph 24;
upon detection of a new triggering condition, a less restrictive set of filtering
rules is implemented by the networking device).

Since all the features of claim 1 are known in combination from document D1,
the subject-matter of claim 1 is not new (Article 33(2) PCT). Therefore,
claim 1 is not allowable (Article 33(1) PCT).

2.2 The same reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independent claims 11 and 16, which therefore are also
considered not new ( Article 33(2) PCT).
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2.3 Furthermore, it is noted that the disclosure of document D2 (see page 4)
would also render the subject-matter of claims 1, 11 and 16 not new or at least
not inventive.

3 None of the dependent claims 2-10, 12-15 and 17-20 contain additional
features which lead the subject-matter to be both new and inventive (see
documents D1-D3 and the corresponding passages cited in the search
report). -

Re ltem VIi
Certain defects in the international application

The independent claims are not in the two-part form in accordance with Rule 6.3(b)
PCT, which in the present case would be appropriate, with those features known in
combination from the prior art being placed in the preamble (Rule 6.3(b)(i) PCT) and
with the remaining features being included in the characterising part (Rule 6.3(b)(ii)
PCT).

The features of the claims are not provided with reference signs placed in
parentheses (Rule 6.2(b) PCT).

The description is not in conformity with the claims as required by Rule 5.1 (a)(iii)
PCT.

Contrary to the requirements of Rule 5.1(a)(ii) PCT, the relevant background art
disclosed in the documents D1-D3 is not mentioned in the description, nor are
these documents identified therein.
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Box No. I Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:
E the international application in the language in which it was filed

D a translation of the international application into , which is the language of a translation furnished for the purposes of
international search (Rules 12.3(a) and 23.1(b)).
2. D This opinion has been established taking into account the rectification of an ebvious mistake authorized by or notified to this
Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of:
a. type of material

I:] a sequence listing

D table(s) related to the sequence listing

b. format of material
D on paper

I:] in electronic form

c. time of filing/furnishing

I:] contained in the international application as filed.
I:] filed together with the international application in electronic form.

I:] furnished subsequently to this Authority for the purposes of search.

4. D In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been filed
or furnished, the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:
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Box No. V Reasoned statement under Rule 43 bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

Claims 1-41

YES

Claims NONE

NO

Claims 1-41

Claims NONE

NO

Claims 1-41

YES

Claims NONE

NO

2. Citations and explanations:

firewall policy.

Claims 1-41 meet the criteria set out in PCT Article 33(2)-(3), because the prior art does not teach or fairly suggest optimization of
firewall policy management for intrusion detection and intrusion prevention while maintaining the integrity of the original policy. Prior
art does not teach a heuristic to order firewall rules the reduces average number of comparison by calculating a probability indication a
likelihood of receiving a packet matching the rule sorted in order of non-increasing probability while maintaining the integrity of

Claims 1-41 meet the criteria set out in PCT Article 33 (4) because the subject matter claimed can be made or used in industry.
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Box No. I Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:
the international application in the language in which it was filed

D a translation of the international application into , which is the language of a translation furnished for the purposes of
intemnational search (Rules 12.3(a) and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the claimed
invention, this opinion has been established on the basis of:

a. type of material
D a sequence listing

D table(s) related to the sequence listing !

b. format of material
D on paper

I—_—] in electronic form

c. time of filing/furnishing
I:‘ contained in the international application as filed.
[:I filed together with the international application in electronic form.

[:] fumished subsequently to this Authority for the purposes of search.

3. I:I In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been filed
or fumished, the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

4. Additional comments:
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Box No. V Reasoned statement under Rule 43 bis. 1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. $tatement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

Claims NONE YES
Claims 1-52 NO
Claims NONE YES
Claims 1-52 NO
Claims 1-52 YES
Claims NONE NO

2. Citations and explanations:

Please See Continuation Sheet
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V. 2. Citations and Explanations:
Claims 1-52 lack novelty under PCT Article 33(2) as being anticipated by Xu (U.8. Patent Pub. No. 2002/0038339 Al.

Regarding claims I and 31, Xu teaches a function-parallel firewall/system comprising:
a first firewall node for filtering received packets using a first portion of a rule set including a plurality of rules, the first portion
including less than all of the rules in the rule set (figure 13, reference number 1361); and
at least one second firewall node for filtering packets using a second portion of the rule set, the second portion including at
least one rule in the rule set that is not present in the first portion (figure 13, reference number 1362 3
wherein the first and second portions together include all of the rules in the rule set (paragraph 0170).

Regarding claim 2, Xu teaches wherein the first and second portions respectively include rules present in first and second
levels of a firewall hierarchy (figure 9E).

Regarding claim 3, Xu teaches wherein the first and second firewall nodes are connected to each other such that the rules in the
first level are applied to received packets before the rules in the second level (paragraph 0092).

Regarding claim 4, Xu teaches wherein the first firewall node is adapted to forward packets that pass one of the rules in the
first portion to an internal network in a manner that bypasses the second firewall node (paragraph 0122).

Regarding claim 5, Xu teaches wherein the first firewall node is adapted to discard packets that fail one of the rules in the first
portion (paragraph 0171).

Regarding claim 6, Xu teaches wherein the rules in the second portion are more processor-intensive than the rules in the first
portion (paragraph 0170).

Regarding claim 7, Xu teaches comprising:
a packet distributor for replicating each packet to the first and second firewall nodes (figure 13, reference number 1390); and

a gate machine for collecting results of applying the first and second portions of the rule set to each packet from the first and
second firewall nodes and for making a forwarding decision based on the results (figure 13, reference number 1300).
Form PCT/ISA/237 (Supplemental Box) (A pril 2005)
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Regarding claim 8, Xu teaches wherein each of the first and second firewall nodes is adapted to process the packets in a
pipelined manner and wherein the gate machine is adapted to maintain state information for multiple packets simultaneously (paragraph
0168).

Regarding claim 9, Xu teaches wherein the gate machine is adapted to signal the second firewall node when processing of a
packet is no longer needed due to matching of the packet with one of the rules used by the first firewall node (paragraph 0119).

Regarding claim 10, Xu teaches wherein the first and second firewall nodes implement rules of the same hierarchical level
(figure 9E).

Regarding claim 11, Xu teaches wherein at least one of the rules in the first portion is present in the second portion to provide
redundancy (paragraph 0177).

Regarding claims 12 and 22, Xu teaches wherein the first and second firewall nodes are configured to implement a gateless
design wherein the rules are distributed among the first and second firewall nodes such that for any given packet, one of the first and
second firewall nodes will accept the packet and the other of the first and second firewall nodes will deny the packet (paragraph 0201).

Regarding claim 13, Xu teaches wherein the first and second firewall nodes are implemented on different physical machines
(figure 13, reference number 1361, 1362, and 1363).

Regarding claim 14, Xu teaches wherein the first and second firewall nodes are implemented on different processors in the
same machine (paragraph 0244).

Regarding claims 15 and 28, Xu teaches wherein the first and second firewall nodes are adapted to simultaneously process
copies of the same packets (figure 12, reference number 1261-1263).

Regarding claims 16, 24, 32, and 36, Xu teaches wherein the rule set includes firewall rules for filtering packets based on
packet headers (paragraph 0091).

Regarding claims 17, 25, 33, and 37, Xu teaches wherein the rule set includes intrusion detection rules for filtering packets
based on packet payloads (paragraph 0091).

Regarding claims 18, 26, 34, and 38, Xu teaches wherein the rule set includes intrusion protection rules for filtering packets
based on a combination of packet headers and packet payloads (paragraph 0091).

Regarding claim 19, Xu teaches a stateful function-parallel firewall system comprising:

a first function-parallel firewall subsystem including a plurality of firewall nodes implementing a first rule set for filtering
packets arriving in a network, wherein the first function-parallel firewall subsystem inciudes at least first and second firewall nodes
respectively implementing first and second portions of the first rule set, the first portion including at least one rule that is not present in
the second portion (figure 13, reference number 1361 and figure 8, INBOUND PACKETS); and

a second function-parallel firewall sub-system including a second set of firewall nodes implementing a second rule set for
filtering packets departing from the network, wherein the second function-parallel firewall subsystem includes at least third and fourth
firewall nodes, the third and fourth firewall nodes implementing first and second portions of the second rule set, the first portion of the
second rule set including at least one rule that is not present in the second portion of the second rule set, wherein the first and second
fonction-paralle] firewall subsystems share state information regarding connections established through the first and second sets of
firewall nodes (figure 13, reference number 1362 and figure 8, OUTBOUND PACKETS).

Regarding claim 20, Xu teaches comprising a database node coupled to the first and second function-parallel firewall
subsystems, wherein the database node stores the state information, wherein the first set of firewall nodes obtains state information
regarding connections established through the second set of firewall nodes from the database node, and wherein the second set of firewall
nodes obtains state information regarding connections established through the first set of firewall nodes from the database node (figure
14, reference number 1471-1473).

Regarding claim 21, Xu teaches wherein the first and second sets of firewall nodes store copies of the state information
maintained by the database node (paragraph 0014).

Regarding claim 23, Xu teaches wherein the firewall nodes of the first subsystem are adapted to simultaneously process copies
of the same packets arriving in the network and wherein the firewall nodes in the second subsystem are adapted to simultaneously
process copies of packets departing from the network (figure 12, reference number 1261-1263).

Regarding claim 27, Xu teaches a firewall grid comprising:
a plurality of firewall nodes being physically connected to each other via a network for filtering packets (figure 12, reference |
Form PCT/ISA/237 (Supplemental Box) (April 2005)
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number 1261, 1262, and 1263); and
a controller for controlling logical connections between the firewall nodes, wherein the controller is adapted to configure the
firewall nodes in a logical firewall hierarchy without changing physical connections between the firewall nodes (paragraph 0165-0167).

Regarding claim 29, Xu teaches wherein the logical firewall hierarchy comprises a function-parallel hierarchy where individual
firewall nodes implement different portions of a rule set (figure 13, reference number 136 1-1363).

Regarding claim 30, Xu teaches wherein the controller is adapted to detect congestion at a first level in the firewall hierarchy
and is adapted to reconfigure the logical connections between the firewall nodes to add a firewall node from another level in the firewall
hierarchy to the level at which congestion was detected (figure 17).

Regarding claims 35 and 50, Xu teaches a method/computer program product for controlling access to a network based on a set
of packet filtering rules distributed in a function-parallel manner, the method comprising:

distributing packet filtering rules of a rule set among a plurality of different nodes in a function-parallel manner so that at least
some of the different nodes implement different portions of the rule set (figure 13, reference number 1361-1363);

replicating packets to each of the nodes (paragraph 0168); and

applying the rules to filter the packets (paragraph 0170).

Regarding claim 39, Xu teaches comprising, receiving a first packet at a first node, determining whether the packet maiches a
first rule implemented by the first node, and, in response to determining that a match ocecurs, notifying the other nodes of the match
(paragraph 0119).

Regarding claim 40, Xu teaches comprising, at the other nodes, ceasing processing of the first packet (paragraph 0119).

Regarding claims 41 and 51, Xu teaches a method/computer program product for distributing rules in a function-parallel
firewall, the method comprising:

defining a rule set for a function-paralle] firewall (paragraph 0168);

assigning rules in the rule set to nodes and branches in a trie data structure, wherein each node in the trie data structure
corresponds to a data field and each branch represents a value for each data field to be compared to values in corresponding fields in

received packets (figure 13, reference number 1361-1363 and paragraph 0170); and
pruning the trie data structure in a manner that preserves ordering of the rules in the rule set (fi gure 20, deleting certain entries

in 2091, 2092, and 2093).

Regarding claim 42, Xu teaches wherein pruning the trie data structure includes pushing a rule to its descendants and deleting
the original rule (figure 20, deleting entries in 2091-2093).

Regarding claim 43, Xu teaches comprising reducing the depth of the trie using level reordering (paragraph 0246).

Regarding claim 44, Xu teaches wherein assigning rules in the rule set to nodes and branches jn the trie data structure includes
assigning rules requiring longer processing time to lower levels in the trie (paragraph 0170).

Regarding claims 45 and 52, Xu teaches a method/computer program product for assigning rules to a plurality of firewall
nodes, the method comprising:

assigning packet filtering rules to nodes in a directed acyclical graph (DAG) (paragraph 0 168);

representing relationships between rules by edges in the DAG (figure 9E); and

distributing the rules among a plurality of firewall nodes using the DAG such that different firewall nodes implement different
rules and such that relationships between the rules specified in the DAG are preserved (figure 13, reference number 1361-1363 and
paragraph 0170).

Regarding claim 46, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes
distributing the rules such that intersecting accept rules are not present in more than one firewall node (figure 9E, rules that overlap are
blacked out).

Regarding claim 47, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes
distributing the rules such that the edges to not span multiple firewall nodes (figure 9E, rules that overlap are blacked out).

Regarding claim 48, Xu teaches wherein distributing the rules among a plurality of firewall nodes using the DAG includes
replicating deny rules in each of the firewall nodes (paragraph 0177).

Regarding claim 49, Xu teaches comprising eliminating a deny rule implemented by a first firewall node in response to determining that
the deny rule for the first firewall node includes no inbound edges and outbound edges from the first deny rule terminate only in a
superset deny rule (paragraph 0177).
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FILTERING NETWORK DATA TRANSFERS

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation of and claims priority to U.S. Patent Application
Serial No. 14/625,486, filed on February 18, 2015, and entitled “FILTERING NETWORK DATA
TRANSFERS,” which is a continuation of U.S. Patent Application Serial No. 13/795,822, filed on
March 12, 2013, now U.S. Patent No. 9,124,552, and entitled “FILTERING NETWORK DATA
TRANSFERS.” The disclosures of these two priority applications are incorporated by reference

herein in their entirety and made part hereof.
BACKGROUND

[0002] The TCP/IP network protocols (e.g., the Transmission Control Protocol (TCP) and the
Internet Protocol (IP)) were designed to build large, resilient, reliable, and robust networks. Such
protocols, however, were not originally designed with security in mind. Subsequent developments
have extended such protocols to provide for secure communication between peers (e.g., Internet
Protocol Security (IPsec)), but the networks themselves remain vulnerable to attack (e.g.,

Distributed Denial-of-Service (DDoS) attacks, phishing attacks, and the like).

[0003] A category of cyber attack known as exfiltrations (e.g., stealing sensitive data or
credentials via the Internet) has proven to be especially difficult for conventional cyber defense
systems to prevent. A first cause is that many exfiltrations are facilitated by using popular network
data transfer protocols, such as the Hypertext Transfer Protocol (HTTP) used by the World Wide
Web, that often appear to an observer (e.g., a conventional cyber defense system) as normal
network behavior. A second cause is that typical network trust models, such as those used by
network firewalls, interpret exfiltrations as trusted operations. A third cause is that human users
often knowingly or unknowingly engage in network activities that are vulnerable to attack. A
fourth cause is the general inability of conventional cyber defense systems to scale sufficiently to
counter a cyber threat; for example, with respect to traffic volumes, network link speeds, network
performance (e.g., latency and packet loss requirements), network usage policy enforcement, etc.

Accordingly, many cyber attacks (e.g., DDoS attacks and exfiltrations) leverage Internet-scale

18554457
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characteristics to achieve their goals. Moreover, beyond those enumerated here, there are other
causes for the failure of conventional, state-of-the-art cyber defense systems to prevent cyber

attacks, such as exfiltrations.
SUMMARY

[0004] The following presents a simplified summary in order to provide a basic understanding
of some aspects of the disclosure. It is neither intended to identify key or critical elements of the
disclosure nor to delineate the scope of the disclosure. The following summary merely presents

some concepts in a simplified form as a prelude to the detailed description below.

[0005] Aspects of this disclosure relate to filtering network data transfers. In some variations,
multiple packets may be received. A determination may be made that a portion of the packets
have packet header field values corresponding to a packet filtering rule. Responsive to such a
determination, an operator specified by the packet filtering rule may be applied to the portion of
packets having the packet header field values corresponding to the packet filtering rule. A further
determination may be made that one or more of the portion of the packets have one or more
application header field values corresponding to one or more application header field criteria
specified by the operator. Responsive to such a determination, at least one packet transformation

function specified by the operator may be applied to the one or more of the portion of the packets.

[0006] In some embodiments, a network packet filter may be located at a boundary between a
secured network and an unsecured network (e.g., the Internet). The filter may observe packets
traversing the network link between the secured network and the unsecured network. The filter
may be capable of comparing certain packet header information (e.g., source and destination IP
address(s), source and destination port(s), and protocol type(s)) with one or more packet filtering
rules, which may define a network usage policy or network security policy. One or more of the
rules may be associated with an operator that may be applied to a packet that matches one or more

criteria specified by the rule.

[0007] Such packet filters may implement at least two operators: an identity operator, which
may allow the packet to continue towards its destination, and a null operator which may prevent,
or block, the packet from continuing towards its destination. In some embodiments, the network

packet filter may implement one or more additional operators having the capability to determine

S0
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if a packet contains an application-level header that specifies a particular method associated with
a data transfer protocol; and, if so, whether to apply an identity operator or null operator to the
packet. To distinguish a network packet filter that implements said additional operators from
network packet filters that do not, a network packet filter that implements such additional operators

will be referred to hereinafter as a packet security gateway (PSG).

[0008] For example, such an operator may be able to perform one or more of the following
functions: (1) determine if an IP packet traversing a boundary contains an HTTP packet (e.g., an
application-level HTTP packet) that specifies one or more specific HI'TP methods (e.g., GET,
PUT, POST, etc.), and (2) allow the packet (e.g., if a GET method is specified), or block the packet
(e.g.,if a PUT or POST method is specified). One or more administrators of the secured network
may associate such an operator with one or more rules in a network security policy in order to
enforce, via the PSG, a Web usage policy that may, for example, allow users to surf (e.g., GET) to
one or more web sites attached to the Internet, but may prevent such user(s) from one or more of
writing (e.g., PUT) data files or posting (e.g., POST) forms to one or more web sites. For example,
administrator(s) may utilize such functionality to prevent one or more exfiltrations (e.g., file
transfers containing sensitive information, posting of login credentials (usernames and passwords),

etc.) to network nodes (e.g., web sites) that they may not trust.

[0009] Other details and features will be described in the sections that follow.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The present disclosure is pointed out with particularity in the appended claims.
Features of the disclosure will become more apparent upon a review of this disclosure in its

entirety, including the drawing figures provided herewith.

[0011] Some features herein are illustrated by way of example, and not by way of limitation,
in the figures of the accompanying drawings, in which like reference numerals refer to similar

elements.

[0012] FIG. 1 illustrates an exemplary network environment in which one or more aspects of

the disclosure may be implemented.

[0013] FIG. 2 illustrates an exemplary packet security gateway.

-3-
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[0014] FIG. 3 illustrates an exemplary dynamic security policy with operators that filter on

data transfer protocol, or application-layer protocol, header information.

[0015] FIG. 4 illustrates an exemplary method for protecting a secured network by enforcing

one or more network usage policies or network security policies.
DETAILED DESCRIPTION

[0016] In the following description of various illustrative embodiments, reference is made to
the accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. It is to be
understood that other embodiments may be utilized, and structural and functional modifications

may be made, without departing from the scope of the present disclosure.

[0017] Various connections between elements are discussed in the following description.
These connections are general and, unless specified otherwise, may be direct or indirect, wired or

wireless, physical or logical. In this respect, the specification is not intended to be limiting.

[0018] FIG. 1 illustrates an exemplary network environment 100 in which one or more aspects
of the disclosure may be implemented. Referring to FIG. 1, network 102 may function as an
interconnect between networks 104, 106, and 108. For example, network 102 may be the public
Internet, or some other large TCP/IP network functioning as an interconnect between one or more
Local Area Networks (LANs) or Wide-Area Networks (WANSs), (e.g., the Non-classified Internet
Protocol (IP) Router Network (NIPRNet), operated by the United States Defense Information
Systems Agency (DISA)). Networks 104, 106, and 108 may be LANs or WANSs operated by or
otherwise associated with various organizations (e.g., one or more commercial enterprises,
companies, universities, military commands, government agencies, or cyber -criminal

organizations).

[0019] For example, a geographically distributed commercial enterprise X may own and
operate networks 104 and 106, and use network 102 (e.g., the Internet) to interconnect networks
104 and 106, and to access other networks (e.g., other networks not owned or operated by
enterprise X) attached to network 102. One or more computing devices (e.g., workstations,

servers, etc.) of enterprise X may be attached to network 104 or 106. Network 108 may be owned
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and operated by a cyber criminal organization Z, which may attempt to steal information (e.g.,
sensitive data) from enterprise X, for example, via network 102. Members of organization Z may
attach one or more computing devices (e.g., workstations or servers) to network 108, and may use
these workstation(s) or server(s) to attack or collect data from one or more networks affiliated with

enterprise X (e.g., network 104 or 106).

[0020] As used herein, a packet security gateway (PSG) may include one or more computing
devices configured to receive packets, and apply one or more filters or operators, including an
identity (e.g., allow) or null (e.g., block) operator, to the packets. In some embodiments, a packet
security gateway may be configured to apply one or more additional operators as described herein.
As used herein, a security policy management server may include one or more computing devices
configured to communicate a dynamic security policy to a packet security gateway. In some
embodiments, a security policy management server may be configured to perform one or more
additional functions as described herein. As used herein, a dynamic security policy may include
one or more rules, messages, instructions, files, data structures, or the like specifying criteria
corresponding to one or more packets and may identify one or more operators to be applied to
packets corresponding to the specified criteria. In some embodiments, a dynamic security policy

may specify one or more additional parameters as described herein.

[0021] Network environment 100 may include one or more packet security gateways and one
or more security policy management servers. For example, network environment 100 may include
packet security gateways 110 and 112, and security policy management server 114. One or more
security policy management servers may be associated with a protected network. For example,
networks 104 and 106 may each be distinct LANs associated with a common enterprise X, and
may each form part of a protected or secured network associated with security policy management
server 114. Enterprise X may desire to prevent cyber attacks (e.g., exfiltrations) from one or more
of its networks (e.g., network 104 or 106). Accordingly, it may locate one or more packet security
gateways at each boundary between its networks and one or more public interconnect networks
(e.g., network 102), which may be utilized by a cyber criminal, such as organization Z, to attempt
to remotely access its networks (e.g., network 104 or 106), and which may, for example, potentially
be used to attempt to transfer data from one or more of its networks (e.g., network 104 or 106) to

one or more networks affiliated with organization Z (e.g., network 108). For example, packet
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security gateway 110 may protect network 104 from one or more cyber attacks (e.g., exfiltrations)
mediated by network 102 (e.g., the Internet), and packet security gateway 112 may protect network

106 from one or more cyber attacks (e.g., exfiltrations) mediated by network 102.

[0022] As will be described in greater detail below, each of one or more packet security
gateways associated with a security policy management server may be configured to receive a
dynamic security policy from a security policy management server, receive packets associated
with a network protected by the packet security gateway, and perform one or more operations
specified by the dynamic security policy on the packets. For example, each of packet security
gateways 110 and 112 may be configured to receive a dynamic security policy from security policy
management server 114. Each of packet security gateways 110 and 112 may also be configured
to receive packets associated with networks 104, 106, or 108. Each of packet security gateways
110 and 112 may further be configured to apply one or more rules or operators specified by the
dynamic security policy received from security policy management server 114 to packets

associated with networks 104, 106, or 108.

[0023] FIG. 2 illustrates an exemplary packet security gateway according to one or more
aspects of the disclosure. Referring to FIG. 2, as indicated above, packet security gateway 110
may be located at network boundary 202 between networks 104 and 102. Packet security gateway
110 may include one or more processors 204, memory 206, network interfaces 208 and 210, packet
filter 212, and management interface 214. Processor(s) 204, memory 206, network interfaces 208
and 210, packet filter 212, and management interface 214 may be interconnected via data bus 216.
Network interface 208 may connect packet security gateway 110 to network 104. Similarly,
network interface 210 may connect packet security gateway 110 to network 102. Memory 206
may include one or more program modules that when executed by processor(s) 204, may configure

packet security gateway 110 to perform one or more of various functions described herein.

[0024] Packet security gateway 110 may be configured to receive a dynamic security policy
from security policy management server 114. For example, packet security gateway 110 may
receive dynamic security policy 218 from security policy management server 114 via management
interface 214 (e.g., via out-of-band signaling) or network interface 208 (e.g., via in-band
signaling). Packet security gateway 110 may include one or more packet filters or packet

discriminators, or logic for implementing one or more packet filters or packet discriminators. For

-6 -
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example, packet security gateway 110 may include packet filter 212, which may be configured to
examine information associated with packets received by packet security gateway 110 and forward
such packets to one or more of operators 220, 222, or 224 based on the examined information. For
example, packet filter 212 may examine information associated with packets received by packet
security gateway 110 (e.g., packets received from network 104 via network interface 208) and
forward the packets to one or more of operators 220, 222, or 224 based on the examined

information.

[0025] As will be described in greater detail below, dynamic security policy 218 may include
one or more rules and the configuration of packet filter 212 may be based on one or more of the
rules included in dynamic security policy 218. For example, dynamic security policy 218 may
include one or more rules specifying that packets having specified information should be
forwarded to operator 220, that packets having different specified information should be forwarded
to operator 222, and that all other packets should be forwarded to operator 224. Operators 220,
222, and 224 may be configured to perform one or more functions on packets they receive from
packet filter 212. For example, one or more of operators 220, 222, or 224 may be configured to
forward packets received from packet filter 212 into network 102, forward packets received from
packet filter 212 to an IPsec stack (not illustrated) having an IPsec security association
corresponding to the packets, or drop packets received from packet filter 212. In some
embodiments, one or more of operators 220, 222, or 224 may be configured to drop packets by
sending the packets to a local “infinite sink™ (e.g., the /dev/null device file in a UNIX/LINUX

system).

[0026] FIG. 3 illustrates an exemplary dynamic security policy in accordance with one or more
embodiments. Referring to FIG. 3, dynamic security policy 218 may include rules 1 302, 2 304,
3 306, 4 308, 5 310, 6 312, and 7 314. Each of these rules may specify criteria and one or more
operators that may be applied to packets associated with (e.g., matching) the specified criteria.
The specified criteria may take the form of a five-tuple, which may, for example, comprise one or
more values selected from, packet header information, specifying a protocol type of the data
section of an IP packet (e.g., TCP, User Datagram Protocol (UDP), Internet Control Message
Protocol (ICMP), or one or more other protocols), one or more source IP addresses, one or more

source port values, one or more destination IP addresses, and one or more destination ports.

-7 -

| PR2023-01353 Page 01456



-- Patent Application -- Attorney Docket No. 007742.00091

[0027] For example, rule 1 302 may specify that IP packets containing one or more TCP
packets, originating from a source IP address that begins with 140.210, having any source port,
destined for an IP address that begins with 140.212, and destined for port 22 (e.g., associated with
the Secure Shell (SSH) protocol) should have an ALLOW operator (e.g., an identity operator)
applied to them. Similarly, rule 2 304 may specify that IP packets containing one or more TCP
packets, originating from a source IP address that begins with 140.210, having any source port,
destined for an IP address that begins with 140.212, and destined for port 25 (e.g., associated with
the Simple Mail Transfer Protocol (SMTP)) should have an ALLOW operator applied to them.

[0028] Rule 3 306 may specify that IP packets containing one or more TCP packets,
originating from a source IP address that begins with 140.210, having any source port, destined
for an IP address that begins with 140.212, and destined for port 110 (e.g., associated with Post
Office Protocol version 3 (POP3)) should have an ALLOW operator applied to them.

[0029] Rule 4 308 may specify that IP packets containing one or more TCP packets,
originating from a source IP address that begins with 140.210, having any source port, destined
for an IP address that begins with 140.212, and destined for port 143 (e.g., associated with the
Internet Message Access Protocol (IMAP)) should have an ALLOW operator applied to them.

[0030] Rule 5 310 may specify that IP packets containing one or more TCP packets,
originating from a source IP address that begins with 140.210, having any source port, destined
for an IP address that begins with 140.212, and destined for port 443 (e.g., associated with the port
for the Hypertext Transfer Protocol Secure (HTTPS) protocol) should have a specified Transport
Layer Security (TLS) protocol (e.g., REQUIRE-TLS 1.1-1.2) operator (as described in greater
detail below) applied to them.

[0031] Rule 7 314 may be a “wildcard” rule and may apply a BLOCK operator (e.g., a null
operator which “drops™ any packets it is applied to) to any packets that do not match the criteria
of any of Rules 1 302, 2 304, 3 306, 4 308, 5 310, or 6 312 (e.g., when rules 1 302, 2 304, 3 306,
4 308, 5 310, 6 312, and 7 314 are applied to packets in a linear fashion).

[0032] As described above with respect to FIG. 1, networks 104 and 106 may be owned or
operated by enterprise X. Enterprise X may have allocated IPv4 addresses 140.210.0.0/16 to
network 104, and IPv4 addresses 140.212.0.0/16 to network 106. Enterprise X may have loaded
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PSG 110 with dynamic security policy 218, and may utilize PSG 110 to enforce one or more
network security policies embodied in one or more rules of dynamic security policy 218 to restrict
network communications between networks 104 and 106 (e.g., to secure system logins, e-mail,
encrypted web sessions, and the like). For example, based on standard usage of ports, rule 1 302
may allow any hosts attached to network 104 to conduct Secure Shell (SSH) sessions (e.g., system
logins) with any hosts attached to network 106; rule 2 304 may allow any e-mail servers attached
to network 104 to conduct SMTP sessions (e.g., e-mail transfer sessions) with any e-mail servers
attached to network 106; rule 3 306 and rule 4 308, may respectively allow e-mail clients attached
to network 104 to conduct POP3 and IMAP sessions (e.g., e-mail download sessions into a
webmail browser application) with any e-mail servers attached to network 106; and rule 5 310 may
allow web browsers attached to network 104 to conduct HTTPS sessions (e.g., secure web
sessions) with any web servers attached to network 106, but may, as described in greater detail
below, utilize the REQUIRE-TLS-1.1-1.2 operator to ensure that only HTTPS secure web sessions
using version 1.1 or 1.2 of the Transport Layer Security (TLS) protocol to secure such HTTPS
sessions are allowed (e.g., because the popular TLS version 1.0 protocol has a known security

vulnerability that attackers may exploit to decrypt HTTPS sessions).

[0033] Rule 6 312 may specify that IP packets containing one or more TCP packets,
originating from a source IP address that begins with 140.210., having any source port, destined
for an IP address that begins with 200.214, and destined for port 80 (e.g., associated with the HTTP
protocol) should have an HTTP-EXFIL operator applied to them. As described in greater detail
below, an HTTP-EXFIL operator may allow HTTP packets containing a GET method, but may
block HTTP packets containing other HT'TP methods (e.g., PUT, POST, CONNECT, etc.). Such
an operator may thus allow a web browser to “surf the web” (e.g., download web pages hosted by
web servers), but may prevent the web browser from writing files to a web server (e.g., using the
PUT method), posting forms (e.g., forms that might contain login credentials, such as usernames
or passwords) to a web server (e.g., using the POST method), or otherwise communicating with a
web server (e.g., using any HTTP method except GET). Because attackers may often use HTTP
PUT or POST methods to exfiltrate sensitive data, operators such as HTTP-EXFIL may be used

to stop such exfiltrations.
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[0034] Returning to the example described above, organization Z may own or operate network
108, and may have allocated network IP addresses 214.0.0.0/8 to network 108. Enterprise X may
not have a business relationship with organization Z, and may therefore not consider network 108
to be trusted. While enterprise X could simply block all communications to networks that are
owned or operated by organizations it does not fully trust, this would likely result in enterprise X
blocking access to most of the Internet. Enterprise X’s employees, therefore, could not freely surf
the Web, which may restrict the employees’ ability to conduct business on behalf of enterprise X.
By enforcing sets of rules similar to rule 6 312 that may apply operators like or similar to HTTP-
EXFIL, enterprise X may enable its employees to freely surf the web and conduct company

business, but may prevent one or more cyber attacks (e.g., HTTP-mediated exfiltrations).

[0035] One function of operators like HTTP-EXFIL and REQUIRE-TLS-1.1-1.2 may be to
inspect fields in the headers of application packets contained in IP packets, determine field values,
and depending on the field values, decide to allow, block, or otherwise apply a packet
transformation function (e.g., encapsulate the packet into a tunnel, alter one or more header field
values, etc.) to the packets. The logic for this function may be executed by one or more of operators
220, 222, or 224. The logic may be developed in a high-level programming language such as C.
An example of such programmatic logic, written in pseudocode, for the HTTP-EXFIL operator, is

as follows:

[0036] Operator HTTP-EXFIL(ip-packet):
Inspect app-pkt(ip-packet) match GET return ALLOW;
Inspect app-pkt(ip-packet) match POST return BLOCK;
Inspect app-pkt(ip-packet) match PUT return BLOCK;
Inspect app-pkt(ip-packet) match DELETE return BLOCK;
Inspect app-pkt(ip-packet) match CONNECT return BLOCK;
Return BLOCK;

End Operator HTTP-EXFIL;

[0037] Referring to the above-example, Operator HTTP-EXFIL may accept as input an IP
packet that matches a rule, such as rule 6 312 of dynamic security policy 218. If the application
packet contained in the IP packet is an HTTP packet, the value of the HTTP method field in the
HTTP packet header may be compared to the values that encode the GET, POST, PUT, DELETE,

-10-
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and CONNECT methods. If a match is found, then the HTTP-EXFIL operator may return either
ALLOW or BLOCK, depending on the method value. If no match is found, then the HTTP-EXFIL
operator may return BLOCK.

[0038] An example of programmatic logic, written in pseudocode, for a REQUIRE-TLS-1.1-
1.2 operator is provided below. The REQUIRE-TLS-1.1-1.2 operator may be associated with filter
rules for HTTPS sessions, such as rule 5 310 of dynamic security policy 218. HTTPS may be used
to encrypt HTTP sessions. HTTPS is not a protocol per se, but rather the result of layering the
HTTP protocol on top of the TLS protocol. For an HTTPS session composed of IP packets, the
application packets contained in the IP packets may be TLS Record Protocol packets. The header
fields of TLS Record Protocol packets may not be encrypted. One of the header fields may contain

a value indicating the TLS version.

[0039] Exemplary programmatic logic for a REQUIRE-TLS-1.1-1.2 operator, written in

pseudocode, is as follows:

[0040] Operator REQUIRE-TLS-1.1-1.2(ip-packet):
Inspect app-pkt(ip-packet) match 1.0 return BLOCK;
Inspect app-pkt(ip-packet) match 1.1 return ALLOW;
Inspect app-pkt(ip-packet) match 1.2 return ALLOW;
Return BLOCK;
End Operator REQUIRE-TLS-1.1-1.2;

[0041] Referring to the above-example, Operator REQUIRE-TLS-1.1-1.2 may accept as input
an IP packet that matches a rule, such as rule 5 310 of dynamic security policy 218. If the
application packet contained in the IP packet is a TLS Record Protocol packet, the value of the
version field in the TLS Record Protocol packet header may be compared to the values that encode
version numbers 1.0, 1.1, and 1.2. If a match is found, then the REQUIRE-TLS-1.1-1.2 operator
may return either ALLOW or BLOCK, depending on the version number value. If no match is

found, then the REQUIRE-TLS-1.1-1.2 operator may return BLOCK.

[0042] The filtering process described herein may be viewed as having two (2) stages: A first
stage in which the “5-tuple” of IP packet header field values and transport protocol (e.g., TCP,

UDP, etc.) packet header field values may be filtered; and, a second stage in which application
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packet header field values may be filtered (e.g., by applying operator logic similar to that described
above). Conceptually, the first stage may determine if the network policy allows any
communications between the resources identified in the 5-tuple rule; if so, the second stage may
determine if the policy allows the specific method or type of communication (e.g., file read, file
write, encrypted communication, etc.) between the resources. Such a method may, however, be

used in other conceptual models.

[0043] The methods described above may be modified to achieve different functionality and
may be extended to other data transfer protocols or to other application-layer protocols. These
methods may provide network administrators with capabilities to enforce network usage policies
and network security policies that have capabilities and functionalities beyond those described
above. For example, these methods may provide network administrators with capabilities to
prevent exfiltrations that are mediated by other data transfer protocols besides HTTP and HTTPS.
Examples of such protocols include File Transfer Protocol (FTP) and messaging protocols such as
eXtensible Messaging and Presence Protocol (XMPP). Moreover, new network applications may
emerge in the future which may use new data transfer protocols or application-layer protocols to
which the present methods may be applied. These methods may also be used for purposes other
than network policy enforcement and exfiltration prevention. For example, it may be useful for a
packet filter to rapidly detect if an IP packet contains a Real-time Transport Protocol (RTP)
application packet used to deliver audio or video information (e.g., if a cyber attack based on RTP
has yet to be discovered, network administrators may choose to not process RTP packets through

the cyber security defense systems that may be protecting their networks).

[0044] FIG. 4 illustrates an exemplary method for protecting a secured network in accordance
with one or more embodiments of the present disclosure. The steps may be performed at one or
more packet security gateways associated with a security policy management server. For example,
each of packet security gateways 110 and 112 may be associated with security policy management
server 114, and the steps may be performed at packet security gateway 110 or 112. At step 400,
packets may be received. For example, packet security gateway 110 may receive packets from
network 104 via network interface 208 that are destined for network 106. At step 402, a
determination may be made as to whether a portion of the received packets have packet header

field values corresponding to a packet filtering rule. For example, a determination may be made
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as to whether a portion of the packets received from network 104 have packet header field values
(e.g., one or more of one or more data section protocols, one or more source IP addresses, one or
more source ports, one or more destination IP addresses, or one or more destination ports)
corresponding to rule 5 310. At step 404, responsive to determining that one or more of the portion
of received packets have packet header field values corresponding to the packet filtering rule, an
operator specified by the packet filtering rule may be applied to the portion of the received packets.
For example, the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 may be applied to the

portion of the received packets.

[0045] At step 406, a determination may be made as to whether one or more application header
field values of one or more of the portion of the received packets correspond to one or more
application header field criteria specified by the operator. For example, a determination may be
made as to whether one or more of the portion of the received packets have application header
field values corresponding to one or more application header field criteria of the REQUIRE TLS-
1.1-1.2 operator specified by rule 5 310 (e.g., application header field values corresponding to TLS
version 1.1 or 1.2). At step 408, responsive to determining that one or more of the portion of
received packets have application header field values corresponding to one or more application
header field criteria specified by the operator, a packet transformation function specified by the
operator may be applied to the one or more of the portion of the received packets. For example,
an ALLOW packet transformation function specified by the REQUIRE TLS-1.1-1.2 operator may
be applied to the one or more of the portion of the received packets having application header field
values corresponding to one or more application header field criteria of the REQUIRE TLS-1.1-
1.2 operator specified by rule 5 310 (e.g., each of the one or more of the portion of the received
packets may be allowed to continue toward their respective destinations). The method may then
return to step 400 and await receipt of one or more additional packets (e.g., one or more additional

packets from network 104 received via network interface 208 that are destined for network 106).

[0046] Returning to step 406, a determination may be made as to whether one or more
application header field values of one or more of the portion of the received packets correspond to
one or more application header field criteria specified by the operator. For example, a
determination may be made as to whether one or more of the portion of the received packets have

application header field values corresponding to one or more application header field criteria of
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the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 (e.g., application header field values
corresponding to TLS version 1.1 or 1.2). Responsive to determining that one or more of the
portion of received packets have application header field values that do not correspond to one or
more application header field criteria specified by the operator, one or more additional packet
filtering rules may be applied to the one or more of the portion of the received packets. For
example, rule 7 314 may be applied to the one or more of the portion of the received packets having
application header field values that do not correspond to one or more application header field
criteria of the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 (e.g., each of the one or
more of the portion of the received packets may be blocked from continuing toward their respective
destinations). The method may then return to step 400 and await receipt of one or more additional
packets (e.g., one or more additional packets from network 104 received via network interface 208

that are destined for network 106).

[0047] Returning to step 402, a determination may be made as to whether a portion of the
received packets have packet header field values corresponding to a packet-filtering rule. For
example, a determination may be made as to whether a portion of the packets received from
network 104 have packet header field values (e.g., one or more of one or more data section
protocols, one or more source IP addresses, one or more source ports, one or more destination IP
addresses, or one or more destination ports) corresponding to rule 5 310. Responsive to
determining that the portion of received packets have packet header field values that do not
correspond to the packet filtering rule, one or more additional packet filtering rules may be applied
to the one or more of the portion of the received packets. For example, rule 7 314 may be applied
to the portion of received packets that do not have packet header field values that correspond to
rule 5 310 (e.g., each of the portion of the received packets may be blocked from continuing toward
their respective destinations). The method may then return to step 400 and await receipt of one or
more additional packets (e.g., one or more additional packets from network 104 received via

network interface 208 that are destined for network 106).

[0048] The functions and steps described herein may be embodied in computer-usable data or
computer-executable instructions, such as in one or more program modules, executed by one or
more computers or other devices to perform one or more functions described herein. Generally,

program modules include routines, programs, objects, components, data structures, etc. that
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perform particular tasks or implement particular abstract data types when executed by one or more
processors in a computer or other data processing device. The computer-executable instructions
may be stored on a computer-readable medium such as a hard disk, optical disk, removable storage
media, solid-state memory, RAM, etc. As will be appreciated, the functionality of the program
modules may be combined or distributed as desired in various embodiments. In addition, the
functionality may be embodied in whole or in part in firmware or hardware equivalents, such as
integrated circuits, application-specific integrated circuits (ASICs), field programmable gate
arrays (FPGA), and the like. Particular data structures may be used to more effectively implement
one or more aspects of the disclosure, and such data structures are contemplated to be within the

scope of computer executable instructions and computer-usable data described herein.

[0049] Although not required, one of ordinary skill in the art will appreciate that various
aspects described herein may be embodied as a method, an apparatus, or as one or more computer-
readable media storing computer-executable instructions. Accordingly, those aspects may take the
form of an entirely hardware embodiment, an entirely software embodiment, an entirely firmware
embodiment, or an embodiment combining software, hardware, and firmware aspects in any

combination.

[0050] As described herein, the various methods and acts may be operative across one or more
computing devices and one or more networks. The functionality may be distributed in any manner,

or may be located in a single computing device (e.g., a server, a client computer, etc.).

[0051] Aspects of the disclosure have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications, and variations within the scope and spirit
of the appended claims will occur to persons of ordinary skill in the art from a review of this
disclosure. For example, one of ordinary skill in the art will appreciate that the steps illustrated in
the illustrative figures may be performed in other than the recited order, and that one or more steps

illustrated may be optional.
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CLAIMS
What is claimed is:

1. A method comprising:
receiving, by a computing system and from a computing device located in a first network,
a plurality of packets, wherein the plurality of packets comprises a first portion of packets and a
second portion of packets;
responsive to a determination by the computing system that the first portion of packets
comprises data corresponding to criteria specified by one or more packet-filtering rules configured
to prevent a particular type of data transfer from the first network to a second network, wherein
the data indicates that the first portion of packets is destined for the second network:
applying, by the computing system and to each packet in the first portion of packets,
a first operator, specified by the one or more packet-filtering rules, configured to drop
packets associated with the particular type of data transfer; and
dropping, by the computing system, each packet in first portion of packets; and
responsive to a determination by the computing system that the second portion of packets
comprises data that does not correspond to the criteria, wherein the data indicates that the second
portion of packets is destined for a third network:
applying, by the computing system and to each packet in the second portion of
packets, and without applying the one or more packet-filtering rules configured to prevent
the particular type of data transfer from the first network to the second network, a second
operator configured to forward packets not associated with the particular type of data
transfer toward the third network; and
forwarding, by the computing system, each packet in the second portion of packets

toward the third network.
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ABSTRACT

Aspects of this disclosure relate to filtering network data transfers. In some variations,
multiple packets may be received. A determination may be made that a portion of the packets
have packet header field values corresponding to a packet filtering rule. Responsive to such a
determination, an operator specified by the packet filtering rule may be applied to the portion of
packets having the packet header field values corresponding to the packet filtering rule. A further
determination may be made that one or more of the portion of the packets have one or more
application header field values corresponding to one or more application header field criteria
specified by the operator. Responsive to such a determination, at least one packet transformation

function specified by the operator may be applied to the one or more of the portion of the packets.
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€058
Warnings:
Information:
285929
OTT01_-7861591-v1-
PAT_83575W-1_Corr_from_PT
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45 Non Patent Literature 0. - Office_ Action_18101654. no
B87d71516445919f7dfcabale1dd62aa55¢]|
PDF 463a
Warnings:
Information:
1041266
46 Non Patent Literature 18105700_1_18116178.pdf no 30
9b9dace0d9e37e051b27e2662c18d1d91f3]
11243
Warnings:
Information:
1584757
Non-
47 Non Patent Literature Final_Rejection__892_ 1449 _1 no 42
8140604. pdf 3988730b4239%d429a4344dcBb1ddd5c65|
372a63
Warnings:
Information:
695760
Notice_of_Allowance_and_Fee|
48 Non Patent Literature s_Due_PTOL-85__1449_18158 no 14
549_pdf 461671807412c0444aa64839e61ec957956
0a367
Warnings:
Information:
607977
49 Non Patent Literature 14698560_18178105.pdf no 6
4554608d6aeb135ec747c12682f1efe32009
1e51
Warnings:
Information:
618186
Notice_of_Allowance_and_Fee|
50 Non Patent Literature s_Due_PTOL-85__1449_18260 no 11
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be3b1
Warnings:
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51 Non Patent Literature s_Due_PTOL-85__1449_18267 no 13
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Warnings:
Information:
2205864
Non-
52 Non Patent Literature Final_Rejection__892_ 1449 _1 no 58
8421167. pdf d095bcle87e7d1f9ace363a034b7f0afSe71
eabb
Warnings:
Information:
658968
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i - - = - o 13
53 Non Patent Literature f_The_International_Search_Re| n
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port__18522354.pdf 754ch
Warnings:
Information:
1042411
. : Information_Disclosure_State
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Warnings:
Information:
184376
55 Power of Attorney CentnpetaI_PPSFAJ 8554686. no 1
21¢73e74c207437bdale0ebB84e1e57c7f1
41552
Warnings:
Information:
79566
56 00091_Specification_18554942 yes 17
.pdf
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Abstract 17 17
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Warnings:
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58 Oath or Declaration filed 00774200035 18554319.PDF no
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afdae
Warnings:
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Total Files Size (in bytes)# 53673743

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Attorney Docket Number | 007742.00091\US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

u Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El Bean l\lloore | El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City ‘ Hollis State/Province | NH | Country of Residencé | s

Mailing Address of Inventor:

Address 1 /o Centripetal Networks, Inc.

Address 2 2251 Corporate Park Drive, Suite 150

City | |—Iemdon | State/Province | ﬁIA

Postal Code | o171 | Countryi | lus

All Inventor§ I_Vlust. Be Listed - A_dditional Inventor Information blocks may be A

generated within this form by selecting the Add button.
Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number P2907

Email Address | AddEmail | [Remove Email
Application Information:

Title of the Invention FILTERING NETWORK DATA TRANSFERS

Attorney Docket Number| 007742.00091\US Small Entity Status Claimed [X

Application Type Nonprovisicnal -

Subject Matter Utility v

Total Number of Drawing Sheets (if any) 4 Suggested Figure for Publication (if any)
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. . Attorney Docket Number | 007742.00091\US
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

Filing By Reference:

Only complete this section when filing an applicaticn by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or fereign priority information must be
provided in the appropriate section(s) below (i.e,, “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present applicaticn are replaced by this
reference to the previously filed applicaticn, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 7
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an applicaticon filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application {see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number D2907

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.5.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Patented - Remove

Prior Applicaticn Status

Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
|Conlinuation of -] haie25486 |2015—02—18 |9686193 P017—06—20
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. . Attorney Docket Number | 007742.00091\US
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

Prior Application Status

Patented - Remove

Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14/625486 |Conlinuation of <] harrese22 |2013-03-12 |9124552 P015-09-01
Additional Domestic Benefit/National Stage Data may be generated within this form
. Add
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign pricrity application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the

Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number | 007742.00091\US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’'s Republic of
China (SIPO), the World Intellectual Property Organization (WIPQO), and any other foreign intellectual property office
participating with the USPTQO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authcrize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | 007742.00091\US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sulfficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

N

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Centripetal Networks, Inc.

Mailing Address Information For Applicant:

Address 1 P251 Corporate Park Drive

Address 2 Suite 150

City Herndon State/Province VA
Country | s Postal Code D0171
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

Assignee |1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

: | ki

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Cade
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
: Add
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Bradley C. Wright/ Date (YYYY-MM-DD)| [2017-06-06
First Name Fradley Last Name | Mright Registration Number 8,061
Additional Signature may be generated within this form by selecting the Add button.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILTERING NETWORK DATA TRANSFERS

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.12

I PR2023-01353 Page 01488



Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b){2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this systemn of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
E£52a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 US.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvemnents in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.98)

Application Number

Filing Date

First Named Inventor ‘ Sean Moore

Art Unit N/A
Examiner Name ‘ Not Yet Assigned

Attorney Docket Number | 007742.0009N1\US

U.S.PATENTS

Remove

Pages,Columns,Lines where

E)_(gm-lner Cite Patent Number Kind Issue Date Name of Patentee or Applicant Relevant Passages or Relevant
Initial No Code of cited Document )
Figures Appear

1 (226372 P001-05-01 Beebe et al.

2 7721084 P010-05-18 Salminen et al.

3 7684400 P(10-03-23 [Govindarajan et al.

4 7539186 P009-05-26 Aerrabotu et al.

5 7710885 P010-05-04 Pinicki et al.

6 B856926 P314-10-07 Narayanaswamy et al.

7 p611875 P003-08-26 Chopra et al.

8 B806638 P014-08-12 Mani
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STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor ‘ Sean Moore

Art Unit | A
Examiner Name ‘ Not Yet Assigned

Afttorney Docket Number | 007742 .0009N1US

9 B004994 P011-08-23 Parisi et al.
10 F098172 P000-08-01 Coss et al.

1 7331061 B1 p008-02-12 Ramsey et al.
12 7299353 B2 pP007-11-20 | e Pennec et al.
13 7227842 B1 P007-06-05 Ui et al.
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16 7237267 B2 P007-06-26 Rayes et al.
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19 £484261 B1 P002-11-19 Wiegel
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Filing Date

First Named Inventor ‘ Sean Moore
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Examiner Name ‘ Not Yet Assigned
Afttorney Docket Number |007742_00091\US

20 B042167 B2 P011-10-18 Fulp et al.
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22 7954143 B2 P011-05-31 \aron
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 83-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: {1) the general authority for the collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information salicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U_S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S§.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2806. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17
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Doc Code: PA..
Document Description: Power of Attorney
PTO/AIA/82A (07-13)
Approved for use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned
Filing Date Concurrently Herewith
First Named Inventor Sean Moore

Title

FILTERING NETWORK DATA TRANSFERS

Art Unit N/A

Examiner Name Not Yet Assigned

Attorney Docket Number | 007742.00091\US
SIGNATURE of Applicant or Patent Practitioner

Signature /Bradley C. Wright/ Pate (Optiona) June 6, 2017
N Registrati
ame Bradley C. Wright Nﬁ%ﬁéﬁ o 38,061

Title (if Applicant is
a juristic entity)

Applicant Name (if Applicant is a juristic entity) Centripetal Networks, Inc.

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If more than
one applicant, use multiple forms.

“Total of 1 forms are submitted.

18554683

I PR2023-01353 Page 01514



PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHCRITY

CT

INVITATION TO PAY ADDITIONAL FEES
AND, WHERE APPLICABLE, PROTEST FEE

To

Wright, Bradiay C.

BANNER & WITCOFF, LTD.

1100 13th Street, NW. Suite 1200

Washington, DC 20005-4051 (PCT Article 17(3)(a) and Rule 40.1 and 40.2(g))
ETATS-LINIS D'AMERIQUE

Dats of mailing

(dayfnoninlyoar; 10 July 2015 {10-07-2015)

PAVRMENT DUE

p!iant‘s r agent's fi

e
Aty (i wilhin ONE MONTH from
007742.00043 the above date of mailing
Internationat application No. International filing date
day/monthivear)
PCTAUS2015/024691 @y yeal 7 Aprit 2015 (07-04-2015)

Applicant

CENTRIPETAL NETWCORKS, INC,

1. This international Searching Authority

('\

}
7

considers that there are __ 3 (number of) inventions claimed in the international application covered
by the claims indicated on an extra sheef: B

i) therefore considers that the international application does not comply with the requirements ol unity of invention
(Ruies 12.1, 13.2 and 18.3) for the reasons indicated on an extra sheet:

(i) has carried oul a patlial international search {see Annex) D will establish the international search report
on those parts of the inlernational applicatior: which relate to the invention first mentioned in claims Nos.:

see axira sheet

{iv) will estabiish the international search report cn the olher parts of the internationai application only if, and to the extent
to which, additionai fees are paid,

2. Consequently, the applicant is hershy invited to pay, within the time liimil indicated above, the amount indicated below:

EUR 1.875,00 X 2 = EUR 3.750,00

Fee per additional invantion number of additional inventicns currency/iotal amount of additional fees

3. The applicant is informed that, according to Rule 40.2(c), the payment of any additionat fee may be made under protest,
i.e., a reasohed slatsiment to the effect that the international appiication complies with the requirement of unity of invention
or that the amount of the requirad additionai fee is excessive, where applicable, subject lo the payment of a protest fee.
Where the applicant pays additional fees under protest, the applicant is heraby invited, within the time limit indicated above,

to pay a protest fee (Rule 40.2(=)} in the amount of EUR 865,00 feurrenoy/amaunt)

Where the applicant has not, within the time limit indicated above, paid the required protest fee, the protest will be considered
notto have been made and the international Searching Authorily will so declars.

4. Clairn{g) Nos. have been found to be unsearchable under
Article 17(2){b) because of defects under Article 17{2)(a) and therefore have not been included with any i ‘nveh!?on
Name and mailing address of the International Searching Authority Authorized officer ﬂm%ﬁ & W e
TR, European Patent Office, P.B. 5818 Patentlaan 2 BARRIC BARANAN inh
NL-223¢ HV Rijswilk \RRIO BARANANG, Alnhoa JUL 217015
Tel. (+31-70) 340-2040 Tel: +49 (0)89 2399-8621
.. Fax: (+31-70) 340-3016
Form PCTASAZ08 {Aprit 2005) BANMER & WITCOFF LTD

Registered Mail
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International application Ne.

INVITATION TO PAY ADDITIONAL FEES PCT/US20 15/024691

&

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-9

A method for packet filtering based on application-layer
packet header information

2. claims: 10-18

A method for selective packet digest logging

3. claims: 19, 20

A method for security policy update and management

The lack of unity becomes apparent a posteriori, i.e. for the following
reasoning document D1 (US20060136987) is taken into account. From this
prior art document what is known is a method comprising a security policy
management server (“the controller 13 provides the identifying rule and
the processing rule” in paragraph {6093]; "the controller may delete from
the identifying rule/processing rule setting table the identifying rule
and the processing rule which have not heen accessed for a predetermined
time." in paragraph [0636]) as claimed in claim 1. These features are the
only features common to all the groups of inveniions.

With the reference to the prior art document DI1:

The third group yields the potential special technical feature of
receiving, by a security policy management server and from a computing
device, a security update comprising a set of network addresses;
updating, one or more rules; receiving, from a different computing
device, a security update comprising a different set of network
addresses; determining that the different set of network addresses
includes at least a portion of network addresses included in the set of
network addresses; and responsive to that identifying the at least a
portion of network addresses included in the set of network addresses, at
least one of the one or more rules stored in the memory that specifies a
range of network addresses comprising the at Teast a portion of network
addresses; and updating the at Teast one of the one or more rules to
include one or more cther network addresses included in the different set
of network addresses, hence solving the objective problem of how to
manage security policies based on information received from different
sources comprising overlapping network addresses.

Moreover, the first and second invention have further common features,
which are also disclosed in decument D1 as shown in the following. From
document D1 what is further known is:

receiving ("receive the identifying rule and the processing rule from
another communication apparatus® in paragraph [0040]), by each of a
piurality of packet security gateways associated with a security policy
management server and from the security policy management server ("the
controlier 13 provides the identifying rule and the processing rule® in
paragraph [0093]; "while the notifying destination of the notifying

Form PCT/ASA/206 {extra sheet) (July 1992; reprint January 2004}

page 1 of 2
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international application No.

INVITATION TO PAY ADDITIONAL FEES PCT/US2015/024691

message (identifying rule and the processing rule) 746 is made the router
100C in FIG. 8, the gateway apparatus, a switch, and a management system
(not shown) may be made a notifying destination." in paragraph [0095]), a
dynamic security policy ("receive the identifying rule and the processing
rule from ancther communication apparatus" in paragraph [0046]: “the
controller may delete from the identifying rule/processing rule setting
table the identifying rule and the processing rule which have not been
accessed for a predetermined time." in paragraph [0036]) that includes at
Teast one rule specifying a packet transformation function to he
performed on packets

receiving, by a packet security gateway of the plurality of packet
security gateways, packets associated with a network protected by the
packet security gateway ("received packet" in the abstract):

identifying, by the packet security gateway, from amongst the packets
associated with the network protected by the packet security gateway, and
on a packet-by-packet basis, one or more packets ("identify a protocol
type of a communication packet transmitted/received by a device" in
paragraph [8028]): and

performing, by the packet security gateway and on a packet-by-packet
basis, the packet transformation function on each of the one or more
packets {"to automatically set the processing rule of the packet® in
paragraph [0028]: "the processing policy may include a policy concerning
at least one of a service quality class, filtering, and routing of the
packet.” in paragraph [0029]) as claimed in claim 1. These features are
the only features common to the first two groups of inventions.

With the reference to the prior art document DI:

The first group yields the potential special technical feature of using
application-layer packet-header information as the packet identification
at the gateway, hence solving the ohjective problem of how to improve the
scalability issues in high resolution filtering.

The second group yields the potential special technical feature of using
a packet digest logging function to the identified packets, hence solving
the objective problem of how to enable security awareness information in
a network.

Consequently, neither the ohjective problems underlying the subjects of
the three claimed inventions, nor the solutions as defined hy the special
technical features described allow for the link of a common inventive
concept to be established between said inventions in the meaning of Rule
13.2 PCT. In conclusion, the three groups of claims are not linked by a
single general inventive concept. The application hence does not meet the
requirements of unity of invention as defined in Rule 13.1 PCT.

Form PCTASA/208 (extra sheet) (duly 1992; reprint January 2004)

page 2 of 2
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Annex to Form PCT/ISA/206 tornational Aoalioarion
COMMUNICATION RELATING TO THE RESULTS international Application No
OF THE PARTIAL INTERNATIONAL SEARCH PCT/US2015/024691

1.The present communication is an Annex to the invitation to pay additionat fees (Form PCTASA/206). it shows the
resuits of the international search established on the parts of the intemational application which relate to the invention
first mentioned in claims Nos.:

see ‘1 atior tio @
2.This comnwrs‘i}'ul’,gon is ngt tT'a nptgry afa on(:jai sear\, repcs?wﬁiich wiii be established according to Article 18 and Rule 43.

3.1t the applicant does not pay any additional search fees, the information appearing in this communioation will be
considered as the resul of the international search and will be included as such in the international search report.

4.1 the applicant pays additional fees, the international search report will coniain both the information appearing in this
communication and the results of the international search on other parts of the international application for which such
teas wilt have been paid.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category © | Gitalion of docwnient, with indisation; whare sppropriate, of the relevant passages Relevant {o siaim Mo.

X US 2006/136987 Al (OKUDA MASATO [JP]) 1-9
22 Jdune 2006 (2006-06-22)

paragraph [6028] - paragraph [0030];
figures 1,21

paragraphs [0033], [063s], [6046],
[0693], [0095], [0135]

X US 2087/240208 Al (YU MING-CHE [TW] ET AL) 1-
11 October 2007 (2007-10-11)

abstract

paragraphs [6621], [0624] - paragraph
[0026]

paragraph [0033] - paragraph [0036]
paragraph [0039] - paragraph [0040]

W

A US 2606/146879 Al (ANTHIAS TEFCROS [US] ET 1-9
AL) 6 Ju?y 2006 (2606-07-06)
paragraph [0074] - paragrdph [6676]
paragraph [0112] - paragraph [0119]
paragraphs [0207], [0288]}, [0240]
A US 8 366 994 B2 (KENWORTHY STACY [US]) 1-9
6 November 2012 (2012-11-06)
abstract; figures 4,6

cotumn 2 -~ column 4

column 6 - column 9

[:] Fuither documents are jisted in the continuation of bax C. ;X E Patent family members are listed in annex.

? Spacial categeries of ciled decuments ; L L i .

T {ater dosurnent published after the international filing
or pricrity date and not in conflict with the applicatior
cited to understand the principle or theory underlying the
invention

*A' document defining the general slate of the ait which is not
considered to he of particular refevance

“E ea fier document but published on or after the intemational *X* dooument of partioular relevanse; the slaimad inven

filing date cannot be considered novel or cannct be o

L7 dosument which may throw doubts on ppriority slaim{s) or invalve an inventive step when the documa:

which is cited to establish the publi r‘ahon date of another

3
v ls taken atone
W' dosument of particular relevancs; the claimed invention

r 3

b 5 : ; : A
citation or ather special reason (as specified) sannot be sonsiderad to involve an inventive step when the
‘0" document referring to an orat disclosure, use, exhibition or document is commbinad with one or more other auch doou-
other meana ments, such combination being cbvious o a persan skilled
P dosument pubiished prior to the intemational fifing date bt in the art,

tar the oriority Gate claime :
later than the priority date ciaimed "&" document member of the same patent family

Fem POTASAZ06 {Annex, first sheet) (July 1582, reprint January 2004}
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Patent Family Annex

{nformation on patent family members

international Application No

PCT/US2015/024691

Patent document

Publication

Patent famity

Publication

aited in search report date membar{s} date

US 2006136987 Al 22-06-2006 JP 2006174350 A 29-06-2006
s 2006136987 Al 22-06-2006

US 2067240208 Al 11-16-2607  NONE

US 2006146879 Al 06-07-2006  CN 101099345 A 02-01-2008
EP 1834453 A2 19-09-2007
Us 2006146879 Al 06-07-2006
WO 2006073740 A2 13-07-2006

US 8366994 B2 06-11-2012 US 6317837 BL 13-11-2001
US 2002049899 Al 25-04-2002
US 2010242098 Al 23-09-2010
US 2013061294 Al 07-03-2013

Form PCT/SAS0E (patent farnily anhex) (July 1982; reprint January 2004}
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European Patent Organisation

Account details

N° 3 338 800 00 (BL.Z 700 800 00)
Commerzoank

Promenadeplatz 7

D-80273 Minchen

SWIFT Code: DRESDEFF700

IBAN: DE20 7008 0000 0333 880000
BIC, DRESDEFF

BNEDOGID: <XS Z00704015CR_1 >~
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY
(Chapter I of the Patent Cooperation Treaty)

(PCT Rule 44bis)

Applicant’s or agent’s file reference FOR FURTHER ACTION See item 4 below
007742.00025

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2013/072566 02 December 2013 (02.12.2013) 11 January 2013 (11.01.2013)

International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
CENTRIPETAL NETWORKS, INC.

1.  This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).
2. This REPORT consists of a total of 5 sheets, including this cover sheet.

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a
reference to the international preliminary report on patentability (Chapter I) instead.

3. This report contains indications relating to the following items:

}I{ Box No. I Basis of the report

I:l Box No. II Priority

I:l Box No. III Non-establishment of opinion with regard to novelty, inventive step and industrial
applicability

I:l Box No. IV Lack of unity of invention

}VA Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or

industrial applicability; citations and explanations supporting such statement

I:l Box No. VI Certain documents cited
|:| Box No. VII Certain defects in the international application
|:| Box No. VIII Certain observations on the international application

4.  The International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1
but not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from
the priority date (Rule 44bis .2).

Date of issuance of this report
14 July 2015 (14.07.2015)

Authorized officer

The International Bureau of WIPO

34, chemin des Colombettes P
1211 Geneva 20, Switzerland Simin Baharlou

Facsimile No. +41 22 338 82 70 e-mail: pt09.pct@wipo.int
Form PCT/IB/373 (January 2004)
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

PCT

WRITTEN OPINION OF THE
see form PCTISA220 INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/rear) see form PCTASAR210 (second sheet)

Applicant's or agent's file reference

FOR FURTHER ACTION
see form PCTASAR20

See paragraph 2 below

International application No. International filing date (day/nonthiear) Priority date (day/monthjear)
PCTAS2013/072566 02.12.2013 11.01.2013

International Patent Classification (IPC) or both national classification and IPC

INV. H04L29/06

Applicant
CENTRIPETAL NETWORKS, INC.

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. Il Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited

Box No. VII  Certain defects in the international application

000 XODOOR

Box No. VIII Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the

International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority
will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCT/ASA/220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA/220.

Name and mailing address of the ISA: Date of completion of Authorized Officer
- this opinion ST
European Patent Office . B 3!
Q)) P.B. 2818 Patentlaan 2 ;eée_rf/losrr:/mo Oliveira, Joel ] 0)» g
—— NL-2280 HV Rijswijk - Pays Bas %, &
Tel. +31 70 340 - 2040 Telephone No. +31 70 340-3334 01 o0
Fax: +31 70 340 - 3016

Form PCTASA/237 (Cover Sheet) (July 2009)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US2013/072566

Box No.| Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
I the international application in the language in which it was filed

O atranslation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

2. O This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing filed or furnished:

a. (means)
O  on paper
O in electronic form

b. (time)
O in the international application as filed
O together with the international application in electronic form
O subsequently to this Authority for the purposes of search

4. O In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,

the required statements that the information in the subsequent or additional copies is identical to that in the
application as filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims 2,3,6-9,11, 13,14, 17-22, 24
No: Claims 1.4, 5,10, 12, 15, 16, 23
Inventive step (IS) Yes: Claims
No: Claims 1-24
Industrial applicability (IA) Yes: Claims 1-24

No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/237 (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2013/072566

Re ltem V

Reasoned statement with regard to novelty, inventive step or industrial applicability; citations
and explanations supporting such statement

Reference is made to the following documents:

D1 EP 1 313 290 A1 (STONESOFT CORP [FI]) 21 May 2003 (2003-05-21)
D2 WO 2005/046145 A1 (ERICSSON TELEFON AB L M [SE]) 19 May 2005 (2005-05-19)
D3 US 2011/055916 A1 (AHN DAVID K [US]) 3 March 2011 (2011-03-03)

1 The present application does not meet the criteria of Article 33(2) PCT, because the subject-

matter of claims 1, 12 and 23 is not new.
1.1 D1 discloses a method comprising, at a network protection device (abstract):
receiving a first rule set (paragraph [0010], column3 lines 4-7);
receiving a second rule set (paragraph [0010], column3 lines 4-7);

preprocessing the first rule set and the second rule set (considered to be implicit
from paragraphs [0010], [0013], [0040]: when a new set of rules is made available
it must be made certain that they do not contain errors which could stop the
filtering of the firewall);

configuring the network protection device to process packets in accordance with the
first rule set (paragraph [0010], column3 lines 13-18);

receiving packets (column 6 lines 23-26);

processing a first portion of the packets in accordance with the first rule set
(paragraphs [0010], [0020]);

reconfiguring the network protection device to process packets in accordance with the
second rule set (paragraphs [0010], [0024]); and

processing a second portion of the packets in accordance with the second rule set
(paragraphs [0010], [0024]).

1.2 The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent apparatus and computer-readable media claims 12 and 23, which therefore are
also considered not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2013/072566

1.3 Dependent claims 2-11, 13-22 and 24 do not contain any features which, in combination with
the features of any claim to which they refer, meet the requirements of the PCT in respect of
novelty (for claims 4, 5, 10, 15, 16) and/or inventive step (for claims 2, 3,6, 7, 8,9, 11, 13, 14,
17,18, 19, 20, 21, 22, 24) see passages cited in the Search Report.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

PCT

NOTIFICATION OF TRANSMITTAL OF
THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

To:
Wright, Bradley

BANNER & WITCOFF, LTD.
1100 13th Street, N.W. Suite 1200
Washington, DC 20005-4051
ETATS-UNIS D'AMERIQUE

(PCT Rule 44.1)

Date of mailing
(day/month/year)

28 January 2016 (28-01-2016)

Applicant's or agent's file reference

007742.00064

FOR FURTHER ACTION See paragraphs 1 and 4 below

International filing date
(day/month/year)

International application No.

PCT/US2015/062691 25 November 2015 (25-11-2015)

Applicant

CENTRIPETAL NETWORKS, INC.

The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

" [X]

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.

Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70

For more detailed instructions, see PCT Applicant's Guide, International Phase, paragraphs 9.004 -9.011.

How?

2. I:] The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. D With regard to any protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

I:l the protest together with the decision thereon has been transmitted to the International Bureau together with any
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices.

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority
to the International Bureau. These comments will be made available to the public after international publication. The
International Bureau will send a copy of such comments to all designated Offices unless an international preliminary
examination report has been or is to be established. ’

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau before the completion of the technical preparations for
international publication (Rules 90bis.1 and 90bis.3).

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the
prescribed acts for entry into the national phase before those designated Offices. In respect of other designated Offices, the
time limit of 30 months (or later) will apply even if no demand is filed within 19 months. For details about the applicable time
limits, Office by Office, see www.wipo.int/pct/enftextsftime_limits.html and the PCT Applicant's Guide, National Chapters.

Within 19 months from the priority date, the applicant may request that a supplementary international search be carried
out by a different International Searching Authority that offers this service (Rule 45bis.1). The procedure for requesting
supplementary international search is described in the PCT Applicant’s Guide, International Phase, paragraphs 8.006-8.032.

Name and mailing address of the International Searching Authority

European Patent Office, P.B. 5818 Patentlaan 2
NL-2280 HV Rijswijk
. 0 Tel. (+31-70) 340-2040

Fax: (+31-70) 340-3016

Authorized officer

FINNIE, Alistair
Tel: +49 (0)89 2399-8251

el §- 2016

Form PCT/ISA/220 (July 2014)

I PR2023-01353 Page 01526




PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant's or agent's file reference FOR FURTHER see Form PCT/ISA/220
007742.00064 ACTION as well as, where applicable, item 5 below.
International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/US2015/062691 25 November 2015 (25-11-2015) 10 February 2015 (10-02-2015)
Applicant

CENTRIPETAL NETWORKS, INC.

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

3

This international search report consists of a total of sheets.

Itis also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:

the international application in the language in which it was filed

D atranslation of the international application into , which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

b. I:l This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

c. I:I With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I.
2. I:l Certain claims were found unsearchable (See Box No. II)
3. [] unity ofinvention is lacking (see Box No Ill)

4. With regard to the title,
the text is approved as submitted by the applicant
|:| the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant

|:| the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. |V. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. Withregard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 1
as suggested by the applicant
D as selected by this Authority, because the applicant failed to suggest a figure
D as selected by this Authority, because this figure better characterizes the invention
b. |:| none of the figures is to be published with the abstract

Form PCT/ISA/210 (first sheet) (January 2015)
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INTERNATIONAL SEARCH REPORT

International application No

PCT/US2015/062691

A. CLASSIFICATION OF SUBJECT MATTER

V. HOo4L12/701 HO4L12/26
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED
Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2014/281030 Al (CUI LIANG [CN] ET AL) 1-25
18 September 2014 (2014-09-18)
paragraph [0002] - paragraph [0003]
paragraph [0004]
paragraph [0034]
paragraph [0046] - paragraph [0048]
paragraph [0053]
X US 2004/073655 Al (KAN CHAO [US] ET AL) 1,24,25
15 April 2004 (2004-04-15)
A paragraph [0006] 2-23
paragraph [0037]
A WO 20127146265 Al (VOIPFUTURE GMBH [DE]; 1-25
SCHOLZ HENDRIK [DE]; WALLBAUM MICHAEL
[DE]; KRUE) 1 November 2012 (2012-11-01)
abstract

See patent family annex.

“T* later dooument published after the intemational filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

D Further documents are listed in the continuation of Box C.

* S8pecial categories of cited documents :

*A" document defining the general state of the art which is not considered
to be of particular relevance

°E" earlier application or patent but published on or after the international
filing date

*L* document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another oitation or other

*X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone
ial ified "Y" document of partioular relevance; the claimed invention cannot be

special reason (as specified) considered to involve an inventive step when the document is

*O" doocument referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

*P* document published prior to the international filing date but later than

the priority date claimed

“&" document member of the same patent family

Date of the actual completion of the international search

21 January 2016

Date of mailing of the intemational search report

28/01/2016

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Pais Gongalves, A

Form PCT/ISA/210 (second sheet) (April 2005)
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INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2015/062691
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2014281030 Al 18-09-2014  NONE
US 2004073655 Al 15-04-2004 EP 1418705 A2 12-05-2004
US 2004073655 Al 15-04-2004
WO 2012146265 Al 01-11-2012 CA 2834168 Al 01-11-2012
EP 2702740 Al 05-03-2014
US 2014089504 Al 27-03-2014
WO 2012146265 Al 01-11-2012

Form PCT/ISA/210 (patent family annex) (April 2005)

I PR2023-01353 Page 01529




EPO FORM P0O4A42

Information on Search Strategy - Pilot phase (see OJ 2015, A86) Application Number

The type of information contained in this sheet may change during the pilot for improving

the usefulness of this new service. PCT/U52015/06269 1

TITLE: CORRELATING PACKETS IN COMMUNICATIONS NETWORKS
APPLICANT: CENTRIPETAL NETWORKS, INC.

IPC CLASSIFICATION: HO4L12/701, HO4L12/26

EXAMINER: Pais Gongalves, A

CONSULTED DATABASES: WPI, EPODOC

CLASSIFICATION SYMBOLS DEFINING EXTENT OF THE SEARCH:
IPC:

CPC: HO4L45/00, HO4L43/00

FI/F-TERMS:

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION:
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To:

see form PCTASA/220

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/ear) see form PCTASAR210 (second sheet)

Applicant's or agent's file reference

see form PCTASA/L220

FOR FURTHER ACTION
See paragraph 2 below

Box No. IV Lack of unity of invention

Box No. VI  Certain documents cited

KO XOOOK

2.  FURTHER ACTION

will not be so considered.

whichever expires later.

For further options, see Form PCTASA/220.

Box No. VIl Certain defects in the international application
Box No. VIIl Certain observations on the international application

International application No. International filing date (day/month/ear) Priority date (day/month/ear)
PCTAS2015062691 25.11.2015 10.02.2015
International Patent Classification (IPC) or both national classification and IPC
INV. H04L12/701 HO4L12/26
Applicant
CENTRIPETAL NETWORKS, INC.
1.  This opinion contains indications relating to the following items:
Box No. | Basis of the opinion
Box No. II Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,

Name and mailing address of the ISA:

g)) European Patent Office

D-80298 Munich
Tel. +49 892399 - 0
Fax: +49 89 2399 - 4465

Date of completion of
this opinion

see form
PCTASAR10

Authorized Officer

L
8 .

Q))

o

Telephone No. +49 89 2399-0 5smg asyg0+

Pais Gongalves, A

W

o

Form PCTASAR237 (Cover Sheet) (January 2015)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAS2015062691

Box No.| Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:

X
O

the international application in the language in which it was filed.

a translation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing:

a. O forming part of the international application as filed:
[ in the form of an Annex C/ST.25 text file.

[ on paper or in the form of an image file.

b. O furnished together with the international application under PCT Rule 13ter.1(a) for the purposes of
international search only in the form of an Annex C/ST.25 text file.

c. O furnished subsequent to the international filing date for the purposes of international search only:
O in the form of an Annex C/ST.25 text file (Rule 13ter.1(a)).

O on paper or in the form of an image file (Rule 13ter.1(b) and Administrative Instructions, Section
713).

In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,
the required statements that the information in the subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:

Form PCTASA/237 (January 2015)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAUS2015/062691

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims 1-25
No: Claims

Inventive step (IS) Yes: Claims
No: Claims 1-25

Industrial applicability (IA) Yes: Claims 1-25
No: Claims

2. Citations and explanations

see separate sheet

Box No. VII Certain defects in the international application

The following defects in the form or contents of the international application have been noted:

see separate sheet

Box No. VIl Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the question whether the
claims are fully supported by the description, are made:

see separate sheet

Form PCTASA/237 (January 2015)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2015/062691

Reference is made to the following documents:

D1 US 2014/281030 A1 (CUI LIANG [CN] ET AL) 18 September 2014
(2014-09-18)

D2 US 2004/073655 A1 (KAN CHAO [US] ET AL) 15 April 2004 (2004-04-15)

section VIII

1 Claims 1, 24 and 25 do not fulfil the requirements of Article 6 PCT for the
following reasons:

1.1 In the claims it is not clear what is meant by the expression "data identifying
the host", how such data is determined or the purpose of generating and
transmitting said data.

1.2 According to the description, it seems that this data is used to identify which
packets are associated with a particular flow or session. However, this is not
clear from the wording of the claims.

1.3 In addition, the desired scope of protection of independent claim 25 is not
clearly defined due to the wording "one or more".

section V

2 Assuming the interpretation indicated in point 1.2 above, it seems that claim 1
would be directed to a method of monitoring packets received by a network
device and packets transmitted by the device and correlating them in order to
determined that the packets are associated with a flow.

2.1 Such a method is already known from the disclosure of D1, see e.g. [0002] to
[0004] or D2, see e.g. [0037].
2.2 The only apparent distinguishing feature between claim 1 and e.g. D1 could

be that the network device and the host are located in different networks.

2.3 However, such distinguishing feature is a simple modification of the basic
concept disclosed in D1 lying within the general design competence of a
person skilled in the art who would consider such measure to be at least
implicitly disclosed in D1, see e.g. figures 7 and 10A.

2.4 In addition, these arguments are also valid for independent Claim 24, which
contains the same combination of features as claim 1 in terms of an apparatus
claim, i.e. the apparatus (system) for carrying out the method of claim 1.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005}
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2015/062691

2.5 Said arguments are also valid for independent claim 25 which is directed to
computer-readable media comprising instructions essentially to carry out the
method of claim 1.

2.6 Therefore, the subject-matter of Claims 1, 24 and 25 does not involve an
inventive step, Article 33 (1), (3) PCT.

2.7 The additional features of the dependent claims seem to relate to minor
design details and/or implementation measures, which are known or directly
derivable from the above-referred documents or constitute normal practice of
a person skilled in the art. These claims thus, either alone or in combination,
do not seem to add anything new or of inventive significance to any of the
previously-referred claims, see passages indicated in the search report.

section Vi

3 Having regard to the above objections, it is not clear at present which part of
the application could serve as a basis for a new and inventive subject-matter.

4 Should the Applicant nevertheless regard some particular matter of the
application as having an inventive contribution over the prior art, then an
independent claim relating to such subject-matter should be filed. The
Applicant is also requested to indicate in the letter of reply the difference of
said subject-matter vis-a-vis the state of the art and the significance thereof.

41 The above-cited documents D1 and D2 should be acknowledged and briefly
discussed in the opening part of the description, Rule 5.1 (a) (ii) PCT, making
clear any inventive contribution of the claimed invention over the prior art.

4.2 The independent claims should be drafted in a two-part form, having in their
pre-characterizing part all features known from D1 (refer to point 2 above),
Rule 6.3 (b) (ii) PCT.

4.3 The opening part of the description should be modified to bring it into
agreement with the amended claim, Rule 5.1(a)(iii) PCT, if required.

4.4 The claims should include reference signs relating to the features referred to
therein, Rule 6.2 (b) PCT.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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a9 United States

a2 Patent Application Publication o) Pub. No.: US 2014/0281030 A1

Cui et al. (43) Pub. Date: Sep. 18, 2014
(54) VIRTUAL NETWORK FLOW MONITORING (52) US.CL
CPC .o HO4L 45/42 (2013.01)
(71) Applicant: VMWARE, INC,, Palo Alto, CA (US) USPC ot ceteeriereseeetensensss s snasrs s saniaens 709/244
(72) Inventors: Liang Cui, Beijing (CN); Wei Zhang,
Beijing (CN); Jingchun Jason Jiang, &0 ABSTRACT
Beijing (CN); Caixia Jiang, Beijing
(CN) Embodiments perform end-to-end virtual network flow
monitoring in a virtual datacenter and provide differentiated
(73) Assignee: VMWARE, INC.,, Palo Alto, CA (US) views to users based on user role. A target flow pattern
describing data packets of interest is distributed to a plurality
(21)  Appl. No.: 13/831,685 of applications managing VM in the virtual datacenter, such
(22) Filed: Mar. 15. 2013 as hosts, virtual gateways, and other virtual network applica-
’ i tions. Each of the applications monitors data packets routed
Publication Classification by the application by comparing the data packets to the flow
pattern and selectively collecting context data describing the
(51) Imt.CL data packets. The context data collected by the applications is
HO4L 12/717 (2006.01) aggregated at a remote server for analysis and reporting.
FIOO
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VIRTUAL NETWORK FLOW MONITORING

BACKGROUND

[0001] With the increased use of cloud computing and vir-
tualization technologies, virtual datacenter architectures have
grown in scale and complexity. In some instances, thousands
of virtual machines (VMs) act as hosts, virtual gateways, and
other network appliances to implement complex virtual net-
works. Troubleshooting network problems in such virtual-
ized environments is difficult with existing monitoring sys-
tems that are not adapted to operate in cloud computing
environments. Further, some virtual datacenters have mul-
tiple management and data path layers on top of the physical
network infrastructure. For example, a data path may have a
network interface card layer, a local area network éncapsula-
tion layer, a virtual network appliance layer, an input/output
layer, and so on. Further, there may be logical network con-
cepts such as a virtual network, an organization network,
zone, endpoint, and so on. Because some of these layers and
logical network concepts do not correspond to traditional
physical infrastructure, some of the existing monitoring sys-
tems are in capable of identifying the source of network
problems in virtualized enviromments.

[0002] Some existing monitoring systems provide packet-
based probing by sending probe packets along the data path to
identify physical network connectivity issues. Such systems,
however, fail to present a high-level logical view to users, fail
to provide network flow-based monitoring, and fail to provide
detailed flow information within hosts. Further, the probe
packets typically terminate at virtual gateways within the
virtual datacenter due to security policies. In addition, such
systems have a high resource cost (e.g., processing, memory,
latency, etc.) by collecting all network traffic going through
routers and switches.

[0003] Other existing systems focus on recording packet
information within a single host, but these systems fail to
provide end-to-end network flow monitoring along the entire
network data path.

SUMMARY

[0004] One or more embodiments described herein provide
end-to-end virtual network flow monitoring in a virtual data-
center having a plurality of virtual machines (VMs). In some
embodiments, the virtual datacenter distributes a flow pattern
to a plurality of applications managing the VMs. For example,
the applications are associated with host computing devices,
virtual gateways, and other network applications. The flow
pattern describes data packets of interest to a user. Each of the
applications monitors data packets routed by the application
by, for example, comparing the data packets to the flow pat-
tern. For each of the routed data packets that match the flow
pattem, applications collect context data describing the data
packet and transmit the collected context data to a remote
server. In this manner, the virtual datacenter aggregates, from
the plurality of applications routing data packets, context data
for the data packets that match the flow pattern. The virtual
datacenter filters the aggregated context data based on a role
associated with the user. The filtered context data is presented
to the user.

[0005] This summary introduces a selection of concepts
that are described in more detail below. This summary is not
intended to identify essential features, nor to limit in any way
the scope of the claimed subject matter.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 is a block diagram of an exemplary host
computing device.

{0007] FIG. 2 is a block diagram of virtual machines that
are instantiated on a computing device, such as the host com-
puting device shown in FIG. 1.

[0008] FIG. 3 is a block diagram of components associated
with a virtual datacenter.

[0009] FIG. 4 is a flowchart of an exemplary method per-
formed by the virtual datacenter to initiate flow monitoring in
virtual networks in the virtual datacenter.

[0010] FIG. 5 is a flowchart of an exemplary method per-
formed by a host compuling device, or other entity managing
virtual machines, to monitor data packets and collect context
data for selected data packets.

[0011] FIG. 6 is a block diagram illustrating exemplary
flow monitoring in a stack in a host computing device.
[0012] FIG. 7 is a block diagram illustrating exemplary
end-to-end flow monitoring between two organizations.
[0013] FIG. 8 is a block diagram illustrating exemplary
end-to-end flow monitoring with network encapsulation.
[0014] FIG. 9 is a block diagram illustrating exemplary
flow monitoring at virtual gateways.

[0015] FIGS. 10A, 10B, and 10C are block diagrams illus-
trating exemplary filtering of flow information based on user
role.

[0016] Corresponding reference characters indicate corre-
sponding parts throughout the drawings.

DETAILED DESCRIPTION

[0017] Embodiments described herein provide a virtual
network tracing and monitoring system that identifies and
selectively monitors network flows, based on a target flow
pattern 130, end-to-end across a virtual network path in a
virtual datacenter 302. In addition to tracing the network flow
within hosts, aspects of the disclosure leverage knowledge of
virtual datacenter 302 infrastructure to identify, and enable
tracing across, logical network edges or other boundaries
(e.g., virtual network edges, organization network edges,
zones, etc.) along the virtual network path. In some embodi-
ments, virtual network appliances selectively produce a
“footprint” of context data for data packets matching flow
pattern 130 (e.g., provided by a user 108). The context data is
aggregated at a remote server for analysis and reporting.
[0018] Aspects of the disclosure further enable different
users 108 to troubleshoot and identify the source of network
issues in different levels within virtual datacenter 302. In
particular, the aggregated context data is filtered or otherwise
mined based on different user roles to generate different vir-
tual network monitoring views for presentation to the users
108. This enables the different users 108 to identify the source
of network issues within virtual datacenter 302 according
their goals and knowledge levels.

[0019] Accordingly, aspects of the disclosure trace and
selectively collect context data for data packets along the
entire virtual network data path, including across multiple
processing layers. Further, the tracing may occur periodi-
cally, intermittently, and/or on-demand, with a reduced nega-
tive impact on performance and traffic flooding relative to
existing systems due at least to the selectively monitoring. For
example, the network traffic is monitored without generating
ping messages. As such, aspects of the disclosure provide a
consistent, user-differentiated, one-stop troubleshooting and
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reporting experience to users 108. For example, different
users 108 can troubleshoot network issues by operating on the
same management workflow and user interface, without
accessing lower level infrastructure information.

[0020] An example of a virtnalized environment is next
described.
[0021] FIG. 1 is a block diagram of an exemplary host

computing device 100. Host computing device 100 includes a
processor 102 for executing instructions. In some embodi-
ments, executable instructions are stored in a memory area
104. Memory area 104 is any device allowing information,
such as executable instructions and/or other data, to be stored
and retrieved. For example, memory area 104 may include
one or more random access memory (RAM) modules, flash
memory modules, hard disks, solid state disks, and/or optical
disks.

[0022] As described further herein, memory 104 stores at
least one of flow pattern 130 for use in monitoring data
packets.

[0023] Host computing device 100 may include a user
interface device 110 for receiving data from user 108 and/or
for presenting data to user 108. User 108 may interact indi-
rectly with host computing device 100 via another computing
device such as VMware’s vCenter Server or other manage-
ment device. User interface device 110 may include, for
example, a keyboard, a pointing device, a mouse, a stylus, a
touch sensitive panel (e.g., a touch pad or a touch screen), a
gyroscope, an accelerometer, a position detector, and/or an
audio input device. In some embodiments, user interface
device 110 operates to receive data from user 108, while
another device (e.g., a presentation device) operates to
present data to user 108. In other embodiments, user interface
device 110 has a single component, such as a touch screen,
that functions to both output data to user 108 and receive data
from user 108. In such embodiments, user interface device
110 operates as a presentation device for presenting informa-
tion to user 108. In such embodiments, user interface device
110 represents any component capable of conveying infor-
mation to user 108. For example, user interface device 110
may include, without limitation, a display device (e.g., a
liquid crystal display (LCD), organic light emitting diode
(OLED) display, or “electronic ink™ display) and/or an audio
output device (e.g., a speaker or headphones). In some
embodiments, user interface device 110 includes an output
adapter, such as a video adapter and/or an audio adapter. An
output adapter is operatively coupled to processor 102 and
configured to be operatively coupled to an output device, such
as a display device or an audio output device.

[0024] Host computing device 100 also includes a network
communication interface 112, which enables host computing
device 100 to communicate with a remote device (e.g.,
another computing device) via a communication medium,
such as a wired or wireless packet network. For example, host
computing device 100 may transmit and/or receive data via
network communication interface 112. User interface device
110 and/or network communication interface 112 may be
referred to collectively as an input interface and may be
configured to receive information from user 108.

[0025] Host computing device 100 further includes a stor-
age interface 116 that enables host computing device 100 to
communicate with one or more datastores, which store virtnal
disk images, software applications, and/or any other data
suitable for use with the methods described herein. In exem-
plary embodiments, storage interface 116 couples host com-
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puting device 100 to a storage area network (SAN) (e.g., a
Fibre Channel network) and/or to a network-attached storage
(NAS) system (e.g., via a packet network). The storage inter-
face 116 may be integrated with network communication
interface 112.

[0026] FIG. 2 depicts a block diagram of virtual machines
235,235, ... 235, that are instantiated on host computing
device 100. Host computing device 100 includes a hardware
platform 205, such as an x86 architecture platform. Hardware
platform 205 may include processor 102, memory area 104,
network communication interface 112, user interface device
110, and other input/output (I/O) devices, such as a presen-
tation device 106 (shown in FIG. 1). A virtualization software
layer, also referred to hereinafter as a hypervisor 210, is
installed on top of hardware platform 205.

[0027] The virtualization software layer supports a virtual
machine execution space 230 within which multiple virtual
machines (VMs 235,-235,)) may be concurrently instantiated
and executed. Hypervisor 210 includes a device driver layer
215, and maps physical resources of hardware platform 205
(e.g., processor 102, memory area 104, network communica-
tion interface 112, and/or user interface device 110) to “vir-
tual” resources of each of VMs 235,-235, such that each of
VMs 235,-235,, has its own virtual hardware platform (e.g., a
corresponding one of virtual hardware platforms 240,-240,,),
each virtual hardware platform having its own emulated hard-
ware (such as a processor 245, a memory 250, a network
communication interface 255, a user interface device 260 and
other emulated I/O devices in VM 235 ). Hypervisor 210 may
manage (e.g., monitor, initiate, and/or terminate) execution of
VMs 235,-235,, according to policies associated with hyper-
visor 210, such as a policy specifying that VMs 235,-235, are
to be automatically restarted upon unexpected termination
and/or upon initialization of hypervisor 210. In addition, or
alternatively, hypervisor 210 may manage execution VMs
235,-235,, based on requests received from a device other
than host computing device 100. For example, hypervisor210
may receive an execution instruction specifying the initiation
of execution of first VM 235, from a management device via
network communication interface 112 and execute the execu-
tion instruction to initiate execution of first VM 235, .
[0028] In some embodiments, memory 250 in first virtual
hardware platform 240, includes a virtual disk that is associ-
ated with or “mapped to” one or more virtual disk images
stored on a disk (e.g., a hard disk or solid state disk) of host
computing device 100. The virtual disk image represents a file
system (e.g., a hierarchy of directories and files) used by first
VM 235, inasingle file or in a plurality of files, each of which
includes a portion of the file system. In addition, or alterna-
tively, virtual disk images may be stored on one or more
remote computing devices 100, such as in a storage area
network (SAN) configuration. In such embodiments, any
quantity of virtual disk images may be stored by the remote
computing devices 100.

[0029] Device driver layer 215 includes, for example, a
communication interface driver 220 that interacts with net-
work communication interface 112 to receive and transmit
data from, for example, a local area network (LAN) con-
nected to host computing device 100. Communication inter-
face driver 220 also includes a virtual bridge 225 that simu-
lates the broadcasting of data packets in a physical network
received from one communication interface (e.g., network
communication interface 112) to other communication inter-
faces (e.g., the virtual communication interfaces of VMs
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235,-235,)). Each virtual communication interface for each
VM 235,-235,, such as network communication interface
255 for first VM 235,, may be assigned a unique virtual
Media Access Control (MAC) address that enables virtual
bridge 225 to simulate the forwarding of incoming data pack-
ets from network communication interface 112. In an
embodiment, network communication interface 112 is an
Ethernet adapter that is configured in “promiscuous mode”
such that all Ethernet packets that it receives (rather than just
Ethernet packets addressed to its own physical MAC address)
are passed to virtual bridge 225, which, in turn, is able to
further forward the Ethernet packets to VMs 235,-235,,. This
configuration enables an Ethernet packet that has a virtual
MAC address as its destination address to properly reach the
VM in host computing device 100 with a virtual communi-
cation interface that corresponds to such virtual MAC
address.

[0030] Virtual hardware platform 240, may function as an
equivalent ot a standard x86 hardware architecture such that
any x86-compatible desktop operating system (e.g.,
Microsoft WINDOWS brand operating system, LINUX
brand operating system, SOLARIS brand operating system,
NETWARE, or FREEBSD) may be installed as guest oper-
ating system (OS) 265 in order to execute applications 270 for
an instantiated VM, such as first VM 235, . Virtual hardware
platforms 240,-240,, may be considered to be part of virtual
machine monitors (VMM) 275, -275,, that implement virtual
system support to coordinate operations between hypervisor
210 and corresponding VMs 235, -235,,. Those with ordinary
skill in the art will recognize that the various terms, layers,
and categorizations used to describe the virtualization com-
ponents in FIG. 2 may be referred to differently without
departing from their functionality or the spirit or scope of the
disclosure. For example, virtual hardware platforms 240, -
240,, may also be considered to be separate from VMMs
275,-275,, VMMSs 275, -275,, may be considered to be sepa-
rate from hypervisor 210. One example of hypervisor 210 that
may be used in an embodiment of the disclosure is included as
a component in VMware’s ESX brand software, which is
commercially available from VMware, Inc.

[0031] In some embodiments, host computing device 100
represents any device executing instructions (e.g., as applica-
tion programs, operating system functionality, or both) to
implement the operations and functionality described herein.
For example, one or more of host computing devices 100
execute instructions to implement the operations illustrated in
FIG. 4 and/or FIG. 5. Host computing device 100 may include
any computing device or processing unit. For example, host
computing device 100 may represent a group of processing
units or other computing devices, such as in a cloud comput-
ing configuration.

[0032] Processor 102 includes any quantity of processing
units, and is programmed to execute computer-executable
instructions for implementing aspects of the disclosure. The
instructions may be performed by processor 102 or by mul-
tiple processors executing within host computing device 100,
or performed by a processor external to host computing
device 100 (e.g., another processor available within virtual
datacenter 302). In some embodiments, processor 102 is pro-
grammed to execute instructions such as those illustrated in
the figures.

[0033] Memory area 104 includes any quantity of com-
puter-readable media associated with or accessible by host
computing device 100 or other entity within virtual datacenter
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302. Memory area 104, or portions thereof, may be internal to
host computing device 100, external to host computing device
100, or both.

[0034] FIG. 3 is a block diagram of components associated
with virtual datacenter 302. In the example of F1G. 3, user 108
interacts with virtual datacenter 302. User 108 may be clas-
sified, categorized, or typed based on a role, employment title,
and/or interests of user 108. For example, user 108 includes,
but is not limited to, an administrator of virtual datacenter
302, an owner of a virtual application, a developer, and/or
other user involved with virtual datacenter 302. In some
embodiments, the amount and content of flow monitoring
and/or tracing data (e.g., collected context data describing
data packets) is dependent on the type, category, role, or
classification of user 108.

[0035] As shown in FIG. 3, virtual datacenter 302 includes
one or more computer storage media 304, such as memory
area 104 in some embodiments. Computer storage media 304
store components that, when executed by a processor such as
processor 102, perform various operations. The components
illustrated in FIG. 3 include a management component 306
communicating with each of a plurality of host components
308, such as host component #1 through host component #N.
[0036] The functionality associated with management
component 306 is described below with reference to FIG. 4.
In some embodiments, this functionality is implemented by a
cloud operating system, a cloud application, a virtual data-
center operating system, a virtual datacenter application, and/
or other logic or code supporting an environment having a
plurality of VMs executing therein. An example of a cloud
operating system includes VMware’s vSphere brand soft-
ware, while an example of a virtual datacenter operation
system and/or application includes VMware’s vCloud Direc-
tor software.

[0037] Further, the functionality associated with host com-
ponents 308 is described below with reference to FIG. 5. In
some embodiments, this functionality is implemented by a
virtualization layer such as hypervisor 210. For example,
each of host components 308 manages a plurality of VMs.
[0038] FIG. 4 is a flowchart of an exemplary method 400
performed by virtual datacenter 302 to initiate flow monitor-
ing in virtual networks in virtual datacenter 302. For example,
one or more of the operations illustrated in FIG. 4 may be
performed by management component 306 illustrated in FIG.
3. However, while method 400 is described with reference to
execution by virtual datacenter 302 (shown in FIG. 3), it is
contemplated that method 400 may be performed by any
computing device, application, and/or other entity. For
example, inethod 400 may be performed by host computing
device 100.

[0039] At 402, virtual datacenter 302 checks whether flow
pattern 130 has been received from user 108. For example,
flow pattern 130 may be received or identified as part of a
request from user 108 to initiate virtual network flow moni-
toring. Flow pattern 130 describes characteristics of data
packets of interest to user 108. The characteristics relate to the
content and/or structure of the data packets. In some embodi-
ments, an exemplary flow pattern 130 includes a source
address and a destination address. Flow pattern 130 may
include other data such as user-defined keys, a protocol type,
and/or other data. Exemplary protocol types include, but are
not limited to, a transmission control protocol (TCP) and/or a
user datagram protocol (UDP). In some embodiments, flow
pattern 130 identifies a source Internet Protocol (IP) address,
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