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AFFIDAVIT OF NATHANIEL E FRANK-WHITE

I 'am a Records Request Processor at the Internet Archive. I make this declaration
of my own personal knowledge.

The Internet Archive is a website that provides access to a digital library of Internet
sites and other cultural artifacts in digital form. Like a paper library, we provide
free access to researchers, historians, scholars, and the general public. The Internet
Archive has partnered with and receives support from various institutions,
including the Library of Congress.

The Internet Archive has created a service known as the Wayback Machine. The
Wayback Machine makes it possible to browse more than 450 billion pages stored
in the Internet Archive's web archive. Visitors to the Wayback Machine can search
archives by URL (i.e., a website address). If archived records for a URL are
available, the visitor will be presented with a display of available dates. The visitor
may select one of those dates, and begin browsing an archived version of the Web.
Links on archived files in the Wayback Machine point to other archived files
(whether HTML pages or other file types), if any are found for the URL indicated
by a given link. For instance, the Wayback Machine is designed such that when a
visitor clicks on a hyperlink on an archived page that points to another URL, the
visitor will be served the archived file found for the hyperlink’s URL with the
closest available date to the initial file containing the hyperlink.

The archived data made viewable and browsable by the Wayback Machine is
obtained by use of web archiving software that automatically stores copies of files
available via the Internet, each file preserved as it existed at a particular point in
time.

The Internet Archive assigns a URL on its site to the archived files in the format
http://web.archive.org/web/[ Year in yyyy][Month in mm][Day in dd][Time code in
hh:mm:ss]/[Archived URL] aka an “extended URL”. Thus, the extended URL
http://web.archive.org/web/19970126045828/http://www.archive.org/ would be the
URL for the record of the Internet Archive home page HTML file
(http://www.archive.org/) archived on January 26, 1997 at 4:58 a.m. and 28
seconds (1997/01/26 at 04:58:28). The date indicated by an extended URL applies
to a preserved instance of a file for a given URL, but not necessarily to any other
files linked therein. Thus, in the case of a page constituted by a primary HTML file
and other separate files (e.g., files with images, audio, multimedia, design
elements, or other embedded content) linked within that primary HTML file, the
primary HTML file and the other files will each have their own respective extended
URLs and may not have been archived on the same dates.

Attached hereto as Exhibit A are true and accurate copies of screenshots of the
Internet Archive's records of the archived files for the URLs and the dates specified
in the attached coversheet of each printout.
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Attached hereto as Exhibit B are true and accurate copies of the Internet Archive's
records of the archived files for the URLs and the dates specified in the attached

coversheet of each file.

I declare under penalty of perjury that the foregoing is true and correct.

12/12/2022

Please see attached
All Purpose
Jurat form
for additional
Notary Events

Netheriel Frenk-White

Nathaniel E Frank-White
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JURAT ATTACHMENT

A notary public or other officer completing this certificate verifies only the identity of the individual who signed
the document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that

document.
STATE OF _ Texas }
COUNTY OF __Harris }

The foregoing instrument was subscribed and sworn before me this date of
12/12/2022 , by _ Nathaniel Frank-White

This notarial act was an online notarization.

ANA LAURA SALAZAR URIBE

LECTRONIC NOTARY PUBLIC
STATE OF TEXAS

NOTARY ID: 131757026

COMISSION EXP: OCT 11, 2026

Notary’s Signature

Registration No.: 131757026

Commission Expiration Date: October 11, 2026
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EXHIBIT A
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https://web.archive.org/web/20101117075949/http://rules.emergingthreats.net/blockrules/emerging-
drop.rules
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# More information available at www.emergingthreats.net

#

# Please submit any feedback or ideas to emerging@emergingthreats.net or the emerging-sigs mailing list
#

gk ok sk sk ok s sk sk ok ok sk s ok sk ks ok sk R sk ok s ok sk K R SRR o sk ok sk ok o sk sk K sk R s ok sk sk ok sk ok ok

#

#  1ULLUWLIE LUNIULLLUIS al'e mel.

#

+ TrOm LILS SUTLWAI'E WLLIIUUL SPeECLTLIC priivlr’ witliLlern permrss.iull.

#

# INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
# DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
# SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
# WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE

# USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

#

T UCIISI GLSU LULUSLL-1U UU.UJ.UL LUI

[116.199:128.0/19,121.46.64.0/18,122.202.96.9/19,128.168.9,9/16,128.199.0.0/16,132.232.0.9/16,132.240.0.0/16,134.33.0.0/16,136.228.0.9/16,138.252.9.0/16,138.43.0
.0/16,139.167.0.0/16,14.1.96.0/19,14.102.160.0/19,140.170.0.0/16,143.135.0.0/16,143.49.0.0/16,143.95.0.0/16,148.178.0.0/16,148.248.0.0/16] any <> $HOME_NET any

aici L oLep

[157.226.0.6/16.159.223.0.0/16.167.28.0.0/16.167.97.0.0/16.168.151.0.0/16.170.106.0.0/16.170.120.0.0/16.170.67.0.0/16.170.75.0.0/16.173.225.112.6/20.174.138.144..

$HOME_NET any (msg:"E% DROP Spamhaus DkOP Listed Traffié Inbound"; flégsas; reference:url;www.spamhaus.oFg/drop/drop.laséo; threshold: t&pe limit, track-by_;rc,
seconds 3600, count 1; classtype:misc-attack; sid:2400001; rev:2084;)
alert tcp

T T T T T U R THR IV G U0 S P 0 NN N PR

bv src. seconds 3600. count 1: classtvpe:misc-attack: sid:2400002: rev:2084:)
[193.104.253.0/24,193.104.27.0/24,193.104.34.0/24,193.104.41.0/24,193.104.94.0/24,193.105.0.0/24,193.105.132.0/24,193.105.141.0/24,193.105.154.0/24,193.105.174.0

.234.9/23] any <> $HOME_NEI any (msg:“tl DROP Spamhaus DROP Listed Irattic lnbound”; tlags:S; reterence:url,www.spamhaus.org/drop/drop.lasso; threshold: type
limit, track by_src, seconds 3600, count 1; classtype:misc-attack; sid:2400003; rev:2084;)

alert trn

,194.126.193.0/24,194.126.251.0/24,194.140.229.0/24,194.143.130.0/23,194.146.204.0/22,194.165.4.0/23,194.28.44.0/22,194.8.250.0/23,194.8.74.0/23,195.114.8.0/23]
any <> $HOME_NET any (msg:"ET DROP Spamhaus DROP Listed Traffic Inbound"; flags:S; reference:url,www.spamhaus.org/drop/drop.lasso; threshold: type limit, track
by_src, seconds 3600, count 1; classtype:misc-attack; sid:2400004; rev:2084;)

alert tcp

FAAF A A4A A/AA AAT AAF AT- A/AA AAF AAF AAT AIAA AAT AAF AAA AIAA AAF AAA AFA AIAA AAT ANG AAA AIAA AAF F ArA AIAA AAF T 470 AIAA AAF FA ATIA AlAA AAF A 06 AlAA

by_src, seco;ds 3600, count 1; classtype:misc-attack; sid:24@0005; rev:2084;)

Uy_31 L, 3SLUIIUS JUUU, LUUIIL 1, LLG33LYPS.Hl3L " GULLALR, DLU.L9UUUUU, | SV.LU0T, )

alert tcp

:8/24,204.89.224,0/24,205.235.64.0/20,205.236.189.0/24,206,197,175.0/24,296.197.176.0/24,206,197.177.0/24,206.197.28.9/24,206.197.29.9/24,206.201.48.0/20,207.189
.0.0/19] any <> $HOME_NET any (msg:"ET DROP Spamhaus DROP Listed Traffic Inbound"; flags:S; reference:url,www.spamhaus.org/drop/drop.lasso; threshold: type

alert Tcp
rHa0 226 02 A/90 212 100 172 A/9%0 912 100 202 A/970 712 100 Q& A/997 I21& 219 1097 A/10 21& A7 29 6/90 H21Q 7C 192 A/10 A1 991 117 B/20 AE 1 100 A/2A A C1 101 0/

seconds 3600: count 13 classtype:misc—attack; sid:2400008; rev:zeé4;) -

6.90/20,/9.110.160.9/20,/9.110.1/6.0/20,/9.110.48.9/20,/9.135.128.0/1Y,/9.1/4.0.9/1Y,85.202.160.0/20,85.202.192.9/20,85.255.112.0/20,8b.55.243.9/24] any <>
$HOME_NET any (msg:"ET DROP Spamhaus DROP Listed Traffic Inbound"; flags:S; reference:url,www.spamhaus.org/drop/drop.lasso; threshold: type limit, track by_src,
seconds 3600, count 1; classtype:misc-attack; sid:2400009; rev:2084;)

alert tcp
[91.197.96.0/22,91.198.109.0/24,91.198.127.0/24,91.198.217.0/24,91.199.112.0/24,91.199.123.0/24,91.200.164.0/22,91.200.248.0/22,91.201.124.0/22,91.201.196.0/22,9
1.201.212.0/22,91.201.236.0/22,91.201.4.0/22,91.202.52.0/22,91.203.92.0/22,91.205.40.0/22,91.207.116.0/23,91.208.0.0/24,91.208.162.0/24,91.208.228.0/24] any <>
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seconas 3600, count 1; classtype:misc-attack; sid:2400010; rev:2084;) -
alert tcp
[91.209.48.0/24,91.209.58.0/24,91.210.172.6/22,91.211.224.6/22,91.211.64.0/22,91.211.88.0/22,91.212.107.0/24,91.212.123.0/24,91.212.132.0/24,91.212.163.0/24,91.2

$HUME_NEI any (msg: El DKUP Spamnaus UKUP L1STed IrattlC lnbounda ; tlags:>; retrerence:urli,Wwww.sSpamnaus.org/arop/arop.lasso; Tnresnold: Type 11mlT, Track by_src,
seconds 3600, count 1; classtype:misc-attack; sid:2400011; rev:2084;)

alert tcp
[91.216.122.0/24,91.216.232.0/24,91.216.3.0/24,91.216.73.0/24,91.217.249.0/24,93.120.32.0/19,93.168.18.0/23,93.168.20.0/23,93.168.22.0/23,93.168.24.0/23,93.174.1
64.0/24,93.175.240.0/20,93.188.160.0/21,93.188.162.0/23,94.126.176.0/21,94.130.0.0/15,94.154.0.0/18,94.154.128.0/18,94.154.64.0/18,94.158.240.0/20] any <>
$HOME_NET any (msg:"ET DROP Spamhaus DROP Listed Traffic Inbound"; flags:S; reference:url,www.spamhaus.org/drop/drop.lasso; threshold: type limit, track by_src,
seconds 3660, count 1; classtype:misc-attack; sid:2400012; rev:2084;)

ally <2 PNUFIC_NCI dily (MSE. C1 URUF Spdiilidus URUF LISLEU [1°dl 110 LIUUUIU 5, 1L1dB5.5, 1'€1CIEILE . Ul'l, WAW. SPdilllldus . UI'g/ UI'UpP/ UI'Up . 1dSSU,  LIINESIIULU. Lype LLiill, U'dlK

by_src, seconds 3600, count 1; classtype:misc-attack; sid:2400013; rev:2084;)
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https://web.archive.org/web/20040103041128/http://www.spamhaus.org/xbl/
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https://web.archive.org/web/20130112044607/http:/rules.emergingthreats.net/
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https://web.archive.org/web/20120106080052/http://doc.emergingthreats.net/
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https://web.archive.org/web/20040627074240/http://www.bleedingsnort.com/
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Current Bleeding Snort Ruleset:
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https://web.archive.org/web/20041230024004/http:/www.bleedingsnort.com/
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https://web.archive.org/web/20110430194135/https:/support.sourcefire.com/

| PR2023-01353 Page 00020



| PR2023-01353 Page 00021



https://web.archive.org/web/19970605071155/https://www.w3.org/Protocols/HTTP/AsImplemented.htmi
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https://web.archive.org/web/20070206005843/https://tools.ietf.org/html/rfc765
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