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ABSTRACT

A decentralized property system and method allow owner-

ship

rights to be transferred directly from one party to

another without requiring a central authority to operate or
secure the system. Digital signatures provide a method to
issue and transfer titles (“bitmarks™) within the system.
Using a blockchain algorithm, distributed consensus on
asset ownership can be achieved.
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SYSTEM AND METHOD FOR
DECENTRALIZED TITLE RECORDATION
AND AUTHENTICATION

RELATED APPLICATIONS

[0001] This application claims the benefit of the priority of
U.S. Provisional Application No. 62/143,771, filed Apr. 6,
2015, and U.S. Provisional Application No. 62/195,238,
filed Jul. 21, 2015, each of which is incorporated herein by
reference in its entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to a system and
method for recording and transferring ownership of property
and more particularly to a decentralized system that does not
require a centralized authority.

BACKGROUND OF THE INVENTION

[0003] One of the most important things a formal property
system does is transform assets from a less accessible state
to a more accessible state, so that ownership can be easily
communicated and assembled within a broader network.
Converting an asset into a property requires a complex
system to record and organize the socially and economically
useful attributes of ownership. The act of embodying an
asset in a property title and recording it in a public ledger
facilitates a consensus among actors as to how assets should
be held, used, and exchanged. Except in periods of political
instability, government and institutionally-run property sys-
tems provide trust and unlock significant value. Digitizing
these records promises to increase efficiency and lower costs
but leaves the system highly vulnerable to fraud and data
loss.

[0004] For physical assets, ownership and the transfer
thereof have traditionally been established through a central
authority. For example, registration of rights in real property
is recorded in a governmental office; registration of rights in
a vehicle is processed through a department of motor
vehicles. Even ownership of less-than tangible assets such as
patents, trademarks and copyrights, can be recorded in a
government office.

[0005] Forgery has been a serious issue in business mar-
keting. Counterfeiting of manufactured goods is a world-
wide problem, with recent studies estimating that 8% of the
world’s total GDP is now generated by the manufacturing
and sales of counterfeit products. Many classes of counter-
feit goods create substantial risks to public health including
counterfeit pharmaceutical drugs, auto parts, pesticides, and
children’s toys. In addition, counterfeit computer chips,
aerospace parts, and identification documents present sig-
nificant risks to national security. Valuable items such as
works of art, official documents, and luxury goods often
require certain procedures or even expert verification of an
item’s authenticity. Many different approaches have been
tried to uniquely identify and authenticate objects, including
labeling and tagging strategies using serial numbers, bar
codes, holographic labels, RFID tags, and hidden patterns
using security inks or special fibers. All of these methods can
be duplicated or tampered with, and many add a substantial
extra cost to the production of the goods sought to be
protected. Physical labels and tags can also be easily lost,
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modified, or stolen. As a result, performing material authen-
tication for practical applications can be a very challenging
problem.

[0006] The U.S. FBI has labeled counterfeiting as the
“Crime of the 21st Century.” In general, over $650 billion in
global sales are lost to counterfeit goods annually. Counter-
feiting costs U.S. businesses $200-250 billion annually. 92%
of Fortune 500 companies are affected by counterfeiting.
World Customs Organization and International Chamber of
Commerce estimates that roughly 7-8% of world trade every
year is in counterfeit goods. Counterfeiting impacts nearly
every market and nearly every consumer, regardless of age,
residence, or wealth. Counterfeit products include pharma-
ceuticals, where fake drugs have caused injury and death,
information technology (IT) and electronics, including fake
batteries, vehicle parts—both automotive and airplane, food,
beverages and other consumables, e.g., tobacco and other
agricultural products, consumer goods, including toys,
clothing and accessories, furniture, fabrics, building mate-
rials, to name just a few. Even the defense technologies has
been hit with counterfeit microchips.

[0007] Authentication alone is not enough to stop coun-
terfeiting. Counterfeiters use a variety of strategies, includ-
ing diverting unfinished products from factories that make
authentic goods and adding their own counterfeit brand
identifiers such as labels and tags. Counterfeit items can
enter the supply chain at any point, including at the original
manufacturing facility, at the shipper, in distribution, or in
retail stores. Unless the manufacturer or supplier can iden-
tify exactly where and when the item entered the supply
chain, identifying and eliminating the counterfeit goods can
be almost impossible.

[0008] A desirable solution would be something akin to
biometric methods for human identification and verification.
Such a process would identify distinctive patterns or key
features that could be used to uniquely authenticate an item.
Once such patterns are extracted, together with proper
hashing or encryption techniques, the resulting features can
be compact yet non-replicable, thereby securing the authen-
tication process without requiring additional human verifi-
cation.

[0009] A number of solutions for object fingerprinting
have been proposed. See, e.g., J. D. Buchanan, et al.,
“Forgery: “Fingerprinting” documents and packaging”,
Nature 436, 475 (28 Jul. 2005); W. Clarkson, et al., “Fin-
gerprinting Blank Paper Using Commodity Scanners”, Proc.
IEEE Symposium on Security and Privacy, May 2009, pp.
301-314; A. Sharma, et al., “Paperspeckle: microscopic
fingerprinting of paper”, Proc. 18” ACM Conf. Comput.
Comm. Secur., pp. 99-110, 2011. The work described in
these papers is generally directed to extracting and encoding
the surface texture of objects. In addition, physical proper-
ties like textural randomness are further taken into consid-
eration when encoding their extracted features. Neverthe-
less, the above solutions generally rely on sophisticated
machinery settings or require precise alignment, making it
impractical for widespread adoption. Accordingly, the need
remains for a system and method for performing object
authentication that is affordable and accessible to everyone
from sophisticated art dealers to the average consumer.

[0010] Different approaches have been undertaken to pro-
vide solutions to the proliferation of counterfeit goods. One
such example is Microsoft’s RF-DNA project, which uses a
technologically sophisticated certificate of authenticity
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(COA), an anti-counterfeiting device whose “signature” is
difficult to copy but easy and convenient to authenticate. The
proposed COA is a digitally signed physical object of fixed
dimensions that has a random unique structure. Key among
its requirements is that the COA be inexpensive to make and
authenticate, but prohibitively expensive to replicate. Using
radio-frequency electromagnetic “fingerprints” of dielectric
and conductive resonators in the near-field is the techno-
logical basis of the proposed COA. DuPont™ offers its
Izon® anti-counterfeiting technology, which uses a visual
3D hologram-based security system with an embedded
image for labeling products.

[0011] Existing systems require centralized administration
and sourcing of the security devices, which can limit acces-
sibility for creation of records as well as for obtaining
information about the record. Furthermore, when multiple
administrative entities are available, and multiple standards
are used for creation and retention of records, anyone
seeking information about a particular item would need to
know which standard is being used and would need to have
decoding capability for every available standard.

[0012] Attempts to address the challenges to documenting
ownership of digital assets, and the transfer of digital rights,
i.e., digital rights management, or “DRM”, have taken many
different approaches. As described in U.S. Pat. No. 9,064,
276, Amazon Technologies, Inc. describes a system that
generates application-specific digital stores to allow end
users to conduct transactions with other parties to buy, sell
or trade content items (games, music, e-books, movies, etc.)
associated with the application. The system relies on a
centralized content management system through which
time-limited authorization tokens are associated with the
items to be transferred. If the tokens are not redeemed within
the specified time period, no record of transfer is created in
the central database.

[0013] Blockchain systems are global state systems
wherein the global state is stored across a distributed number
of devices. Examples are networks such as Bitcoin, Ripple,
Namecoin, among others. A combination of public/private
key cryptography and hash chains provides a mechanism to
store arbitrary secure states as a single ledger—the block-
chain—held at all distributed nodes. Nodes update their
local state based on “proof of work” hashing algorithms
applied to the system as a whole. These systems provide a
secure mechanism for establishing shared common ground
across many devices.

[0014] Berlin-based Ascribe provides a digital copyright
and verification system that employs a cryptographic hash of
the digital artwork that is recorded in a Bitcoin blockchain.
Ascribe’s approach, described in International Patent Pub-
lication No. WO 2015/024129, uses a hash of the artwork to
generate an identifier that is a Bitcoin address. Transfers of
the artwork are represented by Bitcoin transactions. Thus,
the system is dependent on a specific crypto-currency stan-
dard and would not be compatible with other crypto-cur-
rencies. Further, the reliance on Bitcoin’s elliptic curve
cryptography results in a hash that is only 160 bits (first
hash: SHA256; second hash: RIPEMD-160), which has
been predicted to be vulnerable to hackers once quantum
computers are available. Other companies, including Proof
of Existence and Blocksign, among others, provide systems
for hashing documents into the Bitcoin blockchain, gener-
ating a certificate of the existence of the document, akin to
a notary service, allowing it to be verified later. As with
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Ascribe, employment of the Bitcoin blockchain limits the
system to a single crypto-currency standard.

[0015] EverLedger records thousands of diamonds and
their unique characteristics into the Bitcoin blockchain in an
attempt to prevent fraud. Application to other high value
luxury items whose provenance would otherwise be depen-
dent on paper certificates is contemplated. At least for
diamonds, inspection by an authorized laboratory is required
to ensure consistency in the “fingerprint” for each stone.
Such methods use the bitcoin script op code OP_RETURN.
There is considerable developer concern regarding such
approaches—storing arbitrary data in the blockchain widely
considered a “bad idea”. It is less costly and more efficient
to store non-currency data elsewhere.

[0016] The need remains for a system that is widely
available for virtually all potential users and is not depen-
dent of any specific crypto-currency system or hashing
method.

SUMMARY OF THE INVENTION

[0017] In an exemplary embodiment, a decentralized
property system and method are provided to allow owner-
ship rights to be transferred directly from one party to
another without requiring a central authority to operate or
secure the system. Digital signatures provide a method to
issue and transfer titles (“bitmarks™) within the system.
Using a blockchain algorithm, distributed consensus on who
owns what can be achieved. Digital assets can be uniquely
identified by digital fingerprints using cryptographically-
safe hash functions. Fingerprints computed from images of
the asset may be used in a method to uniquely identify
physical assets. In some embodiments, the unique identifier
used for a physical asset may be a physical unclonable
function, or “PUF.” Title transfers are verifiable and create
an unforgeable chain-of-ownership (“provenance”).

[0018] Digital signatures and other methods like finger-
printing provide a method to issue and transfer titles (“bit-
marks”) using a blockchain algorithm similar to, but with
significant differences from, that used for Bitcoin (see,
Satoshi Nakamoto, “Bitcoin: A Peer-to-peer Electronic Cash
System”, available on the World Wide Web at bitcoin.org,
incorporated herein by reference. A unified ledger that is
independent of any crypto-currency is created. An Asset
Record that includes specific attributes describing the prop-
erty is created to digitally represent the asset. An Issue
Record is then created to represent instances of the property
linking to a specific Asset Record. A Transfer Record is
created to record each ownership changes. The Transfer
Records are chained together and the root is chained to the
Issue Record, which is chained to the Asset Record. The
bitmark is the chain of all records, which are stored in a
bitmark blockchain. No crypto-currencies are generated
during blockchain construction, nor are crypto-currencies
used to represent transfers of ownership. Because the bit-
mark blockchain is independent of any particular crypto-
currency system, hash functions from any secure hash
algorithm family may be used, including SHA-2 and SHA-3.
[0019] Each Bitmark system user has an account that is
associated with a unique number, for example, an Ed25519
public-key (“pubkey”) pair, or other appropriate pubkey
system, which allows the user to sign Issue and Transfer
Records. The owner of the bitmark is identified by their
pubkey. This differs from Bitcoin, which only has one type
of address and signature because the bitmark account can
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support multiple types of signatures, including post-quan-
tum computing algorithms such as SPHINCS.

[0020] In an aspect of the invention, encoded data derived
from images of local regions of a physical object are used to
securely reference (“fingerprint™) physical assets based on
unique surface-level texture patterns, rendering the physical
asset traceable as a digital item. A cryptographically-safe
hash function is used to fingerprint digital assets. The
present invention provides a framework for authenticating
different objects or materials via extracting and matching
their fingerprints. Unlike biometric fingerprinting processes,
which use patterns such as ridge ending and bifurcation
points as the “interest points,” an embodiment of the inven-
tion applies stereo photometric techniques for reconstructing
local image regions of objects that contain the surface
texture information. The interest points of the recovered
image regions can be detected and described by state-of-
the-art computer vision algorithms. Together with dimen-
sion reduction and hashing techniques, the inventive
approach is able to perform object verification using com-
pact image features for virtually any object, including docu-
ments, for practical physical object authentication tasks.
[0021] It should be noted that the techniques described
herein are distinct from “Digital Rights Management”
(DRM). Getting actors to respect the recorded property
rights of others depends on the specific nature of the
property and legal jurisdiction. The inventive system and
method provide means to securely agree upon who owns
what.

[0022] Inone aspect of the invention, a method for record-
ing ownership rights in an asset includes: using a computing
device, generating an asset record having a fingerprint
comprising a hash of a digital representation of the asset, a
public key of a client who generates the asset record, and a
digital signature comprising a private key of the creating
client; using the computing device, communicating with one
or more nodes of a peer-to-peer network to generate an entry
in a public ledger by performing the steps of: generating at
least one issue record comprising a double hash of the
fingerprint, the public key of the creating client, and an
owner signature comprising a hash of the digital signature of
the creating client with the double hashed fingerprint and the
public key of the creating client; and displaying the at least
one issue record on the public ledger. In some embodiments,
the asset is digital property selected from the group consist-
ing of music, video, electronic books, digital photographs,
digital images, and personal data. In another embodiment,
the asset is physical property, and the method further
includes generating a digital fingerprint corresponding to the
physical property using a local image of a region of interest
on a surface of the physical property. The local image may
be a photometric stereo image from which the computing
device identifies local interest points within the photometric
stereo image using a keypoint detector; and encodes the
local interest points as a binary string using a binary descrip-
tor; wherein the binary string comprises the digital repre-
sentation of the asset.

[0023] The method may further include generating a first
transfer record for recording a transfer of the asset to a new
owner, wherein the transfer record comprises a double hash
of a complete issue record for the asset and a public key of
the new owner, wherein the transfer record is digitally
signed by the owner signature; using a blockchain algorithm
to generate a distributed consensus of ownership of the asset
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associated with the owner signature to validate the first
transfer record; and if the first transfer record is validated,
displaying the transfer record on the public ledger; and if the
first transfer record is not validated, rejecting the transfer
record. In some embodiments, the method may further
include, after the step of generating the first transfer record:
displaying at the user interface a payment request; and
determining whether a user payment has been remitted
before proceeding with the step of executing. The method
may further include generating a subsequent transfer record
for recording a transfer from a prior owner to a subsequent
new owner, wherein the subsequent transfer record com-
prises a double hash of a prior transfer record, and a public
key of the subsequent new owner, wherein the subsequent
transfer record is digitally signed by the prior owner. In
some embodiments, the method may further include, after
the step of generating the subsequent transfer record: dis-
playing at the user interface a payment request; and deter-
mining whether a user payment has been remitted before
proceeding with the step of executing. In embodiments in
which the at least one issue record comprises multiple issue
records, each issue record includes a different nonce and is
associated with a separate blockchain.

[0024] In another aspect of the invention, a system for
recording ownership rights in an asset includes: a client
computing device configured for generating an asset record
having a fingerprint comprising a hash of a digital repre-
sentation of the asset, a public key of a client who generates
the asset record, and a digital signature comprising a private
key of the creating client; a peer-to-peer network in com-
munication with the client computing device to generate an
entry in a public ledger by performing the steps of: gener-
ating at least one issue record comprising a double hash of
the fingerprint, the public key of the creating client, and an
owner signature comprising a hash of the digital signature of
the creating client with the double hashed fingerprint and the
public key of the creating client; and displaying the at least
one issue record on the public ledger. The asset may be
digital property selected from the group consisting of music,
video, electronic books, digital photographs, digital images,
and personal data. Alternatively, the asset may be physical
property, where the client computing device is further in
communication with a photometric stereo device configured
for generating a digital fingerprint corresponding to the
physical property using a local image of a region of interest
on a surface of the physical property. The photometric stereo
device is configured for identifying local interest points
within the photometric stereo image using a keypoint detec-
tor; and encoding the local interest points as a binary string
using a binary descriptor; wherein the binary string com-
prises the digital representation of the asset. The client
computing device and the at least one node of the peer-to-
peer network may be further configured for communicating
for generating a first transfer record for recording a transfer
of the asset to a new owner, wherein the transfer record
comprises a double hash of a complete issue record for the
asset and a public key of the new owner, wherein the transfer
record is digitally signed by the owner signature; using a
blockchain algorithm to generate a distributed consensus of
ownership of the asset associated with the owner signature
to validate the first transfer record; and if the first transfer
record is validated, displaying the transfer record on the
public ledger; and if the first transfer record is not validated,
rejecting the transfer record. In some embodiments, the
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system may further comprise causing the at least one client
computing device and at least one node to communicate,
after the step of generating the subsequent transfer record,
for displaying at the user interface a payment request; and
determining whether a user payment has been remitted
before proceeding with the step of executing.

[0025] The system may further comprise at least one
second client computing device in communication with the
peer-to-peer network for generating a subsequent transfer
record for recording a transfer from a prior owner to a
subsequent new owner, wherein the subsequent transfer
record comprises a double hash of a prior transfer record,
and a public key of the subsequent new owner, wherein
system may further comprise causing the at least one second
client computing device to, after generating the subsequent
transfer record, display at the user interface a payment
request; and determine whether a user payment has been
remitted before proceeding with the step of executing.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a block diagram of the inventive system.
[0027] FIG. 2 is a block diagram of an embodiment of the
system showing multiple transfer records.

[0028] FIG. 3Ais a block diagram of an initial transaction
to create an Asset Record.

[0029] FIG. 3B is a block diagram of transactions in which
bitmarks are created based on the Asset Record of FIG. 3A.

[0030] FIG. 3C is a block diagram of transactions within
two bitmarks.
[0031] FIG. 3D is a block diagram showing issuance of an

additional bitmark based on the original Asset Record of
FIG. 3A.

[0032] FIG. 4 is a diagram of an exemplary user interface
(UD) for a sample bitmark record.

[0033] FIG. 5 is a diagram of an exemplary Ul for
transferring a bitmark.

[0034] FIG. 6 is a diagram of an exemplary Ul after
completion of the transfer of FIG. 5.

[0035] FIG. 7Ais a diagrammatic view of an embodiment
of a device for use in generating encoded fingerprints for
physical assets; FIG. 7B illustrates a sample use of the
device.

[0036] FIG. 8 is a block diagram showing the steps for
creating an encoded fingerprint for a physical asset.

[0037] FIGS. 9A-9C provide a comparison of score dis-
tributions achieved using an embodiment of the photometric
stereo approach to physical object fingerprinting (FIG. 9A)
and a baseline approach (FIG. 9B); FIG. 9C compares the
ROC curves for each approach.

[0038] FIG. 10 is a diagram of an exemplary network
environment for implementation of an embodiment of the
inventive system.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

[0039] For purposes of description of embodiments of the
invention, the following definitions will apply:

[0040] “Account” means a public-private key pair that is
used to identify property registration and ownership within
the Bitmark system. The account identifier (ID), also
referred to as a “public account number”, or “Bitmark
Account”, is the public key. A single user may have multiple
accounts within the Bitmark System. The account is an
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encoding form for a public key, i.e., an “account” in the
Bitmark system. An account contains different information
about the key. In an exemplary embodiment, the encoding
form is a base58-encoding form.

[0041] “Asset record” means the blockchain data structure
that immutably records the registration for a new property
within the Bitmark system.

[0042] “bitmark” means a digital title that secures owner-
ship to a specific physical or digital property within the
Bitmark system. Transferring a bitmark from one owner to
another transfers ownership of the specified property. A
bitmark is represented in the blockchain via a chain of
bitmark transfer records and the root issue record.

[0043] “Bitmark Transfer Record”, or “BTR”, means the
blockchain data structure that represents a bitmark title.
[0044] “Issuance” means the process of creating new
bitmarks for a digital property. Issuance is only applicable
for digital properties and effectively creates more copies that
can be owned within the Bitmark system. New bitmark
issuances can only be made by the most recent registration
transfer record owner.

[0045] “Key import format”, or “KIF”, means the encod-
ing (base-58 or other) of a private key and some algorithm
and checksum objects. A KIF may be used to import a
bitmark account back to the client.

[0046] “Owner” means any user of the Bitmark system
who holds the private key to at least one account. A Bitmark
system user is said to “own a bitmark™ is he or she holds the
private key that corresponds with the owner public key field
in the latest bitmark transfer record in the bitmark’s chain of
ownership.

[0047] “Passphrase” means the complex password used to
access a user’s keystore. While the Bitmark Account iden-
tifies which synced keystore belongs to a user for local
download, the passphrase allows the user to decrypt the local
keystore and access the private keys for each of their
accounts. Both a Bitmark Account ID and a passphrase are
required to log in to the Bitmark client app. The passphrase
is also required anytime a secure transaction is initiated
within the client.

[0048] “Property” means a unique digital presentation
(hash) of a physical or digital item. The property hash is
generated during the registration prices for a new property.
As part of the registration record, the property hash is
permanent and immutable.

[0049] “Registrant” means the bitmark account used to
create a registration for a new property, the asset record, in
the Bitmark system. More specifically, the account’s public
key is immutably recorded in the asset record’s “registrant”
field, and the account’s private key is used to sign the asset
record. For physical properties, the registrant is also the
owner of the initial bitmark transfer record. For digital
properties, the registrant is the owner of the initial registra-
tion transfer record.

[0050] “Registration” means the process of adding a new
physical or digital property to the bitmark blockchain.
Registration permanently binds a property to a registration
record within the blockchain. A registration is created by a
registrant and is recorded in the blockchain as a registration
record. The registration record serves as the base element for
a property’s entire bitmark chain.

[0051] “Registration transfer record”, or “RTR”, means
the blockchain data structure that represents the current
owner of a property registration. RTRs exist only for digital
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properties. Ownership of a registration transfer record grants
bitmark issuance capability to the owner. The only technical
difference between a registration transfer record and a bit-
mark transfer record is the type of property.

[0052] “Transaction” means any of the three main bitmark
processes: registration, transfer, and issuance.

[0053] “Transfer” means a change of ownership from one
Bitmark account to another. A transfer may apply to either
a BTR or a RTR. A transfer transaction creates either a new
BTR or RTR that is signed with the old owner’s private key
and assigned to the new user’s public key. A chain of transfer
records constitutes a registration, or bitmark’s chain-of-
ownership, within the bitmark blockchain.

[0054] According to embodiments of the present inven-
tion, a decentralized property system and method allow
ownership rights to be transferred directly from one party to
another without requiring a central authority to operate or
secure the system, and without reliance on an existing
crypto-currency system. Digital signatures provide a method
to issue and transfer titles (“bitmarks™) within the system.
Using a blockchain algorithm, distributed consensus on who
owns an asset can be achieved, in a manner similar to that
used for Bitcoin and other crypto-currencies. Digital assets
can be uniquely identified using cryptographically-safe hash
functions. Fingerprints derived from local images of the
physical asset can be used to uniquely identify the physical
asset. Title transfers are verifiable and create an unforgeable
chain-of-ownership (“provenance”).

[0055] In one aspect of the invention, encoded data
derived from images of local regions of the surface of a
physical object are used to securely reference (“fingerprint™)
physical assets based on unique surface-level texture pat-
terns. A cryptographically-safe hash function is used to
fingerprint digital assets. Scarcity of digital properties is
possible and can accommodate the conceptual and legal
frameworks of the physical world.

[0056] To begin use of the Bitmark system, a user, or
“client”, first needs to create an account. The client may logs
onto the Bitmark system using a web-based application
stored or accessed using a desktop or other personal com-
puting device, or using a mobile device with a “Bitmark
App”. For purposes of the description of the Bitmark sys-
tem, such devices will be referred to generally as “comput-
ing devices.” A set-up wizard guides the user through the
steps of creating a new account. First, an account number is
assigned. In an exemplary embodiment, a unique 50 char-
acter Bitmark account number is used to identify the user
and his or her properties (assets) within the Bitmark system.
The account number is the identifier that the client gives to
other Bitmark users to transfer bitmarks into the client’s
account. The account number will remain accessible on the
computing device from the client’s settings page.

[0057] The next step in creating a Bitmark account
involves generating and storing the client’s private key,
which also occurs on the client’s computing device, i.e., not
at the Bitmark system server (the “bitmarkd server”). In an
exemplary embodiment the private key is a 54 character
string that is used to access the client’s account and control
the assets for which bitmarks have been created. The Bit-
mark account is then generated from the client’s private key.
In addition to controlling the client’s assets, the private key
provides means for the Bitmark software to recover the
account in the event the client’s computing device is lost or
damaged. Because the bitmarkd server does not generate or
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store the private key, the set-up wizard instructs the user to
save the private key in a safe place, separate from the
computing device, then instructs the user to enter the private
key for verification. After verification of the private key, the
user is instructed to enter a passcode that can be used, when
using the same computing device, as a shortcut for entering
the user’s private key. Once the passcode is entered and
verified, the Bitmark software initializes the new account
corresponding to the user’s account number. The user is now
ready to begin recording of his or her assets in the Bitmark
system.

[0058] Referring to FIG. 1, a bitmark 100 is defined as a
digitally signed chain consisting of a single Issue Record
102 and one or more Transfer Records 104, which may be
either a BTR or RTR. An Asset Record 106 contains
metadata for a physical or digital asset as well as the unique
asset fingerprint used to identify it within the Bitmark
system. Hach Asset Record 106 includes the following
fields: a “fingerprint” 108, which is a hash of a digital
representation of a physical object or digital file; a registrant
109, which is a public key (ED255194) of the registrant; (3)
a “name” 110, a short UTF-8 identifier; (4) a “description”
111—identifying UTF-8 text; and (5) a “signature” 112, a
hash of fields 108-111 signed by registrant’s private key.
[0059] An Issue Record 102 creates a new bitmark from
an Asset Record 106. Issue Records 102 include the follow-
ing fields: “Assetlndex” 113, a double SHA-512 hash (64
bytes) of the corresponding Asset Record 106°s fingerprint
108 value. The Assetlndex 113 serves as a unique identifier
for the Asset Record 106 and will be identical across all
Issue Records 102 for the same Asset Record 106. The Asset
Record Fingerprint 108 is hashed twice as a means for
guaranteeing a consistent size regardless of the original size
of the Fingerprint value. Also included in the Issue Record
102 is the Owner pubkey 114. In some embodiments, Owner
pubkey 114 is a public key (ED25519) of the user who
created the issuance. As will be apparent to those in the art,
other public keys, such as Ed25519+SPHINCS, may be
used. When a new issuance occurs, the Issue Record 102 is
automatically owned by the issuer. A Nonce 115 is an
unsigned integer that serves as a unique number to distin-
guish multiple issuances of the same asset. The Issue Record
102 also includes a Signature 116, which is a hash of fields
113-115 signed by the issuer’s private key.

[0060] A bitmark technically requires only an Issue
Record 102. Transfer Records are not required. A bitmark
without any Transfer Records simply belongs to the original
bitmark issuer. If the bitmark issuer never transfers the
bitmark to another owner, the bitmark’s chain-of-ownership
will never grow beyond the initial Issue Record.

[0061] A Transfer Record 104 transfers ownership of a
bitmark and includes the following fields: A Link 117, which
is a double SHA-256 hash (32 bytes) of the entire previous
record (including signature 116), which indicates the previ-
ous record in a bitmark’s chain-of-ownership. The previous
record may be either an Issue Record 102 or another
Transfer Record 104. The previous record is hashed twice as
a means for guaranteeing a consistent size regardless of the
original size of the previous record. Also included in the
Transfer Record 104 is the Owner pubkey 118, the public
key (ED25519) of the bitmark transfer recipient, and the
Previous Owner’s Signature 120, a hash of fields 117 and
118, signed using the private key of the previous record’s
owner 120.
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[0062] A Transfer Record 104 has both a Reference Chain
connection 107 and a Signature Chain connection 103. The
value of Link 117 corresponds to Reference Chain connec-
tion 107, which is a double SHA-256 hash of the entire
preceding record. The Link 117 is what points to the
preceding record in the bitmark chain. The Signature Chain
connection 103 to the previous record (issue or transfer)
requires the owner of the previous record to digitally sign the
subsequent Transfer Record 104 using his or her private key.
[0063] One practical implication of the distinction
between the Reference Chain 107 and the Signature Chain
103 is that there is no digital signature connection between
an Asset Record 106 and Issue Records 103 connected to
that Asset Record. The public key owner specified in the
Registrant field 109 of the Asset Record only signs the Asset
Record 106 itself and is not required to sign any subsequent
Issue Records. This means that any user can issue new
bitmarks for an asset since an Issue Record is self-signed by
the user who issues it, not by the original asset registrar. By
contract, Transfer Records must be signed using the private
key of the previous record’s owner. Since the bitmark’s
current owner is the only user who is authorized to transfer
the bitmark to another user, the Signature Chain provides
cryptographic proof of the transfer authorization.

[0064] The bitmark’s current owner (the rightmost record
in the chain) is verified by checking the digital signatures in
the chain. Whereas a Transfer Record’s Link field 117
establishes a Reference Chain 107 to the previous record, the
Transfer Record’s Signature value determines whether the
Transfer Record 104 is actually valid. If a Transfer Record’s
digital signature matches the public key of the previous
record’s Owner, the Transfer Record is considered valid and
is recorded in the blockchain. If not, the invalid Transfer
Record is rejected from the blockchain. The original Asset
Record 106 is verified by validating its reference Fingerprint
108 against the actual object. The system protects against
other invalid transactions (e.g., double-transfers) through a
distributed timestamp server.

[0065] Still referring to FIG. 1, the Reference Chain 105
connection means that the Issue Record’s AssetIndex 113
points back to the corresponding Asset Record’s Fingerprint
value 108. This is distinct from the Signature Chain 103 that
connects the Previous Owner’s Signature 120 to the Owner
pubkey 114. This connection requires the private key sig-
nature of the owner of the immediate prior record in the
chain.

[0066] Asset Records 106 are self-signed. Thus, any user
can issue new bitmarks for an asset, as shown in FIG. 2. In
this case, “Eva” and “Gina”, the Owner pubkeys shown in
the right-most Transfer Records 124D and 124G, are both
current owners (since they hold the last transfer records in
their respective bitmark chains (also referred to simply as
“bitmarks™) 200A and 200B). Conflicting ownership claims
stemming from bitmarks that point to the same asset yet
have different issuing signatures must be settled externally
by property rights enforcers. As an immutable, enduring
history of all property transactions, bitmarks 200A and 2008
will serve as evidence.

Example 1

Sample Digital Asset Data Structure

[0067] The following example illustrates the transactions
occurring according to a basic data model of the Bitmark
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system. The example, which is provided for illustrative
purposes only, consists of one asset, three bitmarks for the
asset, and twelve different bitmark users.

[0068] Referring to FIG. 3A, the example begins with
transaction #1 in which user #1, “Amanda”, registering a
new asset in the Bitmark system by creating a new Asset
Record 150. For purposes of this example, the asset is
Amanda’s new self-published suspense e-book entitled
“Things Fell Apart”. While it might be possible for Amanda
to use the entire e-book for creating a fingerprint, she may
choose only to generate a unique description of the book,
e.g., something as simple as the title, her name, and date of
publication, or select recognizable excerpts of the book, e.g.,
selected pages. By accessing a bitmark Issuance User Inter-
face (“UI”), Amanda’s selected digital file is copied, e.g.,
dragged and dropped, or selected by browsing the user’s
files, and loaded via the Ul into the Bitmark system to hash
the file to compute the asset’s unique Fingerprint. The user
interface may display an animation such as a clock, hour-
glass or rotating wheel while the Fingerprint is generated.
Once the fingerprint has been computed, a push notification
may be sent. If the Fingerprint value does not already exist
in the Bitmark system, a new Asset Record 150 is created.
If the Fingerprint value already exists within the Bitmark
system, Amanda would instead presented with the option to
issue new bitmarks for the asset, however, these would be
considered additional, new assets.

[0069] The Registrant (second) field of the Asset Record
150 displays Amanda’s public key (her name, indicated in
bold font). The Asset Record is also signed using Amanda’s
private key. Thus, the Asset Record is “self-signed” by the
person who registers the new asset.

[0070] No bitmarks are actually generated in this first
transaction. Bitmarks will not be created until issuances are
made during the two transactions (#2 and #3) shown in FIG.
3B. In transactions #2 and #3, Amanda issues two new
bitmarks for the asset that she registered in the first trans-
action. These two new bitmarks 152 and 154 are created via
two new Issue Records 160 and 162.

[0071] Since both new Issue Records 160 and 162 refer-
ence the same Asset Record 150 created in transaction #1,
the Asset Record’s Fingerprint value is hashed twice using
the SHA-512 algorithm and stored in both of the new Issue
Records’ Assetlndex property. The value for the Owner
fields of both Issue Record is Amanda’s public key (“O:
Amanda”) because the Issue Records are automatically
owned by the user who created the issuances. The Nonce
(“N”) fields of the Issue Records contain nonce counter
values, e.g., “N: 1” and “N: 2” to ensure that each Issue
Record for the same asset is unique. The each Issue Record
160 and 162 is signed at the bottom using Amanda’s private
key. As with Asset Records, Issue Records are always
self-signed using the private key of the user who created the
Issue Record. Any user can create Issue Records for an asset.
There is no digital Signature Chain between the Asset
Records and their corresponding Issue Records. The only
connection between Issue Records 160, 162 and their cor-
responding Asset Records 150 is the Reference Chain 158
established by each Issue Record’s Asset Index property. At
this point, Amanda owns bitmarks 152 and 154.

[0072] FIG. 3C illustrates transactions #4 through #7 for
bitmarks 152 and 154. In transaction #4, Amanda transfers
(sells, gifts, licenses, assigns, or other manner of property
transfer) bitmark 154 to Brian. The new Transfer Record 172
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lists Brian’s public key as the Owner (“O: Brian”), and
Amanda signs the Transfer Record 172 with her private key
to authorize the transfer, as indicated by Signature Chain
164. Reference Chain 166 includes a double SHA-256 hash
(32B) of the previous record.

[0073] In transaction #5, Amanda transfers bitmark 152 to
Chloe, generating new Transfer Record 170, which identifies
Chloe’s public key and Amanda’s private key along with a
hash of the previous record 160. Transaction #6 records the
transfer of bitmark 152 from Chloe to Dylan in Transfer
Record 180. Since Chloe is now the owner, her private key
is used to authorize the transfer via the Signature Chain
between Transfer Records 170 and 180. In the seventh
transaction, Chloe, the current owner of bitmark 152, trans-
fers the bitmark 152 to Dylan, creating Transfer Record 190.
[0074] Transfer Records always require both a Reference
Chain connection to the previous record and a Signature
Chain connection to the previous record. The Reference
Chain is created by calculating a double SHA-256 hash of
the entire previous record, including the signature, and
storing this hash in the Link field of the Transfer Record. The
Link value tells the Bitmark system which record precedes
a given record in a bitmark chain. Because each record
includes information from the prior record, it will be trace-
able back to the original owner, creating an immutable
provenance.

[0075] While a Transfer Record’s Link field establishes a
Reference Chain to the previous record, the Transfer
Record’s Signature value determines whether the Transfer
Record is valid. If a Transfer Record’s digital signature
matches the previous record’s Owner field (public key), the
Transfer Record represents a valid bitmark transfer, and the
Transfer Record is recorded in the bitmark blockchain.
However, if a Transfer Record’s signature value does not
match the public key of the previous record’s Owner, the
Bitmark system’s validation nodes will designate the Trans-
fer Record “invalid” and will reject the Transfer Record
from inclusion in the bitmark blockchain. In summary, the
Link values create the Reference Chain for a bitmark, while
the Signature values secure the Reference Chain.

[0076] Referring to FIG. 3D, Eddie, who also has certain
rights in the asset. In keeping with the example, we can say
that Eddie is Amanda’s editor, and Amanda gave Freddie a
certain number of copies of the e-Book out of appreciation
for his assistance. Amanda provides Eddie with the Finger-
print that she created in preparation for the first transaction.
Having the Fingerprint allows Eddie to log on to the Bitmark
system and use the Fingerprint to issue a new bitmark 156
by creating Issue Record 164. The new Issue Record is
self-signed by Eddie and the AssetIndex is again a double
SHA-512 hash of the Asset Record’s Fingerprint value. The
Nonce (“N”) fields of this new Issue Record is assigned a
different nonce value (N=3) from the prior Issue Records,
ensuring that each Issue Record for the same asset is unique.
The new issuance by Eddie demonstrates that an Issue
Record’s Signature value need not match the public key of
the Registrant value for the corresponding Asset Record.
Any user can create an Issue Record for an asset, however,
the user will need to have access to the Fingerprint generated
in conjunction with the Asset Record in order for it to be
associated with the original Asset Record.

[0077] The Bitmark system’s user interfaces (“UI”) pro-
vide for a number of different displays and access points. A
user’s Bitmark account is accessible by logging in via a
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personal computer (desktop, laptop, tablet, etc.) connected
to the world wide web by going to the Bitmark website, or
desktop or mobile application, and either: (1) browsing the
user’s device (computer, smart phone, tablet, or other) for a
saved Bitmark Account ID file; (2) scanning a Bitmark
Account ID (which can include scanning the screen of
another device.) In some embodiments, the printed Bitmark
Account ID may be provided as a scannable QR (quick
response) code or other optically-readable code, including
one, two or higher dimensional bar codes, color codes and/or
combinations, hue values, etc. In other embodiments, the
Bitmark Account ID may be the user’s driver’s license
photo, or may be biometrically encoded, e.g., a fingerprint,
hand geometry, retinal or iris patterns, facial features, etc.,
which can be scanned using a smart phone’s camera or other
scanning device, voice patterns entered using the smart
phone’s voice recorder, DNA, or a combination of different
unique biometric characteristics of a user.

[0078] In the event a user has lost his or her Bitmark
Account ID, a third method for logging into the system
involves using a Bitmark Recovery Code. Such codes are
typically provided to new system users when they first
activate an account. If the recovery mode is initiated by
entering the Recovery Code, the user will be prompted to
enter a new Bitmark passphrase to be used to encrypt
Bitmark data and to authorize new Bitmark transactions. The
system will caution the user that their Recovery Code should
not be stored on the device used to access the Bitmark
system. The passphrase should preferably be printed and
stored in a secure location such as a document safe or safety
deposit box. A fourth option if the user’s Bitmark Account
ID is irretrievably lost is to create a new one.

[0079] Once the Bitmark user has access to his or her (or
its, in the case of a business entity) account, the Uls that may
be accessed include the record for a particular Bitmark—the
Bitmark Record Ul. FIG. 4 provides a sample Bitmark
Record 400 based on bitmark 152 from FIG. 3C, which can
be accessed by entering an alphanumeric code correspond-
ing to the Bitmark Account ID, i.e., the user’s private key as
described above or, in some embodiments, scanning a QR
code 402 for bitmark 152. (Note that the QR code is included
in the figures as an illustrative example only.) The Ul
displays the QR code (if used), the title of the asset, a
description 404 of the asset based on information provided
during creation of the corresponding Asset Record 150, and
the current date and time. The names and dates listed in the
Record 400 comprise the “provenance”. Each row 406
represents a transter. The illustrated transfers correspond to
those shown for bitmark 152 in FIG. 3C, with each row
providing a link to the corresponding Account Ul for the
identified user, e.g., Dylan, Chloe, Amanda, with the date
and timestamp when a valid transfer was completed. If the
user is the current owner of the bitmark, in this case, Eva,
clicking on or hovering over the top line will reveal a
“transfer” button” that will take Eva to another page where
the name, account number, or other identifying information
can be entered for the party to whom the transfer is being
made, in this example, Freddie. FIG. 5 illustrates a sample
UT for initiating the transfer.

[0080] In some embodiments of the system, a transaction
fee may be charged for recording each transfer. The trans-
action fee may be covered by a separate Bitcoin or other
cryptocurrency account or by a credit/debit card account. In
one embodiment, a Bitcoin wallet is embedded for each new
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Bitmark account. The same private key used for the Bitmark
account can be used to generate Bitcoin accounts. Techni-
cally, the private key is hashed with another number (a
counter) to create Bitcoin addresses. An HD (hierarchical
deterministic) wallet may be implemented for this purpose.
To select the form of payment for the transaction fee, the
user may select a “Bitcoin” or “Credit/Debit” button on the
page, which will take them to the appropriate screen for
entering their payment information.

[0081] Once the payment has been confirmed, the UI will
move the identity for the transferce (“Freddie”) to the
provenance list, indicating the transfer as “Pending” until
the transfer has been validated. After validation of the
transfer, the Bitmark Record 400, shown in FIG. 6, will
display the provenance with the current owner of the bit-
mark, Freddie, at the top, along with the date and time of the
transfer.

[0082] Additional user interfaces may include a history of
bitmark transactions, i.e., a Transaction Ul, with a list of the
Bitmark transactions that have occurred for a given period of
time, identifying the accounts (users) that initiated the
transaction and the type of transaction that occurred, e.g.,
issuance or transfer, along with the status, e.g., “Pending”,
or, if validated, the date and time. A Navigation Ul may
include a searchable list of properties (assets) recorded
within the Bitmark system. A typical list may include the
title of the asset, the creator of the asset, the Registrant
(person who created the Asset Record), the Issuer (person
who created the Issue Record) and the number of bitmarks
issued for that particular asset. With this capability, a person
interested in acquiring one of the listed properties can click
on the property to access information about the bitmark(s) to
allow them to select among different owners if there are
multiple bitmarks, or to provide a means for contacting a
current owner to inquire into possible purchase of the
property. (An owner may choose to not accept unsolicited
inquiries, in which case the prospective buyer would be
required to seek out another source, if any.)

[0083] An Account Record UL accessible, for example, by
clicking on the Issuer name following a search for a par-
ticular property, may include contact information for the
Issuer, the Bitmark Account IDs and quantity of bitmarks
associated with that Issuer, and the transaction history for
that Issuer, i.e., issuances and pending and completed trans-
fers.

[0084] The preceding example based on a digital asset that
was an e-Book is provided for illustrative purposes only. As
will be apparent to those in the art, the method described
herein is applicable any asset, whether digital or physical.
The digital assets may include, but are not limited to literary
works, photographs, documents, artwork, video games, soft-
ware, music, movies, or any other item that is embodied in
a digital form. Physical assets will be discussed further
below.

Example 2

Personal Data as Digital Assets

[0085] An area of growing interest involves the control of
digital assets associated with a person’s personal data, for
example, photographs, videos, music or writings, which may
be posted on social media or stored in cloud storage files,
data collected by wearable monitoring devices such as
fitness bracelets, activity trackers, heart rate, sleep and other
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health monitors, Internet of Things (IoT) device, among
others, collectively, “Personal Data”. The methods disclosed
herein may be used to generate a bitmark corresponding to
a person’s Personal Data.

[0086] In one embodiment for controlling Personal Data,
a user may incorporate features currently available from
IFTTT (If This Then That) of San Francisco, Calif,, a
web-based service that creates chains of conditional state-
ments called “recipes.” The recipes are triggered based on
changes to various applications, e.g., social media sites such
as Facebook, Gmail, Instagram, Twitter and Pinterest. The
IFTTT recipes trigger an action upon the occurrence of a
particular trigger, for example, the user’s photo being tagged
in a Facebook posting, where the photo corresponds to the
user’s Personal Data. The occurrence of that trigger results
in an action that generates a bitmark for the Personal Data,
creating a Fingerprint, an Asset Record and an Issue Record
for the Personal Data in the same manner as previously
described for management of digital assets, to create an
immutable record of the data, its origin, and its ownership.
In one embodiment, the Bitmark system included an appli-
cation that embeds coding to delete or redact Personal Data
that is copied or otherwise used without authorization. The
encryption and/or creation of a bitmark for the user’s
Personal Data gives the creator/issuer/owner control over
usage of his or her asset (Data), and also provides a tool for
monetization of the asset.

Example 3

Physical Asset Provenance

[0087] A fingerprint that can be hashed to generate an
Asset Record may be created for a physical object by
generating digital data unique to the physical asset. In some
embodiments, the unique identifier used for a physical asset
may be a physical unclonable function, or “PUF.”

[0088] Many existing approaches for tracking physical
objects involve applying a bar code or other encoded label
to the object, which may either be affixed via adhesive or
imprinted, etched or engraved on the object’s surface. The
digital information corresponding to the bar (or other) code
may then be used to create an Asset Record in the Bitmark
system to provide for creation of an immutable chain-of-
title. While this may be practical for common consumer
items, ranging anywhere from inexpensive consumables to
prescription drugs to vehicles and other larger items, it is not
appropriate for works of art, high value, few-of-a-kind
items, collectables, or important original documents of legal
significance, the value of which would be diminished or
destroyed by attaching or imprinting a tracking code on the
object.

[0089] In one embodiment of the Bitmark method, a
photometric stereo method is used to extract surface textural
information for one or more regions of interest (“ROI”) of
the physical asset. One method that may be used for this
purpose is described by R. J. Woodham (“Photometric
method for determining surface orientation from multiple
images”, Optical Engineering, 1980, which is incorporated
herein by reference.) The surface texture may range from
brush strokes in a painting, raised and recessed areas in a
sculpture or carving, weave or grain in canvas or paper, or
any other physical feature that is a permanent element of the
physical asset.
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[0090] In an exemplary embodiment illustrated in FIG.
7A, a photometric stereo device 700 includes plurality of
LEDs 702 spaced uniformly around an annular support 704
that is mounted over a camera lens 706. The lens may be that
of a dedicated camera intended for the specific purpose of
generating digital fingerprints of physical objects, or it may
be the lens 708 of a smart phone camera as shown, e.g., an
iPhone, Android, or other modern smart phone 710 having
high definition photo capability. In one embodiment, four (4)
white light LEDs 702 mounted inside annular support 704 at
0, 90, 180, and 270 degrees in such a way that each LED can
be controlled independently to permit sequential activation
or activation in different combinations. (Note that only three
of the four LEDs 702 are visible in the figure due to the
perspective view. As will be readily apparent, any number of
LEDs may be used as long as multiple angles of illumination
are possible.) The mounting for attachment to the camera/
phone may be a spring clip 716 as shown, a clamp, other
fastener, (either temporary or permanent), or may be a
housing that the smart phone is inserted into to provide
additional stability. For use, the annular support 704 is stably
positioned facing downward toward the object surface above
the ROI. Additional mechanical support may be provided
ensure uniform spacing during a complete illumination/
imaging sequence in which the LEDs are sequentially acti-
vated and images collected for each angle of illumination.
For example, annular support 704 may be configured to have
a broad planar shape on its edge, e.g., a flange-like structure
several centimeters in diameter, enabling it to lie flat on a
surface to support the phone/camera good stability.

[0091] FIG. 7B illustrates a sample set-up for generating
a fingerprint for van Gogh’s famous painting “The Starry
Night” 720. A small ROI 750 is imaged using the photo-
metric stereo device 700 and smart phone 710 by sequen-
tially activating multiple LEDs to illuminate the ROI from
different angles and collect multiple images, which are then
combined to generate a gradient image 754. Sample key-
points 756 shown in the gradient image are discussed below.

[0092] Approaches described in the prior art, for example,
by Sharma, et al. (“Paperspeckle: microscopic fingerprinting
of paper”, Proc. 18” ACM Conf. Comput. Comm. Secur., pp.
99-110, 2011) and Takahashi, et al. (FIBAR: Fingerprint
Imaging by Binary Angular Reflection for Individual Iden-
tification of Metal Parts”, Proc. of Fifth International Con-
ference on Emerging Security Technologies (EST’14), 2014,
pp. 46-51), capture only one image from the ROI. In
contrast, the inventive method’s adoption of stereo photo-
metric techniques produces detailed information about the
surface texture, allowing the extraction of unique finger-
prints for verification.

[0093] FIG. 8 illustrates an exemplary framework for
object fingerprinting according to an embodiment of the
inventive system and method. Once the gradient image,
generated from a combination of images collected by
sequential illumination and image capture of the ROI is
derived, the local interest points (i.e., keypoints 756,
examples shown in FIG. 7B) are identified and described
using a machine vision algorithm such as FAST (E. Rosten
et al. “Faster and better: a machine learning approach to
corner detection”, [EEE Trans. Pattern Analysis and
Machine Intelligence (PAMI °10), 32(1), 105-119, 2010,
incorporated herein by reference) or FREAK (A. Alahi et al.,
“FREAK: Fast Retina Keypoint”, In Proc. of 2012 IEEE
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Conference on Computer Vision and Pattern Recognition
(CVPR’12), Jun. 16-21, 2012, pp. 510-517, incorporated
herein by reference.)

[0094] The use of random projection and locality-sensitive
hashing allows the encoding of the extracted descriptors and
reduction of the feature dimensions. As a result, only com-
pact information will be required to be stored, processed,
and matched. In a particularly preferred embodiment, fewer
than 300 keypoints are obtained for each ROI, while each
descriptor requires only 64 bits. Adding the locations of the
keypoints results in a fingerprint size for the ROI that is only
about 25K bits.

[0095] Referring to FIG. 8, in step 802, for each ROI, four
separate images are taken using with lighting from four
different horizontal and vertical directions (i.e., 0, 90, 180,
and 270 degrees). Using photometric stereo techniques, the
resulting gradient image can be derived to describe the
surface textural information. In step 804, a keypoint detector
such as FAST is applied to the image to identify the local
interest points of the ROI (fewer than 300). Keypoints can
include distinctive features such as corners, edges, possibly
scratches and imperfections, etc. A binary descriptor is then
applied to the local interest points to describe the region
around each keypoint as a feature vector. Binary descriptors,
as are known in the field of computer vision, are used to
capture and encode image information as a binary string.
These descriptors can be computed very quickly and provide
for application of metrics such as Hamming distance with
XOR operation for verification, making it computationally
efficient. A number of different binary descriptors are pub-
licly available, including BRIEF, ORB, BRISK, and
FREAK. For purposes of the exemplary embodiment, each
of the local interest points was described in step 806 using
a FREAK descriptor.

[0096] In step 808, a random projection is applied on each
descriptor with locality-sensitive hashing to reduce each
descriptor to a 64-bit binary string. The collection of the
binary strings for all descriptors (810) and the keypoint
location (812) forms a set of unique minutiae that represents
an object’s fingerprint. These fingerprints may be saved in a
gallery maintained by the object’s owner for use in later
authentication of the object. Preferably, the fingerprint will
be used to create an Asset Record for creation of a Bitmark
chain through which provenance may be established. For
authentication of the object at some later time by a prospec-
tive purchaser, the fingerprint generated for a query image of
the object obtained using the photometric stereo device
described above, e.g., in step 802, can be compared against
the fingerprint in the Bitmark chain.

[0097] To evaluate the performance of the verification
process, ten different art paper samples of the same material
were used. For each paper type, in addition to unmodified
paper, two different tampering processes, rubbing and soak-
ing, were performed before acquiring a gradient image to
make the verification task more practical yet difficult. The
rubbing process involves vigorously rubbing the paper with
an eraser, whereas the soaking process involves soaking the
paper in water for an hour.

[0098] For each condition (untampered, rubbed, and
soaked) of each paper sample, two gradient images were
captured separated by a time interval. Thus, a total of
10x3x2=60 samples were available for verification testing.
This results in 360 genuine pairs corresponding to different
tampering conditions of the same piece of art paper, while
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3240 imposter pairs can be obtained. To compare against the
performance of existing methods, the baseline method was
considered using only a single photographic (non-gradient)
image for the ROI, with the use of the same descriptors for
matching.

[0099] FIGS. 9A and 9B show the matching score distri-
butions for the genuine and imposter pairs using the pho-
tometric stereo and baseline approaches, respectively. As
indicated, the inventive approach was able to distinguish
between genuine and imposter pairs, while the baseline
approach failed to do so. FIG. 9C compares the ROC curves
(i.e., true positive rate (TPR) vs. false alarm rate (FAR)),
confirming the effectiveness of the photometric stereo
approach. It is worth noting that, the inventive approach
does not require precise alignment when extracting the
object fingerprints. This is due to the use of robust keypoint
descriptors. Another advantage is that, with LSH techniques
noted above, the size of the encoded fingerprints is only
about 25K bits. As a result, the inventive framework is not
only applicable for offline verification tests, but also pre-
vents possible forgery of the object of interest using encoded
fingerprints.

[0100] The creation of a fingerprint

Example 4

Network Functionality

[0101] The following discussion assumes familiarity with
Nakamoto blockchains. Background information is publicly
available on the World Wide Web at Bitcoin wiki, which is
incorporated herein by reference.

[0102] FIG. 10 illustrates the high-level functionality of
the Bitmark system, which creates and processes transac-
tions through the Bitmark peer-to-peer (“P2P”) network
310. Bitmark client 200, which includes software for execut-
ing the client user interface (UI), uses a widely-used remote
procedure call (RPC) protocol 210, e.g., JSON-RPC, to
connect to a port server of Bitmark node 304, referred to as
“bitmarkd,” to send out transactions. The Bitmark client 200
handles key generation and storage, while the bitmarkd
server acts as a JSON-RPC listener for client transaction
submission, blockchain generation and signature verifica-
tion. The Bitmark system uses a custom P2P binary protocol
for blockchain and transaction broadcasting. Full Bitmark
node 306 includes a JSON-RPC listener for administration
commands and a Stratum protocol listener 316 for miners
310. Data is stored in LevelDB database 312.

[0103] The client 200 connects to bitmarkd’s RPC port
304 and sends the transaction as a JSON-RPC request 210.
The bitmarkd server verifies the signature of the transaction.
As previously described, Asset Records and Issue Records
are self-signed, whereas Transfer Records must be signed by
the previous owner. Invalid signatures and incorrectly linked
records are rejected. Valid transactions are pooled as unpaid
items and broadcast to other servers in the peer-to-peer
network.

[0104] For each unpaid transaction, the bitmarkd server
will return a transaction ID and an array of payment pairs,
e.g., currency names and payment addresses, which the
network will accept as payment for mining the transaction
(the “fee”.) Provisions may be made to pay for multiple
transactions in a single payment by including multiple-
outputs and scaling the required fees. Using the transaction
information provided by the bitmarkd server, the client
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completes a payment transaction and sends it to bitmarkd for
verification and relay. In another embodiment, the client
may pay directly, and the bitmarkd server will monitor all
currencies it supports to determine whether payment has
been made. Servers can wait for a fixed period of time, e.g.,
up to one hour, for payment to be received before expiring
the record. Once payment is confirmed, the record(s) can be
mined.

[0105] Still referring to FIG. 10, Bitmark’s blockchain has
a structure similar to the Bitcoin blockchain. In one embodi-
ment, the Bitmark and Bitcoin blockchains may share the
same proof-of-work algorithm. In other embodiments, the
Bitmark blockchain may use a different algorithm. Regard-
less of the use of shared technology, the Bitmark system
establishes its own blockchain, independent of Bitcoin or
other cryptocurrency, so there is no limitation that Bitcoin be
used as the associated crypto-currency for transactions. The
following description of interaction with the Bitcoin system
is provided as one of the possible mechanisms for transfer-
ring payments and is not intended to suggest that the
Bitmark system is dependent on the Bitcoin cryptocurrency
system.

[0106] Following the Bitcoin model, mining is performed
is to ensure that all participants have a consistent view of the
Bitmark data. Because Bitmark is a distributed peer-to-peer
system, there is no central database to keep track of who
owns Bitmarks. Instead, the log of all transactions is dis-
tributed across the peer-to-peer network. Outstanding Bit-
mark transactions are mined into a block of transactions to
make them official. Conflicting or invalid transactions aren’t
allowed into a block, so the problem of duplicate transfers
is avoided.

[0107] The mining process itself is external to the bit-
markd server and uses the Stratum mining protocol, as is
known in the art. The bitmarkd server creates a dummy
Bitcoin header with an embedded record hash enabling
existing mining software (e.g., cgminer (Con Kolivas, “A
multi-threaded multi-pool FPGA and ASIC miner for bit-
coin”) to mine Bitmark blocks as if they were Bitcoin
blocks. The server accumulates available transactions into a
list and computes a partial Merkle tree of transaction digests.
(This partial Merkle tree lacks a coinbase digest.) A check is
made for issue records to ensure that an asset record will be
included before the issue record (i.e., the related asset either
has been mined in a previous block or is known to the
bitmarkd).

[0108] A partial coinbase containing a block number, a
64-bit timestamp, and a payment address is created and is
submitted along with the partial Merkle tree to the Stratum
server 316. Miners 310 connect to the Stratum ports to
receive this data. If a miner is successful, it will return the
nonce values it found. Bitmarkd will then create the full
header and coinbase along with the full Merkle tree and
verify that the digest is within the current difficulty and
higher than the current block number. Blocks that meet both
conditions are incorporated into the current blockchain.

[0109] A Bitmark coinbase is compatible with a Bitcoin
coinbase and contains one input and one or more outputs.
The input script contains a series of push data operations,
which are listed below. The input and output scripts cause
the coinbase not to function as a real Bitcoin transaction
since the scripts consist of OP_RETURN operations.
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[0110] The data stored in the input and output transactions
are listed in Table 1:
TABLE 1
Data Description
Input
Block Number - 2..8 bytes, little-endian (up to 64 bits)
Timestamp - 4..8 bytes, little-endian (UTC Unix time in
seconds up to 64 bits) Payment
Extra Nonce - 8..16 bytes, for Stratum server and miner to
use The data stored in each output includes
Currency Name and Payment Address
Output

Currency Name - 0..16 bytes, lowercase ASCII currency

name (e.g.: “bit- coin”

Payment Address - 0..64 bytes, ASCII address of miner to
receive payment (e.g.: Base58 Bitcoin
address) [each output stores a pair of these to
allow for multiple currency support]
[0111] When a bitmarkd server receives additional trans-

actions, it will periodically assign new work to the miner and
submit it to the Stratum server. A correctly solved Bitmark
block will have all of its transactions set to a mined state,
thus removing them from the available pool. The Stratum
server is then reset and continues to work with the remaining
available transactions.

[0112] Mining will be suspended and the server will go
into recovery mode until the pools of available transactions
have been fully reconstructed if any of the following con-
ditions occurs:

[0113] 1. anew block is created with a number higher than
the current blockchain;

[0114] 2. the server was offline for a time (or just missed
some blocks);

[0115] 3. the blockchain forks

[0116] The server recovers by determining the highest

available block from neighbors and then fetches blocks in
reverse order, overriding any older blocks until its block-
chain is consistent with neighboring blockchains.

[0117] Once all blocks have been received and their cor-
responding transactions have been set to “mined”, mining
can resume. The fetching of any missing transactions can be
a background process and would not affect current mining.

[0118] It is possible to verify the current owner of any
bitmark within the system without running a full network
node. Servers internally maintain a table of the current
owners for each bitmark and thus can verify ownership
requests from clients with an easy lookup query.

[0119] There are vulnerabilities to this method. Among
other concerns, this method is only reliable if honest nodes
control the network. Therefore, actors that frequently trans-
fer or receive bitmarks should run their own full nodes.
Running full local nodes is also better for independent
security and faster verification.

[0120] The incentive to mine is funded with transaction
fees—payable in currencies such as Bitcoin or other cryp-
tocurrency—and also helps prevent abuse of the system. The
transaction fee is the difference between the output value of
a payment transaction and its input value.

[0121] By necessity, the system announces all transactions
publicly. Privacy can still be maintained by keeping public
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keys anonymous. As an additional precaution, a new key
pair can be used for each transaction to prevent linking back
10 a common owner.

[0122] Owners may wish to reveal their identity within the
system. Institutions such as museums often want their hold-
ings known. A public key infrastructure (PKI) can be used
by clients to verify that a particular public key belongs to a
certain entity.

[0123] Money presupposes property, except in the case
where a decentralized system is desired. Under existing
approaches, to avoid reliance on centralized system, one
requires peer-to-peer money before it becomes possible to
transfer property without a central authority. On the other
hand, it is not necessarily desirable to be limited to the use
of a specific peer-to-peer crypto-currency system when
seeking to transfer property. Clearly, not all parties who
might be interested in buying or selling property wish to be
limited to a single form of payment.

[0124] The method and system described herein provide a
trust-free method to build a global property system that is
enforced by protocol and employs a Nakamoto blockchain
to create unforgeable provenance. The architecture shares
key technical aspects with Bitcoin to enable decentralized
payment and leverage mining resources, while remaining
independent of Bitcoin or other crypto-currency systems
[0125] Bitmarks provide transparency through digital sig-
natures in a way that is internationally-verifiable, yet locally
enforceable. Because the system does not distinguish
between properties (physical or digital) or owners (indi-
vidual, institution, or machine), ownership can be extended
far beyond the limits of current property systems.

[0126] While the foregoing written description contains
many specifics, these should not be construed as limitations
on the scope of the invention or of what may be claimed, but
rather as descriptions of features specific to particular
embodiments or examples of the invention. Certain features
that are described in this specification in the context of
separate embodiments or examples can also be implemented
in combination in a single embodiment. Conversely, various
features that are described in the context of a single embodi-
ment can also be implemented in multiple embodiments
separately or in any suitable sub-combination. Moreover,
although features may be described above as acting in
certain combinations and even initially claimed as such, one
or more features from a claimed combination can in some
cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or varia-
tion of a sub-combination.

1. A method for recording ownership rights in an asset, the
method comprising:
using a computing device having a user interface, gener-
ating an asset record having a fingerprint comprising a
hash of'a digital representation of the asset, a public key
of a client who generates the asset record, and a digital
signature comprising a private key of the creating
client;
using the computing device, communicating with one or
more nodes of a peer-to-peer network to generate an
entry in a public ledger by performing the steps of:
generating at least one issue record comprising a
double hash of the fingerprint, the public key of the
creating client, and an owner signature comprising a
hash of the digital signature of the creating client
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with the double hashed fingerprint and the public key
of the creating client; and

displaying the at least one issue record on the public
ledger.

2. The method of claim 1, wherein the asset is digital
property.

3. The method of claim 2, wherein the digital property is
selected from the group consisting of music, video, elec-
tronic books, digital photographs, digital images, and per-
sonal data.

3. The method of claim 1, wherein the asset is physical
property, and further comprising generating a digital finger-
print corresponding to the physical property using a local
image of a region of interest on a surface of the physical
property.

4. The method of claim 3, wherein the local image is a
photometric stereo image.

5. The method of claim 4, further comprising using the
computing device for:

identifying local interest points within the photometric

stereo image using a keypoint detector; and

encoding the local interest points as a binary string using

a binary descriptor;
wherein the binary string comprises the digital representa-
tion of the asset.

6. The method of claim 1, further comprising:

generating a first transfer record for recording a transfer of

the asset to a new owner, wherein the transfer record
comprises a double hash of a complete issue record for
the asset and a public key of the new owner, wherein
the transfer record is digitally signed by the owner
signature;

communicating the first transfer record to the one or more

nodes of the peer-to-peer network;

executing within the one or more nodes a blockchain

algorithm to generate a distributed consensus of own-
ership of the asset associated with the owner signature
to validate the first transfer record; and

if the first transfer record is validated, displaying the

transfer record on the public ledger; and

if the first transfer record is not validated, rejecting the

transfer record.

7. The method of claim 6, further comprising, after the
step of generating the first transfer record:

displaying at the user interface a payment request;

determining whether a user payment has been remitted

before proceeding with the step of executing.
8. The method of claim 5, wherein the double hash of the
complete issue record comprises a SHA-256 hash to gener-
ate a 32 byte Link.
9. The method of claim 5, further comprising:
generating a subsequent transfer record for recording a
transfer from a prior owner to a subsequent new owner,
wherein the subsequent transfer record comprises a
double hash of a prior transfer record, and a public key
of the subsequent new owner, wherein the subsequent
transfer record is digitally signed by the prior owner;

communicating the subsequent transfer record to the one
or more nodes of the peer-to-peer network;

executing within the one or more nodes a blockchain

algorithm to generate a distributed consensus of own-
ership of the asset associated with the owner signature
to validate the subsequent transfer record; and
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if the subsequent transfer record is validated, displaying
the subsequent transfer record on the public ledger; and

if the subsequent transfer record is not validated, rejecting
the subsequent transfer record.

10. The method of claim 9, further comprising, after the

step of generating the subsequent transfer record:
displaying at the user interface a payment request; and
determining whether a user payment has been remitted
before proceeding with the step of executing.
11. The method of claim 1, wherein the at least one issue
record comprises multiple issue records, and wherein each
issue record includes a different nonce.
12. The method of claim 11, wherein each issue record is
associated with a separate blockchain.
13. The method of claim 1, wherein the double hash of the
fingerprint comprises a SHA-512 hash to generate a 64 byte
AssetRecord.
14. The method of claim 1, wherein the computing device
is a desktop or laptop computer connected to the web, or a
mobile device.
15. A system for recording ownership rights in an asset,
the system comprising:
a client computing device configured for generating an
asset record having a fingerprint comprising a hash of
a digital representation of the asset, a public key of a
client who generates the asset record, and a digital
signature comprising a private key of the creating
client, the client computing device having a user inter-
face;
a peer-to-peer network comprising one or more nodes in
communication with the client computing device to
generate an entry in a public ledger by performing the
steps of:
generating at least one issue record comprising a
double hash of the fingerprint, the public key of the
creating client, and an owner signature comprising a
hash of the digital signature of the creating client
with the double hashed fingerprint and the public key
of the creating client; and

displaying the at least one issue record on the public
ledger.

16. The system of claim 15, wherein the asset is digital
property.

17. The system of claim 16, wherein the digital property
is selected from the group consisting of music, video,
electronic books, digital photographs, digital images, and
personal data.

18. The system of claim 15, wherein the asset is physical
property, and wherein the client computing device is further
in communication with a photometric stereo device config-
ured for generating a digital fingerprint corresponding to the
physical property using a local image of a region of interest
on a surface of the physical property.

19. The system of claim 18, wherein the photometric
stereo device is configured for:

identifying local interest points within the photometric
stereo image using a keypoint detector; and

encoding the local interest points as a binary string using
a binary descriptor;

wherein the binary string comprises the digital represen-
tation of the asset.

20. The system of claim 15, wherein the client computing

device and the peer-to-peer network are further configured
for communicating for:
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generating a first transfer record for recording a transfer of
the asset to a new owner, wherein the transfer record
comprises a double hash of a complete issue record for
the asset and a public key of the new owner, wherein
the transfer record is digitally signed by the owner
signature;
using a blockchain algorithm to generate a distributed
consensus of ownership of the asset associated with the
owner signature to validate the first transfer record; and

if the first transfer record is validated, displaying the
transfer record on the public ledger; and

if the first transfer record is not validated, rejecting the

transfer record.

21. The system of claim 20, wherein the client computing
device and the peer-to-peer network are further configured
for, after generating the first transfer record:

displaying at the user interface a payment request; and

determining whether a user payment has been remitted

before proceeding to the step of executing.

22. The system of claim 21, wherein the double hash of
the complete issue record comprises a SHA-256 hash to
generate a 32 byte Link.

23. The system of claim 21, further comprising:

at least one second client computing device in commu-

nication with the at least one node of the peer-to-peer
network for generating a subsequent transfer record for
recording a transfer from a prior owner to a subsequent
new owner, wherein the subsequent transfer record
comprises a double hash of a prior transfer record, and
a public key of the subsequent new owner, wherein the
subsequent transfer record is digitally signed by the
prior owner;

13
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wherein the at least one second client computing device
and the peer-to-peer network are further configured for:

communicating the subsequent transfer record to the one
or more nodes of the peer-to-peer network;

executing within the one or more nodes a blockchain

algorithm to generate a distributed consensus of own-
ership of the asset associated with the owner signature
to validate the subsequent transfer record; and

if the subsequent transfer record is validated, displaying

the subsequent transfer record on the public ledger; and
if the subsequent transfer record is not validated, rejecting
the subsequent transfer record.

24. The system of claim 23, wherein the client computing
device and the peer-to-peer network are further configured
for, after generating the subsequent transfer record:

displaying at the user interface a payment request; and

determining whether a user payment has been remitted
before proceeding to the step of executing.

25. The system of claim 23, wherein the at least one
second client computing device is a desktop or laptop
computer connected to the web, or a mobile device.

26. The system of claim 15, wherein the at least one issue
record comprises multiple issue records, and wherein each
issue record includes a different nonce.

27. The system of claim 26, wherein each issue record is
associated with a separate blockchain.

28. The system of claim 15, wherein the double hash of
the fingerprint comprises a SHA-512 hash to generate a 64
byte AssetRecord.

29. The system of claim 15, wherein the client computing
device is a desktop or laptop computer connected to the web,
or a mobile device.
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