From: Bob Hansen

To: Trials

Cc: beutermoser@kslaw.com; mikaela.stone@kslaw.com; Russell Blythe; Scott B. Amankwatia; Matthew Anderson

Subject: Joint Email Regarding Petitioner’s Request for Leave to File Appendices Missing from Dr. Yee"s Declaration
(Exhibit 1015) in IPR2023-01389

Date: Tuesday, January 23, 2024 4:47:32 PM

Attachments:

CAUTION: This email has originated from a source outside of USPTO. PLEASE CONSIDER THE SOURCE before
responding, clicking on links, or opening attachments.

Dear Honorable Board,

Pursuant to the Board's request, this email is submitted jointly by Petitioner, Trend Micro, Inc., and
Patent Owner, Open Text Inc., to present our respective positions regarding Petitioner’s request for
leave to file exhibits EX1016-EX1024 (attached for information) providing the appendices missing
from Dr. Yee's Declaration (Exhibit 1015) in reply to Patent Owner's Preliminary Response in
IPR2023-01389.

On January 18, 2024, Petitioner submitted to Counsel for Patent Owner all documents subject to
Petitioner’s request. The parties conferred via a telephonic call today, January 23, 2024. Petitioner
maintains its request to file exhibits providing the appendices referred to in but missing from Exhibit
1015. Patent Owner opposes Petitioner’s request for leave to file the missing appendices and has
further objections to the cited prior art in view of the documents involved in Petitioner’s request.

Petitioner's Position (Trend Micro, Inc.):

Petitioner believes entering into the record Appendices 1006A-1006C, 1007A-1007D, A, and B cited
in Exhibit 1015 is crucial to provide the Board and Patent Owner with the documentary evidence
necessary to evaluate the public accessibility of the Hoglund and Garfinkel prior art. Petitioner
asserts that failure to include the appendices in Exhibit 1015 was an inadvertent error. Petitioner
believes that if the Board grants Petitioner’s request, Patent Owner would have a sufficient
opportunity to challenge the evidence in the appendices in a sur-reply for consideration by the
Board in deciding on institution. Further, if the Board institutes IPR, including the missing
appendices in the records would provide Patent Owner with the evidence to conduct discovery and
rely on in challenging the prior art in the formal Patent Owners Response. Petitioner does not object
to Patent Owner’s request to file a 6-page sur-reply.

Patent Owner's Position (Open Text, Inc.):

Patent Owner opposes Petitioner’s request and maintains its objection to the prior art because the
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A Virtual Machine Introspection Based Architecture for Intrusion Detection

Tal Garfinkel

Mendel Rosenblum

{talg,mendel}@cs.stanford.edu
Computer Science Department, Stanford University

Abstract

Today’s architectures for intrusion detection force the
IDS designer to make a difficult choice. If the IDS re-
sides on the host, it has an excellent view of what is hap-
pening in that host’s software, but is highly susceptible to
attack. On the other hand, if the IDS resides in the net-
work, it is more resistant to attack, but has a poor view of
what is happening inside the host, making it more suscep-
tible to evasion. In this paper we present an architecture
that retains the visibility of a host-based IDS, but pulls the
IDS outside of the host for greater attack resistance. We
achieve this through the use of a virtual machine monitor.
Using this approach allows us to isolate the IDS from the
monitored host but still retain excellent visibility into the
host’s state. The VMM also offers us the unique ability
to completely mediate interactions between the host soft-
ware and the underlying hardware. We present a detailed
study of our architecture, including Livewire, a prototype
implementation. We demonstrate Livewire by implement-
ing a suite of simple intrusion detection policies and using
them to detect real attacks.

1 Introduction

Widespread study and deployment of intrusion detec-
tion systems has led to the development of increasingly
sophisticated approaches to defeating them. Intrusion de-
tection systems are defeated either through attack or eva-
sion. Evading an IDS is achieved by disguising malicious
activity so that the IDS fails to recognize it, while attack-
ing an IDS involves tampering with the IDS or compo-
nents it trusts to prevent it from detecting or reporting ma-
licious activity.

Countering these two approaches to defeating intrusion
detection has produced conflicting requirements. On one
hand, directly inspecting the state of monitored systems
provides better visibility. Visibility makes evasion more
difficult by increasing the range of analyzable events , de-
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creasing the risk of having an incorrect view of system
state, and reducing the number of unmonitored avenues
of attack. On the other hand, increasing the visibility of
the target system to the IDS frequently comes at the cost
of weaker isolation between the IDS and attacker. This
increases the risk of a direct attack on the IDS. Nowhere
is this trade-off more evident than when comparing the
dominant IDS architectures: network-based intrusion de-
tection systems (NIDS) that offer high attack resistance
at the cost of visibility, and host-based intrusion detection
systems (HIDS) that offer high visibility but sacrifice at-
tack resistance.

In this paper we present a new architecture for building
intrusion detection systems that provides good visibility
into the state of the monitored host, while still providing
strong isolation for the IDS, thus lending significant resis-
tance to both evasion and attack.

Our approach leverages virtual machine monitor
(VMM) technology. This mechanism allows us to pull
our IDS “outside” of the host it is monitoring, into a com-
pletely different hardware protection domain, providing a
high-confidence barrier between the IDS and an attacker’s
malicious code. The VMM also provides the ability to
directly inspect the hardware state of the virtual machine
that a monitored host is running on. Consequently, we
can retain the visibility benefits provided by a host-based
intrusion detection system. Finally, the VMM provides
the ability to interpose at the architecture interface of the
monitored host, yielding even better visibility than nor-
mal OS-level mechanisms by enabling monitoring of both
hardware and software level events. This ability to inter-
pose at the hardware interface also allows us to mediate in-
teractions between the hardware and the host software, al-
lowing to us to perform both intrusion detection and hard-
ware access control. As we will discuss later, this addi-
tional control over the hardware lends our system further
attack resistance.

An IDS running outside of a virtual machine only
has access to hardware-level state (e.g. physical memory
pages and registers) and events (e.g. interrupts and mem-
ory accesses), generally not the level of abstraction where
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we want to reason about IDS policies. We address this
problem by using our knowledge of the operating sys-
tem structures inside the virtual machine to interpret these
events in OS-level semantics. This allows us to write our
IDS policies as high-level statements about entities in the
OS, and thus retain the simplicity of a normal HIDS policy
model.

We call this approach of inspecting a virtual machine
from the outside for the purpose of analyzing the software
running inside it virtual machine introspection (VMI). In
this paper we will provide a detailed examination of a
VMI-based architecture for intrusion detection. A key part
of our discussion is the presentation of Livewire, a proto-
type VMI-based intrusion detection system that we have
built and evaluated against a variety of real world attacks.
Using Livewire, we demonstrate that this architecture is
a practical and effective means of implementing intrusion
detection policies.

In Section 2 we motivate our work with a comparison of
its strengths and weaknesses to other intrusion detection
architectures. Section 3 discusses virtual machine moni-
tors, how they work, their security, and the criteria they
must fulfill in order to support our VMI IDS architecture.
Section 4 describes our architecture for a VMI-based in-
trusion detection systems and the design of Livewire, a
prototype VMI-based IDS that implements this architec-
ture. Section 5 describes the implementation of our proto-
type, while Section 6 describes sample intrusion detection
policies we implemented with our prototype. Section 7
describes our results applying Livewire and our sample
policies to detecting a selection of real world attacks. In
section 8 we explore some potential attacks on our archi-
tecture, and in Section 9 we discuss some related work not
touched on earlier in the paper. We present directions for
future work in 10. Section 11 presents our conclusions.

2 Motivation

Intrusion detection systems attempt to detect and report
whether a host has been compromised by monitoring the
host’s observable properties, such as internal state, state
transitions (events), and I/O activity. An architecture that
allows more properties to be observed offers better visi-
bility to the IDS. This allows an IDS’s policy to consider
more aspects of normative host behavior, making it more
difficult for a malicious party to mimic normal host be-
havior and evade the IDS.

A host-based intrusion detection system offers a high
degree of visibility as it is integrated into the host it is
monitoring, either as an application, or as part of the OS.
The excellent visibility afforded by host-based architec-
tures has led to the development of a variety of effective
techniques for detecting the influence of an attacker, from
complex system call trace analysis [19, 26, 50, 52], to in-
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tegrity checking [22] and log file analysis, to the esoteric
methods employed by commercial anti-virus tools.

A VMI IDS directly observes hardware state and events
and uses this information to extrapolate the software state
of the host. This offers visibility comparable to that of-
fered by an HIDS. Directly observing hardware state of-
fers a more robust view of the system than that obtained
by an HIDS, which traditionally relies on the integrity of
the operating system. This view from below provided by a
VMI-based IDS allows it to maintain some visibility even
in the face of OS compromise.

Network-based intrusion detection systems offer signif-
icantly poorer visibility. They cannot monitor internal
host state or events, all the information they have must be
gleaned from network traffic to and from the host. Limited
visibility gives the attacker more room to maneuver out-
side the view of the IDS. An attacker can also purposefully
craft their network traffic to make it difficult or impossi-
ble to infer its impact on a host [35]. The NIDS has in its
favor that, like a VMI-based IDS, it retains visibility even
if the host has been compromised.

VMI and network-based intrusion detection systems are
strongly isolated from the host they are monitoring. This
gives them a high degree of attack resistance and allows
them to continue observing and reporting with integrity
even if the host has been corrupted. This property has
tremendous value for forensics and secure logging [10].
In contrast, a host-based IDS will often be compromised
along with the host OS because of the lack of isolation be-
tween the two. Once the HIDS is compromised, it is easily
blinded and may even start to report misleading data, or
provide the adversary with access to additional resources
to leverage for their attack.

Host-based intrusion detection tools frequently operate
at user level. These systems are quite susceptible to attack
through a variety of techniques [18, 2] once an attacker
has gained privileged access to a system. Some systems
have sought to make user-level IDSes more attack resis-
tant through “stealth,” i.e. by hiding the IDS using tech-
niques similar to those used by attackers to hide their ex-
ploits, such as hiding IDS processes by modifying kernel
structures and masking the presence of IDS files through
the use of steganography and encryption [36]. Current
systems that rely on these techniques can be easily de-
feated.

Some intrusion detection tools have addressed this
problem by moving the IDS into the kernel [54, 47, 24].
This approach offers some resilience in the face of a com-
promise, but is not a panacea. Many OSes offer inter-
faces for direct kernel memory access from user level. If
these interfaces are not disabled, kernel code is no safer
from tampering by a privileged user than normal user-
level code. On Linux systems, for example, user code can
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modify the kernel through loadable kernel modules [34],
/dev/kmem, [42,40] and direct writes from I/O devices.
Disabling these interfaces results in a loss of functional-
ity, such as the inability to run programs, such as X11,
that rely on them. We must also contend with the issue of
exploitable bugs in the OS, a serious problem in our world
of complex operating systems written in unsafe languages,
where new buffer overflows are discovered with disturb-
ing frequency.

In a host-based IDS, an IDS crash will generally cause
the system to fail open. In a user-level IDS it is impossible
for all system activity to be suspended if the IDS does
crash, since the it relies on the operating system to resume
its operation. If the IDS is only monitoring a particular
application, it may be possible to suspend that application
while the IDS is restarted. A critical fault in a kernel-
based IDS will often similarly fail open. Since the IDS
runs in the same fault domain as the rest of the kernel, this
will often cause the entire system to crash or allow the
attacker to compromise the kernel [46].

Unfortunately, when NIDSes do fall prey to an attack
they often fail open as well. Consider a malfunction in an
NIDS that causes the IDS to crash or become overloaded
due to a large volume of traffic. This will virtually al-
ways cause the system to fail open until such time as the
NIDS restarts [35]. Failing closed in an NIDS is often
not an option as the network connection being monitored
is often shared among many hosts, and thus suspending
connectivity while the IDS restarted would amount to a
considerable denial-of-service risk.

In a VMI-based IDS the host can be trivially suspended
while the IDS restarts in case of a fault, providing an easy
model for fail-safe fault recovery. In addition, because
a VMI IDS offers complete mediation of access to hard-
ware, it can maintain the constraints imposed by the oper-
ating system on hardware access even if the OS has been
compromised, e.g. by disallowing the network card to be
placed into promiscuous mode.

3 VMMs and VMI

The mechanism that facilitates the construction of a
VMI IDS is the virtual machine monitor, the software re-
sponsible for virtualizing the hardware of a single physi-
cal machine and partitioning it into logically separate vir-
tual machines. In this section, we discuss virtual machine
monitors, what they do, how they are implemented and
their level of assurance. We will also discuss the essential
capabilities that a VMM must provide in order to support
our VMI IDS architecture: isolation, inspection, and in-
terposition.
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3.1 Virtual Machine Monitors

A virtual machine monitor (VMM) is a thin layer of
software that runs directly on the hardware of a machine.
The VMM exports a virtual machine abstraction (VM)
that resembles the underlying hardware. This abstraction
models the hardware closely enough that software which
would run on the underlying hardware can also be run in a
virtual machine. VMM s virtualize all hardware resources,
allowing multiple virtual machines to transparently multi-
plex the resources of the physical machine[16]. The op-
erating system running inside of a VM is traditionally re-
ferred to as the guest OS, and applications running on the
guest OS are similarly referred to as guest applications.

Traditionally, the VMM is the only privileged code run-
ning on the system. It is essentially a small operating
system. This style of VMM has been a standard part of
mainframe computers for 30 years, and recently has found
its way onto commodity x86 PCs. Hosted VMMs like
VMware [49, 45] have emerged that run a VMM concur-
rently with a commodity “host OS” such as Windows or
Linux. In this setting, the virtual machine appears as sim-
ply another program running on the host operating system.
Despite a radical difference from the users perspective,
traditional and hosted VMMs differ little in implementa-
tion. In a hosted architecture the VMM merely leverages a
third-party host OS to provide drivers, bootstrapping code,
and other functionality common to VMM s and traditional
operating systems, instead of being forced to implement
all of its functionality from scratch.

VMMs have traditionally been used for logical server
partitioning, and are supported for a wide range of
architectures; for example, the IBM xSeries (x86
servers), pSeries (Unix), zSeries (mainframes), and iS-
eries (AS/400) all have VMMs available. Recently, as
hosted VMMs have appeared on the desktop, they have
begun to find other applications such as cross-platform de-
velopment and testing.

3.2 VMM Implementation

Although the specifics of a VMM’s implementation
are architecture-dependent, VMMs tend to rely on simi-
lar implementation techniques. Among these techniques
is configuring the real machine so that virtual machines
can safely and directly execute using the machine’s CPU
and memory. By doing this, VMMs can efficiently run
software in the virtual machines at speeds close to that
achieved by running them on the bare hardware [45].
VMMs can also fully isolate the software running in a vir-
tual machine from other virtual machines, and from the
virtual machine monitor.

A common way to virtualize the CPU is to run the
VMM in the most privileged mode of the processor, while
running virtual machines in less privileged modes. All
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traps and interrupts that occur while a virtual machine is
running transfer control to the VMM. Attempts by the vir-
tual machines to access privileged operations trap into the
VMM; the VMM emulates privileged operations for the
VM. In this architecture, the VMM can always control the
virtual machine regardless of what the software in the vir-
tual machine does.

Memory is commonly virtualized by keeping a virtual
MMU for each virtual machine that reflects the VM’s
view of its address space. The VMM retains control of
the real MMU, and maps each VM’s physical memory in
such a way that VMs do not share physical memory with
each other, or with the VMM. Through this technique the
VMM is able to create the illusion that each VM has its
own address space that it fully controls. This also allows
the VMM to isolate the VMs from one another and pre-
vents them from accessing the memory of the VMM.

In addition to virtualizing the CPU and memory, the
VMM intercepts all input/output requests from VMs to
virtual devices and maps them to the correct physical I/O
device. For memory-mapped 1/O, the VMM only allows
a virtual machine to see and access the particular I/O de-
vices it is permitted to use.

3.3 VMM Assurance

Our argument for the security of a VMI IDS rests on
the assumption that a VMM is difficult for an attacker to
compromise. We base this assumption on the claim that
a VMM is a simple-enough mechanism that we can rea-
sonably hope to implement it correctly. We have several
reasons for this claim. First, the interface to a VMM is
significantly simpler, more constrained and well specified
than that of a typically modern operating system. While
the VMM is responsible for virtualizing all of the archi-
tecture, many portions, such as virtualization of the CPU,
require little participation on the part of the VMM, since
most instructions are unprivileged. Second, the protection
model of a VMM is significantly simpler than that of a
modern operating system. Everything inside the VMM
is completely unprivileged with respect to the VMM, and
the VMM has only to provide isolation, with no concerns
about providing controlled sharing. Finally, although a
VMM is an operating system, it is significantly simpler
than standard modern operating systems. VMM’s such
as Disco [5] and Denali [53], which have both virtualized
very complex architectures, have been built in on the order
of 30K lines of code. This simplicity is attributable to the
lack of a filesystem, network stack, and often, even a full
fledged virtual memory system.! Some will point out that
the small size and simplicity of a VMM do to its lack of

I"This also applies to hosted VMMs as components such as the net-
work stacks will not be utilized, and need not even be included in the
host OS.
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a filesystem and network stack is misleading, since these
facilities must ultimately be available to perform admin-
istrative functions such as logging and remote administra-
tion. However, this overlooks the fact that these activities
are not part of the core VMM, but run in a completely
different protection domain, typically in an administrative
VM that is strongly isolated both from other VM’s and
from the secure kernel of the VMM. While there is a risk
that this administrative VM(s) could be compromised, the
compartmentalization provided by a VMM does a great
deal to limit the extent of a compromise.

The small size and critical functionality of VMMs has
led to a significant investment in their testing, validation,
etc. Notable projects that have made strong claims for the
security of VMMs include the Vax security monitor [21]
and the NSA with their Nettop [29] system. Nettop also
relies on VMware Workstation for its VMM. Ultimately,
since VMware is a closed-source product, it is impossible
to verify this claim through open review.

34 Leveraging the VMM
Our VMI IDS leverages three properties of VMMs:

Isolation Software running in a virtual machine cannot
access or modify the software running in the VMM
or in a separate VM. Isolation ensures that even if
an intruder has completely subverted the monitored
host, he still cannot tamper with the IDS.

Inspection The VMM has access to all the state of a vir-
tual machine: CPU state (e.g. registers), all memory,
and all I/O device state such as the contents of storage
devices and register state of I/O controllers. Being
able to directly inspect the virtual machine makes it
particularly difficult to evade a VMI IDS since there
is no state in the monitored system that the IDS can-
not see.

Interposition Fundamentally, VMMs need to interpose
on certain virtual machine operations (e.g. executing
privileged instructions). A VMI IDS can leverage
this functionality for its own purposes. For exam-
ple, with only minimal modification to the VMM, a
VMI IDS can be notified if the code running in the
VM attempts to modify a given register.

VMMs offer other properties that are quite useful in a
VMI IDS. For example, VMMs completely encapsulate
the state of a virtual machine in software. This allows us
to easily take a checkpoint of the virtual machine. Using
this capability we can compare the state of a VM under
observation to a suspended VM in a known good state,
easily perform analysis off-line, or capture the entire state
of a compromised machine for forensic purposes.
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4 Design

In this section we present an architecture for a VMI IDS
system (shown in Fig. 1). First, we present the threat
model. Next, we discuss the major components of our
architecture and the design issues associated with these
components. In the next section we will delve into the
particulars of Livewire, a prototype VMI IDS system that
implements this architecture.

4.1 Threat Model

Ideally, the guest OS will not be compromised, as we
make some assumptions about the structure of the guest
OS kernel in order to infer its state. If the guest OS is com-
promised this may result in some loss of visibility assum-
ing the attacker modifies the guest OS in a way that mis-
leads the VMI IDS about the true state of the host. How-
ever, even in this case some visibility will be maintained,
and the VMI IDS will still be able to perform checks that
make fewer assumptions about memory structure (such as
naive signature scans) as well as maintaining access con-
trols on devices, sensitive memory areas, etc.

We assume that the code running inside a monitored
host may be totally malicious. We believe this model is
quite timely as attackers are increasingly masking their ac-
tivities and subverting intrusion detection systems through
tampering with the OS kernel [18], shared libraries, and
applications that are used to report and audit system
state [23] (e.g. tripwire, netstat). We can only as-
sume that if VMI-based IDSes sees wide spread deploy-
ment attackers will attempt to develop similar counter-
measures.

All information that the IDS obtains from the moni-
tored host must be considered “tainted,” that is, containing
potentially misleading or even damaging data (e.g. incor-
rectly formatted data that could induce a buffer overflow).

The VMI IDS may make assumptions about the struc-
ture of the guest OS in order to implement some IDS poli-
cies. This reliance should only imply that if OS structures
are maliciously modified, it may be possible to evade poli-
cies that rely upon those structures, but should not affect
the security of the IDS in any other way.

4.2 The Virtual Machine Monitor

As explained in section 3, the VMM virtualizes the
hardware it runs on and provides the essential properties
of isolation, inspection, and interposition. VMMs provide
isolation by default; however, providing inspection and in-
terposition for a VMI IDS requires some modification of
the VMM. When adding these capabilities there are some
important design trade-offs to consider:

o Adding VMI functionality vs. Maintaining VMM sim-
plicity. We would like to minimize the changes re-
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quired to the VMM in order to support a VMI IDS.
Implementation bugs in the VMM can compromise
its ability to provide secure isolation, and modify-
ing the VMM presents the risk of introducing bugs.
However, adding functionality to the VMM can pro-
vide significant benefits for the VMI IDS system as
well. The ability to efficiently interpose on the MMU
and CPU can allow the VMI IDS to monitor events
that would otherwise be inaccessible. In confronting
this issue in our prototype system, we provided ad-
ditional functionality by leveraging existing VMM
mechanisms. This strategy allowed us to expose a
great deal of functionality to the VMI IDS, while
minimizing changes to the VMM.

e FExpressiveness vs. Efficiency. A VMM can allow a
VMI IDS to monitor many types of machine events.
Some types of events can be monitored with little
or no overhead, while others can exact a signifi-
cant performance penalty. Accessing hardware state
typically does not incur any performance penalty in
the VMM, so efficiently providing this functional-
ity is purely a matter of making state available to
the IDS with minimal copying. Trapping hardware
events, such as interrupts and memory accesses can
be quite costly because of their frequency. In our
prototype system we sought to manage this overhead
by only trapping events that would imply definite
misuse (e.g. modification of sensitive memory that
should never change at runtime). The overhead in-
curred for monitoring a particular type of event heav-
ily depends on the particular VMM one is using.

A final issue to consider is VMM exposure. The VMI
IDS has greater access to the VMM than the code run-
ning in a monitored VM. However, since we grant the IDS
access to the internal state of the VM we are potentially
exposing the IDS, and by transitivity the VMM to attack.
For this reason, it is important to minimize the VMM’s ex-
posure to the IDS. For example, communicating with the
VMM through an IPC mechanism should be preferred to
exporting internal hooks in the VMM and loading the IDS
as a shared library. By isolating the IDS from the VMM,
we reduce the risk of an IDS compromise leading to a
compromise of the VMM. Compromising the IDS should
at worst constitute a denial-of-service attack on the mon-
itored VM. A compromise of the VMM is a catastrophic
failure in a VMI IDS architecture.

4.2.1 The VMM Interface

The VMM must provide an interface for communication
with the VMI IDS. The VMI IDS can send commands to
the VMM over this interface, and the VMM will reply in
turn. In our architecture, commands are of three types:
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Figure 1. A High-Level View of our VMI-Based IDS Architecture: On the right is the virtual machine (VM) that
runs the host being monitored. On the left is the VMI-based IDS with its major components: the OS interface
library that provides an OS-level view of the VM by interpreting the hardware state exported by the VMM, the policy
engine consisting of a common framework for building policies, and policy modules that implement specific intrusion
detection policies. The virtual machine monitor provides a substrate that isolates the IDS from the monitored VM and
allows the IDS to inspect the state of the VM. The VMM also allows the IDS to interpose on interactions between the

guest OS/guest applications and the virtual hardware.

INSPECTION COMMANDS are used to directly examine
VM state such as memory and register contents, and I/O
devices’ flags.

MONITOR COMMANDS are used to sense when certain
machine events occur and request notification through an
event delivery mechanism. For example, it is possible for
a VMI to get notified when a certain range of memory
changes, a privileged register changes, or a device state
change occurs (e.g. Ethernet interface address is changed).

ADMINISTRATIVE COMMANDS allow the VMI IDS to
control the execution of a VM. This interface allows the
VMI IDS to suspend a VM'’s execution, resume a sus-
pended VM, checkpoint the VM, and reboot the VM.
These commands are primarily useful for bootstrapping
the system and for automating response to a compromise.
A VMI IDS is only given administrative control over the
VM that it is monitoring.

The VMM can reply to commands synchronously
(e.g. when the value of a register is queried) or asyn-
chronously (e.g. to notify the VMI IDS that there has been
a change to a portion of memory).

43 The VMI IDS

The VMI IDS is responsible for implementing intrusion
detection policies by analyzing machine state and ma-

chine events through the VMM interface. The VMI IDS
is divided into two parts, the OS interface library and the
policy engine. The OS interface library’s job is to provide
an OS-level view of the virtual machine’s state in order
to facilitate easy policy development and implementation.
The policy engine’s job is purely to execute IDS policies
by using the OS interface library and the VMM interface.

4.3.1 The OS Interface Library

VMMs manage state strictly at the hardware level, but
prefer to reason about intrusion detection in terms of OS-
level semantics. Consider a situation where we want to
detect tampering with our sshd process by periodically
performing integrity checks on its code segment. A VMM
can provide us access to any page of physical memory or
disk block in a virtual machine, but discovering the con-
tents of sshd’s code segment requires answering queries
about machine state in the context of the OS running in
the VM: “where in virtual memory does sshd’s code seg-
ment reside?”, “what part of the code segment is in mem-
ory?”, and “what part is out on disk?”

We need to provide some means of interpreting low-
level machine state from the VMM in terms of the higher-
level OS structures. We would like to write the code to
do this once and provide a common interface to it, instead
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of having to re implement this functionality for each new
policy in our IDS. Our solution must also take into ac-
count variations in OS structure such as differences in OS
versions, configurations, etc.

The OS interface library solves this problem by using
knowledge about the guest OS implementation to interpret
the VM’s machine state, which is exported by the VMM.
The policy engine is provided with an interface for mak-
ing high-level queries about the OS of the monitored host.
The OS interface library must be matched with the guest
OS; different guest OSes will have different OS interface
libraries.

Some examples of the type of queries that the OS inter-
face library facilitates are: “give me a list of all the pro-
cesses currently running on the system,” or “tell me all the
processes which are currently holding raw sockets.” The
OS interface library also facilitates queries at the level of
kernel code, similar to the queries that one might give to
gdb like “show me the contents of virtual memory from
X to y in the context of the login process,” or “display the
contents of task structure for the process with PID 231.”

4.3.2 The Policy Engine

At the heart of any intrusion detection system is the policy
engine. This component interprets system state and events
from the VMM interface and OS interface library, and de-
cides whether or not the system has been compromised.
If the system has been compromised, the policy engine is
responsible for responding in an appropriate manner. For
example, in case of a break-in, the policy engine can sus-
pend or reboot the virtual machine, and report the break-
in. Since the focus of our work has been studying VMI
as a platform for IDS, we have focused on implementing
variations on mainstream HIDS style policies [37] such as
burglar alarms, misuse detectors and integrity checkers. A
policy engine implementing complex anomaly detection
and other, more exotic techniques can also be supported
in this architecture.

5 Implementation

To better understand the implementation difficulties,
performance overhead, usability, and practical effective-
ness of our VMI architecture, we built Livewire, a proto-
type VMI IDS. For our VMM we used a modified ver-
sion of VMware Workstation [49] for Linux x86. Our
OS library was built by modifying Mission Critical’s
crash [30] program. Our policy engine consists of a
framework and modules written in the Python program-
ming language [17]. Each of these components runs in its
own process in Linux, our host OS.
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51 VMM

We used a modified version of VMware Workstation for
Linux to provide us with a virtual machine monitor capa-
ble of running common x86-based operating systems. In
order to support VMI, we added hooks to VMware to al-
low inspection of memory, registers, and device state. We
also added hooks to allow interposition on certain events,
such as interrupts and updates to device and memory state.

The virtual machine monitor supports virtual I/O de-
vices that are capable of doing direct memory access
(DMA). These virtual devices can use DMA to read any
memory location in the virtual machine. We used this vir-
tual DMA capability to support direct physical memory
access in the VMM interface. We accomplished this with
minimal changes to the VMM.

As part of this virtualization process, the VMM shad-
ows the page tables of the physical machine, allowing the
monitor to enforce more restrictive protection of certain
memory pages. An example of how this functionality can
be applied is the copy-on-write page sharing of the Disco
virtual machine monitor [5]. We used this mechanism to
write protect pages and provide notification if the VM at-
tempted to modify a protected page.

Interactions with virtual I/O devices such as Ethernet
interfaces are intercepted by the VMM and mapped actual
hardware devices in the course of normal VMM opera-
tion. We easily added hooks to notify us when the VM
attempted to change this state. Hooks to inspect the state
of virtual devices such as the virtual Ethernet card were
also added.

Adding anything to a VMM is worrisome as it means
changing low-level code that is critical to both the correct-
ness and performance of the system. However, we found
we could support the required interposition and inspection
hooks with only minor changes to VMware by leverag-
ing functionality required to support basic virtualization.
The functionality that we leveraged is common to most
VMMs, thus, we believe that adding interposition support
to other VMM s should be straightforward.

5.2 VMM Interface

The VMM interface provides a channel for the VMI
IDS processes to communicate with the VMware VMM
process. This interface is composed of two parts: first,
a Unix domain socket that allows the VMI IDS to send
commands to, and receive responses and event notifica-
tions from, the VMM and second, a memory-mapped file
that supports efficient access to the physical memory of
the monitored VM.

In Livewire, when an event occurs, the VM’s execution
is suspended until the VMI IDS responds with an admin-
istrative command to continue. We opted for this model
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of event notification as our policies only use monitor com-
mands for notification of definite misuse, which we handle
by halting as a matter of policy. For other policies, such
as monitoring interrupts to do system call pattern-based
anomaly detection [26], an event delivery model where
the VM does not suspend could also be supported.

5.3 OS Interface Library

Our OS interface library was built by modifying the
Linux crash dump examination tool crash [30] to in-
terpret the machine state exported by the VMM inter-
face. The critical intuition here is that in practice there
is very little difference between examining a running ker-
nel through /dev/kmem with a crash dump analysis tool
from within a guest OS, and running the same tool outside
the guest OS. The VMM exports an interface similar to
/dev/kmem that provides access to the monitored host’s
memory in the form of a flat file.

Information about the specifics of the kernel being an-
alyzed (the symbol table, data types, etc.) are all derived
from the debugging information of the kernel binary by
crash or readelf. All other problems related to deal-
ing with differences in kernel versions were dealt with by
crash.

The IDS communicates with the OS interface library
over a full-duplex pipe, using it both to send and receive
their responses. The command set and responses were
simply those exported by crash.

5.4 Policy Engine

The policy engine consists of two pieces: the pol-
icy framework, a common API for writing security poli-
cies, and the policy modules that implement actual secu-
rity policies. The policy engine was built entirely using
Python.

5.4.1 Policy Framework

The policy framework allows the policy implementer to
interact with the major components of the system with
minimal hassle by encapsulating them in simple high level
APIs. The policy framework provides the following inter-
faces:

OS INTERFACE LIBRARY: The OS interface library
presents a simple request/response to the module writer
for sending commands to the OS interface library, and re-
ceiving responses that have been marshaled in native data
formats. Tables containing key-value pairs that provide in-
formation about the current kernel (e.g. the kernel’s sym-
bol table) are also provided.

VMM INTERFACE: The VMM interface provides di-
rect access to the VM'’s physical address space and reg-
ister state. Physical memory space is accessed as a single
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large array. This provides an easy way for the programmer
to search the VM’s memory, or to calculate secure hashes
of portions of memory for performing integrity checks.

Monitor commands are used by registering callbacks
for events that a policy module wants to be notified of,
e.g. a write to a range of memory, or modification of the
NIC’s MAC address. Callbacks can also be registered for
VM-level events, such as the VM rebooting or powering
down. Finally, the VM interface exports administrative
commands that allow policy modules to suspend, restart,
and checkpoint the VM.

LIVEWIRE FRONT END: The front end code is respon-
sible for bootstrapping the system, starting the OS inter-
face library process, loading policy modules, and running
policy modules in concert. Interfaces are provided for
obtaining configuration information, reporting intrusions,
and registering policy modules with a common controller.

5.4.2 Policy Modules

We have implemented six sample security policy modules
in Livewire. Four modules are polling modules, modules
that run periodically and check for signs of an intrusion.
The other two are event-driven modules that are triggered
by a specific event, such as an attempt to write to sensitive
memory.

Each policy module is an individual Python module
(i.e. a single file) that leverages the policy framework.
Policy modules can be run stand-alone or in concert with
other policy modules.

We found writing modules using the Livewire policy
framework a modest task. Most of the polling modules
were written in less than 50 lines of Python, including
comments. Only the user program integrity detector (see
Section 6.1.2) required more code than this, at 130 lines of
Python. The event-driven modules were also quite simple,
each one requiring roughly 30 lines of code.

A detailed discussion of the policy modules we imple-
mented is given in the next section.

6 Example Policy Modules

In this section we present a variety of policy modules
that we have implemented in Livewire. Our goal with
these policies was not to provide a complete intrusion de-
tection package, nor was it to experiment with novel pol-
icy design. Instead we chose policies as simple exam-
ples that illustrate more general paradigms of policy de-
sign that can be supported by this architecture.

6.1 Polling Policy Modules

Polling modules periodically check the system for signs
of malicious activity. All of our polling modules possess
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close HIDS analogues, as they only leverage the VMM
for isolation and inspection. The former is not essential
to their function, and the latter can be provided by normal
OS mechanisms for accessing low-level system state. In
fact, we initially developed some of our polling checkers
by running Livewire on the guest OS it was monitoring
and inspecting system state through /dev/kmem.

6.1.1 Lie Detector

Attackers often achieve stealth by modifying the OS ker-
nel, shared libraries, or user-level services to mask their
activities. For example, suppose an intruder wants to mod-
ify the system to hide malicious processes. The attacker
can modify ps, modify shared libraries, or modify the
/proc interface that ps uses to find out about currently
running processes. These modification can lead to incon-
sistencies between the kernel, or hardware view of the sys-
tem, and the view provided by user-level programs. A va-
riety of HIDS programs detect intruders by noting these
inconsistencies [28].

The lie detector module works by directly inspecting
hardware and kernel state, and by querying the host sys-
tem through user-level programs (e.g. ps, ifconfig,
netstat) via a remote shell. If it detects conflicts be-
tween these two views (i.e. the system is lying), it reports
the presence of malicious tampering. This technique has
the nice property that it does not matter what part of the
system the intruder modified in order to elicit the mali-
cious behavior. One concern we had when building this
checker was ensuring that the views we compared were
from the same point in time. In practice, we did not en-
counter any problems with skew that led to false positives.

6.1.2 User Program Integrity Detector

Checking the integrity of a program binary on disk (ala.
tripwire [22]) does not ensure that the corresponding
in memory image of that program has not been modified
(e.g. via ptrace [1]). Our integrity checker attempts to
detect if a running user-level program has been tampered
with by periodically taking a secure hash of the immutable
sections (.text, etc.) of a running program, and com-
paring it to a known good hash. This approach is particu-
larly well suited to securing long running programs such
as sshd, inetd, and syslogd that are continuously
present in memory.

One complication we encountered while implementing
this checker was is that portions of large programs may
be paged out to disk, or simply never demand-paged into
memory in the first place. Our current implementation
deals with this issue by taking per-page hashes and only
examining the portion of a program that is in memory.
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6.1.3 Signature Detector

Scanning the file system for the presence of known ma-
licious program based on a known “signature” substring
of the program is a popular intrusion detection technique.
It is employed by anti-virus tools as well as root-kit de-
tection tools like chkrootkit [31].These tools leverage
the fact that most attackers do not write their own tools,
but instead rely on a relatively small number of publicly
available rootkits, backdoors, Trojan horses and other at-
tack tools. Popular examples include “subseven,” “back-
orifice,” and “netbus” Trojan horses for Windows, or the
“adore” and “knark” kernel backdoors under Linux. Most
Unix HIDS systems that look for signature strings only
scan a few selected files for signatures. Our signature de-
tector performs a scan of all of host memory for attack sig-
natures. This more aggressive approach requires a more
careful selection of signatures to avoid false positives. It
also means that malicious programs that have not yet been
installed may also be detected, e.g. in the filesystem buffer
cache.

6.1.4 Raw Socket Detector

Raw sockets have legitimate applications in certain net-
work diagnostic tools, but they are also used by a variety
of “stealth” backdoors, tools for ARP-spoofing, and other
malicious applications that require low-level network ac-
cess. The raw socket detector is a “burglar alarm” [37]
style policy module for detecting the use of raw sockets
by user-level programs for the purpose of catching such
malicious applications. This is accomplished by query-
ing the kernel about the type of all sockets held by user
processes.

6.2 Event Driven Policy Modules

Event-driven checkers run when the VMM detects
changes to hardware state, such as a write to a sensitive
location in memory. At startup, each event-driven checker
registers all of the events it would like to be notified of
with the policy framework. At runtime, when one of these
events occurs, the VMM relays a message to the policy
framework. The policy framework runs the checker(s)
which have registered to receive the event. In a purely
intrusion-detection role, event-driven checkers can sim-
ply report the event that has occurred according to their
policy, and allow the virtual machine to continue to run.
The VMM can also be directed to suspend on events, thus
allowing the policy module to also serve as a reference
monitor that regulates access to sensitive hardware.
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6.2.1 Memory Access Enforcer

Modern computer architectures generally allow programs
running in ring O (i.e. the kernel) to render certain sec-
tions of memory read-only, such as their text segment and
read-only data, as a standard part of their the memory pro-
tection interface. However, they also allow anything else
running in ring O to disable these access controls. Thus,
while these mechanisms are useful for detecting acciden-
tal protection violations due to faulty code, they are rela-
tively useless for protecting the kernel from tampering by
other malicious code that is running in ring O (for example
a kernel backdoor).

Detecting tampering with an OS code segment can be
an useful mechanism for discovering the presence of ma-
licious code, and preventing its installation into the kernel
proper. Our kernel memory enforcer works by marking
the code section, sys_call_table, and other sensitive
portions of the kernel as read-only through the VMM. If
a malicious program, such as a kernel back door tries to
modify these sections of memory, the VM will be halted
and the kernel memory protection enforcer notified. Sev-
eral HIDS tools [47, 36] attempt to detect modifications to
the sys_call_table and system call code through the
use of integrity checking. However, this approach is far
less attractive due to its lack of immediacy (and inability
to prevent attacks) as well as the additional overhead it in-
curs. Sensitive registers like the idtr can also be locked
down.

6.2.2 NIC Access Enforcer

The NIC Access Enforcer prevents the Ethernet device
entering promiscuous mode, or being configured with a
MAC address which has not been pre-specified. Using
this module we can prevent variety of common misuses of
the NIC to be detected and prevented. In spite of its sim-
ple functionality the NIC module provides a useful policy
enforcement tool. It is more robust to attack than normal
host-based solutions, and not susceptible to evasion, as is
a problem with remote promiscuous mode detection solu-
tions [9].

7 Experimental Results

In this section we present an experimental evaluation
of our Livewire prototype. Our evaluation consists of
two parts. First, we test the effectiveness of our security
policies against some common attacks. This portion of
our evaluation was undertaken to ensure that our policies
worked in practice, and to gain experience with utilizing
Livewire against real attacks. The second part of our eval-
uation consisted of testing the performance overhead of
Livewire on several sample work loads.
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Our target host consisted of virtual machine with a 256
MB allocation of physical memory and a 4 GB virtual
disk, running a relatively standard installation of Debian
GNU/Linux. The virtual machine monitor (a modified
version VMware Workstation for Linux version 3.1) was
runon a 1.8 GHz Pentium IV laptop with 1 GB of physical
memory, running Debian GNU/Linux as a host OS.

7.1 Sample Attacks

Our test suite of sample attacks consisted of kernel- and
user-level rootkits and backdoors [40, 11,48, 7,44] Trojan
horses [27], packet sniffers [43, 27], and a worm [8]. All
test attacks were obtained from public sources and were
modified only as necessary for configuration, or for adap-
tation to our kernel. A selection of nine attacks that we
feel provides a good representative cross-section has been
chosen for our discussion. A summary of the attacks and
our results is depicted in Table 7.

7.2 Detection Results

In order to collect our detection results we set up our
system under Livewire and then downloaded, installed,
and ran each attack. Once an attack had been tested the
system was rolled back to a clean state before another at-
tack was attempted.

Our Signature Scanner (“sig”) was able to detect all
of the attacks we provided signatures for. This was a pre-
dictable result; the only interesting surprise was that it of-
ten detected the presence of malicious code before it had
been run, based on the presence of the signature in the
buffer cache (when we examined them on disk), in the
memory of ssh (as they were being downloaded), or in
memory once activated. Initially, we encountered several
false positives due to overly general signatures. For exam-
ple, the string “adore” works fine as a signature for a file
system-based checker, such as chkrootkit, but is too
general a signature for a scanner looking at all of mem-
ory. Our Raw Socket Detector (“raw”) raw socket detec-
tor detected the presence of cd00xr and a similar stealth
backdoor we included in our test attack suite. Our Lie De-
tector (“lic”) modules proved especially effective against
rootkits both at kernel and user level since they all pro-
vided functionality to hide processes. The User Program
Integrity Checker (“int”) was able to detect the presence
of tOrn and Irk5 based on their use of backdoored version
of inetd and sshd. We also found it also effective in
detecting backdoored versions of syslog. Our Memory
Protection Enforcer (“mem”) was able to detect and pre-
vent the installation of all of our kernel backdoors. knark
and adore were stopped by blocking their attempt to mod-
ify sys_call_table. SUCKIT was stopped by blocking its
attempt to modify the interrupt dispatch table. Our NIC
access enforcer (“nic”) was trivially able to detect and
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| Name | Description | nic | raw | sig || int || lie || mem |
cdoor Stealth user level remote backdoor D
tOrn Precompiled user level rootkit D D
Ramen Linux Worm D
Irk5 Source based user level rootkit D D D
knark-0.59 LKM based kernel backdoor/rootkit D D P
adore-0.42 LKM based kernel backdoor/rootkit D D P
dsniff 24 | All-purpose packet sniffer for switched networks
SUCKIT /dev/kmem patching based kernel backdoor D D P

Table 1. Results of Livewire policy modules against common attacks. Within the grid, “P” designates a prevented

attack and “D” a detected attack.
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Figure 2. Performance of Polling Policy Modules

prevent the packet sniffers in our test attack suite from
operating, based on their reliance on running the NIC in
promiscuous mode.

7.3 Performance

To evaluate the performance of our system we consid-
ered two sample work loads. First, we unzipped and un-
tarred the Linux 2.4.18 kernel to provide a CPU-intensive
task. Second, we copied the kernel from one directory to
another using the cp -r command to provide a more I/O
intensive task.

We used the first workload to evaluate the overhead of
running event-driven checkers in the common case when
they are not being triggered. As expected, no measurable
overhead was imposed on the system.

We used our second workload to evaluate the overhead
associated with running our checkers at different polling
intervals. The results are shown in figure 2. The baseline
measurement shows performance of the workload without
Livewire running. Our performance results were some-
what surprising to us. We had expected the time taken by
polling modules as a function of the total time to decrease
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linearly as the cost of checking was amortized over the
total running time of the the workload. While this was
generally the trend, we found that as the polling interval
decreased the interactions with the workload became more
erratic.

8 Weaknesses and Attacks

In this section we present avenues for attacking and
evading VMI-based IDS architectures and explore ap-
proaches to addressing these problems. Some of the is-
sues that we present are unique to the problem of building
a VMI IDS; other are more general issues that arise in at-
tempts to build secure systems with VMMs.

8.1 Attacking the VMM

8.1.1 Indirect Attacks

VMMs may provide interfaces accessible from outside of
a VM that provide an avenue of attack. For example, a
hosted VMM might be running on a host OS with a re-
motely exploitable network stack, or application-level net-
work service. In a VMI IDS, the threat of indirect attacks
can be minimized by using a traditional VMM that pos-
sesses no network stack or by disabling the network stack
in a hosted environment.

8.1.2 Detecting the VMM

The first step in evading a VMI IDS is detecting its pres-
ence. A significant hint that a VMI IDS may be present is
the presence of a VMM. Unfortunately, masking the pres-
ence of a VMM is almost impossible due to differences
in the relative amount of time that I/O operations, device
access, virtualized instructions, and other processes take
as compared to a non-virtualized interface [16]. Hiding
these disparities is impractical and not worth the little bit
of additional stealth it would provide the IDS. Timing can
also leak information that could betray the presence of a
VMI IDS and its activities.
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8.1.3 Directly Subverting the VMM

The VMM may expose the VMI IDS to direct attack in
two ways: flaws in the design of the VMM or flaws in
its implementation. The former problem can occur when
VMMs are not designed with malicious guest code in
mind. For example, virtual environments like User-Mode
Linux are sometimes designed with debugging or applica-
tion compatibility as their primary application and do not
provide secure isolation. The latter problem occurs when
there is an error in the VMM code, or code the VMM
relies upon. We conjecture that such errors would most
likely be found in device driver code leveraged by virtual
devices. While secure VMMs have been built with ma-
licious users in mind, device drivers are often less para-
noid about sanitizing their inputs, and thus can be subject
to attack [3]. The VMM can attempt to deal with this
issue defensively by judiciously checking and sanitizing
data flowing from virtual devices to device drivers. This
helps to minimize the risk of these inputs compromising
the device driver. All devices drivers used with a VMM
should be carefully screened.

8.14 Attacking the VMM through the IDS

The presence of the VMI IDS introduces another avenue
for attacking the VMM. Fortunately, the VMI IDS re-
quires minimal privilege beyond its ability to manipulate
the guest VM, so that the impact of an IDS compromise
on the VMM can be mitigated by running the IDS in its
own VM, or by isolating it from the VMM through some
other mechanism.

8.2 Attacking the IDS
8.2.1 Fooling the OS Interface Library

The OS interface library relies on meta-data gleaned from
a kernel binary or other sources in order to interpret the
structure of the OS. If an attacker can modify the structure
of the guest OS so that it is inconsistent with the meta-data
that the OS interface library possess, he can fool the OS
interface library about the true state of the system. This
style of attack is used against kernel modules that attempt
to detect tampering with the sys_call_table through
integrity checking [40]. In order to subvert these modules,
attackers modify the interrupt dispatch table so that the
kernel uses a different system call table altogether, while
the module continues to check a system call table that is
no longer in use. The problem of maintaining a consistent
view of the system is fundamental to the VMI-based IDS
approach. Livewire attempts to counter this type of attack
through the memory access enforcer by disabling the at-
tacker’s ability to modify memory locations and registers
that could allow sensitive kernel structures to be relocated,
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thus fooling the OS interface library. There are many sen-
sitive mutable kernel data structures that we do not yet
protect that could present an avenue for attack. We have
simply tried to “raise the bar,” and prevent the most obvi-
ous of cases of this class of attack. Finding better meth-
ods for identifying and enforcing the static and dynamic
invariants that a VMI IDS relies upon seems an important
area for further study.

8.2.2 Compromising the OS Interface Library

The OS interface library is the VMI IDS’s point of great-
est exposure to potentially malicious inputs. Because of
this it is vital to carefully sanitize inputs, and treat all data
gleaned from the virtual machine by direct inspection as
tainted. The potential for problems in this part of the sys-
tem is especially apparent in our Livewire prototype. The
OS interface libraries are based on crash dump analysis
tools written in C, thus presenting an ideal opportunity for
a buffer overflow. Another means of attacking the OS in-
terface library is by modifying kernel data structures to
violate invariants that the OS interface library assumes.
For example, introducing a loop into a linked list in the
kernel that the OS interface library will read (e.g. a list of
file descriptors) could induce resource exhaustion, or sim-
ply cause the OS interface library to wedge in a loop. The
OS interface library must not assume any invariants about
the structure of its inputs that are not explicitly enforced
through the VMM. Given the potentially complex nature
of the OS interface library, it seems advisable to isolate it
from the policy engine and give it minimal privilege. In
Livewire, this is approximated by running the OS interface
library in a separate process, with only enough privilege to
inspect the memory and registers of the monitored VM. If
the OS interface library hangs, the policy engine can kill
and restart it.

8.2.3 Compromising the Policy Engine

The extent to which the policy engine is vulnerable to
compromise is dependent on the policies and implemen-
tation of the policy engine. We have taken several steps
in our Livewire prototype to reduce the risk of a policy
engine compromise:

e Sanitize Inputs: The need to carefully check and
sanitize inputs from the guest OS cannot be empha-
sized enough. Inputs that come from the VMM inter-
face and OS interface library should also have sanity
checks applied to them.

e A High-Level Policy Language: Building ID-
Ses that utilize a high-level policy language is a
proven technique for building flexible, extensible
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NIDSes [33]. VMI IDSes also realize these bene-
fits with a high-level policy language. Additionally,
high-level policy languages also reduce the possibil-
ity of a total compromise due to memory safety prob-
lems. A high-level language like Python is especially
well suited for doing pattern matching, manipulating
complex data types, and other operations that are fre-
quently useful for introspection. This expressiveness
and ease of use allows policies to be written in a con-
cise and easy-to-understand manner that minimizes
eITorS.

o Failing Closed: In Livewire, the VMM can suspend
on the last synchronous event that occurred and will
not continue until explicitly instructed by the IDS.
This means that even if the policy engine crashes,
protected hardware interfaces will still not be ex-
posed. This type of fail-closed behavior is always
recommended when a VMI IDS is also being used as
a reference monitor.

e Event Flow Control: In the case when Livewire
cannot keep up with queued asynchronous events, the
VMM can suspend until Livewire can catch up. Un-
like an NIDS which cannot necessarily stem the flow
of traffic [33], it is easy to stem the flow of events to
the VMI IDS.

e Avoiding Wedging with Timers: In Livewire, the
polling module are run serially by a single thread of
control. This introduces the risk that a bug in one pol-
icy module could cause the entire IDS to hang. We
have tried to address this problem in two ways. First,
all of our policy modules are written defensively, at-
tempting to avoid operations that could hang indefi-
nitely, and using timers to break out of these opera-
tions when necessary. Second, each policy module is
only given a set amount of time to complete its task,
and will be interrupted if it exceeds that limit, so that
the next module can run.

9 Related Work

Classical operating system security issues such as con-
finement and protection have been studied extensively
in traditional VMMSs. In previous years thorough stud-
ies of these problems have been presented for VM/370
[39, 14, 13, 12] and the Vax Security Kernel [21]. The
most recent implementation study of a security kernel can
be found in work on the Denali isolation kernel[53]. A re-
cent application of VMM s for pure isolation can be found
in the NSA’s nettop [29] architecture.

VMMs have also become a popular platform for build-
ing honey pots [41]. Often a network of virtual machines
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on a single platform will be built to form a honey net, pro-
viding a low-cost laboratory for studying the behavior of
attackers.

The idea of collocating security services with the host
that they are monitoring, as we study in this work, has also
seen attention in the ReVirt [10] system, which facilitates
secure logging and replay by having the guest operating
system (the OS running inside the VM) instrumented to
work in conjunction with the VMM.

Chen et al. [6] proposed running code in a VM in or-
der to discover if it is malicious before proceeding with
its normal execution. This idea is similar to the applica-
tion of VMs to fault tolerance explored by Bressoud and
Schneider in their Hypervisor [4] work.

Goldberg’s work on architectural requirements for
VMMs [15] and his survey of VMM research up to 1974
[16] are the standard classic works on VMMSs. More re-
cent noteworthy work on VMM architectural issues can
be found in Disco [5], and in work on virtualizing I/O [45]
and resource management [51] in VMware.

Also relevant to the topic of VM introspection is work
on whole-machine simulation in SimOS [38], which also
looked at the issues involved in instrumenting virtual hard-
ware and extrapolating guest operating system state from
hardware state.

10 Future Work

There are still many significant questions to be ad-
dressed about how VMI-based intrusion detection systems
can best be implemented and used.

Livewire has taken an extremely conservative approach
to introspection by primarily engaging in passive checks
that incur no visible impact on system performance. This
decision allowed Livewire to be implemented with only
minimal changes to the virtual machine monitor. How-
ever, the cost of this was that monitoring frequent asyn-
chronous events, e.g. all system calls, may be quite per-
formance intensive. Our current architecture could sup-
port frequent asynchronous checks, such as monitoring
and processing system call, and supporting lightweight
data watchpoints with relative efficiency via. hard coding
the functionality to log these events directly into the mon-
itor, then offloading the processing of these logs to the
policy engine. However, this approach seems somewhat
inflexible. We believe a more promising approach would
involve support for providing a small, safe and extensi-
ble mechanism for efficiently filtering architecture events
in the VMM, in much the same fashion that current OSes
provides this functionality for filtering packets via BPF.

In Livewire we made the choice to leverage the crash
program in order to provide us with an OS interface li-
brary. This provided the functionality to experiment with
a wide range of policies while minimizing implementation
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time. However, given the OS interface libraries exposure
to attack it would be desirable to have a dedicated OS in-
terface library of significantly smaller size, ideally written
in a safe language. Another factor deserving further study
in the OS interface library is that of concurrency. How
can system kernel state be safely observed in the presence
of constant updates to kernel state? How should the OS
interface library respect OS locking primitives?

Other IDS tools can benefit from the capability of a
VMM to allow secure collocation of monitoring on the
same machine as the host, even without the use of intro-
spection. HIDS techniques such as filesystem integrity
checking could easily be moved outside of the host for
better isolation. Conversely, NIDSes could be moved onto
the same platform as the host, thereby distributing the load
of performing packet analysis to end hosts, and potentially
facilitating the use of more complex policies. Finally, the
benefits of isolating protection mechanisms from the host
has received little attention. Moving distributed firewalls
as described by Ioniddis et. al . [20] outside of the host
seems like an obvious application for this mechanism.
An isolated keystore is another natural application of this
mechanism.

11 Conclusion

We propose the idea of virtual machine introspection, an
approach to intrusion detection which co-locates an IDS
on the same machine as the host it is monitoring and lever-
ages a virtual machine monitor to isolate the IDS from the
monitored host. The activity of the host is analyzed by
directly observing hardware state and inferring software
state based on a priori knowledge of its structure. This
approach allows the IDS to: maintain high visibility, pro-
vides high evasion resistance in the face of host compro-
mise, provides high attack resistance due to strong isola-
tion, and provides the unique capability to mediate access
to host hardware, allowing hardware access control poli-
cies to be enforced in the face of total host compromise.
We showed that implementing our architecture is practical
and feasible using current technology by implementing a
prototype VMI IDS and demonstrating its ability to de-
tect real attacks with acceptable performance. We believe
VMI IDS occupies a new and important point in the space
of intrusion detection architectures.
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A Sample Attacks

¢dOOr is a user level, stealth remote backdoor [11]. It
monitors incoming traffic on a raw socket and looks
for a particular traffic pattern (for e.g. 3 SYN pack-
ets on ports 6667,6668, 6669) before “de-cloaking”
and opening normal socket to facilitate remote ac-
cess. This makes it impervious to remote detection
through techniques such as port scanning.

dsniff is a popular packet sniffer [43]. It is often used
by attackers to glean unencrypted passwords from
network traffic.

e tOrn [48] and IrkS [27] are popular representatives of
what might be called the “old school” of kernel back-
doors in that they are simply a collection of back-
doored binaries and log cleaning scripts that allow an
attacker with root privileges to hide their activities,
gain elevated permissions, sniff the network for pass-
words, and other common tasks. While these rootk-
its are detectable using file system integrity checkers
such as tripwire or file signature checkers such as
chkrootkit, methods for subverting these secu-
rity measures are well known [18, 23], and the tools
implementing these methods widely available.
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o LLKM-based rootkits, like Adore [44] and Knark [7],

are popular representatives of the second genera-
tion of Linux kernel module (LKM) based back-
doors. Mechanism-wise they differ little from early
backdoors such as heroin. c; their attack vector is
still direct installation into the kernel via the load-
able module interface and they modify the kernel
by directly patching the sys_call table, which
makes them detectable through sys call table
integrity checking tools such as StMichael and
Sanhaim. Unlike first-generation backdoors which
often performed only one task, these backdoors can
perform many tasks, such as hiding files, hiding pro-
cesses, permission elevation, hiding the state of the
promiscuous mode flag on the NIC, and a variety of
other tasks an attacker might desire. These modules
have ushered in a move away from user-level rootk-
its that are more easily detectable through integrity
checking programs like tripwire,long a mainstay
of HIDS, and toward entirely kernel-based rootkits
that are significantly harder to detect.

Ramen [8] is a Linux worm in the tradition of UNIX
worms dating back to the original RTM work that
brought down the Internet in the 80s. It relies on
buffer overflows in common services to penetrate the
remote host. Once the host has been penetrated, it
installs itself and begins scanning for new targets to
infect. HIDS and NIDS tools typically attempt to de-
tect Ramen by looking for files named ramen.tgz
or looking for its signature in network traffic, respec-
tively.

SUCKIT is a recently introduced “Swiss army”
kernel-based rootkit along same lines as adore and
knark. What makes SUCKIT particularly interest-
ing is that it has been built with the intent of in-
stallation it through the /dev/kmem interface in or-
der to allow subversion of systems where LKM sup-
port has been disabled. It also modifies the int
0x80 handler directly instead of tampering with the
sys_call_table, thereby allowing it to avoid
detection by kernel integrity checking based IDSes
such as StMichael. SUCKIT is also particularly im-
portant as an indicator of things to come. As HID-
Ses to detect kernel-based subversion become more
common and easy attack vectors for kernel subver-
sion are disabled (such as the LKM support), ker-
nel backdoors can be expected to evolve in response.
While SUCKIT currently contents itself with evad-
ing systems like StMichael or Sanhaim, there is no
particular reason it could not simply scan the ker-
nel for the presence of these systems and eviscerate
them directly. Furthermore, a host of points to in-

terpose in the kernel exist, which while not as trivial
to interpose upon as the sys_call table inter-
face, are just as potent a mechanism for attack [25].
Given their number, these interposition points make
the overhead of polling based integrity checking that
current kernel IDS systems rely upon infeasible. Fi-
nally, the stealth of this class of malicious code could
clearly be greatly increased using common tech-
niques from the virus community. Thus, while this
class of attacks is still relatively easy to address with
existing HIDS mechanisms, we cannot expect that
this will hold true in the foreseeable future. A com-
plete description of SUCKIT as well as other non
LKM based kernel backdoors is presented in Phrack
[40, 32].
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Praise for Rootkits

“It’s imperative that everybody working in the field of cyber-security
read this book to understand the growing threat of rootkits.”
Mark Russinovich, editor, Windows IT Pro / Windows &
.NET Magazine

“This material is not only up-to-date, it defines up-to-date. It
is truly cutting-edge. As the only book on the subject, Rootkits
will be of interest to any Windows security researcher or security
programmer. It’s detailed, well researched and the technical
information is excellent. The level of technical detail, research,
and time invested in developing relevant examples is impressive.
In one word: Outstanding.”

Tony Bautts

Security Consultant; CEO, Xtivix, Inc.

“This book is an essential read for anyone responsible for Windows
security. Security professionals, Windows system administrators,
and programmers in general will want to understand the tech-
niques used by rootkit authors. At a time when many IT and
security professionals are still worrying about the latest e-mail
virus or how to get all of this month’s security patches installed,
M. Hoglund and Mr. Butler open your eyes to some of the most
stealthy and significant threats to the Windows operating system.
Only by understanding these offensive techniques can you properly
defend the networks and systems for which you are responsible.”

Jennifer Kolde

Security Consultant, Author, and Instructor
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Leave No Trace

Subtle and insubstantial, the expert leaves no trace;
divinely mysterious, be is inaudible.
Thus be is the master of his enemy’s fate.

—SunTzu

M any books discuss how to penetrate computer systems and software.
Many authors have already covered how to run hacker scripts, write
buffer-overflow exploits, and craft shellcode. Notable examples include the
texts Exploiting Software,! The Shellcoder’s Handbook,* and Hacking
Exposed.’

This book is different. Instead of covering the attacks, this book will
teach you how attackers stay in after the break-in. With the exception of
computer forensics books, few discuss what to do after a successful
penetration. In the case of forensics, the discussion is a defensive one—how
to detect the attacker and how to reverse-engineer malicious code. In this
book we take an offensive approach. This book is about peli.e’frating a
computer system without being detected. After all, for a penetration to be
successful over time, it cannot be detected.

In this chapter we will introduce you to rootkit tgchnology and the
general principals of how it works. Rootkits are only part of the computer-
security spectrum, but they are critical for many attacks to be successful.

Rootkits are not, in and of themselves, malicious. However, rootkits can
be used by malicious programs. Understanding rootkit technology is critical
if you are to defend against modern attacks.

1. G. Hoglund and G. McGraw, Exploiting Software: How to Break Code (Boston: Addison-
Wesley, 2004). See also www.exploitingsoftware.com

2. J. Koziol, D. Litchfield, D. Aitel, C. Anley, S. Eren, N. Mehta, and R. Hassell, The
Shellcoder’s Handbook (New York: John Wiley & Sons, 2004).

3. 8. McClure, . Scambray, and G. Kurtz, Hacking Exposed (New York: McGraw-Hill,
2003).
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Subverting the Kernel

There was no trace then of the horror which I had myself felt

at this curt declaration; but his face showed rather

the quiet and interested composure of the chemist who sees

the crystals falling into position from his oversaturated solution.

— THE VALLEY OF FEAR,
Sirk ARTHUR CONAN DOYLE

Computers of all shapes and sizes have software installed on them, and
most computers have an operating system. The operating system is the
core set of software programs that provide services to the other programs on
the computer. Many operating systems multitask, allowing multiple
programs to be run simultaneously.

Different computing devices can contain different operating systems.
For instance, the most widely used operating system on PCs is Microsoft’s
Windows. A large number of servers on the Internet run Linux or Sun
Solaris, while many others run Windows. Embedded devices typically run
the VX Works operating system, and many cellular phones use Symbian.

Regardless of the devices on which it is installed, every operating system
(OS) has one common purpose: to provide a single, consistent interface that
application software can use to access the device. These core services control
access to the device’s file system, network interface, keyboard, mouse, and
video/LCD display. *

A secondary function of the OS is to provide debugging and diagnostic
information about the system. For example, most operating systems can list
the running or installed software. Most have logging mechanisms, so that
applications can report when they have crashed, when someone fails to
login properly, etc.

Although it is possible to write applications that bypass the OS
(undocumented, direct-access methods), most developers don’t do that. The
OS provides the “official” mechanism for access, and frankly, it’s much
easier to just use the OS. This is why nearly all applications use the OS for
these services—and it’s why a rootkit that changes the OS will affect nearly
all software.

In this chapter we jump right in and start writing our very first rootkit
for Windows. We will introduce source code and explain how to set up your
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The Hardware Connection

One Ring to rule them all,
One Ring to find them,

One Ring to bring them all
and in the darkness bind them.

—THE FELLOWSHIP OF THE RING,
J.- R. R. TOLKIEN

oftware and hardware go together. Without software, hardware would

be lifeless silicon. Without hardware, software cannot exist. Software
ultimately controls a computer, but under the hood, it’s the hardware that
implements the software code.

Furthermore, hardware is the ultimate enforcer of software security.
Without hardware support, software would be totally insecure. Many texts
cover software development without ever addressing the underlying
hardware. This might work for the developers of enterprise applications,
but it won’t work for rootkit developers. As a rootkit developer, you will be
faced with reverse-engineering problems, hand-coded assembly language,
and highly technical attacks against software tools installed on the system.
Your understanding of the underlying hardware will empower you to tackle
these hard problems. Throughout the rest of this book, you will encounter
concepts and code that assume you have some amount of hardware
understanding. Therefore, we encourage you to read this chapter before
moving on.

Ultimately, all access controls are implemented in hardware. For
example, the popular notion of process separation is enforced using “rings”
on the Intel x86 hardware. If the Intel CPU had no mechanism for access
control, then all software executing on the system would be trusted. This
would mean that any program that crashed could bring the whole system
down with it. Any program would have the ability to read and write to
hardware, access any file, or modify the memory of another process. Sound
familiar? Even though the Intel family of processors have had access control
capabilities for many years, Microsoft did not take advantage of these until
the release of Windows NT.

In this chapter we discuss the hardware mechanisms that work behind
the scenes to enforce security and memory access in the Windows operating
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The Age-Old Art of Hooking

Houw does the sea become the king of all streams?
Because it lies lower than they!
Hence it is the king of all streams.

—Lao Tzu

he two purposes of most rootkits are to allow continued access to the

computer and to provide stealth for the intruder. To achieve these
objectives, your rootkit must alter the execution path of the operating
system or directly attack the data that stores information about processes,
drivers, network connections, etc. Chapter 7, Direct Kernel Object
Manipulation, discusses the latter approach. In this chapter, we will cover
altering the execution path of important reporting functions provided by
the operating system. We will begin with a discussion of simple userland
hooks in a target process, then advance to covering more global kernel-
level hooks. At the end of the chapter, we will present a hybrid method.
Keep in mind that the goal is to intercept the normal executior flow
and alter the information returned by the operating system’s report-
ing APIs.

Userland Hooks

In Windows, there are three subsystems on which most processes depend.
They are the Win32, POSIX, and OS/2 subsystems. These subsystems
comprise a well-documented set of APIs. Through these APIs, a process can
request the aid of the OS. Because programs such as Taskmgr.exe, Windows
Explorer, and the Registry Editor rely upon these APIs, they are a perfect
target for your rootkit.
For example, suppose an application lists all the files in a directory
and performs some operation on them. This application may run in user
space as a user application or as a service. Assume further that the applica-
tion is a Win32 application, which implies it will use Kernel32, User32.dll,
Gui32.dll, and Advapi.dll to eventually issue calls into the kernel.
Under Win32, to list all the files in a directory, an application first calls
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Runtime Patching

All I need to find you, Louis,
is follow the corpses of rats.

— INTERVIEW WITH THE VAMPIRE,
ANNE RICE

all hooks and other methods of modifying software logic are powerful

for sure, but they’re old techniques, they’re well published, and they’re
casily detected by anti-rootkit technology. Runtime patching offers a more-
obscure way to achieve the same results. Runtime patching is not new, but
in the published material relating to rootkits it typically has not been
showcased.

Most material relating to code patches goes back to the days of software
cracking and piracy. But applied in rootkits, runtime patching is one of the
most advanced techniques possible. Armed with this technique, you should
be able to build undetectable rootkits, even against modern intrusion-
prevention systems. If you combine runtime patching with low-level
hardware manipulation (such as page-table management,) you will be
operating on the bleeding edge of rootkits.

The logic of software can be modified in several ways. The most obvious
way is to modify the source code and then recompilé the software. This is
the practice of developers. The second way is to directly modify the bits and
bytes that result from compilation—the binary software. This is what
software crackers do, and is the basic approach to removing copy protection
on software. The third way is to modify the data that is stored in memory
when the software executes. In-memory data structures control how a
program behaves; thus, changing this data changes the program logic. Good
examples of this are “game trainers” that alter games to, for example, give
the player 10 million gold pieces.

Modifying code logic is simple in comparison to rewriting or replacing
files on the system with Trojan devices. By flipping a few bytes here and
there, you can turn off most security functions. Of course, you have to be
able to read and write the memory where these security functions reside.
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Layered Drivers

If you have a difficult task,
give it to a lazy person;
he will find an easier way to do it.

—HLADE’s Law

evelopers engineer clever solutions to avoid work. In fact, this laziness

drives many innovations in code. The ability to layer drivers is one
such innovation. Using layers, a developer can chain multiple drivers
together. In this way, a developer can modify the behavior of an existing
driver without coding a whole new driver from scratch.

Think about it: What if you want to encrypt the contents of a hard
drive? Would you like to write an NTFS driver from scratch that supports
not only the exact hardware of the drive mechanism, but also its NTFS
protocol and encryption routines? Using layered drivers, this is not neces-
sary. You simply intercept the data as it travels to the pre-existing NTFS
driver and modify it with encryption. More importantly, the details of the
NTFS protocol can be decoupled from the hardware details of the drive
mechanism. This elegant idea applies to most drivers in the Windows
environment. "

Driver chains exist for almost all hardware devices. The lowest-level
driver deals with direct access to the bus and the hardware device, and
higher-level drivers deal with data formatting, error codes, and the con-
version of high-level requests into the smaller, more pointed details of
hardware manipulation.

Layering is an important concept for rootkits, because layered drivers
are involved in the movement of data in and out of lower-level hardware.
Layered drivers not only intercept data; they can also modify this data
before passing it on. In other words, they are perfect for rootkit developers.

Almost every device on the system can be intercepted in this way. And,
using layering, we can be lazy and intercept only the data we are interested
in. Best of all, we can avoid dealing with complicated hardware. If we want
to sniff keystrokes, for example, we just layer our interception over the

al isti ;
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Direct Kernel Object Manipulation

Generally in war the best policy is to take a
state intact; to ruin it is inferior to this.

—SunTzu

I n the preceding chapters, we covered a great deal about hooking tech-
niques. Hooking the operating system is a very effective process, especially
since you cannot compile your rootkit into the manufacturer’s distribution.
In certain instances, hooking is the only method available to a rootkit pro-
graminer.

However, as we saw in earlier chapters, hooking has its drawbacks. If
someone knows where to look, a hook can usually be detected. In fact, it is
relatively easy to detect hooking. In Chapter 10, Rootkit Detection, we will
cover how to detect hooks, and you will learn about a tool called VICE that
does just that. Also, kernel-protection mechanisms, such as making certain
memory pages read only, either today or in the future may make the hook-
ing approach unusable. ‘

In this chapter we discuss another technique that may serve your pur-
poses: Direct Kernel Object Manipulation (DKOM).,Specifically, you will
learn how to modify some of the objects the kernel relies upon for its book-
keeping and reporting. By the time you have finished this chapter, you
should be able to hide processes and drivers without installing any hooks.

You will also learn how to modify any process’s token in order to gain
System or Administrator privileges without making a single call to any of
the process or token APIs. Preventing this type of attack is very difficult.

(Note: In discussing DKOM, the term object can be used interchange-
ably with the more familiar term structure. Object is the term Microsoft
uses in reference to the kernel structures.)

DKOM Benefits and Drawbacks

Before we get into the nitty- gritty of learning how to use DKOM techniques,
itis important to understand DKOM? s benefits and its drawbacks. On the
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Hardware Manipulation

Throughout your life, advance daily,
becoming more skillful than yesterday,
move skillful than today. This is never-ending.

—HAGAKURE

A scenario:

The intruder slips along the wall toward a janitor cart resting at the end
of the hall. His eyes are on a set of keys. A quick look around the corner;
good, the janitor is down the hall cleaning a doctor’s office. The intruder
gently lifts the key chain and dashes back into the dark hallway. Around a
corner, stopping at a door, he tries the lock. This doesn’t take long. Once
the door is open, he sneaks back to the cart and replaces the keys.
The office is dark except for a computer terminal in the back. After
moving the monitor and keyboard to the floor, he sits in the crook of the
desk. This is a good spot; his actions are not visible to anyone:in the hall.
The login screen is locked, but it doesn’t matter. The intruder removes
a CD-ROM from his jacket, inserts it into the machine, and hard-reboots
the workstation. The machine promptly reboots and displays: Press any
key to boot from CD. . . .” The intruder taps the spadebar. The rootkit
that’s on the CD infects the BIOS of this workstation, and also modifies
the Ethernet card. It’s nothing fancy this time, just a password sniffer. But
it will stay here for a long time, even if the “ob-so-intelligent” IT staff
re-installs Windows. The intruder smiles: This workstation is “owned.”
About 30 minutes later, everything is back where it was and the com-
puter is freshly rebooted into Windows. The victim will not notice that the
machine has been rebooted. This workstation is a plain-vanilla “Wintel”
box, like millions of others in the world. The motherboard is a standard
Intel motherboard and the Ethernet card is a 3Com card with on-board
processor. What makes this workstation important is that it sits on the
same switched network as a pair of Sun E10K servers down the hall—
servers that manage hundreds of gigabytes of protein research. The data
is worth millions of dollars.
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Covert Channels

“We are what we pretend to be,
50 we must be careful what we pretend to be.”

—MOTHER NIGHT,
KurT VONNEGUT, JR.

covert channel is a secret communication pathway. Covert means hid-

den, so the communication must be concealed. The term originates
from the design of highly secure, compartmentalized computer systems—
the ones found in military installations that handle classified information.

These systems are supposed to keep one process from communicating
with another process. As it turns out, that is very hard to do. No matter
how minor, any detectable signal that can be influenced by two parties may
become a conduit of communication between them.

A covert channel doesn’t have to be fancy or meet academic standards of
stealthiness; it just needs to be unanticipated—so that it slips by unnoticed.

For a rootkit, a covert channel typically means a communication path
that breaks through firewalls undetected (by sniffers, IDS systems, or other
security mechanisms). The channel must be robust enough to support exfil-
trating data from the computer and allow commandwand control messages.
Such capacity enables an attacker to communicate with a rootkit, steal data,
and remain undetected while doing it.

Covert channels must be designed. They cannot be known protocols or
software designs. A covert channel is usually some form of extension upon
an existing protocol or software communication process created in order to
move hidden data.

A class of data hiding known as steganography forms the basis of many
covert channels. Basically, steganography is about “hiding in plain sight.”
This has been popularized in movies and the press with such concepts as
hiding secret messages inside digital photographs.

In this chapter, we begin our discussion of covert channels by explaining
the concepts of remote command, control, and data exfiltration. Next, we
launch into the topics of disguised TCP/IP protocols, kernel TCP/IP support
for your rootkit, and raw network manipulation. We introduce NDIS and
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Rootkit Detection

I know not whether my native land
be a grazing ground for wild beasts or yet my home!

—ANONYMOUS POET OF MA’ARRA

s we have shown throughout this book, rootkits can be difficult to

detect, especially when they operate in the kernel. This is because a
kernel rootkit can alter functions used by all software, including those
needed by security software.

The same powers available to infection-prevention software are also
available to a rootkit. Whatever avenues can be blocked to prevent rootkit
intrusion can simply be unblocked. A rootkit can prevent detection or pre-
vention software from running or working properly. In the end, it comes
down to an arms race between the attacker and the defender, with a large
advantage going to whichever one loads into the kernel and executes first.

That is not to say all is lost for the defender, but you should be aware
what works today may not detect the rootkit of tomorrow. As rootkit devel-
opers learn what detection software is doing, better rootkits will evolve. The
reverse is also true: Defenders will constantly update detection software as
new rootkit techniques emerge.

In this chapter, we take a look at the two basic approaches to rootkit
detection: detecting the rootkit itself, and detecting the behavior of a
rootkit. Once you become familiar with these approaches, you will be in a
better position to defend yourself.

Detecting Presence

Many techniques can be used to detect the presence of the rootkit. In the
past, software such as Tripwire! looked for an image on the file system. This
approach is still used by most anti-virus vendors, and can be applied to
rootkit detection.

1. www.tripwire.org
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M. (2009, November). Information Organization in Libraries, Archives and Museums:
Converging Practices and Collaboration Opportunities. Presented at Annual Meeting of
the American Society for Information Science and Technology, Vancouver, British
Columbia, Canada. (Organizer and moderator of this panel.)

Hsieh-Yee, 1. and Coogan, J. (2009, July). Catching up to Google Scholar: The Retrieval Power
of Academic Search Premier and Google Scholar. Poster presented at American Library
Association Conference, Chicago, Illinois.

Hsieh-Yee, 1., with the CUA Scholarly Communications Project Team. (2009, January). Digital
Scholarship@CUA: Developing an Institutional Repository for CUA. Poster presented at
1** Annual Bridging the Spectrum Symposium, Catholic University of America,
Washington, D.C.

Wise, M., Cylke, K., and Hsieh-Yee, 1. (2009, January). Digital Talking Books: Meeting the
Needs of the Blind and the Handicapped. Paper presented at the Bridging the Spectrum
Symposium, Catholic University of America, Washington, D.C.

Hsieh-Yee, 1. (2009, January). User Expectations of MERIC. Presented at the Information
Organization Competencies for the 21st Century Discussion Session of the 2009
Conference of the Association for Library and Information Science Education, Denver,
Colorado.

Choi, Y., and Hsieh-Yee, 1. (2008,November). Subject Access for Images in an OPAC. Annual
Meeting of the American Society for Information Science and Technology, Columbus,
Ohio. (Also co-organized a panel on Retrieving and Using Visual Resources: Challenges
and Opportunities for Research and Education.)

Hsieh-Yee, 1. (2008, June). Educating Cataloging Professionals in a Changing Information
Environment. National Taiwan University, Taipei, Taiwan.

Vellucci, S. L., Moen, W.E., Hsieh-Yee, 1., Marson, B., and Wisser, K. (2008, January)
Building a Metadata Education and Research Community through MERIC (Metadata
Education and Research Information Commons): Demo and Stakeholder Input. A panel
presented at the 2008 Conference of the Association for Library and Information Science
Education, Philadelphia, Pennsylvania.

Hsieh-Yee, 1., Choi,Y. and Kules, B. (2007, October). Searching for Books and Images in
OPAC: Effects of LCSH, TOC and Subject Domains. A poster presented at the American
Society for Information Science and Technology Annual Meeting, Milwaukee,
Wisconsin.

Hsieh-Yee, 1. and Coogan, J. (2007, August) Google Scholar vs. Academic Search Premier: A
Comparative Analysis. Presented to the Faculty and Staff of the University of the District
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of Columbia.

Hsieh-Yee, 1. and Coogan, J. (2007, June). Google Scholar vs. Academic Search Premier: A
Comparative Analysis. Presented to the Washington Research Library Consortium
Community, Catholic University of America, Washington, D.C.

Hsieh-Yee, L., Choi, Y., and Kules, B.. (2007, June). What Users Need for Subject Access: Table
of Contents or Subject Headings? A poster presented at the 2007 American Library
Association Annual Conference, Washington, D.C., June 2007.

Choi, Y., Hsieh-Yee, L., and Kules, B. (2007, June). Retrieval Effectiveness of TOC and LCSH.
A paper presented at the Joint Conference on Digital Libraries 2007, Vancouver, Canada.

Vellucci, S. L., Hsieh-Yee, 1., and Moen, W.E. (2007, May). If We Build It, Will They Come?
Building a Community of Practice for Metadata Stakeholders. A poster presented at the
Rutgers University Research Day, Bridgeton, New Jersey.

Hsieh-Yee, 1. (2007, May). Federated Searching: User Experience & Perceptions. International
Conference on Information Organization & Retrieval, National Taiwan University,
Taipei, Taiwan.

Hsieh-Yee, 1. (2007, May). Search Performance of Google Scholar and Academic Search
Premier. International Conference on Information Organization & Retrieval, National
Taiwan University, Taipei, Taiwan.

Hsieh-Yee, 1. (2007, May) MERIC: Building a Digital Commons for Metadata Education &
Research. International Conference on Information Organization & Retrieval, National
Taiwan University, Taipei, Taiwan.

Hsieh-Yee, 1., and Coogan, J. (2007, March/April). A Comparative Analysis of Google Scholar
and Academic Search Premier. Poster presented at the Association of College &
Research Libraries 13th National Conference, Baltimore, Maryland.

Vellucci, S. L. and Hsieh-Yee, . (2007, March/April) They Didn’t Teach Me That in Library
School! Building a Digital Teaching Commons to Enhance Metadata Teaching, Learning
and Research. On-site presentation and Webcast by Elluminate. A contributed paper
presented at the Association of College & Research Libraries 13th National Conference,
Baltimore, Maryland. The acceptance rate for contributed paper was 20%. This paper was
one of 10 conference papers chosen for live webcast during the conference.

Moen, W., Hsieh-Yee, I. and Vellucci, S.L. (2007, January) 4 DSpace Foundation for a
Teaching & Research Commons: The Metadata Education and Research Information
Commons. A poster session presented at the Open Repositories Conference 2007, San
Antonio, Texas.
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Tang, R., Hsieh-Yee, 1., and Zhang, S. (2006, November) User Perception of MetaLib
Combined Search. Paper presented at the Annual Meeting of the American Society for
Information Science and Technology, Austin, Texas, Nov. 2006.

Hsieh-Yee, 1. (2006, November). Federated Searching: User Perceptions, System Design, and
Library Instructions. Paper presented at the Annual Meeting of the American Society for
Information Science and Technology, Austin, Texas. (Panel organizer, moderator,
presenter).

Hsieh-Yee, L. (2006, November). Building a Digital Teaching Commons to Enhance Teaching
and Learning: The MERIC Experience and Challenges. Paper presented at the Annual
Meeting of the American Society for Information Science and Technology, Austin,
Texas. (Panel organizer, moderator, presenter)

Hsieh-Yee, 1. (2006, September). Search Performance of Google Scholar and Academic Search
Premier. Paper presented at the ERIC Publishers Meeting, Washington, D.C.

Hsieh-Yee, 1., Zhang, S., and Rong Tang, R. (2006, June). User Perceptions of a Federated
Search System. Poster presented at Joint Conference on Digital Libraries, Chapel Hill,
North Carolina.

Hsieh-Yee, I. and Zhang, S. (2006, June). Preparing Users for Federated Search: Implications
of a MetaLib User Perceptions Study. Paper presented at the 2006 Ex Libris User Groups
of North America Conference, Knoxville, Tennessee.

Hsieh-Yee, L. (2006, January). MERIC Organizations and Navigation. Paper presented at the
2006 ALISE Annual Conference, San Antonio, Texas.

Hsieh-Yee, 1. (2006, January). Metadata and Cataloging Education: Recommended
Competencies. Paper presented at the 2006 ALISE Annual Conference, San Antonio,
Texas.

Hsieh-Yee, 1. (2005, November). Digital Library Evaluation: Progress & Next Steps.
Presentation at the Annual Meeting of the American Society for Information Science &
Technology, Charlotte, North Carolina.

Hsieh-Yee, 1. (2005, August). Providing Access to Digital Content: Issues for DL Managers.
Presentation at MDK12 Digital Library Steering Committee Meeting, Columbia,
Maryland.

Hsieh-Yee, 1. (2005, April). Enhancing Teaching and Learning: The Role of School Library
Media Specialists. Presentation at Meeting of the Baltimore County Public School
System School Media Specialists, Baltimore, Maryland.
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Hsieh-Yee, 1. (2005, January). Subject Access and Users: Insights & Inspirations from Marcia
J. Bates. Paper presented at the Historical Perspectives SIG, 2005 Conference of the
Association for Library and Information Science Education, Boston, Massachusetts.

Hsieh-Yee, L. (2005, January). Electronic Resource Management: Practice, Employer
Expectations, & CE Interests. Paper presented at Technical Services Education SIG, 2005
Conference of the Association for Library and Information Science Education, Boston,
Massachusetts.

Hsieh-Yee, 1. (2004, October). Library Professionals for the Digital Age: Competencies &
Preparation. Paper presented at Bibliographic Access Management Team meeting,
Library of Congress, Washington, D.C.

Hsieh-Yee, L. (2004, January). Cataloging and metadata expertise for the digital era. Presented
at Preparing 21* Century Cataloging and Metadata Professionals: A Workshop for
Educators and Trainers, San Diego and sponsored by ALCTS, ALISE, LC, and OCLC.

Hsieh-Yee, 1. (2004, January). Educating catalogers for the digital era. Paper presented at the
Technical Services SIG, 2004 Conference of the Association for Library and Information
Science Education, San Diego.

Hsieh-Yee, 1. (2003, July). Cataloging Education for the 21°" Century. A presentation at the
Library of Congress, Washington, D.C.

Hsieh-Yee, 1. (2002, January) Metadata Education and Research Priorities: A Delphi Study of
Metadata Experts. Presentation at the 2002 Conference of the Association for Library
and Information Science Education, New Orleans.

Hsieh-Yee, 1. (2001, November). A Delphi Study of Metadata: Preliminary Findings. Poster
session at the 2001 Annual Meeting of the American Society for Information Science &
Technology, Washington, D.C.

Hsieh-Yee, L. (2001, June). Resources on Asian American Children: Analysis of Retrieval by
Search Engines and WorldCat. Presentation at the National Conference on Asian Pacific
American Librarians, San Francisco.

Hsieh-Yee, 1. (2001, January). Delphi Study on Metadata: Project Design. Presentation at
Research Awards Session, Association for Library & Information Science Education,
Washington, D.C.

Hsieh-Yee, 1. (2000, May). Web Search Behavior Research: Progress and Implications.
Presentation at the Symposium on Evaluating Library and Information Science Research,
University of Wisconsin-Madison, Madison, Wisconsin.
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Hsieh-Yee, 1. (2000, March). ERIC User Services: Evaluation in a Decentralized
Environment. Presentation at the National ERIC Joint Directors/Technical Meeting,
Arlington, Virginia.

Hsieh-Yee, L. (2000, January). Enhancing Learning with Web Technology. Presentation at
Faculty Conversations, Catholic University of America, Washington, D.C.

Hsieh-Yee, L. (2000, January). From Surrogates to Objects: CUA’s Approaches to Organizing
Electronic Resources. Paper presentation at the Annual Conference of the Association
for Library and Information Science Education, San Antonio, Texas.

Yee, P., and Hsieh-Yee, L. (1997, November). Individual Differences in Search Behavior on the
WWW. A poster session presented at the 38th Annual Meeting of the Psychonomic
Society, Philadelphia, Pennsylvania.

Hsieh-Yee, L. (1997, April). Research + Marketing + Preparation = Job! Presented at the
"Workshop on Resume and Interview Techniques," Special Libraries Association,
Student Chapter, Catholic University of America, Washington, D.C.

Hsieh-Yee, L. (1997, February). Creating CyberCatalogers: Education and Training.
Presentation at ALA's Midwinter Meeting, Washington, D.C.

Hsieh-Yee, L. (1997, February). Search Tactics of Web Users in Searching for Texts, Graphics,
Known Items and Subjects: A Search Simulation Study. Presented at the Conference of
the Association for Library and Information Science Education, Washington, D.C.

Hsieh-Yee, Ingrid. "Beginning Your Special Library/Information Center Career." Presented at
SLA's "Career Day," Jan. 11, 1997, Catholic University of America.

Hsieh-Yee, L. (1996, September). The Roles of Library and Information Scientists in Managing
Electronic Information. Presentation at Hamilton College, Clinton, New York.

Hsieh-Yee, L. (1996, May). The Future of Cataloging as a Profession. Presented at "The
Cataloging Forum, Library of Congress, Washington, D.C.

Hsieh-Yee, L. (1994, October). The Impact of the Internet on OPACs. Presented at the Third
Workshop on User Interfaces for OPACs, Library of Congress, Washington, D.C.

Reports

Hsieh-Yee, 1., with Knowledge Management Competencies and Performance Action Group of
the Federal Knowledge Management Initiative. “From Knowledge Management
Competencies to Improved Organizational Performance.” April 9, 2009.
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Hsieh-Yee, 1., with Knowledge Practices Action Group of the Federal Knowledge
Management Initiative. “KM Practice in Government Agencies: Findings and
Recommendations.” April 9, 2009.

Hsieh-Yee, 1. “Delphi Study on Metadata.” 2001. Three quarterly reports submitted to the
Association for Library and Information Science Education.

Hsieh-Yee, 1. “College Students' Information Channels: Patterns of Use and Possible Factors in
Channel Selection.” 1995. Submitted to the Catholic University of America.

Hsieh-Yee, I. “The Information-Seeking Patterns of Scholars and Their Use of an Online
Information System.” 1994. Submitted to the Council on Library Resources.

Book Reviews

Review of The Measurement and Evaluation of Library Services, by Sharon L. Baker and F.
Wilfrid Lancaster. Information Processing and Management 30 (1994): 450-52.

Review of Subject Access to Films and Videos, by Sheila S. Intner and William E. Studwell; and
Cataloging Unpublished Nonprint Materials, by Verna Urbanski with Bao Chu Chang
and Bernard L. Karon. Information Processing and Management 30 (1994): 449-50.

Review of Automated Information Retrieval in Libraries: A Management Handbook, by Vicki
Anders. Journal of Library and Information Science 19 (1993): 98-100.

Review of Full Text Databases, by Carol Tenopir and Jung Soon Ro. Information Processing
and Management 28 (1992): 667-68.

Review of Descriptive Cataloging for the AACR2R And USMARC: A How-to-Do It Workbook,
by Larry Millsap and Terry Ellen Ferl. Information Processing and Management 28
(1992): 809-11.

Review of MARC Manual: Understanding and Using MARC Records, by Deborah J. Byrne.
Information Processing and Management 28 (1992): 537-38.

Service
Professional Associations and Societies

e Library of Congress. RDA Training Program for the Profession. Co-authored with Tim
Carlton. 2013-2014.

e 2014 Digital Preservation Outreach & Education Survey. Contributed to the design
of the survey, 2014.

e National Digital Stewardship Alliance. Outreach Committee. 2011-2014.

e National Digital Stewardship Residency Program. Advisory Group, 2012-2013.

e FEDLINK Health Information Technology Advisory Council, 2011-2015.
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2012 Joint Conference on Digital Libraries. Program Planning Committee, Pre-
Conference Proposals Review Committee, 2012
Catholic Research Resources Alliance. Five-Year Strategic Plan Task Force, 2011-2012
Institute of Museum and Library Services. Grant reviewer. 2004, 2005, 2010.

Association for Library and Information Science Education.

* ALISE Bodan Wynar Research Paper Award Committee, 2015, 2016, 2017

* ALISE Eugene Garfield Dissertation Award Competition, Jury, 2013, 2014

* ALISE Research Grant Competition Committee. Chair, 2012

* Pratt-Severn Faculty Innovation Award. Chair, 2009, 2010

* ALISE Doctoral Poster Jury, 2012

* “Information Organization Competencies for the 21st Century” Discussion session
leader. 2009 Conference of the Association for Library and Information Science
Education.

* Assisted Technical Services SIG Convener in organizing a program, ““Building a
Metadata Education and Research Community through MERIC (Metadata Education and
Research Information Commons): Demo and Stakeholder Input” for the 2008 ALISE
conference.

* Association for Library Collections and Technical Services/Association for Library and
Information Science Education (ALCTS/ALISE) Metadata Education and Research
Information Center (MERIC) Advisory Board, Co-Chair (with Sherry Vellucci), 2005-
2007. Chair, 2008-2009 (leading the effort to build MERIC, a repository and
collaborative space for metadata educators, practitioners, and researchers)

* Technical Services SIG, Convener, 2004-2005. Organized a program on “Electronic
Resources Management: Current Practices, Employer Expectations, and Teaching
Strategies” for the 2005 conference in Boston, Massachusetts.

* Technical Services SIG, Convener, 2003-2004. Organized a program on “Organizing
Information with Metadata: Desired Competencies and Teaching Innovations” for the
2004 conference.

* Technical Services SIG, Convener, 1999-2000. Organized a program on "Teaching the
Organization of Electronic Resources" for the 2000 conference.

* Curriculum SIG, Co-convener (with Sibyl Moses), 1996-97. Organized a program on
“Government Information Policy” for the 1997 conference.

American Society for Information Science & Technology.

* Reviewer, Conference program panel submissions and poster submissions, 2005, 2006,
2007, 2009, 2011, 2012, 2013, 2014, 2015, 2016, 2017

* Nomination Committee, 2009-2011

* Information Science Education Special Interest Group. American Society for
Information Science and Technology. Chair-Elect, 2007-2008. Chair 2008-2009.

* Committee on Information Science Education. 1999-2006.

* Committee on Information Science Education. Organizing Committee for an
orientation program for students at ASIS annual meetings, 1999-2001

* Committee on Information Science Education. Sub-committee on Student Welfare
(focusing on issues related to master's education), 1998-2001
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* SIG ED. Organizing Committee for the "Seminar on Research and Career
Development" for junior researchers. 1995-96 (chair), 1997-2001
* ISI Doctoral Dissertation Proposal Scholarship Jury, 1997; 2001, 2002
* Pratt-Severn Best Student Research Paper Award Jury. Chair. 1997
* 1998 Midyear Meeting (referee of contributed papers), 1997
* Organizer and moderator of the ASIS Doctoral Forum and the Doctoral Research
Seminar 1994-1995
* SIG Human Computer Interaction. Chair-Elect, Chair, 1993-1995
* Doctoral Forum Award Jury, 1995
* Best Student Paper Award Jury, 1995

American Library Association.

* Committee on Accreditation, External Review Panelist, 2009- (site visiting team 2013-
2014; site visiting team 2016-2017)

* Association for Library Collections and Technical Services Task Force on
Competencies and Education for a Career in Cataloging, member, 2008-2009

* Facilitator for “What They Don't Teach in Library School: Competencies, Education
and Employer Expectations for a Career in Cataloging,” an Association for Library
Collections and Technical Services Preconference, June 22, 2007 in Washington, D.C.
Also a local liaison for bringing this program to the Catholic University of America.

* Facilitator for a discussion on "Effect of Electronic Resources on Technical Services" at
ALA's Midwinter Meeting held in Feb. 1997 in Washington, D.C.

* International Relations Committee, Subcommittee Task Force for IFLA and China,
1994-1997

Virginia Association of School Librarians. Scholarships and Awards Committee. 2010-
2012

Federal Knowledge Management Initiative, Knowledge Management Practices Action
Group. Member. 2009 (leading the effort to build a knowledge management repository)
Federal Knowledge Management Initiative, Knowledge Management Competencies &
Learning Action Group. Member. 2009 (developing an action plan for helping
government knowledge workers and government agencies to develop knowledge
management competencies)

National Center for Education Statistics. Technical Review Panel. 2008.

External evaluator for a case of promotion to full professorship. University of Tennessee.
2008.

National Information Standards Organization (NISO). Advisory Board, Revision of
“IMLS Framework of Guidance for Building Good Digital Collections,” 2004, 2007.
Library of Congress, Bibliographic Control of Web Resources: A Library of Congress
Action Plan. Principal Investigator of Action Item 5.1, focusing on cataloging and
metadata education for students and new librarians, 2002-2003. (worked with the
Association for Library Collections and Technical Services, Education Task Force)
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e Chinese American Librarians Association

* Chinese American Librarians Association Outstanding Library Leadership Award in

Memory of Dr. Margaret Chang Fung, Award Committee, 2016-2017

* Achievement Award Jury, 2000-2001

* CALA Goal 2000 Task Force, 1997

* Scholarship Committee, 1995, 1996-1997 (chair)

* Board of Directors, 1994-1997

* Publication Committee, 1993-1995

* International Relations Committee, 1993-1996

e Sailor™ Assessment Advisory Group (An impact study of Sailor, Maryland's Public
Information Network), 1995

e Editorial boards
Journal of Library & Information Science. Editorial Board, 2012-
Chinese American Librarians Association, Occasional Papers Series. Editorial
Board, 2009-2016.
Library Quarterly. Editorial Board, 2003-2008
Bulletin of the Medical Library Association, 1994-97
Newsletter editor for the Chinese American Librarians Association, 1989-92

e Referee for the following journals
Information Processing and Management
Journal of Digital Information
Journal of Education for Library and Information Science
Journal of Information Science
Journal of Library & Information Science
Journal of Library Metadata
Journal of the American Society for Information Science & Technology
Library and Information Science Research
Library Quarterly

e Expert reviewer, “Digital Library” course, Evaluation module, University of North
Carolina, Chapel Hill, 2007-2008.

e Expert reviewer, “Information Organization” course, University of Michigan, Ann Arbor.
2007.

Catholic University of America

e Academic Senate Committee on Appointments and Promotions, 2005-2008
e Academic Senate Committee on Committees and Rules, 2009-2012, 2019-2022
e Academic Senate representative (for School of Arts & Sciences), 2017-2020
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e Academic Senate representative (for School of Library & Information Science) 2003-
2012
e Academic Senate Library Committee, Interim Chair (2007), Member, 2008-2012
Academic Senate Committee on Computing, 1995-2003

e President’s Administrative Council, 2010-2012

e Deans’ Council, 2010-2012

e Academic Leadership Group, 2010-2012

e Graduate Board, 2010-2012

e School of Arts & Sciences, Committee on Appointments and Promotions, 2015-2019

e School of Arts & Sciences, Academic Council, 2015-2016.

e School of Arts & Sciences, Ordinary Professor Group, 2013-

e Doctoral Dissertation Defense Committee, Chair, Dept. of Psychology, 2016, 2017, 2018,

2019, 2020, 2021, 2022
e Doctoral Dissertation Defense Committee, Chair, Dept. of Education, 2014, 2015, 2017,
2018, 2019
e Doctoral Dissertation Defense Committee, Chair, National Catholic School of Social
Services, 2019, 2020, 2021
Doctoral Dissertation Defense Committee, Chair, School of Nursing, 2006, 2008
CUA Scholarly Communication Project Team, Member (2007), Chair, 2008-2009
Dean Search Committee, 1992-1994, 1998-1999, 2002-2003, 2006-2007
Fulbright Review Panel, 2006
CUA Service Learning Advisory Board, 2001-2002
CUA Faculty Conversations on Enhancing Teaching and Learning through
Technology, Planning Group, 1999-2001
e CUA Initiative on Technology and Teaching, 1998-2001

Dept. of Library and Information Science

e Admissions Committee, 2007-2009, Chair 2010-2012, Member 2013-2015, Member
2018-2022

Appointments and Promotions Committee, 1991-2022

Student advisement, 1990-2022

4+1 Bachelor to Master program, Program Advisor, 2014-2022

LIS Minor, Advisor, 2017-2022

Curriculum Committee, 2020-21 (Member), 2021-2022 (Chair)

Scholarship & Awards Committee, 2016-2018, 2020-21

Comprehensive examination editor, 2020-21

Symposium, Colloquium, Lecture Series Committee, May 2018-May 2020 (Chair)
Symposium and Colloquium Committee, fall 2016-May 2018

Bridging the Spectrum Symposium session moderator, 2018, 2019, 2020, 2021
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Organization of Information Core Course Outcomes Assessment, 2019, 2020
The Information Professions in Society Core Course Outcomes Assessment, 2019, 2020
Community Services Librarianship, Course of Study Review and Revision, 2020
Organization of Information, Course of Study Review and Revision, 2019
Organization of Information, Competency and Course Offerings Review, 2018-2019
Accreditation presentation, Chair, June 2015-August 2016
Interim Co-Chair, June 2015-August 2016.
Blended/OWL Learning Committee, spring 2016-2018
Technology Committee, fall 2016-2017
Comprehensive examination editor, 2016-2017, reader (every year since 1990)
LIS Advisory Board, 2015-2016 (chair); fall 2016- May 2018 (member)
Committee on Planning and Assessment, 2015-2016 (chair)
Senior Faculty Committee, 2014-2016.
Accreditation Steering Committee, 2014-2016 (Chair, 2015-2016)
Accreditation Students Standard Committee, co-chair, 2014-2016
Accreditation Mission, Goals, and Objectives Standard Committee, co-chair, 2014-2016
Accreditation Curriculum Standard, member 2014-2-16
Accreditation Administration and Finance Standard, member 2014-2016
Cultural Heritage Information Management Project (IMLS-funded), Co-PI, 2012-2015
Cultural Heritage Information Management Forum (scheduled for June 2015), Co-
Organizer, 2013-2015
Health Information Technology Interim Review Committee, 2015 (chair)
Health Sciences Librarianship Advisory Group, 2015- (chair)
Comprehensive examination editors, 2013-2014, 2016-2017
National Digital Stewardship Alliance liaison, 2011-2014
Advisory Board, Chair 2010-2012
Academic Honesty Committee, Chair, 2008-2012
Blended Learning Committee, 2010-2012
Colloquium Committee, 2010-2012
Comprehensive Examination Administration, 2010-2012
Cultural Heritage Information Management Advisory Committee, 2010-2012 (chair),
2013-
Curriculum Committee, 1991-2003, 2007-2009, Chair 2010-2012, member 2013-
Curriculum Subcommittee on Comprehensive Examination, Chair 2009-2012
Health Information Technology Advisory Board, Chair 2010-2012. Member 2013-
Health Sciences Advisory Committee, 2009, Chair 2010-2012. Member 2013-
HIT Expert Forum, Chair 2012. Member 2013-2015
Health Information Technology Student Group Advisor, 2011-2012
State Council for Higher Education of Virginia, SLIS Representative, 2010-2012
Symposium Planning Committee, 2010-2012
Website Management Team, Chair, 2010-2012
Urban School Librarianship Project (IMLS-Funded), PI, 2007-2011 (chair, 2010-11)
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Failing Grades Committee, 1995-1997 (chair), 2000-2001 (chair), 2004-2005 (chair),
2007 (chair)-2011
Faculty Search Committee, 1994-1998, 2002-2004, 2006 (chair), Fall 2007-2009, Chair
fall 2009-2012
Recruitment Committee, Chair 2010-2012
Strategic Planning Committee, Chair 2010-2012
Technology Committee, 2010-2012
Accreditation Advisory Committee, 2007-2009
Accreditation Coordinating Committee, 2007-2009
Accreditation Steering Committee, 2007-2009
SLIS Advisory Group, 2007-2009
Accreditation Curriculum Standard Committee, Co-chair, 2007-2009
Accreditation Faculty Standard Committee, Co-chair, 2007-2009
LSC 551 Information Organization Review Team, Co-chair, 2008-2009, 2015-2016.
Curriculum Subcommittee on Portfolios, 2009
LSC 555 Information Systems in Libraries and Information Centers Review Team,
contributor, 2008-2009
Redesign of LSC 730 Use and Users of Libraries and Information. 2009-
Development of a metadata institute that was taught as LSC 715 Organization of Internet
Resources in 2008. The institute is being revised and will be offered in 2010 under a new
course title.
Development of lesson plans, assignments, and evaluation rubrics for LSC 606,
Cataloging and Classification, for the School’s NCATE accreditation. 2008
Howard and Mathilde Rovelstad Scholarship Committee, Chair, 2004-2007
Assistant Dean Search Committee, Chair, Fall 2007
Liaison to the Association for Library Collections and Technical Services to bring its
preconference program, Cataloging Education and Employer Expectations, to CUA
during the 2007 American Library Association Annual Meeting in Washington, D.C.
Organizer of the colloquium presentation and reception for Tamar Sadeh of Ex Libris on
PRIMO June 2007
Practicum review and design (work with potential supervisors, such as the American
Indian Museum internship description revision) 2006-
Comprehensive examinations (edits, proctoring, and grading), 1990-
SLIS Web site redesign: Comments and suggestions. Fall 2007
Conducted surveys of current students and alumni in preparation for the 2005 re-
accreditation, 2004-2005
Technology Committee, 1992-1999 (chair, 1996-1998), 2002-2003 (member)
Colloquia Committee 1997-1999, 2002-2003.
Advisor of the CUA Student Chapter of the American Society for Information Science
and Technology, 2002-2003
Visiting Professor Search Committee, 1999, 2000, 2001
Leader, Participation in the CORC experiment, 1999-2000
Advisor of the Special Libraries Association Student Chapter, 1993-1999; the group was
recognized for outstanding leadership by SLA in 1999.
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COA planning Committee, Task Force on Electronic Presentation of SLIS Reports
(team leader) 1997-1998
COA Planning Committee, Subcommittee on Technology 1996-1998
NLM practicum coordinator, 1997-1998
Computer Literacy Workshops: Assisted with the development and evaluation of the
workshops, 1996-1998
Leader, Participation in the InterCat project, 1995-1997
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Understanding MARC Bibliographic: Parts 7 to 10 https://www.loc.gov/marc/umb/um07to10.htm]

Library of Congress >> MARC >> Understanding MARC

MARC 21 Reference Materials

Part VII: A Summary of Commonly Used MARC 21 Fields
Part VIII: A List of Other Fields Often Seen in MARC Records
Part IX: The Leader

Part X: Field 008 for Books

Part VII:

A Summary of
Commonly Used MARC 21 Fields

This is a summary of the MARC 21 tags used most frequently by libraries in entering
their own bibliographic records. For full listings of all MARC 21 tags, indicators, and
subfield codes, see MARC 21 Format for Bibliographic Data.

In the explanations on these pages:

Tags -- The tags (3-digit numbers) are followed by the names of the fields they represent.
In this summary, and in the MARC 21 Format for Bibliographic Data, if a tag can appear
more than once in one bibliographic record, it is labeled repeatable (R). If it can only be
used once, it is labeled non-repeatable (NR). For example, a catalog record can have
several subjects, so the tags for subject added entries (6XX) are labeled repeatable (R).

Indicators -- The use of indicators is explained in fields where they are used. Indicators
are one-digit numbers. Beginning with the 010 field, in every field -- following the tag --
are two character positions, one for Indicator 1 and one for Indicator 2. The indicators are
not actually defined in all fields, however. And it is possible that a 2nd indicator will be
used, while the 1st indicator remains undefined (or vice versa). When an indicator is
undefined, the character position will be represented by the character # (for blank space).

Subfield codes -- All the data in each field (beginning with the 010 field) is divided into
subfields, each of which is preceded by a delimiter-subfield code combination. The most
common subfield codes used with each tag are shown. Each subfield code is preceded by
the character $, signifying a delimiter. The name of the subfield follows the code.

In general, every field MUST have a subfield 'a' ($a). One exception that is often seen is in
Field 020 (ISBN), when the ISBN information (subfield $a) is unavailable but the price
(subfield $¢) is known. Some subfields are repeatable. In this summary, repeatability is
noted for only the more common repeatable subfields.

Examples: Examples follow the explanation for each field. For clarity, one space has been
placed between the tag and the first indicator, one space has been placed between the
second indicator and the first delimiter- subfield code, and one space has been inserted
between the delimiter-subfield code and the subfield data.

010 Library of Congress Control Number -- (LCCN)
(NR, or Not Repeatable

Indicators undefined.
App B Trend Micro, Inc. v. Open Text Inc.
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Subfield used most often:
$a -- Library of Congress control number

Example: 010 ## $a ###86000988#

020 International Standard Book Number -- (ISBN)
(R, or Repeatable)
Indicators undefined.
Subfields used most often:
$a -- International Standard Book Number

$c -- Terms of availability (often a price)
$z -- Cancelled/invalid ISBN (R)

Example: 020 ## $a 0877547637

040 Cataloging source -- (NR)
Indicators undefined.
Subfields used most often:
$a -- Original cataloging agency
$c -- Transcribing agency
$d -- Modifying agency (R)

Example: 040 ## $a DLC
$c DLC
$d gwhs

100 Main entry -- Personal name -- (primary author)
(NR; there can be only one main entry)
Indicator 1: Type of personal name entry element
0 -- Forename
1 -- Surname (this is the most common form)
3 -- Family name
Indicator 2 undefined.
Indicator 2 became obsolete in 1990. Older records may display 0 or 1
Subfields used most often:
$a -- Personal name
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)

Example: 100 1# $a Gregory, Ruth W.

App B Trend Micro, Inc. v. Open Text Inc.
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$q (Ruth Wilhelme),
$d 1910-

130 Main entry -- Uniform title -- (NR)
Indicator 1: Nonfiling characters
0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)
Indicator 2 undefined.
Indicator 2 became obsolete in 1990. (See 100 above.)
Subfields used most often:
$a -- Uniform title
$p -- Name of part/section of a work (R)
$1 -- Language of a work
$s -- Version
$f -- Date of a work

Example: 130 0# $a Bible.
$p O.T.
$p Psalms.

240 Uniform title (NR)
Indicator 1: Uniform title printed or displayed
0 -- Not printed or displayed
1 -- Printed or displayed (most common)
Indicator 2: Nonfiling characters
0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)
Subfields used most often:
$a -- Uniform title
$1 -- Language of a work
$f -- Date of a work

Example: 240 10 $a Ile mystérieuse.
$1 English.
$f 1978

245 Title Statement (NR)
Indicator 1: Title added entry
(Should the title be indexed as a title added entry?)
0 -- No title added entry
(indicates a title main entry; i.e. no author is given)
1 -- Title added entry
(the proper indicator when an author given in 1XX; the most common
situation)
Indicator 2: Nonfiling characters

App B Trend Micro, Inc. v. Open Text Inc.
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0-9 -- Number of nonfiling characters present, including spaces; usually set at
zero, except when the title begins with an article; e.g., for The robe, the
second indicator would be set to 4. The letters T, 4, e, and the space
following them are then ignored in alphabetizing titles. The record will
be automatically filed under "" -- for Robe.

Subfields used most often:

$a -- Title proper

$h -- Medium (often used for non-book media)

$p -- Name of part/section of a work (R)

$b -- Reminder of title (subtitles, etc.)

$c -- Remainder of title page transcription/Statement of responsibility

Example: 245 14 $a The DNA story :
$b a documentary history of gene
cloning /
$c James D. Watson, John Tooze.

246 Varying form of title (R)
Indicator 1: Note/title added entry controller
1 -- Note, title added entry
3 -- No note, title added entry
Indicator 2: Type of title
# -- No information provided
0 -- Portion of title
1 -- Parallel title
4 -- Cover title
8 -- Spine title
Subfield used most often:
$a -- Title proper

Example: 246 3# $a Four corners power review

250 Edition statement (NR)
Indicators undefined.
Subfield used most often:

$a -- Edition statement

Example: 250 ## $a 6th ed.

260 Publication, distribution, etc. (Imprint) (R)
Indicator 1: Sequence of publishing statements

# -- No information provided
Indicator 2: Undefined

App B Trend Micro, Inc. v. Open Text Inc.
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Subfields used most often:
$a -- Place of publication, distribution, etc. (R)
$b -- Name of publisher, distributor, etc. (R)
$c -- Date of publication, distribution, etc. (R)

Example: 260 ## $a New York :
$b Chelsea House,
$c 1986.

300 Physical description (R)
Indicators undefined.
Subfields used most often:
$a -- Extent (number of pages) (R)
$b -- Other physical details (usually illustration information)
$c -- Dimensions (cm.) (R)
$e -- Accompanying material (for example, "teacher's guide" or "manual")

Example: 300 ## $a 139 p.
$b ill. ;
$c 24 cm.

440 Series statement / Added entry--Title
This field was made obsolete in 2008 to simplify the series statement. See 490 and
830.

490 Series statement (No added entry is traced from field) (R)

Indicator 1: Specifies whether series is traced (whether an 8XX tag is also present)
0 -- Series not traced
1 -- Series traced (8XX is in record)

Indicator 2 undefined.

Subfield used most often:
$a -- Series statement (R)
$v -- Volume number (R)

Example: 490 1# $a Colonial American craftsmen

500 General note (R)
Indicators undefined.
Subfield used most often:
$a -- General note (Used when no specialized note field has been defined for
the information. Examples: Notes regarding the index; the source of the title;
variations in title; descriptions of the nature, form, or scope of the item.)

App B Trend Micro, Inc. v. Open Text Inc.
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Example: 500 ## $a Includes index.

504 Bibliography, etc. note (R)
Indicators undefined.
Subfield used most often:
$a -- Bibliography, etc. note

Example: 504 ## $a Includes bibliographical
references.

505 Formatted contents note (R)

Indicator 1: Type of contents note
0 -- Complete contents
1 -- Incomplete contents (used with multivolume set when some volumes are
not yet published)
2 -- Partial contents

Indicator 2: Level of content designation
# -- Basic

Subfield used most often:
$a -- Formatted contents note

Example: 505 0# $a Pride and prejudice —— Emma
—— Northanger Abbey.

520 Summary, etc. note (R)
Indicator 1: Display constant controller

# -- Summary

1 -- Review

2 -- Scope and content

3 -- Abstract
Indicator 2 undefined

Subfields used most often
$a -- Summary, abstract, or annotation
$b -- Expansion of summary note

Example: 520 ## $a This basic guide to parliamentary
procedure tells how to conduct
and participate in a meeting
properly.

600 Subject added entry -- Personal name (R)
Indicator 1: Type of personal name entry element

0 -- Forename
App B Trend Micro, Inc. v. Open Text Inc.
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1 -- Surname (this is the most common form)

3 -- Family name
Indicator 2: Subject heading system/thesaurus (identifies the specific list or file
which was used)

0 -- Library of Congress Subject Headings

1 -- LC subject headings for children's literature

2 -- Medical Subject Headings

3 -- National Agricultural Library subject authority file

4 -- Source not specified

5 -- Canadian Subject Headings

6 -- Répertoire de vedettes-maticre

7 -- Source specified in subfield $2

(Note regarding Sears subject headings: The MARC 21 format does not provide an
assigned indicator for Sears subject headings. Therefore, an indicator of 7 is used, and the
MARC defined code "sears" is placed in subfield $2.)

Subfields used most often:
$a -- Personal name (surname and forename)
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)
$t -- Title of a work
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)

Example: 600 10 $a Shakespeare, William,
$d 1564-1616
$x Comedies
$x Stage history.

Example: 600 10 $a Shakespeare, William,
$d 1564-1616
$x Knowledge
$z Rome
$v Congresses.

Notice that subfields $v, $x, and $z in the 600 field are repeatable. Subfields $v, $x, $y,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

610 Subject added entry -- Corporate name (R)
Indicator 1:Type of corporate name entry element

App B Trend Micro, Inc. v. Open Text Inc.
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0 -- Inverted name (not used with AACR2)
1 -- Jurisdiction name
2 -- Name in direct order
Indicator 2: Subject heading system/thesaurus.
See indicator 2 under 600
Subfields used most often:
$a -- Corporate name or jurisdiction name as entry element
$b -- Subordinate unit (R)
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)

Example: 610 10 $a United States.
$b Army Air Forces
$v Biography.

650 Subject added entry -- Topical term (Most subject headings fit here.) (R)
Indicator 1: Level of subject
# -- No information provided
Indicator 2: Subject heading system/thesaurus
(identifies the specific list or file which was used)
0 -- Library of Congress Subject Headings
1 -- LC subject headings for children's literature
2 -- Medical Subject Headings
3 -- National Agricultural Library subject authority file
4 -- Source not specified
5 -- Canadian Subject Headings
6 -- Répertoire de vedettes-maticre
7 -- Source specified in subfield $2

Note regarding Sears subject headings: The MARC 21 format does not provide an
assigned indicator for Sears subject headings. Therefore, an indicator of 7 is used, and the
MARC defined code "sears" is placed in subfield $2.)

Subfields used most often:
$a -- Topical term
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term used with 2nd indicator of 7)

App B Trend Micro, Inc. v. Open Text Inc.
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Example: 650 #0 $a Theater
$z United States
$v Biography
$v Dictionaries.

Notice that subfields $v, $x, and $z in the 650 field are repeatable. Subfields $v, $x, Sy,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

651 Subject added entry -- Geographic name (R)
Indicator 1: undefined.
Indicator 2: Subject heading system/thesaurus.
See indicator 2 under 600
Subfields used most often:
$a -- Geographic name
$v -- Form subdivision (R)
$x -- General subdivision (R)
$y -- Chronological subdivision (R)
$z -- Geographic subdivision (R)
$2 -- Source of heading or term (used with 2nd indicator of 7)

Example: 651 #0 $a United States
$x History
$v Chronology.

Notice that subfields $v, $x, and $z in the 651 field are repeatable. Subfields $v, $x, $y,
and $z do not have to be in alphabetical order. They will be in the order prescribed by the
instructions given by the subject heading system.

700 Added entry -- Personal name (R)

Indicator 1: Type of personal name entry element
0 -- Forename
1 -- Surname (this is the most common form)
3 -- Family name

Indicator 2: Type of added entry
# -- No information provided (most common; co-authors, editors, etc.)
2 -- Analytical entry (The values for Indicator 2 changed in 1994 with Format
Integration, and older records may display additional values. An analytical
entry involves an author/title of an item contained in a work.)

Subfields used most often:
$a -- Personal name
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name
$d -- Dates associated with a name (generally, year of birth)
$e -- Relator term (such as ill.) (R)
$4 -- Relator code (R)

App B Trend Micro, Inc. v. Open Text Inc.
IPR2023-01389
EX102449/23, 10:28 PM





Understanding MARC Bibliographic: Parts 7 to 10 https://www.loc.gov/marc/umb/um07to10.htm]

Example: 700 1# $a Baldridge, Letitia.

710 Added entry -- Corporate name (R)

Indicator 1: Type of corporate name entry element
0 -- Inverted name (not used with AACR?2)
1 -- Jurisdiction name
2 -- Name in direct order

Indicator 2: Type of added entry.
See Indicator 2 under 700
# -- No information provided
2 -- Analytical entry

Subfields used most often:
$a -- Corporate name or jurisdiction name as entry element
$b -- Subordinate unit (R)

Example: 710 2# $a Sunburst Communications (Firm)

740 Added entry -- Uncontrolled related/analytical title (R)

Indicator 1: Nonfiling characters
0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)

Indicator 2:Type of added entry. See Indicator 2 under 700
# -- No information provided
2 -- Analytical entry
(This field was redefined in 1994 with Format Integration. Prior to 1994, the
field was also used for variant titles, such as a different wording on a spine
title. In records created since Format Integration, those variant tiles appear in a
246 field.)

Subfield used most often:
$a -- Title

Example: 740 02 $a Uncle Vanya.

800 Series added entry -- Personal name (R)
Indicator 1: Type of personal name entry element
0 -- Forename
1 -- Surname
3 -- Family name
Indicator 2 undefined.
Subfields used most often:
$a -- Personal name
$b -- Numeration
$c -- Titles and other words associated with a name (R)
$q -- Fuller form of name

App B Trend Micro, Inc. v. Open Text Inc.
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$d -- Dates associated with a name (generally, year of birth)
$t -- Title of a work (the series)
$v -- Volume number

Example: 800 1# %$a Fisher, Leonard Everett.
$t Colonial American craftsmen.

830 Series added entry -- Uniform title (R)

Indicator 1 undefined.

Indicator 2: Nonfiling characters
0-9 -- Number of nonfiling characters present (for initial articles, including
spaces)

Subfield used most often:
$a -- Uniform title
$v -- Volume number

Example: 830 #0 $a Railroads of America (Macmillan)

[ Back to Top of Page ]

Part VIII:

A List of Other Fields
Often Seen in MARC Records

001  Control number

003  Control number identifier

005  Date and time of latest transaction

006  Fixed-length data elements -- additional material characteristics

007  Physical description fixed field

008  Fixed length data elements (See Part X)

022  International Standard Serial Number (ISSN)

037  Source of acquisition

041  Language code

043  Geographic area code

050  Library of Congress call number

060  National Library of Medicine call number

082  Dewey Decimal classification number (the one recommended
by the Library of Congress; locally-assigned call numbers may
appear elsewhere)

110 Main entry -- Corporate name (less frequent under AACR2
rules)

256  Computer file characteristics

263  Projected publication date
(indicates a CIP -- Cataloging in Publication -- record)

App B Trend Micro, Inc. v. Open Text Inc.
IPR2023-01389

11 0f 17 EX102442/23, 10:28 PM



https://www.loc.gov/marc/umb/um07to10.html#top

https://www.loc.gov/marc/umb/um07to10.html#top

https://www.loc.gov/marc/umb/um07to10.html#part10

https://www.loc.gov/marc/umb/um07to10.html#part10



Understanding MARC Bibliographic: Parts 7 to 10 https://www.loc.gov/marc/umb/um07to10.htm]

306  Playing time

508  Creation/production credits note

510  Citation/references note (review sources)

511  Participant or performer note

521  Target audience note (first indicator: 0 = reading grade level, 1
= interest age level, 2 = interest grade level, 3 = special
audience characteristics, 4 = motivation interest level)

530  Additional physical form available note

538  System details note

586  Awards note

656  Index term -- Occupation

730  Added entry -- Uniform title

852 Location

856  Electronic location and access

9XX Reserved for local use. (They are used by vendors, systems, or
individual libraries to exchange additional data)

[ Back to Top of Page ]

Part IX:

The Leader

There are 24 positions in the Leader, numbered from 00 to 23. For fuller explanation, see
the MARC 21 Format for Bibliographic Data.

00-04  Record length (calculated by the computer for each record)
05 Record status
= increase in encoding level
= corrected or revised
deleted
new
increase in encoding from prepublication (previous CIP)
pe of record
= language material
= printed music
= manuscript music
cartographic material
= manuscript cartographic material
= projected medium
= nonmusical sound recording
= musical sound recording
= 2-dimensional nonprojectable graphic
= computer file
= kit
= mixed materials
= 3-dimensional artifact or naturally occurring object
= manuscript language material
07 Bibliographic level
a = monographic component part
b = serial component part

06

<

”H’OOEW“_"“'OQ"'?CDQO@H’OBQ‘OW
I
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¢ = collection
d = subunit
1 = integrating resource
m = monograph/item
s = serial
08 Type of control
# = no specified type
a = archival
09 Character coding scheme
# = MARC-8
a = UCS/Unicode
10 Indicator count (always "2")
11 Subfield code count (always "2")
12-16  Base address of data (calculated by the computer for each record)
17 Encoding level
# = full level
1 = full level, material not examined
2 = less-than-full level, material not examined
3 = abbreviated level
4 = core level
5 = partial (preliminary) level
7 = minimal level
8 = prepublication level (CIP)
u = unknown
z = not applicable
18 Descriptive cataloging form
# = non-ISBD
a = AACR2
1 = ISBD
u = unknown
19 Multipart resource record level
# = Not specified or not applicable
a = Set
b = Part with independent title
¢ = Part with dependent title
20 Length of the length-of-field portion (always "4")
21 Length of the starting-character-position portion (always "5")
22 Length of the implementation-defined portion (always "0")
23 Undefined (always "0")

[ Back to Top of Page ]

Part X:

Field 008 for Books

Field 008 is used for Fixed Length Data Elements ("Fixed Field Codes"). There are 40
character positions in field 008, numbered from 00-39. Undefined positions must contain
either a blank (#) or a fill character ( | ). Positions 00-17 and 35-39 are defined the same
way for all media.

App B Trend Micro, Inc. v. Open Text Inc.
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The information shown here for positions 18-34 applies only to books. For explanation of
all the positions below and for positions 18-34 for other media, see the MARC 21 Format
for Bibliographic Data.

Note that field 008 has no indicators or subfield codes.

00-05

06

07-10
11-14

Date entered on file (YYMMDD),

where Y=year, M=month, and D=day
Type of date/publication status:

= no dates given; B.C. date involved
= detailed date

= single known date/probable date

= multiple dates

= reprint/reissue date (Date 1) and original date (Date 2)
= dates unknown

= questionable date

= publication date and copyright date
= no attempt to code

Date 1/beginning date of publication
Date 2/ending date of publication

- T s " g v oo

Date fields contain the year(s) of publication. The type of date(s) in these elements are
specified in fixed field element 06: Type of date/publication status. (For further details, see
the field 008 description in the MARC 21 Format for Bibliographic Data.)

15-17

Place of publication, production, or execution
For example:

pk# = Pakistan

cau = California (US)

(For a full list of codes used in these positions, see the MARC Code List for Countries.)

18-21

22

Illustrations (up to 4 codes):
= no illustrations

= illustrations

maps

portraits

charts

= plans

= plates

music

facsimiles

coats of arms
genealogical tables
forms

= samples

= phonodisc, phonowire, etc.
= photographs

= illuminations

= no attempt to code
arget audience:

= unknown or not specified
= preschool

J

#
a
b
C
d
€
f
g
h
i
k
1
m
(V)
p
|
T.
#
a
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23

24-27

28

= primary

pre-adolescent

adolescent

adult

specialized

= general

= juvenile

= no attempt to code

orm of item:

= none of the following

= microfilm

= microfiche

= microopaque

large print

braille

regular print reproduction
electronic

= no attempt to code

ature of contents (up to 4):

= no specified nature of contents
= abstracts/summaries
bibliographies (is one or contains one)
catalogs

dictionaries

= encyclopedias

= handbooks

legal articles

indexes

patent document
discographies

= legislation

= theses

surveys of literature

reviews

programmed texts
filmographies

directories

= statistics

= technical reports
standards/specifications

legal cases and notes

law reports and digests
treaties

= no attempt to code
overnment publication:

= not a government publication
= international intergovernmental
federal/national

autonomous or semi-autonomous component
state, provincial, territorial, dependent, etc.
= multistate

= multilocal

T =0 —h 0 o6 o
I
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29

30

31

32

33

34

35-37

(For a full list of codes used in these positions, see the MARC Code List for Languages.)

38

= local
other type of government publication
government publication -- level undetermined
unknown if item is government publication
= no attempt to code
onference publication:
= not a conference publication
= conference publication
no attempt to code
Festschrift:
0 not a festschrift
1 = festschrift
| no attempt to code

T O N € O N —
I Il

Index:
0 = no index
1 = index present

| = no attempt to code

Undefined (since 1990) (Earlier records may contain the values 0 or 1)
# = Undefined

| = no attempt to code

Literary form:

= not fiction (not further specified)
= fiction (not further specified)

= comic strips

= dramas

= essays

novels

humor, satires, etc.

letters

short stories

= mixed forms

= poetry

= speeches

= unknown

= no attempt to code

1ography:
= no biographical material
= autobiography
= individual biography
collective biography
contains biographical information
= no attempt to code
Language:
A three-letter code. For example: eng fre ger spa rus ita

g = BE Mmoo o —o
|

— oo g »T
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Modified record:
# = not modified
x = missing characters (because of characters unavailable in MARC character
set)
s = shortened
d = "dashed-on" information omitted
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= completely romanized/printed cards in script
completely romanized/printed cards romanized
no attempt to code
ataloging source:
= national bibliographic agency
= cooperative cataloging program
= other sources
= unknown
= no attempt to code

39
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appendices (specifically, appendices 1006A-1006C, 1007A, 10078, and 1007D) introduce evidence
not previously submitted or linked in Petitioner's original submission. Specifically, Patent Owner is
prejudiced by belated submission of appendices 1007A, 1007B, and 1007D, which introduce new
grounds for challenging the public accessibility of Hoglund, which could not be addressed in Patent
Owner’s preliminary response. Patent Owner maintains its objections to any portion of Dr. Yee's
declaration that continues to rely on linked evidence not currently of record in this proceeding.
Should the Board grant Petitioner’s request to submit the appendices, Patent Owner requests a 6-
page sur-reply to respond to the new evidence.

Conclusion:

Both parties have conferred and present their respective positions as requested. We thank the
Board for its consideration of these positions and await further instructions on how to proceed.

Sincerely,

Robert M. Hansen
Counsel for Petitioner, Trend Micro, Inc.

Brian Eutermoser
Counsel for Patent Owner, Open Text, Inc.

Robert M. Hansen, Esq.
Co-Managing Partner

The Marbury Law Group, PLLC
11800 Sunrise Valley Drive, 15th Floor
Reston, VA 20191-5302
703-391-2900 Firm Telephone
571-267-7003 Direct Line
703-391-2901 Facsimile
703-909-5155 Cell
RHansen@Marburylaw.com
www.marburylaw.com
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