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(57) ABSTRACT

This specification generally relates to methods and algo-
rithms for detection of chemical, biological, and/or radiologi-
cal attacks. The methods use one or more sensors that can
have visual, audio, and/or thermal sensing abilities and can
use algorithms to determine by behavior patterns of people
whether there has been a chemical, biological and/or radio-
logical attack.
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DETECTOR FOR CHEMICAL, BIOLOGICAL
AND/OR RADIOLOGICAL ATTACKS

CROSS-REFERENCE TO RELATED
APPLICATIONS
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#53-19), entitled “Detector for Chemical, Biological and/or
Radiological Attacks,” filed Apr. 4, 2010, by Anoo Nathan et
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#53-2), filed Jan. 30, 2007, which is also incorporated herein
by reference; and U.S. patent application Ser. No. 12/011,705
claims priority benefit of U.S. Provisional Patent Application
No. 60/898,603 (Docket #53-3), filed Jan. 30, 2007, which is
also incorporated herein by reference; U.S. patent application
Ser. No. 12/011,705 is also a continuation in part of U.S.
patent application Ser. No. 12/072,186 (Docket #53-9),
entitled “An Image and Video Stitching and Viewing Method
and System,” filed Feb. 25, 2008, by Alexander Kuranov et al.
which is incorporated herein by reference, U.S. patent appli-
cation Ser. No. 12/072,186 claims priority benefit of U.S.
Provisional Patent Application No. 60/903,026 (Docket #53-
4), filed Feb. 23, 2007, which is incorporated herein by ref-
erence; this application is also a continuation-in-part of U.S.
patent application Ser. No. 12/157,654 (Docket #53-11),
entitled “Image Search,” filed Jun. 11, 2008, by Dennis V.
Popov, which claims priority benefit of U.S. Provisional
Patent Application No. 60/934,207 (Docket #53-6), filed Jun.
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cation Ser. No. 12/154,085 (Docket #64-1), entitled “Abnor-
mal Motion Detector and Monitor,” filed May 19, 2008, by
Vaidhi Nathan, which claims priority benefit of U.S. Provi-
sional Patent Application No. 60/930,766, entitled “Intelli-
gent Seizure Detector and Monitor,” filed May 18, 2007, by
Vaidhi Nathan et al., which is incorporated herein by refer-
ence; U.S. patent application Ser. No. 12/154,085 is also a
continuation-in-part of U.S. patent application Ser. No.
12/011,705 (Docket #53-8), entitled “Image Manipulation
for Videos and Still Images,” filed Jan. 28, 2008, by Chandan
Gope et al., which is incorporated herein by reference; U.S.
patent application Ser. No. 12/011,705 claims priority benefit
of U.S. Provisional Patent Application No. 60/898,341
(Docket #53-1), filed Jan. 29, 2007, which is incorporated
herein by reference; U.S. patent application Ser. No. 12/011,
705 application also claims priority benefit of U.S. Provi-
sional Patent Application No. 60/898,472 (Docket #53-2),
filed Jan. 30, 2007, which is also incorporated herein by
reference; and U.S. patent application Ser. No. 12/011,705
also claims priority benefit of U.S. Provisional Patent Appli-
cation No. 60/898,603 (Docket #53-3), filed Jan. 30, 2007,
which is incorporated herein by reference. All of the above
applications are incorporated herein by reference.

FIELD

[0002] This specification generally relates to methods and
algorithms for detection of chemical, biological, and/or
radiological attacks.

BACKGROUND

[0003] The subject matter discussed in the background sec-
tion should not be assumed to be prior art merely as a result of
its mention in the background section. Similarly, a problem
mentioned in the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The subject matter in the background section merely repre-
sents different approaches, which in and of themselves may
also be inventions.

[0004] The threat of chemical, biological, and/or radiologi-
cal attacks has intensified over the last few years. Chemical,
biological, and/or radiological attacks are difficult to pre-
empt and may cause mass destruction. Early detection and
warnings to alert the public or occupants of an area, can be
critical in minimizing and controlling the amount of damage
caused by chemical, biological, and/or radiological attacks.
Chemical, biological, and/or radiological attacks may cause
serious injuries, severe health problems and even death in
many cases. At the very least, chemical, biological, and/or
radiological attacks impair the individual’s ability to func-
tion. There is a need to detect these attacks as early as possible
to minimize the negative effects of the chemical, biological,
and/or radiological attack. One common way to protect
against attacks is to sample the air and do chemical, radio-
logical, and/or biological analysis on the sample. However,
the problems with this approach include the following,
chemical and biological detection devices are expensive, it is
hard to detect all chemicals and biologicals and, most impor-
tantly, it can take anywhere from several minutes to several
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hours to run tests on the air samples. Also chemical detection
is short range because air is sampled only in the immediate
vicinity of the sensor.

BRIEF DESCRIPTION OF THE FIGURES

[0005] In the following drawings like reference numbers
are used to refer to like elements. Although the following
figures depict various examples of the invention, the inven-
tion is not limited to the examples depicted in the figures.
[0006] FIG.1 shows ablock diagram of an embodiment of
the system for detection of chemical, biological and/or radio-
logical attacks.

[0007] FIG. 2A shows a block diagram of an embodiment
of a computer system that may be incorporated within the
system of FIG. 1.

[0008] FIG. 2B shows a block diagram of an embodiment
of'a memory system of FIG. 2.

[0009] FIG. 3A showsis a flowchart of an embodiment of a
method of detecting attacks, based on background foreground
based algorithms.

[0010] FIG. 3B shows a flowchart of an embodiment of a
method of detecting attacks, based on background foreground
based algorithms.

[0011] FIG. 4 shows a flowchart of an embodiment of a
method of detecting attacks, based on feature points and non
background-foreground-based algorithms.

[0012] FIG. 5 shows a flowchart of an embodiment of a
method of detecting attacks, based on shape and pattern-
recognition based algorithms.

[0013] FIG. 6 is a flowchart of an embodiment of a method
of detecting attacks, based on thermal analysis.

[0014] FIG. 7 shows a flowchart of an embodiment of a
method of detecting attacks, based on audio analysis.

[0015] FIG. 8A shows a block diagram of an embodiment
of a circuit board configuration and layout for use in the
system of FIG. 1.

[0016] FIG. 8B shows an embodiment of a circuit board
including a processor that can be installed into a camera.
[0017] FIG. 9A shows an embodiment of a processor exter-
nal to the camera.

[0018] FIG. 9B shows an embodiment of a backend com-
puting and processing module.

[0019] FIG. 10 shows an example of results for attack event
detection.

[0020] FIG.11 shows an example of results for attack event
detection.

[0021] FIG. 12 shows a flowchart of an embodiment of
assembling the system of FIG. 1.

[0022] FIG. 13 shows a flowchart of an embodiment of a
method of detecting attacks.

DETAILED DESCRIPTION

[0023] Although various embodiments of the invention
may have been motivated by various deficiencies with the
prior art, which may be discussed or alluded to in one or more
places in the specification, the embodiments of the invention
do not necessarily address any of these deficiencies. In other
words, different embodiments of the invention may address
different deficiencies that may be discussed in the specifica-
tion. Some embodiments may only partially address some
deficiencies or just one deficiency that may be discussed in
the specification, and some embodiments may not address
any of these deficiencies.
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[0024] Embodiments of the hardware and methods will
now be described with reference to the figures. In general, at
the beginning of the discussion of each of FIGS. 1, 2, and
9A-12 is a brief description of each element, which may have
no more than the name of each of the elements in the one of
FIGS. 1, 2, and 9A-12 that is being discussed. After the brief
description of each element, each element is further discussed
in numerical order. In general, each of FIGS. 1-13 is dis-
cussed in numerical order and the elements within FIGS. 1-13
are also usually discussed in numerical order to facilitate
easily locating the discussion of a particular element. None-
theless, there is no one location where all of the information
of any element of FIGS. 1-13 is necessarily located. Unique
information about any particular element or any other aspect
of'any of FIGS. 1-13 may be found in, or implied by, any part
of'the specification.

[0025] FIG. 1 shows a block diagram of an embodiment of
a hardware system for detection of chemical, biological and/
or radiological attacks 100. The hardware system 100 may
include sensors 102a-r, one or more communications lines
106, one or more persons 108, one or more persons under
duress 109, a computer 110, and external systems 112, the
computer 110 in intercommunication with the external sys-
tems 112. The sensors 102a-1z may be in communication with
the processing device 110 via a communications line (106).
Alternatively, the communication can be wireless. In other
embodiments the hardware system 100 may not have all of
the elements or features listed and/or may have other ele-
ments or features instead of or in addition to those listed.

[0026] Hardware system 100 is an example of a system
including non-contact, passive, and remote sensing devices to
detect chemical, biological, or radiological attacks at a loca-
tion or in a building. People who have been exposed to chemi-
cal, biological, and/or radiological agents or elements, may
display a number of different abnormal behavior and activity
patterns. Although the specification refers to abnormal behav-
ior of a person, abnormal behavior of a person is just one
example of abnormalities, such as abnormal activities that
may indicate that an attack is in progress or has occurred
recently. Any place that abnormal behavior is mentioned, any
abnormality and/or abnormal activity may be substituted to
obtain other embodiments. Some examples of behavior pat-
terns and effects that may be determined include, but are not
limited to, falling down, being unable to walk, falling uncon-
scious, displaying notable duress, coughing, doubling over
with cough/discomfort, staggering, being unable to walk
straight or normally. Other behavior patterns are discussed
below under the heading “Abnormal behaviors related to
chemical, biological and/or radiological attacks.”

[0027] The sensor(s) 102a-» may detect activity data,
including abnormal behavioral data associated with an attack.
The sensor(s) 102a-» may detect abnormal behavioral data
associated with a biological, chemical and/or radiological
attack. The sensor(s) 102a-» may be near-range and/or long-
range sensors. The sensor(s) 102a-» may have visual, audio,
and/or thermal sensing abilities, which may determine
whether there are any such attacks. In an embodiment, the
sensor(s) 102a-» can be used to detect behavior patterns of
people. The sensors 102a-n can be optical (visual), audio,
infrared, thermal, chemical/biological/radiological and/or a
combination thereof. For example, sensors 102a-» may
include one or more photo detectors, charge couple devices,
optical cameras, infrared sensors, thermal cameras, micro-
phones, chemical detectors, biological detectors, and/or
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radiological detectors. In some embodiments, combinations
of visual and audio or visual and thermal sensors are used to
detect behavioral data associated with one or more persons. In
some embodiments, audio analysis of the noises, voices, and
volume levels, and/or the contents of conversations can also
provide additional confirmation of an attack (e.g., duress).

[0028] Insomeembodiments, the sensors 102a-7 include at
least one thermal camera. A thermal camera uses long range
electromagnetic waves (long) in the infrared spectrum to
collect heat signatures of the objects in the scene. A thermal
camera provides a visual output showing a thermal map of the
scene. Inanimate objects for instance, have a different heat
signature from that of human beings. The thermal signatures
of'the human beings in the scene can be analyzed to determine
deviations from normal human temperatures and/or positions
caused by possible exposure to chemical, biological, and/or
radiological agents. A thermal camera/sensor can be used as
additional validation for duress behaviors detected by other
Sensors.

[0029] Insomeembodiments, the sensors 102a-7 include at
least one infrared camera. An infrared camera/sensor uses
electromagnetic waves (near) in the infrared spectrum to col-
lect information and form the image/video. The infrared cam-
era/sensor may be used to detect sources of infrared (e.g., any
heat source, such as the human body) and can be used for
continuous monitoring and analysis of a location. In some
embodiments, the sensors 102a-z include at least one visual
camera. In an embodiment, a visual color camera/sensor is
the primary input used to provide video to analyze people’s
behavior and patterns. A visual color camera/sensor has the
limitation of providing useful video only when there is
adequate lighting in the scene in the form of daylight or
external lighting. Dark areas and/or outdoor areas (particu-
larly at dusk, dawn or at night) may need an infrared sensor.
Optionally, illumination may be provided during the night
time or in dark locations.

[0030] The sensors 102a-n can be located on subjects or
can be located in a place or area where it is believed a chemi-
cal, biological, and/or radiological attack may occur.
Examples include public places such as bridges, public trans-
portation (e.g., subways, trains), boats, museums, political
buildings (e.g., civic centers), convention centers, large build-
ings (e.g., the Chrysler building, the Empire State building),
airplanes, and television studios.

[0031] Insomeembodiments, multiple sensors 102a-7 may
be correlated to determine three dimensional information,
and for determining an overall location information. A map of
location and Global Positioning System (GPS) information
may be provided for reporting and/or for enabling a timely
response to the crisis.

[0032] In some embodiments, the data may be gathered
from multiple types of sensors 102a-» and hardware system
100 may integrate and/or fuse data gathered from the multiple
sensors to identify whether an attack is in progress. In an
embodiment, multiple sensors are communicatively con-
nected, such as a color sensor, an infrared sensor, a thermal
sensor, and/or a microphone to a processor, so that each
provides input to the processor and, as a result, each may
provide different types of unique information. A better overall
decision may be obtained than were only one sensor or one
type of sensor used. There may be a higher level of intelli-
gence that combines the results of the analysis of the output of
each of the sensors to produce the final output. Using multiple

May 3, 2012

sensors may add to the reliability and the accuracy and may
boost the overall system capabilities.

[0033] Insome embodiments, multiple devices and/or sen-
sors 102a-n can be configured to track people between sen-
sors. For example, with a building map, adjacent sensors may
tag and/or mark a person and/or object in an image, so that the
person/object moving from camera 1/sensor 1, will be handed
off to camera 2/sensor 2—that is, will be tracked by camera
1/sensor 1 at least until the next sensor e.g., camera 2/sensor
2 starts tracking the moving person/object. The hand off may
be facilitated by loading information about each sensor’s
location and/or current activities. Also movements of people
and/or events can be tagged and marked on a map of the
building or on a map of a larger region such as a street, city,
state, and/or the world. For example, a building map can be
displayed with all events shown in an aerial layout. People
walking or duress/distress crisis events can be mapped and
shown to first responders and security guards headed for a
location under attack. For maps of locations larger than a
building, GPS coordinates may be used and a map of a wider
area, region, or city may be used to display locations of crisis
and/or distress.

[0034] Communications line(s) 106 communicatively con-
nect sensors 102a-» to at least one processor (for analyzing
the data and determining whether an attack is occurring). In
an embodiment, instead of, orin addition to, communications
line 106, sensors 102a-z may communicate wirelessly with a
processor and/or hardware system for detection of chemical,
biological and/or radiological attack.

[0035] Person 108 may be a lone individual that is moni-
tored or one of many people within a crowd that is monitored
by sensor(s) 102a-rn to determine whether a biological,
chemical and/or radiological attack is occurring. Person 108
is ina normal state (e.g., standing erect). One way of detecting
an attack is to monitor the change in behavior of the person
108 to determine whether the behavior is related to a chemi-
cal, biological and/or radiological attack. One type of behav-
ior that can be monitored to determine an attack is falling.
Person 109 is a person in a state of duress, which may result
from an attack. In an embodiment, person 109 is person 108
after an attack. During an attack, person 108 may become
person 109.

[0036] The computer 110 can receive, monitor, and/or ana-
lyze input from the sensor(s) 102a-r to determine if the
behavior is consistent with an attack. The computer 110 uses
various algorithms to identify whether a behavior is consis-
tent with a chemical, biological and/or radiological attack. In
an alternative embodiment, sensor(s) 102a¢-» may include a
processor and memory, which may perform the functions of
computer 110. For example, a processor may be located
within a sensor (e.g., a processor in a camera box, see also
FIG. 8B). The computer 110 can use algorithms to analyze
data from one or more sensors to analyze the risks and predict
the spreading patterns of the agents. A classification of the
type of attack can be performed based on sensor 102a-7 data
(e.g., visual, thermal, audio, motion, and behavior patterns)
and information observed about people.

[0037] External systems 112 may include one or more com-
puters, servers, and/or alarms, for example. External systems
112 can be used to alert interested parties if it is determined
that an attack has occurred. The external systems 112 and
server can allow interaction with hardware system 100 and
can provide an interface for a user to interact with and analyze
data. The external systems 112 and server can provide the
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user with information on the behavioral data obtained by the
sensor(s). The external system 112 may output events and/or
alerts with videos, audio and images for visual or audio con-
firmation evidence.

[0038] The computer 110 and/or external systems 112 may
have Ethernet/IP/Wireless connectivity, allowing the hard-
ware system to be a full sensor or appliance deployed on the
network. The computing and detection module 110 can be
built into the camera, located outside the camera on a small
mini box device, or even located on a server at the backend
112. The external system 112 may output events and/or alerts
with videos, audio and images for visual or audio confirma-
tion evidence. The external system 112 may alert people
and/or other systems on the status of potential attacks. The
external system 112 may convey the location, confidence
scores, video verification/evidence, date/time information,
and/or other reports. The external system 112 may provide
reports based on data collected from the at least one server.
Other reports on behavior analysis, statistics, and people
counts, for example, may be published.

[0039] The external system 112 may detect, monitor and/or
alert an interested party of the onset and occurrence of a
chemical, biological and/or radiological attack. In the speci-
fication, the term “interested party” includes any entity or
person that may have an interest in knowing about the occur-
rence of a chemical, biological and/or radiological attack,
including, but not limited to, police, security personnel,
armed services personnel, government personnel, medical
personnel, and/or emergency personnel. The entity that may
have an interest in knowing about the occurrence of a chemi-
cal, biological and/or radiological attack, includes anyone
involved in an emergency management agency (local or
national), FBI, CIA, Homeland Security, police department,
fire department, emergency services, disaster management
services and hospital services. In some embodiments, an
interested party can be a person (or persons) who is desig-
nated to review output information and to follow up. Follow-
ing up may include reviewing the data, rechecking the data,
following up with one or more further interested parties,
ending the alarm, initiating an alarm, and/or deciding to con-
tinue monitoring the area, sending assistance, and/or sending
the police.

[0040] FIG. 2A shows a block diagram of a system 200
which may be incorporated within hardware system 100 of
FIG. 1. System 200 may include output system 202, input
system 204, memory system 206, processor system 208,
input/output device 210 and communications system 212. In
other embodiments, system 200 may include additional com-
ponents and/or may not include all of the components listed
above.

[0041] Hardware system 200 may be an embodiment of
computer 110. Alternatively or additionally, system 200 may
be an embodiment of a hardware system 100 for detection of
chemical, biological and/or radiological attacks in which the
chemical, biological, and/or radiological attack detection sys-
tem 200 is contained within one unit.

[0042] Outputsystem 202 may include any one of, some of,
any combination of, or all of a monitor system, a handheld
display system, a printer system, a speaker system, a connec-
tion or interface system to a sound system, an interface system
to peripheral devices and/or a connection and/or interface
system to a computer system, intranet, and/or internet, for
example. Output system 202 may include lights, such as ared
light and/or a flashing light to indicate an attack. Output
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system may include a siren, speaker, or other alarm that may
produce sounds such as beeps, rings, buzzes, sirens, a voice
message, and/or other noises. Output system may send elec-
tronic alerts via network or wireless. Output system may send
event information, image/video, and details via a local area
network, wide area network, or wireless network. Output
system may send video messages via an internal video, close
circuit TV or TV. Output system may send an audio message
via a phone, pager, fax, mobile phone network, or ordinary
phone network. Output system may include recording a log
and report internally in a database or event log. Output system
may include mobile SMS or MMS or pager sent to external
people, security guards, and/or medical people. Output sys-
tem 202 or a part of output system 202 may be kept in the
possession of an interested party or in a location that will
catch the interested party’s attention, such as a PDA, cell
phone, and/or a monitor of a computer that is viewed by an
interested party. Output system 202 may send an e-mail, make
a phone call, and/or send other forms of messages to alert
further concerned parties about the occurrence of an attack.

[0043] Input system 204 may include any one of, some of,
any combination of; or all of a keyboard system, a mouse
system, a track ball system, a track pad system, buttons on a
handheld system, a scanner system, a microphone system, a
connection to a sound system, and/or a connection and/or
interface system to a computer system, intranet, and/or inter-
net (e.g., IrDA, USB), for example. Input system 204 may
include a camera and/or audio sensor for detecting abnormal
behavior and/or duress. Input system 204 or a part of input
system 204 may be kept in the possession of a care taker or in
a location easily accessible to a concerned party so that the
concerned party may request current behavior information
and/or past behavior information and/or attack information.
For example, input system 204 may include an interface for
receiving messages from a PDA or cell phone or may include
a PDA and/or cell phone.

[0044] Memory system 206 may include, for example, any
one of, some of, any combination of, or all of a long term
storage system, such as a hard drive; a short term storage
system, such as random access memory; a removable storage
system, such as a floppy drive or a removable drive; and/or
flash memory. Memory system 206 may include one or more
machine-readable mediums that may store a variety of differ-
ent types of information. The term machine-readable medium
is used to refer to any medium capable of carrying informa-
tion that is readable by a machine. One example of a machine-
readable medium is a computer-readable medium. Memory
system 206 may store attack detection information and/or
information about chemical, biological, and/or radiological
attacks, such as characteristics of an attack and/or may store
algorithms for detecting an attack. Memory system 206 will
be discussed further in conjunction with FIG. 2B.

[0045] Processor system 208 may include any one of, some
of, any combination of, or all of multiple parallel processors,
a single processor, a system of processors having one or more
central processors and/or one or more specialized processors
dedicated to specific tasks. Optionally processor system 208
may include a neural network. Optionally, processor system
208 may be configured as a vector machine (e.g., which
handles multiple repetitive steps as one parallel computation)
and/or may include a massively-parallel processing system
(in contrast to a vector machine, a non vector machine may
ordinarily perform the same computation using a loop that
repeats the same or a similar calculation each time the loop
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repeats another cycle). Processor system 208 may run a pro-
gram stored on memory system 206 for detecting chemical,
biological, and/or radiological attacks. Processor system 208
may implement the algorithm of abnormal behavior and or
chemical, biological, and/or radiological attack of chemical,
biological, and/or radiological attack system 200. Processor
system 208 may include one or more Digital Signal Proces-
sors (DSPs) in addition to or in place of one or more Central
Processing Units (CPUs) and/or may have one or more digital
signal processing programs that run on one or more CPU.
[0046] Communications system 212 communicatively
links output system 202, input system 204, memory system
206, processor system 208, and/or input/output system 210 to
each other. Communications system 212 may include any one
of, some of, any combination of, or all of electrical cables,
fiber optic cables, and/or means of sending signals through air
or water (e.g. wireless communications), or the like. Some
examples of means of sending signals through air and/or
water include systems for transmitting electromagnetic
waves such as infrared and/or radio waves and/or systems for
sending sound waves.

[0047] Input/output system 210 may include devices that
have the dual function as input and output devices. For
example, input/output system 210 may include one or more
touch sensitive screens, which display an image and therefore
are an output device and accept input when the screens are
pressed by a finger or stylus, for example. The touch sensitive
screens may be sensitive to heat and/or pressure. One or more
of the input/output devices may be sensitive to a voltage or
current produced by a stylus, for example. Input/output sys-
tem 210 is optional, and may be used in addition to or in place
of output system 202 and/or input device 204.

[0048] FIG. 2B shows a block diagram of an embodiment
of memory system 206. Memory system 206 may include
behavioral detection algorithm 242, characteristic behavioral
data 244, records on past behaviors during attacks 246, and
device drivers 248. In other embodiments, memory system
206 may include additional components and/or may not
include all of the components listed above.

[0049] Behavior detection algorithm 242 analyzes motion,
thermal, and/or audio data to determine whether an attack has
occurred. Characteristic behavioral data 244 includes infor-
mation characterizing a chemical, biological and/or radio-
logical attack.

[0050] Characteristic behavioral data 244 may include data
about characteristic behaviors obtained by studying past
attacks. Characteristic behavioral data 244 may include data
that characteristic of duress, such as thresholds (a volume
and/or motion threshold), and/or patterns in data that are
indicative of an attack (see also the section entitled “Abnor-
mal behaviors related to chemical, biological, and/or radio-
logical attacks™). Characteristic behavioral data 244 may
include default data that is not specific to any one individual
108 and/or may include data that is specific to a group of
individuals.

[0051] Records of past behaviors 246 may store informa-
tion about behaviors as attacks are happening, which may be
reviewed further at a later date to better determine the char-
acteristics of the attacks that are specific to various individu-
als 108 so that system 100 may more reliably detect attacks
related to the behaviors of one or more individuals. Addition-
ally or alternatively, records of past behaviors 246 may be
used for identifying the type of attack as chemical, biological
and/or radiological and/or can be used to identify the specific
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agent of the attack. The specific agent may include the type of
chemical, the type of biological and/or the type of radiologi-
cal agent that is used in the attack. In an embodiment, all
detection results may be recorded in a form of long term
memory, such as on the hard disk of a PC or on an external
memory card (SD, Compact Flash, Memstick etc). Device
drivers 248 include software for interfacing and/or control-
ling the sensors and/or other peripheral devices.

[0052] Algorithms for Visual and Activity (e.g., Abnormal
Behavior) Analysis

[0053] The abnormal behavior detection algorithm is one
component of the overall system. The algorithm may be used
to analyze data from various sensors to determine if a behav-
ior characteristic of an attack has occurred. Behavioral detec-
tion can use one or more of at least three types of algorithms:
[0054] 1:Background-foreground based algorithms. Back-
ground-foreground algorithms may include but are not lim-
ited to, a dimension based algorithm, determining the size of
the person, determining the shape of the person and/or other
object, determining the width, and/or length of the person,
determining a bounding box, determining aspect ratio of the
person or bounding box, and/or another algorithm. Other
types of background foreground based algorithms include
motion-based algorithms, and combination of size, motion,
and/or shape based algorithms. In the dimension base algo-
rithm prior knowledge of where the person or movements of
the object of interest are expected to enter the view of the
camera or scene is used to aid identifying the person or object
of interest. Also, knowledge of the expected location, loca-
tion, and dimensions of the person or object of interest may be
used to identify the person or object of interest. In an embodi-
ment, the average size and dimensions of a person are used as
the expected size of the person, and the dimensions and also
uses the expected person’s position with average person size,
width and height. Using the average person’s dimensions and
expected position, the system can calculate the approximate
foreground or movement of a person, and extract the person
or foreground from the background.

[0055] 2: Feature points and non-background-foreground
based algorithms. These algorithms can include but are not
limited to, methods in which many points (e.g., feature points
or points of interest) are selected and the motion of the points
is tracked.

[0056] 3: Shape and pattern-recognition based algorithms.
Shape and pattern-recognition based algorithms may include
algorithms for recognizing patterns in optical, thermal and/or
audio data indicative of an attack. The pattern recognition
based algorithm may include a thermal analysis and/or audio
analysis. For example, the pattern based algorithm may ana-
lyze the pattern of pixels to determine if the pattern has one or
more characteristics of a person or crowd under duress.
[0057] Methods

[0058] The methods may involve detection of a chemical,
biological, and/or radiological attack, by collecting data
related to behavior associated with one or more persons and
analyzing the data collected to determine one or more values
characterizing the behavior. In some embodiments, the datais
compared to one or more values characterizing behavior of
one or more persons during a chemical, biological or radio-
logical attack. This is one way of determining whether an
attack has occurred based on the comparing. The result of the
methods can be to activate an alert that an attack has occurred
if as a result of the determining it is determined that an attack
has occurred. In either case, a decision can be made to con-
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tinue monitoring. In some embodiments, the data is collected
via a camera, a thermal camera, or an audio sensor. In some
embodiments, the behavior is characterized as related to an
attack based on the algorithms discussed herein. In some
embodiments, the activating of the alert includes at least
sending a message indicating that an attack has occurred to a
device associated with a concerned party. Embodiments of
the methods can be found in FIGS. 3A-7 and 13.

[0059] The methods use one or more sensors that can have
visual, audio, and/or thermal sensing abilities and can use
algorithms to determine by behavior patterns of people
whether there has been a chemical, biological and/or radio-
logical attack. One aspect of an embodiment of the system
includes a sensor that measures behavioral data associated
with one or more persons; an alarm system; a processor; a
memory storing one or more machine instructions, which
when implemented cause the processor system to perform a
method including at least analyzing the data, determining
whether the behavioral data indicates an attack has occurred
based on the analyzing; if the determining results in a deter-
mination that an attack has occurred, sending a signal to the
alarm system that causes an alert to be sent. In some embodi-
ments hardware system 100 is for the detection of a chemical,
biological and/or radiological attack. In some embodiments,
the sensor includes at least a plurality of cameras and audio
sensors. In some embodiments, the sensor includes at least a
plurality of infrared and/or thermal cameras. In some embodi-
ments, the sensor includes a plurality of cameras and audio
sensors. In some embodiments, the method further includes at
least learning a background, separating a foreground from a
background, capturing data, establishing a bounding box,
establishing an aspect ratio of a person in the bounding box,
identifying a change in the aspect ratio, determining whether
an abnormal behavior is occurring based on a learning algo-
rithm of abnormal behavior, and if the abnormal behavior is
occurring, sending an alert to at least one interested party,
wherein said abnormal behavior is associated with a chemi-
cal, biological and/or radiological attack.

[0060] In some embodiments, the method further includes
at least learning a background, separating a foreground from
the background, capturing data, analyzing a bounding con-
tour of a person, computing shape descriptors (e.g., using a
curvature scale space method, moment invariants, Fourier
descriptors, and/or Hausdorff distance, see also description of
FIG. 3B for explanation of shape descriptors), matching the
shape descriptors with training descriptors, determining
whether an abnormal behavior is occurring based on the
matching, and if the abnormal behavior is occurring, sending
an alert to at least one interested party, wherein said abnormal
behavior is associated with an attack. Shape descriptors may
be mathematical summary of the object or person, where in
the case the shape descriptors will include person size, height,
width, profile silhouette, color, velocity, direction, unique
features on the body, edges, gradient histograms, overall edge
and profile histograms etc. The shape descriptors may be
mathematical or geometry based shaped summary. Shape
descriptors may be a person’s profile or silhouette expressed
as a contour of points, or may be gradients at the edges of the
profile or silhouette. The shape gradients, edge summary, or a
description of person geometric summary, such as the per-
son’s height, width, and/or aspect ratio. It can also be a com-
bination or hybrid of these mathematical summary or descrip-
tors or the person shape. For example, a fallen person vs. a
standing person, or bending person will have a different shape
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descriptors (e.g., with different profile points and different
gradients), because the above mathematical shape summary
will be different. An example of shape descriptor is ‘shape
context’. Here N points are selected on the shape contour and
for each point, the relative vectors to the remaining N-1
points are used as descriptors. This is followed by computing
a histogram of these vectors for robustness.

[0061] Insome embodiments, the algorithm includes: cap-
turing data, selecting feature points on a person or scene,
identifying objects by clustering of points, identifying move-
ment or a change of the points, activate machine learning,
determining whether an abnormal behavior is occurring
based on the machine learning algorithm of abnormal behav-
ior, and if the abnormal behavior is occurring, sending an alert
to at least one interested party, wherein said abnormal behav-
ior is associated with a chemical, biological and/or radiologi-
cal attack. In some embodiments, the algorithm includes cap-
turing data in the form of pixels, looking at the pattern of
pixels captured, comparing to a learning algorithm, determin-
ing whether an abnormal behavior is occurring based on the
learning algorithm of abnormal behavior, and if the abnormal
behavior is occurring, sending an alert to at least one inter-
ested party, wherein said abnormal behavior is associated
with a chemical, biological and/or radiological attack. In
some embodiments, the algorithm includes capturing data,
identifying a blob of heat activity, analyzing body heat of one
or more persons, identifying a change in body heat, determin-
ing whether an abnormal behavior is occurring based on a
learning algorithm of abnormal behavior related to body heat,
and if the abnormal behavior is occurring, sending an alert to
at least one interested party, wherein said abnormal behavior
is associated with a chemical, biological and/or radiological
attack.

[0062] Insomeembodiments, hardware system 100 further
comprises capturing data, identifying background noise,
identifying a signal of interest, identifying known categories
of audio duress, determining whether duress is occurring
based on a learning algorithm of duress, and if the abnormal
behavior is occurring, sending an alert to at least one inter-
ested party, wherein said abnormal behavior is associated
with a chemical, biological and/or radiological attack. In
some embodiments, the processor is located within the sen-
sor. In some embodiments, the processor is located within a
camera.

[0063] Further aspects of the hardware system 100 include
a system for the detection of a chemical, biological and/or
radiological attack, including, an input system for inputting
attack detection parameters; a visual, thermal or audio sensor
for measuring behavior data; a transmitter for transmitting the
behavior data to a remote unit; a housing for enclosing the
sensor and the transmitter; and a remote unit, which is a unit
remote from the sensor, including at least a receiver for
receiving behavior data from the sensor; a memory for storing
attack characteristics, and an algorithm for analyzing the
behavioral data measured, and determining whether to send
an alert based on the comparing; a processor that implements
the algorithm and causes the transmitter to transmit the alert
based on the algorithm; and a transmitter that transmits the
alert in response to signals received from the processor result-
ing from the processor determining that an attack occurred
based on the processor implementing the algorithm, attack
settings and status information for display on the housing. In
some embodiments, hardware system 100 further includes an
external systems and server unit, a display being attached to
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the external systems unit for displaying attack settings and
status information, and the input system being attached to the
external systems unit in a manner in which the attack settings
may be entered by a person.

[0064] Further aspects of the hardware system 100 include
a method for detection of a chemical, biological and/or radio-
logical attack, comprising: collecting data related to behavior
associated with one or more persons; analyzing the data col-
lected to determine one or more values characterizing the
behavior; comparing the one or more values characterizing
the behavior of one or more values characterizing behavior of
one or more persons during a chemical, biological or radio-
logical attack; determining whether an attack has occurred
based on the comparing; and activating an alert that an attack
has occurred, if as a result of the determining it is determined
that an attack has occurred, wherein the data is collected via
a camera, a thermal camera, or an audio sensor. In some
embodiments, the activating of the alert includes at least
sending a message indicating that an attack has occurred to a
device associated with a concerned party.

[0065] Embodiments of the methods and algorithms used
therein are now described with reference to FIGS. 3A-7 and
13.

[0066] A. Background Foreground Based Algorithms
[0067] FIGS. 3A and 3B are flowcharts showing embodi-
ments of methods 300 and 350 of detecting an attack, based
on back-ground foreground based algorithms. Distinguishing
between background and foreground may be used to separate
the foreground objects from the background. An adaptive
and/or continuous background learning algorithm can be
used to learn the background. Foreground objects can then be
detected once the background is known. FIG. 3A shows an
embodiment of method 300, which is a background fore-
ground based algorithm that uses the size of the person, ratios,
bounding box and dimension-based algorithms. In this
embodiment, a sensor (e.g., a camera) can be placed such that
the aspect ratio of the person in the scene changes signifi-
cantly upon a behavioral event associated with a chemical,
biological and/or radiological attack (e.g., a fall). A fall may
then be detected by sensing the change in the aspect ratio of'a
geometric object associated with the person. For example, a
bounding box may be established within which the image of
aperson fits. Objects (e.g., the bounding box) may be detected
and tracked. When a person falls, the bounding box around
the person changes its aspect ratio. The algorithm can also
check for changes in a person’s height, and for fall and duress
signals. Using the information determined from changes in
the bounding box or person’s size dimensions, a fall event
may be determined with a a low false alarm rate. Hence, in
this method the gross/total size, aspect and other ratios, over-
all sizes, dimensions, etc. are measured and analyzed. For a
dimension based algorithm, the algorithm determines prior
knowledge of where the person or movements are expected to
enter the camera view or scene. Based on the expected dimen-
sions of the location and based on the expected person’s
position and an average person’s size, width, height (of the
characteristics of the expected foregrapnd) and/or other
dimensions, the system can identify the person, and the sys-
tem can then calculate the approximate Foreground or person
movement and extraction.

[0068] In step 302, data is captured using one or more
sensors (e.g., one or more cameras). The one or more sensor
(s) caninclude any sensor discussed herein including any type
of camera, a speaker, and/or a motion detector.
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[0069] Instep 304 a bounding box is established in which a
person fits. The bounding box can be the smallest box that an
object of interest fits into.

[0070] An aspect ratio of the person in the bounding box is
established in step 306. An aspect ratio is the ratio of the
dimensions of'a person or object. For example, an aspect ratio
of'the width to the height or the height to the width of a person
or object.

[0071] Instep 308 a change in the aspect ratio is identified.
For example, when a person falls, the bounding box around
the person changes its aspect ratio 308. Alternatively, the
algorithm can check for person height changes. Alternatively,
or in addition, the aspect ratio of the bounding box can be
monitored after the event (e.g., the fall).

[0072] In step 310, a determination is made based on the
bounding box data whether the behavior associated with a
chemical, biological, and/or radiological attack is occurring.
For example, using a person falling as an example of a behav-
ior associated with a chemical, biological and/or radiological
attack, and with reference to FIG. 1, one aspect ratio repre-
sents a person standing 108. A different aspect ratio repre-
sents a person lying down 109 and a different aspect ratio
represents a person curled up on the floor (e.g., a square).
Certain aspect ratios (the ratios indicative of a person lying
down or curled up) are indicative of a problem. If there is no
behavior that is indicative of an attack, the iteration of the
method ends. However, the method may continue to operate.
[0073] With reference to FIG. 3A, in step 312, if it is deter-
mined that an attack is occurring (e.g., “yes”), an output is
activated (e.g., an alert is sent). Any type of output that is
discussed herein can occur, including an alert sent to an
interested party via email and/or an alarm may go off in the
area where the attack is occurring. If it is determined that an
attack is not occurring, a decision can be made to stop and/or
to continue monitoring.

[0074] In step 314, a decision is made as to whether to
continue monitoring or to stop. [f monitoring is continued, the
method 300 is repeated for each set of data until the camera
and/or the processor are turned off.

[0075] In some embodiments, each of the steps of method
300 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 3A, the steps may not be
distinct steps. In other embodiments, the method 300 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 300 may be performed in another order. Subsets of
the steps listed above as part of the method 300 may be used
to form their own method.

[0076] FIG. 3B is a flowchart of an embodiment of a
method 350 using a background foreground based algorithm
that uses a another shape-based algorithm. Method 350 may
be used when a person’s dimensions are not appropriate for
determining an attack and/or the bounding box method is not
appropriate. This, could occur if the person or the aspect ratio
of'abounding box or other bounding geometric object ofa fall
does not differ significantly from the aspect ratio of the person
in other positions. Alternatively a bounding box method and/
or a method based on the person’s dimension may not be
appropriate if the aspect ratio of the bounding box or other
bounding geometric object does not differ significantly when
the person is in other positions. In step 352, data is captured
using one or more sensors (e.g., two or more cameras). The
sensor can be any sensor discussed herein including any type
of camera, a speaker, and/or a motion detector. A bounding
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contour of the person is analyzed in step 354, and the shape
descriptors are computed for the contour in step 356. The
shape descriptor can be local or global. Examples of shape
descriptors may include but are not limited to, Curvature
Scale Space approach, Moment Invariants, Fourier Descrip-
tors, and Hausdorff distance. The shape descriptors are math-
ematical and/or geometry based shape summaries of charac-
teristics of the shape. For example, a shape descriptor can be
aperson’s profile silhouette expressed as contour points, gra-
dients at the edges of a histogram of the entire person, shape
gradients, or edge summary. Other examples of shape
descriptors are a mathematical description of a person’s
geometry and/or shape, such as the person’s height, width,
aspect ratio, and/or other description of a person’s shape.
Combinations and/or hybrids of the above mathematical
descriptions may also be sued as shape descriptions. For
example a fallen person compared to a standing person or a
bending person will all have different shape descriptors (pro-
file points and gradients) since these above mathematical
shape summary will be different. An example of a shape
descriptor is ‘shape context’. Here N points are selected on
the shape contour and for each point, the relative vectors to the
remaining N-1 points are used as descriptors. This is fol-
lowed by computing a histogram of these vectors for robust-
ness. For example, in image processing, computer vision and
related fields, an image moment is a certain particular
weighted average (moment) of the image pixels’ intensities,
or a function of such moments, usually chosen to have some
attractive property or interpretation. Image moments are use-
ful to describe objects after segmentation. Simple properties
ofthe image which are found via image moments include area
(or total intensity), its centroid and information about its
orientation.

[0077] Curvature Scale Space (CSS) methods involve com-
puting a curvature function for the contour at difterent widths
(scales). In other words, the curvature function may be
smoothed by convolving the curvature with Gaussian kernels
of increasing width (or scale). A CSS image is formed by
plotting the zero-crossings of the curvature function across
successive scales. The successively smoothed curvature func-
tion is plotted, and wherever the smoothed curvature function
crosses the x-axis (i.e. changes sign) are the points of zero-
crossings. The maxima of the contours thus formed are used
as the shape descriptor.

[0078] Moment Invariants are statistical moment functions
computed from the contour points of the curve, which have
been normalized in a certain way to achieve invariance under
a suitable group of transformations, such as similarity invari-
ant or affine invariant.

[0079] Fourier descriptors are the Fourier coefficients that
are characteristic of a type of motion or shape. The contour
may be described by a function in the complex plane, such as
s(k)=X(k)+jY(k), by taking the Fourier transform of'the func-
tion describing the countour. A Fourier transform of this
function is computed which is the Fourier Descriptor. Lower
order coefficients of these descriptors are usually used for
matching.

[0080] Hausdorffdistance is the maximum distance of a set
of points (e.g., on a curve) to the nearest point in another set
ofpoints (e.g., on another curve). The Hausdorff distance can
be computed after the curves have been normalized appropri-
ately. Hausdorft distance does not take into account the geo-
metric transformation, such as translations and rotations,
relating the two curves. A noromlaizaiton is introduced to
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reduce, minimize, or remove the contribution of the geomet-
ric transformations. For example, before computing the
Hausdorff distance, the normalization may be to align the two
curves, and then compute the Hausdorff distance. A normal-
ization can be chosen to remove more general transforma-
tions such as affine and rigid transformations.

[0081] Objects and/or the state of the object can be identi-
fied by matching Hausdorff distances in an image with
expected Hausdorff distances of the object.

[0082] These descriptors are then matched with a training
set of descriptors corresponding to known fall events 358. The
matching and training can be categorized as a supervised
machine learning approach. The shape descriptor curvature
scale space approach is used for curve or contour matching. A
contour may be successively blurred by convolving it with
Gaussian kernels by increasing the standard deviation (e.g.,
the sigma). The curve “evolves” at successive scales. Curva-
ture zero-crossings at each scale are located and stored and
they correspond to interest points in the original contour of
the object. These points serve as the features for matching two
contours.

[0083] Regarding the shape descriptor 358 Hausdorft dis-
tance, if'A is a group of points, and B is a group of points. The
directed Hausdorft distance, h(A,B) is the maximum distance
between a point in A and its nearest neighbor in B. Then, the
Hausdorff distance H(A,B) is computed as: H(A,B)=max(h
(A,B), h(B,A)). Other algorithms can be used including
motion based algorithms. Motion based algorithms analyze
the motion (e.g., the change between frames or as a function
of time in the location of corresponding pixels representing
the same portion of an object of interest) to determine if the
motion associated with someone (or something) is abnormal,
which may indicate that the person is behaving in an abnor-
mal manner. The motion history of an object offers important
information about the current state of the object. The motion
trajectory of an object can be computed, because the tracking
ability for each object may be determined. After a fall event,
often the person does not move significantly and the trajec-
tory remains static. The lack of motion offers an important
clue for the possibility of a fall event and can be validated
further, using simple time based methods or shape based
methods. Size-based algorithms analyze the size of people to
determine if someone is behaving in an abnormal manner
(e.g.ifaperson is too short, it may be because they have fallen
over or fainted). Shape-based algorithms can analyze the
shape of someone to determine if that person is behaving in an
abnormal manner. (e.g., if the shape of a bounding box is a
rectangle lying down, there may be something wrong).

[0084] Other algorithms can be used including a combina-
tion of size, motion and shape based algorithms/methods.
Motion history, size/ratios, and shape based methods can be
combined intelligently to give a robust and accurate fall
detector. The algorithms can also be used to calculate other
abnormal events, such as speeding, no activity, loitering,
abnormal path, stopped/waiting, crowd events. Crowd events
may include a region that is more crowded or less crowded
than that region normally is at the time of being observed; a
group of people forming a specific shape, such as a line,
circle, or rectangle; a group of people forming a circle, rect-
angle or partial circle or rectangle, with a smaller group of
people (e.g., one, two, three, or four people that are being
observed) near the focus of the circle, rectangle, or other
shape; and/or a group of people huddling together.
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[0085] In step 360, a determination is made based on the
bounding box data whether the behavior associated with a
chemical, biological, and/or radiological attack is occurring.
[0086] In step 362, if it is determined that an attack is
occurring or has occurred, an output (e.g., alert) 362 is initi-
ated. Any type of output that is discussed herein can be
initiated, such as an alert sent to an interested party via email
and/or an alarm may go off in the area where the attack is
occurring. If it is determined that an attack is not occurring, a
decision can be made to stop or to continue monitoring.
[0087] In step 364, a decision is made as to whether to
continue monitoring or to stop. If it is determined to continue
monitoring, the method 350 is repeated for each set of data
until the camera and/or the processor is turned off.

[0088] In some embodiments, each of the steps of the
method 350 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 3B, the steps may not be
distinct steps. In other embodiments, the method 350 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 350 may be performed in another order. Subsets of
the steps listed above as part of the method 350 may be used
to form their own method.

[0089] B. Feature Points and Non-Background-Fore-
ground Based Algorithms

[0090] Many times it is not feasible to learn the background
of the scene and hence separate the foreground from back-
ground. In such cases, feature-point tracking based
approaches may be employed.

[0091] FIG. 4 is a flowchart of an embodiment of a method
400 of a feature points based algorithm. In step 402, data can
be captured using one or more sensors. The sensor can be any
sensor discussed herein including any type of camera, a
microphone, and/or a motion detector.

[0092] In step 404, the optical flow of each feature point in
the scene may be computed. Any type of feature points or
points of interest can be selected on the person or scene.
[0093] In step 406, the points are clustered to identify an
object or person. The points may be clustered by motion
vector similarity and distance proximity. The scene can be
analyzed to determine which points tend to cluster together. A
group of points that tends to cluster together is identified as an
object (or person), and the clustering, indicates objects in the
scene.

[0094] In step 408, the motion history can be identified by
identifying movement of points. In some embodiments, a
shape based approach may be used.

[0095] Instep410,adeterminationis made as to whether an
abnormal behavior is occurring. An abnormal behavior, such
as a fall event, associated with an attack may be identified as
follows. Clusters of points may be analyzed to determine
whether the events that are transpiring are the events that are
indicative of an attack (and therefore need to be detected).
Groups of points are analyzed from image to image. Analysis
of groups of points may include (but is not limited to) deter-
mining segmentation (determining whether two groups of
points are two segments of the same object), grouping (deter-
mining points that tend to move together and therefore may be
grouped together), speed, and acceleration/deceleration, the
path of the points, the shrinking of a group of points, height
change/drop of these feature points, the expanding of a group
ofpoints. A determination may be made whether the group of
points is the rising or falling, moving or stopping, jumping or
normal, and straight or curved path. All these shape and
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motion and movement analyses can be performed on the
points (e.g., the points which are located on the person’s
body). Certain motions are characteristic of an attack (e.g.,
fall events).

[0096] Alternatively, optical flow of the moving points may
be another indication of a fall or of duress. Motion vectors of
feature points experiencing the fall event are usually different
from the motion vector of other “normal” feature points.
Motion vectors may be classified into fall events and other
events. The classification of motion vectors may be learned
either using a supervised or un-supervised machine learning
algorithm. Classifying motion vectors as a fall, a duress event
or another event may be performed whether or not the scene
can be separated into background and foreground using back-
ground learning. Analysis of motion vectors of feature points
may yield information that is complementary to information
gleaned from other methods described above. This is also
used to calculate other abnormal events, such as speeding, no
activity, loitering, traveling in an abnormal path, an objected
that has stopped/or is waiting, people vacating a location,
and/or people aggregating about a location.

[0097] Using machine learning, fall events may be classi-
fied. Machine learning mechanisms may include neural net-
works, Bayesian net, or Hidden Markov Models (HMM), for
example.

[0098] The Hidden Markov Model (HMM) is another
motion based approach for detecting abnormal motion.
Elaborate HMMSs can be derived for feature points that do not
experience any fall event and feature points that experience a
fall event. During the detection time, if there is a significant
cluster of feature points that exhibits behaviors correspond-
ing to a fall-event or if another event indicative of duress
occurs, an attack can be indicated as likely to have occurred.
In probability theory, a Markov model is a stochastic model
that assumes the Markov property. Generally, the Markov
property assumption enables reasoning and computation with
the model that would otherwise be intractable. A stochastic
process has the Markov property if the conditional probability
distribution of future states of the process depend only upon
the present state; that is, given the present, the future does not
depend on the past. A process with this property is called
Markov process. The term strong Markov property is similar
to this, except that the meaning of “present” is defined in
terms of a certain type of random variable known as a stop-
ping time. A stopping time with respect to a sequence of
random variables X, X,, (e.g., the location of pixels in a
frame) is a random variable T with the property that for each
t, the occurrence or non-occurrence of the event at time tT=t
depends only on the values of X, X,, . . ., X,. A Markov
random field, extends this property to 2 or more dimensions
(e.g., theimage place of the picture from a camera or the space
represented by the image), or to random variables defined for
an interconnected network of items. Both the terms “Markov
property” and “strong Markov property”” have been used in
connection with a particular “memoryless™ property of the
exponential distribution. A hidden Markov model (HMM) is
a statistical model in which the system being modeled is
assumed to be a Markov process with an unobserved state. A
HMM can be considered as the simplest dynamic Bayesian
network. In a regular Markov model, the state is directly
visible to the observer, and therefore the state transition prob-
abilities are the only parameters. In a hidden Markov model,
the state (e.g., the state of the crowd, whether normal or under
duress) is not directly visible, but output, dependent on the
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state (such as visual cues), is visible. Each state has a prob-
ability distribution over the possible output tokens (e.g., the
set of pixel values of the image). Therefore the sequence of
tokens generated by an HMM gives some information about
the sequence of states (e.g., the progression of the degree of
duress of the crowd). Note that the adjective ‘hidden’ refers to
the state sequence through which the model passes, not to the
parameters of the model; even if the model parameters are
known exactly, the model is still “hidden’.

[0099] A Bayesian network, or directed acyclic graphical
model is a probabilistic graphical model that represents a set
of random variables and their conditional independencies via
a directed acyclic graph (DAG), which is a graph with no
cycles. For example, a Bayesian network could represent the
probabilistic relationships between a degree to which a crowd
is under duress and symptoms or visual cues of duress. Given
the symptoms, the network can be used to compute the prob-
abilities of the presence or degree of duress. Formally, Baye-
sian networks are directed acyclic graphs whose nodes rep-
resent random variables in the Bayesian sense: the nodes may
be observable quantities, such as the color and/or pattern of
pixels and the latent variables, unknown parameters or
hypotheses, such as the degree of duress and the relation fo
the degree of duress to the pattern of pixels. Edges (the con-
nections that join the nodes) of the graph represent condi-
tional dependencies; nodes that are not connected represent
variables that are conditionally independent of each other. For
example, each point on an image may be represented by a
node, and those that are part of the same cluster of points (e.g.,
afirst cluster) that may be associated with the same portion of
a body may be connected via edges and those clusters of
points that represent parts of a different person (that moves
independently of'the first person) may not have any edges that
connect to the first cluster of points. Each node is associated
with a probability function that takes as input a particular set
of values for the node’s parent variables and gives the prob-
ability of the variable represented by the node. For example,
if the parents are m pixel values then the probability function
could be represented by a table of entries, in which each entry
is a possible combination or range of combinations of pixel
values for the image, and the probability of that combination.
If the combination has a probability within a certain range it
may be used as an indication of duress.

[0100] In step 412, if it is determined that an attack is
occurring or has occurred, there an output such as an alert is
sent to an interested party via email and/or an alarm may be
set off in the area where the attack is occurring. If it is
determined that an attack is not occurring or has not occurred,
a decision can be made to stop or to continue monitoring.
[0101] In step 414, a decision is made as to whether to
continue monitoring or to stop. If it is determined to continue
monitoring, then method 400 is repeated for each set of data
until the camera and/or the processor are turned off.

[0102] In some embodiments, each of the steps of the
method 400 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 4, the steps may not be
distinct steps. In other embodiments, the method 400 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 400 may be performed in another order. Subsets of
the steps listed above as part of the method 400 may be used
to form their own method.
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[0103] C. Shape and Pattern-Recognition Based Algo-
rithms
[0104] FIG. 5 is a flowchart of an embodiment of a method

500 of a shape and pattern-recognition based algorithm.
Method 500 is another approach or type of algorithm that can
be used that applies pure pattern recognition.

[0105] In step 502, data can be captured using one or more
sensors. The sensor can be any sensor discussed herein
including any type of camera, a speaker, and/or a motion
detector.

[0106] In step 504, the pattern of pixels is captured. The
pattern can be any pattern, which may be generated by a
single person or groups of people.

[0107] Instep506,alearning algorithm may be activated. A
learning algorithm may be trained to recognize patterns that
are associated with groups of people, associated with a
chemical, biological, and/or radiological attack (e.g., the
learning algorithm may be trained to recognize a pattern
associated with people lying on the floor or sitting or squat-
ting that correspond to crisis events). Patterns associated with
people in known states may be used as training examples
and/or otherwise pre-programmed for shape detection. In an
embodiment, the pattern recognition may be performed with-
out benefit of foreground analysis, analysis of person size/
aspect ratio, or feature points analysis. Pattern recognition
may identify patterns of pixels of the image captured, patterns
formed by profile shape descriptors, patterns of color, pat-
terns of edge pixels, patterns of gradient histograms, patterns
of signatures, patterns of textures, patterns of outer contours,
patterns of Curvature Scale Space (see also description of
FIG. 3B for more information on CSS), patterns of Moment
Invariants, patterns of Fourier Descriptors (Fourier coeffi-
cients that are characteristic of a type of motion or shape),
and/or patterns of Hausdorff distances. The Hausdorff dis-
tance or the Hausdorff metric measures how far two subsets
(e.g., the current pattern of pixels or other visual cues and a
pattern of pixels or other visual cues associated with duress)
of a metric space are from each other, and if the distance is
short enough it may be an indication of duress. It turns the set
of' non-empty, compact subsets of a metric space into a metric
space in its own right. Informally, two sets are close in the
Hausdorff distance if every point of either set is close to some
point of the other set. For example, Hausdorff distance is the
longest distance that can be traveled from a point in one of the
two sets to the other of the two sets.

[0108] The pattern of signatures patterns formed by mul-
tiple signatures. For example, patterns of signatures may
involve joining multiple simpler signatures into a pattern. For
example, a human body can be broken into head, torso, and
legs. Each of the head, torso, and legs may be signatures that
characterize the head, torso, and legs, respectively, which
form three simpler patterns of signatures that may be com-
bined into a more complex pattern of signatures that repre-
sents a person.

[0109] Any of these patterns in pattern recognition can be
derived via machine learning methods/hardware devices,
such as neural or Bayesian network, HMM or some combi-
nation of these techniques and/or hardware, as previously
discussed herein.

[0110] Regarding the histograms, gradients are computed
for each pixel in the image (for example, using a Sobel mask),
and pixels with a gradient magnitude above a certain thresh-
old are retained. A gradient histogram is a histogram of the
pixels according to brightness. Pixels can usually have one of
256 brightnesses, each bin of the histogram represents the
number of pixels having a given brightness or a given range of
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birghtnesses. A histogram of gradient orientations can be
computed for these pixels. For example, the pixel may each be
placed in one of 8 bins, thereby quantizing 0-360 degree
range.

[0111] A Soble mask is based on an accurate approxima-
tion to calculate the derivative of a two-dimensional image.
The two dimensional Sobel operator performs a 2-D spatial
gradient measurement on an image. Typically itis used to find
the approximate absolute gradient magnitude at each point in
an input grayscale image. The Sobel edge detector may use a
pair of 3x3 convolution masks (or larger masks based on other
estimations of the first derivative), one mask estimates the
gradient in the x-direction (columns) and the other estimates
the gradient in the y-direction (rows). The convolution mask
may be much smaller than the actual image. As a result, the
mask is slid over the image, manipulating a square of pixels at
a time. An embodiment of the actual Sobel masks are shown
below.

-110]+1 +1 | +2 | +1

-2 10]+2 01010

-1[0]+1 -1[-2|-1
Gx Gy

[0112] The values Gx and Gy may be used as the compo-
nents of a vector giving the direction of the curve (which as
mentioned above may be separated into 8 bins representing 8
directions that the vector may point). The magnitude of the
gradient is then calculated using the formula:

1GI=Y G2+Gy?

[0113] In an alternative embodiment, the magnitude of the
vector may be calculated using the approximation, |GI=1Gx|+
Gyl

[0114] The first derivative will be large in the direction

perpendicular to the line forming the edge, and the Sobel
mask places a pixel value at the edge and assigns a direction
for the curve representing the edge that is representative of the
sharpness of the edge (sharper edges result in higher pixel
values) and in other areas that are not at an edge, the pixel
values will be low. The Sobel edge detector is applied giving
a mask of the image of edges. Where there are edges/Sobel
mask, the sharper edges result in high values and where there
is no edge, the pixel values tend to be low.

[0115] Alternatively, the direction of the curve may be
formed by adjacent edge pixels, without relying on the direc-
tion defined G vector. Similarly, a Laplacian mask, which
represent the second derivative and have a zero value or
relatively low value at an edge may be used of identify the
edge of an object of interest in an image (the contour of the
edges lines in the image for a pattern that may be analyzed to
determine whether object of interest is under duress).

[0116] In step 508, a determination is made based on the
pattern as to whether the behavior or activity detected is
associated with a chemical, biological, and/or radiological
attack (indicating that an attack is in progress or just
occurred).

[0117] In step 510, if it is determined that an attack is
occurring or has occurred, an output is activated (e.g., alert is
sent) 510. Any type of output that is discussed herein can
occur, including an alert sent to an interested party via email
and/or an alarm may go off in the area where the attack is
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occurring. If it is determined that an attack is not occurring, a
decision can be made to stop or to continue monitoring.
[0118] In step 512, a decision is made as to whether to
continue monitoring or to stop. If it is determined to continue
monitoring, the method 500 is repeated for each set of data
until the camera and/or the processor are turned off.

[0119] In some embodiments, each of the steps of the
method 500 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 5, the steps may not be
distinct steps. In other embodiments, the method 500 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 500 may be performed in another order. Subsets of
the steps listed above as part of the method 500 may be used
to form their own method.

[0120] FIG. 6 is a flowchart of an embodiment of a method
600 of a shape and pattern-recognition based algorithm using
data from a thermal sensor. For thermal cameras, additional
special algorithms can be used. Thermal cameras may output
a black and white/gray scale video with about 30 frames per
second or less.

[0121] Data is captured using one or more thermal cameras
in step 602. The thermal cameras can be short-range or long-
range. Thermal cameras may output a black and white/gray
scale video with about 30 frames per second or less.

[0122] In step 604, the heat is analyzed for one or more
blobs of heat activity or the location of people, based on the
clusters of heat points. The heat analysis may include a gen-
eralized temperature and/or a regional temperature (e.g., an
analysis of a part of the blob or body).

[0123] Instep 606, a change in body heat is identified. The
change may be a change of temperature above normal body
temperature or a change in temperature below body tempera-
ture. The change may be identified in the whole cluster of
points identified as the body or as a part of the body.

[0124] In step 608, a determination is made whether a
behavior associated with a chemical, biological, and/or radio-
logical attack is occurring. For instance, the determination
may be made by one of the following examples of methods of
determining whether a behavior is associated with an attach:
[0125] 1: The visual detection and tracking algorithms
mentioned in methods 300-500 may also applied to thermal
images. However, certain modifications may be appropriate.
For example, the characteristic shape of a human in a visual
image may be somewhat different than the characteristic
shape of human in a thermal image, and when applying visual
techniques to thermal images, it may be desirable to account
for the differences in the visual appearance and the thermal
image. Also, since the thermal images are grey scale/black
and white rather than color, it may be desirable for the visual
algorithms to treat the thermal images as images with no color
information.

[0126] 2:Inthermal analysis of a thermal image, segments/
blobs of high heat intensity may be identified and a determi-
nation may be made as to the likelihood of the blobs being
people (usually blobs of high intensity are people, but some
blobs may have a dimension or shape that indicate that the
blob is unlikely to be a person). Then body heats may be
analyzed to determine whether a signature of duress is
present. For example, if a person’s body heat is too high, it
may be an indication that the person is under duress. Addi-
tionally, the configuration of the body heat or change in
temperature, may be indicative of the position of the person
and or other forms of duress.
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[0127] 3: Pattern recognition algorithms may be applied to
determine patterns of body heat that correspond to the face,
hands, and/or other part of the body. Similarly heat patterns
that correspond to a mob or a large group of people that is in
duress may be searched for. Knowing the body parts and heat
patterns, temperatures may be measured. Some examples of
information that may be derived from thermal images are: A:
body temperature B: Temperature change C: Fever or sick
conditions may be indicated by body temperature changes in
thermal images, which may be indicative of a radiological,
chemical, and/or biological attack.

[0128] Instep 610, ifitis determined from the above algo-
rithm(s) that an attack is occurring, an output is initiated (e.g.,
alert may be sent). Any type of output that is discussed herein
can be initiated, including an alert sent to an interested party
via email and/or an alarm may be set off in the area where the
attack is occurring. If it is determined that an attack is not
occurring, a decision can be made to stop or to continue
monitoring.

[0129] In step 612, a decision is made as to whether to
continue monitoring or to stop. If it is determined to continue
monitoring, the method 600 is repeated for each set of data
until the camera and/or the processor are turned off.

[0130] In some embodiments, each of the steps of the
method 600 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 6, the steps may not be
distinct steps. In other embodiments, the method 600 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 600 may be performed in another order. Subsets of
the steps listed above as part of the method 600 may be used
to form their own method.

[0131] FIG. 7 is a flowchart of an embodiment of a method
700 of a shape and pattern-recognition based algorithm using
data from a microphone.

[0132] With reference to FIG. 7, in step 702, data is cap-
tured as acoustic signals. Acoustic signals can be broadly
classified into two categories, the signal-of-interest (e.g.,
duress) and noise (e.g., everything else). Microphones may be
incorporated into cameras or installed separately. The micro-
phones may capture the acoustic signals and thereby may be
processed to detect any duress and/or falling events.

[0133] Background noise may identified in step 704. Back-
ground noise may be different for different areas and known
background noises may be identified by the system. For
example, if an alarm that is not related to an attack goes off for
a particular reason and/or at a certain time, the alarm can be
identified as a background noise (e.g., an alarm announcing
lunchtime or a school’s recess period). In some embodiments,
normal background noises may be public transportation
noises, which may include buzzes, ringing, etc.

[0134] In step 706, the signal of interest is identified. The
signal of interest can be any signal which is not a known
background noise.

[0135] In step 708, known categories of audio distress that
can be associated with a chemical, biological and/or radio-
logical attack may be identified. The two categories, the sig-
nal-of-interest (e.g., duress) and noise (e.g., everything else),
can further be sub-divided into sub-categories. For example,
the duress signal can be categorized as a signal chosen from:
an acoustic signal due to subject’s utterance of distress sounds
(e.g., crying, shouting) and acoustic signal due to the subject
falling or knocking things over. The noise signal can be sub-
categorized as, for example, the subject talking, or moving
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around in the scene, dropping objects, and background noise.
Talking may be subcategorized as stress related and as non-
stress related, because people tend use certain words (e.g., the
word “help”’) more often when under duress. In step 710, a
determination may be made as to whether the behavior asso-
ciated with a chemical, biological and/or radiological attack
is occurring. Supervised learning may be applied to acoustic
models to train the detector to recognize different categories.
For learning, features may be extracted from the acoustic
signals. Some features of interest that can be extracted
include but are not limited to: Perceptual Linear Predictive
coefficients, wavelet transform coefficients, Auto-regressive
model, and Fourier Transform. Each of these form a shape
descriptor of the signal that can be used for matching by
comparing them to identify objects (e.g. people) and/or the
states of the objects (e.g., whether the person is under duress).
[0136] Perceptual Linear Predictive coefficients involve
linear prediction. Linear Prediction is the representation of
future signal samples as a linear combination of the past
signal samples. The coefficients of this representation are
called the Linear Predictive coefficients.

[0137] Wavelet transform coefficients, Auto-regressive
model, and Fourier Transform each forms a descriptor of the
signal and then can be compared to determine whether the
detected coefficients match within a given tolerance. For
example, the coefficients of Fourier Transform of two signals
can be compared for matching. A wavelet transform coeffi-
cient is basically a series of orthogonal square integrable
functions in an embodiment are used to represent a function.
[0138] Using linear predictive analysis, a specific image
sample at the current time can be approximated as a linear
combination of past image samples. Through minimizing the
sum of squared differences (over a finite interval) between the
actual image samples and linear predicted values a unique set
of parameters or predictor coefficients can be determined.
[0139] Perceptual linear prediction, similar to LPC analy-
sis, is based on the short-term image spectrum. In contrast to
pure linear predictive analysis of images, perceptual linear
prediction (PLP) modifies the short-term of images by several
hueristic based transformations.

[0140] An autoregressive (AR) model is a type of random
process that may be used to model and predict the behavior of
a group of people. AR(p) represents an autoregressive model
of order p. The AR(p) model is defined as:

p
X = C+Z%‘XH' +&
i=1

where ¢, . . ., ¢, are the parameters of the model, ¢ is a
constant and €, is white noise. The constant term is omitted by
many authors for simplicity. An autoregressive model can
thus be viewed as the output of an all-pole infinite impulse
response filter whose input is white noise. Some constraints
are necessary on the values of the parameters of this model in
order that the model remains wide-sense stationary. For
example, processes in the AR(1) model with ¢, |21 are not
stationary. More generally, for an AR(p) model to be wide-
sense stationary, the roots of the polynomial. #-X,_ #¢,z~"
must lie within the unit circle, i.e., each root z, must satisfy
|z,I<1. Perceptual Linear Predictive coefficients, wavelet
transform coefficients, Auto-regressive model, and Fourier
Transform can be used to extract features by searching for
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matching values of numerical parameters (within a given
tolerance), such as the waveform coefficients. (See step 710
of FIG. 7 above for more information on these coefficients).
For feature extraction, a windowed segment of the signal can
be used, such as a Hamming window, with some overlap,
which may be used to construct a density function. The Ham-
ming window for feature extraction may be written as:

2nn
w(n) = 0.54 — 0.46005( ]
N-1

[0141] Other window functions may be used for feature
extraction, including any function that is zero-valued outside
of a chosen interval. For instance, a function that is constant
inside the interval may be multiplied by a representation of an
image of the area being monitored. The product is zero-
valued outside the interval, leaving the part where the window
function overlaps the function being viewed, the product is
the “view through the window”. Alternatively, the window
functions is not identically zero outside an interval, as long as
the product of the window multiplied by its argument is
square integrable, that is, that the function goes sufficiently
rapidly toward zero.

[0142] To learn the underlying density function, both para-
metric and non-parametric techniques can be employed and a
Bayesian classifier can be used to classify the signal. A Baye-
sian classifier is a Bayesian network that has been trained to
classity different types of behaviors. Machine learning meth-
ods, such as a Support Vector Machine or a Neural Network,
may classify features of the images based on the categories
learned during the supervised training. A Support Vector
Machine (SVM) is a standard machine learning algorithm for
binary pattern classification. During training stage, a model is
built (separating hyperplane) by classifying training samples
into one of the two categories. During classification, a test
sample is classified using the same model. The uniqueness of
SVM is that it tries to maximize the gap separating the
samples from the two categories.

[0143] In step 712, if it is determined that an attack is
occurring, an output (e.g., alert) is initiated. Any type of
output that is discussed herein may be initiated, including an
alert sent to an interested party via email and/or an alarm may
go off in the area where the attack is occurring. If it is deter-
mined that an attack is not occurring, a decision can be made
to stop or to continue monitoring. In some embodiments, the
method 700 is repeated for each set of data until the camera
and/or the processor are turned off.

[0144] In some embodiments, each of the steps of the
method 700 is a distinct step. In other embodiments, although
depicted as distinct steps in FIG. 7, the steps may not be
distinct steps. In other embodiments, the method 700 may not
have all of the above steps and/or may have other steps in
addition to or instead of those listed above. The steps of the
method 700 may be performed in another order. Subsets of
the steps listed above as part of the method 700 may be used
to form their own method.

[0145] Abnormal Behaviors Related to Chemical, Biologi-
cal, and/or Radiological Attacks

[0146] Behaviors that are indicative of chemical, biological
and/or radiological attacks can be any behavior that would be
considered abnormal in a particular place or situation. Thus,
the behavior may differ depending on the place (e.g., agym or
a dance club). Chemical, biological, and/or radiological
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agents may cause people to lose partial or full control of their
faculties and exhibit abnormal behavior patterns typical of a
person in duress. The following are some of the typical duress
signals exhibited by people exposed to chemical, biological,
and/or radiological agents. Any one or more of these condi-
tions may be exhibited, including but not limited to; falling
down; falling into an unconscious state (thereby exhibiting no
action); writhing; repeated falling; walking slowly or unable
to walk; changing the direction of walking to random direc-
tions at random intervals, staggering, bending and doubling
over; coughing; walking erratically; lurching; sitting down
and confused; running; standing-still and not moving; walk-
ing slower than usual; shaking and shivering; leaning on
others; leaning on walls; leaning on objects; unable to support
one’s weight; confused and staring at the wall; staring at the
ceiling; staring at an object; seizures; shaking of the body (in
seizure-like patterns); shaking of the hands (in seizure-like
patterns); shaking of the legs (in seizure-like patterns); shout-
ing; crying; moaning/groaning; panic and pandemonium; an
unusually high number of people in the scene; and/or combi-
nations of visual and audio clues. People forming a circle or
a partial circle around a clearing having one or two people
and/or objects within.

[0147] Audio duress behaviors may include, but are not
limited to any distress sounds and/or sounds of panic, includ-
ing: shouting, abnormal sounds, coughing, gagging, crying,
moaning/groaning, yelling for help, yelling “fire”, the sound
of a firearm, and the sound of an explosion.

[0148] Insomeembodiments, one or more of the conditions
indicates an attack, and an alert is not sent unless the required
number of conditions have occurred, including two, three,
four, five, six, seven, eight, nine, ten, or eleven conditions, for
example. In some embodiments, people who work in the area
with disorders such as epilepsy, mental illness, Parkinson’s
disease, and any other musculoskeletal disorder are included
in the learning algorithms. In some embodiments one or more
people exhibiting any of these behaviors at one time can be
indicative of an attack. In an embodiment, an alert is not
activated until a threshold number of people, percentage of
people, and/or density of people exhibit behaviors indicative
of duress. The required number of people may be two people,
three people, four people, five people, six people, seven
people, eight people, nine people, or ten people, for example.
[0149] Any one or more of the above duress behaviors
indicate a possible chemical, biological, and/or radiological
attack. The chemical, biological, and/or radiological agents
each have varying affects on people, and the signatures of
chemical, biological, and/or radiological agents can be ana-
lyzed and classified to determine the type of attacks.

[0150] Examples of behavioral data are included in FIGS.
10 and 11. In FIG. 10 an individual has been identified that is
lying down in a position indicative of an attack. In FIG. 11 an
individual has been identified that is in a position that indi-
cates difficulty standing, which may be an indication of an
attack or a crisis situation.

[0151] System Architecture and Components

[0152] FIG. 8A provides an embodiment of the architecture
and components of a system 800 used in the methods of
detection of chemical, biological and/or radiological attacks,
which may be an integrated circuit or circuit board, for
example. The system 800 may include processing system
802, one or more memory systems, 804a and 8045, one or
more JTAG (joint test action group) debug 808; one or more
sensor interfaces 810a and 8105, one or more console ports
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812; communication bus 814; one or more RS232 I/F (inter-
faces) 818; relays and/or relay I/F 820, one or more user
interfaces 830, one or more CF flash cards (CF I/F) 840, one
or more USB ports 844, an Ethernet interface 850; a power
supply 855; a general purpose interface (GPIO I/F) 860; one
or more serial ports. In other embodiments, the system 800
may not have all of the elements or features listed and/or may
have other elements or features instead of or in addition to
those listed.

[0153] The system 800 may be included inside a camera
(see FIG. 8B), outside the Camera/box (see FIG. 9A) orin a
server backend Computing/Signal processing module (see
FIG. 9B).

[0154] The processing device/Engine 802 (which is x86
based-Pentium based, DSP, and/or FPGA) may be inside of
one or more of the sensors (e.g., cameras), external to of one
or more of the sensors (e.g., cameras), and/or at the back-end.
The Processing Device/Engine may be a CPU that analyzes
the sensor data and determines duress and/or distress condi-
tions.

[0155] Memory 804a (256 Mbyte DDR2 SDRAM) and
8045 (NAND Flash Memory) can store one or more machine
instructions. The machine instructions, when implemented
can cause the processor system to perform a method analyz-
ing the data, and/or determining whether the data indicates an
attack has occurred based on the analyzing. The machine
instructions can send a signal (if an attack has occurred) to the
alarm system that causes an alert to be sent. The memory is
discussed in more detail with reference to FIGS. 2A and 2B
herein. The one or more JTAG (joint test action group) debugs
808 is a common name for the IEEE 1149.1 Standard Test
Access Port and Boundary-Scan Architecture. In an embodi-
ment, the JTAG Debugger 808 may be used for this testing
system 800. JTAG debugger 808 can be used for system
debugging/diagnostics and to update device firmware.
[0156] The sensor interface (I/F) 810a and 8105 (a video
I/F and an audio I/F) interfaces with sensors. The sensors may
be one or more of color, infrared, thermal cameras, and/or
microphones or any of the sensors discussed herein. The
sensor can be just one color camera or multiple sensors com-
municatively connected to one another that work in tandem at
a given location. The sensor interface may include an audio in
and out and/or a video in and out, and an Analog or IP
Input/Output including Committee/Phase Alternating Line
and an analog out (NTSC/PAL).

[0157] The one or more console ports 812 may be used to
connect to a computer for controlling and receiving output
from system 800.

[0158] The communication bus 814 communicatively con-
nects processing system 802, one or more memory systems,
804a and 8045, one or more JTAG (joint test action group)
debug 808; one or more sensor interfaces §10a and 8105, one
ormore console ports 812, one or more RS232 I/F (interfaces)
818; relays and/or relay I/F 820, one or more user interfaces
830, one or more CF flash cards (CF I/F) 840, one or more
USB ports 844, Ethernet interface 850, a general purpose
interface (GP1O I/F) 860, and/or one or more serial ports so as
to allow them to communicate with one another.

[0159] The one or more RS232 I/F (interfaces) 818 are
serial data interfaces that can be found in modems and per-
sonal computers, for example. The RS232 can be used to
communicate with the sensor serially as a common feature.
[0160] The relays (input and output) and/or relay I/F 820
are contact closures. The relays can be used to monitor and
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control low voltage devices such as contact closures, outdoor
lights, appliance relays, and alarm systems, which may be
used to send an alert of an abnormal behavior. For example,
when relays are closed, current flows, creating a signal. A
bulb or speaker can be connected to the relays, and closing the
relays may turn on the bulb or speaker. Relay I/F 820 may be
an RS232 relay, which a serial port, which may be used to
exchange information serially via byte by byte processes to
the connected device, such as between a sensor in the field and
monitoring station that receives the images and/or other infor-
mation sensed.

[0161] The user interface (I/F) 830 with an on/off switch
can allow the user to decide when the system should be
operating and when it can be turned off.

[0162] The CF Flash card (CF I/F) 840 can be used to store
video/audio/sensor data.

[0163] The USB ports (Universal Serial Bus) 844 to con-
nect computer peripherals such as mice, keyboards, digital
cameras, printers, personal media players, flash drives, and
external hard drives; Solid state drive or Hard-drive; a real-
time Clock; and/or Wireless connectivity (Bluetooth/Wifi/
GSM). The storage memory slot can be used for a USB flash
memory stick to download/upload data.

[0164] The an Ethernet interface (I/F) 850 can allow con-
nection to a network interface (e.g., connected to the Inter-
net), for monitoring one location from another location con-
nected to the same network. The network interface can be
used to send alerts and alarms. The sensors may be connected
to a network interface (e.g., and connected to the Internet) via
the Ethernet I/F 850, which may provide a window to the
outside world, via which alerts and alarms may be sent.

[0165] The power supply 855 can be used to power the
processor, sensors and other systems that need a power sup-
ply. The general purpose interface (GPIO I/F) 860 can be used
to interface with external devices and peripherals. GPIO I/F
860 can act as input, to read digital signals from other parts of
acircuit, or output, to control or signal to other devices. GPIO
I/F 860 may be configurable to produce CPU interrupts and be
able to use Direct Memory Access to move large quantities of
data efficiently into or out ofa device, such as images from the
sensors to the computer or CPU. In some GPIO I/F 860
include a group of pins that can be switched as a group to
either input or output. In other embodiments, each pin can be
setup flexibly to accept or source different logic voltages,
with configurable drive strengths. The input and output volt-
ages of GPIO I/F may be limited to the supply voltage of
system 800 to prevent damage. External systems and servers
may be included for communications, monitoring, and event/
data management. There may be external systems that are on
the network and listen to sensor farms or optical sensors. The
sensor systems can collect events, video/audio data and man-
age events, monitoring the system and sensor health and also
provide configuration/setup and management functions. A
Local area network (LAN) can be connected to the local
Ethernet RJ45 port.

[0166] FIG. 8B provides an example in which the process-
ing module (processor) may be located inside the camera and
the camera therefore becomes an intelligent camera. The
system 800 may include an image sensor 870, a SOC/Com-
pression board 880; an Ethernet IP 890; and an intelligence
module 895. In other embodiments the system may not have
all of the elements or features listed and/or may have other
elements or features instead of or in addition to those listed.
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[0167] The Image sensor 870 can include any type of sen-
sors discussed herein. The sensor(s) 870 may detect abnormal
behavioral data associated with a biological, chemical and/or
radiological attack. The sensor(s) 870 may be near-range
and/or long-range sensors. The sensor(s) 870 may have
visual, audio, and/or thermal sensing abilities, which may
determine whether there are any such attacks. In an embodi-
ment, the sensor(s) 870 can be used to detect behavior pat-
terns of people. The sensors 870 can be optical (visual), audio,
infrared, thermal, chemical/biological/radiological and/or a
combination thereof.

[0168] The SOC/Compression board 880 may be used to
compress the video from the camera or input video signal.
The compressed video output is sent out via Ethernet port or
stored in the local memory.

[0169] The Ethernet IP 890 is an open communications
protocol designed for use in process control and other appli-
cations. EtherNet/IP is an application layer protocol and it
considers all the devices on the network as a series of
“objects”. EtherNet/IP is built on the widely used CIP which
makes seamless access to objects from controlNet and
DeviceNet networks. Ethernet IP 890 may be used for send-
ing messages, such as alerts, images, and/or sounds from a
seen to other locations and/or devices for monitoring.

[0170] The intelligence module 895 provides the memory
and processing capability that can be used for analyzing the
behavioral data from the sensor(s) 870 and to identify behav-
iors associated with a biological, chemical and/or radiologi-
cal attack.

[0171] Thehardware device and sensor-processor 800 may
be located inside the camera, which eliminates the need for
any external devices. Placing the processor inside the camera
may also allow the device to be simpler overall. Some camera
manufacturers already include a processor in their cameras,
and consequently, depending on the processing power of the
camera, an off-the-shelf camera may be programmed to form
a sensor for detecting duress. In an example, a board includ-
ing a processor may be installed into a camera. In an embodi-
ment the processor and/or board may include a Bayesian
network and/or neural network. FIG. 8B is an example of a
board 800 that plugs into the camera making the camera an
intelligent camera that (after being properly programmed
and/or trained) is capable of processing duress detection.

[0172] FIGS.9A and 9B provide embodiments in which the
processor is outside the camera. In FIG. 9A the processor is
external to the camera, a small computing box (which may
include a DSP or FPGA or Pentium based CPU) may be
communicatively connected to the camera. In FIG. 9B the
processing is performed in the backend, the computing device
that performs the analysis of the information collected and/or
may control the sensors may be the back-end server, and all or
part of the processing may be performed at the backend.

[0173] FIG. 9A provides an example in which the process-
ing module may be in a small computing box 910 communi-
catively connected to the camera 902. The system may
include one or more of, at least one sensor 902, at least one
computing box 910, at least one duress alarm 915 and at least
one back end system 920, all of which are communicatively
connected. In this processing module, the sensor (e.g., camera
902) is associated with a computing device 910 that are both
remote from the back end system 920, and the computing
device 910 analyzes the situation to determine whether to put
out an alert (e.g., a duress alarm 115). In other embodiments
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the system may not have all of the elements or features listed
and/or may have other elements or features instead of or in
addition to those listed.

[0174] The sensors 902 can be any sensors discussed
herein, including, but not limited to cameras, motion detec-
tors and thermal sensors and microphones.

[0175] The computing box 910 may be used as discussed
herein as a processor or computer for doing part of the pro-
cessing, for example, obtaining the data from the sensor(s)
and/or analyzing the data obtained.

[0176] The duress alarms 915 may be any type of alarm,
including audio, a computer operated message, and/or visible
(e.g., a blinking light).

[0177] The back end system 920 may be used to perform
the rest of the processing, for example, analyze the data and
make the decision whether to send out an output.

[0178] FIG. 9B provides an example in which the comput-
ing device that performs the analysis of the information col-
lected and/or may control the sensors may be the back-end
server 920, and all or part of the processing may be performed
at the backend. The system may include one or more of, at
least one sensor 910, and one or more back end systems 920,
communicatively connected. In this system, the back end
systems 920 distribute the information (e.g., the images and/
or the alert) to those monitoring the output. In other embodi-
ments the system may not have all of the elements or features
listed and/or may have other elements or features instead of or
in addition to those listed.

[0179] The sensors 902 can be any sensors discussed
herein, including, but not limited to cameras, motion detec-
tors and thermal sensors and microphones.

[0180] The back end systems 920 may perform as a proces-
sor or computer for doing all of the processing, for example,
obtaining the data from the sensor(s) and/or analyzing the
data obtained and/or deciding if an output should be per-
formed. In some embodiments, the back end systems 920 also
control the sensors and/or output systems.

[0181] An Example of an Output for an Attack

[0182] InFIG. 10 is example of an individual that has been
identified that is lying down in a position indicative of an
attack. Data was captured by video and is shown as a video
image 1010. The figure shows two people 1005 and 1006 that
have fallen. The people were analyzed using bounding boxes
1007. The bounding box is analyzed to decide if it indicates
duress. For example, a width to height ratio for the bounding
box of 2/7 indicates a non-duress behavior, while a ratio of 7/2
indicates duress (unless, for example, the image is of some-
one lying in bed or doing yoga). However, a ratio of even 1/1
has a reasonable probability of duress. In an embodiment, the
ratio may be the same as a person’s height/width aspect ratio.
People that are tall will have a higher height to width ratio,
because the height is greater than width. When they fall down,
the height decreases and this aspect ratio reduces signifi-
cantly. The data is provided in the bottom of the figure in a
tabular form with the first column 1008a showing which
video camera is providing the data (e.g., video_1). The sec-
ond column 10085 provides the Id, the third column 1008¢
provides the description (e.g., object entered, fall, duress,
etc.), the fourth column 10084 provides the date and the fifth
column 1008e¢ provides the time. Also included is a window
1030 for selecting which data to view. The window is set to
view all data, but there are other options (e.g., to view a
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particular room or a particular time, to view a particular
camera over a period of time, to view more than one camera,
etc.)

[0183] InFIG. 11 an individual has been identified that is in
a position that indicates difficulty standing, which may be an
indication of an attack or a crisis situation. In both figures,
data was captured by video. One or more figures was analyzed
over a period of time (from 18:41:51 to 18:42:18 for FIG. 10
and from 18:58:43 to 18:58:50 in FIG. 11). A behavior asso-
ciated with an attack was identified. The figures show the data
that was provided to the interested party. Data was captured
by video and is shown as a video image 1110. The figure
shows one person 1105 that has fallen to his knee. The person
was analyzed using a bounding box 1107. The bounding box
is analyzed to decide if it indicates duress. For example, a
width to height ratio for the bounding box of 2/7 indicates a
non-duress behavior, while a ratio of 7/2 indicates duress
(unless, for example, the image is of someone lying in bed or
doing yoga). However, a ratio of even 1/1 has a reasonable
probability of duress. The data is provided in the bottom of the
figure in a tabular form with the first column 1108a showing
which video camera is providing the data (e.g., video_1). The
second column 11085 provides the 1d, the third column 1108¢
provides the description (e.g., object entered, fall, duress,
etc.), the fourth column 11084 provides the date and the fifth
column 1108e provides the time. Also included is a window
1130 for selecting which data to view. The window is set to
view all data, but there are other options (e.g., to view a
particular room or a particular time, to view a particular
camera over a period of time, to view more than one camera,
etc.).

[0184] Methods of Making the System

[0185] FIG. 12 provides a flow diagram of a method 1200
of making the system discussed herein. The system can be
assembled in any manner known to create a workable system
for performing the methods described herein. For example,
with reference to FIG. 12, in step 1205 the sensor system is
assembled. The sensor system can include any one of, or
combination of, the sensors described with reference to sys-
tem 100 (FIG. 1). The processing system can be assembled in
step 1210 and can be a part of the sensor system or can be
separate thereto. The external systems and server can be
assembled in step 1220 using methods known to the skilled
artisan. In step 1240, the sensor system is then connected to
the processing system and the external systems and server.
The connecting can be using any method known to the skilled
artisan including a wireless connection. The appropriate algo-
rithms are installed in step 1250 for any of the methods
discussed herein, including methods 300, 350, 400, 500, 600,
and 700.

[0186] Video, Audio Data Management & Event Record-
ing, Streaming and Sharing

[0187] The system may provide sensor data management
capabilities. When the sensor data includes multiple behav-
ioral data from multiple sensors (e.g., video, thermal, and/or
audio data), data management capabilities may be provided in
the system, including but not limited to: 1) Acquire—the
acquire capability acquires the video/audio and/or other data
from the sensors, 2) Display—the display capability displays
the video/audio data, 3) Store/Record—the store/record
capability records and/or stores the sensor video/audio and/or
other data, 4) Search—the search capability may allow the
searching and viewing of the data, 5) Stream—the stream
capability may allow the streaming and sending of data out
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via a network (e.g., a wide area network, such as the Internet
or a local area network), 6) Compress—the compress capa-
bility may allow the user to compress the data, 7) Age—the
age capability may automatically erase older information
(e.g., information that is older than a certain age and thereby
reduce the data over time, 8) Delete—the delete capability
may allow the user to delete and/or purge the old data that is
not required, 9) Configure—The configure capability may
configure the settings for data management and/or other set-
tings, 10) Archive—the archive capability may output and
store data on a CD or file and archive the data, 11) Email/
Share—The email/share capability may allow the user to send
anemail or otherwise share sensor data with another person or
entity, 12) Associate event—The associate event capability
may automatically or manually tag an event to the sensor data,
13) Print—the print capability may allow a user to print the
data, and/or 14) Annotate/Tag/mark up—The annotate/tag/
markup capability may allow a user to annotate, tag, and/or
markup the sensor data.

[0188] Reports, Additional Information and Type of Attack
Classification
[0189] The system may provide additional reports that

result from analyzing the sensor data and signal processing.
The additional reports may include: 1) a people count, which
may detect and/or count and number of people, 2) People
Analytics—people analytics may analyze and report loca-
tions of people, the speed of travel of the people, the direction
of travel of people, the wait times along traffic routes, the
paths that people take, 3) Traffic patterns—traffic patterns
may analyze and report traffic patterns of people, 4) Time of
day analysis—time of day analysis may analyze the behavior
patterns based on time of day, and/or 5) Type of attack clas-
sification—type of attach classification may use sensor infor-
mation, various rules, and heuristic rules to classify the likely
type of attack (e.g., chemical, biological, and/or radiological)
that is ongoing. The some type so sattacks may be included
into multiple categories. For example, rules can be: 1: If the
person is running, then attack is a certain type A2, which may
include attacks that involves explosions, gun fire, and/or
physical assault. If there are multiple people and all are hav-
ing the same symptoms, then the attack can be type B3, which
may include a gas attack or biological attack, for example. If
a person immediately falls down and is not moving, then the
attack type can be C, which may include gun fire or an
explosion.

[0190] The system may include a record or log and/or a
report internally in a database or event log. The system may
send mobile SMS, MMS, or pager messages to external
people, security guards, and/or medical people. The system
may send an e-mail, make a phone call, and/or send other
forms of messages to alert further concerned parties about the
occurrence of an attack.

[0191] As shown in FIG. 13, the methods may involve
detection of a chemical, biological, and/or radiological
attack, by the following steps: collecting data related to
behavior associated with one or more persons (step 1305);
analyzing the data collected to determine one or more values
characterizing the behavior (step 1310); comparing the one or
more values characterizing the behavior to one or more values
characterizing behavior of one or more persons during a
chemical, biological or radiological attack (step 1320); deter-
mining whether an attack has occurred based on the compar-
ing (step 1330); and activating an alert that an attack has
occurred (step 1340), if as a result of the determining it is
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determined that an attack has occurred. In either case, a deci-
sion can be made to continue monitoring (step 1350). In some
embodiments, the data is collected via a camera, a thermal
camera, or an audio sensor. In some embodiments, the behav-
ior is characterized as related to an attack based on the algo-
rithms discussed herein. In some embodiments, the activating
ofthe alert includes at least sending a message indicating that
anattack has occurred to a device associated with a concerned
party.

[0192] Hardware system 100 may be configured for detect-
ing chemical, biological and/or radiological attacks, by
detecting different types of distress, symptoms, behavior and/
or other clues (to confirm the attack). Some signs of distress
may include falling, being motionless, struggling, kneeling,
and squirming, coughing, staggering, walking sideways, lost,
and/or disoriented etc. There has several types of detection.
The detection may be based on visual person shape, size,
ratios, and/or colors etc. and/or may be based on 1 or few
frames, which may be used for detecting a person falling, for
example. The detection may be based on motion and/or
movements, such walking, standing, and/or running and then
falling or sitting or kneeling based on other behavior or
events, other people behavior, multiple event analysis or
clues. There may be multiple sensor analytics or recognition
from visual, thermal and audio—for example. There may be
external sensors such as chemical or bio agent detection sen-
sors giving partial clues and a hybrid of different detection
methods may be employed. During audio detection the
sounds may be monitored shouting, yelling, asking for help,
distress sounds, panic sounds etc. Some types of sensors that
may be used include visual, infrared/thermal (long and near
range), audio, and/or other external sensor clues/input (which
can be other than chemical and/or chemical). There may be
any number of sensors. The hardware/system configuration
or setup may include a CPU and/or other hardware inside
camera or sensor, a small CPU box outside adjacent to sensor
and/or a backend PC/Server connected to the server over a
network. Results of the monitoring may be presented online
and/or in realtime and/or offline. There may be one or mul-
tiple processors.

[0193] Each embodiment disclosed herein may be used or
otherwise combined with any of the other embodiments dis-
closed. Any element of any embodiment may be used in any
embodiment.

[0194] Although the invention has been described with ref-
erence to specific embodiments, it will be understood by
those skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the true spirit and scope of the invention. In
addition, modifications may be made without departing from
the essential teachings of the invention.

1. A system comprising:

a sensor system including at least one sensor that measures
behavioral data associated with one or more persons;

an alarm system including at least one alarm;

a processor system including at least one processor;

at least one memory storing one or more machine instruc-
tions, which when implemented cause the processor sys-
tem to perform a method including at least

the processor analyzing the data;

the processor determining whether the data indicates an
attack based on the analyzing;
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if the determining result in a determination of an attack,
sending a signal to the alarm system that causes an alert
to be sent.

2. The system of claim 1, the sensor system including at
least a plurality of sensors and the system combines informa-
tion from each of the sensors to determine whether an attack
is in progress.

3. The system of claim 1, wherein the sensor system
includes at least one thermal sensor.

4. The system of claim 1, wherein the sensor system com-
prises a plurality of cameras and audio sensors.

5. The system of claim 1, wherein the sensor system com-
prises at least one camera and at least one thermal sensor.

6. The system of claim 1, the method further including at
least

capturing data;

learning a background;

separating a foreground from the background;

establishing a bounding box based on the foreground;

determining an aspect ratio of the bounding box; determin-
ing whether the aspect ratio changed;
determining whether an abnormal behavior is occurring
based on the change in the aspect ratio; and

determining whether to send an alert to at least one inter-
ested party, based on the determining of whether the
abnormal behavior is occurring.

7. The system of claim 1, the method further including at
least

capturing data;

learning a background;

separating a foreground from the background;

analyzing a bounding contour of a person;

computing shape descriptors of the bounding contour;

matching the shape descriptors with training descriptors;

determining whether an abnormal behavior is occurring
based on the matching; and

determining whether to send an alert to at least one inter-

ested party, based on the determining of whether the
abnormal behavior is occurring, wherein said abnormal
behavior is associated with an attack.

8. The system of claim 1, the method further including:

capturing data;

selecting feature points in a scene;

identifying objects by a clustering of feature points;

determining movement of the feature points;

determining whether a behavior is abnormal based on the

movement; and determining whether to send an alert to
at least one interested party, based on the determining of
whether the abnormal behavior is occurring.

9. The system of claim 1, the method further including:

capturing data;

selecting feature points in a scene;

identifying objects by a clustering of feature points;

determining movement of the feature points;

determining whether a behavior is abnormal based

machine learning algorithm of behavior data; and deter-
mining whether to send an alert to at least one interested
party, based on the determining of whether the abnormal
behavior is occurring.

10. The system of claim 1, the method further including

capturing data in the form of pixel values;

searching for patterns within the pixel captured;

applying a learning algorithm to the patterns found;
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determining whether there is an abnormal behavior based
on the applying of the learning algorithm to the patterns
found; and

determining whether to send an alert to at least one inter-

ested party, based on the determining of whether the
abnormal behavior is occurring.

11. The system of claim 1, the method further including

capturing thermal data;

identifying regions of elevated heat;

analyzing the regions of elevated heat to determine loca-

tions of people;

identifying a changes the regions of elevated heat that

correspond to people;

determining whether an abnormal behavior is present

based on a learning algorithm of abnormal behavior
related to body heat; and

determining whether to send an alert to at least one inter-

ested party, based on the determining of whether the
abnormal behavior is occurring.

12. The system of claim 1, the method further comprising
capturing data; identifying background noise; identifying a
signal of interest, identifying known categories of audio
duress; determining whether duress is occurring based on a
learning algorithm of duress; and determining whether to
send an alert to at least one interested party, based on the
determining of whether the abnormal behavior is occurring,
wherein said abnormal behavior is associated with a chemi-
cal, biological and/or radiological attack

13. The system of claim 1, wherein the processor is located
within a sensor.

14. The system of claim 13, wherein the sensor is a camera
and the processor implements the analyzing.

15. The system of claim 1, wherein the one or more sensors
include a camera communicatively connected to an external
computing device that implements the analyzing.

16. The system of claim 1, wherein the attack is a chemical,
biological and/or radiological attack.

17. The system of claim 1, wherein the analyzing includes
atleast analyzing the behavior of people to determine whether
elements of the behavior correspond to duress or distress
conditions.

18. A system for the detection of a chemical, biological
and/or radiological attack, comprising:

an input system for inputting attack detection parameters;

at least one sensor for measuring behavior data;

at least one transmitter for transmitting the behavior data to

a remote unit;

a housing for enclosing the at least one sensor and the

transmitter;

at least one remote unit, which is a unit remote from the

sensor, including at least a receiver for receiving behav-
ior data from the sensor;
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a memory for storing attack characteristics;

an algorithm for analyzing the behavioral data measured,
comparing the attack characteristics to the behavior data
measured, and determining whether to send an alert
based on the comparing; a processor that implements the
algorithm and causes the transmitter to transmit the alert
based on the algorithm; and

a transmitter that transmits the alert in response to signals
received from the processor resulting from the processor
determining that an attack occurred based on the proces-
sor implementing the algorithm, attack settings and sta-
tus information for display on the housing.

19. The system of claim 18, further comprising an external
systems and server unit, a display being attached to the exter-
nal systems unit for displaying attack settings and status
information, and the input system being attached to the exter-
nal systems unit in a manner in which the attack settings may
be entered by a person.

20. A method for detection of a chemical, biological and/or
radiological attack, comprising: collecting data related to
behavior associated with one or more persons; analyzing the
data collected to determine one or more values characterizing
the behavior;

comparing the one or more values characterizing the
behavior to one or more values characterizing behavior
of one or more persons during a chemical, biological or
radiological attack;

determining whether an attack has occurred based on the
comparing; and activating an alert that an attack has
occurred, if as a result of the determining it is determined
that an attack has occurred, wherein the data is collected
via at least one sensor.

21. The method of claim 20, wherein the collecting data is
by using a sensor chosen from a camera, a thermal camera, an
audio sensor, an infrared sensor, a chemical sensor, a biologi-
cal sensor, a radiological sensor, and mixtures thereof.

22. The method of claim 20, wherein the activating of the
alert includes at least sending a message indicating that an
attack has occurred to a device associated with a concerned
party.

23. The method of claim 20, wherein the behavior during a
chemical, biological, or radiological attack is chosen from
falling, motionless, struggling, kneeling, squirming, cough-
ing, staggering, walking sideways, disorientation, screaming,
crying, an increase in body temperature, and mixtures
thereof.

24. The method of claim 20, further comprising providing
reports based on data collected from the at least one sensor.

%k * * * %k
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