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MULTI-SERVICES APPLICATION GATEWAY
AND SYSTEM EMPLOYING THE SAME

FIELD OF THE INVENTION

[0001] The present invention relates generally to managed
services for supporting and managing the emerging digital
home, and more particularly, to a gateway appliance for pro-
viding managed services to the home.

BACKGROUND

[0002] The digital home is now becoming more complex
with the myriad of new and emerging digital devices intended
to address many user and consumer needs such as communi-
cation, entertainment, privacy and security, etc. However,
given the complexity of the emerging digital home and digital
environments generally, users who are technologically chal-
lenged may find it a daunting and intimidating task to manage
there home networks and interconnected digital devices.
Moreover, new paradigms are emerging oriented to deliver-
ing media content to and the consuming of media content at
the home. The protection of received Internet-sourced media
content in additional to user-generated media content is addi-
tionally an important aspect that may be inadequately
addressed by the technologically challenged user. Further-
more, with respect to Internet based data while most of the
content delivery solutions are provided to the digital home
networks through availability ofthe “two-foot” interface (i.e.,
the PC} itis relatively cumbersome to bring this content to the
“ten-foot” interface (e.g., the television).

SUMMARY OF THE INVENTION

[0003] A media manager residing at a user premises com-
prises a video retrieval module operable to retrieve and cap-
ture video activity of at least one media display device as a
video activity stream, and a media management module
coupled to the video retrieval module and the at least one
media display device is operable to receive the video activity
stream. The media management module is further operable to
receive a user command to view the video activity stream at a
selected other media display device coupled to the media
management module, and direct the video activity stream to
the selected other media display device.

[0004] A gateway device residing at a user premises com-
prises an application service module having at least one appli-
cation, the application service module residing on a user
premises side of a network service provider demarcation, a
user module having a user interface that is associated with the
at least one application, wherein the user module enables
bi-directional communications with at least one media player
device, a network module having the connection that enables
bi-directional communications with a remote service man-
ager, avideo retrieval module operable to retrieve and capture
video activity of at least one media display device as a video
activity stream, and a media management module coupled to
the video retrieval module and the at least one media display
device and being operable to receive the video activity stream.
The media management module is further operable to receive
auser command to view the video activity stream at a selected
other media display device coupled to the media management
module, and direct the video activity stream to the selected
other media display device.

[0005] A media manager comprises a tuner coupled to at
least one media source operable to selectively receive at least
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one media stream of at least one type of media content, a
media processor coupled to the tuner and operable to receive
the at least one media stream and convert the media stream to
a predetermined data format, the at least one media stream
comprising metadata, a media management module coupled
to the media processor and operable to receive the at least one
media stream in the predetermined data format and direct the
media stream to a first predetermined media player device
coupled to the media processor. The media management
module is operable to receive a selection of a media content
by a first user from a first predetermined media player device,
to determine whether the metadata of the selected media
content comprises user control parameters associated there-
with, to send a notification to a second predetermined media
player device to obtain permission, and to stream the selected
media content to the first predetermined media player device
only in response to receiving permission from a second user
with authority over the user control parameters.

[0006] A method of monitoring activity on a first media
display device at a user premises comprises receiving, at a
gateway device, a stream of media content in response to a
first user’s request input at a first media display device, the
media content comprising metadata, sending to a second
media display device a notification with predetermined ele-
ments of the metadata seeking authorization to stream the
media content to the first media display device, and streaming
the requested media content to the first media display device
only in response to an authorization notification being
received by the gateway device. The gateway device com-
prises a LAN connection by which the gateway is coupled to
media display devices and a media storage device, and an
application service module enabling the gateway device to
receive and stream media to selected media display devices
associated with the gateway device and to send and receive
digital notification to and from the media display devices.
[0007] A gateway device for operation at a user premise
having at least one endpoint device associated with the gate-
way device, the gateway device being in communication with
a remote service manager, the gateway device comprises an
application service module having at least one application,
the application service module being remotely managed by a
remote service manager via a connection, a user module
having a user interface that is associated with the at least one
application, wherein the user module enables bi-directional
communications with the at least one endpoint device, a net-
work module having the connection that enables bi-direc-
tional communications with the remote service manager, and
a processor coupled to the user module, application service
module, and network module, wherein the processor com-
prises an accessibility testing module operable to verify net-
work signaling accessibility to the gateway device by at least
one remote endpoint device.

[0008] A method of verifying network signaling accessibil-
ity to a first gateway device by at least one remote device,
where the method comprises sending a message regarding
access details to the at least one remote device coupled via a
WAN to the first gateway device, testing accessibility using a
publicly available communication protocol, sending the
results of the accessibility test information to the first gateway
device, and if the test is successful, updating data on a storage
device coupled to the first gateway device.

[0009] A system having at least one remote service man-
ager coupled to a network. The system further having at least
one gateway device disposed at a user premises and in com-
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munication with the at least one remote service manager
through a network module coupled to the network. The at
least one gateway device having at least one application per-
forming traditional central office functions for voice services
and logically positioned on the user premises side of the
network service provider demarcation. The system also has at
least one endpoint device disposed at the user premises and in
communication through a user module with the at least one
gateway device. The at least one endpoint device is operable
to generate, through the at least one gateway device, a mes-
sage by executing the at least one application performing
traditional central office functions for voice services. Further-
more, the system has a voice service manager disposed at the
at least one remote service manager, the voice manager being
configured to deliver the message from the network to a
second network. The at least one gateway device operable to
enable, under the control of the at least one remote service
manager, the at least one endpoint device to generate, main-
tain, and terminate the message.

[0010] A method for enabling an endpoint device to com-
municate through at least one gateway device to conduct a
telephone call wherein traditional central office based func-
tions for voice services associated with the telephone call
have been moved to the user premises. The method involves
configuring the at least one gateway device at a user premises
by a remote service manager through a network module con-
nected to a network with at least one application supporting
traditional central office based functions for voice services.
Furthermore, the method includes enabling the at least one
gateway device to execute the at least one application sup-
porting traditional central office based functions for voice
services and disposed on the user premises side of a network
service provider demarcation. Also, the method includes
detecting and configuring a first endpoint device associated
with the at least one gateway device capable of supporting
voice services by the at least one gateway device, the first
endpoint device executing the at least one application sup-
porting traditional central office based functions for voice
services. Additionally, the method involves communicating
through a user module by the first endpoint device with the at
least one gateway device to access the at least one application
supporting traditional central office based functions for voice
services voice services. The method also includes managing
voice services through the remote service manager to enable
the first endpoint device to communicate with a second end-
point device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Further features, aspects and advantages of the
structures and methods of the present invention will become
better understood with regard to the following description,
appended claims, and accompanying drawings where:
[0012] FIG. 1A depicts a multi-services applications gate-
way appliance 10 according to the present invention;

[0013] FIGS. 1B(1) and 1B(2) illustrate the gateway appli-
ance connection to the in-premise devices in different
embodiments;

[0014] FIG. 1C illustrates the Ingress/Egress Interfaces on
the gateway appliance according to one embodiment;

[0015] FIG. 1D illustrates the gateway appliance interface
1P address and port of the gateway appliance according to one
embodiment;
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[0016] FIGS. 2A-2C depict the software and hardware
architectures of the multi-services applications gateway
appliance 10 according to the present invention;

[0017] FIG. 2D depicts a boot sequence and initialization
process for the multi-services applications gateway appliance
10 of FIG. 1A;

[0018] FIG. 3 conceptually depicts the physical demarca-
tion point in a storage media that provides isolation of down-
loaded service logic and associated data for implementing
services from service provider and/or downloaded content
from a user generated content in accordance with the inven-
tion;

[0019] FIG. 3A conceptually depicts a virtual hosting
(space-sharing) service provided by the gateway device ofthe
present invention;

[0020] FIG. 4 depicts the networked operations services
support infrastructure 50 for delivering service capabilities to
the multi-services applications gateway appliance 10 of FIG.
1A;

[0021] FIGS. 5A-5C describe aspects of an initialization
technique 200 for establishing a gateway appliance’s connec-
tion to and enabling communication with the networked
operations services support infrastructure; and,

[0022] FIGS. 6A-6E describe more detailed interactions
for functions and services to illustrate the core network ele-
ments of the networked operations service support center 50.
[0023] FIG. 6F is an architectural diagram that illustrates an
overview for communicating or sharing between the gateway
appliances in one embodiment;

[0024] FIG. 6G illustrates an architectural overview of
alarms and statistics aggregator functionality in the support
network in one embodiment;

[0025] FIGS. 7A-7E depict exemplary call flow diagrams
detailing TCP control channel setup, subscription and firm-
ware updates provisioning for said gateway appliance;
[0026] FIGS. 8A-8B describe details of service provision-
ing in one embodiment;

[0027] FIG. 8C illustrates a process in one embodiment for
testing accessibility;

[0028] FIG. 8D is a process diagram that illustrates peer to
peer accessibility testing in one embodiment utilizing two
gateway devices;

[0029] FIGS.9A-9C depict exemplary messaging flow sce-
narios for enabling remote access to functionality of the gate-
way appliance and any endpoint digital device in one embodi-
ment;

[0030] FIGS. 10A-10C depict exemplary messaging flow
scenarios for voice service provisioning for the gateway
appliance according to one embodiment of the invention;
[0031] FIGS. 11A-11B depict exemplary messaging flow
scenarios for device management services for the gateway
appliance according to one embodiment of the invention;
[0032] FIGS. 12A-12K depict exemplary voice call sce-
narios as enabled in one embodiment by the architecture of
the present invention;

[0033] FIG. 13A illustrates an example call flow between
the gateway appliance and a plurality of network elements in
the support infrastructure for provisioning the parental con-
trol (PC) service in the gateway appliance in one embodiment
of'the present invention.

[0034] FIG. 13B illustrates an example call flow for updat-
ing parental control service provisioning in one embodiment
of the present invention.
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[0035] FIGS. 14A-14C illustrate example process flows for
providing backup services for files to 3’ party storage pro-
viders and peer gateway appliances according to one embodi-
ment;

[0036] FIG. 15 illustrates a block diagram of the gateway
appliance providing services implementing IM server func-
tionality;

[0037] FIG. 16 illustrates an example web page display
depicting status of example devices communicating with and
controlled by the gateway appliance according to one
embodiment;

[0038] FIG.17A depicts an example Home screen page 700
for accessing gateway appliance services according to one
embodiment of the invention;

[0039] FIG. 17B depicts an example GUI Home Screen
page 700 for accessing gateway appliance scratchpad func-
tionality according to one embodiment of the invention;
[0040] FIGS.18A-18D depict exemplary GUI screen pages
for accessing gateway appliance backup services functional-
ity according to one embodiment of the invention;

[0041] FIG. 19 illustrates an example processing per-
formed during file sharing in one embodiment.

[0042] FIGS.19A-19B depictexemplary GUI screen pages
for accessing gateway appliance filesharing services func-
tionality according to one embodiment of the invention;
[0043] FIGS. 20A-201 depict exemplary GUI screen pages
for accessing gateway appliance home automation services
functionality according to one embodiment of the invention.
[0044] FIG. 21 illustrates an example architectural diagram
for providing call (e.g., voice or other media) processing in
one embodiment.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0045] Applicant’s co-pending United States Patent Publi-
cation No. 2005/0249196 entitled MULTIMEDIA ACCESS
DEVICE AND SYSTEM EMPLOYING THE SAME incor-
porated by reference herein, describes a media access device
that facilitates communication between users employing dis-
parate communication devices and messaging protocols asso-
ciated with different service providers, that is located within
the customer premises and that allows for onsite or remote
configuration. This solution is a highly specific implementa-
tion that provides advanced telephony particularly specific
services associated with Voice over IP communications in an
Instant Messaging infrastructure. While comprehensive, this
system does not address the servicing and management of
other digital endpoint devices in the home. Furthermore, this
prior art solution requires manual intervention to initiate,
configure and maintain many of the call service, IM and other
service related features for users which can be burdensome
for the technically challenged.

[0046] A significant demand exists for simplifying the
management and back-up services of the digital home or even
the small enterprise that takes away the complexity of the
maintenance, upgrading, and operation of even the more
basic needs addressed by these emerging digital endpoint
devices and networks, e.g., access management (e.g., parental
controls), etc.

[0047] Home “gateway” and like router/gateway appli-
ances are currently available for the home and small business
that allow several computers to communicate with one
another and to share a broadband Internet connection. These
devices function as routers by matching local network
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addresses and the hostnames of the local computers with the
actual networking hardware detected. As gateways, these
devices translate local network addresses to those used by the
Internet for outgoing communications, and do the opposite
translation for incoming packets.

[0048] Forexample, U.S. Pat. No. 6,930,598 is representa-
tive of a home gateway server appliance enabling networked
electronic devices to communication with each other without
the direct interaction with external networks and that provides
a mechanism whereby a member of the household may be
informed of certain network related events without having to
use their home computer or other client devices.

[0049] It would be highly desirable to provide a multi-
services application gateway device that provides not only
IP-based communication and voice services, but services
management capability associated with use of digital home
devices, and, obviates the need for users to attend to the
provisioning, management, configuration and maintenance
of'the emerging home/business digital networks including the
myriad of interconnected digital endpoint devices connected
thereto.

[0050] The present invention is directed to a novel gateway
appliance that is programmed to simplify various aspects of
managing the emerging home/business digital networks
including the myriad of interconnected digital endpoint
devices.

[0051] Thenovel gateway appliance is further programmed
to simplify support services in the digital home including:
media delivery, content management, access control and use
tracking, file sharing, and protection and back-up services of
both Internet/Web-generated digital media content and user
generated digital media content.

[0052] The appliance of the present invention further oper-
ates in conjunction with a service delivery platform that pro-
vides IP-based connectivity to digital devices in the home,
e.g., VoIP phones, the personal computer, personal music
players, and the like, and emphasizes ease of use and man-
agement of these digital devices for the technically chal-
lenged.

[0053] Thenovel gateway appliance is further programmed
to simplify home automation operations, e.g., lights, garage
doors, and particularly, facilitating remote access to and man-
agement of home automation devices. More particularly, the
home or business appliance of the present invention operates
in conjunction with a novel network operations framework
and network service center that supports the managed ser-
vices, and all of the manageable capabilities of the home/
business. For instance, the appliance and supporting network
service center architecture provides for distributing configu-
ration and data information to residential home gateways;
provides updates to residential home gateways; enables
inbound services to in-home gateways; provides remote web
access to residential home gateways (include login via control
channel); provides off-premise voice extensions for a resi-
dential home gateway; provides remote diagnostics and home
network management; collects billing records; alarms and
statistical information from residential home gateways;
updates and manages endpoints in the digital home; and
enables remote control of “smart devices” in the home.
[0054] For the in-home services, the multi-services gate-
way appliance connects the various service delivery elements
together for enabling the user to experience a connected digi-
tal home, where information from one source (for example,
voicemail) can be viewed and acted on at another point (for
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example, the TV). The multi-services gateway appliance
hosts the various in-home device interfaces, and facilitates the
moving of information from one point to another. Some of the
in-home endpoint device processing duties performed by the
appliance 10 include, but are not limited to: 1) detecting new
devices and provide IP addresses dynamically or statically; 2)
functioning as a (Network Address Translator) NAT, Router
and Firewall; 3) providing a centralized disk storage in the
home; 4) obtaining configuration files from the network and
configures all in-home devices; 5) acting as a registrar for
SIP-based devices; 6) receiving calls from and deliver calls to
voice devices; provide voicemail services; 7) decrypting and
securely streaming DRM’d media; 8) distributing media to an
appropriate in-home device; 9) compressing and encrypting
files for network back-up; 10) backing-up files to the network
directly from appliance; 11) handling home automation
schedules and changes in status; 12) providing in-home per-
sonal web-based portals for each user; 13) providing Parental
Control Services (e.g., URL filtering, etc.); 14) creating and
transmitting billing records of in-home devices including,
recording and uploading multi-service billing event records;
15) distributing a PC client to PC’s in the home, used in
support of the various services such as monitoring events or
diagnostic agents; 16) storing and presenting games that users
and buddies can play; 17) delivering context-sensitive adver-
tising to the end point device; and, 18) deliver notifications to
the endpoint device; and, 19) enabling remote access through
the web, IM client, etc. Other duties the gateway appliance 10
may perform include: service maintenance features such as
setting and reporting of alarms and statistics for aggregation;
perform accessibility testing; notifying a registration server
(and Location server) of the ports it is “listening” on; using
IM or like peer and presence communications protocol infor-
mation for call processing and file sharing services; receiving
provisioning information via the registration server; using an
SIP directory server to make/receive calls via the SBC net-
work element to/from the PSTN and other gateway appliance
devices; and, downloading DRM and non-DRM based con-
tent and facilitating the DRM key exchanges with media
endpoints.

[0055] According to the present invention, with reference
to FIG. 1A, the present invention is a next-generation multi-
services residential gateway appliance 10, also referred to
herein as “the appliance”, that can be used at the home or
business (“premises”) that is programmed to simplify various
aspects of managing the emerging home/business digital net-
works including the myriad of interconnected digital end-
point devices. With processing, storage and network connec-
tivity to a novel network operations support infrastructure 50,
the gateway appliance is capable of extending the service
provider’s network demarcation point into the subscriber’s
home, offering powerful capabilities at the customer’s resi-
dence. By leveraging powerful processing and intelligence
residing on the gateway appliance at the customer’s premise,
the solution for the premises provided by the gateway appli-
ance addresses requirements such as shared Internet connec-
tion, remote diagnostics and installation help, integrated VoIP
support, connected entertainment offerings, and bundled ser-
vices via a single platform. Besides providing a secure plat-
form for building and providing multiple services for digital
clients at the premises, the appliance, in combination with a
novel network operations support infrastructure 50, addition-
ally provides a communications and instant messaging-type
framework including presence and networking capability for
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enabling file-sharing capabilities amongst a community of
peers, friends, or family. As part of the presence and network-
ing capability offered, connectivity is required between the
appliance 10 and a network operations support infrastructure
or service center (SC) 50 described in further detail herein
below and that is particularly enabled to support the next-
generation multi-service applications gateway appliance pro-
vided at the premises that assumes many of the functions that
are typically network-based.

[0056] As shown in FIG. 1A, secure connectivity to the
service center 50 is provided, in one embodiment, via a wide
area networks (WAN) interface, such as Ethernet WAN 53
over a broadband connection via the public Internet 99, or, for
example, via a wireless EvDO (Evolution Data Optimized)
Internet data interface embodied as a PCMCIA (personal
computer memory) wireless card 56. As will be described in
greater detail hereinbelow, the service center 50 generally
provides a secure IP-based communications and processing
infrastructure for supporting the variety of services and appli-
cations and communications residing at multiple gateway
devices 10, . .. 10x. This support architecture is designed for
high availability, redundancy, and cost-effective scaling.

[0057] Thesecure platform for building and providing mul-
tiple services for digital clients at the premises assumes con-
nectivity between the appliance 10 and each of auser’s digital
devices (referred interchangeably herein as “digital end-
points” or “digital endpoint devices”). This connectivity may
be provided by implementation of one or more USB ports
(interfaces) 13, a wired Local Area Network connection such
as provided by an Ethernet local area network (LAN) inter-
face 16, or, a wireless network interface via a WiFi LAN
access point 62 provided, for example, in accordance with the
1L.E.E.E. 802.11b/g/n wireless or wireless network communi-
cations standard. These physical interfaces provide IP net-
work interconnectivity to the endpoint devices connected to a
local IP network 60 at the premises.

[0058] That is, the gateway appliance interfaces with digi-
tal endpoint devices including, but not limited to: a home
automation networking device 20 (e.g., X10, Z-Wave or Zig-
Bee) for wired or wireless home network automation and
control of networked home devices such as a switch control-
ler 22, sensor devices 23, automatically controlled window
blinds 24, a controlled lighting or lamp unit 25 etc; individual
or a wired or wireless network of personal computing (PC)
and laptop/mobile devices 30q, . . ., 30c that serve as file
sources, control points and hosts for various other client end-
points; one or more television display devices 32 including
associated set top boxes (STB) 354 or digital media adapter
(DMA) 35b; and, one or more VoIP phone devices (e.g., SIP
phones) 40, or, other devices (not shown) that convert IP
interfaces to PSTN FXO and FXS interfaces. Although not
shown in FIG. 1A, other digital endpoint devices for which
connectivity may be established with the appliance 10
include, but are not limited to: personal music or media play-
ers, hi-fi audio equipment with media streaming capability,
game stations, Internet radio devices, Wi-Fi phones, wifi or
other wirelessly enabled digital cameras, facsimile machines,
electronic picture frames, health monitors (sensor and moni-
toring devices), etc. As will be described in greater detail
herein, the gateway appliance includes both a hardware and
software infrastructure that enables a bridging of the WAN
and LAN networks, e.g, a proxy function, such that control of
any digital endpoint device at the premises from the same or
remote location is possible via the gateway appliance 10
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using a secure peer and presence type messaging infrastruc-
ture or other communications protocols, e.g., HT'TPS.

[0059] For example, via any IM-capable device or client
80a, 805 respectively connected with an Instant Messaging
(IM) or XMPP (Extensible Messaging and Presence Proto-
col) network messaging infrastructure, e.g., IM networks
99a, 995 such as provided by Yahoo, Microsoft (MSN),
Skype, America Online, ICQ, and the like, shown for pur-
poses of illustration in FIG. 1A, a user may access any type of
functionality at a subordinate digital end point device at the
premises via the appliance 10 and service center 50 by simple
use of peer and presence messaging protocols. In one exem-
plary embodiment, a peer and presence communications pro-
tocol may be used such as Jabber and/or XMPP. Particularly,
Jabber is a set of streaming XML protocols and technologies
that enable any two entities on the Internet to exchange mes-
sages, presence, and other structured information in close to
real time. The Internet Engineering Task Force (IETF) has
formalized the core XML streaming protocols as an approved
instant messaging and presence technology under the name of
XMPP (Extensible Messaging and Presence Protocol), the
XMPP specifications of which are incorporated by reference
herein as IETF RFC 3920 and RFC 3921. Thus, the gateway
appliance of the present invention is provided with function-
ality for enabling a user to remotely tap into and initiate
functionality of a digital endpoint device or application at the
premises via the IM-based messaging framework. In addi-
tion, the appliance 10 and network connectivity to the novel
service center 50, in accordance with the invention, provides
a secure peer and presence messaging framework, enabling
real-time communications among peers via other gateway
appliances 10, . . ., 10z. For instance, the appliance provides
the ability to construct communication paths between peers
with formal communications exchanges available between,
for example, one appliance at a first premises and a second
appliance located at the remote premises. Thus, such an infra-
structure provides for content addressing, enabling peers
through remote gateway appliances 10, . . ., 10%. to supply
and request content such as files, media content or other
resources of interest to a community of interest.

[0060] Besides handling all aspects of the digital home
communications, e.g., IP, voice, VoIP, phone connectivity, the
gateway appliance 10, when operable with the service center
50, provides a service-oriented architecture that manages ser-
vices for the digital home and facilitates the easy addition of
new services or modification of existing services. Such ser-
vices may include, for example, facility management (home
automation), media content downloading and Digital Rights
Management (DRM), device updates, data backups, file shar-
ing, media downloading and transmission, etc., without the
intermediary of a plurality of external service providers who
may typically provide these individual services for every
digital endpoint device in the home or premises. That is, the
appliance is integrated with hardware and software modules
and respective interfaces that handle all aspects of home
automation and digital endpoint service and management for
the home in a manner without having to rely on external
service providers and, in a manner that is essentially seamless
to the user. This, advantageously is provided by the service
center 50 which is enabled to access regions of the gateway
device 10 that are not accessible to the user, e.g., for control-
ling the transport and storing of digital content and download-
ing and enabling service applications and upgrades and pro-
viding largely invisible support for many tasks performed by
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users. Thus, central to the invention, as will be described in
greater detail herein below, is the provision of service logic
located and stored at the appliance 10 providing soft-switch
functionality for providing call-processing features at the
premises (rather than the network) for voice communications,
and enabling management of other service features to be
described. With the provision of central office type call ser-
vices and other service features provided at the appliances
10, . . . 10, a distributed soft-switch architecture is built.
While transactions occur with cooperation of the service cen-
ter 50 to provide, for example, service subscription/registra-
tion, authentication/verification, key management, and bill-
ing aspects of service provision, etc., and with all of the
service logic and intelligence residing at the appliance, a
service provider can offer customers a broad spectrum of
services including, but not limited to: media services, voice
services, e.g., VoIP, automated file backup services, file shar-
ing, digital photo management and sharing, gaming, parental
controls, home networking, and other features and functions
within the home or premises (e.g., home monitoring and
control). Users can access their content and many of the
solution’s features remotely. Moreover, software updates for
the in-home devices that require updating are handled in an
automated fashion by the system infrastructure. The service
center infrastructure additionally provides a web interface for
third (3"9) party service providers to round out the service
solutions provided at the appliance for the premises.

Gateway Appliance Software and Hardware Architecture

[0061] The composition of the premises gateway appliance
10 according to the present invention is now described in
greater detail with reference to FIGS. 2A-2C. As shown in
FIG. 2A, the gateway appliance 10 comprises a layered archi-
tecture 100 enabling the encapsulation of similar functional-
ity; minimization of dependencies between functions in dif-
ferent layers; and, facilitates reuse or sharing of logic across
the layers to provide a managed service framework 120. The
service management functionality provided by the frame-
work enables deployment of new services as pluggable mod-
ules comprising computer readable instructions, data struc-
tures, program modules, objects, and other configuration
data, in a plug and play fashion. The layered service archi-
tecture 100 additionally provides the appliance with intra
process communication and inter process communication
amongst the many services and modules in the service frame-
work layer that enables the provisioning, management and
execution of many applications and services 130, depicted
e.g., Services A, B, . . ., N at the gateway. Additionally
provided are the application service interfaces 140 that
enables communications from user endpoint devices with
service environments. FIG. 2A thus depicts a high level ser-
vice framework upon which are built services, e.g., down-
loaded via the support network as packages that are devel-
oped and offered by a service entity for customers.

[0062] More particularly, as shown in FIG. 2B, a base sup-
port layer 102 comprises essential hardware components
including a processor device 152, e.g., a system on chip
central processing unit (“CPU”) that includes processing ele-
ments, digital signal processor resources and memory. The
CPU 152 is also coupled to a random access memory
(“RAM”) and additionally, non-volatile hard drive/disk mag-
netic and/or optical disk memory storage 154. Generally, the
above-identified computer readable media provide non-vola-
tile storage of computer readable instructions, data structures,
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program modules, objects, and other data for use by the
gateway device. As mentioned, the non-volatile hard drive/
disk magnetic and/or optical disk memory storage 154 is
preferably partitioned into a network side which is the reposi-
tory for storing all of the service logic and data associated
with executing services subscribed to by the user, and, is
invisible to the user, and, a user partition for storing user
generated content and applications in which the user has
visibility. Although not shown, the CPU 152 may be coupled
to a microcontroller for controlling a display device. Addi-
tional hardware components include one or more Ethernet
LAN/WAN interface cards 156 (e.g., 802.11, T1, T3, 56 kb,
X.25, DSL or xDSL) which may include broadband connec-
tions (e.g., ISDN, Frame Relay, ATM, Gigabit Ethernet, Eth-
ernet over SONET, etc.), wireless connections, or some com-
bination of any or all of the above, one or more USB interfaces
158 and, the PCMCIA EvDO interface card 160. A data
encryption/decryption unit 162 is additionally provided as
part of the architecture for providing data security features. A
watchdog timer element or like timer reset element 164 is
provided as is one or more LED devices 166 for indicating
status and other usable information to users of the appliance.
As further shown in FIG. 2B, the device drivers layer 104
comprises all of the device drivers for the various interfaces
including a device driver for the USB interface, PCMCIA and
Ethernet interface cards, an LED controller and an integrated
device electronics (“IDE”) controller for the hard disk drive
device provided. Additionally, as shown as part of the hard-
ware and device driver components is the WiFi LAN access
point 62 and corresponding 802.11b/g/n wireless device
driver.

[0063] As mentioned above, the gateway appliance pro-
vides an in-premises footprint enabling the service connec-
tivity and local management to client(s). The implementation
of functions and the related control such as a router (with
quality of service (QoS)), firewall, Von) gateway, voice ser-
vices and voice mail may be embodied and performed within
the CPU 152.

[0064] Continuing, as shown in FIG. 2B, the device driver
layer 104 comprises a multitude of driver interfaces including
but not limited to: a PCMCIA driver 104a, for enabling low
level communication between the gateway and the PCMCIA
network interface card wireless interface, an IDE driver 1045
for enabling low level communication between the gateway
and the local mass memory storage element, an Ethernet
driver 104¢ for enabling low level communication between
the gateway and the Ethernet network interface card, an LED
driver/controller 104d, a USB driver 104e, and a wireless
network driver 104f. The drivers provide the connectivity
between the low level hardware devices and the operating
system 106 which controls the execution of computer pro-
grams and provides scheduling, input-output control, file and
data management, memory management, and communica-
tion control and related services for the appliance. With
respect to the operating system, the appliance may comprise
a computing device supporting any embedded operating sys-
tem, any real-time operating system, any open source oper-
ating system, any proprietary operating system, or even any
operating systems for mobile computing devices as long as
the operational needs of the client discussed hereinbelow can
be met. Exemplary operating systems that may be employed
include Windows®, Macintosh, Linux or UNIX or even an
embedded Linux operating system. For instance, the gateway
appliance may be advantageously provided with an embed-
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ded operating system 106 that provides operating system
functions such as multiple threads, first-in first-out or round
robin scheduling, semaphores, mutexes, condition variables,
message queues, etc.

[0065] Built upon the system operating system 106 is a
system services support layer providing both client-like and
server-like functions 108 that enable a wide range of func-
tionality for the types of services capable of being managed
by the gateway appliance. For instance, there is provided a
Dynamic Host Configuration Protocol (DHCP) client and
server software modules. The DHCP client particularly
requests viaa UDP/IP (User Datagram Protocol/Internet Pro-
tocol (e.g., Ipv4, Ipv6, etc.) configured connection informa-
tion such as the IP address that the gateway appliance has
been dynamically assigned by a DHCP service (not shown),
and/or any the subnet mask information, the gateway appli-
ance should be using. The DHCP server dynamically assigns
or allocates network IP addresses to subordinate client end-
points on a leased, i.e., timed basis; a Virtual Private Network
(VPN) client which may communicate via a proxy server in
the service control network according to a VPN protocol or
some other tunneling or encapsulation protocol; an SMPT
client for handling incoming/outgoing email over TCP in
accordance with the Simple Mail Transfer protocol; an Net-
work Time Protocol (NTP) (RFC 1305) for generating and
correlating timestamps for network events and providing gen-
erally time synchronization and distribution for the Internet; a
Domain Name Server (DNS) client and server combination
which are used by the IP stack to resolve fully-qualified host
or symbolic names, i.e., mapping host names to IP addresses;
an HTTP(S) server handles for handling secure Hypertext
Transfer Protocol (HTTP) (Secure Sockets Layer) communi-
cations for providing a set of rules for exchanges between a
browser client and a server over TCP. It provides for the
transfer of information such as hypertext and hypermedia,
and for the recognition of file types. HI'TP provides stateless
transactions between the client and server; a Secure File
Transfer Protocol (SEFTP) client and server combination
which protocols govern the ability for file transfer over TCP;
a SAMBA server which is an open source program providing
Common Internet Files Services (CIFS) including, but not
limited to file and print services, authentication and authori-
zation, name resolution, and service announcement (brows-
ing); an EvDO/PPP driver including a Point-to-Point Proto-
col (PPP) daemon configuration; a PPPoE (Point-to-Point
Protocol over Ethernet) client which combines the Point-to-
Point Protocol (PPP), commonly used in dialup connections,
with the Ethernet protocol, and which supports and provides
authentication and management of multiple broadband sub-
scribers in a local area network without any special support
required from either the telephone company or an Internet
service provider (ISP). This device is thus adapted for con-
necting multiple computer users on an Ethernet local area
network to a remote site through the gateway and can be used
to enable all users of an office or home share a common
Digital Subscriber Line (DSL), cable modem, or wireless
connection to the Internet; a Secure Shell or SSH server
implemented with HT'TP protocol that provides network pro-
tocol functionality adapted for establishing a secure channel
between a local and a remote computer and encryupt traffic
between secure devices by using public-key cryptography to
authenticate the remote computer and (optionally) to allow
the remote computer to authenticate the user. Additionally
provided as part of the system services layer 108 is intelligent
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routing capability provided by an intelligent router device
185 that provides provides Quality of Service (QoS, guaran-
teed bandwidth) intelligent routing services, for example, by
enforcing routing protocol rules and supporting unlimited
multiple input sources and unlimited multiple destinations
and, particularly, for routing communications to networked
digital endpoint devices subordinate to the gateway; and, a
central database server 183 for handling all of the database
aspects of the system, particularly, for maintaining and updat-
ing registries and status of connected digital endpoint
devices, maintaining and updating service configuration data,
services specific data (e.g., indexes of backed-up files, other
service specific indexes, metadata related to media services,
etc.) and firmware configurations for the devices, and for
storing billing and transaction detail records, performance
diagnostics, and all other database storage needs as will be
described in greater detail herein.

[0066] Referring back to FIGS. 2A and 2B, built on top of
the system services layer 108 is the platform management
layer 109 providing a software framework for operating sys-
tem and communications level platform functionality such as
CPU management; Timer management; memory manage-
ment functions; a firewall; a web wall for providing seamless
WWW access over visual displays via access technologies
enumerated herein, e.g., HTTP, SMS (Short Messaging Ser-
vice) and WAP (Wireless Access Protocol); QoS manage-
ment features, Bandwidth management features, and, hard
disk drive management features.

[0067] Further provided are platform management features
110 as shown in FIG. 2C that include a platform manager
module which will implement unique rules based notification
services on operational failure, i.e., when one of the compo-
nent or services fails, the platform manager would detect this
failure and take appropriate action such as implement a
sequence of rules; a scheduler module for managing sched-
uled device maintenance, managing scheduled services, e.g.,
back-up services, etc.; a diagnostics module; a firmware
upgrades management module for managing firmware
upgrades; a resource management module for managing sys-
tem resources and digital contention amongst the various
resources, e.g., CPU/Bandwidth utilization, etc.; a display
management module and a logger management module for
storing and tracking gateway log in activity of users and
applications, e.g., voice call logs, at the premises. As will be
explained in greater detail, the platform management layer in
concert with resource and service management components
enforces the separation of network side managed service
control and user side delegations depending upon service
subscriptions and configurations. For example, the platform
and resource management encompass rules and guidelines
provided according to subscribed services that act to enforce,
manage and control input/output operations, and use of hard
drives space etc. A demarcation point is thus defined that
provides a hard line between what is owned by the customer
and what is owned by the service provider.

[0068] Referring back to FIGS. 2A and 2C, built on top of
the platform management layer 110 is the Services Frame-
work 120 providing a library of application support service
processes that facilitate data collection and data distribution
to and from the multimedia access devices including, but not
limited to: Authentication management for use in authenti-
cating devices connected to the gateway; billing management
for collecting and formatting service records and service
usage by endpoint devices, e.g., calls, back-up services etc.;
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fault management for detecting and managing determined
system and/or service faults that are monitored and used for
performance monitoring and diagnostics; database manage-
ment; a control channel interface via which the gateway ini-
tiates secure communications with the operations support
infrastructure; configuration management for tracking and
maintaining device configuration; user management; service
management for managing service configuration and firm-
ware versions for subscribed services provided at the gateway
appliance; and statistics management for collecting and for-
matting features associated with the gateway appliance. Sta-
tistics may relate to use of one or more services and associated
time-stamped events that are tracked.

[0069] Referring back to FIGS. 2A and 2C, built on top of
the Services Framework layer 120 is the Application Services
Framework 130 providing library of user applications and
services and application support threads including, but not
limited to: file sharing functionality; backup services func-
tionality; home storage functionality; network device man-
agement functionality; photo editing functionality; home
automation functionality; media services functionality; call
processing functionality; voice mail and interactive voice
response functionality; presence and networking functional-
ity; parental control functionality; and intelligent ads man-
agement functionality. The multi-services applications gate-
way 10 further provides application service interfaces 140
that are used to enable a variety of user applications and
communications modalities. For instance, the SIP Interface
141 is an interface to the generic transactional model defined
by the Session Initiation Protocol (SIP) that provides a stan-
dard for initiating, modifying or terminating interactive user
sessions that involve one or more multimedia elements that
can include voice, video, instant messaging, online games,
etc., by providing access to dialog functionality from the
transaction interface. For instance a SIP signaling interface
enables connection to a SIP network that is served by a SIP
directory server via a Session Border Controller element in
the service center 50 (FIG. 1A). The Web Interface 142
enables HTTP interactions (requests and responses) between
two applications. The IM Interface 144 is a client that enables
the multi-services gateway appliance connection to one or
more specific IM network(s). The XMPP interface 145 is
provided to implement the protocol for streaming (XML)
elements via the appliance in order to exchange messages and
presence information in close to real time, e.g., between two
gateway devices. The core features of XMPP provide the
building blocks for many types of near-real-time applica-
tions, which may be layered as an application service on top
of'the base TCP/IP transport protocol layers by sending appli-
cation-specific data qualified by particular XML namespaces
and more particularly, provide the basic functionality
expected of an instant messaging (IM) and presence applica-
tion that enable users to perform the following functions
including, but not limited to: 1) Exchange messages with
other users; 2) Exchange presence information with other
devices; 3) Manage subscriptions to and from other users; 4)
Manage items in a contact list (in XMPP this is called a
“roster”); and 5) Block communications to or from specific
other users by assigning and enforcing privileges to commu-
nicate and send or share content amongst users (buddies) and
other devices. As further shown in FIG. 2C, the UpNp (Uni-
versal Plug and Play) interface enables connectivity to other
stand-alone devices and PCs from many different vendors.
The Web services interface 149 provides the access interface
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and manages authentication as multi-services gateway appli-
ances access the service center 50 (FIG. 1A) via web services.

Gateway Device Boot Sequence and Initialization

[0070] FIG. 2D depicts a boot sequence and initialization
process 175 for the gateway appliance 10 of FIG. 1A. In
response to turning on or resetting the appliance at step 172,
the circuit board supporting the CPU chip element is initial-
ized at step 174, and the board comprising the device drivers,
serial console, Ethernet connection, WiFi connection, LED
connection, USB connection, IDE hard drive connection and
the watchdog timer, are all initialized at step 176. Then, the
operating system (OS) layer is initialized including the base
kernel, base OS modules, to provide basic services as indi-
cated at step 178. Then the basic OS services are initialized at
step 179 including the Sshd, Ftpd, DNS, DHCP, and UpNp.
Then, at step 180, customized kernel initialization is per-
formed including the kernel modules such as Intelligent
Routing, the QoS, the firewall, the web wall, encryption and
watch dog timer control at step 182, and, the kernel threads
such as CPU management, memory management, hard disk
drive management and time management threads at step 184.
Then at step 186, the platform manager component of the
appliance is initialized that starts system services and service
managers for all services; the system services are then initial-
ized at step 190, system management (e.g., Resource man-
ager, Firmware Upgrade manager, Diagnostics manager and
the Scheduler manager components, etc.) as shown at step
192, and service management (e.g., Service Manager, the
network operations support center control channel client, the
Billing manager, Stats manager and Alarms manager compo-
nents, etc.) as shown at step 194 that provide the services
framework upon which the plurality of applications and ser-
vices are built as shown in FIG. 2A. Finally, at step 196, the
various subscribed to application services are initialized
including, for example, but not limited to: the PBX server,
Media server, file manager server, home automation server,
presence and networking server and parental control services,
advertisement services, etc. The architecture such as shown in
FIGS. 2A-2D provides a controlled managed services model
for an IM messaging infrastructure.

Demarcation

[0071] As shown in FIG. 3, in one aspect of the invention,
the gateway appliance includes functionality for combining
the storage available from its own internal and attached hard
drive(s) 154, with any Network Attached Storage device 158
on the network to create a single virtual file system that
consumers can use like a single drive. The gateway will
automatically detect, mount and manage the connections to
the NAS devices and add them to its own file system. Users of
the gateway are thus presented with a single consolidated
storage device that they can access just like another drive on
their PC. Users will not be exposed to the underlying proto-
cols and management features required to provide such a
feature. Users will no longer have to use each of the storage
devices separately.

[0072] However, as further shown in FIG. 3, a virtual
demarcation 155 is enforced at the centralized disc storage
device 154 of the gateway appliance, e.g., which may com-
prise one or more physical hard drives, to physically and
logically isolate the storage partition 156 where service logic
and associated data for implementing services from service
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provider and/or downloaded media content are stored, and
another partition 157 where user generated data, e.g., user
files, is stored. The partition 156 belongs to the service center
50 that is limited to receiving logic and intelligence for the
appliance, and backed-up user files, all of which is managed
by the service control network and enforced locally at the
gateway; the other partition 157 is storage that is user acces-
sible and includes a user accessible graphic user interface
which may be accessed by a digital endpoint device, e.g., a
PC, programmed to enable visibility if granted to the user.
Thus, the user is enabled to skew the demarcation point
depending upon the amount of control granted or authorized
to the user according to subscribed features and service con-
figurations. This separation within the gateway appliance 10
is an enabler for delivery of the service logic that resides on
the appliance on the network side of the virtual demarcation.
That is, the service provider offers all of its services upstream
of this demarcation point and the customer can choose which
service is selected that are within the control of the service
provider’s network.

[0073] While the service center 50 is responsible for place-
ment of service modules and data beyond the demarcation
point, the appliance 10 is equipped with certain functional
elements such as encryption techniques, local directory
obfuscation techniques and local enforcement to prevent user
visibility beyond the demarcation point that belongs to the
service provider unless the user is enabled with such visibil-
ity. The intelligence and service logic that is on the appliance
according to the invention is managed by the service center
and provides the logic to limit user access.

[0074] FIG. 3 illustrates the virtual demarcation point
within the gateway appliance located on the customer
premise that occurs somewhere within the device allowing
the customer and service provider to skew the physical loca-
tion of the demarcation. The demarcation within this device
can occur on a physical storage medium, e.g., hard disk drive
154 as shown in FIG. 2B, that has been sectored for different
user, or in a virtual memory location, e.g., locations 155a,
1556 or 155¢, based on the service levels being offered, e.g.,
service A, service B or service C, respectively. This approach
allows the customer more flexibility in manipulating the ser-
vice rendered and services offered by the provider. By allow-
ing the demarcation closer to the customer this allows more
control of features from the customer and allows the service
provider closer control of the customer infrastructure without
owning it all. Thus, with this device in place, the new demar-
cation moves based on the service.

[0075] Foran example of demarcation control, if some data
is required to be stored, e.g., a downloaded movie, the cus-
tomer can store it locally, securely locally, or securely
remotely. While it is the customer’s responsibility to do stor-
age locally and securely locally, with the new virtual demar-
cation, the service of providing locally secure data is now part
of an offering of the service provider. While the data is still on
site, the data is under control of the service provider and
follows service agreements for that storage of data.

[0076] As another example of demarcation control, two
movies may be downloaded and stored at the service center’s
partitioned side beyond the demarcation point, as requested
by a user via a user interface through a device connected to the
appliance. This user interface, enabled via the user partition
of'the gateway appliance, is accessed through a PC, a TV, cell
phone. After authentication, the user could select and priori-
tize movies to purchase for example, in compliance with the
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media content service provider. The choice of interfaces and
amount of visibility by endpoint devices accessing this user
interface has been optimally designed from a contention
standpoint from perspective of controls, security, network
service control manageability, and cost. In response, the
selected movie(s) are downloaded to the service center’s side
156 of the partition as shown in FIG. 3. Unless and until the
user has purchased the movies for playback via an authenti-
cation process, that user will be prevented from accessing the
content. Otherwise, the user may initiate streaming of the
content directly to a digital endpoint device, e.g., a television,
or will be granted permissions to download and play the
movie according to the subscription with the media content
provider as managed by the gateway device. If the user has
purchased the movie, the movies may be transferred physi-
cally to the user storage portion of the partition. Otherwise,
the content may be temporarily copied, for local storage by
the user at the user accessible portion of the demarcation point
for playback at the user endpoint device.

[0077] Another example of demarcation control is the
manipulation of features for a given service. Currently a
subscription order is processed, and these features are
manipulated within the service provider’s network and sent
down to the customer for provisional changes to equipment at
the service center’s side of the demarcation point. Via a GUI
established for the endpoint device when connected with the
gateway, when authenticated, files may be unlocked so the
customer may locally manipulate services before and after
demarcation point, thereby virtually shifting the demarcation
point. Thus, a virtual demarcation point thus allows service
providers flexibility in offering different services and fea-
tures. Examples services include, but are not limited to ser-
vices such as: parental control, advertisement monitoring and
replacement, home user habit monitoring, home channel
monitoring, and back-up services.

Gateway Processing

[0078] For the in-home services, the multi-services gate-
way appliance connects the various service delivery elements
together for enabling the user to experience a connected digi-
tal home, where information from one source (for example,
voicemail) can be viewed and acted on at another point (for
example, the TV). The multi-services gateway appliance 10
thus hosts the various in-home device interfaces, and facili-
tates the moving of information from one point to another.
Some of the in-home endpoint device processing duties per-
formed by the appliance 10 include, but are not limited to: 1)
detecting new devices and provide IP addresses dynamically
or statically; 2) functioning as a (Network Address Transla-
tor) NAT, Router and Firewall; 3) providing a centralized disk
storage in the home; 4) obtaining configuration files from the
network and configures all in-home devices; 5) acting as a
Registrar for SIP-based devices; 6) receiving calls from and
deliver calls to voice devices; provide voicemail services; 7)
decrypting and securely streaming DRM’d media; 8) distrib-
uting media to an appropriate in-home device; 9) compress-
ing and encrypting files for network back-up; 10) backing-up
files to the network directly from appliance; 11) handling
home automation schedules and changes in status; 12) pro-
viding in-home personal web-based portals for each user; 13)
providing Parental Control Services (e.g., URL filtering,
etc.); 14) creating and transmitting billing records of in-home
devices including, recording and uploading multi-service
billing event records; 15) distributing a PC client to PC’s in

Aug. 26, 2010

the home, used in support of the various services such as
monitoring events or diagnostic agents; 16) storing and pre-
senting games that users and buddies can play; 17) delivering
context-sensitive advertising to the end point device; and, 18)
deliver notifications to the endpoint device; and, 19) enabling
remote access through the web, IM client, etc. Other duties
the gateway appliance 10 may perform include: service main-
tenance features such as setting and reporting of alarms and
statistics for aggregation; perform accessibility testing; noti-
fying a registration server (and Location server) of the ports it
is “listening” on; using IM or like peer and presence commu-
nications protocol information for call processing and file
sharing services; receiving provisioning information via the
registration server; using an SIP directory server to make/
receive calls via the SBC network element to/from the PSTN
and other gateway appliance devices; and, downloading
DRM and non-DRM based content and facilitating the DRM
key exchanges with media endpoints.

Gateway Appliance Interfaces

[0079] As mentioned, in one embodiment, the gateway
appliance behaves as a DHCP (Dynamic Host Configuration
Protocol) server, managing and automating the assignment of
Internet Protocol (IP) addresses in a premise (home) network
and may be installed in the premise (home) network behind
the access modem such as DSL (digital subscriber line)/
cable/DOCSIS (Data Over Cable Service Interface Specifi-
cation). FIGS. 1B(1) and 1B(2) illustrate the gateway appli-
ance connection to the in-premise devices in different
embodiments. In FIG. 1B(1), a gateway appliance 124 con-
nects to a broadband modem 122 for access to the WAN and
acts as a replacement to a router in a network, connecting to
various endpoint devices 132. In another embodiment, FIG.
1B(2) shows a gateway appliance 129 acting as a LAN con-
nection on an existing router 128. The existing router 128
functions as a bridge and the gateway appliance 129 behaves
as the router connecting to various endpoint devices 134. In
this embodiment, the WAN connection from and to the appli-
ance 129 is via the exiting router 128 acting as a bridge.

[0080] In support of the gateway primary processing for
handling all aspects of the digital home as described herein
with respect to FIGS. 1A-1B(2), the Gateway Appliance pro-
vides the interfaces to the following in-home devices: 1) an
interface to the Digital Media Adapter (DMA) 3556 for tele-
vision (TV) enabling bidirectional wireline or wireless com-
munication. This interface supports several functions for mul-
tiple services including, but not limited to: media (video and
music) by enabling the transfer of media (video and music) to
the TV via a peer and presence messaging protocol; voice
services, by providing for Called Line ID and for voice mail
control; and provide Home Automation Services including
obtaining status and control of networked home automation
devices; 2) a bidirectional wireline or wireless interface to a
PC device for supporting the transfer of media (video and
music) to the computer for storage and viewing; for support-
ing voice services, e.g., by providing for calls from SIP soft
clients; for file sharing via a peer and presence messaging
protocol notification, file back-up and home storage func-
tions, this interface will provide for the bidirectional moving
of files; and, for Home Automation Services, it will provide
status and control of networked home automation devices; 3)
a unidirectional wireline or wireless Media Streamer inter-
face for enabling the sending of audio content to a Media
Streamer, which in turn will provide the audio to a receiver/
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amplifier of a Home Sound System (stereo or digital multi-
channel); 4) a unidirectional wireline or wireless Internet
Radio Interface that provides for sending of audio content to
an Internet Radio; 5) a unidirectional wireline or wireless
interface to a Portable Media Player (PMP) that provides for
sending audio content to a PMP; 6) a bidirectional Phone
Adapter/PSTN Gateway (PAPG) Interface that provides for
configuring and registering of the PAPG with the gateway
appliance via exemplary Session Initiation Protocol (SIP),
FTP, HTTP over Ethernet protocols, and, provides for send-
ing and receiving of calls to/from the PAPG; 7) a SIP Phone
Interface that is similar to the PAPG interface; and, a bidirec-
tional wireless or wireline Home Automation Controller
Interface that provides for updating the controller of existing
devices, changing device states (for example, “light on”) and
relaying device status from the endpoint device to the gate-
way appliance via the controller. The PAPG is a SIP to PSTN
adapter having an Ethernet port on one side and a FXS (for-
eign exchange station) and a FXO (foreign exchange office)
port on the other. A user can thus plug a phone into the FXS
and can plug a telephone line from the central office into the
other.

[0081] With respect to the Media adapter element 355
shown in FIG. 1A, this device converts audio and video (op-
tionally) to a format suitable for a TV (HMDI/DVI/HDCP/
Component/RCA). In addition, the Media Adapter is capable
of receiving context-sensitive commands from a remote con-
trol device (not shown). This enables the use of menus on the
TV for controlling services for various functions. Thus, the
Media Adpater/TV combination is enabled to provide the
following features including, but not limited to: Display of
Media; Media control functions, when enabled (FF, REW,
STOP, PAUSE, etc); Display of CLID (Caller ID); Control of
voicemail; Picture viewing; Control of Home Automation;
and some user functions for the gateway appliance.

[0082] With respect to the Set Top Box 354 as shown in
FIG. 1A, this device handles rendering of media content
suitable for television, digital decryption and other DRM
functions, Video On Demand Purchases, etc. The Set Top
Box/TV combination thus enables: Media format conversion
(for example NTSC to ATSC); Decryption; Other DRM func-
tions (such as expiry of leases), prohibition of copying to
digital outputs, function restriction, etc.; Video On Demand
Purchases; and Media control functions (e.g., FF, REW,
STOP, PAUSE, etc.). With respect to PCs interfacing with the
gateway appliance, these devices serve as file sources, control
points and hosts for various clients. That is, computers will
provide: Source/target for files to be shared, backed-up or
transferred to Home Storage; access a personal web page with
notifications, RSS, shared photos, voicemail, etc.; Browser
control for Home Administrator and User; and, a host for IM
and SIP Softphone clients and other client devices. Further,
with respect to PAPG (incl. Integrated Access Devices) and
SIP Phones, the PAPGs and Sip Phones serve as SIP End-
points. Additionally, the IADs connect to FXS phones or
faxes and the PAPGs contain IAD functions and also connect
to the local PSTN via an FXO port. Thus, the following
functions are provided: SIP User Agent Signaling; Voice and
video capabilities (SIP Phones); FXS signaling (IAD and
PAPG); FXO signaling to PSTN (PAPG) and, Telephony
Feature support.

Logical Architecture and Support Network Infrastructure

[0083] While the gateway appliances as described above
are each equipped with various logic and intelligence for
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service features that enable the gateway appliances to provide
various integrated digital services to the premise, as described
herein with respect to FIG. 1A, the network elements 50
referred to also as support center (SC) supports and manages
multi-services gateway appliances, for instance, so as to con-
trol the accessibility to functionalities and service features
provisioned in the gateway appliances and the ability to com-
municate with other gateway appliances and various digital
endpoint devices connected thereto. Examples of various
functionalities performed by the network support infrastruc-
ture include but are not limited to: service initialization of the
gateway appliances, providing security for the gateway appli-
ances and the network support infrastructure, enabling real
time secure access and control to and from the gateway appli-
ances, distributing updates and new service options to the
gateway appliances, providing service access to and from the
gateway appliances and remote access to the gateway devices,
but not limited to such. In support of these services, the
service center provides the following additional services and
features: authentication; multi-service registration; subscrip-
tion control; service authorization; alarm management;
remote diagnostic support; billing collection and manage-
ment; web services access; remote access to gateway appli-
ances (e.g., via SIP or Internet/web based communications);
reachability to access challenged gateway appliances; soft-
ware updates; service data distribution; location service for
all services; SIP VoIP service; media services; backup ser-
vices; sharing services; provisioning; gateway interfaces to
other service providers (Northbound and peering); load bal-
ancing; privacy; security; and network protection.

[0084] The logical network architecture for the support
network infrastructure delivering these capabilities is illus-
trated in FIG. 4. It should be understood that the functional
components described in view of FIG. 4 may be combined
and need not be running on discrete platforms or servers.
Rather one server or component may provide all the function-
alities for providing managed network of gateway appliances.
In addition, any one of the components shown in FIG. 4 may
perform any one of the functionalities described herein. Thus,
the description in the present disclosure associating certain
functions with certain components are provided for ease of
explanation only and the description is not meant to limit the
functionalities as being performed by those components only.
Thus, the network elements or components 50 shown in FIG.
4 illustrate logical architecture only, and the present invention
does not require the specific components shown to perform
specific functionalities described. Moreover, the functional
components may use distributed processing to achieve a high
availability and redundancy capacity.

[0085] The one or more network elements 50 illustrated in
FIG. 4 support the gateway appliances 10 that are services
point of presence in premises such as the home, and the
endpoint devices connected thereto. Examples of functional-
ities provided in the support network 50 may include, but are
not limited to the following. Upgrades to gateway appliance
firmware and various endpoint devices may be managed in
the support network 50, for example, by a firmware update
manager server 51. VOD (video on demand) functionalities,
for example, serviced by VOD servers 52, ingest wholesale
multi-media content and provide DRM-based premium con-
tent to the multi-services gateway appliance and endpoint
devices. The support network 50 also may enforce DRM
policies, for example, by a conditional access server 54, by
providing key-based access and initiating billing processes.
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The support network 50 may also provide functionalities such
as collecting billing information and processing billing
events, which for instance may be handled by billing aggre-
gator sub-system 58. The support network 50, for example,
using one or more connection manager servers 60, may estab-
lish and maintain a signaling control channel with each active
multi-service gateway appliance. Message routing function-
ality of the support network 50, for example, one or more
message router devices 62, may provide intelligent message
routing service for the network and maintain gateway device
presence and registration status in an internal SC session
manager sub-system. Publish and subscribe functionality of
the support network 50, for example, a Publish/Subscribe
(Pub/Sub) server sub-system 65, may provide publish and
subscribe messaging services for the multi-services gateway
appliances and the network elements.

[0086] The support network 50 may provide SIP-based
directory services for voice services, for example, by its SIP
Directory Server 66. In addition, location service functional-
ity, for example, provided by the Location Server 68, may
include IP and Port level services for all inbound services.
DNS services functionality may be provided by a DNS server
69 for all inbound services. The support network 50 may also
provide virtual private network functionalities, for example,
handled by its VPN server/subsystem 70, and provide VPN
connection services for certain inbound services on multi-
services gateway appliances. VPN connection services may
be provided on those multi-services gateway appliances that
have accessibility challenges, for example, those that are
behind external firewalls and NATS. The support network 50
may also include functionality for determining the nature of
the accessibility configuration for the multi-services gateway
appliances. For example, the accessibility test determines
whether the appliances are behind a firewall, whether NATS
is required, etc. In one embodiment accessibility service may
be performed by an accessibility server 72 that functions in
cooperation with the multi-services gateway appliance to
determine the nature of the accessibility. The support network
50 also functions to provide provisioning services to all SC
network elements 50 and multi-services gateway appliances
10. Such functionality of the support network 50, for
example, may be implemented by the provisioning server 74
in one embodiment. Authentication functionality of the sup-
port network 50, for example, provided by an authentication
server 71, provides authentication services to all SC network
elements and multi-services gateway appliances. Subscrip-
tion functionality of the support network 50, for example,
provided by a subscription manager 73, provides subscription
services to all multi-services gateway appliances. The sup-
port network 50 may include functionality for providing man-
aging services for each of the services provided in the gate-
way appliance. For example, service managers 75 store and
serve to distribute service specific configuration data to the
multi-services gateway appliances. Service access test func-
tionality of the support network 50 performs tests to multi-
services gateway appliances to verify the accessibility for
each subscribed service. Such functionality may be provided
by service access test managers 77. The support network 50,
for example, in an alarm aggregator subsystem 82 may aggre-
gate alarms received from the multi-services gateway appli-
ances. The support network 50 also include functionalities to
support, for instance, by an alarms, diagnostics and network
management server 85, network management and network
management services. The support network 50 enables web
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interface communication mechanism, for example, via a Web
services interface server 90, to for example provide access
interface and manage authentication as multi-services gate-
way appliances access the for various services.

[0087] Additional SC network functionalities shown in
FIG. 4 may include providing HTTP redirection services for
public web access to the multi-services gateway appliances,
which function, for example, may be provide via a public Web
redirect server 91. Public SIP Redirect/Proxy functionality
provides, for instance, via a Public SIP Redirect/Proxy server
92, SIP redirection and proxy services to public remote SIP
phones and devices. The support network 50 also may include
functionalities to provide a SIP-based network border inter-
face and billing services for off-net voice calls. Such func-
tionality in one embodiment may be provided in a Session
Border Controller device 93a. Another functionality of the
support network 50 may be providing SBC services to SIP
roaming SIP callers in certain situations, which functionality
for example may be provided by a Roaming SBC device 935.
The support network 50 also functions to provide dynamic
NAT services during certain SIP roaming scenarios. Such
functionality may be implemented in the a Roamer Dynamic
NAT Server 94.

[0088] The support network 50 further may provide off-site
backup services for the SC network to a Wholesale Back-up
Provider 96. The support network 50 further interoperate with
Wholesale VoIP Provider 97, which may provide VoIP call
origination/termination services for off-net voice calls. For
instance, as will be described in greater detail herein, the
support network 50 may provide VoIP/PSTN gateway that
enables a translation between protocols inherent to the Inter-
net (e.g., voice over Internet protocol) and protocols inherent
to the PSTN. Other entities that may be partnered with the
support network as shown in FIG. 4 include the content pro-
viders 98 that provide media-based content (including, but
not limited to music, video, and gaming) to the SC network
50, gateway interfaces 101 for billing, alarms/NWM, and
provisioning interfaces for partnered wholesale providers
(e.g., peering interfaces) and service provider customers
(e.g., North bound interfaces).

Gateway and Service Network Initialization

[0089] FIGS. 5A-5C describe high-level aspects of an ini-
tialization technique 200 for establishing a gateway appli-
ance’s connection to and enabling communication with the
support network service center, and further the provisioning
and management and maintenance of services. After power is
applied to the appliance, a boot sequence is executed that
loads the software modules of the gateway appliance at step
203.

[0090] Asshownin FIG. 5A, a gateway appliance device is
fully enabled if a subscriber activation code and optionally,
the WAN configuration information is provisioned. Thus,
optionally, at step 206, a determination is made as to whether
the appliance’s WAN configuration information is provided.
If not, the process proceeds to step 207 where the system
obtains from the user the gateway appliance’s WAN configu-
ration. At step 210, a determination is made as to whether the
gateway appliance is fully enabled. If the gateway device is
not fully enabled, the process is performed at step 213 to
obtain an activation identifier (ID) from the user. It should be
understood however, that before full activation, minimal
functionality could be provided. Once the appliance is fully
enabled, at step 216, there is initiated the process of initializ-
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ing the router/firewall and establishing the WAN connection.
In one embodiment, a Transport Layer Security (TLS) con-
nection is established with the connection manager server
functionality at the support network and communications
with the support network at step 218. This TLS connection in
one embodiment is a signal channel that is always-on for
transacting various communications with the support net-
work, for example, for the duration that the gateway appliance
is powered on and providing its services and functionalities as
the in-premise or in-home platform for endpoint devices asso-
ciated with the premise. Continuing to step 220, the appliance
then sends an authentication request including an authentica-
tion digest using a hardware identifier, an activation code, and
a subscriber ID, and waits for an authentication response. At
step 222, the process waits until the authentication notice or
like response is received. If the authentication response is not
received, the process terminates as shown at step 225. If the
gateway appliance becomes authenticated, at step 228, the
appliance requests from the SC the authentication keys and
stores them at the appliance. These keys are used whenever an
appliance has to be authenticated, e.g., when conducting a
transaction or accessing the support center network, for
example, through a web interface or a control signal channel.

[0091] Continuing to step 230, FIG. 5A, the gateway appli-
ance sends a request to the subscription manager functional-
ity or the like of the support network, and the appliance waits
until it receives a response. The request from the gateway
appliance includes, for example, the appliance identifier
information. In response, the subscription manager function-
ality of the support network replies with the latest firmware
version and configuration information for that gateway appli-
ance, for example, information associated with one or more
services currently subscribed in that gateway appliance, the
latest firmware information for the gateway and configuration
for all subscribed services. There is also provided an indicator
that identifies a change in user specific service data for all of
the subscribed services, if any. Continuing to FIG. 5B, at step
233, the gateway appliance determines whether its firmware
versions are up to date by checking the received version
numbers with version numbers that currently exist in the
appliance. If necessary, the gateway appliance receives the
actual firmware/configuration data from the SC, for instance,
through a web services interface over a secure HT'TPS con-
nection in one embodiment. At step 235, a determination is
made as to whether the user firmware configuration data 235a
and user data 2355 for each service of up to N services that the
user may be subscribed to, are up to date. For each service, if
it is determined that the firmware configuration data 235q and
user data 2355 are not updated, the gateway appliance may
receive such data from the support network, for example, over
the HTTPS connection. Continuing to step 237, the appliance
may apply the configuration/firmware updates immediately
or, schedule them for another time. A user may utilize GUI to
schedule the updates. If certain firmware needs to be updated
right away, there may be a prompt presented to the user to
acknowledge and approve the updates. At step 240, a gateway
appliance accessibility test is performed to determine if a
VPN connection to the support network is needed. This may
happen ifthe gateway appliance is behind a firewall or the like
that protects the appliance from the public access. The test,
for example, may be optional. In one embodiment, this test is
done on start-up, and for example, for cases when the appli-
ance is disconnected from the WAN or a new IP address from
the WAN is assigned. An accessibility testing functionality of
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the support network, for example, may send a connection
request (such as stun or ping) in order to try to reach the
gateway appliance. Different port numbers on a given 1P
address may be tested for reachabililty to the gateway appli-
ance.

[0092] Continuing to step 245, FIG. 5C, a determination is
made as to whether accessibility has been challenged, e.g.,
the device lies behind a firewall at a private IP address. If
accessibility has been challenged, then at step 348, a connec-
tion with a VPN is established. Step 250 represents the step of
storing the WAN and VPN IP addresses to be used for inbound
services. Examples of inbound services may include, but not
limited to, voice service, remote web access, etc. At step 253,
the gateway appliance sends a message to the support net-
work, for example, which message is routed to service man-
ager and subscription manager functionalities of the support
network. The message informs the service manager and sub-
scription manager functionalities, the gateway appliance’s
current version and configuration information. Registering
with those server functionalities may initiate notify handler
service that enables asynchronous configuration, firmware,
and/or user data updates. At step 255, a general multi-purpose
registration is performed, whereby a service register request
message is sent from the service manager to a location server
functionality of the support network. This request message
tells the location server functionality that the gateway appli-
ance is ready to accept inbound services on a given I[P address
and port number. Thus, the information may include the IF
Address (WAN/VPN) and/or other specific data for inform-
ing the location server functionality how to find the gateway
appliance. In one embodiment, a clock on a gateway appli-
ance may be set when the appliance re-registers with the
support network.

Architectural Overview for Establishing Connections and
Authentication Process

[0093] FIG. 6A is an architectural diagram illustrating a
manner in which the multi-services gateway appliance makes
aninitial connection to the support network 50 in one embodi-
ment of the invention. It is noted that the individual compo-
nents shown in the support network 50 illustrate logical com-
ponents or functionalities provided in the support network. As
mentioned above, a signal channel in an exemplary embodi-
ment is established between the gateway appliance and the
support network during the appliance’s initialization process,
and in one embodiment this connection is maintained for the
duration that the appliance is powered on and is providing its
functionalities. Thus, a connection is established between the
gateway appliance and the connection manager server func-
tionality 60 or the like in the support network, for example, to
provide connection services prior to establishing a session
state and authenticating the gateway appliance. As shown in
FIG. 6A, a TCP/TLS connection 150 is made between the
gateway appliance using the appliance’s broadband connec-
tion and the IP network to connection manager server func-
tionality 60 of the services support network. The connection
manager 60 or the like of the services support network 50
receives the session state of the network channel request
where control is implemented to initiate authentication. A
message router functionality routes the requesting message to
an authentication server 71 or the like as shown in FIG. 6A.
Prior to establishing any TCP/IP connection, an authentica-
tion is performed, as indicated at 145.
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[0094] In one embodiment, the connection manager 60
may aggregate plurality of connection channels 150 and mul-
tiplex these signaling channels to a message router device 62.
The connection managers 60 works with the message router
62 and the authentication server 71 to authenticate the multi-
services gateway appliance and allow its access to the net-
work by enabling the establishment of a control channel 150
providing an “always on” control channel between the multi-
services gateway appliance and the services support center 50
once the gateway appliance is authenticated. The connection
managers 60 or the like also provides network security and
protection services, e.g., for preventing flooding, DOS
attacks, etc. In one embodiment, there may be interfaces such
as APIs for interfacing the connection managers 60 or the like
to the message routers 62 and the multi-services gateway
appliances 10. As the network of multi-services gateway
appliances grow, the number of connection managers may
grow to meet the demand for concurrent signaling control
channel connections.

[0095] In one embodiment, message router device(s) 62 or
the like provide control signal message routing services and
session management services to the multi-services gateway
appliance 10 and the other network elements of the support
center 50. In one embodiment, the message router device 62
has control channel interfaces to the firmware upgrade man-
ager server, VOD(s), billing system, content managers, pub/
subs, service access test manager, authentication server, ser-
vice manager, subscription manager, alarms aggregator,
network manager and public web proxy redirect, and the
multi-services gateway appliances. The message router 62 or
the like may also include a session manager subsystem that
maintains control channel state information about every
multi-services gateway appliance client in the network. The
message router 62 or the like, and session manager or the like
enable sessions to be established to each multi-services gate-
way appliance 10 and each network element and provide
robust routing services between all the components. The mes-
sage routers 62 or the like may additionally connect to other
message routers for geographic based scaling, creating a
single domain-based control channel routing infrastructure.
The message routers 62 or the like may additionally connect
to IM gateways and other message routers that provide user
based IM services, which may enable users to interact directly
with their multi-services gateway appliance via IM user cli-
ents. Thus, besides providing routing and session manage-
ment for all the multi-services gateway appliances and the
network elements, the message router element 62 or the like
enables control signaling between all the network elements
and the multi-services gateway appliances and, connects to
IM gateways to provide connectivity to other IM federations.

[0096] With respect to authentication functionality, an
authentication component 71 provides authentication ser-
vices for all the network elements of the SC. The SC network
elements query the authentication server to verity the identity
of elements, including the multi-services gateway appliance,
during inter-element communications. The multi-services
gateway appliances may indirectly utilize the authentication
server to verify the identity of the network elements. The
interacting network elements may return data that the multi-
services gateway appliance uses to confirm the network
element’s identity.

[0097] The authentication server functionality 71 may
interface to the multi-services gateway appliances and other
network elements such as the message router or the like and

Aug. 26, 2010

session manger servers or the like, the accessibility server or
the like, the service accessibility test mangers or the like, the
web services interface or the like, the provisioning server or
the like, the NWM or the like, pub/sub or the like, VOD’s,
CAs, and the billing system or the like.

Signaling Control Channel

[0098] As mentioned herein with respect to FIG. 6A, the
connection manager servers 60 or the like functionality in the
support network provide connection services and enable the
establishment of a control channel, enabling an “always on”
control channel between the gateway appliance and the ser-
vice support center functions of the support network. Thus, in
one embodiment a gateway appliance establishes a TCP/TLS
connection to the connection manager functionality in the
support network as shown at 150.

[0099] FIG. 7A illustrates details regarding TCP control
channel setup in one embodiment. Step 310 establishes TCP
control channel connection between the home appliance and
the support service network via a TCP Connect request and
TCP Accept exchange. Once the control channel is estab-
lished, an InitiateComm Stream request is generated by the
gateway appliance and the network connection manager
responds by establishing a TCP session and associated TCP/
Session ID for streaming applications. Once the TCP com-
munications session is established Transport Layer Security
(TLS) or like cryptographic protocol security feature is estab-
lished to secure endpoint authentication by the connection
manager of the support network, e.g., by using public key
certificates to verify the identity of endpoints. In the hand-
shake, example parameters tcp, features and tlsinfo are
exchanged to initiate the secure communications session with
the appliance as indicated at step 314. Once the TLS negotia-
tion is completed, a secure TCP/TLS communications ses-
sion is established at 316 upon which may be layered addi-
tional security features such as SASL- or non-SASL.-based.
Those standards are described in detail in IETF RFC 2246 and
RFC 2222.

Authentication

[0100] As mentioned above, once the gateway appliance is
physically connected to the network, it registers and authen-
ticates itself on the support network. In one embodiment, this
registration and authentication is done through the above
established secure connection. Further details regarding TCP
control channel and authentication are now described in FIG.
7B. In one embodiment data link layer security may be estab-
lished by implementing, for example, Simple Authentication
and Security Layer (SASL). The SASL framework provides
authentication and data security services in connection-ori-
ented protocols via replaceable mechanisms (IETF RFC
2222). This framework particularly provides a structured
interface between protocols and mechanisms and allows new
protocols to reuse existing mechanisms and allows old pro-
tocols to make use of new mechanisms. The framework also
provides a protocol for securing subsequent protocol
exchanges within a data security layer. At step 320, after
establishing the TCP/TLS connection between the home
appliance and the support network (e.g., connection manager
server or the like), the SASL authentication process is initi-
ated whereupon the gateway communicates authentication
details to the connection manager server or the like. The
connection manager server or the like of the support network
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routes the authentication request to the authentication server
or the like, via intermediary of the control message router
device or the like and session manager servers or the like as
shown at 324 in FIG. 7B. Once at the authentication server or
the like, the gateway appliance is authenticated, e.g., by pro-
cessing the authentication details at the authentication server
or the like. Additionally, control access information is com-
municated to a Locations server or the like which may pro-
vide location information updates to, for example, other net-
work functionalities or elements such as a file sharing server,
remote web access server, and other elements. Once secure
connection (e.g., XMPP connection) is established at step
326, authenticated session state between the home appliance
and the support network is ensured and messages can safely
flow to and from the gateway appliance. In one embodiment,
authentication credentials may include: user ID, subscriber
1D, and a unique identifier (id) that is hardware dependent. In
an alternate embodiment, a unique hardware based id need
not be sent, however, may be used to hash a string or digest. At
this point, any requests originating from the gateway appli-
ance may be serviced.

[0101] In one exemplary embodiment, a chat based proto-
col or presence and peering based messaging protocol is used
for the gateway device to establish connection with the sup-
port network. This may comprise an SASL or NON SASL-
based XMPP (Extensible Messaging and Presence Protocol),
described in IETF RFC 3920 and RFC 3921. For instance,
using XMPP, messages are sent and received between the
gateway appliance and the support network (e.g., via connec-
tion manager and message router functionalities).

[0102] Inoneembodiment, during the authentication, if the
support network does not contain the gateway appliance reg-
istration and subscription information, the support network
may prompt the user via the gateway appliance for the infor-
mation. Such information may include, but is not limited to,
gateway identifier such as the MAC address, name for a fully
qualified domain name (FQDN) which is a complete DNS
name such as johndoe.xxx.com, subscriber information such
as name, address, email, phone number. Additionally, service
plan information such as file sharing, voice, file backup,
media services, personal page, home automation, billing, to
which the user is subscribing or desires to subscribe, user
name and password for the subscriber and billing options and
information may be obtained.

[0103] In one embodiment, before completing the authen-
tication process, the support network optionally may display
to the user via the gateway appliance a list of the enabled
services allowing the user to confirm the services enabled,
and/or allow the user to add to or delete from the services
enabled. Once the authentication process is completed, the
support network registers the gateway appliance with other
functionalities in the network for enabling different services.
For example, for phone service there may be a registration
process on the SIP redirect server functionality.

Authentication Keys, Service Keys, Dynamic Key Renewal

[0104] In one embodiment, the gateway appliance and the
support network utilize keys or tokens for authenticating the
gateway appliance, web service interface requests, and other
services subscriptions, for instance, to verify that the gateway
appliances are valid users of the system and services. In one
embodiment, the authentication keys (also referred to as
tokens herein) are renewable and may change dynamically
for each gateway appliance. For example, the authentication
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server or the like in the SC may generate updated keys or
tokens for all or a selected number of gateway appliances,
notify those appliances periodically or at predetermined
times, to retrieve the new authentication keys. In another
embodiment, the gateway appliances themselves may request
the authentication server or the like to provide a new or
updated key. Yet in another embodiment, the updated keys
may be pushed to gateway appliances. This way the keys or
tokens are periodically refreshed. Such dynamically chang-
ing keys enhance security, for instance, making it difficult for
hackers to track the changing keys.

[0105] Each appliance may have more than one authenti-
cation key, for instance, for different purposes. For example,
there may be different keys or tokens for allowing access to
different services or features provided by the appliance. Thus
authentication keys are also referred interchangeably as ser-
vice keys or tokens. These service keys may also dynamically
change and are renewable. In one embodiment, the gateway
appliance receives the service keys or tokens when individual
services are provisioned on the gateway appliance. Thereaf-
ter, the service keys may be updated to changed periodically,
at a predetermined intervals, or regular intervals.

[0106] The keys or tokens themselves, in one embodiment,
may be hardware based key. In another embodiment, they
may be implemented independent of the hardware they are
being used on.

Web Services Interface

[0107] In an exemplary embodiment, the support network
may also provide web services interface functionality (for
example, shown in FIG. 4, 90) that forms an application
programming interface (API) between the gateway appli-
ances and the support network as a method to communicate
between the gateway appliances and the support network.
That is, in addition to the established signaling control chan-
nel, the gateway appliances and the support network may
utilize web services interface to communicate. For instance,
the gateway appliances and the support network may
exchange information via secure HTTP or HTTPS using
SOAP, XML, WSDL, etc. or the like.

[0108] In one embodiment, authentication key is used or
embedded in the message in order to validate the communi-
cation between one or more gateway appliances and the web
services interface functionality in the support network. In one
embodiment, the gateway appliance 10 may request from the
support network, for instance, from its authentication server
functionality, a temporary key, which is to be used when the
gateway appliance 10 requests services via the web services
interface 90. Preferably, this key is not a service specific key,
but rather identifies a particular gateway appliance 10 to enter
the network center through the web services interface 90.
Every time the gateway appliance 10 requests a key, the
authentication server functionality may store the key and the
expiry time of the key. A response message provided from the
authentication server has the key and expiry time. In one
embodiment, gateway appliances are responsible to deter-
mine a status of the key compared to the expiry and to request
anew key before the expiry time. In another embodiment, the
web services interface authentication key may be assigned
during initial registration and may be renewable as described
above with reference to dynamic renewable authentication
and service keys.

[0109] The web services interface subsequently directs
message requests to the appropriate functionality in the sup-
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port network. The incoming requests may be load balanced in
one embodiment by the DNS server, and loading and perfor-
mance information may be fed back to the DNS in support of
this function. The web services interface may have interfaces
(e.g., APIs) to the gateway appliance, the authentication
server functionality of the support network, DNS, service
managers functionality of the support network, NWM.
[0110] In an exemplary embodiment, gateway appliance
may utilize the web services interface to pull data or infor-
mation from the support network, while the support network
may utilize the signaling control channel to push data such as
various notification data to the gateway appliances.

Appliance Registration and Service Subscription

[0111] In one embodiment, the support network may fur-
ther include provisioning manager functionality, which may
handle gateway appliance registration and subscription acti-
vation. FIG. 6C depicts conceptually the process of sub-
scriber provisioning in one embodiment. The provisioning
manager functionality 74 may interface to 3’ party order
entry or provisioning system 160 that is enabled to accept
purchase orders for gateway appliances and services provided
therein. In another aspect, the provisioning manager may
interface with a user interface provided in the support net-
work for entering and accepting such orders. Thus, for
example, gateway appliance registration or subscriber provi-
sioning may occur through an internal customer service rep-
resentative user interface application, or a customer/sub-
scriber self-provisioning web application, or through a
partner service provider application interface. Other registra-
tion methods are possible and they are not limited to those
listed methods. For instance, the first time registration may
occur during power-up and initialization stage as explained
above, or any other way.

[0112] Ineach instance, the subscriber information may be
input via the provisioning server 74 or the like functionality.
As will be described in more detail, provisioning input may
include attributes such as the gateway appliance identification
information, user information, and service plan information.
In one embodiment, the provisioning input data including
subscriber provisioning action/data may be classified as
accounting/business and operational data and may persist in
the provisioning manager 74 as shown at 162. This may be an
optional step, for example, where partner service providers
have there own existing systems.

[0113] Examples of subscriber information include, but are
not limited to the following. In addition, not all information is
required as subscriber information. Examples are subscriber
name, address, billing information, email, phone, social secu-
rity number (SSN), etc.; gateway appliance 1D, e.g., MAC
address, FQDN such as e.g. johnsmith @ rosservice.com.
This data may be generated and may have different domain
base depening on the provider. This ID may be called the JID
(jabber 1ID) or BID (Box ID) or Family ID); a subscriber
unique ID (Internal Generated Number); an assigned gateway
appliance serial number (the serial number may be an external
identifier of the gateway appliance); a gateway appliance
model number (e.g., to link the software, configuration to the
model); a user access password (this may be different from
the gateway appliance access key which is operational system
generated); a user service/gateway appliance binding identi-
fier (this may be generated by the system and mailed to user);
a locale/region identifier; a list of the subscribed services,
e.g., voice, video, remote access, backup; a list of service
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specific features, e.g., voice-call forwarding allowed, voice
feature 2, etc.; a list of service specific user details, e.g.,
voice-DN, etc.; Backup-Max GB, Max Bandwith, etc.
[0114] Inafurtherstep,asshownat163, FIG. 6C, the added
gateway appliance and/or user, e.g., new subscriber, is added
to the authentication server functionality 71. Thus, for
example, the authentication server functionality may main-
tain the following subscriber information/data for authenti-
cating users and their gateway appliance devices 10: the JID/
BID; the gateway appliance’s serial number; a user access
password; a user service/gateway appliance binding identi-
fier; the subscriber active/disable status; the gateway appli-
ance hardware ID; a subscriber/hardware binding: BOOL; a
Web interface access key; and associated Web interface
access key validity time.

[0115] In a further step, as shown at step 164, FIG. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to the subscription manager (server or functionality or
the like) 73. Thus, the subscription manager for example may
maintain the following subscriber information/data for pro-
viding subscription information to gateway appliance devices
10: the model number, the JID/BID or the like to be able to
create and distribute the right package of meta information
and to identify the firmware ID, configuration and configu-
ration data to the gateway appliance. Additional exemplary
data made available at the subscription manager 73 may
include, but not limited to: user ID; gateway appliance serial
number; the gateway appliance model; the subscriber locale;
current gateway appliance firmware version; and, a list of
services and enabled features, for example:

Service 1

Enable/Disable
Feature 1 Enable/Disable

Feature N Enable/Disable
Current Configuration Version

Service 2

Enable/Disable
Feature 1 Enable/Disable

Feature N Enable/Disable
Current Configuration Version

Service N

[0116] In a further step, as shown at step 165, FIG. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to one or more service manager (servers or devices or
functionality or the like) 75. Service data maintained at the
service manager 75 may include, but is not limited to: con-
figuration files, e.g., voice: dial plans; parental control: black
lists, etc. This data may be in database or versioned files
stored on disk. Optionally, the following subscriber data may
be maintained at the service manager 75: the appliance’s
JID/BID; the provisioned subscriber data for each service
(e.g., alist comprising Data 1, Data 2, etc.); and the generated
subscriber data for each service (e.g., a list comprising Data 1,
Data 2, etc.). It is understood that some services are basic
services and some services may not have subscriber data at
all. Thus, as an example, if implementing provisioning of
Backup Services, the support network 50 may generate the
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following account on behalf of the subscriber: Backup Acct
1D, KEY. The provisioned subscriber data and generated data
are communicated to the gateway appliance.

[0117] Inafurther step, as shown at step 1664, F1G. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to a SIP directory server or like functionality 66 and,
additionally, to the Session Border Controller device 93a or
like functionality, as shown at step 1665. For example, the STP
directory server 66 may be provisioned with data such as the
SIP user identifier (e.g. www.gwl0.ros.com); associated
gateway DN numbers; and, any other data as may be required
by the SBC, e.g. realm data or, location data for the endpoint
device. Additional service data that may be provisioned may
include: OFFNET/ONNET DN Numbers; and, other SIP Ser-
vice specific data.

[0118] In a further step, as shown at step 167, FIG. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to the publication/subscription (Pub/Sub) server or like
functionality 65. The new subscriber information maintained
at the Pub/Sub may include the subscriber for gateway appli-
ance firmware update events and for service configuration/
locale events, e.g., U.S. dial plans, parental controls, etc. The
Pub/Sub may maintain various event channels and the content
for event channels (i.e., events per channel) and subscribed
users for the event channels (i.e., users for channel).

[0119] In a further step, as shown at step 168, FIG. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to the billing sub-system server 58 or like functionality.
The new subscriber information maintained at the billing
sub-system server may include, but not limited to: the sub-
scriber name; address; billing information; email; phone;
SSN; user 1D, e.g. johnsmith@rosservice.com; a subscriber
unique ID (Internal Generated Number); an assigned gateway
appliance serial number (the serial number may be an external
identifier of the gateway appliance); alocale/region identifier;
and, a list of the subscribed services.

[0120] In a further step, as shown at step 169, FIG. 6C, the
added gateway appliance and/or user, e.g., new subscriber, is
added to the Alarms, Diagnostics and Network Management
server 85 or like functionality and alarm aggregator sub-
system. The new subscriber information maintained at the
Alarms, Diagnostics and Network Management Server 85
may include: alarms; user identifier and other data required
for alarms management system; and, diagnostics.

[0121] Thus, the provisioning functionality or the like 74
generally provides provisioning services to all SC network
elements. The provisioning servers 74 may send and receive
provisioning information via a gateway interface (e.g., APIs)
to and from 3" party provides such as wholesale VoIP and
backup service providers. The provisioning servers may also
send and receive to the branding customer service provider
(aka “North Bound” interfaces). The provisioning server may
provide a graphical user interface for service provider users
and customer users to order, initialize and provision services.
The provisioning server further may distribute the order or
provisioning information to the following functional ele-
ments: subscription manager; authentication servers; service
manager(s); SIP directory server; Pub/Sub servers; VOD(s);
CA’s; billing system; firmware update manager; location
server; the NWM; SBC’s; content provider(s); and wholesale
providers via the gateway interfaces (APIs).

[0122] While the provisioning service or functionality was
described with respect to registering new gateway appliances
or subscribers, functionality for provisioning new services for
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existing users or gateway appliances may be provided in the
similar manner, for example, by the provisioning server 74 or
like functionality.

Automatic Discovery and Configuration of Endpoint Devices

[0123] In one embodiment, a customer or user self-provi-
sions endpoint devices on a particular multi-services gateway
appliance. The provisioning system or like functionality 74
may provision how many endpoints and the types of devices
that can be self-provisioned by the user. In one embodiment,
the gateway appliances are capable of automatically discov-
ering and configuring the appliance compatible devices
belonging to enabled services in the premise such as the home
or business, for instance, with minimal human intervention
(e.g., for security purposes some devices may need adminis-
trator level prompting to proceed with configuration actions).
For instance, the appliance compatible devices are devices
that the appliance can communicate with and thus become the
center of management for the services offered by these
devices. One or more of these devices may have automatic
configuration capabilities such as universal plug and play
(e.g., uPNP devices). These devices also referred to as end-
point devices may include but are not limited to, media adap-
tors, SIP phones, home automation controllers, adaptors that
convert IP interfaces to PSTN FXO and FXS interfaces, etc.
In one embodiment, the method of configuration, e.g., auto-
matic discovery and configuration, may be based on the spe-
cific device’s current firmware or software or like version.
The appliance in one embodiment also may keep a record or
table of configuration information, for example, for those
devices configured automatically. Such information may
include, for example, for media adaptor, supported formats
and bit rates, for home automation controller, information
pertaining to the type of controller such as Insteon, Awave,
etc.

[0124] As another example, if the phone service is enabled
and if the appliance detects a new SIP/Saporo device, the
appliance may prompt a user to determine if the detected
device needs to be configured on the appliance. If it does, then
the appliance may configure the detected device on its net-
work (home network or other premise network). Yet as
another example, when new drives are added to the appliance
for storage expansion, the appliance may automate initializa-
tion of the new devices.

Subscription Management

[0125] The gateway appliance may request information
from the support network for services that the gateway appli-
ance is subscribing to, for example, during initialization stage
as mentioned above or at any other time. The support network
in one embodiment contains subscriber and gateway appli-
ance identification details. Thus, the support network may
respond to the request with the subscription information and
version numbers for various configuration data needed for the
services that are subscribed. FIG. 6B illustrates how a gate-
way appliance 10 establishes a service subscription request
(service/request check), for instance, via the TCP/TLS/
XMPP control channel 150 to the network support center 50.
This service/request check may be available to ensure that the
multi-services gateway appliance is in sync with the network
provisioning system as to what type of services are allowed
for the user. This allows finite and real time control of services
allowed by the gateway appliance for a user. The service
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check may also be useful to keep track of the firmware/
software of the gateway appliance, and to keep the same
software base irrespective of the country/region, but have the
ability to load configuration/customization information per
user based on locale or other criteria.

[0126] As an example, during the multi-services gateway
appliance initialization process, the multi-services gateway
appliance queries the subscription manager, for example, via
the control channel, to determine what services and features
are enabled for the multi-services gateway appliance. The
support network, for example, using its subscription manager
functionality 73 responds with the subscription information
associated with this particular gateway appliance. Examples
of data that subscription manager functionality 73 may store
in one embodiment may include but not limited to JID/BID,
gateway appliance model number, services subscribed to,
features subscribed to per service, revision exception list, for
each gateway appliance. The multi-services gateway appli-
ance 10 checks the received subscription information such as
version information against the current versions on the multi-
services gateway appliance 10. If the multi-services gateway
appliance determines that the versions are different, it may
start initiating download from the configuration data through
web services interface 90. Preferably, the multi-services gate-
way appliance’s firmware and service configuration are
implicit subscriptions and hence the multi-services gateway
appliance will receive notifications when new changes are
available. The changes indicate the version to download and
the same logic of version checking is performed in the multi-
services gateway appliance. The multi-services gateway
appliance 10 subsequently enables the subscribed services
and features.

[0127] The subscription manager functionality 73 also
informs all requesting SC network elements what services
and features are enabled on a particular network element. The
subscription manager functionality 73 also determines what
service specific configuration data needs to be downloaded to
the requesting multi-services gateway appliance. In an exem-
plary embodiment, the subscription manager functionality 73
determines the data needed by interacting with service man-
ager functionality 75, which stores and distributes specific
configuration data for services. The subscription manager
functionality 73 may interface to the multi-services gateway
appliances (e.g., indirectly) and the following functionalities
ofthe support network: message routers and session manager
(s), the accessibility server, the service access test mangers,
the provisioning server, the NWM, VOD’s, CAs, pub/sub,
service manager server and billing sub-system. The subscrip-
tion manager functionality 73 may additionally support some
internetworking to other service providers via the gateway
interfaces.

[0128] In one embodiment, the support network includes
service manager functionality for each specific service. The
service manager functionality 75 may store and distribute
service specific configuration data for each supported service
on a per multi-services gateway appliance basis. Thus, ser-
vice manager functionality 75 may include service specific
configuration managers for voice, back-up, or any other ser-
vice that are provided. Examples of this configuration data
include, but not limited to, VoIP configuration data such as
location-related dial plan information and content/media con-
figuration data such as URL links, etc. The service manager
functionality or servers 75 work with subscription manager
functionality 73 to resolve multi-services gateway appliance
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version requests and ensure that the multi-services gateway
appliances 10 have the correct version of configuration data.
In one embodiment, there is a service manager for each sup-
ported service. In addition, there may be a service manager or
like functionality for storing and distributing baseline multi-
services gateway appliance configuration data. Subscriber
data per service may exist inside the service manager and
also, stored directly in the service component, e.g., SIP Redi-
rect/SBC device. The service managers 75 or the like func-
tionality or servers or devices may interact with the subscrip-
tion manager 73, provisioning, NWM, Web services interface
90, Pub/Sub, message routers and multi-services gateway
appliance. Additionally, 3" party wholesale providers, such
as a backup service, may interface to the service managers via
a gateway interface or an API.

[0129] In an exemplary application for gateway appliance
services, data is brought down to the gateway appliance to
enable it to provide various services. Configuration data is
provided to the gateway appliance from the support network.
For instance, subscription manager functionality of the sup-
port network, for example as part of initialization process,
queries the service managers functionality to obtain configu-
ration data that can be sent to the gateway appliance and
which versions from configuration perspective to report back
to the appliance. Such configuration data may include a web
service interface URL of the service manager for where the
gateway should communicate. The subscription manager
functionality then sends the metadata of the configuration
data, that is, information associated with the configuration
data back to the gateway appliance. The gateway appliance
then may update its configuration if needed by accessing the
service manager functionality, for example, via the web ser-
vices interface, and retrieving the needed data. In another
embodiment, the support network (e.g., service manager
functionality) may push the needed data to the gateway appli-
ance via the signaling control channel. For each service, the
support network provides configuration data to the appliance
(e.g., via service manager functionality) and posts a notifica-
tion if new configuration data is required. When the user
invokes the service, the gateway appliance will thus know all
that it needs to invoke the service. For instance, data that the
gateway appliance needs may be obtained from the service
manager functionality. Login information and keys may be
obtained from authentication server for a particular service,
e.g., for service keys.

[0130] FIG. 8A describes details regarding service provi-
sioning in one embodiment. As explained above, in all the
descriptions, while the components of the support network
are described and illustrated in terms of discrete servers or
devices (e.g., message router, subscription manager, service
manager, pub/sub server), they are not meant to limit the
present invention in any way. Rather, the components are to
be understood as logical elements for explaining various
functionalities performed in the support network. Such func-
tionalities may be implemented as one or plurality of servers,
devices, or the like, and may depend on the design preference.

[0131] Referring to FIG. 8A, a gateway appliance in one
embodiment at 350 initiates a sequence to obtain its subscrip-
tion information and determine whether any provisioning
updates are available. In one embodiment, for each service to
be provisioned, subscription information query is communi-
cated from the gateway appliance, for example, via the con-
trol channel to the message router, which is forwarded to the
subscription manager server. The subscription manager
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server provides the subscription details (such as service list
and latest version list) back to the router, which are in turn
forwarded to the appliance. The gateway appliance makes a
determination whether any provisioning updates are available
and if so, a service specific manager is employed to download
the provisioning and configuration information to implement
that subscribed service at the gateway. An example of a
sequence for downloading of the configuration and provi-
sioning information for the subscribed-to services and initial-
izing the subscribed-to services and the handshaking of the
provisioning complete signals are performed for each service
as shown at 354, FIG. 8A. At the end of the sequence, a
notification is sent to a pub/sub server or like functionality to
register that the appliance has subscribed to receive any new
provisioning updates. For instance, a registration for updates
may include the gateway id, service id and matching criteria,
which generally tells the pub/sub that if there are changes that
match the matching criteria in the service identified by ser-
vice id, to notify the gateway appliance identified by the
gateway id. The gateway appliance may optionally send a
message for the pub/sub server that the gateway appliance is
ready to receive updates as shown at 357.

Pub/Sub and Updates

[0132] As previously mentioned in view of FIG. 4, the
Publisher/Subscribe (Pub/Sub) server or like functionality 65
accepts and maintains subscription requests for appliance
upgrades and device upgrades from networked services sup-
port elements, and particularly, from every gateway appliance
10 in the system. Networked elements communicate with the
Pub/Sub system or like functionality and publish information
that other elements may have subscribed to. The Pub/Sub
matching engine matches the published information with
users (typically gateway appliances) that have subscribed for
notices of new specific information. If the Pub/Sub matches a
“pub” with a “sub”, a notification message is sent, for
example, via XMPP protocol or like peer and presence mes-
saging protocol on the signaling control channel, to the sub-
scribing user, notifying them of the new information.

[0133] FIG. 6D highlights how the gateway appliance and
the service center network elements utilize the signaling con-
trol channel and the Publisher/Subscribe (Pub/Sub) function
to subscribe for notification of certain events and publish
notification of these events in one embodiment. In this high-
level example, the gateway appliance subscribes for firmware
or software updates for the gateway appliance or endpoint
devices that it connects, and is subsequently notified when
such an event occurs. It is understood that the Pub/Sub system
provides subscription and publication matching and notifica-
tion services for both the gateway appliances and the net-
worked service center elements or functionalities. Thus, the
logical Pub/Sub device may have interfaces to all elements
that use this mechanism to communicate with each other
including, for example, firmware update manager, RMR, pro-
visioning server, authentication server, service manager, sub-
scription manager functionalities, and the gateway appli-
ances.

[0134] In an example scenario depicted in FIG. 6D, the
updater component or functionality with knowledge of
updates to gateway firmware or software or the like, endpoint
device firmware or software or the like, or service configura-
tion files or the like, may publish the update information to the
pub/sub server or like functionality 65, for example, as shown
by the route 173. The updater component 51 may receive a
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message or notification at 171 that updates are available from
other sources. Additionally, various service managers (or like
functionality) 75 that handle specific services and associated
configuration information and data may publish information
in the pub/sub that updates are available for those services.
Thus, in one embodiment, update manager functionality 51
may publish information on pub/sub 65 as to the availability
updates for gateway appliance and endpoint devices. Simi-
larly, specific service managers or like functionality 75 may
publish information on pub/sub 65 as to the availability of
updates for the respective specific services.

[0135] Inone embodiment, the update notice published by
the updater, service managers, and/or firmware manager may
include, but is not limited to, new configuration version infor-
mation for latest firmware or software for the specific service
or devices. A matching engine functionality of the pub/sub
server 65 determines which gateway appliances are sub-
scribed to receive these updates, and generates a notification
message 175 that updates are available for receipt at the
gateway appliance 10, for example, via IM-like messaging
(or any other presence and peering protocol) over the public
Internet.

[0136] FIG. 6E shows at step 260 the gateway appliance
receipt of a notify message indicating the published firmware
or configuration update either for itself or a digital endpoint
device. At step 262, the gateway appliance makes a compari-
son against the current firmware version and, determines if
the update is needed. If the update is needed, the appliance
initiates a pull operation to retrieve the firmware update, for
example, over a secure HT'TPs connection at step 265 and,
may start or schedule application of the firmware updates at
step 267. In one embodiment, a descriptor package helps the
gateway appliance interpret the command to obtain the soft-
ware update, e.g., at a certain location in the networked ser-
vice center. In an orderly and secure manner, e.g., via HT'TPS
protocol, each of the subscribing devices may seek out where
in the network the published software update resides and once
authenticated, via authentication server or like functionality,
it will retrieve the software. Referring to FIG. 6D, from the
support network perspective, a request is received from each
of the gateway appliances, for example, via a web services
interface 90, to pull the new firmware version. In one embodi-
ment this may be take place according to a schedule or prior-
ity basis. Then, an authentication process is performed, for
example, via authentication server or like functionality 71,
and once the appliance is verified, the available firmware
update may be pulled from the updater functionality 51 (or
from individual service managers or firmware update man-
ager or like), and forward to the appliance as shown at 177.

[0137] As mentioned above, consumers may subscribe for
updates to digital endpoint devices connected to the gateway
appliance as well in one embodiment. For example, a user has
a certain type of phone and, if there is an update, the pub/sub
notification feature or functionality will notify the gateway
appliance of the updates available for that phone type. Thus,
all of the gateway appliances that have that phone will be
informed with service upgrades. In one embodiment, match-
ing engine functionality notifies all the update information
concerning operation of the phone device to the subscribers,
e.g., like RSS feeds and/or notifies the matching gateway
appliance (that is, the gateway appliance determined as hav-
ing this phone as one of its endpoint devices) of updates, for
example, via signal control channel (e.g., using XMPP), for
example, when news or updates are received for this particu-
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lar phone. The matching engine determines all of the sub-
scribers that are subscribed for that service and will put out
update notification to the appliances.

[0138] Thus, service managers and/or firmware update
manager publishes update information availability to the pub/
sub functionality, the gateway appliances subscribe to desired
updates, for example, by registering the current versions of'its
firmware and software to the pub/sub functionality, and the
matching engine functionality of the pub/sub matches the
published data with subscribing appliances and sends notifi-
cation to each subscribing appliance.

[0139] FIG. 8B illustrates a service provisioning updates
push model in one embodiment. As shown in FIG. 8B, it is
assumed that at step 360, the following steps have been per-
formed: gateway registration, firmware updates and that ser-
vice initialization has been completed. At steps 363 the ser-
vice specific managers or like functionality publish a service
provisioning update to the pub/sub server. The published
information, for example, may include but is not limited to,
body of the notification, service type, server id of the service
manager publishing the information, matching criteria which
may include keywords that indicate service components for
which the update is available, update rate information (e.g.,
rate or schedule at which the update notification should be
performed, for example, to mitigate the effect of too many
appliances retrieving the updates all at once). The pub/sub
server optionally may check for the gateway appliances that
have subscribed for this service provisioning update and may
calculate an update notification rate to ensure a sustainable
rate. At steps 365, the pub/sub server or like functionality
sends a message destined to all of the gateway appliances
about the service provisioning update, for example, via a
XMPP control channel. Once the update information down-
load from the specific service managers or firmware upgrade
manager is complete, the support center is notified and the
gateway appliance is now responsible for the reconfiguring
and provisioning of the appliance for the particular service.
As shown in FIG. 8B, the process may be repeated 367 for
each gateway appliance subscribed to that service update.
[0140] In one embodiment, the support network may
include a firmware update manager functionality that keeps
the gateway appliances updated with compatible software
and configuration information for the gateway’s and the end-
points connected to the specific gateway appliance. This func-
tionality is similar to the service manager functionality that
handles configuration data and updates for specific services
provided in the gateway appliance. The firmware update man-
ager (FUM) component or the like functionality may utilize
the underlying accessibility framework of the support net-
work to reach the gateway appliance and interoperate with the
in-home (in-premise) digital devices. In one embodiment, as
mentioned above, the gateway appliances subscribe for
updates on behalf of its endpoint devices.

[0141] In one embodiment, the firmware update manager
or the like functionality and the appliances authenticate with
each other prior to any transactions. The updates are generally
performed automatically. The FUM sends a control signal to
the target appliances and the appliance schedules and pulls
the data download from the FUM to the gateway appliance. In
one embodiment, the FUM may maintain a database of all
appliances and endpoints behind the appliance, with firm-
ware version information. This database is indexed based
upon the unique identifier and account information for each
appliance. To provide this functionality, the firmware update
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manager may have interfaces to the gateway’s, RMR, pub/
sub, provisioning system, and network to management serv-
ers that may further request a “forced update” of endpoint or
gateway software to the gateway appliance. The firmware
update manager may have network gateway interfaces to
other third party partners to gather updates for the partner
endpoint devices connected to each gateway.

[0142] Inone embodiment of the invention, referring back
to FIG. 7B, as part of the appliance registration process, the
gateway appliance 10 may query for its version status as
indicated at 327. As shown at sequence 330, FIG. 7C, the
firmware details of the appliance and connected devices are
forwarded by the appliance to the connection manager server
and sent to the firmware upgrade manager to determine
whether the appliance is performing with the latest firmware
versions and proper upgrades. Any upgrades deemed neces-
sary or available for the gateway appliance are forwarded
back to the control message router and sent back to the appli-
ance where the updates are downloaded. Optionally, a pack-
age download status sequence 333, may be initiated where the
upgrade patch is installed at the appliance. The gateway appli-
ance may be reregistered or restarted and the patch installa-
tion is verified at step 336. As part of this sequence, the
gateway appliance generates a notification 337 that it is ready
to receive firmware updates (e.g., future updates) which com-
munications are forwarded to the publication/subscription
(pub/sub) server of the services support network.

[0143] FIG. 7D illustrates firmware upgrading processing
to connected appliances in one embodiment. As mentioned,
the gateway appliance subscribes for certain endpoint firm-
ware updates and is subsequently notified when such an event
occurs. Thus, the processing illustrated in FIG. 7D may apply
for endpoint devices upgrades as well as the gateway appli-
ances. At steps 340, FUM or like functionality notifies pub/
sub server or like functionality of the available updates. The
pub/sub server checks whether one or more connected gate-
way appliance is subscribed to that particular service
upgrade. Optionally, the pub/sub server may calculate the
notification rate for providing the firmware update and sends
the information back to the control message router which
forwards the firmware upgrade information to the appliance
in the form of a data structure, for example, including but not
limited to IQSet (a type of XMPP message), upgradeDetails
(details for upgrade), downloadTime (time it takes to down-
load the upgrade), timeToUpgrade (time it takes to install
upgrade at the appliance). The firmware updates are then
downloaded from the firmware download server via, e.g.,
HTTPS connection, to the appliance. Optionally, a package
download status message may be sent to the component or
functionality (e.g., FUM) from which the upgrades were
downloaded shown at 344. Further after installing the
upgrade at the appliance or the endpoint device, package
install status message may be sent to the FUM or like func-
tionality to notify the status of the latest upgrade installation.
The gateway appliance may be reregistered or restarted and
the patch installation verified. The appliance may also gener-
ate a notification 347 that the firmware upgrade patch has
been completed which notice is forwarded to the FUM or the
like functionality of support network.

[0144] 1t should be understood that a firmware upgrade
throttling mechanism may be provided such that, dependent
upon the load status (resource utilization) as determined by
the provisioning firmware download server, the firmware
update rate may be modified on the fly. That is, as shown in
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FIG. 7E, when multiple appliances 10' are connected and
each are subscribed to receive the firmware upgrades, the load
status may be determined based on a resource utilization
parameter from the firmware upgrades manager server. This
update notification rate is then recalculated to a sustainable
rate depending upon the update server load.

[0145] As described above, one or more gateway appli-
ances communicate with the FUM or like functionality to
download compatible software for itself and the endpoint
devices. In one embodiment, the appliance is responsible for
updating the endpoint devices with the downloaded software.
A user of the appliance may have an option that is config-
urable to have updates automatically downloaded when avail-
able or be prompted to initiate the download. For instance,
when a new version of appliance firmware is available, the
FUM or like functionality notifies the appliance either
directly or via pub/sub. If the user is configured for automa-
tion, then the appliance would initiate download of the firm-
ware. If the user is configured to be prompted then the appli-
ance notifies the user and waits for an ok from the user. If the
user agrees for the update then ROS would initiate download
of the firmware.

[0146] In one embodiment, once the firmware is down-
loaded the appliance performs the automated firmware
upgrade when indications are clear that the upgrade will be
not be interrupting other functions or services provided in the
appliance. For determining compatibility with other existing
functions or services, the appliance performs a basic set of
“acceptance” tests to make sure that the subscribed services
are still functional after the firmware upgrade. This may be
done, for example, referring to a matrix or table of informa-
tion regarding compatibility or interoperability among soft-
ware, firmware, hardware or like of various services, gateway
appliance components and endpoint devices. In one embodi-
ment, this matrix or table of information is received as part of
configuration data from the support network, for example,
during initialization procedure and during other communica-
tion session and may be maintained in the gateway appliance.
In another embodiment, the compatibility test may be per-
formed before the upgrades are downloaded, thus necessitat-
ing only the compatible versions of upgrades to be down-
loaded. The appliance in one embodiment has the capability
to fall back to a previous release in the event of a software
upgrade failure. In one embodiment, as described above FUM
or like functionality keeps track of the various appliances that
it communicates with and the firmware version on each appli-
ance. In another embodiment, FUM does not have knowledge
of which appliances need which upgrade. Rather, FUM sim-
ply publishes information regarding any updates to the pub/
sub server or like functionality and it is up to the pub/sub
server to notify the appropriate gateway appliances.

[0147] Similarly, for the end point device a user may have
the option to automate the download or be prompted to ini-
tiate the download when an update is available in the FUM,
for example. For each appliance, the FUM or like function-
ality may be responsible for tracking the software version
status and upgrade availability for the devices that each appli-
ance communicates with. Thus, in one embodiment, the FUM
or like functionality may maintain a matrix that may include,
but not limited to the following information: the appliance
version; the services enabled on each appliance; currently
connected devices on each appliance; the software version
currently on each device; the software versions of the end
devices that are compatible with the existing appliance ver-
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sion. When a new version of software or firmware for an end
device that is supported on an appliance is available on the
FUM or like functionality, the FUM may do the following for
each ROS: check to see if the new version is supported on the
current version of the appliance firmware; if the new software
load and appliance version are compatible then FUM notifies
the appliance if that end device is supported on the appliance;
If the user is configured for automation, then the appliance
may initiate download of the firmware; if the user is config-
ured to be prompted then the appliance notifies the user and
waits for an ok from the user. If the user agrees for the update
then the appliance may initiate download of the firmware. If
the appliance chooses to download the update then the FUM
or like functionality allows the appliance to download the new
version. Once the software or firmware or like is downloaded
appliance may perform the automated firmware upgrade of
the end device when indications are clear that it will be not be
interrupting the rest of the functions and services. The appli-
ance may perform a basic set of “acceptance” tests to make
sure that the end device is still functional after the firmware
upgrade in the similar manner described above with reference
to the appliance firmware upgrade. The appliance also may
have the capability to fall back to a previous release in the
event of an upgrade failure.

[0148] Inoneembodiment, as described above FUM orlike
functionality keeps track of the various appliances that it
communicates with and the firmware version on each appli-
ance and/or its endpoint devices. In another embodiment,
FUM does not have knowledge of which appliances need
which upgrade. Rather, FUM simply publishes information
regarding any updates to the pub/sub server or like function-
ality and itis up to the pub/sub server to notify the appropriate
gateway appliances.

[0149] With respect to FUM and specific service managers
providing update and configuration information to various
gateway appliances and/or network elements, there may be a
plurality of ways in which such notification may occur. In one
embodiment, different methods may depend on different cat-
egories of configuration and upgrade data organized, for
example, in the individual FUM or service managers or like
functionality. For example, data may be classified into differ-
ent categories such that for one class of data there should be
notification available to all appliances and/or network ele-
ments. For this class of data, FUM or service managers or like
functionality may publish the available information via the
pub/sub functionality and allow pub/sub to determine which
appliances or network elements should be notified and handle
sending of notifications. Another class of data may be data
that is directed to a subset of elements, for example, regional
data that are directed to appliances located in certain regions
or locales. For this type of data, pub/sub feature may also be
utilized. Yet another class of data may be data that is solely for
a specific appliance or network element. For this type of data,
the service mangers or FUM or like functionality need not
utilize pub/sub feature, rather the data may be communicated
directly to the individual appliance directly, for instance,
using an XMPP control channel, or to the individual network
element via interfaces.

Accessibility Testing

[0150] Inoneembodiment, the accessibility testing feature
determines whether the gateway appliances are accessible
from a signaling point of view, from the support network.
FIG. 8C illustrates a process in one embodiment for testing
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accessibility. As shown in FIG. 8C, it is assumed that at step
361, the following steps have been performed: service provi-
sioning, accessibility testing, and determining whether public
access is available to the appliance at a public IP address
either with or without network address translation services
provided, or whether its determined address is a local IP
address with VPN and, additionally, that authenticated ser-
vice is initiated between the appliance and the network opera-
tions service entity. At steps 364, the gateway appliance sends
a message including service access details including 1Q set,
gwld, service ID and access details that may include IP
address and port number to the network operations service
message router which routes the information to the service
specific manager which then forwards the gwld, and service
access information including a “notActive” indication to the
location server. One or more service managers may then
request a service accessibility tester or like functionality to
determine accessibility for the gateway appliance as shown at
364. The accessibility tester performs an accessibility test, for
instance, from a public interface utilizing UDP/TCP/HTTPS
and send the results of the accessibility test information to the
requesting one or more service managers. The accessibility
tester in one embodiment, may test different port numbers on
the IP address for accessibility. Once the accessibility test is
successfully performed, the service specific manager updates
the location server component with the gwid, servid and an
“active” indication. The service accessibility response is then
forwarded back to the message router for routing ultimately,
back to the gateway appliance at step 369.

Peer to Peer Accessibility Testing

[0151] As described above, in certain environments, the
gateway appliances are behind firewall making it difficult to
communicate with them from a signaling point of view. From
a signaling viewpoint, messages should communicate back
and forth between the two gateway appliance devices and
ultimately, to the digital endpoint device in the home, e.g.,
sharing or posting a digital photo to grandma’s TV, requesting
transfer of or sharing list of music lists, favorites, songs, over
the Internet between two gateway devices. This negotiation
may be initiated via a presence and peering based communi-
cation protocol such as an IM-based messaging over the
signaling control channel as the network state characteristics
of the appliance are known at the support network. For
example, the support network may determine whether one
appliance is behind a firewall having a private IP address
making it hard for the other device to signal back via HTTPS
signaling. Appliances have this awareness that it is behind a
firewall, for example. Thus, according to one embodiment, a
method of negotiating directly over the control channel to
establish peer-to-peer connectivity, i.e., a peer-to-peer acces-
sibility testing feature functionality is provided to ensure
service accessibility. Thus, in one embodiment, the peer-to-
peer accessibility testing feature negotiates and creates using
a control channel, a media path to share data between the
peers.

[0152] FIG. 8D is a process diagram that illustrates peer to
peer accessibility testing in one embodiment utilizing two
gateway devices (appliance 1 and appliance 2) that are
enabled to communicate once both devices are authenticated
in the manner described herein. Peer-to-peer accessibility test
in one embodiment provides a utility that can be used to check
the accessibility of a gateway appliance. At step 371, both
gateway appliance devices send a message including service
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access details including IQ set, gwld, service ID and access
details to the support network message router which routes
the information to the service specific manager which then
forwards the gwld, and service access information including
a “notActive” indication to the location server. Further, acces-
sibility test information including access details is sent by
message to a service accessibility tester or like functionality.
Service accessibility tests are performed by both appliances 1
and 2 to ensure the service specific connectivity between the
appliances via, e.g., the public interface utilizing UDP/TCP/
HTTPS and, an accessibility test response is received at the
service specific manager at step 374. Once the accessibility
test is successfully performed, the service specific manager
updates the location server component with the gwid, servid
and an “active” indication. The service accessibility response
is then forwarded back to the message router for routing
ultimately, back to the gateway appliance at step 377.

[0153] In another aspect of peer-to-peer accessibility test-
ing, an accessibility tester or like functionality may request
one gateway device to determine whether it can talk to
another gateway device, for example, for determining
whether that another gateway device can receive inbound
services. In operation, the accessibility tester functionality
via, for example, message routing functionality send a mes-
sage to one gateway device to ping or try to access in other
ways a second gateway device. The message may, for
example, include each gateway device’s identification infor-
mation and access details such as IP address and port number.
The requested gateway device then pings the second gateway
device to determine whether it can reach the second gateway
device and sends the results back to the accessibility tester
functionality.

Gateway Appliance to Gateway Appliance Communications

[0154] Another feature made available in the system and
method of the present disclosure is communication capability
between the appliances. This feature, for example, may be
utilized for enabling secure peer-to-peer sharing of data
between or among the gateway appliances. FIG. 6F is an
architectural diagram that illustrates an overview for commu-
nicating or sharing between the appliances. In one embodi-
ment as shown at 1402, signaling information is communi-
cated via the signaling control channel for instance using
XMPP, then the gateway appliances 10, 10, negotiate the
subsequent transfer of media or data path. In one embodi-
ment, this media or data need not travel via the signaling
control channel. Thus, for example, HTTPS path may be
negotiated between the appliances 10, 10,.

Services

[0155] As mentioned, FIG. 2A describes the high level
service framework upon which are built services 130, e.g.,
downloaded via the support network as packages that are
developed and offered by a service entity for customers.
These services may be offered as a part of a default service
package provisioned and configured at the gateway, or pro-
visioned and configured subject to user subscription and may
be added at any time as plug-in service modules in coopera-
tion with the service center. It is understood however, that
while the gateway appliance includes much of the intelli-
gence or service logic for providing various services, itis also
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possible that for some services, some or all of service logic
may reside in the support network and/or with a third party
provider.

Backup and Storage Services

[0156] The gateway appliance interoperating with the net-
work support may further provide data backup and restore
services. For instance, the gateway appliance may include a
user interface and application or like functionality for allow-
ing users to select files, for example, stored on user’s PC, on
the gateway appliance or other endpoint devices for the
backup and restore services. The term “file” as used herein
comprehensibly refers to files, folders, directories, any data in
any format, for example, media, ascii, etc. The gateway appli-
ance may encrypt and compress, and transfer the files to a
backup storage. In one embodiment, the backup storage is a
storage provided by a remote third party backup service data
center. In this embodiment, data is backed up to and restored
from the backup service data center, for instance, via inter-
operating with the support network, which for example, inter-
faces to the remote third party backup service data center. In
another embodiment, this backup storage may be at the gate-
way appliance itself, for instance, on the non-user accessible
region of the gateway appliance storage that is only accessible
by the services support network. Yet in another embodiment,
files may be distributedly backed-up on the non-user acces-
sible region of other gateway appliances, for example, which
may reside at other premises (it should be understood that one
premise may have more than one gateway appliances). For
instance, a file may be divided into multiple parts and each
part may be backed up on different gateway appliances. Fur-
ther, one or more parts may be backed up redundantly, that is,
on multiple gateway appliances. Combinations of any of the
above-described embodiments may be utilized for backup
and restore services. In one embodiment, a user may provi-
sion and subscribe to the type of backup services desired with
the provisioning and/or subscription service as described
above.

Two-Stage File Back-Up

[0157] Inoneembodiment, the gateway appliance and sup-
port system architecture provides a file management feature
generally including functionality that enables a user to back-
up files or content to a virtual memory storage area provided
in the gateway appliance, and then subsequently forward the
backed-up files to an external wholesale service provider
providing the backup service. Thus, gateway storage device
provides the protected storage for user files and user content
at its side of the demarcation point in a two-stage storage
process: 1) storing the content across the virtual demarcation
point (partition); and then, encrypting the content; and, 2)
dispersing the stored content to other gateway appliances, or
at another storage location provided by the service center or
by a partnered 3’7 party back-up storage service provider.
This could be performed automatically, or on a scheduled
basis. The gateway appliance knows where the pieces will be
stored based on the service configuration and subscription.
The locations of appliances that may back up content pieces
are known at the network level, e.g., hardware ids of each of
the gateways are known based on the unique identity of the
appliance, and the mappings of the IP addresses that change
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dynamically of the appliances are known at the location serv-
ers, so the location of backed-up content for a user is always
known.

[0158] FIG. 14A depicts a process 800 for back-up file
services using a third party storage provider according to one
aspect of the invention. As shown in FIG. 14A, in a first step
801, the appliance has been programmed to initiate an auto-
matic back-up process at the PC endpoint. Then, at step 803,
the files to be stored from a user device, e.g., a PC, are first
compressed, encrypted and transferred to the gateway appli-
ance 10. Referring back to FIG. 3, this service may be con-
figured to automatically transfer 158 user data or files from an
attached user controlled hard drive storage device to be
backed-up, optionally, compress and encrypt the data, for
storage at the network side of the demarcation point (the
encrypted partition) where the service control network has
visibility. Then, the appliance File Manager functionality
starts the Backup Manager module, which performs the File
Backup to the service center Data Center. The Backup Man-
ager checks to see if the user is subscribed and if so, proceeds
to create and index of backup data and get the access key from
the service center, as indicated at step 806. Once authorized,
the back-up service key is provided to the appliance at step
807. Then, in stage 2 of the back-up process, as indicated at
step 810, the backed-up files are transferred with the service
key to the third party storage provider 96. Then, once suc-
cessfully stored at the 3" party back-up storage service pro-
vider, a positive acknowledgement is communicated from the
service provider to the appliance as indicated at step 812.
[0159] It is understood that, in connection with the imple-
mentation of back-up services provided by partnered third
party providers, for example, the gateway appliance is con-
figured to communicate with the back-up file service provider
via the web interface and thus requires the URL of'the service
provider for where the gateway should communicate. Con-
figuration data is provided to the gateway appliance from the
subscription manager as part of initialization process, that
queries the service providers to obtain configuration data that
can be sent back to gateway appliance—and tell which ver-
sions from configuration perspective to report back to the
appliance. For back-up services this may be a version 1 at
URL 1 so the gateway appliance should go to this location or,
based on location of the gateway appliance may be sent to
URL 2. For each service, configuration data is provided to the
appliance. This is all based on handshaked communications.
When the user invokes the service, the gateway appliance
knows all that it needs to invoke the service.

[0160] As controlled by the service center, in an alternate
embodiment, the encrypted content to be stored are transmit-
ted to another gateway appliance’s storage locations beyond
the respective demarcation points for storage thereat the other
gateway appliances in a distributed, safe and redundant man-
ner. That is, each file may be partitioned into a plurality of
pieces for further transfer or storage in a redundant and secure
manner, e.g., and transferred to the service control partitions
behind the demarcation point. These pieces may then be
encrypted and sent out externally for further storage, auto-
matically, e.g., at time of log in, on a scheduled basis, or, upon
user initiation.

[0161] FIG. 14B illustrates an example process demon-
strating this “peer-to-peer” file backup in which files are
backed up on different gateway appliances. At 1802, gateway
appliance 1 determines backup files and, may save the files on
the gateway appliance 1. At 1804, gateway appliance 1 cre-
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ates backup file label. Backup file label, for example, may be
a label associated with a backup file. At 1806, gateway appli-
ance 1 hashed backup file label to generate backup file id. At
1808, gateway appliance 1 routes backup request with
address backup file id to peer-to-peer node, gateway appli-
ance 2, whose zone covers the backup file id. This routing to
gateway appliance 2, in one embodiment, uses the gateway-
to-gateway peer-to-peer communication mechanism
described above. At 1810, gateway appliance 2 determines
available backup space over its neighbor zones. This deter-
mination may also be performed by the gateway appliance 2
querying the gateway appliances in its neighboring zones
using the gateway-to-gateway peer-to-peer communication
mechanism described above. At 1812, gateway appliance 2
receives reports of disk availability from other gateway appli-
ances in its neighbor zones. At 1814, gateway appliance 1
receives [P addresses of gateway appliances with available
storage space in the gateway appliance 2’s neighbor zones. At
1816, if space reservation is not successful, steps 1804 to
1814 may be repeated to reserve storage for backup in other
gateway appliances. At 1818, if space reservation is success-
ful, gateway appliance 1 encrypts the backup file at 1818. In
one embodiment, appliance 1 breaks up the back file into n
blocks at 1820. At 1822, appliance 1 generates n+m blocks of
erasure codes. In general, an erasure code transforms a mes-
sage of n blocks into a message with greater than n blocks
such that the original message can be recovered from a subset
of those blocks. At 1824, appliance 1 transfers, for example
using the secure gateway-to-gateway peer-to-peer communi-
cation mechanism described above, the blocks to n+m gate-
way appliances, that is, those determined to have storage
space available, for example, those gateways in the neighbor-
ing zones of appliance 2. In one embodiment, different blocks
may be transferred to different gateway devices, for instance,
each block may be stored on different gateway devices. Fur-
ther each block may be stored redundantly, for example, on
more than one gateway device. At 1826, information associ-
ated with this backup, for example, gateway appliance 1’s id,
backup file label, and area boundary coordinates of gateway
appliance 2 and IP addresses of the gateway appliances that
have storage space available for backup may be reported to
the support network.

[0162] FIG. 14C illustrates an example processing for
restoring files backed up using the method described with
referenceto FIG. 14B in one embodiment. At 1852, appliance
1 determines backup file label associated with a file being
restored and area boundary associated with the gateway
appliances storing the file. At 1854, appliance 1 hashes
backup file label and generates backup file id. At 1856, appli-
ance 1 routes, for example, via peer-to-peer communication
as described above with reference to gateway to gateway
communication, retrieval request with address backup file id
and area coordinates to another gateway node, appliance 3,
whose zone covers backup file id. In one embodiment, appli-
ance 3 need not be the same appliance 2 described in FIG.
14B, although it can be. At 1858, appliance 3 transmits
retrieval inquiry over neighbor gateway appliances within the
area coordinates. At 1860, gateway appliances of appliance
3’s neighbor or area zone report whether they have one or
more file blocks associated with backup file id. At 1862,
appliance 3 reports IP addresses of the gateway appliances
holding file blocks associated with backup file id. At 1864,
appliance 1 fetches the blocks from those gateway appliances
storing the file blocks, decodes erasure codes into a file at
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1866, and decrypts the file. At 1879, appliance 1 may inform
a user that file restore has completed successfully. At 1872,
old backup file blocks may be cleared.

Web Butler

[0163] The gateway appliance is provided with a service
that functions as a proxy for taking action on a user’s behalf
and includes the computer readable instructions, data struc-
tures, program modules, software agents and objects, that
may be integrated with the actual service packages as a user
feature. This proxy function may configured to automatically
upload pictures, for example, to a service provider via service
module located at the device, or taking actions for other
services on a user’s behalf. Via the web butler proxy, imple-
menting a search or in accordance with a user subscription,
content from different internet-based media feeds (e.g., free
content), may be aggregated and automatically downloaded
to the gateway appliance.

Automated Failure Recording and Recovery and Rules Based
Notification Services:

[0164] The gateway appliance is provided with a service
that provides maintenance aspects of the gateway architec-
ture-managed at network service level. Such a service com-
prises automated failure recording and recovery platform
management whereby a rules-based engine will be automati-
cally notified and queried to implement a fix upon the detec-
tion of a system or service failure. The rules-based engine
comprises a fix in the form of a process that may be performed
at the service framework and/or platform management levels
for each type of service failure. More particularly, the rules
based engine is provided as part of the service management
feature through the platform management heartbeat connec-
tions with processing threads. Upon detection of a failure or
alarm by the platform manager component, the rules based
engine will be requested and request what actions to perform,
e.g., a sequence of rules that would direct functionality to go
to network and get new firmware upgrade, for example, or go
back to previous firmware version or configuration based on
the rule specified to render the service operational. This will
enable a service to be always available—with service failures
automatically addressed without having to restart platform.
Additionally, notifications are sent to the service provider
when failures occur at the appliance.

File Sharing Services

[0165] File sharing service of the present disclosure in an
exemplary embodiment allows users to share files, for
example, pictures, music, videos, documents, presentations,
grocery list, bookmarks, etc., with friends and family mem-
bers or other users. The files can be shared with user’s “buddy
list” or other contacts maintained at the gateway appliance at
apremise such as the home. Once users are authenticated, the
gateway appliances may communicate with each other, for
instance, using the mediated or negotiated media or data path
between each. Gateway appliance may also track functional-
ities that the user is enabled to do, e.g., send photos at a digital
picture frame to a buddy or other gateway appliance of a
member of a community of interest, e.g., a family or friend, or
share a picture for display on a television of a buddy.

[0166] In one embodiment, presence and peering messag-
ing protocols such as IM-based protocols may be used for
sharing, and may interact from a protocol perspective, to push
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to a subordinate device at another gateway appliance, e.g., a
digital endpoint such as a television or digital picture frame.
To accomplish this, anegotiation is be made to determine who
transfers what to which device based on the stored rosters, and
determine a signal path to accomplish the transfer accepting
files for users in the home, and a process for acceptance of
files for a particular user at the home, e.g., specific files may
be accepted for some user devices to the exclusion of other
devices, e.g., belonging to a teenager or minor.

[0167] In this manner, for example, a file sharing (e.g.,
pictures, documents), movie list sharing, music playlist shar-
ing, application sharing, video cam sharing, all can be a
managed by the community or network of gateway appli-
ances that are designated as buddies. The gateway appliance,
in one embodiment, maintains directories of access and shar-
ing and which services are involved to access and transfer
content.

[0168] In addition to sharing data and files with different
gateway appliances and endpoint devices connected thereto,
data and files can be shared among the endpoint devices
connected to the common or same gateway appliance. Thus,
for example, a photo stored on a PC can be transmitted to a
digital picture frame on the same gateway appliance network,
emails received via the PC can be displayed on the television
connected to the network, etc.

[0169] Additional examples of functionalities associated
with file sharing on a gateway appliance may include, but is
not limited, allowing a user to tag or add comments, descrip-
tions to the files for sharing, allowing friends and family or the
like viewing the shared file to leave their comments, provid-
ing scratchpad function to share, allowing users to share
widgits, RSS feeds, and tabs on their personal page with
family and friends or the like, allowing users to create slide-
show with media and share it with family and friends or the
like.

[0170] File sharing functionalities may be performed
manually, semi-automatically or automatically. For example,
in addition to allowing users to select files and one or more
user or user groups for sharing, there may be provided a
personal page access or the like, which, for example, may
present the user with predefined parameters for sharing such
as files or folders designated previously for sharing, and a list
of contacts preset for sharing. The list of contacts may have
been imported from other applications such as email or IM
buddy lists and/or entered manually. Thus, with a set of pre-
defined parameters in place, file sharing may be invoked with
minimum user interaction, for instance, as one-click function.
Inanother aspect, file sharing functionality may be setup such
that, for example, when a change or new file is detected, the
file sharing is invoked automatically. For example, a file or
folder may be designated as an automatic share file or folder,
and if any change in the data of that file or folder is detected,
file sharing is initiated automatically.

[0171] FIG. 19 illustrates an example processing per-
formed during file sharing in one embodiment. The steps need
not occur in the sequence shown; rather some steps may be
performed asynchronously. At 1902, a user at a user device
informs its gateway appliance, appliance 1 that there are new
files for sharing. At 1904, appliance 1 checks its storage and
retrieves the new files from the user device. Transferring of
files may occur via Jabber (file transfer) or other known or
will be known means. The user device, for example, may be a
PC or other devices that communicate to appliance 1. At
1908, notification such as email may be sent to other users
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notifying available file for sharing. The email notification, for
example, may include but not limited to, access link for
accessing the file and password. At 1910, appliance 1 may
push the file for sharing to an endpoint device connected to
appliance 1, for example, a digital picture frame. At 1912,
appliance 1 may also broadcast to group members designated
for this file sharing a message that informs them of the new
fileto share. At 1914, appliance 2, amember of the file sharing
group, pulls the new file from appliance 1. File transfer may
occur via Jabber (file transfer) or other known or will be
known means. At 1918, appliance 2 may push the new file to
an endpoint device connected to appliance 2, for example, a
PC, digital picture frame, etc. At 1920, appliance 2 may send
a message to appliance 1 that the new file has been delivered
to appliance 2’s endpoint device for sharing. At 1922, appli-
ance 2 may present summarized and updated shared files
from all other users of the same group. At 1924, user 2 may
request appliance 2 to download one or more files from the
summary if desired. At 1926, appliance 2 requests the addi-
tional shared files from appliance 1. Request, for example,
may be in a form of XMPP/Jabber. At 1928, additional shared
files are transferred, for instance, using Jabber protocol or
other known or will be known means. At 1930, the transferred
files are pushed to user 2 atuser 2’s device. At 1932, appliance
2 may send a message that informs appliance 1 that the file has
been delivered to user 2. Appliance 1 may notify the user 1 the
status of file sharing, for example, on the user 1’s device.

[0172] In a further aspect of the invention related to file-
sharing, the gateway appliance and support system architec-
ture provides a hosted service-virtual space on the centralized
disk storage at the gateway for users. Dedicated areas of user
storage may be designated as sharable—including applica-
tion level sharing for any application that has data. As shown
in FIG. 3A, this virtual storage area 159 may be combined
from its internal hard disc storage with any network attached
storage device located at the network to create a singe virtual
file system that consumers can use like a single drive.

[0173] Through the roster or buddy list enabled by the peer
and presence messaging protocols implemented over TCP,
the users may dynamically share in a virtual space via their
PC or other endpoint devices connected with the gateway.
Any type of data may be shared including user generated data,
such as, but not limited to: files, photos, slide-shows, video
and audio files, .mp3 playlists, web-links or bookmarks
amongst, or any information (e.g., web-blogs, comments,
discussion forums, personal information, to-do lists, via
secure gateway to gateway communications. Thus, for
example, via the gateway, buddies could configure RSS feeds
to their Personal Page on this Share Space. The shared file is
at virtual, programmatical area in application level space at
the gateway. This data or file or information to be shared may
be designated by the user and tagged, via an endpoint device
user interface, to indicate the data or file to be automatically
stored at the virtual file location for that user or, information
as shared content. The shared content communicated may
have associated privileges depending upon the recipient, e.g.,
content is delivered with permissions given, e.g., read-only
permission, or an update permission, e.g., to invite comments
for sharing or discussion among buddies, at the virtual level.
Thus, the invention provides for community sharing with a
built in management structure that enforces service subscrip-
tions for such service.

[0174] Coupled with permissions functionality whereby
connected users may have permission sets associated with
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them, a dynamic virtual space sharing environment is pro-
vided where select users can be notified of certain events on a
scheduled basis for example. Permissions are enforced
locally on a buddy by buddy basis, e.g., privilege granted to
add comments via the messaging infrastructure. The gateway
provides a granular privileged support, e.g., read, write only,
update privileges, etc. and the notification may be via tele-
phone, IM, e-mail program, etc.

[0175] Via the file-sharing interface provided by the gate-
way, buddies could “subscribe” for changes to such shared
spaces. When there are changes or additions to the subscribed
share space, the buddies will get notifications through email
or IM or through their personal web page. Thus, if granted the
privileged, via the peer and presence communications proto-
col implemented, a notification may generated that is packet
transferred to the buddy’s gateway device via TCP for indi-
cating to a user that shared data is available. For example, that
a shared space session is being initiated by a buddy, e.g. for
purpose of sharing an application, or adding comments.
[0176] Other functionality includes, but is not limited to:
viewing a to-do list on TV, or providing scratch pad capabili-
ties. Sending a signal from the gateway appliance to generate
for display at the TV device, the to-list or any user generated
data. Via messaging infrastructure, provision of a single
click-share service. This is especially applicable for VPN
closed user groups environments via a VPN providing a vir-
tual closed network environment within which users (bud-
dies, friends, family) may interact, e.g., share a common
interface to enable real-time video gaming.

[0177] As mentioned, file sharing may occur between and
among different digital endpoint devices, among different
gateway appliances, and among different digital endpoint
devices associated with one gateway appliance and various
endpoint devices associated with another gateway appliance,
etc. For instance, a user may send a photograph (or any other
file or media) from a mobile phone (or other digital endpoint
devices) to a gateway appliance. The gateway appliance may
forward that photograph to another digital endpoint device
connected to the same gateway appliance. The gateway appli-
ance may forward that photograph to another gateway appli-
ance, which in turn may forward the photograph to an end-
point digital device associated with that other gateway
appliance, for instance, another mobile phone, a digital pic-
ture frame, a PC, etc. As digital endpoint devices may include
wife or other wirelessly enabled digital cameras, sharing of
files from those wirelessly enabled digital cameras may occur
in a similar manner.

Remote Web Access

[0178] Remote web access feature in an exemplary
embodiment allows a secure mechanism to connect to and
access the gateway appliances from anywhere through the
web. A public web proxy/redirect servers or like functionality
of the present disclosure in one embodiment provide HTTP
redirection and proxy services for public web access to the
gateway appliances. In one embodiment, for the gateway
appliances that reside behind external firewalls, VPN acces-
sibility is provided. In one embodiment, a user may access a
web page provided by the web proxy/redirect servers. The
user is prompted to enter information such as user identifier
(ID) and password. Steps are initiated to enable establishment
of a path or channel via which the information may be safely
exchanged that enable a secure communications session to be
established between the remote web browser and the gateway
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appliance. For example, the web proxy/redirect server
encrypts the user information (e.g., ID and password) and
transmits the encrypted information over the always-on con-
trol channel described above to the target gateway appliance,
that is, the gateway appliance the user is attempting to access
via the remote web. The gateway appliance then authenticates
the user ID and password, that is, determines whether the user
ID and password are valid for accessing the gateway appli-
ance. If the user ID and password are valid, the gateway
appliance communicates to the web proxy/redirect server that
the user can access the gateway appliance. The web proxy/
redirect server in turn provides the IF address for the gateway
appliance to the user for directly connecting to the gateway
appliance, for instance, via secure HTTP or HTTPS connec-
tion. In one embodiment, all service decisions with respect to
further communications are decided at the home appliance.
Thus, a user may remotely order a movie and have it down-
loaded to the user at his’her gateway appliance, remotely
control home automation devices for controlling various
devices at a premise.

[0179] FIGS. 9A-9C illustrate the messaging flow sce-
narios for enabling remote access to functionality of the gate-
way appliance and any endpoint digital devices in several
embodiments. FIG. 9A illustrates an example scenario 400
for enabling web port access to the premises gateway appli-
ance when a web port is available (open); FIG. 9B illustrates
an example scenario of web port access when a web port is
unavailable (closed); and FIG. 9C illustrates an example sce-
nario of web port access to a VPN appliance at a private IP
address.

[0180] As shown in FIG. 9A, steps shown at 403 in the
enabling remote access to the gateway appliance and/or sub-
ordinate endpoint devices via a web browser device, access
the gateway appliance at its URL (public IP address). In this
example scenario, the Web Port is available (open). The
browser device is actually directed to a web proxy/redirect
server that sends the location request to the location service
component of the support network and waits for a response.
The response may comprise the HTTPS location and other
data for connection, e.g., the publicip webPort. A web request
message is then communicated from the web proxy/redirect
server to the gateway appliance and the gateway appliance
returns its login page back to the web proxy/redirect server,
and subsequently, the remote browser device. Then, the
browser sends the user’s login details and session details back
to the gateway appliance via the web proxy/redirect server as
indicated at step 406. The gateway appliance responds by
sending its home page over a secure HTTPS session to the
web proxy/redirect server which then redirects it back to the
requesting browser along with connection information such
as the gwlp, port and session details. Subsequently, at steps
409, the browser may initiate services at the gateway appli-
ance via a Web request, passing session details back to the
appliance. In response, the appliance’s home page may then
be presented by the appliance to the browser over a secure IP
based communications channel.

[0181] As now described with respect to FIG. 9B, steps at
404 enabling remote access to the gateway appliance and/or
subordinate endpoint devices via a web browser device, may
initiate access to the gateway appliance at its URL (public IP
address). In this example scenario, the web port is closed, the
web browser requests access to the gateway appliance at its
URL. The browser device is actually directed to a web proxy/
redirect server that sends an open web port request message to
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the message router or like functionality, which routes the
message to the gateway appliance. The appliance supplies the
web port details and sends them via messaging to the web
proxy/redirect server. It should be understood, that this
method obviates the need to go to a location server in order to
enable remote access to the gateway appliance. The next steps
407 depicts the handshake messaging to establish and present
a respective login page and home page redirect at the request-
ing web browser device, and step 411 depicts the handshake
messaging to establish and present a home page for receipt at
the requesting web browser device as described with respect
to FIG. 9A, step 406 and 409, respectively.

[0182] Alternatively, in one embodiment, the steps shown
at 407 can be omitted. For instance, once the login user
information or authentication information is input at the pub-
lic web address and communicated to the gateway appliance
as shown at steps 404, the gateway appliance may validate the
user and allow the remote web access request to come in
though HT'TPS connection as shown at steps 411.

[0183] As shown in FIG. 9C, a step at 413 in the enabling
remote access to the gateway appliance and/or subordinate
endpoint devices via a web browser device, initiates access to
the gateway appliance at its URL (public IP address). In this
example scenario, the gateway appliance is configured as a
node in a virtual private network VPN at a private IP address.
After the web browser requests access to the gateway appli-
ance at its URL, the browser device is directed to a web
proxy/redirect server that sends the Open Web Port Request
message to the support network’s message router or like
functionality, which routes the message to the gateway appli-
ance. At steps 415, the gateway appliance responds by send-
ing a VPN routing request including its Web IP address and
Port information to the Web Services manager component or
like functionality which forwards the routing request includ-
ing Web Ip and Port information to the Network Address
Translator (NAT) service. The NAT server sends a routing
response including the extIP and port back to the Web Ser-
vices manager component and back to the gateway appliance.
The gateway appliance responds by providing a message with
the Web Port Details to the web proxy/redirect server which
formulates a Web Request message back to the gateway
device through the intervention of NAT service. The next
steps 417 illustrates the handshake messaging to establish and
present a respective login page and home page redirect at the
requesting web browser device. Next step 421 illustrates the
handshake messaging to establish and present a home page
for receipt at the requesting web browser device.

IM Server

[0184] As mentioned, the gateway appliance is the central
communication platform that interoperates with multiple
devices in the home to form a home networking environment.
As depicted in FIG. 15, central to this functionality is the
provisioning of IM server functionality 610 at the gateway
appliance. In the context of home automation, the gateway
appliance 10 is additionally provisioned with a home auto-
mation controller device 605 that communicates with the IM
server function 610 to facilitate home network management,
including: a home automation controller 605 that interfaces
with a TV/Web interface 615 that interfaces with the digital
media adaptor component 635 and, a device driver 613 (e.g.,
USB) that interfaces with the home automation network 620
(e.g., Zigbee network) via a home automation control node
625 that is responsible for communicating with the “smart”
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devices designed for home automation. The digital media
adaptor component 635 further communicates with the TV
device 632 at the premises and, the TV/Web interface 615
further interfaces with the computing device, e.g., PC 630 at
the premises. Further, the IM server functionality 610 inter-
faces with an IM client 650 that is either local (at the pre-
mises) or remote and may include a SIP phone or a PC.
[0185] In the context of home automation services, the
appliance supports multiple types of home automation con-
trollers and multiple protocol standards including a variety of
non-IP protocol standards and vendor specific proprietary
protocols such as Insteon, Zwave etc. This enables the user to
integrate multiple vendor devices in the home. It is further
understood that the controller device itself may support more
than one automation protocol such as Insteon or (legacy) x10
devices and these protocols will be transported via RF or
electrical path. The gateway appliance only communicates
with controllers via vendor specific protocols.

[0186] Via the IM server functionality 610, the local or
remote IM client may be provided with IM-based state noti-
fication messages, e.g., messages of any alarm generated. The
IM client device may receive device state notification mes-
sages 166 via the appliance’s e-mail application, a phone call,
or at a PC directly, without implementing functionality at a
central server. Thus, when events are detected, for example, a
change in the device’s status or parameter(s) the appliance 10
generates alert notifications 166, via the notification manager
which is part of the presence and networking module shown
in FIG. 2C, for receipt at the IM client device.

[0187] Moreover, as shown in FIG. 15, via the IM Server
functionality, a user is able to control home networking
devices 665 or home automation devices locally or remotely.
For example, this functionality specifically provides means to
configure and control networking devices and home automa-
tion devices, e.g., networked light switch 166 controlling
light fixture 167 to show up as controllable entities, via a list
(not shown), on another device, e.g., the PC 630 or television
632 viaan STB or DMA such as shown in FIG. 15. Users thus
receive immediate notifications of changes or check on con-
nectivity or status of the home devices via communications
from the gateway. Thus, the gateway may be programmed
through a service offering or as a default, to enable the IM
notification directly on the TV via overlay onto a video signal
at the home.

[0188] Additionally, the gateway, through its device regis-
try which is part of the presence and networking module,
provides a list of the device state/parameters (status) 162 of
many devices that are connected to the gateway for additional
control services, e.g., via a local PC client notification mes-
sage 161. One example of such a notification is shown in FIG.
16 which depicts an example user interface 675 showing a list
generated list 680 of devices connected to the gateway and
their current status. For instance, as shown in FIG. 16, the
presented columns include the device, device identifier, the
device status (e.g., ON/OFF), a type of device it is, and its
scheduled operation/activity. Via the interface, a user may be
able to control or change the status of a device, e.g., lights, by
selecting on/off functionality embodied as user selectable
buttons 677. The home automation controller functionality of
the appliance responds by generating appropriate signals that
are forwarded to the home automation control node 625 to
effect the status change of a particular device. In one embodi-
ment, an additional control interface 685 is provided to effect
a change in analog type devices, e.g., dimmer switch.
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[0189] Thus, via this example interface, a user may check
on the status of each of these devices and send commands to
change the status information. Any change in status of these
devices will come as notifications or alerts. For example, an
assisted living device 665, e.g., a sensor, monitors user behav-
ior or biological function and checks behavioral patterns
against stored patterns. If there is determined a break in the
pattern, when detected by the system, an automatic notifica-
tion may be generated and provided to a user endpoint device,
e.g., the PC or TV, etc.

[0190] As described herein with respect to file and content
sharing, the gateway appliances are able to communicate with
each other to share information through this IM server func-
tionality provided at the appliance. All the messages and
commands are communicated through a secure network con-
nection.

Appliance GUI

[0191] For ease of operation, the appliance provides a GUI
interface that supports functional test, diagnostics and control
capabilities for itself and for the other home network devices
that it communicates with. The test and diagnostics include
logs, statistics and alarms (alerts) for use by service support
centers and users. The control capabilities include automated
configuration and management. To this end, users of gateway
appliances 10,, . . ., 10, accesses the Web/Internet via a
personal computer/computing device, mobile or laptop com-
puter, personal digital assistant, or like device implementing
web-browser functionality, e.g., Firefox 1.5 and Internet
Explorer® 6.0 or later, or other browsing technology that may
be compatible. In an exemplary embodiment, the browser
interface employs the latest user interaction techniques, e.g.,
Web 2.0, and implements web development technologies
such as AJAX (Asynchronous JavaScript and XML).

[0192] Withrespectto accessing the gateway appliance and
services via a web interface, users will log-in to a home page
screen (not shown) via a web-based communication by enter-
ing a username and a password. Upon submitting this login
information, both the username and password will be vali-
dated. If either the username or password is invalid, then an
appropriate error message is displayed explaining the nature
of the error. If the login is successful, and the gateway appli-
ance has already been initialized, a user’s personal page will
be loaded by default which page is user is configurable. For
purposes of illustration, a user “Home Center” screen is dis-
played as shown in FIG. 17A that depicts an example admin-
istrator’s page 700. Common to any page is a header 702
where a title of the screen is indicated, a content display area
705, and, a system’s status indication displayed indicating
whether the system is good or bad. A tooltip functionality is
provided for more details about the status. If the status is red,
the user can select the status indicator to get a diagnostic
screen with a network map (not shown). This screen will
display the current status of all devices managed by the gate-
way appliance and includes a button to allow the user to test
the current status. A top bar is also used to indicate the
progress status of any backup jobs currently running. A tool-
tip is provided to indicate the schedule name and the progress
percentage. The top bar is also used to indicate the space
usage of the user. A tooltip is provided to indicate the per-
centage of the space used by the user of the allocated space
configured by the administrator user. There is a label provided
that displays the current user information (e.g., administra-
tor), and next to the label is a link to logout of the home center.

Aug. 26, 2010

When the user clicks on the logout link, the users’ web session
will be invalidated and the login page will be displayed. A
further link is provided to change the user preferences. For
example, when the user clicks on the ‘“Preferences” link, a
dialog box will be displayed that will allow the user to change
the user preferences settings such as color, font and themes.
[0193] A list of home center icons 710 are arranged on the
header. When the user clicks on an icon, the content area 705
is replaced with the content for that selected feature. If a
particular feature is not available, the icon will be grayed. If
the feature represented by the icon is not available, then the
iconwill be grayed and a tooltip will be provided to display an
explanation. Although not shown, notifications for each fea-
ture are displayed as an animated icon below that feature in
the second bar. A tooltip is provided with more details for
each notification. When the user clicks on the notification
icon, that feature page will be loaded to display the detailed
notification information.

[0194] As shown in FIG. 17A, the list of user-selectable
tabs or icons are provided that enable user interactivity with
the services provided by the gateway appliance. These icons
include: a Personal Page icon 714 that displays the personal
page allowing a user to organize and configure a set of useful
“widgets” provided by the gateway device; a Photos icon 714
that displays a photos page allowing a user to browse stored
images; a Music icon 716 that displays a music page allowing
a user to browse music stored; a File Sharing icon 718 that
displays a file sharing page allowing a user to view and
manage the shared files with buddies; a Calendar icon 724
that displays a calendar page allowing a user to manage their
own calendar; a Phones icon 720 that displays a “phones”
page allowing a user to view and manage the list of voicemail
and call logs stored at the gateway appliance; a Backup icon
726 that displays a backup page allowing a user to view and
manage the backups managed by the gateway appliance, and,
a Home Automation icon 724 that displays a home automa-
tion page allowing a user to view and manage the home
automation devices.

Backup Services GUI

[0195] Asshownin FIG. 17A, upon selection of the Backup
icon 726, there is displayed a backup page 730 such as shown
in FIG. 18A. The backup page allows a user to view and
manage the backups managed by gateway appliance. A title
bar of the content area displays the total number of backups
performed by the gateway appliance. There is a search box
731 provided that allows the user to find any files that have
been backed up. Each matched file should be displayed in a
list with all metadata. The submenu on the right provides
options for the user to access the backup history and sched-
ules.

[0196] As shown in FIG. 18A, via backup page 730, in
response to selecting a History option 732, a list or pop-up
display is generated to display the backup history data in a
table with the following columns: 1) Schedule—the name of
the backup schedule. When the user clicks on the name, a
backup schedule screen will be displayed; 2) Status indica-
tor—the status of the backup; 3) Files—the number of files
that were backed up; 4) Date—The date and time the backup
was done. When the user clicks on the date, the backup details
will be displayed so that the user view the list of files that were
backed up; 5) Size—the total size of the files that were backed
up; 6) Type—the type of backup, e.g., Recurring—full
backup of all files every time the backup runs, or, Once—
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immediate backups; and 6) Actions—the actions that can be
done on each backup. When the user clicks on the restore
icon, all of the files in the backup will be restored to their
original location.

[0197] As shown in FIG. 18B, via backup page 730, in
response to selecting a Schedules option 734, a list or pop-up
display 735 is generated to display the total number and types
of'scheduled backups. The content area lists the schedule data
in a table with the following columns: the name of'the backup
schedule. When the user clicks on the name, the schedule
details will be displayed so that the user can modify the
schedule; the Status indicator—the status of the backup. For
a backup in progress, a dynamic progress bar and percentage
indicator will be displayed; the Last Backup—the date and
time of the last backup for this schedule; the Next Backup—
the date and time of the next backup for this schedule; the
Type—the type of backup, e.g., a recurring or full backup of
all files every time the backup runs, or immediate backups, a
single back-up or an incremental backup; and, the Actions
that can be done on each schedule as implemented by select-
ing an icon from a group 736 oficons, e.g., a Stop icon, which,
when selected, stops the current backup in progress. When the
user clicks on the stop icon, the user will be prompted to keep
the files that have already been backed up; Pause/Start—
pause the current backup in progress or start a backup that is
notin progress; a Reporticon which when selected, causes for
display a report of the backup (report screen design); and, an
icon for deleting the schedule. When the user clicks on the
delete icon, the user will be prompted to confirm the delete
operation; and, an immediate Backup (backup now) option.
[0198] FIG. 18C depicts the resulting backup schedule
screen 737 resulting from selection of the “documents”
backup name from the screen depicted in FIG. 17A. Via this
screen, functionality is enabled that allows the user to edit an
existing schedule for each of the files and folders 738 man-
aged by the schedule as displayed. The content area displays
the current schedule information, however, the user can
change the schedule settings and press the Update button to
modify the schedule. Particularly, the user may change the list
of files for the schedule; clone and modify an existing sched-
ule; change the list of files. It is understood that the file backup
feature may be additionally integrated with use of'a Calendar
application. The user may additionally press the Cancel but-
ton to return to the list of scheduled backups.

[0199] FIG. 18D depicts the resulting backup report screen
739 resulting from selection of the Report action icon from
the screen depicted in FIG. 18B. This allows the user to view
a status report of a backup schedule with the content area
displaying the status information about the backup job.

Filesharing Services GUI

[0200] Returning to FIG. 17A, upon selection of the File-
Sharing icon 718, there is displayed a filesharing page 740 an
example page of which is shown in FIG. 19A. The filesharing
page allows a user to view and manage the shared files
(shares) with buddies. The shares are grouped by the follow-
ing type: files, photos, slideshows, playlists, tabs, etc. The
submenu 742 allows the user to see the list of shares of each
type. As shown in FIG. 19A, the shares are displayed as a list
743 including the name (e.g., documents), date created, date
modified, expiration date and number of views for each share
are displayed. The shares can be sorted by each column by
clicking on the header label for that column. The total number
of'shares of each type is displayed in the title bar of the content
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area (in displayed list 743). FIG. 19A depicts an example
screen display showing file type shares displayed in list 743.
The user is additionally enabled to delete a share, e.g., by
clicking on a “delete” icon (not shown). For example, by
moving the mouse over a share name, anicon is displayed that
allows the user to delete the share. The user can view the files
that make up the share by clicking on the name link for each
share.

[0201] Continuing to FIG. 19B, upon selection of the
shares name, e.g., documents, via example page 740 shown in
FIG. 19A, there is displayed a list 745 of files of that shared
file type, e.g., documents. The files and folders in the share are
displayed as a list and include a thumbnail, file name, title,
description, tags, date, size, buddy rating (which buddies
downloaded the file and when), and the total number of com-
ments added by buddies are displayed. The title, description
and tags can be modified by inline editing. For folders, users
can drill into the folder item and then see the list of files shared
in that folder. The buddies that make up the distribution list for
the share may be displayed individually as shown in content
area 744. Each buddy that has not viewed the share is high-
lighted. When the mouse is moved over a buddy name, an icon
is displayed next to the name providing functionality to
remove that buddy from the distribution list. There is a link
next to the list of names to add a new buddy. When the user
clicks on the Add Buddy link, a list of other buddies is dis-
played. The user can select which buddies to add from the list.
The expiration date of the share is additionally displayed. The
user can change the expiration date using inline editing. Upon
moving a displayed mouse cursor over an item, an icon is
displayed to allow the user to remove the item from the share.
An icon is displayed next to the number of comments; when
the user clicks on the icon, the list of comments is displayed
inline below the metadata of the shared file. The user can
collapse the comments by clicking on the icon again.

Scratchpad GUI

[0202] Additional functionality is implemented such as
adding items to the share by using the scratchpad which
functions as a visual clipboard to collect items which are used
ata later time. To display the scratchpad, the user would click
on the Show Scratchpad link 747 in the header shown in
example display of FIG. 19B. Any items in the scratchpad can
then be drag-and-dropped onto the list of items to add them to
the share.

[0203] With respect to use of the scratchpad, as shown in
FIG. 17B, a Show/HIde Scratchpad link is provided on the
right side of the header to display the scratchpad. When the
user clicks on the Show Scratchpad link, a scratchpad area is
displayed on the right of the content area. The scratchpad will
have window controls to maximize and minimize its content
area. Users can then drag-and-drop items from the content
area 705 onto the scratchpad area. Items can also be added on
other devices such as a TV; the TV is only used to flag such an
item; any operations on the items in the scratchpad are done
from the web GUI. Items are displayed as thumbnails with
metadata. When the user moves the mouse over the thumb-
nail, a tooltip is provided with all of the details for that item.
Each item in the scratchpad has a link to remove it from the
scratchpad.

[0204] TItems in the scratchpad can be grouped into collec-
tions and the total files size of the items in each collection is
displayed. By default, there is a collection called “My Col-
lection”. The user can change the name of the collection by
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using inline editing. When the user clicks on the New Col-
lection link 711, a new collection boundary is added to the
bottom of the scratchpad. Users can move items between
collections by using drag-and-drop functionality. Each col-
lection has a link to remove it from the scratchpad. When the
user right clicks on a collection, a context menu may be
displayed providing an option for sharing the files in the
collection. A dialog (not shown) is presented that displays the
list of buddies to share with. A right-click context menu (not
shown) additionally allows the user to save the collection as a
slideshow, photo album or as a music playlist depending on
the type of items in the collection.

Home Automation Services

[0205] In the home networking environment, the gateway
appliance operates as the management center for managing
the various services and devices that form the home network.
One of the services offered by the gateway appliance is the
home automation service. Via a home automation page, the
user is enabled to view and manage the home automation
devices. The home automation service is enabled/disabled by
the service center. When enabled, the gateway will be able to
communicate simultaneously with multiple home automa-
tion vendor controllers installed in the home. If the installed
controllers are supported by the gateway, they may be auto-
matically discovered by the gateway. When being provi-
sioned, the following elements are processed: 1. System con-
figuration; 2. Map builder; 3. Event builder; 4. Scene builder;
and, 5. Group builder.

System Configuration

[0206] When the gateway appliance is first introduced in
the home network and if the home automation service is
enabled by the service provider, then the gateway appliance
detects and automatically discovers the following compo-
nents: all the controllers that are part of the home automation
network and whose protocol is supported on the gateway
appliance; all the end devices supported on each of those
controllers; and, the firmware versions on each controller and
end device. Once the controllers are detected, the gateway
appliance allows the administration user to configure the
detected controllers. As mentioned herein, once the control-
lers have been detected and configured, the gateway appli-
ance updates the Firmware Update Manger (FUM) with the
controllers and end devices supported on the home network
along with their current firmware versions. For each gateway
appliance on the managed network the FUM maintains the
knowledge of the controllers and end devices. It is the respon-
sibility of the FUM to keep track of firmware updates for
controllers and end devices and inform the gateway appliance
when an upgrade is available. The gateway appliance addi-
tionally maintains a table of the controllers and supported end
devices on each controller. This is later associated with user
defined labels used for the GUI display as will be described in
greater detail herein.

Map Builder

[0207] The map builder component provides the computer
readable instructions, data structures, program modules,
objects, and other configuration data for enabling a user to
configure the home automation service. In this process, two

Aug. 26, 2010

types of maps are generated: a general map and a detailed
map. The general map allows the user, during configuration,
to label end devices i.e. “stairway lamp”, “joe’s dimmer desk
lamp”, “downstairs HVAC unit” etc. The user selects or des-
ignates a specific device and can turn it on, off or change it to
a specific setting (for example set the “joe’s dimmer desk
lamp” to 50% power, set the thermostat of the “downstairs
HVAC unit” to 75 degrees). The detailed map extends the
capabilities of the general map by including a floor plan to
associate with the labeled end devices and enables the fol-
lowing: 1) Constructing a floor plan of the house; 2) Labeling
end devices i.e. “stairway lamp”, “joe’s dimmer desk lamp”,
“downstairs HVAC unit” etc.; and, 3) Associating devices
with specific rooms by dragging and dropping icons in speci-
fied locations in the room. The user may also generate an
automation network map of the home and select a specific
device and turn it on/off or change it to a specific setting (for
example set the “joe’s dimmer desk lamp” to 50% power, set
the thermostat of the “downstairs HVAC unit” to 75 degrees).
An administrator/user has the ability to create two types of
maps: Home automation network map (termed as “network
map”’) and, the controller map that is used by authorized
personnel (service provider/home user) for diagnostics. The
network map includes the gateway appliance, all the control-
lers and all the controlled devices in their specific location;
and, the controller specific map (termed as “controller map™)
includes the map of each controller and the devices controlled
by that controller.

[0208] Thus, the gateway appliance supports a map builder
process to enable the admin/user to build the maps. In this
process, a user is enabled to 1) create a floor plan of the house;
group each room as part of a section such as “upstairs”,
“downstairs”, “east”, “west”, “basement” etc. If the user does
not want to use the section, the default value can be “down-
stairs”. Then it shall be possible to label each room with an
appropriate name such as “Joes’ room”, “living room”,
“kitchen” etc. Hence the gateway appliance may provide a list
of standard labels as given below: Living room, Formal din-
ing, Family room, Kitchen Breakfast room Second living
room Third living room Foyer Front porch Patio <username>
bedroom (this label could be used multiple times with a
different username) Master bedroom Master bath Hall bath
<username> bath (this label could be used multiple times
with a different username) Media room User specified.

[0209] Each of the icons representing the controlled
devices can be labeled with a unique user defined label (such
as Joe’s desk lamp, kitchen lamp etc), or comprise standard
labels. Each of the controlled devices are additionally
assigned status indicators. The gateway appliance shall pro-
vide pre-defined status indicator templates for each type of
end device (For e.g., ifthe lamp has a dimmer switch then that
lamp will have a dimmer switch template). Hence, the status
indicators are assigned either automatically (gateway appli-
ance communicates with the controller and get the status
indicators for each end device) or manually (the user would
have to assign the status indicator). Examples of status indi-
cators include, but are not limited to: on/off for a lamp,
dimmer setting on the lamp, temp for A/C/heater unit etc. The
gateway appliance may provide a set of standard status indi-
cators as well as shown in the table below.
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No. Device type Status indicator

1 gateway Packet throughput statistics (WAN/LAN, AP)
appliance temperature conditions of the system board(s)
(performance  disk usage
statistics) disk frag

Process management (to be displayed
only to the service provider):

1. All processes running on the gateway
appliance

2. All configuration

3. Start/stop control of all

processes running on the ROS

IM agent:

1. Each IM user client

2. Status and statistics for IM-

based notification services

Status of each end point device connected
to each controller

2 Automation
controller
(map display)
PC

3 Connected/Not connected; last time back
up was done; last time file was shared
4 Phone Last reboot date; Last registration date;
operational status
5 Media File formats supported; Max throughput
adaptors allowed; DRM supported; operational status
6 MOCA Node configuration; MAC control
adaptor/ parameters; PHY control parameters;
HomePNA Vendor ID parameters; traffic statistics;

operational status (what channel etc)

Event Builder

[0210] The gateway appliance supports an event builder
process to further automate the home by enabling detection of
an “event” that enables/disables the activity of a device.
Example events may include, but are not limited to: Rain
threshold exceeded, an alarm going off, or motion detected by
the motion sensor. For example, a trigger maybe set to turn off
the sprinkler system if a “rain level exceeded” event occurs.
Another example is to record a video snapshot if a motion
detector event is received. When an event enabled through the
event builder gets activated, the user is notified. An event
trigger is build as part of the set up procedure. This builder
includes events that when detected will trigger an action, e.g.,
to automatically enable/disable the activity of a device such
as shown in the Table below:

Trigger events Triggered actions

Rain threshold exceeded The sprinkler system is deactivated until the
rain threshold level is not exceeded

The alarm is again set for activation to the
preset configuration until deactivated

Captured on the camera/Light comes on

Alarm goes off

Motion detected by the
motion sensor

Scene Builder

[0211] The gateway appliance supports a scene builder pro-
cess to enable the setting of “scenes” or scenarios enabling
users to control multiple devices simultaneously. For
example, the user may have a “sleep time” scene, either
scheduled to occur automatically or invoked by the user at a
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certain time. When the “sleep time” scene is invoked, lights
are automatically turned off, blinds are drawn, thermostats
are adjusted, night lights are turned on, etc. Instead of the user
manually moving about the house and making these adjust-
ments, the user schedules this automatically in the gateway
appliance or, the user will simply invoke this scene via a
web-based graphical user interface. The scene builder
enables a user to: construct, modify, or delete scenarios,
schedule scenes to be automatically or manually invoked,
obtain a status check or user control of constructed scenes
from all local and remote interfaces, and, create user defined
scenes. The gateway appliance includes a default scene
builder for the user to use and modify if needed. One exem-
plary default scene builder is configured as shown in the Table
below:

Lightin Blinds

Device Thermostat _Device

labels for Dim Zone Temp labels for
Scene  the rooms Setting  number defF. the rooms Raise %
Night  Living 50% 1 75 Kitchen 0
scene  room blind 1

Lampl

Kitchen 100% 2 85 MBblind 1 100

lamp 1

3 off

[0212] Preferably, the device labels for this default scene

builder is constructed based on the labels that the user has
created while building the network map.

Group Builder

[0213] The gateway appliance supports a group builder
process to enable the grouping of items together and give it a
labeled name. All the devices in this group will go to the same
state. This is in direct contrast to the “scene builder” where all
the devices included in a scene may be set to different levels.
If light 1, light 2 and light 3 are in a group, then a single
command (e.g., “ON”) executed on the group will cause all
the lights in the group to be in the “ON” state. Alternately, in
another group configuration, if light 1, light 2 and light 3
belong to a “night scene”, then when the night scene is
invoked, light 1 could be at lit at 50%, light 2 at 20% and light
3 may be “OFF”. The built group may become a part of a
scene which can be invoked automatically or manually, or be
invoked as a group whereby all the individual components are
set to the same final state.

Controller Status Indicators

[0214] In order for the user to control the various automa-
tion devices, it is important that these devices are monitored
on a regular basis and the result of the monitoring is displayed
to the user. The status indicators of the controlled devices
provide a means to monitor the automation device. The home
automation controllers are capable of tracking the status of
the devices that it controls through the methodology imple-
mented to communication between itself and the devices
(e.g., z wave/Insteon protocol). These controllers may com-
municate with the end point devices using multiple protocols.
Some of these protocols may have a “closed loop™ design, i.e.,
the devices provide acknowledgement back to the controller
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so that if the acknowledgement is not received, the controller
retries the command (e.g., the Insteon protocol). These types
of controllers can send control and simple data between
devices (i.e. a light switch turning on multiple lights/devices
within the home) within the home. To give an example of the
above mentioned scenario, assuming that the controller is
controlling an Insteon based lamp A, the gateway appliance
knows (through status indication) that the lamp A is on and
communicates to the controller that lamp A needs to be turned
off. The gateway appliance tells the controller to turn off lamp
A; in response, the controller (e.g., Insteon based) transmits
this signal (RF and/or electrical) to the physical entity lamp A;
when the lamp goes off, then the controller gets an ACK/
NACK back from the device acknowledging that the lamp A
was turned off/not turned off (If the end device is an X10
protocol-type device then there is no acknowledgement
received); the gateway appliance then updates the status indi-
cator of the device depending on whether it was a ACK/
NACK. Thus, if the ACK/NACK is not received within a
configurable period of time, then the gateway appliance reis-
sues the command to the controller and restarts the timer. If
there is no ACK/NACK received by the time the timer
expires, then the gateway appliance alerts the user.

[0215] The gateway appliance polls all the controllers at a
configurable time interval, e.g., 5 minutes. Alternatively the
gateway appliance may receive events from the controllers
informing gateway appliance of the status of the end devices.
Either way, the gateway appliance maintains the status of the
devices based on the polling/event result. The status of each
device is reflected on the network/controller map. For all X10
devices, the status indicates a value of “unknown”.

[0216] If a controller was configured by the user as a man-
aged device but the gateway appliance does not receive any
communication message from the controller, then the status
indicator reflects the lack of communication. If an error code
is received from the controller then the gateway appliance
either translates the error code and displays it in common
language or, directs the user to a help page where the error
code is explained. If a controller is able to detect (possibly
through an error code) that a managed end device is not
responding to it, then gateway appliance interprets that detec-
tion and conveys it to the user by either displaying the error in
common language or directing the user to a help page where
the error code is explained.

[0217] When the gateway appliance receives an indication
from the user through any of the access methods to execute a
particular command on a device or a group of devices, the
gateway appliance responds by performing the following: it
maps the user command to a corresponding message to be
sent to the controller and then sends the message to the con-
troller; it waits for the acknowledgement message from the
controller for a configurable preset period of time; If the
message is received within the pre set time period and the
message indicates that the activation/deactivation was a suc-
cess, then the gateway appliance sets the status indicator of
the corresponding device based on the message. If the mes-
sage is received within the pre set time period and the message
indicates that the activation/deactivation was a failure and a
reason code accompanied the failure indication, then the gate-
way appliance maps the reason code to a user friendly mes-
sage and displays the message. If no reason code was indi-
cated in the failure message, then the gateway appliance
displays the message “unknown reason”.
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[0218] In the event that the controller did not get an ACK
back from the controlled device, the controller may send a
NACK message to the gateway appliance indicating that the
device did not respond. When the gateway appliance receives
this message, the gateway appliance displays the message
“device not responding” to the user and not change the status
indicator of the corresponding device. If the acknowledge-
ment message is not received within the pre set time period,
then the gateway appliance retransmits the message one time
and restart the acknowledgment timer. If the controller does
not send an acknowledgment message the second time before
the timer expires, then the gateway appliance displays the
message “acknowledgement not received” to the user and not
change the status indicator of the corresponding device.
[0219] If the acknowledgement message is received after
the acknowledgement timer expires, the gateway appliance
ignores the message.

User Access and Control

[0220] As mentioned herein with respect to FIG. 15, the
home automation device is accessible remotely or in-home.
Each of these accesses can be enabled through multiple inter-
faces as defined in the following table:

Interface Remote  In-home
No. Type of interface access access

1 Web X X

2 M X X

3 phone (touchtone, IVR) X X

4 vV X

5 Manual X

6 Remote controller (vendor supplied) X

7 A Mobile device X X
[0221] Theadministrator has the ability to enable or disable

remote access of any of the automation entities given in this
table. As defined herein, the home automation feature is pass-
word protected. The system support two levels of user access,
User and Administrator. The administrator is able to perform
all operations, including setting privileges for each user. The
system implements default settings for each new user.
[0222] The methods of access and control is individually
enabled or disabled by the administrator. For example, a user
may have access to see the status of the automation device but
not reset the devices. The gateway appliance supports con-
figuration and provisioning activities via the remote access
(through the web) as defined herein. Thus, when a gateway
appliance is powered up in a home, an administrator/user who
has remotely, through the web, logged into the home automa-
tion service on the gateway appliance is capable of configur-
ing the gateway appliance.

Web Access and Control

[0223] Via a web-based interface providing access to gate-
way appliance functionality, the gateway appliance generates
a map-like view of the automation devices and their status.
Wherever possible, the graphical user interface device status
provides graphical representation of the current status, i.e.
“light on” “light off™, door open, etc. When accessed via the
web, the system provides a Menu driven method of control, or
a Map driven (network map and controller map) method of
control.
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[0224] An administrator/user may be responsible for set-
ting the remote access privileges for all the users. When the
control is menu driven, the display consists of: a Device name
(such as lamp, blinds); a Room label on the device (Joe’s desk
lamp, kitchen blind); a Status indicator (lamp dimmed 50%,
blinds raised 50%); and, an Action to be taken. The following
table presents example room labels such as described herein
and the examples of status indicators for each devices:

Device name

(including
room label)  Status indicator Action to be taken
Blinds Raised: 0%, 25%, 50%, 75%, 100%  Raise what %
Lamp On/off Switch on/off or

Dim - 25%, 50%; 75%; off Dim what %
Door Open/Close Open/Close
Garage door  Open/Close Open/Close
Window Open/Close Open/Close
Alarm Motion sensor - on/off On/off

Front door- open/close open/close

Back door- open/close

Window1- open/close

Window2- open/close

Window3- open/close

Garage door - open/close
[0225] Each action entered by the user is recorded tempo-

rarily and once the user has input all the actions and confir-
mation is received to apply the actions, then the actions are
executed. After the actions are executed the web page is
refreshed with the updated status indicator.

[0226] Access to the network map of the home automation
system may be governed according to privileges where user
have the ability (privilege to be set by the admin) to view the
network map of the home automation system through the
web. The status indicator of each device as is displayed on the
network map. Once the network map is displayed the user is
able to change the setting on each device. The user does this
by clicking on the device that he/she wants to set. At this
point, a configuration window is displayed to the user that
includes the status indicator parameters that can be changed
by the user. Once the user completes configuration of all the
chosen devices to the new setting an updated view of the
network map is displayed to the user without the user having
to refresh the view. The administrator or user is additionally
enabled to zoom in on a particular controller on the network
map and view in another window the controller map which
displays each device that the controller controls. The status
indicator of each device is displayed on the controller map.

IM Access and Control

[0227] As mentioned herein with respect to FIG. 15, the
gateway appliance has the ability to connect to the home
automation service in the gateway appliance device through
IM from a PC or any other IM interface that is supported.
Particularly, the gateway appliance is configured to appear as
a buddy in the user’s buddy list. The name for the gateway
appliance IM buddy client user agent as it appears on the
buddy list is configurable. Once the user clicks on the gateway
appliance buddy the following events are initiated:

[0228] The user is entered into an IM “chat” mode; a menu
option with “home automation” as one of the options is dis-
played to the user; when the user chooses the “home automa-
tion” the user is prompted for a password. Once password
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authenticated, the user is capable of asking status, and then
changing status and optionally receiving notifications via IM.
An example IM interface dialog is presented to the user that
will display one or more of the following: whether any unex-
pected events have occurred in which case the user may be
prompted to enter an instruction; request a Status Check;
Change a device status; and Review an event log. In one
example, upon selection of change device status request, the
user will be prompted with choices for selecting a device type,
e.g., light switch; garage door; outlet; sprinkler system; or a
Main Menu option. Furthermore, in one example, upon selec-
tion of a device, e.g., a garage door selected, the user will be
prompted to select the actual garage door, e.g., door 1, door 2,
and Main Menu. Thus, the user interaction is text based, and
menu driven.

TV Interface Access and Control

[0229] The TV interface support both menu option and
network map options as described herein. The user is able to
designate particular events and their updates (such as time
and temperature) to be continuously displayed on the TV
when a media is playing on the TV. The TV interface displays
notifications of events as designated, e.g., A/C breakdown;
water leak; motion detected.

Telephone Interface and Control

[0230] The user is additionally able to connect to the home
automation service in the gateway appliance device through
dialing their home number, e.g., a 10 digit home number. A
sequence of events may be executed in response to a received
call that has been answered, e.g., the call is considered
answered if the voice mail gets connected. The user may be
given the option to escape out of the voice mail if so config-
ured. The menu option for IM with text to speech conversion
is available. shall be offered When the home automation
choice is selected, the user is prompted for a password. If the
right password is entered then the user will receive a confir-
mation, e.g. an audible tone, to the user that he/she is in the
home automation command interface. The same commands
offered in IM with text to speech conversion is offered for the
phone interface.

[0231] Once the user connects to the gateway appliance,
then the user is connected to a menu driven IVR type or
functionality. The menu presented is exactly the same as the
IM interface as described herein. The home automation inter-
face on the gateway appliance is deactivated when the phone
goes off hook. The home automation interface on the gateway
appliance is activated even if the voice mail picks up the call.

Mobile Device Interface

[0232] The system optionally supports wifi-IP for interact-
ing with mobile devices. Thus, a user may access the home
automation service through an HTML supported mobile in a
manner similar to the web interface as defined herein. Addi-
tionally, the user screen is modified to fit the mobile device.
For example, the users may optionally connect wireless 1P
cameras to the gateway appliance system and stream or store
IP video and review this data from a Web or TV interface.

Home Automation Services GUI

[0233] Referring back to FIG. 17A, upon selection of the
Home Automation icon 724 there is displayed a home auto-
mation page, such as the example home automation screen
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750 shown in FIG. 20A, that enables users to view and control
all of the devices managed by the gateway appliance. As
shown in FIG. 20A, via home automation page 750, in
response to selecting a devices option 752, a list or pop-up
display 755 is generated to display the following for all of the
controlled devices: 1) the user defined name for the device.
After the devices are automatically detected, the gateway
appliance will default the name to the type. The user can
modify the name by using inline editing; 2) a Status indicator
icon or label indicating the current status and possible value
of the device; 3) a user defined room in which the device is
located. When the devices are automatically detected, the
default room will be the empty however, the user can change
the default room by using inline editing; 4) the manufacturer
and type of device; and, 5) any actions that can be done on
each device.

[0234] Asshownin FIG. 20B, via home automation screen
750, in response to selecting a rooms option 754, a list or
pop-up display 760 is generated to allows the user to view and
design all of the rooms in the house. A total number of rooms
is displayed and an icon is provided that enables the user to
add a new room to the list. When the user clicks on the add
icon, a new room screen will be displayed. The content area
lists the rooms in a table with the following columns: 1) a user
defined name for the room. The user can modify the name by
using inline editing; and, 2) the floor on which room is
located. The user can change the default room by using inline
editing; and, 3) the actions that can be done on each room,
e.g., delete the room. When the user moves the mouse over
each room in the table, the room plan is displayed inline.
[0235] Asshownin FIG. 20C, via home automation screen
750 a user may edit an existing room. The content area thus
displays the current room name and floor that the user can edit
to change. As shown in FIG. 20C, the content area displays
the layout editor 763 for the room that includes a list of icons
for devices that can be drag-and-dropped on a work area for
that room. The devices are grouped into categories that can be
selected from a drop-down menu 764. When a category is
selected, the icons for that category are displayed in the list.
Once an icon is dropped onto the work area 765, it can be
moved around using direct manipulation and be labeled by
using inline editing. An icon can be removed from the work
area by using the delete option from the right-click menu or
by dropping it outside of the work area. Each icon has a status
indicator to see the current status of the device if it is managed
by the gateway appliance. The user can change the room
settings and press an update button to modify the group.
[0236] As shown in FIG. 20D, via home automation screen
750, a user may view and control all of the groups of devices
created by the user upon selection of the group menu option
756. When the user clicks on the name for a device, the
settings for that group will be displayed. An icon is displayed
to allow the user to add a new group to the list. When the user
clicks on the add icon, the new group screen will be displayed
such as shown in FIG. 20E. Particularly, in FIG. 20D, the
content area provides a list of the groups in a table 770 having
the following columns: 1) the user defined name for the group
which can be modified; 2) the list of devices that make up the
group, and 3) Actions—the actions that can be done on each
group.

[0237] In FIG. 20E, the home automation group screen
allows the user to edit an existing group. The content area
displays the current group name and the list of devices 772.
The user can use inline editing to change the group name. An
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Add Device drop-down menu 773 allows the user to select a
new device to add to the list. When the user clicks on the add
icon, the device will be added to the list of devices that display
the names of the devices. The actions column allows the user
to delete a device from the list. When the user clicks on the
delete icon, the user will be prompted to confirm the delete
operation. The user can change the group settings and press an
Update button to modity the group or press the Cancel button
to return to the list of groups screen.

[0238] As shown in FIG. 20F, via home automation screen
750 a user may view and control all of the scenes created by
the user upon selection of the scenes menu option 758. Gen-
erally, upon selection of the scenes menu option 758, the total
number of scenes is displayed via the list 775 shown in FIG.
20F. An icon is displayed to allow the user to add a new scene
to the list via functionality implemented via the example GUI
shown in FIG. 20G. When the user clicks on the add icon, the
new scene screen will be displayed. The content area 775 lists
the scenes in a table with the following columns: 1) the user
defined name for the scene. The user can modify the name by
using inline editing; 2) the schedule to activate the scene, if
defined; 3) the current status of the scene, e.g., either On or
Off. The user can click the icon to toggle the status of the
scene; and, 4) the actions that can be performed on each
scene.

[0239] In FIG. 20G, the home automation group screen
allows the user to edit an existing scene. The content area 777
displayed presents the current scene name and schedule. The
user can use inline editing to change the scene name, e.g.,
“morning”, change the scene settings and/or press the Update
button to modify the scene. The user can press the Cancel
button to return to the list of scenes screen.

[0240] As shown in FIG. 20H, via home automation screen
750 a user may view and control all of the events generated by
the gateway appliance. In the exemplary screen display
shown in FIG. 20H, the total number of events is displayed.
Anicon is displayed to allow the user to add a new event to the
list. When the user clicks on the add icon, a new event screen
is displayed for user configuration. The content area lists the
events in a table 778 with the following columns: the user
defined name for the event; the automation event; the scene to
be invoked for the event. A hyperlink is provided to the scene
screen; the current status of the event, e.g., either On or Off.
The user test the event mapping by clicking the icon to toggle
the status of the scene; and, the actions that can be done on
each event.

[0241] As shown in FIG. 201, the home automation group
screen allows the user to edit an existing event. The content
area displays a list 779 providing the event name, automation
event and scene. The user can use inline editing to change the
scene name, or change the event settings and press the Update
button to modify the event. The user can press the Cancel
button to return to the list of events screen.

Integration with the Calendar

[0242] When the user sets a schedule on any of the home
automation devices, the schedule will be integrated on a cal-
endar application. For example, if the user has scheduled
housekeeping tasks at specified times then the calendar auto-
matically reflects those tasks. In each user’s calendar, only the
tasks assigned by that user are reflected. Similarly, if the user
has utilized the scene builder to generate a “night scene” that
is initiated at 8 p.m. everyday, then the calendar shows the
scheduling of the “night scene” everyday at 8 p.m. The user is
then able to click on the scheduled tasks and modify the task.
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When the tasks are displayed on the calendar, the user may
click on the task and make any changes on the task. The
calendar is updated to reflect the changes. Thus, if the time of
the scheduled task was moved from 8 p.m. to 9 p.m. then the
calendar automatically refreshes to show the new scheduled
time.

Alarms, Logs, Statistics and Diagnostics

[0243] Referringto FIG. 4, the support services network 50
also may process alarms and logs and statistics. For example,
alarm aggregator 82 of the alarm subsystem may collect
alarm statistics from the gateway appliances, for example,
using the signaling control channel, and from other network
elements, preprocess and screen the collected alarms and pass
them to the alarm subsystem for appropriate processing.
Alarm aggregators, for example, may request alarm and diag-
nostic information from selected gateway appliances at pre-
determined intervals. Alarms may also be collected on
demand, for instance, when a user requests diagnostic infor-
mation for a selected gateway appliance. Further yet, the
gateway appliances may communicate alarms as they occur.
The alarm subsystem may 82, 85 log and provide diagnostic
access to all the network elements and utilize the underlying
accessibility framework for hard to reach gateway appliances.
The alarm subsystem 82, 85 further may run diagnostics,
configuration control and provisioning control.

[0244] FIG. 6G illustrates architectural overview of alarms
and statistics aggregator functionality in the support network
in one embodiment. In an exemplary embodiment, the alarms
and statistics aggregator functionality 82 provides a method
for monitoring and troubleshooting the gateway appliances.
The aggregator functionality 82 in general may provide a
collection point for all alerts and statistical data from the
gateway appliances. These alerts and statistics may be mas-
saged, e.g., filtered or reformatted, and forwarded to a 3"
party network management system 85 for monitoring and
managing the gateway appliances. In another aspect, the
aggregator functionality 82 may serve as a conduit for que-
rying information from each gateway appliance 10. Informa-
tion requests may be performed through simple networking
management protocol (SNMP) Gets initiated by the network
management system 85. Alarms from the gateway appliance
10 may travel through the connection manager or like func-
tionality 60, message router or like functionality 62, to the
aggregator(s) 82 or like functionality to reach the NMS 85. In
one embodiment, the aggregator(s) 82 receive alarms, log,
and statistics in the format of XMPP messages. The following
depicts an example alarm message structure generated by the
gateway appliance for communication to the service center.
The alarm message shows an SNMP Trap encapsulated in
XMPP.

<stream:stream
xmlns="jabber:client”
id="c2s__345’
from="gateway appliance-unique-number@prodeasystems.com’
to="alarms@prodeasystems.com’
version="1.0">
<SNMP Trap> Version number = SNMPv2
Community name = gateway appliance-Network

PDU type = Trap
Request ID =1
Error status =0

Aug. 26, 2010

-continued

Error index =0
Variable bindings = {Alarm = rhcCallRoutingFailure
Subsystem = gateway appliance-Voice
Region = 75080}
</SNMP Trap>

[0245] In one example embodiment, the SNMP Trap is
formatted in XML or like mark-up language. In operation, the
Aggregator 82 translates messages from the gateway appli-
ance to a SNMPv2c format and then forward the messages to
the NMS 85. Aggregators 82 may also translate SNMP Gets
queries from the NMS 85 to XMPP messages for sending to
the gateway appliances. Regardless of the direction of com-
munication, the aggregators 82 translate the message to the
appropriate protocol. Other network elements may utilize the
aggregator 82 for alerts and statistical requests. In one
embodiment, alarms from any network elements of the sup-
port network may travel directly to the NMS 85 without
passing through the aggregator 82.

[0246] In one embodiment, a mechanism for load balanc-
ing and redundancy may be provided for the alarms and
statistics aggregators 82. One mechanism may include per-
forming load balancing across the aggregators 82 through a
separate application or functionality referred to as alarm com-
ponent. Alarm components may manage connectivity
between the message routers 62 and the aggregators 82, as
well as evenly distribute incoming messages across all aggre-
gators 82. The aggregators and components may run in N+1
configuration, which may permit an aggregator or component
to be unavailable without affecting the collection of alarms
and statistics. In addition, there may be aggregators dedicated
to translating and passing SNMP Gets for querying informa-
tion from the gateway appliances. These aggregators may
communicate directly with the alarm components to forward
the XMPP translation of an SNMP Get to a message router
62, which forwards the XMPP message to the gateway appli-
ances. In one embodiment, the majority of aggregators may
be dedicated to routing messages to the NMS 85, while a
fewer such as one or two aggregators may handle routing
messages to the gateway appliances.

[0247] Inanother embodiment, connectivity to the message
router functionality 62 may be integrated directly into the
aggregator 82. In this embodiment, the routing of messages
from the gateway appliance 10 to an aggregator 82 may be
based on the following: each gateway appliance may estab-
lish a static connection to a message router 62. Each connec-
tion manager 60 may have a static connection to a message
router 62. Each aggregator 82 may establish static connec-
tions to multiple message routers 62, for instance, with no
router having more than one aggregator connection. Mes-
sages from an appliance 10 may then flow through a common
path to the same aggregator. If an aggregator is unavailable,
then messages for that aggregator may route to the closest
available aggregator through the message routers 62.

[0248] Aggregators or like functionality 82 may them-
selves generate an alarm, for instance, upon failure of the
aggregator to translate a message to SNMP. Similarly, an
alarm may be generated upon failure of the aggregator to
translate a message to XMPP and forward the message to a
gateway appliance. The alarms and statistics aggregator 82 or
like functionality may also generate alarms, for instance,
upon establishing successful connection to a message router,
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failed connection, when an active connection is lost, or upon
failure to forward a message to a gateway device. Such alarms
may include the IP address or the FQDN of a message router
and reason or description for the event.

[0249] In one embodiment, each NMS may be associated
with a service provider. For enabling aggregators or like
functionality 82 to route messages received from the gateway
appliances to a specific service provider NMS 85, the alarm
message may include an identifier for the service provider or
the aggregator 82 may query the service provider, for
instance, from an external source, based on the gateway appli-
ance’s id such as Jabber ID. In addition, the aggregator 82
may track a list of IP addresses and ports for each NMS 85.
Further, the aggregator 82 may support the option to route
messages to one or more NMS 85 based on the service pro-
vider associated with the gateway appliance sending the mes-
sage.

[0250] In one embodiment, the alarms and statistic aggre-
gator or like functionality 82 may support different states
when active. One state may be unlocked. During unlocked
state, the aggregator receives incoming messages and trans-
lates messages. Another state is locked. In locked state, the
aggregator is no longer accepting incoming messages, how-
ever, the application, i.e., aggregator may be still translating
messages. This state may be useful for gracefully halting or
shutting down and aggregator. Generally, an administrator
may be given privileges to be able to move an aggregator
instance into a locked state or unlocked state. In addition, an
administrator may be enabled to shut down an aggregator
instance. Further, the aggregator cluster 82 may be designed
such that a single aggregator instance may be upgraded or
shutdown without affecting or having to shutdown or stop all
aggregator instances.

[0251] In another embodiment, the alarms and statistics
aggregator or like functionality 82 may be monitored. A
monitoring agent may oversee the various aggregator pro-
cesses and watch over the state of its servers or like function-
ality, for example, to ensure the aggregator service remains
available. The monitoring agent may perform appropriate
notifications to appropriate components or functionality if
any problems are detected during monitoring process. In
another aspect, there may be monitoring agents for other
elements or functionalities in the support network.

[0252] Inone embodiment, the alarms and statistics aggre-
gator or like functionality 82 may maintain various counters
and statistics relating to the number of messages and events
occurring within each aggregator instance. For example, each
aggregator instance may track a list of gateway appliances
from which it has received incoming messages and/or the
number of incoming messages it receives from a gateway
appliance; track the number of messages discarded due to its
inability to translate a message from XMPP to SNMP, or from
SNMP to XMPP; track the total number of messages dis-
carded due to the unavailability of a gateway appliance, etc.
This information may be queried from each aggregator
instance through the use of an SNMP Get and stored in the
NMS 85 for near real-time and historical reporting. The
report may be available to the network administrator for
monitoring traffic levels across the aggregator instances.
There may be an option, for example, for an administrator, to
reset or clear one or more or all counters or information.
[0253] Logging is a useful function for troubleshooting
events that occur within an application. The alarms and sta-
tistics aggregator may include a generic process responsible
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for logging messages. Logs of processing performed by the
aggregators may be recorded and stored. Such processing
may include, but not limited to, attempts to connect to mes-
sage routers, failed connections including IP addresses and
port numbers or FQDN of message router, lost connections,
etc. In addition, incoming or outgoing messages in the aggre-
gator may be logged, including for example, messages it
failed to forward.

[0254] Inaddition, other network elements, servers or ser-
vice functionalities may be capable of logging events, statis-
tics and generating alarms based on various processing per-
formed specific to each server or functionality in the support
network. The alarms and statistics aggregator may also inter-
face with those network elements to collect various alarm and
statistical data related to processing.

[0255] From the gateway appliance perspective, the gate-
way appliances may have the ability to generate alarms when
apre-configured threshold value is exceeded on the device. A
user may have an option to set the method by which the user
may be notified when an alarm is generated. In one embodi-
ment, multiple notification events may be defined on the
appliance. These notification events may be capable of being
associated with different roles so that assigned user can be
notified when the event occurs. Examples of different meth-
ods of notification may include but not limited to e-mail, a text
or SMS message, instant messaging, personal page, TV, and
telephone. Every role (types of users) may have the ability to
receive notification for any notification event. In one embodi-
ment, the same notification or alarm event may be notified in
multiple ways to the same user. Analogously, the same noti-
fication or alarm event may be notified in multiple ways to
different users.

[0256] The generated alarms may be logged and their sta-
tistics generated. Similarly, other information may be logged
and their statistics generated. Alarms, logs and statistics kept
in the support network may be accessed by a user at the
gateway appliance using web services interface in one
embodiment. Further, HTML GUI may be provided for the
user to access the alarm, logs, and statistical information
associated therein. Different levels of logging may be enabled
or disabled depending on the access privileges set through
configuration. The gateway appliance, in addition, may be
enabled to filter logs, alarms, and statistics based on search
criteria.

[0257] Example functionalities based on which an appli-
ance may generate logs and statistics are defined in Table 1.
TABLE 1

Sample of System Condition for logs and statistics to be
functionality generated
monitor the CPU if the CPU utilization exceeds preconfigured

utilization on a
continuous basis
Memory
monitor the disk
utilization on a
regular basis

threshold values the system may create a log

the amount of memory usage

if the disk utilization exceeds preconfigured
threshold values the system may create a log
to capture:

preconfigured threshold value
current utilization level
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TABLE 1-continued

Sample of System
functionality

Condition for logs and statistics to be
generated

Keep track of
login attempts

if unsuccessful login attempts are noticed the
log shall capture:

date and time of the login attempt

the userid of the login attempt

number of attempts made

Provide firewall process logs

If the number of attempts exceeded the
maximum allowed value within a preconfigured
duration, the events may be logged.

1. Log the status

2. Log any throttling actions

3. Log any pre-configurable thresholds

Track firewall
probe attempts

Track bandwidth
manager status

[0258] With respect to alarms generation, the gateway
appliance is capable of: 1. Displaying alarms on the network
map of the user; 2. Sending alarm to the service provider; and,
3. Sending an alarm to the user. Any/all of these methods can
be configured against a particular alarm. Example conditions
under which alarms are generated are given in Table 2:

TABLE 2
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[0261] Thus, from a gateway appliance perspective, an
appliance may keep records of usage information and events
(referred to as event records) associated with services such as
those associated with voice calls, media services, etc. In one
embodiment, it may be possible to derive billing data from a
single event record without having to correlate with any other
event record. The gateway appliance 10 interfaces, e.g., trans-
parently through the routing manager functionality, with bill-
ing collector 58 and sends the event records to the billing
collector or like functionality 58, which collects event records
from all gateway appliance platforms. In one embodiment,
the collection may be executed at predefined intervals, for
example, as configured on individual gateway appliance 10.
In one embodiment, the gateway appliance may be capable of
initiating the transfer of the generated event records to the
billing collector, e.g., at configurable intervals.

[0262] An example protocol used for communicating the
event records between the gateway appliances and the billing
collector is XMPP, although not limited to such. XMPP is
defined in IETF RFCs 3920 and 3921. For example, the
process of transferring the records generated by the appli-
ances may be through the XMPP protocol and the application
layer protocol attributes. Example attributes of the XMPP

Name of alarm (examples)  Condition for alarms to be generated

Actions to be taken

TEMP__ALARM If the temperature thresholds on the
devices that are temperature

controlled are exceeded

shutdown the GW device and
optionally: send an alarm to
the OAMP Server notify the

configured user

the disk utilization exceeds critical
levels

when applications or subsystems are
down or service faults are detected

DISKUTIL_ALARM
SYSDOWN__ALARM
user

FIRMUPFAIL__ALARM
LOGIN_ALARM

failed firmware upgrade

If the number of login attempts
exceeds the configured maximum
value within a preconfigured duration

notify the configured user

send alarms to the support
network notify the configured

notify the configured user
notify the configured user

Billing

[0259] The gateway appliance in an exemplary embodi-
ment is an interactive device for a premise such as the home
that enables users to purchase and activate services. The sup-
port network 50 thus further may provide bill collecting capa-
bilities for services rendered at the gateway appliance.
Examples of services, for example, may include voice, media
such as movies and music, backup services, home automa-
tion, file sharing, parental control, etc. Referring to FIG. 4,
billing aggregator or like functionality 58 may communicate
with the gateway appliances and the third party service pro-
viders (e.g., VOD(s), CA(s), wholesale voice providers,
backup services, etc.) to collect and correlate billing records.

[0260] In one embodiment, the gateway appliances and
other network elements may generate records of billable
events, which may be used for billing, verifications, trouble-
shooting and other purposes. The gateway appliances, for
example, may record all billable events and send the data to
the billing aggregator or like functionality 58, using for
example, the signaling control channel, for instance, via the
message router. This transmission of billing data may occur at
a regular interval or a predefined interval or at other desired
time or period.

protocol may include: the appliance initiating a “message”
stanza; the “to” attribute containing the full JID of'the billing
collector or like functionality; a stream unique “id” assigned
to the message; and the body of the message containing the
appliance generated event record in a string format. An
example application layer protocol may contain data such as
a unique message ID which may be different from the mes-
sage if of the XMPP layer, message sequence number (e.g., 1,
2, 3, etc.), and total number of bytes in the event record
contained in the body of the XMPP “message.”

[0263] As mentioned, one or more gateway appliances 10
may communicate billable events via XMPP messages that
include billable events to the billing collector or like func-
tionality 58 via a message router or like functionality 62. In
one embodiment, the message for the event record transfer
from a gateway appliance 10 to the billing collector 58 may be
a two-way handshake. Thus, in one embodiment, the billing
collector 58 sends an acknowledgment to the appliance for
every message received. The appliance may resend the mes-
sage if it does not receive an acknowledgment, e.g., within a
predetermined time. In one embodiment, when the billing
collector 58 receives the message from the appliance, it
checks the message for errors (e.g., whether the total number
of bytes in the enclosed event records is equal to the total
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number of bytes mentioned in the application layer attribute
parameter). If there are no errors, the billing collector 58
writes the data to a file and stores it, e.g., on a storage device
such as shown at 1602.

[0264] In one embodiment, the billing collector 58 then
sends the acknowledgment to the appliance. The acknowl-
edgment message, for example, may contain the same mes-
sage id as the received message, so that for instance the
appliance can identify that it is a receipt of the message sent.
As mentioned above, in one embodiment, if the gateway
appliance does not receive the acknowledgment message
within a predetermined wait-time, it may resend the message.
Thus, in one embodiment, the billing collector 58 may receive
a re-send of the previous message. However, in one embodi-
ment, the billing collector 58 need not know that it is a
re-resend. Instead, in one embodiment, the billing collector
58 may treat the message as if it were the first message of its
type. If an error occurred in the message, for example, the
number of bytes in the received event records does not match
the number of bytes in the message attribute then the billing
collector 58 may formulate an error message and send it to the
appliance. The message may contain an error reason, for
example, “error in bytes received.”

Parental Control

[0265] Yet another functionality that may be provided in
the appliance gateway in conjunction with the support ser-
vices network include parental control. The parental control
functionality in one embodiment may allow parents to track
what their children are doing on their PC’s or what content
children are watching, for example, on a media device such as
the TV or PCs, and provide an easy way for parents to grant
permissions for children to watch a show on a remote TV or
watch pay per view content. Furthermore, the parental control
functionality in one embodiment may allow parents to moni-
tor and control access to media devices such as a telephone
providing voice services associated with the gateway appli-
ance.

[0266] In one embodiment, software running on the PC as
a background service may record all desktop activity as a
video and distribute it to the gateway appliance to be stored on
ahard drive. The video may be published on the local network
using a protocol such as UPnP. Parents can then view the
video by connecting to the video stream hosted on the gate-
way appliance from a TV by using a set top box, which acts as
a UPnP renderer. This unique method provides a near real-
time view of all PC desktop activity from a remote and con-
venient location. Parents need not have to go to the children’s
room to check up on any PC activity. Parents can track their
children’s PC habits while they are watching TV. If the set top
box is capable, the PC view could be shown with picture-in-
picture overlaid on the live TV signal.

[0267] In another embodiment, video content managed by
the gateway appliance as a service may be accessed in the
home on TV’s using a set top box. The service provides a
mechanism for parents to manage the parental controls of the
service content. When a child tries to watch a movie but
cannot since it is blocked by parental controls, he may press
a button on the remote to send a notification to parents TV to
get permission to watch. On the parent’s TV, a notification
appears. Parent opens the notification on TV, sees data about
the movie and then indicates with the remote if the movie is
allowed. Ifit is allowed, then the movie may be unblocked for
the child. If it is not allowed, the movies are still be blocked
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and the child may get a notification on his TV that the parent
has not given permission. This way the child does not need to
run to the parent and provide explanation of the movie, or the
parent need not independently search for information about
the movie in order to decide whether to provide permission
for viewing.

[0268] In yet another embodiment, the gateway appliance
may provide a pay per view service. The gateway appliance
may provide parents with configurable mechanisms to allow
children to ask permission to watch pay per view content.
When a child wants to watch pay per view movie, he presses
a button on the remote which then sends a notification to the
parents, for example, using TV, SMS or email. The parent
receives the notification with all the information about the
movie and the cost. The parent can then indicate whether the
movies can be watched. The gateway appliance may have a
web server to allow the parent to remotely specify permission
by hosting a web page, which can be accessed by a browser on
a mobile phone or a link embedded in an email. If the parent
grants permission, then a notification may be sent to the
gateway appliance to allow the payment. A notification may
be also sent to the children’s TV indication permission was
given. If permission is not given, then a notification may be
sent to the child’s TV indicating that decision. This mecha-
nism allows parents to give their children permission to watch
pay per view content remotely, without being at home. Par-
ents can see the information about the show and can directly
control the payment transaction.

[0269] In another exemplary embodiment, the gateway
appliance may provide parental control functionality with
respect to voice services associated with the gateway appli-
ance. For example, the gateway appliance may be associated
with a telephone device (i.e. a traditional PSTN telephone
through an adapter, a session initiation protocol telephone,
IM client) to provide managed voice services. An adult, by
utilizing the exemplary service may monitor and manage all
voice conversations the service provides. As an example, a
parent can press a button on a TV remote, which may display
a list of all voice calls that have occurred in the home with a
particular telephone device. The gateway appliance may be
configured to associate users with particular telephones such
that the parent can monitor and manage access to specific
voice services available to their children. By way of example,
an adult can monitor a particular telephone device usage by
observing the time-of-day the call occurred, the day-of-the-
week the call occurred, the type of call (i.e. local, long dis-
tance, international), the length of the call, the date on which
the called occurred, the number called, and the number of the
calling party. Furthermore through the gateway appliance, an
adult can manage a child’s usage of a telephone device by
limiting accessibility of the device according to various
parameters that may include, but not limited to, the identity of
the user, time of day, day of week, and type of call. Thus, the
gateway appliance provides parents a real-time view of the
voice services being as well as a method for managing the use
of telephone devices within the home.

[0270] The gateway appliance may keep track of all content
that is being watched on the services it provides. A parent can
press a button on a TV remote, which may display a list of all
content that is currently being watched in the home. The
gateway appliance may be configured to associate users with
particular media devices such as TVs such that the parent can
see what content their children are watching on their TVs.
This provides the parents a real-time view of the kinds of
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content their children are watching. This mechanism also
allows the parents to keep track of how much TV their chil-
dren are watching.

[0271] In operation in one embodiment, functionality in a
set top box (STB), for example, may overlay GUI on the live
TV signal. The STB may have a universal remote control,
which allows the user to control TV/Cable/Satellite functions
in addition to one or more features provided by the system and
method of the present invention in one embodiment. By
pressing a special button on the remote control, a gateway
appliance menu system may be overlaid on the TV signal. A
user may then use the navigation buttons on the remote to
select one or more gateway appliance features.

[0272] The parental control functionality may be estab-
lished by a parent setting preferences on the gateway appli-
ance through a media device. Specifically, the parent may
utilize a media device, such as a TV or a PC, that is connected
to the gateway appliance to establish certain parental control
parameters. For example, a parent could limit their child’s
access to certain media devices based on the various param-
eters the parent entered into the gateway appliance. Parental
control parameters that may be established by a parent
include, but not limited to, (i) limiting access to certain media
devices for a certain user because of their identity, (ii) estab-
lishing a password for a specific media device thereby not
allowing an end user to access that device without the pass-
word, (iii) limiting access to a specific media device based on
the time-of day, (iv) limiting access to a specific media device
based on the time-of-week restrictions, and (v) utilizing
media content ratings thereby restricting an end user from
accessing certain media on a media device that is deemed
inappropriate for that end user based on the media content
ratings. Thus, a parent through a media device associated with
the gateway appliance may establish accessibility parameters
that enable the parental control functionality within the exem-
plary system.

[0273] In one embodiment, when a child tries to watch a
movie that is stored on a gateway appliance, the STB may
query the appliance if there are any restrictions on playing the
movie. The gateway appliance in one embodiment may keep
a database of all of the parental control settings. The gateway
appliance may use this data to decide if the movie can be
played, for example, based on the ratings metadata of the
movie. If the movie is locked by parental controls, the gate-
way appliance may inform the STB to display a list of options
onthe TV. The list of options may be overlaid on the TV signal
by the STB. One of the options may be to ask the child’s
parent(s) or like for permission to watch the movie. When the
child selects that option, a message is sent to the gateway
appliance. The gateway appliance may have a notification
mechanism, which allows notifications to be sent to any
device it manages. When the gateway appliance receives the
request for parental controls permissions message, it may use
its knowledge of how to contact the parent(s) or like and
which device to send the notification. All users of gateway
appliance can use an interface such as a Web GUI to configure
how they should be notified and for which notifications,
which devices should be used. This notification configuration
data may be stored on the gateway appliance, for example, in
its database. If the parent(s) or like are watching TV in their
own room, then the gateway appliance may send the notifi-
cation and the metadata about the movie to the STB for that
TV. The STB may overlay the message and movie data on
their TV signal. The parent(s) or like may be able to read the
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message and then select from a list of options how to respond
to the child’s request. When the parent has made a selection
using their remote control, that STB may send that response
back to the gateway appliance. The gateway appliance may
send that response as a notification to the child’s TV using its
STB. If the response was to allow the movie to be watched,
the RHC may remove the lock on the movie, and it may allow
the movie to be streamed to the child’s STB. If the response
was not to allow the movie to be watched, the child may not
be able to play the movie and may be given the option to pick
another movie.

[0274] FIG. 13A illustrates a call flow among the gateway
appliances and a plurality of network elements in the support
infrastructure for provisioning the parental control (PC) ser-
vice in the gateway appliance in one embodiment. At steps
shown at 1002, the gateway appliance in conjunction with the
network elements performs the steps to register the gateway
appliance and update it with the firmware. At steps shown at
1004, the gateway appliance requests subscription informa-
tion from the subscription manager or like functionality via
the message router or like functionality, providing it with the
gateway appliance identifier. The subscription manager
responds with detailed information such as the latest version
numbers of parental control application and identifiers for
configuration data and files that the gateway appliance needs
in order to provide the parental control service. At steps
shown at 1006, the gateway appliance downloads from the
parental control service manager or like functionality the
configuration data as identified by the subscription manager,
over a secure communication channel established, for
example, using the web interface component or like function-
ality of the support network. Configuration data may include
blacklisted URLS and other provisioning information for
parental control. At steps shown at 1008, the gateway appli-
ance configures blacklisted URLs and other provisioning
information for performing parental control at the gateway
appliance, sends a message to the parental control service
manager or like functionality that the provisioning is com-
pleted, and subscribes for parental control provisioning
updates to the pub/sub network element or like functionality
in the support network. The configured parental control ser-
vice is then started, providing various control according to the
configuration as to what may be accessed or displayed by
various users of various endpoint devices that connects to the
gateway appliance.

[0275] FIG. 13B illustrates a call flow for updating parental
control service provisioning in one embodiment of the
present invention. According to steps at 1010, the gateway is
registered, updated with firmware and has completed service
provisioning for parent control feature. At step 1012, the
parental control service manager or like functionality sends a
message to the pub/sub server or like functionality that
updates for parental control service are available. At steps of
1014, the pub/sub server checks connected gateway appli-
ances that subscribe to this service and also optionally calcu-
lates update notification rate to sustainable rate. The pub/sub
server then notifies the identified gateway appliances via the
message router or like functionality of the available updates at
steps shown at 1016. At 1018, the gateway appliance down-
loads the updates from the parental control service manager,
for instance, using the web services interface element or
functionality of the support network to access the parental
control service manager. The gateway appliance also sends a
message to the pub/sub server when it completes the down-
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load. The pub/sub server, depending on design implementa-
tion, may send the notification to other gateway appliances of
the available updates at 1020. At steps shown at 1022, the
gateway appliance reconfigures its parental control service
configurations using the updated data, notifies the service
manager that updated provisioning is complete, and contin-
ues with providing the parental control service with the new
configuration.

Voice Services

[0276] Voice services support is another capability pro-
vided by the gateway appliance and networked services sup-
port infrastructure of the present invention. Subscribers have
at their disposal a rich set of voice services, including, but not
limited to: anonymous call rejection; call forwarding (uncon-
ditional, call forwarding on busy, call forwarding on not avail-
able); call hold; call logs; call pickup; call transfer; call wait-
ing; call waiting with caller ID; caller ID delivery; caller
ID/caller name blocking; caller name delivery; contacts/ad-
dress book management; do not disturb; emergency call han-
dling; fax support; International dialing support; message
waiting indication for voicemail; national dialing support;
selective inbound call restrictions; speed dial; three-way con-
ference calling; and voicemail.

[0277] Where applicable, subscribers may configure fea-
tures and services viaa web interface or using Vertical Service
Codes (VSC). Call history for calls received, calls originated,
and calls missed may be provided in the subscriber’s person-
alized call portal. Complete voice package to customers may
be offered as extensive voice network architecture.

[0278] FIG. 10A illustrates an example process for call
services provisioning in one embodiment. As described in the
typical service provisioning of FIG. 8A, after registering and
receiving its firmware updates, at steps shown at 503, a sub-
scription manager receives information associated with the
gateway appliance and provides specific service provisioning
information as it relates to voice services as indicated at steps
506. In one embodiment, the subscription manager or like
functionality provides the subscription information as well as
configuration data information for voice provisioning details
to the gateway appliance. For instance, the subscription man-
ager or like functionality may receive metadata regarding
provisioning, e.g., information associated with configuration
data needed to provide the service from the voice service
manager or like functionality. In another embodiment, the
gateway appliance may request the configuration data infor-
mation from the voice service manager or like functionality.
The gateway appliance may then download the needed con-
figuration data described in the metadata from, for example,
the voice service manager or like functionality. The actual
downloading may occur at a later time or at the time the voice
service is being provisioned. Exemplary voice services that
may be provisioned at a gateway appliance include dial plan
configuration, inbound/outbound routing configuration sup-
ported auto configuration device list. At step 509, provision-
ing is completed and the notification is sent back to the voice
services manager which is further relayed to the pub/sub
server. A voice service initialization procedure is then per-
formed, for example, as now described with respect to FIG.
10B.

[0279] FIG. 10B illustrates an example of call service ini-
tialization as carried out by the appliance and system of the
present invention in one embodiment. Steps 510 perform
service provisioning, accessibility testing optionally, and
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determining optionally whether public access is available to
the appliance at a public IP address either with or without
network address translation services provided, or whether its
determined address is a local IP address with VPN and port
forwarding, and starting voice services. At steps 514, the
appliance sends voice service access details message includ-
ing, for example, 1Q set, gwld, voice and signalingPort to the
network message router or like functionality which routes the
information to the voice service manager or like functionality
which then forwards the gwld, and voice access info infor-
mation including a “notActive” indication to the location
server that provides location services. Further, voice accessi-
bility test information including accessDetails may be sent by
message to a service accessibility tester or like functionality.
At step 514, a voice service accessibility test is performed
from a public interface utilizing, for example, SIP/RTP, and a
voice accessibility test response is received at the voice ser-
vice manager. Once the accessibility test is successfully per-
formed, the voice specific manager updates the location
server component with the gwld, voice and an “active” indi-
cation. The voice service access response may be then for-
warded back to the message router for routing ultimately,
back to the gateway appliance at step 517.

[0280] FIG. 10C illustrates an example of call service pro-
visioning update as carried out by the appliance and system of
the present invention in one embodiment. In one embodi-
ment, the update provisioning process may occur after the
steps at 520 have been performed: e.g., gateway registration,
firmware updates and that service initialization has been com-
pleted. At steps 523, the voice service manager or like func-
tionality or device may publish a voice service provisioning
update to the pub/sub server or like functionality, for
example, including provDetails, voice, applicableGW and
updateRate (notification rate) information for that service.
The pub/sub server checks for the gateway appliances that
have subscribed for this service provisioning update and may
optionally calculate an update notification rate to ensure a
sustainable rate. At steps 525, the pub/sub server may send a
message destined to all of the gateway appliances that sub-
scribe to this service provisioning update, about the service
provisioning update including, for example, the IQ Set, voice
and provDetails, for example, via a signaling control channel,
for instance using XMPP. A gateway appliance them may
download the provisioning data needed, for example, via a
secure HTTPS connection. The downloading step may occur
at the time of receiving the notification, or alternatively at
another time, as desired. Once the service provisioning data
download is complete, the support network may be notified
and the gateway appliance is responsible for the reconfiguring
and provisioning of the appliance for the particular voice
services. As shown in FIG. 10C, the process is repeated 527
for each gateway appliance subscribed to that voice service
update.

[0281] Withrespect to call services, FIG. 11A illustrates an
example message flow scenario for providing automatic
detection and configuration of SIP devices that communicate
through the gateway appliance. As shown at a first step 530, it
is assumed that the gateway registration, firmware updates
and that service initialization has been completed. At steps
533, the gateway appliance has detected that a SIP phone has
initiated a connection with the appliance by receiving a
Dynamic Host Configuration Protocol (DHCP) request for an
IP address. The gateway appliance responds with an IP
address, thus enabling SIP phone connectivity via the appli-
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ance. Then, at steps 535, the gateway appliance performs a
check to determine if the SIP phone device is new to the
network and further, whether the SIP phone device is sup-
ported by the gateway appliance. If it is supported, at steps
537 the gateway appliance queries the device as to whether it
is already configured and waits to receive registration infor-
mation from the user of the phone device which can be for-
warded to the network for updates subscription purposes. The
gateway appliance submits a message to subscribe to the
voice service manager or like functionality for firmware
updates for the SIP phone device which message is forwarded
for retention in the pub/sub server at steps 539 so that they can
be made to this SIP phone endpoint device in the manner as
described herein.

[0282] Withrespectto call services, the FIG. 11B illustrates
an example message flow scenario for managing upgrades for
SIP devices. As shown at first steps 540, a voice service
manager has provided a “SIP device firmware update avail-
able message” to the pub/sub server or like functionality,
which in response performs a sequence 543 to check for all of
the gateway appliances that subscribe to receive that particu-
lar service upgrade. In one embodiment, the pub/sub server or
like functionality may optionally calculate the update notifi-
cation rate prior to providing the firmware updates and send
the upgrade information details back to a message router or
like functionality, which forwards the firmware upgrade
information to the appliance, for example, in the form of a
data structure that may include 1Q Set, upgradeDetails. The
firmware updates may be downloaded from the firmware
download server or like functionality, for example, via
HTTPS connection, to the appliance. The downloading may
occur at the time of notification or at a later time as desired.
Once the downloading ofthe updates is complete, a download
complete notification may be sent back to the pub/sub server
or like functionality at steps 545. It is understood that the
pub/sub server may send notifications to the remaining gate-
way appliances subscribed to receive the SIP phone firmware
upgrade in the similarly manner. Finally, at step 547 steps are
initiated to physically upgrade the firmware at the SIP phone
and/or reconfigure the phone.

[0283] FIG. 21 illustrates an example architectural diagram
for providing call (e.g., voice or other media) processing in
one embodiment. In-premise or in-home components may
include gateway appliance 2002 of the present disclosure, SIP
and FXS endpoints, possible in-home gateways and software
clients. Support network components or like functionality
may include billing 2004, provisioning, network manage-
ment 2008 and session border controllers 2010. Examples of
end user functionality may includes, but is not limited to,
voice services to home owners globally in multiple countries;
instant messaging contact list downloads with presence func-
tionality; office or email application contact lists downloads;
ability to make calls from IM clients to VOIP or PSTN ter-
minations; ability to make calls from IP Phones to IM clients,
VOIP or PSTN terminations; ability to make calls using
“click-to-call” from web browser; ability to make video calls;
ability to make calls from traditional phones (through a Phone
Adapter) to IM clients, VOIP or PSTN terminations; ability
for user to manage services from TV; if the home owner has
subscribed to a PSTN line, PSTN routing can be used as an
overflow option or as the primary choice, based on station;
whole house voice mail services; ability to make intercom
calls based on public numbers or speed dial numbers; ability
for the user to manage gateway appliance contact lists, and
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other service attributes; voice services integrated with other
services on the same platform; ability to use interactive voice
prompts to manage services; ability for one user to have
multiple gateway appliance devices geographically scattered.
Such a gateway appliance subnetwork may have common
billing and allow the user to move endpoints between gateway
appliances.

[0284] From the support network or management perspec-
tive, call services may be managed and provisioned centrally
and remotely (e.g., using web browsers or other interfaces),
billing information and statistics records may be collected
from the gateway appliances.

[0285] In one embodiment if a user has subscribed to a
PSTN line, PSTN access may be also provided. For example,
a Phone Adapter/PSTN Gateway 2012 may be used to pro-
vide access to PSTN and an interface for traditional PSTN
phones. Optionally, PSTN access may be provided through a
break-out from the Internet at a later point in the network.
[0286] Shown in FIG. 21, the appliance 2002 resides in-
home, connecting to various end-user devices. The devices
may be traditional phones 2014 and faxes 2016 (e.g., through
a Phone Adapter/PSTN Gateway 2012), IP devices 2018 con-
nected over wired LAN or IP devices 2020 connected wire-
lessly. Appliance 2002 may also support connections to the
in-country PSTN 2022 (e.g., through a Phone Adapter/PSTN
Gateway or through break-out from a VOIP service providers
network), to the Internet via Broadband Access 2024 and e.g.,
via WiMax.

[0287] Inoneembodiment, the functionality between RHC
and PAPG remain country-independent, as much as possible.
A user may be able to manage service aspects utilizing a TV
display and remote control, for example, using a Media
Adapter (UPnP AV or other). A Media Adapter may be able to
handle context-specific (e.g., in relation to what is displayed
onthe TV) input from a remote control and communicate this
to the appliance 2002. This interface may be used for auser to
select menu-driven items.

[0288] In one embodiment, services may be provided
between in-home devices (e.g., 2012 . . . 2018) and remote
devices (e.g., 2022 . .. 2026). In-home devices may include,
but are not limited to: SIP Endpoints (e.g., a SIP Phone
connected over Ethernet or over 802.11x or a computer, con-
nected over Ethernet or over 802.11x, or other means); IM
Endpoints (e.g., devices capable of IM signaling over Ether-
net or 802.11x or other means, such as computers and wire-
less phones); traditional FXS Phones and Fax Machines, for
example, connected via a Phone Adapter/PSTN Gateway or
like devices, for example, making them appear like SIP end-
points to gateway appliance 2002. Remote devices may
include devices located outside the home, worldwide. The
actual end devices may be of multiple types and is not
required that they are visible to RHC. For instance, they may
interact via SIP on a broadband interface or through the Phone
Adapter/PSTN Gateway or like device or functionality.
Remote devices may include but are not limited to: SIP
phones (wireless or wireline) associated with a gateway
appliance; external IP Phones (both gateway appliance-based
and non-gateway appliance based); PSTN phones; IM clients.
[0289] In one embodiment, the gateway appliance 2002
may serve as an in-premise server responsible for call pro-
cessing. PAPG 2012 may connect traditional FXS phone/
faxes or like, the PSTN and gateway appliance platform.
Media adaptor 2028 may be used to allow a user control of
services, such as voicemail from such devices as TV. Further,
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there may be provided media services for conferencing. IM
2030 may provide instant messaging services to users with
IM-capable platform and handle contact lists and associated
management. Provisioning 2006 in general provides provi-
sioning services and gateway appliances and users. NMS
2008 may manage and process alarms and other information
from the gateway appliance 2002, for example, received via
aggregator functionality in the support network. Billing 2004,
for instance, collects billing information or billable events
and records from the gateway appliance 2002. SBC 2010 in
general serves as an interface to a VOIP service provider or
like. This functionality 2010 may also provide security func-
tions. SIP directory/redirect server (shown at 2032) may pro-
vide routing and Dynamic DNS (DDNS) server (also shown
at 2032) may enable gateway appliance behind NAT, for
instance, by correlating gateway appliance FQDN to IP
address. SIP location server (also shown at 2032) may pro-
vide location mapping functionalities.

[0290] Interfaces at the premise interfacing to the gateway
appliance 2002 may include wired local are network support-
ing, for example, including 10/100 Ethernet, multimedia
(MOCA), homePNA. The appliance 2002 may also support
wireless interfaces such as 802.a, 802.b, 802.g network, etc.
In addition, external interfaces such as traditional PSTN line
interface between PAPG and CO, Cable, DSL or Fiber-based
interface to ISP, wireless broadband (Wimax or any other
standard) interface may also be supported.

[0291] Example services, which may be supported by func-
tionalities in the gateway appliance 2002 may include but are
not limited to: calls from one home endpoint to another in-
home endpoint (e.g., intercom calls); calls from an FXS
phone behind a PAPG to the PSTN, VOIP network, or an IM
endpoint; calls from a wireline or wireless SIP phone to the
PSTN, VOIP network, or an external IM endpoint; calls from
an IM client on a computer to the PSTN, VOIP network, or
another external IM endpoint; a SIP phone may be registered
in-home or externally, from a remote location (such a location
may be a wireline network or wireless (e.g., wifi) hotspot;
origination using a click-to-call mechanism, where the termi-
nation may be selected from a contact list using a browser
from a computer or phone or like. The origination may be
another registered devi

[0292] Further exemplary voice call scenarios are now
described with respect to FIGS. 12A-12G. In a first example
scenario shown in FIG. 12A, there is demonstrated a PSTN
call flow from an origination endpoint communication
device, e.g., an analog phone or SIP phone, to the gateway
device with a public IP address. At steps 550, an SIP invite
message is sent from the VoIP gateway device to the system
network that delivers the caller identity of the calling party to
the service subscriber on inbound calls. The message is
routed to the service network’s Session Border Controller
(SBC) device which routes the invite message including the
calling number (pstnNumber) and called number to the SIP
Redirect Server which initiates a request to the location server
that maps the caller from the inbound SIP INVITE message to
a identifying gateway device associated with the service sub-
scriber and the SIP port upon which the gateway appliance is
listening. At steps 553, the location service sends a response
message back to the SIP Redirect server which routes it back
to the SBC which then forwards the contents of the inbound
SIP INVITE message to the identified gateway device. Then,
at steps 555, the establishment of the voice communication
session with the IM Client via the SBC using standard SIP
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messages such as 100 Trying and 180 Ringing messages is
performed. Then, upon receiving the proper acknowledge-
ments, the gateway device forwards a 200 OK message to the
IM Client which is acknowledged and sent back to the appli-
ance. At this point, a media path is established as illustrated at
step 556 by the RTP connection accommodating a media
communication session between the endpoint communica-
tion device via the VoIP gateway and the gateway appliance.
The steps 557 occur when either the origination endpoint
communication device or the gateway initiate a disconnect
sequence. In this example, the instant messaging client sends
signals to terminate the voice communication session, e.g., a
BYE message.

[0293] In this example call flow, the SBC is a SIP-based
session border interface providing a wholesale network inter-
face and billing services for on net and off-net voice calls.
Signaling for SIP based on-net and off-net calls to and from
the gateway appliances traverses through the gateway appli-
ance. The media associated with the SIP-based calls may, or
for optimization purposes, may not traverse the SBC. The
SBC also may provide Lawful Intercept services (CALEA)
and security; DOS attach prevention, and signal rate limiting.
[0294] In operation, as shown in FIG. 12A, the SBC may
hide the details of the networked support services infrastruc-
ture from the wholesale provider for inbound calls and hide
the details of the wholesale providers” VoIP network from the
networked SC. On calls inbound from the wholesale provider,
the SBC sends a SIP invite to the SIP Redirect Server and
subsequently extends the call based on a redirect (3XX) mes-
sage received from the SIP directory server. On call requests
received from the appliances, the SBC sends a SIP invite to
the SIP directory server and subsequently extends the call
based upon a redirect (3XX) message received from the SIP
directory server. Media may or may not be anchored to the
SBC, depending on network optimization requirements. The
SBC also may record billing records and events for all STP
calls and send these records to the billing collector or system.
[0295] Public SIP redirection and proxy servers or like
functionality in one embodiment may provide SIP proxy/
redirect services to public remote SIP phones and devices.
The public SIP proxy/redirect servers provide a similar func-
tion for SIP requests as the public web servers to for HT'TP
requests, described above. The users of these servers may be
remote based wifi or IP SP phones that need to register with
the “home” gateway appliance or place a call, which routes
through the gateway appliance. The request is resolved by the
DNS and directed to the public SIP server, the public SIP
server queries the location server and then, depending on the
type of request and the accessibility of the gateway appliance,
the public SIP server may either proxy or redirect the request.
In one embodiment, all remote phone registration requests to
gateway appliance may be proxied by the public SIP server.
These servers or like functionalities may have interfaces to
the location server, the SBC, the VPN router/server or like
functionalities and the gateway appliances.

[0296] FIG. 12B illustrates another example call scenario
as carried out by the appliance and system of the invention in
one embodiment. In the scenario depicted in FIG. 12B, there
is demonstrated a PSTN call flow from an origination end-
point communication device, e.g., an analog phone or SIP
phone, to the gateway device at a private [P address. This call
flow is similar to the call flow of FIG. 12A, however, in
response to receipt of the calling number (pstnNumber) the
location service responds by providing the gwVPNIP address
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of the identified gateway device associated with the service
subscriber and the SIP port upon which the gateway appliance
is listening. The SBC in response may thus maintain separate
media paths as illustrated at step 559 by the RTP connection
accommodating a media communication session between the
endpoint communication device via the VoIP gateway and the
SBC and between the SBC and the gateway appliance.

[0297] FIG.12C depicts another call processing example as
carried out by the appliance and system of the invention in one
embodiment. In the scenario depicted in FIG. 12C, there is
demonstrated a PSTN call flow originating from the gateway
appliance at a public IP address. This call flow is initiated by
a SIP device routing a SIP call through the gateway appliance.
At first steps 560 a SIP invite message is sent that is routed to
the SBC, which routes the invite message with requested
called number (pstnNumber) to the SIP Redirect Server. In
one embodiment, the invite message may also include an
authorization token, which the SIP Redirect Server or like
functionality may use to authenticate the invite. SIP Redirect
Server initiates a request to the location server that maps the
requested PSTN number to a destination VoIP device
(VoIPGWIP identifier) and the SIP port upon which the gate-
way appliance is listening. At steps 563, the location service
sends a message back to the SIP Redirect server which routes
it back to the SBC which then forwards the pstnNumber
contents to the identified VoIP gateway device. At steps 565,
the establishment of the media communication session with
the originating SIP phone via the SBC using standard SIP
messages such as 100 Trying and 180 Ringing messages is
performed. Upon receiving the proper acknowledgements,
the VoIP gateway device forwards a 200 OK message to the
SIP phone which is acknowledged with a ACK message being
sent back to the VoIP gateway device. At this point, a media
path is established as illustrated at step 566 by the RTP con-
nection accommodating a voice communication session
between the SIP phone subordinate to the gateway appliance
and telephone via the VoIP gateway. The next steps 567 occur
when either the origination SIP phone device initiates a dis-
connect sequence to terminate the voice communication ses-
sion by sending a BYE message.

[0298] FIG. 12D illustrates an example call flow scenario
for authenticating gateway to PSTN calls as carried out by the
appliance and system of the present invention in one embodi-
ment. This example call flow is initiated by a gateway appli-
ance routing a SIP phone call, at steps 570 which generates a
SIP invite message. The SIP Invite message is routed to the
service network’s Session Border Controller (SBC) device or
like functionality, which routes the invite message with
requested called number (pstnNumber) to the SIP Redirect
Server. In this scenario, the SIP Redirect Server initiates a 407
Authentication (challenge), which is received by the SBC as
illustrated at step 564 meaning that the outbound proxy has
challenged the SIP messages from the phone. This 407 chal-
lenge is forwarded back to the gateway appliance 10 from the
SBC, which at steps 568, responds by initiating a message
including a session description parameter (“SDP”) of the
gateway, and credentials for overcoming the challenge. The
message with PSTN of the called number and the challenge
and credentials are forwarded from the SBC back to the SIP
Redirect Server which forwards an Authentication Request
message to the Voice Service Manager. Once an Authentica-
tion response is received back to the SIP redirect server,
process is initiated for performing the gateway to PSTN call
at step 569.
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[0299] FIG. 12E illustrates another example of call service
processing as carried out by the appliance and system of the
present invention in one embodiment. In the scenario
depicted in FIG. 12E, there is demonstrated a SIP call flow
originating from one gateway appliance (Appliance_2) at a
public IP address to another SIP phone subordinate to another
gateway appliance 10 (Appliance_1). This call flow is initi-
ated by a SIP phone device at first steps 570 for routing a SIP
call through one gateway appliance (Appliance_2) by send-
ing a SIP invite message that is routed to the support net-
work’s SBC device or like functionality which routes the
invite message with calling number (pstnNumber) to the SIP
Redirect Server which initiates a request to the location server
for mapping the caller from the inbound SIP INVITE mes-
sage to the gateway device associated with the service sub-
scriber and the SIP port upon which the gateway appliance is
listening. At steps 573, the location service or like function-
ality sends a response message back to the SIP Redirect server
which routes it back to the SBC which then forwards the
contents of the inbound SIP invite message including the
gateway’s public IP address (gwIP1) and the portNumber on
which the gateway appliance is listening. Then, at steps 575,
the establishment of the media communication session with
the SIP phone associated with Appliance_1 (gateway appli-
ance) via the SBC using standard SIP messages such as 100
Trying and 180 Ringing messages is attempted. Upon receiv-
ing the proper acknowledgements, the originating gateway
device (Appliance_2) forwards a 200 OK message to the SIP
endpoint which is acknowledged and sent back to the appli-
ance. At this point, a media path is established as illustrated at
step 576 by the RTP connection accommodating a media
communication session directly between the endpoint gate-
way appliances.

[0300] FIG. 12F depicts another example of call processing
as carried out by the appliance and system of the present
invention in one embodiment. In the scenario depicted in FIG.
12F, there is demonstrated a SIP call flow originating from a
gateway appliance (Appliance_2) at a private IP address to
another SIP phone subordinate to another gateway appliance
10 (Appliance_1) also at a private IP address wherein the
private IP addresses are part of a VPN network. The steps
described in FIG. 12F are similar to the steps described in
FIG. 12E, however, with the difference being that the session
description parameter in the initial SIP invite message indi-
cates the vpnlP_2 address of the gateway Appliance_2 from
where the call originates as indicated at steps 570' and the
location response from the location server indicates the
gwVpnlP_1 of the recipient gateway Appliance_1 as indi-
cated at steps 573". The remaining call processing methodol-
ogy depicted in FIG. 12F is similar to the call processing
depicted in FIG. 12E to establish a gateway appliance to
gateway appliance calls via the RTP protocol at step 576'
when both gateway appliances are nodes of the same VPN
network.

[0301] FIG. 12G depicts another example of call process-
ing as carried out by the appliance and system of the present
invention in one embodiment. In the scenario depicted in FIG.
12G, there is demonstrated a SIP call flow originating from a
gateway appliance (Appliance_2) at a private IP address of a
first VPN at private address IP 1 to another SIP phone subor-
dinate to another gateway appliance 10 (Appliance_1) at a
private address IP 2 wherein the private IP addresses are part
of separate VPN networks. The steps described in FIG. 12G
are similar to the steps described in FIG. 12E, however, with
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the difference being that the session description parameter in
the initial SIP invite message indicates the corresponding
vpnlP_2 address of the gateway Appliance_2 in its private
VPN from where the call originates as indicated at step 570",
and that the location response from the location server indi-
cates the gwVpnIP_1 address of the recipient gateway Appli-
ance_1 in its private VPN and the SIP port upon which the
gateway appliance is listening as indicated at step 573" that is
routed to the SBC. The remaining call processing methodol-
ogy depicted in FIG. 12G is similar to the call processing
depicted in FIG. 12F with the SBC functioning to maintain
separate voice RTP communication paths as illustrated at step
579 with a first RTP connection accommodating a media
communication session between the endpoint communica-
tion device via the gateway appliance_2 and the SBC and
between the SBC and the gateway appliance_1.

Off-Premise Voice Extension

[0302] An embodiment of the present invention allows an
off-premise phones to register with a gateway appliance as an
extension to the phone service provided via the gateway
appliance. In this embodiment, a gateway appliances or
devices may serve as an IP-based residential Private Branch
Exchange (PBX). This PBX may serve as switchboard to
route calls among extensions as well as off-premise exten-
sions, for example, for a phone such as an IP-based WiFi
phone, which accesses the public Internet through WiFi con-
nection, or a computer-based soft client which communicates
in Voice over IP technology and runs on a computer. One or
more functionalities at the support network 50 relay the reg-
istration message, the call setup message as well as voice
stream between the home PBX and the off-premise user.

[0303] As an example, with reference to FIG. 4, when a
phone is powered on, it first connects with an available WiFi
network, then finds the support network 50, for example, a
session border controller (SBC) 93 or like functionality, and
sends out the registration message. For example, the call from
the phone may be addressed to a particular domain, which
may be resolved by DNS and directed to SBC 93. Similarly,
auser may start a soft client (soft phone) and key in user name,
password and the identification of the home PBX. The soft
client sends the registration to the support network 50 and the
support network 50 determines where the corresponding
home PBX is and forwards the registration message. The
home PBX records the location information of the phone. All
consequent calls can be established between the phone and
the called party through the support network 50 and home
PBX. The voice stream is established after the signaling mes-
sages are exchanged.

[0304] In one embodiment, SIP server (SRS) or like func-
tionality 92 may provide session routing, re-direction,
authentication on a session basis. Routing to gateway appli-
ances 10 may be based on information (e.g., appliance
address, etc.), which for example, may be contained in a
database, for example, updated by provisioning servers and
location servers 68 or like functionality. The information may
be updated on a real-time or near real-time basis. Thus, for
example, location server or like functionality 68 may provide
dynamic location data such as IP addresses and port numbers
of gateway appliances and presence (e.g., voice service avail-
ability) indicator of a gateway appliance. SRS 92 in addition
may have capabilities to log events and generate alarms based
on various processing it performs.
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[0305] The Session Border Controller (SBC) or like func-
tionality 93 may provide a secure network border control, for
example, for voice and video services. The SBC 93 may actas
aback-to-back user agent and may provide varying degrees of
topology hiding, call routing, access screening, etc. In one
embodiment, the SBC may be relied on to provide the routing
towards the various wholesale providers based on the Desti-
nation Address returned by the SRS or like functionality 92.
In one embodiment, the information in the SRS 92 may
originate from provisioning functionality (subscriber data)
and/or operational data (provisioned on the SRS). In one
embodiment, SIP interface is utilized between the SRS 92 and
SBC 93. An SBC may request call routing from the SRS 92.
The SRS determines the appropriate routing of the call and
returns a response indicating how the SBC should handle the
call.

[0306] Inoneembodiment, the SRS 92 is capable of receiv-
ing register messages from SBC, locating a gateway appli-
ance information for voice service using gateway appliance
id. If the appliance information is found, the SRS 92 returns
the TP address and port number. If the SRS does not find the
appliance, the SRS 92 may return a not found message to the
SBC. The SRS 92 also is capable of receiving invites from the
SBCs 93, from the appliances 10. The SRS 92 may map the
user part of the To address to the destination Address Key,
verify that the domain portion of the destination address is
correct. The SRS 92 also may determine whether the type of
a call, e.g., “support network origination”, “off-premise
extension origination”, “non-support network origination”,
for example, by receiving the invites over separate IP/port
address combinations.

[0307] Ifthe call is “support network origination” call, the
SRS 92 may authenticate the originating party. The SRS 92
may use the destination address key to identify if the number
belongs to a gateway appliance or is an outbound call, and try
to find the destination IP address and optionally port number.
If'the SRS 92 finds that the address entry exists in the database
or like and that gateway appliance and the voice service on
that gateway appliance is available, it returns the address. If
the SRS 92 finds that the address entry does not exist, it may
assume that the call is for outbound. In this case, SRS 92 may
return the original To address as the contact address. This
way, the SBC 93 may determine routing to the appropriate
wholesale provider based on the target address in the contact
header. The SRS 92 may return a logical identifier in the
contact header to identify the logical routing to the SBC 93.
For example, a header may be “informationprovider @
wholesalerl.com”

[0308] For “non-support network origination™ call, simi-
larly processing described above for “support network origi-
nation” call may be perform, except for example, the origi-
nation party is not authenticated.

[0309] If the call is a “off-premise extension origination”,
the SRS 92 may map the domain portion of the From address
to the destination gateway appliance key and queries database
to find the matching gateway appliance record. If it finds a
matching record, the SRS 92 returns the IP address and port
for the gateway appliance. If the SRS 92 does not find the
gateway appliance, it returns a not found response to the SBC
93.

[0310] Location server or like functionality 68 in one
embodiment, generally is responsible for updating support
network databases, which for example may require real-time
accessibility information. For instance, although not
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required, as discussed above, an SRS 92 may comprise a
database or like which it queries for location information. A
location server or like functionality 68 in one embodiment
interfaces with this database (e.g., via database supported
interface) to update or load dynamic location data. In addi-
tion, the location server or like functionality 68 interfaces
with a gateway appliance, for example, using XMPP control
channel. This interface may be used when a gateway appli-
ance updates its information during initialization or when its
contact data changes. Thus, some example functionalities at
the location server 68 may include but is not limited to the
following: location server 68 may receive IP address and port
combination from the gateway appliances as they complete
initialization or as they change IP address. Access challenged
gateway appliances may send the VPN accessible IP address
and port; the location server 68 may set the availability indi-
cator to “available” when it receives an IP address/port update
from a gateway appliance; the location server 68 may be
capable of receiving availability updates from XMPP frame-
work; in addition, the location server 68 may receive service
indicator from a gateway appliance that tells which service
the IP address and port applies. Like other network elements
of the support network 50, the location server or like func-
tionality 68 may be capable of logging events and statistics
and generating alarms based on its various processing.

[0311] Utilizing an off-premise extension facility in one
embodiment disclosed herein, an off-premise phone user,
thus, may initiate/receive external calls as if the user was still
home. For example, an out-of-state college student can dial
hometown buddies with this off-premise extension phone and
vice versa. An off-premise extension soft client user can call
friends and families from overseas using Internet access.
Further, calls from the off-premise extension phone can be
consolidated with the rest of the home extensions and can be
reviewed at any time, for example, for billing and parental
control. In one embodiment, the existence of the support
network 50 ensures the constant connectivity between the
home PBX and the off-premise extension phone.

[0312] Referringnow to FIG. 12H, there is demonstrated an
off-premise extension SIP registration process carried out by
the appliance and system of the present invention in one
embodiment. In the scenario illustrated in FIG. 12H, an off-
premise SIP phone generates a SIP REGISTER request mes-
sage as indicated at steps 580. As known, this message is
typically destined to be received by a registrar acting as the
front end to the location service for a domain, and reading and
writing mappings based on the contents of REGISTER
requests. Thus, for example, the off-premise SIP phone reg-
istration message reaches the support network 50 via an SBC
and SRS, for example, as described above. The location ser-
vice (e.g., database updated by location server or like func-
tionality) responds by providing the gwIP address (gateway
appliance IP address) and the sipPort (gateway appliance port
number) upon which the gateway listens and which are for-
warded to the SIP Registration Proxy (e.g., 92). The SIP
Registration Proxy forwards the Sip: Register information to
the gateway appliance at step 583. In the example scenario
depicted, the gateway appliance issues a 401-type (Unautho-
rized) response as the gateway appliance does not wish to
accept the credentials sent with the request. The decision
whether to send a challenge may be based on statistical fac-
tors, such as deciding to challenge requests for example 95%
of the time. This response 401 Authentication challenge is
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forwarded back to the SIP Registration Proxy which forwards
it to the SBC which ultimately forwards the challenge back to
the SIP phone at steps 585.

[0313] As discussed above, an SBC may used in cases
where there is a SIP service request from an off-premise
extension wifi-SIP or SIP phone and the off-premise exten-
sion wifi phone desires to register with the “home” gateway
appliance and subsequently process calls via the “home”
gateway appliance. The SBC may provide endpoint anchor
services to the off-premise extension IP phones. These anchor
services may include NAT/Firewall traversal and protocol
repair, DOS prevention, signal rate limiting, Call Admission
Control, QOS session monitoring, and Lawful intercept ser-
vices. The SBC queries the SIP directory server to determine
the appropriate IP address or VPN IP address and port and
may “proxy” the SIP request to the appropriate Public IP or
VPN IP/Port combination. The SBC also may provide termi-
nation services for calls that originate on a “home gateway
appliance” and are extended to the off-premise extension IP
phone. In one embodiment, there may be an SBC dedicated to
handling off-premise extensions. In another embodiment, an
SBC may handle both off-premise extensions and regular
in-premise calls.

[0314] Referring now to FIG. 121, there is demonstrated a
SIP authentication process carried out by the appliance and
system of the present invention in one embodiment in follow
up to the off-premise extension SIP registration process sce-
nario depicted in FIG. 12H. In the scenario depicted in FIG.
121, in response to receiving the SIP 401 Auth challenge, the
SIP phone responds with the register request message pro-
viding the challenge credentials as indicated at steps 587.
This is received and forwarded by the SBC who forward the
request to the SIP Registration Proxy and the location service.
Then as indicated as steps 588, the challenge and credentials
are forwarded from the SIP Registration Proxy to the gateway
appliance and the SIP Registration Proxy waits for the Sip
200 OK message which is forwarded back to the requesting
SIP phone at step 589.

[0315] FIG. 127 illustrates an off-premise extension SIP to
gateway appliance-station to station call process carried out
by the appliance and system of the present invention in one
embodiment. At steps 1202, an off-premise extension SIP
phone sends an invite message, which reaches the SBC ofthe
support network. The invite message is routed to the SIP
Registration Proxy, which determines (e.g., using location
service or database) the address information of the destina-
tion gateway appliance and returns the information to the
SBC. In one embodiment, the SIP Registration Proxy may
directly interface to the database and query the database for
location information. In another embodiment, the SIP Regis-
tration Proxy may interface with a location server, which in
turn retrieves location information and provides that informa-
tion to the SIP Registration Proxy. At steps 1204, the SBC
send the invite message to the gateway appliance using the
location information and initiates establishing of a call ses-
sion. At step 1206, RTP (real-time protocol) call session is
established between the appliance to the SBC and between
the SBC and the off-premise extension SIP phone. At steps
1208, call ends using SIP bye messaging.

[0316] FIG. 12K illustrates gateway appliance to an off-
premise extension SIP phone-station to station call process
carried out by the appliance and system of the present inven-
tion in one embodiment. At steps 1220, a gateway appliance
sends a SIP invite message to the SBC or like functionality to
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make outbound calls to an off-premise extension SIP phone at
“ext] @ userxxx.com”. The invite is challenged and authen-
ticated via, for example, the SBC and voice service manager
or like functionality. At step 1222, the SBC forwards the
invite message to the destination off-premise extension SIP
phone. At steps 1224, call establishment is initiated and at
step 1226, an RTP session between the gateway appliance and
the SBC, and SBC and the off-premise extension SIP phoneis
established.

Billing Requirements VoIP

[0317] As mentioned, the gateway appliance is an interac-
tive home device that enables the home user to purchase and
activate services offered by the service provider. Some of
these services are premium services such as movies and
music whereas others are non-premium services such as
home automation and file sharing. For the VOIP service in
particular, call records are generated by the gateway appli-
ance that are maintained, not only for billing purposes, but
alternately utilized for other purposes such as diagnostics,
performance studies, statistics, billing adjustments etc. The
billing collector is responsible for collecting the call records
from the gateway appliance and transferring them to the back-
end billing system.

[0318] A billing interface is provided between the gateway
appliance and the billing collector element of the service
center. Particularly, records are generated at the gateway
appliance are transferred to the billing collector via XMPP
protocol transfer using XML file structure.

Accounting Framework for the Gateway Appliance

[0319] In one example related to voice services, the gate-
way appliance captures usage information associated with the
VoIP events generated during the voice call. Although the
SBC generated records are utilized for billing the call, if
necessary, the gateway appliance generated event records
may be utilized for billing the call. The event records are self
contained in that no correlation of the event records is
required for billing purposes.

[0320] Generally, associated with the accounting function-
ality programmed for the gateway appliance, before the event
records generated by the gateway appliance are transferred to
the billing collector the following occurs: gateway appliance
is initialized; and, the billing collector has established a ses-
sion with the routing manager. The gateway appliance may
initiate the transfer of the generated event records to the
billing collector at configurable intervals.

[0321] The gateway appliance utilizes the XMPP protocol
as defined in IETF RFCs 3920 and 3921 for transferring the
files to the billing collector. Hence the process of transferring
the records generated by the gateway appliance shall be
defined through the XMPP protocol and the application layer
protocol attributes. The following define the attributes of the
XMPP protocol: 1) The gateway appliance shall initiate a
“message” stanza; 2) The “to” attribute includes the full JID
of the billing collector; 3) A stream unique “id” shall be
assigned to the message; and 4) The body of the message
includes the gateway appliance generated event record in a
string format. The application layer protocol includes the
following data: 1) A unique Message ID which is different
from the message id of the XMPP layer; 2) a Message
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sequence number (1, 2, 3 etc); and, 3) Total number of bytes
in the event record contained in the body of the XMPP “mes-
sage”.

[0322] As mentioned, with respect to the gateway appli-
ance-billing collector record transfer process, the message for
the event record transfer from the gateway appliance to the
billing collector is a two way handshake message. The billing
collector sends an acknowledgment to the gateway appliance
for every message received. If an acknowledgment is not
received then the gateway appliance resends the message.
The role of the gateway appliance in the gateway appliance-
collector record transfer process is defined as followed.
[0323] The gateway appliance formulates an XMPP proto-
col and application layer protocol as per the attributes defined
hereinabove, and starts a timer in the application layer when
the message is sent out to the billing collector. For the first
message of its type the value of the timer is equal to a pre-
configured value. When the value of the timer has exceeded
its pre-set value (e.g., an acknowledgement has not been
received from the billing collector), then the gateway appli-
ance shall resend the message. This message shall contain the
same value for all the XMPP and application layer attributes
defined above, except for the following application layer
attributes: a) The message sequence number shall be incre-
mented by 1; and, 2) The gateway appliance shall restart the
wait-timer in the application layer with the value of the timer
incremented to (e.g., previous value+5). After the message
sent to the collector the gateway appliance waits for the
acknowledgment from the billing collector. If an acknowl-
edgment has not been received by the time the wait-timer has
exceeded the set value, then the gateway appliance shall
repeat steps 4 and 5 each time incrementing the message
sequence number by one and the wait-timer by 5 seconds. If
after the 57 attempt (i.e., message sequence number=5) the
gateway appliance does not receive an acknowledgement,
then the gateway appliance will stop sending the message and
generate a critical alarm. If the gateway appliance receives an
error response form the collector with a reason value of “Error
in Bytes received” then the gateway appliance shall resend the
message to the collector. The message shall contain the same
message id (in the application layer) as the previous message
but the message sequence number shall be incremented by 1.
The value of the wait-timer shall be set to the same value as
the previous message for which the error response was
received.

[0324] The event records generated by the gateway appli-
ance for the VOIP service are now described. These records
are generated in response to significant events detected by the
gateway appliance during a call. These events are: 1) start; 2)
stop; and 3) inter.

[0325] The format of the records is mostly based on the
Internet Protocol Detail Record (IPDR) standards. The fol-
lowing table specifies the fields that are generated by the
gateway appliance. The fields contain a subset of the IPDR
and the fields given in italics are proprietary fields.

[0326] FIG. 1C depicts the concept of the ingress and
egress with respect to the gateway appliance and this concept
is used to capture values in the fields described on the gateway
appliance CDR. The components, servers, services, etc.
described in the present disclosure illustrate logical function-
alities and they are not meant to be limiting in any way.
Rather, they may be implemented as one or more applica-
tions, devices or the like, depending on design and implemen-
tion choice. In addition, the various functionalities may be
implemented on a distributed or central platform.
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Attribute

Data type

Possible values

Description

N S

[

11
12
13
14

1

uv

16
17
18
19

20

2

=

22

23

24

25

26

27
28

CDR sequence number
Hostname

IpAddress

gateway appliance
firmware version
ingress AccessStartTime

ingressStartTime
ingressAccessEndTime
ingressEndTime
egressAccessStartTime
egressStartTime

egressAccessEndTime
egressEndTime
ingressCallDuration

egressCallDuration

timeZoneOffset

ingressCalllD
egressCallID

ingress ANI
IngressSubscriberID

egressANI

EgressSubscriberID

ingressOriginalDestinationID

ingressDestinationID

egressOriginalDestinationID

egressDestinationID

DNIS

PIN
Ingress signal type

dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
dateTime (GMT)
Integer (ms)

Integer (ms)

Integer

String
String
String

String

String

String

String

String

2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
2006-11-3-T22:50:00.000Z
18000

18000

-300

S5000@alice.ros.com

5000@alex.ros.com

5000@alice.ros.com

5000@alice.ros.com

5000@alice.ros.com

5000@alice.ros.com

gateway appliance JID
gateway appliance IP address

When the first INVITE is

received from the calling party
When ACK is received for 2000K
‘When the first BYE is received/sent
the same as above

When the first INVITE is received
When the ingress call is answered
with 2000K

When the first BYE is received/sent
the same as above

Value in milliseconds from
ingressStartTime to ingressEndTime
Value in milliseconds from
egressStartTime to egressEndTime
Time offset, in minutes, of local
time zone referenced to GMT.
Local time zone should reflect
calling party time zone for correct
billing

Unique call ID of ingress call
Unique call ID of egress call
Calling Party ID of the ingress call
Extension number of the gateway
appliance endpoint (if A —> B, in
an inbound call, this will be
empty; in an outbound call, this
will be the ext of A)

Calling Party ID of the egress call
(if A —> B, in an inbound call, this
will be the ext of B; in an
outbound call, this will be the DN
of B)

Extension number of the gateway
appliance endpoint (if A —> B, in
an inbound call, this will be the
ext of A) in an outbound call, this
will be empty)

Original Destination ID of the
ingress call (If A => B CF C, then
this field shall contain B which is
the originally dialed number)
Destination ID of the ingress call
(If A-> B CF C, then for an
inbound call where B is a
gateway appliance SIP endpoint
then this field shall contain C; for
an outbound call where A is the
gateway appliance SIP endpoint
then this field shall contain B)
Original Destination ID of the
egress call; (IfA —> B CF C, then
for an inbound call where B is a
gateway appliance SIP endpoint
then this field shall contain B; for
an outbound call where A is the
gateway appliance SIP endpoint
then this field shall contain B)
Destination ID of the egress call
(If A —> B CF C, then for an
inbound call where B is a
gateway appliance SIP endpoint
then this field shall contain C; for
an outbound call where A is the
gateway appliance SIP endpoint
then this field shall contain B)
Dialed Number Identification
Service for 2-stage dialing.
Personal Identification Number
Either WAN or LAN (FIG. 1C)
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-continued
Attribute Data type Possible values Description
29 Egress signal type Either WAN or LAN (FIG. 1C)
30 gateway gateway appliance ingress
applianceingressSignaladdress®or?) signaling IP address (FIG. 1D)
31 gateway gateway appliance ingress
applianceingressSignalPort?ere2) signaling IP port (FIG. 1D)
32 gateway gateway appliance egress
applianceegressSignaladdress® 2 signaling IP address (FIG. 1D)
33 gateway gateway appliance egress
applianceegressSignal Port?ee2) signaling IP port (FIG. 1D)
34 gateway gateway appliance ingress media
applianceingressMediaaddress®or?) IP address (FIG. 1D)
35 gateway gateway appliance ingress media
applianceingressMediaPort?re2) IP port (FIG. 1D)
36 gateway gateway appliance egress media
applianceegressMediaaddress® 2 IP address (FIG. 1D)
37 gateway gateway appliance egress media
applianceegressMediaPort?e2) IP port (FIG. 1D)
38 silenceCompressionMode On/OFF
39 thirdPartyID String Bob.ros.com Third party ID if PaymentType
value is charged to 37 party
40 callType String A (Administrative) Type of Call
I(IVR)
N (no answer)
V (voice)
D (data)
F (fax)
41 paymentType String Toll-free, Indication of which party pays
charge_ to_ calling party
charge_to_ called_ party
chargeitoiydfparty
42 callProgressState State to which
the call
progressed
43 callCompletionCode String CC: Call completed Final call completion code for
normally billing use.
CAD: Abnormal disconnect CIP indicates event-driven IPDR,
UCN: unconnected network which is generated ruing
failure call/connection progress.
UCT: unconnected
invalid address
CIP: Call in Progress
44 DisconnectReason String NormalCallClearing Reason that call was disconnected
noAnswer based on Call Completion Code
busy
failure
45 extendedReasonCode Further disconnect information
46 Disconnect initiator Indicates if Bye was sent or
received by the gateway
appliance
47 proprietaryError gateway appliance-specific use.
48 ingressFeature String R(Roaming) Indicates what type of feature
L(Line) (For an inbound call A -> B
E(Extension) where A is roaming and B is
extension, then this field shall
contain R)
49 egressFeature String R(Roaming) Indicates what type of feature
L(Line) (For an outbound call A —> B
E(Extension) where B is roaming, then this
field shall contain R; if A is
roaming and B is a DN, then this
field shall contain L)
50 ingressCodec String G711Alaw, G711ulaw, CODEC being used
G726, G729, G729a,
G.729, iILBC
51 egressCodec String G711Alaw, G711ulaw, CODEC being used
G726, G729, G729a,
G.729¢, iLBC
52 supplementaryService String Call forwarding, Name of supplementary service
call transfer used in this call
53 ingressInboundPacketCount Integer Number of packets received on ingress
54 ingressOutboundPacketCount Integer Number of packets sent on egress
55 egressInboundPacketCount Integer Number of packets received on ingress
56 egressOutboundPacketCount Integer Number of packets sent on egress
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-continued
Attribute Data type Possible values Description
57 ipAddressIngressDevice String 66.226.243.247 SBC’s address for incoming line call
58 ipAddressEgressDevice String 66.226.243.247 SBC’s address for outgoing line call

[0327] The following table defines the association between
the FIG. 1C (signaling type) and FIG. 1D (gateway appliance
interface IP address and port).

Ingress Egress gateway appliance gateway appliance
signaling signaling ingress egress
type type signaling/media signaling/media
(FIG. 1C) (FIG. 1C) interface (FIG. 1D) interface (FIG. 1D)
LAN LAN 4 3
LAN WAN 4 2
WAN LAN 1 2
WAN WAN 1 3

Call Forwarding and Transfer Scenarios

[0328] There are two types of call forwarding (CF) sce-
narios: 1) Unconditional; and 2) No answer. A call is consid-
ered transferred when A calls B and B answers the phone and
then transfers to C. The following example cases describe the
population rules for the corresponding CDR fields for CF and
call transfer scenarios.

Call Forwarding Scenarios for the Inbound Call

[0329] Consider the scenario A->B CF C. Call forwarding
of B can only be performed to an offnet number and not to
another extension. Hence, the following example cases 1)-3)
are considered: In all the cases only one CDR is generated by
the gateway appliance and all the egress information will be
that of the B->C call leg.

Cases A party B party C party
1 Offnet In-house Offnet
2 Roaming In-house Offnet
3 Roaming Roaming offnet
Example Case 1
[0330]
1)  ingressAni DN of A (offnet number)
2)  IngressSubscriberID empty
3)  Egress Ani DN of B ( DN of gateway
appliance)

4)  EgressSubscriberID extension of B

5)  ingressOriginalDestinationID: B

6)  ingressDestinationID C

7)  egressOriginalDestinationID B

8)  egressDestinationID C (offnet number)
9)  ingressFeature: L

-continued
10)  egressFeature: L (since call cannot be
forwarded to another extension
this value will be always L)
11)  ingressSignal type WAN
12)  egressSignal type WAN
13)  supplementary service call forwarding
Example Case 2
[0331]
1)  ingressAni DN of A (DN of gateway
appliance)
2)  IngressSubscriberID extension of A
3)  Egress Ani DNof B
4)  EgressSubscriberID extension of B
5)  ingressOriginalDestinatioinID: B
6)  ingressDestinationID C (offnet number)
7)  egressOriginalDestinationID B
8)  egressDestinationID C
9) ingressFeature: R
10)  egressFeature: L (since call cannot be
forwarded to another extension
this value will be always L)
11)  ingressSignal type WAN
12)  egressSignal type WAN
13)  supplementary service call forwarding
Example Case 3
[0332]
1)  ingressAni DN of A (DN of gateway
appliance)
2)  IngressSubscriberID extension of A
3)  Egress Ani DNofB
4)  EgressSubscriberID extension of B
5)  ingressOriginalDestinationID: B
6)  ingressDestinationID C (offnet number)
7)  egressOriginalDestination]ID B
8)  egressDestinationID C
9)  ingressFeature: R
10)  egressFeature: L (since call cannot be
forwarded to another extension
this value will be always L)
11)  ingressSignal type WAN
12)  egressSignal type WAN
13)  supplementary service call forwarding

Call Forwarding Scenarios for the Outbound Call

[0333]

For the outbound call, the following example cases
1)-5) are considered. All the egress information will be that of
the B->C call leg.
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AB Call Leg CDR:
[0337]
Cases A party B party C party
1 In-house In-house Offnet 1) ingressAni DN of A (DN of gateway
appliance)
2 In-house offnet Offnet 2) IngressSubscriberID extension of A
3 In-house offnct In-house 3) Egress Ani DN of A (DN of gateway
appliance)
4 In-house offnet roaming 4) EgressSubscriberID extension of A
5 In-house Roaming offnet 5) ingressOriginalDestinationID: DN of B (offnet number)
6) ingressDestinationID DN of B (offnet number)
7) egressOriginalDestinationID DN of B (offnet number)
8) egressDestinationID DN of B (offnet number)
9) ingressFeature: E
Example Case 1 10) egressFeature: L
11) ingressSignal type LAN
12) egressSignal type WAN
[0334] 13) supplementary service empty
1)  ingressAni DN of A (DN of gateway BC Call Leg CDR:
appliance)
2)  IngressSubscriberID extension of A [0338]
3)  Egress Ani DNofC
4)  EgressSubscriberID empty
5)  ingressOriginalDestinationID: extension of B
6)  ingressDestinationID C (offnet number) i) ingressAni DN of B (DN of gateway
7)  egressOriginalDestinationID  C appliance)
8)  egressDestinationID C 2) IngressSubscriberID empty
9)  ingressFeature: E 3) Egress Ani DN of B (DN of gateway
10)  egressFeature: L (since call cannot be appliance)
foma.rded tol another extension 4) EgressSubscriberID empty
this value will be always L) 5) ingressOriginalDestinatioinID: ~ DN of C (DN of gateway
11)  ingressSignal type LAN appliance)
12)  egressSignal type WAN 6) ingressDestinationID DN of C (DN of gateway
13)  supplementary service call forwarding appliance)
7 egressOriginalDestinationID DN of C (DN of gateway
appliance)
8) egressDestinationID DN of C (DN of gateway
Example Case 2 ) appliance)
9) ingressFeature:
. 10) egressFeature: E
[0335] (The gateway appliance actually has no knowledge 11)  ingressSignal type WAN
of the B->C call. So the CDR will be populated with the A->B 12)  egressSignal type LAN
13) supplementary service empty
call leg values)
Example Case 4
1) ingressAni DN of A (DN of gateway
2 eressSubseriberD appliance) A [0339] This will be considered as 2 independent calls and
3; E gng:S e e z?zn(%N of gatoway hence 2 CDRs will be created, one for AB call leg and the
appliance) other for BC call leg. AB call leg will be an outbound call and
4) EgressSubscriberID extension of A BC call leg will be an inbound call.
5) ingressOriginalDestinationID: DN of B (offnet number)
6) ingressDestinationID DN of B (offnet number) .
7 egressOriginalDestinationID DN of B (offnet number) AB Call Leg CDR:
8) egressDestinationID DN of B (offnet number) [0340]
9) ingressFeature: E
10) egressFeature: L
11) ingressSignal type LAN
12) egressSignal type WAN
13) supplementary service empty 1) ingressAni DN of A (DN of gateway
appliance)
2) IngressSubscriberID extension of A
3) Egress Ani DN of A (DN of gateway
appliance)
Example Case 3 4) EgressSubscriberID extension of A
5) ingressOriginalDestinationID: DN of B (offnet number)
[0336] This scenario is considered as 2 independent calls 6)  ingressDestinationID DN of B (offnet number)
and hence 2 CDRs are created, one for AB call leg and the 7). egressOriginalDestinationID DN of B (offnet number)
R 8) egressDestinationID DN of B (offnet number)
other for BC call leg. AB call leg will be an outbound call and 9)  ingressFeature: E

BC call leg will be an inbound call.

EX. 1008
APPLE INC. / Page 119 of 123



US 2010/0217837 Al
-continued
10) egressFeature: L
11) ingressSignal type LAN
12) egressSignal type WAN
13) supplementary service empty
BC Call Leg CDR:
[0341]
1) ingressAni DN of B (DN of gateway
appliance)
2) IngressSubscriberID empty
3) Egress Ani DN of B (DN of gateway
appliance)
4) EgressSubscriberID empty
5) ingressOriginalDestinationID: DN of C (DN of gateway
appliance)
6) ingressDestinationID DN of C (DN of gateway
appliance)
7 egressOriginalDestinationID DN of C (DN of gateway
appliance)
8) egressDestinationID DN of C (DN of gateway
appliance)
9) ingressFeature:
10) egressFeature: R
11) ingressSignal type WAN
12) egressSignal type WAN
13) supplementary service empty
Example Case 5
[0342] Theingress CDR includes the information ofthe AB

call leg and the egress CDR contain the information of the BC
call leg.

1)  ingressAni DN of A (DN of gateway
appliance)
2)  IngressSubscriberID extension of A
3)  Egress Ani DN of B
4)  EgressSubscriberID extension of B
5)  ingressOriginalDestinationID: extension of B
6)  ingressDestinationID C (offnet number)
7)  egressOriginalDestination]D  extension of B
8)  egressDestinationID C (offnet number)
9)  ingressFeature: E
10)  egressFeature: L (since call cannot be
forwarded to another extension
this value will be always L)
11)  ingressSignal type LAN
12)  egressSignal type WAN
13)  supplementary service call forwarding
[0343] The present invention has been described with ref-

erence to diagrams of methods, apparatus (systems) and com-
puter program products according to embodiments of the
invention. It will be understood that each diagram, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer,
embedded processor or other programmable data processing
apparatus to produce a machine, such that the instructions,
which execute via the processor of the computer or other
programmable data processing apparatus, create means for
implementing the functions specified herein.
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[0344] These computer program instructions may also be
stored in a computer-readable memory that can direct a com-
puter or other programmable data processing apparatus to
function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article of
manufacture including instruction means which implement
the function specified herein.

[0345] The computer program instructions may also be
loaded onto a computer-readable or other programmable data
processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable appa-
ratus to produce a computer implemented process such that
the instructions which execute on the computer or other pro-
grammable apparatus provide steps for implementing the
functions specified herein.

[0346] Whilethe inventionhas been particularly shown and
described with respect to illustrative and preformed embodi-
ments thereof, it will be understood by those skilled in the art
that the foregoing and other changes in form and details may
be made therein without departing from the spirit and scope of
the invention which should be limited only by the scope of the
appended claims.

What is claimed is:

1. A media manager residing at a user premises compris-
ing:

a video retrieval module operable to retrieve and capture
video activity of at least one media display device as a
video activity stream; and

amedia management module coupled to the video retrieval
module and the at least one media display device and
operable to receive the video activity stream, the media
management module further operable to receive a user
command to view the video activity stream at a selected
other media display device coupled to the media man-
agement module, and direct the video activity stream to
the selected other media display device.

2. The media manager of claim 1, further comprising a
storage device coupled to the media management module and
operable to receive and store the video activity stream for later
retrieval and viewing.

3. The media manager of claim 1, wherein the selected
other media display device is a remote media display device
and the coupled to the media manager via a network.

4. The media manager of claim 1, further comprising a set
top box coupled to the selected other media display device
operable to display the video activity stream as a picture-in-
picture overlay on another video stream.

5. The media manager of claim 1, wherein the selected
other media display device is selected from the group con-
sisting of a television set and a monitor coupled to a computer.

6. The media manager of claim 1, wherein the video activ-
ity stream is viewed at the selected other media display device
concurrently with the occurrence of video activity on the at
least one media display device.

7. The media manager of claim 1, further comprising:

a voice service manager operable to monitor all in-coming
and out-going calls and voice service data associated
therewith; and

the media management module being coupled to the voice
service manager and being operable to receive a user
command to view the voice call data at the selected other
media display device.
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8. The media manager of claim 7, wherein the voice service
data is selected from the group consisting of time-of-day,
date, day-of-week, type of call, length, called number, and
called party.

9. The media manager of claim 1, wherein the media man-
agement module is operable to receive a user command to set
accessibility parameters of at least one media display device.

10. The media manager of claim 9, wherein the accessibil-
ity parameters is selected from the group consisting of user
identity, password, time-of-day, day-of-week, and media
content rating.

11. A gateway device residing at a user premises compris-
ing:

an application service module having at least one applica-
tion, the application service module residing on a user
premises side of a network service provider demarca-
tion;

auser module having a user interface that is associated with
the at least one application, wherein the user module
enables bi-directional communications with at least one
media player device;

a network module having the connection that enables bi-
directional communications with a remote service man-
ager;

a video retrieval module operable to retrieve and capture
video activity of at least one media display device as a
video activity stream; and

amedia management module coupled to the video retrieval
module and the at least one media display device and
operable to receive the video activity stream, the media
management module further operable to receive a user
command to view the video activity stream at a selected
other media display device coupled to the media man-
agement module, and direct the video activity stream to
the selected other media display device.

12. The gateway device of claim 11, further comprising a
storage device coupled to the media management module and
operable to receive and store the video activity stream for later
retrieval and viewing.

13. A media manager comprising:

a tuner coupled to at least one media source operable to
selectively receive at least one media stream of at least
one type of media content;

a media processor coupled to the tuner and operable to
receive the at least one media stream and convert the
media stream to a predetermined data format, the at least
one media stream comprising metadata;

amedia management module coupled to the media proces-
sor and operable to receive the at least one media stream
in the predetermined data format and direct the media
stream to a first predetermined media player device
coupled to the media processor; and

wherein the media management module is operable to
receive a selection of a media content by a first user from
a first predetermined media player device, to determine
whether the metadata of the selected media content com-
prises user control parameters associated therewith, to
send a notification to a second predetermined media
player device to obtain permission, and to stream the
selected media content to the first predetermined media
player device only in response to receiving permission
from a second user with authority over the user control
parameters.
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14. The media manager of claim 13, further comprising a
storage device coupled to the media management module and
operable to receive and store the at least one media stream in
the predetermined data format.

15. The media manager of claim 13, wherein the first
predetermined media player device is associated with a child
user and the second predetermined media player is associated
with a parental user.

16. The media manager of claim 13, wherein the selected
media content comprises pay-per-view media content and the
parental permission comprises a consent to pay for the pay-
per-view media content.

17. The media manager of claim 13, wherein the second
predetermined media player is located remotely from the first
predetermined media player and is coupled to the media
manager via a global network.

18. The media manager of claim 13, wherein the media
manager is operable to send the notification via SMS, XMPP
or email.

19. The media manager of claim 13, wherein the first and
second predetermined media player device is selected from
the group consisting of a television set, a monitor coupled to
acomputer, a digital picture frame, a stereo receiver, a gaming
console, a digital jukebox, a personal digital assistant, a per-
sonal digital player, and a mobile phone.

20. The media manager of claim 13, wherein the user
control parameters comprises a time limit.

21. The media manager of claim 13, wherein the media
management module is operable to receive a user command
input at the second predetermined media player device, and
displaying a summary indicative of media content being
streamed to the first predetermined media player device.

22. Amethod of monitoring activity on a first media display
device at a user premises comprising:

receiving, at a gateway device, a stream of media content in

response to a first user’s request input at a first media
display device, the media content comprising metadata,
wherein the gateway device comprises:

a LAN connection by which the gateway is coupled to
media display devices and a media storage device;
an application service module enabling the gateway

device to receive and stream media to selected media
display devices associated with the gateway device
and to send and receive digital notification to and from
the media display devices;

sending to a second media display device a notification

with predetermined elements of the metadata seeking
authorization to stream the media content to the first
media display device;

streaming the requested media content to the first media

display device only in response to an authorization noti-
fication being received by the gateway device.

23. The method of claim 22, further comprising sending a
notification to the first media display device that authorization
is not granted in response to the authorization notification
sent by the gateway device.

24. The method of claim 22, further comprising sending a
notification of authorization denied if authorization is not
received within a predetermined time frame.

25. The method of claim 22, wherein the gateway further
comprises a WAN connection by which the gateway device is
operable to receive media content from sources external to the
user premises.
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26. The method of claim 22, wherein the gateway further
comprises a storage device operable to store the metadata and
media content for later viewing or authorization.

27. A gateway device for operation at a user premise having
at least one endpoint device associated with the gateway
device, the gateway device being in communication with a
remote service manager, the gateway device comprising:

an application service module having at least one applica-
tion, the application service module being remotely
managed by a remote service manager via a connection;

auser module having a user interface that is associated with
the at least one application, wherein the user module
enables bi-directional communications with the at least
one endpoint device;

a network module having the connection that enables bi-
directional communications with the remote service
manager;

aprocessor coupled to the user module, application service
module, and network module, wherein the processor
comprises an accessibility testing module operable to
verify network signaling accessibility to the gateway
device by at least one remote endpoint device.

28. The gateway device of claim 27, wherein the accessi-
bility testing module further verifies real-time transfer proto-
col path for voice services is available.

29. The gateway device of claim 27, wherein the accessi-
bility testing module further verifies World Wide Web ser-
vices is available.

30. The gateway device of claim 27, wherein the accessi-
bility testing module makes a new accessibility verification in
response to a change in network configuration.

31. The gateway device of claim 27, wherein the applica-
tion service module is logically positioned on the user pre-
mises side of a network service provider demarcation.

32. The gateway device of claim 27, wherein the accessi-
bility testing module further verifies accessibility from a
remote endpoint device to the gateway device via a network.

33. The gateway device of claim 27, wherein the remote
service manager comprises a service management center
external to the user premises.

34. The gateway device of claim 27, wherein the remote
service manager comprises an application service provider
external to the user premises.

35. The gateway device of claim 27, wherein the at least
one remote endpoint device is at least one of the remote
service manager and a remote gateway device.

36. The gateway device of claim 27, further comprising
storage device coupled to the processor operable to store
results of the network signaling verification from the proces-
SOr.

37. The gateway device of claim 27, wherein the accessi-
bility testing module is operable to negotiate and create a
media path for communication between the gateway device
and the at least one remote endpoint device.

38. The gateway device of claim 27, wherein the accessi-
bility testing module further verifies that presence and net-
working communication services are available.

39. The gateway device of claim 27, wherein the accessi-
bility testing module further verifies the remote service man-
ager has access to various services at the gateway device.

40. A method of verifying network signaling accessibility
to a first gateway device by at least one remote device com-
prising:
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sending a message regarding access details to the at least
one remote device coupled via a WAN to the first gate-
way device;

testing accessibility using a publicly available communi-
cation protocol;

sending the results of the accessibility test information to
the first gateway device; and

if the test is successful, updating data on a storage device
coupled to the first gateway device.

41. A system comprising:

at least one remote service manager coupled to a network;

at least one gateway device disposed at a user premises and
in communication with the at least one remote service
manager through a network module coupled to the net-
work, the at least one gateway device comprising at least
one application performing traditional central office
functions for voice services and logically positioned on
the user premises side of the network service provider
demarcation;

at least one endpoint device disposed at the user premises
and in communication through a user module with the at
least one gateway device, the at least one endpoint
device being operable to generate, through the at least
one gateway device, a message by executing the at least
one application performing traditional central office
functions for voice services;

a voice service manager disposed at the at least one remote
service manager, the voice manager being configured to
deliver the message from the network to a second net-
work; and

the at least one gateway device operable to enable, under
the control of the at least one remote service manager,
the at least one endpoint device to generate, maintain,
and terminate the message.

42. The system of claim 41, wherein the at least one remote
service manager comprises a service management center
external to the user premises.

43. The system of claim 41, wherein the at least one remote
service manager comprises an application service provider
external to the user premises.

44. The system of claim 41, wherein the message is a voice
call utilizing session initiation protocol.

45. The system of claim 41, wherein the network is an
Internet Protocol based network and the second network is a
public switching telephone network.

46. The system of claim 41, wherein the voice services is
selected from the group consisting of anonymous call rejec-
tion, call forwarding, call hold, call logs, call pickup, call
transfer, call waiting, call waiting with caller identification,
caller identification delivery, caller identification/caller name
blocking, caller name delivery, contacts/address book man-
agement, do not disturb, emergency call handling, fax sup-
port, international dialing support, message waiting indica-
tion for voicemail, national dialing support, selective inbound
call restrictions, speed dial, three-way conference calling, and
voicemail.

47. The system of claim 41, wherein the voice service
manager converts session initiated protocol voice calls into
traditional public switching telephone calls.

48. The system of claim 41, wherein the voice service
manager allows messages to be routed between the at least
one endpoint devices.
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49. The system of claim 41, wherein the at least one gate-
way device has the functionality of an Internet Protocol Pri-
vate Branch Exchange on the user premises.

50. A method for enabling an endpoint device to commu-
nicate through at least one gateway device to conduct a tele-
phone call wherein traditional central office based functions
for voice services associated with the telephone call have
been moved to the user premises, the method comprising:

configuring the at least one gateway device at a user pre-

mises by a remote service manager through a network
module connected to a network with at least one appli-
cation supporting traditional central office based func-
tions for voice services;

enabling the at least one gateway device to execute the at

least one application supporting traditional central office
based functions for voice services and disposed on the
user premises side of a network service provider demar-
cation;

detecting and configuring a first endpoint device associated

with the at least one gateway device capable of support-
ing voice services by the at least one gateway device, the
first endpoint device executing the at least one applica-
tion supporting traditional central office based functions
for voice services;

communicating through a user module by the first endpoint

device with the at least one gateway device to access the
at least one application supporting traditional central
office based functions for voice services voice services;
and

managing voice services through the remote service man-

ager to enable the first endpoint device to communicate
with a second endpoint device.

51. The method of claim 50, wherein executing the at least
one application supporting traditional central office based
functions for voice services further comprises providing sup-
port from the group of voice services consisting of anony-
mous call rejection, call forwarding, call hold, call logs, call
pickup, call transfer, call waiting, call waiting with caller
identification, caller identification delivery, caller identifica-
tion/caller name blocking, caller name delivery, contacts/
address book management, do not disturb, emergency call
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handling, fax support, international dialing support, message
waiting indication for voicemail, national dialing support,
selective inbound call restrictions, speed dial, three-way con-
ference calling, and voicemail.

52. The method of claim 50, wherein detecting and con-
figuring the first endpoint device further comprises enabling
the at first endpoint device to make a session initiation pro-
tocol voice call.

53. The method of claim 50, wherein detecting and con-
figuring the first endpoint device further comprises assigning
the first endpoint device an extension number.

54. The method of claim 50, wherein managing voice ser-
vices through the remote service manager further comprises
conversion of a session initiation protocol voice call from the
first endpoint device to a traditional public switching tele-
phone network voice call.

55. The method of claim 50, wherein managing voice ser-
vices through the remote service manager further comprises
routing of a session initiation protocol voice call from the first
endpoint device to a traditional public switching telephone
network device.

56. The method of claim 50, wherein enabling the at least
one gateway device to execute the at least one application
supporting traditional central office based functions for voice
services further comprises enabling the at least one gateway
device to be an Internet Protocol Private Branch Exchange.

57. The method of claim 50, wherein detecting and con-
figuring the first endpoint device further comprises alerting an
end user via an audible message that the first endpoint device
has been detected and configured.

58. The method of claim 50, wherein enabling the at least
one gateway device to execute the at least one application
supporting traditional central office based functions for voice
services further comprises executing the at least one applica-
tion supporting traditional central office based functions for
voice services on the application service module side of an
interface boundary between the application service module
and the user module forming an application service provider
demarcation.
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