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I, Dr. Zhi Ding, declare as follows:

1. My name is Zhi Ding.

2. I have been retained as an expert witness on behalf of TP-Link
Corporation Limited (“TP-Link” or “Petitioner”) for the above-captioned Petition
for Inter Partes Review (“Petition”) of U.S. Patent No. 10,327,242 (the “’242
Patent”) (Ex. 1001). I am being compensated for my time in connection with this
Petition at my standard consulting rate of $820 per hour. My compensation is not
affected by the outcome of this matter.

3. I have been asked to provide my opinions regarding whether claims 1-
37 of the ’242 Patent (the “Challenged Claims”) are invalid as obvious to a person
having ordinary skill in the art at the time of the alleged invention.

4. The ’242 Patent issued on June 18, 2019, from Application No.
15/287,706, filed on October 6, 2016, and claims priority to provisional applications
No. 62/253,540, filed on November 12, 2015, and No. 62/336,503, filed on May 13,
2016.

S. I am not currently, and have not at any time in the past been, an
employee of TP-Link. I have no financial interest in TP-Link.

I. BACKGROUND AND QUALIFICATIONS

6. I presently hold the title of Distinguished Professor in the Department

of Electrical and Computer Engineering at the University of California, Davis. Since
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my appointment on July 1, 2000, I have held the position of professor for the past
23 years at the present university and have served as a faculty member at several US
universities for over 32 years. | am also a private technical consultant on various
technologies related to information systems. I have more than three decades of
research experience on a wide range of topics related data communications and
signal processing.

7. I earned my Bachelor of Science degree in 1982 in wireless engineering
from the Nanjing Institute of Technology (later renamed as Southeast University) in
Nanjing, China. I earned my Master of Science degree in 1987 in electrical
engineering from the University of Toronto in Toronto, Canada. I earned my Ph.D.
in 1990 in electrical engineering from Cornell University in Ithaca, New York.

8. My responsibilities as a Professor at University of California, Davis,
include classroom instruction on various topics of communication systems and
signal analysis, as well as mentoring undergraduate students and supervising
graduate students in their research and development efforts on various topics related
to digital communications. I have directly supervised such research and development
works ranging from signal detection to wireless networking. As the chief academic
advisor, I have also directly supervised the completion of over 20 Masters theses and
30 Ph.D. dissertations on various topics related to digital communications. I have

served full time as a faculty member at three major research universities in the
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United States over the past 30 years, including Auburn University from 1990 to
1998, University of lowa from 1999 to 2000, and University of California, Davis,
from 2000 to present.

9. Since 1990, I have been selected as the principal investigator of
multiple highly competitive federal and local research grants, including more than
twenty major research projects supported by the National Science Foundation and
two research projects funded by the U.S. Army Research Office. These competitive
research projects focused on developing more efficient and effective digital
communication transceivers, networks, and signal processing tools. I have also
participated in several large-scale projects supported by the Defense Advanced
Research Projects Agency (DARPA) with teams of researchers. I have applied for,
and received support from, other federal, state, and industry sponsors.

10. I have published over 240 peer-reviewed research articles in premier
international journals, in addition to over 250 refereed technical articles at top
international conferences on communications and information technologies.
According to Google Scholar, my published works have been cited by over 16,000
times by peers. I also authored two books on communications technologies. My most
recent book, coauthored with B.P. Lathi, is entitled, “Modern Digital and Analog

Communication Systems,” 5th edition, and was published by the Oxford University
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Press in 2018. The 4th edition of this book (published in 2009) had been widely
adopted as an introductory textbook to communication systems.

11. In addition to the over 490 published technical papers that have been
cited over 16,000 times according to Google Scholar, I am also co-inventor of 4
issued U.S. patents on communication technologies.

12. 1 am a member of the Institute of Electrical and Electronics Engineers
(IEEE) and was elevated to the grade of Fellow in January 2003 for contributions
made in signal processing for communication. The IEEE is the world’s largest
professional society of engineers, with over 400,000 members in more than 160
countries. The IEEE has led the development of many standards for modern digital
communications and networking, most notably, the IEEE 802 series of network
standards. The IEEE Grade of Fellow is conferred by the Boards of Directors upon
a person with an extraordinary record of accomplishments in any of the IEEE fields
of interest. The total number selected in any one year does not exceed one-tenth of
one percent of the total voting Institute membership.

13. Thave served the IEEE in the following capacities:

e Chief Information Officer of the IEEE Communications Society from Jan.

2018 to present.

e Chief Marketing Officer of the IEEE Communications Society from Jan.

2020 to present.
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e (General Chair of the 2016 IEEE International Conference on Acoustics,
Speech, and Signal Processing, the flagship conference of the IEEE Signal
Processing Society.

e Chair of the Steering Committee for the IEEE Transactions on Wireless
Communications from 2008 to 2010.

e Distinguished Lecturer of the IEEE Communications Society from January
2008 to December 2009.

e Technical Program Chair of the 2006 IEEE Globecom, one of two
flagship annual IEEE Communication Society conferences.

e Distinguished Lecturer of the IEEE Circuits and Systems Society from 2004
to 2005.

e Associate Editor of the IEEE Transactions on Signal Processing from 1994
to 1997 and from 2001 to 2004.

e Member of the IEEE Statistical Signal and Array Processing for
Communications Technical Committee from 1993 to 1998.

e Member of the IEEE Signal Processing for Communications Technical
Committee from 1998 to 2004.

14.  In2012, Ireceived the Wireless Communications Technical Committee
Recognition Award from the IEEE Communications Society, an award given to a

person with a high degree of visibility and contribution in the field of “Wireless and
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Mobile Communications Theory, Systems, and Networks.” I received the 2020
Education Award from the IEEE Communications Society. According to the
Society, this award “recognizes distinguished and significant contributions to
education within the Society’s technical scope.”

15. T have also served as a technical consultant for the telecommunication
industry. For example, in 1995 I consulted for Analog Devices, Inc., on the
development of the first generation DOCSIS cable modem systems. 1 have also
consulted for other companies, including Nortel Networks and NEC US
Laboratories. [ worked as a visiting faculty research fellow at NASA Glenn Research
Center in 1992 and at U.S. Air Force Wright Laboratory in 1993. I have served on
multiple review panels of the National Science Foundation to evaluate competitive
research proposals in the field of communication. I have also reviewed a large
number of research proposals at the request of the National Science and Engineering
Research Council (NSERC) of Canada as an expert panelist from 2010 to 2013, and
also at the request of the Research Grant Council (RGC) of Hong Kong as an external
reviewer.

16. I'have served as an expert witness or consulting expert on a number of
matters related to intellectual property, mostly in the arena of telecommunications,
including cellular communications, Wi-Fi technologies, Bluetooth, and optical

communications. For example, since 2007, I have been engaged to work on various
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Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

litigations involving cellular, WiFi, Bluetooth, and optical communication
networks.

17. Based on my above-described near three decades of experience in
communications technologies, and the acceptance of my publications and
professional recognition by societies in my field, I believe that [ am qualified to be
an expert in wireless communication systems, communication networks, and signal
processing.

18. My qualifications and publications are set forth more fully in my

curriculum vitae, attached.

II. MATERIALS AND OTHER INFORMATION CONSIDERED

19.  In forming the opinions expressed in this Declaration, I relied upon my
education and experience in the relevant field of the art and have considered the
viewpoint of a person having ordinary skill in the art (POSITA) at the time of the
alleged invention.

20. I have considered the materials referenced herein, including the ’242
Patent (Ex. 1001), the file history of the *242 Patent (Ex. 1004), the Petition, and

other documents listed in the Exhibit List of the Petition, including:

Description Date of Public Availability
Published September 18, 2014,
from a PCT application filed March
14, 2014, with priority to U.S.
provisional applications

International Patent Application
Publication No. WO 2014/145073 Al
(“Gupta”) (Ex. 1005)

TP-Link Ex. 1002
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Description Date of Public Availability
61/799,675, filed March 15, 2013,
and 61/858,573, filed July 25, 2013.
U.S. Patent No. 7,907,562 (“Murty”) | Issued on March 15, 2011, from an

(Ex. 1006) application filed June 20, 2007.
U.S. Patent No. 9,936,028 (“Ganu™) | Issued on April 3, 2018, from an
(Ex. 1007) application filed October 21, 2014

and published April 21, 2016.

U.S. Patent Application Publication Published on May 26, 2015, from
No. 2015/0085844 A1l (“Tian”) (Ex. | an application filed September 25,
1008) 2013.

Perahia and Stacey, Next Generation | Published and publicly available no
Wireless LANs, Cambridge University | later than 2014. See Exs. 1017,
Press, 2nd Edition (2013) (“Perahia”) | 1018.

(Ex. 1009)
Chinese Patent CN 101,583,151 B Issued on January 9, 2013, from an
(“Haitao”) and certified translation application filed July 2, 2009 and

(Ex. 1010) published November 18, 2009.

IEEE 802.11v (Ex. 1011) Published and publicly available no
later than 2011.

IEEE 802.11-2012 (Ex. 1012) Published and publicly available no
later than 2012.

Levanen et al., Dense small-cell Published and publicly available no

networks: Rethinking the radio later than 2014.

interface beyond LTE-advanced, 1st
Int’l Conf. on 5G for Ubiquitous
Connectivity 163 (2014) (“Levanen™),
citing Perahia (Ex. 1017)

Jeon et al., LTE in the Unlicensed Published and publicly available no
Spectrum: Evaluating Coexistence later than 2014.

Mechanisms, 2014 IEEE Globecom
Workshop 740 (2014) (“Jeon™), citing
Perahia (Ex. 1018)

21.  The references listed above include prior art to the 242 Patent which is
entitled to a priority date not earlier than November 12, 2015. Gupta, Murty, Ganu,
Perahia, and Tian (Exs. 1005, 1006, 1007, 1008, and 1009) were not cited.

10
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Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242
III. UNDERSTANDING OF PATENT LAW

22. I am not an attorney. For purposes of this declaration, I have been
informed about certain aspects of the law that are relevant to my opinions. My
understanding of the law is as listed below.

A. Claim Construction

23. I understand that in an IPR petition filed after November 13, 2018, a
claim must be construed under the Phillips standard. Under that standard, words of
a claim are given their plain and ordinary meaning as understood by a POSITA at
the time of invention, in light of the specification and prosecution history, unless
those sources show an intent to depart from such meaning, as well as pertinent
evidence extrinsic to the patent.

B. Obviousness

24. I have been informed and understand that a patent claim can be
considered to have been obvious to a POSITA at the time the application was filed.
This means that, even if all of the requirements of a claim are not found in a single
prior art reference, the claim is not patentable if the differences between the subject
matter in the prior art and the subject matter in the claim would have been obvious
to a POSITA at the time the application was filed.

25. Thave been informed and understand that a determination of whether a
claim would have been obvious should be based upon several factors, including,

among others:
11
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Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

e the level of ordinary skill in the art at the time the application was filed;
e the scope and content of the prior art; and

e what differences, if any, existed between the claimed invention and the
prior art.

26. I have been informed and understand that the teachings of two or more
references may be combined in the same way as disclosed in the claims, if such a
combination would have been obvious to a POSITA. In determining whether a
combination based on either a single reference or multiple references would have
been obvious, it is appropriate to consider at least the following factors:

e whether the teachings of the prior art references disclose known concepts
combined in familiar ways, which, when combined, would yield
predictable results;

e whether a POSITA could implement a predictable variation, and would
see the benefit of doing so;

e whether the claimed elements represent one of a limited number of
known design choices, and would have a reasonable expectation of
success by a POSITA;

e whether a POSITA would have recognized a reason to combine known
elements in the manner described in the claim;

e whether there is some teaching or suggestion in the prior art to make the
modification or combination of elements claimed in the patent; and

e whether the innovation applies a known technique that had been used to
improve a similar device or method in a similar way.

27. I understand that a POSITA has ordinary creativity, and is not an

automaton.

12
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28. I understand that in considering obviousness, it is important not to
determine obviousness using the benefit of hindsight derived from the patent being
considered.

29. Tunderstand that prior art to the *242 Patent includes patents and printed
publications in the relevant art that predate the Priority Date of the *242 Patent.

30. I ounderstand that certain factors—often called ‘“secondary
considerations”—may support or rebut an assertion of obviousness of a claim. I
understand that such secondary considerations include, among other things,
commercial success of the alleged invention, skepticism of those having ordinary
skill in the art at the time of the alleged invention, unexpected results of the alleged
invention, any long-felt but unsolved need in the art that was satisfied by the alleged
invention, the failure of others to make the alleged invention, praise of the alleged
invention by those having ordinary skill in the art, and copying of the alleged
invention by others in the field.

31. I further understand that there must be a nexus—a connection—
between any such secondary considerations and the alleged invention. I also
understand that contemporaneous and independent invention by others is a

secondary consideration tending to show obviousness.

13
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IV. SUMMARY OF OPINIONS

32. Itis my opinion that claims 1-10, 14-15, 18-31, and 35 are disclosed or,
at a minimum, rendered obvious by Gupta in combination with Murty (Ground I).

33. It is my opinion that claims 16, 17, 36, and 37 are disclosed or, at a
minimum, rendered obvious by Gupta in combination with Murty and Ganu (Ground
II).

34. It is my opinion that claims 11 and 32 are rendered obvious by Gupta
in combination with Murty and Perahia (Ground III).

35. Itis my opinion that claims 1, 5, 8,9, 12, 13, 19, 21, 22, 26, 29, 30, 33,
and 34 are rendered obvious by Murty in combination with Tian (Ground 1V).

36. It is my opinion that for purposes of this proceeding, the claim terms
need not be construed to resolve the prior art issues presented in this Petition.

V. OVERVIEW OF THE TECHNOLOGY

37. The ’242 patent is directed at wireless technology and specifically to
computer networking via wireless connections. Unlike wired connections, wireless
networks provide convenience, flexibility, and mobility for computers to connect to
a network. In wireless networks, wireless devices such as laptops and printers
connect to the broader network through a wireless access device by using a
standardized wireless protocol such as Bluetooth, or Wi-Fi which typically refer to

the IEEE 802.11 series of standards. Wireless access devices utilize a wireless

14
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connection between the wireless access device and a wireless device to transfer data.
A network device connected to an external network is referred to as a “gateway,”
while a wireless access device connected to an external network may be referred to
as a “gateway wireless access device.”

38. The area in which a wireless connection between the wireless device
and the wireless access device (access point or AP) can be established and
maintained is the wireless coverage area for the AP. Often, the area where a user
wishes to use his or her wireless device is larger than the coverage area of a single
AP because the signal strength and quality of a wireless connection generally
degrade as the wireless device moves further away from the single AP. A common
approach is to form a wireless mesh network or extended network that uses multiple
APs that are deployed in a scattered manner to increase coverage. In such an
extended network, APs also act as WiFi extenders, though one can add WiFi
extenders that do not provide direct access to client devices. APs in a wireless mesh
network are also called Mesh APs or MAPs.

39. A network is defined by its topology. A basic WiFi setup may have a
single AP connected to a gateway or integrated with a gateway. A mesh network
would typically have a root AP (which itself is connected to a gateway or integrated
with a gateway) and a number of other APs scattered around. In one mesh network

configuration, these secondary APs may be wirelessly but directly connected to the

15
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root AP, forming a star topology network. In other configurations, some of the
secondary APs may instead be connected indirectly but wirelessly to the root AP in
a daisy chain fashion by directly connecting to other secondary APs which are in
turn either directly or indirectly connected to the root AP, forming a tree topology.
In a star topology, the backhaul paths to an integrated root AP/gateway are single-
hop communication paths. In a tree topology, the backhaul paths include indirect,
multi-hop communication paths.

40. To individual users (wireless devices), the quality of the wireless
link/connection is important to his/her networking experience. Typical link/channel
quality parameters or indicators include received signal strength indicator (RSSI),
received channel power indicator (RCPI), and the number of AP-to-AP wireless
connections, generally referred to as a hop-count, for a client to reach a gateway
through one or more APs. For example, the RSSI and RCPI provide signal strength
information that impacts link speed and/or packet loss rate. Generally, a stronger
RSSI/RCPI allows for faster connection speed, and/or lower packet loss rate.
Conversely, a large hop count may adversely affect data rate, latency, and packet
loss rate.

41. Depending on the applications, different performance metrics may be
important to the clients. Important performance metrics should describe the user

experience when in connection. Typical metrics include throughput, packet

16
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error/loss rates, connection speed, bandwidth efficiency, latency, and jitter. These
metrics directly reflect and impact user experience, overall network capacity, and
efficiency of resource usage.

42.  One of the most important benefits of wireless networks is the ability
to maintain good connectivity as a client wireless device moves from one location
to another. Because the link quality with one mesh AP may deteriorate while the link
quality with a different mesh AP improves, the decision to change the connection of
a wireless client device from one AP to another AP allows the wireless client device
to maintain strong link quality. This process is referred to as roaming. To achieve
high-quality network performance, roaming relies on channel quality information
between a wireless client device and available APs in a mesh network, and can also
take into account the quality of the backhaul communication paths between the APs
and a gateway. Roaming decisions based on link quality measurement are vital to
the effectiveness of mesh networks.

VI. THE 242 PATENT

43. The ’242 Patent issued on June 18, 2019, from Application No.
15/287,706, filed on October 6, 2016, and claims priority to provisional applications
No. 62/253,540, filed on November 12, 2015, and No. 62/336,503, filed on May 13,
2016.

A. Claims

17
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44. The 242 Patent has 37 claims, including two independent claims
numbered 1 and 22. Ex. 1001, 30:57-34:26. Claims 1-37 are the Challenged Claims.
45. Exemplary Claim 1 is reproduced below:

1. A computer-implemented method for roaming implementation in a
wireless mesh network formed with one or more mesh points,
the method comprising:

causing a wireless link to be established between a first mesh point
and a client;

without requiring that the established wireless link to be corrupted or
lost, causing a second mesh point to measure a plurality of
qualitative parameters indicative of a quality of a potential link
between the second mesh point and the client;

causing the plurality of qualitative parameters indicative of the quality
of the potential link to be transmitted to a controlling entity of
the wireless mesh network;

comparing, by the controlling entity, the quality of the potential link
between the second mesh point and the client against a quality
of the established wireless link between the first mesh point and
the client;

upon determining that the quality of the potential link exceeds the
quality of the established wireless link by a select level, causing
the controlling entity to issue one or more instructions resulting
in the client roaming from the first mesh point to the second
mesh point; and

determining whether the client supports intelligent roaming;

wherein, when the client does not support intelligent roaming, the one
or more instructions include a deauthentication or a
disassociation frame, with a reason code reflecting a roaming
decision by the controlling entity.

Ex. 1001, 30:58-31:20.

18
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B. Summary of the Specification

46. According to the *242 Patent, a better alternative to using a single high-
power AP to cover an area such as a home is to use “a wireless mesh network with
a multitude of smaller APs [(blue)], deployed [] in a scattered, distributed manner”

as 1llustrated below. Ex.1001, 3:36-39.

112b

Mesh Pm 100 ]
e "N ’

Galel Y
110 M;a%h.ﬁoint > ;

112a 1 3

(e.9.. Main AP)™__

] WAN ™\
{ P Network 120 }
{e.g., the Internet)

NS

FIG. 1A

Ex.1001, FIG. 1A. The specification explains that, traditionally, a client device
(such as a cell phone) only starts roaming in the network when the signal strength of
the AP it is connected to (current/serving AP) degrades sufficiently. Id., 20:43-45.
According to the 242 Patent, such client-initiated roaming is often ineffective
because the client device lacks information on the conditions of the connections and
APs in the wireless mesh network and therefore may not roam to the best target AP

in the network. /d., 20:45-53. The ’242 Patent purports to solve this problem using

19
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network-initiated roaming whereby the APs measure link quality parameters and
pro-actively initiate client roaming. /d., 20:54-59 (“[T]he disclosed wireless mesh
network can measure one or more parameters in addition to the RSSI value to better
determine when and how to roam! a client.”).

C.  Summary of the Prosecution History

47. 1 have reviewed the file history. I note that, in addition to prior art
rejections under 35 U.S.C. § 102 and 103, original claims 1-13 and 16-20 were
rejected under 35 U.S.C. § 101 for being “directed to an abstract idea without
significantly more.” Ex.1004, 138-51.

48.  As to the prior art rejections, following amendments by the Applicant,
the claims were allowed on the ground that the prior art did not disclose “the features
for determining whether the client supports intelligent roaming: wherein, when the
client does not support intelligent roaming, the one or more instructions include a
deauthentication or a disassociation frame, with a reason code reflecting a roaming
decision by the controlling entity, as recited in claim 1” or “determining whether the

client supports intelligent roaming; wherein, when the client supports intelligent

! The °242 patent uses the verb “roam” as both a transitive verb and an intransitive
verb. To be consistent with the 242 patent and its claims, my declaration also
follows the same usage when using the same verb.

20
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roaming, the one or more instructions include a roaming directive and an identifier
of the second mesh point, as recited in claim 21.” Ex.1004, 196-99.

VII. LEVEL OF ORDINARY SKILL IN THE ART

49. I understand that there are multiple factors relevant to determining the
level of ordinary skill in the pertinent art, including the educational level of active
workers in the field at the time of the alleged invention, the sophistication of the
technology, the type of problems encountered in the art, and the prior art solutions
to those problems.

50. In determining the characteristics of a hypothetical person of ordinary
skill in the art of the 242 Patent at the time of the alleged invention, I considered
several things, including the type of problems encountered in this field, and the
rapidity with which innovations were made. I also considered the sophistication of
the technology involved, and the educational background and experience of those
actively working in the field, and the level of education that would be necessary to
understand the ’242 Patent. Finally, based on my own experience, I placed myself
back in the relevant periods of time, and considered the state of the art and the level
of skill of the engineers working in this field in those times.

51. It is my opinion that a POSITA at the time of the 242 Patent would
have had a Bachelor’s degree from an accredited program in electrical engineering,

computer engineering, computer science, or a related field, and three years of
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experience in the design and analysis of wireless communication systems or
equivalent work experience. Additional education might compensate for less
experience, and vice-versa.

52. I also note that my opinions provided in this Declaration would not
change in view of any minor modifications to this level of skill.

VIII. CLAIM CONSTRUCTION

53. It is my opinion that for purposes of this proceeding, the claim terms
need not be construed to resolve the prior art issues presented in this Petition.

54. Nothing in this section should be construed as expressing any opinion
as to whether the claims constitute patentable subject matter under 35 U.S.C. § 101,
or whether they satisfy the definiteness, enablement, best mode, or written
description requirements under § 112.

IX. OVERVIEW OF THE PRIOR ART
A.  Overview of Gupta

55. Like the 242 Patent, Gupta is directed to pro-active network-initiated
roaming (“redistribution of wireless clients”) in a wireless mesh network. Ex.1005,
Abstract (“Systems and methods for instituting redistribution of wireless clients to
improve service [whereby]... multiple APs acting in concert, and/or a central

entity []... deciding that an associated client should be redistributed [(roam)]

based on a connection_metric, wherein the decision i1s based on at least... [a]

network metric and a threshold comparison; and ... sending the associated client a
22
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trigger, wherein the #rigger is at least one of, a redistribution request and a disconnect
message.”), [0004], [0035] (“The above redistributions may be referred to as a pro-
active approach to client distribution.”).?

56. As Gupta teaches, connection metrics are obtained from a plurality of
link quality parameters measured by the APs, such as “received signal strength
indication (RSSI), number of clients, airtime utilization, and physical layer data
rate.” Id., [0054]-[0055]. In my opinion, those link quality parameters match the
“qualitative parameters” of the *242 Patent. Ex.1001, 20:54-59, claim 19.

57.  Gupta Figure 1 illustrates “WiFi Access Points (APs)” (blue) forming
a wireless mesh network, and exemplary client devices (purple). Ex.1005, [0028]-
[0031], [0033] (“networks that are configured for APs to mesh” with “[a] number of

hops from one AP to a root node™).

2 Emphasis added unless otherwise noted.
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160

102\ '@ @

FIG. 1

Ex.1005, FIG. 1.}

58. Like the ’242 Patent, Gupta teaches that the decision to roam a client
(“redistribution decisions”) can be made in a centralized or distributed manner, such
as by a “central ... controller, or ...one [AP] is designated as a controller, or a

distributed controller where APs collectively control each other to make

redistribution decisions.” Ex.1005, [0051]-[0052]; Ex.1001, 20:66-21:4.

3 Colors and colored annotations added unless otherwise noted.
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59.  As Gupta teaches, in a centralized architecture, “[a] controller could
monitor the connection metrics of the clients through the various APs [and] ...could
communicate with the respective APs in order to affect change and redistribute the
clients.” Id., [0045]. In a distributed architecture, “[tlhe AP could receive
information from other APs and use that information, in conjunction with local
information, to make [roaming] decisions.” Id., [0052].

60. Like the *242 Patent, Gupta also teaches sending appropriate messages
to a client device to cause it to roam, depending on whether the client device supports
intelligent roaming or not. As Gupta explains and consistent with the ’242 Patent,
the current AP forces a legacy client—a client that does not support intelligent
roaming—>by transmitting deauthentication (“DeAuth”) and/or disassociation
(“DisAssoc”) frames to the client, “explicitly” forcing it to disconnect. Ex.1005,
[0067]; Ex.1001, claim element [1.7].

61. On the other hand, if the client device supports intelligent roaming (e.g.,
it is an 802.11v-compliant client), the current AP would send it 802.11v BSS
Transition Management (BTM) frames to suggest/persuade the client to roam to
another AP. Ex.1005, [0070] (“[T]he [current] AP may not disconnect a client but
instead attempt to redirect it to find another AP with which to associate ... using a

Basic Service Set (BSS) Transition Management (BTM) frame exchange.”), id.,
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[0072] (BTM message includes a “list of candidate APs”). In my opinion, this is also
consistent with the 242 Patent. Ex.1001, claim element [22.7].

B.  Overview of Murty

62. Like the ’242 Patent and Gupta, Murty teaches a wireless mesh
network, illustrated in Figure 1, in which a central controller such as server 140
(magenta) manages client-AP associations (mappings). Ex.1006, Abstract, 1:15-33,
2:18-31, 4:16-18 (“a central controller (with an ‘infrastructure-wide view’)
coordinates[s] the client-to-AP mapping for each AP.”); Ex.1001, 20:66-21:4. The
central controller decides “when the [current/serving] AP should disassociate from
the client device and when another centrally selected AP should respond to, and
associate with, the client device to provide it with an enhanced wireless connection

... 1d., Abstract, 4:39-51.

26

TP-Link Ex. 1002
Page 27



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

- _uﬁ_” e

CENTRAL MGT. MODULE(S)

[ STORAGE CoMPONENT | "\

7760"“. m T ] 7‘]

SELECTION COMPONENT | ,/

I
Baciowu NETWORK

B

¢

PRINTER DEVICE
12

———
PROCESSOR(S) - 142 |

ComPuTER-
READABLE MEDIA -
144

OFERATING |
SYSTEM- 145

APPLICATIONS )
[
| IS |

Ex.1006, FIG. 1.

63.

The central controller is configured to “periodically or continuously

collect (i.e., receive) and monitor AP information centrally” and “uses AP

information it has collected to determine (i..e. select) which AP should associate to

with the client device.” Id., 12:40-50, 15:29-36, FIG. 3. As Murty teaches, each AP

(blue) transmits to the controller multiple parameters indicative of the quality of the

link between that AP and the client (purple), such as its available airtime

(FreeAirtime) and expected data rate (ExpectedRate), and the controller uses that

information to determine the AP that could provide “the most available air time (i.¢c.,

[1t has] the least load burden) and/or the highest average expected data rate between

it and [a] client device” to associate with a client device. /d.
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64. Murty further discloses that the central controller maintains a list
(“APlist”) of available APs that are candidates for association with a client device.
Id., 17:44-45, 17:57-64. Each AP on the list is assigned a score (“single value™)
indicative of the quality of the access link between itself and the client device. /d.,
17:64-18:5. Murty explains that the score “assigned to each AP (in the selected
group) is intended to represent the available throughput capacity of that AP [and]
can be used uniformly for comparing various possible APs (‘candidates’) to identify
(i.e., select) a preferable AP (having the highest single value) to associate with” the
client device. /d., 18:9-14. Murty’s APlist and its use to select the candidate AP with
the highest score is consistent with the 242 Patent. Ex.1001, claims 8-9, and 29-30
(list of candidate APs).

65. Significantly, Murty also teaches that handoff/roaming is only
warranted if there is a candidate AP that would provide substantially improved
throughput compared to the current AP, e.g.,, where there is a net throughput
improvement above a select level, for example an improvement of at least 20%:

In this regard, a client device is considered a device that would benefit
from being handed off [(roaming)],... there should be an available
candidate AP (for the client device to be handed off) that is capable of
providing the client device with an improved throughput capacity ...
In at least some embodiments, a client device handoff [(roaming)] could
be considered inappropriate unless the throughput capacity available to

the client device (on the candidate AP) could be improved by a certain
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fraction (e.g., 20%). This would minimize handoffs due to small

fluctuations in loads and/or interference levels.

Ex.1006, 19:31-54. In my opinion, this is consistent with the ’242 Patent. See
Ex.1001, 22:9-12, elements [1.5]/[22.5].

C. Overview of Ganu

66. Ganu is directed to roaming in a wireless network in which “a network
infrastructure needs to determine whether the client device should be steered to
another radio and/or access point” when “the client device ... is in the midst of a
delay-sensitive or disruption-sensitive transaction,” such as an active voice or video
call. Ex.1007, 1:15-24, 3:17-19, 3:63-65. Ganu teaches that, when signal quality of
a client degrades in the midst of delay-sensitive or disruption-sensitive applications,
the network may decide to delay roaming and “allow the client device to be
associated with the same radio [of the same AP] even though a better radio exists in
the network that can provide better signals to the client.” 1d., 4:1-9. This “Not Move
Client Device” strategy “minimize[es] the disruption of the ongoing session from
roaming events.” Id.

D. Overview of Tian

67. Like the ’242 Patent, Tian discloses methods of facilitating roaming
(“re-association”) of a wireless client device in a wireless network. Ex.1008, [0004].
Such a network including multiple APs (blue) is illustrated in Figure 3. Id., [0009].

As shown, a wireless client device 370 (purple) is associated with AP 310
29
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(first/current AP) and communicates with it over wireless link 381 (magenta). /d.,

[0035]. As Tian explains, Figure 3 also “depicts a wireless link 382 [(dashed lines)]

between the wireless client device 370 and the second AP 320 that will result after

completing the re-association of the wireless client device 370 from the first AP

310 [(current AP)] to the second AP 320.” Id.
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3131  MODULE
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Ex.1008, FIG. 3.

68.

As 1illustrated in Figure 3, each AP includes an “access point

coordination module” (APCM) that exchanges link quality parameters and

coordinates roaming decisions with other APs. Id., [0037]-[0039]. Tian teaches that
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the current AP 310 uses the link quality information it receives from the candidate
AP 320 to calculate “an expected throughput gain that might result from the
wireless client device 370 being associated with the second AP 320.” Id., [0040].
“If the [expected] throughput gain is above a predefined threshold,” the current AP
determines to re-associate (roam) the client device to the candidate AP 320. /d.,
[0043], [0040].

69. While Figure 3 illustrates a distributed architecture, Tian also teaches a
centralized architecture, illustrated in Figure 4, in which “the central AP 412
[(magenta)] may provide centralized coordination for one or more other APs

[(blue)] in the hybrid network.” Id., [0045].
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Ex.1008, FIG. 4.
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70.  In addition, like the *242 Patent, Tian teaches selecting the appropriate
re-association technique to roam a client device based on the client’s roaming
capability and past roaming behavior. /d., [0029].

71.  Asshown at block 914 (green) in Figure 9 below, to initiate roaming of
a client device that supports intelligent roaming, the AP sends a request
(“configuration parameter”) “identifying at least the second AP, the configuration
parameter representing a suggestion to the wireless client device to reselect and [re]-
associate[] with the second AP.” Id., [0074].

72.  As shown at block 916 (red), to roam a legacy client device that does
not support intelligent roaming, the AP instead sends a “disassociation instruction
... to the wireless client device to force the wireless client device” to disconnect and
“to perform a new network discovery and selection.” Id., [0075]. “[T]he
disassociation instruction may instruct the wireless client device to disassociate
from the first AP within a predefined time interval.” /d.

73. Inaddition, as Tian teaches, the network maintains a record of previous
re-association activities for client devices, as shown at block 918 (magenta).
Ex.1008, [0077], [0029]. The APs use this record (profile) to determine the client’s
roaming capabilities and behavior and to “select a particular re-association

technique” to roam the client, shown at block 910 (purple). Id., [0072].
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1d., FIG. 9 (excerpted).

X.  SPECIFIC GROUNDS FOR PETITION

A.  Ground I: Claims 1-10, 14-15, 18-31, 35 Are Rendered Obvious by
Gupta, Alone or in Combination with Murty

1. Reasons to Combine Gupta and Murty

74.  As I further detail at the element-by-element level in Sections X.A.2

and X.A.9, in my opinion a POSITA would have had compelling reasons to combine
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the teachings of Gupta and Murty. Indeed, I am of the opinion that Gupta and Murty
are analogous references with compatible teachings, and a POSITA would recognize
that Murty’s detailed software architecture could be used to improve and enhance
the operation of Gupta’s system. For example, both references are directed to the
same subject matter—device roaming in a wireless mesh network, whereby the
network pro-actively initiates roaming of client devices to improve service. See
Section X.A.2.a. Both in fact describe the same software-based centralized
architecture in which a central controller manages all client device-to-AP
associations in the mesh network.* Id. Murty describes its software architecture in
detail, and in my opinion a POSITA would have found it obvious and beneficial to
use Murty’s teachings in Gupta’s system to flexibly support Gupta’s software-
intensive roaming strategies. /d. For example, Gupta discusses roaming strategies
that are based on formulating connection metrics (such as throughput) based on
many different link quality and AP status parameters, and assessing them using
thresholds (Ex.1005, [0054]-[0059]), and other roaming strategies that take into

account historical metrics and use “probabilistic calculation.” Id., [0062]-[0065].

4 Gupta also teaches distributed control architectures, as I discussed above in the
prior art overview section IX.A, and in further detail below in the claim mapping
section X.A.
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Those different roaming control strategies can be flexibly implemented in the user-
mode “software AP daemon” described in Murty and illustrated in its Figure 2
below. Ex.1006, 3:46-55, 6:5-12, 9:55-10:10. The communication with client
devices and the collection and exchange of the many different link quality metrics
between APs and a central controller discussed in Gupta can be flexibly handled by
the kernel-mode software and, in particular, the kernel-mode “software AP driver”

described in Murty and illustrated in its Figure 2 below. /d., 8:45-9:37

200 —

)

SOFTWARE AP DAEMON - 216

USER-MODE

KERNAL-MODE
SERVICE REQUEST PROTOCOLS - 202

NETWORK BRIDGING PROCESSES - 204

I

N SOFTWARE AP DRIVER
- 206
WIRELESS INTERFACE BACKHAUL INTERFACE
DRIVER - 208 DRIVER - 212
Network Interfaces 120
WIRELESS NIC - 210 BACKHAUL NIC - 214

Ex.1006, FIG. 2.
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75.  In my opinion, Gupta and Murty also both teach that the network
initiates client roaming based on determining that a candidate AP can offer better
quality of service (connection metric) to a client than what 1s offered by the current
AP. See Section X.A.2.e-f. Gupta and Murty notably teach using the same
connection metric, achievable throughput, to make roaming decisions. See Section
X.A2.e-f.

76.  In addition, to support roaming decisions, Gupta’s and Murty’s central
controller collects and monitors many of the the same link quality parameters
measured by the APs, such as data rate and available airtime. See Sections X.A.2.c-
d and X.A.8. Gupta and Murty teach sending the same messages (deauthentication
and/or disassociation frames) to force-disconnect the client. See Section X.A.2.(h).
While Gupta also teaches sending 802.11v BTM request to an 802.11v-compliant
client (see Section X.A.18.h), that feature is not described in Murty simply because
Murty predates 802.11v. Ex.1011, 1. Thus, I am of the opinion that a POSITA would
understand that Murty’s teachings are compatible with Gupta’s and that a POSITA
could use Murty’s teaching to improve Gupta’s system with predictable results. For
example, Murty provides a detailed procedure for determining the best candidate AP
from the collected link quality parameters—as explained below in particular in
Sections X.A.2.(e) (link quality comparison using a threshold), X.A.9 and X.A.10

(scored list of candidate APs, and selection of best AP from the list}—and in my

36

TP-Link Ex. 1002
Page 37



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

opinion a POSITA would have found it obvious to implement it in Gupta’s system
because it is efficient, improves decision-making speed, and minimizes unnecessary
roaming. See Sections X.A.2.f and X.A.9.

77.  In my opinion, the results of a combination of Gupta and Murty would
have been predictable, and there would have been a reasonable expectation of
success, because the modification of Gupta based on Murty would require common
and routine software programming.

2. Independent Claims 1 and 22

a. Preamble: “A computer-implemented method for
roaming implementation in a wireless mesh network
formed with one or more mesh points, the method
comprising:”

78.  In my opinion, Gupta discloses or renders obvious the preamble. In my
opinion, Gupta in view of Murty also renders it obvious.

79. Wireless mesh network — Gupta discloses a wireless mesh network,

illustrated in Figure 1, formed with one or more “WiFi Access Points (APs)” (mesh
points) (blue). Ex.1005, [0028]. As Gupta explains, such a network “[is] configured
for APs to mesh” so that “the APs [can] share information directly or indirectly, with

one another ...”. Id., [0030], [0033].
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102\/‘@ N

FIG. 1

Ex.1005, FIG. 1.

80. Murty also discloses wireless mesh networks and confirms they were
well-known in the art. Ex.1006, 1:21-32 (“[W]ireless LANs (WLANSs) are becoming
increasingly popular ... These WLANSs provide mobile client devices with wireless
access from any location within range of one or more access points (AP) associated
with the WLAN. In this way, mobile client devices can access a WLAN, and
potentially one or more backhaul networks (wired and/or wireless mesh) ... without

being physically connected to the network.”), 3:7-26, 6:58-61 (“System 100 [in
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Figure 1] also includes a backhaul network (typically wired and/or wireless network

mesh) ... depicted here as backhaul network 130 [(tan)].”).
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81. Computer-implemented method for roaming — In my opinion, Gupta

discloses a computer-implemented method for roaming implementation
(“redistribution of wireless clients”) in its wireless mesh network. Gupta teaches
“[s]ystems and methods for instituting redistribution of wireless clients to improve

service [with] ...multiple APs acting in concert, and/or a central entity ... deciding

that an associated client should be redistributed [(roam)] based on a connection
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metric, wherein the decision is based on at least... [a] network metric and a threshold
comparison ...”. Ex.1005, Abstract, [0004].

82.  Gupta further teaches that redistribution (roaming) decisions can be
made in a distributed or centralized manner, among others. Id., [0052]. As an
example of a distributed roaming architecture, Gupta explains that each AP can
“make decisions locally” whether to redistribute (roam) its associated client devices.
Id. Roaming decisions can also be made by ‘““a central entity like a controller, or
among the APs where one is designated as a controller, or a distributed controller
where APs collectively control each other to make redistribution decisions.” Id.
[0052].

83. Gupta further explains that its strategies to improve roaming
(redistribution) of client devices across the wireless mesh network are implemented
using computers, software, and/or firmware. Ex.1005, [0096] (“features consistent
with the present inventions may be implemented via computer-hardware, software
and/or firmware.”). Gupta further explains that there were many available computer-
implementation options, all of which were well-known. /d., [0097]-[0098].

84. In any event, in my opinion a POSITA would have understood and
found obvious that a computer-implementation is important to provide the flexibility
to implement the different software-intensive roaming strategies discussed in Gupta.

See, e.g., Ex.1005, [0044]-[0048] (redistribution for load balancing). [0054]-[0061]
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(redistribution based on absolute or relative connection metric thresholds), [0062]-
[0065] (redistribution based on probabilistic calculations that use “a mathematical
function to return a calculated probability that the client should be redistributed or
not”).

85. Inmy opinion, a POSITA would have been motivated to consult Murty,
which describes a software architecture for roaming implementation in a wireless
mesh network (a computer-implemented method) that, importantly, “is intended to
provide a significant degree of control and flexibility ...”. Ex.1006, 9:34-37. As
Murty explains and as illustrated in Figure 2 below, “[n]etwork stack 200 enables
AP functionality” in mesh points and includes “[s]oftware AP driver 206 (red)
where “most of the AP functionality, such as association, authentication, rate
control, handoffs, packet routing, and the like is implemented.” Id., 8:29-9:3.

86.  The network stack also includes “software AP daemon 216” (magenta)
responsible for “performing certain association and/or handoff procedures” and for
“Ip]eriodically reporting (to the central management module(s)) software AP-
specific information... [such as] an updated list of client devices currently associated
with the software AP; the air-time utilization for each client device currently

associated with the [AP] ...”. Id., 9:55-10:9.

41

TP-Link Ex. 1002
Page 42



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

200 N

!

SOFTWARE AP DAEMON - 216

SERVICE REQUEST PROTOCOLS - 202

NETWORK BRIDGING PROCESSES - 204

i

SOFTWARE AP DRIVER
- 206

i

WIRELESS INTERFACE
DRIVER - 208

WIRELESS NIC - 210

BACKHAUL INTERFACE
DRIVER - 212

Network Interfaces 120

BACKHAUL NIC - 214

USFR-MODE

KERNAL-MODE

Ex.1006, FIG. 2.

87. Inmy opinion, a POSITA would have found it obvious to try using such

a software architecture to implement Gupta’s redistribution functionalities. The

POSITA would have had a reasonable expectation of success, in my opinion, given

Murty’s detailed explanation of the architecture and its use of routine software

programming and because, as discussed above, the architecture is designed “to

provide a significant degree of control and flexibility[.]” Ex.1006, 7:60-10:9.
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Additionally, the proposed combination of Gupta and Murty is a combination of
prior art elements according to known methods, and also application of a known
technique (the flexible software architecture for implementing AP functionality
described in Murty) to a known system ready for improvement (Gupta’s system,
which describes AP functionality covering network-initiated roaming strategies),
both to yield predictable results, namely improved roaming functionality.

b. Elements [1.1]/[22.1]: “causing a wireless link to be
established between a first mesh point and a client;”

88.  In my opinion, Gupta discloses this element and, alone or in view of
Murty, renders it obvious. As Gupta explains, a wireless client device “may initially
select a wireless access point (AP) [(claimed first mesh point)] to associate to, based
on an initial scan [of the APs] that the client conducts.” Ex.1005, [0003]; id., [0032]
(“As a client comes in range of the access points in the example network, for instance
in FIG. 1, it may associate to any one of a number of access points in a particular
band [(claimed wireless link]).”), claim 1 (A method for instituting redistribution
of wireless clients to improve service, comprising: ... allowing a client to
associate”). Gupta further explains that “an access point (AP) [is] configured to
allow a client to associate to it, and connect with a network.” Ex.1005, [0011],
[0032]; id., claim 1 (A method for instituting redistribution of wireless clients to
improve service, comprising: ... allowing a client to associate’). Those network’s
operations are computer-implemented, as discussed under Section X.A.2(a).
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89. Inmy opinion, a POSITA would also understand that the client device’s
selection of a first mesh point to associate with relies on beacon signals and probe
response message(s) it receives from the network APs, as was well-known in the art
and described in Murty. Ex.1006, 10:28-56 (““An AP, by convention, broadcasts
beacon signals periodically. ... Typically, a client listens to the beacon frames
broadcasted by various APs and then transmits a probe request to a particular AP it
wants to associate with. An AP receiving such a message ... replies with a probe
response message ...[which] can be considered an indication of the AP’s
willingness to serve the client device.”).

90. Thus, operations of the wireless mesh network are instrumental in
causing a wireless link to be established between a first mesh point and a client. In
addition, a POSITA would have understood and found obvious that by allowing the
client to associate to it, the serving AP causes a wireless link to be established
between itself (claimed first mesh point) and the client.

c. Elements [1.2]/[22.2]: “without requiring that the
established wireless link to be corrupted or lost,
causing a second mesh point to measure a plurality of
qualitative parameters indicative of a quality of a

potential link between the second mesh point and the
client;”

91. Inmy opinion, Gupta discloses this element or renders it obvious, alone
or in combination with Murty. As discussed under Section X.A.2(a), Gupta discloses
a computer-implemented method for roaming (“redistribution”) in a wireless mesh
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network. See Section X.A.2(a). The purpose of redistribution is to identify a
candidate AP (claimed second mesh point) that is expected to provide “improve[d]
service” to the client device compared to the service currently provided by the
first/current serving AP connected to the client. Ex.1005, [0004] (“Systems and/or
methods here include embodiments for instituting redistribution of wireless clients
to improve service [and] deciding ... that an associated client should be redistributed
based on a connection metric.”).

92. For example, as Gupta teaches, in a distributed decision-making
architecture, the first/current AP compares connection metrics it receives from other
candidate APs with its own connection metric measurements (“local information™)
in order “to make decisions” whether to redistribute its associated client device(s).
1d., [0052] (“The AP itself could [] make decisions locally. ... The AP could receive
information from other APs and use that information, in conjunction with local
information, to make [redistribution]| decisions.”).

93. Thus, as Gupta teaches and as would be well-understood, the
first/current AP makes redistribution decisions based on connection metrics that
were measured by other APs (including the claimed second mesh point) and were
sent to the first/current AP (claimed first mesh point) while the client device is still
associated with the first/current AP —i.e., without requiring that the established

wireless link to be corrupted or lost, as claimed.
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94.  Gupta also teaches other redistribution decision-making architectures,
such as a centralized architecture using a central controller. /d. Regardless, the
redistribution decision-making entity “make[s] redistribution decisions based on
[connection metric] information from one or more APs[,]” including from the
claimed second mesh point. /d.

95. Claimed “plurality of qualitative parameters” - As Gupta teaches, a

candidate AP (including the claimed second mesh point) is caused by system
software to measure a plurality of qualitative parameters indicative of a quality of
service of a potential link between it and the client. Ex.1005, [0033] (“Service to a
client could be any kind of metric including but not limited to signal-to-noise ratio
(SNR), downlink throughput (e.g. Mbit/s), or direct or indirect received signal
strength indication (RSSI) metrics which can be extrapolated to service levels
indications which are indicative of the user’s quality of experience on the wireless
local area network (WLAN). Examples of such metrics may include
measured/projected/theoretical throughput, ... phy rate, and/or latency. In [mesh]
networks ... another possible metric may include the number of hops from one AP
to a root node ...”).

96. As a specific example, Gupta teaches that the decision to redistribute a
client device may be based on “achievable throughput,” which is “the throughput

metric between a client and an AP ...” as required by the claim. /d., [0054]-[0055].
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Gupta explains that the throughput metric “between” a client and a candidate AP can
be derived from a plurality of parameters indicative of a quality of a potential link
between that AP and the client and measured by the candidate AP, such as “received
signal strength indication (RSSI), number of clients, airtime utilization, and
physical layer data rate [and] [o]ther factors that may be available at an AP for
estimation [such as] ... interference seen by an AP (e.g. phy error), packet error rates,
etc.” Id., [0054], [0055]-[0056] (“the throughput metric between a client and an
AP may be affected by any number of factors or combination of factors... [such as]
contention for the shared medium, interference, transmit power, receive sensitivity,
... [many of which] depend on the characteristics and location of the specific client
or class of clients.”); see also id., [0059] (“[A]n AP may be configured to monitor
multiple inputs including for example, received signal strength indication (RSSI),
contention, and/or goodput ...”).

97. In addition, it is my opinion that Gupta in view of Murty renders
obvious this element. In my opinion, a POSITA would have been motivated to
consult Murty because, like Gupta, Murty teaches using a throughput metric in
making roaming decisions and, moreover, teaches how to estimate such a metric
from link quality parameters: “With respect to determining whether to handoff the
client device to another AP, this can be accomplished by evaluating whether another

AP will be able to provide the client device that has moved with an enhanced
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throughput capacity (which, in at least some embodiments, is the product of an AP’s
free air time and average expected data rate).” Ex.1006, 20:50-55, 17:64-18:8,
15:36-43. Both also teach using a central controller to make roaming decisions
(although Gupta also teaches other embodiments such as distributed decision making
architectures). In my opinion, a POSITA would have been motivated to use Murty’s
method of estimating throughput in Gupta’s system because it involves simple
calculations (e.g., a product) using parameters (e.g., airtime and data rate) already
collected in Gupta’s system. In my opinion, such a combination would be
combination of prior art elements according to known methods, and also application
of a known technique to a known system ready for improvement, both to yield
predictable results (a simple way to compute a key connection metric used in making
roaming decisions). Further, because the combination involves routine software
implementation, there is also a reasonable likelihood of success in the proposed
combination.

98. Murty also explains that an AP’s free airtime (“FreeAirTime” and/or
the related “AirTimeUsed”) and expected data rate (“ExpectedRate’) are among the
plurality of qualitative parameters that are measured by the current AP (claimed first
mesh point) and each candidate AP (including the claimed second mesh point)—
while the client device is still connected to the current AP—and sent to the network’s

central controller to make roaming decisions. Ex.1006, 12:59-67 (“[T]he
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information collected (i.e., received) centrally from the APs is utilized to select a
preferable AP.”), 18:23-31 (“Information associated with the AirTimeUsed is
provided by each AP to the central controller.”), 18:45-67 (ExpectedRate calculated
“in situ” in each AP based on measured RSSI and data rate).

99. In my opinion, Murty’s use of a central controller to make roaming
decisions is also entirely consistent with Gupta. Ex.1005, [0004] (describing “a
central entity ... deciding ... that an associated client should be redistributed based
on a connection metric.”).

d. Elements [1.3]/[22.3]: “causing the plurality of
qualitative parameters indicative of the quality of the

potential link to be transmitted to a controlling entity
of the wireless mesh network;”

100. In my opinion, Gupta discloses this element or renders it obvious, alone
or in combination with Murty.

101. Claimed “controlling entity” - Gupta describes various embodiments

of a controlling entity responsible for making redistribution (roaming) decisions.
Ex.1005, [0052]. As an example, in a distributed architecture, each AP is a
controlling entity that “make decisions locally” whether to redistribute (roam) its
associated client devices. Id. (“The AP itself could be pre-loaded with threshold
information, and make [redistribution] decisions locally.””). Roaming decisions can

also be made by “a central entity like a controller, or among the APs where one is
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designated as a controller, or a distributed controller where APs collectively control
each other to make redistribution decisions.” Id.

102. In my opinion, the different embodiments of a “controlling entity”
described in Gupta are all consistent with the 242 Patent. Ex.1001, 15:36-41
(“Depending on the embodiments, the controlling entity may be centralized...,
distributed among the mesh points ..., and/or remotely controllable ...”); id., claims
2-3, 4 (“The method of claim 1, wherein the controlling entity is the first mesh
point.”), claim 5.

103. Transmission of “the plurality of qualitative parameters” - As

Gupta teaches, the controlling entity makes redistribution decisions based on
information that the candidate APs (such as the claimed second mesh point) transmit
to it under control of software running in the controlling entity and/or candidate APs.
Ex.1005, [0052], [0009] (“input variables of the associated client device are
monitored” by the controlling entity such as “the AP, APs [working in concert], and
the central entity”); Section X.A.2.(a)

104. For example, Gupta explains that a current/serving AP (claimed first
mesh point and controlling entity) “receive[s] information from other APs and use
that information, in conjunction with local information, to make [redistribution]

decisions.” Id. More generally, “a system’s entity [(claimed controlling entity)]
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make[s] redistribution decisions based on information from one or more APs ...”.
1d.

105. Moreover, as discussed above, Gupta teaches that the information
measured and sent by each candidate AP (including the claimed second mesh point)
to the controlling entity (such as the first/current AP or a central controller) includes
a plurality of qualitative parameters indicative of the quality of the potential link
between the candidate AP and the client device, such as “received signal strength
indication (RSSI), number of clients, airtime utilization, and physical layer data
rate [as well as other parameters such as]... interference seen by an AP (e.g. phy
error), packet error rates, etc.” Id., [0054]-[0056], [0033].

106. In addition, it is my opinion that Gupta in view of Murty renders
obvious this element. As I discussed above, it is my opinion that a POSITA would
have been motivated to use Murty’s architecture and method of obtaining and using
connection metrics in Gupta’ system. See Section X.A.2.(a)-(c). Indeed, Murty
teaches using the same connection metrics discussed in Gupta—the throughput
capacity of APs—in making roaming decisions. Ex.1006, 20:50-55.

107. And, as Murty teaches, an AP’s throughput capacity can be defined as
“the product of [the] AP’s firee air time and average expected data rate.” Id.
Significantly, Murty explains that an AP’s free airtime information and expected

data rate are among the plurality of qualitative parameters that are measured by each
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candidate AP and sent by the candidate AP to the network’s central controller to

make roaming decisions. See Section X.A.2.c; Ex.1006, 12:49-50 (“AP information

is collected and monitored centrally by the central controller(s).”). In my opinion,

Murty’s use of a central controller to make roaming decisions is also entirely
consistent with Gupta. /d.

e. Elements [1.4]/[22.4]: “comparing, by the controlling

entity, the quality of the potential link between the

second mesh point and the client against a quality of

the established wireless link between the first mesh
point and the client;”

108. In my opinion, Gupta discloses this element or renders it obvious, alone
or in combination with Murty. As Gupta teaches, the purpose of redistribution
(roaming) is to identify a candidate AP (claimed second mesh point) that is expected
to “improve service” for the client device compared to the service provided by the
current AP connected to the client. Indeed, Gupta describes “[s]ystems and/or
methods ... for instituting redistribution of wireless clients zo improve service [and]
deciding ... that an associated client should be redistributed based on a connection
metric.” Ex.1005, [0004].

109. Gupta explains that its “pro-active” redistribution strategy results in
“better service, or better connection metrics ... faster for the client, than if it were
allowed to make decisions on its own.” Id., [0042]-[0043], [0035]. In my opinion,

a POSITA would have understood and found obvious that—consistent with Gupta’s
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pro-active strategy to redistribute (roam) client to a candidate AP (claimed second
mesh point) that is expected to provide “better service, or better connection metrics”
than the current AP (claimed first mesh point}—Gupta’s controlling entity compares
the quality of the potential link between the second mesh point and the client against
a quality of the established wireless link between the first mesh point and the client.
The most obvious way to assess whether a candidate AP provides “better connection
metrics” than the current AP (as taught by Gupta) is to compare the APs’ connection
metrics, which Gupta in fact teaches as I explain below.

110. Indeed, Gupta teaches that the current serving AP “receive[s]

information from other APs and use that information, in conjunction with local

information, to make [pro-active redistribution] decisions.” Ex.1005, [0052]. In fact,
as Gupta teaches, Gupta’s controlling entity performs such connection metric
comparison in the context of follow-on redistribution (roaming) decisions:

Following an AP-initiated forced or persuaded redistribution, a
client may associate to a new AP. The new AP can continue to
monitor any of various connection metrics ... of the client to the
newly associated AP. ... [T]he APs can share the newly
redistributed client connection metrics on the new AP, allowing a
comparison to the original distribution connection metrics from
the old AP. The comparison of connection metrics may involve a
central entity such as a controller, ... or an exchange of estimated

throughput metrics among the neighboring APs where the client
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redistributed [(roamed)]. If it is determined that the connection
metrics are not improved on the new AP, the APs or controller
may attempt to redistribute the client to another AP, or back to the

original AP.

Ex.1005, [0095].

111. Inmy opinion, a POSITA would have understood and found it obvious
that Gupta’s controlling entity (e.g., an AP or a central controller) performs the same
“comparison of connection metrics” in making any roaming decision, including a
decision to roam client from the current AP (claimed first mesh point) to a candidate
AP (claimed second mesh point)—in which case the controlling entity compares the
quality (connection metrics) of the potential link between the second mesh point and
the client against a quality (connection metrics) of the established wireless link
between the first mesh point and the client, as claimed.

112. In addition, it is my opinion that Gupta in view of Murty renders
obvious this element. In my opinion, a POSITA would have been motivated to
combine Gupta and Murty as discussed above. See Sections X.A.l1, X.A.2.a-d.
Consistent with Gupta’s teachings, Murty explains that “for a client device to be
considered... [to] benefit from being handed off [(redistributed)], there should be an
available candidate AP (for the client device to be handed off to) that is capable of
providing the client device with an_improved throughput capacity (i.c., a candidate
AP should allow the client device to pump more data).” Ex.1006, 19:38-44.

54

TP-Link Ex. 1002
Page 55



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

113. Significantly, as Murty teaches, Murty’s central controller determines
whether a candidate AP is expected to provide improved throughput capacity by
comparing the candidate AP’s expected throughput capacity to the throughput
capacity provided by the currently associated AP:

[[In the context of the exemplary association policy above, [the
throughput capacity which is] the product of the free air time
(FreeAirTime) and the expected data rate (ExpectedRate) of the
candidate AP should be greater than that being made available by
the AP that is already associated with the client device. In at least
some embodiments, a client device handoff could be considered
inappropriate unless the throughput capacity available to the

client device (on the candidate AP) could be improved by a

certain_fraction (e.g., 20%). This would minimize handoffs due

to small fluctuations in loads and/or interference levels.

Ex.1006, 19:44-54; id., 20:50-55 (throughput capacity is “the product of an AP’s
free air time and average expected data rate.”).

114. In my opinion, a POSITA would have found that Murty confirms
Gupta’s teaching and, in any event, would have found it obvious to implement the
same connection metric comparison in Gupta’s redistribution system. In particular,
Murty’s connection metric comparison ensures that the expected connection metric
gain exceeds a minimum specified, or select, level (e.g., 20%) to minimize

unnecessary handoffs and improve redistribution robustness, as I further discussed
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below in Section X.A.2(f) in connection with the claimed “select level.” In my
opinion, a POSITA would have been motivated to use Murty’s comparison
technique in Gupta’s system at least because it would be a combination of prior art
elements according to known methods, and also application of a known technique
to a known system ready for improvement, all with predictable results (reliable
roaming that minimizes unnecessary and inefficient connection switching from one
AP to another without real performance gain). Further, in my opinion, because the
comparison involves a routine software implementation that merely compares
various numbers to one another, there is also a reasonable likelithood of success in
the proposed combination.

f. Elements [1.5]/[22.5]: “upon determining that the
quality of the potential link exceeds the quality of the
established wireless link by a select level, causing the
controlling entity to issue one or more instructions

resulting in the client roaming from the first mesh
point to the second mesh point; and”

115. In my opinion, Gupta, alone or in view of Murty, renders obvious this
element.

116. Claimed “one or more instructions” - As discussed above, Gupta

teaches a controlling entity (such as the serving AP or a central controller) under
software control redistributing (roaming) the client to a new candidate AP (claimed
second mesh point) upon determining that the quality of the potential link between
the candidate AP and the client exceeds the quality of the established wireless link
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between the current AP and the client so to provide “better service, or better
connection metrics” to the client. See Sections X.A.2.d-e, Ex.1005, [0042]-[0043],
[0035].

117. And, as Gupta teaches, the controlling entity causes redistribution
(roaming) by issuing one or more instructions (e.g., IEEE 802.11 control and
management “frames”) to the client, such as: “Deauth frame” (deauthentication)
and/or “DisAssoc frame” (disassociation) for a legacy client that does not support
intelligent roaming, discussed below in element [1.7], and “BSS Transition
Management frame” for a client that supports intelligent roaming, discussed below
in element [22.7]. Id., [0067]; see Sections X.A.2.(h)-(1).

118. Claimed “select level” - In addition, as Gupta teaches, the controlling

entity uses one or more thresholds above the current connection metrics (claimed
select level) in making a redistribution (roaming) decision. Ex.1005, claim 1 (“A
method for instituting redistribution of wireless clients to improve service ...
wherein the decision is based on at least one of, a probability calculation, network
metric and a threshold comparison™), id., [0021] (“The threshold comparison
includes information received from another AP ...”), [0095] (“The comparison of
connection metrics may involve ... multiple thresholds” when “multiple connection

metrics” are used).

57

TP-Link Ex. 1002
Page 58



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

119. As an example, in a distributed architecture, Gupta’s “AP itself could
be pre-loaded with threshold information, and make [redistribution] decisions
locally. ... The AP could receive information from other APs and use that
information, in conjunction with local information, to make [redistribution]
decisions.” Ex.1005, [0052].

120. In my opinion, a POSITA would have understood (and found it
obvious) that Gupta’s AP uses the “pre-loaded [] threshold information” to
determine whether a candidate AP offers a potential quality gain above the current
link quality that is sufficient to warrant redistributing a client to the candidate AP—
i.e., whether the potential improvement in connection metrics exceeds the pre-loaded
threshold (claimed select level).

121. In my opinion, a POSITA would also have found that the use of a
threshold (select level) in comparing connection metrics or link quality to be well-
known and obvious as it was described in multiple prior art references, including
Murty. See, e.g., Ex.1006 (Murty), 19:49-54 (“a client device handoff [(roaming)]
could be considered inappropriate unless the throughput capacity available to the
client device (on the candidate AP) could be improved by a certain fraction (e.g.,
20%). This would minimize handoffs due to small fluctuations in loads and/or
interference levels.”); Ex.1008, [0040] (“when the throughput gain is not significant

(e.g., not above a predetermined threshold), the first AP... may determine to not
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cause the re-association [(roaming)].”); Ex.1010, [0049] (roaming triggered “if the
control device compares and obtains that STA signal strength reported by another
AP is higher than signal strength of the AP currently associated with the STA [] by
a first threshold value (such as 2 dB).”).

122. In any event, it is my opinion that Gupta in view of Murty renders
obvious this element. In my opinion, a POSITA would have been motivated to
combine the teachings of Murty with those of Gupta for multiple reasons, as
discussed above. See Sections X.A.1. X.A.2.a-e. Murty emphasizes the importance
of using a threshold (claimed select level) in assessing any potential quality gain
over the established link (e.g., 20% minimum gain above the established link) to
“minimize handoffs due to small fluctuations in loads and/or interference levels.”
Ex.1006, 19:49-54; see also Section X.A.2.e. In my opinion, a POSITA would have
been motivated to use the same threshold-based comparison in Gupta’s
redistribution system to achieve the same benefits. Thus, in my opinion, a POSITA
would have been motivated to use Murty’s comparison level in Gupta’s system at
least because it would be a combination of prior art elements according to known
methods, and also application of a known technique to a known system ready for
improvement, all with predictable results. Further, in my opinion, because the use

of a comparison level involves a routine software implementation that merely
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compares various numbers to one another, there is also a reasonable likelithood of
success in the proposed combination.

g.  Elements [1.6]/[22.6]: “determining whether the client
supports intelligent roaming;”

123. In my opinion, Gupta discloses or renders obvious this element. The
’242 Patent explains that a client device supports intelligent roaming if it supports
the roaming commands described in the IEEE 802.11v/r standards, such as “the BSS
Transition Management (BTM) [frames] for network assisted roaming, described in
IEEE 802.11v standards[.]” Ex.1001, 22:34-39, 23:37-40. The IEEE 802.11v/r
standards require a client device to indicate whether it supports intelligent roaming
by setting the “BSS Transition” bit to “1” within the Extended Capabilities field of
its management frames sent to an AP. Ex.1011, 46-47, 264-265 (“STA that supports
BSS transition management .... shall set the BSS Transition field of the Extended

Capabilities information element to 1.”).

Table 7-35a—Capabilities field

Bit(s) Information Notes

19 BSS Transition The STA sets the BSS Transition field to 1 when the MIB attribute
dotl IMgmtOptionBSSTransitionActivated is true. and sets it to 0 other-
wise. See 11.22.6.

Ex.1011, Table 7-35a (excerpted), 47-48.
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124. Gupta describes sending “BSS Transition Management frame” to
“802.11v-compliant clients” and thus, in my opinion, discloses or renders obvious
this element because, as would be understood by a POSITA, an AP determines that
a client is 802.11v-compliant by detecting that the client’s BSS Transition bit is set
to “1.” Ex.1005, [0067], [0070]-[0074].

h. Element [1.7]: “wherein, when the client does not
support intelligent roaming, the one or more
instructions include a deauthentication or a

disassociation frame, with a reason code reflecting a
roaming decision by the controlling entity.”

125. Inmy opinion, Gupta discloses or renders obvious this element of claim
1. The *242 Patent explains that a client device does not support intelligent roaming
if it does not support the roaming commands described in IEEE 802.11v and 802.11r,
in which case “the mesh network can force the client to roam by disconnecting the
client (e.g., with Deauthentication and/or Disassociation management frames).”
Ex.1001, 22:34-40. In my opinion, and as would be understood by a POSITA, an
AP in Gupta’s network determines that a client does not support intelligent roaming
by detecting that its BSS Transition bit is not set to “1.” Ex.1011, 46-47, 264-265.

126. In that case, Gupta teaches the same way to force-disconnect the client
and force it to roam to another AP as the *242 Patent. Indeed, Gupta teaches sending
“DeAuth frame” (Deauthentication management frame) and/or “DisAssoc frame”

(Disassociation management frame) to “explicitly disconnect[]” the client, just like
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in the ’242 Patent. Ex.1005, [0066]-[0067], claim 14 (“The method of claim 1
wherein the disconnect message includes at least one of, a DeAuth frame, and a
DisAssoc frame.”).

127. Deauthentication and disassociation frames are management frames
specified in the 802.11 prior art standards and include a “reason code” field
reflecting the roaming decision. See, e.g., Ex.1012 (802.11-2012), at 442 (*“[The]
Reason Code field is used to indicate the reason that an unsolicited notification
management frame of type Disassociation, Deauthentication, ... was generated.”).
For example, a reason code 5 indicates that the reason for disassociation is because
“AP is unable to handle all currently associated STAs.” Id., Table 8-36 - Reason
codes. A reason code 5 would at least be consistent with redistribution for load

balancing reasons, as discussed in Gupta. Ex.1005, [0044]-[0048].

Table 8-36—Reason codes

Reason 2 7
Name Meaning
code

0 Reserved

1 Unspecified reason

2 Previous authentication no longer valid

3 Deauthenticated because sending STA is leaving (or has left)
IBSS or ESS

4 Disassociated due to inactivity

5 Disassociated because AP is unable to handle all currently
associated STAs
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Ex.1012, Table 8-36 (excerpted), 442-444. I note that a reason code is issued when
a roaming decision is made, and therefore reflects the roaming decision.

i Element [22.7]: “wherein, when the client supports

intelligent roaming, the one or more instructions

include a roaming directive and an identifier of the
second mesh point.”

128. Inmy opinion, Gupta discloses or renders obvious this element of claim
22. As Gupta teaches, when the client supports intelligent roaming (“802.11v-
compliant clients”), the current AP sends it a BTM request (“BSS Transition
Management frame”) “to redirect [the client] to find another AP with which to
associate.” Ex.1005, [0067]-[0068], [0070]. Gupta further teaches including “a list
of candidate APs” in the BTM request, to “trigger [] the client to disassociate from
its currently associated AP, and associate with some other of the potential alternative
candidates” on the list. /d., [0070].

129. Thus, in my opinion, Gupta’s use of a BTM request to trigger client
roaming satisfies the claimed ‘“one or more instructions” (BTM request) that
“include a roaming directive” (the BTM request is a roaming directive) and “an
identifier of the second mesh point” (an AP in the list of candidate APs). Gupta’s
teaching is consistent with the ’242 Patent, which describes the same exact
mechanism to direct an 802.11v-compliant client to roam to a target AP—by sending

the client a BTM request that includes the target AP in a list of candidate APs.
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Ex.1001, 23:37-54. The *242 Patent does not teach any other way to trigger roaming
of an 802.11v-compliant client device. /d.

3. Dependent Claims 2 and 23

a. “The method of claim [1/22], wherein each mesh point
in the wireless mesh network is capable of acting as the
controlling entity.”

130. In my opinion, Gupta discloses this element. Gupta discloses a
distributed architecture in which each AP is capable of acting as the controlling
entity to make redistribution decisions for its associated clients locally. Ex.1005,
[0052] (*“The AP itself could be pre-loaded with threshold information, and make
[redistribution] decisions locally.”), [0066], [0068].

4. Dependent Claims 3, 24

a. “The method of claim [1/22], wherein a mesh point in
the wireless mesh network is designated as the
controlling entity.”

131. In my opinion, Gupta discloses this element or renders it obvious.
Gupta discloses embodiments in which, among the mesh points of the wireless mesh
network, “one is designated as a controller.” Ex.1005, [0052].

5. Dependent Claims 4, 25

a. “The method of claim [1/22], wherein the controlling
entity is the first mesh point.”

132. In my opinion, Gupta discloses this element or renders it obvious.

Gupta discloses a distributed architecture in which the controlling entity that makes
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redistribution decisions for a client device is the client’s serving AP (claimed first
mesh point), as explained in Section X.A.1.d. Ex.1005, [0004], [0045], [0052] (“The
AP itself could be pre-loaded with threshold information, and make [redistribution]
decisions locally.”), [0066], [0068].

6. Dependent Claims S and 26

a. “The method of claim [1/22], wherein the controlling
entity is a server remote from the wireless mesh
network.”

133. In my opinion, Gupta discloses or renders obvious this element. Gupta
discloses that the controlling entity (controller) can be a “central entity being in
connection with a network” such as a server. Ex.1005, [0004]. As illustrated in
Figure 1 and as Gupta teaches, APs (blue) are in communication with a remote
“server 150” (red) which can operate as a “controller[.]” Id., [0031]. Server 150 is
remote from the wireless mesh network because it communicates with the mesh
network formed by APs (blue) over another network 130 such as the Internet. /d.,

[0030].
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160

102

FIG. 1

Ex.1005, FIG. 1.

134. Using a remote server to control the operation of the APs in a wireless
mesh network was also well-known. For example, Murty discloses it. Like Gupta,
Murty discloses that a remote server (“server device 140”) serves as the controlling
entity for the wireless mesh network: “server device 140 [(magenta)] can be
configured to collect information from each AP [(blue)] and centrally manage each
AP with respect to each AP’s communication channel assignment, transmission

power setting(s) and/or client device-to-AP mapping [(association/re-association)].”

Ex.1006, 7:17-21, 10:22-25.
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7.

a.

Dependent Claims 6 and 27

“The method of claim [1/22], further comprising:

routing the one or more instructions to the first and
second mesh points.”

135. In my opinion, Gupta discloses or renders obvious this element. Gupta

discloses that the controlling entity can be “a central entity [acting as] a controller,

.. one [AP] designated as a controller, or a distributed controller where APs

collectively control each other to make redistribution decisions.” Ex.1005, [0052].

Gupta further teaches that the controlling entity (“system’s entity”) “send/s]

commands to the appropriate APs to carry out the decisions.” Id.
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136. In my opinion, a POSITA would have understood (and found it
obvious) that the “commands [sent] to the appropriate APs” include roaming
instructions, such as “DeAuth frame, DisAssoc frame [(for legacy clients)], and BSS
Transition Management frame (for 802.11v-compliant clients)” (id., [0067]) that the
controlling entity sends—i.e., routes—to the current serving AP (claimed first mesh
point) to be transmitted to the client to cause redistribution. Moreover, those
instructions may be routed through the second mesh point (alternate AP) over the
backhaul communication paths of the wireless mesh network. /d.

137. To illustrate, in Figure 1 below, Gupta teaches that server 150
(magenta) can be the controlling entity, as I discussed in Section X.A.6. Gupta
further teaches that the controlling entity may decide to roam the client device from
current AP124 (claimed first mesh point) to alternate AP122 (claimed second mesh
point). Id. To do so, server 150 sends roaming instructions to AP124 to be
transmitted to the client device, and those instructions are routed over the magenta

path passing through AP122. /d.
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FIG. 1

Ex.1005, FIG. 1.

8. Dependent Claims 7 and 28

a. Preamble: “The method ofclaim [1/22], further
comprising:”

Element [7.1]/[28.1]: “causing the first mesh point to measure the
plurality of qualitative parameters indicative of the quality of the
established wireless link between the first mesh point and the client; and”

138. In my opinion, Gupta discloses this element and, alone or in view of
Murty, renders it obvious. As explained in Section X.A.2(c), Gupta’s controlling
entity under software control initiates redistribution (roaming) if the quality of

service (connection metric) provided by the current AP (claimed first mesh point) to
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a client device is substantially poorer than what can be offered by another AP. See
Section X.A.2(c).

139. To that end, the current AP (claimed first mesh point) measures a
plurality of qualitative parameters indicative of the quality (connection metric) of
the established wireless link between it and the client. /d.; Ex.1005, [0054] (“The
connection metric, such as achievable throughput, could be derived from [multiple
parameters such as]... received signal strength indication (RSSI), number of clients,
airtime utilization, and physical layer data rate.”); Ex.1006, 20:55-55 (throughput
capacity evaluation requires each AP to measure the “AP’s free air time and average
expected data rate”).

b. Element [7.2]/[28.2]: “causing the plurality of

qualitative parameters to be transmitted to the
controlling entity of the wireless mesh network.”

140. In my opinion, Gupta discloses this element and, alone or in view of
Murty, renders it obvious. As taught by Gupta-Murty, the controlling entity causes
the plurality of qualitative parameters measured by the current AP to be transmitted
to the controlling entity so that they can be monitored by the controlling entity.
Ex.1005, [0009] (“input variables of the associated client device are monitored” by
the controlling entity such as “the AP, APs [working in concert], and the central
entity”); Ex.1006, 12:49-50 (““AP information is collected and monitored centrally

by the central controller(s).”).
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9. Dependent Claims 8 and 29

a. “The method of claim [1/22], further comprising:
constructing a list of roaming candidates, each
roaming candidate having a score indicative of an
estimated quality of a potential link between the client
and a corresponding roaming candidate.”

141. In my opinion, Murty discloses this element and, therefore, Gupta-
Murty renders it obvious. Murty teaches forming an exemplary list of roaming AP
candidates (APis) made of those APs that measure strong received signal strength
(RSSI) from a client device. Ex.1006, 17:44-45 (“APus[1s the list of those] APs that
hear C [the client] within the 85th percentile of maximum RSSI.”). Murty explains
that once “the group of APs are selected, each AP (‘candidate’) is assigned a single
value (i.e., number)”—a score—that is “calculated by multiplying its ExpectedRate
by its FreeAirtime[.]” Id., 17:64-18:8.

142. Murty further explains that “this single value [(score)] assigned to each
AP (in the selected group) is intended to represent the available throughput capacity
of that AP.” Id., 18:8-10. Hence, this score 1s indicative of an estimated quality of a
potential link between the client and a corresponding roaming candidate. Murty
further explains that “[t]his single value can be used uniformly for comparing
various possible APs (‘candidates’) to identify (i.e., select) a preferable AP (having

the highest single value) to associate with” the client device. /d., 18:11-14.
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143. In my opinion, a POSITA would have been motivated to combine
Gupta with Murty and to implement Murty’s teachings of a candidate list in Gupta’s
system. The use of such a candidate list would improve the speed and efficiency of
Gupta’s redistribution decisions because, as Murty teaches, “the preferred AP is
effectively selected as a function of the value [(score)]” associated with the list,
which “can be updated over time such that another AP can [readily] be chosen in the
future.” Ex.1006, 18:14-18.

144. In my opinion, a POSITA would have found it obvious to try
constructing such a list with reasonable expectation of success because Gupta’s
decision-making entity already collects all the information that is needed to
implement Murty’s teachings (RSSI, data rate, airtime, throughput, etc), as discussed
above, and implementation would merely involve routine software modifications.
See Section X.A.2.c. In my opinion, this implementation would also be a
combination of prior art elements according to known methods, and also application
of'a known technique to a known system ready for improvement, all with predictable
results (improving the speed and efficiency of network-initiated roaming decisions),
for the same reasons. Gupta’s decision-making entity can readily use the collected
information to form a rank-ordered list of candidate APs using a score reflecting a

desired connection metric such achievable throughput, as taught in Murty.
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145. Gupta 1in fact teaches constructing “a list of candidate APs” as well.
Ex.1005, [0072] (“[ When] using a BTM exchange, the [current] AP could send the
client a list of [candidate] APs to which it could associate. ... The list of candidate
APs could then be used by the client to make a decision on which other AP to
associate to.”). This “list of candidate APs” could be ordered “based on any number
of reasons.” 1d., [0082]. In my opinion, a POSITA would have been motivated to
consult Murty, which teaches specific algorithms to form and rank-order such a
candidate list.

10. Dependent Claims 9 and 30

a. “The method of claim [8/29], wherein the controlling
entity is configured to select a roaming candidate with
the highest score on the list of roaming candidates as
the second mesh point.”

146. In my opinion, Gupta-Murty renders obvious this element. As
explained in Section X.A.9, Murty’s central controller is configured “to identify (i.e.,
select) a preferable AP (having the highest single value [(score)]) to associate with”
the client device. Ex.1006, 18:11-14.

11. Dependent Claims 10 and 31

a. “The method of claim [1/22], wherein one or more of
the plurality of qualitative parameters are averaged
over a select amount of packets.”

147. In my opinion, Gupta discloses or renders obvious this element. Gupta

teaches that “an AP may be configured to monitor multiple inputs including for
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example, received signal strength indication (RSSI), contention, and/or goodput”
and that “[e]ach sample of a monitored input feature, can be weighted with a factor
such as airtime or number of frames, corresponding to the duration or frequency of
its observation.” Ex.1005, [0059].

148. In my opinion, a POSITA would have understood and found it obvious
that weighing samples of a parameter over a number of frames (claimed selected
amount of packets) means forming a (weighted) average of such a parameter using
a select number of present and past samples. Indeed, Gupta teaches using “historical
samples” in estimated connection metrics. Gupta explains that “[o]lder historical
samples of these monitored inputs can be aged out, to provide an updated estimate.”
Ex.1005, [0060]. In my opinion, a POSITA would have understood that Gupta
teaches using an age-based weighting in a weighted average for a connection metric
estimate, with older samples using lower weights so as to “be aged out.” Id.

149. Gupta discloses the use of “[c]onfigurable parameters” to “control the
extent to which historical samples may affect current estimated connection metric
calculations. These historical samples may be modified to make the process of the
connection metric estimation more or less reactive.” Id., [0061]. In my opinion, a
POSITA would have understood that one well known approach to make the process
of the connection metric estimation more reactive is to average over a shorter

duration, and vice versa.
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150. I note that averaging a signal over multiple samples was in fact
commonly done to reduce the effects of noise or random fluctuations in data and
provide a more representative value for the signal. See, e.g., Ex.1010, [0047] (APs
“calculating an average value of the STA signal strength of the multiple probe
messages [] received within a preset time”).

12. Dependent Claim 14

a. Preamble: “The method ofclaim 1, further
comprising:”

Element [14.1]: “determining whether the client supports intelligent
roaming;”

151. See Section X.A.2.g.

b. Element [14.2]: “wherein, when the client supports
intelligent roaming, the one or more instructions
include a roaming directive and an identifier of the
second mesh point.”

152. See Section X.A.2.1.

13. Dependent Claims 15 and 35

a. “The method of claim [1/22], wherein the one or more
instructions are IEEE 802.11v, IEEE 802.11k and/or
IEEE 802.11r compliant instructions.”

153. In my opinion, Gupta discloses or renders obvious this element. As
detailed in Section X.A.2.h-1, Gupta’s controlling entity transmits Deauthentication

(“DeAuth™), Disassociation (“DisAssoc”), or 802.11v BTM frames to a client

device, depending on whether the client supports intelligent roaming or not.
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Ex.1005, [0067]; Section X.A.2.h-1. In my opinion, a POSITA would understand
and find obvious that these are IEEE-compliant instructions and are listed in the
IEEE 802.11-2012 standard, which incorporates earlier 802.11v/k/r standards.
Ex.1012, ix (listing 802.11v/k/r), 423 (Disassociation frame), 436 (Deauthentication
frame), 781 (802.11v BTM frame).

14. Dependent Claims 18 and 20

a. “The method of claim 1, wherein the one or more
instructions include: roaming the client to another
mesh point, roaming the client to another frequency
band, roaming the client to another channel, or a
combination thereof.”

154. Gupta discloses roaming the client to another mesh point as discussed
in Section X.A.2 (claim 1), and thus discloses this element. Gupta also discloses
roaming the client to another frequency band or a combination thereof:

Band balancing (BB) may be when the AP infrastructure moves
clients between the 2.4-GHz and 5-GHz radios on a particular AP.
Client load balancing (CLB) may be when the AP infrastructure
moves clients between different physical APs keeping them on a
given RF band. It may even be possible to perform a combination
of BB and CLB wherein the wireless local area network (WLAN)

moves a client between [frequency] bands on different APs.

Ex.1005, [0046], [0075] (“[A]n AP associated to a client may determine ... that the
client may be better served by a different AP or on a different [frequency] band.”).
15. Dependent Claims 19 and 21

76

TP-Link Ex. 1002
Page 77



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

a. “The method of claim 1, wherein the plurality of
qualitative parameters include, in addition to an
received signal strength indicator (RSSI) value: a
potential or current transmission data rate, a potential
or current packet aggregate size, a potential or current
packet error rate (PER), a potential or current retry
count, a potential or current available airtime, and/or
a potential or current delay on the link.”

155. In my opinion, Gupta discloses this element or renders it obvious, alone
or in combination with Murty. As explained in Section X.A.2.(c), each AP in
Gupta’s network measures a plurality of qualitative parameters such as: “received
signal strength indication (RSSI), number of clients, airtime utilization [(claimed
available airtime)], and physical layer data rate [(claimed transmission data rate)]...
interference seen by an AP (e.g. phy error), packet error rates [(claimed PER)], etc.”
Ex.1005, [0054].

156. In my opinion, Murty also discloses this element. As also explained in
Section X.A.2.c, each AP in Murty’s wireless mesh network measures link quality
parameters in addition to RSSI (see Ex.1006, 17:50), such as free airtime (claimed
available airtime) and expected data rate (claimed transmission data rate). Ex.1006,
12:60-67, 18:23-43, 18:45-67.

B. Ground II: Claims 16, 17, 36, 37 Are Rendered Obvious by Gupta
in Combination with Murty and Ganu

1. Dependent Claims 16 and 36
a. “The method of claim [1/22], further comprising:

delaying issuance of the one or more instructions if the
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client has active data traffic and/or if a quality of
service (QoS) option is active.”

157. In my opinion, Gupta alone or in view of Murty renders obvious claim
1 for the reasons I explained in Section X.A.l. Further, in my opinion, a POSITA
would have been motivated to combine Gupta-Murty with Ganu, which discloses
this additional element.

158. Ganu is directed to roaming in a wireless network in which “[the]
network infrastructure needs to determine whether the client device should be
steered to another radio and/or access point” when “the client device ... is in the
midst of a delay-sensitive or disruption-sensitive transaction[.]” Ex.1007, 1:15-24.
Examples of “delay-sensitive or disruption-sensitive application sessions” are active
voice calls, video calls, “VoWiF1 call sessions, audio and/or video media streams,
or other real-time sessions [that] are sensitive to delays, jitters, packet losses, etc.”
Id., 3:17-19, 3:63-65.

159. Ganu teaches that, when signal quality of a client degrades in the midst
of delay-sensitive or disruption-sensitive applications, the network may decide to
“allow the client device to be associated with the same radio [of the same AP] even
though a better radio exists in the network that can provide better signals to the
client.” Id., 4:1-9. This “Not Move Client Device” strategy “minimize[es] the

disruption of the ongoing session from roaming events.” Id.
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160. More specifically, Ganu teaches that “the flows or application sessions
can ... be classified based on their quality-of-service (QoS) requirements as
disruption-tolerant or disruption-intolerant. Based on knowledge of the expected
flow durations and QoS requirements, appropriate steering decisions can be made.”
Id., 8:18-23. Ganu teaches several techniques to estimate the remaining duration of
such an active session. /d., 4:28-5-6 (“Estimation of Session Duration™).

161. Ganu teaches delaying/refraining from causing the client to roam if the
expected remaining duration of the client’s disruption-intolerant session is
sufficiently short. Id., 18:63-67 (“Responsive at least to the estimated remaining
duration of the active session being less than a threshold value, the network device
refrains from causing the client device to associate with [(roam to)] the second
access point” while the client is in the midst of a disruption-intolerant application
session).

162. Inmy opinion, a POSITA would have been motivated to combine Ganu
with Gupta and Murty and implement Ganu’s roaming delay mechanism in Gupta-
Murty’s network controller that manages client roaming to avoid severe disruption
to clients. This is particularly the case for legacy clients that do not support
intelligent roaming. Id. As discussed for prior art systems, the network controller
will force such a legacy client to disconnect by sending the client a deauthentication

and/or disassociation message. Gupta, [0066]-[0067]. The client cannot ignore such
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a message and must disconnect within a specified timeframe, which could interrupt
an ongoing voice or video call for example. /d.

163. Moreover, the client “must complete a full communication handshake
in accordance with IEEE 802.11X after being de-authenticated ... As such, the cost
of interruption ... is quite high.” Ex.1007, 7:37-40; id., 7:6-10 (“Disruption of
service can be caused by the time it takes to de-authenticate a client device, and for
the client device to scan for other available radios and associate with a new radio.”).

164. Thus, without Ganu’s roaming delay mechanism, the cost of disruption
to legacy clients is high. In my opinion, implementing Ganu’s teachings in Gupta-
Murty’s system would improve the system and reduce such disruption costs with
predictable results. /d. It 1s also my opinion that it would have been obvious to try
with a reasonable likelithood of success because, as detailed in Ganu, its roaming
delay mechanism can readily be implemented in a roaming network controller using
routine software modifications. Ex.1007. 10:19-12:6.

2. Dependent Claims 17 and 37

a. “The method of claim [16/36], wherein the QoS option
requires a minimum service level for a type of the
active data traffic.”

165. In my opinion, Ganu renders this claim obvious in combination with
Gupta-Murty. Ganu teaches that “the flows or application sessions can [] be

classified based on their quality-of-service (QoS) requirements as disruption-
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tolerant or disruption-intolerant.” Ex.1007, 8:18-21. A “disruption-intolerant”
requirement is an example of the claimed minimum service level.

C. Ground III: Claims 11 and 32 Are Rendered Obvious by Gupta in
View of Murty and Perahia

a. “The method of claim [1/22], further comprising:
adjusting the plurality of qualitative parameters based
on a modulation and coding scheme used in the
established wireless link.”

166. In my opinion, Gupta-Murty in combination with Perahia renders
obvious claims 11 and 32.

167. Gupta and Murty both teach that the qualitative parameters sent by the
candidate/mew AP to the controlling entity include expected data rate
(ExpectedRate) (Murty) and/or physical layer data rate (Gupta) and free airtime
(FreeAirtime) (Murty and Gupta). See Section X.A.2.e. Murty further teaches
calculating an expected throughput capacity of a candidate/new AP as the product
of ExpectedRate multiplied by FreeAirtime. Ex.1006, 20:50-63. Murty further
teaches that the network controller triggers client roaming if it finds a candidate AP
that provides an expected throughput capacity that is 20% more than the existing
throughput with the client associated with the current AP. /d.

168. In my opinion, a POSITA would understand and find obvious that the
data rate in Gupta and Murty is a function of the modulation and coding scheme

(“MCS”) and the achievable data rate is limited by the MCS capabilities of a client
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device. Ex.1009 (Perahia), table 7.12 at 213. As shown in the Perahia table below,
the data rate (green arrow) increases as the MCS order increases from BPSK to 64-
QAM and then to 256-QAM (blue arrow). /d.

169. However, a client device might not support all MCS schemes listed in
this table. Notably, legacy devices such as 802.11a devices that do not support
802.11ac would not implement 256-QAM (red box) and therefore would not operate
at the corresponding high data rates (e.g., 2,808 Mbps and 6,240 Mbps). Ex.1009, at
212. Instead, they can only operate up to around 1,000 Mbps, as shown in the table
below. Id., table 7.12 at 213.

170. Thus, a candidate AP’s data rate parameter well above 1,000 Mbps, if
uncorrected, could cause unnecessary switching in situations where the client device
cannot make use of that data rate because it does not implement 802.11ac 256-QAM.
In my opinion, a POSITA would understand and find it obvious to adjust (e.g.,
reduce) those data rates based on MCS actually supported by the client device, as
taught in Perahia. Such adjustment will increase the efficiency and efficacy of Gupta
and Murty, and thus, in my opinion, a POSITA would be motivated to use Perahia’s
teaching with Gupta and Murty as a combination of prior art elements according to
known methods, and also application of a known technique to a known system ready

for improvement, all with predictable results. Further, in my opinion, it would also
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be obvious to try with a reasonable expectation of success, because data-rate

adjustment can be implemented with routine software.

Table 7.12 Example calculations of MCS parameters

Data Rate (Mbps)
BW (MHZ) NSS MOdulation Rate (R) A/DBPS NCB[’S IVEE NOl'ma] Gl ShOl‘l Gl
20 | BPSK 172 26 52 1 6.5 7.22
40 2 QPSK 172 216 432 1| 54 60
80 3 QPSK 3/4 1053 1404 | 263.25 2925
160, 80+80 4 [6-QAM 1/2 3744 7488 2 936 1040
40 5 16-QAM 3/4 1620 2160 1 405 450
80 6 64-QAM 2/3 5616 8424 3 1404 1560
160, 80+80 7 64-QAM 3/4 14742 19656 7 3685.5 4095
40 04-QAM 5/6 4320 S184\ 2 1080 )0
80 8 256-QAM 3/4 11232 14976 2808 3120
160, 80+80 8 N256-QA 5/6 24960 29952 12 6240 6933.33

N\

Ex.1009, table 7.12 at 213.

D. Ground IV: Claims 1, 12, 13, 22, 33, 34 Are Rendered Obvious by
Murty in view of Tian

1. Reasons to Combine Murty and Tian

171. In my opinion, Murty teaches a software-based architecture for
implementing network-initiated roaming of client devices in a wireless mesh
network. See Section X.D.2.a. Murty does not discuss 802.11v intelligent roaming
because Murty was filed in 2007, years before the IEEE 802.11v standards issued in
2011. Ex.1011, 1. Tian describes techniques to determine whether a client supports
802.11v intelligent roaming and the use of 802.11v standard messages to suggest

such a client to roam. See Sections X.D.2.f-g.
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172. In my opinion, a POSITA would have been motivated to combine the
teachings of Murty and Tian so to upgrade Murty’s network and provide support for
intelligent roaming, as required in the IEEE 802.11v standards. In my opinion a
POSITA would have found it obvious to try with reasonable expectation of success
because Murty’s roaming functionalities are implemented in software, and can be
easily upgraded with additional capabilities. /d.

173. Indeed, Murty teaches that its software architecture “is intended to
provide a significant degree of control and flexibility to the user-level programs ...
such as software AP daemon 216 which is responsible for roaming functionalities,
including “association and/or handoff procedures™ and the “reporting (to the central
management module(s)) software AP-specific information.” Ex.1006, 9:34-37,
9:55-10:9.

174. Tian also describes maintaining a “record of re-association activities”
for each client (client’s historical roaming profile) to help select the appropriate re-
association technique for that client in the future. See Sections X.D.3-4. In my
opinion, a POSITA would have been motivated to implement such a client roaming
profile to improve Murty’s system as well. In my opinion, a POSITA would have
found that to be obvious to try with a reasonable expectation of success given
Murty’s flexible software-based architecture, discussed above. /d.

2. Independent Claims 1 and 22
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a. Preamble: “A computer-implemented method for
roaming implementation in a wireless mesh network
formed with one or more mesh points, the method
comprising:”

175. In my opinion, Murty discloses the preamble. Murty discloses a
wireless mesh network, illustrated in Figure 1, and explains that such networks were
well-known. Ex.1006, 1:21-32 (“[W]ireless LANs (WLANs) are becoming
increasingly popular ... These WLANSs provide mobile client devices with wireless
access from any location within range of one or more access points (AP) associated
with the WLAN. In this way, mobile client devices can access a WLAN, and
potentially one or more backhaul networks (wired and/or wireless mesh) ... without
being physically connected to the network.”), id., 3:7-26, 6:58-61 (“System 100 [in

Figure 1] also includes a backhaul network (typically wired and/or wireless network

mesh) ... depicted here as backhaul network 130 [(tan)].”).
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Ex.1006, FIG. 1.

176. Murty also describes a software architecture for implementing roaming
(“association” and ‘“handoffs”) in a wireless mesh network. As Murty explains,
Figure 2 below illustrates a “[n]etwork stack 200 [that] enables AP functionality” in
mesh points and includes “[s]oftware AP driver 206” (red) where “most of the AP
functionality, such as association, authentication, rate control, handoffs, packet
routing, and the like is implemented.” Ex.1006, 8:29-9:3.

177. The network stack also includes “software AP daemon 216 (magenta)
responsible for “performing certain association and/or handoff procedures” and for

“IpJeriodically reporting (to the central management module(s)) software AP-
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specific information... [such as] an update list of client devices currently associated

with the software AP; the air-time utilization for each client device currently

associated with the [AP] ...”. Id., 9:55-10:9. Murty emphasizes that this software

architecture “is intended to provide a significant degree of control and flexibility

.0 1d., 9:34-37.

200 ™

.

SOFTWARE AP DAEMON - 216

SERVICE REQUEST PROTOCOLS - 202

NeTWORK BRIDGING PROCESSES - 204

i

SorFTWARE AP DRIVER
- 206

i

WIRELESS INTERFACE
DRIVER - 208

WIRELESS NIC - 210

BACKHAUL INTERFACE
DRIVER - 212

Network Interfaces 120

BACKHAUL NIC - 214

USER-MODE

KERNAL-MODE

Ex.1006, FIG. 2.

b. Elements [1.1]/[22.1]: “causing a wireless link to be
established between a first mesh point and a client;”
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178. In my opinion, Murty discloses this element or renders it obvious.
Murty’s Figure 4 below illustrates a wireless mesh network in which a central
controller (magenta) centrally manages the associations between client devices
(purple) and Aps (blue). Ex.1006, 14:16-26. As Murty teaches, the figure illustrates
that the central controller selects AP 410 (top) (blue) as the best AP to be associated
with client device 122 (purple). Id., 15:48-55. The controller then “sends a message
to ... AP 410 instructing (i.e. directing) it” to respond to the client’s next probe
request “with a unicast probe response message thus initiating the association

process.”” Id., 15:51-64.

> More specifically, the central controller instructs AP 410 “to add the MAC address
for client device 122 to its ACL list [(access control list)].” Ex.1006, 15:51-55. This
enables AP 410 to respond to the client’s probe request with a probe response
because, in Murty’s system, an AP only responds to a client’s probe request if the
client’s MAC address matches an entry in its ACL list. 1d., 15:17-24.
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CowmPumiNG Device /
SOFTWARE AP —

(i)

COMPUTING DEVICE /
SOFTWARE AP
420

Ex.1006, FIG. 4.

179. Thus, as illustrated in Figure 4, Murty’s central controller causes a

wireless link to be established between a first mesh point (selected AP 410) and a

client.

c. Elements [1.2]/[22.2]: “without requiring that the
established wireless link to be corrupted or lost,
causing a second mesh point to measure a plurality of
qualitative parameters indicative of a quality of a
potential link between the second mesh point and the

client;”

180. In my opinion, Murty discloses or renders obvious this element. Murty

teaches “determining whether to handoff [(roam/redistribute)] the client device to

another AP ... by evaluating whether another AP will be able to provide the client

device that has moved with an enhanced throughput capacity (which, in at least
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some embodiments, is the product of an AP’s free air time [(‘FreeAirTime’)] and
average expected data rate [(‘ExpectedRate’)].” Ex.1006, 20:50-55, 17:64-18:8,
15:36-43.

181. Significantly, Murty explains that an AP’s free airtime (“FreeAirTime”
and/or the related “AirTimeUsed”) and expected data rate (“ExpectedRate) are
among the plurality of qualitative parameters that are measured by the current AP
(claimed first mesh point) and each candidate AP (including the claimed second
mesh point)—while the client device is still connected to the current AP—and sent
to the network’s central controller to make roaming decisions. Ex.1006, 12:60-67
(“[T]he information collected (i.e., received) centrally from the APs is utilized to
select a preferable AP.”), 18:23-32 (“Information associated with the AirTimeUsed
is provided by each AP to the central controller.”), 18:45-67 (ExpectedRate is
calculated “in situ” in each AP based on measured RSSI and data rate).

d. Elements [1.3]/[22.3]: “causing the plurality of
qualitative parameters indicative of the quality of the

potential link to be transmitted to a controlling entity
of the wireless mesh network;”

182. In my opinion, Murty discloses this element. As discussed above in
Section X.D.2.c, Murty explains that an AP’s free airtime information and expected
data rate are among the plurality of qualitative parameters that are measured by each
candidate AP (including the claimed second mesh point), as well as the current AP,

and transmitted to the network’s central controller (claimed controlling entity) to
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make roaming decisions. See Section X.A.2.c; Ex.1006, 12:49-50 (“AP information
is collected and monitored centrally by the central controller(s).”).

e. Elements [1.4]/[22.4]: “comparing, by the controlling
entity, the quality of the potential link between the
second mesh point and the client against a quality of
the established wireless link between the first mesh
point and the client;”

183. In my opinion, Murty discloses this element. Murty explains that “for a
client device to be considered... to benefit from being handed off [(redistributed)],
there should be an available candidate AP (for the client device to be handed off to)
that is capable of providing the client device with an_improved throughput capacity
(i.e., a candidate AP should allow the client device to pump more data).” Ex.1006,
19:38-44.

184. Significantly, Murty’s central controller determines whether a
candidate AP is expected to provide improved throughput capacity by comparing
the candidate AP’s expected throughput capacity to the throughput capacity
provided by the currently associated AP:

[[]n the context of the exemplary association policy above, [the
throughput capacity which is] the product of the free air time
(FreeAirTime) and the expected data rate (ExpectedRate) of the
candidate AP should be greater than that being made available by
the AP that is already associated with the client device. In at least
some embodiments, a client device handoff could be considered

inappropriate unless the throughput capacity available to the
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client device (on the candidate AP) could be improved by a

certain_fraction (e.g., 20%). This would minimize handoffs due

to small fluctuations in loads and/or interference levels.

Ex.1006, 19:44-54; id., 20:50-55 (throughput capacity is “the product of an AP’s
free air time and average expected data rate.”).

185. Murty’s connection metric comparison ensures that the expected
connection metric gain exceeds a minimum threshold (e.g., 20%) to minimize
unnecessary handoffs and improve redistribution robustness. /d.

f. Elements [1.5]/[22.5]: “upon determining that the
quality of the potential link exceeds the quality of the
established wireless link by a select level, causing the
controlling entity to issue one or more instructions
resulting in the client roaming from the first mesh
point to the second mesh point; and”

186. In my opinion, Murty discloses this element or renders it obvious.

187. Claimed “select level” - As discussed above in Sections X.A.2(e) and

X.D.2(e), Murty’s central controller determines to roam the client device from the
current AP (claimed first mesh point) to a candidate AP (claimed second mesh point)
if the candidate AP’s expected throughput capacity (claimed quality of the potential
link) exceeds to the throughput capacity provided by the current AP (claimed quality
of the established wireless link) “by a defined threshold [(claimed select level)]
(e.g., 20%)”—that s, if the quality of the potential link is better than the quality of

the established link by a select level of 20%. Ex.1006, 20:16-21.
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188. Murty emphasizes the importance of using such a threshold (claimed
select level) in assessing any potential quality gain to “minimize handoffs due to
small fluctuations in loads and/or interference levels.” Id., 19:49-54 (“[A] client
device handoff could be considered inappropriate unless the throughput capacity

available to the client device (on the candidate AP) could be improved by a certain

fraction (e.g., 20%). This would minimize handoffs due to small fluctuations in
loads and/or interference levels.”), 20:16-19.

189. Claimed “one or more instructions” - As Murty explains, upon

determining that a candidate AP is capable of providing significantly improved
throughput capacity (e.g., at least 20% improvement), the central controller issues
instructions directing the chosen candidate AP “to associate with the client device”
and directing the current AP “to disassociate from the client device.” I1d., 14:4-10,
15:48-51 (“Once the central management modules(s) has selected a ‘candidate’, it
directs the candidate (via the software AP daemon ...) to associate with client device
122.”), 17:5-7 (“the central management module(s) sends a message to [the current
AP] ...instructing it to send a disassociate message to client device 122.”).

190. As illustrated in Figure 5, such instructions from the central controller
(magenta) to APs (blue)—current AP 410 and candidate AP 420—result in the client
122 (purple) roaming from the current AP (first mesh point) to the candidate AP

(second mesh point), as claimed. /d., 16:41-60, 17:5-10, 17:17-24.
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<7

Ex.1006, FIG. 5.

g.  Elements [1.6]/[22.6]: “determining whether the client
supports intelligent roaming;”

191. In my opinion, Tian discloses this element. Thus, it is also my opinion
that Murty in view of Tian (Murty-Tian) renders it obvious. As Tian teaches, APs
“utilize the record of previous re-associations (see block 918 [(magenta in FIG. 9)]
in the subsequent selection of re-association technique.” Ex.1008, [0078]. The
record of previous re-associations allows “the access points [to] become aware of
the capabilities of particular wireless client devices” (id.) and, in particular, whether
the client supports 802.11v intelligent roaming. /d., [0026] (discussing clients that

support 802.11v and legacy clients that do not), [0034] (discussing “legacy wireless
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client device” that do not understand “specific re-association commands”). Thus,
Tian teaches determining whether the client supports intelligent roaming.

192. As Tian explains in more detail, “[t]he APs may attempt different re-
association techniques [(e.g., the techniques shown in blocks 912, 914, 916)] until
identifying a re-association technique that successfully results in the re-association.”
Id., [0070]. The successful re-association technique can then be selected for use in a
subsequent network-initiated roaming of the client, as shown at block 910 (purple).

1d.

95

TP-Link Ex. 1002
Page 96



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

SUCCESSFULY

831G
WHICH SELECTED
.wsocmom TECHNIQUE?
912 914 516
9 % 5 v
ADJUST POWER OF SEND A CONFIGURATION en SV
BEACON FRAMES PARAMETER TO THE FIRST N eraU N To e
TRANSKITTED 8Y TRE WIRELESS CLIENT DEVICE Wﬂ;%; ;‘QS éugm e
FIRST AP IN IDENTIFYING ATLEAST THE SECOND | | i e poer e
COORDINATION WiTH | AP. THE CONFIGURATION e bswa?:é ?E =
CHANGES TG POWER OF | PARAMETER REPRESENTING A ;@Lé?;c e ET
BEACON FRAMES SUGGESTION TO THE WIRELESS T
TRANSMITTED BY THE CLIENT DEVIGF TO RE-ASSOCIATE - ANa'ééLEi?bN a
SECQUMD AP TO THE SECOND AP R
[ e ]
+ 17
RE.ASSOCIATION TECHNIQUE NO

#1814

MAINTAIN A RECORD OF RE-ASSOCIATION ACTIVITY PERFORMED FOR THE WIRELESS CLIENT
DEVICE, WHEREIN THE RECORD IDENTIFIES THE RE-ASSQCIATION ACTIVITY WHICH
SUCCESEFULLY CAUBED THE RE-ASSOCIATION OF THE WIRELESS CLIENT DEVICE FROM THE
FIRST AP TO THE SECOND AP

HG. 8

Ex.1008, FIG. 9 (excerpted).

193.

h. Element [1.7]: “wherein, when the client does not
support intelligent roaming, the one or more
instructions include a deauthentication or a
disassociation frame, with a reason code reflecting a
roaming decision by the controlling entity.”

In my opinion, Tian discloses or renders obvious this element of claim

1. Thus, it is also my opinion that Murty-Tian renders it obvious. As discussed above

in Section X.D.2(g), Tian teaches determining that the client does not support
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intelligent roaming based on the client’s prior roaming record, and in my opinion a
POSITA would be motivated to incorporate this teaching in Murty for the reasons I
described in Section X.D.1 above. If the client does not support intelligent roaming,
Tian teaches that an appropriate re-association technique is used at block 916 (red),
whereby “a disassociation instruction is sent to the wireless client device to force
the wireless client device to perform a new network discovery and selection.”
Ex.1008, [0075]. “The disassociation instruction may instruct the wireless client
device to disassociate from the first AP within a predefined time interval.” Id.

194. Indeed, such client device would not support the 802.11v configuration

message suggesting it to roam that is used at block 914. Id., [0026].
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Ex.1008, FIG. 9.

195. Murty also discloses an AP sending “a disassociation message” to a
client device. Ex.1006, 17:8-10. In my opinion, a POSITA would have understood
that Tian’s and Murty’s “disassociation” instruction/message is the Disassociation
frame specified in the prior art 802.11 standards, which includes a “reason code”
field reflecting a roaming decision by the controlling entity. Ex.1012 (802.11-2012),

at 442 (“[The] Reason Code field is used to indicate the reason that an unsolicited
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notification management frame of type Disassociation, Deauthentication, ...

generated.”); id., Table 8-36 - Reason codes.

Table 8-36—Reason codes

was

Reason = 2
Name Meaning
code

0 Reserved

1 Unspecified reason

2 Previous authentication no longer valid

3 Deauthenticated because sending STA is leaving (or has left)
IBSS or ESS

4 Disassociated due to inactivity

5 Disassociated because AP is unable to handle all currently
associated STAs

Ex.1012, Table 8-36 (excerpted), 442-44. I note that a reason code is issued when a

roaming decision is made, and therefore reflects the roaming decision.

i.

Element [22.7]: “wherein, when the client supports
intelligent roaming, the one or more instructions
include a roaming directive and an identifier of the
second mesh point.”

196. In my opinion, Tian discloses or renders obvious this element of claim

22. Thus, in my opinion, Murty-Tian renders it obvious. As discussed above in

Section X.D.2(g), Tian teaches determining whether the client supports intelligent

roaming based on the client’s prior roaming record. If the client supports intelligent

roaming, Tian teaches that an appropriate re-association technique is used as shown

at block 914 (green) of Figure 9, whereby “a configuration parameter [(message)] is

sent to the ... client device identifying at least the second AP [(claimed second mesh
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point)], the configuration parameter representing a suggestion to the wireless client

device to reselect and [re-]associate[] with the second AP.” Ex.1008, [0074].

31G
WHICH SELECTED
~ e _RE-ASSOCHIATION TECHNIQUE?
912 914 g 18
9.3 5 , 5 %
ADJUST POWER OF SEND A CONFIGURATION e i
BEACON FRAMES | FARAMETER TO THE FIRST Siﬁiﬁﬁﬁﬁﬁﬁg’%ﬂ?‘
TRANSMITTED BY THE | WIRELESS CLIENT DEVICE mg oo éu;m o
FIRST AP IN | | IDENTIFYINGATLEAST THESECOND | | vy oo T WIRELESS
COORDINATION WiTH | AP, THE CONFIGURATION .
CHANGES TG POWER OF | PARAMETER REPRESENTING A e ey
BEACON FRAMES | SUGGESTION TO THE WIRELESS NETWORK DISCOVERY
TRANSMITTED BY THE | | CLIENT DEVICE TO RE-ASSOCIATE s sELEié"; N
SECOND AP TO THE SECOND AP -
RE-ASSOCIATION TECHNIQUE NG

SUCCESSFULY

G181 DEVICE, WHEREIN THE RECORD IDENTIFIES THE RE-ASSQCIATION ACTITY WHICH
F197U SUCGESSFULLY CAUSED THE RE-ASSOCIATION OF THE WIRELESS CLIENT DEVICE FROM THE
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Ex.1008, FIG. 9.

197. In my opinion, a POSITA would have understood that Tian’s
“configuration parameter representing a suggestion” corresponds to the BTM frame
specified in the 802.11v intelligent roaming standards. /d., [0003] (“The IEEE

802.11 standards may define a Basic Service Set (BSS) transmission management
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mechanism [(BTM frame)] to allow an AP to suggest that a wireless client device
transition to a different AP.”).

198. Tian further explains that “the configuration parameter may include an
explicit instruction for the wireless client device to associate with the second AP if
the wireless client device is capable of interpreting the explicit instruction.” /1d.,
[0074]. Tian’s configuration parameter message corresponds to the claimed “one or
more instructions” (“configuration parameter”) that “include a roaming directive”
(an explicit instruction or a suggestion to roam) and “an identifier of the second mesh
point” (second/candidate AP). In my opinion, a POSITA would have found it
obvious to incorporate this teaching into Murty for the reasons I described in Section
X.D.1 above.

3. Dependent Claims 12 and 33

a. Preamble: “The method of claim [1/22], further
comprising:”

Elements [12.1]/[33.1]: “establishing a profile containing, for a select
number of clients, a roaming capability and a roaming behavior of each
client; and”

199. In my opinion, Tian discloses this element. Thus, Murty-Tian renders
it obvious. The ’242 Patent explains that “the mesh network can learn over time how
different clients behave and can adjust its roaming instruction and behavior
accordingly.” Ex.1001, 23:9-11. Tian discloses the same. As shown at block 918 in
Figure 9, Tian teaches establishing a profile containing a roaming capability and a
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roaming behavior for each client based on a “record of re-association activity
performed for the wireless client device.” Ex.1008, [0077].

200. For example, as discussed above in Sections X.D.2.h-g, if the client
previously was successfully re-associated using the 802.11v configuration parameter
message of block 914 (green), the “record of re-association” for that client would
indicate that the client supports 802.11v intelligent roaming (claimed roaming
capability). Id., [0078] (““Over several attempts and re-associations, the access points
may become aware of the [roaming] capabilities of particular wireless client device.
The [roaming] capabilities and associated delay of different re-association
techniques may be considered when selecting a re-association technique for a
particular wireless client device.”).

201. As Tian also teaches, a client that supports 802.11v intelligent roaming
may nonetheless “choose[s] to ignore the suggestion” carried in §02.11v BTM
configuration parameter messages, in which case the re-association technique at
block 914 (green) would still fail. /d., [0003]. Tian’s “record of re-association
activity” captures such roaming behavior as well. Thus, Tian’s “record of re-
association activity” of a client device corresponds to the claimed client profile that
contains the client’s roaming capability (e.g., the client supports 802.11v intelligent
roaming) and roaming behavior (e.g., the client ignores 802.11v roaming

suggestions). In my opinion, a POSITA would have been motivated to use Tian’s
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roaming profiles in Murty’s system to improve user’s experience and to improve re-
association consistency and reliability. It is also my opinion that a POSITA would
have been motivated to use Tian’s roaming profiles in Murty’s system at least
because it would be a combination of prior art elements according to known
methods, and also application of a known technique to a known system ready for
improvement, all with predictable results (improved user’s experience and improved
re-association consistency and reliability). Further, because the implementation of
roaming profiles involves routine software implementation of a database of
historical records, there is also a reasonable likelihood of success in the proposed

combination.
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Ex.1008, FIG. 9.

b. Elements [12.2]/[33.2]: “selecting, for each client, the
one or more instructions based on a profile of a
corresponding client.”

202. Inmy opinion, Tian discloses this element. Thus, in my opinion, Murty-
Tian renders it obvious. As discussed above in Section X.D.3(a), Tian discloses

establishing a client’s roaming profile that is used to select an appropriate roaming
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technique, such as one of the techniques in blocks 912, 914 or 916 of Figure 9. See

Section X.D.3.a.

31G
WHICH SELECTED
~ e _RE-ASSOCHIATION TECHNIQUE?
912 914 g 18
9.3 5 , 5 %
ADJUST POWER OF SEND A CONFIGURATION e i
BEACON FRAMES | FARAMETER TO THE FIRST Siﬁiﬁﬁﬁﬁﬁﬁg’%ﬂ?‘
TRANSMITTED BY THE | WIRELESS CLIENT DEVICE mg oo éu;m o
FIRST AP IN | | IDENTIFYINGATLEAST THESECOND | | vy oo T WIRELESS
COORDINATION WiTH | AP, THE CONFIGURATION .
CHANGES TG POWER OF | PARAMETER REPRESENTING A e ey
BEACON FRAMES | SUGGESTION TO THE WIRELESS NETWORK DISCOVERY
TRANSMITTED BY THE | | CLIENT DEVICE TO RE-ASSOCIATE s sELEié"; N
SECOND AP TO THE SECOND AP -
RE-ASSOCIATION TECHNIQUE NG

SUCCESSFULY

G181 DEVICE, WHEREIN THE RECORD IDENTIFIES THE RE-ASSQCIATION ACTITY WHICH
F197U SUCGESSFULLY CAUSED THE RE-ASSOCIATION OF THE WIRELESS CLIENT DEVICE FROM THE
FIRST AP TO THE SECOND AP

HG. 8

Ex.1008, FIG. 9.

203. As Tian teaches and as shown in Figure 9, one or more instructions is
selected accordingly. For example, if the client profile indicates that the client
supports intelligent roaming and has a history of following the roaming suggestions

carried in 802.11v BTM messages, the current AP will send to the client BTM
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messages (“configuration parameter”) to initiate/suggest roaming, as shown at block
914 (green). Ex.1008, [0074].

204. If, on the other hand, the client profile indicates that the client does not
support intelligent roaming, the current AP may send to the client a “disassociation
instruction” as shown at block 916 (red), or may coordinate the transmit power of
beacon signals with other APs, as shown at block 912, to cause the client to choose
to associate with another AP based on received signal strength of the beacon signals.
Id., [0075]. In my opinion, a POSITA would have been motivated to use this
teaching from Tian with Murty to improve user’s experience and to improve roaming
consistency and reliability, and the results of such a combination would be
predictable and successful.

4. Dependent Claims 13 and 34

a. “The method of claim [12/33], wherein the profile is
established based on one or more unique identifiers of
the client.”

205. In my opinion, Tian discloses this element. As Tian teaches, “the record
of re-association activity [(client profile)] may include a device identifier (e.g., MAC
address) of the wireless client device ...” Ex.1008, [0077]. The MAC address is a
unique identifier for the client device.

5. Dependent Claims 5, 8, 9, 19, 21, 26, 29, and 30
206. In my opinion, Murty discloses or renders obvious claims 8, 9, 19, 21,
29, and 30 for the same reasons discussed in those claims under Ground I,

106

TP-Link Ex. 1002
Page 107



Declaration of Dr. Ding for Inter Partes Review of U.S. Patent No. 10,327,242

specifically regarding Murty’s teachings. See Sections X.A.9 (claims 8 and 29),

X.A.10 (claims 9 and 30), X.A.15 (claims 19 and 21).

207. In my opinion, Murty also discloses or renders obvious claims 5 and

26, which recite: “The method of claim [1/22], wherein the controlling entity is a

server remote from the wireless mesh network.” As Murty teaches, remote server

140 (magenta) is the controlling entity for the wireless mesh network: “server device

140 can be configured to collect information from each AP [(blue)] and centrally

manage cach AP with respect to each AP’s communication channel assignment,

transmission power setting(s) and/or client device-to-AP mapping [(association/re-

association)].” Ex.1006, 7:17-21, 10:22-25.
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Ex.1006, FIG. 1.

XI. CONCLUSION

208. For the aforementioned reasons, in my opinion, to a person of ordinary
skill in the art, the Challenged Claims of the *242 Patent are rendered obvious by the
prior art.

209. 1 understand that the Patent Owner has not asserted secondary
considerations of non-obviousness. I reserve the right to respond to any such
assertions.

210. I hereby declare that all statements made herein of my own knowledge
are true and that all statements made on information and belief are believed to be
true; and further that these statements were made with the knowledge that willful
false statements and the like so made are punishable by fine or imprisonment, or
both, under Section 1001 of Title 18 of the United States Code and that such willful

false statements may jeopardize the results of the proceedings.
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Date: September 7, 2023 Respectfully submitted,
a L Digitally signed by Zhi Ding
Q(/;/ —Z y Date: 2023.09.07 16:13:34
I - -07'00'
Zhi Ding, Ph.D.
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