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L. —Fft WLAN P %% b STA 121K 77 i, I TR0 45 STA 5 il 1 25 F1 42 2D iy B N R AP
MERG T, HRFIEAE T, b T iE UL T A 3R

P4 il i 25 BT IR AP I RS 1 S TS B h iy BRI AP AR STA
PRI STA (55 5% JiZ STA &5 5% AP KB ;

PR L 25 TR E ) AP R STA FRIRLSTA (5 558 L JiZ STA BB 5% AP X
RARAF 2] STA I 5

PETRBE R BA N » B #8  1he 46 Lu 03RS , Hofth AP BRI BTIR STA (145 5 55 LL firids STA
I ik STA a7 KXIBEIK AP (K5 5 58 B2 5y H 50— e, W) m] ik STA A FT R AP &
H R Gl A, (AT I 2 TS BRI AP Wi T 5 BTk STA WER:, JHEATIA STA F B CBCRIprid
HAih AP |,

2. WIRIRIELSK 1 BTk 10732, HORp AR T, Bl #58 il e 25 BTk AP RIX IR & T B,
AT ALES -

TR AP B2 A STA | #%& 1) Probe izk Beacon i, ITik Probe fink Beacon i P #7
TR STA HIFRIR ;

Bk AP ARYE TR STA AR INS ANHIIC SR 1 STA JCHCR Ik & T STA & 75 5 Bk AP
KIE

TR AP ] iR #2315 28 A et v 5L P 2 v S P A5 7 B AP AR TR STA BRIK,
Frik AP Kri 2K STA 15 59 B K BTIR STA 2215 5 Pridk AP KBRS S o

3. WARURIE K 2 Brik 7732, HRFAEAE T, BTik AP [n) TR #5846 RIX A T R, Ak
FLHE

PR AP W2 H:4> STA () Probe WiEX Beacon Wil i , SE4F WU IN ], U145 Jrads P02 ) ) A
W22 T ik STA [ 24> Probe iEL Beacon WP ) STA (/5 5 3 BE V341

PTik AP TS T SR BT IR STA M5 5 9 BE P SR STA 215 5 ik AP KEKIY
15 B RIRLG PRl 45 o

4. WIRRIESK 1 BTk 77325, HRREAE T, Pk i dil i & A7 Bl STA [R5 50 &
LR AP ) STA I, HAKGLE .

P IR il v 25 WO R AR 500 B G, I 15 A HoAth AP # & Pk STA 1915 5 9 A2, Wk
WA, WIAIE PR STA RO s W0 54, WK Pk 5 7 B o 115 BAS N2 Bk STA R Iirh.

5. WIRRIELSK 1 BTk ()77 12, HRFAEAE T, P i 4 i QIR I AP Wi 5 BTidk STA [1)3%
B, IHEPTIA STA BB R B R Jrid Hofth AP |, HARALHE

FTik AP AW TR STA A2 5 1IEAEA B TR, i 52, Wi in] Brid STA RIXWT FFIEBAR S

B STA B2 B BT W T I AR S5 » 26005 BT i a7 ik AP (R, [m Pk o Ath AP
RIRERFE NG K, ORI R P ik Hoftr AP |

6. WIRIRIELSK 5 BTk )7 v2:, HARFAEAE T, Pk W e Bei se i #5 7 i R, FH 148
RUIHRR

7. =R s, N T EEE STA IR R 2 M2 DA 5 AP [ RS, HRFIELE
¥, i\ AL

WCARBTHL, T8 &> STA T #51¥) Probe Mg}, Beacon i, BTk Probe Misk Beacon i
FRE BTR STA IFRIR 5
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R, 5 PR OB RE, TR ik STA kR IR 5 A id 3R 1K) STA SCIBE R I
I IR STA J2 15 5 Ik AP SQIE, JF ) T il 4 il v £ A b s v 5. i i i 8 b s e
S AP ARIR STA IR STA 15 5L 1% STA B 51% AP XIKHIE R 5

A, TR B A, IR RTIA STA B 5 IEAER A C ik, W 552, Wi By
A STA RIXEWTH EBAR S, b 5Pk STA (1.

8. UIAURIZEESR 7 iR (14 N i, SERFIETE T, PR e Sl , B Tl B A STA 1
Probe WiEL Beacon Wi , ¢ fir TSI 1], T 5507 ik Toa v g ) 3 A 21 1) 5% 1 i STA 1 24
Probe ML Beacon W] STA FIE 5 5 P340, I8 R4 1 B Ik STA 15 5 5 B
B F iR STA JE 15 5 TR AP SCHRII 5 B IR 4L Tk 5 s 4

9. — P fl v, N T AFE STA B A AR DI R AP IR G, HARFEAE
T Pl 45 i A LA

PO, TR IR AP Ak RS R, IR e i B 54 T AP AR1HLSTA
PR, STA 15 53 . 1% STA JE &5 5% AP RECIIE B

RIAFAEREEL, 5 TR WO YOE 82, F TR HA BRI AP SRR STA BRI STA (55
BRPE % STA JE 15 51% AP JCHERY STA K I

SR AN, 5 PR R AT AR B e, T AR T R P AR 4 A A A 3R
73, HoAth AP AR ATIR STA (¥ 5 50 L BTk STA SR I BTk STA 480 XIBE ) AP 15 5
R P R H S I, W) ] BITIA STA M RTCERA AP & N ERTB AN, (5 ATid 24 BT S<HERY AP Wi T
L FTIR STA [HIEER:, I8 TR STA E B e e frd Hfth AP |

10. AIRCRIEE SR 9 Pk (45 il 4%, HRFEAE T, Pk R AP b, BRH T Pk
TV A U B A5 1 SR 5 S 2 75 VA LA AP R TR STA (A5 S0, a0 SR v, Bt
BTk STA LI s Wi SfA7 , WP AT i 4 25 9 8 b 145 B B T STA Ko
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—Fih WLAN [48H STA BRI A AR ER

A SR
[0001] A& BH# KOl AR FARAUIER, JEHES K —Fh WLAN P& b STA V87 10 515 S A& .

R

[0002] WLAN(Wireless Local Access Network, JLZk /@i ) #2405 T —Fp Rtk M 1) Jo 2k
B S%, WLAN | T et R 1 M i e e i N, o2 H AT IT AT BB AT TR BOR 2 —,
CL& ) s T 300T A3 g a5, UL M KIS S M .

[0003]  WLAN #2&f}t T ESS(Extended Service Set, ¥ FEMRSHE ) RS, (E[A— ESS & &G
FE[ A, STA (STAtion, JoZk%s /7 o ) Befs REKEI AR AP (AccessPoint, LA R ) £, il
WLAN R15 M 2% Ik 55, JF Res Josdig it . Hrh, [A— ESS 2 A~ AP $R1EAH R SSID (Service
Set Identifier, JRESERFRFIN) , I TE ML LG a5 DI, (615 STA £175 mt Y& W et o gauk
AT BRI Y)e o ABAE SRR H A A, Y72 STA TEIS I FE P R AE, AN BE i D) B 508
(¥ AP I,

[0004]  7EH AT 802. 11 bRy, YIS AN D) #AT Jy 58 422 1 STA WE , bR HER BT
XPIXT7 A ATAT R AE o SER A H A I, — 48 STA SR T “HT AT Sl , BRI =4 T SCHRIY AP
(R 5 TR B A PRAR BN T PRI AN DI B3 AP Lo 53— 48 STA Be i ELER AP [R) )=
TR, RIS AP I T 5T B AT SR AP FME 5 9 R T AN BIA I, i AT
Pl . B 1 STA Mk JH 37 & 3% Probe 5§, Beacon W& BLHT AP, &y Ty b33 % B 1 fig 1)
F2MA, STA FHE AP (1) I — R EL K, AT R B0HTIK AP AR ANt I, 803 %4> AP IR1E 5
S P AN BE S I 43 3 B R

[0005]  FESERRE AP &I, HATVEZ ] K STA 7EiZ VI A fe I U1 2508 1 AP |,
SRR E N, B AP [R5 5 9L STA, STA [FIER A V) B4 7] BEANT] ¥, U] 1 {1
K 3E TR S s s )k B (8 P ¥, (B ] STA B P A2 sl BB G, AN
IR D4 o

ZIPAA

[0006] AU AHFRAIL T —Fft WLAN %% T STA I8 3 (10 77 V6 S 55 8, LUSIZEI STA 7018 3 It A2 It
DI EIAIE R AP L

[0007] AR BHERAIL T —Fh WLAN 45 Hh STA 237 1 7712, N 16048 STA fs il e £ s /b
PN R AP RS, Pk 7 AR DL TP IR

[0008] Pk 45 il e A FE TR AP A RS 1 B, BTl st 1 B by By AP B
STA FRiR\ STAME 5 9RA JiZ STA 215 1% AP KK ;

[0009]  FITRFEHI G A4 TR FIRIE AP RN STA AR, STA 5 S8R . % STA &5 5%
AP KERARAZ RN STA R I 5

[o010]  FEFULJA AN, Brad 45 il i 25 LL B34S, Fofth AP 4R IG BTk STA M5 5 9 Bt
A STA K I Frak STA AT KL AP [R5 5 o B vy HE A — AL, W ) T i STA 47 IR

4
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AP JtH NS IE AT, AT IR AT ORI AP Wi 5 Bk STA (R 432, HHE iR STA B S 2
P HoAh AP E

[o011] b, Tz il & BT IR AP KL RS TH B, < AT -

[0012]  FITik AP 20851 STA | #%1¥) Probe izk Beacon Wi, Tk Probe ik Beacon i
FEH TR STA BIPRRANITIR STA FIfE S0

[0013]  FITi& AP #R4E ATIA STA FURR IS A IC SR STA SCBCR I E Tk STA 245 5T
& AP SKHK

[0014]  JITIR AP [m] BT 45 il v 26 ARIE A I8, T iR3ia5 v B 4 B AP FRiHl, STA
FRiR TR AP RN 2 () STA 15 5 9B &Ik STA 25 5Pk AP KIKKIE B .

[0015]  Hirdr, Brik AP [ BT i 45 i v 45 A X S TH B, HAR 45 -

[oo16]  JiTi& AP iz 2 A STA [#) Probe WilEY, Beacon Wi , Z& 4o TV IN [, 115k Tv i)
[ RN 98 T BT ik STA (1) 24 Probe Milsk Beacon M- K] STA [{E 5 98 P YIMHE

[0017] A& AP JE L H 2 7 B BT STA M5 5 9 fE P XA A BTk STA S5 5 AT AP ¢
eI B AR IE 45 ik 45 il v 4%

[oo18] oy, Pk i il e & R AF A STA M5 T 92 R ORIBR I AP (1) STA R I, HLARALHE
[0019] PR $E il & W B 5 TH B 5, FIBTE 5 Bch Hofth AP e ik STA M5 59T,
WER A, WA P STA I s W IR A, WA ek e & B 1945 B N 21 ik STA R0
.

[0020]  Hirr, Fradi s 4 g SC BRI AP W 5 ik STA f3EE, I Ik STA =5 X BR3P
R HAD AP |, HARALES -

[0021]  JiTi& AP AW ik STA J& R IEAEA B COCHG, Wi G, Wi Pk STA Jak W i 4
w35

[0022]  JiTi& STA FLUWCR BT ik Wi AR S » 2105 iR Y AT oI AP [RIEFE, ] ik
i AP AL R AL K, ASCHRR ik HoAth AP |

[0023]  Horp, Il Wy 2 el S i 485 s B R, FH T He s D04t J Al o

[0024] AR BRI T —FhEE N fi, B AL HE STAL IS Hl e & F1 2 DA N B AP 1)
RE, Prikde N s AEE

[0025]  WEEEHL, H T8 STA T #51) Probe 8% Beacon 11, ATiA Probe g% Beacon
it 51 TR STA BRI 5

[0026]  FHepsibl, 5 PR AR BTHE L, FH TARE Pk STA AR IR A id SR 1) STA JCBE
R E IR STA 2215 5 FTIR AP SCI, JF In] Tk #28 il e 46 IR S T B, Ik & v S
i LR AP AR UL STA BRiRL STA (5 55 JiZ STA J& 15 5% AP KK

[0027]  FEBLH, H TR T e an i, FIWT TR STA 2 A5 1IE/ER 3 TRk, a5, W
[ JITIR STA A IR W AR S0, 215 ITik STA fi% .

[0028] My, il AR ssE i, HAA ] T 234 STA [) Probe Mk Beacon Wi , 5543 T
IF IR, 4 PR PV IR ) 3 3 58 T ik STA 224 Probe 1B Beacon i f#) STA f45
SR A, Sl I A T B TR STA S 5 9 B YIS Tk STA 25 5 ik AP X HK
[R5 B AL 25 ik i il e 46

[0020] AR HIILHLHE T —Fhd il v &, N T ARG STAL #8125 F1 42 /> AN B A R AP

5
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IR G, Pl 42 il v s EL S

[0030] i, AT HBTIA AP RIZHII A 1H B, Frid &S S h 5 L AP b5
P STA BRI STA {55 38 L & iZ% STA S5 51% AP 5 ;

[0031]  RIfFfttl, 5 prd Bt #e, T IRAFHA EHRI AP $ri STA FriHLSTA
15 'S9P JiZ STA 25 51% AP KRR STA R IT 5

[0032]  FERIEANBLHL, 5 PTR R A HOE R, AT B 5 I, P s il 1 4 L%
AT, HoAth AP EIR TR STA 15 5 58 L Pk STA R I b Jrk STA i BRI AP 115
5O R A B, W ) TR STA S HTOCHE I AP & H N ER IR A, {8 Ik 4 HT ORI AP W
TFEPTIA STA (3%, IF AR STA B H KIBERIFTR Hifh AP L.

[0033]  Hirr, iR SR DA s b, Bk T i das e s R E W B G, HIW 2 R sH
oAt AP $55 PTiR STA 115 S50 B, WA BA, WA TR STA I ; 40 R A, WP Pk
HE A ERARIN B TR STA R+,

[0034]  SEEH AR, A KHEALLFILA -

[0035] AR HEH, AP BRER STA {55 9L, 75 STA (55 W F9 I, 5] STA T4k, il STA D)
W AP b BRI, Ak IR S AP #EE 77 X, #EB) STA 7EI8F i F2 h A D1, {8 STA 7512
i L RE T A O R A D) BE I AP b, BT STA BN 1 X Sk B, RN B BRifE AR 2R
AN T B i T AT L)

[0036] ] 1t B

[0037] [ 1 AR EHH—Fh WLAN P28 STA 1851 7127

[0038] [ 2 @A U —FHE A R 1

[0039] [ 3 RAKRE] T — R E & A1

[0040]  HAA&SLE Ty X

[0041] AR BH %0 BB A2 AP BRI STA (5 508, 6 STA S5 mE L ER EHCX
e B4y AC(Access Controller, JLZFE ANFEHIAT ) BURS#, AC BURS 25 HRIE 21> AP #
A0 STA 5558 E, FI5E STA N H B8 AP L1y STA BT Y14 i, 8 40 AP ik STA R4k, M
M3 STA RefE DI BB AP L

[0042] A HIRAL T —Fh WLAN 2% STA V& 357K 532, N AU STA J5 il & fil &
PRAEN AP RS, ARG T Fit AP ZERIFN FAT AP 2244, 76 Fit AP ZEM),
B A AC, AC T RASHHEET BAS ( BB ARS8 ) Aokl BT AP 5 BAS B4 1A,
AC B TTREANFRS DX AP (R B, BAS 7E A L IRAGIE e 94K, Ak B35 F T FATAP, 75
T—AHA AC ThRe R4, AR EAEH N2 N AP wasBImT, 8 ADSL (Asymmetrical
Digital SubscriberLoop, AEATFRELTH P2k ) BRI T 24 A 21 BAS, 75 1 BAS #:A
FII L M » ToZk P — %% B PPPoE (Point—to—-Point Protocol over Ethernet, AR b
(1) 256 PRI ) BK WEB Portal PAIEREE NS, BAS 1E A 4 FH P HIVGIE &5

[0043] TR 7EMNE 1 s, AdE DL R AR U8

[0044] IE 101, STA [0 2% KA~ AP ) & Probe Bk Beacon i, FTiR Probe sk Beacon
T 45T BT STA FOFR IR

[0045]  H:rh, Beacon Wi [F] 215 A Beacon {718 I A4 i, [ P15 18 5 Beacon fF1E 73
MIAEYHEFIER 1 FEM Q18 LRE, FPEER— R [FED REDH K, RTS 28

6
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Ji (Request To Send), 4T ACK/NACK A IX ] ANP Ao 7E RTS JAHPY STA fWr HoAh &
75 1) Beacon RIXTERIE L, 76 ANP JA AP, STA | # H g & 15 11 AP 3% Beacon 13 KL ¢
[IEAS AP 1% Beacon 15 &

[0046]  DIE 102, AP #2551 STA | 4511 Probe izl Beacon i, #R 4% Probe imk Beacon
W TR STA FIAR IR AP A HLC SR STA SR IR 2 BT ik STA SE 15 5 Brid AP SGHE,
1Z STA RERZE I id 8 5 A AP KRERHT STA AR IR A AP FRIRLIZ STA (5 5 32, Hrp, AP #r
AT LY TP Hudik sk MAC i hiE, STA ARG MAC #ulib. 534k, AP Bt AN STA | 4% Probe
i ey, Beacon Wi, 3 AT ISR (E 4 Probe MiEl, Beacon MIKIJLE(E T HIfE TR .

[0047]  ZDEE 103, AP [ iR 58 il e 25 A A v S, P i v S b 85 i T ik AP A0 2]
() STA 15 5 9 AL S ik STA 25 5 ik AP RIRHIfE B (BRI 3R AP #5iRL STA #51R. STA
{55 AT % STA 15 1% AP 528k ) o STA 7R R JE[H AP I — S fE R a) oy &t A4
probe Wi, AP Y B &F4~ probe W 23 BANEW B IKIME 5 9B, 24 T e 5k [A) (1) 15 5 3l 5|
AR A, A L I g 77 0% 24 probe WUKE SR HARELEE ik AP 234~
STA [¥] Probe i J& , Z54% v It E) (4640 500 220 ), tn Bl 3¢ T+1% STA K ¥ £ Probe R
S, T AT T B TR) Y B G 55 T BTIA STA 1224 Probe 1R SCHR K STA 115 5 50 1
{BL, H & 25 PR #5145 o

[0048] A UE 104, FriR ¥ 2 TR AP R IR B, fRAr B EHRIG AP AR
STA b STA 15 'S 58 FE  JiZ STA A& 75 512 AP KB STA R I, Horp, STA KRR A MAC (Media
Access Control, 41 iy 4l ) Hidik ; EAR AP AR IRFE/RIELE AP 4R T STA (/5 5
B2 e RT3 5 i I A BRI A AP R IX RS T B G, AW A HoAh AP R4
JTIR STA HI45 5 M8, WS BeAT , B TR STA 28 I0 s 5L A, DK T ik i 25 v B 43
IS INE TR STA F i,

[0049] DR 105, 42038 104 ) STA KIUF BN & IN A%, 40 1 FD, 7852 i 28 2, P
IR e 2 LA R4S, oAt AP AR BTIR STA [ 5 58 B AiTadk STA R I00HP AiTidk STA 2417
DRI AP BI5 5 0 iy 38— (A (n 2db) , W) ) BTk STA MRl SRIKT AP & H 4l A,
[ B o % o 2 T

[0050]  PIE 106, Prid i SR AP Bl B T i@ a5, il i A 40 B8 102 J1#) STA 2%
e mafa A STA & B S BEH) STA, Wy T 5 BT ik STA HiZERE, v STA & H! disassociation
I, Horp reason code WE A b (KR TR R A BREEARAL ), [RINHIER A AP F ¢ T-1%
STA [R5 s Nz STA WA A B CREE, AMIUFATERE.

[0051]  ZIB 107, frik STA W3 disassociation 3G, B KBERIFHE H AL AP E. A
RALEE < 7] iR HoAth AP K36 BE U504 3K, AORER B Bk HoAth AP I

[0052]  STA W] LAIE ik Py Rl 4 ] Hofth AP A B IRIE K (Resource Request) :—Fifijf& STA
H W AT C S 51, B AR R 2518 5 AR AP JFATIRME 55— M STA T4
AU AP %% STA 35 JH1E K (Resource Request) 5 HiAth AP HFATIEA(E .

[0053]  FoieMiE AP 77 25, STA Fi HAth AP 2 [A) 412 8 if RRSAP (Resource RequestService
Access Point) BEHLZEAT %25 B E MIAL B, STA _E ) RRSAP 7~ A %8 S SR E &, AP L/
RRSAP $2 AN AL HHLK [ STA B I8 K, JF How B STA B VRIS K. STA ) RRSAP 55 2477
AP Broker function HF4T B Y51 K500, STA KIE AL FEHAD AP 195 R 8, 2411 AP

7
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i) Broker function [u]dAth AP # K& & PR 15 =K, HAth AP B2IRCR PR 15 K » Broker function 7]
CLSEIR B 15 SRV S I3 2, BRI STA St i) Bt IOk B 1 SR B B[R] I Ok B B2 1) AP
#o STAR] LIEFEAE TN AUfe ot AP b OR B 80U, an RAE AT 7E A AP OREE T 58U,
2N YRAEHAD AP E R IRAF G L — BRI IR], STA NAZAE IGIN [A] Y 58 e ) 4 1 12

[0054] AR BI$RME T —Fhde A N TS STAL 0l 2 2 DB AP IR
girp, il 2 P, Prid e N s aEs

[0055]  WAR#EH 210, H TH &4~ STA | #& 1K) Probe M8k Beacon BT, Jri& Probe fuiak
Beacon M #5745 Tk STA (IFRR 5

[o056]  LRAHER 220, HUlcARAR R 210 ZEdz, B TARE ATk STA FIbR IS At ic 3/ STA
KIPFER I E ik STA 215 5 ik AP Ik, FF ] Prid 45 il v 26 RAX R & TH B P o5 78
B BRI AP Frifl, STA Frifl, STAE 53R fO% STA & 51X AP KIKIIER
[0057]  NEALHL 230, T3 T St A, FIWTITIA STA &5 IEAEA B oSk, Wi,
W i) BT STA A& IS W E B S, &0k 5 Brid 2 Ay Bk AP [IER

[oo58]  WrdEAiH 210, HARH] T HA> STA 1 Probe MiEX Beacon Wi J5 , S AR [H],
THEFTIR v B 1) Y USRI ) 0 BiTids STA 18122 4 Probe ik Beacon M- [¥) STA [1115 55
FE P840, TR 5 T B IT IR STA M5 5 5 P8 R T ik STA 5215 5 Frid AP SRIR I
R IRLE PR P il 3 4%

[0059] AR HHIGHRML T — B BRI AS, N T 46 STA $58 il 2 1 22 D AN 42 N i AP
ARG, W 3 Pros, Prid e 2 25 14

[o060]  FEUCHEHE 310, FH FHTIR AP AIE RS TH S, BRI AP bR STA #RiH. STA
{550 JiZ STA 25 51% AP XECHI(E S 5

[0061]  FINAFAEAEIH 320, S 310 ks, H FRAF AT LRI AP FR1R.STA FRiR.
STAfE TR AL JiZ STA S5 51% AP KIKIF) STA R ;

[0062]  FERIBAIEHL 330, 5K IMAF A 320 IERE, H T-7E WG R HH I, ATk ) o 4%
LLE 3RS, HoAth AP I PIrad STA ()15 5 3 FE EL T i STA SR I Bk STA 4 i XHLIY AP
(145 5 9 et 25— B, U ] BT IR STA a7 R AP A Zeai 0, {3 Firids 24 5 % R
AP Wi 5 ik STA IS, FHE IR STA BH G2 prid Hofth AP |

[0063] K IUAF b 320, H 44 H T Bl 45 il v 25 W B4R 5 W 5L, I 2 15 3 LAtk
AP 45 PR STA A5 ‘5 0 B, WIS, WG Pl STA R I s WA, W prid i 245 v 15
o RE RS I B PTIAR STA R Iirh.

[0064] A B, AP BRER STA {55 9, /1 STA {5 52295 I, i) STA T4k, ik STA V)t
Bt AP b BRI, AR BHIE I AP #3772, #EZ)) STA 7183 i F mh Je i Uik, i STA 7232
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(54) Title of the Invention
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(57) Abstract 01

STA broadcasts Probe or Beacon frames to each AP in the |
network, and the Probe or Beacon frames cary the identifier of |
STA. |

The present invention discloses a method for STA roaming

in a WLAN network, comprising: receiving, by a control device,

report messages sent by APs, wherein the report messages carry
STA signal strength detected by the APs and information on
whether STAs are associated with the APs; saving, by the control
device, STA table entries having the STA signal strength and the
associated APs; within a preset period, sending off-line

notifications to the APs currently associated with the STAs if the
control device compares and obtains that STA signal strength
reported by other APs is higher than signal strength of the APs
currently associated with the STAs in the STA table entries by a
first threshold value, so that the currently associated APs are
disconnected from the STAs, and the STAs are re-associated to
the other APs. The present invention improves the network

performance during STA roaming, is compatible with an original
standard, and does not require any change from a client side.
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1. A method for STA roaming in a WLAN network, being applied to a system comprising
STAs, a control device and at least two access point APs, characterized in that the method
comprises the following steps:

receiving, by the control device, report messages sent by the APs, wherein the report
messages carry reported AP identification, STA identification, STA signal strength, and whether
the STAs are associated with the APs;

saving, by the control device, the reported AP identification, STA identification, STA signal
strength, and whether the STAs are associated with the APs in STA table entries;

within a preset period, sending an off-line notification to the APs currently associated with
the STAs if the control device compares and obtains that STA signal strength reported by other
APs is higher than signal strength of the APs currently associated with the STAs in the STA table
entries by a first threshold value, so that the currently associated APs are disconnected from the
STAs, and the STAs are re-associated with the other APs.

2. The method according to Claim 1, characterized in that the control device receives the
report messages sent by the APs, previously further comprising:

receiving, by the APs, Probe frames or Beacon frames broadcast by each STA, wherein the
Probe frames or Beacon frames carry the STA identification;

determining, by the APs, whether the STAs are associated with the APs based on the STA
identification and locally recorded STA association table entries;

sending, by the APs, report messages to the control device, wherein the report messages
carry the reported AP identification, STA identification, STA signal strength detected by the APs
and information on whether the STAs are associated with the APs.

3. The method according to Claim 2, characterized in that the APs send the report messages
to the control device, specifically comprising:

after the APs receive Probe frames or Beacon frames of certain STAs, waiting for a preset
time, and then calculating an average value of STA signal strength in a plurality of Probe frames
or Beacon frames with respect to the STAs that is received within the preset time;

sending, by the APs, the average value of the STA signal strength and information on
whether the STAs are associated with the APs to the control device through the report messages.

4. The method according to Claim 1, characterized in that the control device saves the STA
signal strength and the STA table entries of the associated APs, specifically comprising:

after the control device receives the report messages, judging whether there are no other APs
reporting the STA signal strength, creating the STA table entries if no; and adding information in
the report messages to the STA table entries if yes.

5. The method according to Claim 1, characterized in that the currently associated APs are
disconnected from the STAs, and the STAs are re-associated to the other APs, specifically
comprising:

judging, by the APs, whether the STAs are associated with themselves, and sending
disconnection messages to the STAs if yes;

after the STAs receive the disconnection messages, terminating connections with the
currently associated APs, and sending connection establishment requests to the other APs to be
associated to the other APs.

6. The method according to Claim 5, characterized in that the disconnection messages also
carry a reason value, which is used to indicate a switch reason.

7. An access point applied to a system comprising STAs, a control device and at least two
access point APs, characterized in that the access point comprises:

a collection module, which is used for receiving Probe frames or Beacon frames broadcast
by each STA, wherein the Probe frames or Beacon frames carry STA identification;

a reporting module, which is connected to the collection module, and used for determining
whether the STAs are associated with the APs based on the STA identification and locally
recorded STA association table entries, and sending reporting messages to the control device,
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wherein the reporting messages carry the reported AP identification, STA identification, STA
signal strength, and information on whether the STAs are associated with the APs;

an off-line module, which is used for judging whether the STAs are associated with
themselves when off-line notifications are received, and sending disconnection messages to the
STAs to terminate connections with the STAs if yes.

8. The access point according to Claim 7, characterized in that the collection module is
specifically used for waiting for a preset time and calculating an average value of the STA signal
strength in a plurality of Probe frames or Beacon frames with respect to the STAs that are received
within the preset time after the Probe frames or Beacon frames of the STAs are received, and
sending the average value of the STA signal strength and the information on whether the STAs
are associated with the APs to the control device through report messages.

9. A control device applied to a system comprising STAs, the control device, and at least
two APs, characterized in that the control device comprises:

a receiving module, which is used for receiving report messages sent by the APs, wherein
the report messages carry reported AP identification, STA identification, STA signal strength,
and information on whether the STAs are associated with the APs;

a table entry storage module, which is connected to the receiving module and used for saving
STA table entries having the reported AP identification, STA identification, STA signal strength,
and whether the STAs are associated with the APs;

an off-line notification module, which is connected to the table entry storage module and
used for, within a preset period, sending off-line notifications to the APs currently associated with
the STAs if the control device compares and obtains that STA signal strength reported by other
APs is higher than signal strength of the APs currently associated with the STAs in the STA table
entries by a first threshold value, so that the currently associated APs are disconnected from the
STAs, and the STAs are re-associated with the other APs.

10. The control device according to Claim 9, characterized in that the table entry storage
module is specifically used for judging whether there are no other APs reporting the STA signal
strength after the control device receives the report messages, creating the STA table entries if no;
and adding information in the report messages to the STA table entries if yes.
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METHOD AND APPARATUS FOR STA ROAMING IN WLAN

Technical Field
[0001] The present invention relates to the field of communication technologies, and in particular to a
method and apparatus for STA roaming in a WLAN network.

Background Art

[0002] WLAN (Wireless Local Access Network) provides a wireless connection service for local access
networks, WLAN is currently one of the more popular technologies in the IT industry due to the capacity
of providing high-speed wireless data access, and has been widely applied to city and public place coverage
as well as enterprises, buildings, homes and other places.

[0003] WLAN provides an ESS (Extended Service Set) service. within the same ESS coverage scope,
STAs (STAtion) can be associated to different APs (Access Points), network services are obtained through
WLAN, seamless roaming can be realized, wherein multiple APs provide the same SSID (Service Set
Identification) for the same ESS, and a continuous coverage area is formed, so that the STAs can realize
seamless cross-zone switching in the coverage area. However, it is found in practical application that many
STAs do not work well in the roaming process and cannot be switched to the appropriate APs in time.
[0004] In the current 802.11 standard, switching policies and switching behaviors are entirely determined
by the STAs, and the standard does not make any provisions for this aspect. It is found in actual use that
some STAs adopt a "keep a close watch" policy, i.e., the currently associated APS could not be switched
to new APs until the signal strength of the currently associated APs is reduced to the minimum threshold.
Other STAs can compare the signal strength between APs, and conduct switching when the signal strength
of certain APs is greater than the signal strength of the currently associated APs by a certain threshold
value. Since the STAs discover the new APs by periodically sending Probe frames or Beacon frames, in
order to reduce the impact of scanning on application performance, the period of the STAs scanning the
APs is generally relatively large, the new APs cannot be found in time, or the signal strength of each AP
cannot be updated in time.

[0005] It is found in actual use that the STAs of many manufacturers cannot be switched to the appropriate
APs in time during roaming, resulting in traffic declining. By the STA comparing the signal strength
between the APs, a default switching threshold value of the STAs may not be set, and a too large switching
threshold value results in slow switching; or the switching threshold value can be set, but users using the
STAs cannot or are not willing to modify it, so smooth switching cannot be realized.

Summary of the Invention

[0006] The present invention provides a method and apparatus for STA roaming in a WLAN network, so
as to realize timely switching of STAs to appropriate APs during roaming.

[0007] The present invention provides a method for STA roaming in a WLAN network, which is applied
to a system comprising STAs, a control device and at least two access point APs, and the method comprises
the following steps:

[0008] receiving, by the control device, report messages sent by the APs, wherein the report messages
carry reported AP identification, STA identification, STA signal strength, and whether the STAs are
associated with the APs;

[0009] saving, by the control device, the reported AP identification, STA identification, STA signal
strength, and whether the STAs are associated with the APs into STA table entries;

[0010] within a preset period, sending off-line notifications to the APs currently associated with the STAs
if the control device compares and obtains that STA signal strength reported by other APs is higher than
signal strength of the APs currently associated with the STAs in the STA table entries by a first threshold
value, so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated
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with the other APs.

[0011] Wherein the control device receives the report messages sent by the APs, previously further
comprising:

[0012] receiving, by the APs, Probe frames or Beacon frames broadcast by each STA, wherein the Probe
frames or Beacon frames carry the STA identification;

[0013] determining, by the APs, whether the STAs are associated with the APs based on the STA
identification and locally recorded STA association table entries;

[0014] sending, by the APs, the report messages to the control device, wherein the report messages carry
the reported AP identification, STA identification, STA signal strength detected by the APs and
information on whether the STAs are associated with the APs.

[0015] Wherein the APs send the report messages to the control device, specifically comprising:

[0016] after the APs receive the Probe frames or Beacon frames of certain STAs, waiting for a preset time,
and then calculating an average value of the STA signal strength in a plurality of Probe frames or Beacon
frames with respect to the STAs that are received within the preset time;

[0017] sending, by the APs, the average value of the STA signal strength and information on whether the
STAs are associated with the APs to the control device through the report messages.

[0018] Wherein the control device saves the STA table entries having the STA signal strength and the
associated APs, specifically comprising:

[0019] after the control device receives the report messages, judging whether there are no other APs
reporting the STA signal strength, creating the STA table entries if no; and adding information in the report
messages to the STA table entries if yes.

[0020] Wherein the currently associated APs are disconnected from the STAs, and the STAs are re-
associated to the other APs, specifically comprising:

[0021] judging, by the APs, whether the STAs are associated with themselves, and sending disconnection
messages to the STAs if yes;

[0022] after the STAs receive the disconnection messages, terminating connections with the currently
associated APs, and sending connection establishment requests to the other APs to be associated to the
other APs.

[0023] Wherein the disconnection messages also carry a reason value, which is used to indicate a switch
reason.

[0024] The present invention also provides an access point applied to a system comprising STAs, a control
device and at least two access point APs, and the access point comprises:

[0025] a collection module, which is used for receiving Probe frames or Beacon frames broadcast by each
STA, wherein the Probe frames or Beacon frames carry STA identification;

[0026] a reporting module, which is connected to the collection module, and used for determining whether
the STAs are associated with the APs based on the STA identification and locally recorded STA
association table entries and sending reporting messages to the control device, wherein the reporting
messages carry the reported AP identification, STA identification, STA signal strength, and information
on whether the STAs are associated with the APs;

[0027] an off-line module, which is used for judging whether the STAs are associated with themselves
when off-line notifications are received, and sending disconnection messages to the STAs to terminate
connections to the STAs if yes.

[0028] Wherein the collection module is specifically used for waiting for a preset time and calculating an
average value of the STA signal strength in a plurality of Probe frames or Beacon frames with respect to
the STAs that are received within the preset time after the Probe frames or Beacon frames of the STAs are
received, and sending the average value of the STA signal strength and the information on whether the
STAs are associated with the APs to the control device through the report messages.

[0029] The present invention also provides a control device applied to a system comprising STAs, the
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control device, and at least two APs, and the control device comprises:

[0030] a receiving module, which is used for receiving report messages sent by the APs, wherein the report
messages carry reported AP identification, STA identification, STA signal strength, and information on
whether the STA is associated with the APs;

[0031] a table entry storage module, which is connected to the receiving module, and used for saving STA
table entries having the reported AP identification, STA identification, STA signal strength, and whether
the STAs are associated with the APs;

[0032] an off-line notification module, which is connected to the table entry storage module, and used for,
within a preset period, sending off-line notifications to the APs currently associated with the STAs if the
control device compares and obtains that STA signal strength reported by other APs is higher than signal
strength of the APs currently associated with the STAs in the STA table entries by a first threshold value,
so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated with
the other APs.

[0033] Wherein the table entry storage module is specifically used for judging whether there are no other
APs reporting the STA signal strength after the control device receives the report messages, creating the
STA table entries if no; and adding information in the report messages to the STA table entries if yes.
[0034] Compared with the prior art, the present invention has the following advantages:

[0035] in the present invention, the APs track the STA signal strength, force the STAs offline when STA
signals become weak, and allow the STAs to be switched to the new APs. Therefore, the present invention
pushes the STAs to switch in time during roaming by means of an AP pushing manner, so that the STAs
can be switched to the new APs in a more timely manner during roaming, which improves the network
performance of the STAs during roaming, is compatible with an original standard, and does not require
any change from a client side.

[0036] Descriptions of the Attached Drawings

[0037] FIG. 1 is a flowchart of a method for STA roaming in a WLAN network in the present invention;
[0038] FIG. 2 is a structure chart of an access point in the present invention;

[0039] FIG. 3 is a structure chart of a management device in the present invention.

[0040] Embodiments

[0041] The core idea of the present invention is that APs monitor STA signal strength and report the STA
signal strength and whether STAs are associated with themselves to an AC (Access Controller) or server,
and the AC or server notifies the APs to make the STAs offline when judging that the STAs should be
switched to the new APs based on the STA signal strength reported by each AP and the STAs are not
switched, so that the STAs can be switched to the new APs.

[0042] The present invention provides a method for STA roaming in a WLAN network, which is applied
to a system comprising STAs, a control device, and at least two access point APs. The present invention
is applicable to a Fit AP architecture and a FAT AP architecture. In the Fit AP architecture, the control
device is the AC, the AC can be side-mounted to a BAS (Broadband Access Server) device or serially
connected between the APs and the BAS device, the AC is responsible for the management of the APs in
a whole hotspot area, and BASs act as authentication points for users. Of course, the present invention is
also applicable to FATAP, which needs a server with an AC function, only an AP device needs to be added
in an access layer, and access to the BASs is realized through an ADSL (Asymmetrical Digital Subserial
Loop) or Ethernet private line, and then access to a metropolitan area network is realized through the BASs.
The wireless users generally adopt PPPoE (Point-to-Point Protocol over Ethernet) or WEB Portal
authentication to access the network, and the BASs act as the authentication points for the wireless users.
[0043] As shown in FIG. 1, the method comprises the following steps:

[0044] Step 101, broadcasting, by STAs, Probe frames or Beacon frames to each AP in a network, wherein
the Probe frames or Beacon frames carry STA identification.

[0045] Wherein the Beacon frames are jointly composed of synchronous channels and Beacon channels,
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and the synchronous channels and the Beacon channels are transmitted on I-channels and Q-channels of
physical channels, respectively. The synchronous channels are composed of a series of synchronous burst
frames, RTS is a receiving cycle (Request To Send) and an ANP cycle to perform ACK/ NACK
transmission. During the RTS cycle, the STAs monitor Beacon send request messages from other devices,
and during the ANP cycle, the STAs broadcast their decisions on whether to send Beacon messages to the
APs and which AP to send the Beacon messages to.

[0046] Step 102, receiving, by the APs, the Probe frames or Beacon frames broadcast by each STA, and
determining whether the STAs are associated with the APs based on the STA identification in the Probe
frames or Beacon frames and STA association table entries recorded locally by the APs, wherein the STA
identification associated with the APs, the AP identification, and the STA signal strength are documented
in the STA association table entries, wherein the AP identification may be an IP address or an MAC
address, and the STA identification is an MAC address. In addition, when the APs receive the Probe frames
or Beacon frames broadcasted by each STA, the signal strength of wireless signals of transmitting the
Probe frames or Beacon frames also need to be detected and obtained.

[0047] Step 103, sending, by the APs, the report messages to the control device, wherein the report
messages carry the STA signal strength detected by the APs and information on whether the STAs are
associated with the APs (i.e., the reported AP identification, STA identification, STA signal strength, and
whether the STAs are associated with the APs). The STAs usually send out multiple probe frames in a
short period of time when searching surrounding APs. When the APs receive each probe frame, they will
perceive the received signal strength. In order to avoid misjudgment caused by instantaneous signal
fluctuations, the signal strength of multiple probe frames can be averaged by a smoothing manner. In
particular, it comprises the following steps: after the APs receive the Probe frames of certain STAs, waiting
for a preset time (for example, 500 ms), calculating an average value of the STA signal strength in the
multiple Probe messages with respect to the STA that are received within the preset time if more Probe
messages about the STAs are received, and reporting to the control device.

[0048] Step 104, receiving, by the control device, the report messages sent by the APs, saving the STA
table entries having the reported AP identification, STA identification, STA signal strength, and whether
the STAs are associated with the APs, wherein the STA identification is the MAC (Media Access Control)
address, wherein the reported AP identification indicates which APs reported the STA signal strength, and
an aging timer, etc.; and after the control device receives the report messages sent by the certain AP,
judging whether there are no other APs reporting the STA signal strength, creating the STA table entries
if not, and adding information in the report messages to the STA table entries if yes.

[0049] Step 105, initiating a timer for the STA table entries in Step 104, such as for 1 second, at the
expiration of the timer, sending oft-line notifications to the APs currently associated with the STAs and
deleting the corresponding table entries at the same time if the control device compares and obtains that
STA signal strength reported by other APs is higher than signal strength of the APs currently associated
with the STAs in the STA table entries by a first threshold value (such as 2 db).

[0050] Step 106, after the currently associated APs receive the off-line notifications, confirming that the
STAs are the STAs associated with themselves by looking up the STA association table entries in Step
102, disconnecting from the STAs, sending disassociation messages to the STAs, wherein a reason code
is set to 5 (indicating that the switching reason is strength changes), and at the same time, records of the
STA on such AP are deleted; and if the STA is not associated with themselves, no action is taken.

[0051] Step 107, after the STA receives the disassociation messages, re-associate to the other APs,
specifically comprises: sending a resource request to the other APs to be associated to the other APs.
[0052] The STAs can initiate resource requests (Resource Request) to the other APs in two ways: one is
that the STAs temporarily disconnect the current wireless channels and communicate with the other APs
through other wireless channels; the other is that the STAs forward resource requests (Resource Request)
of the STAs through the current APs to communicate with the other APs.
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[0053] Either way, resource allocation between the STAs and the other APs is handled through RRSAP
(Resource Request Service Access Point) module. The RRSAP on the STA generates the resource request
message, and the RRSAP on the AP receives and processes the resource request from the STAs, and
responds to the resource request from the STAs. The RRSAP of STA makes resource request and response
with the Broker function of the current AP, and the STA sends resource request messages including other
APs, the Broker function of the current APs forwards the resource requests to other APs, and the other
APs receive the resource requests. The Broker function can forward the resource request messages and
limit a number of resource retention requests initiated by the STAs or a number of APs that can
simultaneously retain resources. The STAs can choose to retain the resources on the other APs before
switching. If the resources are retained on the other APs in advance, saving of such resources on the other
APs will last for a period of time, and the STA should complete a switching process within such time.
[0054] The present invention provides an access point applied to a system comprising STAs, a control
device, and at least two access point APs, as shown in FIG. 2, the access point comprises:

[0055] a collection module 210, which is used for receiving Probe frames or Beacon frames broadcast by
each STA, wherein the Probe frames or Beacon frames carry the STA identification;

[0056] a reporting module 220, which is connected to the collection module 210 and used for determining
whether the STAs are associated with the APs based on the STA identification and locally recorded STA
association table entries, and sending reporting messages to the control device, wherein the reporting
messages carry the reported AP identification, STA identification, STA signal strength, and information
on whether the STAs are associated with the APs;

[0057] an off-line module, which is used for judging whether the STAs are associated with themselves
when off-line notifications are received, and sending disconnection messages to the STAs to terminate
connections to the STAs if yes.

[0058] The collection module 210 is specifically used for waiting for a preset time and calculating an
average value of the STA signal strength in a plurality of Probe frames or Beacon frames with respect to
the STAs that are received within the preset time after the Probe frames or Beacon frames of the STAs are
received, and sending the average value of the STA signal strength and the information on whether the
STAs are associated with the APs to the control device through report messages.

[0059] The present invention further provides a management device applied to a system comprising STAs,
a control device, and at least two access point APs, as shown in FIG. 3, the management device comprises:
[0060] a receiving module 310, which is used for receiving report messages sent by the APs, wherein the
report messages carry the reported AP identification, STA identification, STA signal strength, and
information on whether the STA is associated with the APs;

[0061] a table entry storage module 320, which is connected to the receiving module 310 and used for
saving STA table entries having the reported AP identification, STA identification, STA signal strength,
and whether the STAs are associated with the APs;

[0062] an off-line notification module 320, which is connected to the table entry storage module and used
for, within a preset period, sending off-line notifications to the APs currently associated with the STAs if
the control device compares and obtains that STA signal strength reported by other APs is higher than
signal strength of the APs currently associated with the STAs in the STA table entries by a first threshold
value, so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated
with the other APs.

[0063] The table entry storage module 320 is specifically used for judging whether there are no other APs
reporting the STA signal strength after the control device receives the report messages, creating the STA
table entries if no; and adding information in the report messages to the STA table entries if yes.

[0064] In the present invention, the APs track the STA signal strength, force the STAs offline when STA
signals become weak, and allow the STAs to be switched to the new APs. Therefore, the present invention
pushes the STAs to switch in time during roaming by means of an AP pushing manner, so that the STAs

TP Link Ex. 1010
Page 20



CN 101583151 B Specification Page 6/6

can be switched to the new APs in a more timely manner during roaming, which improves the network
performance of the STAs during roaming, is compatible with an original standard, and does not require
any change from a client side

[0065] By the above description of the embodiments, it will be clear to those skilled in the art that the
present invention can be implemented by means of hardware or by means of software plus necessary
common hardware platforms. Based on this understanding, the technical scheme of the present invention
can be manifested in the form of a software product, the software product can be stored in a non-volatile
storage medium (may be a CD-ROM, U disk, mobile hard disk, etc.), which comprises several instructions
to make one computer equipment (may be a personal computer, server, or network device, etc.) perform
the methods described in various embodiments of the present invention.

[0066] It will be understood by those skilled in the art that the attached drawings are only schematic
diagrams of one preferred embodiment and that modules or processes in the attached drawings are not
necessarily necessary to implement the present invention.

[0067] Those skilled in the art can understand that the modules in the appliances of the embodiments can
be distributed among the appliances of the embodiments as described in the embodiments, or can be varied
accordingly to be located in one or more appliances different from the embodiments. The modules of the
above embodiments may be combined into a single module or may be further split into multiple sub-
modules.

[0068] The above serial numbers of the present invention are for descriptive purposes only and do not
represent the advantages or disadvantages of the embodiments.

[0069] The above disclosed are only several specific embodiments of the present invention, however, the
present invention is not limited to this, and any variations that can be contemplated by those skilled in the
art shall fall within the scope of protection of the present invention.
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