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1. ~;f~ WLAN WHt~ STA ilimtB~7J1!,@fflr'E1ti5 STAj:~~UW:4~.:fP~YM~~A,8 AP 
B~ ~ fJE ~ , Jt:t~ fil ft -=f, J=ifi3£ 7J1!'EL ti5 ~ r W #l : 

J=ifij£~~UW:~~L&J=ifij£ AP /t~B~t~Em,~" J=ifi3£t~EWL~,~mw Lt~B~ AP 11fiR, STA 
11fiR, STA 1t%'./£ft,]Jzi~ STA ~~lcji~ AP ~me; 

}t)Tj£~~Ut9:~~~?fi3£Lt~B~ AP 11fiR,STA 11fiR,STA 1t%'./£ft,]Jzi~ STA ~~lcji~ AP~ 
me1i~JU STA *J,m ; 

fttffet9:Jj'rJJ,Jjpq, J=ifij£~~UW:~l:t~~1f, Jt:1mAP Lt~B~J=ifij£ STA B~1t%'.1£ltl:tJ=ifij£ STA 
*r,m ~ ?fi3£ STA 3fiJ~mes~ AP B~1t %'./silt~ tfj~~l~W:, IJ!U fPJ ?fi3£ STA 3fiJ~mes~ AP 1t 
lli r~im~P, 11J=ifij£3fiJ~mes~ AP Wfyf lcj ?fi3£ STA B~Ji~, #11Jifi;£ STA £ffi~meJUJ=ifij£ 
Jt:1m AP La 

2. ~P~X~LJJ}-1t 1 J=ifi3£B~7J1!, Jt:t~filftr, J=ifi;£~~UW:~~L&J=ifi3£AP /t~B~t~EWL~" 
z 1W ff 'EL ti5 : 

}t)Tj£ AP ~r&,;;~ STA ;JIB~ Probe ~IJ1~ Beacon ~IJ1, }t)Tj£ Probe ~IJ1~ Beacon ~IJ1~mw 
?fi3£ STA B~11fiR ; 

?fi3£ AP ;j;l,z11i5}t)Tj£ STA B~11fiR1=5*±-fuictw:B~ STA ~me*r,m11Jfl5EJ=ifij£ STA~~ 1=j }t)Tj£ AP 
~me; 

?fi3£AP ri'DJ=ifij£~~UW:~1t~t~Em,~,, ?fi3£t~Em,~,~mw Lt~B~ AP 11fiR,STA11fiR, 
?fi3£ AP tfr~ffi.U JU B~ STA 1t % 5£[t]Jz}t)T3£ STA ~ ~ 1=j ?fi3£ AP ~me B~ 1t -~' o 

3. ~P~X~U J} * 2 ?fi3£ B~ 7J1!, Jt:t~fil ft -=f, ?fi3£ AP fPJ ?fi3£~ ~u 19: ~ /t~t~ Em-~', Jl 1* 
'E1ti5 : 

?fi3£ AP l&JU~~ STAB~ Probe ~IJ1~ Beacon ~IJ1J§, ~1it,mt9:S1i'sJ, it~J=ifi;£t,mt9:S1i'sJ pg 
l&iUB~~r?fi3£ STA 6~$~ Probe ~IJ1~ Beacon ~IJ1~ B~ STA B~1t%'./Eiftf:l:)J{!'[; 

?fi3£ AP jijjJ~Em -~,~~?fi3£ STA B~1t%'./Eiltf:l:)J{!'[}Jz}t)Tj£ STA~~ 1=5 ?fi3£ AP ~mes~ 
1t,~,;t~~J=ifi3£~~UW:~o 

4. ~P~X~LJJ}-1t 1 J=ifi3£B~7J1!, Jl:t~filftr, J=ifi;£~~UW:~1i~Jl~ STA B~1t%'.1£ltlJz 
~mes~ APB~ STA *J,m, Jl1*'E1ti5: 

J=ifi;£~~UW:~L&iUt~EWL~,J§, *LlWr~~ti~Jl:1m AP t~E?fi3£ STA B~1t%'.1£lt, ~o:W: 
ti~' IJ!UfiiJJ!J=ifij£ STA *J,m ;~P:W:~' IJ!U~~?fi3£t~Em -~'~ B~1t,~J~;!JofLlJ=ifij£ STA *J,m~ 0 

5. ~P~X~LlJ},1t 1 J=ifi3£B~7J1!,Jl:t~filftr,?fi3£1131W~mes~ AP WT3f1=5J=ifi;£ STA B~Ji 
~' #11Jifi;£ STA £ffi~meJLlJ=ifi3£Jt:1m APL, Jl1*'E1ti5: 

?fi3£ AP *LlWrJ=ifij£ STA~~ iEft:fP § a~me, ~P:W:~, IJ!U ri'DJ=ifij£ STA /t~Wr3f3i~t~X ; 
?fi3£ STA ~L&JLlJ=ifij£Wf3f3i~t~XJ§, !'.~ JtlcjJ=ifij£3fiJ~me AP B~Ji~, fPJ?fi3£Jt1m AP 

1t~Ji~JiiLiJ,1t, ~~meJLlJ=ifi3£Jl:1m AP La 
6. ~p ~x~u J} * 5 J=ifij£ B~ 7J1!, Jt:t~ fil ft r, J=ifij£ WT 3T Ji ~t~X ~ ff m w ~ [Elm, ffl -=ft~ 

71-d:JH~~IEI o 

7. ~;f~~A,8,@ffl r'E1ti5 STA,~~UW:~;fP~YM~~A,8 AP B~~fJE~, Jl:t~filft 
-=f, J=ifi3£~A,8 'E1ti5 : 

L&JIHJ~, ffl-=f~r&,;;~ STA ;JIB~ Probe ~1]1~ Beacon ~1]1, ?fi3£ Probe ~1]1~ Beacon ~1]1 

~mwJ=ifij£ STA B~11fiR; 
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_t 1IHJ~, 1=5 Jifi;£ L&JIHJ~Ji ~, ffl -=f ;J;!z 11i5 J=ifi;£ ST A B~ 11f iR 1=5 *±-th ictw: B~ ST A ~me* r,m 
11AI 5E?fi3£ STA ~ ~ 1=5 ?fi3£ AP ~me, # ri'iJ J=ifij£~ ~UW: ~ 'fe:.~1~ 15 m -~', ?JTJ£1~ 15 m -~' ~ m,m; 
_tt~B~ AP 11fiR, STA 11fiR, STA 1t%5£J3Llh~ STA ~~1:cji~ AP ~mes~1t,~,; 

r~tJ~, m rr&Jff ~imJ~Qs-t, ,uWTJ=ifiJ£ sTA ~~ IEtE:fQ § a~me, ~Q:W:~, 1Jw ri'iJJ=ifi 
3£ STA 'jj:_~Wf:HJi~1~X, §'.~ JtlcjJ=ifij£ STA B~Ji~o 

8. ~Q~X~LJJ}-1t 7 J=ifi3£B~~A,8, Jtt~filtE-=f, J=ifi;£L&~1J~, Jl1*ffl rr&JLl~~ STAB~ 
Probe ~1]1~ Beacon ~1]1]§, ~1it,mW:S1 i's], it~J=ifi;£t,m19:S1 i's] pg L&JLl B~ ~T ?fi3£ STA B~ $~ 

Probe ~IJ1~ Beacon ~IJ1~ B~ STA B~1t%5£Ji?f:!:)J{!'[, ilU11~15m -~,~~?fi3£ STA B~1t%5.!a&f 
:!:)){!'[}z}t)Tj£ STA ~~1=5?fi3£ AP ~mes~1t,~,'jj:_~~}t)Tj£~~Ui9:~o 

9. ~;f~~~UW:~, @ffl -=f~1i5 STA,~~UW:~;fQ~ypij~~A,8 AP B~]UJE~, Jtt~filtE 
-=f, J=ifiJ£~~UW:~~1i5: 

~L&tl~, ffl -=f ~L&?fi3£ AP 'jj:_~ 6~1~ 15 m -~" ?JTJ£1~ 15 m -~' ~ m,m; _tt~ B~ AP 11fiR, STA 
11fiR, STA 1t%5£&,lzi~ STA ~~1:cji~ AP ~mes~1t,~,; 

*JffeZf:1i11J~, 1:cj}t)T;£~L&1J~ji~, ffl r1iZf:Jl~ _tt~B~ AP 11fiR,STA 11fiR,STA 1t% 
5£13t,,&i~ STA ~~1:cji~ AP ~mes~ STA *J,m; 

r~im~Q1J~, 1=5 JifiJ£*rm111it1J~J1~, ffl rtEtmW:mJA pg, J=ifiJ£~~uW: ~ 1:t~~ 
1f, Jt:1m AP _tt~B~J=ifij£ STA B~1t%5.!a&l:t}tfij£ STA *Jffe~?fi3£ STA 3fiJ~mes~ AP B~1t% 
5£&~ tfj~~l~m, IJ!LJ rPJJ=ifij£ STA 3fiJ~mes~ AP Jilli r~im~Q, 11J=ifij£3fiJ~mes~ AP Wf:rf 
1=5?fi3£ STA B~Ji~, #11Jifi;£ STA £ffi~meJLlJ=ifi3£Jt:1m AP La 

10. ~Q~X~UJ}-1t 9 J=ifi3£B~~~UW:~, Jtt~filtE-=f, Jifi3£*J,mZf:1i11J~, Jl1*ffl -=f Jifi3£~ 
~u 19: ~ L&JH~ 15 m -~,]§, *Ll WT~~ ti~ Jt:1m AP 1~ 15 ?fi3£ STA B~ 1t % 5£&, ~Q :W: ti~, IJ!LJ ,fi;lj JI 
J=ifi;£ STA *r,m ;~Q:W:~, IJ!U~~J=ifiJ£1~15WL~,~ B~1t,~J~jJQfUJ=ifi;£ STA *r,m~ o 
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tl#:~9iti 
[0001] *1tSJH±v lzim1ttz::;t~,Uf~j, jtJt~ Jz~;f~ WLAN WHt~ STA itWJB~7J1!lz*:ir □ 

:,11::..§.-1,±--.1,!­
~ ~1.X/l'-

[0002] WLAN(Wireless Local Access Network,3c~Jiu~jW)) ttt1f¾T~;f~flu~iWJB~3c~ 
Ji~n~~' WLAN E8 T~~~ttt1f¾ ~J!B~3c~~1li5~A, ~§fir IT :ff~l::~~m n B~tz::;tz~, 
c~:£;1zJm@m r:95xrn, 0~:1:mPfiiliL ~2z1t~,tl*,*ru1~~1~:t:mPfi a 

[0003] WLANttt1f¾T ESS(Extended Service Set,tfJJJ~~~) n~~,tE[A]~ESSil~m 
[E pg, STA (STAtion, X~~?ft/m) ~~~~I&aLl.:f [A] AP (AccessPoint, 3c~~A,8) L, iffi,jj: 
WLAN ~1f WJitn~~, ff~~~3cgfitWa Jt:~, [A]~ ESS E8$'1' AP ttt1f¾;J;§[AJB~ SSID (Service 
Set Identifier, n~~~11fiJ{), 3f%JJ)G3itiil~!R~j, 111f STA tEil~ffi[E pg ~~~3cgfitt 
:ff~IR tJH~a 1BtE~~lf@ffl ~ /tfJG, it$ STA tEitwrl;f¥~~:tW:.:f1:t, .:f~~JzS1t:JH~JLl15'¼1 
B~ AP La 
cooo4J tE § firs~ so2. 1111f1t~, tJH~*~:fotJJ1~:ff JJ%1t~rn sTA 1R5E, rm11f1ttE.1x~ 
xt~7Jffi1~ili1I:1°H3t\5Ea ~~lf11ffl ~ /tfJl, ~® STA *ffl T "U 1±" *~' ep 3fir~!BcB~ AP 
B~1t%5£J309:~~*1!£JLl~1!£ i'l ~~S1.:f~t:JJ;j:~JLlffiB~ AP La :!H~® STA~~~ I::~~ AP i'sJ B~1t 
%5£&, 3JtfJl~'1' AP B~1t%5£& l::~3fir~!&cB~ AP B~1t%5.!a&J:r~'1'1~mS1, ff)t~itt:ff 
t)J}~a EST STA jijj:JaJJJHi/t~ Probe~ Beacon ~fl1/tfJlffi AP, A T~d>t3tixt@ffl 'fi~~B~ 
~~jrij, STA t3ti AP B~faJJ,Jj~~xl::~~A, fAITTJ ~i!{ffis~ AP .:f~~lzS1/tfJG, ~:;Jf ~'1' AP B~1t% 
5£lt.:f ~~lzS11i JLl~ffi a 
[0005] ft~~lf11ffl ~ /tfJl, § firit$1%B~ STA tEitwS1.:f~~JzS1t:JJ;j:~JLl15'¼1 B~ APL, 
~i!{1;11;_ r~*a imrll::~~ AP i'sJ1t%5.!a&B~ STA, STA s~,.kl:A tJJ1~l~mPT~~.:fpJi9:, i:JJt~l~m 
D::A, m:)J)Gi:JJ1~1~tt ;~:;!ft)]}~ l~mPT 19:, 1B 11ffl STA B~ffl? .:f~~.:f 1!~1~251:, [E]Jlt, .:f ~~ 
JI@! ~Ll t)J t~ a 

~~J:lpq~ 
[0006] *1t~ttt1f¾T ~;f~ WLAN WJit~ STA itwB~7J1!lz*K, ~~fJG STA tEitwS1 lzS1 
t:JJ;j:~JLl15'¼16~ AP La 
[0007] * /t ~ ttt1f¾ T ~;f~ WLAN W1 it~ STA it Wf B~ 7J1!, @ffl r'EL ti5 STA j:~ ~Ll 19: ~ ;f P ~y 
M'1'~A,8 AP B~]UJE~, J=ifi3£7J1!'E1ti5~ r W#l: 
[0008] J=ifij£~~Lli9:~~L&J=ifi3£AP /t~B~t~Em,~" J=ifi3£t~Em,~,~mw Lt~B~ AP 11fiR, 
STA 11fiR, STA 1t%5£&,lzi~ STA ~~l:cji~ AP ~!Be; 
[ooogJ }t)Tj£~~Lli9:~~~?fi3£Lt~B~ AP 11fiR, STA 11fiR, STA 1t%5£&,lzi~ STA ~~l:cji~ 
AP ~!&c1i~iLlB~ STA *JJf ; 
[0010] tEtJf W:faJJA pg, J=ifi;£~~Lli9: ~ l::~~~1i, Jl:1m AP Lt~B~J=ifi;£ STA B~1t %5£& l::~J=ifi 
3£ STA *JJf ~ ?fi3£ STA 3fir~!BcB~ AP B~1t%5.!a&~ tfj~~l~m, IJ!Ll ri'DJ=ifij£ STA 3fir~!BcB~ 
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AP /tili r~iffiJQ, 11J=ifij£3fiJ~mes~ AP Wf:rf l:cj ?fi3£ STA B~Ji~, #11Jifi;£ STA £ffi~meJLl 
?fi3£Jt1m AP _to 
[0011] Jl:~, J=ifi;£~~Lli9:~~L&J=ifi;£ AP /t~B~1~15m -~" Z fiJff~1i5 : 
[0012] J=ifij£ AP ~r&,;;'1' STA ;JIB~ Probe ~1]1~ Beacon ~IJ1, ?fi3£ Probe ~1]1~ Beacon ~1]1~ 
mwJ=ifij£ STA B~11fiJVfQ}t)T3£ STA B~1t%5£&; 
[ oo 1 3 J }t)Tj£ AP :tlz 11i5 }t)Tj£ ST A B~ 11f iR lcj *±-th ictjf( B~ ST A ~me* JpH;jfj 5E }t)Tj£ ST A ~ ~ l:cj ?fi 
3£ AP ~me; 
[0014] ?fi3£ AP rPJJ=ifij£~~LlW:~/t~1~15WL~" ?JTJ£1~15WL~,~mw _tt~B~ AP 11fiR, STA 
11fiR,Jifi;£ AP tfr~ffi.LliLlB~ STA 1t%5la&lz?fi3£ STA ~~l:cj}t)Tj£ AP ~mes~1t,~,o 
[0015J Jt:~, J=ifi;£ AP ri'iJJ=ifi;£~~LlW:~ Jt~1~15WL~" Jl1*~1i5 : 
[0016] ?fi3£ AP L&JLl~'1' STAB~ Probe ~1]1~ Beacon ~IJ1J§, ~1lt»1W:S1i'sJ, it~J=ifi;£t,m19:S1 
i'sJ pg l&iLlB~~r?fi3£ STA 6~$'1' Probe ~IJ1~ Beacon ~IJ1~ B~ STA B~1t%5.!a&f±)J{!'[; 
[0017] ?fi3£ AP i]U11~15m -~,~~?fi3£ STA B~1t%5£&f±)){!'[}z}t)Tj£ STA~~ l:cj ?fi3£ AP~ 
mes~1t,~,;t~~J=ifi3£~~Lli9:~o 
[0018] Jt:~, J=ifij£~~Lli9:~1i~Jl~ STA B~1t%5.!a&Jz~mes~ APB~ STA *r,m, Jl1*~1i5: 
[0019] J=ifij£~~Lli9:~L&JH~15m -~,]§' *LlWr~~ti~Jt:1m AP 1~E?fi3£ STA B~1t%5£&, 
~Q:W:ti~, IJ!LlfiiJJIJ=ifij£ STA *r,m ;~Q:W:~, IJ!Ll~~?fi3£1~15m -~'~ B~1t,~J~jJQJLlJ=ifij£ STA *r,m 
~o 

[0020] Jt:~, ?fi3£113fiJ~mes~ AP Wf3fl:cj}t)Tj£ STA B~Ji~, #11Jifi;£ STA £ffi~meJUJ=ifi 
3£Jt:1m AP _t, Jl1*~1i5 : 
[0021] ?fi3£ AP *LlWrJ=ifij£ STA ~~iEtE;fQ § a~me, ~Q:W:~, IJ!LlrPJJ=ifij£ STA /t~Wr:HJi~ 
1~::sz=; 
[0022] ?fi3£ STA ~L&JLlJ=ifij£Wf:rfJi~1~::SZ:J§, §'.~ Jtl:cjJ=ifij£3fiJ~me AP B~Ji~, rPJJ=ifij£Jt: 
1m AP /t~Ji~J!iLi,J,1t, l2J.~meJUJ=ifi3£Jt:1m AP La 
[0023] Jt:~' ?fi3£WTH31~1~X~ffmw ~[El{!'[, ffl T1~7Jd:JH~~[EI 0 

[0024J *1t SAffm1f¾ T ~;f~~A,8 ,@ffl r~1'i5 STA, ~~LlW: ~;fQ~y M'1'~A,8 AP B~ 
]UJE~,J=ifi3£~A,8~1'i5: 
[0025] L&JIHJ~, ffl r~r&,;;'1' STA ;JIB~ Probe ~IJ1~ Beacon ~IJ1, }t)T;£Probe ~IJ1~ Beacon 
~1]1~mwJ=ifij£ STA B~11fiR; 
[0026] _tt~tl~, l:cj J=ifi3£L&~tl~Ji~, ffl r1lz11i5J=t)Tj£ STA B~11fiRl5*±-fuictjf(B~ STA ~me 
*J»111A15E?fi3£ STA~~ l5 ?fi3£ AP ~me,# ri'iJ J=ifij£~~Lli9: ~ /3Z~1~Em -~" ?JTJ£1~15m -~'~ 
m,m; _tt~B~ AP 11fiR, STA 11fiR, STA 1t%5£&,lzi~ STA ~~1:cji,~ AP ~me; 
[0027] r~tl~, ffl rr&JLlr~iffij~Q S1, *LlWr ?fi3£ STA~~ iEtE;fQ § a~me, ~Q :W:~, IJ!Ll 
rPJJ=ifij£ STA /t~Wf:HJi~1~X, §'.~ Jtl:cjJ=ifij£ STA B~Ji~o 
[0028] Jt:~' J=ifi;£L&~1J~, Jl1*ffl rr&JLl~'1' STAB~ Probe ~1]1~ Beacon ~1]1]§' ~1lt»1W: 
S1i'sJ, it~J=ifi;£t,mi9:S1i'sJ pg l&iLlB~~r?fi3£ STA 6~$'1' Probe ~IJ1~ Beacon ~IJ1~ B~ STA B~1t 
%5.!a&f±)J{!'[, j]IJ1t~15m -~,~~?fi3£ STA B~1t%5.!a&f±)){!'[}z}t)Tj£ STA~~ l5 ?fi3£ AP ~me 
B~1t,~,;t~~J=ifi3£~~Lli9:~o 
[0029J *1tSAffm1f¾T ~;f~~~LlW:~,@ffl r~1i5 STA,~~Lli9:~;fQ~YM'1'~A,8 AP 
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B~~tJE~, J=ifi3£~~UW:~~ti5: 
[0030] ~Lj~JJ~, ffl r~L&J=ifij£ AP /t~B~t~Em -~" J=ifi3£t~Em -~'~ m,m; Lt~B~ AP 11f 
iR, STA 11fiR, STA 1t%5£J3Llh~ STA J!~l:cji~ AP ~me; 
[0031] *J»f111i11J~, 1:cj}t)T;£~L&1J~ji~, ffl r1iZf:Jl~ Lt~B~ AP 11fiR,STA 11fiR,STA 
1t%5£J3Llh~ STA J!~l:cji~ AP ~mes~ STA *J,m; 
coo32J r~imJQ1J~, 1:cj J=ifiJ£*rmZf:1ittJ~Ji~, ffl rtEtmW:mJA r1q, J=ifiJ£~~uW:~ 1:t~ 
~1f, Jt:1m AP Lt~B~J=ifij£ STA B~1t%5.!a& l:t}tfij£ STA *J,m ~ ?fi3£ STA 3fiJ~mes~ AP B~1t 
%5£&~ ili~-1~{!'[, IJ!U rPJJ=ifi;£ STA 3fiJ~mes~ AP /tili r~im~Q, 11J=ifi;£3fiJ~mes~ AP WT 
3f-'=:cj}t)Tj£ STA B~Ji~, #11Jifi;£ STA £ffi~meJUJ=ifi3£Jt:1m AP La 
[0033J Jt:~, J=ifi;£*r,mZf:1i11J~, Jl1*ffl r J=ifi3£~~UW: ~L&JH~Em -~,J§, *LlWrJ!~ti~ 
Jt:1m AP t~E ?fi3£ STA B~1t%5£&, ~Q:W:ti~, IJ!UfiiJJIJ=ifij£ STA *r,m ;~Q:W:~, IJ!U~~?fi3£t~E 
WL~,~ B~1t,~J~jJQfUJ=ifi;£ STA *r,m~ a 
[oo34J -'=:cjfJG~tz:*t§ I::~, *1t SA Jl~ l2J. r 1Jt,8 : 
[0035] *1tSA~, AP li!~filffi STA1t%5£&,ft STA1t%~~~S1,5£~U STA r~,iJ: STA i:J];j:~ 

ffiB~ AP La [E]Jlt, *1tSAimJ1 AP ti~:1Lt;, tli)J STA ft1~Wfrlf¥~ ,&S1t:JJ;j:~, 11 STA tl:1~ 
wrlf¥~~~~~,&S1±-fut:JJ;j:~JLlffiB~ APL, m~ T STA 1~WJS1B~Wli4Hi~~' ;fQ~~11fiiE~~' 
::f $ J} ~? ft/m 1~ 1I:1PJ 251: i)J a 

[oo36J j){f 00-W. SA 
[0037] 00 1 J!*1tSA~-t~ WLAN WJit~ STA 1~WB~7Jttt1Ef¥00; 
[003sJ 00 2 J!*1tSA~-t~~A,8~t1g00; 
[0039J 00 3 J!*1tSA~-t~l'ffJ.19:~~t1g00a 
coo40J Jl1*~~:1JS:t 
coo41J *1tSAs~tt1Li\,~,fl!!&J! :AP JKUffi.U sTA 1t%5£ft, *~~ sTA 1t%5£ftlzJ!~l:cj § a~ 
meL1~~ AC (Access Controller, 3c~~A~~U~) ~n~~~,AC ~n~~~i{z11i5,;;'1' AP 1~ 
EB~ STA 1t%5£&, *Ll5E STA @t:J];j:~JLlffi APL rm STA ti~t)J}~S1, iffi,~Q AP iJ: STA r~, fA 
rm111i STA ~~~t:JJ;j:~JLlffiB~ AP La 
coo42J *1t SAm1f¾ T -t~ wLAN WJit~ sTA 1~ws~:1J1t,@ffl r~:ri5 sTA, ~~uW: ~:fQ~ 
YM'1'~A,8 AP B~~fJE~, *1tSA¼lffl r Fit AP ~H1g;fQ FAT AP ~H1g, tE Fit AP ~H1g~, 
~~UW:~A AC, AC PTl2J.5'¥ttr BAS( ~w~An~~~) 19:~~$~-=f AP 1:cj BAS 19:~~rsJ, 
AC firm' ~'1'm ,8 ±-th lR AP B~ 1'f fJ.' BAS 1t A ffl? B~ iJdiE ,8 a 3 ~' * 1t SA fil¼lffl T FA TAP' $ 
J}-'1'Jl~ AC J}J~~B~n~~~' JJ, $J}ft~A~i~jJQ AP 19:~eppJ, iffi,jj: ADSL (Asymmetrical 
Digital SubscriberLoop, ~r:xtl~~'¥ffl?~fl!!&) ~l2J.~WJ~~~AiLl BAS,~ EB BAS ~A 
JLl:95x:l:!ijW) a x~ffl?-~x*ffl PPPoE (Point-to-Point Protocol over Ethernet, l2J.~WJL 
B~,8Xt,8t:JJ,i50 ~WEB Portal iJdiE~AWJit, BAS 1iAX~ffl?B~iJdiE,8a 
[0043J JifiJ£:1J1t~Q 00 1 ?JT/J\, ~ti5 l2J. r W#l : 
[0044] W#J 101, STA rPJ WJit~,;;'1' AP ;JI Probe ~1]1~ Beacon ~1]1, J=ifij£ Probe ~1]1~ Beacon 
~fl1~mwJ=ifij£ STA B~11fiRa 
[0045] Jt:~, Beacon ~IJ183 [A]W1ti/1!;fQ Beacon 1til!!~[A]t1g]Jx;, [A]W1ti/1!-'=:cj Beacon 1tm7t 
~ft~~*m~I*m~Q*ii!!L/t~a [A]W*mrn-~~[A]W~~~~]Jx;,ITTSJ!~L& 
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Ja]JJJ (Request To Send), ittfi ACK/NACK /t~s,g ANP Ja]JJJ a ft RTS Ja]JJJ pg STA lKi:QJrJt:1mi&: 
~s,g Beacon /t~iJ-10113,~" ft ANP Ja]J,)jpg, STA ;1frJl=1R:5EJ!~ rPJ AP /t~ Beacon 1t,~,,& 
rPJ ll}JM' AP /t~ Beacon 1t -~' a 
[0046] ±'7#J 102, AP ~r&,;;'1' STA ;Jff s,g Probe ~IJ1~ Beacon ~IJ1, 1!z11i5 Probe ~IJ1~ Beacon 
~1]1 ~ s,g ?fi 3£ ST A s,g flf iR~ AP *±-th ictw:s,g ST A ~ me* JpHiJfl 5E?fi 3£ ST A J! ~ 1=j ?fi 3£ AP ~me' 
i~ STA ~me*Juf ~ic.W:1=5* AP ~mes,g STA 11fiR,* AP 11fiR, i~ STA 1t%5£&, Jt~, AP 11f 
iRPT~A IP ±-fu±Jl::~ MAC ±-fu±Jl::, STA 11fiRA MAC ±-fu±ll::a :!h5r,AP ~r&,;;'1' STA ;Jffs,g Probe 
~1]1~ Beacon ~IJ1S1' iE~fft1ffe.U~~ 1'½$tu Probe ~1]1~ Beacon ~IJ1B,g3c~1t % s,g1t %5£& a 
[0047] W#J 103, AP rPJJ=ifij£~~UW:~/t~1~Em,~" ?fiJ£1~Em,~,~mwPfiJ£ AP fft1ffe.UJU 
s,g STA 1t%5£&lz?fi3£ STA J!~1=5?fi3£ AP ~mes,g1t,~, C ePL1~s,g AP 11fiR, STA 11fiR, STA 
1t%5£lt ,,&i~ STA J!~ 1=5i~ AP ~me) a STA fttf~Ja] IE AP s-f~~x~ft~HS1i'sJ pg /tili $'1' 
probe ~1]1, AP L&JU&'1' probe ~IJ1S1~~~Q~L&JUs,g1t%5£&, ATJJlt:iJfeti'sJs,g1t%~BziJJ'JI 
~w,u, PT~ilU1f1ft7J:c\A~$'1' probe ~IJ1B,g1t%5.!a&f:l:>Ja Jl1*'E1Jt :?fi3£ AP L&JLl~'1' 
STA s,g Probe ~IJ1J§, ~1it»1i&:S1i'sJ ( 1}U-tlQ 500 ~5f~), -tlQ:W:L&JLl~ri~ STA s,g~$ Probe 1~ 
X, it~J=ifi;£t,mi&:S1i'sJ pg l&JLls,g~-y}t)Tj£ STA s,g$'1' Probe 1~-X~ s,g STA s,g1t%5£&f:l:)J 
m, 1~E~?fi3£~~UW:~a 
[0048] W#J 104, J=ifij£~~UW: ~~L&J=ifij£ AP ;t~s,gt~Em -~" {~i~Zf:Jl~ L1~s,g AP 11fiR, 
STA 11fiR,STA 1t%5£& ,,&i~ STA J!~ lcji~ AP ~mes,g STA *J,m, Jt~, STA 11fiRA MAC (Media 
Access Control, 1r' }Jlti,JJ IJ:iJ ~~U) ±-fu±Jl:: ; L1~s,g AP 11fiR*/J\ll}J~® AP L1~ T STA s,g1t %5£ 
1t ;*1t5ES1~~ ;~~UW:~~L&JLl~'1' AP ;t~s,gt~Em,~,J§, *LlWrJ!~ti~Jt:1m AP 1~75" 
?fi3£ STA s,g1t%5£&, -tlQ:W:ti~, IJ!UfiiJJ!J=ifij£ STA *J,m ;-tlQ:W:~, IJ!U~~?fi3£1~Em -~'~ s,g1t,~, 
i~jJQfU?fi3£ STA *J,m~ a 
coo49J W#J 1os,AW#J 104 ~s,g sTA*r,m1aiJJ~'1'5ES1~,-tiQ 1 t~,ft5Es-t~iu1JJS1,Pfi 
j£~~Ui&:~l:t~~1f, Jt:1m AP L1~s,gJ=ifi;£ STA s,g1t%5£ltl:t}tfij£ STA *J,m~ ?fi3£ STA 31W 
~mes,g AP s,g1t%5£& ~ tfj~~,~rn: ( -tlQ 2db), IJ!U rPJJ=ifij£ STA 3fiJ~mes,g AP /tili r~im~Q, 
IA] S1 JJfrU ~i xt @* r,m a 
[0050] W#J 106, }t)Tj£3fiJ~mes,g AP ~L&JLlr~im~Qj§, imi11'ftt±'7#J 102 ~ s,g STA~ 
me*r,m11JfliA STA J! § a~mes,g STA, Wf3flcj}t)Tj£ STA s,gJi~, rPJ STA /tili disassociation 
1~-X, Jt~ reason code 19::'i=A 5 ( *7]\t)Jr~~~A5£&~1t), IA]S1JJfrU~i* AP L[fil~Ti~ 
STA s,gi,e,)f( ;-tlQ:W:i~ STA ti~;fQ § ei~me, ::f1~1I:1PJ:ti11:a 
[0051] W#J 107, }t)Tj£ STA l&JLl disassociation 1~-XJ§, 1Iffi~meJLlJ=ifi3£Jt:1m AP La JI_ 

1*'E1ti5: rPJ?fi3£Jt:1m AP /t~16:t~iJ,1t, ~~meJLlJ=ifi3£Jt:1m AP La 
[0052] STA pJ~iffi,j1pij5f~~1£rPJJt:1mAP /t~16:t~iJ,1t (Resource Request) :~5f~J! STA 
l1fS1Wr:rf 3fiJs,gx~1tm, imttJt:1ms,gx~1tm1=5Jt:1m AP mfiim1t ;:!tJ~t~J! sTA imi13 
fiJs,g AP t'f/t STA s,g16:t~iJ,1t (Resource Request) 1=5Jt:1m AP ittfiim1t a 
[0053] 3citll}J~5f~ 7J .t;, STA ;fQ Jt:1m AP Z j's]%'~ J!jijj: RRSAP (Resource RequestService 
Access Point) 1J~itt1T 16:t~lfc'.:'i= s,g ~:fll:!.a STAL s,g RRSAP r :'t.16:t~iJ-1tm -~" AP L s,g 
RRSAP ~l&;fQ~:fJ.* § STA s,g16:t~iJ,1t, ff Ji~!riJ@ STA s,g16:t~il.1ta STA s,g RRSAP lcj3fiJ 
AP Broker function ittfi16:t~iJ,1tlcj~!ri]@, STA /t~'E1ti5Jl=illi AP s,g16:t~iJ-1tm,~" 31W AP 

7 

TP Link Ex. 1010 
Page 7



CN 101583151 B 5/6 }n 

s,g Broker function rPJJ:l:1-m AP tt'/t~~iJ,1t, Jt:1-m AP ~l&~~il.1ta Broker function pJ 

~~~~~~,1tffl~~tt'Jt,~~SU/t®~~~~ffi~,1t~~~~~~~~ffi~~~~ 
~ a ST A pJ ~ ntt¥tE t)J t~Z lW ft Jt:1-m AP L {~i~ ffi ~ ~' ~Q :W: m 1W ft Jt:1-m AP L 1i ffi T ~ ~' jj~ 

¾ J1t ~ ~ ftJ:l:illi AP L s,g 1iZf:~~ff tt~ t9: ~ fs], STA @i~ftJlt ~ fs] pg JGP>G i:J] }~jjJj a 
[0054] *1tSAm1f¾ T ~;f~~A,8,@ffl T'E1ti5 STA,~~UW:~;fQ~ypij~~A,8 AP s,g~ 
fJE ~, ~Q 00 2 ?JT/J\, ?fi3£~J\,8 'E1ti5 : 
[0055] l&~tJ~ 210, ffl r~r&,;;~ STA ;Jffs,g Probe ~fl1~ Beacon ~Y1, }t)Tj£ Probe ~fl1~ 
Beacon ~1]1 ~ 11HW ?fi3£ STA s,g 1Jf iR ; 
coo56J L:Jltl~ 220, l5r&~tl~ 210 Ji~, ffl r1lz11i5J=tfiJ£ sTA s,gtlfiRl5*±-t!tictjf(s,g sTA 
~!&c*Juf11Jfl5EJ=ifij£ STA~~ l5 ?fi3£ AP ~!Be, :3f rPJ J=ifij£~~Ui9: ~ /t~:J'~Effl -~" ?fi3£1~Effl 
-~'~mw L1~s,g AP 1JfiR, STA 1JfiR, STA 1t%5£J3Llh~ STA ~~lcji~ AP ~I&cs,g1t,~,; 
coo51J rtMJ~ 230, m rr&iur~imJo~, ,uWTPfiJ£ sTA ~~ iEft:fo § a~mc, ~o:W:~, 
IJ!U rPJJ=ifij£ STA /t~Wf:rfji~:j:~::sz:, !'.~ Jtl:cjJ=ifij£3fiJ~!Bc AP s,gJi~a 
[0058] L&~tl~ 210, JH-tffl -=fr&JLl~~ STA s,g Probe ~1]1~ Beacon ~fl1J§' ~1i t,mW:~i'sJ' 
it~J=ifi;£t,mi9:~i'sJ pg l&JLl s,g ~T }t)Tj£ STA s,g $~ Probe ~fl1~ Beacon ~fl1~ s,g STA s,g1t %5£ 
ftf:l:)J{!'[, jffijj::J:~Effl -~,~~?fi3£ STA s,g1t%5£ftf:l:>Jmlz?fi3£ STA~~ l5 ?fi3£ AP ~I&cs,g1t 
-~,;t~~J=ifi3£~~UW:~a 
[0059] *1t SA ffm1f¾ T ~;f~l'ffJ. 19: ~,@ffl r'E1ti5 STA, ~~UW: ~;fQ~y M~~A,8 AP 
s,g ~ tJE ~ , ~o oo 3 Pfi 7]\, PfiJ£ 1'f rJ. W: ~'EL 115 = 

coo6oJ ~r&tl~ 310, ffl r~r&PfiJ£ AP Jt~s,g:J:~EWL~" L1~s,g AP tlfiR, sTA tlfiR, sTA 
1t%5£ft,]zi~ STA ~~lcji~ AP ~!&cs,g1t,~,; 
coo61] *r,mZf:fittJ~ 320, l5~r&tl~ 310 Jt~, m r1iZf:Jl~ L1~s,g AP tlfiR,sTA tlfiR, 
STA 1t%5£ft,]zi~ STA ~~lcji~ AP ~!&cs,g STA *J,m; 
[0062] r~im~otl~ 330, l5*J,mZf:1ittl~ 320 Ji~, ffl rftt,mi9:Jj'rJJ,Jj pg, J=ifij£~~UW: ~ 
l:t~~1i, Jt:1-m AP L1~s,gJ=ifi;£ STA s,g1t %5£& l:t}tfij£ STA *J,m ~ ?fi3£ STA 31W~I&cs,g AP 
s,g1t %5£& ~ tfj~~,~rn:, IJ!U [P]}t}Tj£ STA 31W~I&cs,g AP /tili r~im~Q, 11J=ifij£3fiJ~I&cs,g 
AP Wf3fl:cj}t)Tj£ STA s,gJi~, #11J=ifi;£ STA £ffi~!BcfLlJ=ifi;£Jt:1m AP La 
[oo63J *r,mZf:fittl~ 320, Jl1;,tffl -=f J=ifi3£~~UW:~L&JH~Effl -~,J§, *LlWr~~ti~Jt:1-m 
AP 1~75" ?fi3£ STA s,g1t%5£&, ~o:W:ti~, IJ!UfiiJJ!J=ifij£ STA *J,m ;~Q:W:~, IJ!U~~?fi3£1~Effl -~' 
~ s,g1t,~J~jJQfUJ=ifij£ STA *J,m~ a 
[0064] *1tSA~, AP li!~filffi STA1t%5£&,ft STA1t%~~~~,5£~U STA r~,iJ: STA i:J];j:~ 

ffis,g AP La [E]Jlt, *1t SAimrl AP :Jt~:1Lt;, :)ti)J STA ft1~Wfj1;fj ~ ,&~t:J];j:~, 11 STA ft1~ 
wrlfi~~~~~,&~±i!IJJJt~fLlffis,g APL, m~ T STA i~w~s,gWJi4Hi~~' ;fQ~~11fiiE~~' 
::f $ J} ~? ft/m 1~ {f:1PJ 251: i)J a 

coo65J imtt ~Ls,g~~:1J:cts,g:JiJ£, *~,m~-ts,gtz:*Jdn PT ~l~J!±-m T t~iu*Jt SAPT ~ii 
J1~#~~,&PT~fflM~#~~J}~imffl~#f~~:1JS:t*~~a£r~~~~M,*1t 
SA s,gtz:*:1J~PT ~ ~~1tf:r rfb s,g%:ct 1;,t:1:JGtB*, i~~1tf:r rfb PT ~Zf:1itft~~~F~ x-r1111it 
fr)}Jt (pJ~~CD-ROM, Uffi:,~i)J~ffi:~) ~,'E1ti5*-=f:j:~4(ffl~111f~~-i,t~1Jli9:~ (pJ 

~~~ A it~tfl, n~~~, ~~WJitW:~~) 1Afi*;tSA,;;~~~1}LlJ=ifiJ£s,g:1J1!a 
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[oo66J * ~Ji ~-ttz::;t Jdn PT l:.UJ.t~ ~t 00 R ~ -~1Jt~ ~ ~ 1}u B~ 7]\ ~ 00, ~t 00 ~ B~ tl~~t1E 
fi# ::f - 5E~~ ~* 1t SA J=ifi ~, im B~ o 
[ 0061J * ~Ji ~-t tz: :;t Jdn PT l:J3J.t~ ~ ~ 1}u ~ B~ * :'i= ~ B~ tl ~ PT l:JJgz Jffl ~ ~ 1}u ti 3£itt fi-5t 
~r~~~~*:'i=~,&PT~ittfiffl@~~~r::f~r*~~~~-~~$~*:'i=~aL 
3£~~~~-~PT~~#A-~-~,&PT~it!:-Wm-5t~$~~-~o 
[0068] L3£*1tSAff%1x 1xAT:Ji3£, ::f1~*~~1}UB~1Jt~ 0 

[0069] ~L 0:rfB~1xA*1tSA B~JL~JUt~~1}U' 1B ~' *1tSA:3f~FftU~~rJ1t, 1I:1PJ*~Jf 
~~tz::;tA~~m~~~~m@gA*1tSA~~~ffi~o 
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101 
~ 

STAfoJ M~'f ~1'-AP t"-iiProbe,J,.b~ .. Beacon+ffi., fo)j":i!.Prob 
e,J,Jt~Beacon ,j,ffi. 'f ~ ;JJr fo)j":i!.STA {r-J ;ft-if-

102 
'. ~ 

AP~i~t~/i'--STA/"-1i€r-JProbe,J,ffi.~Beacon,J,ffi., ;!:Mi-Probe 
,j,ffi.~Beacon,J,ffi. 'f {r-J fo)j":i!.STA{r-J;f:tif-, .R 

STA**~~.J~~fo)j":i!.STA)t ::§-SJ fo)j":i!.AP** 

103 
~ 

APfoJ ~tiJ-it~ £.it-tft¼ i;lf ,t, ~ ;J!rSTA €r-J ;ft-if-, 
AP;f:;f.-iR, 

AP#t)Jl1]i1J {r-J STA1t ½ ~ilt-RSTA)t 1i' Ej AP**{r-J1t .t 
104 

~ 
fo)j":i!.~tHt~#~J,Jj":i!.AP£.itaMll½i;lf ,t, 1*4-J!.~ J:. 
.}Jl(r-JAP;f:t-iR, STA;f:t-iR, STA1t½si£, .Rii:STA)t ::§-

SJiiAP**at.iSTA~~ 

105 ,, ~ 
ft)j":i!..t£:-$1Jit~te.~a~, $,-,N!.AP J:.-tllat.i fo)j":i!.STA at.i1t½ 
siltte.fo)j":i!.STA~~ 'f fo)j":i!.STA ~ ~ **{r-JAP€r-J1t½ 51 
lt ~ ti:: 1f; - I~ 1Ji., Jitl fol ST A lli ilfr * * €r-J AP£. ti:: --nM. i!~ 

106 
~ 

fo}f:i!. ~ ~ **at.iAP#~tltl r~M.i!~11,,s-, i!:iiif:t\ ~ $10 
2<r a~**~~,i;ftii}.STA)t m c.,**a~STA, ~ fr Ej J,}T :ii. 

STAa~ii# 

107 
~ 

J,Jj" :i!.S TA ~tf1J disassociation-tJl~,ig- , ~ mr * *11J ,t :i!.Jt.,N!. 
APJ:. 
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(54) Title of the Invention 

Method and apparatus for STA roaming in WLAN network 
(57) Abstract 

 The present invention discloses a method for STA roaming 
in a WLAN network, comprising: receiving, by a control device, 
report messages sent by APs, wherein the report messages carry 
STA signal strength detected by the APs and information on 
whether STAs are associated with the APs; saving, by the control 
device, STA table entries having the STA signal strength and the 
associated APs; within a preset period, sending off-line 
notifications to the APs currently associated with the STAs if the 
control device compares and obtains that STA signal strength 
reported by other APs is higher than signal strength of the APs 
currently associated with the STAs in the STA table entries by a 
first threshold value, so that the currently associated APs are 
disconnected from the STAs, and the STAs are re-associated to 
the other APs. The present invention improves the network 
performance during STA roaming, is compatible with an original 
standard, and does not require any change from a client side. 

STA broadcasts Probe or Beacon frames to each AP in the 
network, and the Probe or Beacon frames carry the identifier of 

STA. 

AP receives the Probe or Beacon frames broadcast by each 
STA, and determines whether the STA is associated with the AP 

based on the identifier of STA in Probe or Beacon frames and 
the STA associated entries. 

AP sends report message to control device, carrying STA 
identifier, AP identifier, signal strength of STA detected by AP 

and whether STA is associated with AP. 

The control device receives the report message from the AP, and 
saves the STA entries that carry the reported AP identifier, STA 
identifier, STA signal strength and whether STA associated with 

AP. 

The control device compares what received, and if the signal strength of STA 
reported by another AP is the first threshold higher than the signal strength of 
currently associated AP in the STA entries, a disassociation notification will be 

sent to the currently associated AP. 

After the currently associated AP receives the disassociation 
notification, it will confirm whether it is the associated STA by 

searching the associated entries in Step 102, and then 
disassociate from the STA if so.  

After receiving disassociation message, the STA will re-associate 
with the said another AP. 
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1. A method for STA roaming in a WLAN network, being applied to a system comprising 
STAs, a control device and at least two access point APs, characterized in that the method 
comprises the following steps: 

receiving, by the control device, report messages sent by the APs, wherein the report 
messages carry reported AP identification, STA identification, STA signal strength, and whether 
the STAs are associated with the APs; 

saving, by the control device, the reported AP identification, STA identification, STA signal 
strength, and whether the STAs are associated with the APs in STA table entries; 

within a preset period, sending an off-line notification to the APs currently associated with 
the STAs if the control device compares and obtains that STA signal strength reported by other 
APs is higher than signal strength of the APs currently associated with the STAs in the STA table 
entries by a first threshold value, so that the currently associated APs are disconnected from the 
STAs, and the STAs are re-associated with the other APs. 

2. The method according to Claim 1, characterized in that the control device receives the 
report messages sent by the APs, previously further comprising: 

receiving, by the APs, Probe frames or Beacon frames broadcast by each STA, wherein the 
Probe frames or Beacon frames carry the STA identification; 

determining, by the APs, whether the STAs are associated with the APs based on the STA 
identification and locally recorded STA association table entries; 

sending, by the APs, report messages to the control device, wherein the report messages 
carry the reported AP identification, STA identification, STA signal strength detected by the APs 
and information on whether the STAs are associated with the APs. 

3. The method according to Claim 2, characterized in that the APs send the report messages 
to the control device, specifically comprising: 

after the APs receive Probe frames or Beacon frames of certain STAs, waiting for a preset 
time, and then calculating an average value of STA signal strength in a plurality of Probe frames 
or Beacon frames with respect to the STAs that is received within the preset time; 

sending, by the APs, the average value of the STA signal strength and information on 
whether the STAs are associated with the APs to the control device through the report messages. 

4. The method according to Claim 1, characterized in that the control device saves the STA 
signal strength and the STA table entries of the associated APs, specifically comprising: 

after the control device receives the report messages, judging whether there are no other APs 
reporting the STA signal strength, creating the STA table entries if no; and adding information in 
the report messages to the STA table entries if yes. 

5. The method according to Claim 1, characterized in that the currently associated APs are 
disconnected from the STAs, and the STAs are re-associated to the other APs, specifically 
comprising: 

judging, by the APs, whether the STAs are associated with themselves, and sending 
disconnection messages to the STAs if yes;  

after the STAs receive the disconnection messages, terminating connections with the 
currently associated APs, and sending connection establishment requests to the other APs to be 
associated to the other APs. 

6. The method according to Claim 5, characterized in that the disconnection messages also 
carry a reason value, which is used to indicate a switch reason. 

7. An access point applied to a system comprising STAs, a control device and at least two 
access point APs, characterized in that the access point comprises: 

a collection module, which is used for receiving Probe frames or Beacon frames broadcast 
by each STA, wherein the Probe frames or Beacon frames carry STA identification; 

a reporting module, which is connected to the collection module, and used for determining 
whether the STAs are associated with the APs based on the STA identification and locally 
recorded STA association table entries, and sending reporting messages to the control device, 
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wherein the reporting messages carry the reported AP identification, STA identification, STA 
signal strength, and information on whether the STAs are associated with the APs; 

an off-line module, which is used for judging whether the STAs are associated with 
themselves when off-line notifications are received, and sending disconnection messages to the 
STAs to terminate connections with the STAs if yes. 

8. The access point according to Claim 7, characterized in that the collection module is 
specifically used for waiting for a preset time and calculating an average value of the STA signal 
strength in a plurality of Probe frames or Beacon frames with respect to the STAs that are received 
within the preset time after the Probe frames or Beacon frames of the STAs are received, and 
sending the average value of the STA signal strength and the information on whether the STAs 
are associated with the APs to the control device through report messages. 

9. A control device applied to a system comprising STAs, the control device, and at least 
two APs, characterized in that the control device comprises: 

a receiving module, which is used for receiving report messages sent by the APs, wherein 
the report messages carry reported AP identification, STA identification, STA signal strength, 
and information on whether the STAs are associated with the APs;  

a table entry storage module, which is connected to the receiving module and used for saving 
STA table entries having the reported AP identification, STA identification, STA signal strength, 
and whether the STAs are associated with the APs; 

an off-line notification module, which is connected to the table entry storage module and 
used for, within a preset period, sending off-line notifications to the APs currently associated with 
the STAs if the control device compares and obtains that STA signal strength reported by other 
APs is higher than signal strength of the APs currently associated with the STAs in the STA table 
entries by a first threshold value, so that the currently associated APs are disconnected from the 
STAs, and the STAs are re-associated with the other APs. 

10. The control device according to Claim 9, characterized in that the table entry storage 
module is specifically used for judging whether there are no other APs reporting the STA signal 
strength after the control device receives the report messages, creating the STA table entries if no; 
and adding information in the report messages to the STA table entries if yes. 
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METHOD AND APPARATUS FOR STA ROAMING IN WLAN 
 

Technical Field 
[0001] The present invention relates to the field of communication technologies, and in particular to a 
method and apparatus for STA roaming in a WLAN network. 
 
Background Art 
[0002] WLAN (Wireless Local Access Network) provides a wireless connection service for local access 
networks, WLAN is currently one of the more popular technologies in the IT industry due to the capacity 
of providing high-speed wireless data access, and has been widely applied to city and public place coverage 
as well as enterprises, buildings, homes and other places. 
[0003] WLAN provides an ESS (Extended Service Set) service. within the same ESS coverage scope, 
STAs (STAtion) can be associated to different APs (Access Points), network services are obtained through 
WLAN, seamless roaming can be realized, wherein multiple APs provide the same SSID (Service Set 
Identification) for the same ESS, and a continuous coverage area is formed, so that the STAs can realize 
seamless cross-zone switching in the coverage area. However, it is found in practical application that many 
STAs do not work well in the roaming process and cannot be switched to the appropriate APs in time. 
[0004] In the current 802.11 standard, switching policies and switching behaviors are entirely determined 
by the STAs, and the standard does not make any provisions for this aspect. It is found in actual use that 
some STAs adopt a "keep a close watch" policy, i.e., the currently associated APS could not be switched 
to new APs until the signal strength of the currently associated APs is reduced to the minimum threshold. 
Other STAs can compare the signal strength between APs, and conduct switching when the signal strength 
of certain APs is greater than the signal strength of the currently associated APs by a certain threshold 
value. Since the STAs discover the new APs by periodically sending Probe frames or Beacon frames, in 
order to reduce the impact of scanning on application performance, the period of the STAs scanning the 
APs is generally relatively large, the new APs cannot be found in time, or the signal strength of each AP 
cannot be updated in time. 
[0005] It is found in actual use that the STAs of many manufacturers cannot be switched to the appropriate 
APs in time during roaming, resulting in traffic declining. By the STA comparing the signal strength 
between the APs, a default switching threshold value of the STAs may not be set, and a too large switching 
threshold value results in slow switching; or the switching threshold value can be set, but users using the 
STAs cannot or are not willing to modify it, so smooth switching cannot be realized. 
 
Summary of the Invention 
[0006] The present invention provides a method and apparatus for STA roaming in a WLAN network, so 
as to realize timely switching of STAs to appropriate APs during roaming. 
[0007] The present invention provides a method for STA roaming in a WLAN network, which is applied 
to a system comprising STAs, a control device and at least two access point APs, and the method comprises 
the following steps: 
[0008] receiving, by the control device, report messages sent by the APs, wherein the report messages 
carry reported AP identification, STA identification, STA signal strength, and whether the STAs are 
associated with the APs; 
[0009] saving, by the control device, the reported AP identification, STA identification, STA signal 
strength, and whether the STAs are associated with the APs into STA table entries; 
[0010] within a preset period, sending off-line notifications to the APs currently associated with the STAs 
if the control device compares and obtains that STA signal strength reported by other APs is higher than 
signal strength of the APs currently associated with the STAs in the STA table entries by a first threshold 
value, so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated 
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with the other APs. 
[0011] Wherein the control device receives the report messages sent by the APs, previously further 
comprising: 
[0012] receiving, by the APs, Probe frames or Beacon frames broadcast by each STA, wherein the Probe 
frames or Beacon frames carry the STA identification; 
[0013] determining, by the APs, whether the STAs are associated with the APs based on the STA 
identification and locally recorded STA association table entries; 
[0014] sending, by the APs, the report messages to the control device, wherein the report messages carry 
the reported AP identification, STA identification, STA signal strength detected by the APs and 
information on whether the STAs are associated with the APs. 
[0015] Wherein the APs send the report messages to the control device, specifically comprising: 
[0016] after the APs receive the Probe frames or Beacon frames of certain STAs, waiting for a preset time, 
and then calculating an average value of the STA signal strength in a plurality of Probe frames or Beacon 
frames with respect to the STAs that are received within the preset time; 
[0017] sending, by the APs, the average value of the STA signal strength and information on whether the 
STAs are associated with the APs to the control device through the report messages. 
[0018] Wherein the control device saves the STA table entries having the STA signal strength and the 
associated APs, specifically comprising:  
[0019] after the control device receives the report messages, judging whether there are no other APs 
reporting the STA signal strength, creating the STA table entries if no; and adding information in the report 
messages to the STA table entries if yes. 
[0020] Wherein the currently associated APs are disconnected from the STAs, and the STAs are re-
associated to the other APs, specifically comprising: 
[0021] judging, by the APs, whether the STAs are associated with themselves, and sending disconnection 
messages to the STAs if yes;  
[0022] after the STAs receive the disconnection messages, terminating connections with the currently 
associated APs, and sending connection establishment requests to the other APs to be associated to the 
other APs. 
[0023] Wherein the disconnection messages also carry a reason value, which is used to indicate a switch 
reason. 
[0024] The present invention also provides an access point applied to a system comprising STAs, a control 
device and at least two access point APs, and the access point comprises: 
[0025] a collection module, which is used for receiving Probe frames or Beacon frames broadcast by each 
STA, wherein the Probe frames or Beacon frames carry STA identification; 
[0026] a reporting module, which is connected to the collection module, and used for determining whether 
the STAs are associated with the APs based on the STA identification and locally recorded STA 
association table entries and sending reporting messages to the control device, wherein the reporting 
messages carry the reported AP identification, STA identification, STA signal strength, and information 
on whether the STAs are associated with the APs; 
[0027] an off-line module, which is used for judging whether the STAs are associated with themselves 
when off-line notifications are received, and sending disconnection messages to the STAs to terminate 
connections to the STAs if yes. 
[0028] Wherein the collection module is specifically used for waiting for a preset time and calculating an 
average value of the STA signal strength in a plurality of Probe frames or Beacon frames with respect to 
the STAs that are received within the preset time after the Probe frames or Beacon frames of the STAs are 
received, and sending the average value of the STA signal strength and the information on whether the 
STAs are associated with the APs to the control device through the report messages. 
[0029] The present invention also provides a control device applied to a system comprising STAs, the 
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control device, and at least two APs, and the control device comprises: 
[0030] a receiving module, which is used for receiving report messages sent by the APs, wherein the report 
messages carry reported AP identification, STA identification, STA signal strength, and information on 
whether the STA is associated with the APs; 
[0031] a table entry storage module, which is connected to the receiving module, and used for saving STA 
table entries having the reported AP identification, STA identification, STA signal strength, and whether 
the STAs are associated with the APs; 
[0032] an off-line notification module, which is connected to the table entry storage module, and used for, 
within a preset period, sending off-line notifications to the APs currently associated with the STAs if the 
control device compares and obtains that STA signal strength reported by other APs is higher than signal 
strength of the APs currently associated with the STAs in the STA table entries by a first threshold value, 
so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated with 
the other APs. 
[0033] Wherein the table entry storage module is specifically used for judging whether there are no other 
APs reporting the STA signal strength after the control device receives the report messages, creating the 
STA table entries if no; and adding information in the report messages to the STA table entries if yes. 
[0034] Compared with the prior art, the present invention has the following advantages: 
[0035] in the present invention, the APs track the STA signal strength, force the STAs offline when STA 
signals become weak, and allow the STAs to be switched to the new APs. Therefore, the present invention 
pushes the STAs to switch in time during roaming by means of an AP pushing manner, so that the STAs 
can be switched to the new APs in a more timely manner during roaming, which improves the network 
performance of the STAs during roaming, is compatible with an original standard, and does not require 
any change from a client side. 
[0036] Descriptions of the Attached Drawings 
[0037] FIG. 1 is a flowchart of a method for STA roaming in a WLAN network in the present invention; 
[0038] FIG. 2 is a structure chart of an access point in the present invention; 
[0039] FIG. 3 is a structure chart of a management device in the present invention. 
[0040] Embodiments 
[0041] The core idea of the present invention is that APs monitor STA signal strength and report the STA 
signal strength and whether STAs are associated with themselves to an AC (Access Controller) or server, 
and the AC or server notifies the APs to make the STAs offline when judging that the STAs should be 
switched to the new APs based on the STA signal strength reported by each AP and the STAs are not 
switched, so that the STAs can be switched to the new APs. 
[0042] The present invention provides a method for STA roaming in a WLAN network, which is applied 
to a system comprising STAs, a control device, and at least two access point APs. The present invention 
is applicable to a Fit AP architecture and a FAT AP architecture. In the Fit AP architecture, the control 
device is the AC, the AC can be side-mounted to a BAS (Broadband Access Server) device or serially 
connected between the APs and the BAS device, the AC is responsible for the management of the APs in 
a whole hotspot area, and BASs act as authentication points for users. Of course, the present invention is 
also applicable to FATAP, which needs a server with an AC function, only an AP device needs to be added 
in an access layer, and access to the BASs is realized through an ADSL (Asymmetrical Digital Subserial 
Loop) or Ethernet private line, and then access to a metropolitan area network is realized through the BASs. 
The wireless users generally adopt PPPoE (Point-to-Point Protocol over Ethernet) or WEB Portal 
authentication to access the network, and the BASs act as the authentication points for the wireless users. 
[0043] As shown in FIG. 1, the method comprises the following steps: 
[0044] Step 101, broadcasting, by STAs, Probe frames or Beacon frames to each AP in a network, wherein 
the Probe frames or Beacon frames carry STA identification. 
[0045] Wherein the Beacon frames are jointly composed of synchronous channels and Beacon channels, 
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and the synchronous channels and the Beacon channels are transmitted on I-channels and Q-channels of 
physical channels, respectively. The synchronous channels are composed of a series of synchronous burst 
frames, RTS is a receiving cycle (Request To Send) and an ANP cycle to perform ACK/ NACK 
transmission. During the RTS cycle, the STAs monitor Beacon send request messages from other devices, 
and during the ANP cycle, the STAs broadcast their decisions on whether to send Beacon messages to the 
APs and which AP to send the Beacon messages to. 
[0046] Step 102, receiving, by the APs, the Probe frames or Beacon frames broadcast by each STA, and 
determining whether the STAs are associated with the APs based on the STA identification in the Probe 
frames or Beacon frames and STA association table entries recorded locally by the APs, wherein the STA 
identification associated with the APs, the AP identification, and the STA signal strength are documented 
in the STA association table entries, wherein the AP identification may be an IP address or an MAC 
address, and the STA identification is an MAC address. In addition, when the APs receive the Probe frames 
or Beacon frames broadcasted by each STA, the signal strength of wireless signals of transmitting the 
Probe frames or Beacon frames also need to be detected and obtained.  
[0047] Step 103, sending, by the APs, the report messages to the control device, wherein the report 
messages carry the STA signal strength detected by the APs and information on whether the STAs are 
associated with the APs (i.e., the reported AP identification, STA identification, STA signal strength, and 
whether the STAs are associated with the APs). The STAs usually send out multiple probe frames in a 
short period of time when searching surrounding APs. When the APs receive each probe frame, they will 
perceive the received signal strength. In order to avoid misjudgment caused by instantaneous signal 
fluctuations, the signal strength of multiple probe frames can be averaged by a smoothing manner. In 
particular, it comprises the following steps: after the APs receive the Probe frames of certain STAs, waiting 
for a preset time (for example, 500 ms), calculating an average value of the STA signal strength in the 
multiple Probe messages with respect to the STA that are received within the preset time if more Probe 
messages about the STAs are received, and reporting to the control device. 
[0048] Step 104, receiving, by the control device, the report messages sent by the APs, saving the STA 
table entries having the reported AP identification, STA identification, STA signal strength, and whether 
the STAs are associated with the APs, wherein the STA identification is the MAC (Media Access Control) 
address, wherein the reported AP identification indicates which APs reported the STA signal strength, and 
an aging timer, etc.; and after the control device receives the report messages sent by the certain AP, 
judging whether there are no other APs reporting the STA signal strength, creating the STA table entries 
if not, and adding information in the report messages to the STA table entries if yes. 
[0049] Step 105, initiating a timer for the STA table entries in Step 104, such as for 1 second, at the 
expiration of the timer, sending off-line notifications to the APs currently associated with the STAs and 
deleting the corresponding table entries at the same time if the control device compares and obtains that 
STA signal strength reported by other APs is higher than signal strength of the APs currently associated 
with the STAs in the STA table entries by a first threshold value (such as 2 db). 
[0050] Step 106, after the currently associated APs receive the off-line notifications, confirming that the 
STAs are the STAs associated with themselves by looking up the STA association table entries in Step 
102, disconnecting from the STAs, sending disassociation messages to the STAs, wherein a reason code 
is set to 5 (indicating that the switching reason is strength changes), and at the same time, records of the 
STA on such AP are deleted; and if the STA is not associated with themselves, no action is taken. 
[0051] Step 107, after the STA receives the disassociation messages, re-associate to the other APs, 
specifically comprises: sending a resource request to the other APs to be associated to the other APs. 
[0052] The STAs can initiate resource requests (Resource Request) to the other APs in two ways: one is 
that the STAs temporarily disconnect the current wireless channels and communicate with the other APs 
through other wireless channels; the other is that the STAs forward resource requests (Resource Request) 
of the STAs through the current APs to communicate with the other APs. 
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[0053] Either way, resource allocation between the STAs and the other APs is handled through RRSAP 
(Resource Request Service Access Point) module. The RRSAP on the STA generates the resource request 
message, and the RRSAP on the AP receives and processes the resource request from the STAs, and 
responds to the resource request from the STAs. The RRSAP of STA makes resource request and response 
with the Broker function of the current AP, and the STA sends resource request messages including other 
APs, the Broker function of the current APs forwards the resource requests to other APs, and the other 
APs receive the resource requests. The Broker function can forward the resource request messages and 
limit a number of resource retention requests initiated by the STAs or a number of APs that can 
simultaneously retain resources. The STAs can choose to retain the resources on the other APs before 
switching. If the resources are retained on the other APs in advance, saving of such resources on the other 
APs will last for a period of time, and the STA should complete a switching process within such time. 
[0054] The present invention provides an access point applied to a system comprising STAs, a control 
device, and at least two access point APs, as shown in FIG. 2, the access point comprises: 
[0055] a collection module 210, which is used for receiving Probe frames or Beacon frames broadcast by 
each STA, wherein the Probe frames or Beacon frames carry the STA identification; 
[0056] a reporting module 220, which is connected to the collection module 210 and used for determining 
whether the STAs are associated with the APs based on the STA identification and locally recorded STA 
association table entries, and sending reporting messages to the control device, wherein the reporting 
messages carry the reported AP identification, STA identification, STA signal strength, and information 
on whether the STAs are associated with the APs;  
[0057] an off-line module, which is used for judging whether the STAs are associated with themselves 
when off-line notifications are received, and sending disconnection messages to the STAs to terminate 
connections to the STAs if yes. 
[0058] The collection module 210 is specifically used for waiting for a preset time and calculating an 
average value of the STA signal strength in a plurality of Probe frames or Beacon frames with respect to 
the STAs that are received within the preset time after the Probe frames or Beacon frames of the STAs are 
received, and sending the average value of the STA signal strength and the information on whether the 
STAs are associated with the APs to the control device through report messages. 
[0059] The present invention further provides a management device applied to a system comprising STAs, 
a control device, and at least two access point APs, as shown in FIG. 3, the management device comprises: 
[0060] a receiving module 310, which is used for receiving report messages sent by the APs, wherein the 
report messages carry the reported AP identification, STA identification, STA signal strength, and 
information on whether the STA is associated with the APs; 
[0061] a table entry storage module 320, which is connected to the receiving module 310 and used for 
saving STA table entries having the reported AP identification, STA identification, STA signal strength, 
and whether the STAs are associated with the APs; 
[0062] an off-line notification module 320, which is connected to the table entry storage module and used 
for, within a preset period, sending off-line notifications to the APs currently associated with the STAs if 
the control device compares and obtains that STA signal strength reported by other APs is higher than 
signal strength of the APs currently associated with the STAs in the STA table entries by a first threshold 
value, so that the currently associated APs are disconnected from the STAs, and the STAs are re-associated 
with the other APs. 
[0063] The table entry storage module 320 is specifically used for judging whether there are no other APs 
reporting the STA signal strength after the control device receives the report messages, creating the STA 
table entries if no; and adding information in the report messages to the STA table entries if yes. 
[0064] In the present invention, the APs track the STA signal strength, force the STAs offline when STA 
signals become weak, and allow the STAs to be switched to the new APs. Therefore, the present invention 
pushes the STAs to switch in time during roaming by means of an AP pushing manner, so that the STAs 
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can be switched to the new APs in a more timely manner during roaming, which improves the network 
performance of the STAs during roaming, is compatible with an original standard, and does not require 
any change from a client side 
[0065] By the above description of the embodiments, it will be clear to those skilled in the art that the 
present invention can be implemented by means of hardware or by means of software plus necessary 
common hardware platforms. Based on this understanding, the technical scheme of the present invention 
can be manifested in the form of a software product, the software product can be stored in a non-volatile 
storage medium (may be a CD-ROM, U disk, mobile hard disk, etc.), which comprises several instructions 
to make one computer equipment (may be a personal computer, server, or network device, etc.) perform 
the methods described in various embodiments of the present invention. 
[0066] It will be understood by those skilled in the art that the attached drawings are only schematic 
diagrams of one preferred embodiment and that modules or processes in the attached drawings are not 
necessarily necessary to implement the present invention. 
[0067] Those skilled in the art can understand that the modules in the appliances of the embodiments can 
be distributed among the appliances of the embodiments as described in the embodiments, or can be varied 
accordingly to be located in one or more appliances different from the embodiments. The modules of the 
above embodiments may be combined into a single module or may be further split into multiple sub-
modules. 
[0068] The above serial numbers of the present invention are for descriptive purposes only and do not 
represent the advantages or disadvantages of the embodiments. 
[0069] The above disclosed are only several specific embodiments of the present invention, however, the 
present invention is not limited to this, and any variations that can be contemplated by those skilled in the 
art shall fall within the scope of protection of the present invention. 
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FIG. 1 

Broadcast, by the STAs, Probe frames or Beacon frames to each AP 
in the network, wherein the Probe frames or Beacon frames carry the 

STA identification 

Receive, by the APs, the Probe frames or Beacon frames broadcast 
by each STA, and determine whether the STAs are associated with 

the APs based on the STA identification in the Probe frames or 
Beacon frames, and the STA association table entries 

Send, by the APs, report messages to the control device, wherein the 
report messages carry the STA identification, AP identification, STA 
strength and information on whether the STAs are associated with the 

APs 

Receive, by the control device, the report messages sent by the APs, 
and save STA table entries with the reported AP identification, STA 

identification, STA signal strength, and whether the STAs are 
associated with the APs 

Send off-line notifications to the APs currently associated with the STAs if 
the control device compares and obtains that STA signal strength reported by 
other APs is higher than signal strength of the APs currently associated with 

the STAs in the STA table entries by a first threshold value 

After the currently associated APs receive the off-line notifications, 
confirm that the STAs are the STAs associated with themselves by 
looking up the association table entries in Step 102 and disconnect 

from the STAs 

After the STAs receive disassociation messages, re-associate to the 
other APs 
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