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SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN
EXTENDED NETWORK ENVIRONMENT

CROSS-REFERENCE TO RELATED APPLICATIONS

[6001) None.
FIELD OF INVENTION
[6002) This invention generally relates to the field of providing a network connection

between a network device and one of a plurality of wireless access devices in a network
environment and more particularly to a system and method for providing a network connection
between a network device and one of a plurality of wireless access devices based on the detection

of an alternative access point providing one or more advantages over a current access point.

BACKGROUND OF THE INVENTION

[0003] In computer networking, a wireless access device (WAP) is a device that allows
wireless devices to connect to a wired or wireless network using a wireless communication
protocol. such as Wi-Fi or Bluetooth. The wireless access device typically connects to or is
implemented as a component of a router connected to a wired external network, such as a local
network or the Internet. A wireless access device connected to or implemented with a rouater is
referred to as a WiFi router. A network device connected to an external network is referred to as
a “gateway,” while a wireless access device connected to an external network may be referred to
as a “gateway wireless access device” or a “gateway.” So a "gateway" device referenced in this
document can have a wireless interface or have no wireless interface, but it is a device connecting

the internal network and the external network.

[6004] Wireless access devices utilize a wireless connection between the wireless device
and the wireless access device to transfer data. The area in which a wireless connection between
the wireless device and the wireless access device can be established and maintained is the
wireless coverage area or simply the “coverage area.”” However, even within the coverage area,
the speed at which the data is transferred is dependent on the quality of the wireless connection.
A high quality wireless connection relies on multiple different wireless connection quality factors.

For example, the quality of a wireless connection may be determined based on the signal strength
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that exists between the wireless access device and the wireless device. Additionally, the quality
of a wireless connection may depend upon communication capability of the devices, determined
by the wireless technology implemented on each device. For example, different devices
implement different communication protocols, have different processing power, have different
antenna configurations, etc. Users and provider of wireless access device continuously strive to
maximize the quality of their wireless connection, particularly when using data intensive

apphications such as video streaming, telephony applications, etc.

[6605] Often, the area where a user wishes to use his or her wireless device is larger than
the area providing a high quality wireless connection to the wireless access device. For example,
the signal strength decreases based on the distance between the wireless access device and the
wireless device. Additionally, certain areas that would otherwise receive a high quality wireless
connection are subject to interference that reduces the quality of the wireless connection.
Accordingly, users may add additional wireless access devices to their network, such as a WiFi

extender, to increase the area where the user can maintain a high quality wireless connection.

[0006] WiFi extenders typically are similar to wireless access devices, but do not include
an integral router connected to the external network. Instead, WiFi extenders typically rely on
wired or wireless connections to the Wil router to connect to the external network. The
coverage area in which a user can connect to at least one wireless access device is considered the
“extended network environment,” A network including both a gateway wireless access device

and one or more extender wireless access devices is referred to as an “extended network.”

10667] A WiFi extender is a wireless access device for wireless devices to connect to a
network. Additionally, the WiFi extender acts as a wireless device to connect to another wireless
access device in order to connect (o a network. The "another wireless access device” may also be
referred to as an "upstream wireless access device”. Usually, a WiFi extender uses a single radio
frequency device component to connect to both the wircless devices and the upstream wireless
access device. Further, in order to avoid bad performance, the radio frequency device has ta work
in the same frequency to connect to the wireless devices as well as to connect to the upstream
wireless access device. In such a usage, when a wireless device transmits or receives data from
the upstream wireless access device, the transmission between the upstream wireless access

device and the WiFi extender and the transmission between the WiFi extender and the wireless
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device share the same frequency. Assuming there is no other usage on this frequency, the two
transmissions must divide the time of using the frequency and so the end to end throughput is not
as high as the wireless device can see from its connection to the WiFi extender. For example, if
the speed between the wireless device and the WiFi extender and between the WiFi extender and
the upstream wireless access device are the same like 100mbps, then the speed for transmitting
data between the wireless device and the upstream wireless access device is cut in half, like to

become around S0mbps.

[0608] Typically, wireless devices establish a connection with a single wireless access
device in an extended network based on a determination of which wireless access device will
provide the highest quality wireless connection. The single wireless access device having a
wireless connection to the wireless device is referred to berein as a “current wireless access
device.”” Once established, this wireless connection is maintained between the wireless access
device and the wireless device until the connection is lost or degrades below a threshold quality
level. The commection may be lost or degraded when the wireless device moves out of range of
the wireless access device, moves to a location where there is interference, etc. Thereafier, the
wireless device will attemipt to establish a new wireless connection; again with whichever

wireless access device will provide the highest quality wireless connection.

{0009} However, wireless devices often are transported to various areas within a coverage
area covered by multiple wireless access devices without ever losing their connection to their
current wireless access device. Because of variations in the quality of the wireless connection
within the coverage area, users may not always be connected to the wireless access device that
will provide the highest quality wireless connection. For example, a wireless device user
connected to a first wireless access device may move to location that is remote from that wireless
access device (although still maintaining a wireless connection), but is very close ta a second
wireless access device (that would provide a higher quality wireless connection at the new

location). As a result, the wireless device will receive a signal that 1s weaker than optimal. .

[000106] In a home network, there is a router or gateway that connects the internal network,
the home network, and the external network, the Internet, For a home network where there 15
more than one wireless access device for a wireless device to reach the gateway or the external

network, almost no wireless device knows which wireless access device can give it better
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connection to the network. This is because a wireless device does not know which access device
has a better connection to the router/gateway and the interpretation of speed for different access
devices could be different. For example, when a client sees one connection of 10mbps from one
access device and one connection of 7Tmbps from another access device. If the 10mbps
connection is from a gateway, then it is a better connection than the other. 1f the 10mbps
connection is from an extender, as elaborated in [0007], the connection speed from the wireless
device to the gateway (the upstream access device) could be just Smbps, and so the 7mbps direct
connection to the gateway is actually the better connection. In a general way, a home network has
a tree topology. The root is the router/gateway, the nodes are extenders, and the leaves are
wircless devices or wired devices. The whole tree is connected to the Internet through the
router/gateway at the root. There could be multiple extenders connecting to the router/gateway
directly and there could be extenders connecting to an upstream extender and then connecting to
the router/gateway indirectly. For a wircless device, the connection quality provided by each
node in the tree, including the root if it is a gateway wireless access device, is determined by not
only the node's signal strength to the device, the wireless capability of the node ... but also the

connection quality between the node and the root.

100G11] What is needed is a system and method for configuring wireless connections in an
extended network environment that optimizes connection quality to a wireless device in the
coverage area. What is turther needed is such a system and method configured to continuously
monitor wireless connections between a wireless device and a plurality of wireless access devices

to optimize the quality of a wireless connection to the wireless device,

SUMMARY

[00012] A wireless access device may be configured to determine wireless connection
quality information for a wireless device in comparison to at least one other wireless access
device. To achieve this functionality, a wireless access device can monitor all packets sent from
the wireless device at a certain time for a certain period, even when the wireless device is not
connected to the wireless access device or the wireless packets are not intentionally transmitted to
the wireless access device. Advantageously, each wireless access device can contribute to the

process of identifying the wireless access device providing the highest quality wireless connection
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based on wireless connection quality information transmitted by or exchanged among the wireless

access devices.

[60013] According to one embodiment of the invention, a network device is configured to
facilitate wireless connection management in an extended wireless network. The network device
includes a network device input connected at least indirectly to an internal network and
configured to communicate a plarality of packets to and from at least one computer system, a
network device output connected at least indirectly to an external network and configured to
communcate the plurality of packets to and from at least one computer system. The network
device could also be a device that includes a network device input connected directly to one or
more wireless devices or wireless access devices and configured to communicate a plurality of
packets to and from at least one computer system, a network device output connected at least
indirectly to a network and configured to communicate the plurality of packets to and from at
least one computer system (the network device input and the network device output could actually
use the same hardware device). In addition, such a network device also includes a computer
processor configured to execute steps stored in non-volatile memory. The computer processor is
configured to receive packets from a wireless device, identify the wireless device within a table of
wireless devices communicating with at least one wireless access device in an extended wireless
network, and generate wireless connection quality information for the wireless device specific to
the wireless access device that received the packets based on the received packets and based on

the knowledge of the network topology related information.

[06014] In one embodiment, the computer processor is further configured to transmit the
wircless connection quality information and partial network topology information to other

wireless access devices in the network.

[0G015] In another embodiment, the computer processor is further configured to exchange
wireless connection quality information and partial network topology information with a plurality
of other network devices and to identify a network device in the extended network providing the
highest quality wireless connection for the wireless device. The processor may be further
configured to exchange messages with other network devices to initiate a connection between the

wireless device and the network device having the highest wireless connection quality.
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100016} In another aspect, the wireless connection quality that is detected includes at least
one of a wireless signal strength. a connection capability, a utilization status and a connection

patch quality.

[66017] According to another aspect of the invention, an extended network configured to
implement an extended management function to identify a wireless access device providing a
highest quality wireless connection to a wireless device. The extended network includes a
gateway configured to enable communication between the extended network and an external
network, at least two wireless access devices in the extended network (one could be the gateway
if' it 1s a gateway wireless access device). and at least onc wireless device having a wireless
connection to a least one of the wireless access devices. The wireless access device includes a
processor executling the extended management function to identify the wireless access device
providing the highest quality wireless connection based on wireless connection quality

information and topology information exchanged among the wireless access devices,

00018} According to yet another aspect, a computer implemented method for identifying a
wireless access device providing a highest quality wireless connection to a wireless device is
described. The method includes monitoring the relative signal strength of packets at a plurality of
wireless access devices in an extended network from a wireless device having a current wireless
connection to a corrent wireless access device in the plurality of wireless access devices and
generating wireless connection quality information at each wireless access device in the plurality
of wireless access devices describing the quality of a wireless connection between the wireless

device and the wireless access device.

100019} Other features and advantages of the invention will become apparent to those
skilled in the art upon review of the following detailed description, claims and drawings in which

like numerals are used to designate like features.

BRIEF DESCRIPTION OF THE DRAWINGS

[00020] Preferred exemplary embodiments of the invention are illustrated in the
accompanying drawings in which like reference numerals represent like parts throughout, and in

which:
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[06021] FIG. | schematically illustrates an extended networking environment for
communicating information between a wireless device and a plurality of wireless access devices,

according to an exemplary embodiment;

[00022] FIG. 2 illustrates an embodiment of the gateway wireless access device of FIG. 1,
configured to implement an extended network management function, shown in greater detail,

according to an exemplary embodiment;

100023 FIG. 3A and 3B are schematic illustrations of an extended networking
environment including a plurality of wireless access devices configured to implement an extended

network management function. according to an exemplary embodiment; and

[66024] FIG. 4 is a flowchart illustrating a method for configuring device connections in an

extended network environment, according to an exemplary embodiment.

j00025]) Before the embodiments of the invention are explained in detail, it is to be
understood that the invention is not limited in its application to the details of construction and the
arrangement of the components set forth in the following deseription or illustrated in the
drawings. The invention is capable of other embodiments and of being practiced or being carried
out in various ways. Also, it is to be understood that the phraseology and terminology used herein
are for the purpose of description and should not be regarded as limiting. The use of "including”
and "comprising” and variations thereof is meant to encompass the items listed thereafter and

equivalents thereof as well as additional items and equivalents thereof.

DETAILED DESCRIPTION

{00026] Referring now to FIG. 1, a networking environment 100 for communicating
information between at least one wireless device 110 and an external network 130 through an
extended network 120 is shown. The extended network includes at least a gateway wireless
access device 122 and one or more extended wireless access devices 124, The extended network
120 may further be utilized for communicating information with one or more additional wireless

devices (not shown) connected with a wireless access device of the extended network 120.
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60027} Extended network 120 is a local area network configured to provide wireless
communication of information with a plurality of devices and applications in relatively close
proximity to cach other, such as within a home, school, office building, etc. Wireless devices or
“wi-fi clients™ 110 communicating through extended network 120 may include a web application
running on a personal computing device such as a desktop computer, a laptop computer, a tablet,
ete, a smartphone, a game device, or a streaming media player. The web application may include
a web browsing application, a video player application, a telephony application, a video telephony
application, etc, It should be understood that although specific devices and applicaticns are
described, these are merely provided as examples. Any or all of these or other wireless devices

110 could be present in a given extended network 120.

[00028] The gateway wireless access device 122 of extended network 120 is a type of
network device that manages the flow of data between extended network 120 and the external
network 130. Gateway wireless device may comprise, for example, a router, a switch, or a
gateway. Functionality described herein as being associated with gateway wireless access device
122 may be implemented using one or more devices. For example, gateway wireless access
device 122 may be configured to include a router in communication with a network switch, either

of which can be configured to perform some or all of the functions described herein.

(60029} When a data packet is received at either gateway wireless access device 122 or an
extended wireless access device 124, an additional or second type of network device, the wireless
access device reads address information in the packet to determine its ultimate destination. Ina
packet-switched network. a "router" is a device which receives packets on one or more input
interfaces and which outputs those packets on one of a plurality of output interfaces so as to move
those packets within the network from a source device to a destination device. Each packet
ncludes header information, which indicates the destination device in either extended network
120 or external network 130. Additional information is provided by the physical layer to the
device which receives a packet directly and that information can further include wireless
connection quality information, described in detail below with reference to FIG, 2. The router
inclades routing information, which associates an output interface with information about the

destination device. The router can also perform other operations on packets, such as rewriting the
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packets' headers according to their routing protocol, or re-encapsulating the packets from a first

routing protocol to a second routing protocol.

106030 Gateway wireless access device 122 may be a gateway device that provides an
exclusive communication channel between extended network 120 and external network 130.
Accordingly, packets transmitted by extended wireless access devices 124 and/or wireless devices
using extended network 120, can be viewed using the gateway wireless access device 122.
Gateway wireless access device 122 and extended wireless access device 124 may further be
configured to generate wireless connection quality information transmitted to a certain wireless
access device (122 or 124) or exchanged among wireless access devices (122 and 124), as
described below in further detail. Accordingly. some or all wireless access device (122 and/or
124) are further configured to implement an extended network management function for
configuring device connections in an extended network environment, as described in detail below

with reference to FIG, 2.

[00G31] External network 130 may be a wide area telecommunication network covering a
broad area, such as the Internet. External network 130 may be connected to network device 120
using a wired or wireless connection. For example, gateway wireless access device 122 may be
connected to the external network 130 via a high-bandwidth connection such as a cable modem, 2
Digital Subscriber Line (DSL) modem, or a 3G/4G Long Term Evolution (LTE) modem

connection to send and receive data with systems through external network 130,

{00632] External network 130 allows communication with one or more of a plurality of
external systems including, for example an external web site, an external computing system,
and/or an external database. These systems and applications may be accessible using an Internet
Protocol address provided by any of the wireless devices on extended network 120 and used by
network device 120 to determine a destination for data transmitted to and/or from extended

network 120 to external network 130,

{00033] In operation, each wireless access device 122, 124 in extended network 120 is
configured to monitor, store, and/or report wireless connection guality information. The wireless
connection quality information may be generated at the wireless access device 122 or 124 and/or

included in packet headers received at the wireless access device. For example, each access point
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1s configured to monitor the link rate of packets sent from the wireless device 110 and to check
the signal strength it receives for those packets, no matter which wireless access device the

packets are intentionally transmitted to. Accordingly, each wireless access device can provide
wireless connection quality information indicating signal strength from the wireless device 110

and corresponding link rate for packets from the wireless device,

{06034] Each wireless access device 122 or 124 in extended network 120 may be further
configured to periodically review the wireless connection between the wireless access device and
any wireless devices communicating with the wireless access device. The connection check may
be performed periodically such as every 5 seconds, based on a reported connection issue, such as
an unusually slow connection, etc. A wireless access device can send and receive wireless
connection information and a partial network topology with other wireless access devices
periodically in an attempt to identify a better connection for a wireless device. In addition, a
wireless access device can also monifor an existing connection to identify if the connection with a
wireless device becomes bad. If the connection does become bad, the wireless access device
starts looking for another wireless access device in the extended network that can provide betler a

better connection for the wireless device.

[00035] The wireless connection quality information received from the wircless device 110
may be stored in a memory of the wireless access device 122 or 124 and/or forwarded to a central
repository, such as the memory for gateway wireless access device 122. The wireless connection
quality information may be either a simple value, such as a connection speed, or a number of
different values, such as connection speed and other quality information for the extended network
120, including the quality for connections between two wireless access devices, for example, for
the connection between the gateway wireless access device 122 and an extended wireless access
device 124. The wireless connection quality information may be forwarded when it is received.
may be periodically forwarded in a batch operation, may be aggregated to provide wireless
connection quality information over a defined period of time, etc. Advantageously, the stored
wireless connection quality information may be used to determine the particular wireless access
device 122 or 124 that can provide the highest quality wireless connection to the wireless device

110 at any particular time. Using the network management system described herein, extended
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network 120 may be configured to utilize any tree topology including a gateway wireless access

device 122 as a root. such as a hub/star configuration, a cascaded configuration, ete.

[00036] For example, in a tree topology, the extended network is configured in a tree
topology including a gateway device as a root, one or more wireless access devices as nodes in
the tree, and a wireless device as a leaf. The network tree topology can have several levels and
each level can have several nodes. A node or a wireless access device connects to the network by
connecting to its upstream node or wireless access device. A wireless access device can connect
1o its upstream node in any of a variety of different ways, for example through a wired connection
(e.g. Ethernet, and the wireless access device is a Wi-Fi AP), through a wireless connection (e.g.
Wi-Fi, and the wireless access device is 4 Wi-Fi extender), etc. In addition, a wireless access
device may be configured to have only one wircless interface where it performs multiplexing on
the single wireless interface and uses the same wireless to connect to the extended network as

well as to wireless devices. One example of such a device 1s a Wi-Fi single-band extender.

180637] Although the wireless device 110 will be connected to a single wireless access
device 122 or 124 through an existing wireless connection, designated as the “current wireless
access device.” Establishing a wireless connection may include performance of a handshake
protocol and the exchange of data packets as is well known in the art. Once a wireless connection
1s established, the wireless access device establishing the connection is considered the current
wireless access device. Although connected with the current wireless access device, each
wireless access device 122 or 124 on extended network 120 is configured to receive any packets
transmitted to the current wircless access device from the wireless device 110 and store the
observed quality information of these packets independent of whether the wireless access device
is providing the wireless connection to the wireless device. Depending on the location/position of
each access device refative to the wireless device, the observed signal strength at each access
device for a packet from the wireless device (1o the current access device) is different. In
contrast, in a typical wireless network, this information would be discarded as packets from
devices that are not transmitted to a wireless access device were dropped by that wireless access

device.
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[06038] Referring now to FIG. 2, a gateway wireless access device 122 or simply
“gateway” configured to implement an extended network management function as described
herein is shown in greater detail, according to an exemplary embodiment, Although gateway 122
is shown in F1G. 2 as including specific components in an exemplary configuration, it is
important to recognize that gateway 122 may include more, fewer, and/or a different
configuration of components to implement the functions described herein. Further, although the
functionality described herein is described as being implemented on a gateway device, the
extended network management function can be implemented on a gateway device 122 and/or an
extender access device 124, In addition, an implementation may be centralized on one device or
distributed among a plurality of devices. For simplicity. the functionality will be described herein

below with reference to implementation on a gateway 122.

100039] The functional components (not shown) of gateway 122 may be implemented
using hardware including a processing unit, a system memory, and a system bus that couples
various system components, including the system memory, to the processing unit. The system
bus may be any of several types of bus structures including a memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of bus architectures. Further, the described

components may be implemented using hardware and/or software,

[60040] The processing unit may be any type of computer processor configured to
implement the functionality described herein including the steps of identifying advertising content
requests in network packets transmitted through gateway 122. The processing unit may be any

type of processor, such as a MIPS processor.

{00041 ] The system memory of gateway 122 includes computer storage media in the form
of volatile and/or nonvolatile memory such as read only memory {ROM) and random access
memory (RAM). A basic input/output system (BlOS), containing the basic routines that help to
transfer information between elements within gateway 122, such as during start-up or networking
operations, 1s typically stored in ROM. RAM typically contains data and/or program modules
that are immediately accessible to and/or presently being operated on by the processing unit. The
gateway 122 may also include other removable/non-remaovable, volatile/nonvolatile computer

storage media, such as flash memory. Although gateway 122 is shown and described herein as
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including memory, gateway 122 may alternatively be implemented to store information in a

network storage device.

100042] Although gateway wireless access device 122 may be any of a variety of types of
network devices, for clarity access point 122 1s further described herein as a router type network
device. Gateway wireless access device 122 includes a wireless client interface 202, a wireless
connection analyzer 204, an extended network management system 206, an extended network
management table 208, and an extended network interface 224. Although network device 122 is
shown as including a number of functional embodiments represented as separate components, it
should be understood that the same functional component may be used to implement one or more

of the functional embodiments.

{00043] Wireless client interface 202 1s an input/output port receiving/transmitting packets
from/to the wireless devices 110. Extended network interface 224 is an input/output port
receiving/transmitting packets from/to the extended network 120. Extended network interface
224 connects the access device to the extended network. Extended network interface 224 can be
an Ethernet port. a wireless transmitter, or another device for receiving/transmitting packeis
from/to extended network 120. The physical device for the wireless client interface 202 and the
extended network interface 224 can be the same. A simple extended access device 124 can be
configured to have only one network interface (a wireless interface) such that both wireless client

interface and extended network interface are through the only network interface.

|6€044) Wireless connection analyzer 204 is a software component configured to analyze
and determine wireless connection quality between the wireless access device 122 and a wireless
device. Although shown specifically within gateway wireless access device 122, a wireless
connection analyzer 204 is implemented in the extended network 120 on the wireless access
devices 122 and 124 in the network. Accordingly, each wireless access device 122, 124 in the
extended network is configured to be able to obtain information used to determine the wireless
connection quality between that wireless access device and the wireless devices within the

extended network 120.

[60045] The wireless connection analyzer 204 associated with each wireless access device

122, 124 is configured to generate a wireless connection quality table entry to be stored in an
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extended network management table 208, The specific data used to generate the wireless
connection quality table information is described in further detail below with reference to the
extended network management table 208. The analyzer 204 may generate the table entry based
on information received from the wireless device in packet headers, based on data received from
components in the wireless access device, such as a signal strength detection system (not shown),

based on data received from other wireless access devices in the extended network, etc.

{00446} Each wireless connection analyzer 204 is further configured to generate the
wireless connection quality table entry for cach wireless device 110 associated with any wireless
access device on the extended network. The analyzer 204 associated with each wireless access
device 122 or 124 can be configured to generate the table entry independent of whether the
associated wireless aceess device is connected to the wireless device 110, being used in the
connection path to gateway wireless access device 122, etc. The analyzer 204 associated with
each wireless access device 122 or 124 can be further configured to generate the wireless

connection quality table entry for each other wireless access device 122 or 124 that connects to it.

{06047) Extended network management system 206 is a software application implemented
in a root or central wireless access device for an extended network, such as gateway wireless
access device 122. In an alternative embodiment, network management system 206 may be
implemented as a distributed system in a plurality of wireless access devices. Management
system 206 is configured to implement a management protocol in the extended mesh network to
determine the wireless access device that can provide the highest quality wireless connection to a
wireless device at any particular time. Accordingly, management system 206 is configured to
store and maintain the extended network management table 208 based on connection quality data
received by the wireless access devices in the network and exchanged among wireless access
devices in the network. Table 208 may also be generated to include data connection quality data

generated locally at each wireless access device 122 or 124.

106048] Extended network management table 208 is generated and stored with the memory
of gateway 122 and/or any other wircless access device. Table 208 includes a unique wireless
access device record 210 for each wireless access device 122, 124 communicating through the

extended network 120. Each record 210 includes a plurality of wireless connection quality table

{00635037.D0C | | 14 TP Link Ex. 1004
Page 18



entries 212, one for each wireless device in the extended network 120. Accordingly. table 208
may be stored and maintained in memory remote from device 122, such as would be implemented

in a cloud computing environment.

[00649] Each wireless connection quality table entry 212 in the network management table
208 1s specific to the wireless connection between one wireless access device 122 or 124 and one
wireless device 110. Accordingly. table entries 212 include a wireless access device identifier
214, a signal strength data field 216, and a wireless capability field 21% for the wireless device
110. Each wireless access device record 210 for a wireless access device 122, 124 includes a
utilization status data field 220 for each wireless band (e.g., 2.4 GHz, SGHz). a noise field 222 for
each wireless band, a wireless capability field 224 for the wireless access device, and a
connection path quality data field 226 describing the connection path for each wireless access
device 124 in the path to the gateway wireless access device 122, (i.¢., determined by the
connection quality between any two contiguous wireless access devices on the path between the
current wireless access device and the gateway wireless access device 122). For the gateway

wireless access device 124, this field is set to the highest value in the extended network 120.

[00056] According to a specific implementation, table 208 includes one record 210 for each
wireless access device in the extended network. In each record for an access device, there is a
table for the wireless clients connected to that access device. Each table entry 212 corresponds to
a wireless client connected to the access device. Some fields (214, 216, 218) are associated with a
table entry since they are specific to a wireless client, while other fields (220, 222, 224) are
associated with a record since they are not specific to a wireless client but are specific to a

wireless access device.

100651 Extended network management system 206 is configured to identify the wireless
access device that can provide the highest quality wireless connection with a wircless device at
any given ume. According to exemplary embodiment, management system 206 identifies
highest-quality wireless connection based on at least the capability of the wireless device 110, the
capability of the gateway wireless access device 122, and the capability of each wireless access
device 122, 124 in the extended network 120, the path quality from the wireless access device to

the gateway, elc.
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{60052] Referring now also to FIG. 3A, a schematic illustration of an exemplary extended
wireless network 300 network topology including a wireless device 310, a gateway wireless
access device 320 in the form of a router, and extended wireless access devices 330-336 is
illustrated. The network topology may be generated based on exchanged messages
communicated between the components of network 300. Each message may include a partial
network topology based on the messages received by the component that is transmitting the

topology.

[00053] Extended wireless network 300 further includes a representation of connection
speed 340~350 between wireless communication elements within the extended network 300.
Accordingly, the connection speed 340 between gateway wireless access device 320 and a first
extended wireless access device 330 is 60 Mega bits per second (Mbps), while the connection
speed 342 between gateway wireless access device 320 and a second wireless access device 332
is 20 Mbps. The connection speed is dependent on several factors, including at least the hardware
and software installed on each endpoint (i.e. the connection type and the capability of cach

endpoint) and the distance between the endpoints if it's a wireless connection.

[00054] Where wireless device or “Wi-Fi client” 310 is positioned at a first location 308 as
shown in ghost form in Fig. 3A, the wireless device 310 may be already connected to the
extended wireless access device 334. The wireless connection is designated as 350. However.
management system 206 will continually evaluate available wireless connections while the

wireless device 310 is moving,

[60055] For example, when the wireless device 310 moves to the second location depict in
Fig, 3A, (location #2), the wireless connections 350 becomes weak and the wireless device 310
may suffer from the weak wireless connection, Dependent on the wireless device 310's
implementation, wireless device 310 may determine if the wireless device 310 needs to try to a
different wireless access device to get a better connection based on any of a variety of factors.
Such continuous searching for an optimal connection is referred to as roaming in the wireless
environment. For example, some implementations are configured to use the existing connection to
avoid disruption until that connection is too weak to maintain the connection. The weak wireless

connection 350 may be identified by the wireless access devices 334 based on detected poor
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signal strength between the wireless access device 334 and the wireless device 310. The poor
signal strength information may be communicated among the wireless access devices and the
management system 206 implemented by each wireless access device 122, 124 will put the poor

signal strength information in its table as discussed above.

[06056] Further, at the second location, wireless device 310 may have a good wireless
connection if it connects to wireless access device 336 or wireless access device 332. This can be
detected by the wireless access device 332, 336 by monitoring the signal strength from all the
wireless packets sent from the wireless device 310, even if the packets are not transmitted to the
wireless access device 332, 336 intentionally., Accordingly, management system 206 is
configured to check if the wireless access device 332 or 336 can provide a better connection to the
wireless device 310. Generally, the connection speed for a wireless device 310 to the gateway
wireless access device 320 is determined by determining the lowest speed among all links
(between any two contiguous devices) in the connection path between that wireless device and the
gateway wireless access device 320, divided by the number of links between the gateway wireless
access device 320 and the wireless device the network device 310. Accordingly, at the second
location, the lowest speed in the connection path through wireless access device 336 (path#1) is
20 Mbps, and the connection speed for path#1 is 20 Mbps divided by the three links, which gets
6.67 Mbps. In contrast, while the lowest speed in the connection path through wireless access
device 332 (path#2) is also 20 Mbps. the connection speed for path#2 is 20 Mbps divided by the
two Links, which gets 10.0 Mbps. Accordingly, management system 206 will initiate a wireless
connection between the wireless access device 332 and the wireless device 310 based on the

higher 10.0 Mbps connection speed.

[60057) However, referring now to FIG. 3B, where if the wireless device 310 is capable of
creating connections with a higher speed to the wireless access device 332 and 336, and the
connection speed 346 and 348 for the wireless connection between wireless device 310 and
wireless access device 332, 336 is both 60 Mbps. The higher speed of the link will result in a
higher connection speed for the path#1 and the consequent connection speed is 60 Mbps divided
by 3, which gets 20.0 Mbps. However the connection speed for the path#2 remains at 10Mbps,
even the connection speed 346 has been increased to 60mbps. That is due to the connection 342

now becomes the bottleneck of the path#2 and that keeps the connection speed for path#2 on
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10Mbps. Accordingly, management system 206 will initiate a wireless connection between the

wireless access device 336 and the wireless device 310 based on the higher 20.0 Mbps link rate.

[00058] Referring now to FIG. 3C, a schematic illustration of another exemplary extended
wireless network 300 including a wireless device 364, a gateway wireless access device 360 in
the form of a router, and an extended wireless access devices 362 is illustrated. [f the wireless
device 364 connects to the wireless access device 362, the connection speed between the wireless
device 304 and the gateway wireless access device 360 is 20 mbps divided by 2, which is 10
Mbps. If the wireless device 364 connects lo the gateway wireless access device 360 directly, the
connection speed is 15 Mbps. The management system 206 will consider the wireless access
device 360 provides a better connection for the wireless device 364, even though, from the
wireless device 364's point of view, the wireless access device 362 provides a better connection.
As shown in FIG, 3C, in a wireless extended network, a wireless device has multiple wireless
access devices to connect to and a wireless access device that has stronger signal may not be a

better choice to provide a faster connection speed to the gateway device.

[00059) Referring now to FIG. 4, a flowchart 400 illustrating a method for implementing
the extended network management system 100 of FIG. 1 to identify a high quality wireless
connection for a wireless device 110 is shown, according to an exemplary embodiment. Although
flowchart 400 includes multiple steps performed in a defined order, the functions described herein

can be performed using more, less and/or a different ordering of steps.

[00060] In a first step 402, wireless device 110 (FIG. 1) creates a wireless connection with
one wireless access device 122 or 124 in the extended network 120. The wireless connection may
be created based on an initial use of the wireless device 110, based on establishment of a new
connection tollowing a loss in connection, based on a specific elapsed time, etc. Establishing a
wireless connection may include performance of a handshake protocol and the exchange of data
packets as 1s well known in the art. Once a wireless connection is established, the wireless aceess

device establishing the connection is considered the current wireless access device,

{00061] In a step 404, upon establishment of the wireless connection. the current wireless
access device, including at least gateway wireless access device 122 and possibly additionally

including one or more extended wireless access devices 124, is configured to transmit the
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establishment of the wireless connection and the identity of the wireless device to other access

devices within the extended network 120,

|00662] In a step 406, each wireless access device in extended network 120 that is within
wireless range of the wireless device 110 will begin receiving data packets from the wireless
device 110 based on the wireless connection to the current wireless access device. Generally,
wireless access devices in extended network 120 other than the current wireless access device will
not process the data packets transmitted to the current wireless access device; they typically
discard those packets. However, based on the received data packets, each wireless access device
in extended network 120 is configured to generate wireless connection quality information
describing a real or theoretical wireless connection between that wireless access device and the
wireless device 110, Step 406 may be performed for an indefinite time or a defined period of

time, such as 3 seconds.

[G0063] In a step 408, each wireless access device having wireless connection quality
information for wireless device 110 exchanges the generated information with each other wireless
access device in the extended network 120, and those information is kept in a repository such as
network management table 208 and/or network management system 206, described above with
reference to FIG. 2. According to an exemplary embodiment, the repository could be located in

the memory of any wireless access device 122 or 124, such as table 210 of FIG. 2.

[00064] In a step 410, the gateway wireless access device 122 or the current wireless access
device 122 or 124 analyzes the received wireless connection quality information to identify the
wireless access device that can provide the highest quality wireless connection to the wireless
device 110. 1t is important to recognize that the highest quality connection may vary dependent
upon the intended use of the wireless connection, For example, if wireless device 110 is utilized
to implement an IP telephony application, a link rate may be the primary factor in identifying a
high quality wireless connection. Alternatively, if wireless device 110 does not include the
capability to manage an excess amount of dropped packets, the wireless connection quality may

be identified based on the fewest number of dropped packets.

1000665] In a step 412, a wireless access device 122 or 124 that does centralized control or

the current wireless access device identifies any change in the condition of the wireless
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connection to the current wireless access device. The connection check may be performed using
the method described above with reference to FIG. 1, Alternatively, the central control wireless
access device 122 or 124 or the current wireless access device may be configured to periodically
determine whether to change the wireless connection from the current wireless access device to a
new wireless access device based on a determination that the new wireless access device can
provide a higher quality wireless connection and the connection transfer will not disrupt the

applications running on the wireless device 110,

[00066] In a step 414, a wireless connection is established to the wireless access device
providing the highest quality wireless connection. The connection may be established based on a
message transmitted from the central control wireless access device 122 or 124 to the new
wireless access device. Alternatively, the connection may be established based on a
determination made at the current wireless access device. In either event, the resulting “current”
wireless access device may be the same wireless access device to which the wireless device 110
was connected prior to the connection query of step 410 or a different wireless access device. The

process then returns to step 404, where the steps 404-414 are repeated on an ongoing basis.

f00067] When a wireless device 110 is joining an extended network 120 (that is, during the
step 402), similar mechanism can also be used to determine the best wireless access device 122 or
124 for the wireless device 110. When a wireless device 110 attempts to join a network, it
usually sends out some packets to discover the environment and it has to send out a request packet
for joining a network. By observing the signal strength from these packets and examining the
packet contents, a wireless access device 122 or 124 can estimate the connection quality if the
wireless device 110 connects to it. Furthermore, a wireless access device 122 or 124 can estimate
the data transmission speed between the wireless device 110 and the gateway wireless device 122

if the wireless device 110 reaches the gateway wireless device 122 through it.

[GD068] According to an alternative embodiment, network management system 206 may be
implemented as a distributed management system, such that an embodiment of the network
management system 200 is resident in every wireless access device within extended network 120.

In such a system, wireless access devices exchange information with each other and each wireless
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access device is aware of which wireless access device can provide the highest quality wireless

connection to the wireless device 110,

106069} Certain terminology 1s used herein for purposes of reference only, and thus is not
intended to be limiting. For example, terms such as “network device” refer to any system or

device receiving and retransmitting information packets in a computer network.

{60076} References to "a server" and "a processor” can be understood to include one or
more conirollers or processors that can communicate in a stand-alone and/or a distributed
environmeni(s), and can thus be configured to communicate via wired or wireless
communications with other processors, where such one or more processor can be configured to
operate on one or more processor-controlled devices that can be similar or different devices.
Furthermore, references to memory, unless otherwise specified, can include one or more
processor-readable and accessible memory elements and/or components that can be internal to the
processor-controlled device, external to the processor-controlled device, and can be accessed via a
wired or wireless network. It should be understood that a computer program may embrace
constituent programs and that multiple programs may be implemented as a single or multiple

programs.

{60071 Various features of the invention are set forth in the following claims, it should be
understood that the myention is not limited in its application to the details of construction and
arrangements of the components set forth herein. The invention is capable of other embodiments
and of being practiced or carried out in various ways. Variations and modifications of the
foregoing are within the scope of the present invention. It also being understood that the
invention disclosed and defined herein extends to all alternative combinations of two or more of
the individual features mentioned or evident from the text and/or drawings. All of these different
combinations constitute various alternative aspects of the present invention. The embodiments
described herein explain the best modes known for practicing the invention and will enable others

skilled in the art to utilize the invention.
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CLAIMS

What 1s claimed is;

1. A network device configured to facilitate wireless connection management in an
extended wireless network. comprising:

a network device input connected at least indirectly to an internal network and
configured to communicate a plurality of data packets to and from at least one computer
system;

a network device output connected at least indirectly to an external network and
configured to communicate the plurality of data packets to and from at least one
computer system; and

a computer processor configured to execute steps, including

receiving packets from a wireless device,

identifying the wireless device within a table of wireless devices
connected 1o a wireless access device in an extended wireless network,

generating wireless connection quality information for the wireless device

specific to the wireless access device.

2 The network device of claim [, wherein the computer processor is furiher
configured to transmit the wireless connection quality information to other wircless access

devices in the extended network.

3, The network device of claim 1, wherein the computer processor is further
configured to receive wireless connection quality information from a plurality of other network
devices and fo identify network device in the extended network providing the highest quality

wireless connection for the wireless device.

4, The network device of claim 3, wherein the processor is further configured to
Initiate a wireless connection between the network device having the highest wireless connection

quality and the wireless device.
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3, The network device of claim 4, wherein the processor is further configured to
initiate the wireless connection with the network device having the highest wireless connection

quality based on a connection check between the network device and the wireless device.

6. The network device of claim 1, wherein the wireless connection quality
information includes at least one of a wireless signal strength, a connection capability, a

atilization status, a network topology, and a connection patch quality.

7 An extended network configured to implement an extended management function
to identify a wireless access device providing a highest quality wireless connection to a wireless
device, comprising:

a gateway device configured to enable communication between the extended network and

an external network;

at least two wireless access devices in the extended network; and

at least one wireless device having a wireless connection to a least one of the wireless

access devices,

wherein the gateway device and/or wireless access devices include a processor executing

the extended management function to identify the wireless access device providing the
highest quality wireless connection based on wireless connection quality information

transmitted by or exchanged among the wireless access devices.

8. The extended network of claim 7, wherein the extended network is configured in
a tree topology including a gateway device as a root, one or more wireless access devices as

nodes in the tree. and a wireless device as a leaf.

9, The extended network of claim 7, wherein each wireless access device is
configured to generate wireless connection quality information for received packets from the
wireless device in consideration and to transmit the wireless connection quality information to

one or more wireless access devices in the extended network.,

10.  The extended network of claim 7, wherein at least one wireless access device is
configured to initiate a connection between the wircless access device having the highest quality

wireless connection for the wireless device and the wireless device.
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& The extended network of claim 10, wherein at least one wireless access device is
further configured to initiate the connection to the wireless access device having the highest
wireless connection quality based on a connection check between at least one the wireless device

and the wireless device.

12, The extended network of claim 10, wherein the current wireless access device is

further configured 1o check the connection quality for the wireless device on a periodic interval,

13.  The extended network of claim 7, wherein the wireless connection quality
includes at least one of a wireless signal strength, a noise level, a connection capability for a
wireless device, a connection capability for a wireless access device, an extended network

topology, a utilization status and a connection path quality.

14, The connection quality of claim 13, wherein the connection path quality for a

wircless device is the connection quality between the wireless device and the gateway device.

15.  The extended network of claim 10, wherein a first wircless access device is
turther configured to initiate the connection between the wireless access device having the
highest wireless connection quality and the wireless device based on a connection check between
at least one wireless access device and the wireless device, wherein the wireless access device

having the highest wireless connection quality may be the first wireless access device.

16, A computer implemented method for identifying a wireless access device
providing a highest quality wireless connection to a wireless device, comprising
receiving data at a plurality of wireless access devices in an extended network from a
wireless device having a current wireless connection to a current wireless access device
amongst the plurality of wireless access devices: and
generating wireless connection guality information at each wireless access device in the
plurality of wireless access devices describing the quality of a wireless connection between

the wireless device and the wireless access device generating the quality information.
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17. The method of claim 16, further including transmitting or exchanging the
wireless connection quality information from a wireless access device to/with other wireless

access devices in the extended network.

18.  The method of claim 17, wherein at least one wireless aceess device is configured
to initiate a wireless connection between the wireless access device having the highest quality

wireless connection for the wireless device and the wireless device.

19, The method of claim 18, wherein at least one wireless access device is further
configured to initiate the wireless connection with the wireless device having the highest
wireless connection quality based on a connection check between at least one wireless access

device and the wireless device.

20.  The method of claim 16, wherein the wireless connection quality includes at least
one of a wireless signal strength, a noise level, a connection capability for a wireless device, 4
connection capability for a wireless access device, an extended network topology. a utilization

status and a connection patch quality.

21.  The method of claim 17, wherein a first wireless access device is further
configured to initiate the wireless connection between the wireless access device having the
highest wireless connection quality and the wireless device based on a connection check between
at least one wireless access device and the wireless device., wherein the wireless access device

having the highest wireless connection quality may be the first wireless access device.
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ABSTRACT

An extended network is configured to implement an extended management function to
identify a wireless access device providing a highest quality wireless connection to a wireless
device. The extended network includes a gateway wireless access device configured to enable
communication between the extended network and an external network, at least one additional
wireless access device in the extended network, and at least one wireless device having a
wireless connection to a least one of an additional wireless access device and the gateway
wireless access device, At least one wireless access device includes a processor executing the
extended management function to identity the wireless access device providing the highest
quality wireless connection based on wireless connection quality information transmitted from

each wireless access device.
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specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status E

=]

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

EFSWeb 228
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PTOAANS (03-13)

Approved for use through 01/31/2014 O3 06510032

LLE Pelent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Papenwork Reduction Act f 1895, rio persons are requirad to respond {0 a coftection of information uniess i contains a valid OMB contrel number.

Attorney Docket Number | 2188.047
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | System and Methad for Configuring Device Gonnections in an Extended Network Enviranment

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the ciaim for priority as required by 35 U.S,C. 118(b) and 37 CFR 1.55(d). When priority is claimed to a foreign apptication
that is eligible for retrieval under the pricrity document exchsnge program (PDX)' the information will be used by the Qffice fo
automaticaily attempt retrieval pursuant to 37 CFR 1.55(h)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign inteliectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.85(g)(1).

Application Number Country' Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) alsa |
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
] 16, 2013.
| NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AIA.

Authorization {o Permit Access:

§ﬁ Authorization to Permit Access to the Instant Application by the Participating Offices

o ok TP Link Ex. 1004
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PTO/AIAMS (D313}

Approved for use through §1/31/2014. OMB 0651-0032

U 3. Patent and Trademark Office, U.S, DEPARTMENT OF COMMERCE

Under the Faparwork Reduction Actof 1595, no persons are required 1o respond 1o a coliection of infarmation uniess it contains a vaiid OMB control number

| Attorney Docket Number | 2188.047
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | System and Mathod for Configuring Device Connections in an Extendad Network Environment

il checked, the undersigned hereby grants the USPTQ authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korear Intellectual Property Office (KIPD). the World Intellectual Property Office (WIPQ),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or ather intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent appiication-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.8.C. 119(a)-(d) if 2 copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.56 has been filed in the instant patent application; and 3) any U S application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date o f filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tite 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

[if the applicant is the inventor {or the remaining jvint inventor or inventors under 37 CFR 1.45), this section shouid not be completed.
The information to be provided in this section is the name and address of the iegal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee. person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.48 if the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interesi) fogether with one or more joint inverttors, then the joint inventor or inventors who are also the applicant should be
identified in this section. .

2

Assignee (O Legal Representative under 35U.8.C. 117 () Joint Inventor

(O Person to whom the inventor is obiigated to assign. (O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor

If the Applicant is an Organization check here. B
Organization Name J NETGEAR. inc.

Mailing Address information For Applicant:

Address 1 350 East Plumeria Drive

Address 2

City San Jose State/Province CA
Country' | US Postal Code 95134
Phone Number j' Fax Number
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PTO/AIAI4 (0313}

Approved for use through 01/31/2014, OME 0653-0032

U5, Fatentand Trademark Office; U.S DEPASTMENT OF GOMMERCE

Undey the Paperwerk Reduclion Act of 1995, no persons ara required to respond to a coliection of infarmation untess & contains & valid OME control number.

1' WL Aftorney Docket Number | 2188.047
Application Data Sheet 37 CFR 1.76

Application Number-

Title of Invention | System and Method for Configuring Device Connections in an Extended Network Environment

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the “Applicant Information" section will appaar on the patent application
publication as an applicant. For an assignee-apolicant, complete this section only if identification as an assignee Is aiso desired on the
.patent application publication.

If the Assignee is an Qrganization check here. ]

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Non-Applicant Assignee:

Address 1 _

Address 2 . i1
C:ty State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add button.

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
centifications. :

T e

Signature |(Timothy E. Newholm/ ¢ = Date (YYYY-MM-DD); 2013-08-23

First Name | Timothy E. Last Name | Newhoim Registration Number | 34400

Additional Signature may be generated within this form by selecting the Add button,
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PTOIAIANA (03-33)

Approved for use through 04/31/2014. OME 0851.0032

U.5. Patentand Tredemark Office; U S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1935, no persons are required o respond to a collection of information unless it containg a valid OME sontrol number,

Attorney Docket Number | 2188.047
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | System and Method for Configuring Dewvice Connections in an Extended Network Environment
!

This cailection of information is required by 37 CFR 1.76. The information is required to obtain or retain & benefit by the public which
Is to file (and by the USPTO to process) an application. Confidentiaity is governed by 35 11.8.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTC. Time will vary depending upon the individual case. Any comments on the amount of time you require to
compiete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN
EXTENDED NETWORK ENVIRONMENT

First Named Inventor/Applicant Name:

Yu-Te Lin

Filer:

Timothy E Newhalm/Nicole Bey

Attorney Docket Number:

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SuB-STS:;}I n
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 131 1 720 720
Pages:
Claims:
Claims in Excess of 20 1202 1 80 a0
Miscellaneous-Filing:
Late Filing Fee for Oath or Declaration 1051 i 140 140
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Description Fee Code Quantity Amount Su::’-s'l';{t;; in
Petition:
Patent-Appeals-and-interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1820
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Electronic Acknowledgement Receipt

EFS ID: 16666573

Application Number: 13974090

International Application Number:

Confirmation Number: 4517

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN

Title of Inventlon: EXTENDED NETWORK ENVIRONMENT

First Named Inventor/Applicant Name: Yu-Te Lin
Customer Number: 23598
Filer: Timethy E Newholm/Nicole Bey
Filer Authorized By: Timothy E Mewholm

Attorney Docket Number:

Receipt Date: 23-AUG-2013

Filing Date:

Time Stamp: 09:11:24

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account
Payment was successfully received in RAM $1820

RAM confirmation Number 7795

Deposit Account 501170

Authorized User

The Director of the USPTQ is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 CF.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CF.R. Section 1.17 (Patent application and reexamination processippfﬁqﬂk Ex. 1004
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Charge any Additional Fees required under 37 CF.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 CF.R. Section 1.20 (Post Issuance fees)
Charge any Additional Fees required under 37 CF.R. Section 1.21 (Miscellaneous fees and charges)
File Listing:
Document i . File Size(Bytes)/ Multi Pages
escri e e : b, ¥
Number DaEHmens Dekcoplion File Nam Message Digest | Part /.zip| (ifappl.)
14761883
1 00642183.PDF yes 41
Trrdniagac saiHIg 4'\1 .'.ir_'lﬁr.ﬂll.":h'd-.'\.‘t.‘ L)
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal of New Application 1 2
Miscellaneous Incoming Letter 3 3
Specification 4 24
Claims 25 28
Abstract 29 29
Drawings-only black and white line drawings 30 35
Application Data Sheet 36 41
Warnings:
Information:
38280
2 Fee Worksheet (SBOG) fee-info.pdf no 2
R R TR B R T B TR U R T R R O ST
[Fanst
Warnings:
Information:
Total Files Size (in bytes): 14800163
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 5086), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/203 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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INTHE UNITED STATES PATENT AND TRADEMARK OFVICE

Sertal No.: 13/974.,090 Confirmation No. 4517

Filing Date:  August 23, 2013 Group Art Unit: N/A
Inventor: Lin et al. Attorney Docket No. 2188.047
Invention: Svstem and Method for Configuring Device Connections

in an Extended Netwvork Environment

FRANSMISSION OF DECLARATIONS FOR NONPROVISIONAL APPLICATION

Commissioner for Patents
Post Office Box 1450
Alexandria, VA 22313-1450
Sir:
In follow-up to the filing of the non-provisional patent application on August 23, 2013
referenced above, applicant saubmits the following:
1)  two executed combined Declaration and Assignment for
Non-Provisional Application forms
The 5140 fee for the late filing of the Declarations was paid when filing the
non-provisional patent application. However, the Director is hereby authorized to charge
payment of any additional [ees associated with this or any other communication or credit any
overpayment to Deposit Account No. 50-1170.
Respectfitlly submitted,
?jfﬂ»w '''''''''''
s oF
Timothy E. Newholm
Registration No, 34,400

Dated: August 30, 2013

BOYLE FREDRICKSON 8.C.
840 North Plankinton Avenue
Milwaukee, Wisconsin 53203
Telephone:  (414) 225-9755
Facsimile: (414) 225-9753
Email: docketing(@boviefred com

0643562 DOC /)
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DECLARATION AND ASSIGNMENT
NON-FROVISIONAL PATENT APPLICATION

‘Eitle of Invention: Sustem and Method for Configuring Device Connections in an Extended Nerwork Environment

L Declaration of Inventor

As the below named inventor. I hereby declare that:
This declaration is directed to the following APPLICATION:

ﬂﬂﬂﬂﬂﬂ The attached United States non-provisional patent application, or

X United States non-provisional patent application or PCT intemational application Seriai Number -
090, filed on August 23, 3013.

The APPLICATION was made or authonized to be made by me.
t believe that [ am the original inventer or an original joist inventor of a claimed invention in the APPLICATION.
[ have reviewed and understand the contents of the APPLICATION, including the claims.

L acknowledge the duty to disclose information which is material to patentability as defined in Title 37, Code of
Federal Regulations §1.56.

1 hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or ipprisonment of not more than five {5) vears, or both.

. Assignment of the Invention

Lo consideration of the sum of One Dollar ($1.00) and other good and valuable considerations, the receipt of which
15 hereby acknowledged, 1 hereby do sell. assign and transier to NETGEAR, Inc. (hereinafter referred io as
"ASSIGNEE"), & corporation organized wader the laws of the state of Califorma, and focated and doing busingss al
330 East Plumeria Drive, San Jose, CA 95134, its successors and assigns, my entite right, title and interest in said
invention i my capacity as an inventor or as otherwise acquired by me, to the above identified invention as sel forih
in the APPLICATION for United States Letters Patent therefore and any divisions or continnations thereof, and any
Letters Patent oblained for the said invention in the United States and foreign countrics, or issuing ot of said
application or any such division or continuation thereof, and any reissnes or extensions of any such Letters Patent.

The Commissioner of Patents is hereby suthorized and requested 1o issue Letters Patert for said invention to the
ASSIGNEE, as assignee of the entire right, title and interest therein,

I covenant that I have full right (o convey my entire title and interest in said invention as an inventor, and that I have
nof executed and will nol execute any agreement in conflict herewith,

I further covenant that I wall, at any time, upon request, execute and deliver any and all papers that may be necessary
or desirable to perfect the ntle in ASSIGNEE {o said invention or any Letters Patent that may be granted therefore,
and that if ASSIGNEE. or its assignee, desires to make a substitute, divisional or continiuation application for said
Iyeriion, or to secure a reissue or extension of said Letters Paient, to file 4 disclaimer relatin g thersto. or an
apphcation for a corresponding patent in any forcign couniry, and that 1 will, upou reguest, sign all papers, make all
vighttul caths, and do all lawful acts requisite for the said purpose. but at the expense of the ASSIGNEE.

I further covenant and acknowledge that the entire beneficial interest in the invention to which the above referenced
appiication refates is irrevocably vested in the ASSIGNEE including the right 1o make applications for protection i
all countries abroad and to claim priority wnder the International Convention for such applications and hereby assent
to the making of any such applications, with or without priority claim, and of any divisional applications resuiing
therefrom.

[ usther covenant that T will at all imes, communicate to the ASSIGNEE, its successors, assigns, or legal
representatives, all facts relating to said invention and Leters Patent, or the histor y thereof, known to me, and restify
as to the sume in administrative actions or other litigation when requested so to do.

I hereby authorize the ASSIGNEE or the atforney of record to insert the filing date and serial number of the
APPLICATION in this instrument:

1O0GS2G22 IS
Attamey Dockel No. 2 18R.047
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Declaration and Assignment
Non-Provisional Patent Application
Page 2 of 2

Executed and delivered this & day of __ 1.4 TR L2013

=

5 ; ¥
CTnds oot

Inventor Name: Yu-Te Lin

STATE OF )
)
COUNTY OF )
On this ____ day of . 2013. before me, a notary public in and for said county, appeared the person

identified above, whe is personally known to me to be the same person whose name is subscribed to the foregoing
instrument, and the person who acknowledged that the person signed, seated and delivered the said instrument as a
free and voluntary act for the uses and purposes therein set forth.

(SEAL)

Notary Publie, State of
My Commission:

100642022, 73
Attorney Docket No, 2185047
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DECLARATION AND ASSIGNMENT
MON-PROVISIONAL PATENT APPLICATION

Titl: of Invention: Svstem and Method for Configuring Device Connections in an Extended Netnvork Environment

B Declaration of Inventor

As the below named inventor, 1 hereby declare that:

This declaration is directed to the following APPLICATION:
The attached United States non-provisional patent application, or
X United States non-provisional patent application or PCT international application Serial Number
13/974,090, fifed on August 23, 3013,

The APPLICATION was made or authorized 10 be muade hy me.
T hetieve that I am the original inventor or an oniginal joint inventor of 2 claimed invention in the APPLICA TTON.

I bave reviewed and understand the contents of the APPLICATION. including the claims.

{ acknowledge the duty to disclose information which is waterial to patentability as defined in Title 37, Code of

Federal Regulations §1.56.

[ hereby acknowledge that any willful false staternent nude in this declaration is punishable under 18 U.S.C 1001
by fine or imprisomnent of not more than five (3) vears, or both.

11, Assignmeunt of the Invention

In consideration of the sum of One Dollar ($1.00) and other good and valuable considerations, the receipt of which
is hereby acknowledged, [ hereby do sell, assign and transfer to NETGEAR, Ince. {hereinafter referced to as

inveniion ia my capacity as an invenlor or as otherwise acquired by nie, to the above identified invention as set forth
i the APPLICATION for United States Letters Patent therefore and any divisions or continuations thereof, and any
Letters Patent obtained for the said invention in the United States and foreign countries. or issuing out of said
apphcation or any such division or continuation thereof, and any reissues or extensions of any such Letters Patent,

The Comnissioner of Patents 18 hereby authorized and requested to issue Letters Patent for said inventon to the
ASSIGNEE, as assignee of the entire right, title and interest therein.

1 covenant that f have full right to convey my entire title and mlerest in suid invention as an inventor, and that 1 have
not executed and will not execute any agreement in conflict herewith,

i fuether covenant that I will, at any time, upon request, execute and deliver any and all pupers that may be necessary
or desirable to perfect the titie in ASSIGNEE to said invention or any Letters Patent that may be granted therefore,
and that 1T ASSIGNLELE, or sts assignee, desires to make a substinute, divisional or continuation application for said
lveabion. or to sceure a reissite or extension of said Letters Patent, to file a disclaimer relatimg thereto, or an
appbication for z corresponding patent in any foreign country, and that I will, upon request, sign all papers, make all
rightful paths, and do all lawful acts requisite for the said purpose, but at the expense of the ASSIGNEE,

I furiber covenant and acknowledge that the entire beneficial interest in the invention to which the above relerenced
application relates is urevocably vested in the ASSIGNEE including the right to make applications for proteciion in
all countries abroad and fo claim priority under the International Convention for such applications and hereby assent
i the making of any such applications, wilth or without priogity claim. and of any divisional applications resulting
therefrom.

1 turther covenant that I wall at all times, commumcate to the ASSIGNEE, 1ts successors, assigns, or legal
tepresentatives, all facts relating to said inveniion and Letters Patent. or the histoty thereof. known to me, and testify
as to the same in administrative actions or other litigation when requested so to do,

I hereby authorize the ASSIGNEE or the attorney of record to iusert the filing date and serial number of the
APPLICATION in this instrument:
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Declaration and Assignment
Non-Provisional Patent Application
Page 2 0f 2

Executed and delivered this ‘if:” ‘day of ~‘,. Fiiee -‘ o 2013,
Loy Y i Prag 203
St \j
Inventor Name: Bing-Huang Cheng

STATE OF )

)
COUNTY OF B )
On this day of . 2013, before me, a notary public in and for said county, appeared the person

identified above. who is personally known o me to be the same person whose name is subscribed 10 the foregoing
instrument. and the person who acknowledged that the person signed, sealed and delivered the said instriment as a
free and voluntary act for the uses and purposes therein set forth.

(SEAL)

Notary Public, State of
My Commission:

(00642023 DOC /
Attorney Docket No. 2188047
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Electronic Acknowledgement Receipt

EFS ID: 16733384
Application Number: 13974090
Iinternational Application Number:
Confirmation Number: 4517

Title of Invention:

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN

EXTENDED NETWORK ENVIRONMENT

First Named Inventor/Applicant Name: Yu-Te Lin
Customer Number: 23598
Filer: Timeothy E Newholm/Nicole Bey

Filer Authorized By:

Timeothy E Newhaolm

Attorney Docket Number:

Receipt Date: 30-AUG-2013
Filing Date:
Time Stamp: 14:04:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

ne

File Listing:
Document e 2 File Size(Bytes)/ Multi Pages
Number Récument Descripion File Name Message Digest | Part /.zip| (ifappl.)
1707094
1 00644040.PDF yes 3

datel
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Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Response to Pre-Exam Formalities Notice 1 1
Qath or Declaration filed 2 5
Warnings:
Information:
Total Files Size (in bytes): 1707094

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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|| PATENT ASSIGNMENT |I

Electronic Version v1.1
Stylesheet Version v1.1

| SUBMISSION TYPE: NEW ASSIGNMENT
[ NATURE OF CONVEYANCE: ASSIGNMENT l
II CONVEYING PARTY DATA
Name Execution Date
[yu Te Lin lo8r26/2013
|Bing Huang Cheng ”08!26!2013
RECEIVING PARTY DATA
Name: INETGEAR, Inc.
Street Address: |350 East Plumeria Drive
City: San Jose |
|| [[state/Country: CALIFORNIA |
Postal Code: 95134
|| PROPERTY NUMBERS Tofal: 1
Property Type Number
Application Number: 13974080
|| CORRESPONDENCE DATA
Fax Number: 4142259753
Correspondence will be sent via US Mail when the fax attempi is unsuccessiul,
Phone: 414-225-9755
Email: docketing@boylefred.com
Correspondent Name: BOYLE FREDRICKSON S.C.
Address Line 1: 840 North Plankinton Avenue
Address Line 4. MILWAUKEE, WISCONSIN 53203

|| ATTORNEY DOCKET NUMBER:

2188.047

l| NAME OF SUBMITTER: Timothy E. Newholm
I| Signature: [Timothy E. Newholm/
| Date: 08/30/2013
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” This document serves as an Oath/Declaration (37 CFR 1.63).

Total Attachments: 4

source=00644046#page 1. tif
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DECLARATION AND ASSIGNMENT
NOXN-PROVISIONAL PATENT APPLICATION

Tatle of Invention: System and Method for Configuring Device Connections in an Exiended Newwork Envirainsen)

i Peclaration of Invenlor

As fhe below named inventor, [ hereby declare that:
This declaration is directed to the following APPLICATION:
_ Theattached United States non-provisional patent application, or
X United States non-provisional patent application or PCT international appheatzon Seniad Wumber -

The APPLICATION was made or authorized 1o be made by me.
[ believe that 1 am the eriginal invenier or an origiual joing mvenior of g claimed avention in the APPLICATION,
1 have reviewed and understand the contents of the APPLICATION. including the claims,

L acknowledge the duty to disclose information which is material to patentability as defined m Title 37, Code of
Federal Regulabons §1.56.

1 hereby acknowledge that any williul false statenent made m this declaration 15 pusnshable under 18 U.S.C 100
by fine or mapnsonment of nol more than five (3) years, or hoth.

1. Agsienment of the Invention

I consideration of the sum of One Dollar (31.00) and other good and valuable consideraions, the receipt ol which
"ASSIGNEE") a ¢orporation organized under the laws of the state of California, and located and doing business a1
350 Fast Plumeria Drive, San lose. CA 95134, its successors and assigns, my enfire right, title and inferestn saul
invenltion in my capacity as an inventor or as oflierwise acquired by me, to the sbove identified invention as sat forth
in the APPLICATION for United Stafes Letters Pateat therefore and any divisions or continuations thereof, and any
{etrers Patent oblained for the said invention in the United Siates and loreign countries, or issning oui of said
application or any such division or continuation thereof. and any reissues or extensions of any such Letters Patent,

The Commissioner of Patents is hereby authorized and requesied to issue Letters Patent for said fnvention 1o the
ASSIGNEE, as assignee of the entire night, fitle and mierest therein,

I covenant that T have full right to convey my entire ntle and imerest in said mvention as an wvenor, and that | have
not executed and will not execute any agreement in contlict herewith.

[ further covenant that I wall, al any time, upon request, exceute and defiver any and all papers that may be necessary
ar desirable to perfect the title in ASSIGNEE 1o said mvention of any Letters Patent that may be granted therefore,
and that if ASSIGNEL, or 5tz assignee, desires to make a substiwte, divisional or continnation applicafion for sawd
Iyentio, or to secure 4 reissue or extension of said Leters Patent, to file a disclaimer relating thereio, or an
application for a corresponding patent in any foreign country, and thai T will, upon request. sign all papers. make all
vightiul oaths, and do all lawiul acts requisite for the sud purpose, but at the expense of the ASSIGNEE,

1 fiuther covenant and acknowledge thut the entire beneficial interest in the invennon to which the above referenced
application relates is irrevocsbly vested in the ASSIGNEE including the nght to make applications for protection in
all countries abroad and to claim priovity under the International Cenvention (or such applications and hereby asseni
1o the making of any such applications. with or without priority claim, and of any divisional applications resulting
therefronu

i further coverant that 1 will at ail thoes, communicate to the ASSIGNEE, its successors, assigns, or Jegs)
representatives, all facts relating to said invention and Leters Patent. or the history thereof, knowa to me. and festity
as 1o the same 1o administrative achions or other Btigation when requested so 1o do.

! hareby authorize the ASSTGNEE or the atterney of vecord to insen the filing date and senal nuniber of the
APPFLICATION in this insirument:

TOUGA2022 D0 3
Airaroey Docker Noo 2188047
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Declaration and Assignment
Non-Provisional Patent Application

Page 2 of 2
Executed and defivered this 7 dayof {2013
23
W T+ /ot
of-f 08 [k
A i\{_‘, t‘:ﬁu:‘;_ - > 3 : :"/ kﬁ
inventor Name: Yu-Tg Lin
STATE OF )
)
COUNTY OF )
Onthis ___ day of , 2013, before me, a aotary public in and for said county, appeared the person

identified above, who is personally known to me to be the same person whose nanie is subscribed to the foregoing
instrument, and the person who acknowledged that the person signed, sealed and delivered the said instrument asa
free and voluntary act for tha uses and purposes therein ser forth,

(SEAL)
Motary Public, State of
My Commission:

(00642022 DOC 1 |
Attarmey Docket No, 2188.047
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DECLARATION AND ASSIGNMENT
NON-PROVISIONAL PATENT APPLICATION

Tule of Invention: System and Method jor Configueing Device Connections in «an Extended Netwwark Eaviconment

1. Declaration of Inventor

Ag the bejow named invenior, [ hereby declare that:

This declaration is divected to the following APPLICATION:
The attached United States non-provisional patent application, or

X United States non-provisional patesi apphcation or PCT international applicstion Seaal Number
Tie APPLICATION was made or authorized to be made by me,
Poeheve that T am the eriginal tnventor or an eriginal joint inventor of a clatimed invention i the APTLICATION.
I have reviewed and understand the contents of the APPLICATION, meluding the claims,

[ seknowledge the duty to disclose informatton which is material to patentahility as defined in Title 37, Code of
Federal Regulations §1.536.

| biereby acknowledge that any wiflful false siatement made in this declaration 13 punishable nnder 18 1.5.C 100/
by fine or inprisenment of not more than five (3) years, or bath,

1. Assignment of the Invention

I consuderation of the sum of One Doliar (51.00) and other good and valuable considerations. the receipt of which
15 hereby acknowledged, I hereby do sell, assign and transfer o METGEAR, Inc, (hereinafter referred to as

"ABSIGNEE"), a corporation argamyzed under the laws of the stare of California. and located and doing business at

350 Cagt Plumeria Drive, San Jose, CA Y3134, its successors and assigns, my enive vight, file snad interest in said
sivention in my capaeity as an inventor or as otherwise acquired by me, to the ahove identificd tnvention as sl foreh
in the APPLICATION for Unied States Letters Patent therefore and any divisions or continuations thereof, and any
Letters Patent obtained for the said mventios 1o the United Stares and foreign countoes. or issuing oot of said
application or any soch division or continuation thereof, and any reissues or extensions of any such Letters Patenr

The Commissioner of Patents is hereby authorized and requested to ssue Letrers Patent for said invention 1o the
ASSIGNEE, as assignee of the entive right, uthe and uteresi therein

[ covenant that I have full right to convey my entire (itle and mrerest in said invension as an inventor, and that | have
not exeeuted and will not execute any agreement tn conflict herewith.

1 Turther covenant that T will, at any time, upon request, execuie and deliver any and al! papers that may be necessary
ot desirable to perfect the title in ASSIGNEE to said invention or any Letters Patent thar may be granted therefore,
agid that 1 ASSIGNEE, or its assignee, desires to make a substitute, divisional or continuaiion application for gaid
MVENion, or W secure a relssue or extension of said Leiters Patent, to fle a disclaimer relating therelo, or an
application for a corresponding patent iz any foreign country, and that T will. upon request, sign 21l papers, suake all
rightlul vaths, and do all lawfe! acts requsite for the said purpose, but at the expense of the ASSIGNEE,

i further covenant and acknowledge that the entive beneficial interest in the inveation 1o which the shove referenced
application relates is irrevocably vesied m the ASSIGNEE ineluding the right to make applications for protechion in
all countries sbroad and to elzim priority suder fhe International Convention for such applications and hereby assent
te the making of any such applications, with or without prionty ¢laim, and of any divisional applications tesulting
therefrom.

[ finther covenant that I will at all times, communicate o the ASSIGNEE, 1ts snccessors. assizns, or legal
representatives, all facts relating to said invention and Letters Patent, or the history thereol, knows to me. and testify
as 1o the sante in admunstranve actions or other ligation when requested so to do.

I herehy authorize the ASSIGNEE or the attomey of record to insert the filing dute and seviaf number of the
APPLICATION in this instrument:

FAEI02RE0OCY )
Aunaney Docket No. ZIBR047
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Declaration and Assignment
Non-Provisionsl Patent Application
Page 2of2

Executed and delivered this ?ﬁ:wtiay of i;.'.}\ YL " 2013,
- Prag 2873
e [
Inventor Name: Bing-Hpang Cheng
STATE OF )
)
COUNTY OF i

Onthis _ dayof . 2013, before me, a notary public in and forsaid county, appeared the person
identified above, who is personally known to mie to be the same person whose name is subseribed to the foregoing
instrument, and the person who acknowledged that the person signed. sealed and delivered the said instrument as a
tree and voluntary act for the uses and purposes therein set forth.

(SEAL)

Notary Public, State of
My Commission:

{00642023.090C ¢ §
Attoraey Docket Mo, 2188047
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 13/974,090
APPLICATION AS FILED - PART | OTHER THAN
{Column 1) |Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE(S) FEE($) RATE(S$) FEE($)
BASIC FEE
(37 GFR 1.18(a), (b}, or (o)) N/A N/A N/A N/A 280
SEARCH FEE
(37 CFR 1.16(8), (i), or {m}] N/A N/A N/A N/A 600
EXAMINATION FEE
(37 CFR 1.1810), (p), o (a) N/A N/A N/A N/A 720
TOTAL CLAIMS " ’
(37 GFR 1 18(i) 2 minus 20= 1 DR " 80 BO
INDEPENDIENT CLAIMS = "
(37 GFRAB{) 3 minus & = il 420 0.00
If the specification and drawings exceed 100
AFPPLICATION SIZE | sheels of paper, the application size fee due is
FEE $310 (%155 lor small entity) for each additional 0.00
(37 CFR 1.16¢s)) 50 sheels or fraction thereol, See 35 U.S.C.
41(a)(1)(5) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1-18(j)) 0.00
* I the difference in column 1 is less than zero, enter "0" in column 2 TOTAL TOTAL 1680
APPLICATION AS AMENDED - PART |l
OTHER THAN
[Galumn 1) {Column 2) (Calumn 3) SMALL ENTITY OR SMALL ENTITY
GLAIMS HIGHEST
AEMAINING NUMBER PRESENT - ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY |  EXTRA RATE( FEE(S) RATELS) FEE(S)
!E AMENDMENT PAIDFOR
L Total - i =
= (3T GFR 1 T8 o i OR |«
{1 | -
ndependent n =
5 {;? GeI?F‘.EII-IIg(:n hais % DR [=x
E Application Size Fee (37 CFR'1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (27 CER 1 18())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Golumit 1) {Calumn &) {Golumn 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL O ADDITIONAL
m AFTER FREVIOUSLY EXTRA RATE(®] FEE(S) RATES) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | T = e
= | @R DR |=
% independeant - Minus. | 4 = oR 5
Ll {37 CFR 1.16i{H)) i
3 Application Size Fee (27 GFR 1.18(s))
OR
FIRST PRESENTATICON OF MULTIPLE DEPENDENT CLAIM {37 GFR 1.16())
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
“ |f the entry in column 1 is less than the entry in column 2, write "0 in column 3,
** |f the "Highest Number Previously Fald For" IN THIS SPAGCE is less than 20, enter “20"
*=* |f the *Highest Number Previously Paid For' IN THIS SPACE is less than 3, erter 3",
The "Highest Number Previously Paid For® (Total or Independent) |s the highesi found in the appropnate boy in column |
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Unitep StaTES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Offies
Address COMMISSIONER FOR PATENTS

PO Box 1450

Alewamdrm. Vi, 2231 3-1450
W IED I oy

AFFLICATION FITING or CRP ART
NUMBER 371(c) DATE UNTT FIL FEE REC'D ATTY.DOCKET.NO rOT CLAIMS | IND CLAIME
13/974,090  08/23/2013 2656 1820 2188.047 21 3
CONFIRMATION NO. 4517
23598 FILING RECEIPT

BOYLE FREDRICKSON S.C.

340 Norn Plankinon Avenus O

MILWAUKEE, WI 53203
Date Mailed: 09/13/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Yu-Te Lin, Taipei City, TAIWAN,
Bing-Huang Cheng, Taichung, TAIWAN;
Applicant(s)
NETGEAR, Inc., San Jose, CA
Assignment For Published Patent Application
NETGEAR, Inc., San Jose, CA

Power of Attorney: None

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible ta benefit from the Patent Prosecution
Highway program at the USPTO. Please see hitp://www_uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 09/10/2013
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/974,090
Projected Publication Date: To Be Determined - pending completion of Corrected Papers
Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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Title

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN EXTENDED
NETWORK ENVIRONMENT

Preliminary Class
379
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for maore information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 LU.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
LJ.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Yo UNrtep Stares ParenTt anD TRaDEMARK OFFICE

UNTIED STATES DEPARTMENT €1 COMMERCE
United States Patent and Trademark Offics
fiies= COMMISSIONER FOR PATENTS

PO Box 1450

Alexamdrm. Vg 223131450

L G

[ APPLICATIONNIMBER | FILING OR 371(C1 DATE [ VIRSTNAMED AFPLICANT | ATTY, DOCKETNOATITE |
13/974,090 08/23/2013 Yu-Te Lin 2188.047
CONFIRMATION NO., 4517
23598 FORMALITIES LETTER

BOYLE FREDRICKSON S.C.

340 Nort Plankirin Avenia B

MILWAUKEE, WI 53203
Date Mailed: 09/13/2013

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

« A substitute specification in compliance with 37 CFR 1.52, 1.121(b)(3), and 1.125, is required. The substitute
specification must be submitted with markings and be accompanied by a clean version (without markings) as
set forth in 37 CFR 1.125(c) and a statement that the substitute specification contains no new matter (see 37
CFR 1.125(b)). The specification, claims, and/or abstract page(s) submitted is not acceptable and cannot be
scanned or properly stored because:

« The application contains drawings, but the specification does not contain a brief description of the several
views of the drawings as required by 37 CFR 1.74 and 37 CFR 1.77(b)(7).

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/alestaye/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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To: docketing@boylefred.com,,

From: PAIR_eOfficeAction@uspto.gov
Ce: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 23598

Sep 13,2013 05:37:01 AM
Dear PAIR Customer:

BOYLE FREDRICKSON S.C.
840 North Plankinton Avenue
MILWAUKEE, WI 53203
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 23598 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrappet. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date  Attorney Docket No.
13974090 APP.FILE.REC  09/13/2013 2188.047
NT.CR.APP.PA  09/13/2013 2188.047

To view your correspandence online or update your email addresses. please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Ioventor: Lin et al. Art Unit: 20656
Serial No.: 13/974,000 Conf. No.; 4517
Filed: August 23, 2013 Atty. Docket No.: 2188.047

Title:  Svstem and Method for Configuring Device Connections
in an Extended Network Environment

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

Mail Stop Missing Parts
Commuissioner for Patents
Post Office Box 1450
Alexandria VA 22313-1450

Dear Sir:

In response to the "Nolice to File Corrected Application Papers". mailed September 13,
2013, a substitute specification and markup in accordance witlh 37 CFR 1.125 are attached
hereto. The amendments are found at paragraph {00023} and provide a brief deseription of the

figure attached with the filed application. No new matter has been added

No fees are believed payable with this submission. However, the Commissioner is

hereby authorized to charge any [ees in connection herewith to Deposit Account No. 50-1170,

Respectfully submitted,

e

Timothy E. Newholm
Dated: November 11,2013 Registration No. 34,400

BOYLE FREDRICKSON S.C.

840 North Plankmton Avenue
Milwaukee, WIT 53203

Telephone: (414) 225-9755
Facsimile: (414) 225-9753

Email: docketing@boylefred com

100655514.00C | | TP Link iﬁgleogls‘r



{Substitute Specification — Clean Version)

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN
EXTENDED NETWORK ENVIRONMENT

CROSS-REFERENCE TO RELATED APPLICATIONS

{0001 None.
FIELD OF INVENTION
[00062] This invention generally relates to the field of providing a network connection

between a network device and one of a plurality of wireless access devices in a network
environment and more particularly to a system and method for providing a network connection
between a network device and one of a plurality of wireless access devices based on the detection

of an alternative access point providing one or more advantages over a current access point.

BACKGROUND OF THE INVENTION

[0003) In compuier networking, a wireless access device (WAP) is a device that allows
wireless devices to connect to a wired or wireless network using a wireless communication
protocol, such as Wi-Fi or Bluetooth. The wireless access device typically connects to or is
implemented as a component of a router connected to a wired external network, such as a local
network or the Internet. A wireless access device connected to or implemented with a router is
referred to as a WiFi router. A network device connected to an external network is referred to as
a “gateway,” while a wireless access device connected to an external network may be referred to
as a “gateway wireless access device” or a “gateway.” So a "gateway" device referenced in this
document can have a wireless interface or have no wireless interface, but it is a device connecting

the internal network and the external network.

{6004] Wireless access devices utilize a wireless connection between the wireless device
and the wireless access device to transfer data. The area in which a wireless connection between
thie wireless device and the wireless access device can be established and maintained is the
wireless coverage area or simply the “coverage area.” However, even within the coverage area,
the speed at which the dala is transferred is dependent on the quality of the wireless connection.
A high quality wircless connection relies on multiple different wireless connection quality factors.

For example, the quality of a wireless connection may be determined based on the signal strength

H655522.00C ) | 1
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{Substitute Specification — Clean Version)

that exists between the wireless access device and the wireless device. Additionally, the quality
of a wireless connection may depend upon communication capability of the devices. determined
by the wireless technology implemented on each device. For example, different devices
implement different communication protocols, have different processing power, have different
antenna configurations, etc. Users and provider of wireless access device continuously strive to
maximize the quality of their wireless connection, particularly when using data intensive

applications such as video streaming, telephony applications, etc.

[0005] Ofien, the area where a user wishes to use his or her wireless device is larger than
the area providing a high quality wireless connection to the wireless access device. For example.
the signal strength decreases based on the distance between the wireless access device and the
wireless device. Additionally, certain areas that would otherwise receive a high quality wireless
connection are subject to interference that reduces the quality of the wireless connection,
Accordingly, users may add additional wireless access devices to their network, such as a WiFi

extender, to increase the area where the user can maintain a high quality wireless connection.

[0006] WiFi extenders typically are similar to wireless access devices, but do not include
an integral router connected to the external network. Instead, WiFi extenders typically rely on
wired or wireless connections to the WiFi router to connect to the external network. The
coverage area in which a user can connect to at least one wireless access device is considered the
“extended network environment.” A network including both a gateway wireless access device

and one or more extender wireless access devices is referred to as an “extended network.”

[0007] A WiFi extender is a wireless access device for wireless devices to connect to a
network. Additionally, the WiFi extender acts as a wireless device to connect to another wireless
access device in order to connect to a network. The "another wireless access device" may also be
referred to as an "upstream wireless access device”. Usually, a WiFi extender uses a single radio
frequency device component to connect to both the wireless devices and the upstream wireless
access device. Further, in order to avoid bad performance, the radio frequency device has to work
in the same frequency to connect to the wireless devices as well as to connect to the upstream
wireless access device. In such a usage, when a wireless device transmits or receives data from
the opstream wireless access device, the transmission between the upstream wireless access

device and the WiFi extender and the transmission between the WiFi extender and the wireless

I~
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device share the same frequency. Assuming there is no other usage on this frequency. the two
transmissions must divide the time ol using the frequency and so the end to end throughput is not
as high as the wireless device can see from its connection to the WiFi extender. For example. if
the speed between the wireless device and the WiFi extender and between the WiFi extender and
the upstream wireless access device are the same like 100mbps. then the speed for transmitting
data between the wireless device and the upstream wireless access device is cut in half, like to

become around 50mbps,

|0068] Typically, wireless devices establish a connection with a single wireless access
device in an extended network based on a determination of which wireless access device will
provide the highest quality wireless connection. The single wireless access device having a
wireless connection to the wireless device is referred Lo herein as a “current wireless access
deyice.” Once established, this wireless connection is maintained between the wireless access
device and the wireless device until the connection is lost or degrades below a threshold quality
level. The connection may be lost or degraded when the wireless device moves out of range of
the wireless access device, moves to a location where there is interference, efc. Thereafier, the
wireless device will attempt to establish a new wireless connection; again with whichever

wireless access device will provide the highest quality wireless connection.

10609] However, wireless devices often are transported to various areas within a coverage
area covered by multiple wireless access devices without ever losing their connection 1o their
current wireless access device. Because of variations in the quality of the wireless connection
within the coverage area, users may not always be connected to the wireless access device that
will provide the highest quality wireless connection. For example, a wireless device user
connected to a first wireless access device may move to location that is remote from that wireless
access device (although still maintaining a wireless connection), but is very close to a second
wireless access device (that would provide a higher quality wireless connection at the new

location). As a result, the wireless device will receive a signal that is weaker than optimal. .

[66010) In a home network, there is a router or gateway that connects the internal network,
the home network, and the external network, the Internet. For a home network where there is
more than one wireless access device for a wireless device to reach the gateway or the external

network, almost no wireless device knows which wireless access device can give it better

g
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connection to the network. This is because a wireless device does not know which access device
has a better connection to the router/gateway and the interpretation of speed for different access
devices could be different. For example, when a client sees one connection of 10mbps from one
access device and one connection of 7mbps from another access device, If the 10mbps
connection is from a gateway, then it is a better connection than the other. 1f the 10m bps
conneetion is from an extender, as elaborated in [0007], the connection speed from the wireless
device to the gateway (the upstream access device) could be just Smbps, and so the 7mbps direct
connection to the gateway is actually the better connection. In a general way, a home network has
a tree topology. The root is the router/gateway, the nodes are extenders, and the leaves are
wireless devices or wired devices, The whole tree is connected to the Internet through the
router/gateway at the root. There could be multiple extenders connecting to the router/gateway
directly and there could be extenders connecting to an upstream extender and then connecting 1o
the router/gateway indireetly. For a wireless device, the connection quality provided by each
node in the tree, including the root if it is a gateway wireless access device, is determined by not
only the node's signal strength to the device, the wireless capability of the node ... but also the

connection quality between the node and the root.

[00011] What is needed is a system and method for configuring wireless connections in an
exiended network environment that optimizes connection quality to a wireless device in the
coverage area. What is further needed is such a system and method configured to contimuously
monitor wireless connections between a wireless device and a plurality of wireless access devices

to optimize the quality of a wireless connection to the wireless device.

SUMMARY

{00612} A wireless access device may be configured to determine wireless connection
quality information for a wireless device in comparison to at least one other wireless access
device. To achieve this functionality, a wireless access device can monitor all packets sent from
the wireless device at a certain time for a certain period, even when the wireless device is not
conneeted to the wireless access device or the wireless packets are not intentionally transmitted to
the wireless access device, Advantageously, each wireless access device can contribute to the

process of identifying the wireless access device providing the highest quality wireless connection
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based on wireless connection quality information transmitted by or exchanged among the wircless

access devices.

[G0013] According to one embodiment of the mvention, a network device is configured to
facilitate wireless connection management in an extended wireless network. The network device
includes a network device input connected at least indirectly to an internal network and
configured to communicate a plurality of packets to and from at least one computer system, a
network device output connected at Jeast indirectly to an external network and configured to
communicate the plurality of packets to and from at least one computer system. The network
device could also be a device that includes a network device input connected directly to one or
more wireless devices or wireless access devices and configured to communicate a plurality of
packets to and from at least one computer system, a network device output connected at least
indirectly to a network and configured to communicate the plurality of packets to and from at
least one computer system (the network device input and the network device output could actually
use the same hardware device). In addition, such a network device also includes a computer
processor configured to execute steps stored in non-volatile memory. The computer processor is
configured to receive packets from a wireless device. identify the wireless device within a table of
wireless devices communicating with at least one wireless access device in an extended wireless
network, and generate wireless connection quality information for the wireless device specific to
the wireless access device that received the packets based on the received packets and based on

the knowledge of the network topology related information.

[00014) In one embodiment, the computer processor is further configured to transmit the
wireless connection quality information and partial network topology information to other

wireless access devices in the network.,

[00015] In another embodiment, the computer processor is further configured to exchange
wireless connection quality information and partial network topology information with a plurality
of other network devices and to identify a network device in the extended network providing the
highest quality wireless connection for the wireless device. The processor may be further
configured to exchange messages with other network devices to initiate a connection between the

wireless device and the network device having the highest wireless connection quality.
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106018] In another aspect, the wireless connection quality that is detected includes at least
one of a wireless signal strength, a connection capability, a utilization status and a connection

patch quality.

[00017] According to another aspect of the invention, an extended network configured to
mmplement an extended management function to identify a wireless access device providing a
highest quality wireless connection to a wireless device. The extended network includes a
gateway configured to enable communication between the extended network and an external
network, at least two wireless access devices in the extended network (one could be the gateway
if it is a gateway wireless access device), and at Jeast one wireless device having a wireless
connection to a least one of the wireless access devices, The wireless access device includes a
processor executing the extended management function to identify the wireless access device
providing the highest quality wireless connection based on wireless connection quality

information and topology information exchanged among the wireless access devices.

[00018] According to yet another aspect, a computer implemented method for identifying a
wireless access device providing a highest quality wireless connection 10 a wireless device is
described. The method includes monitoring the relative signal strength of packets at a plurality of
wireless access devices in an extended network from a wireless device having a current wireless
connection to a current wireless access device in the plurality of wireless access devices and
generating wireless conuection quality information at each wireless access device in the plurality
of wireless access devices describing the quality of a wireless connection between the wireless

device and the wireless access device.

{00019] Other features and advantages of the invention will become apparent to those
skilled in the art upon review of the following detailed description, claims and drawings in which

like numerals are used (o designate like features.

BRIEK DESCRIPTION OF THE DRAWINGS

{06020] Preferred exemplary embodiments of the invention are illustrated in the
accompanying drawings in which like reference numerals represent like parts throughout, and in

which:
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[00021] FIG. 1 schematically illustrates an extended networking environment for
communicating information between a wireless device and a plurality of wireless access devices,

according to an exemplary embodiment;

[00022] FIG. 2 illustrates an embodiment of the gateway wireless access device of FIG. 1,
configured to implement an extended network management funetion, shown in greater detail,

according to an exemplary embodiment;

[00023} FIGS. 3A-3C are schematic illustrations of an extended networking environment
including a plurality of wireless access devices configured to implement an extended network

management function. according to an exemplary embodiment: and

[00024] FIG. 4 is a flowchart illustrating a method for configuring device connections in an

extended network environment, according to an exemplary embodiment.

[00025] Before the embodiments of the invention are explained in detail, it is to be
understood that the invention is not limited in its application to the details of construction and the
arrangement of the components set forth in the following description or illustrated in the
drawings. The invention is capable of other embodiments and of being practiced or being carried
out in various ways. Also, it is to be understood that the phraseology and terminology used herein
are for the purpose of description and should not be regarded as limiting. The use of "including”
and "comprising" and variations thereof is meant to encompass the items listed thereafter and

equivalents thereof as well as additional items and equivalents thereof.

DETAILED DESCRIPTION

{00926} Referring now to FIG. 1, a networking environment 100 for communicating
information between at least one wireless device 110 and an external network 130 through an
extended network 120 is shown. The extended network includes at least a gateway wireless
access device 122 and one or more extended wireless access devices 124. The extended network
1200 may further be utilized for communicating information with one or more additional wireless

devices (not shown) connected with a wireless access device of the extended network 120.
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160027] Extended network 120 is a local area network configured to provide wireless
communication of information with a plurality ot devices and applications in relatively close
proximity to each other, such as within a home, school, office building, etc. Wireless devices or
“wi-fi clients” 110 communicating through extended network 120 may include a web application
runhing on a personal computing device such as a desktop computer, a laptop computer, a tablet,
ete, a smartphone, a game device, or a streaming media player. The web application may include
a web browsing application, a video player application, a telephony application. a video telephony
application, efe. It should be understood that although specific devices and applications are
described, these are merely provided as examples, Any or all of these or other wircless devices

110 could be present in a given extended network 120,

|0002Z8] The gateway wireless access device 122 of extended network 120 is a type of
network device that manages the flow of data between extended network 120 and the external
network 130. Gateway wireless device may comprise, for example, a router, a switch, or a
gateway. Functionality described herein as being associated with gateway wireless access device
122 may be implemented using one or more devices. For example, gateway wireless access
device 122 may be configured to include a router in communication with a network switch, either

of which can be configured to perform some or all of the functions described herein.

[00629] When a data packet is received at either gateway wireless access device 122 or an
extended wireless access device 124, an additional or second type of network device, the wireless
access device reads address information in the packet to determine its ultimate destination. Ina
packet-switched network, a "router" s a device which receives packets on one or more input
interfaces and which outputs those packets on one of a plurality of output interfaces so as to move
those packets within the network from a source device to a destination device. Each packet
includes header information, which indicates the destination device in either extended network
120 or external network 130. Additional information is provided by the physical layer to the
device which receives a packet directly and that information can further include wireless
connection quality information, described in detail below with reference to FIG. 2. The router
includes routing information, which associates an output interface with information about the

destination device. The router can also perform other operations on packets, such as rewriting the
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ackets' headers according to their routing protocol, or re-encapsulating the packets from a first
P g Ep P & p

routing protocol to a second rounting protocol.

{60030} Gateway wireless access device 122 may be a gateway device that provides an
exclusive communication channel between extended network 120 and external network 130,
Accordingly, packets transmitted by extended wireless access devices 124 and/or wireless devices
using extended network 120, can be viewed using the gateway wireless access device 122,
Gateway wireless access device 122 and extended wireless access device 124 may further be
configured lo generate wireless connection quality information transmitted to a certain wireless
access device (122 or 124) or exchanged among wireless access devices (122 and 124), as
described below in further detail. Accordingly, some or all wireless access device (122 and/or
124) are further configured to implement an extended network management function for
configuring device connections in an extended network environment, as described in detail below

with reference to FIG. 2.

[60031) External network 130 may be a wide area telecommunication network covering a
broad area, such as the Internet. External network 130 may be connected to network device 120
using a wired or wireless connection. For example, gateway wireless access device 122 may be
connected o the external network 130 via a high-bandwidth connection such as a cable modeni. a
Digital Subscriber Line (DSL) modem, or a 3G/4G Long Term Evolution (LTE) modem

connection to send and receive data with systems through external network 130.

[66032] External network 130 allows communication with one or more of a plurality of
external systems including, for example an external web site, an external computing system,
and/or an external database. These systems and applications may be accessible using an Intemnet
Protocol address provided by any of the wireless devices on extended network 120 and used by
network device 120 to determine a destination for data transmitted to and/or from extended

network 120 to external network 130,

166033] In operation, each wireless access device 122, 124 in extended network 120 is
configured to monitor, store, and/or report wireless connection quality information. The wireless
connection quality information may be generated at the wireless access device 122 or 124 and/or
included in packet headers received at the wireless access device, For example, each access point
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is configured to monitor the link rate of packets sent from the wireless device 110 and to check
the signal strength it receives for those packets, no matter which wireless access device the
packets are intentionally transmitted to. Accordingly, each wireless access device can provide
witeless connection quality information indicating signal strength from the wireless device 110

and corresponding link rate for packets from the wireless device.

[60034] Each wireless access device 122 or 124 in extended network 120 may be further
configured to periodically review the wireless connection between the wireless access device and
any wireless devices communicating with the wireless access device. The connection check may
be performed periodically such as every 5 seconds, based on a reported connection issue, such as
an unusually slow connection, etc. A wireless access device can send and receive wireless
connection information and a partial network topology with other wireless access devices
periodically in an attempt to identify a better connection for a wireless device. In addition, a
wireless access device can also monitor an existing conneetion to identify if the connection with a
wireless device becomes bad. If the connection does become bad, the wireless access device
starts looking for another wireless access device in the extended network that can provide better a

better connection for the wireless device.

[60035] The wireless connection quality information received from the wireless device 110
may be stored in a memory of the wireless access device 122 or 124 and/or forwarded to a central
repository, such as the memory for gateway wireless access device 122. The wireless connection
quality information may be either a simple value, such as a connection speed, or a number of
different values, such as connection speed and other quality information for the extended network
120, including the quality for connections between two wireless access devices, for example, for
the connection between the gateway wireless access device 122 and an extended wireless access
device 124. The wireless connection guality information may be forwarded when it is received.
may be periodically forwarded in a batch operation, may be aggregated to provide wireless
connection quality information over a defined period of time, etc. Advantagecusly, the stored
wireless connection quality information may be used to determine the particular wireless access
device 122 or 124 that can provide the highest quality wireless connection to the wireless device

110 at any particular time. Using the network management system described herein, extended
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network |20 may be configured to utilize any tree topology including a gateway wireless access

device 122 as a root, such as a hub/star configuration, a cascaded configuration, etc.

{66036 For exampie, in a iree topology, the extended network is configured in a tree
topology including a gateway device as a root, one or more wircless access devices as nodes in
the tree, and a wireless device as a leaf. The network tree topology can have several levels and
cach level can have several nodes. A node or a wireless access device connects to the network by
connecting to its upstream node or wireless access device. A wireless access device can connect
to its upstream node in any of a variety of different ways, for example through a wired connection
(e.g. Ethernet, and the wireless access device is a Wi-Fi AP), through a wireless connection (e.g.
Wi-Fi, and the wireless access device is a Wi-Fi extender), ete. In addition, a wireless access
device may be configured to have only one wireless interface where it performs multiplexing on
the single wireless interface and uses the same wireless to connect to the extended network as

well as to wireless devices. One example of such a device is a Wi-Fi single-band extender.

|60637] Although the wireless device 110 will be connected to a single wireless access
device 122 or 124 through an existing wireless connection, designated as the “current wireless
access device.” Establishing a wireless connection may include performance of a handshake
protocol and the exchange of data packets as is well known in the art. Once a wireless connection
is established, the wireless access device establishing the connection is considered the current
wireless access device. Although connected with the current wireless access device, each
wireless access device 122 or 124 on extended network 120 is configured to receive any packets
transmitted to the current wireless access device from the wireless device 110 and store the
observed quality information of these packets independent of whether the wireless access device
is providing the wireless connection to the wireless device. Depending on the location/position of
each access device relative to the wireless device, the observed signal strength at each access
device for a packet from the wireless device (to the current access device) is different. In
contrast, in a typical wireless network, this information would be discarded as packets from
devices that are not transmitted to a wireless access device were dropped by that wireless access

device.
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[00038] Referring now to FIG. 2, a gateway wireless aceess device 122 or simply
“gateway” configured o implement an extended network management function as described
herein is shown in greater detail, according to an exemplary embodiment. Although gateway 122
is shown in FIG. 2 as including specific components in an exemplary configuration, it is
important to recognize that pateway 122 may include more, fewer, and/or a different
configuration of components to implement the functions described herein. Further, although the
functionality described herein is described as being implemented on a gateway device, the
extended network management function can be implemented on a gateway device 122 and/or an
extender access device 124. In addition, an implementation may be centralized on one device or
distributed among a plurality of devices. For simplicity, the functionality will be described herein

below with reference to implementation on a gateway 122,

{060639] The functional components (not shown) of gateway 122 may be implemented
using hardware including a processing unit, a system memory, and a system bus that couples
various system components, including the system memory, to the processing unit, The svstem
bus may be any of several types of bus structures including a memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of bus architectures. Further, the described

components may be implemented using hardware and/or software,

{60040] The processing unit may be any type of computer processor configured to
implement the functionality described herein including the steps of identifyving advertising content
requests in network packets transmitted through gateway 122. The processing unit may be any

type of processor, such as a MIPS processor.

{00041] The system memory of gateway 122 includes computer storage media in the form
of volatile and/or nonvolatile memory such as read only memory (ROM) and random access
memory (RAM). A basic input/ontput system (BIOS), containing the basic routines that help to
transfer information between elements within gateway 122, such as during start-up or networking
operations, is typically stored in ROM. RAM typically contains data and/or program modules
that are immediately accessible to and/or presently being operated on by the processing unit, The
gateway 122 may also include other removable/non-removable, volatile/nonvolatile computer

slorage media, such as flash memory. Although gateway 122 is shown and described herein as
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including memory, gateway 122 may alternatively be implemented to store information in a

network storage device,

[006042] Although gateway wireless access device 122 may be any of a variety of types of
network devices, for clarity access point 122 is further described herein as a router type network
device. Gateway wireless access device 122 includes a wireless client interface 202, a wireless
connection analyzer 204, an extended network management system 2006, an extended network
management table 208, and an extended network interface 224. Although network device 122 is
shown as including a number of functional embodiments represented as separate components. it
should be understood that the same functional component may be used to implement one or more

of the functional embodiments.

[60043] Wireless client interface 202 is an input/output port receiving/transmitting packets
from/to the wireless devices 110. Extended network interface 224 is an input/output port
receiving/transmitting packets from/to the extended network 120. Extended network interface
224 connects the access device to the extended network. Extended network interface 224 can be
an Ethernet port, a wireless transmitter. or another device for receiving/transmitting packets
from/to extended network 120. The physical device for the wireless client interface 202 and the
extended network interface 224 can be the same. A simple extended access device 124 can he
configured to have only one network interface (a wireless interface) such that both wireless client

mterface and extended network interface are through the only network interface.

[20044] Wireless connection analyzer 204 is a software component configured to analyze
and determine wireless connection quality between the wireless access device 122 and a wireless
device. Although shown specifically within gateway wireless access device 122, a wireless
connection analyzer 204 is implemented in the extended network 120 on the wireless access
devices 122 and 124 in the network. Accordingly, each wireless access device 122, 124 in the
extended network is configured to be able to obtain information used to determine the wireless
connection quality between that wireless access device and the wireless devices within the

extended network 120.

[B0045] The wireless connection analyzer 204 associated with each wireless access device

122, 124 is configured to generate a wireless connection quality table entry to be stored in an
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extended network management table 208. The specific data used to generate the wireless
connection quality table information is described in further detail below with reference to the
extended network management table 208. The analyzer 204 may generate the table entry based
on information received from the wireless device in packet headers, based on data received from
components in the wireless access device, such as a signal strength detection system (not shown),

based on data received from other wireless access devices in the extended network, ete.

[06046] Each wireless connection analyzer 204 is further configured to generate the
wireless connection quality table entry for each wireless device 110 associated with any wireless
access device on the extended network, The analyzer 204 associated with cach wireless access
device 122 or 124 can be configured to generate the table entry independent of whether the
associated wireless access device is connected to the wireless device 110, being used in the
connection path to gateway wireless access device 122, ete, The analyzer 204 associated with
each wireless access device 122 or 124 can be further configured to generate the wireless

connection quality table entry for each other wircless access device 122 or 124 that connects to it,

{00047] Extended network management system 206 is a software application implemented
in 2 root or central wireless access device for an extended network, such as gateway wireless
access device 122, in an altemnative embodiment, network management system 206 may be
implemented as a distributed system in a plurality of wireless access devices, Management
system 206 is configured to implement a management protocol in the extended mesh network to
determine the wireless access device that can provide the highest quality wireless connection to 4
wireless device at any particular time. Accordingly, management system 206 is configured to
store and maintain the extended network management table 208 based on connection quality data
received by the wireless access devices in the network and exchanged among wireless access
devices m the network. Table 208 may also be generated to include data connection quality data

generated locally at each wireless access device 122 or 124.

[000648) Extended network management table 208 is generated and stored with the memory
ol gateway 122 and/or any other wireless access device. Table 208 includes a unique wireless
access device record 210 for each wireless access device 122, 124 communicating through the

extended network 120. Each record 210 includes a plurality of wireless connection quality table
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entries 212, one for each wireless device in the extended network 120. Accordingly, table 208
may be stored and maintained in memory remote from device 122, such as would be implemented

in a cloud computing environment.

[00049] Each wireless connection quality table entry 212 in the network management table
208 is specific to the wireless connection between one wireless access device 122 or 124 and one
wireless device 110. Accordingly, table entries 212 include a wireless access device identifier
214, a signal strength data field 216, and a wireless capability field 218 for the wireless device
110. Each wireless access device record 210 for a wireless access device 122, 124 includes a
utilization status data field 220 for each wireless band (e.g., 2.4 GHz, SGHz), a noise field 222 for
each wireless band. a wireless capability field 224 for the wireless access device, and a
connection path quality data field 226 describing the connection path for each wireless access
device 124 in the path to the gateway wireless access device 122, (L.e,, determined by the
connection quality between any two contiguous wireless access devices on the path between the
current wireless access device and the gateway wireless access device 122). For the gateway

wireless access device 124, this field is set to the highest value in the extended network 120.

160056] According to a specific implementation, table 208 includes one record 210 for each
wireless access device in the extended network. In each record for an access device, there is a
table for the wireless clients connected to that access device. Each table entry 212 corresponds to
a wireless client connected to the access device. Some fields (214, 216, 218) are associated with a
table entry since they are specific to a wireless client, while other fields (220, 222, 224) are
associated with a record since they are not specific to a wireless client but are specific to a

wireless access device.

{60051} Extended network management system 206 is configured to identify the wireless
access device that can provide the highest quality wireless connection with a wireless device at
any given time. According to exemplary embodiment, management system 206 identifies
highesi-quality wireless connection based on at least the capability of the wireless device 110, the
capability of the gateway wireless access device 122, and the capability of each wircless access
device 122, 124 in the extended network 120, the path quality from the wireless access device to

the gateway. etc.
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[60052] Referring now also to FIG, 3A, a schematic illustration of an exemplary extended
wireless network 300 network topology including a wireless device 310, a gateway wireless
access device 320 in the form of a router, and extended wireless access devices 330-336 is
illustrated. The network topology may be generated based on exchanged messages
communicated between the components of network 300. Bach message may include a partial

network topology based on the messages received by the component that is transmitting the

topology.

[00053] Extended wireless network 300 further includes a representation of connection
speed 340~350 between wireless communication clements within the extended network 300.
Accordingly, the connection speed 340 between gateway wireless access device 320 and a first
extended wireless access device 330 is 60 Mega bits per second {Mbps), while the connection
speed 342 between gateway wircless access device 320 and a second wireless access device 332
1s 20 Mbps. The connection speed is dependent on several factors, including at least the hardware
and software installed on each endpoint (i.e. the connection type and the capability of each

endpoint) and the distance between the endpoints if it's a wireless connection.

{000654) Where wireless device or “Wi-Fi client" 310 is positioned at a first location 308 as
shown in ghost form in Fig. 3A, the wireless device 310 may be already connected to the
extended wireless access device 334, The wireless connection is designated as 350, However,
managernent system 206 will continually evaluate available wireless connections while the

wireless device 310 is moving,

[00055] For example, when the wireless device 310 moves to the second location depict in
Fig. 3A, (location #2), the wireless connections 350 becomes weak and the wireless device 310
may sufter from the weak wireless connection. Dependent on the wireless device 310's
implementation, wireless device 310 may determine if the wireless device 310 needs to try to a
different wireless access device to get a better connection based on any of a variety of factors.
Such continuous searching for an optimal connection is referred to as roaming in the wireless
environment. For example, some implementations are configured to use the existing connection to
avoid disruption until that connection is too weak to maintain the connection, The weak wireless

connection 350 may be identified by the wireless access devices 334 based on detected poor
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signal strength between the wireless access device 334 and the wireless device 310. The poor
signal strength information may be communicated among the wireless access devices and the
management system 206 implemented by each wireless aceess device 122, 124 will put the poor

signal strength information in its table as discussed above.

{00056) Further, at the second Jocation, wireless device 310 may have a good wireless
connection 1f it connects to wireless access device 336 or wircless access device 332. This can be
detected by the wireless access device 332, 336 by monitoring the signal strength from all the
wireless packets sent from the wireless device 310, even if the packets are not transmitted to the
wireless access device 332, 330 intentionally. Accordingly, management system 206 is
configured to check if the wircless access device 332 or 336 can provide a better connection to the
wireless device 310. Generally, the connection speed for a wireless device 310 to the gateway
wireless access device 320 is determined by determining the lowest speed among all links
{(between any two contiguous devices) in the connection path between that wireless device and the
galeway wireless access device 320, divided by the number of links between the gateway wireless
access device 320 and the wireless device the network device 310. Accordingly, at the second
location, the lowest speed in the connection path through wireless access device 336 (path#1) is
20 Mbps, and the connection speed for path#1 is 20 Mbps divided by the three links, which gets
6.67 Mbps. In contrast. while the lowest speed in the connection path through wireless access
device 332 (path#2) is also 20 Mbps, the connection speed for path#2 is 20 Mbps divided by the
two links, which gets 10.0 Mbps. Accordingly, management system 206 will initiate a wireless
connection between the wireless access device 332 and the wireless device 310 based on the

higher 10.0 Mbps connection speed.

|[040057] However, referring now to FIG. 3B, where if the wireless device 310 is capable of
creating connections with a higher speed to the wircless access device 332 and 336, and the
connection speed 346 and 348 for the wireless connection between wireless device 310 and
wireless access device 332, 3306 is both 60 Mbps, The higher speed of the link will result in a
higher connection speed for the path#1 and the consequent connection speed is 60 Mbps divided
by 3, which gets 20.0 Mbps. However the connection speed for the path#2 remains at 10Mbps,
even the connection speed 346 has been increased to 60mbps. That is due to the connection 342

now becomes the bottleneck of the path#2 and that keeps the connection speed for path#2 on
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10Mbps. Accordingly, management system 206 will initiate a wireless connection between the

wireless access device 336 and the wireless device 310 based on the higher 20.0 Mbps link rate.

{00058] Referring now to FIG. 3C, a schematic illustration of another exemplary extended
wireless network 300 including a wireless device 364, a gateway wireless access device 360 in
the form of a router, and an extended wireless access devices 362 is illustrated. If the wireless
device 364 connects to the wireless access device 362, the connection speed between the wireless
device 3064 and the gateway wireless access device 360 is 20 mbps divided by 2, which is 10
Mbps. If the wireless device 364 connects to the gateway wireless access device 360 directly, the
connection speed is 15 Mbps, The management system 206 will consider the wireless access
device 360 provides a better connection for the wireless device 364, even though, from the
wireless device 364's point of view, the wireless access device 362 provides a better connection.
As shown in FIG. 3C, in a wireless extended network, a wircless device has multiple wireless
access devices to connect to and a wireless access device that has stronger signal may not be a

better choice to provide a faster connection speed to the gateway device.

{06059] Referring now to FIG. 4, a flowchart 400 illustrating a method for implementing
the extended network management system 100 of FIG. 1 to identify a high quality wireless
connection for a wireless device 110 is shown, according to an exemplary embodiment, Although
flowchart 400 includes multiple steps performed in a defined order, the functions described herein

can be performed using more, less and/or a different ordering of steps.

[00060] In a first step 402, wireless device 110 (FIG. 1) creates a wireless connection with
one wireless access device 122 or 124 in the extended network 120. The wireless connection may
be created based on an initial use of the wircless device 110, based on establishment of a new
connection following a loss in connection, based on a specific elapsed time, etc. Establishing a
wireless connection may include performance of a handshake protocol and the exchange of data
packets as is well known in the art. Once a wireless connection is established, the wireless access

device establishing the connection is considered the current wireless access device.

100061} In a step 404, upon establishment of the wireless connection, the current wireless
access device, including at least gateway wireless access device 122 and possibly additionally

including one or more extended wireless access devices 124, is configured to transmit the
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establishment of the wireless connection and the identity of the wireless device to other access

devices within the extended network 120.

[00662] In a step 406, each wireless access device in extended network 120 that is within
wireless range of the wireless device 110 will begin receiving data packets from the wireless
device 110 based on the wireless connection to the current wireless access device. Generally,
wireless access devices in extended network 120 other than the current wireless access device will
nol process the data packets transmitted to the current wireless access device; they typically
discard those packets. However, based on the received data packets, each wireless access device
in extended network 120 is configured to generate wireless connection quality information
describing a real or theoretical wireless connection between that wircless access device and the
wireless device 110. Step 406 may be performed for an indefinite time or a defined period of

time. such as 3 seconds.

10006631 In a step 408, each wireless access device having wireless connection quality
information for wireless device 110 exchanges the generated information with each other wireless
access device in the extended network 120, and those information is kept in a repository such as
network management table 208 and/or network management system 206, described ahove with
reference to FIG. 2. According to an exemplary embodiment, the repository could be located in

the memory of any wireless access device 122 or 124, such as table 210 of FIG. 2.

{60064} In a step 410, the gateway wireless access device 122 or the current wireless access
device 122 or 124 analyzes the received wireless connection quality information to identify the
wireless access device that can provide the highest quality wireless connection to the wireless
device 110, 1t is important to recognize that the highest quality connection may vary dependent
upon the intended use of the wireless connection, For example. if wireless device 110 is utilized
to implement an IP telephony application, a link rate may be the primary factor in identifying a
high quality wireless connection. Alternatively, if wireless device 110 does not include the
capability to manage an excess amount of dropped packets, the wireless connection quality may

be identified based on the fewest number of dropped packets.

{63065 In a step 412, a wireless access device 122 or 124 that does centralized contral or

the current wireless access device identifies any change in the condition of the wireless

{00655522.D0C ¢ | 19
TP Link Ex. 1004
Page 87



(Substitute Specification — Clean Version)

connection to the current wireless access device. The connection check may be performed using
the method described above with reference to FIG. 1. Alternatively, the central control wireless
access device 122 or 124 or the current wireless access device may be configured to periodically
determine whether to change the wireless connection from the current wireless access device to a
new wireless access device based on a determination that the new wireless access device can
provide a higher quality wireless connection and the conuection transfer will not disrupt the

applications running on the wireless device 110,

[00066] In a step 414, a wireless connection 1s established to the wireless access device
providing the highest quality wireless connection. The connection may be established based on a
message {ransmitted from the central control wireless access device 122 or 124 to the new
wireless access device. Alternatively, the connection may be established based on a
determination made at the current wireless access device. In either event. the resulting “current”
wireless access device may be the same wireless access device to which the wireless device 110
was comnected prior to the connection query of step 410 or a different wireless access device. The

process then returns to step 404, where the steps 404-414 are repeated on an ongoing basis.

{00067] When a wireless device 110 is joining an extended network 120 (that is, during the
step 402), similar mechanism can also be used to deterimine the best wireless access device 122 or
124 for the wireless device 110. When a wireless device 110 attempts to join a nefwork, it
usually sends out some packets to discover the environment and it has to send out a request packet
for joining a network. By observing the signal strength from these packets and examining the
packet contents, a wireless access device 122 or 124 can estimate the connection quality if the
wireless device 110 connects to it. Furthermore, a wireless access device 122 or 124 can estimate
the data transmission speed between the wireless device 110 and the gateway wireless device 122

if the wireless device 110 reaches the gateway wireless device 122 through it.

{00068 According to an alternative embodiment, network management system 206 may be
implemented as a distributed management system, such that an embodiment of the network
management system 206 is resident in every wireless access device within extended network 120.

In such a system, wireless access devices exchange information with each other and each wircless
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access device is aware of which wireless access device can provide the highest quality wireless

connection to the wireless device 110,

[60069] Certain terminology is used herein for purposes of reference only, and thus is not
intended to be himiting. For example, terms such as “network device™ refer to any system or

device receiving and retransmitting information packets in a computer network.

[60070] References to "a server" and "a processor” can be understood to include one or
more controllers or processors that can communicate in a stand-alone and/or a distributed
environment(s), and can thus be configured to communicate via wired or wireless
communications with other processors, where such one or more processor can he configured to
operate on one or more processor-controlled devices that can be similar or different devices.
Furthermore, references to memory, unless otherwise specified. can include one or more
processor-readable and accessible memory elements and/or components that can be internal to the
processor-controlled device, external to the processor-controlled device, and can be accessed via a
wired ot wireless network. [t should be understood that a computer program may embrace
constituent programs and that multiple programs may be implemented as a single or multiple

Programs.

[60071) Various features of the invention are set forth in the following claims. It should be
understood that the invention is not limited in its application to the details of construction and
arrangements of the components set forth herein. The invention is capable of other embodiments
and of being practiced or carried out in various ways. Variations and modifications of the
foregoing are within the scope of the present invention. It also being understood that the
mvention disclosed and defined herein extends to all alternative combinations of two or more of
the individual features mentioned or evident from the text and/or drawings. All of these different
combinations constitute various alternative aspects of the present invention. The embodiments
described herein explain the best modes known for practicing the invention and will enable others

skilled in the art to utilize the invention.
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SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN
EXTENDED NETWORK ENVIRONMENT

CROSS-REFERENCE TO RELATED APPLICATIONS
[006G1] None.
FIELD OF INVENTION
[0002] This invention generally relates to the field of providing a network connection

between a network device and one of a phurality of wireless access devices in a network
environment and more particularly to a system and method for providing a network connection
between a network device and one of a plurality of wireless access devices based on the detection

of an alternative access point providing one or more advantages over a current access point,

BACKGROUND OF THE INVENTION

003} In computer networking, a wireless access device (WAP) is a device that allows
wireless devices to connect to a wired or wireless network using a wireless communication
protocol, such as Wi-Fi or Bluetooth. The wireless access device typically connects to or is
implemented as a component of a router connected to a wired external network. such as a local
network or the Internet, A wireless access device connected to or implemented with a router is
referred to as a WiFi router. A network device connected to an external network is referred to as
a “gateway,” while a wireless access device connected to an external network may be referred to
as a “gateway wireless access device” or a “gateway.” So a "gateway" device referenced in this
document can have a wireless interface or have no wireless interface, but it is a device connecting

the internal network and the external network,

[0004] Wireless access devices utilize a wireless connection between the wireless device
and the wireless access device to transfer data. The area in which a wireless connection between
the wireless device and the wireless access device can be established and maintained is the
wireless coverage area or simply the “coverage area.” However, even within the coverage area,
the speed at which the data is transferred is dependent on the guality of the wireless connection.
A high quality wireless connection relies on multiple different wireless connection quality factors.
For example, the quality of a wireless connection may be determined based on the signal strength

that exists between the wireless access device and the wireless device. Additionally, the quality

[06SS315.D0C ¢ |
TP Link Ex. 1004
Page 90



(Substitute Specification — Marked-Up Version)

of a wireless connection may depend upon communication capability of the devices, determined
by the wireless technology implemented on each device. For examplé, different devices
implement different communication protocols, have different processing power, have different
antenna configurations, ete. Users and provider of wireless access device continuously strive to
maximize the quality of their wireless connection, particalarly when using data intensive

applications such as video streaming, telephony applications. etc.

{6005] Often, the area where a user wishes to use his or her wireless device is larger than
the area providing a high quality wireless connection to the wircless access device. For example,
the signal strength decreases based on the distance between the wireless access device and the
wireless device. Additionally, certain areas that would otherwise receive a high quality wireless
connection are subject to interference that reduces the quality of the wireless connection.
Accordingly, users may add additional wireless access devices to their network, such as a WiFi

extender. to increase the area where the user can maintain a high quality wireless connection.

[0006] WiF1 extenders typically are similar to wireless access devices, but do not include
an integral router connected to the external network. Instead, WiFi extenders typically rely on
wired or wireless connections to the WiFi router to connect to the extemnal network. The
coverage area in which a user can connect to at least one wireless access device is considered the
“extended network environment.” A network including both a gateway wircless access device

and one or more extender wireless access devices is referred to as an “extended network.”

{60607) A WiF1 extender is a wireless access device for wireless devices to connect to a
network. Additionally, the WiFi extender acts as a wireless device to connect to another wireless
access device in order to connect to a network. The "another wireless access device” may also be
referred to as an "upstream wireless access device". Usually, a WiFi extender uses a single radio
frequency device component to conneet to both the wireless devices and the upstream wireless
access device, Further, in order to avoid bad performance, the radio frequency device has to work
in the same frequency to connect to the wireless devices as well as to connect to the upstream
wireless access device. In such a usage, when a wireless device fransmyits or receives data from
the upstream wireless access device, the transmission between the upsiream wireless access
device and the WiFi extender and the transmission between the WiFi extender and the wireless

device share the same frequency. Assuming there is no other usage on this frequency, the two
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transmissions must divide the time of using the frequency and so the end to end throughput is not
as high as the wireless device can see from its connection to the WiFi extender. For example. if
the speed between the wircless device and the WiFi extender and between the WiFi extender and
the upstream wireless access device are the same like 100mbps, then the speed for transmitting
data between the wireless device and the upstream wireless aceess device is cut in half, like to

become around 50mbps.

[0608] Typically, wireless devices establish a connection with a single wireless access
device in an extended network based on a determination of which wircless access device will
provide the highest quality wireless connection. The single wireless access device having a
wireless connection to the wireless device is referred to herein as a “current wircless access
device.” Once established. this wireless connection is maintained between the wireless access
device and the wireless device until the connection is lost or degrades below a threshold quality
fevel. The connection may be lost or degraded when the wireless device moves out of range of
the wireless access device, moves 1o a location where there is interference, ete. Thereafter, the
wireless device will attempt to establish a new wireless connection; again with whichever

wireless access device will provide the highest quality wireless connection,

[6009] However, wircless devices often are transported to varjous areas within a coverage
area covered by multiple wireless access devices without ever losing their connection to their
current wireless access device. Because of variations in the quality of the wireless connection
within the coverage area, users may not always be connected to the wireless access device that
will provide the highest quality wireless connection. For example, a wireless device user
connected to a first wireless access device may move to location that is remote from that wireless
access device (although still maintaining a wireless connection), but is very close to a second
wireless access device (that would provide a higher quality wireless connection at the new

location). As a result. the wireless device will receive a signal that is weaker than optimal. .

[60016] in a home network, there is a router or gateway that connects the internal network,
the home network, and the external network, the Intemnet. For a home network where there is
more than one wireless access device for a wircless device to reach the gateway or the external
network, almost no wireless device knows which wireless access device can give it better

connection to the network. This is because a wireless device does not know which access device
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has a better connection to the router/gateway and the interpretation of speed for different access
devices could be different. For example, when a client sces one connection of 10mbps from one
access device and one connection of 7mbps from another access device. 1f the 10mbps
conmection is from a gateway, then it is a better connection than the other. If the 10mbps
connection is from an extender, as elaborated in [0007], the connection speed from the wireless
device to the gateway (the upstream access device) could be just Smbps. and so the 7mbps direct
connection to the gateway is actually the better connection. In a general way. a home network has
a tree topology. The root is the router/gateway, the nodes are extenders, and the leaves are
wireless devices or wired devices. The whole tree is connected to the Internct through the
router/gaieway at the root. There could be multiple extenders connecting to the ronter/gateway
directly and there could be extenders connecting to an upstream extender and then connecting to
the router/gateway indirectly. For a wireless device, the connection quality provided by each
node in the tree, including the root if it is a gateway wireless access device, is determined by not
only the node's signal strength to the device, the wireless capability of the node ... but also the

connection guality between the node and the root.

[600171] What 1s needed is a system and method for configuring wireless connections in an
extended network environment that optimizes connection quality to a wireless device in the
coverage area. What is further needed is such a system and method configured to continuously
monitor wireless connections between a wireless device and a plurality of wireless access devices

to optimize the quality of a wireless connection to the wireless device.

SUMMARY

[60012] A wireless access device may be configured to determine wireless connection
qualily information for a wircless device in comparison to at least one other wireless access
device. To achieve this functionality, a wireless access device can monitor all packets sent from
the wireless device at a certain time for a certain period, even when the wireless device is not
connected to the wireless access device or the wireless packets are not intentionally transmitted to
the wireless access device. Advantageously, each wireless access device can contribute to the
process of identifying the wireless access device providing the highest quality wireless connection
based on wireless connection quality information transmitted by or exchanged among the wireless

access devices.
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[066G13] According to one embodiment of the invention, a network device is configured to
facilitate wireless connection management in an extended wireless network, The network device
includes a network device input connected at least indirectly to an internal network and
configured to communicate a plurality of packets to and from at least one computer system. a
network device output connected at least indirectly to an external network and configured to
communicate the plurality of packets to and from at least one computer system. The network
device could also be a device that includes a network device input connected directly to one or
more wireless devices or wireless access devices and configured to communicate a phurality of
packets to and from at least one computer system, a network device output connected at least
indirectly to a network and configured to communicate the plurality of packets to and from at
least one compuler system (the network device input and the network device output could actually
use the same hardware device). In addition, such a network device also includes a computer
processor configured to execute steps stored in non-volatile memory. The computer processor is
configured to receive packets from a wireless device, identify the wireless device within a table of
wireless devices communicating with at least onc wireless access device in an extended wireless
network, and generate wireless connection quality information for the wireless deviee specific to
the wireless access device thal received the packets based on the received packets and based on

the knowledge of the network topology related information.

{66014 In one embodiment, the computer processor is further configured to transmit the
wireless connection quality information and partial network topology information to other

wireless access devices in the network.

[00015] In another embodiment, the computer processor is further configured to exchange
wireless connection quality information and partial network topology information with a plurality
of other network devices and to identify a network device in the extended network providing the
highest quality wireless connection for the wireless device. The processor may be further
configured to exchange messages with other network devices to initiate a connection between the

wireless device and the network device having the highest wireless connection quality.

[00016] In another aspect, the wireless connection quality that 1s detected includes at least
one of a wireless signal strengih, a connection capability, a utilization status and a connection

patch quality.
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[00017] According to another aspect of the invention, an extended network configured to
unplement an extended management function to identify a wireless access device provi ding a
highest quality wireless connection to a wireless device. The extended network includes a
gateway configured to enable communication between the extended network and an external
network, at least two wireless access devices in the extended network (one could be the gateway
ifitis a gateway wireless access device), and at least one wireless device having a wireless
connection to a least one of the wireless access devices. The wireless access device includes a
processor executing the extended management function to identify the wireless access device
providing the highest quality wircless connection based on wireless connection quality

information and topology information exchanged among the wireless access devices.

{00018] According to yet another aspect. a computer implemented methed for identifying a
wireless access device providing a highest quality wireless connection to a wireless device is
described. The method includes monitoring the relative signal strength of packets at a plurality of
wireless access devices in an extended network from a wireless device having a current wireless
connection to a current wireless access device in the plurality of wireless access devices and
generating wireless connection quality information at each wireless access device in the plurality
of wireless access devices describing the quality of a wireless connection between the wireless

device and the wireless access device.

{00019] Other features and advantages of the invention will become apparent to those
skilled in the art upon review of the following detailed description, claims and drawings in which

like numerals are used to designate like features.

BRIEF DESCRIPTION OF THE DRAWINGS

100020] Preferred exemplary embodiments of the invention are illustrated in the
accompanying drawings in which like reference numerals represent like parts throughout. and in

which;

[B0021] FIG. 1 schematically illustrates an extended networking environment for
communicating information between a wireless device and a plurality of wireless access devices,

according to an exemplary embodiment;
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[00622] FiG. 2 illustrates an embodiment of the gateway wireless access device of FIG, 1,
configured to implement an extended network management function, shown in greater detail.

according to an exemplary embodiment:

[06G023] FIGS. 3A-3C and 3B are schematic illustrations of an extended networking
environment including a plurality of wireless access devices configured to implement an extended

network management function, according to an exemplary embodiment; and

[00024] FIG. 4 1s a flowchart illustrating a methed for configuring device connections in an

extended network environment, according to an exemplary embodiment.

[006H25] Before the embodiments of the invention are explained in detail, it is to be
understood that the invention 1s not limited in its application to the details of construction and the
arrangement of the components set forth in the following deseription or illustrated in the
drawings. The invention is capable of other embodiments and of being practiced or being carried
out in various ways. Also, it is to be understood that the phraseology and terminology used herein
are for the purpose of deseription and should not be regarded as limiting. The use of "including”
and "comprising” and variations thereof is meant to encompass the items listed thereafier and

equivalents thereof as well as additional items and equivalents thereof,

DETAILED DESCRIPTION

[00026] Referring now to FIG. 1. a networking environment 100 for communicating
information between at least one wireless device 110 and an external network 130 through an
extended network 120 is shown. The extended network includes at least a gateway wireless
access device 122 and one or more extended wireless access devices 124. The extended network
120 may turther be utilized for communicating information with one or more additional wireless

devices (not shown) connected with a wireless access device of the extended network 120.

{60627] Extended network 120 is a local area network configured to provide wireless
communication of information with a plurality of devices and applications in relatively close
proximity to each other, such as within a home, school, office building, etc. Wireless devices or
“wi-fi clients” 110 communicating through extended network 120 may include a web application

running on a personal computing device such as a desktop computer, a laptop computer. a tablet,
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ele, a smartphone. a game device, or a streaming media player. The web application may include
a web browsing application. a video player application, a telephony application, a video telephony
application, etc. [t should be understood that although specific devices and applications are
described, these are merely provided as examples. Any or all of these or other wireless devices

110 could be present in a given extended network 120,

|60028] The gateway wireless aceess device 122 of extended network 120 is a type of
network device that manages the flow of data between extended network 120 and the external
network 130. Gateway wireless device may comprise, for example, a router, a switch, or a
gateway. Functionality described herein as being associated with gateway wireless access device
122 may be implemented using one or more devices. For example, gateway wireless access
device 122 may be configured to include a router in communication with a network switch, either

of which can be configured to perform some or all of the functions described herein.

{00029] When a data packet is received at either gateway wireless access device 122 or an
extended wireless access device 124, an additional or second type of network device, the wireless
aceess device reads address information in the packet to determine its ultimate destination. Ina
packet-switched network, a "router” is a device which receives packets on one or more input
terfaces and which outputs those packets on one of a plurality of output interfaces so as to move
those packets within the network from a source device to a destination device. Each packet
includes beader information, which indicates the destination device in either extended network
120 or external network 130. Additional information is provided by the physical layer to the
device which receives a packet directly and that information can further include wireless
connection quahity information, described in detail below with reference to FIG. 2. The router
includes routing information, which associates an output interface with information about the
destination device. The router can also perform other operations on packets, such as rewriting the
packets' headers according to their routing protocol, or re-encapsulating the packets from a first

routing protocol to a second routing protocol.

[000306] Gateway wireless access device 122 may be a gateway device that provides an
exclusive communication channel between extended network 120 and external network 130.

Accordingly, packets transmitted by extended wireless access devices 124 and/or wireless devices
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using extended network 120, can be viewed using the gateway wireless access device 122,
Gateway wireless access device 122 and extended wireless access device 124 may further be
configured to generate wireless connection quality information transmitted to a certain wireless
access device (122 or 124) or exchanged among wireless access devices (122 and 124), as
described below in further detail. Accordingly, some or all wireless access device (122 and/or
124) are further contigured to implement an extended network management function for
configuring device connections in an extended network environment, as described in detail below

with reference to FIG. 2.

{00031} External network 130 may be a wide area telecommunication network covering a
broad area, such as the Intemet. External network 130 may be connected to network device 120
usmg a wired or wircless connection. For example, gateway wireless access device 122 may be
connected to the external nefwork 130 via a high-bandwidth connection such as a cable modem. a
Digital Subscriber Line (DSL) modem, or a 3G/4G Long Term Evolution (LTE) modem

connection to send and receive data with systems through external network 130.

[60032] External network 130 allows communication with one or more of a plurality of
external systems including, for example an external web site, an external computing system,
and/or an external database. These systems and applications may be accessible using an Internet
Protocol address provided by any of the wireless devices on extended network 120 and used by
network device 120 to determine a destination for data transmitted to and/or from extended

network 120 to external network 130.

[66433] In operation, each wireless access device 122, 124 in extended network 120 is
configured to monitor, store, and/or report wireless connection quality information. The wireless
connection quality information may be generated at the wireless access device 122 or 124 and/or
included in packet headers received at the wircless access device. For example, each access point
18 configured to monitor the link rate of packets sent from the wireless device 110 and to check
the signal strength it receives for those packets, no matter which wireless access device the
packets are intentionally transmitted to. Aeccordingly, each wireless access deyice can provide
wireless connection guality information indicating signal strength from the wireless device 110

and corresponding link rate for packets from the wireless device.
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[00034] Each wireless access device 122 or 124 in extended network 120 may be further
configured to periodically review the wireless connection between the wireless access device and
any wireless devices communicating with the wireless access device. The connection check may
be performed periodically such as every 5 seconds, based on a reported connection issue, such as
an unusuaily slow connection, etc. A wireless access device can send and receive wireless
connection information and a partial network topology with other wireless access devices
periodically in an attempt to identify a better connection for a wireless device. In addition, a
wireless access device can also monitor an existing connection to identify if the connection with a
wireless device becomes bad. If the connection does become bad, the wireless access device
starts looking for another wireless access device in the extended network that can provide better a

better connection for the wireless device,

[00035] The wireless connection quality information received from the wireless device 110
may be stored in a memory of the wireless access device 122 or 124 and/or forwarded to a central
repository, such as the memory for gateway wireless access device 122. The wireless connection
quality inforination may be either a simple value, such as a connection speed, or a number of
different values, such as connection speed and other quality information for the extended network
120, including the quality for connections between two wireless access devices, for example, for
the connection between the gateway wireless access device 122 and an extended wircless access
device 124, The wireless connection quality information may be forwarded when it is received.
may be periodically forwarded in a batch operation, may be aggregated to provide wireless
connection quality information over a defined period of time, etc. Advantageously, the stored
wireless connection quality information may be used to determine the particular wireless access
device 122 or 124 that can provide the highest quality wireless connection to the wireless device
110 at any particular time. Using the network management system described herein, extended
network 120 may be configured to utilize any tree topology including a gateway wireless access

device 122 as a rool, such as a hub/star configuration, a cascaded configuration, etc.

[66036] For example, in a tree topology, the extended network is configured in a tree
topology including a gateway device as a root, one or more wireless access devices as nodes in
the tree, and a wireless device as a leaf. The network tree topology can have several levels and

cach level can have several nodes. A node or a wireless access device connects to the network by
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connecting to its upstream node or wireless access device. A wireless access device can connect
to its upstream node in any of a variety of different ways, for example through a wired connection
(e.g. Ethernet, and the wireless access device is a Wi-Fi AP), through a wireless connection (e.g.
Wi-Fi, and the wireless access device is a Wi-Fi extender), etc. In addition. a wireless access
device may be configured to have only one wircless interface where it performs multiplexing on
the single wireless interface and uses the same wireless (o connect to the extended network as

well as to wireless devices. One example of such a device is a Wi-Fi single-band extender.

000371 Although the wireless device 110 will be connected to a single wireless access
device 122 or 124 through an existing wireless connection. designated as the “current wireless
access device.” Establishing a wircless connection may include performance of a handshake
protocol and the exchange of data packets as is well known in the art. Once a wireless connection
is established, the wircless access device establishing the connection is considered the current
wireless access device. Although connected with the current wireless access device, each
wireless access device 122 or 124 on extended network 120 is configured to receive any packets
transmitted to the current wireless access device from the wireless device 110 and store the
observed quality information of these packets independent of whether the wireless access device
is providing the wireless connection to the wireless device, Depending on the location/position of
each access device relative to the wireless device, the observed signal strength at each access
device for a packet from the wireless device (to the current access device) is different. In
contrast, in a typical wireless network, this information would be discarded as packets from
devices that are not transmitted to a wireless access device were dropped by that wireless access

device.

{00038} Referring now to FIG. 2, a gateway wireless access device 122 or simply
“gateway” configured to implement an extended network management function as described
herein is shown in greater detail, according (0 an exemplary embodiment. Although gateway 122
is shown in FIG. 2 as including specific components in an exemplary configuration, it is
important to recognize that gateway 122 may include more, fewer, and/or a different
configuration of components to implement the functions described herein. Further, although the
functionality described herein is described as being implemented on a gateway device, the

extended network management function can be implemented on a gateway device 122 and/or an
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extender access device 124, In addition, an implementation may be centralized on one device or
distributed among a plurality of devices. For simplicity. the functionality will be described herein

below with reference to implementation on a gateway 122,

[006039) The functional components (not shown) of gateway 122 may be implemented
using hardware including a processing unit, a system memory, and a system bus that couples
various system components, including the system memory, to the processing unit. The system
bus may be any of several types of bus structures including a memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of bus architectures. Further, the described

compaonents may be implemented using hardware and/or software.

[60048] The processing unit may be any type of computer processor configured ta
tmplement the functionality described herein including the steps of identifying advertising content
requests in network packets transmitted through gateway 122. The processing unit may be any

type of processor, such as a MIPS processor.

[00041] The system memory of gateway 122 includes computer storage media in the form
of volatile and/or nonvolatile memory such as read only memory (ROM) and random access
memory (RAM). A basic input/output system (BIOS), containing the basic routines that help to
transfer information between elements within gateway 122, such as during start-up or networking
operations, is typically stored in ROM. RAM typically contains data and/or program modules
that are immediately accessible to and/or presently being operated on by the processing unit. The
gateway 122 may also include other removable/non-remaovable, volatile/nonvolatile computer
storage media, such as flash memory. Although gateway 122 is shown and described herein as
including memory, gateway 122 may alternatively be implemented to store information in a

network storage device,

{00042} Although gateway wireless access device 122 may be any of a variety of types of
network devices, for clarity access point 122 is further described herein as a router type network
device. Gateway wireless access device 122 includes a wircless client interface 202, a wireless
connection analyzer 204, an extended network management system 206, an extended network
management table 208, and an extended network interface 224. Although network device 122 is
shown as including a number of functional embodiments represented as separate components, it
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should be understood that the same functional component may be used to implement one or more

of the functional embodiments.

[00043] Wireless client interface 202 is an input/output port receiving/transmitting packets
fromvto the wireless devices 110. Extended network interface 224 is an input/output port
recelving/transmitting packets from/to the extended network 120. Extended network interface
224 connects the access device to the extended network. Extended network interface 224 can be
an Ethernet port, a wireless transmitter, or another device for receiving/transmitting packets
from/to extended network 120. The physical device for the wireless client interface 202 and the
extended network interface 224 can be the same. A simple extended access device 124 can be
configured to have only one network interface (a wireless interface) such that both wireless client

interface and extended network interface are through the only network interface.

{80044} Wireless connection analyzer 204 is a software component configured to analyze
and determine wireless connection quality between the wireless access device 122 and a wireless
device. Although shown specifically within gateway wireless access device 122, a wireless
connection analyzer 204 is implemented in the extended network 120 on the wireless access
devices 122 and 124 in the network. Accordingly, each wireless access device 122, 124 in the
extended network is configured to be able to obtain information used to determine the wireless
connection quality between that wireless access device and the wireless devices within the

extended network 120,

[30045] The wireless connection analyzer 204 associated with cach wireless access device
122, 124 1s configured to generate a wircless connection quality table entry to be stored in an
extended network management table 208. The specific data used to generate the wireless
connection quality table information is described in further detail below with reference to the
extended network management table 208, The analyzer 204 may generate the table entry based
on information received from the wireless device in packet headers, based on data received from
components in the wireless access device, such as a signal strength detection system (not shown),

based on data received from other wircless access devices in the extended network, ete.

[60046] Each wireless connection analyzer 204 is further configured to generate the

wireless connection quality table entry for each wireless device 110 associated with any wireless
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access device on the extended network. The analyzer 204 associated with each wireless access
device 122 or 124 can be configured to generate the table entry independent of whether the
associated wireless access device is connected to the wireless device 110, being used in the
connection path to gateway wireless access device 122, etc. The analyzer 204 associated with
each wireless access device 122 or 124 can be further configured to generate the wircless

connection quality table entry for each other wireless access device 122 or 124 that connects to it.

[60047] Extended network management system 206 is a software application implemented
in & root or central wireless access device for an exiended network, such as gateway wireless
access device 122, In an alternative embodiment, network management system 206 may be
implemented as a distributed system in a plarality of wireless access devices. Management
system 200 is configured to implement a management protocol in the extended mesh network to
determine the wireless access device that can provide the highest quality wireless connection to a
wireless device at any particular time. Accordingly, management system 206 is configured to
store and maintain the extended network management table 208 based on connection quality data
received by the wireless access devices in the network and exchanged among wireless access
devices in the network, Table 208 may also be generated to include data connection quality data

generated locally at each wireless access device 122 or 124,

[60048] Extended nefwork management table 208 s generated and stored with the memory
of gateway 122 and/or any other wireless access device. Table 208 includes a unique wireless
access device record 210 for each wireless access device 122, 124 communicating through the
extended network 120. Each record 210 includes a plurality of wireless connection quality table
entries 212, one for each wireless device in the extended network 120. Accordin gly, table 208
may be stored and maintained in memory remote from device 122, such as would be implemented

in a cloud computing environment.

{00049] Each wireless connection quality table entry 212 in the network management table
208 is specific to the wireless connection between one wircless access device 122 or 124 and one
wireless device 110. Accordingly, table entries 212 include a wireless access device identifier
214, a signal strength data field 216, and a wireless capability field 218 for the wireless device

110, Each wireless access device record 210 for a wireless access device 122, 124 includes a
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utilization status data field 220 for each wireless band (e.g., 2.4 GHz, 5GHz), a noise field 222 for
each wireless band. a wireless capability field 224 for the wireless access device, and a
connection path quality data field 226 describing the connection path for each wireless access
device 124 in the path to the gateway wireless access device 122, (i.e., determined by the
connection quality between any two contiguous wireless access devices on the path between the
current wireless access device and the gateway wireless access device 122). For the gateway

wireless access device 124, this field is set to the highest value in the extended network 120.

[ B0050] According to a specific implementation, table 208 includes one record 210 for each
wireless access device in the extended network, In each record for an access device, there is a
table for the wireless clients connected to that access device. Each table entry 212 corresponds to
a wireless client connected 1o the access device. Some fields (214, 216, 218) are associated with a
table entry since they are specific to a wireless client, while other fields (220, 222, 224) are
associated with a record since they are not specific to a wircless client but are specific to a

wireless access device.

j06051] Extended network management system 206 is configured to identify the wireless
access device that can provide the highest quality wireless connection with a wireless device at
any given ime. According to exemplary embodiment, management system 206 identifies
highest-quality wireless connection based on at least the capability of the wireless device 110, the
capability of the gateway wireless access device 122, and the capability of cach wireless access
device 122, 124 in the extended network 120, the path quality from the wireless access device to

the gateway, etc.

100052 Referring now also to FIG. 3A, a schematic illustration of an exemplary extended
wireless network 300 network topology including a wireless device 310, a gateway wireless
access device 320 in the form of a router, and extended wireless access devices 330-336 is
illustrated. The network topology may be generated based on exchanged messages
communicated between the components of network 300. Each message may include a partial

network topology based on the messages received by the component that is transmitting the

topology.

100655515, DOC ) | 15
TP Link Ex. 1004
Page 104



{Substitute Specification — Marked-Up Version)

{00053} Extended wireless network 300 further includes a representation of connection
speed 340~350 between wireless communication elements within the extended network 300.
Accordingly, the connection speed 340 between gateway wireless access device 320 and a first
extended wireless access device 330 1s 60 Mega bits per second (Mbps), while the connection
speed 342 between gateway wireless access device 320 and a second wireless access device 332
is 20 Mbps. The connection speed is dependent on several factors, including at least the hardware
and software installed on each endpoint (i.e. the connection type and the capability of each

endpoint) and the distance between the endpoints if it's a wireless connection.

[06054] Where wireless device or “Wi-Fi client” 310 is positioned at a first location 308 as
shown in ghost form in Fig. 3A. the wireless device 310 may be already connected to the
extended wireless access device 334. The wireless connection is designated as 350. However,
management system 206 will continually evaluate available wireless connections while the

wireless device 310 is moving.

[00055] For example, when the wireless device 310 moves 1o the second location depict in
Fig. 3A. (location #2), the wireless connections 350 becomes weak and the wireless deviee 310
may suffer from the weak wireless connection. Dependent on the wireless device 310's
implementation, wireless device 310 may determine if the wireless device 310 needs to try to o
different wireless access device to get a better connection based on any of a variety of factors.
Such continuous searching for an optimal connection is referred to as roaming in the wireless
environment. For example, some implementations are configured to use the existing connection to
avoid disruption until that connection is too weak to maintain the connection. The weak wircless
connection 350 may be identified by the wireless access devices 334 based on detected poor
signal strength between the wireless access device 334 and the wireless device 310. The poor
signal strength information may be communicated among the wircless access devices and the
management system 206 implemented by each wireless access device 122, 124 will put the poor

signal strength information in its table as discussed above.

{00056} Further, at the second loecation, wireless device 310 may have 4 good wireless
commection 1f it connects to wireless access device 336 or wireless access device 332. This can be

detected by the wireless access device 332, 336 by monitoring the signal strength from all the
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wireless packets sent from the wireless device 310, even if the packets are not transmitted to the
wireless access device 332, 336 intentionally, Accordingly, management system 206 is
configured to check if the wireless access device 332 or 336 can provide a better connection to the
wireless device 310. Generally, the connection speed for a wireless device 310 to the gateway
wireless access device 320 is determined by determining the lowest speed among all links
(between any two contiguous devices) in the connection path between that wireless device and the
gateway wireless access device 320, divided by the number of links between the gateway wireless
access device 320 and the wireless device the network device 310. Accordingly, at the second
location, the lowest speed in the connection path through wireless access device 336 (path#1) is
20 Mbps, and the connection speed for path#1 is 20 Mbps divided by the three links, which gets
6.67 Mbps. In contrast, while the lowest speed in the connection path through wireless access
device 332 (path#2) is also 20 Mbps, the connection speed for path#2 is 20 Mbps divided by the
two links, which gets 10.0 Mbps. Accordingly, management system 206 will initiate a wireless
connection between the wireless access device 332 and the wireless device 310 based on the

higher 10.0 Mbps connection speed.

{G0057] However, referring now to FIG. 3B, where if the wireless device 310 is capable of
creating connections with a higher speed to the wireless access device 332 and 336, and the
connection speed 346 and 348 for the wireless connection between wireless device 310 and
wireless access device 332, 336 is both 60 Mbps. The higher speed of the link will result in a
higher connection speed for the path#! and the consequent connection speed is 60 Mbps divided
by 3. which gets 20.0 Mbps. However the connection speed for the path#2 remains at 10Mbps.
even the connection speed 346 has been increased 1o 60mbps. That is due to the connection 342
now becomes the bottleneck of the path#2 and that keeps the connection speed for path#2 on
10Mbps. Accordingly, management system 206 will initiate a wireless connection between the

wireless access device 336 and the wireless device 310 based on the higher 20.0 Mbps link rate.

{00058] Referring now to FIG. 3C, a schematic illustration of another exemplary extended
wireless network 300 including a wireless device 364, a gateway wireless access device 360 in
the form of a router, and an extended wireless access devices 362 is illustrated. If the wireless
device 364 connects to the wireless access device 362, the connection speed between the wireless

device 364 and the gateway wireless access device 360 is 20 mbps divided by 2, which is 10
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Mbps. 1f the wireless device 364 connects to the gateway wireless access device 360 directly, the
connection speed is 15 Mbps. The management system 206 will consider the wireless access
device 360 provides a better connection for the wireless device 364, even though, from the
wireless device 364's point of view, the wireless access device 362 provides a better connection.
As shown in FIG. 3C, in a wireless extended network, a wireless device has multiple wireless
access devices to connect to and a wireless access device that has stronger signal may not be a

better choice to provide a faster connection speed to the gateway device.

[B6059] Referring now to FIG, 4, a flowchart 400 illustrating a method for implementing
the extended network management system 100 of FIG. 1 to identify a high quality wireless
connection for a wireless device 110 is shown, according to an exemplary embodiment. Although
flowchart 400 includes multiple steps performed in a defined order, the functions described herein

can be performed using more, less and/or a different ordering of steps,

{06060} In a first step 402. wireless device 110 (FIG. 1) creates a wireless connection with
one wircless access device 122 or 124 in the extended network 120, The wireless connection may
be created based on an initial use of the wireless device 110, based on establishment of a new
connection following a loss in connection, based on a specific elapsed time, etc. Establishing a
wireless connection may include performance of a handshake protocol and the exchange of data
packets as 1s well known in the art. Once a wireless connection is established, the wireless access

device establishing the connection is considered the current wireless access device.

{10061} In a step 404, upon establishment of the wireless connection, the current wireless
access device, including at least gateway wireless access device 122 and possibly additionally
including one or more extended wireless access devices 124, is configured to transmit the
establishment of the wireless connection and the identity of the wireless device to other access

devices within the extended network 120.

[60062) In a step 406, each wireless access device in extended network 120 that is within
wireless range of the wireless device 110 will begin receiving data packets from the wireless
device 110 based on the wireless connection to the current wireless access device. Generally,
wireless access devices in extended network 120 other than the current wireless access deyice will

not process the data packets transmitted to the current wireless access device; they typically
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discard those packets. However, based on the received data packets, each wireless access device
in extended network 120 is configured to generate wireless connection quality information
describing a real or theoretical wireless connection between that wireless access device and the
wireless device 110. Step 406 may be performed for an indefinite time or a defined period of

time, such as 3 seconds.

[66663] In a step 408, each wireless access device having wireless connection quality
information for wireless device 110 exchanges the generated information with each other wireless
access device in the extended network 120, and those information is kept in a repository such as
network management table 208 and/or network management system 206, described above with
reference to FIG. 2. According to an exemplary embodiment, the repository could be located in

the memory of any wireless access device 122 or 124, such as table 210 of FIG. 2.

[06064] In astep 410, the gateway wireless access device 122 or the current wireless access
device 122 or 124 analyzes the received wireless connection quality information to identify the
wireless access device that can provide the highest quality wireless connection to the wireless
device 110. It is important to recognize that the highest quality connection may vary dependent
upon the intended use of the wireless connection. For example, if wireless device 110 is utilized
to implement an 1P telephony application, a link rate may be the primary factor in identifving a
high quality wireless connection. Altematively, if wireless device 110 does not include the
capability to manage an excess amount of dropped packets, the wireless connection quality may

be identified based on the fewest number of dropped packets.

[00065] In a step 412, a wireless access device 122 or 124 that does centralized control or
the current wireless access device identifies any change in the condition of the wireless
connection to the current wireless access device. The connection check may be performed using
the method described above with reference to FIG. 1. Alternatively, the central control wireless
access device 122 or 124 or the current wireless access device may be configured to periodically
determine whether to change the wireless connection from the current wireless access device to a
new wireless access device based on a determination that the new wireless access device can
provide a higher quality wircless connection and the connection transfer will not disrupt the

applications running on the wireless device 110,
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1006066] In a step 414, a wireless connection is established to the wireless access device
providing the highest quality wireless connection. The connection may be established based on a
message transmitted from the central control wireless access device 122 or 124 to the new
wireless access device. Alternatively, the connection may be established based on a
determination made at the current wireless access device. In either event, the resulting “current”
wireless access device may be the same wireless access device to which the wireless device 110
was connected prior to the connection query of step 410 or a different wireless access device. The

process then returns to step 404, where the steps 404-414 are repeated on an ongoing basis.

{00667] When a wireless device 110 is joining an extended network 120 (that is, during the
step 402), similar mechanism can also be used to determine the best wireless access device 122 or
124 for the wireless device 110. When a wireless device 110 attemplis to join a network, it
usually sends out some packets to discover the environment and it has to send out a request packet
for joining a network. By observing the signal strength from these packets and examining the
packet contents. a wireless access device 122 or 124 can estimate the connection quality if the
wireless device 110 connects to it. Furthermore, a wireless access device 122 or 124 can estimate
the data transmission speed between the wireless device 110 and the gateway wireless device 122

if the wireless device 110 reaches the gateway wireless device 122 through it.

{00068 According to an alternative embodiment, network management system 206 may be
implemented as a distributed management system, such that an embodiment of the network
management system 206 is resident in every wireless access device within extended network 120.
In such a system, wireless access devices exchange information with each other and cach wireless
access device is aware of which wireless access device can provide the highest quality wireless

connection o the wireless device 110.

[00069] Certain terminology is used herein for purposes of reference only, and thus is not
intended to be limiting, For example, texms such as “network device” refer to any system or

device recerving and retransmitting information packets in a computer network,

{00070} References to "a server” and "a processor™ can be understood to include one or
more controllers or processors that can communicate in a stand-alone and/or a distributed

environment(s), and can thus be configured to communicate via wired or wireless
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communications with other processors, where such one or more processor can be configured to
operate on one or more processor-controlled devices that can be similar or different devices.
Furthermore, references to memory. unless otherwise specified, can include one or more
processor-readable and accessible memory elements and/or components that can be internal to the
processor-controlled device, external to the processor-controlled device, and can be accessed via a
wired or wireless network. It should be understood that a computer program may embrace
constituent programs and that multiple programs may be implemented as a single or multiple

programs.

{60071] Various features of the invention are set forth in the following claims. It should be
understood that the invention is not limited in its application to the details of construction and
arrangements of the compeonents set [orth herein. The invention is capable of other embodiments
and of being practiced or carried out in vatious ways. Varnations and maodifications of the
foregoing are within the scope of the present invention. It also being understood that the
invention disclosed and defined herein extends to all alternative combinations of two or more of
the individual features mentioned or evident from the text and/or drawings. All of these different
combinations constitute various alternative aspects of the present invention. The embodiments
described herein explain the best modes known for practicing the invention and will enable others

skilled in the art to utilize the invention.

{00655515.00C | | 21
TP Link Ex. 1004
Page 110



Electronic Acknowledgement Receipt

EFS ID: 17362748
Application Number: 13974090
Iinternational Application Number:
Confirmation Number: 4517

Title of Invention:

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN

EXTENDED NETWORK ENVIRONMENT

First Named Inventor/Applicant Name: Yu-Te Lin
Customer Number: 23598
Filer: Timethy E Newholm/Nicole Bey

Filer Authorized By:

Timeothy E Newhalm

Attorney Docket Number: 2188.047
Receipt Date: 11-NOV-2013
Filing Date: 23-AUG-2013

Time Stamp: 11:44:52

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment ne
File Listing:
Document e 2 File Size(Bytes)/ Multi Pages
Number Récument Descripion File Name Message Digest | Part /.zip| (ifappl)
19184014
1 00668661 PDF yes a3
e [hllcabsd /b | | G620 34 e o Fd Bhalsbiel 4

N7

TP Link Ex. 1004

Page 111



Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Response to Pre-Exam Formalities Notice 1 1

Specification 2 22

Specification 23 43
Warnings:
Information:

Total Files Size (in bytes); 19184014

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

TP Link Ex. 1004
Page 112



PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 13/974,090
APPLICATION AS FILED - PART | OTHER THAN
{Column 1) |Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE(S) FEE($) RATE(S$) FEE($)
BASIC FEE
(37 GFR 1.18(a), (b}, or (o)) N/A N/A N/A N/A 280
SEARCH FEE
(37 CFR 1.16(8), (i), or {m}] N/A N/A N/A N/A 600
EXAMINATION FEE
(37 CFR 1.1810), (p), o (a) N/A N/A N/A N/A 720
TOTAL CLAIMS " ’
(37 GFR 1 18(i) 2 minus 20= 1 DR " 80 BO
INDEPENDIENT CLAIMS = "
(37 GFRAB{) 3 minus & = il 420 0.00
If the specification and drawings exceed 100
AFPPLICATION SIZE | sheels of paper, the application size fee due is
FEE $310 (%155 lor small entity) for each additional 0.00
(37 CFR 1.16¢s)) 50 sheels or fraction thereol, See 35 U.S.C.
41(a)(1)(5) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1-18(j)) 0.00
* I the difference in column 1 is less than zero, enter "0" in column 2 TOTAL TOTAL 1680
APPLICATION AS AMENDED - PART |l
OTHER THAN
[Galumn 1) {Column 2) (Calumn 3) SMALL ENTITY OR SMALL ENTITY
GLAIMS HIGHEST
AEMAINING NUMBER PRESENT - ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY |  EXTRA RATE( FEE(S) RATELS) FEE(S)
!E AMENDMENT PAIDFOR
L Total - i =
= (3T GFR 1 T8 o i OR |«
{1 | -
ndependent n =
5 {;? GeI?F‘.EII-IIg(:n hais % DR [=x
E Application Size Fee (37 CFR'1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (27 CER 1 18())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Golumit 1) {Calumn &) {Golumn 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL O ADDITIONAL
m AFTER FREVIOUSLY EXTRA RATE(®] FEE(S) RATES) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | T = e
= | @R DR |=
% independeant - Minus. | 4 = oR 5
Ll {37 CFR 1.16i{H)) i
3 Application Size Fee (27 GFR 1.18(s))
OR
FIRST PRESENTATICON OF MULTIPLE DEPENDENT CLAIM {37 GFR 1.16())
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
“ |f the entry in column 1 is less than the entry in column 2, write "0 in column 3,
** |f the "Highest Number Previously Fald For" IN THIS SPAGCE is less than 20, enter “20"
*=* |f the *Highest Number Previously Paid For' IN THIS SPACE is less than 3, erter 3",
The "Highest Number Previously Paid For® (Total or Independent) |s the highesi found in the appropnate boy in column |

TP Link Ex. 1004

Page 113



Unitep StaTES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Offies
Address COMMISSIONER FOR PATENTS

PO Box 1450

Alewamdrm. Vi, 2231 3-1450
W IED I oy

AFFLICATION FITING or CRP ART
NUMBER 371(c) DATE UNTT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS | IND CLAIME
13/974,090  08/23/2013 2656 1820 2188.047 21 3
CONFIRMATION NO. 4517
23598 UPDATED FILING RECEIPT

BOYLE FREDRICKSON S.C.

840 North Plankinton Avenue |\||\||[||\|H|I|\|mmmmmumm

MILWAUKEE, WI 53203 3

Date Mailed: 11/18/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Yu-Te Lin, Taipei City, TAIWAN,
Bing-Huang Cheng, Taichung, TAIWAN;
Applicant(s)
NETGEAR, Inc., San Jose, CA
Assignment For Published Patent Application
NETGEAR, Inc., San Jose, CA

Power of Attorney: None

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible ta benefit from the Patent Prosecution
Highway program at the USPTO. Please see hitp://www_uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 09/10/2013
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/974,090
Projected Publication Date: 02/26/2015
Non-Publication Request: No

Early Publication Request: No
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Title

SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN EXTENDED
NETWORK ENVIRONMENT

Preliminary Class
379
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for maore information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 LU.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
LJ.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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To: docketing@boylefred.com,,

From: PAIR_eOfficeAction@uspto.gov
Cec: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 23598

Nov 18, 2013 05:35:31 AM
Dear PAIR Customer:

BOYLE FREDRICKSON S.C.
840 North Plankinton Avenue
MILWAUKEE, WI 53203
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 23598 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accampanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date  Attorney Docket No.
13974090 APP.FILE.REC 11/18/2013 2188.047

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 am. to 12:00 a.m.
Thank you far prompt attention to this notice,

LUNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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UNTTED STATES DEPARTMENT €1 COMMERCE
United States Patent and Trademark Offies
Alilres= COMMISSIONER FOR PATENTS

PO Box 450

Alexamdrin. Vilgngi 2231 3-1450

Wiy 1o goy

S‘\g UniTED STATES PATENT AND TRADEMARK OFFICE

[ APPLICATIONNUMBER | FILING OR 371(C1 DATE [ VIRSTNAMED AFPLICANT | ATTY, DOCKETNOATITE |
13/974,090 08/23/2013 Yu-Te Lin 2188.047
CONFIRMATION NO. 4517
23598 PUBLICATION NOTICE

BOYLE FREDRICKSON S.C.

340 Nort kit Avenia L

MILWAUKEE, WI 53203

Title:SYSTEM AND METHOD FOR CONFIGURING DEVICE CONNECTIONS IN AN EXTENDED NETWORK
ENVIRONMENT

Publication No.US-2015-0055566-A1
Publication Date:02/26/2015

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/paitft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-87589, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http:/pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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To: docketing@boylefred.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 23598

Feb 27, 2015 05:48:01 AM
Dear PAIR Customer:

BOYLE FREDRICKSON S.C.
840 North Plankinton Avenue
MILWAUKEE, WI 53203
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 23598 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accampanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date  Attorney Docket No.
13974090 NTC.PUB 02/26/2015 2188.047

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 am. to 12:00 a.m.
Thank you far prompt attention to this notice,

LUNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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0\ ) UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
Inited States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

.0, Box 1450

Alexnndria, Virginia 22313- 1450

W LEPL o

APPLICATION NO, I FILING DATE I FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. l CONFIRMATION NO. I
13/974.040 08/23/2013 Yu-Te Lin 2188.047 4517
23598 T (ENIIF20 S 2 e
e R LIEFC = EXAMINER
BOYLE FREDRICKSON §.C. | |
840 North Plankinton Avenue HAILE, AWET A
MILWAUKEE, WI 53203
I ART UNIT I PAPER NUMBER |
2474
| NUTIFICATION DATL [ PRLIVERY MOD |
06/09/2015 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply. if any. is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following e-mail address(es):

docketing @boylefred.com

PIOL-90A (Rev. 04/07) TP Link Ex. 1004
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Application No. Applicant(s)
13/974,090 LIN ET AL.

Office Action Summary Examiner Art Unit AIA (First inventor to File)
AWET HAILE 2474 §(‘;‘5”s

— The MAILING DATE of this communication appears on the cover sheet with the correspondence address —
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Exiensions of lime may be available under the provisions of 37 CFR 1.138(a), In no event, however, may a reply be timaly filed
afier SIX (6) MONTHS from the mailing date of this communication.

- |f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (8) MONTHS from the mailing date of this communicalion.
Failure ta reply within the set or extended period for reply will, by statute, cause the application lo become ABANDONED (35 L1.S.C. §133),
Any reply received by the Office laler than three months after the mailing date of this communication, even if timely filed, may reduce any
eamed patent term adjustment. See 37 CFR 1.704(b)

Status
1)BJ Responsive to communication(s) filed on August 23, 2013,

[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)[_] This action is FINAL. 2b)[ This action is non-final.
3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)B4 Claim(s) 1-21 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
8)[] Claim(s) is/are allowed.
7) Claim(s) 1-21 is/are rejected.
8)[] Claim(s) is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp J//www. uspto.dovipatenis/init_events/pph/index.isp or send an inguiry to PPHisadback@uspto.gov,

Application Papers
10)[C] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(g) including the correction is required if the drawing(s) is objected to. See 37 GFR 1,121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
Certified copies:
a)[J Al b)[] Seme** c)[] None of the:
1.[] Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [X] Notice of References Gited (PTO-892) 3) [] Interview Summary (PTO-413)
3 A Paper No(s)/Mail Date,

2) |:| Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 I:l St —_

Paper No(s)/Mail Date .

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No. PRI Pdpke B%: 1004
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Application/Control Number: 13/974,090 Page 2
Art Unit: 2474

DETAILED ACTION

1. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

Claim Rejections - 35 USC § 103

2. The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:

A patent for a claimed invention may not be obtained. notwithstanding that the claimed nvention is not
identically disclosed as set forth in section 102 of this title, if the differences between the claimed
invention and the prior art are such that the claimed invenlion as 4 whole would have been obvious
belore the effective liling date ol the claimed invention (o a person having ordinary skill in the art Lo
which the claimed invention pertains. Patentability shall not be negated by the manner in which the
invention was made,

3. The factual inquiries set forth in Graham v. Jolhn Deere Co., 383 U.S. 1, 148 USPQ 459
(1966), that are applied for establishing a background for determining obviousness under 35

U.S.C. 103 are summarized as follows:

I. Determining the scope and contents of the prior ail.

2. Ascertaining the differences between the prior art and the claims at issue,

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating obviousness or nonobviousness.

4. This application currently names joint inventors. In considering patentability of the
claims the examiner presumes that the subject matter of the various claims was commonly
owned as of the effective filing date of the claimed invention(s) absent any evidence to the
contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out the inventor and
effective filing dates of each claim that was not commonly owned as of the effective filing date
of the later invention in order for the examiner to consider the applicability of 35 U.S.C. 102(b)

(2) (C) for any potential 35 U.S.C. 102(a) (2) prior art against the later invention.

% 1 Claims 1-21 are rejected under 35 U.S.C. 103 as being unpatentable over Bharghavan et
al (US 2015/0043530 A1) in view of Smadi (US 2014/0241182 Al).

TP Link Ex. 1004
Page 122



Application/Control Number: 13/974,090 Page 3
Art Unit: 2474

Regarding claims 1 and 16, Bharghavan *530 teaches, a network device configured to
facilitate wireless connection management in an extended wireless network (see para 24, 38-44
and Figs.1-3, i.e., the coordinator 260 for wireless connection management) comprising: a
network device input connected at least indirectly to an internal network and configured to
communicate a plurality of data packets to and from at least one computer system( see para 23-
25 and Figs. 1-2, i.e., system coordinator communicating to and from the AP's); and a computer
processor configured to execute steps, including receiving packets from a wireless deyice( see
para 41-44 and Figs. 1-3, i.e., each of the AP and the coordinator receiving messages from the
wireless devices), identifying the wireless device within a table of wireless devices connected to
a wireless access device in an extended wireless network (see para 38-44 and Figs. 1-3, i.e., each
of the AP’s and coordinator 260 comprising the data structure and identifying each of the
wireless devices) . generating wireless connection quality information for the wireless device
specific to the wireless access device(see para 38-44 and Figs. 1-3. i.e., based on message
received form the wireless device determining signal quality for each of wireless device to AP
communication). Bharghavan “530 does not explicitly teach , a network device output connected
at least indirectly to an external network and configured to communicate the plurality of data

packets to and from at least one computer system.

Smadi * 182 teaches, a network device output connected at least indirectly to an external
network and configured to communicate the plurality of data packets to and from at least one
computer system ( see para 20-22 and Figs. 1-2, i.e., gateway |10 communicatively coupled with

the external network 120),
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Application/Control Number: 13/974,090 Page 4
Art Unit: 2474

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was filed to incorporate, the teaching of Smadi *182 into the communication system of
Bharghavan *530, since such modification would provide techniques for reducing RF
interference of communications with multiple Access points in in multiple networks, as

suggested by Smadi “182(see para 16),

Regarding claim 2, the combination of Bharghavan 530 and Smadi * 182 teaches,
wherein the computer processor is further configured to transmit the wireless connection quality
information to other wireless access devices in the extended network( see Bharghavan "530, para
40-44 and Fig.2-3. i.e.. each of the AP receiving data structure 270).

Regarding claim 3, the combination of Bharghavan *530 and Smadi * 182 teaches
wherein the computer processor is further configured to receive wireless connection quality
information from a plurality of other network devices and to identify network device in the
extended network providing the highest quality wireless connection for the wireless device).

Regarding claim 4, the combination of Bharghavan “530 and Smadi “182 teaches,
wherein the processor is further configured to initiate a wireless connection between the network
device having the highest wireless connection quality and the wireless device( see Bharghavan
*530, para 40-41, 48 and Figs. 1-3, i.e., initiating handoff procedure to the AP with highest
quality).

Regarding claim 5, the combination of Bharghavan ‘530 and Smadi “182 teaches,
wherein the processor is further configured to initiate the wireless connection with the network

device having the highest wireless connection quality based on a connection check between the
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Application/Control Number: 13/974,090 Page 5
Art Unit: 2474

network device and the wireless device( see Bharghavan *530, para 40-41, 48 and Figs. 1-3, i.e..
initiating handoft procedure to the AP with highest quality).

Regarding claim 6, the combination of Bharghavan *530 and Smadi 182 teaches,
wherein the wireless connection quality information includes at least one of a wireless signal
strength, a connection capability, a utilization status, a network topology, and a connection patch
quality( sec Bharghavan *530, para 24, 40, 44 and Figs. 1-3. i.e., determining connection quality
based on signal strength).

Regarding claim 7, Bharghavan “530 teaches, an extended network configured to
implement an extended management function to identify a wireless access device providing a
highest quality wireless connection to a wireless device(see para 24, 38-44 and Figs. 1-3, method
and system for determining the highest QoS providing AP), comprising:
at least two wireless access devices in the extended network( see para 31-36 and Figs. 1-3, i.e.,
multiple APs ); and at least one wireless device having a wireless connection to a least one of
the wireless access devices(see para 38-44 and Figs. 1-3. i.e., wireless device 240 having
connection to the AP), wherein the gateway device and/or wireless access devices include a
processor executing the extended management function to identify the wireless access device
providing the highest quality wireless connection based on wireless connection quality
information transmitted by or exchanged among the wireless access devices(see para 38-44 and
Figs. 1-3, the AP and the coordinator 260 communicating signal strength and other QoS

parameter’s to determine the best quality providing AP).

Bharghavan "530 does not explicitly teach , a gateway device configured to enable

communication between the extended network and an external network.
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Application/Control Number: 13/974,090 Page 6
Art Unit; 2474

Smadi “182 teaches, a gateway device configured to enable communication between the
extended network and an external network (see para 20-22 and Figs. 1-2, i.e., gateway |10

communicatively coupled with the external network 120),

Therefore, it would have been obvious to one of ordinary skill in the art at the time the
invention was filed to incorporate, the teaching of Smadi “182 into the communication system of
Bharghavan *530, since such modification would provide techniques for reducing RF
interference of communications with multiple Access points in in multiple networks, as

suggested by Smadi “182(see para 16).

Regarding claim 8, the combination of Bharghavan ‘530 and Smadi ‘182 teaches,
wherein the extended network is configured in a tree topology including a gateway device as a
root, one or more wireless access devyices as nodes in the tree, and a wireless device as a leaf( see
Bharghavan 530, para 24, 27, 31-34 and Fig. 2, i.e., the system coordinator, APs and wireless
devices as shown in Fig. 2).

Regarding claim 9, the combination of Bharghavan *530 and Smadi * 182 teaches,,
wherein each wireless access device is configured to generate wireless connection quality
information for received packets from the wireless device in consideration and to transmit the
wireless connection quality information to one or more wireless access devices in the extended
network (see Bharghavan “530, para 38-44 and Figs. 1-3, each of the APs generating quality
information based on messages received trom the wireless device and transmitting the quality

information to other AP/coordinator),
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Application/Control Number: 13/974,090 Page 7
Art Unit: 2474

Regarding claim 10, the combination of Bharghavan 530 and Smadi "182 teaches,
wherein at least one wireless access device is configured to initiate a connection between the
wireless access device having the highest quality wireless connection for the wireless device and
the wireless device (sce Bharghavan 530, para 40-41, 48 and Figs. 1-3, i.e., initiating handoff
procedure to the AP with highest quality).

Regarding claim 11, the combination of Bharghavan *530 and Smadi *182 teaches,
wherein at least one wireless access device is further configured to initiate the connection to the
wireless access device having the highest wireless connection quality based on a connection
check between at least one the wireless device and the wireless device (see Bharghavan®530,
para 40-41. 48 and Figs. 1-3. i.e., initiating handoff procedure to the AP with highest quality).

Regarding claim 12, the combination of Bharghavan *530 and Smadi “182 teaches,
wherein the current wireless access device is further configured to check the connection quality
for the wireless device on a periodic interval (see Bharghavan '530, 101, 102, periodically
checking connection quality).

Regarding claim 13, the combination of Bharghavan “530 and Smadi 182 teaches,
wherein the wireless connection quality includes at least one of a wireless signal strength, a noise
level. a connection capability for a wireless device. a connection capability for a wireless access
device, an extended network topology. a utilization status and a connection path quality( see
Bharghavan 530, para 24, 40, 44 and Figs. 1-3, i.e., determining connection quality based on
signal strength).

Regarding claim 14, the combination of Bharghavan *530 and Smadi *182 teaches.

wherein the connection path quality for a wireless device is the connection quality between the
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wireless device and the gateway device( see Bharghavan *530, para 24, 40, 44 and Figs. 1-3, i.e..
determining connection quality based on signal strength).

Regarding claim 15, the combination of Bharghavan “530 and Smadi “182 teaches.
wherein a first wireless access device is further configured to initiate the connection between the
wireless access device having the highest wireless connection quality and the wireless device
based on a connection check between at least one wireless access device and the wireless device,
wherein the wireless access devyice having the highest wireless connection quality may be the
first wireless access device(see Bharghavan®530, para 40-41, 48 and Figs. 1-3. i.e.. initiating
handoff procedure to the AP with highest quality).

Regarding claim 17, the combination of Bharghavan *530 and Smadi 182 teaches,
further including transmitting or exchanging the wireless connection quality information from a
wireless access device to/with other wireless access devices in the extended network (see
Bharghavan *530, para 38-44 and Figs. 1-3, each of the APs generating quality information
based on messages received from the wireless device and transmitting the quality information to
other AP/coordinator).

Regarding claim 18, the combination of Bharghavan ‘530 and Smadi “182 teaches.,
wherein at least one wireless access device is configured to initiate a wireless connection
between the wireless access device having the highest quality wireless connection for the
wireless device and the wireless device (see Bharghavan ‘530, para 40-41, 48 and Figs. [-3, i.e.,
initiating handoff procedure to the AP with highest quality).

Regarding claim 19, the combination of Bharghavan *530 and Smadi " 182 teaches..

wherein at least one wireless access device is further configured to initiate the wireless
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connection with the wireless device having the highest wireless connection quality based on a
connection check between at least one wireless access device and the wireless device( see
Bharghavan 530, para 40-41, 48 and Figs. 1-3. i.e., initiating handoff procedure to the AP with
highest).

Regarding claim 20, the combination of Bharghavan *530 and Smadi “182 teaches.
wherein the wireless connection quality includes at least one of a wireless signal strength, a noise
level, a connection capability for a wireless device, a connection capability for a wireless access
device, an extended network topology, a utilization status and a connection patch quality( see
Bharghavan “530, para 24, 40, 44 and Figs. 1-3, i.e., determining connection quality based on
signal strength).

Regarding claim 21, the combination of Bharghavan 530 and Smadi “1¥2 teaches.,
wherein a first wireless access device is further configured to initiate the wireless connection
between the wireless access device having the highest wireless connection quality and the
wireless device based on a connection check between at least one wireless access device and the
wireless device., wherein the wireless access device having the highest wireless connection
quality may be the first wireless access device( see Bharghavan *530, para 40-41, 48 and Figs. 1-
3. i.e., initiating handoff procedure to the AP with highest quality).

0. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Awet Haile whose telephone number is (571)270-3114. The
examiner can normally be reached on Monday through Friday 8:30 AM - 4:30 PM EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael Thier can be reached on (571) 272-2832. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system. see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system. call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/AWET HAILE/
Primary Examiner. Art Unit 2474
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To: docketing@boylefred.com,,

From: PAIR_eOfficeAction@uspto.gov
Cec: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 23598

Jun 09, 2015 05:32:57 AM
Dear PAIR Customer:

BOYLE FREDRICKSON S.C.
840 North Plankinton Avenue
MILWAUKEE, WI 53203
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 23598 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date  Attorney Docket No.
13974090 CTNF 06/09/2015 2188.047
892 06/09/2015 2188.047

To view your correspondence online or update your email addresses. please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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0\ ) UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
Inited States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

.0, Box 1450

Alexnndria, Virginia 22313- 1450

W LEPL o

APPLICATION NO, l FILING DATE I FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. l CONFIRMATION NO. I
13/974.040 08/23/2013 Yu-Te Lin 2188.047 4517
23598 ] JaAr201s 2 e
e e a EXAMINER
BOYLE FREDRICKSON S.C. | |
840 North Plankinton Avenue HAILE, AWET A
MILWAUKEE, WI 53203
I ART UNIT I PAPER NUMBER |
2474
| NUTIFICATION DATL [ PRLIVERY MOD |
10/01/2015 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply. if any. is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following e-mail address(es):

docketing @boylefred.com

PIOL-90A (Rev. 04/07) TP Link Ex. 1004
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Application No. Applicani(s)
Z v : 13/974,090 LIN ET AL.
Applicant-Initiated Interview Summary i :
Examiner Art Unit
AWET HAILE 2474

All participants (applicant, applicant’s representative, PTO personnel):

(1) AWET HAILE. (3) .

(2) Michael S. Brayer. ()

Date of Interview: 24 September 2015.

Type:  [{ Telephonic [ Video Conference
[] Personal [copy given to: []applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes B No.
If Yes, brief description:

Issues Discussed []101 [1112 [J102 X103 [JOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed; 1-21.

Identification of prior art discussed: Bharghavan et al (US 2015/0043530 A1) and Smadi (US 2014/0241182 A1) .

Substance of Interview
(For each issue discussed. provide a detailed deseription and indicate il agreement was reached. Some topics may include: identification or clarilication of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references ete...)

Applicant's representative explained the differences between the present invention and the cited references.
However, no immediate agreement was reached regarding the allowability of the pending claims. .

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the Interview, (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable petiod of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, 1o file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the subsiance of any interview of record, A complete and proper recordation of
the substance of an interview should include the items listed in MPEF 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[] Attachment

(AWET HAILE/
Primary Examiner, Art Unit 2474

LS. Palent:and Tradamark Office
PTOL-413 (Rev_8/11/2010) Interview Summary Paper No. 20150924A
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any flace-1o-face, video conference, or telephone interview with regard to an application must be made of record In the
applicatinn whether or nof an agreement with the examiner was reached af the interview.

Title 37 Code of Federal Regulations (CFR) § 1,133 Interviews
Paragraph (b)

In every instance where reconsideration |s requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranling favorable acliofn must be liled by the applicant  An interview daes not remaove the necessily for reply to Ollice aclion as specified in §§ 1111, 1 135. (35 U.S.C. 132)

37 CFR §1.2 Business {o be fransacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Olfice will be based exclusively on the written record in the Office. No attention will be paid o
any alleged oral promise, stipulation, or understanding in relation to which there is disagreerment or doubt,

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner's responsibility to see that such a record is made and lo correct material inaccuracies
which bear directly on the guestion of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely 1o restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record s required,

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed fo the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Sefial Number)

~Name of applicant

—Name of examiner

— Date of interview

—Type of interview (telephonic, video-conterence, or personal)

—hame of participant(s) (applicant, attorney or agent, examiner, other PTO personinel, etc.)

—An indication whether or not an exhibit was shown or a demonstration conducted

—An identification of the specific prior art discussed

- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner 1o the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a compleie and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below conceming the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A briel description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner.

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire 1o emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner )

6) a general indication of any other pertinent matiers discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. |f the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record,

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement atiributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK" on the
paper recording the substance of the interview along with the date and the examiner’s initials,
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To: docketing@boylefred.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 23598

Oct 01, 2015 05:33:42 AM
Dear PAIR Customer:

BOYLE FREDRICKSON S.C.
840 North Plankinton Avenue
MILWAUKEE, WI 53203
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 23598 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accampanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
13974090 INTV.SUM.APP  10/01/2015 2188.047

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action' on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 am. to 12:00 a.m.
Thank you far prompt attention to this notice,

LUNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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IN THE UNITED STATES PATENT AND TRADEMARK OFYICE

Serial No.: 13/974.,090 Examiner: Haile, Awet

Filing Date; Aug, 23,2013 Group Art Unit: 2474

lnventor: Lin, et al. Attorney Docket No.: 2188.047
Confirmation No.: 4517 Customer Account No.: 23598
Title: Svstem and Method for Configuring Device Connections in an

Extended Network Environment

RESPONSE TO NON-FINAL OFFICE ACTION MATLED JUNE 9, 2015

Mail Stop Amendment
Commissioner for Patents
Post Office Box 1450
Alexandnia, VA 22313-1450
Dear Sir:
This amendment is being submitted in response to the Non-Final Office Action
mailed June 9, 2015. This response is being filed with a Petition for a one (1) month
Extension of Time,

Amendments to the claims begin on page 2 of this paper.

Remarks begin on page 7 of this paper.

0891 716.D0OC 1 |
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Response to Office Action Mailed June 9, 2015
U.S. Appl. Ser. No. 13/974,090
Page -2-

AMENDMENTS TO THE CLAIMS

The following listing of claims replaces all previous listings of claims in the
present application.

1. {Currently Amended) A netweredeviee gateway rouvier configured to

facilitate wireless connection management in an extended wireless network, comprising:

a network device input connected at least indirectly to an internal network
and configured to communicate a plurality of data packets to and from at least one
computer system;

a network device output connected at least indirectly to an external network
and configured to communicate the plurality of data packets to and from at least
one computer system; and

a computer processor configured to execute steps, including

receiving packets from a wireless device,
identifying the wireless device within a table of wireless devices
connected to a wireless access device in an extended wireless network,

generating wireless connection quality information for the wireless

device specific to the wireless access device. the wireless connection

qualiny mfonmation mchuding wireless connection gquality information for &

least one indirect conymuntcation path.

2 (Original) The network device of claim 1, wherein the computer processor
is further configured to transmit the wireless connection quality information to other

wireless access devices in the extended network.

3 (Original) The network device of claim !, wherein the computer processor

is further configured to receive wireless connection quality information from a plurality
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