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(57) ABSTRACT

A method and apparatus are described including collecting
network information, determining an association, bandwidth
allocation and routing scheme based on the collected network
information, notifying a mesh access point of the association,
the bandwidth allocation and the routing scheme and notify-
ing a client node of its association information. Also
described are a method and apparatus including measuring
link quality and channel conditions, reporting results of the
measuring act to a controller, receiving a routing decision and
data forwarding instructions from the controller and forward-
ing the routing decision and the data forwarding instructions
to aclientnode. Further described are a method and apparatus
including measuring link quality and channel conditions,
reporting results of the measuring act to a controller, receiv-
ing association instructions from the centralized controller
and updating previously stored association instructions with
the received association instructions.
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JOINT ASSOCTATION, ROUTING AND RATE
ALLOCATION IN WIRELESS MULTI-HOP
MESH NETWORKS

FIELD OF THE INVENTION

[0001] The present invention relates to wireless municipal
mesh networks and in particular to a method and apparatus for
providing joint association, routing and rate allocation in a
fair manner.

BACKGROUND OF THE INVENTION

[0002] In multi-hop wireless networks, it has been shown
that interference has a significant impact on network perfor-
mance. In one prior art study, the throughput of wireless
networks under two models of interference was investigated
using a protocol model that assumed interference to be an
all-or-nothing phenomenon and a physical model that con-
sidered the impact of interfering transmissions on the signal-
to-noise ratio. Another prior art study considered the impact
of interference on multi-hop wireless network performance.
Itused a conflict graph to model the effects of wireless inter-
ference and presented methods for computing upper and
lower bounds on the optimal throughput for the given network
and workload.

[0003] In addition to throughput, fairness is an important
aspect in wireless mesh networks. Fairness has been exten-
sively studied in wireless networks. Yet another prior art study
showed that use of current IEEE 802.11 media access proto-
cols for wireless backhaul networks can result in severe
unfairness and even starvation for flows farther away from a
gateway. Accordingly, the researchers developed a distributed
layer 2 fairness algorithm to achieve fairness at the mesh
access point (MAP)-aggregate granularity. In another study,
the researchers proposed scheduling schemes for maximizing
the sum of user utility in wireless networks, and pointed out
that max-min fairness can be achieved as a special case using
a certain choice of utility function. To derive a solution for
max-min fair bandwidth allocation, other researchers used a
network model with a number of simplifying assumptions.
For example, they assumed that links that do not share nodes
will never contend for channel access. Moreover, only single-
hop flows were considered. Other prior art studied arbitrary
link contention graphs, but once again only considered
single-hop flows. In yet another prior art study, the research-
ers focused on fair bandwidth allocation in multi-hop wire-
less local area networks (WL ANSs). Given a determined tree
structure, fair bandwidth allocation was performed via a
Pump-and-Drain operation. In addition, the researchers
designed an algorithm to construct a tree structure for improv-
ing throughput. However, none of the prior art studies jointly
addressed the problem of association, routing and bandwidth/
rate allocation in wireless mesh networks.

[0004] It is desirable to have a method and apparatus to
jointly address the issues of association, routing and band-
width/rate allocation in order to allocate the largest possible
bandwidth to the participating stations while simultaneously
allocate that bandwidth in a fair manner (as evenly as pos-
sible).

SUMMARY OF THE INVENTION

[0005] Inawireless municipal mesh (muni-mesh) network,
the association mechanism, by which the client stations
(STAs) become affiliated with the mesh access points
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(MAPs), and the routing algorithm, through which the logical
topology of the relay backhaul is determined, organize the
MAPs and the STAs into a two-tiered communication struc-
ture. As used herein, “/” denotes alternative names for the
same or similar components or structures. That is, a “/” can be
taken as meaning “or” as used herein. In the present invention,
the problem of joint association, routing and bandwidth/rate
allocation in wireless muni-mesh networks is investigated,
motivated by the observation that the communication struc-
ture determined by association and backhaul routing affects
the resulting allocated rates. Wireless interference is modeled
using a conflict graph that captures the components specific to
the two-tiered muni-mesh networks. The optimization goals
are to maximize the network throughput and at the same time,
to improve the fairness. First, a Linear Programming (LP)
problem is formulated with the objective of maximizing the
throughput. However, simply maximizing the throughput
may lead to a severe bias on rates allocated to STAs. In order
to achieve a good tradeoff between throughput and fairness, a
max-min fairness model is considered. A rigorous formula-
tion is provided to maximize the network throughput with a
guaranteed maximum minimum rate allocation. Optimal
algorithms for joint association, routing and rate allocation
are developed herein for the cases allowing multiple MAP
association and multi-path backhaul routing. Then the con-
straints of integral association and single-path routing are
considered. If integral association and single-path routing are
necessary, the problem formulation falls into mixed integer
non-linear programming, which is NP-hard in general. To this
end, a method to decouple the problems of logical topology
construction and rate allocation is described. A heuristic
method is used to construct the two-tiered logical communi-
cation topology and then bandwidth is allocated to the STAs
within the determined logical topology.

[0006] Wireless municipal mesh (muni-mesh) networks
are emerging as a promising solution for last-mile broadband
Internet access. Unlike flat ad hoc networks, a mesh network
has a hierarchical architecture, as shown in FIG. 1. The upper
layer (also referred to as relay layer) includes mesh access
points (MAPs). The MAPs are interconnected via wireless
links to form a multi-hop backhaul, providing network access
and data forwarding for the client stations (STAs). Some of
the MAPs connect to the wired Internet backbone. These
MAPs are referred to as gateways. Client nodes/STAs (e.g.,
laptops, computers, processors, mobile terminals, personal
digital assistants (PDAs), dual-mode smart phones, etc.) form
the lower layer (also referred to as access layer). The STAs
associate themselves with nearby MAPs to access the net-
work. A STA does not participate in packet relay and routing
process, i.e. it is oblivious of the backhaul topology behind
the MAPs. A STA simply sends (or receives) packets to (or
from) its associated MAP, in the same way as it does in a
single-hop WL AN. Packet delivery in the wireless backhaul
is handled by the MAPs through backhaul routing. In general,
the relay layer and the access layer work on orthogonal chan-
nels to avoid interference.

[0007] It is expected that most of the data traffic in a wire-
less muni-mesh network is between the STAs and the Internet
through the MAPs and gateway(s). Such traffic needs to be
efficiently delivered on the bandwidth-limited wireless chan-
nel through the access link (access layer) and the multi-hop
backhaul path (relay layer). In addition, it is important to
fairly allocate the limited bandwidth to all STAs, i.e. control
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the amount of traffic that a STA can send to or receive from the
mesh network since users commonly pay the same flat rate to
get Internet access.

[0008] In the present invention, the problem of joint asso-
ciation, routing and rate allocation in wireless mesh networks
is investigated with the objectives of maximizing the network
throughput and improving the fairness. Due to the shared
nature of wireless medium, transmissions in a common
neighborhood will interfere with each other, which make the
rate allocation problem completely different from that in the
wired networks. In a wireless muni-mesh network, there is a
link between any pair of nodes (STAs and MAPs) if they are
in direct transmission range of each other. A node here
includes either a STA ora MAP. However, it is association and
backhaul routing that determine the set of STA-MAP and
MAP-MAP links that are actually being used and carry the
data/traffic. Consequently, all the nodes (MAPs and STAs)
are organized into a logical topology for communications.
Since different logical topologies consist of different sets of
links and have different interference patterns, the particular
logical topology determines how much bandwidth a STA can
be allocated under a given rate allocation policy. Itis desirable
that the total rate/bandwidth allocated to the STAs is as large
as possible and the rate/bandwidth is allocated to each STA as
evenly as possible in terms of fairness.

[0009] A method and apparatus are described including
collecting network information, determining an association,
bandwidth allocation and routing scheme based on the col-
lected network information, notifying a mesh access point of
the association, the bandwidth allocation and the routing
scheme and notifying a client node of its association infor-
mation. Also described are a method and apparatus including
measuring link quality and channel conditions, reporting
results of the measuring act to a controller, receiving a routing
decision and data forwarding instructions from the controller
and forwarding the routing decision and the data forwarding
instructions to a client node. Further described are a method
and apparatus including measuring link quality and channel
conditions, reporting results of the measuring act to a con-
troller, receiving association instructions from the centralized
controller and updating previously stored association instruc-
tions with the received association instructions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The present invention is best understood from the
following detailed description when read in conjunction with
the accompanying drawings. The drawings include the fol-
lowing figures briefly described below where like-numbers
on the figures represent similar elements:

[0011] FIG.1is a schematic diagram of a network at which
the present invention is directed.

[0012] FIG.2ais aschematic diagram of a3 MAP network.
[0013] FIG. 24 is a connectivity graph of the 3 MAP net-
work of FIG. 2a.

[0014] FIG. 2c¢ is a conflict graph of the connectivity graph
of FIG. 2b.
[0015] FIG. 3 is a flowchart of an exemplary embodiment

of the method of the present invention in the gateway where
the mesh network has a centralized controller and the mesh
network uses a centralized MAC protocol.

[0016] FIG. 4 is a flowchart of an exemplary embodiment
of'the method of the present invention for a MAP, the system
having a centralized controller and using a centralized MAC
protocol.
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[0017] FIG. 5 is a flowchart of an exemplary embodiment
of the method of the present invention for a STA, the system
having a centralized controller and using a centralized MAC
protocol.

[0018] FIG. 6 is a flowchart of an exemplary embodiment
of the method of the present invention for a centralized con-
troller using a distributed MAC protocol.

[0019] FIG. 7 is a flowchart of an exemplary embodiment
of the method of the present invention for a STA, the system
having a centralized controller and using a distributed MAC
protocol.

[0020] FIG. 8 is a flowchart of an exemplary embodiment
of'the method of the present invention for a MAP, the system
having a centralized controller and using a distributed MAC
protocol.

[0021] FIG. 9 is a block diagram of an exemplary embodi-
ment of a gateway in accordance with the principles of the
present invention.

[0022] FIG. 10is ablock diagram of an exemplary embodi-
ment of a MAP in accordance with the principles of the
present invention.

[0023] FIG. 11is ablock diagram of an exemplary embodi-
ment ofa STA in accordance with the principles ofthe present
invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0024] Referring to FIG. 1, a network system considered in
the present invention is illustrated. The network system
includes three elements: relay nodes (RNs) 105 (e.g., MAPs),
client STAs (end devices) 110, and gateway(s) 115 (base
station). The relay nodes may have multiple physical radio
interfaces or a single physical radio interface divided into
multiple logical interfaces. One or more physical or logical
radio interfaces is an access interface. The other interfaces are
relay interfaces. The access interface is used for end-users/
client nodes/STAs to associate with one or more MAPs/RNs
for accessing the network, while the relay interfaces are used
to construct a backbone multi-hop wireless network for
packet forwarding between relay nodes. One or more relay
nodes connect to the wired infrastructure 120 through wired
Internet backhaul interface 125, acting as the Internet gate-
way(s) or base station. Clients/end devices/STAs 110 do not
participate in packet relay or routing process, and need to
associate with one or more MAPs/RNs 105 to gain access to
the network. The STAs 110 just send (or receive) packets to
(or from) their associated MAPs 105. The rest of the packet
delivery from the source to the destination is performed by the
relay nodes 105 using a routing protocol. In the system model
of the present invention, all the wireless interfaces are half-
duplex, i.e., the interfaces can only either transmit or receive
at a given time.

[0025] Itis expected that most of the traffic in an infrastruc-
ture multi-hop network will be traffic to/from the wired net-
work or Internet. In the present invention, focus is placed on
improving the performance of communications between a
client/STA and the outside wired Internet via the gateway/
base station. To ensure the connectivity of the backhaul, the
relay interfaces of all the MAPs are tuned to a common
channel. Each MAP supports two interfaces. A MAP’s access
interface provides network access for the STAs associated
with the MAP and the MAP’s relay interface is used to con-
struct and communicate over the backhaul relaying data/traf-
fic between the gateway and the STAs associated with the
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MAP. Note that with modifications to the conflict graphs, the
method of the present invention can be generalized to multi-
radio multi-channel networks as well. In the access layer, the
overlapping cells are tuned to operate on orthogonal channels
to avoid inter-cell interference. The relay interface and the
access interface also work on orthogonal channels so that the
communications at the access layer and at the relay layer do
not interfere with one another. A client device/STA only
needs to support one single interface for access. The working
channel for this interface is determined by the MAP(s) with
which the STA is associated. It is assumed that each node
transmits at the same fixed transmission power, i.e., there is a
fixed transmission range T, and a fixed interference rage I,
associated with each node. In the network, only STAs gener-
ate data/traffic. MAPs relay packets between the STAs and
the gateway(s).

[0026] Given a mesh network with M MAPs and N STAs, a
connectivity graph G(V™*, E) is derived as follows, where
V*=V _+V._. Every vertex aeV , corresponds to a MAP in the
network. An edge e=(a,,a,)eE corresponds to a wireless link
between a,eV, and a,eV, if d(a,,a,)=T, where d is the
Euclidean distance between a, and a,. Each vertex ueV_ is a
STA. There is an edge between uand v if d(u,v)=T, and veV,
is a MAP. The edge (u,v) corresponds to a wireless link
between STA u and MAP v. The second condition means that
STAs only communicate with MAPs. Direct communication
between two STAs is not allowed. That is, the STAs do not
form a peer-to-peer network among themselves.

[0027] Inthe following, a protocol model is used to define
the conditions for a successful wireless transmission and the
interference is modeled using a conflict graph. In the protocol
model, a transmission between node i and node j is successful
if all of the following conditions are satisfied:

[0028] 1. Node i and node j communicate on the same
channel

[0029] 2.d(i, j)=T,, where d(i.j) is the distance between i
and j

[0030] 3. Any node k, such that d(k,1)=1, or d(k, =1,

remains silent during the transmission

The third condition means that both the sender and the
receiver be free of interference. The sender should be free of
interference in order to receive the receiver’s acknowledge-
ment successfully. Since every node transmits at the same
fixed power and radio is inherently a broadcast medium
where the communication channel is shared between multiple
adjacent nodes within interference range, the interference
area ofanode i can be imagined as a disk D, centered at i with
radius 1. Without confusion, D, is also used to denote the set
ofnodes covered by disk D, and on the same channel as1i, i.e.,
D, is used to denote the set of interfering nodes of node i.
Using this definition, the set of links/edges interfering with a
link e=(i,j) can be written as:

I={(u,v)lueD; or ueD; or veD; or veD;}

[0031] To incorporate wireless interference into the prob-
lem formulation, a conflict graph, G'(V',E') is defined, whose
vertices correspond to the links of the connectivity graph G.
There exists an edge in G'(V',E") between the vertices e, =(x,
y) and e,=(u,v) if in G the links e, and e, interfere with each
other, i.e., they cannot be active at the same time. Based on the
protocol model, an edge is drawn if (u,v) is covered by I, or
1,,. In the backhaul relay layer, this encompasses the case
where a conflict arises because links (X,y) and (u,v) having an
endpoint in common (since relay interfaces work on the same
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channel, two links sharing an endpoint lie in the interference
set of each other). However, things are different for the access
layer. Each STA supports only one access interface. The
working channel of the interface is not pre-configured.
Instead the working channel is dynamically tuned to one of
the associated MAPs’ working channels. In the problem for-
mulation, dynamic fractional association is permitted, i.e., a
STA can associate with more than one MAP, which implies
that a STA needs to work on multiple channels in a time-
division manner since it has only one radio. Potentially,a STA
can associate with all the MAPs within its range T,, so there
is a link between the STA and each of such MAPs in the
connectivity graph G. Based on the conflict graph construc-
tion described above, there would be no edge between any
pair of these links in G' because these links work on orthogo-
nal channels. However, due to a single radio each STA has,
these links cannot be active at the same time. That is, a STA
can work only on one channel and transmit to one MAP at a
time. Therefore, the interference set of a STA-MAP link
explicitly includes the links that share the same radio as the
given link, and consequently an edge is drawn between any
pair of such links in the conflict graph G'. Using the conflict
graph, the set of links interfering with a link e=(x,y) can be
represented in another way:

I,={el(e,e"eE"}

[0032] FIG. 2a illustrates the construction of the connec-
tivity graph and the conflict graph in a 3-MAP network, where
MAP A is the gateway 205. MAP B 210 and MAP C 210 have
a link to A but are out of each other’s range. The three MAPs
work on channel chl in the backhaul. The STA S 215 can
potentially associate with both B and C whose access inter-
faces work on orthogonal channels ch2 and ch3 respectively.
FIG. 2b is essentially the same graph as FIG. 24 but with all
of the elements represented as points. That is, gateway 205,
MAP B 210, MAP C 210 and STA S 215 are all represented
by a filled in circle. FIG. 2a is a schematic view ofthe 3 MAP
network and FIG. 25 is a connectivity graph of the same 3
MAP network. FIG. 2¢ is a conflict graph showing while STA
S can connect to both MAP B and MAP C, since it has only
one radio interface STA S can only communicate with either
MAP B or MAP C at any given time. The BS link and the CS
link are on the conflict graph because STA S has only one
radio. Gateway 205 can communicate with either or both
MAP B or MAP C. However, since the AB link and the AC
link have a common endpoint there is a conflict.

[0033] Next, mathematically formulating the joint associa-
tion, routing and rate allocation problem is described. Sup-
pose that there are M MAPs and N STAs in the network. To
reach the performance upper limits, fractional association
and multi-path routing are first allocated, i.e., a STA can
associate with multiple MAPs and in the backhaul a traffic
flow can be routed through multiple paths to the gateway. The
rate allocation vector for the STAs is denoted by r={r, lieV,
jeV,}, wherer, is therate allocated to STA i for its association
with MAP j. The total rate allocated to STA i is therefore
r=2r, and the network throughput is S(r):Zi:lNZj:1 Ty
When a STA is allocated a total rate of r,, it can communicate
with the wired network through the gateway with the total rate
ofr,. An M-element vector f=[f|, f,, . . . f, ] denotes the traffic
volumes at each MAP, where {; represents the total traffic
aggregated for j’s associated STAs. Under multi-path routing,
{; may be distributed to multiple paths and cross different set
of links to the gateway. R, is used to denote how much
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bandwidth on link e is allocated for transmitting a flow
belonging to f. The capacity of a link e=(u, v)eE is denoted
withC,,, or C,.

[0034] First, the LP formulation to determine association,
routing and rate allocation to maximize the throughput is
presented. In the following, h(e) and t(e) are used to denote
the head (the sender) and the tail (the receiver) of a link e,
respectively. “gw” is used to denote the gateway. The LP
problem is called the Maximum Throughput Rate Allocation
(MTRA) problem.

N
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[0035] Ininequalities (2) and (3), R, /C,, the fraction of STA

i’s time to send its own traffic to MAP j. (2) presents the radio
constraint on a STA (the STA transmits to multiple associated
MAPs in a time-division manner), indicating that the total
rate allocated to STA i should not require more transmission
time than STA iactually has. The inequality (3) means that the
total traffic imposed on MAP j by its associated STAs should
require no more receiving time than MAP j has. Equations
and inequalities (4)-(8) present the law of flow conservation.
Inequality (4) states that a MAP’s traffic is the sum of the
traffic from its associated STAs. Equation (5) shows that
MAP j’s traffic is distributed to its outgoing links, however,
the sum of the rates on these links should equal f,. Equation
(6) indicates that in the backhaul there is no flow belonging to
f; on incoming links to MAP j since j is the source to the
gateway. Equation (7) holds that there is no flow belonging to
f; on outgoing links of the gateway, because gateway is the
sink. Equation (8) represents that, for any MAP, except the
source to the gateway in the backhaul and the gateway, the
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amount of incoming flow is equal to the amount of outgoing
flow. Inequality (9) is the condition of feasibility, which
accounts for wireless interference and represents that the total
usage of the links in an interference set should not exceed 1.
The objective of equation (1) is to maximize the network
throughput.

[0036] Itis shown below that rate allocation with the objec-
tive to maximize the network throughput may result in a
severe bias among STAs, i.e., some STAs are allocated very
high rates, while others are starved. In wireless muni-mesh
networks, it is important to fairly allocate resources among
STAs because users generally pay the same flat rate to get
Internet access service. Next, the fairness issue is addressed
based on a max-min fairness model. The LP formulations are
presented to maximize the minimum rate allocated to the
STAs and then to maximize the throughput with the max-min
rate guaranteed. This problem is called Max-Min Rate Allo-
cation (MMRA) problem and is formulated in two steps.

Step 1:

r = max Fpp (1
Subject to:
Constaints (2) — (9)

Yij Z Fmin 12)
Jii ek

VieV,
rz0,R=20,f20,rm, =0 (13)

Step 2:

14

M
S = max Zr;j

J=1

M=

i

Subject to
Constraints (2) — (9)

Z ryzr as)
Jii. ek
VieVs
r=0,R=0,f=0

[0037] In step 1, the minimum rate (r,,,,) allocated to the
STAs is maximized. Since a STA can associate with multiple
MAPs, the total rate allocated to a STA, for example STA 1, is
=2, hexty» Where j is a MAP with which STA i associates.
The first eight conditions, equations and inequalities (2)-(9),
are the same as in the maximum throughput rate allocation
problem. Inequality (12) states that the rate allocated to any
STA should be no less than r,,,,,. By solving this LP problem,
itis ensured that for any other rate allocation vector {r',}, the
minimum rate allocated is min{r',}=r*. The resulting rate
allocation from step 1 ensures the maximum minimum rate
allocation value, however, it may not efficiently use the net-

work resources.

[0038] In step 2, the network throughput is maximized
while making sure that each STA is allocated a rate of at least
r*. Therefore, solving step 1 to obtain r* and then solving step
2 can provide maximum throughput while ensuring max-min
fairness.

[0039] So far, fractional association and multi-path routing
have been considered. In fractional association and multi-
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pathrouting a STA can associate with multiple MAPs and the
traffic from a source may be routed to the gateway via mul-
tiple paths. Many existing association schemes are confined
to integral association, where a STA associates with only one
MAP. Many current routing protocols are restricted to single-
path routing. It is, therefore, useful to derive the performance
bounds for integral association and single-path routing. The
method by which integral association and single-path routing
are introduced is by adding two sets of 0-1 variables, a, €{0,1}
and u, €{0,1} where a,, indicates whether or not STA i asso-
ciates with MAP j, while u indicates whether or not the link e
is used by a flow belonging to {,. The problem formulations
described above can be extended for integral association and

single-path routing by replacing r,; with a,r,; and R; , with

u, R, , and adding the following two conditions:

[0040] 1.Ateach STAL, X, ,.za,~1, wherea, e{0,1}
[0041] 2. Forany f, atany MAPa,2_, ., u =1, where
u, € 10,1}

[0042] The first condition states that a STA can associate

with only one MAP. The basic idea of the second condition is
that in a single-path routing, at any MAP a, there is at most
one outgoing link that carries flow j. This problem formula-
tion falls into mixed integer non-linear programming. In
theory, solving such a problem is NP-hard.

[0043] To avoid solving a NP-hard problem under integral
association and single-path routing, a method to decouple the
problems of association, routing and rate allocation is
described. Heuristic association and routing algorithms are
presented to construct the logical topology used for commu-
nications, and then perform rate allocation within this logical
topology. This scheme is practical but gives sub-optimal solu-
tions.

[0044] Theairtime costspecified in IEEE 802.11sisused as
the routing metric. Airtime cost reflects the amount of channel
resources consumed by transmitting a frame over a particular
link. The airtime cost for a link is calculated as

where O is the channel access overhead, including frame
headers, training sequences, access protocol overhead, and S
is the standard test frame length. Some representative values
in IEEE 802.11b networks for these constants are: O=699 s,
and S=1024 bytes. r and E are the link data rate and the frame
error rate for the test frame size S under the current channel
conditions, respectively. These values can be estimated
locally. The cost of a path is simply the summation of the
airtime cost of the links on the path.

[0045] The routing protocol used in the backhaul is the
Hybrid Wireless Mesh Protocol (HWMP) specified in the
IEEE 802.11s standard. The HWMP defines a proactive rout-
ing mode and an on-demand routing mode. The proactive
mode permits proactively establishing a route for communi-
cations with certain critical mesh nodes such as a gateway.
With proactive routing, the data forwarding between the
MAPs and the gateway can begin immediately without route
discovery delay and extra data buffering. The on-demand
routing mode is based on the enhanced Ad Hoc On Demand
Distance Vector (AODV) protocol [IETF RFC 3561] and any
mesh node may initiate an on-demand route discovery
through route request/route reply procedure. The on-demand
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mode is for peer MAP-to-peer MAP communications. Focus
herein is on proactive routing for communications between
MAPs and gateway.

[0046] In the proactive routing mode, the gateway periodi-
cally advertises itself by broadcasting a root/route announce-
ment messages that contains a path cost field and a sequence
number. The value of the path cost is initialized to zero at the
gateway and updated at intermediate MAPs during the propa-
gation of the root/route announcement message. The
sequence number is incremented each time a root/route
announcement is sent by the gateway. Upon receiving a root/
route announcement, a MAP updates the cost of the incoming
path by adding the cost of the incoming link to the path cost
carried in the root/route announcement. If the sequence num-
ber in the received message is larger than what has been seen
up to this point in time or if the sequence number is the same
but the path cost is better than the current value, the MAP
updates its path to the gateway and rebroadcasts the root/route
announcement. The topology builds away from the gateway
as this process repeats until all the MAPs in the backhaul
receive the root/route announcement message. In this way, a
path is proactively established and maintained between each
MAP and the gateway. The established paths form a tree
rooted at the gateway. Note that other routing metrics and
routing protocol can be used in the backhaul to establish the
path between the MAPs and gateway. Note also that the
reverse paths are established by the nodes of the tree replying
to the announcement message.

[0047] In an earlier application (PCT/US ), an end-
to-end performance aware association mechanism was
taught. The association metric, called JSEL, was defined as:

JSEL=RQ,,+(1-B)C,, (16)

where Q,; was the access link metric that reflected the quality
of'the access link between the STA and the MAP. For a MAP
j and a joining STA 1,

1 S 16
Qulis == ¥, — o

;
Pneapli "

where A(j) denotes the set of STAs that currently associate
with MAPj. S is the test frame size (e.g, 1024 bytes) and r,, is
the link data rate between STA n and MAP j. E, denotes the
packet loss rate on the link between STA i and MAP j if i
transmits frames of size S at the datarate r,. C,, is the cumu-
lative cost of the backhaul path from the MAP to the gateway.
It is carried in the MAP beacon and probe response frames,
which makes such information available to the STAs. f€[0,1]
is a tunable parameter, which is used to balance the access
link quality and backhaul path quality in equation (16).
[0048] Association and backhaul routing define a logical
topology for communications in the network, i.e., indicating
which links are actually used for carrying traffic. The next
problem is to perform rate allocation within this logical com-
munication topology to maximize the throughput or maxi-
mize the throughput with guaranteed max-min rate. The two
formulated problems are denoted as MTRA-Suboptimal and
MMRA-Suboptimal, respectively.

[0049] Given the logical communication topology, i.e.,
associations of STAs with MAPs and backhaul paths between
each MAP and the gateway are known, the optimization vari-
ables are the rates allocated to the STAs. An N-element vector
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r=[r,,1,, ...,y isused to denote the rate allocation vector for
the STAs, where r, is the rate allocated to STA 1. A(j) denotes
the set of STAs that associate with MAP j, and use P(j) is used
to denote the backhaul path between MAP j and the gateway.
MAP j’s data/traffic, denoted as is the total traffic aggregated
from all j’s associated STAs. The capacity of STA 1’s access
link is denoted as C,, and for a link e in the backhaul, C,
denotes link e’s capacity. In the following, the problem for-
mulation for maximizing the throughput with guaranteed
max-min rate value is shown. The MMRA problem includes
two steps.

Step 1:
r* = max Iy, amn
Subject to:
RsCLVieV, (18)
7i .
DINCEINIENZ a9
HEAL)
S on=fiviev. (20)
HEAL)
; 21
é—f =1 @b
Ul jreepli) ¢
VeekE
Fi Z Fpin, Vi€ Vg (22)
rz0,R20, rpn =0 (23)
Step 2:
R N 24)
S= maxZ I
i=1
Subject to
=G, VieV; (25)
i . 26)
— =<1,V
TSR j€Ve
HEAL)
don=fpvieve @7
iHEAL)
; 28
g <1 28
eUl, jeeP(y ¢
VeekE
rzr,VieVs 29)
rz0,f=0, 30)

[0050] The objective of equation (17) is to maximize the
minimum rate allocated to STAs. Inequalities (18) and (25)
indicate that the rate allocated to a STA cannot exceed the
access link capacity. Inequalities (19) and (26) mean that the
total traffic imposed on MAP j by its associated STAs should
require no more receiving time than MAP j actually has.
Equations (20) and (27) state that a MAP’s traffic is the total
traffic aggregated from its associated STAs. Inequalities (21)
and (28) are the condition of feasibility, which accounts for
wireless interference. They state that the usage of the links in
an interference set should not exceed 1. Inequality (22)
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requires that the rate allocated to any STA should be no less
thanr,,,,,. After solving r*, in step 2 the throughput is maxi-
mized while making sure that each STA is allocated a rate of
at least r* as indicated in equation (24). Inequality (29) indi-
cates that the rate allocated to any STA should be no less than
r*. Inequalities (23) and (30) state that the allocated rate
should be equal to or greater than 0.

[0051] The present invention is based on a centralized
method to achieve joint optimization of association, routing
and rate allocation in two-tiered muni-mesh networks based
on a max-min fairness model. An objective is to improve the
throughput without sacrificing fairness, i.e. maximizing the
network throughput with guaranteed max-min rate alloca-
tion. In practice, it is difficult, if not impossible, to provide
short-term throughput and fairness optimization because of
the dynamics of network topology, link status and traffic. The
method described herein achieves long-term max-min fair-
ness to all the STAs. It can be used as the foundation in the
design of a muni-mesh network control system for addressing
the fairness issue that also maximizes the network through-
put.

[0052] Interms of implementation, the system and method
of the present invention first need information on the mesh
backhaul network such as physical mesh topology, link data
rate, link’s interference set, as well as information on each
STA such as the access link data rate that the STA experiences
to/from each MAP. Second, the system and method of the
present invention need a means to determine the logical two-
tier logical communication topology including backhaul
routing and STA-MAP association, and fair bandwidth allo-
cation to each STA. Third, the system and method of the
present invention need a mechanism to enforce these routing,
association and rate allocation decisions. Note that if the
wireless link is symmetric, the total bandwidth of upstream
and downstream traffic for a STA can be allocated using the
algorithm described above. Based on the traffic pattern, the
total bandwidth is divided into the upstream and downstream
flows.

[0053] FIG. 3 is a flowchart of an exemplary embodiment
of the method of the present invention in the gateway where
the mesh network has a centralized controller and the mesh
network uses a centralized Medium Access Control (MAC)
protocol such as IEEE 802.16j (multi-hop relay protocol). If
the mesh network uses a centralized MAC protocol such as
IEEE 802.16j multi-hop for relay networks, each MAP and
STA periodically conducts local measurements and estima-
tions of the necessary information such as its link data rate
and channel conditions. The collected information is reported
to the gateway, which executes the method of the present
invention to determine the optimal STA-MAP association,
backhaul routing, and bandwidth allocation to each STA
(FIG. 3). The gateway can update its decisions periodically
based on the collected information and any new information
that is collected. After determining the routing and STA-MAP
association, the gateway informs the MAPs and STAs of its
decision.

[0054] Still referring to FIG. 3, the gateway collects net-
work information from the MAPS and STAs at 305. The
gateway then determines at 310 the optimal STA-MAP asso-
ciation backhaul routing and bandwidth allocation using the
method of the present invention. The method can either
achieve maximum throughput rate allocation as described in
equations (1) to (10) or max-min rate allocation as described
in equations (11) to (15). At 315 the gateway then notifies the
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MAPs and STAs of the MAP-STA association and backhaul
routing that the gateway has determined. The gateway per-
forms the bandwidth allocation via the centralized MAC pro-
tocol. The gateway then instructs the centralized MAC pro-
tocol to schedule transmissions based on the determined
bandwidth allocation at 320. The gateway then performs a test
at 325 to determine if it receives new information and needs to
update any decisions it has made based on receiving new
information from the MAPs and the STAs.

[0055] The MAPs (FIG. 4) and STAs (FIG. 5) perform
routing and association process accordingly. Since a central-
ized MAC protocol is used, the gateway can enforce the STA’s
bandwidth allocation by scheduling the transmission.

[0056] FIG. 4 is a flowchart of an exemplary embodiment
of'the method of the present invention for a MAP, the system
having a centralized controller and using a centralized MAC
protocol. At 405 the MAP measures the link quality and
channel conditions. The MAP reports (transmits/forwards)
the measured link quality and channel conditions to the gate-
way at 410. A testis performed at 415 to determine ifthe MAP
has received a backhaul routing decision/instructions from
the central controller (resident in the gateway). If the MAP
has received a backhaul routing decision from the central
controller then the MAP updates routing and data forwarding/
transmitting instructions/policy previously stored in the MAP
and forwards the updated routing and data forwarding/trans-
mitting instructions to the STAs associated with the MAP
according to the instructions/decision received at 420. Based
on the association decision, the controller (via the MAP)
informs of'a STA which MAP the STA needs to associate with
and whether a STA currently associated with this MAP needs
to change its association to another MAP. A test is performed
at 425 to determine if the MAP is to continue. If the MAP is
to continue, then the method proceeds to 405. If the MAP is
not to continue then the MAP ceases its operation of measur-
ing link quality and channel conditions. If the MAP has not
received a backhaul routing decision/instructions from the
central controller then the method proceeds to 425.

[0057] FIG. 5 is a flowchart of an exemplary embodiment
of the method of the present invention for a STA, the system
having a centralized controller and using a centralized MAC
protocol. At 505 the STA measures the link quality and chan-
nel conditions. The STA reports (transmits/forwards) the
measured link quality and channel conditions to the gateway
at510 (via the MAP). A test is performed at 515 to determine
if the STA has received an association decision/instructions
from the central controller (resident in the gateway) via the
MAP with which the STA is associated. If the STA has
received association instructions from the central controller
(viathe associated MAP) then the STA updates its association
information according to the instructions/decision received at
520. A test is performed at 525 to determine if the STA is to
continue. If the STA is to continue, then the method proceeds
to 505. If the STA is not to continue then the STA ceases its
operation of measuring link quality and channel conditions. If
the STA has not received an association decision/instructions
from the central controller at 515 then the method proceeds to
525.

[0058] If the mesh network uses a distributed MAC proto-
col such as IEEE 802.11 Distributed Coordination Function,
the STAs and MAPs can be equipped with a module (soft-
ware, hardware or firmware or any combination thereof) that
periodically collects the information required by the method
of'the present invention. The collected information is reported
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to a central controller. The central controller makes or peri-
odically updates its decisions of the optimal STA-MAP asso-
ciation, backhaul routing, and bandwidth allocation to each
STA using the method of the present invention (FIG. 6). The
method can either achieve maximum throughput rate alloca-
tion as described in equations (1) to (10) or max-min rate
allocation as described in equations (11) to (15). The central
controller notifies the STAs and MAPs of its decision. The
STAs (FIG. 7) and MAPs (FIG. 8) perform the corresponding
association and routing process according to the central con-
troller’s instructions. Since a distributed MAC protocol is
used, a STA can be equipped with a module (software, hard-
ware or firmware or any combination thereof) that regulates
its upstream traffic into the network and the gateway can
regulate the downstream traffic for the STA. The central con-
troller may recalculate and update the optimal routing, asso-
ciation and bandwidth allocation over a relative long interval
by using the maximum throughput rate allocation algorithm
described in equations (1) to (10) or the max-min fairness rate
allocation algorithm described in equations (11) to (15).
Between two successive executions, it can only update the
bandwidth allocation within the determined logical topology
based on the rate allocation algorithm described in equations
(17) to (30). In addition, if the distributed routing and asso-
ciation method is used for constructing the logical two-tier
communication topology, the central controller only per-
forms the bandwidth allocation within the determined logical
topology using equations (17) to (30). After determining a
new bandwidth allocation, the central controller informs
the’STA of its decision. The STA updates its bandwidth allo-
cation parameters.

[0059] FIG. 6 is a flowchart of an exemplary embodiment
of the method of the present invention for a centralized con-
troller using a distributed MAC protocol. The gateway col-
lects network information from the MAPS and STAs at 605.
The gateway then determines at 610 the optimal STA-MAP
association backhaul routing and bandwidth allocation using
the method of the present invention. The method can either
achieve maximum throughput rate allocation as described by
equations (1) to (10) or max-min rate allocation as described
by equations (11) to (15). At 615 the gateway then notifies the
MAPs and STAs of the MAP-STA association and backhaul
routing that the gateway has determined. The gateway also
notifies the STAs (via their associated MAPs) of their band-
width allocation at 620. The gateway then performs a test at
625 to determine if it receives new information from the
MAPs and the STAs and needs to update any decisions it has
made based on receiving new information from the MAPs
and the STAs.

[0060] FIG. 7 is a flowchart of an exemplary embodiment
of'the method of the present invention for a MAP, the system
having a centralized controller and using a distributed MAC
protocol. At 705 the MAP measures the link quality and
channel conditions. The MAP reports (transmits/forwards)
the measured link quality and channel conditions to the gate-
way at 710 (via the MAP). A test is performed at 715 to
determine if the MAP has received a backhaul routing deci-
sion/instructions from the central controller (resident in the
gateway). If the MAP has received a backhaul routing deci-
sion from the central controller then the MAP updates routing
and data forwarding/transmitting instructions/policy previ-
ously stored in the MAP and forwards the updated routing and
data forwarding/transmitting instructions according to the
instructions/decision received at 720. A test is performed at
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725 to determine if the MAP is to continue. If the MAP is to
continue, then the method proceeds to 705. If the MAP is not
to continue then the MAP ceases its operation of measuring
link quality and channel conditions. If the MAP has not
received a backhaul routing decision/instructions from the
central controller then the method proceeds to 725.

[0061] FIG. 8 is a flowchart of an exemplary embodiment
of the method of the present invention for a STA, the system
having a centralized controller and using a distributed MAC
protocol. At 805 the STA measures the link quality and chan-
nel conditions. The STA reports (transmits/forwards) the
measured link quality and channel conditions to the gateway
at 810. A test is performed at 815 to determine if the STA has
received association decision/instructions from the central
controller (resident in the gateway). If the STA has received
association instructions from the central controller then the
STA updates the associations. A test is performed at 825 to
determine if the STA has received bandwidth allocation deci-
sions/instructions from the centralized controller. If the STA
has received bandwidth allocation instructions from the cen-
tralized controller then the STA updates the rate control
policy according to the instructions received at 830. A test is
performed at 835 to determine if the STA is to continue. If the
STA is to continue, then the method proceeds to 805. If the
STA is not to continue then the STA ceases operation of
measuring link quality and channel conditions. If the MAP
has not received a bandwidth allocation instructions from the
centralized controller then the method proceeds to 835. If the
MAP has not received association instructions/decisions
form the centralized controller (815) then the method pro-
ceeds to 825.

[0062] FIG.9 is a block diagram of an exemplary embodi-
ment of a gateway in accordance with the principles of the
present invention. The gateway has a radio interface 905,
which may be a single radio interface with multiple logical
interfaces or may be multiple radio interfaces in order to
communicate with the MAPs directly and with the STAs via
their associated MAPs. Radio interface 905 is also used to
communicate with the Internet or any other wired line net-
work via wired communication interface 910. Radio interface
905 also communicates with network information collection
module 915, which can include one or more databases, stor-
age devices or memory in order to store the link quality and
channel condition information from the MAPs and STAs that
the gateway receives from the MAPs and STAs. The network
information collection module 915 also communicates with
decision making module 920, which makes decisions regard-
ing backhaul routing, associations and bandwidth allocations
based on the information collected and stored in network
information collection module 915. Decision making module
also communicates with radio communication interface mod-
ule 905 in order to transmit the decisions it makes to the
MAPs and STAs (via their associated MAPs). Decision mak-
ing module 920 also communicates with data rate control
module and MAC protocol module 925. Data rate control and
MAC module 925 is also in communications with radio com-
munication interface module 905 in order to control the
amount of data traffic for each STA.

[0063] FIG.101isablock diagram of an exemplary embodi-
ment of a MAP in accordance with the principles of the
present invention. The MAP includes a backhaul radio com-
munication interface module 1005, which is used to commu-
nicate with other MAPs in the relay layer as well as to com-
municate with the gateway. Backhaul radio communication
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interface module also communicates with the STA-MAP
communication interface module 1010 to forward data or
control packets from backhaul to the STAs, or vice versa.
Backhaul radio communication interface module also com-
municates with routing and data forwarding control module
1015, message process module 1020 and link measurement
module 1025. Routing and data forwarding control module
1015 also communicates with message process module 1020.
Message process module also communicates with both back-
haul radio communication interface module 1005 and STA-
MAP radio communication interface module 1010. Message
process module processes messages received from or des-
tined for the STAs as well as messages received from or
destined for other MAPs in the relay layer as well messages
received from or destined for the gateway. Message process
module 1020 also communicates with link measurement
module 1025, which receives and stores link quality measure-
ment and channel condition information from the STAs with
which this MAP is associated as well as making link quality
and channel condition measurements for this MAP. Link
quality measurement module also communicates with back-
haul radio communication interface module 1005 in order to
forward/transmit the link quality and channel conditions to
other MAPs in the relay layer as well as to communicate the
link quality and channel condition information to the gate-
way. Link measurement module 1025 also communicates
with STA-MAP radio communication interface module 1010
in order to receive link quality and channel condition infor-
mation from its associated STAs.

[0064] FIG.11isablock diagram of an exemplary embodi-
ment ofa STA in accordance with the principles ofthe present
invention. The STA includes STA-MAP radio communica-
tion interface module 1105, which communicates with asso-
ciation control module 1110, message process module 1115,
rate control module 1120 and link measurement module
1125. STA-MAP radio communication interface module
1105 provides the radio communication interface to commu-
nicate with the MAPs with which this STA is associated. A
STA has only one physical radio interface but may have
multiple logical radio interfaces. That is, a STA can be asso-
ciated with multiple MAPs and if so, communicates with
them using a time division multiplexing scheme. Association
control module 1110 receives the association instructions
from the gateway (via the MAPs with which this STA is
associated) and stores the association information as well as
forming and establishing those connections via messages
exchanged between itself and its associated MAPs. The mes-
sages are exchanged via the STA-MAP radio communication
interface module 1105. Association control module 1110 also
communicates with message process module 1115, which
processes messages received from or destined for the MAPs
associated with this STA as well as messages received from or
destined for the gateway. Message process module 1115 also
communicates with rate control module 1120. Rate control
module 1120 receives the rate control instructions from the
gateway (via the MAPs with which this STA is associated)
and stores the rate control information as well as operating in
accordance with the rate control instructions. The STA also
has link measurement module 1125 that is in communication
with message process module 1115 and that measures link
quality and channel conditions in order to provide that infor-
mation to the gateway via its associated MAPs.

[0065] Itis to be understood that the present invention may
be implemented in various forms of hardware (e.g. ASIC
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chip), software, firmware, special purpose processors, or a
combination thereof, for example, within a server, an inter-
mediate device (such as a wireless access point or a wireless
router) or mobile device. Preferably, the present invention is
implemented as a combination of hardware and software.
Moreover, the software is preferably implemented as an
application program tangibly embodied on a program storage
device. The application program may be uploaded to, and
executed by, a machine comprising any suitable architecture.
Preferably, the machine is implemented on a computer plat-
form having hardware such as one or more central processing
units (CPU), a random access memory (RAM), and input/
output (I/O) interface(s). The computer platform also
includes an operating system and microinstruction code. The
various processes and functions described herein may either
be part of the microinstruction code or part of the application
program (or a combination thereof), which is executed via the
operating system. In addition, various other peripheral
devices may be connected to the computer platform such as
an additional data storage device and a printing device.
[0066] It is to be further understood that, because some of
the constituent system components and method steps
depicted in the accompanying figures are preferably imple-
mented in software, the actual connections between the sys-
tem components (or the process steps) may differ depending
upon the manner in which the present invention is pro-
grammed. Given the teachings herein, one of ordinary skill in
the related art will be able to contemplate these and similar
implementations or configurations of the present invention.

1. A method, said method comprising:

collecting network information;

determining routing, an association and bandwidth alloca-

tion based on said collected network information;
notifying a mesh access point of said association, said
bandwidth allocation and said routing scheme;
notifying a client node of said association wherein said
association is a mechanism by which said client node
becomes affiliated with said mesh access point; and
notifying said client node of said bandwidth allocation for
said client node.

2. The method according to claim 1, further comprising
scheduling a data transmission based on said bandwidth allo-
cation.

3. (canceled)

4. The method according to claim 1, wherein said collect-
ing act is accomplished via one of a centralized medium
access control protocol and a distributed medium access con-
trol protocol and wherein said method is performed by a
centralized controller resident in a gateway.

5. (canceled)

6. (canceled)

7. The method according to claim 1, wherein said deter-
mining act further comprises determining one of a maximum
throughput bandwidth rate allocation and a maximum mini-
mum bandwidth rate allocation.

8. (canceled)

9. The method according to claim 2, wherein said sched-
uling act is accomplished via a centralized medium access
control protocol.

10. The method according to claim 1, further comprising
receiving updated network information.
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11. An apparatus comprising:

means for collecting network information;

means for determining routing, an association and band-

width allocation based on said collected network infor-
mation;

means for notifying a mesh access point of said associa-

tion, said bandwidth allocation and said routing scheme;
and

means for notifying a client node of said association,

wherein said association is a mechanism by which said
client node becomes affiliated with said mesh access
point; and

means for notifying said client node of said bandwidth

allocation for said client node.

12. The apparatus according to claim 11, further compris-
ing means for scheduling a data transmission based on said
bandwidth allocation.

13. (canceled)

14. The apparatus according to claim 11, wherein said
means for collecting is accomplished using one of a central-
ized medium access control protocol and a distributed
medium access control protocol and wherein apparatus is a
centralized controller resident in a gateway.

15. (canceled)

16. (canceled)

17. The apparatus according to claim 11, wherein said
means for determining further comprises one of means for
determining a maximum throughput bandwidth rate alloca-
tion and a maximum minimum bandwidth rate allocation.

18. (canceled)

19. The apparatus according to claim 12, wherein said
means for scheduling is accomplished using a centralized
medium access control protocol.

20. The apparatus according to claim 11, further compris-
ing means for receiving updated network information.

21. A method, said method comprising:

measuring link quality and channel conditions;

reporting results of said measuring act to a controller;

receiving a routing decision and data forwarding instruc-

tions from said controller; and

forwarding said routing decision and said data forwarding

instructions to a client node.

22. The method according to claim 21, wherein said rout-
ing decision is a backhaul routing decision.

23. The method according to claim 21, wherein said
method is performed by a mesh access point.

24. An apparatus comprising:

means for measuring link quality and channel conditions;

means for reporting results of said measuring act to a

controller;

means for receiving a routing decision and data forwarding

instructions from said controller; and

means for forwarding said routing decision and said data

forwarding instructions to a client node.

25. The apparatus according to claim 24, wherein said
routing decision is a backhaul routing decision.

26. The apparatus according to claim 24, wherein said
apparatus is a mesh access point.

27. A method, said method comprising:

measuring link quality and channel conditions;

reporting results of said measuring act to a controller;

receiving association instructions from said controller; and

updating previously stored association instructions based
on said received association instructions, wherein asso-
ciation instructions permit an association to be made
between a client node and a mesh access point.
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28. The method according to claim 27, further comprising:
receiving bandwidth allocation instructions from said con-
troller; and
updating said bandwidth allocation instructions.
29. The method according to claim 27, wherein said report-
ing act is accomplished via a mesh access point.
30. The method according to claim 27, wherein said receiv-
ing act is accomplished via a mesh access point.
31. The method according to claim 27, wherein said
method is accomplished by a client node.
32. An apparatus comprising:
means for measuring link quality and channel conditions;
means for reporting results of said measuring act to a
controller;
means for receiving association instructions from said con-
troller; and
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means for updating previously stored association instruc-
tions based on said received association instructions,
wherein association instructions permit an association
to be made between a client node and a mesh access
point.
33. The apparatus according to claim 32, further compris-
ing:
means for receiving bandwidth allocation instructions
from said controller; and
means for updating said bandwidth allocation instructions.
34. The apparatus according to claim 32, wherein said
means for reporting is accomplished via a mesh access point.
35. The apparatus according to claim 32, wherein said
means for receiving is accomplished via a mesh access point.
36. The apparatus according to claim 32, wherein said
apparatus is a client node.

sk sk sk sk sk
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