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SEAMLESS MOBILITY IN WIRELESS
NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority of the following
document(s), collectively sometimes referred to herein as the
“Incorporated Disclosure”. Each of these documents forms a
part of this disclosure, and is hereby incorporated by refer-
ence as if fully set forth herein.

U.S. patent application Ser. No. 11/298,864, filed Dec. 9,
2005, in the name of inventors Vaduvur Bharghavan,
Sung-Wook Han, Joseph Epstein, Berend Dunsbergen,
and Saravanan Balasubramanian, and assigned to the
same assignee, titled “Seamless Mobility in Wireless
Networks,” now pending.

U.S. patent application Ser. No. 11/294,673, filed Dec. 5,
2005, in the name of inventors Rajendran Venugopala-
chary, Senthil Palanisamy, Srinith Sarang, and Vaduvur
Bharghavan, and assigned to the same assignee, titled
“Omni-Directional Antenna Supporting Simultaneous
Transmission and Reception of Multiple Radios with
Narrow Frequency Separation”, now pending.

BACKGROUND OF THE INVENTION

In wireless communication, devices send and receive mes-
sages without being physically coupled. Wireless devices can
include portable computers, telephones, location sensors
(such as those using GPS), and the like. Portable computers
with wireless communication capability can be coupled to a
computer network, such as the Internet or the World Wide
Web. The IEEE 802.11 standard (including 802.11a,802.11b,
and 802.11g) is one known technique for coupling wireless
devices to a computer network. In 802.11, wireless devices
seek out and select “access points” (herein sometimes called
“AP’s”), which are themselves physically coupled, for com-
puter communication, to at least a system coordinator. Each
wireless device associates itself with a particular AP, with
which it communicates. Each wireless device (which might
be moving) determines from time to time if it has good com-
munication with its associated AP, and whether it would have
better communication with a different AP. Each AP might be
coupled to a single device, a collection of devices, or to a
computer network.

In any of these cases, the known art exhibits several prob-
lems:

One problem is that handoff (deassociating a wireless
device from a 1°* AP, and associating that wireless device with
a 2" AP) can take substantial time in relation to the commu-
nication. This might constrict the wireless devices and AP’s
from using their full communication ability. This might also
reduce the ability of AP’s to provide QoS guarantees that are
needed for some uses of wireless devices, such as VoIP and
other voice or video applications.

A second problem is that each wireless device chooses the
AP it associates with, based only on local state visible to the
device. This might create a system of device-to-AP associa-
tions that results in sub-optimal usage of the wireless spec-
trum. This might result in lower performance not only for the
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2

wireless device that makes the sub-optimal association deci-
sion, but for the network as a whole, since wireless is a shared
medium.

SUMMARY OF THE INVENTION

The invention includes a set of communication links
between AP’s associated with a communication network and
any wireless devices desiring contact with that communica-
tion network, in which those communication links are oper-
ated according to a protocol in which each wireless device
selects AP’s with which to communicate. This protocol is
preferably IEEE 802.11, but might be any other protocol with
this property or of this kind. The system coordinator causes
the AP’s to operate so as to guide each wireless device to an
AP selected by the system coordinator. This has the effect
that, notwithstanding that the protocol involves having the
wireless device make the selection of AP, functionally, the
AP’s make the selection for it.

In a 1st way to perform this function, multiple AP’s share
anidentifier (preferably a Basic System Service Identifier, but
other unique identifiers might be used), with the system coor-
dinator directing one particular AP to respond to the wireless
device. As used herein, the phrase “Basic System Service
Identifier” is sometimes written as “BSSID”, or a variant
thereof. Where “BSSID” is written in a plural form (e.g.,
“BSSIDs”), or in a possessive form (e.g., “BSSID’s”), those
skilled in the art would know the appropriate elements, steps,
techniques, or ideas being referred thereto. Since each AP
uses the same BSSID to respond to the wireless device, the
wireless device cannot tell which AP it is communicating
with. This has the effect that the system coordinator can move
the wireless device’s association with an AP from a Istto a
2nd AP, both without knowledge by the wireless device and
without the delay introduced by a handoft operation. This also
has the effect that the collection of AP’s appears to the wire-
less device as if they collectively form a single cell for com-
munication, personal to that wireless device.

In a 2" way to perform their function, AP’s each maintain
identifiers substantially unique to each wireless device (pref-
erably BSSID’s, but other identifiers might be used), with the
system coordinator directing only one particular AP to main-
tain any particular wireless device’s identifier. This has the
effect that the system coordinator can move the wireless
device’s association with an AP from a 1% to a 2"¢ AP, both
without knowledge by the wireless device and without the
delay introduced by a handoff operation. This also has the
effect that the collection of AP’s appears to the wireless
device as if there is only a single AP, personal to that wireless
device.

In IEEE 802.11, each AP sends a beacon advertising its
presence, and wireless devices can decide to respond to that
beacon. When AP’s have multiple identifiers to advertise, the
AP can collect those multiple identifiers into a single beacon.
This has the effect that the AP can send fewer beacons. The
AP can also send those individual or aggregated beacons at a
relatively higher data rate, with the effect that the beacon does
not last any longer for multiple identifiers than for a single
identifier.

In cases in which the protocol indicates that the wireless
device chooses parameters for communication with the AP
(as in IEEE 802.11 and in other protocols), the AP can cus-
tomize its beacon relative to each identifier, with the effect
that the AP can force the wireless device to select from com-
munication parameters preferred by the AP (or the system
coordinator). The AP might even restrict the wireless device
to only a single set of communication parameters, with the
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effect of not giving the wireless device any effective choice.
In a preferred embodiment, those communication parameters
might include parameters for access control, backoff or retry
parameters, channel selection parameters, quality of service,
transmit power, or some combination of them.

There is no particular requirement that handoff operations
must involve actual movement of wireless devices; instead,
handoff operations might occur between co-located APs. This
has several salutary effects, at least some of which are as
follows. (1) The system coordinator can respond to changed
communication conditions by balancing loads between AP’s,
for example co-located AP’s or AP’s with overlapping effec-
tive ranges. (2) Load balancing can be performed transpar-
ently to the wireless device, even within a single channel,
without delays associated with hard handoffs to different
APs. (3) Each AP can operate simultaneously to maximize
data rate and throughput while minimizing substantial inter-
ference.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows ablock diagram of a wireless communication
system including access points and wireless devices.

FIG. 2 illustrates one embodiment of a personal cell model
for a wireless communication system.

FIG. 3 illustrates one embodiment of a personal access
point model for a wireless communication system.

FIGS. 4 and 5 show data structures used for a personal
access point model for a wireless communication system.

FIGS. 6 and 7 show conceptual diagrams of two cases that
can result in hard handoffs between wireless devices using
personal access points.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Generality of the Description

This application should be read in the most general pos-

sible form. This includes, without limitation, the following:

References to specific structures or techniques include
alternative and more general structures or techniques,
especially when discussing aspects of the invention, or
how the invention might be made or used.

References to “preferred” structures or techniques gener-
ally mean that the inventor(s) contemplate using those
structures or techniques, and think they are best for the
intended application. This does not exclude other struc-
tures or techniques for the invention, and does not mean
that those structures or techniques would be preferred in
all circumstances.

References to 1% reasons for using particular structures or
techniques do not preclude other reasons or other struc-
tures or techniques, even if completely contrary, where
circumstances would indicate that the 1% reasons and
structures or techniques are not as compelling. In gen-
eral, the invention includes those other reasons or other
structures or techniques, especially where circum-
stances indicate they would achieve the same effect or
purpose as the 1° reasons or structures or techniques.

Afterreading this application, those skilled in the art would

see the generality of this description.

DEFINITIONS

The general meaning of each of these terms or phrases is
intended to be illustrative, and in no way limiting.

—
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4

The phrase “access point”, the term “AP”, and the like,
generally refer to devices capable of wireless commu-
nication with wireless devices, and capable of wireline
communication with other devices. In preferred
embodiments, AP’s communicate with external devices
using a [.2/.3 network. However, in the context of the
invention, there is no particular requirement that AP’s
have an actual wireline communication link; AP’s might
communicate entirely wirelessly.

The phrase “multiple radios”, and the like, generally refers
to devices capable of wireless communication with
wireless devices while using multiple antennae, fre-
quencies, or both.

The phrase “1.2/1.3 network”, and the like, generally refers
to a communication network in which data packets are
transmitted in accordance with the ISO/OSI model. In
preferred embodiments, an [.2 network includes a LAN,
such as an Ethernet-type LAN, while an L3 network
includes a packet-switched network, such as multiple
LAN’s coupled using bridges or routers. However, as
noted below, in the context of the invention, where an
L2/L3 network is described there is no particular
requirement for any particular type of network, whether
designated as an [.2/[.3 network or otherwise.

2 <.

The phrases “wireless device”, “wireless device”, and the
like, generally refer to devices capable of wireless com-
munication with AP’s. In preferred embodiments, wire-
less devices implement a wireless communication stan-
dard such as IEEE 802.11a, 11b, or 11g. However, in the
context of the invention, there is no particular require-
ment (i) that this particular communication standard is
used, e.g., the wireless communication might be con-
ducted according to a standard other than 802.11, or
even according to a an IEEE standard entirely, or (2) that
all wireless devices each use the same standard or even
use inter-compatible communication standards.

The phrase “wireless communication”, and the like, gen-
erally refers to radio communication in a region of spec-
trum allocated for that purpose, or for unlicensed use. In
preferred embodiments, wireless communication
includes a wireless communication standard such as
IEEE 802.11a, 11b, or 11g. However, in the context of
the invention, there is no particular requirement that
wireless communication must necessarily (1) use radio
spectrum, (2) use electromagnetic communication, or
even (3) be entirely confined to untethered communica-
tion coupling.

Personal cells and personal access points are techniques for
communication between AP’s and wireless devices over a
communication network. In these techniques, a set of com-
munication links are provided between AP’s associated with
the communication network and any wireless devices desir-
ing contact with that communication network. The commu-
nication links are operated according to a protocol in which
each wireless device select AP’s with which to communicate.
It should be noted that this is significantly different from
cellular phone networks in which AP’s select wireless devices
with which to communicate.

Inthese techniques, the steps of operating include having a
system coordinator select information sent by the AP’s, with
the effect that wireless devices direct their communications to
AP’s chosen by the system coordinator. It should be noted
that this is also different from typical operation of the 802.11
protocol, in which the wireless devices would chose which
AP’s with which to communicate.
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Also in these techniques, multiple AP’s provide an illusion
to awireless devices that they are a single AP. An effect is that
the need for hard handoffs between AP’s is lessened.

System Elements
FIG. 1 shows ablock diagram of a wireless communication
system including access points and wireless devices.

Communication System

In one embodiment, a wireless communication system 100
includes elements shown in the figure, including at least a
system coordinator 110, a system local network 120, a set of
access points (“AP’s”) 130, and a set of wireless devices 140.

The system coordinator 110 includes elements shown in
the figure, including at least a coordinator circuit iii and a
coordinator database 112. The coordinator circuit 111
indudes a computing device, such as a processor, program and
data memory, and optionally mass storage. In cases in which
the coordinator circuit 111 includes a programmable comput-
ing device, it also operates under control of software, option-
ally distinguished as operating system software and applica-
tion software.

The coordinator database 112 includes information relat-
ing to the status of the system 100, its AP’s 130, and its
wireless devices 140. This information preferably includes
global state information about the AP’s, the wireless devices,
and the overall system. This information can be collected
fromthe AP’s and from the wireless devices through the AP’s.
The global state information can include, for example, which
AP’s are communicating with which wireless devices and
parameters for those communications. Examples of such
parameters can include, but are not limited to, identifiers and
other data used by the AP’s and wireless devices, signal
strength and/or noise level information, and parameters such
as data rate for the communications. The system coordinator
can make decisions based on global state information, for
example instructing AP’s about what identifiers and other
communication parameters to use. The coordinator circuit
111 operates with the coordinator database 112 to perform
such functions, as described further below.

The system local network 120 includes any technique for
sending and receiving information between the system coor-
dinator no and the AP’s 130. In a 1** set of preferred embodi-
ments, the system local network 120 includes an [.2/1.3 net-
work, capable of substantially reliably communicating data
packets between the system coordinator no and the AP’s 130.
However, in the context of the invention, there is no particular
requirement for using this technique.

Wireless Device

Each wireless device 140 includes elements shown in the
figure, including at least a device control circuit 141, a trans-
mitter 142, and areceiver 143. Ina 1% set of preferred embodi-
ments, the device control circuit 141 includes a computing
device preprogrammed to implement one or more of the [IEEE
802.11a, 11b, or 11g protocols, and includes one or multiple
radios. One example of a wireless device could be a telephone
or mobile computer preprogrammed to operate in a wireless
environment. However, in the context of the invention, there
is no particular requirement that the device control circuit 141
must be preprogrammed; it may instead include program-
mable memory, data memory, and optionally mass storage.
One example of this distinct type of wireless device could be
a mobile computer programmable to discover its wireless
environment and operate therein.

Wireless devices make decisions regarding their commu-
nication based on local information, for example information
about what AP’s a wireless device can “hear,” information
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about a communication link and possible communication
links sent by AP’s to the wireless device, and the like. Wire-
less devices can choose an AP with which to communicate
based on this information.

In some circumstances, a wireless device might choose a
sub-optimal AP for communication because it lacks global
information about other AP’s. The system coordinator can
affect this choice by controlling communication parameters
used by the AP’s with respect to that wireless device, thereby
steering a wireless device’s choice to a desired AP.

Access Points

In a preferred embodiment, each access point (AP) 130
includes elements shown in the figure, including at least an
AP control circuit 131, an AP control database 132, a transmit
multiplexer 133, and a receive de-multiplexer 135.

The AP control circuit 131 includes a computing device,
such as a processor, program and data memory, and option-
ally mass storage. In cases in which the AP control circuit 131
includes a programmable computing device, it also operates
under control of software, optionally distinguished as oper-
ating system software and application software.

The AP control database 132 includes information relating
to the status of the system 100, the particular AP 130, and
those wireless devices 140 assigned to that AP 130. The AP
control circuit 131 operates with the AP control database 132
to perform functions described below.

The AP control circuit 131 determines which signals it
desires to send and on what frequencies, and sends that infor-
mation to the transmit multiplexer 133. The transmit multi-
plexer 133 causes those signals to be multiplexed onto those
frequencies using one or more radios. This system allows
wireless devices to associate with one frequency, as well as
allowing wireless device devices that support “channel bond-
ing”, i.e., can support multiple frequencies simultaneously.

The receive de-multiplexer 135 causes the multiplexed
signals to be separated into their frequency-modulated infor-
mation components, and couples those information cornpo-
nents to the AP control circuit 131.

After reading this application, those skilled in the art will
realize that combined operation of the AP control circuit 131,
the transmitter multiplexer 133, and the receive de-multi-
plexer 135, have the effect that the AP 130 can transmit or
receive on any of its available frequencies. It is desirable for
the AP 130, when sending and receiving, to not have its own
transmission interfere with its own reception.

Personal Cell Model

In a personal cell model for a wireless communication
system, an identifier such as a BSSID is maintained at a
plurality of AP’s for each wireless device. These AP’s appear
to each wireless device as if they were a single AP that
communicates with the wireless device using that identifier. A
wireless device selects that single AP as the one with which it
will communicate. The system coordinator selects one of the
AP’s for actually communicating with the wireless device,
and might change that selected one of the AP’s from time to
time, without the wireless device having any knowledge. The
remaining AP’s can listen passively to communication by the
wireless device.

FIG. 2 shows one example of an embodiment including a
personal cell model. The figure shows a first access point 210
and a second access point 220. The figure also shows a set of
three wireless devices 230, 240, and 250 and a system coor-
dinator 260. In the context of the invention, there is no par-
ticular requirement for these particular numbers of AP’s and
wireless devices; actual embodiments might have different
numbers, i.e., more or fewer, AP’s and wireless devices.
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Each AP maintains a data structure such as a data structure
270. The data structure 270 preferably includes a set of
entries, each entry preferably including an AP identifier, a
value for a state of the AP, a set of identifiers for wireless
devices (here shown as BSSIDs), a value that identifies the AP
currently actively communicating with each wireless device,
and at least one value that indicates a received signal strength
indicator (RSSI), i.e., a measure of received signal strength,
for that communication. The system coordinator 260 handles
sharing of information between AP’s as needed to maintain
the data structure 270 at each AP.

In this example, all the relevant AP’s in the system main-
tain the identifier of each wireless device in the system. (In
practice, only those AP’s near to, i.e., within radio co-channel
interference range of, the wireless device need actually main-
tain the identifier of any particular wireless device.) Any one
of the AP’s within radio range of the wireless device can
actively communicate with any one of the wireless devices
using the identifier for that wireless device. The other AP’s
can passively listen to the communication so as to keep their
RSSI information up to date.

A first AP sends communications to the wireless device
while one or more AP’s (possibly including the first AP)
receive communications from the wireless device. One effect
of this technique is that the wireless device effectively sees
only a single AP or with which it communicates, even though
it might in reality be communicating with different AP’s at
different times.

The system coordinator monitors each active wireless
communication. Based on the characteristics of the commu-
nication, the system coordinator can determine which AP will
be associated (or reassociated) with the wireless device for
active communication. This is represented by the dashed lines
in the figure between the system coordinator 260 and the AP
210 and the AP 220.

In a preferred embodiment, the system coordinator consid-
ers multiple characteristics of the communication link
between the AP’s and the wireless device. These characteris-
tics might include signal strength and other LO/L1 character-
istics relating to the signal—the amount of noise, how
“bursty” that noise is (whether noise occurs relatively evenly
or not), the type of noise (whether noise is concentrated on
certain frequencies, or other types of noise), the number of
multipath images of the signal, and the like. These character-
istics might include data rate and other 1.2/1.3 characteristics
relating to the communication link—the data rate transmitted
within a wireless LAN, the information throughput in a
switched network, the ability to provide QoS to multiple
requestors, and the like. More generally, any characteristic of
communication the system coordinator can control by asso-
ciating the wireless device with a particular AP of the system
coordinator’s choice might be included in the communication
characteristics used to determine how to optimize handoff.

Changing the AP with which a wireless device is associated
for wireless communication is sometimes referred to as a
“handoff” herein. Reasons for performing a handoff can
include, but are not limited to, changes in RSSI data, optimiz-
ing load on wireless devices and/or AP’s, changes in charac-
teristics of the communication, number of QoS flows, etc.

When the system coordinator determines that a particular
AP should communicate with a particular wireless device, the
system coordinator tells that AP to associate (or reassociate)
itself with the wireless device for active communication. The
wireless device does not need to take any action. In other
words, the handoff (sometimes called a “soft handoff”
herein), generally occurs without the wireless device even
being aware of it. Preferably, no messages need to be
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exchanged between the wireless device and the AP’s to carry
out the soft handoff. Rather, from the wireless device’s point
of view, nothing changes. The infrastructure of the system
(i.e., system coordinator and AP’s) preferably carries out the
soft handoff entirely on its end.

An effect of this technique is that “hard handoffs”, i.e.,
handoffs of which the wireless device is aware and which
involve a handoffaccording to the communication protocol in
use, and the communication delays associated therewith, can
be minimized. Hard handoffs take more time than soft hand-
offs; hard handoffs require messages to be exchanged
between a wireless device and the AP’s involved in the hand-
off. The more wireless traffic already present, the longer this
message exchange can take. This often results in a noticeable
break in service. In contrast, as discussed above, the soft
handoff enabled by the personal cell takes much less time and
preferably are not even noticed or known about by the wire-
less device.

One reason the system coordinator might determine that a
particular AP should communicate with a particular wireless
device is that the RSSI for that AP becomes better than the
RSSI for an AP currently in active communication with the
wireless device. This might occur, for example, if the wireless
device moves.

A second reason the system coordinator might determine
that a particular AP should communicate with a particular
wireless device is that it changes the interference pattern in
the collection of AP’s and wireless devices communicating in
a shared wireless channel, with the intent of optimizing
aggregate utilization of the shared spectrum. This might
occur even if the wireless device does not move, but the
communication pattern of transmitters in the shared medium
changes.

The possibility of a soft handoff provides for a new capa-
bility—a soft handoff between AP’s that are co-located, or
from a particular AP back to itself, might be performed. This
provides the system coordinator with additional tools for
managing the set of communication links. For example, the
system coordinator might perform load sharing across mul-
tiple AP’s. After reading this application, those skilled in the
art will recognize that other and further circumstances can
arise wherein soft handoffs are desirable.

The system coordinator might wish to force a wireless
device to change its identifier (e.g., the BSSID for that wire-
less device), even if it wishes to retain the same AP for
communication with that particular wireless device. For a 1%
example, the system coordinator might wish to alter commu-
nication parameters with a particular wireless device. For a
2"? example, as described in more detail with regard to a
“personal AP” model, the system coordinator might wish to
assign that BSSID or other identifier to a different wireless
device.

In changed communication conditions like or similar to
those described above, the system coordinator might instruct
an actively communicating AP to force a hard handoff, in
which the wireless device must select a new identifier. Hard
handoffs might also be desirable in certain circumstances
related to the operation of a particular wireless communica-
tion chipset such as the Atheros chipset.

In the IEEE 802.11 protocol, and possibly other protocols,
AP’s advertise their presence and availability to communi-
cate using particular identifiers. In IEEE 802.11, messages by
which the AP’s advertise are called “beacons”. The protocol
contemplates that each AP will have only a single identifier to
advertise in each beacon. In many circumstances, the AP is
only concerned with sending the information in the beacons
to a single wireless device, or a chosen set of wireless devices.
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As aresult, the data rate for the beacons can be maximized for
that particular set of AP/wireless device communication.

In some embodiments, it might be possible to combine
beacons (sometimes called “coalescing”). In these embodi-
ments of the invention, (1) each AP might advertise multiple
identifiers in one beacon, (2) each AP might alter the com-
munication parameters for its beacon, such as for example
data rate or signal strength, to account for the number of
identifiers in that beacon, and (3) each AP might customize
the information in its beacon for each one of the multiple
identifiers, such as for example indicating specific communi-
cation parameters for each such identifier, whether all in the
same beacon or in distinct beacons. These communication
parameters can include, but are not limited to, access control
parameters, backoff or retry parameters, channel selection
parameters, quality of service parameters, and transmit power
parameters

The system coordinator preferably has sufficient informa-
tion, for example the communication parameters and the
RSSI data between each AP and each wireless device, to
customize the beacon messages so as to lessen interference
with other communications. In addition, the number of mes-
sages sent can be responsive to such RSSI data and to a
number of the identifiers to be sent. For a large number of
identifiers, more messages can be sent so that each message
interferes less with other communications (i.e., uses less com-
munication bandwidth).

Personal Access Point Model

In a personal access point model, each wireless device is
associated with a substantially unique identifier, such as a
substantially unique BSSID. Identifiers are only “substan-
tially” unique, in that it is possible that identifiers are reused
elsewhere where radio co-channel interference is substan-
tially nil. In preferred embodiments, when wireless devices
with equal or equivalent identifiers enter a region where co-
channel interference is no longer insignificant, the system
coordinator preferably attempts to change at least one of
those identifiers. Each particular wireless device has its sub-
stantially unique identifier associated with substantially only
one of a plurality of AP’s to enable communication between
that AP and the wireless device with that identifier, specifi-
cally, the one AP the system coordinator selects for commu-
nication with the wireless device.

FIG. 3 shows one example of a personal AP model. The
figure shows a first AP 310 and a second AP 320. The figure
also shows a set of wireless devices 330 and 340 and the
system coordinator 360. In the context of the invention, there
is no particular requirement for these particular numbers of
AP’s and wireless devices; actual embodiments might have
different numbers, i.e., more or fewer, AP’s and wireless
devices.

The AP’s preferably maintain data structures such as data
structure 370. This data structure is explained in more detail
below with reference to FIG. 4, FIG. 5, and FIG. 6. Generally,
the data structure describes an association between a particu-
lar AP with one or more identifiers (e.g., BSSID’s) for one or
more selected wireless devices. This association is preferably
limited to those AP’s that are going to actively communicate
with those selected wireless devices.

When a wireless device needs to communicate with a dif-
ferent AP, the wireless device’s identifier is associated or
reassociatied with that other AP. This is unlike other wireless
systems in which the wireless device would have to change its
identifier in order to cornmunicate with a new AP through a
hard handoff. For a 1°* example, the wireless device might
have moved, and no longer has a good communication link
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with its former AP. For a 2" example, the system coordinator
might desire to move the wireless device’s association to a
different AP for load balancing. After reading this applica-
tion, those skilled in the art will recognize that this technique
has other and further uses.

The system coordinator 360 preferably controls these steps
of associating or reassociating by instructing or providing
information to the AP’s so that they change the associated
identifiers in their data structures 370. This is illustrated by
the dashed lines between the system coordinator 360 and the
AP’s 310 and 320 in the figure.

In the personal AP model, the set of communication links
appears to the wireless device identical to the personal cell
model. The wireless device does not need to take any action
when the system coordinator moves its association to another
AP. Similar to the personal cell model, a soft handoff prefer-
ably occurs without the wireless device having any knowl-
edge thereof. Rather, the infrastructure of the system (i.e.,
system coordinator and AP’s) preferably carries out the soft
handoff entirely on its end. Also similar to the personal cell
model, one effect of this technique is that hard handoffs and
their associated communication delays can be minimized.

Similar to the personal cell model, soft handoffs might be
used when a wireless device moves so that another AP is
better situated to communicate with the wireless device (for
example, as reflected by RSSI data, load optimization con-
siderations, changes in characteristics of the wireless com-
munication, number of QoS flows, etc.). Also similarly, situ-
ations may arise where a soft handoff between co-located
AP’s is desirable. Changes in other communication condi-
tions might warrant a soft handoff. After reading this appli-
cation, those skilled in the art will recognize that this tech-
nique has other and further uses. Also similar to the personal
cell model, it might be desirable to force a hard handoft in
some cases.

In the foregoing descriptions of FIGS. 2 and 3, a BSSID
was used as an example of the identifier. However, identifiers
are not limited to just BSSID’s. Other identifying data such as
a mobility domain can be used as part of the identifier. One
example of such an identifier is described below with refer-
ence to FIGS. 4 and 5. Identifiers of completely different
types that do not include mobility domains or BSSID’s are
also within the scope of the invention.

Data Structures for Personal Access Point

In one embodiment, each wireless device is assigned an
identifier as described with respect to F1G. 4 and FIG. 5. FIG.
4 shows an identifier assigned to a wireless device. FIG. 5
shows a pair of data structures used by an AP.

An identifier 400 includes a sequence of individual bits
401, preferably 48 such bits 401 as would be used to describe
a MAC address or BSSID. When used to describe a MAC
address or BSSID, a 1% (two bit) section 402 of those indi-
vidual bits 401 are substantially permanently set to “00” (two
zero bits), with the effect that the identifier 400 can be recog-
nized as a MAC address or BSSID.

A 2"? section 403 of those individual bits 401 are set to a
value describing a mobility domain 404. In a preferred
embodiment, the 2”¢ section 403 includes two to three indi-
vidual bits 401; however, in the context of the invention there
is no particular requirement for using this number of indi-
vidual bits 401, and other or different numbers might be used.
Moreover, in the context of the invention there is no particular
requirement for this number of individual bits 401 to be fixed;
the number of individual bits 401 might be dynamically main-
tained by the AP at the direction of the system controller, or
otherwise.
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In one embodiment, a mobility domain 404 indicates a
logical or physical region in which wireless devices are
expected to be present. The system controller recognizes
wireless devices that leave a 1% mobility domain 404 and
enter a 2"? mobility domain, and causes them to be reassigned
to anew identifier 400. This typically involves a hard handoff,
in which the wireless device is instructed to deassociate from
the earlier identifier 400 and newly associate with the new
identifier 400.

In cases in which a mobility domain 404 indicates a physi-
cal region, this has the effect that wireless devices physically
crossing a boundary between a 1°* and a 2" physical region,
each associated with a particular mobility domain 404, leave
a 15" mobility domain 404 and enter a 2" mobility domain
404. In cases in which a mobility domain 404 indicates a
logical region, this has the effect that wireless devices might
be reassigned from a 1 to a 2"/ mobility domain 404 without
necessarily moving across a physical boundary between two
mobility domains 404.

Mobility domains also can be assigned to channels, for
example with one mobility domain per channel. Seamless
mobility is thereby enhanced because load on the channel
over a coverage area can be optimized.

As described below, using a mobility domain 404 to indi-
cate logical regions as well as, or instead of, physical regions,
provides the system controller with the ability to logically
move wireless devices, both among AP’s and otherwise. For
a 1' example, the system controller might move wireless
devices from a 1* to a 2" mobility domain 404 for load
sharing. For a 2"¢ example, the system controller might move
wireless devices from a 1° to a 2" mobility domain 404 to
alter their parameters for communication with AP’s. For a 37
example, as described below, the system controller might
move wireless devices from a 1*to a 2"¢ mobility domain 404
to account for those cases in which there is a conflict between
identifiers 400 assigned to distinct wireless devices, as also
described below and in more detail with respect to FIG. 6 and
FIG. 7.

The identifier 400 includes a 3" section 405 of those indi-
vidual bits 401, in which ones and tuples of those individual
bits 401 are assigned to particular wireless devices. As also
described below and in more detail with respect to FIG. 6 and
FIG. 7, each wireless device entering the radio co-channel
interference range of an AP and its neighbors (the AP’s “radio
zone” 405) is assigned one of those individual bits 401 as its
substantially unique identifier 400. As additional wireless
devices enter the AP’s radio zone 405, each one is assigned a
distinct one of those individual bits 401 as its substantially
unique identifier 400. When the ones of those individual bits
401 are all allocated, additional wireless devices entering the
AP’s radio zone 405 might be assigned to distinct mobility
domains 404 at the same AP, with the effect of substantially
distinguishing their identifiers 400 from those of all other
wireless devices in the AP’s radio zone 405.

If there are two bits in the 2”7 section 403, there will be 22
defined mobility domains 404, and 48-2-2 (i.e., 44) defined
individual bits 401 allocated to wireless devices, for a com-
bination of 176 distinct identifiers supported by a single AP. If
there are three bits in the 2 section 403, there will be 23
defined mobility domains 404, and 48-2-3 (i.e., 43) defined
individual bits 401 allocated to wireless devices, for a com-
bination of 344 distinct identifiers supported by a single AP.
The number of bits reserved for the 2¢ section and defining
mobility domains 404 is preferably dynamically determined
by the system controller.

Ifadditional wireless devices enter the AP’s radio zone 405
and those additional wireless devices all wish to communi-
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cate with the same AP, the system controller might safely
assign them the same identifiers 400 as other wireless devices
communicating with the same AP. At worst case, two wireless
devices nearly simultaneously communicating with the same
AP will cause a data collision, requiring no more than backoft
and later retransmission.

If still more additional wireless devices enter the AP’s
radio zone 405, the system controller might safely lock one or
more of those individual bits 401, with the effect that each
such wireless device newly entering the AP’s radio zone can
be assigned a bit-tuple 406 (a bit-pair when one bit is locked,
a bit-triple when two bits are locked, and the like). Each time
a bit-tuple 406 of length V is generated, a number equal to
(2¥-1)-V new identifiers become available for the system
controller to assign to wireless devices. However, when a
bit-tuple 406 is assigned to a wireless device, its individual
bits 401 should not be reassigned until that particular wireless
device is the only wireless device using that bit-tuple 406. In
the event the system controller wishes to reassign those indi-
vidual bits 401 without waiting for this condition, the system
controller might cause a hard handoff by the wireless device,
and assign it to a new substantially unique identifier 400.

As described above, FIG. 5 shows a pair of data structures
used by an AP in one embodiment of the invention.

First data structure 501 is a bit map such as the Atheros
(chipset) BSSID. Second data structure 502 is a mask. If a
wireless device with an identifier attempts to communicate
with an AP with a given bit map and a given mask, the AP will
acknowledge the attempt if the following is true:

identifier AND mask=bitmap (€8]

The bitmap is generally set to all Os, except as noted below.
This equation has the effect of masking out (by ANDing with
0) any unused bits in the mask. Thus, wireless devices with
identifiers that have a 1 corresponding to an unused bit are
acknowledged.

In the case of the Atheros chipset and a BSSID used as a
wireless device’s identifier, equation (1) is equivalent to the
following:

BSSID (of wireless device) AND mask=Atheros

BSSID )

Ifawireless device with a given identifier is acknowledged,
the mask is updated as follows:

mask=mask OR identifier

3

This has the effect of updating the mask so that a wireless
device with a same identifier as a wireless device that has
already been acknowledged will not satisfy equation (1)
above.

Data structure 502 in FIG. 5 indicates fields for the mask
according to an embodiment of the invention. This embodi-
ment can be used with the Atheros chipset and BSSIDs (in-
cluding mobility domains). Applicability to other chipsets,
identifiers, and different lengths of bit fields would be appar-
ent to one skilled in the art.

In one embodiment, the 1% (two bit) section of the mask is
set to zeros, which correspond to the first (two bit) section of
wireless devices’ identifiers discussed above with respect to
FIG. 4. The 2"/ (two bit) section corresponds to the mobility
domain. The 3’ (44 bit) section corresponds to 44 wireless
devices if one bit of the section is used for each wireless
device.

The identifiers and masks can be adapted to accommodate
more than 44 wireless devices. In particular, if more wireless
devices are needed, a bit of the 3’7 (44 bit) section of the
identifier can be “pinned” to a particular access point. In other
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words, wireless devices communicating with that access
point will have that bit set to a 1 as well as their own identi-
fying bit.

In cases in which all wireless device identifiers associated
with the AP have a 1 at the pinned bit, the mask will have a 1
at the pinned bit when checking equation (1) for received
messages. [n order that equation (1) can still be satisfied for
those wireless devices at the AP corresponding to the pinned
bit, the bitmap for that AP is modified by placing a 1 at the
location of the pinned bit.

The pinned bit is no longer available for identifying a
particular wireless device. Different bits can be set for differ-
ent access points. As described above, an effect is that when a
V* bit is “pinned” to an access point, 2"-v-1 possibilities for
wireless devices are added. Thus, sufficient wireless devices
can be accommodated for a great many applications.

The mask is automatically updated by equation (3) above
to accommodate the pinned bit(s). Therefore, the operation of
the access point can be adapted to use “pinned” bits with
relative ease.

The assignment of identifiers to wireless devices, and if
necessary, the pinning of bits at the wireless devices and the
AP preferably are controlled by the system coordinator. An
effect of this is that the system coordinator can control which
wireless devices communicate with which APs.

Initial Assignment of Identifier

For each AP radio, the system coordinator preferably main-
tains a set of other AP radios with which it interferes. For each
AP radio, the system coordinator maintains a vector of
assignments (ASV), where each bit in the ASV denotes the
corresponding ‘1’ in the identifier (e.g., BSSID) of the per-
sonal AP allocated for a wireless device that is assigned by the
system coordinator to the AP radio. For each AP radio, the
system coordinator maintains an availability vector (AVV),
where each bit in the AVV denotes that a conflict free identi-
fier may be constructed with only the corresponding bit set to
1.

When a wireless device comes into a preferred embodi-
ment of the system, it first looks for access points and sends a
“probe request” message. Every AP in the neighborhood of
the wireless device receives this message. The “probe
request” message triggers a “probe indication” message from
the AP to the system coordinator. When the system coordi-
nator receives a probe indication from an AP for a wireless
device, it needs to generate a identifier for that device, so that
future communications can take place with the said device on
the selected identifier. The following are the rules preferably
used for generation of the identifier:

1. Ifthere is a bit available in the AV'V, construct a identifier
by randomly selecting a bit from the AVV, and prefixing
with the mobility domain. This device has been allo-
cated its personal AP.

2. Ifthere is no bit available in the AVV, check to see if there
is an identifier to which multiple devices have already
been allocated. If so, provide this identifier to the device.
This device has been allocated a shared identifier.

3. If there is no such identifier above, check to see if there
is a identifier sharing the same SSID (or network ser-
vice) that the new device has. If so, convert that identifier
from a personal AP to a shared AP. The incoming device
has been allocated a shared AP, and some existing device
in the network also has its personal AP converted to a
shared AP.
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4. If there is an existing shared identifier (i.e. a identifier
with more than one ‘1’ except for the mobility domain)
that is available for allocation, select it. This device has
been allocated a shared AP.

5. If there is no identifier available in the shared pool, then
increase the number of “1” bits in the identifier from the
set of assigned pool of identifiers. This will create new
identifiers in the shared pool. Select one identifier from
the shared pool, and allocate to the device. This device
has been allocated a shared AP.

Conflicts Between Identifiers

FIGS. 6 and 7 show conceptual diagrams of two cases that
can result in hard handoffs between wireless devices using
personal access points.

In FIG. 6, mobile device 610 is actively communicating
with access point 620, and mobile device 630 is actively
communicating with access point 640. The circles around the
access points indicate their effective range for communicat-
ing with the mobile devices.

In this example, both mobile devices have the same iden-
tifier for communication with their associated access point.
This would not be a problem except that mobile device 610
has moved within the effective range of access point 640.
Thus, mobile device 610 has two AP’s in its neighborhood,
AP 620 and AP 640, with the same. This causes both the AP’s
to acknowledge transmissions from mobile device 610,
thereby causing collisions. This will force a deauthorization
of'one of the mobile devices, which will then have to geta new
identifier through a hard handoft. The hard handoff to a new
identifier preferably is under control of the system coordina-
tor.

In FIG. 7, mobile device 610 is actively communicating
with access point 620, and mobile device 630 is actively
communicating with access point 640. Access point 650 is
also present in the system. Again, the circles around the
access points indicate their effective range for communicat-
ing with the mobile devices.

In this example, both mobile devices have the same iden-
tifier for communication with their associated access point.
Furthermore, neither mobile device is within the effective
range of the access point associated with the other mobile
device. However, a problem still can arise if both mobile
devices are within the effective communication range of
another access point. This is illustrated in FIG. 7, where both
mobile devices 610 and 630 are within the effective range of
access point 650.

Even though access point 650 is not actively communicat-
ing with either mobile device, it still may be passively listen-
ing, sending beacon messages, and the like. In addition, one
or both of the mobile devices may have a soft handoff to the
access point 650. Thus, having multiple AP’s with the same
identifier in the range of a mobile device is not desirable. A
system coordinator preferably will recognize this problem
and force a hard handoff of one of the mobile devices to a new
identifier.

Soft Handoff and Hard Handoff

In a preferred embodiment, the system coordinator peri-
odically executes an algorithm to make its handoff decisions.
In this periodic check, the system coordinator preferably does
the following:

1. For each wireless device, the system coordinator deter-
mines if there is any conflict for that wireless device, i.e.
if there exist two AP’s in its interference range that have
the same BSSID to which that particular wireless device
is communicating. If the system coordinator determines
that such a conflict exists, it may preferably deassociate
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the wireless device and cause a hard handoff to a differ-
ent BSSID to eliminate the conflict.

2. For each wireless device, the system coordinator deter-
mines if there is an AP neighbor that is better suited to
serve the device (e.g. it has a better RSSI for the device),
and to which the current BSSID of the device can be
transferred without creating conflict for (a) the said
device, or (b) any of the devices that are within the
interference range of the said AP. If so, the system coor-
dinator can execute a “soft handoff” to the best such AP
neighbor.

3. For each wireless device, the system coordinator deter-
mines if the current service is poor (e.g. RSSI lower than
a configured threshold, or significant loss of messages
between the wireless device and its communicating AP),
and if there is a significantly superior AP that can serve
the device (e.g. it has significantly better RSSI for the
device). In this case, even if the soft handoff criterion
described above fails, the system coordinator may pref-
erably initiate a “hard handoff” by disassociating the
device from its current AP and only allowing it to enter
the new AP on a different BSSID.

Clock Synchronization

Inboth the personal AP model and the personal cell model,
multiple AP’s are providing an illusion to wireless devices
that they are a single AP. In a preferred embodiment of the
system, the clocks of the AP’s should be synchronized in
order to facilitate proper communications. The AP’s monitor
common wireless devices and record their packet reception
times. These packet reception times, along with correspond-
ing packet IDs, are sent to the system coordinator. This allows
the system coordinator to maintain a digest of clock offsets,
and to signal back to each AP to adjust its clock offset, with
the effect of synchronizing the AP clocks. One effect of this is
that even when a wireless device sees two beacons from
different AP’s, no time mismatch or only a negligible time
mismatch is present.

Beacon Synchronization

In a preferred embodiment, the system coordinator also
synchronizes several beacon parameters. For example,
802.11 has a mechanism wherein wireless devices can go into
power-save mode, and wake up only periodically to monitor
a beacon. When there is a packet for a wireless device in
power-save mode, the AP buffers the packet. The beacon
packet has a field where it identifies which wireless devices
have packets buffered for them. The wireless devices can then
request to receive these buftered packets. Because the wire-
less device believes that it is communicating with only one
AP, when in fact it might be communicating with more than
one AP that are providing the illusion of being a single AP, the
wireless device might latch onto a beacon from an AP other
than the one buffering its messages. Beacon information
among the AP’s is preferably synchronized. This has the
effect of helping buffered packets get to wireless devices
when they wake up.

Generality of the Invention

This invention should be read in the most general possible
form. This includes, without limitation, the following possi-
bilities included within the scope of, or enabled by, the inven-
tion.

Communication throughput using AP’s can be substan-
tially increased, much closer to the maximum theoreti-
cal capacity in the case where each AP uses the entire
available wireless spectrum.
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Handoff of wireless devices from a 1** AP to a 2"¢ AP can
be substantially sped up, much closer to the minimum
theoretical time for the system to find a superior AP for
a moving wireless device, and to reassign (reassociate)
that wireless device to a new AP.

Soft handoff between two AP’s can be accomplished with-
out any messaging with the mobile device, thereby mak-
ing the handoff time independent of the amount of traffic
over the communication channel.

Handoffs between frequencies on a same access point are
enabled.

Alternative embodiments are also applicable to
non-802.11 protocols, and are particularly useful in
environments where the digital protocol involves com-
mutativity of channels between transmitter and receiver.

Alternative embodiments provide for deployment of co-
located AP’s that support multiple frequencies. This has
the effect of providing for better handoff, with the effect
of making deployment much easier. Optimization
occurs primarily across frequencies and not across both
frequencies and substantially spatial distances.

Alternative embodiments might provide for simultaneous
optimization of both peak and aggregate throughput; in
the context of the invention, there is no particular
requirement for frequency planning across AP’s.

Alternative embodiments support different radios having
different transmit power and receive power, with the
effect of providing different coverage planning on dif-
ferent channels.

Alternative embodiments provide for radios to perform
collision detection in a broadcast wireless medium. With
the 802.11 packet handshake detecting frame-level col-
lision, the invention provides for reception on the same
channel while transmitting, with the effect that recovery
from collisions is relatively faster.

Alternative embodiments provide for use of CSMA/CD
protocols as well as CSMA/CA protocols.

Advantages of the invention include:

1. The ability to hand off without any over the air mes-
sages.

2. Achieving handoff times that are independent of the
amount of traffic on the communication channel.

3. The ability to perform load balancing transparent to
the clients.

4. Support for different client implementations in a
single infrastructure, optimizing handoffs for all cli-
ents equally, regardless of client implementations or
algorithms.

5. Ability to optimize channel parameters (particularly
data rates) for clients.

After reading this application, those skilled in the art would

see the generality of this application.

The invention claimed is:

1. A method, including steps of

providing a set of communication links between access
points associated with a communication network and
any wireless devices desiring contact with that commu-
nication network;

operating those communication links according to a pro-
tocol in which each wireless device selects access points
with which to communicate;

wherein those steps of operating include causing a system
coordinator to select information sent by those access
points,

wherein said wireless devices have identifiers maintained
at said access points, as selected by said system coordi-
nator, with the effect that said system coordinator directs
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wireless devices to communicate with its selected access
points by manipulation of said identifiers;

with the effect that wireless devices direct their communi-

cations to access points chosen by the system coordina-
tor,

maintaining a first substantially unique identifier for each

wireless device;

associating that first substantially unique identifier with at

least one of a plurality of access points to communicate
with a particular wireless device;

wherein that first substantially unique identifier is associ-

ated substantially only with those access points the sys-
tem coordinator selects for communication with the
wireless device;

maintaining a second substantially unique identifier, logi-

cally distinct from the first substantially unique identi-
fier, at those access points;

maintaining a bit mask at those access points;

wherein a bitwise logical operation applied to the first

substantially unique identifier and the bit mask yields
the second substantially unique identifier associated
with the particular wireless device.

2. A method as in claim 1, including steps of

maintaining said first unique identifier for each wireless

device, the identifier being maintained at a plurality of
access points;

associating said at least one of those access points to com-

municate with a particular wireless device, and to cause
said particular wireless device to communicate only
with said at least one of those access points.

3. A method as in claim 2, including steps of reassociating
a first one of said access points with a distinct second access
point to communicate with the particular wireless device.

4. A method as in claim 3, wherein said second access point
is substantially co-located with a target of those steps of
reassociating.

5. A method as in claim 3, wherein those steps of reasso-
ciating are responsive to changed communication conditions
with the particular wireless device.

6. A method as in claim 2, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

whereby multiple access points appear to wireless devices,

according to the protocol, to be substantially identical.

7. A method as in claim 2, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

whereby access points send fewer messages, according to

the protocol, than the number of those identifiers.

8. A method as in claim 2, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

wherein access points send those messages using data rates

responsive to the number of those identifiers.

9. A method as in claim 2, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

wherein access points customize those messages in

response to first and second sets of communication
parameters to be established with first and second wire-
less devices.

10. A method as in claim 9, wherein those communication
parameters include
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at least one of

access control, backoff or retry parameters, channel selec-

tion parameters, quality of service, transmit power.

11. A method as in claim 1, including steps of

reassociating that at least one access point with a distinct

access point to communicate with the particular wireless
device.

12. A method as in claim 1, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

wherein access points send those messages using data rates

responsive to the number of those identifiers.

13. A method as in claim 1, including steps of

sending, from each access point, messages to be received

by wireless devices, indicating availability of multiple
identifiers;

wherein access points customize those messages in

response to first and second sets of communication
parameters to be established with first and second wire-
less devices.

14. A method as in claim 1, wherein that first substantially
unique identifier is unique only for a union of reception
regions of access points relatively near the particular wireless
device.

15. A method as in claim 1, wherein that first substantially
unique identifier describes one or more mobility domains for
wireless devices.

16. A method as in claim 15, including steps of dynami-
cally altering a number of those mobility domains.

17. A method as in claim 15, including steps of associating
a separate communication channel to each of those mobility
domains.

18. A method as in claim 15, including steps of causing the
wireless device to initiate a handoff when it is transferred
from a first one to a second one of those mobility domains.

19. A method as in claim 15, including steps of causing the
wireless device to be transferred from a first one to a second
one of those mobility domains, at the discretion of the system
coordinator.

20. A method as in claim 15, including steps of causing the
wireless device to be transferred from a first one to a second
one of those mobility domains, in response to at least one of
the following

a change in conditions of communication with the wireless

device, load balancing,

movement of the wireless device,

a request for service by the wireless device.

21. A method as in claim 15, wherein those mobility
domains are substantially co-located.

22. A method as in claim 21, including steps of causing the
wireless device to be transferred from a first one to a second
one of those mobility domains without any movement by the
wireless device.

23. A method as in claim 21, including steps of causing the
wireless device to be transferred from a first one to a second
one of those mobility domains without any change in access
assigned to the wireless device.

24. A method as in claim 1, wherein that first substantially
unique identifier includes a substantially disjoint information
cluster for each combination of wireless device and service
coupled to the first and second one of that plurality of access
points.

25. A method as in claim 24, wherein that substantially
disjoint information cluster is primarily described by a bit
assigned to the particular wireless device.
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26. A method as in claim 24, including steps of dynami-
cally altering a number of those bits.

27. A method as in claim 24, wherein that substantially
disjoint information cluster is also primarily described by a
bit assigned to the particular first or second one of that plu-
rality of access points.

28. A method as in claim 1, wherein

the second substantially unique identifier includes substan-
tially all zero bits; and

the bit mask includes substantially all one bits except for
substantially disjoint sets of bits separately associated
with each particular wireless device.

29. A method as in claim 1, wherein

the second substantially unique identifier includes substan-
tially all zero bits; and

the bit mask includes substantially all one bits except for
substantially those bits separately associated with each
particular wireless device.

30. Apparatus including

a set of access points associated with a communication
network, operating according to a protocol in which
wireless devices seeking or having access to the com-
munication network select those access points with
which to communicate; and

a system coordinator coupled to those access points and
including a physical medium including information
readable by a computing device, the information includ-
ing instructions for directing those access points to send
selected information according to that protocol,

wherein said system coordinator directs wireless devices to
communicate with designated access points by manipu-
lation of said selected information;

the selected information having the effect that wireless
devices operating according to that protocol select sub-
stantially only those access points intended by the sys-
tem coordinator,

a physical medium including information readable by a
computing device, the information including a first sub-
stantially unique identifier for each wireless device, the
identifier for a particular wireless device being main-
tained at one or more of those access points; wherein

that first substantially unique identifier is maintained sub-
stantially only at those access points the system coordi-
nator selects for communication with the wireless
device;

a physical medium including information readable by a
computing device, the information including instruc-
tions interpretable by a computing device to

maintain a second substantially unique identifier, logically
distinct from the first substantially unique identifier, at
those access points; and

maintain a bit mask at those access points;

wherein a bitwise logical operation applied to the first
substantially unique identifier and the bit mask yields
the second substantially unique identifier associated
with the particular wireless device.

31. Apparatus as in claim 30, wherein in said physical
medium including information readable by a computing
device, the information including a first substantially unique
identifier for a wireless device, said information includes said
first substantially unique identifier being maintained at a plu-
rality of access points; wherein the system coordinator
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includes instructions interpretable by a computing device to
associate at least one of those access points to communicate
with a particular wireless device;

whereby substantially only those at least one associated

access point communicates with that particular wireless
device.

32. Apparatus as in claim 31, including at substantially
each access point, a physical medium including information
readable by a computing device, the information including

a formatted message to be received by wireless devices, the

message indicating availability of multiple identifiers;
whereby access points send fewer messages, according to
the protocol, than the number of those identifiers.

33. Apparatus as in claim 31, including at substantially
each access point, a physical medium including information
readable by a computing device, the information including a
formatted message to be received by wireless devices, the
message indicating availability of multiple identifiers;

wherein the message is customized in response to first and

second sets of communication parameters to be estab-
lished with first and second wireless devices.

34. Apparatus as in claim 33, wherein those communica-
tion parameters include

at least one of

access control, backoff or retry parameters, channel selec-

tion parameters, quality of service, transmit power.

35. Apparatus as in claim 30, wherein that first substan-
tially unique identifier is unique only for a union of reception
regions of access points relatively near the particular wireless
device.

36. Apparatus as in claim 30, wherein that first substan-
tially unique identifier describes one or more mobility
domains for wireless devices.

37. Apparatus as in claim 36, wherein that mobility domain
describes a separate communication channel.

38. Apparatus as in claim 36, wherein those mobility
domains are substantially co-located.

39. Apparatus as in claim 30, wherein that substantially
unique identifier includes a substantially disjoint information
cluster for each combination of wireless device and service
coupled to the first and second one of that plurality of access
points.

40. Apparatus as in claim 39, wherein that substantially
disjoint information cluster is primarily described by a bit
assigned to the particular wireless device.

41. Apparatus as in claim 39, wherein that substantially
disjoint information cluster is also primarily described by a
bit assigned to the particular first or second one of that plu-
rality of access points.

42. Apparatus as in claim 30, wherein

the second substantially unique identifier includes substan-

tially all zero bits; and the bit mask includes substan-
tially all one bits except for substantially disjoint sets of
bits separately associated with each particular wireless
device.

43. Apparatus as in claim 30, wherein

the second substantially unique identifier includes substan-

tially all zero bits; and the bit mask includes substan-
tially all one bits except for substantially those bits sepa-
rately associated with each particular wireless device.

#* #* #* #* #*
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