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57 ABSTRACT 

In a system in which encrypted information can be protected 
and maintained by multiple users using passwords in 
concert, a file with secure data contains both an unencrypted 
header and an encrypted data portion. The data portion 
contains both the secured data and a list of hashed passwords 
and is encrypted with a single file key. The unencrypted file 
header contains two tables. The first table is a list passwords, 
where each password is cryptographically hashed using a 
second, different hashing technique than the hashed pass 
words in the data portion of the file. The second table is a list 
of cryptographically hashed combinations of cryptographi 
cally hashed passwords, where the combinations correspond 
to authorized user quorums and the passwords are hashed 
using the same technique as the passwords stored in the data 
portion of the file. Each hashed combination on the list is 
also used as a password key to encrypt the file key. During 
use of the system, an authorized user must enter a password 
which, when hashed, can be found in the first table. If the 
entered password is found in the first table, a check is made 
to determine if enough authorized users have entered pass 
words to form a quorum. If there is a quorum, then pass 
words of the users in the quorum are hashed with the first 
hashing technique, combined and hashed again to form a 
password key. The file key can be decrypted with the 
password key and used to decrypt the file. The hashed 
passwords in the protected portion of the file can then be 
used to maintain the password lists. 

28 Claims, 5 Drawing Sheets 
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METHOD AND APPARATUS FOR 
CONTROLLING ACCESS TO ENCRYPTED 
DATA FLES IN A COMPUTER SYSTEM 

FIELD OF THE ENVENTION 

This invention relates to computer security and, in 
particular, to systems in which encrypted information can be 
protected and maintained by multiple users using passwords 
in concert. 

BACKGROUND OF THE INVENTION 
Many computer systems utilize some type of security to 

prevent unauthorized use. In the vast majority of systems 
this security takes the form of a single password per user for 
a particular company. The password is conventionally an 
arbitrary combination of characters known only to the user. 
The combination of characters is generally encoded in the 
system as a combination of bits and may be used to control 
login to the system as well as access to secure information 
in selected files. 

In some systems, additional security is provided by 
requiring two or more users to act in concert in order to 
access secure information in files. In such systems, a group 
of users must all enter correct passwords in a single session 
in order to access the information. This type of operation is 
similar to the well-known protocols for the launching of 
nuclear weapons or financial documents which require two 
signatures (perhaps an employee and the employee's 
manager) to be valid. 
A problem with such multiple user systems is that, if 

concerted action is needed for access to some information, 
there is a danger that one of the users required for concerted 
access to the file will forget his password or leave the 
company without telling anyone the password and thereby 
prevent the other remaining users from accessing the 
secured information. In many systems, it is possible to 
override the security system and obtain access to the infor 
mation even if all users needed to access the information are 
not available. However, in cryptographic systems where the 
information is secured by encrypting it, it may not be 
possible to decrypt the information without all of the pass 
words. In addition, resources which require several users 
acting in concert are often cumbersome to use simply 
because it is often difficult to get all of the required users 
together in order to access the file. 
One mechanism for avoiding these problems is to allow 

access to the secured information by a subset, or quorum, of 
the total group of users. For example, if there are five users, 
any two of the five users can concurrently enter passwords 
to access the secured data. Therefore, if one user forgets his 
password, leaves the company or is simply not available, a 
quorum can still be formed of the remaining users in order 
to access the data. This method works well with crypto 
graphic systems because no special precautions need to be 
taken for lost or forgotten passwords. 

In such a system, when a user name is entered, a password 
prompt would appear but two or more passwords would be 
required. Once the passwords were entered, one or more 
users could leave and let the remaining users work, or if the 
security constraints mandated, all users might be 
(administratively) required to remain present until the work 
was done and the passwords "cleared'. In either case, a user 
who left the company in possession of a valid password 
would find the password useless unless he could get the 
cooperation of other authorized users. 
One problem with such quorum systems is that entry of 

the passwords can be cumbersome. Generally each user 
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2 
must enter his name and password. The passwords are then 
combined and the combination is checked against authorized 
combinations stored in an access file. However, if several 
users must enter passwords and the last person makes a 
mistake entering his password, then often all users must 
reenter their passwords. 
Quorum systems also have problems with maintainability. 

For example, in order to change the size or composition of 
the possible groups, some method must be provided to 
obtain combinations of the passwords to form the quorum 
password combinations. Typically, all authorized users must 
reenter their passwords if a change is made to the size and 
composition of the quorum groups or if users are added or 
deleted. 

Accordingly, there is a need for a security System which 
is useful for cryptographic systems, but can easily be main 
tained and can recover if passwords are forgotten. There is 
also a need for a security system in which the entry of 
passwords is simplified. 

SUMMARY OF THE INVENTION 

A secure system is achieved in accordance with the 
principles of the invention by utilizing both an unencrypted 
header file and an encrypted data file. The data file contains 
a list of cryptographically hashed passwords in addition to 
the data to be secured. The data file contents are encrypted 
with a single file key. The unencrypted header file contains 
two tables. The first table is a list of authorized user names 
and corresponding hashed passwords where the passwords 
are hashed using a second, different hashing technique than 
the hashed passwords in the data file. The second table is a 
list of hashed combinations of hashed passwords, where the 
combinations correspond to authorized user quorums and 
the passwords are hashed using the same technique as the 
passwords stored in the data file. Each hashed combination 
on the list is also used as a password key to encrypt the file 
key. 

During use of the system, an authorized user must enter 
a password which, when hashed, can be found in the first 
table. If the entered password is found in the first table, a 
check is made to determine if enough authorized users have 
entered passwords to form a quorum. If there is a quorum, 
then passwords of the users in the quorum are hashed with 
the hashing technique used on passwords in the data file, 
combined and hashed again to form a password key. The file 
key can then be decrypted with the password key and used 
to decrypt the file. The hashed passwords in the protected 
portion of the file can then be used to maintain the password 
lists without requiring all users to reenter their passwords. 
Anyone gaining access to the unencrypted file cannot 

obtain the passwords themselves. Similarly, anyone gaining 
access to the encrypted file can obtain the hashed passwords, 
but again cannot directly obtain the passwords. Since it is 
fairly common for users to utilize the same password for 
several files, the inventive arrangement prevents users from 
obtaining any password and possibly using it to improperly 
gain access to other files. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a personal computer system 
suitable for use with the present invention. 

FIG. 2 is a schematic diagram illustrating the some of the 
contents of a data file secured in accordance with the 
principles of the invention. 

FIG. 3 is a schematic diagram illustrating apparatus for 
performing a cryptographic hash of input values. 
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FIG. 4 is a schematic diagram illustrating apparatus for 
performing a cryptographic hash of input values different 
from that hashing mechanism shown in FIG. 3. 

FIG. 5 is a flowchart illustrating an illustrative method for 
obtaining the file key used to encrypt the data file illustrated 
in FIG. 2 by the action of a quorum of users. 

FIG. 6 is a flowchart representing an illustrative method 
for maintaining the data file of FIG. 2. 

DETALED DESCRIPTION OF THE 
PREFERRED EMBODEMENT 

FIG. 1 illustrates the system architecture for a conven 
tional computer system, such as an IBM PS/2(8) computer on 
which the inventive security system can operate. The exem 
plary computer system of FIG. 1 is for descriptive purposes 
only. Though the description below may refer to terms 
commonly used in describing particular computer systems, 
such as an IBM PS/2 computer, the description and concepts 
equally apply to other systems, including systems having 
architectures dissimilar to FIG. 1. 
The exemplary computer 100 includes a central process 

ing unit ("CPU”) 105, which may include a conventional 
microprocessor; a system random access memory ("RAM") 
110 for temporary storage of information and a read only 
memory ("ROM") 115 for permanent storage of informa 
tion. A memory controller 120 is provided for controlling 
system RAM 110; a bus controller 125 is provided for 
controlling bus 130; and an interrupt controller 135 is used 
for receiving and processing various interrupt signals. 
Mass storage may be provided by a diskette 142, a 

CD-ROM disk 147 or a hard disk 152. The diskette 142 can 
be inserted into a diskette drive 141, which is, in turn, 
connected to bus 130 by a controller 140. Similarly, the 
CD-ROM disk 147 can be inserted into a CD-ROM drive 
146, which is also connected by a controller 145 to bus 130. 
Finally, hard disks 152 are part of a fixed disk drive 151, 
which is connected to bus 130 by controller 150. 

Input and output to computer system 100 are provided by 
a number of devices. For example, a keyboard and mouse 
controller 155 connects to bus 130 for controlling a key 
board input device 156 and a mouse input device 157. A 
DMA controller 160 is provided for performing direct 
memory access to system RAM 110. A visual display is 
generated by a video controller 165, which controls a video 
output display 170. The computer also includes a commu 
nications adapter 190 which allows the system to be inter 
connected to a local area network (LAN) or a wide area 
network (WAN) which is schematically illustrated by bus 
191. 
The computer 100 is generally controlled and coordinated 

by operating system software, such as the OS/26) operating 
system, available from the International Business Machines 
Corporation ("IBM"). Boca Raton, Fla. Conventional oper 
ating systems control and schedule computer processes for 
execution, perform memory management, provide file 
system, networking, and I/O services, and provide a user 
interface, such as a graphical user interface ("GUI"), among 
other things. User applications, such as editors and spread 
sheets, directly or indirectly, rely on these and other capa 
bilities of the operating system. 

FIG. 2 illustrates the structure of a data file 200 con 
structed in accordance with the principles of the present 
invention. The file consists of two main sections, although 
other sections may exist. These other sections are not 
necessary for an understanding of the invention and are 
omitted from the figure for clarity. In particular, the file 
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4 
consists of an unencrypted or "cleartext" header 202 and an 
encrypted data part 204. Although the unencrypted portion 
and the data portion are shown as two parts of a single file. 
separate unencrypted and encrypted files could be used 
without departing from the spirit and scope of the invention. 
Similarly, although table 220 and data portion 222 are shown 
as part of the encrypted portion 204, they could also be 
placed in separate files. 
The cleartext data in the encrypted data portion 204 of the 

file 200 is encrypted using a single file key in a well-known 
manner. There are several conventional, single key encrypt 
ing techniques which could be used to encrypt the file 
including, but not limited to the DES encoding scheme, the 
RC2 encoding scheme, the RC4 encoding scheme or the 
IDEA technique. This same encoding technique can also be 
used to encrypt the secured data portion 222 either as part of 
the data portion 204 of file 200 or as a separate file. 
The single file key used to encrypt the data portion of file 

200 is then itself encrypted using the inventive multi 
password scheme described in detail below. 
The clear text header 202 includes several tables and a 

randomly-chosen value 206 referred to herein as "salt" 
stored therein. The salt value 206 is typically provided as a 
randomly-selected value which may be selected using a 
random number generator of a computer, for example. The 
actual value is not critical, but the salt number should have 
a sufficient number of bits that the selection of duplicate salt 
numbers for different files is extremely unlikely. 
Illustratively, a salt value 206 having 64 bits can be used. 

Also included in unencrypted header 202 is a first table 
208 which consists of a plurality of entries with two fields 
for every entry. In particular, each entry has a first field 210 
containing a user name and a second field 212 containing a 
cryptographic hash of the password corresponding to the 
user name in field 210. 

In an illustrative embodiment, a password corresponding 
to a user name is hashed using a one-way cryptographic 
"hash” of the actual password combined with the salt value. 
In particular, the password can be simply concatenated with 
the salt value or combined in another manner and then 
hashed. 
An illustrative apparatus for generating a cryptographic 

"hash" of input values is illustrated in FIG. 3, but other, 
similar arrangements well-known to those in the art can also 
be used without departing from the scope of the invention. 
In particular, as shown in FIG. 3, the salt value on input 300 
and the password on input 304 are provided to a concatena 
tor 302. Concatenator 302 simply concatenates the bits 
forming the salt value with the bits comprising the password 
and provides the resulting series of bits to a one-way 
function 306. 
A one-way function 306 is a well-known function which 

accepts a series of bits and performs a series of mathematical 
operations on the bits such that it is substantially impossible, 
given only the output of the one-way function, to reconstruct 
the input. There are several such functions well-known to 
those skilled in the art. One such function, suitable for use 
with the illustrative embodiment, is a one-way function 
called "MD2" which is described in detail in a book entitled 
Network Security, C. Kaufman, R. Perlman and M. Speciner, 
Prentice Hall 1995. A cryptographic hash is distinct from a 
key encryption scheme in that the encrypted data can be 
decrypted with the key. However, hashed data cannot be 
"unhashed.” 
The hashed value generated at the output of function 306 

is fed to a second MD2 hash function 308 which implements 
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a second MD2 hash function and provides a second hashed 
value at an output port thereof. It is this second hashed value 
which is stored in the second field 212 of table 208. 
The hashing function represented by the two MD2 func 

tions 306 and 308 (FIG. 3) is denoted in FIG. 2 by 
HASH1 . . . . The concatenation of two values is indicated 
by separating the values by two vertical lines ("I"). The 
mechanism shown in FIG. 3 could be preferably imple 
mented by a software routine but could also be implemented 
in hardware. In any case, the routine is part of the permanent 
file security program. 

It should be noted that the order of the entries in table 208 
establishes an implied order for the passwords. For example, 
the first entry corresponds to password 1, the second entry 
to password two, etc. This order is important because it 
determines the ordering of the entries in the other tables as 
will hereinafter be explained. 

Unencrypted header 202 also includes a second table 214 
which also includes a plurality of entries, each of which has 
two fields 216 and 218. There is an entry for each combi 
nation of passwords which can be used to form the quorum 
necessary for decrypting the encrypted portion of the file. 

For example, assume that there are five authorized admin 
istrators and two are required for a quorum. Further assume 
that the five passwords are PW1. PW2. PW3, PW4, and 
PW5 (the password numbers here refer to the entry orders in 
table 208 and not the actual order in which the passwords are 
entered by the users.) Then, since the order of entry does not 
matter and a password cannot be paired with itself, there are 
ten possible combinations of two passwords, each of which 
defines a value combination for a quorum: 
(1) PW1. PW2 
(2) PW1, PW3 
(3) PW1, PW4 
(4) PW1. PW5 
(5) PW2, PW3 
(6) PW2, PW4 
(7) PW2, PW5 
(8) PW3, PW4 
(9) PW3. PW5 
(10) PW4, PW5 
Each of these ten combination would have an entry in table 
214. The first field 216 of each entry is a set of numbers 
indicating which passwords are in the combination. This 
field consists of the entry numbers for the entries in table 
208. Thus, for example, if a particular quorum consisted of 
users with USERNAME1 and USERNAME2 (and corre 
sponding passwords PW1 and PW2, then the entry in the 
first field of table 214 would be 12. 
The second field 218 of table 214 consists of the file key 

encrypted using hashed passwords in the combination. In 
particular, a cryptographic hash for each password in the 
combination for the entry is generated by concatenating it 
with the salt value and hashing the concatenation. It is 
important that the hashing technique used in the second 
operation is different than the hashing technique used in 
forming table 208 for reasons that will be explained here 
inafter. 
An apparatus for performing the second cryptographic 

hash is illustrated in FIG. 4, although other well-known 
techniques could also be used. As shown in FIG. 4, the 
procedure involves applying the salt value on input 400 and 
a password on input 404 to a concatenation function 406 
which concatenates the bits from the two values. The output 
of the concatenator 402 is provided to a one-way function 
406. As with the previous hashing function, the MD2 
hashing function can be used as the one-way function. Here 

10 

15 

25 

30 

35 

45 

55 

65 

6 
the MD2 function is only applied once to make the hashing 
function different from that used to construct table 208. 
Alternatively, the hashed output could be made different by 
concatenating the salt/password concatenation with another 
predetermined constant before passing it through the one 
way function or by simply using a one-way function differ 
ent than MD2. 
As with table 208, this second hashing function is repre 

sented in table 214 by HASH2 . . . . and concatenation is 
represented by vertical lines ("I") Each hashed concatena 
tion of a password and salt is also represented by a combi 
nation number (C1 ... Cn). Therefore C1=HASH2 PW1 ll 
SALT: C2=HASH2 PW2 SALT, etc. 
A password key is then formed of the combination values 

by concatenating the combination values and hashing the 
concatenated values with the second hashing function. For 
example, if an entry comprises passwords PW1 and PW2 the 
cryptographic key would be generated by forming HASH2 
HASH2 PW1 || SALT II HASH2 PW2 II SALT or 
HASH2 (C1 || C2. The entries are concatenated in an order 
based on their ordering in table 208, not on the actual entry 
order. In addition, although the illustrative embodiment uses 
the hash function HASH2 to has the password combinations 
another hashing function could also be used. 

This password key is then used to encrypt the file key. 
Ideally, the encryption process used to encrypt the file key 
is such that the file key can be easily recovered. In accor 
dance with a preferred embodiment, the password key is 
simply exclusive-ORed with the file key. The result of the 
exclusive-OR operation is then stored in the second field 218 
of the table 214. When this exclusive-OR function is used 
the file key can be easily recovered later by generating the 
password key from combination of entered passwords and 
exclusive-ORing the generated key with the value stored in 
the field 218 of the table 214. 

In order to maintain the password files, it is possible to put 
the passwords into the encrypted data portion 204 of the file 
200. However, if this were done, a user may legitimately 
obtain access to the passwords, but use them improperly in 
accessing other files. if, as previously mentioned, users use 
the same passwords in several contexts. Consequently, the 
encrypted data portion 204 of file 200 includes a series of 
hashed values 220 which are used to maintain the table 214 
as will hereinafter be described. In particular, the entries in 
table 220 are the combination values C1 . . . Cn described 
above. Thus, the passwords themselves do not appear in the 
file. 

FIG. 5 is a illustrative flowchart illustrating a method for 
obtaining the file key of an encrypted file which contains the 
tables illustrated in FIG. 2 by a quorum of users. The 
rectangular elements (typified by element 500), herein 
denoted "processing blocks.” represent computer software 
instructions or groups of instructions. The diamond-shaped 
elements (typified by element 506), herein denoted "deci 
sion blocks." represent computer software instructions or 
groups of instructions which effect the execution of the 
computer software instructions represented by the process 
ing blocks. The flow diagram does not depict syntax of any 
particular computer programming language. Rather, the flow 
diagram illustrates the functional information which one of 
ordinary skill in the art would require to generate computer 
software to perform the processing required to decrypt an 
encrypted file structure. It should be noted that many routine 
program elements, such as initialization of loops and vari 
ables and the use of temporary variables, are not shown. 

Turning now to FIG. 5, the program flow starts at 500 and 
proceeds to processing block 502 where the file header (or 
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header file) is read to extract a list of authorized user names, 
the "salt" value and hashed passwords. The salt value, the 
user names and hashed passwords are typically extracted 
from tables such as tables 208 and 214 in the cleartext file 
header 202 (FIG. 2) and temporarily stored in memory. 
Next, in processing step 504, a list of the extracted user 
names is displayed, generally on a visual display screen. 
Decision block 506 implements a wait loop which waits for 
a password to be entered. In particular, the routine checks an 
input/output device such as a keyboard buffer to detect when 
a password has been entered. Alternatively, information may 
be entered by another equivalent method such as a magnetic 
stripe reader or other entry device. Although the following 
description describes entry by a keyboard, it is obvious that 
similar equivalent methods could be used. If no password 
has been entered, then the routine repeats step 506. 
When a user enters a password, the routine proceeds to 

processing step 508. In step 508, the entered password is 
concatenated with the retrieved salt value and hashed with 
the first hashing function to generate HASH1 (PW II SALT). 
as shown in step 508. 

Decision block S10 checks to see if the hashed password 
just computed matches any of the hashed passwords 
retrieved from the file header 202 in step 502. If a match is 
not found, then the password has been entered incorrectly 
and the routine proceeds to step 512 where an error message 
is displayed to the user that entered the password. The 
routine then returns to step 504 to redisplay the user names 
in case an incorrect password was inadvertently entered. Not 
shown are conventional steps that would be taken if incor 
rect passwords are repeatedly entered. 

If, in step 510, the hashed password matches one of the 
hashed passwords retrieved from table 208 in the header 202 
of the file, then processing proceeds to step 516 where a 
second hashed value of the password concatenated with the 
salt value is computed using the second hashing function 
(HASH2 (PW II SALT). 

Next, in processing step 518, a checkis made to determine 
whether a quorum of authorized users has been obtained. 
This step is performed by comparing the password numbers 
(based on the table order in table 208) already received with 
the valid combinations of passwords stored in the first field 
(216) of table 214. 

If the set of password numbers already entered sofar does 
not match one of the valid combinations for a quorum, then 
the computed hashed values and the password number are 
stored and processing continues to step 514 where the user 
name corresponding to the entered password is deleted from 
the displayed list. 
The routine then proceeds back to step 504 where the 

adjusted list of user names is redisplayed. Processing con 
tinues by repeating steps 504,506, 508, 510, 516, 518 and 
514 until a quorum is obtained as indicated by the numbers 
of entered passwords matching one of the password number 
combinations stored in the first entry of table 214. 

If, in step 520, it is determined that a quorum exists, then 
the stored hashed password values are concatenated in the 
order determined by table 208 and hashed using the second 
hash function to generate the password key as indicated in 
step 520. Since the concatenation is done by the ordering in 
table 208, rather than the actual entry order, the passwords 
to form a quorum can be entered in any order. Finally in step 
522, the password key is used to decrypt the file key. In the 
illustrative example, step 522 is performed by exclusive 
ORing the password key computed in step 520 with the 
value in the second field 218 in table 214 for the entry whose 
list (in the first field) matched the list of entered passwords. 
The routine then finishes in step 524. 
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Referring now to FIG. 6, an illustrative routine to add or 

remove users or change quorum members is disclosed. The 
routine starts in step 600 and proceeds to step 602 in which 
the encrypted portion of the file is decrypted using the file 
key obtained using the procedure described above in con 
junction with FIG. 5. After the encrypted portion of the file 
is decrypted, the hashed passwords in table 220 (FIG. 2) are 
read into memory. These hashed passwords will be used to 
rebuild the table 214. 

Processing then continues to step 606 where a decision is 
made whether a new user will be added to the group of 
authorized users. If a new user is to be added, then an 
additional entry must be made in tables 208 and 220 for that 
user. In this case, processing continues to step 608 where the 
user is instructed to enter a new password. The newly 
entered password is concatenated with the salt value and 
then hashed using the first and the second hash function as 
indicated in step 610. 
The new hashed values are then entered into the appro 

priate tables 208 (field 212) and table 220 as illustrated in 
step 612. In addition, the new hashed passwords are stored 
in memory for later rebuilding of the password combination 
file 214. In the case where more than one new user was being 
added to the group of authorized users, steps 608 and 610 
would be repeated for each new user and all of the new user 
information would be entered into the appropriate tables in 
step 612. 
The routine then proceeds to step 614. If, in decision box 

606, a decision is made that no new users are being entered, 
the routine also proceeds to step 614. In step 614, using any 
new users and any new quorum rules the table 214 can be 
rebuilt. Since the table 220 is changed by the addition or 
deletion of users. the data portion of the file is re-encrypted 
using the same key or a new key, also as indicated in step 
614. It should be noted that the hashed passwords read from 
table 220 in step 604 and the new hashed passwords are 
sufficient to rebuild the table 214 without knowledge of any 
of the actual passwords. 
The inventive arrangement provides the following fea 

tures. Since table 208 contains a list of user names and the 
associated hashed passwords, there is no necessity for users 
to enter first a user name and then a password. Any users 
whose name appears on the list can enter a password, 
without a corresponding name and in any order and the 
routine will recognize valid passwords. Further, the routine 
will recognize a valid combination of passwords regardless 
of the order in which the passwords are entered. 

Further, it should be noted that actual passwords do not 
appear in either the cleartext header of the file or in the 
encrypted portion of the file. Since only passwords passed 
through a one-way function are found in the file, it is 
practically impossible to recover the passwords from the file 
alone. Thus, even if users do, in fact, use the same password 
in different files, with the inventive arrangement, the files 
will not be compromised. While it is possible to rebuild the 
file key decryption table 214 from the information in the 
encrypted portion of the file, the table 214 cannot be rebuilt 
from the second field of table 208 because the hashing 
functions in the two tables are different. 

Although only one embodiment of the invention has been 
disclosed, it will be apparent to those skilled in the art that 
various changes and modifications can be made which will 
achieve some of the advantages of the invention without 
departing from the spirit and scope of the invention. For 
example, various well-known encryption techniques can be 
substituted for those disclosed above to achieve the same 
results. These and other obvious modifications are intended 
to be covered by the appended claims. 
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What is claimed is: 
1. Apparatus for controlling access to secured information 

by quorums of authorized users, each of whom has a 
password, the secured information being encrypted and 
stored in a memory, the apparatus comprising: 
means for creating in the memory a table having an entry 

for each of the plurality of authorized users, the first 
entry including a cryptographic hash of the each user's 
password; 

means for receiving a plurality of passwords from a group 
of users: 

means for cryptographically hashing each of the received 
passwords; 

means responsive to each cryptographically hashed pass 
word for identifying the corresponding user as an 
authorized user when the received cryptographically 
hashed password matches any of the cryptographically 
hashed passwords in the memory; and 

means responsive to passwords received from authorized 
users for determining whether the group of authorized 
users constitutes a valid quorum; and 

means for decrypting the secured information when the 
group of authorized users constitutes a valid quorum. 

2. Apparatus for maintaining password information which 
controls access to secured information by quorums of autho 
rized users, each of whom has a password, the secured 
information being encrypted with a file key and stored in a 
memory, the apparatus comprising: 
means for creating in the memory a table having a first 

entry for each of the plurality of authorized users, the 
first entry being derived from the each user's password; 

means for receiving a plurality of passwords from a group 
of authorized users; 

means responsive to the plurality of received passwords 
for determining whether the group of users constitutes 
a valid quorum; 

means for computing the file key from a plurality of first 
entries corresponding to supplied passwords; and 

means for encrypting the first entries with the file key. 
3. Apparatus according to claim 2 wherein the determin 

ing means comprises means for generating the file key when 
the group of users constitutes a valid quorum. 

4. Apparatus according to claim 3 further comprising 
means cooperating with the determining means for decrypt 
ing the second entries with the generated file key; and 
means responsive to the decrypted second entries for 

recreating the table in the memory. 
5. Apparatus for maintaining password information which 

controls access to secured information by quorums of autho 
rized users, each of whom has a password, the secured 
information being encrypted with a file key and stored in a 
memory, the apparatus comprising: 
means for creating in the memory a table having a first 

entry for each of the plurality of authorized users, the 
first entry including a cryptographic hash of the each 
user's password; 

means for creating in the memory for each group of users 
constituting a valid quorum, a second entry comprising 
a combination of passwords for users in the each group 
and the file key encrypted with a password key com 
prised of a cryptographic hash of the first entries for 
each of the users in the each group; 

means for receiving a plurality of passwords from a group 
of authorized users; 
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10 
means for checking the plurality of received passwords 

against the password combinations in each of the 
second entries and for generating a password key from 
the plurality of received passwords; and 

means responsive to the generated password key for 
decrypting the file key. 

6. Apparatus for controlling access to secured data by 
quorums of authorized users, the secured data being 
encrypted with a file key and stored in a memory, the 
apparatus comprising: 

means for creating in the memory for each authorized user 
a first entry having a cryptographic hash of a corre 
sponding password; 

means for receiving a plurality of passwords from a group 
of users; 

means responsive to the plurality of received passwords 
and to the cryptographic hashes created in the memory 
for determining whether the group of users constitutes 
a valid quorum of authorized users; 

means for creating in the memory for each authorized 
user, a second entry comprising a password for the each 
authorized user cryptographically hashed with a tech 
nique different from a cryptographic technique used to 
cryptographically hash passwords in the first entries; 
and 

means for encrypting each of the second entries with the 
file key. 

7. Apparatus according to claim 6 wherein the means for 
creating the first entries comprises means for combining 
each password with a predetermined salt value and means 
for cryptographically hashing the combination of the salt 
value and the password. 

8. Apparatus according to claim 6 wherein the means for 
determining whether the group of users constitutes a valid 
quorum of authorized users comprises means for creating in 
the memory for each quorum of authorized users, a third 
entry comprising a combination of passwords in the each 
quorum and the file key encrypted with a password key 
comprised of a cryptographically hashed combination of 
cryptographically hashed passwords of the users in the each 
quorum. 

9. Apparatus according to claim 8 wherein in each of the 
plurality of third entries, the hashed passwords are crypto 
graphically hashed using the same technique as that used to 
cryptographically hash passwords in the second entry. 

10. Apparatus according to claim 7 wherein the means for 
cryptographically hashing the combination of the salt value 
and the password comprises means for concatenating the salt 
value and the password. 

11. Apparatus according to claim 7 wherein the means for 
cryptographically hashing the combination of the salt value 
and the password comprises means for passing the combi 
nation through a one-way function. 

12. Apparatus according to claim 11 wherein the one-way 
function is an MD2 function. 

13. Apparatus according to claim 8 wherein the means for 
creating the third entries comprises: 

means for combining each password with a predetermined 
salt value; 

means for cryptographically hashing the combination of 
the salt value and the password; and 

means for forming a combination of cryptographically 
hashed passwords in the each quorum; and means for 
cryptographically hashing the combination of crypto 
graphically hashed passwords. 

14. Apparatus according to claim 13 wherein the means 
for combining each password with the predetermined salt 
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value comprises means for concatenating the each password 
and the salt value. 

15. Apparatus according to claim 13 wherein the means 
for cryptographically hashing the combination of the salt 
value and the password comprising means for passing the 
combination of the salt value and the password through a 
oneway function. 

16. Apparatus according to claim 15 wherein the one-way 
function comprises means for passing the combination 
through a first MD2 function and the result therefrom 
through a second MD2 function. 

17. Apparatus according to claim 8 wherein the file key is 
encrypted with the password key by exclusive-ORing the 
file key and the password key. 

18. A method for controlling access to secured data by 
quorums of authorized users, the secured data being 
encrypted with a file key and stored in a memory, the method 
using a table in the memory having a first entry for each 
authorized user, the first entry having the name of the each 
authorized user and a corresponding encrypted password, 
and for each of the quorums, a second entry comprising a 
combination of passwords in the each quorum and the file 
key encrypted with a password key comprised of a crypto 
graphically hashed combination of cryptographically hashed 
passwords of the users in the each quorum, wherein a second 
cryptographic hashing technique used to create the second 
entry differs from a first cryptographic hashing technique to 
create the first entry, the method comprising the steps of: 

A. hashing an entered password with the first crypto 
graphic hashing technique; 

B. comparing the cryptographically hashed password with 
the plurality of first entries; 

C. cryptographically hashing the entered password with 
the second hashing technique when a match is detected 
in step B; 

D. checking whether a quorum of entered passwords has 
been obtained 

E. computing a password key by combining passwords 
hashed with the second cryptographic hashing tech 
nique and cryptographically hashing the combination 
with the second hashing technique and using the pass 
word key to decrypt the file key when a quorum has 
been obtained in step D; and 

F. repeating steps A to C when a quorum has not been 
obtained in step D. 

19. A method according to claim 18 wherein the memory 
includes for each authorized user, a third entry comprising a 
password for the each authorized user hashed with the same 
cryptographic hashing technique used to hash passwords in 
the second entry and the method further includes the steps 
of: 

G. receiving new quorum rules; and 
H. using the third entries to compute new second entries 
based on the new quorum rules. 

20. A method according to claim 18 wherein step A 
comprises the steps of: 
A1. concatenating the password with a predetermined salt 

value; and 
A2. passing the concatenation through a one-way func 

tion. 
21. A method according to claim 20 wherein step A2 

comprises the step of: 
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A2A. passing the concatenation through an MD2 func 

tion. 
22. A method according to claim 18 wherein step C 

comprises the steps of: 
C1. concatenating the password with a predetermined salt 

value; and 
C2. passing the concatenation through a one-way func 

tion. 
23. A method according to claim 22 wherein step C2 

comprises the step of: 
C2A. passing the concatenation through two MD2 func 

tions. 
24. A method according to claim 18 wherein step E 

comprises the step of: 
E1. decrypting the file key by exclusive-ORing it with the 
password key. 

25. A method according to claim 18 wherein step Efurther 
comprises the steps of: 

E2. concatenating passwords in the quorum subset; and 
E3. cryptographically hashing the concatenation com 

puted in step E2. 
26. A method according to claim 25 wherein step E3 

comprises the step of: 
E3A. passing the concatenation through two MD2 func 

tions. 
27. A computer program product for controlling access to 

secured data by quorums of authorized users, the secured 
data being encrypted with a file key and stored in a memory, 
the computer program product comprising: 
means for creating in the memory for each authorized user 

a first entry having the name of the each authorized user 
and a cryptographic hash of a corresponding password; 

means for creating in the memory for each authorized user 
a second cryptographic hash of a corresponding pass 
word; 

means for receiving a plurality of passwords from a group 
of authorized users; 

means responsive to the plurality of received passwords 
and to the cryptographic hashes created in the memory 
for determining whether the group of users constitutes 
a valid quorum; 

means for creating in the memory for each authorized 
user, a third entry comprising a password for the each 
authorized user cryptographically hashed with the same 
technique used to cryptographically hash passwords in 
the second cryptographic hash; and 

means for encrypting each of the third entries with the file 
key. 

28. A computer program product according to claim 27 
wherein the means for determining whether the group of 
users constitutes a valid quorum comprises means for cre 
ating in the memory for each quorum of authorized users, a 
second entry comprising a combination of passwords in the 
each quorum and the file key encrypted with a password key 
comprised of a cryptographically hashed combination of 
cryptographically hashed passwords of the users in the each 
quorum. 




