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5G 80MHz 1x1 Rates 
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2.4G 20MHz 2x2 Rates 

FIG. 15C 
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2.4G 20MHz 1 x1 Rates 

FIG. 15D 
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Rate Estimation Process Based on Device Class 

Send test packets. 
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Measure TX and RX patterns. 
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,. 
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quality of the device. 
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2034 
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Measure transmitted data. 
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1 
Measure received data. 

2038 

l 
Perform curve fitting using training 
data to find effective attenuation. 
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Find attenuation and link quality. 
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2050~ 

\ 

Device Classification 

Check device wireless 
capability, manufacturer, and 

OS version. 
2052 

Match the closest device type 
from training based on wireless 
capability, software and vendor. 
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DEDICATED BACKHAUL LINK FOR A 
ROBUST WIRELESS MESH NETWORK 

2 
receive from the other side of the link, no packet can be 
transmitted to the other side of the link. 

Instead of one AP with high transmission power and high 
performance antennas, an attractive alternative is using a CROSS-REFERENCE TO RELATED 

APPLICATIONS 

This application is entitled to the benefit of and the right 
of priority to U.S. Provisional Patent Application No. 
62/253,540, entitled "METHOD AND APPARATUS FOR 
WHOLE HOME WI-FI COVERAGE", filed Nov. 10, 2015; 
and to U.S. Provisional Patent Application No. 62/336,503, 
entitled "DEDICATED BACKHAUL FOR WHOLE 
HOME COVERAGE", filed May 13, 2016; all of which are 
hereby incorporated by reference in their entireties. 

5 multitude of smaller APs that are deployed in the environ­
ment in a scattered, distributed manner. These smaller APs 
form a wireless mesh network, and therefore are also called 
"mesh points." When a client device establishes connection 
with one of the mesh points, the mesh points can forward the 

10 traffic to the mesh point that is connected to the gateway, 
which in tum communicates the traffic to the outside world 
(e.g., wide area network (WAN) and/or "the Internet"). 
However, there are also many challenges associated with 
implementing these wireless mesh networks, especially in a 

This application is related to co-pending U.S. patent 
application Ser. No. 15/287,678, entitled "AUTOMATED 
MESH POINT SURVEY AND GUIDED INSTALLATION 

15 home environment where a layman user may be involved in 
installing and configuring these mesh points. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present embodiments are illustrated by way of 
example and are not intended to be limited by the figures of 
the accompanying drawings. 

FORA WIRELESS MESH NETWORK", filed Oct. 6, 2016; 
U.S. patent application Ser. No. 15/287,704, entitled "RATE 20 

ESTIMATION IN A WIRELESS MESH NETWORK", filed 
Oct. 6, 2016; U.S. patent application Ser. No 15/287,706, 
entitled "ROAMING IN A WIRELESS MESH NET­
WORK", filed Oct. 6, 2016; and U.S. patent application Ser. 
No. 15/271,912, entitled "DEDICATED BACKHAULFOR 
WHOLE HOME COVERAGE", filed Sep. 21, 2016; all of 
which are hereby incorporated by reference in their entire-

FIG. lA is a representative wireless mesh network envi­
ronment within which some embodiments may be imple-

25 mented. 
FIG. lB is a block diagram of a computing device that 

may be used to implement the techniques introduced here. 

ties. 

COPYRIGHT NOTICE 

FIG. 2 is an example user interface illustrating a welcome 
page outlining the general functionalities of a mobile soft-

30 ware application that implements one or more techniques 
introduced here. 

FIGS. 3A-3F are example user interfaces illustrating 
processes for assisting a user in installing the first, main 
mesh point in a wireless mesh network. 

FIGS. 4A-4C are example user interfaces illustrating 
introductory processes for assisting a user in installing 
additional mesh points in the wireless mesh network. 

A portion of the disclosure of this patent document 
contains material which is subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 35 

disclosure, as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. FIGS. SA-SD are example user interfaces illustrating 

processes for assisting a user in finding weak reception spots 
40 ( or "dead spots") for potential locations to install additional 

mesh points. 
TECHNICAL FIELD 

The present disclosure relates generally to electronic 
communications, and more specifically, to techniques for 
implementing a local area wireless mesh network. 

BACKGROUND 
45 

FIGS. 6A-6E are example user interfaces illustrating 
further introductory processes for assisting a user in install­
ing additional mesh points in the wireless mesh network. 

FIGS. 7 A-7E are example user interfaces illustrating 
guiding instructions for assisting a user in installing addi­
tional mesh points in the wireless mesh network. 

In an indoor environment such as a large house or an 
office, a single access point (AP) often may not be able to 
cover the entire indoor area. 

FIGS. 8A-8G are example user interfaces illustrating 
diagnostic processes of installed mesh points in the wireless 

50 mesh network. 
One straightforward attempt to solve the problem is to 

increase the transmission power. However, solely relying on 
increasing the transmission power on the AP would be a 
poor solution. In addition to regulatory bodies that limit the 
transmission power of the AP, it is typical that the wireless 55 

local area network (WLAN) communications link between 
an AP and a clients is highly asymmetrical, that is, the 
client's transmission power is usually lower than the AP's 
transmission power. The client's antenna efficiency conven­
tionally is also lower than the AP. Moreover, a portable 60 

client ( e.g., a mobile phone) often is hand held by a user, and 
because of the signal absorption and disruption by the 
human body, signals from such portable client may reach the 
AP at even lower powers. Yet, many commonly used WLAN 
protocols require each side of the link to receive an acknowl- 65 

edgement (ACK) for the packets that are transmitted ( e.g., in 
a downlink direction). If one side of the WLAN link cannot 

FIG. 9 is an example user interface illustrating another 
diagnostic process for installed mesh points in the wireless 
mesh network. 

FIG. 10 is an example user interface illustrating an 
optional process for installing additional mesh points for 
bandwidth ( e.g., as opposed to coverage) in the wireless 
mesh network. 

FIGS. llA-llC are example user interfaces illustrating 
further diagnostic and configuration processes of the wire­
less mesh network. 

FIG. 12 is an example list of type of devices. 
FIG.13Ais a table illustrating the upper, center, and lower 

frequencies of different Wireless LAN (WLAN) channels in 
a typical 2.4 GHz frequency band. 

FIG. 13B is a table illustrating example frequencies of 
different Wireless LAN (WLAN) channels available ( e.g., in 
the United States) in a typical 5 GHz frequency band. 
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FIG. 14A-14C are different statistical data gathered for 
mapping the performance of a particular type of device to 
the anticipated performance of an additional mesh point, if 
installed at the same location. 

FIGS. 15A-15D are example tables of closest PHY rates 
that can be used for throughput estimation. 

FIG. 16 is an example table for mapping between esti­
mated link rate (throughput) and user instruction, for a mesh 
point operating in a particular frequency band. 

FIG. 17A is an example table for mapping between 
estimated link rate (throughput) and wireless network cov­
erage. 

FIG. 17B is an alternative example that implements a 
hysteresis mechanism for mapping between estimated link 
rate and wireless network coverage. 

FIGS. lSA-18B are a list of known user devices with their 
capabilities to follow or otherwise coordinate with the mesh 
network in performing intelligent roaming. 

FIG. 19 illustrate an example diagram showing a back­
haul link established between two mesh points ( e.g., in the 
mesh network). 

FIGS. 20A-20C are example flow charts illustrating meth­
ods for performing rate estimation, device characterization, 
and device classification in a mesh network disclosed herein. 

FIG. 21 is an example flow chart illustrating a method for 
performing roaming decision in a mesh network disclosed 
herein. 

FIGS. 22A-22C are example flow charts illustrating meth­
ods for performing switching and selection of dedicated 
backhaul in a mesh network disclosed herein. 

Like reference numerals refer to corresponding parts 
throughout the figures and specification. 

DETAILED DESCRIPTION 

Generally speaking, as mentioned above, a better alter­
native to an access point (AP) with large transmission power 
is a wireless mesh network with a multitude of smaller APs, 
deployed in the environment in a scattered, distributed 
manner. These smaller APs ( or mesh points) are often 
marketed as so-called "range extenders" or "repeaters." A 
range extender generally works by associating itself to a 
user's main AP and receiving Internet connection from the 
main AP. Then, clients such as mobile phones, laptops and 
desktop computers, and smart devices can associate to the 
range extender. 

However, there are also many challenges associated with 
implementing wireless mesh networks with these range 
extenders, especially in a home environment where a lay­
man user may be involved in installing and configuring these 
devices. One common problem with the installation process 
involving layman users is that users may not be able to 
install this mesh points in their best locations, for example, 
because the users do not know where to put each one of them 

4 
main AP or a repeater mesh point and may not roam to the 
mesh point that can provide the clients with the best through­
put. All too often, roaming between multiple range extenders 
and the main AP may not function as designed, and different 

5 roaming methods may be required for different types of 
clients. Other common issues include that the extender may 
not use the best band(s) to connect to the rest of the mesh 
network, or that the extender may not use the best band to 
forward the traffic when extender is connected to two or 

10 more bands on the main AP. 
Introduced here, accordingly, are techniques to provide 

automated mesh point survey and guided installation for 
assisting the installation and configuration of a wireless 

15 
mesh network. Additional implementation techniques are 
also introduced including, for example, rate estimation, 
roaming, and dedicated backhaul link implementation in 
such wireless mesh network, are also discussed. Among 
other benefits, this disclosure provides an integral solution 

20 where multiple wireless local area network (WLAN) mesh 
point devices are deployed in a relatively large environment 
with potential dead spots, such as a home or an office. As is 
introduced in more details below, one or more embodiments 
can aid the user in installation, can aid user to verify that 

25 installation is successful, and can aid user in upgrading an 
existing wireless mesh network. In some examples, the 
multiple device wireless mesh network may have a network 
control system, which may be centralized or distributed, and 
the network controller can decide, for example, with which 

30 mesh point each client should associate, when a client 
should roam, which topology the network should be using, 
with which band should the client associate, which band 
should be used for the traffic forwarding, and where to install 

35 
a new mesh point to provide more coverage in the target 
area. 

In the following description, numerous specific details are 
set forth such as examples of specific components, circuits, 
and processes to provide a thorough understanding of the 

40 present disclosure. Also, in the following description and for 
purposes of explanation, specific nomenclature is set forth to 
provide a thorough understanding of the present embodi­
ments. However, it will be apparent to one skilled in the art 
that these specific details may not be required to practice the 

45 present embodiments. In other instances, well-known cir­
cuits and devices are shown in block diagram form to avoid 
obscuring the present disclosure. 

The term "coupled" as used herein means connected 
directly to or connected through one or more intervening 

50 components or circuits. Any of the signals provided over 
various buses described herein may be time-multiplexed 
with other signals and provided over one or more common 
buses. Additionally, the interconnection between circuit ele­
ments or software blocks may be shown as buses or as single 

55 signal lines. Each of the buses may alternatively be a single 
signal line, and each of the single signal lines may alterna­
tively be buses, and a single line or bus might represent any 
one or more of a myriad of physical or logical mechanisms 
for communication (e.g., a network) between components. 

to cover particular dead spots (i.e., locations with poor 
reception) in the house, how to find these dead spots, and so 
forth. In addition, many conventional range extenders are 
designed separately (and much like an afterthought) from 
the main AP, and therefore generally do not have much 
coordination with the main AP. In many of these conven­
tional settings, it is up to the connection client to decide what 
happens ( e.g., what action or reaction to take when a certain 
type of issues takes place, such as poor reception) in the 
wireless mesh network, which may adversely affect the 
efficiency and stability of such network. For example, roam- 65 

ing between the main AP and repeater can be a common 
issue where the clients may be stuck in connection with the 

60 The present embodiments are not to be construed as limited 
to specific examples described herein but rather to include 
within their scope all embodiments defined by the appended 
claims. 
System Overview 

FIG. lA is a representative wireless mess network envi­
ronment 100 within which some embodiments may be 
implemented. The environment 100 includes a gateway 110, 
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a main mesh point 112a, a number of additional mesh points 
112b-112n, a wide area network (WAN) 120, and a plurality 
of client devices 130a-130n. 

The gateway 110 can be a default gateway, which in 
computer networking sense, is the node that is assumed to 5 

know how to forward packets on to other networks. In a 
home or small office environment, the gateway device 110, 
such as a digital subscriber line (DSL) router or cable router 
that connects the local area network (LAN) (e.g., the net­
work established by mesh points 112a-112n) to the Internet 10 

(e.g., network 120) acts as the default gateway for all 
network devices. For example, the gateway 110 and the 
network 120 may be connected via a twisted pair cabling 
network, a coax cable network, a telephone network, or any 
suitable type of connection network. In some embodiments, 15 

the base station 110 and the network 120 may be connected 
wirelessly ( e.g., which may include employing a data traffic 
network based on wireless telephony services such as 3G, 
3.5G, 4G LTE and the like). 

The main mesh point 112a, which is illustrated as aper- 20 

ating in "main access point (AP)" mode, is coupled together 
with the network 120 so that main mesh point 112a can 
enable, either directly or through the additional mesh points 
112b-112n, the client devices 130a-130n to exchange data to 
and from the network 120. The technologies supporting the 25 

communications between the gateway 110 and the main 
mesh point 112a may include Ethernet (e.g., as described in 
IEEE 802.3 family of standards) and/or other suitable types 
of area network technologies. 

The additional mesh points 112b-112n connect to the 30 

main mesh point 112a, either directly or indirectly, via one 
or more wireless network communication technologies, such 
as WLAN (e.g., Wi-Fi), Bluetooth, etc. The IEEE 802.11 
standards are a set of WLAN technology specifications 
commonly seen for implementing wireless local area net- 35 

work (WLAN) computer communication. Examples of dif­
ferent wireless communication protocols in the IEEE 802.11 
family of standards can include IEEE 802.lla, IEEE 
802.llb, IEEE 802.lln, IEEE 802.llac, and so forth. When 

6 
stations, routers, gateways, hubs, or the like. Depending on 
the embodiments, the network technology connecting 
between the client devices 130a-130n and the mesh points 
112a-112n can include other suitable wireless standards such 
as the well-known Bluetooth communication protocols or 
near field communication (NFC) protocols. In some embodi­
ments, the network technology between the devices 130a-
130n and the mesh points 112a-112n can include a custom­
ized version of WLAN, Bluetooth, or customized versions 
of other suitable wireless technologies. Client devices 130a-
130n can be any suitable computing or mobile devices 
including, for example, smartphones, tablet computers, lap­
tops, personal digital assistants (PD As), or the like. Client 
devices 130a-130n typically include a display, and may 
include suitable input devices (not shown for simplicity) 
such as a keyboard, a mouse, or a touchpad. In some 
embodiments, the display may be a touch-sensitive screen 
that includes input functionalities. Additional examples of 
the devices 130a-130n can include network-connected cam-
eras ( or "IP cameras"), home sensors, and other home 
appliances (e.g., a "smart refrigerator" that can connect to 
the Internet). 

It is noted that one of ordinary skill in the art will 
understand that the components of FIG. 1 are just one 
implementation of the computer network environment 
within which present embodiments may be implemented, 
and the various alternative embodiments are within the 
scope of the present embodiments. For example, the envi­
ronment 100 may further include intervening devices (e.g., 
switches, routers, hubs, etc.) among the mesh points 112a-
112n, the network 120, and the client devices 130a-130n. In 
some examples, the network 120 comprises the Internet. 

With the environment introduced above in mind, various 
techniques for implementing automated mesh point survey 
and guided installation are described in more detail below, 
with continued reference to the elements in FIG. 1. Also, for 
purposes of discussion herein, one or more devices in the 
plurality of mesh points 112a-112n, or the mesh network 
formed by the mesh points 112a-112n, may be referred to as 
Orbi™, which is a trademark of NETGEAR, Inc. 
Device Architecture 

a client device (e.g., 130a, 130b, 130n) establishes connec- 40 

tion with one of the mesh points 112b-112n, the mesh points 
112b-112n can forward the traffic to the mesh point 112a that FIG. 1B is a high-level block diagram showing an 

example of a computing device 1200 that can be used to 
implement one or more devices (e.g., gateway 110, mesh 

45 points 112a-112n, and user devices 130a-130n) introduced 
here. 

is connected to the gateway 110, which in turn communi­
cates the traffic to the outside world ( e.g., wide area network 
(WAN) 120 and/or "the Internet"). 

Although not shown for simplicity, the mesh points 112a-
112n may include one or more processors, which may be 
general-purpose processors or may be application-specific 
integrated circuitry that provides arithmetic and control 
functions to implement the techniques disclosed herein on 50 

the mesh points 112a-112n. The processor(s) may include a 
cache memory (not shown for simplicity) as well as other 
memories (e.g., a main memory, and/or non-volatile 
memory such as a hard-disk drive or solid-state drive. In 
some examples, cache memory is implemented using 55 

SRAM, main memory is implemented using DRAM, and 
non-volatile memory is implemented using Flash memory or 
one or more magnetic disk drives. According to some 
embodiments, the memories may include one or more 
memory chips or modules, and the processor(s) on the mesh 60 

points 112a-112n may execute a plurality of instructions or 
program codes that are stored in its memory. 

The client devices 130a-130n can connect to and com­
municate with the mesh points 112a-112n wirelessly includ­
ing, for example, using the IEEE 802.11 family of standards 
(e.g., Wireless LAN), and can include any suitable interven­
ing wireless network devices including, for example, base 

In the illustrated embodiment, the computing system 1200 
includes one or more processors 1210, memory 1211, a 
communication device 1212, and one or more input/output 
(I/0) devices 1213, all coupled to each other through an 
interconnect 1214. The interconnect 1214 may be or may 
include one or more conductive traces, buses, point-to-point 
connections, controllers, adapters and/or other conventional 
connection devices. The processor(s) 1210 may be or may 
include, for example, one or more general-purpose program­
mable microprocessors, microcontrollers, application spe-
cific integrated circuits (AS I Cs), programmable gate arrays, 
or the like, or a combination of such devices. The 
processor(s) 1210 control the overall operation of the com­
puting device 1200. Memory 1211 may be or may include 
one or more physical storage devices, which may be in the 
form of random access memory (RAM), read-only memory 
(ROM) (which may be erasable and programmable), flash 
memory, miniature hard disk drive, or other suitable type of 

65 storage device, or a combination of such devices. Memory 
1211 may store data and instructions that configure the 
processor(s) 1210 to execute operations in accordance with 
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Note that the type and capabilities of the user's device can 
include what type of device it is (e.g. Apple iPhone 6S™, 
Samsung Galaxy S6™, and/or any other related information 
such as antenna configuration, protocol capabilities, etc.). As 

the techniques described above. The communication device 
1212 may be or may include, for example, an Ethernet 
adapter, cable modem, Wi-Fi adapter, cellular transceiver, 
Bluetooth transceiver, or the like. Depending on the specific 
nature and purpose of the processing device 1200, the I/O 
devices 1213 can include devices such as a display (which 
may be a touch screen display), audio speaker, keyboard, 
mouse or other pointing device, microphone, camera, etc. 
Automated Mesh Point Survey and Guided Installation 

5 is described in more detail below, the device information can 
be used to determine how to map the coverage range of that 
particular device to the coverage range of a typical device 
( e.g., for transmission rate estimation, coverage estimation, 
roaming decisions, etc.). The information can also be used to 

10 translate the measurement results obtained on that particular 
device to estimated mesh-to-mesh coverage in the wireless 
mesh network. The information can be used to see if the 
particular device supports roaming instructions, and if so, 

As previously mentioned, it is generally hard to cover a 
relatively large area using a single AP. A multiple AP 
solution (i.e., a wireless mesh network) to cover the whole 
area is an attractive alternative, but there are also many 
challenges. Among them, the user needs to find the dead 

15 
spots, the user needs to know what kind of wireless coverage 

what type. 
FIG. 2 is an example user interface illustrating a welcome 

page outlining the general functionalities of a mobile soft­
ware application that transform the user's mobile device to 
implement one or more techniques introduced here. As 
illustrated in FIG. 2, the interface generally outlines the 
process of assisted installation and configuration of the mesh 
points, by breaking it down into three segments (not in a 
necessary order): (1) Installation of the main mesh point 
(e.g., mesh point 112a); (2) Installation of the additional 
mesh points ( e.g., mesh point 112b-112n ); and (3) Testing of 

( e.g., signal strength, throughput (TPUT), goodput ( or appli­
cation-level throughput)) is capable to carry at least the 
Internet speed or other services through the deployed envi­
ronment, the user needs to know where to install the mesh 20 

points, and the user needs to verify that the current mesh 
installation is providing the coverage needed around the 
home, and as an additional option, to receive suggestions on 
how to improve the wireless coverage when needed or when 
the user purchases an upgraded Internet service. 

Therefore, one aspect of the present disclosure is to 
provide a portable device (e.g., by using a mobile software 
application running on a user's mobile computing device) 
with the capability of assisting the user throughout the site 
survey and installation process. Generally speaking, the 30 

disclosed application can assist the user to connect the first 
mesh point to where the user's gateway (e.g., a cable 
modem) is and enter personal settings (e.g., a desired 
SSID/password). Then, the application can guide the user to 
walk around the environment to determine where the dead 35 

25 the installed mesh points ( e.g., mesh points 112a-112n ). The 
interface may include a start button that allows the user to 
initiate the process. 

spots (i.e., locations with poor WLAN reception) are. After­
wards, the application can instruct the user where to install 
the additional mesh points to increase the coverage to reduce 

FIGS. 3A-3F are example user interfaces illustrating 
processes for assisting a user in installing the main mesh 
point in a wireless mesh network. As illustrated in FIG. 3A, 
first, the user is instructed to install and launch an mobile 
application on his or her user device, such as a smart phone 
(e.g., device 130a). Upon the execution of the application on 
the user device 130a, the application prompts the user to 
install the main mesh point 112a at a desired place in the 
environment (e.g., next to the home gateway 110). The main 
mesh point 112a can be connected to the gateway 110 via a 
wired (e.g., IEEE 802.3 wired Ethernet) or wireless (e.g., 
IEEE 802.11 WLAN) connection, even though a direct, 

40 wired connection is typically more desirable for the inherent 
robustness and potentially higher transmission rate. In gen­
eral, the connection between the main mesh point 112a and 
the gateway 110 should be reasonably close and without 
substantial interference, such that the main mesh point 112a 

or eliminate the dead spots. The application can verify 
whether the installation is a good one ( e.g., functioning 
properly and achieving a target transmission rate), and if not, 
provide feedbacks to the user accordingly. Afterwards, the 
application can perform an Internet speed test, and can allow 
the user to walk around to perform coverage surveys to 
verify that the available transmission rate and coverage 
meets his or her need. If the user later wants to upgrade the 
Internet connection and add additional mesh points to pro­
vide more bandwidth to the existing network structure, the 
application can assist the user to achieve that as well. As 
such, example functions of such portable device (e.g., as 50 

enabled by the mobile application) introduced here include: 

45 does not become a bottleneck for the bandwidth to the 

(1) surveying the wireless coverage in the environment; 
(2) communicating the type and capabilities of the user's 

device (on which the mobile application is installed) to the 
wireless mesh network ( e.g., to a controlling entity, which 55 

may be the mesh point 112a functioning as the main AP, 
another mesh point in the network, or a cloud-based server); 

(3) setting up the configurations of the mesh network, 
such as service set identifier (SSID), password, and other 
attributes of mesh network, using Bluetooth, and/or other 60 

forms of wireless communication; 
(4) measuring the Internet speed to set a target transmis­

sion rate for a desirable wireless coverage in home; 

network 120. 
In one or more implementations, after the physical instal-

lation of the main mesh point 112a, the application can cause 
the user device 130a to connect to the main mesh point 112a 
using a default set of service set identifier (SSID) and 
password. This connection can be performed by the appli-
cation automatically (e.g., upon the detection of the avail­
ability of the default SSID) or after receiving an input from 
the user, such as the activation of a software button "I've 
plugged him in," shown in FIG. 3A. This process of estab­
lishing connection to the main mesh point 112a is illustrated 
in FIG. 3B. There can be a number of variations on the exact 
mechanism of connecting to the main mesh point 112a, 
depending on the device type and the operating system of the 
user device 130a. In one embodiment, if the user device 
130a is an Android™ device, the application may connect to 
the default SSID and password by accessing the configura­
tion of the WLAN circuitry on the device. Alternatively, if 
the user device 130a is an iOS™ device for example, the (5) guiding the installation of mesh points in home to 

provide the target wireless coverage; and 
( 6) providing verification of the target wireless coverage 

during and/or after the installation of mesh points. 

65 application can instruct the user how to connect to default 
SSID. In yet another alternative, when available, the appli­
cation may utilize other types of wireless connection ( e.g., 
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additional mesh points in the wireless mesh network. FIGS. 
4A-4C may be implemented to provide the user with an 
overview of the automated installation guidance procedure, 
including dead spot finding, mesh point installation location 

Bluetooth™) first for establishing the initial connnunication 
and then hand off to WLAN, to make the installation 
procedure easier. For example, mechanisms such as Generic 
Attribute Profile (GATT) ofB!uetooth Low Energy™ (BLE) 
may be used to exchange the SSID, password, and/or any 
other relevant profile and user data over a BLE connection 
to the main mesh point 112a first for purposes of establishing 
WLAN connection between the user device 130a and the 

5 guiding instructions, and WLAN coverage and connection 
speed verification after the installation. 

main mesh point 112a. In variations, classic Bluetooth™ 
may also be used to carry profile information when avail- 10 

able. 

FIGS. SA-SD are example user interfaces illustrating 
processes for assisting a user in finding weak reception spots 
( or "dead spots") for potential locations to install additional 
mesh points. 

To begin, the user is prompted to use the user device 112a 
(and via the application) to conduct a wireless coverage 
survey. As illustrated in FIG. SA, the user is instructed to 
walk around the environment to find dead spots ( e.g., all the 

As illustrated in FIG. 3B, the application can also provide 
an opportunity (e.g., via a button) for the user to convey to 
the main mesh point 112a a desired SSID and password for 
the mesh network. If there is a preset SSID conflict situation 
(e.g., when more than one mesh point is nearby using the 
same default SSID), the application can detect the conflict 
and prompt the user to resolve the conflict by entering a 
customized, desired SSID and password for the mesh net­
work. FIG. 3D illustrates an interface that may be imple­
mented in the application introduced here for receiving user 
selected wireless network credentials for the mesh network, 
including an SSID and a password. The desired SSID/ 
password can be used to further configure the first, main 
mesh point 112a and the subsequent mesh points 112b-112n. 
When the user device 130a successfully connects to the 
main mesh point 112a, a screen such as FIG. 3C can be 
displayed by the application to prompt the user to proceed 
further with the installation. FIGS. 3E and 3F illustrate 

15 dead spots or the dead spots that matter to the user) using the 
application that is installed on the user device 112a. In 
accordance with the present disclosure, some embodiments 
of the application can cause the portable user device 130a to 
give feedback to the user regarding the quality of the 

20 wireless coverage of the current location. 
More specifically, in accordance with a number of 

embodiments, the application can utilize one or more of the 
link rate estimation techniques, which are introduced herein 
further below, to estimate the wireless coverage of all the 

25 frequency bands (e.g., 2.4G, 5G, and/or other bands) using 
the frequency band (e.g., 2.4G) with which the user device 
130a is connected. For example, if the user device 130a is 
connected to the 2.4 GHz frequency band, the application 

additional or alternative embodiments of the user interfaces 30 

illustrated in FIGS. 3B and 3C. 
After the main mesh point 112a is installed successfully, 

can use the link rate estimation techniques to estimate the 
available speed in the 5 GHz frequency band using statistics 
gathered from the 2.4 GHz connection. 

After the link speeds on various frequency bands are 
estimated, the quality of the wireless coverage at the current 
location is reported based on the target data rate that wireless 

35 mesh network is aimed to reach. The means of the reporting 
can be designed to be easily understandable by the layman 
user, such as "Great," "Good," "Bad," or any other user 
perceivable metric. Examples of such reporting are illus­
trated in FIGS. SB-SD. One or more of the user interfaces 

in some embodiments, the application measures the Internet 
speed from the main mesh point lla, and uses that as a basis 
for a target of how much wireless speed needed to be 
supported across the entire mesh network. That is to say, the 
measured Internet speed can be used to determine a target 
speed rate for the mesh network. According to some 
examples, the Internet speed may be measured from the 
main mesh point 112a and then reported to the application 40 

using WLAN, Bluetooth, or any other suitable links between 
the main mesh point 112a and the user device 130a. Alter­
natively, the Internet speed may be measured by the user 
device 112a through a connection (e.g., a wireless connec­
tion) with the main mesh point 112a, even though the 45 

measurement may be less accurate than being measured 
directly through the main mesh point 112a. Whether the 
Internet speed is measured from main mesh point 112a or the 
user's portable device 130a, it may be measured by adopting 
one or more of the following example ways: flooding-based 50 

tools with large multiple Transmission Control Protocol 
(TCP) sessions; file download time; Probe Gap Model 
(PGM) tools that send back-to-back probes and estimate the 
available bandwidth based on the dispersion observed at the 
receiver; and/or Probe Rate Model (PRM) tools that send 55 

probes at different rates. Note that, for PRM tools (e.g., 
Pathload or ABwProbe), if the probe rate is higher than the 
available bandwidth, then the probes should be received at 
a lower rate (e.g., buffering the packets at the bottleneck 
link). The available bandwidth equals the maximum rate at 60 

which the sending rate matches the receiving rate. Also, note 
that for Internet speed measurement, a server in the Internet 

used for reporting can include buttons to provide the oppor­
tunity for the user to upgrade the mesh network's coverage 
and/or link speed, such as illustrated in FIGS. SC and SD. In 
this way, the application further promotes the business 
opportunity for the user to purchase more mesh points. 

With the knowledge of the locations of the dead spots, the 
application can guide the user to cover the discovered dead 
spots one by one. 

FIGS. 6A-6E are example user interfaces illustrating 
further introductory processes for assisting a user in install­
ing additional mesh points in the wireless mesh network. 
First, as illustrated in FIG. 6A, the application instructs the 
user to physically carry the first additional mesh point 112b, 
and then, as shown in FIG. 6B, the application instructs the 
user to move back to the main mesh point 112a. Now, before 
the actual guided installation of additional mesh points starts 
to take place, it may be beneficial to brief the user on the 
remaining procedures, and acquaint the user with the inter­
face and the possible graphical instructions. Example inter­
faces in FIGS. 6C-6E introduce to the user the two remain-
ing items to go through: installation of the additional mesh 
points 112b-112n, and verification of the installation by 
running tests. A video demonstration of the procedure, such 
as visually showing the user how he or she should walk 
away from the main mesh point 112a while holding the user 

is generally necessary to generate the traffic, and therefore 
practical factors such server's general availability and band­
width should be considered in the implementation. 

FIGS. 4A-4C are example user interfaces illustrating 
introductory processes for assisting a user in installing 

65 device 130a during the installation of the additional mesh 
points, can also be helpful. This may be initiated by the user 
with the example interface shown in FIG. 6C. 
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parameters: (1) the speed of communication between the 
mesh point and the closest mesh point or the mesh point that 
provides the highest transmission speed; (2) the number of 
hops in the network; and (3) the target throughput (or 

FIGS. 7 A-7E are example user interfaces illustrating 
guiding instructions for assisting a user in installing addi­
tional mesh points in the wireless mesh network. After the 
instruction in FIG. 6B, the user is with the first additional 
mesh point 112b and at a location nearby the main mesh 
point 112a. Then, the user is instructed by the application to 
walk from the main mesh point 112a to a first dead spot. At 
the first dead spot ( or as an alternative, continuously during 
the walk), the application employs one or more of the link 
rate estimation techniques introduced hereafter to monitor 10 

the wireless coverage, and automatically generate feedbacks 

5 goodput) for a client. Link rate estimation techniques, 
including throughput and goodput determinations, are dis­
cussed in more detail below. Based on the link rate estima­
tion, the application can provide corresponding instructions 

to the user with regard to the location where the additional 
mesh points should be installed. Examples of such feed­
backs or advices are: "Too close" (e.g., FIG. 7A), "Close" 
(e.g., FIG. 7B), "Good" (e.g., FIG. 7C), "A bit far" (e.g., 15 

FIG. 7D), and "Too far" (e.g., FIG. 7E). In some embodi­
ments, to maximize the coverage, the user is instructed to 
install the additional mesh point(s) in the farthest possible 
place that is still considered "Good," e.g., the closet possible 
places between "Good" and "A bit far." The user can then 20 

install the additional mesh point 112b based on the auto­
mated guidance generated by the application. 

FIGS. SA-SG are example user interfaces illustrating 
diagnostic processes of installed mesh points in the wireless 
mesh network. Once the additional mesh point ( e.g., mesh 25 

point 112b) is installed, the application can communicate 
(e.g., using a default SSID/password) with the additional 
mesh point 112b and can cause the additional mesh point 
112b ( e.g., by changing the configuration of the WLAN 
circuitry, such as switching to an SSID and a password the 30 

user previously entered for the wireless mesh network, 
introduced above) to connect to the main mesh point 112a. 
It is noted here that the connection between the additional 
mesh point 112b and the main mesh point 112a is used only 
as an example for simplicity in describing the entire process. 35 

It is not necessary for the additional mesh point 112b to 
directly connect to the main mesh point 112a, even during 
the installation and initial configuration process; rather, the 
installed mesh point can connect to any suitable mesh point 
in the wireless mesh network. For example, the additional 40 

mesh point 112b can connect to another mesh point 112c, 
which may be already set up to function as a working part 
of the wireless mesh network. Example screen displays 
showing the progress of automatic configuring the additional 
mesh point 112b to connect with the main mesh point 112a 45 

are shown in FIGS. SA-SB. 

to the user. In some implementations, if the quality of the 
communication link between the mesh point being installed 
and the rest of mesh network is determined by the applica-
tion to be sufficient ( e.g., exceeding a select threshold), then 
the user is instructed to continue, such as shown in FIG. SE. 
Otherwise, the application can instruct the user to move the 
mesh point depending on the result of the link estimation. As 
shown in FIG. SC, if the estimated rate is too low, meaning 
that the mesh point is installed too far away, the application 
can instruct the user to move the mesh point closer to the 
nearest mesh point or the main mesh point. Conversely, if 
the estimated rate is too high, meaning that the mesh point 
is installed too close by, the application can instruct the user 
to move the mesh point farther away from the nearest mesh 
point or the main mesh point, such as shown in FIG. SD. In 
one or more implementations, because the total number of 
hops the user will install may not be known to the system 
( e.g., by a controlling entity such as the main mesh point 
112a) until the installation finishes, the application may 
place higher priority on maintaining the minimum required 
throughput in determining where to install additional mesh 
points. Further fine tuning of the location (e.g., FIGS. SF and 
SG) can be performed, if necessary, after all available mesh 
points are installed. 

Once mesh points are installed successfully, the applica­
tion can instruct the user to walk to a previously identified 
dead spot (e.g., discussed above with respect to FIGS. 
SA-SD) to verify that the dead spot is mitigated or elimi-
nated after the installation of the mesh points. An example 
of such an instruction is shown in FIG. SE. If wireless 
coverage becomes available at the previously identified dead 
spot and if the quality of wireless becomes acceptable (e.g., 
over a certain threshold, such as the Internet speed available 
at the main mesh point), then the user is instructed to 
proceed to the next dead spot. If wireless coverage remains 
unavailable at the dead spot or if the quality is not accept­
able, then the user can be instructed to walk back to the 
location of the last installed, working mesh point and try to 
install another mesh point toward the dead spot. As previ­
ously described, the software application rumiing on the 
user's mobile device can guide the user in determining the 

Then, the application performs a link rate estimation on 
all possible channels of communication between the 
installed mesh point 112b and the rest of the mesh network. 
Such process can be initiated by a software button, as shown 
in FIG. SB. For example, a link rate estimation can be 
performed on a 2.4 GHz link, a 5 GHz link, a sub-lG link, 
or any other wireless link available. For the embodiments of 
mesh points that have powerline communication capability 
(e.g., HomePlug AV™ compatible), the link speed via the 
powerline can be estimated. In a number of implementa­
tions, the mesh points are equipped with more than one types 
of suitable hardware to implement a variety of network 
technologies, for example, a 2.4 GHz WLAN, a 5 GHz 
WLAN, a 2.4G Bluetooth™, a sub-lG radio link, a power­
line Ethernet link, and so forth. The variety of network 
technologies can be used as a pool for selecting the best link 
for forwarding data traffic and also, in some embodiments, 
for implementing a dedicated backhaul link ( discussed fur­
ther below). According to one or more embodiments, the 
quality oflink of the mesh point with other parts of the mesh 
network can be estimated using one or more of the following 

50 location to install additional mesh points for mitigating or 
eliminating dead spots by continuously monitoring wireless 
coverage and estimated good put. A feedback mechanism 
similar to what is discussed above can be used ( e.g., too 
close, close, good, a bit far, far). This process can continue 

55 till there is acceptable wireless coverage at the dead spot. 
Once a dead spot is covered, the user is instructed to check 

the other known dead spots in the environment. As the user 
walks toward the second or another subsequent dead spot, 
the application and the mesh network can work together to 

60 provide corresponding feedback to the user about a sug­
gested location of for additional mesh point installation. In 
one or more implementations, the application can utilize 
those mesh points that are already installed, and take into 
consideration the possibility of roaming to other existing 

65 mesh points when determining the location for the next 
mesh point. For example, the application can consider or can 
cause the user's mobile device to roam to another mesh point 
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( e.g., the closest one) while the user searches for dead spots. 
The application may also provide relevant information ( e.g., 
measured readouts) to the controlling entity of the mesh 
network so as to help the mesh network perform roaming 
more effectively. More details regarding roaming techniques 5 

are discussed below. 
When the user completes the elimination or mitigation of 

all the known dead spots he or she desires, the user can 
verify the coverage by performing a survey using the 
application and the mobile device. An example interface of 10 

a survey is shown in FIG. 9. If a faster speed is desired by 
the user, then the user can instruct the application to provide 
further guidance regarding the location to install additional 
mesh points to improve the speed covered in the mesh 

15 
network, such as shown in FIG. 10. 

If anything within the deployed environment changes that 
results in a change in the wireless coverage, the application 
can be used to modify the mesh network and/or to install 
more mesh points. In some examples, the application may 20 

include specification of different kinds of mesh point prod­
ucts available, and can guide the user to a recommended 
kind of mesh point for the user's specific environment ( e.g., 
in view of the existing mesh network and environmental 
limitations) and need ( e.g., to provide the desired speed and 25 

coverage). If the Internet speed changes ( e.g., as a result of 
changing Internet service provider (ISP) plans), then the 
application can be used to adjust the mesh network in order 

14 
Link Rate Estimation in a Wireless Mesh Network 

The disclosed embodiments can utilize, through a soft­
ware application, the user's mobile device to perform auto­
mated mesh network installation guidance. To facilitate the 
guidance, embodiments of the software application is to 
perform quality estimation of link between mesh points in 
order to determine whether a particular mesh point's 
installed location is a good one, to check and verify wireless 
network coverage, and to check for the throughput of the 
Internet at various locations in the environment. As one 
example scenario, during a mesh network installation or 
configuration process, the user can be provided with oppor­
tunities (e.g., illustrated in FIGS. SA-SD) to find the dead 
spots using the mobile device. As such, the user's mobile 
device is associated to the closest mesh point to the dead 
spot. Then, the user is instructed to walk toward the dead 
spot while holding the user device, and the software appli­
cation would continuously perform link estimation in order 
to suggest a location for installing additional mesh point(s). 
In another example scenario ( e.g., after mitigating a dead 
spot), the user may be instructed to walk back to the first 
mesh point (e.g., FIG. 6B) and then walk to new dead spot. 
(In this case, the user device may be roamed to another mesh 
point that provides a better throughput while the user is 
relocating; roaming techniques are discussed below.) In 
these examples, while the user is relocating (e.g., walking), 
the wireless link quality can be continuously assessed such 
that a proper location can be suggested for new mesh point 
installment. 

Further, once the new mesh point is installed, that new 
mesh point can send test packets to the mesh nodes that it 
can reach. Based on the results measured by the test packet 
transmission, the new mesh point can select one or more 
methods as its dedicated backhaul communication mecha-

to meet the new targets. FIGS. llA-llC show example user 
interfaces illustrating further diagnostic and configuration 30 

processes of the wireless mesh network. In the shown 
examples, the interface allows for the user to view the 
current link status of each link in the mesh network. The link 
can be color coded by the detected connection speed. The 
user can also specify the type of mobile device (e.g., FIG. 
llC) such that the information can be used for adjustment 
and guidance purposes. 

nism between itself and the rest of the mesh points in the 
35 mesh network. Dedicated backhaul communication tech-

Certain embodiments provide the ability to customize the 
guidance (e.g., how to hold the device during link estima- 40 

tion) and/or mesh network functions ( e.g., whether to roam 
the device, how to roam, or what frequency band to connect) 
based on the type of device that the user has. Specifically, 
because it is likely that the mobile device is hand-held by the 
user, how exactly the user holds the device ( e.g., the angle 45 

the device is held (which affects the antennas' orientation), 

niques are discussed further below. In a number of the above 
mentioned scenarios, there is a need to have link estimation 
techniques for accurately estimating the link between mesh 
nodes. 

However, it is observed in the present disclosure that a 
number of difficulties prevent traditional metrics from work­
ing well in the disclosed wireless mesh network environ­
ment. For example, because some portion of the estimation 
procedure is performed on the user's device, different types 
of phones (e.g., Apple, Samsung, or HTC), antenna con­
figurations (e.g., lxl, 2x2), as well as the WLAN technol-
ogy supported (e.g., IEEE 802.lln, or 802.llac) can all 
affect the measurement results. (FIG. 12 shows an example 
list of type of devices.) Another consideration is the size of 
the test packets. For example, it is observed that traditional 
"ping" packets would not be adequate. "Ping" is a computer 
network administration software utility used to test the 
reachability of a host on an Internet Protocol (IP) network. 
It measures the round-trip time for messages sent from the 
originating host to a destination computer that are echoed 
back to the source. Ping typically operates by sending 
Internet Control Message Protocol (ICMP) Echo Request 
packets to the target host and waiting for an ICMP Echo 
Reply. The program may report errors, packet loss, and a 

or the location the device is held as compared to where the 
antennas are) can affect the wireless performance of the 
mobile device, which in turn affects the accuracy of the 
above-discussed measurements. Accordingly, some embodi- 50 

ments of the disclosed application may utilize one or more 
orientation sensors located on the user's mobile device (e.g., 
gyroscope, accelerometer, compass, gravity sensor, or any 
other suitable sensor, for obtaining the orientation informa­
tion of the user device), and use the orientation information 55 

as a parameter to adjust how the application maps the 
measured wireless performance to the wireless coverage at 
the location where the mobile device is held. In some 
examples, the application can guide the user on how to hold 
the mobile device (e.g., to hold at a preferred angle, or to 
stay away from certain reception sensitive portion of the 
particular device) in order to get consistent survey results. In 

60 statistical summary of the results, typically including the 
minimum, maximum, the mean round-trip times, and/or 
standard deviation of the mean. However, because ping 
packets are typically very short, and the estimated rate based 
on such packets would not represent the actual throughput 

a number of embodiments, the orientation and/or other 
sensory information may also be used to estimate which 
direction the user is walking toward, which in turn can assist 
the application in determining the guidance instruction used 
during the installation process. 

65 and Internet speed capability, and therefore they are not a 
good measure for setting the target transmission rate. Other 
example considerations include, but not limited to, fre-
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quency of the transmission of test packets, type of test 
packets, and so forth. For example, the test packets should 
not be of a type of packets ( e.g., control packets) that are to 
be transmitted at a lower rate by the design of rate control-
ling mechanism in the communications protocol. 5 

Accordingly, the software application as well as the mesh 
point disclosed herein can initiate a specific test data traffic 
to be sent between the user's mobile device and the mesh 
point with which the user's mobile device is currently 
associated. In many examples, the data traffic is mainly 10 

downlink data traffic from the mesh point to the user's 
mobile device; however, uplink data traffic can be estimated 
via the same or a similar manner. Then, the data rate as well 

16 
band, and FIG. 12B is a table illustrating example frequen­
cies of different Wireless LAN (WLAN) channels available 
(e.g., in the United States) in a typical 5 GHz frequency 
band. 

The mesh point can verify that the transmission of the 
aggregated packets are acknowledged ("ACKED"). 
Depending on the traffic's direction, either the mesh point or 
the user's device can determine the RSSI values for the last 
select number of packets are determined ( e.g., allowing for 
rate controlling mechanism in Wi-Fi protocols to converge) 
(Step 2004). The RSSI values can be filtered to exclude 
momentary fluctuation ( e.g., which may be a result of 
multi-path fading) does not negatively affect the accuracy of 
the estimation. In some embodiments, if the user's device is 
equipped with multiple antennas, MIMO RSSI values are 
taken into account. If the RSSI value is calibrated, then RSSI 
calibration can be used to offset the readings. In addition or 
as an alternative, if thermal compensation coefficients are 

as the received signal strength indicator (RSSI) (a measure­
ment of the power present in a received radio signal) 15 

between the user's device and the mesh point can be used to 
estimate the quality of wireless mesh network's coverage at 
different locations. Depending on the implementation, the 
link estimation calculations can be done in the software 
application running on the user's mobile device, or alterna­
tively, on a software or firmware operating on the mesh 
point. The software application can provide user interfaces 
(e.g., FIGS. llA-llC) for monitoring the status of the links 
based on the estimated wireless coverage. This process can 

20 available, then the RSSI value can be offset to accommodate 
thermal changes in radio receiver's gain. In some examples, 
power per rate can also be taken into account to accommo­
date different power consumptions for different rates, and 
the RSSI readings can be offset accordingly. In some 

be performed as necessary, for example, when the network's 
configuration changes (e.g., Internet speed upgrade, new 
mesh points, or environmental changes such as a new 
microwave oven or a new piece of furniture). 

25 examples, a Clear Channel Assessment (CCA) can be per­
formed to estimate how much interference is there in the 

With simultaneous reference to flow charts 2000, 2030, 
and 2050 illustrated in FIGS. 20A-20C, example methods 30 

for performing rate estimation, device characterization, and 
device classification in a mesh network are further discussed 
below. These methods can be implemented and performed 
by a controlling entity of the mesh network in conjunction 
with the software application that runs on the user device 35 

(e.g., device 130a) and the mesh points. Depending on the 
embodiments, the controlling entity may be centralized ( e.g., 
on the main mesh point 112a, FIG. lA), distributed among 
the mesh points (e.g., on mesh points 112a-112n, FIG. lA), 
and/or remotely controllable ( e.g., via a remote server that is 40 

in the WAN IP Network 120). 
More specifically, to perform the link rate estimation ( e.g., 

communication charmel, and if the interference exceeds a 
certain level, the link estimation can switch to an alternative 
approach, for example, by using only RSSI estimations. In 
other examples, this interference determination step may be 
entirely skipped. 

The estimation of the throughput ( or effective link rate) 
can be based on the physical layer (PHY) data rate observed 
in the transmission of the test packets. Because the link is 
bidirectional, the measurements for the transmission part 
(from mesh point to user device) is separate from the 
measurements for the reception part. For measuring trans­
mission performance, after the mesh point downloading test 
packets to the user's device, the transmission (TX) PHY rate 
is read back from the user's device for the last select number 
of packets (for the transmission is typically more unstable 
when initialized). Even though the specific implementation 
may differ depending on the application, one or more factors 
including the transmit data rate, coding, and/or bandwidth of 
the packet can be used in at least some embodiments to 
estimate the PHY rate. According to some embodiments, the 
amount of ACKs and other packets can be taken into 
account, and in some embodiments, may be filtered out of 
process that is used to calculate the average PHY rate. Other 
factors such as packet length and packet error rate may also 
be taken into account. In some embodiments, if the detected 
interference is too high, the estimated rate may be offset 
such that the software would not mistakenly determine that 
the location has become too far when the real reason for the 

for finding a suitable location to install an additional mesh 
point, in order to mitigate a dead spot), first the software 
application can send an instruction to the currently associ- 45 

ated mesh point (which, in a number of implementations, 
would be the mesh point with the best link to the user's 
device based on the disclosed techniques) to start transmit­
ting specific downlink test data packets to the user's mobile 
device (Step 2002). According to one or more embodiments, 50 

the packets are aggregated, such as Aggregated Mac Proto­
col Data Unit (A-MPDU) or Aggregated Mac Service Data 
Unit (A-MSDU) introduced in the IEEE 802.11 family of 
standards. In some embodiments, at least 10 data units are 
aggregated in the aggregated data packet (e.g., at least 10 
MPDU per A-MPDU). One or more implementations pro­
vide that each MPDU is about 1 00K bytes, and the A-MPDU 

55 estimated rate to be low is because of collision and noise. 

is at least IM bytes. In some examples, tests can be 
performed on multiple available frequency bands (2.4 GHz, 
5 GHz, or others) and/or different charmels. The testing 60 

packets can be sent at an increasing rate, for example, 20 
times a second, 30 times a second, and so forth, in order to 
test the capability. Each rate should at least be sustained long 
enough for the rate control of IEEE 802.11 protocol to 
converge or stabilize. FIG. 12A is a table illustrating the 65 

upper, center, and lower frequencies of different Wireless 
LAN (WLAN) channels in a typical 2.4 GHz frequency 

Measuring reception performance can be done in a similar 
fashion as the transmission, for example, by the user's 
device uploading test packets to the mesh points, which can 
determine the reception (RX) PHY rate. 

With the measured PHY rate, a network throughput 
(TPUT) of the mesh network, having the additional mesh 
point installed at the location where the user's device is 
currently located, can be estimated (Step 2006). For pur­
poses of discussion herein, the TPUT can be defined as the 
Transmission Control Protocol (TCP) layer TPUT that the 
client (e.g., the user's device) can pass through the newly 
installed mesh point (and through the mesh network) to the 
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home gateway. In a number of implementations, the TPUT 
of the mesh network can be expressed as follows: 

18 
sonal computers from each of select major device vendors 
can be tested to gather their wireless performance (e.g., 
TPUT) under different attenuation configurations. 

FIG.13Ais a table illustrating the upper, center, and lower 

TPUT 

N1,np 1 1 

TCPomhwd ~ (LTPUT; + USER DEVICE WIFI PHY Rate) 

Eq. (1) 5 frequencies of different Wireless LAN channels in a typical 
2.4 GHz frequency band. FIG. 13B is a table illustrating 
example frequencies of different Wireless LAN (WLAN) 
channels available (e.g., in the United States) in a typical 5 
GHz frequency band. As illustrated in FIG. 13A, in the 

10 United States and Canada, there are 11 channels available 
for use in the 2.4 GHz Wireless LAN frequency band as 
defined by IEEE 802.11 family of standards. 

FIG. 14A-14C are different statistical data gathered for 

where LTPUT, is the TPUT on the link,, which is the TPUT 
between two mesh points. The TPUT between two mesh 
points are calculated using test packets after the installation 
of the two mesh points. The TPUT measured can be fre­
quency band specific, and in which case, the TPUT number 
used here should correspond to the frequency band that the 
user's device is currently measuring or adopting. Based on 
experiments, TCP overhead value can be set to 0.1. In one or 
more embodiments, the LTPUT=0.7xEstimatedPHYRate,. 
The mesh network's Intemetspeed=Min (TPUT, speedm), 
where speedm is the Internet speed measured at the main 
mesh point that directly connects to the gateway, which in 
turn connects to the Internet. 

15 
mapping the performance of a particular type of device to 
the anticipated performance of an additional mesh point, if 
installed at the same location. In particular, the example 
device is an Apple iPhone 6, which is an IEEE 802.llac 
device with a lxl antenna setup. In this particular example, 

20 because it is observed that the device operating in 5 GHz 
may disconnect more easily than what would have been for 
a mesh point, 2.4 GHz frequency is used to check for 
wireless coverage during the network installation. This is an 
example of the customization of testing procedure discussed 

25 above. Note that, in order to implement mapping of measured 
TPUT performance (through the user's device) to the per­
formance of the additional mesh point, different types of 
devices are tested in a controlled environment, and com­
pared with mesh point's performance in the same controlled 
environment. Flow chart 2030 shows an example method for 30 

characterization of device type and collection of training 
data. For example, TPUT as well as other statistical data for 
different devices can be collected at various attenuation 
(Step 2032) by causing the device to engage in data traffic 
with a certain amount of packets (Step 2034). Measurements 35 

can be taken on both transmitting and receiving ends, and on 
all the available frequency bands (e.g., 2.4G and 5G). The 
measurement on the data transmitted to the device can 
generate RSSI values and RX rate for the device under the 
specific attenuation (Step 2036). The measurement on the 40 

data received from the device can generate TX rate and TX 
retry numbers for the device under the specific attenuation 
(Step 2038). The same procedure is performed at same 
attenuation points, and data collected, for a mesh point on 
the available frequency bands. Data can be statistically 45 

processed and analyzed (e.g., curve fitting) to find effective 
attenuation (Step 2040). Known statistical techniques, such 
as multi-variable linear regression, polynomial regression, 
or spline) may be used. 

With the already gathered statistical data ( e.g., TPUT 50 

versus Attenuation), therefore, the disclosed link rate esti­
mation technique is able to map the performance of a user's 
device to the anticipated performance of a mesh point in a 
particular frequency band (Step 2042). In a similar fashion, 
it is also possible to map the performance of the user's 55 

device in one frequency band to the anticipated performance 
of the same device in another frequency band (Step 2042). 
Note that, because each type of user device may have a 
different wireless performance characteristics ( e.g., when 
and how to drop connection in what frequency band), 60 

persons who implement the technique may need to use a 
testing procedure suitable to the type of device for gathering 
sufficient statistical data that can enable a meaningful map­
ping. A controlled environment can be used to perform tests 
on major device vendors and major device types to create 65 

enough statistical data to create a meaningful database for 
mapping purposes. For example, handsets, tablets and per-

In some implementations, a Probe Request (i.e., a special 
type of 802.11 packet) can be used to detect the type of the 
user's device. When suitable (e.g., when the device may 
disconnect at 5 GHz more easily than a mesh point), the 
software application and/or a daemon (i.e., a computer 
program that runs as a background process) operating on the 
mesh point can direct the user device to use only a certain 
frequency band (e.g., 2.4 GHz) during installation (e.g., by 
using Probe Suppression or other applicable methods). In 
some embodiments, the software application operating on 
the user's device can communicate with the mesh point ( e.g., 
to a daemon running on the mesh point) about the exact 
device type. Additionally, if the device type is unknown or 
a type that is not documented in the database, then a generic 
device type may be used. The generic device type can have 
a profile that is the average of devices of the same configu­
ration (e.g., 802.llac, lxl). Additionally or alternatively, 
flow chart 2050 shows a method that can be utilized for 
device classification. The method can be performed, for 
example, at device association in order to find a device 
equivalent in the database of training data. Device wireless 
capability ( e.g., available network technology or antenna 
configuration) can be first discovered, as well as the device's 
manufacturer information and operating system (OS) ver­
sion information (Step 2052). Then, the closest device type 
from training can be matched based on the gathered infor­
mation (Step 2054). Besides manufacturer and OS informa­
tion, the number of hops between the associating mesh point 
and the home gateway can be used to map to a correspond­
ing attenuation data point in the training data. In this manner, 
using the database of training data, a classified device type 
can be decided (Step 2056). 

With the above discussion in mind, the link rate between 
a potential mesh point and its closest ( or otherwise best 
performed) existing mesh point can be estimated based on 
RSSI values and PHY rates, derived from the test packet 
measurements between the user's device and the existing 
mesh point. Continuing with the above iPhone 6 example, 
based on the experiment results, the following pseudo code 
can be used for estimating TPUT for a mesh point's perfor­
mance at 5 GHz using RSSI and PHY rates measured at the 
user's device at 2.4 GHz. 
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<Start> 
If 2.4G Rate " 72Mbps or If 2.4G Rate < 26Mbps { 

If 2.4G max of RSSI of antenna " -60 { 
If 2.4G Rate < 70Mbps, tben report TPUT for Link-Orbi-5G -

175.5Mbps; 
If 2.4G Rate " 70Mbps, tben report TPUT for Link-Orbi-5G -

468Mbps; 
} 
If RSSI < -60 and If 2.4G Rate " 70Mbps, tben 

report TPUT for Link-Orbi-5G - 175.5Mbps; 
If -77,; RSSI < -60 { 

Estimated Rate - 22.353 * (RSSI + 77) + 88; 
round Estimated Rate to tbe closest Modulation and Coding 

Scheme (MCS) rate; 
report TPUT for Link-Orbi-5G - closest MCS rate; 

If -85 < RSSI < - 77, tben 

report TPUT for Link-Orbi-5G - 26Mbps; 
If RSSI ,; -85, tben 

report TPUT for Link-Orbi-5G - !Mbps; 

If 26Mbps ,; 2.4G Rate < 72Mbps { 

Estimated Rate - 3.24 * (2.4G Rate - 26) + 27; 

round up Estimated Rate to tbe closest 5G PHY rate; 
report TPUT for Link-Orbi-5G - Max(Estimated Rate, RSSI 

Estimated Rate); 

} 
<End> 

20 
-continued 

If RSSI ,; -69, tben 
report TPUT for iPhone-6-5G - iPhone-6-2G (i.e., use tbe 2.4G 

averaged rate and map it to tbe closest 2.4G MCS rate); 
5 } 

<End> 

The following is yet another example pseudo code for 

10 
estimating the performance of the users device at 5 GHz 
using RSSI and PHY rates measured at the user's device at 
2.4 GHz. 

15 

20 

25 

<Start> 
If 2.4G max of RSSI of antenna a,-50 { 

If 2.4G Rate < 70Mbps, tben report TPUT for iPhone-6-5G -
351Mbps; 
If 2.4G Rate " 70Mbps, tben report TPUT for iPhone-6-5G -
433Mbps; 
} 
IfRSSI < -50 and If2.4G Rate a,70 Mbps, tben 

report TPUT for iPhone-6-5G - 175Mbps; 
If -69 ,; RSSI < -50 { 

Estimated Rate - 13.84 * (RSSI + 69) + 88; 
round Estimated Rate to tbe closest lxl llac PHY rate; 
report TPUT for iPhone-6-5G - tbe closest lxl llac 
PHY rate; 

If RSSI ,; -69, tben 
report TPUT for iPhone-6-5G - iPhone-6-2G (i.e., use 
tbe 2.4G 

averaged rate and map it to tbe closest 2.4G MCS rate); 
Note that the above pseudo code is merely an example 

measured for Apple iPhone 6. As mentioned above, different 
30 

type of devices may have different character profile, and 
} 
<End> 

therefore the parameters and/or logic flow in the pseudo 
code should be adjusted according to the type of device that 
is used. The following is another example pseudo code for 
estimating TPUT for a mesh point's performance at 2.4 GHz 35 
using RSSI and PHY rates measured at the user's device at 
2.4 GHz. 

FIGS. lSA-lSD are example tables of closest PHY rates 
that can be used for throughput estimation in the above 
pseudo codes. 

FIG. 16 is an example table for mapping between esti­
mated link rate (throughput) and user instruction, for a mesh 
point operating in a particular frequency band. Specifically, 
with the results from the above TPUT estimation techniques, 

<Start> 
If 2.4G Rate " 72Mbps or If 2.4G Rate < 26Mbps { 

If 2.4G max of RSSI of antenna " - 70, tben 
report TPUT for Link-Orbi-2G - 144Mbps; 

} 

If -84,; RSSI < -70 { 
Estimated Rate - 6 * (RSSI + 84) + 52; 
round Estimated Rate to tbe closest MCS rate; 
report TPUT for Link-Orbi-2G - closest MCS rate; 

If -90 < RSSI < -84, tben 
report TPUT for Link-Orbi-2G - 19Mbps; 

If RSSI ,; -85, tben 
report TPUT for Link-Orbi-2G - !Mbps; 

If 26Mbps ,; 2.4G Rate < 72Mbps { 
Estimated Rate - 1. 72 * (2.4G Rate - 19) + 39; 
round up Estimated Rate to tbe closest 2.4G PHY rate; 
report TPUT for Link-Orbi-2G - Max(Estimated Rate, RSSI 

Estimated Rate); 
} 
<End> 
<Start> 
If 2.4G max of RSSI of antenna" -50 { 

If 2.4G Rate< 70Mbps, tben report TPUT for iPhone-6-5G -
351Mbps; 
If 2.4G Rate" 70Mbps, then report TPUT for iPhone-6-5G -
433Mbps; 
} 
If RSSI < -50 and If 2.4G Rate" 70Mbps, tben 

report TPUT for iPhone-6-5G - 175Mbps; 
If -69 ,; RSSI < -50 { 

Estimated Rate - 13.84 * (RSSI + 69) + 88; 
round Estimated Rate to tbe closest lxl llac PHY rate; 
report TPUT for iPhone-6-5G - tbe closest lxl llac PHY rate; 

40 the software application running on the user's device 
together with existing mesh points can provide automated 
guidance to the user with regard to the location of installing 
the additional mesh point. Shown in FIG. 16 is an example 
for guiding a user with Apple iPhone 6 for installing a mesh 

45 point that is to operate in the 5 GHz frequency band. The 
example table may be used to generate instructions in the 
user interfaces shown in FIGS. 7A-7E. 

FIG. 17A is an example table for mapping between 
estimated link rate (throughput) and wireless network cov-

50 erage, and FIG. 17B is an alternative example that imple­
ments a hysteresis mechanism for mapping between esti­
mated link rate and wireless network coverage. The tristate 
mechanism illustrated in FIG. 17B is merely an example, as 
more or fewer states may be used. Specifically, with the 

55 results from the above TPUT estimation techniques, the 
software application running on the user's device together 
with existing mesh points can also provide wireless network 
coverage survey to discover dead spots or to verify the 
mitigation thereof. The examples in FIGS. 17 A-17B may be 

60 used to generate instructions in the user interfaces shown in 
FIGS. SA-SD. 
Roaming in a Wireless Mesh Network 

Traditionally, wireless network clients ( e.g., user devices 
130a-130n) only start roaming when the measured RSSI 

65 value drops below a predetermined threshold. This mecha­
nism can be ineffective in some scenarios, for example, 
when the link to the Internet is not functional, and yet the 
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client does not roam to another nearby access point that has 
a functional link. In addition, the RSSI value of access point 
measured by the client is not a good estimation of the quality 
of the wireless link as the link is typically asymmetric (e.g., 
because the transmission power of an access point is usually 
higher than the client's transmission power). 

Accordingly, the disclosed wireless mesh network can 
measure one or more parameters in addition to the RSSI 
value to better determine when and how to roam a client. 
Some examples of the parameters include: the data rate 
being currently used, packet aggregate size, packet error rate 
(PER), retry count, available airtime, and delay on the link. 
With simultaneous reference to flow chart 2100 illustrated in 
FIG. 21, an example method for performing roaming deci­
sion in a mesh network are further discussed below. The 
method can be implemented and performed by a controlling 
entity of the mesh network in conjunction with the software 
application that runs on the user device ( e.g., device 130a) 
and the mesh points. Depending on the embodiments, the 
controlling entity may be centralized ( e.g., on the main mesh 
point 112a, FIG. lA), distributed among the mesh points 
(e.g., on mesh points 112a-112n, FIG. lA), and/or remotely 
controllable (e.g., via a remote server that is in the WAN IP 
Network 120). 

Specifically, in one or more implementations, when a 
particular client is associated with a certain mesh point, 
other mesh points can also measure the RSSI value, TX data 
rate, and PER from the particular client (Step 2102). 
Depending on the embodiment, the decision flow for mea­
suring these values can be performed in a simultaneous or a 
staggered fashion. For example, in some embodiments, the 
RSSI value, TX data rate, and PER can be measured together 
simultaneously to collectively determine wither to trigger 
the next step. In some other embodiments, one of the values 
( e.g., RSSI) can be first measured against a certain threshold, 
then another value is compared another threshold, and so 
forth, until all of the values are compared and together 
determine that the next step should be proceeded. In addition 
or as an alternative to comparing all the values, some 
implementation can compare only a select number of values 
or give weight to a certain value in determining whether to 
proceed to the next step. 

A number of embodiments can determine when roaming 
is to take place based on information gathered from both the 
mesh point that the client is currently associated with and the 
mesh point(s) that the client is not currently associated with. 
Roaming of the particular client to another mesh point can 
take place, for example, when the existing link quality is 
deemed insufficient and it is estimated that there exist a 
better link for the client to connect (Step 2104). To avoid 
roaming too frequently and potentially wasting excessive 
resource on taking measurements, a timer mechanism can be 
implemented (Step 2106), such that only when a link quality 
problem persists then is the next step in the roaming mecha­
nism triggered. The better link may be a different mesh 
point, or it may be a different band on same mesh point. 
Because it is observed that a single sample of RSSI value 
may not be an accurate measurement ( e.g., because of 
multi-path fading), one or more embodiments are to average 
RSSI values over packets. Some embodiments can also 
detect the Modulation and Coding Scheme (MCS) of the 
packet to determine what offset value may have been used. 

In some examples, similar to what is described above 
regarding link rate estimation, different mapping can be 
formulated from client statistics ( e.g., RSSI value, PHY rate, 
etc.) on the frequency band of use in order to estimate what 
the anticipated RSSI would be on another frequency band to 

22 
which client may connect, and/or on another mesh point to 
which the client may be able to connect. In certain embodi­
ments, a mapping can be stored ( e.g., at each mesh point) in 
the mesh network. The mapping can be used for mapping the 

5 data measured from the client to an estimated PHY link 
quality. 

If the link quality problem persists, the mesh network 
starts to compile a list of potential roaming candidates by 
starting to monitor the quality of potential links from other 

10 mesh points (Step 2108). The list of candidate is calculated 
based on PHY parameters, such as data rate, RSSI value, 
etc., and the list can be used to determine the best candidate 
for roaming clients. For example, similar to the rate estima­
tion techniques described above, test packets can be sent 

15 (Step 2110), and a potential link rate may be determined 
(e.g., by uplink RSSI and/or other parameters observed on 
other mesh points in proximity) (Step 2112). Depending on 
the embodiment, the list can be maintained by the control­
ling entity, which may be scattered among the mesh points 

20 (e.g., in a decentralized fashion) or can be centralized (e.g., 
in the main mesh point). Example of the parameters that may 
be taken into account for deciding the best roaming candi­
date include: a list of clients of each candidate already 
associated with and how much aggregate traffic is between 

25 each candidate and its clients; the type of traffic supported by 
the candidate (e.g., voice, video, data, etc.); the interference 
and noise level surrounding the candidate; and the type of 
traffic that the client who may roam uses. 

If there is a suitable candidate (Step 2114), for example, 
30 when the potential link to the candidate is better than the 

current link by a certain degree (e.g., X dB), then the 
roaming takes place (Step 2118). Otherwise, another timer 
mechanism can be implemented (Step 2116) before the 
roaming decision flow chart can be run again, such that the 

35 system can avoid perform roaming at an unnecessarily high 
frequency. When roaming takes place, depending on the 
type of roaming method used, there may be a period of down 
time during which the WLAN connection is unavailable. 
Therefore, certain embodiments disclosed herein can mea-

40 sure and keep record of this period of down time, and take 
into account this roaming overhead in future roaming deci­
sion ( e.g., for the particular client or for the particular type 
of client). In some examples, a table or a database that 
records a default roaming time for each type of commonly 

45 seen devices can be utilized. Additionally, depending on the 
time and type of roaming, the execution of a decision to 
roam a client can be delayed if the client has ongoing data 
traffic that is delay sensitive ( e.g., if a minimum level of QoS 
is active for the type of data traffic). Moreover, if the 

50 roaming down time exceeds a certain threshold, the mesh 
network may choose to utilize a time during which the client 
is inactive for roaming. 

The mesh network ( e.g., the controlling entity thereof) 
can cause roaming of a client in several ways. If the client 

55 does not support intelligent roaming commands (e.g., those 
described in IEEE 802.11 v and 802. llr), the mesh network 
can force the client to roam by disconnecting the client (e.g., 
with Deauthentication and/or Disassociation management 
frames). The mesh network may determine the client type 

60 and may provide a disconnect reason to the client. However, 
generally speaking, disconnecting a client is undesirable 
because after disconnection, it is uncertain whether the client 
would try to reconnect back to the network. In some 
embodiments, if the disconnected client attempts to connect 

65 back to the mesh point or the frequency band that the 
controlling entity determines to be less desirable, the con­
trolling entity can cause the mesh network not respond to the 
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association request. Additionally or alternatively, the con­

trolling entity may keep a timer for the client, such that in 

the case that the disconnected client keeps requesting to 

connect to an inferior mesh node or frequency band, the 5 

mesh network may eventually allow the client to connect 

after the timer expires, so as not to leave the client with no 

connection at all. 

24 
BSS Transition Management Query (Client to AP). Specifi­
cally, the BSS Transition Management Request can be used 
when the AP ( e.g., a mesh point) offers advice to the client. 
This can include a list of the APs ( e.g., other mesh points) 
to which the client can consider associate (e.g., "Neighbor 
Report" information). The BSS Transition Management 
Response can be used for the client to accept or reject, and 
the client can also include a reason code for the acceptance 

If the client supports intelligent roaming commands, then 
the mesh network can use roaming commands to enable 
pre-roaming client measurement, and can use such kind of 
commands to communication with the client to suggest the 
roaming. However, it is recognized in the present disclosure 
that the support of these intelligent roaming commands may 
be client implementation dependent and not universal, 
sometimes even when the client advertises the capability to 
support such commands. Therefore, the controlling mecha­
nism disclosed herein can not only discover which clients 
have the capability for intelligent roaming commands ( e.g., 
during the association process), but also learn over time 
which ones of these client devices are behaving as antici­
pated and which ones are not, so that the mesh network in 
performing roaming can adapt to a particular client's behav-
10r. 

or rejection. 
10 

The mesh network can also perform WLAN radio mea-
surements, as described in IEEE 802.llk standards. Func­
tions include the generation and dissemination of a Link 
Measurement report (i.e., for a client or an AP to query the 

15 other side for the quality of the link), as well as a Neighbor 
Report (i.e., information about neighboring APs that are 
known candidates to which the client can consider roaming). 
Other IEEE 802.llk measurements supported include, for 
example, Beacon, Channel Load, Noise Histogram, STA 

20 Statistics, Location Configuration Information, Transmit 
Stream/Category Measurement, and Frame. 

The mesh network can also perform fast BSS transition, 
as described in IEEE 802.1 lr standards. Without IEEE 

25 802.1 lr, a mobile device client may need to go through 
reauthentication after reassociating. With IEEE 802.llr, the 
mesh network can reestablish existing security and/or QoS 
parameters prior to reassociating a client to a new mesh 
point. This technique is especially useful for real time 

More specifically, one or more embodiments of the mesh 
network can learn over time how different clients behave and 
can adjust its roaming instruction and behavior accordingly. 
Depending on the implementation, this historical data can be 
maintained based on the client's MAC address, association 
identifier (AID), or any other unique identifier. The decision 
regarding when to roam a particular client may depend on 
the client's observed behavior. For example, if the client in 
the past has a history of not following the anticipated 
roaming behavior responsive to a roaming command, then 35 

the mesh network can decide to only roam the particular 
client when there is a substantial performance drop ( e.g., 
below a more significant threshold than a regular, roaming­
friendly client) and similarly, in some embodiments, the 
mesh network can choose not to roam the particular client 40 

even if the client can receive a better WLAN link perfor­
mance with another mesh point or another band on same 
mesh point. Similar to described above, roaming decision 
may depend on the traffic type or the dominant traffic type 

30 interactive services (e.g., voice and video communications). 

of a specific client. Additionally or alternatively, roaming 45 

decision may depend on the roaming delay that a particular 
client has in moving from one mesh point to another mesh 
point, or from one frequency band to another frequency band 
on same mesh point. The mesh network is able to learn over 
time which roaming mechanism ( e.g., IEEE 802.11 v/k/r 50 

behaviors) works the best for each client based on how the 
client has roamed earlier. In addition to mitigating the 
aforementioned disconnection issue, the benefit of intelli­
gent roaming includes, for example, faster channel scanning, 
higher efficiency in WLAN "air time" (since fewer probe 55 

requests and probe responses are needed, there is more 
bandwidth for the rest of the network; and reduced client 
power consumption (since fewer active scans are needed). 

In a number of implementations, the mesh network's 
roaming commands support the BSS Transition Manage- 60 

ment (BTM) for network assisted roaming, described in 
IEEE 802.11 v standards for wireless network management. 
In general, BTM allows steering the client seamlessly even 
when there is ongoing traffic. One or more embodiments of 
the mesh network can use the following packets for roam- 65 

ing: BSS Transition Management Request (AP to client); 
BSS Transition Management Response (Client to AP); and 

This can also reduce the time that connectivity is interrupted 
between a mobile client and WLAN infrastructure when that 
mobile client is connecting to a new mesh point. Reauthen-
tication time are also saved, which is especially prominent 
in a strongly secure WLAN (e.g., in an enterprise environ­
ment where 802.lx and EAP methods for authentication are 
used). 

With the above introduced roaming techniques in mind, 
the following are pseudo codes for roaming decisions. 
Similarly, these pseudo codes should be customized for a 
specific application. For example, in one or more embodi­
ments, these pseudo codes may have different parameters for 
a different combination of a specific network technology 
(e.g., IEEE 802.lln, 802.llac) and antenna configuration 
(e.g., lxl, 2x2, 3x3). The following example are pseudo 
codes for a force roaming decision for a device ( e.g., Apple 
iPhone 6) with an IEEE 802.llac with a lxl antenna 
configuration, operating in 5 GHz frequency band. Note that 
a "force roaming" is where the mesh network actively sends 
instructions to the client or otherwise cause the client to 
roam (which, in some instances, may cause a connection 
loss). 

<Start> 
Force Roaming Decision { 
If a client has not roamed recently (e.g., the past 60 seconds) { 

If one of the following happens: 
(If 5G max of RSSI of antenna,; -80) or 
(If PHY Rate < 5 8) or 
(If Path Rate < l0Mbps) 

start roaming; 
once roaming decision happens, send 20 ARP packets; 
If there are not 20 packets in the past three seconds, then 

average over all new packets in past three seconds; 
otherwise, 

average RSSI values on last 20 packets from monitor mode; 
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-continued 

If a client has roamed recently { 
If one of the following happens: 

(If 5G max of RSSI of antenna ,; -84) or 
(If PHY Rate< 10) or 
(If Path Rate < 2Mbps) 

start roaming; 

<End> 
10 

As shown in the above pseudo code, once a decision to 
roam a client has started, the RSSI values are observed by 
neighboring mesh points for candidate selection. Then, the 
following pseudo code can be used to estimate PHY rate 

15 
based on the RSSI measured. 

<Start> 
If RSSI > -65, then 

report Path Rate Target - 351Mbps; 20 
If -65 < RSSI < -80 { 

Estimated Rate - 10.29 * (RSSI + 80) + 117; 
report Path Rate Target - map Estimated Rate to the closet 80MHz 
rate; 

If -80 < RSSI < -85, then 
report Path Rate Target - 58Mbps; 

If RSSI < -80, then 
report Path Rate Target - !Mbps; 

<End> 
<Start> 

25 

26 
Note that a "soft roaming" is where the mesh network 
passively opens a roaming window to the client that allows 
the client to use available information to roam to a stronger 
access point. 

<Start> 
Soft Roaming Decision { 
If a client has not roamed recently (e.g., the past 60 seconds) { 

If one of the following happens: 
(If 5G max of RSSI of antenna,; -75) or 
(If PHY Rate < 117) or 
(If Path Rate < 20Mbps) 

start checking on opening up; 
once opening up decision happens, send 20 ARP packets; 

// In some embodiments, a limitation is placed on the frequency 
of 
// this taking place (e.g., can be only once every 60 seconds) 
// Further, if a roaming window is open and the client does not 
II send a probe request, this time can be increased from 60 to 
// 180, and can be kept at 180 until the client sends a probe 
// request or any other request if with this condition is triggered. 

If there are not 20 packets in the past three seconds, then 
average over all new packets in past three seconds; 

otherwise, 
average RSSI values on last 20 packets from monitor mode; 

<End> 

The pseudo code for decision on opening up the roaming 
window is provided herein as follows. 

If RSSI_Original > - 70 { 
If Path Rate original larger than 10, then 

30 <Start> 

roam if path rate target is larger than path_rate_original +30 
and 

RSSI is larger than -75; 
If Path Rate original smaller than 10, then 

only roam if path rate target is larger than 
20+path_rate_original 

and RSSI is larger than -80; 
otherwise, 

do not roam; 
} 
if - 70 < RSSI_Original < -80 { 

If RSSI_Target > -80, then 
If Path_rate_target>Path_Rate_original+l0, then 

roam; 
If RSSI_Target < -80 { 

If Path rate_original > 5Mbps, then 
do not roam; 

If Path rate_original < 5Mbps { 
If RSSI_Target<-85, then 

do not roam; else, 
roam if Path rate target is larger than 1 0+path rate 

original; 

} 
If RSSI_Original < -80 { 

If RSSI Target> -75, then 
roam to the target with highest path rate, if destination path rate 

is higher than 5Mbps; 
If -75 > RSSI Target> -80, then 

roam to the target with highest path rate, if destination path rate 
is higher than 1 0Mbps; 

If -85< RSSI Target <- 80, then 
roam to the target with highest path rate, if destination path rate 

is higher than 20+current_path_rate; 
If RSSI Target < -85, then 

do not roam; 

<End> 

Similarly, continuing with the example device, IEEE 
802.llac with a lxl antenna configuration, operating in 5 
GHz frequency band, the following example are pseudo 
codes for a soft force roaming decision for the same device. 

If RSSI_Original > -70 { 
If Path Rate original larger than 20, then 

open up roaming window if path rate target is larger than 
path_rate_original +20 and RSSI is larger than -75; 

If Path Rate original smaller than 20, then 

35 
open up roaming window to the best path rate if the best path 

rate is higher than max(l0+current path rate, 20); 

40 

45 

50 

otherwise, 
do not open up roaming window; 

} 
if -75 < RSSI_Original < -80 { 

If RSSI_Target > -75, then 

} 

If Path_rate_target > 20, then 
open up roaming window; 

If -75 > RSSI_Target > -80, then 
If Path_rate_target > Path_Rate_original+l0, then 

open up roaming window; 
If RSSI_Target < -80 { 

If Path rate_original > 5Mbps, then 
do not open up roaming window; 

If Path rate_original < 5Mbps { 
If RSSI_Target<-85, then 

do not open up roaming window; 
otherwise, 

open up roaming window; 

IfRSSI_Original < -80 { 
If RSSI Target > -80, then 

55 l0Mbps; open up roaming window if destination path rate is higher than 

60 

If RSSI Target < -80, then 
do not open up roaming window; 

<End> 

FIGS. lSA-18B are a list of known user devices with their 
capabilities to follow or otherwise coordinate with the mesh 
network in performing intelligent roaming. As shown in 
FIG. 18A, all newer iOS devices are advertised to support all 

65 three 802.llk, 802.llr, and 802.llv Wi-Fi network stan­
dards. As shown in FIG. 18B, some later version of Android 
devices do support intelligent roaming, but some older 
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version devices may only support 802.llr and 802.llk, but 
not BTM. Different capabilities of the devices should be 
factored in when adjusting the parameters in the pseudo 
codes. 
Dedicated Backhaul Link and Fault Tolerance 

FIG. 19 illustrate an example diagram showing a back­
haul link established between two mesh points ( e.g., in the 
mesh network). Besides regular WLAN services (e.g., data 
packet forwarding to and from the gateway and the Internet) 
that are provided by the mesh network to client devices, in 

28 
niques. For example, TX rate, RSSI, and PER can be 
measured to perform rate estimation on the current backhaul 
(Step 2208). Thereafter, the estimated rate is compared to a 
quality threshold specific for the type of the backhaul that is 

5 currently used (Step 2210). Similar to what has been 
described above, the function for rate estimation for the 
backhaul and the quality threshold may vary based on the 
type of the backhaul (e.g., Powerline, sub-lG, and/or 5G), If 
the estimated rate in the current backhaul is below a quality 

10 threshold expected in the type of the backhaul, then the 
specific mesh point starts to seek for a better backhaul (Step 
2212). If the estimated rate is acceptable (e.g., above the 
quality threshold), then at least temporarily there is no need 
to switch the backhaul (Step 2214). The method can be 

a number of implementations, the mesh points themselves in 
the mesh network can utilize one or more telecommunica­
tion circuits to form one or more dedicated backhaul links 
among the mesh points. In some examples, such backhaul 
links may be used to perform control and management 
functions, for example, the controlling entity to instruct a 
mesh point to execute a roaming decision for a client. In 
addition or as an alternative, such backhaul links can be 
utilized to provide more throughput, and/or to provide fault 
tolerance to the mesh network (e.g., to provide redundancy 20 

against temporary interference, etc.). With simultaneous 
reference to flow charts 2200, 2230, and 2250 illustrated in 
FIGS. 22A-22C, example methods for performing switching 
and selection of dedicated backhaul in a mesh network are 
further discussed below. These methods can be implemented 
and performed by a controlling entity of the mesh network 

15 executed from time to time, for example, every 60 minutes, 
can be triggered by events such as a predetermined number 
of losses in mesh network specific controlling packets sent 
via the backhaul within a certain period, or can be triggered 
by any other suitable mechanism. 

Flow chart 2230 is an example method for finding an 
alternative backhaul. When the mesh point determines that 
an alternative backhaul is desirable, it starts to measure and 
evaluate other backhaul channels (Step 2232). Similar to the 
method illustrated in flow chart 2200, TX rate, RSSI and 

25 PER numbers can be measured on the alternative backhaul 
(Step 2232). Additionally, the Internet speed or a target 
transmission rate (discussed above) can be taken into con­
sideration. If the estimated rate of an alternative backhaul is 

in conjunction with the software application that runs on the 
user device ( e.g., device 130a) and the mesh points. Depend­
ing on the embodiments, the controlling entity may be 
centralized (e.g., on the main mesh point 112a, FIG. lA), 30 

distributed among the mesh points ( e.g., on mesh points 
112a-112n, FIG. lA), and/or remotely controllable ( e.g., via 

not larger than the current backhaul by a certain amount 
(Step 2234), then the alternative is only considered as a 
secondary backhaul (Step 2236) ( e.g., because the benefit of 
switching is fairly limited). However, if the estimated rate of 
an alternative backhaul is larger than the current backhaul by 
a certain amount (Step 2234), then an absolute value is 
compared to the estimated rate of the alternative backhaul 
(Step 2238). Again, if the estimated rate of the alternative 

a remote server that is in the WAN IP Network 120). 
More specifically, in some embodiments, the mesh points 

may be equipped with one or more of: a powerline com- 35 

munication circuit (e.g., HomePlug™ 1.0, AV, or AV2 
compliant), a dedicated 5 GHz radio circuit, and/or a sub-1 
GHz radio circuit, for purposes of establishing the dedicated 
backhaul link. Moreover, some embodiments provide the 
capability to combine the general purpose 2.4 GHz and 5 40 

GHz WLAN radios with dedicated backhaul circuits to form 

backhaul is not larger than an absolute amount, the alterna­
tive is only considered as a secondary backhaul (Step 2236). 
If the estimated rate of the alternative backhaul passes the 
two criteria described above, then the current backhaul can 
be switched to this alternative backhaul (Step 2240). 

different parts of the mesh network. For example, two mesh 
points may be connected using powerline while another two 
mesh points may be connected using the 2.4 GHz or 5 GHz 
WLAN radio. Fault tolerance mechanisms are built in to the 
system such that, for example, when the dedicated link is not 
functioning or when the performance of dedicated link is 
significantly below the 2.4 GHz or 5 GHz radio that device 
uses to communicate to client, the best communication link 
can be used as the backhaul link. 

Link measurement techniques, which are described 
above, can be utilized here to measure or estimate the 
performance of the current dedicated backhaul link as well 

In one or more embodiments, link speeds between dif­
ferent mesh points as well as several other parameters can 
also be used to determine the best mesh topology. These 

45 parameters can include: the number of clients that are 
connected to each mesh point and the amount of traffic they 
have; the communication frequency band that is used by the 
clients and such frequency's potential effect on the backhaul 
channel; external network interference and noise on the 

50 backhaul channel; delay and jitter requirements for the 
traffic type that each client is supporting; the coexistence of 
backhaul channel(s) with the Internet service; and the coex­
istence of backhaul channel with clients. 

as other possible link options, to enable the selection of the 
best suitable backhaul link. Flow chart 2200 shows an 55 

As mentioned, in some cases, a combination of different 
backhauls may be used between two mesh points. As such, 
certain embodiments provide that the backhaul link may be 
aggregated on the MAC or the transport layer. In addition, 
different backhauls may be used for different clients. More 
specifically, the dedicated backhaul technique introduced 

example method for evaluating current backhaul to deter­
mine whether switching to an alternative backhaul is desir­
able. The method starts by monitoring and measuring the 
current backhaul. If there are already data packets in com­
munication (Step 2202), then measurement can be per­
formed on the existing data packets (Step 2204). If there is 
no or not enough active data communication, then, similar to 
the rate estimation techniques described above, test packets 
can be sent for the measurement of backhaul performance 
(Step 2206). 

Then, the link speed of the backhaul can be measured by 
using, for example, the aforementioned rate estimation tech-

60 herein can be aggregated with other available communica­
tion links. Example aggregation may include, but not limited 
to: powerline and 2.4G; powerline and 5G; powerline, 2.4 
and 5G; SublG and 2.4G; SublG and 5G; SublG, 2.4G and 
5G; dedicated backhaul 5 GHz and general purpose 2.4 

65 GHz; dedicated backhaul 5 GHz and general purpose 5 
GHz; dedicated backhaul 5 GHz, general purpose 2.4 GHz 
and general purpose 5 GHz; and so forth. In variations, 
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routing can be used for link aggregation purposes. For 
example, different communication links may be of different 
subnetNirtual LAN (VLAN), but can either use static rout­
ing or dynamic routing to aggregate over different bridge 
links. In some embodiments that implement dynamic rout­
ing, known routing strategies such as equal-cost routing can 
be used; alternatively, a proper ratio of cost may be assigned 
over each bridge link. 

Further, embodiments disclosed here can utilize Layer 2 
aggregation when possible for backhaul links. In some 
examples, a spanning tree protocol (STP) can be used to 
avoid loops in the redundant paths in the network. The STP 
priority may be used to give priority depending on channel 
condition, traffic, and QoS parameters. The Rapid Spanning 
Tree Protocol (which is described in the IEEE 802.lw 
standards) can also be used. Other example link aggregation 
mechanisms that can be used in the mesh network backhaul 
links include: Multi Path TCP (when TCP aggregation is 
possible); IEEE 802.3ad Link Aggregation Control Protocol 
(LACP), and Port Aggregation Protocol (PAgP). 

Note that, for the embodiments that utilize powerline 
communication as dedicated backhaul, the TPUT of the 
backhaul as well as the Internet's condition need to be more 
closely monitored, since a lot of interference issues may 
occur in such powerline communication, and in some 
instances, such communication may even interfere with 
home digital subscriber line (DSL) Internet connection ( e.g., 

30 
alternative backhaul considered. Otherwise, the mesh point 
may continue to use the current backhaul (Step 2254). If the 
alternative backhaul is better than the threshold, then the 
alternative backhaul can be used (Step 2258). On the other 

5 hand, only if all alternative backhauls are also underper­
forming then is the general purpose wireless resource (i.e., 
client facing resource) considered. If the client facing 
resource can provide a rate that is more than a second 
threshold (Step 2262), then the mesh point can utilize a 

10 select portion of the client facing resource as the backhaul. 
Note that the second threshold may be different from the first 
threshold. In one example, since the client facing resource 
then would be serving both front end and back end traffic, 

15 
the second threshold is higher than the first threshold. If the 
client facing resource cannot satisfy the second threshold, 
then the mesh point can indicate (e.g., on the software 
application) that it has a bad backhaul (Step 2266). 

With the techniques introduced herein, including auto-
20 mated mesh point survey and guided installation for assist­

ing the installation and configuration of a wireless mesh 
network, link rate estimation, roaming, and dedicated back­
haul link implementation in such wireless mesh network, the 
present disclosure provides an integral solution where mul-

25 tiple wireless local area network (WLAN) mesh point 
devices are deployed in a relatively large environment with 
potential dead spots, such as a home or an office. 

as a result of the phone and electric cables being too closely 
located in the environment). If using powerline communi­
cation has an observable adverse effect on DSL or other 30 

Internet connection, the duty cycle of the powerline can be 
limited, or in some implementations, powerline communi­
cation may be avoided in the entirety. 

CONCLUSION 

Unless contrary to physical possibility, it is envisioned 
that (i) the methods/steps described above may be performed 
in any sequence and/or in any combination, and that (ii) the 
components of respective embodiments may be combined in 
any manner. 

Various frequency band in sub-1 GHz may be also be used 
for backhaul links in the mesh network to extend the range. 35 

Examples include 902-928 MHz in the United States, and 
433.05-434.79 MHz and 863-870 MHz in Europe. In some 
embodiments, IEEE 802.llah can be used for sub-lG com­
munications. Additionally or alternatively, IEEE 802.15.4 
can be used. In yet another alternative, it is possible to 40 

convert an existing IEEE 802.llac/n/g/a chipset to operate 

The techniques introduced above can be implemented by 
programmable circuitry programmed/configured by soft­
ware and/or firmware, or entirely by special-purpose cir­
cuitry, or by a combination of such forms. Such special­
purpose circuitry (if any) can be in the form of, for example, 
one or more application-specific integrated circuits (ASICs), 

in a sub-lG frequency band. In certain cases, if the sub-lG 
frequency band is not available in a country or ifthere is too 
much interference or noise in the sub-1 G band, the fault 
tolerant mechanism can fall back to 2.4G/5G, powerline or 45 

other available backhaul links. 

programmable logic devices (PLDs), field-programmable 
gate arrays (FPGAs), etc. 

Software or firmware to implement the techniques intro­
duced here may be stored on a machine-readable storage 
medium and may be executed by one or more general­
purpose or special-purpose programmable microprocessors. 
A "machine-readable medium", as the term is used herein, 
includes any mechanism that can store information in a form 

In some implementations, a dedicated 5 GHz radio is used 
as the dedicated backhaul. Specifically, 5 GHz ISM band is 
a relatively wide frequency band and, as a result, with proper 
hardware and software design, it is possible to place more 
than one radio in 5 GHz in a single device without creating 
unacceptably large interference. One of such example is 
shown in FIG. 19. In such cases, a part of 5 GHz frequency 
band can be dedicated for backhaul purposes. Nonetheless, 
the mesh network can still monitor the noise and interfer­
ence in the frequency band by checking the link statistics, 
and switch off to other available back-up channels when 
proper. 

Note that, in selecting the backhaul, a general hierarchy 
may be observed to avoid disruption. Moreover, generally 
speaking, it is preferable to not use general purpose wireless 
communication resources (i.e., that are used for servicing 
data traffic from and to the clients) for backhaul purposes. 
Flow chart 2250 is an example method for implementing a 
backhaul selection hierarchy. In the illustrated example, 
first, only if the current backhaul is underperforming ( e.g., 
drops below a certain threshold) (Step 2252) then is an 

50 accessible by a machine (a machine may be, for example, a 
computer, network device, cellular phone, personal digital 
assistant (PDA), manufacturing tool, any device with one or 
more processors, etc.). For example, a machine-accessible 
medium can include recordable/non-recordable media (e.g., 

55 read-only memory (ROM), random access memory (RAM), 
magnetic disk storage media, optical storage media, flash 
memory devices, etc.). 

Note that any and all of the embodiments described above 
can be combined with each other, except to the extent that 

60 it may be stated otherwise above or to the extent that any 
such embodiments might be mutually exclusive in function 
and/or structure. 

Although the present invention has been described with 
reference to specific exemplary embodiments, it will be 

65 recognized that the invention is not limited to the embodi­
ments described, but can be practiced with modification and 
alteration within the spirit and scope of the appended claims. 
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Accordingly, the specification and drawings are to be 
regarded in an illustrative sense rather than a restrictive 
sense. 

What is claimed is: 

32 

1. A computer-implemented method for implementing a 5 

dedicated backhaul in a wireless mesh network formed with 

11. A computing device comprising: one or more proces­
sors, that implements a mesh point in a wireless mesh 
network formed with a plurality of mesh points, the com­
puting device being configured to perform a method com­
prising: 

establishing a forward wireless communication with a 
second mesh point; one or more mesh points, the method being performed by a 

first mesh point and comprising: 
establishing a forward wireless communication with a 

second mesh point; 
establishing a backhaul communication, separate from the 

forward wireless communication, with the second mesh 
point, 

10 

establishing a backhaul communication, separate from the 
forward wireless communication, with the second mesh 
point, 

wherein the forward wireless communication is estab­
lished using a wireless communication technology 15 

using frequency bands selected from the group con­
sisting of: a 2.4 GHz band, and a 5 GHz band, and 

wherein the forward wireless communication is estab­
lished using a wireless communication technology 
using frequency bands selected from the group con­
sisting of: a 2.4 GHz band, and a 5 GHz band, and 

wherein the backhaul communication is established using 
a communication technology selected from the group 
consisting of: a power line based communication, a 2.4 
GHz or 5 GHz radio frequency (RF) technology using 

wherein the backhaul communication is established using 
a communication technology selected from the group 
consisting of: a power line based communication, a 2.4 20 

GHz or 5 GHz radio frequency (RF) technology using 
a dedicated radio, and a sub-1 GHz RF technology; and 

constructing a list of backhaul candidates, each backhaul 
candidate having a score indicative of an estimated 
quality of a potential link between the first mesh point 
and the second mesh point; 

a dedicated radio, and a sub-1 GHz RF technology; and 
constructing a list of backhaul candidates, each backhaul 

candidate having a score indicative of an estimated 
quality of a potential link between the first mesh point 25 

and the second mesh point; 
upon determining that a quality of service of the estab­

lished backhaul has dropped to below a predetermined 
threshold, establishing an alternative backhaul commu­
nication with the second mesh point using a backhaul 
candidate with the highest score on the list. 

upon determining that a quality of service of the dedicated 
backhaul has dropped to below a predetermined thresh­
old, establishing an alternative backhaul communica­
tion with the second mesh point using a backhaul 30 

candidate with the highest score on the list. 
12. The device of claim 11, wherein the backhaul com­

munication is dedicated for controlling packets. 
2. The method of claim 1, wherein the backhaul commu­

nication is dedicated for controlling packets. 
3. The method of claim 1, further comprising: upon 

determining that a quality of service of the backhaul com­
munication has dropped to below a predetermined threshold, 
redirecting backhaul traffic to the forward wireless commu­
nication. 

4. The method of claim 1, further comprising: upon 
determining whether a quality of service of the dedicated 
backhaul has dropped to below a predetermined threshold, 
establishing an alternative backhaul communication with the 
second mesh point; and redirecting backhaul traffic to the 
alternative backhaul communication. 

5. The method of claim 4, wherein the alternative back­
haul communication is a direct link that links to the second 
mesh point through no other mesh point. 

6. The method of claim 4, wherein the alternative back­
haul communication is an indirect direct link that links to the 
second mesh point through another mesh point. 

7. The method of claim 1, wherein different backhauls are 
used for different clients. 

8. The method of claim 1, further comprising: measuring 
a plurality of qualitative parameters for the established 
backhaul communication; and causing the measured quali­
tative parameters to be transmitted to a controlling entity to 
facilitate a selection of a communication technology used 
for a backhaul communication between each two mesh 
points in the wireless mesh network. 

9. The method of claim 1, further comprising: aggregating 
a plurality of backhaul links available on different commu­
nication technologies to create an aggregated backhaul com­
munication. 

10. The method of claim 9, wherein the aggregated 
backhaul links are aggregated on a media access control 
(MAC) layer or a transport layer. 

13. The device of claim 11, the method performed by the 
device further comprising: upon determining that a quality 

35 
of service of the backhaul communication has dropped to 
below a predetermined threshold, redirecting backhaul traf­
fic to the forward wireless communication. 

14. The device of claim 11, the method performed by the 
device further comprising: upon determining whether a 

40 
quality of service of the established backhaul has dropped to 
below a predetermined threshold, establishing an alternative 
backhaul communication with the second mesh point; and 
redirecting backhaul traffic to the alternative backhaul com­
munication. 

45 
15. The device of claim 14, wherein the alternative 

backhaul communication is a direct link that links to the 
second mesh point through no other mesh point. 

16. The device of claim 14, wherein the alternative 
backhaul communication is an indirect direct link that links 

50 
to the second mesh point through another mesh point. 

17. The device of claim 11, the method performed by the 
device further comprising: measuring a plurality of qualita­
tive parameters for the established backhaul communica­
tion; and causing the measured qualitative parameters to be 

55 
transmitted to a controlling entity to facilitate a selection of 
a communication technology used for a backhaul commu­
nication between each two mesh points in the wireless mesh 
network. 

18. The device of claim 11, the method performed by the 

60 
device further comprising: aggregating a plurality of back­
haul links available on different communication technolo­
gies to create an aggregated backhaul communication. 

19. The device of claim 11, wherein the aggregated 
backhaul links are aggregated on a media access control 

65 
(MAC) layer or a transport layer. 

* * * * * 
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