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{Cage 6:22-cv-01004-ADA-DTE Document 3 Filed
AQ 120 (Rev. 08/10)

Q214722 Page lotd

TO: Mail Stop 8 REPORT ON THE
‘ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF
P.O. Box 1450 AN ACTION REGARDING A PATENT

Alexandria, VA 22313-1450 OR TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court

|:| Trademarks or Patents. ( |:| the patent action involves 35 U.S.C. § 292.):

Western District of Texas - Waco Division on the following

DOCKET NO. DATE FILED U.S. DISTRICT COURT o
6:22-cv-01094 October 21, 2022 Western District of Texas - Waco Division
PLAINTIFF DEFENDANT

Taasera Licensing LLC

CrowdStrike, Inc. and CrowdStrike Holdings, Inc.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,673,137 3/2/2010 Taasera Licensing LLC
2 8327441 12/4/2012 Taasera Licensing LLC
3 8,850,517 9/30/2014 Taasera Licensing LLC
4 8,955,038 2/10/2015 Taasera Licensing LLC
5 8,990,948 3/24/2015 Taasera Licensing LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
|:| Amendment |:| Answer |:| Cross Bill |:| Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 9.092.616 7/28/2015 Taasera Licensing LLC
2 9.608.997 3/28/2017 Taasera Licensing LLC
3 9.923.918 3/20/2018 Taasera Licensing LLC
4
5

In the above—entitled case, the following decision has been rendered or judgement issued.:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

IPR2023-01464
CrowdStrike EX1004 Page 1




Case 2:22-0v-00427-0RG  Document 2 Filed 10734722 Page 1 of 2 PagelD & 437

AQO 120 (Rev. 08/103%

O Mail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Office FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. District Court for the Eastem District of Texas, Marshall Division on the following
) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);
DOCKET NO. DATE FILED U8, BISTRICT COURT
2:22-cv-00427 10/31/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

TAASERA LICENSING LLC MUSARUBRA US LLC, D/B/A TRELLIX

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,673,137 3/2/2010 Taasera Licensing LLC
2 8,327,441 12/4/2012 Taasera Licensing LLC
3 8,850,517 8/30/2014 Taasera Licensing LLC
4 8,955,038 211072015 Taasera Licensing LLC
5 8,980,048 37242015 Taasera Licensing LLC

In the above—cntitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED WNCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT e T e D & A
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEMARK.
i
3
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy

Page 1 of 2 IPR2023-01464
CrowdStrike EX1004 Page 2



Case 2:22-0v-00427-0RG Documnent 2 Filed 10431722 Page 2 of 2 PageiD & 43

X

oo

AQO 120 (Rev. 08/103%

O Mail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Office FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. District Court for the Eastem District of Texas, Marshall Division on the following

) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);
DOCKET NO. DATE FILED U8, BISTRICT COURT

2:22-cv-00427 10/31/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

TAASERA LICENSING LLC MUSARUBRA US LLC, D/B/A TRELLIX

TRADEMARK O OR TRADTVARK HOLDER OF PATENT OR TRADEMARK
1 8,071,518 6/30/2015 Taasera Licensing LLC
2 9,082,616 712812015 Taasera Licensing LLC
3 8,808,087 372872047 Taasera Licensing LLC
4 89,923,918 320/2018 Taasera Licensing LLC
5

In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED WNCLUDEDR BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
g p—— g

IRADEMARKNO, OB THADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy

Page 2 of 2 IPR2023-01464
CrowdStrike EX1004 Page 3




Case 2:22-0v-00415-0RG Document 2 Filed L0/21722 Page 1 of 2 PagsiD & 408

AQO 120 (Rev. 08/103%

O Mail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Office FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. District Court for the Eastem District of Texas, Marshall Division on the following
) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);
DOCKET NO. DATE FILED U8, BISTRICT COURT
2:22-cv-00415 10/21/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC FORTINET INC.
FATENT OR DATE OF PATENT . R DEMARK
TRADEMARK NG, OR TRADEMARK HOLDER OF PATENT OR TRADEM:
1 8,327,441 12/472012 Taasera Licensing LLC
2 8,819,419 8/26/2014 Taasera Licensing LLC
3 8,855,058 2010/2015 Taasera Licensing LLC
4 8,990,948 3/24/2015 Taasera Licensing LLC
5 8,092,616 7i28/2015 Taasera Licensing LLC
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . R D AT AR
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEMARK.
i
o)
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy

Page 1 of 2 IPR2023-01464
CrowdStrike EX1004 Page 4



Case 2:22-0v-00415-0RG Document 2 Filed L0/21722 Page 2 of 2 PagsiD & 409

AQO 120 (Rev. 08/103%

O Mail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Office FILING OR DETERMINATION (OF AN
P.O. Box 1458 ACTION REGARDING APATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. District Court for the Eastem District of Texas, Marshall Division on the following
) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);
DOCKET NO. DATE FILED U8, BISTRICT COURT
2:22-cv-00415 10/21/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC FORTINET INC.
FATENT OR DATE OF PATENT . R DEMARK
TRADEMARK NG, OR TRADEMARK HOLDER OF PATENT OR TRADEM:
19,118,634 8/25/2045 Taasera Licensing LLC
2 8,808,887 37282017 Taasera Licensing LLC
3 8,628,453 4/18/2017 Taasera Licensing LLC
4 8,860,251 1/2/2018 Taasera Licensing LLC
58,823,818 3720/2018 Taasera Licensing LLC
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . R D AT DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
i
o)
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy

Page 2 of 2 IPR2023-01464
CrowdStrike EX1004 Page 5



Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #: 59

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.8.C. § 1116 you are hereby advised that a court action has beent
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following

[] Trademarks or [ Patents. { [J the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.8. DISTRICT COURT
2:22-cv-00063 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC CHECK POINT SOFTWARE TECHNOLOGIES LTD.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 8,327,441 12/4/2012 Taasera Licensing LLC
3 8,955,038 2/10/2015 Taasera Licensing LLC
4 8,980,948 3/24/2015 Taasera Licensing LLC
5 9,092,616 712812015 Taasera Licensing LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Biil [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy te Director Copy 4—Case file copy

Page 1 of 2 IPR2023-01464
CrowdStrike EX1004 Page 6



Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 2 of 2 PagelD #: 60

AQ 120 (Rev. 08/10}

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the 1.8, District Court for the Eastern District of Texas, Marshall Division on the following

(] Trademarks or [ Patents. ( [J the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00063 2/25/2022 for the Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC CHECK POINT SOFTWARE TECHNOLOGIES LTD.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 9,608,997 3/28/2017 Taasera Licensing LLC

2 9,923,918 3/20/2018 Taasera Licensing LLC

3

4

5

In the above-—entitled case, the following patent(sy trademark(s) have been included:
DATE INCLUDED INCLUDED BY
L] Amendment 1 Answer [J Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or Jjudgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail this copy te Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy

IPR2023-01464
Page 2 of 2 CrowdStrike EX1004 Page 7



Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #: 359

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.8.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following

[ Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOC 0. DATE FILED U.S. DISTRICT COURT

F2D-¢v-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
27,673,137 3/2/2010 Taasera Licensing LLC
3 8,127,356 212872012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
] Amendment [ Answer O Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

IPR2023-01464

PAGE 1 of 2 CrowdStrike EX1004 Page 8



Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 2 of 2 PagelD #: 360

AQ 120 (Rev. 08/10)

TO- Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division ot the following
] Trademarks or [MPawents. ( O the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED .S, DISTRICT COURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC PALO ALTO NETWORKS, INC,

{
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,955,038 2/10/2015 Taasera Licensing LLC

2 8,990,948 3/24/2015 Taasera Licensing LLC

3 9,092,616 712812015 Taasera Licensing LLC

4 9,823,918 3/20/2018 Taasera Licensing LLC

5

In the above—entitled case, the following patent(s)/ trademark(s) have been inciuded:
DATE INCLUDED INCLUDED BY
[] Amendment ] Answer [0 Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT . .
TRADEMARK NO. OR TRAPEMARK HOLDER OF PATENT OR TRADEMARK

[

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upeon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

Page 2 of 2 IPR2023-01464
CrowdStrike EX1004 Page 9



Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #. 59

AO 120 (Rev 08710}

. Mail Stop 8 REPORT ON THE
O pirector of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 11.5.C. § 290 and/or 15 U.S.CL§ 1116 you are hereby adviscd that a court action has been
tiled in the U.S. District Cowsl for the Eastern District of Texas, Marshall Division on the following

[7J Trademarks or [ atents. ¢ [ ihe patent action involves 35 UL.5.C. § 292

DOCKET NO. DATE FH.ED S DISTRICT COURT
2:22-cv-00083 2/25/2022 for the Eastern District of Texas, Marshall Division

PLAINTITF DEFENDANT

TAASERA LICENSING LLC CHECK POINT SOFTWARE TECHNOLOGIES LTD.

PATENT OR DATE OF PATENT o DA TE N

TRADEMARK N, OR TRADEMARK HOELDER OF PATENT OR TRADEMARK

1 6,842,796 1/11/2005 Taasera Licensing LLC

2 8,327 441 12/4/2012 Taasera Licensing LLC

3 8,955,038 2/10/2015 Taasera Licensing LLC

4 8,990,948 3/24/2015 Taasera Licensing LLC

5 9,092,616 7/28/2015 Taasera Licensing LLC

In the above—entitled case, the totlowing patent{s) irademark(s) have been included:

DATE INCLUDED INCLUDED BY
[7 Amendment [ Answer O Cross Bill [ Other Pleading
1R§‘3§;’}\;\TR2%\, 0. T?)};{T'][:RC,)*\};)I;/;/ITI}TII HOLDER OF PATENT OR TRADEMARK

l

p

3

4

5

In the above-——entitled case. the foflowing decision has been rendered or judgement issued:

DECISION/IUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Capy 1—{pon initiation of action, mail this copy te Director Copy 3—1Upon termination of action, mail this copy te Director
Copy 2—Upon filing document adding patent(s), mail this copy te Direector  Copy 4—Case file copy

Page 1 of 2 IPR2023-01464
CrowdStrike EX1004 Page 10



Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 2 of 2 PagelD #: 60

AQ 120 (Rev 08710}

TO:

Director of the U.S. Patent and Trademark Office

Mail Stop 8

P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Comphance with 35 UJ.8.C. § 290 und/or £5 US.C. § 1116 you are hereby advised that a court action has been

filed in the VLS. District Court

[ Trademarks or

for the

[ Patents. ¢ [J the patent

Eastern District of Texas, Marshall Division on Lhe following

action inveives 33 U.5.C, § 292

DOCKET NO.
2:22-cv-00063

DATE FHLED
2/25/2022

(LS. DISTRICT COURT
for the Eastern District of Texas, Marshall Division

PLAINTITF

TAASERA LICENSING LLC

DEFENDANT
CHECK POINT SOFTWARE TECHNOLOGIES LTD.

PATENT OR

DATE OF PATENT

HOLDER OF PATENT OR TRADEMARK

TRADEMARK NO. (OR TRADEMARK
1 9,608,997 3/28/2017 Taasera Licensing LLC
29,923,918 3/20/2018 Taasera Licensing LLC
3
4
5

In the above—entitled case. the following patent(s) rrademark(s) have been included:
DATE INCLUDED INCLUDED BY
[} Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT . DAL .

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
3

In the above—entitled case, the following decision has becn rendered or judgement issued:

DECISIONJUIDGEMENT

CLERK

(

BY) DEPUTY CLERK DATE

Caopy l-—Upon initiation of action, mail this copy to Director
Copy 2—l1lpon filing decument adding patent(s), mail this copy 10 Director

Copy 3—Upon termination of action, mail this copy {0 Director
Copy +—Case file copy

IPR2023-01464

P 20f 2
age <o CrowdStrike EX1004 Page 11




Case 1:122-ov-02306-ER  Document 8 Filed 03/23/22 Page Ll of 2

AQ 120 (Rev. 08/10)

10: Wail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1458 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1456 TRADEMARK
In Compliance with 35 U.5.C. § 298 and/or 15 U.5.C. § 1116 you are hereby advised that a conet action has been
filed in the U.S. District Court for the Southern District of New York on the following
] Trademarks or ¥ Paterss.  ( [} the patent action involves 35 .84 § 202y
DOCKET NG, N DATE FILED LS. DISTRICT COURT
220v2306 3/22/2022 for the Southern District of New York
PLAINTIFF DEFENDANT
PALO ALTO NETWORKS, INC. TAASERA LICENSING LLC, and QUEST PATENT
RESEARCH CORPORATION
FATENT OR DATE OF PATENT — ‘ .
TRADEMARK NQ. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i 6,842,796 1/41/2005 Taasera Licensing LLC
2 7,873,137 3/2/20140 Taasera Licensing LLC
3 B127.3568 212872012 Taasera Licansing LLC
4 8,327,441 12/4/2012 Taasera Licansing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC

In the above—entitled case, the following patent(s)/ trademark(s} have been included:

DATE INCLUDED INCLUPED BY
1 Amendment [ Answer 3 Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT — i .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARE.

7

3

4

5

{n the above-—entitled case, the following decision has been rendered or judgement issued:

DECISIONAJUDGEMENT

CLE 3Y Y DEPUTY CLE )
CLERK RUBY J. KRAJICK (BY) DEPUTY CLERK /87 V. BRAHIMI DATE 3/23/2022

Copy I—Upon initiatien of action, mail this copy to Birector  Copy 3—Upen ternmination of action, mail this copy te Director
{opy 2—pon Bling document adding patent(s}), mail this copy to Birector  Copy 4—Case file copy

IPR2023-01464
CrowdStrike EX1004 Page 12

Page 1 of 2



Case 1:122-ov-02306-ER  Document 8 Filed 03/23/22 Page 2ot 2

AQ 120 (Rev. 08/10)

0. Mail Stop 8 REPORT ON THE
) Director of the 1.8, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 14538 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.5.C. § 298 and/or 15 U.5.C. § 1116 you are hereby advised that a conet action has been
filed in the U.S. District Court for the Southern District of New York on the following
] Trademarks or ¥ Paterss.  ( [} the patent action involves 35 .84 § 202y
DOCKEQ;, 2\%(9()6 DATE FILED LS. DISTRICT COURT
e 3/82/2022 for the Southern District of New York

PLAINTIFF DEFENDANT

PALO ALTO NETWORKS, INC. TAASERA LICENSING LLC, and QUEST PATENT

RESEARCH CORPORATION
FATENTOR DATE QF PATENT S ‘ .
TRADEMARK NQ. OR TRADEMARK HOLDER OF PATENT OR TRADEMARE

i 8,955,038 21020145 Taasera Licensing LLC

2 8,880,948 3/24/2015 Taasera Licensing LLC

3 8,802,616 772872015 Taasera Licansing LLC

4 9,823,818 3/20/2018 Taasera Licensing LLO

5

In the above—entitled case, the following patent(s)/ trademark(s} have been included:
DATE INCLUDED WNCLUDPED BY
1 Amendment [ Answer 3 Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT — ‘ .
TRADEMARK NO. OR TRAIDEMARK HOLDER OF PATENT OR TRADEMARE

o)

4

5

{n the above-—entitled case, the following decision has been rendered or judgement issued:

DECISIONAJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE
Ruby I KRAJICK IS/ V. BRAHIMI 3/23/2022
Copy I—Upon initiatien of action, mail this copy to Birector  Copy 3—Upen ternmination of action, mail this copy te Director

{opy 2—pon Bling document adding patent(s}), mail this copy to Birector  Copy 4—Case file copy

IPR2023-01464
CrowdStrike EX1004 Page 13
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Case 2:228-0v-00062-IRG-REP  Document 13 Filed 03/22/22 Page 1 of 2 Pageill # 382

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following
[] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOC 0. DATE FILED U.S. DISTRICT COURT
EE:EE—CV—OOOGZ 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 7,673,137 3/2/2010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment 1 Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Tawd A O el nkl 3/22/22

Copy 1—Upoen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
IPR2023-01464
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Case 2:122-ov-00062-IRG-REP Document 13 Fied 03/22/22 Page 2 of 2 Pagell i 383

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following

[ Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,955,038 2/10/2015 Taasera Licensing LLC

2 8,990,948 3/24/2015 Taasera Licensing LLC

3 9,092,616 7/28/2015 Taasera Licensing LLC

4 9,923,918 3/20/2018 Taasera Licensing LLC

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment [1 Answer [J Cross Bill [J Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
In light of the Notice, which the Court ACCEPTS AND ACKNOWLEDGES, and pursuant to Rule 41

(1)(A)(i), all pending claims and causes of action
in the above-captioned case are DISMISSED WITHOUT PREJUDICE

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

IPR2023-01464

Page 2 of 2 CrowdStrike EX1004 Page 15
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Ivision

for the Eastern District of Texas, Marshall D

CHECK POINT SOFTWARE TECHNOLOGIES LTD.

2/25/2022

TAASERA LICENSING LLC

Taasera Licensing LLC

Taasera Licensing LLC

3/28/2017

3/20/2018

i 9,608,997

2 9,923,918
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Case 2122-ov-00062-IRG-REF Document 2 Filed 02/25/22 Page 1 ot 2 PageiD # 358

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following
[] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOC 0. DATE FILED U.S. DISTRICT COURT
EE:EE—CV—OOOGZ 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 7,673,137 3/2/2010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment 1 Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upoen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
IPR2023-01464

PAGE 1 of 2 CrowdStrike EX1004 Page 18



Case 2122-ov-00062-IJRG-REF Document 2 Filed 02/25/22 Page 2 of 2 PageilD & 360

4
b

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following
[ Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,955,038 2/10/2015 Taasera Licensing LLC

2 8,990,948 3/24/2015 Taasera Licensing LLC

3 9,092,616 7/28/2015 Taasera Licensing LLC

4 9,923,918 3/20/2018 Taasera Licensing LLC

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment [1 Answer [J Cross Bill [J Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

IPR2023-01464

Page 2 of 2 CrowdStrike EX1004 Page 19



Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 1 of 2 PagelD #: 62

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0O. Box 1450 ACTION REGARDING A FATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas, Marshall Division on the following
O Trademarks or [ Patents. ( [J the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-cv-00441 11/30/2021 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC TREND MICRO INCORPORATED
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,842,798 1/11/2005 Taasera Licensing LLC
2 7,673,137 3/2/2010 Taasera Licensing LLC
3 8327.441 12/4/2012 Taasera Licensing LLC
4 8,850,517 9/30/2014 Taasera Licensing LLC
5 8,055,038 2/10/2015 Taasera Licensing LLC
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment O Answer [ Cross Bill O Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/TUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Cepy 4—Case file copy

PAGE 1 of 2

IPR2023-01464
CrowdStrike EX1004 Page 20




Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 2 of 2 PagelD #: 63

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C..§ 290 and/or 15 U.8.C. § 1116 you are hereby advised that a court action has been
filed in the 1.8, District Court for the Eastern District of Texas, Marshall Division on the following
[]Tredemarksor [ Patents. ( [J the patent action involves 35 U.S.C. § 292.): '
OCKET NO. IDATE FILED U.S. DISTRICT COURT L .
2:21-cv-00441 11/30/2021 for the Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC TREND MICRO INCORPORATED

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,990,848 3/24/2015 Taasera Licensing LLC

2 9,092,616 712812015 Taasera Licensing LLC

3 9.608,997 3/28/2017 Taasera Licensing LLC

4 9,923,91 8 3/20/2018 Taasera LicenSing LLC

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY .
[0 Amendment [1 Answer [J Cross Bill [] OtherPleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled cése, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY. CLERX DATE

Copy 1—Upon initiation of action, mail this copy to Director

PAGE 2 of 2

Copy 3—Upon termination of 2ction, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

IPR2023-01464
CrowdStrike EX1004 Page 21
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/399,065 12/04/2012 8327441 0079152-000002 3713
21839 7590 11/14/2012

BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404
ALEXANDRIA, VA 22313-1404

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Srinivas KUMAR, Cupertino, CA;
Gurudatt Shashikumar, Foster City, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09) IPR2023'0 1 464
CrowdStrike EX1004 Page 24



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commiissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block [ for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certiﬁcate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

21839 7590 09/17/2012
BUCHANAN, INGERSOLL & ROONEY PC Certificate of Mailing or Transmission
1 hereby certify that this Fee(s) Transmittal is being deposited with the United
POST OFFICE BOX 53243 404 S(tjz:itres czjstal (ﬁrviﬁe vi/x% su%Iiscé%xé pg%t%ge ggr first lg{l}ass mail bLn an gnvelo >
ALEXANDRIA, VA 13-1 addressed to the Mail Sto address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
{Depositor's name)
(Signature)
Date)
| APPLICATION NO. FILING DATE I FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713
TITLE OF INVENTION: SYSTEM AND METHOD FOR APPLICATION ATTESTATION
I APPLN. TYPE l SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE I PREV. PAID ISSUEFEE | TOTAL FEE(S) DUE [ DATE DUE
nonprovisional YES $870 $0 $0 $870 12/17/2012
| EXAMINER | ART UNIT I CLASS-SUBCLASS l
CERVETTI, DAVID GARCIA 2436 726-022000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CIR 1.363). (1) the names of up to 3 registered patent attorneys 1 BUCHANAN INGERSOLL
I Change of correspondence address (or Change of Correspondence or agents OR, alternatively, & ROONEY PC
Add PTO/SB/122 hed 8 P Y
ress torm ) attached. (2) the name of a single firm (having as a member a 2
[ "Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assi[gnee is identified below, no assignee data will appear on the patent. If an assignee is idenlified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
TAASERA, INC. ERIE, PENNSYLVANIA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual &1 Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
X 1ssue Fee [J A check is enclosed.
(] Publication Fee (No small entity discount permitted) X Payment by creditcard. e -
& Advance Order - # of Copies 2 X The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
i overpayment, to Deposit Account Number __02:%-_8_0_ )__ (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Py Applicant claims SMAL/LENTI’EX;étatus. See 37 CFR 1.27. o. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publicatiof Eeje/(if regu’l‘red) will not be accepted/fréni anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the recofds of theJnited Sfates Patert gnd Trademark Offige/

/ - S
Authorized Signatur AT = 7 ALY Date __November 2, 2012

= L

Typed or printed name Charles F. Weiland 1 Registration No. 33,096

This colfection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla1 Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

IPR2023-01464
CrowdStrike EX1004 Page 25



Electronic Patent Application Fee Transmittal

Application Number:

13399065

Filing Date:

17-Feb-2012

Title of Invention:

SYSTEM AND METHOD FOR APPLICATION ATTESTATION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer:

Charles F. Wieland lll/Roberto Negron

Attorney Docket Number:

0079152-000002

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl issue fee 2501 1 885 885

Extension-of-Time:

IPR2023-01464

CrowdStrike EX1004 Page 26




Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Printed copy of patent - no color 8001 2 3 6
Total in USD ($) 891

IPR2023-01464

CrowdStrike EX1004 Page 27




Electronic Acknowledgement Receipt

EFSID: 14132703
Application Number: 13399065
International Application Number:
Confirmation Number: 3713
Title of Invention: SYSTEM AND METHOD FOR APPLICATION ATTESTATION
First Named Inventor/Applicant Name: Srinivas KUMAR
Customer Number: 21839
Filer: Charles F. Wieland lll/Roberto Negron
Filer Authorized By: Charles F. Wieland Il
Attorney Docket Number: 0079152-000002
Receipt Date: 02-NOV-2012
Filing Date: 17-FEB-2012
Time Stamp: 10:25:25
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $891
RAM confirmation Number 7866
Deposit Account 024800
Authorized User WIELAND, CHARLES F.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexaminﬁtﬁlﬁ)&fﬁ@gﬁe,fﬁﬁd

CrowdStrike EX1004 Page 28




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

76281
1 Issue Fee Payment (PTO-85B) Fees_Transmittal.pdf no 1

db89afea340e571bb872faleb84c1c8272c!
th29

Warnings:

Information:

32113
2 Fee Worksheet (SB06) fee-info.pdf no 2

¢58c25d045fd9f12271460bcd95905409b
ebda

Warnings:

Information:

Total Files Size (in bytes); 108394

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2023-01464
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713
21839 7590 10/18/2012 | |
EXAMINER
BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404 CERVETTI, DAVID GARCIA
ALEXANDRIA, VA 22313-1404
| ART UNIT | PAPER NUMBER |
2436
| NOTIFICATION DATE | DELIVERY MODE |
10/18/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

ADIPFDD @bipc.com
offserv@bipc.com
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UNITED STATES DEPARTMENT OF COMMERCE

U.S. Patent and Trademark Office
Address : COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450

APPLICATION NO./ FILING DATE FIRST NAMED INVENTOR / ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION
13/399,065 17 February, 2012 KUMAR ET AL.

0079152-000002

EXAMINER

BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404
ALEXANDRIA, VA 22313-1404

David Garcia Cervetti

ART UNIT PAPER
2436 20121011
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or

proceeding.

Commissioner for Patents

The IDS filed 9/20/2012 has been considered.

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436

PTO-90C (Rev.04-03)
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Beceipt date: 09/20/2012 13399065 - GAlkkor$36

T . - . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 13399065
Filing Date 2012-02-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Srinivas KUMAR et al.

Art Unit 2436

Examiner Name CERVETTI, DAVID GARCIA
Attorney Docket Number 0079152-000002

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
o e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
o e Cite No . Relevant Passages or Relevant
Initial Number Cocde’| Date of cited Document )
Figures Appear
1 20050289072 A1 2005-12-29 Sabharwal
2 20070143474 A1 2007-06-21 Sheng et al.
3 20070174406 A1 2007-07-26 Morris et al.
4 20090094584 A1 2009-04-09 Dheap et al.

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Fareign Document Country Kind | Publication . . where Relevant
Applicant of cited Ts

Initial* No | Number3 Code2? j Code4| Date Passages or Relevant

Document Figures Appear
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Receipt date: 09/20/2012 Application Number 13399065 13398065 - GAU: 2436
Filing Date 2012-02-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Srinivas KUMAR et al.

Art Unit 2436

Examiner Name CERVETTI, DAVID GARCIA
Attorney Docket Number 0079152-000002

If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Notification of Transmittal of the International Search Report (Forms PCT/ISA/220 and PCT/ISA/210) and the Written
1 Opinion of the International Searching Authority (Form PCT/ISA/237) dated August 27, 2012, issued in corresponding |:|
International Application No. PCT/US2012/025551. (9 pages)

If you wish to add additional non-patent literature document citation information please click the Add button  Add
EXAMINER SIGNATURE
Examiner Signature David Garcia Carvetti/ Date Considered 10/11/2012

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if nhot in conformance and not considered. Include cepy of this form with hext communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 09/20/2012 Application Number 13399065 13398065 - GAU: 2436
Filing Date 2012-02-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Srinivas KUMAR et al.

Art Unit 2436

Examiner Name CERVETTI, DAVID GARCIA
Attorney Docket Number 0079152-000002

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Charles F. Wieland Illf Date (YYYY-MM-DD) 2012-09-20
Name/Print Charles F. Wieland IlI Registration Number 33,096

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a henefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This cellecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 09/20/2012 13398065 - GAU: 2436
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticon solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicatich or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatich shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclesed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became ahandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law cr regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE IPREOR3HORABAGH. /DGC/
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Doc code: IDS

Doc description: Information Disclosure Statement (ID3) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 13399065
Filing Date 2012-02-17
First Named Inventor | Srinivas KUMAR et al.
Art Unit 2436

Examiner Name

CERVETTI, DAVID GARCIA

Attorney Dacket Number

0079152-000002

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages Columns,Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20050289072 A1 2005-12-29 Sabharwal
2 20070143474 A1 2007-06-21 Sheng et al.
3 20070174406 A1 2007-07-26 Morris et al.
4 20090094584 A1 2009-04-09 Dheap et al.
If you wish to add additional U.S. Published Application citation information please click the Add button. Add
FOREIGN PATENT DOCUMENTS Remove

Cite
No

Examiner
Initial*

Foreign Document
Number3
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Kind
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Publication

Date Applicant of cited

Document
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Application Number 13399065
Filing Date 2012-02-17

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Srinivas KUMAR et al.

Art Unit 2436

Examiner Name CERVETTI, DAVID GARCIA
Attorney Dacket Number 0079152-000002

If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Notification of Transmittal of the International Search Report (Forms PCT/ISA/220 and PCT/ISA/210) and the Written
1 Opinion of the International Searching Authority (Form PCT/ISA/237) dated August 27, 2012, issued in corresponding |:|
International Application No. PCT/US2012/025551. (9 pages)

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17 IPR2023'01464
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Application Number 13399065

Filing Date 2012-02-17

INFORMATION DISCLOSURE

First Named Inventor | Srinivas KUMAR et al.

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit 2436

Examiner Name CERVETTI, DAVID GARCIA

Attorney Dacket Number 0079152-000002

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fCharles F. Wieland Illf Date (YYYY-MM-DD) 2012-09-20

Name/Print Charles F. Wieland 11l Registration Number 33,096

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 13399065

Filing Date: 17-Feb-2012

Title of Invention: SYSTEM AND METHOD FOR APPLICATION ATTESTATION
First Named Inventor/Applicant Name: Srinivas KUMAR

Filer: Charles F. Wieland Ill/mich sok

Attorney Docket Number: 0079152-000002

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

IPR2023-01464
CrowdStrike EX1004 Page 40




Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFSID: 13797430
Application Number: 13399065
International Application Number:
Confirmation Number: 3713
Title of Invention: SYSTEM AND METHOD FOR APPLICATION ATTESTATION
First Named Inventor/Applicant Name: Srinivas KUMAR
Customer Number: 21839
Filer: Charles F. Wieland Ill/mich sok
Filer Authorized By: Charles F. Wieland Il
Attorney Docket Number: 0079152-000002
Receipt Date: 20-SEP-2012
Filing Date: 17-FEB-2012
Time Stamp: 15:36:19
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $180
RAM confirmation Number 2355
Deposit Account 024800
Authorized User WIELAND, CHARLES F.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexaminﬁtﬁlﬁ)&fﬁ@gﬁe,fﬁﬁd
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

612425
Information Disclosure Statement (IDS)
1 Form (SBOS) PTO_SBO8.PDF no 4

€38a3730d43f337¢7211b0ac06fch2d 1481
d503

Warnings:

Information:

407881
2 Non Patent Literature NPL.pdf no 9

6acO4cbad2df17d4c46a4342d3bca785¢74
9cetd

Warnings:

Information:

30421
3 Fee Worksheet (SB06) fee-info.pdf no 2

bd8388870e9c814e560488dd417dch82d4]
b10ef

Warnings:

Information:

Total Files Size (in bytes); 1050727

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

21839 7590 09/17/2012 | EXAMINER |
BUCHANAN, INGERSOLL & ROONEY PC CERVETTI, DAVID GARCIA
POST OFFICE BOX 1404
ALEXANDRIA, VA 22313-1404 | ART UNIT PAPER NUMBER |
2436
DATE MAILED: 09/17/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713

TITLE OF INVENTION: SYSTEM AND METHOD FOR APPLICATION ATTESTATION

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $870 30 $0 $870 12/17/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (f required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

21839 7590 09/17/2012
BUCHANAN, INGERSOLL & ROONEY PC Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
POST OFFICE BOX 1404 States Postal Service with sufficient postage for first class mail in an envelope
ALEXANDRIA, VA 22313-1404 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713
TITLE OF INVENTION: SYSTEM AND METHOD FOR APPLICATION ATTESTATION
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $870 30 $0 $870 12/17/2012
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
CERVETTIL DAVID GARCIA 2436 726-022000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . ! . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlss1oner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Offju!z i é B;Q{IQ/IE]&IQD% COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713
21839 7590 09/17/2012 | EXAMINER |
BUCHANAN, INGERSOLL & ROONEY PC CERVETTI, DAVID GARCIA
POST OFFICE BOX 1404
ALEXANDRIA, VA 22313-1404 | ART UNIT PAPER NUMBER |

2436

DATE MAILED: 09/17/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.

IPR2023-01464
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Application No. Applicant(s)

. . 13/399,065 KUMAR ET AL.
David Garcia Cervetti 2436

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 6/29/2012.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ;
the restriction requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-26.
4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(dJ Al b)[OdSome* c¢)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
6. [ ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) O including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date __ .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. X Notice of References Cited (PTO-892) 5. [J Notice of Informal Patent Application
2. [J Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [1 Interview Summary (PTO-413),
Paper No./Mail Date .

3. X Information Disclosure Statements (PTO/SB/08), 7. [J Examiner's Amendment/Comment

Paper No./Mail Date 6/29/12
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance

of Biological Material

9. [ other )

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436

U.S. Patent and Trademark Office

PTOL-37 (Rev. 03-11) Notice of Allowability IB&%F@Q@&N&/%/IZ{Ié)jTe 20120905
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Application/Control Number: 13/399,065 Page 2
Art Unit: 2436

DETAILED ACTION

1. Applicant’s amendment filed 6/29/2012 has been fully considered.
2. Claims 1-26 are pending and have been examined.

Response to Amendment
3. This communication warrants No Examiner's Reason for Allowance, applicant's
reply makes evident the reasons for allowance, satisfying the "record as a whole"
proviso of the rule 37 CFR 1.104(e). Specifically, applicant's arguments filed on
6/29/2012 are persuasive, as such the reasons for allowance are in all probability
evident from the record and no statement is deemed necessary (see MPEP 1302.14).

Allowable Subject Matter
4. Claims 1-26 are allowed.
5. Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

IPR2023-01464
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Application/Control Number: 13/399,065 Page 3
Art Unit: 2436

Conclusion

6. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to David Garcia Cervetti whose telephone number is
(571)272-5861. The examiner can normally be reached on Monday-Friday 8 AM to 5
PM.

7. If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Philip J. Chea can be reached on (571)272-3951. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
8. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436

IPR2023-01464
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13/399,065
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Examiner Art Unit
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U.S. PATENT DOCUMENTS
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U.S. PATENT DOCUMENTS

* cOumr[y)ﬁéﬁiTm'ﬂimfé Code Mmtiitsyy Name Classification
* | A | US-2006/0200680 A1 09-2006 Ellison et al. 713/190
* | B | US-2007/0005992 A1 01-2007 Schluessler et al. 713/193
* | ¢ | US-7,194,759 B1 03-2007 Chess et al. 726/2
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Attorney Docket No. 0079152-000002
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Page 2

AMENDMENTS TO THE SPECIFICATION:

Kindly amend paragraph [0008] of the specification as follows:

The presently disclosed technology also may be embodied as an additional method,
apparatus and/or systém for a runtime monitor to inspect web and non-web
applications (e.g., all web and non-web applications) running on the instrumented
target platform. The system may include an attestation service (or broker) using an
attestation server and configured to generate application artifacts and/or to issue
application statements or claims. The application artifact may represent an identified
application instance (e.g., at runtime, globally[[, uniquely]] unique, opaquely and/or in
a time-sensitive manner, for example, using an application artifact having a specified
or predetermined lifetime) on an instrumented platform (such as but not limited to a,
Personal Digital Assistant (PDA), a tablet computing device, an iPhone™, an iPod™,

an iPad™

, a device operating the Android operating system (OS) from Google Inc., a
device running the Microsoft Windows® Mobile OS, a device running the Microsoft
Windows® Phone OS, a device running the Symbian OS, a device running the
webOS from Hewlett Packard, Inc., a mobile phone, a BlackBerry® device, a
smartphone, a hand held computer, a netbook computer, a palmtop computer, a
laptop computer, an ultra-mobile PC, a portable gaming system, a gaming console,
or another similar type of computing device having a computer, microprocessor). The

application statements may include at least one statement (or claim) about an

inspected runtime execution context and/or an intelligence based security context.
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Kindly amend paragraph [0025] of the specification as follows:

In certain exemplary embodiments, applicanis applications may be secured by
signing-on or authenticating applications onto the network using an attestation
process (e.g., via a single factor or multi-factor attestation). In a multi-factor process,
applications may be qualified based on at least two factors. A first factor may
identify one or more attributes of the application (e.g., run time instance of the
application) such as (1) a hash of the application, as an application fingerprint, (2)
other applications/processes called by the application, (3) ports used by the
application, (4) computing, storage, and network resource usage by the application,
and/or (5) the platform executing the application, among ether others. Such
information may be available locally (e.g., at the computing platform running the
application) in the current execution context. A second factor may identify what is
known about the application based on the attributes of the application from security
intelligence external to the operating environment (e.g., a third party (e.g., trusted

third party) separate from the computing platform running the application).
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AMENDMENTS TO THE CLAIMS:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

LISTING OF CLAIMS:

1. (Currently Amended) A method of providing an attestation service for
an application at runtime executing on a computing platform using an attestation
server, comprising:

receiving, by the attestation server remote from the computing platform:

a runtime execution context indicating attributes of the application at

runtime, wherein the attributes comprise one or more executable file binaries

of the application and loaded components of the application; and

a security context providing security information about the application,

wherein the security information comprises an execution analysis of the one

or more executable file binaries and the loaded components;

generating, by the attestation server, a report indicating security risks
associated with the application based on the received runtime execution context and
the received security context, as an attestation result; and

sending, by the attestation server, the attestation result associated with the

application.
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2. (Original) The method of claim 1, further comprising:

generating, by the attestation server, an application artifact as a reference for
changes in a subsequent execution context; and

sending the generated application artifact such that subsequent changes to
the runtime execution context are tracked based on the generated application

artifact.

3. (Currently Amended) The method according to claim 2, further
comprising digitally signing the attestation results, and-the-application-arifact

wherein the attributes further comprise parent-child process associations of

the application.

4, (Currently Amended) The method of claim 1, wherein the received

security context is an introspective security context, and wherein the execution

analysis is a static, dynamic, or virtual analysis of the one or more executable file

binaries and the loaded components.

5. (Currently Amended) The method of claim [[1]] 4, wherein the
generating of the report indicéting security risks associated with the application
includes generating, by the attestation server, one or more security assertions that
pertain to the received runtime execution context and the received introspective

security context.
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6. (Original) The method according to claim 1, further comprising

authenticating the application using a plurality of collaboration services.

7. (Original) The method according to claim 1, further comprising
controlling a user's transaction with the application by applying a set of authorization

rules in accordance with the attestation resulits.

8. (Original) The method according to claim 1, further comprising
controlling a user’'s network access to the application by applying a set of

authorization rules in accordance with the attestation results.

9. (Original) The method according to claim 1, further comprising
providing confidence metrics in the attestation results indicating a level of security
risk by different classifications such that a restriction on a user’s transaction with the
application are applied based on the level of security risk indicated by thé

confidence metrics in the attestation results.

10. (Original) The method according to claim 9, wherein the application of
the restriction on the user’s transaction includes applying the restriction on the user's

network access to the application.

11. (Original) The method according to claim 1, wherein the application of
the restriction on the user’s transaction includes applying routing decisions and

redirecting the user to an alternate computer platform.
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12. (Original) The method according to claim 1, further comprising
controlling, by a network access enforcer, access of a user to the application based

on the attestation result.

13. (Currently Amended) A non-transitory computer readable medium
having instructions stored thereon that, if executed by a computing device, cause the
computing device to perform operations for providing mutual attestation of
applications in client-server or peer-to-peer transactions using an attestation server,
the operations comprising:

generating and sending, by the attestation server, a first application artifact

that dynamically and opaquely identifies:

an instance of a first application; and

a record of a current execution state of the first application;

receiving and validating, by the attestation server, from a server in the client
server transabﬁon or from a first peer in the peer-to-peer transaction, the first
application artifact sent by the attestation server to a client in a client server
transaction or to a second peer in the peer-to-peer transaction;

generating and sending application statements to the client and the server or
the first and second peers about interrelated applications used in the ciient—server or

peer-to-peer transactions.

14. (Currently Amended) The computer readable medium of claim 13, the

operations further comprising:
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generating and sending, by the attestation server, a second application

artifact that dynamically and opaquely identifies:

an instance of a second application; and

a record of a current execution state of the second application:

receiving and validating, by the attestation server, from a client in the client
server transaction or from a second peer in the peer-to-peer transaction, the second
application artifact sent by the attestation server to a server in a client server

transaction or to a first peer in the peer-to-peer transaction.

15. (Currently Amended) The computer readable medium of claim 14,
wherein:

[[the]] sending [[of]] the application statements to-the-client-and-the-serveror
the first-and-secondpeers comprises the following operations:

sending, by the attestation server:

[[the]] an application statement regarding a client application of the
interrelated applications to the server of the client-server transaction and the
application statement regarding a server application of the interrelated
applications to the client of the client-server transaction; or

[[the]] an application statement regarding a first peer application of the
interrelated applications to the second peer of the peer-to-peer transaction
and the application statement regarding a second peer application of the

interrelated applications to the first peer of the peer-to-peer transaction; and
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determining, based at least in part upon the sent application

statements, whether or not to exchange transact data exchanges with

associated applications.

16.  (Currently Amended) The computer readable medium of claim 15,

wherein:
[[the]] generating [[of]] the application statements ircludes: comprises

including in-the-application-statements confidence metrics and contextual assertions

in the application statements; and

[[the]] determining whetherto-transact-data-exchanges-with-the-associated
applications includes:

comparing respective confidence metrics to a set of rules; and

determining whether or not to exchange transaet data exchange based

on the comparison.

17.  (Currently Amended) A method for providing attestation of the
authenticity of a running web application or web servlet using an attestation server,
comprising:

requesting an application artifact that is a dynamic, opaque reference to [[for]]

a running web application or servlet instance;
establishing a secure channel between the web server and the attestation
server;

generating at least one hash-file-digest digital signature corresponding to the

execution context of the web application or serviet instance;
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determining at least one file-attribute parent-child process association

corresponding to atleast-one-element-or the execution context of the web application
or web servilet instance;

sending an application report to an identity provider;

generating assertions based on a received security context and a received
local execution context;

transmitting confidence metrics in the report to the identity provider; and

providing attestation of the running web application or web servlet as a digital

icon for rendering by a web browser.

18.  (Currently Amended) The method according to claim 17, wherein the
attestation providing is previded prior to commencing any data exchange in an

established connection with a user.

19.  (Currently Amended) The method according to claim 17, wherein the
attestation providing isprevided prior to establishing a network connection with a

user.

20. (Original) The method according to claim 19, further comprising
rendering attestation information about the web application to be accessed

responsive to user input.
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21. (Currently Amended) A system for continuously monitoring running
applications hosted on self-managed and on-premise, or on outsourced service
provider managed infrastructure comprising:

an instrumented target platform for hosting [[a]] target, running applications

user-or-service-program;
an application attestation service for:
generating [[a]] globally unique, opaque, and time-sensitive application

artifaet artifacts identifying records of current execution states and application

statements for the target, running applications including a plurality of

assertions pertaining to inspection based runtime local execution context and
introspection based security context; and

remediating the instrumented target platform, wherein the remediating
includes one or more of. a reimage, a snapshot, or a quarantine of the
instrumented target platform;
a runtime monitor for;

discovering, identifying and inspecting running application processes

on the instrumented target platform_wherein the discovering includes analysis

of executable file binaries of the target, running applications: and

[[for Jlgenerating metadata that includes at least the runtime local
execution context;
a collaboration service configured to:

provide introspected security context for [[a]] the target, running

applications application+unning on the instrumented target platform; and
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analyze executable file binaries for the target application running on the
instrumented target platform; and
a graphical user interface configured to:

request and receive dynamic assertions from a metadata repository of
the attestation service, the dynamic assertions pertaining to the local
execution context or the introspected security context of running application
instances on the instrumented target platform platforms;

continuously display the dynamic assertions to-a-system-administrator;
and

provision and dispatch alerts based on the dynamic assertions and

predefined criteria.

22. (Currently Amended) The system according to claim 21, wherein

further comprising a network access enforcer configured to:

subseribesfor subscribe to and reseives receive dynamic application

statements including contextual assertions from an attestation service;

[[to]] analyze the contextual assertions; and
determine whethér or not an authenticated user is permitted er-denied

network to access [[to]] an attested application instance via a network.

23.  (Currently Amended) The system according to claim 21, wherein the

graphical user interface displays is further configured to:
display the applications running on the instrumented target platform [[on]] in a

client specific dashboard or portal, and
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presents present, for each associated application execution context, at least
one of:
a service hostname;
a service realm;
a service principal name;
a product version;
a product vendor;

one or more classifications classification-based confidence metrics;

an active network service port; or

executable file binaries.

24. (Currently Amended) The system according to claim 21, further
comprising an identity provider that-queries configured to:
query for dynamic application statements from the attestation server including

contextual assertions;

[[to]] analyze the contextual assertions; and

[[to]] determine whether or not an authenticated user is permitted authorized
or-denied-authorization to transact exchange data exchanges with an attested

application instance [[in]] via an established connection.

25.  (Currently Amended) The system according to claim 21, further

comprising a network access enforcer thatanalyzes configured to:
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analyze classifications based confidence metrics included in received
dynamic application statements, based on a subscription, from an attestation
service; and

[[to]] determine whether or not an authenticated user is permitted erdenied

network to access [[to]] an attested application instance via a network.

206. (Currently Amended) The system according to claim 21, wherein-an

further comprising an identity provider analyzes configured to:

analyze classifications classification-based confidence metrics included in

received dynamic application statements, based on a subscription, from an
attestation servi;;e;_a_gg

[[to]] determine whether or not an authenticated user is permitted-or-denied
authorization authorized to transact exchange data exchanges with an attested

application instance [[in]] via an established connection.

IPR2023-01464
CrowdStrike EX1004 Page 75



Attorney Docket No. 0079152-000002
Application No. 13/399,065
Page 15

REMARKS

Reconsideration of this Application is respectfully requested.

Upon entry of the foregoing amendment, claims 1-26 are pending in the application,
with claims 1, 13, 17 and 21 being independent claims. Claims 1, 3-5, 13-19 and 21-
26 are amended to clarify Applicants' techniques. The specification is amended to
correct typographical errors. Support for the amendments is found throughout the
original specification, at least at, for example paragraphs [0008], [0009], [0012],
[0019], [0025], [0031], [0033], [0036] - [0038], [0045], [0047], [0058], [0060], [0062],
[0081], [0083], [0090], [0092]-[0095], [0097], [0098], [0115], [0127], [0132], [0137],
[0141] and [0147] and FIG. 12 and originally filed claims 1, 13, 17 and 21.

Applicants reserve the right to prosecute similar or broader claims, with
respect to the amended claims, in the future.

Based on the above amendment and the following remarks, Applicants
respectfully request that the Examiner reconsider all outstanding rejections and that
they be withdrawn.

Statement of Substance of Examiner Interview

Further to the Interview Summary dated June 14, 2012 (PTO Prosecution File
Wrapper Paper No. 20120607, “the Examiner’s interview summary”), Applicants
submit the followiﬁg Statement of Substance of Interview conducted between the
Examiner, Applicant Srinivas Kumar, and Applicants' representatives, Charles F.
Wieland and Randall K. Baldwin. Applicants and Applicants' representatives
gratefully acknowledge the courtesies extended to them by the Examiner in granting

a personal interview on June 7, 2012. During the Interview, the Examiner clarified
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his comments regarding his interpretation of the teachings of the applied reference.
In particular, the Examiner clarified his comments regarding claims 1, 13, 17 and 21
and his interpretation of the teachings of Starnes. In the interview, Applicants’
representatives and the Examiner discussed the rejection of claim 21 and the
Examiner agreed that the remediating recited in this claim is not disclosed in the
portion of Starnes cited in the Office Action. Applicant and Applicants' representative
discussed distinctions between independent claims 1, 13, 17 and 21 and Starnes
with the Examiner. Applicants' representatives and the Examiner discussed
suggested claim language to convey the aforementioned distinctions between the
applied reference and the claims, but no specific agreement was reached.
Additional substance of the discussion and arguments in the Interview is included in
the present remarks.
Rejections Under 35 U.S.C. § 102
The Examiner rejected claims 1-26 under 35 U.S.C. 102(b) as allegedly being

anticipated by U.S. Patent Publication No. 2011/0179477 to Starnes et al.
("Starnes"). Applicants respectfully traverse these rejections for the reasons stated
below.

| For a prior art reference to anticipate the claimed invention, it must disclose
each and every element as set forth in the claim. See, Finnigan Corp. v. United
States Int'| Trade Comm’'n, 180 F.3d 1354, 1365-66 (Fed. Cir. 1999). The
requirements of strict identity between the claim and the prior art reference, is not
met if a single element or limitation required by the claim is missing from the prior art
source. See, Structural Rubber Prods. Co. v. Park Rubber Co., 749 F.2d 707,716

(Fed. Cir. 1984). Anticipation under 35 U.S.C. § 102 requires showing the presence
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in a single reference disclosure of each and every element of the claimed invention,
arranged as in the claim. See, Lindemann Maschinenfabrik GMBH v. American
Hoist & Derrick, 221 U.S.P.Q. 481, 485 (Fed. Cir. 1984). Further, “[a] claim is
anticipated only if each and every element as set forth in the claim is found, either
expressly or inherently described, in a single prior art reference.” See, Verdegaal
Bros. v. Union Oil Co. of California, 814 F.2d 628, 631 (Fed. Cir. 1987) and M.P.E.P.
§2131. Applicants submit that this is not found using Starnes.

However, as discussed during the aforementioned interview, merely in order
to expedite prosecution and without conceding the propriety of any rejection,
Applicants have herein amended claims 1, 3, 13-19 and 21-26. Applicants
respectfully submit that there are a number of patentable differences between
Starnes and amended independent claims 1, 13, 17 and 21.

By way of example and not limitation, Applicants’ specification describes that
an “application artifact may represent an identified application instance . . . at runtime
.. . in a time-sensitive manner . . . using an application artifact having a specified or
predetermined lifetime” and “may include at least a registered name (e.g., a
registered globally unique security principal name) for the running application
instance (e.g., a user program or a service program, among others).” (Applicants’
specification, paragraphs [0008] and [0012]). With reference to FIG. 1, the
specification describes non-limiting embodiments wherein application artifacts 107
can “maintain a record of the state of the discovered or identified applications
running on the instrumented platform 100 . . . for discovered or identified applications
running on the instrumented platform 100" a “runtime monitor 102 may use the

application artifacts 107 to generate attribute value assertions (e.g., assertions
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regarding one or more attribute values associated with each respective running
application” and an “application artifact may include previous assertions or may
provide an identifier that associates the application to the previous assertions.”
(Applicants’ specification, paragraphs [0033] and [0036]). With reference to the
exemplary embodiment of FIG. 2, the specification describes a “dynamically
changing application artifact 206 which may be time sensitive and may be globally
unique” and “may be based on the received application execution context.”
(Applicants’ specification, paragraph [0060]). Applicants’ specification also
describes exemplary embodiments for generating a “globally unique, opaque, time-
sensitive application artifact.” (Applicants’ specification, paragraphs [0137], [0141]
and [0147]). |

The instant specification describes exemplary embodiments wherein
“[rlesponsive to or after detection of application process start, a runtime application
execution context (e.g., metadata) may be generated” and “may include . . . file
attributes (for example, the file size, the publisher details, the creation and/or the
modification timestamps, the digital signing, and/or the product version) for loaded
components of the running target application, (3) parent-child process associations,
(4) loader dependencies, and/or (5) information about active listening and/or open
network ports that may be well-known and/or ephemeral; and/or executable file
binaries.” (Applicants’ specification, paragraph [0058]). The specification describes
that “attribute value assertions for the application execution context . . . may include
file attributes (e.g., file size, publisher details, creation and/or modification
timestamps, digital signings, and product versions) for loaded (e.g., all loaded and/or

in process) components of the running target application . . . parent-child process
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associations and/or loader dependencies, information about active listening and/or
open network ports that are well known or ephemeral” and “may also include the
executable file binaries.” (Applicants’ specification, paragraph [0037]). With
reference to the exemplary embodiment of FIG. 5, the specification describes that
“attributes of components of the running server application 501 including parent-child
process associations and loader dependencies.” (Applicants’ specification,
paragraph [0092]). Applicants’ specification also describes an exemplary
embodiment wherein the “the authenticity of the running application” can be verified
“with a real time or near real time exchange 409 of the received metadata with one
or more collaboration services 403 and the return of the application security context
410 based on the exchanged metadata” and “a static, dynamic and/or virtual
execution analysis of the executable file binary.” (Applicants’ specification,
paragraph [0081]).

Applicants have amended claim 1, 4, 13, 17 and 21 to broadly encompass the
forgoing features.

For example, claim 1 as amended herein recites, inter alia, “a runtime
execution context indicating attributes of the application at runtime, wherein the
attributes comprise one or more executable file binaries of the application and
loaded components of the application” and “a security context providing security
information about the application, wherein the security information comprises an
execution analysis of the one or more executable file binaries and the loaded
components.”

Also, for example, claims 13 and 21 recite, among other features: “generating

and sending . . . a first application artifact that dynamically and opaquely identifies:
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an instance of a first application; and a record of a current execution state of the first
application” and “generating globally unique, opaque, and time-sensitive
application artifacts identifying records of current execution states and
application statements for the target, running applications,” respectively.

Further, for example, claim 17 recites, inter alia:

requesting an application artifact that is a dynamic, opaque
reference to a running web application or servlet instance,

Qéﬁerating at least one digital signature corresponding to the
execution context of the web application or servlet instance; [and]
determining at least one parent-child process association
corresponding to the execution context of the web application or web
servlet instance[.]
Claim 1
On pages 2-3 of the Office Action, the Office alleges that Starnes discloses all
of the features of claim 1. Specifically, the Office asserts that the features of claim 1
are disclosed in paragraphs [0017], [0023], and [0028] - [0029] of Starnes. Even
assuming for the sake of argument that the Office's interpretation of the above-noted
portions of Starnes is correct, which Applicants do not acquiesce to, Starnes is silent
regarding the above-quoted distinguishing features of claim 1. At page 2 of the
Office Action, with regard to previously-pending claim 1, the Office asserts that
Starnes discloses a “runtime execution context indicating attributes of the application
at runtime” at paragraph [0017], which discusses a system “configured to generate a
one-time application token.” Starnes discloses that “[tlhe application token may
include a digitally signed token . . .[t]he trust authentication broker may include a

security token service (STS)” and “[t]he application token may be used by network

access enforcers (e.g. firewalls), authentication brokers (e.g. security token service
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(STS) and active clients (e.g. simple authentication and security layer (SASL)
applications).” (Starnes, paragraphs [0009] and [0021]).

As discussed during the aforementioned interview, Starnes is directed to a
system wherein a trust broker service generates “a one-time application token
which includes assertions about the running target application” that is “a globally
unique time-locked one-time application token.” (Starnes, paragraphs [0017],
[0029], [0032] and [0039] (emphasis added)). Starnes describes that “the trust
broker service issues an application token, which can be digitally-signed, and which
includes the globally unique identifier of the application instance together with
weighted trust scores assigned to that application instance on that machine.”

(Starnes, paragraph [0020]). Thus, Starnes’ application tokens are one-time time-

locked tokens that include trust scores for a specific application instance on a given
machine. Nowhere does Starnes expressly or inherently disclose that the trust
broker is capable of generating “a runtime execution context indicating attributes of
the application at runtime, wherein the attributes comprise one or more executable
file binaries of the application and loaded components of the application,” as recited
in claim 1.

With reference to FIG. 1, Starnes discloses that a “trust monitor service 120
detects and tracks the start and termination of applications on the operating system
105 platform . . . [tlhe running application's property value assertions (PVAs) are
measured at runtime and reported over a secure communications channel to a trust
broker service 130 . . . [t]he trust broker service 130 requests a verification report for
the running application on the target machine 100 and target platform 105” and the

“trust broker service 130 generates and returns an application token 150 for the
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running application.” (Starnes, paragraph [0023]). Thus, as discussed during the
interview, the one-time, time-locked application tokens generated by Starnes’ trust
broker are generated at a point in time when an application starts or terminates on a

specific target machine or operating system platform. Similarly, Starnes’ verification

report is limited to an application running on a specific target machine or platform.
Starnes does not disclose “a security context providing security information
about the application, wherein the security information comprises an execution
analysis of the one or more executable file binaries and the loaded components,” as
recited in claim 1. Starnes describes that a “trust broker service 130 requests a
verification report for the running application on the target machine 100 and target
platform 105” and a “trust evaluation server may perform a real time measurement
and verification of the target application or lookup the most recent verification test
results based on a continuous monitoring schedule and return the verification
report to the requestor.” (Starnes, paragraph [0023] (emphasis added)). Starnes
discloses that a “weighted trust score is a category based rating of level of concern”
and “ratings are determined by factors that may include verification results, date and
time of last verification scans.” (Starnes, paragraph [0020]). Starnes further
discloses that the trust broker service verifies the authenticity of the running
application on the target device “with a near real time exchange of the metadata”
with a trust evaluation server “and records of most recent measurements and
verifications on the target device.” (Starnes, paragraphs [0028], [0032] and [0038]
(emphasis added)). Thus, at best, Starnes’ application verification is based on a
lookup of recorded past, albeit “most recent”, test results and verifications based on

a “near real time exchange” of metadata or the scheduled verification scans that
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occurred at a past “date and time.” Aside from the above-quoted passages, Starnes
lacks any disclosure or description of the “verification report”, “real time
measurement and verification”, or the “verification test results.” As such, it cannot be
fairly concluded that Starnes’ verification report is based on an execution analysis of
executable file binaries and loaded components of the running application.
Accordingly, Starnes fails to teach or suggest “wherein the security information
comprises an execution analysis of the one or more executable file binaries and the
loaded components,” as recited in claim 1.

Starnes is also silent regarding the capability of including a runtime execution

context indicating executable file binaries and loaded components of the application

in the alleged ‘application tokens.’ Instead, Starnes describes that a “trust evaluation
server’ monitors a “target device 400 based on a schedule to scan and verify the
state of the running applications” based upon “binary hashes and properties of all
application package components including dynamically loadable modules” against
checklists. (Starnes, paragraph [0037]). As discussed during the interview, verifying
an application state on a given device based upon comparing the results of a

scheduled scan of binary hashes and loadable modules to a set checklist is not

analogous to “attributes of the application at runtime comprising executable file

binaries and loaded components of the application. As such, it cannot be fairly

concluded that Starnes discloses, expressly or inherently, “a runtime execution
context indicating attributes of the application at runtime, wherein the attributes
comprise one or more executable file binaries of the application and loaded

components of the application,” as recited in claim 1.
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Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejection of claim 1, and pass this claim to allowance.

Claims 2-12

At least based on their respective dependencies to claim 1, claims 2-12
should be found allowable, as well as in view of their additional distinguishing
features. See, In Re Fine, 837 F.2d 1071 (Fed. Cir. 1988) and M.P.E.P. § 2143.03.

For example, claim 3 as amended herein recites, among other features,
“wherein the attributes further comprise parent-child process associations of the
application.” As discussed above with regard to the application attributes recited in
claim 1, Starnes does not disclose “a runtime execution context indicating attributes
of the application at runtime, wherein the attributes comprise one or more executable
file binaries of the application and loaded components of the application.” The one-
time, time-locked application tokens generated by Starnes’ trust broker do not
comprise any parent-child process associations of an application at runtime. As
such, Starnes fails to disclose application attributes comprising “parent-child process
associations of the application,” as recited in claim 3.

Also, for example, claim 4 as amended herein recites, inter alia, “wherein the
execution analysis is a static, dynamic, or virtual analysis of the one or more
executable file binaries and the loaded components.” As discussed above, Starnes’
“verification report”, “real time measurement and verification” and “verification test
results” do not disclose security information comprising “an execution analysis of the
one or more executable file binaries and the loaded components,” as recited in claim
1. Starnes lacks any disclosure of an “execution analysis of the one or more

executable file binaries and the loaded components” of an application, let alone an
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execution analysis that “is a static, dynamic, or virtual analysis of the one or more
executable file binaries and the loaded component,” as recited in claim 4.

Applicants submit that claims 3 and 4 are further allowable over Starnes for at
least these additional reasons.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejections of claims 2-12, and find these claims allowable over the
applied reference.

Claim 13

At page 3 of the Office Action, the Office alleges that Starnes discloses all of
the features of independent claim 13 in the Abstract and paragraphs [0028] - [0029]
and [0038] — [0039]. Even assuming arguendo that the Office's interpretation of the
above-noted portions of Starnes is correct, which Applicants do not concede,
Starnes does not disclose regarding the above-quoted distinguishing features of
claim 13.

With regard to previously-pending claim 13, the Office asserts that Starnes
discloses “generating and sending application statements to the client and the server
or the first and second peers about interrelated applications used in the client-server
or peer-to-peer transactions” at paragraphs [0038] - [0039]. (Office Action, page 3).
With reference to FIG. 4, paragraphs [0038] and [0039] of Starnes discuss “a runtime
application profile (metadata), which comprises at least the file hash digests, and
product instance specific property value assertions (PVAs) and resources” wherein a
“trust broker service 470 verifies the authenticity of the running application on the

target device 400 with a near real time exchange of the metadata 471 with a trust
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evaluation server 410" and “generates a globally unique time-locked one-time
application token 422 and returns the token to the trust monitor service 420.”

As discussed during the personal interview, Applicants submit that a “near
real time” exchange of metadata comprising file hash digests and PVAs and use of a
“time-locked one-time” token does not teach or suggest the application artifact
features recited in previously-pending claim 13. However, merely to expedite
prosecution, Applicants have amended claim 13 as noted above to further clarify the
recited application artifact. For example, claim 13 as amended herein recites,
among other features, “generating and sending, by the attestation server, a first
application artifact that dynamically and opaquely identifies: an instance of a
first application; and a record of a current execution state of the first
application.”

Support for these amendments is found at least, at for example, paragraphs
[0008], [0019], [0025], [0033], [0036], [0047], [0060], [0067], [0083], [0090], [0092],
[0094], [0097], [0115], [0127], [0132], [0137], [0141], [0147] and FIG. 12 of the
instant specification. For example, the specification describes exemplary
embodiments wherein “applications may be qualified based on . . . one or more
attributes of the application (e.g., run time instance of the application) such as ... an
application fingerprint, (2) other applications/processes called by the application, (3)
ports used by the application, (4) computing, storage, and network resource usage
by the application . . . [sJuch information may be available . . . in the current
execution context” and an “application 302 may include (for example, may embed,
as a markup) the received application artifact 309 as an assertion (e.g., in a security

assertion markup language (SAML or other common form of markup)) to the identity
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provider 303 which may use back-channel communications 310 with the attestation
broker 304 to verify the application artifact 309.” (Applicants’ specification,
paragraphs [0025] and [0067]). Also, for example, paragraph [0090] of Applicants’
specification provides:

In certain exemplary embodiments, the client application 501 and the
server application 501 may be statically or dynamically linked to the API
library 516 (e.g., a Trust-as-a-Service (TAAS) APl library). The API library
516 may implement a set of procedure calls for applications to exchange
messages (e.g., opaque and/or secure messages) with an attestation service
or broker 502 that may hide the implementation details from the higher level
application.

Thus, the specification describes exemplary embodiments wherein opaque
messaging can be used to exchange application artifacts and subsequent change
notification can be facilitated via use of an application artifact as a callback
mechanism.

Applicants submit that using a trust monitor service to monitor state changes
of an application such as “configuration settings, active listening ports at the
transport layer of the OSI stack, and terminations of the applications” and notifying a
trust broker service “in near real time” so that it can store “persistent and transient
state metadata in a local database or remote repository” (Starnes, paragraph [0039])
does not disclose generating, sending, and validating an application artifact that
dynamically and opaquely identifies an instance of the application and a record of a
current execution state of the application. Thus, Starnes does not expressly or
inherently disclose “generating and sending by the attestation server, a first
application artifact that dynamically and opaquely identifies: an instance of a first

application; and a record of a current execution state of the first application” and

“receiving and validating . . . the first application artifact sent by the attestation server

IPR2023-01464
CrowdStrike EX1004 Page 88



Attorney Docket No. 0079152-000002
Application No. 13/399,065
Page 28

to a client in a client server transaction or to a second peer in the peer-to-peer
transaction,” as recited in claim 13.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejection of claim 13, and find this claim allowable over Starnes.

Claims 14-16

At least based on their respective dependencies to claim 13, claims 14-16
should be found allowable, as well as in view of their additional distinguishing
features.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejections of claims 14-16, and find these claims allowable over the
applied reference.

Claim 17

At pages 3-4 of the Office Action, the Office alleges that Starnes discloses all
of the features of claim 17 in the Abstract and paragraphs [0019] - [0021] and [0033]
—[0040]. Even assuming arguendo that the Office's interpretation of the above-
noted portions of Starnes is correct, to which Applicants do not acquiesce, Starnes
does not disclose regarding the above-quoted distinguishing features of claim 17.

With regard to previously-pending claim 17, the Office asserts that Starnes
discloses “requesting an application artifact for a running web application or servlet
instance” at paragraphs [0033] - [0034] and “generating at least one hash file digest
corresponding to the execution context of the web application or servlet instance”
and “determining at least one file attribute corresponding to at least one element or
the execution context of the web application or web servlet instance” at paragraphs

[0019] - [0021]). (Office Action, page 4).
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Starnes describes a “collection of digests of files, data elements and
properties . . . for the running target application on the target machine (or device)”
reporting “these digests and properties in a digitally-signed integrity report” and
‘based on the digests and property value assertions (PVAs) in the integrity report,
the trust evaluation servers can verify each digest and property, to the extent
possible, against a signaturé and reference harvest database (part of the trust
scoring system).” (Starnes, paragraph [0019]). Starnes further describes that “[a]s
an outcome of the evaluation of the running target application on the target
machine by the trust scoring system, the trust broker service issues an
application token, which can be digitally-signed, and which includes the globally
unique identifier of the application instance together with weighted trust scores
assigned to that application instance on that machine” and “[t]he application
token may be used by web browsers (i.e. passive clients).” (Starnes, paragraphs
[0020] and [0021] (emphasis added)). With reference to FIG. 3, Starnes describes
that a “web application 340 includes (for example, embeds) the received application
token as an assertion,” the application token is then verified and validated and a
“trust broker service 370" determines “whether logical access to the resource (the
web application instance), based on an authorization profile configured for the trust
broker service 370, should be granted for the user to access the web application.”
(Starnes, paragraphs [0033] and [0034]).

As discussed during the aforementioned interview, Applicants submit that a
use of a digitally-signed integrity report and an application token including weighted
trust scores assigned to a web application on a particular machine by a web browser

to determine whether or not to grant user access to the web application does not
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teach or suggest the application artifact and file attribute features recited in
previously-pending claim 17. However, as noted above, merely to expedite
prosecution, Applicants have amended claim 17 to further clarify the recited
application artifact and execution context. For example, claim 17 recites, inter alia:

requesting an application artifact that is a dynamic, opaque
reference to a running web application or servlet instance,

ééﬁerating at least one digital signature corresponding to the
execution context of the web application or servlet instance; [and]

determining at least one parent-child process association
corresponding to the execution context.

By way of example and not limitation, Applicants’ specification describes that
runtime application and client application contexts can include “file attributes of
components” of a running server or client application “including parent-child process
associations and loader dependencies.” (Applicants’ specification, paragraphs
[0038], [0058], [0092] and [0094]). Starnes discloses a “digitally-signed integrity
report” and verifying “digests and property value asserti‘ons (PVAs) in the integrity
report . . . against a signature and reference harvest database” that is part of a “trust
scoring system.” (Starnes, paragraph [0019]). However, nowhere does Starnes
disclose “an application artifact that is a dynamic, opaque reference to a running web
application or servlet instance,” generating a “digital signature corresponding to the
execution context of the web application or servlet instance,” or determining a
“parent-child process association corresponding to the execution context,” as recited
in claim 17. As such, Starnes does not anticipate independent claim 17.

Accordingly, Applicants respectfully request that the Examiner reconsider and

withdraw the rejection of claim 17, and find this claim allowable over the applied

reference.
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Claims 18-20

At least based on their dependencies from independent claim 17, claims 18-
20 should be found allowable, as well as in view of their additional distinguishing
features.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejections of claims 18-20, and pass these claims to allowance.

“Claim 21

At pages 4-6 of the Office Action, the Office alleges that Starnes discloses all
of the features of independent claim 22 in the Abstract and paragraphs [0007] -
[0010], [0020], [0025] - [0029], [0031] - [0034], [0037], and [0039]. Even assuming
for the sake of argument that the Office's interpretation of the above-noted portions
of Starnes is correct, which Applicants do not concede, Starnes does not disclose
regarding the above-quoted distinguishing features of claim 22.

As noted in the Examiner’s interview summary, during the interview the
Examiner “agreed that Starnes does not teach ‘remediating’ on the cited section.”
Applicants agree and further note that “remediating the instrumented target platform,
wherein the remediating includes one or more of: a reimage, a snapshot, or a
quarantine of the instrumented target platform,” as recited in claim 21 is not
disclosed in the cited portion of Starnes (e.g., paragraph [0037]) or any other portion.
In fact, Starnes is silent regarding any of the above-noted remediating elements of
reimaging, taking a snapshot, or quarantining a platform.

As was clarified during the interview, the reference to “par.20” at page 5 of the
Office Action as allegedly disclosing “continuously display the dynamic assertions to

a system administrator” is a typographical error and the Examiner meant to state
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‘par.21.” Starnes describes that a web browser “can display an application trust
attestation logo at the bottom of the web page displayed to the user to provide
attestation of application authenticity and trustworthiness . . . [tJhe user that clicks
that application trust attestation logo is shown application instance specific trust
score” that was “issued (digitally-signed) by the trust broker service for that given
target web application” based upon an application token “used . . . to determine near
real-time information about the state of a running application on a target
machine.” (Starnes, paragraph [0021] (emphasis added)). As discussed during the
interview, Applicants submit that Starnes’ trust attestation logo that can be selected
by a specific user to show a “specific trust score” for an application based on near-
real time information about the application on a specific target machine does not
disclose a “a graphical user interface configured to: request and receive dynamic
assertions. . . pertaining to the local execution context or the introspected security
context of running application instances” and “continuously display the dynamic
assertions,” as recited in claim 21.

With regard to previously-pending claim 21, the Office alleges paragraph
[0039] of Starnes teaches “generating a globally unique, opaque, and time-sensitive
application artifact and application statements including a plurality of assertions
pertaining to inspection based runtime local execution context and introspection
based security context.” As noted above, without acquiescing to the propriety of any
rejection, Applicants have amended claim 21 to clarify the recited application artifact.
For example, amended claim 21 recites, among other features, “generating globally
unique, opaque, and time-sensitive application artifacts identifying records of

current execution states and application statements for the target, running
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applications including a plurality of assertions pertaining to inspection based
runtime local execution context and introspection based security context.”

Starnes describes that the trust broker service “generates a globally unique
time-locked one-time application token”, a trust monitor service “monitors the
running applications instances for state changes, including . . . configuration
settings, active listening ports at the transport layer of the OSI stack, and
terminations of the applications” and the trust broker service “stores persistent
and transient state metadata in a local database or remote repository . . . for all
registered running applications instances on the target device.” (Starnes,
paragraph [0039] (emphasis added)). As discussed during the aforementioned
interview, Applicants submit that using time-locked one time application tokens,
monitoring application state changes such as configuration settings and terminations
and storing persistent state metadata for registered applications on a specific target
device is not analogous to “generating globally unique, opaque, and time-sensitive
application artifacts identifying records of current execution states and
application statements for the target, running applications,” as recited in claim 21.

Claim 21 also recites “discovering, identifying and inspecting running
application processes on the instrumented target platform, wherein the discovering
includes analysis of executable file binaries of the target, running applications.”
Starnes is silent regarding the capability of discovering applications through analysis
of executable file binaries of running applications. In contrast, the application
discovery recited in claim 21 is performed through analyzing an executing binary of a

currently-running application.
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Thus, Starnes fails to expressly or inherently disclose at least the above-noted
distinguishing features of claim 21.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejection of claim 21 and find this claim allowable over Starnes.

Claims 22-26

At least based on their dependencies from claim 21, claims 22-26 should be
found allowable, as well as in view of their additional distinguishing features.

Accordingly, Applicants respectfully request that the Examiner reconsider and
withdraw the rejections of claims 22-26, find these claims allowable over the applied
reference.

CONCLUSION

All of the stated grounds of rejection have been properly traversed,
accommodated, or rendered moot. Applicants therefore respectfully request that the
Examiner reconsider all presently outstanding rejections and that they be withdrawn.
Applicants believe that a full and complete reply has been made to the outstanding
Office Action and, as such, the present application is in condition for allowance. If
the Examiner believes, for any reason, that personal communication will expedite
prosecution of this application, the Examiner is invited to telephone the undersigned

at the number provided.
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Prompt and favorable consideration of this Amendment and Reply is

respectfully requested.
Respectfully submitted,

BUCHANAN INGERSOLL & ROONEY PC

Date: 29 June 2012 By: /R. K. Baldwin /
Randall K. Baldwin
Attorney for Applicants
Registration No. 59,713

Customer No. 21839
703 836 6620
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The Director is hereby authorized to charge any appropriate fees under 37
C.F.R. §§ 1.16, 1.17 and 1.21 that may be required by this paper, and to credit any
overpayment, to Deposit Account No. 02-4800.

Respectfully submitted,

BUCHANAN INGERSOLL & ROONEY PC
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Application No. Applicant(s)

) . ) 13/399,065 KUMAR ET AL.
Applicant-Initiated Interview Summary
Examiner Art Unit
David Garcia Cervetti 2436

All participants (applicant, applicant’s representative, PTO personnel):

(1) David Garcia Cervetti. (3)Randall K. Baldwin (Req.N0.59,713).

(2) Chad Wieland. (4)Srinivas Kumar.

Date of Interview: 07 June 2012.

Type: [ Telephonic [ Video Conference
X Personal [copy given to: X applicant  [X] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes ] No.
If Yes, brief description:

Issues Discussed []101 []112 [XJ102 []103 []Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 1,13,77 and 21.

Identification of prior art discussed: Starnes (2011/0179477).

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The claims were discussed, the rejection of claim 21, step of remediating, was discussed. It was agreed that Starnes
does not teach "remediating” on the cited section. Possible amendment including a definition of what atiributes and
artifacts/statements are as opposed to Starnes' application token, and how they differentiate over Starnes.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If areply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[] Attachment

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20120607
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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DETAILED ACTION
1. Claims 1-26 are pending and have been examined.
Information Disclosure Statement
2. It is noted that no Information Disclosure Statement has been filed.
Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

4. The following claims are rejected under 35 U.S.C. 102(e) as being
anticipated by Starnes (20110179477).

Regarding claim 1, Starnes teaches

A method of providing an attestation service for an application at runtime
executing on a computing platform using an attestation server (abstract), comprising:

receiving, by the attestation server remote from the computing platform:

a runtime execution context indicating attributes of the application at runtime
(par.17); and

a security context providing security information about the application (par.23);
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generating, by the attestation server, a report indicating security risks associated
with the application based on the received runtime execution context and the received
security context, as an attestation result (par.28-29); and

sending, by the attestation server, the attestation result associated with the
application (par.28-29).

Regarding claim 13, Starnes teaches

A non-transitory computer readable medium having instructions stored thereon
that, if executed by a computing device, cause the computing device to perform
operations for providing mutual attestation of applications in client-server or peer-to-
peer transactions using an attestation server (abstract), the operations comprising:

generating and sending, by the attestation server, a first application artifact
(par.28-29);

receiving and validating, by the attestation server from a server in the client
server transaction or from a first peer in the peer-to-peer transaction, the first application
artifact sent by the attestation server to a client in a client server transaction or to a
second peer in the peer-to-peer transaction (par.38-39);

generating and sending application statements to the client and the server or the
first and second peers about interrelated applications used in the client-server or peer-
to-peer transactions (par.38-39).

Regarding claim 17, Starnes teaches

A method for providing attestation of the authenticity of a running web application

or web servlet using an attestation server (abstract), comprising:
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requesting an application artifact for a running web application or servlet instance
(par.33-34);

establishing a secure channel between the web server and the attestation server
(par.33-34);

generating at least one hash file digest corresponding to the execution context of
the web application or servlet instance (par.19-21);

determining at least one file attribute corresponding to at least one element or the
execution context of the web application or web servlet instance (par.19-21);

sending an application report to an identity provider (par.34-37);

generating assertions based on a received security context and a received local
execution context (par.39-40);

transmitting confidence metrics in the report to the identity provider (par.37-39);
and

providing attestation of the running web application or web servlet as a digital
icon for rendering by a web browser (par.33).

Regarding claim 21, Starnes teaches

A system for continuously monitoring running applications hosted on self-
managed and on-premise, or on outsourced service provider managed infrastructure
comprising (abstract):

an instrumented target platform for hosting a target user or service program

(par.10);
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an application attestation service for: generating a globally unique, opaque, and
time-sensitive application artifact and application statements including a plurality of
assertions pertaining to inspection based runtime local execution context and
introspection based security context (par.39); and

remediating the instrumented target platform, wherein the remediating includes
one or more of: a reimage, a snapshot, or a quarantine of the instrumented target
platform (par.37);

a runtime monitor for discovering, identifying and inspecting running application
processes on the instrumented target platform and for generating metadata that
includes at least the runtime local execution context (par.27-29);

a collaboration service configured to:

provide introspected security context for a target application running on the
instrumented target platform (par.7-10); and

analyze executable file binaries for the target application running on the
instrumented target platform (par.31-32); and

a graphical user interface configured to:

request and receive dynamic assertions from a metadata repository of the
attestation service, the dynamic assertions pertaining to the local execution context the
introspected security context of running application instances on instrumented target
platforms (par.32-34);

continuously display the dynamic assertions to a system administrator (par.20);

and
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provision and dispatch alerts based on the dynamic assertions and predefined
criteria (par.25-29).

Regarding claim 2, Starnes teaches generating, by the attestation server, an
application artifact as a reference for changes in a subsequent execution context
(par.39-40); and sending the generated application artifact such that subsequent
changes to the runtime execution context are tracked based on the generated
application artifact (par.39-40).

Regarding claim 3, Starnes teaches digitally signing the attestation results and
the application artifact (par.9 and 20).

Regarding claim 4, Starnes teaches wherein the received security context is an
introspective security context (par.7-10).

Regarding claim 5, Starnes teaches wherein the generating of the report
indicating security risks associated with the application includes generating, by the
attestation server, one or more security assertions that pertain to the received runtime
execution context and the received introspective security context (par.25-26).

Regarding claim 6, Starnes teaches authenticating the application using a
plurality of collaboration services (par.19-21).

Regarding claim 7, Starnes teaches controlling a user's transaction with the
application by applying a set of authorization rules in accordance with the attestation

results (par.33-34).
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Regarding claim 8, Starnes teaches controlling a user's network access to the
application by applying a set of authorization rules in accordance with the attestation
results (par.33-34).

Regarding claim 9, Starnes teaches providing confidence metrics in the
attestation results indicating a level of security risk by different classifications such that
a restriction on a user's transaction with the application are applied based on the level of
security risk indicated by the confidence metrics in the attestation results (par.29-30).

Regarding claim 10, Starnes teaches wherein the application of the restriction
on the user's transaction includes applying the restriction on the user's network access
to the application (par.33-34).

Regarding claim 11, Starnes teaches wherein the application of the restriction
on the user's transaction includes applying routing decisions and redirecting the user to
an alternate computer platform (par.25-26).

Regarding claim 12, Starnes teaches controlling, by a network access enforcer,
access of a user to the application based on the attestation result (par.25-26).

Regarding claim 14, Starnes teaches generating and sending, by the attestation
server, a second application artifact; receiving and validating, by the attestation server
from a client in the client server transaction or from a second peer in the peer-to-peer
transaction, the second application artifact sent by the attestation server to a server in a
client server transaction or to a first peer in the peer-to-peer transaction (par.27-29).

Regarding claim 15, Starnes teaches the sending of the application statements

to the client and the server or the first and second peers comprises the following
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operations: sending by the attestation server: the application statement regarding a
client application of the interrelated applications to the server of the client-server
transaction and the application statement regarding a server application of the
interrelated applications to the client of the client-server transaction; or the application
statement regarding a first peer application of the interrelated applications to the second
peer of the peer-to-peer transaction and the application statement regarding a second
peer application of the interrelated applications to the first peer of the peer-to-peer
transaction (par.27-29); and determining, based at least in part upon the sent
application statements, whether to transact data exchanges with associated
applications (par.30-35).

Regarding claim 16, Starnes teaches the generating of the application
statements includes: including in the application statements confidence metrics and
contextual assertions (par.28-29); and the determining whether to transact data
exchanges with the associated applications includes: comparing respective confidence
metrics to a set of rules; and determining whether to transact data exchange based on
the comparison (par.33-35).

Regarding claim 18, Starnes teaches wherein the attestation is provided prior to
commencing any data exchange in an established connection with a user (par.17-19).

Regarding claim 19, Starnes teaches wherein the attestation is provided prior to
establishing a network connection with a user (par.17-19).

Regarding claim 20, Starnes teaches rendering attestation information about

the web application to be accessed responsive to user input (par.33-34).
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Regarding claim 22, Starnes teaches wherein a network access enforcer
subscribes for and receives dynamic application statements from an attestation service
to analyze the contextual assertions and determine whether an authenticated user is
permitted or denied network access to an attested application instance (par.25).

Regarding claim 23, Starnes teaches wherein the graphical user interface
displays the applications running on instrumented target platform on a client specific
dashboard or portal, and presents for each associated application execution context at
least one of: a service hostname; a service realm; a service principal name; a product
version; a product vendor; one or more classifications based confidence metrics; an
active network service port; or executable file binaries (par.27-29).

Regarding claim 24, Starnes teaches an identity provider that queries for
dynamic application statements from the attestation server to analyze the contextual
assertions and to determine whether an authenticated user is permitted or denied
authorization to transact data exchanges with an attested application instance in an
established connection (par.34-39).

Regarding claim 25, Starnes teaches a network access enforcer that analyzes
classifications based confidence metrics included in received dynamic application
statements, based on a subscription, from an attestation service to determine whether
an authenticated user is permitted or denied network access to an attested application
instance (par.25-27).

Regarding claim 26, Starnes teaches wherein an identity provider analyzes

classifications based confidence metrics included in received dynamic application
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statements, based on a subscription, from an attestation service to determine whether

an authenticated user is permitted or denied authorization to transact data exchanges

with an attested application instance in an established connection (par.34-39).
Conclusion

5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to David Garcia Cervetti whose telephone number is
(571)272-5861. The examiner can normally be reached on Monday-Friday 8 AM to 5
PM.

6. If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Philip J. Chea can be reached on (571)272-3951. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
7. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436
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S7 162 (runtime execution executing) near5 us- OR OFF 2012/04/11
(application context program) and (attest$) PGPUB; 23:42
near8 server USPAT
S8 it "7540030".pn. us- CR OFF 2012/04/12
PGPUB; 09:22
USPAT
S9 it "20030212906".pn. us- CR OFF 2012/04/12
PGPUB; 09:22
USPAT
S10 {1 "7540030".pn. and (log logfile record) us- OR OFF 2012/04/12
PGPUB; 09:24
USPAT
S11 §#1 "20030212906".pn. and (log logfile record) us- CR OFF 2012/04/12
PGPUB; 09:25
USPAT
S12 438 (application program) nearb attest$ and us- OR OFF 2012/04/12
(attest$) near8 server PGPUB; 14.47
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.LSPLO.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO. ]
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002 3713
21839 7590 03/29/2012
BUCHANAN, INGERSOLL & ROONEY PC [ EXAMINER |
POST OFFICE BOX 1404 CHEA, PHILIP }
ALEXANDRIA, VA 22313-1404 ] e

2436

rNOTlFlCATIONDATE l DELIVERY MODE _ ]

03/29/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

ADIPFDD@bipc.com
offserv@bipc.com

PTOL-90A (Rev. 04/07)

IPR2023-01464
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Doc Code: TRACK1.GRANT

Decision Granting Request for
Prioritized Examination
(Track | or After RCE)

Application No.:13/399065

1. THE REQUEST FILED 02/17/12 IS GRANTED.

The above-identified application has met the requirements for prioritized examination
A. X foran original nonprovisional application (Track I).
B. [] for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A filing a petition for extension of time to extend the time period for filing a reply,

B. filing an amendment to amend the application to contain more than four independent

claims, more than thirty total claims, or a multiple dependent claim;

filing a request for continued examination;

filing a notice of appeal;

I omMmOoo

[Tod Swann/
[Signature]

mailing of a notice of allowance;

mailing of a final Office action;

abandonment of the application.

filing a request for suspension of action;

completion of examination as defined in 37 CFR 41.102; or

Telephone inquiries with regard to this decision should be directed to Tod Swann at 571-272-3612. In
his/her absence, calls may be directed to Nasser Goodarzi, 571-272-41_95.

MQAS
(Title)

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)

IPR2023-01464
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
%:ea?ﬁ%%?i&rgma 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/399,065 02/17/2012 Srinivas KUMAR 0079152-000002

CONFIRMATION NO. 3713
21839 POA ACCEPTANCE LETTER
BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404 IR AR
ALEXANDRIA, VA 22313-1404 000000052524775

Date Mailed: 03/06/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 02/17/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/bpham/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/399,065 02/17/2012 2431 1135 0079152-000002 26 4
CONFIRMATION NO. 3713
21839 FILING RECEIPT
BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404 RO AR
000000052924 725

ALEXANDRIA, VA 22313-1404
Date Mailed: 03/06/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Srinivas KUMAR, Cupertino, CA;
Gurudatt Shashikumar, Foster City, CA;
Assignment For Published Patent Application
TAASERA, INC., Erie, PA
Power of Attorney: The patent practitioners associated with Customer Number 21839

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/443,854 02/17/2011

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 03/01/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/399,065

Projected Publication Date: 08/23/2012
Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1 of 3
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Title

SYSTEM AND METHOD FOR APPLICATION ATTESTATION
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

page 3 of 3
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/399,065
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 95 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 310 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 125 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 26 minus 20= 6 30 = 180 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 125 = 125
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 835 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
% Independent * Minus | *** = _ OR M _
i (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.

IPR2023-01464
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Utility Patent Application Transmittal Letter

Application No. Unassigned
Attorney's Docket No. 0079152-000002

Page 2
X The filing fee has been calculated as follows:
[ and in accordance with the enclosed Preliminary Amendment:
FEES
Basic Patent m)l ication Filing Fee (electronic filing for small entity) (4011) $95.00;
Examination Fee (2311) $125.00
Search Fee (2111) $310.00
No. of Extra Rate
Claims Claims
Total Claims 26 Minus 20= 6 x $ 30.00 (2202) 180.00
Independent Claims 4  [Minus 3= 1 x $ 125.00 (2201) 125.00
if multiple dependent claims are presented, add $225.00 (2203)
App. Size Fee (app + dwgs. exceeding 100 sheets) - $155.00 / each add'l. 50 sheets (2081)
TOTAL APPLICATION FEE DUE $835.00

X Charge $835.00 to credit card. Filing fee is being paid electronically concurrent with filing of
application.

X The Director is hereby authorized to é:harge any appropriate fees under 37 C.F.R. §§ 1.16,
1.17 and 1.21 that may be required by this paper, and to credit any overpayment, to Deposit
Account No. 02-4800.

Please address all correspondence concerning this application to:

Buchanan Ingersoll & Rooney PC
Customer Number21839

Respectfully submitted,

SR : BUCHANAN-INGERSOLL & ROONEY PC

) g

harles F. Wieland ||
Registration N6. 33,096

Date: February 17, 2012 By:

Customer Number 21839
703.836.6620 . ..

03/02/2012 CCETIN 00000004 024800 13399065

- 01 FC:2201 125.00 DA
02 FC:2202 180.00 DA

Buchanan Ingersoll A Rooney rc

Attorneys & Government Relations Professionals

IPR2023-01464
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Patent
Attorney Docket No. 0079152-000002

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

UTILITY PATENT APPLICATION TRANSMITTAL LETTER
FOR ELECTRONICALLY FILED UTILITY APPLICATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450 Customer Number21839
Sir:
Enclosed for filing is the utility patent application entitled:
SYSTEM AND METHOD FOR APPLICATION ATTESTATION
by the following named inventor(s):

Srinivas KUMAR; and Gurudatt SHASHIKUMAR

X Applicant(s) requests that the published application include the following assignment
information: TAASERA, INC., Erie, Pennsylvania, USA.

> Small entity status is claimed.
Also enclosed are:
DRAWINGS: 11 sheets of drawings

DECLARATION: will follow X executed, is enclosed [] unexecuted, is enclosed

]

ASSIGNMENT: [ ] is being filed electronically concurrent with the electronic filing of the

application.
(] will follow.
CLAIM FOR
PRIORITY . . . , _
UNDER 35 USC [C] is made in the declaration [] is hereby made as follows:
§ 119 and/or Filing Date
365: Country Appl. No. MM-DD-YYYY
OTHER XJ A General Authorization for Petitions for Extensions of Time and Payment
PAPERS: of Fees
}X]  An Application Data Sheet
[X] Other: Certification and Request for Prioritized Examination Under
37 CFR 1.102(e) (PTO/SB/424); Power of Attorney (PTO/SB/80); and
Statement Under 37 CFR 3.73(b) (with copy of executed Assignment)
Buchanan Ingersoll A Rooney rc (10/08)
Attorneys & Government Relations Professionals I P R2023—0 1 464
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Utility Patent Application Transmittal Letter

Application No. Unassigned
Attorney's Docket No. 0079152-000002

Page 2
X The filing fee has been calculated as follows:
[ ] and in accordance with the enclosed Preliminary Amendment:
FEES
Basic Patent Application Filing Fee (electronic filing for small entity) (4011) $95.00
Examination Fee (2311) $125.00
Search Fee (2111) $310.00
No. of Extra Rate
Claims Claims
Total Claims 26 Minus 20= 6 x $ 30.00 (2202) 180.00
Independent Claims 4 Minus 3= 1 x $ 125,00 (2201) 125.00;
If multiple dependent claims are presented, add $225.00 (2203)
App. Size Fee (app + dwgs. exceeding 100 sheets) - $155.00 / each add'l. 50 sheets (2081)
TOTAL APPLICATION FEE DUE $835.001

X Charge $835.00 to credit card. Filing fee is being paid electronically concurrent with filing of
application.

X The Director is hereby authorized to charge any appropriate fees under 37 C.F.R. §§ 1.16,
1.17 and 1.21 that may be required by this paper, and to credit any overpayment, to Deposit

Account No. 02-4800.
Please address all correspondence concerning this application to:

Buchanan Ingersoll & Rocney PC
Customer Number21839

Respectfully submitted,
BUCHANAN INGERSOLL & ROONEY PC

- Y

>harles F. Wieland |l
Registration N6. 33,096

Date: February 17, 2012 By:

Customer Number 21839
703.836.6620

Buchanan Ingersoll A Rooney pc

Attarneys & Go t Relations Prof

IPR2023-01464
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Attorney Docket No. 0079152-000002

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of
Srinivas KUMAR et al. Group Art Unit: Unassigned
Application No.: Unassignhed Confirmation No.: Unassigned
Filed: February 17,2012

For: S8YSTEM AND METHOD FOR
APPLICATION ATTESTATION

LS S WP P R R R ey

GENERAL AUTHORIZATION FOR PETITIONS
FOR EXTENSIONS OF TIME AND PAYMENT OF FEES

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In accordance with 37 C.F.R. § 1.136(a)(3), the U.S. Patent and Trademark Office is
hereby provided with a general authorization to treat any concurrent or future reply requiring
a petition for an extension of time for its timely submission as containing a request therefor
for the appropriate length of time.

The Commissioner is hereby authorized to charge any appropriate fees that may be
required by this paper, or any other submissions in this application, and to credit any
overpayment, to Deposit Account No. 02-4800.

Respectfully submitted,

BUCHANAN INGERSOLL & ROONEY PC

/”‘/ -7

//

Date: _ February 17, 2012 By

' Charles F. Wiela I
Registration No7" 33,096

Customer Number 21839
703.836.6620

Buchanan Ingersoll & Rooney pc

. . (7/06)
Attorneys & Government Relations Professionals IPR2 023_0 1 4 6 4
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APPLICATION DATA SHEET

Application Information

Application Number::
Filing Date::
Application Type::
Subject Matter::

CD-ROM or CD-R7?::

Computer Readable Form (CRF)?

Title::

Attorney Docket Number::
Request for Early Publication?:;
Request for Non-Publication?::
Total Drawing Sheets::

Small Entity?::

Petition Included?::

Secrecy Order in Parent Appl.?::
Applicant Information
Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name:;

Family Name::

City of Residence::

State or Province of Residence:;

Nonprovisional
Utility

None

No

SYSTEM AND METHOD FOR APPLICATION
ATTESTATION

0079152-000002
No

No

11

Yes

No

No

Inventor
USA

Full Capacity
Srinivas
KUMAR
Cupertino
California

Page # 1 Initial 02/17/12

IPR2023-01464
CrowdStrike EX1004 Page 139



Country of Residence::
Street of Mailing Address::
City of Mailing Address::

State or Province of Mailing
Address::

Country of Mailing Address::

Postal or Zip Code of Mailing
Address::

Applicant Authority Type::
Primary Citizenship Country::
Status::

Given Name::

Family Name::

City of Residence::

State or Province of Residence::

Country of Residence::
Street of Mailing Address::
City of Mailing Address::

State or Province of Mailing
Address::

Country of Mailing Address::

Postal or Zip Code of Mailing
Address::

Correspondence Information

Correspondence Customer Number:;

Phone Number::

Fax Number:

USA
10926 Northridge Square
Cupertino

California

USA

95014

Inventor

USA

Full Capacity
Gurudatt
SHASHIKUMAR
Foster City
California

USA

618 Plymouth Lane
Foster City

California

USA

94404

21839
(703) 836-6620
(703) 836-2021

Initial 02/17/12

Page # 2
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Representative Information

Representative Customer Number:: 21839

Domestic Priority Information

Application:: Continuity Type:: Parent Application::

This Application Claiming the benefit 61/443,854
under 35 USC 119(e)

Assignee Information

Assignee Name:: TAASERA, INC.
Street of Mailing Address:: 1030 State Street
City of Mailing Address:: Erie

State or Province of Mailing Pennsylvania
Address::

Country of Mailing Address:; USA

Postal or Zip Code of Mailing 16501

Address::

77

// 7

Parent Filing
Date::

02/17/11

Name

e e
1) e i
Signature / // - M ~—rFebruary 17, 2012

"

Page # 3

F. Wielgnd II—" | Registration No. 33,096

Initial 02/17/12
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Doc Code: TRACK1.REQ
Document Description: TrackOne Request

PTO/SB/424 (12-11)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named - Nonprovisional Application Number (if
Inventor: Srinivas KUMAR known):
Tveron: System and Method for Application Attestation

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i}, the prioritized examination fee set forth in 37
CFR 1.17(c), and if not already paid, the publication fee set forth in 37 CFR 1.18(d) have been
filed with the request. The basic filing fee, search fee, examination fee, and any required
excess claims and application size fees are filed with the request or have been already been
paid.

2. The application contains or is amended to contain no more than four independent claims and
no more than thirty totai claims, and no multiple dependent claims.

3. The applicable box is checked below:

l. [l Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.s.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
-—-OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed oath or declaration under 37 CFR 1.83 is filed with the application.

. ] _Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), or is
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

sienatwre /CHArles F. Wieland 111/ i .o FEbruary 16, 2012
omirypeq) Chares F. Wieland 11 Pracitoner @ amber 33,096

Note: Signatures of all the invenlors or assignees of record of the entire interest or their representalive(s) are required in accordance with
37 CFR 1.33 and 11.18. Please see 37 CFR 1.4(d) for the form of the signature. If necessary, submit multiple forms for more than one
signature, see below*.

*Total of

forms are submitted.
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Attorney Docket No. 0079152-000002

ASSIGNMENT
(JOINT)
THIS ASSIGNMENT, by _Srinivas Kumar and _Gurudatt Shashikumar, residing at 10926

Northridge Square, Cuptertino, California 95014 and 618 Plymouth Lane, Foster City, California
94404 (hereinafter referred to as "the Assignors"), respectively, withesseth:

WHEREAS, the Assignors have invented certain new and useful improvements in System
and Method for Application Attestation set forth in an application for Letters Patent of the United
States, which is a

(a) X] provisional application

i X bearing Application No. 61/443,854 , and filed on _February 17, 2011 ;
(iy [ to be filed herewith; or

(b) XI non-provisional application
( O bearing Application No. ___, and filed on _;

iy X having an oath or declaration executed on even date herewith prior to
filing of application;

Giy having an oath or declaration executed on a different date than this
Assignment; and

WHEREAS, Taasera, Inc., a corporation duly organized under and pursuant to the laws of
Delaware , and having a principal place of business at _1030 State Street, Erie, Pennsylvania 16501
(hereinafter referred to as "the Assignee"), is desirous of acquiring the entire right, title, and interest in
and to said inventions, the right to file applications on said inventions and the entire right, title and
interest in and to any applications, including provisional applications for Letters Patent of the United
States or other countries claiming priority to said application, and in and toc any Letters Patent or
Patents, United States or foreign, to be obtained therefore and thereon.

NOW, THEREFORE, for good and sufficient consideration, the receipt of which is hereby
acknowledged, the Assignors have sold, assigned, transferred, and set over, and by these presents
do sell, assign, transfer, and set over, unto the Assignee, its successors, legal representatives, and
assigns the entire right, title, and interest in and to the above-mentioned inventions, the right to file
applications on said inventions and the entire right, title and interest in and to any applications for
Letters Patent of the United States or other countries claiming priority to said applications, and any
and all Letters Patent or Patents of the United States of America and all foreign countries that may be
granted therefore and thereon, and in and to any and all applications claiming priority to said
applications, divisions, continuations, and continuations-in-part of said applications, and reissues and
extensions of said Letters Patent or Patents, and all rights under the International Convention for the
Protection of Industrial Property, the same to be held and enjoyed by the Assignee, for its own use
and behoof and the use and behoof of its successors, legal representatives, and assigns, to the full
end of the term or terms for which Letters Patent or Patents may be granted as fully and entirely as
the same would have been held and enjoyed by the Assignors had this sale and assignment not been
made;

AND for the same consideration, the Assignors hereby covenant and agree to and with the
Assignee, its successors, legal representatives, and assigns, that, at the time of execution and
delivery of these presents, the Assignors are the sole and lawful owners of the entire right, title, and
interest in and to the inventions set forth in said applications and said applications, including
provisional applications, above-mentioned, and that the same are unencumbered, and that the
Assignors have good and full right and lawful authority to sell and convey the same in the manner
herein set forth;

AND for the same consideration, the Assignors hereby covenant and agree to and with the
Assignee, its successors, legal representatives, and assigns that the Assignors will, whenever
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Application No,
Attorney Docket No. §075152-000002

counsel of the Assignea, or the counsel of is successors, legal representatives, and assigns, shall
advise that any proceeding in connection with sald inventions or said applications for Letters Patent or
Patants, or any proceeding in connection with Letters Patent or Patents for said inventions in any
country, including interference proceedings, is lawful and desirable, or that any application claiming
priority to said application. division, continuation, or continuation-in-part of any applications for Leflers
Patant of Patents, or any reissiue or extension of any Latters Patent or Patents o be obtained
thereon, is lawful and dasirable. sign all papers and documants, take all lawful oaths, and do ail acts
necassaty or requirad o be done for the procurement, maintenance, enforcement, and defense of
Letters Patent or Patents for said inventions, without charge to the Assignes, its successors, legal
representatives, and assigns, but at the cost and expense of the Assignee, its successors, legal
represeniatives, and assigns;

AND the Assignors hereby authorize and requast the aitorneys of Buchanan Ingerscli &
Roaney PC to insart in the spaces provided above the title of the invention, fling date, application
number, and attorney’s docket number of said application when Known,

AND the Assignors hereby request the Commissianer of Patents to issue any and all said
Lelters Patent of the United Siates 1o the Assignhee as the Assignee of said inventions, the Letlers
Patent to be issued for the sole use and behoof of the Assignee, iis successors, legal representatives,
and assigns.
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Attorney Docket No. 0079152-000002

ASSIGNMENT
(JOINT)
THIS ASSIGNMENT, by _Srinivas Kumar and _Gurudatt Shashikumar, residing at 10926

Northridge Square, Cuptertino, California 95014 and 618 Plymouth Lane, Foster City, California
94404 (hereinafter referred to as "the Assignors"), respectively, withesseth:

WHEREAS, the Assignors have invented certain new and useful improvements in System
and Method for Application Attestation set forth in an application for Letters Patent of the United
States, which is a

(a) X] provisional application

i X bearing Application No. 61/443,854 , and filed on _February 17, 2011 ;
(iy [ to be filed herewith; or

(b) XI non-provisional application
( O bearing Application No. ___, and filed on _;

iy X having an oath or declaration executed on even date herewith prior to
filing of application;

Giy having an oath or declaration executed on a different date than this
Assignment; and

WHEREAS, Taasera, Inc., a corporation duly organized under and pursuant to the laws of
Delaware , and having a principal place of business at _1030 State Street, Erie, Pennsylvania 16501
(hereinafter referred to as "the Assignee"), is desirous of acquiring the entire right, title, and interest in
and to said inventions, the right to file applications on said inventions and the entire right, title and
interest in and to any applications, including provisional applications for Letters Patent of the United
States or other countries claiming priority to said application, and in and toc any Letters Patent or
Patents, United States or foreign, to be obtained therefore and thereon.

NOW, THEREFORE, for good and sufficient consideration, the receipt of which is hereby
acknowledged, the Assignors have sold, assigned, transferred, and set over, and by these presents
do sell, assign, transfer, and set over, unto the Assignee, its successors, legal representatives, and
assigns the entire right, title, and interest in and to the above-mentioned inventions, the right to file
applications on said inventions and the entire right, title and interest in and to any applications for
Letters Patent of the United States or other countries claiming priority to said applications, and any
and all Letters Patent or Patents of the United States of America and all foreign countries that may be
granted therefore and thereon, and in and to any and all applications claiming priority to said
applications, divisions, continuations, and continuations-in-part of said applications, and reissues and
extensions of said Letters Patent or Patents, and all rights under the International Convention for the
Protection of Industrial Property, the same to be held and enjoyed by the Assignee, for its own use
and behoof and the use and behoof of its successors, legal representatives, and assigns, to the full
end of the term or terms for which Letters Patent or Patents may be granted as fully and entirely as
the same would have been held and enjoyed by the Assignors had this sale and assignment not been
made;

AND for the same consideration, the Assignors hereby covenant and agree to and with the
Assignee, its successors, legal representatives, and assigns, that, at the time of execution and
delivery of these presents, the Assignors are the sole and lawful owners of the entire right, title, and
interest in and to the inventions set forth in said applications and said applications, including
provisional applications, above-mentioned, and that the same are unencumbered, and that the
Assignors have good and full right and lawful authority to sell and convey the same in the manner
herein set forth;

AND for the same consideration, the Assignors hereby covenant and agree to and with the
Assignee, its successors, legal representatives, and assigns that the Assignors will, whenever
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cunsal of the Assignae, or the counsst of it successors, legal representatives, and assigns, shail
advisa thal any proceeding in connection with said inventions or said applications for Lehters 7%&{\ iy
Fatents. or any proceeding in connacton with Lelfers Patent or Patents for said inventions in a
country, including interference proceedings, is WfL" and desirable, or that any apphcation c§arm; i
priofity 1o said application, division. continuation, o omma‘em in-part of any apphcations for Letiers
Patent or Patents, or any reissye or exters on of afxv Lettars Patent or Patents (o be obtanad
theraorn, is fawful and desirable. sign ali papers and docurnents, take an fawful caths, and do all zcts
necessary or required (o ba done for the procurament, raaintenance, enforcement, ang defenss of
Lefters Fatent or Patents far said ‘nvefztm'}s‘ without charge to the Assignee, Its successors, legal
representativas, and assigns, but af the cost and expense of the Assignee, is successors, legal
representatives, and assigns;

AND the Assignors hereby authorize and request the attorneys of Buchanan Ingersoll &
Raooney PC t¢ msert in the spaces provided ahove the title of the invention, fiting date, application
number. ang aticrney's docket nuraber of said applhication when krnown.

AND the Assignors hereby request the Comnissionar of Patents to issus any and all saig
Lelters Falant of the Uniteg 8 tates to the As ssgnee as the Assigniee of aaid inventions, the Lelters
Patent to be issued for the sole use and behnof af the Ass&cmeé its successors, jenal representatives,
and assigns
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Attorney Docket No. 0079152-000002

SYSTEM AND METHOD FOR APPLICATION ATTESTATION

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims the benefit of U.S. Provisional Appl. No.
61/443,854 entitled "SYSTEM AND METHOD FOR APPLICATION ATTESTATION,"

filed February 17, 2011, which is incorporated by reference herein in its entirety.

BACKGROUND OF THE DISCLOSURE

FIELD OF THE DISCLOSURE

[0002] The present disclosure relates to the field of data center virtualization and,
more particularly, to a system and method to provide attestation of applications at

runtime.

DESCRIPTION OF THE RELATED ART

[0003] One recenttrend in computing is the trend towards cloud computing in
which, for example, enterprise software is no longer owned by the customer, but
instead the Information Technology infrastructure can be provided by a third party

and the software applications may be sold as service offerings.

SUMMARY OF THE DISCLOSURE
[0004] The presently disclosed technology may be embodied as a method,

apparatus and/or system to discover one or more applications and/or to attest for the

IPR2023-01464
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Attorney Docket No. 0079152-000002

_3_
applications on an instrumented target platform at runtime using or based on a
plurality of assertions (or statements).
[0005] The presently disclosed technology also may be embodied as a method,
apparatus, and/or system for a plurality of services that enable visibility, control,
and/or compliance in a cloud computing environment with dynamic application
discovery, identification, monitoring and/or attestation based on a plurality of factors.
[0006] The presently disclosed technology also may be embodied as a further
method, apparatus and/or system to establish user-to-application connections based
on dynamic attestation of applications, and/or security controls provisioned based on
context-aware business logic instead of, for example, topology based coordinates
associated with encapsulation headers in network packets.
[0007] The presently disclosed technology also may be embodied as a yet further
method, apparatus and/or system to authorize user-to-application transactions
and/or data exchange in an established connection, during the authentication phase
based on dynamic attestation of applications.
[0008] The presently disclosed technology also may be embodied as an
additional method, apparatus and/or system for a runtime monitor to inspect web and
non-web applications (e.g., all web and non-web applications) running on the
instrumented target platform. The system may include an attestation service (or
broker) using an attestation server and configured to generate application artifacts
and/or to issue application statements or claims. The application artifact may
represent an identified application instance (e.g., at runtime, globally, uniquely,

opaqguely and/or in a time-sensitive manner, for example, using an application artifact
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-4-
having a specified or predetermined lifetime) on an instrumented platform (such as

but not limited to a, Personal Digital Assistant (PDA), a tablet computing device, an

dTM dTM

iPhone™, an iPod™, an iPad™, a device operating the Android operating system
(OS) from Google Inc., a device running the Microsoft Windows® Mobile OS, a
device running the Microsoft Windows® Phone OS, a device running the Symbian
OS, a device running the webOS from Hewlett Packard, Inc., a mobile phone, a
BlackBerry® device, a smartphone, a hand held computer, a netbook computer, a
palmtop computer, a laptop computer, an ultra-mobile PC, a portable gaming
system, a gaming console, or another similar type of computing device having a
computer, microprocessor). The application statements may include at least one
statement (or claim) about an inspected runtime execution context and/or an
intelligence based security context.

[0009] The runtime monitor may be configured to inspect the execution context of
the application after using a local attestation process. The execution context of each
respective application may include associated files, processes, and/or network
epochs (e.g., socket events). The system may include any type of identity provider
configured to authenticate a user to web or non-web applications (for example,
client-server or peer-to-peer applications) based on a request for attestation of and a
security context of a target application on a computing platform (e.g., the
instrumented target platform).

[0010] The presently disclosed technology also may be embodied as a method,

apparatus and/or system that may include a network access enforcer for controlling

the authenticated user’s physical access to the target application on the
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_5_
instrumented target platform, responsive to one or more issued application
statements (e.g., issued by the attestation service or another entity).
[0011] The presently disclosed technology also may be embodied as another
method, apparatus and/or system to include an identity provider for controlling the
authenticated user’s authorization to commence transactions with a target
application on the instrumented target platform, responsive to one or more issued
application statements (e.g., issued by the attestation service).
[0012] The presently disclosed technology also may be embodied with an
application artifact that may include at least a registered name (e.g., a registered
globally unique security principal name) for the running application instance (e.g., a
user program or a service program, among others). The attestation service may be
configured to generate an artifact based on a runtime local execution context of the
running application instance on the instrumented target platform.
[0013] The presently disclosed technology also may be embodied with one or
more application statements or claims which may include at least one of: (1) a
registered name (e.g., a registered globally unique security principal name) for the
running application instance; (2) a digitally signed certificate; (3) creation and/or
modification timestamps; (4) assertions of a security context from a plurality of
collaboration services; (5) a list of active listening and/or open network ports (e.g.,
well-known and/or ephemeral); (6) network addresses used by the application; (7) a
product publisher; (8) a product version; and/or (9) other runtime local execution

context information.
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_6_
[0014] The presently disclosed technology also may be embodied with one or
more application statements or claims, which may include attribute value assertions
about an introspected security context of one or more running applications. The
introspected security context may be received from one (e.g., any one) of the
plurality of collaboration services.
[0015] The presently disclosed technology may also be embodied with a plurality
of collaboration services which may include: (1) an application whitelisting services
(e.g., any application whitelisting services); (2) a vulnerability assessment service;
(8) a patch management service; (4) an anti-virus service (5) a predictive and
behavioral analytics engine; (6) and orchestration service; (7) a network intrusion
detection or prevention service; (8) an open flow switch controller; and/or (9) a
malware analysis system.
[0016] The presently disclosed technology may also be embodied with: (1) an
identity provider that may include a single sign-on service or a brokered
authentication service; (2) a network access enforcer, which may include devices
such as for example network firewalls, load balancers, and/or VPN gateways, and
which may be configured as a policy enforcement point to control access based on
an application statement or claim.
[0017] The presently disclosed technology also may be embodied as a method,
apparatus and/or system for evaluating authenticity of a web application (for
example, a servlet in a container element). The method may include requesting a
runtime application artifact for the web application from an attestation service, and

requesting, based on the application artifact, an application statement from the
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-7-
attestation service. The method may further include requesting from a plurality of
collaboration services, for example by the attestation service, a context (e.g., an
introspection based security context) for the web application on the instrumented
target platform. The method may also include establishing a communication channel
(e.g., a secure communications channel) between the instrumented target platform
and the server providing attestation service, and generating an application statement
corresponding to at least one component of the web application. The method may
include generating the statement about the application components, based on a
parent/child association and/or a loader dependency, and transmitting the application
statement to an identity provider. The method may further include generating a
multi-factor confidence metric of the web application to be included with and
rendered natively by a passive web client or browser.
[0018] The presently disclosed technology may be embodied as another method,
apparatus and/or system for evaluating authenticity of a non-web client-server
application and/or a peer-to-peer application. The method may include requesting an
application artifact for the application from an attestation service, for example, by a
runtime monitor, and requesting an application statement from the attestation
service, for example, by network access enforcer(s). The method may further
include requesting, by the attestation service from a plurality of collaboration
services, a context (e.g., an introspection based security context) for the application
on the instrumented target platform. The method may also include requesting a
notification of or subscribing to a change (e.g., any change) in the execution context

of the application on the instrumented target platform. The method may additionally
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_8_
include generating and publishing one or more application statements or claims
about (regarding) the application based on at least one of a subscription request by a
plurality of identity providers and/or network access enforcers. The method may
further include receiving or generating, and publishing a multi-factor confidence
metric of the application for a physical or logical access control decision.
[0019] The presently disclosed technology also may be embodied as a method,
apparatus and/or system for client-server and/or peer-to-peer applications to
evaluate the authenticity of peers prior to commencing a transaction or data
exchange (e.g., any transaction or data exchange). The method may include a
client-server application and/or a peer-to-peer application that may request an
application artifact for each of the applications from an attestation service (or
attestation server), and further may request, based on an artifact exchange, one or
more application statements from the attestation service for each peer application.
The method may further include requesting, by the attestation service from a plurality
of collaboration services, a context (e.g., an introspection based security context) for
these applications on the instrumented target platforms. The method may further
include a secure exchange of the issued application artifacts between the
applications, and a verification process (such as a back-channel verification of the
exchanged artifacts with the attestation service). This method may further include
requesting one or more application statements, based on (or responsive to) the
exchanged application artifact, from the attestation service, and determining by the

peer applications, or by the network access enforcer(s) receiving the one or more
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_9_
application statements, responsive to receiving the application statements, the
authenticity of the other, or each application in the transaction.
[0020] The presently disclosed technology also may be embodied as a method,
apparatus and/or system for displaying and continuously updating in real time or
near real time (e.g., within a threshold period) the identity, attribution, and/or
attestation information of executing or running (e.g., all running) applications hosted
in the private an/or public virtual data centers in a cloud computing infrastructure.
The method may include displaying one or more classification based confidence
metrics and active listening and/or open network ports (e.g., well known and
ephemeral) assigned on a plurality of instrumented target platforms.
[0021] The presently disclosed technology also may be embodied as a method,
apparatus and/or system for establishing access control policies based on a user
authentication method, a user role, a dynamically discovered and attested
application running on an instrumented target platform via subscription based
application statements from an attestation service. The method may also include
decoupling of the business logic (role based access controls, authentication
requirements, and/or line of business applications, among others) from the network
topology based physical constraints in the network fabric (e.g. IP addresses, MAC
addresses, VLAN identifiers, and/or subnet addresses, among others) and may
include context-aware logical attributes (user identity and/or application identity
among others) in policy grammar. The method may further include establishing

access control rules that may leverage classification based dynamic confidence
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metrics, which may be included in an application statement used for authorization

decisions.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0022] The invention is best understood from the following detailed description
when read in connection with the accompanying drawings. According to common
practice, various features/elements of the drawings may not be drawn to scale.
Common numerical references represent like features/elements. The following
figures are included in the drawings:

FIG. 1 is a schematic diagram illustrating an exemplary system/architecture in
accordance with various exemplary embodiments;

FIG. 2 is a schematic diagram illustrating a method of monitoring and attesting
applications in a cloud computing environment in accordance with various exemplary
embodiments;

FIG. 3 is a schematic diagram illustrating another method of monitoring and
attesting applications in the cloud computing environment in accordance with various
exemplary embodiments;

FIG. 4 is a schematic diagram illustrating a further method of monitoring and
attesting applications in a cloud computing environment in accordance with various
exemplary embodiments;

FIG. 5 is a schematic diagram illustrating a method of monitoring and attesting
a Simple Authentication and Security Layer (SASL) enabled client and server

application in accordance with various exemplary embodiments;
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FIG. 6 is a schematic diagram illustrating an exemplary security administration
console including an integrity dashboard in accordance with various exemplary
embodiments;

FIG. 7 is a schematic diagram illustrating another exemplary policy
administration console including an authorization dashboard in accordance with
various exemplary embodiments;

FIG. 8 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology;

FIG. 9 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology;

FIG. 10 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology;

FIG. 11 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology;

FIG. 12 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology; and

FIG. 13 is a flowchart illustrating a method in accordance with various
exemplary embodiments of the presently disclosed technology.

FIG. 14 is a diagram of an example computer system in which embodiments

can be implemented.
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DETAILED DESCRIPTION
[0023] Although the invention is illustrated and described herein with reference to
specific embodiments, the invention is not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope
and range of equivalents of the claims and without departing from the invention.
[0024] Many enterprises are moving there IT infrastructures to cloud computing
environments (e.g., in which third parties may provide shared computing resources
and applications running on those resources are offered as services to a plurality of
customers) for various reasons including: (1) increased computing power; (2)
increased storage capacity, and/or (3) increased network bandwidth, among others.
Enterprise applications and mission critical applications may be executed in the
cloud. Without adequate system and application security, the cloud can compromise
these applications causing large financial losses. Data confidentiality, data integrity
and data availability can be maintained in the cloud computing environment even
when such applications may be controlled by these third parties. For example,
enterprises are moving from self-managed on-premise data centers to service—
provider managed outsourced virtual data centers (e.g., the cloud computing
environments). The cloud may enable traditional information technology systems
and applications to transparently execute from these service—providers managed
outsourced virtual data centers. As newer technologies emerge, the cloud
infrastructure may evolve transparent to and scalable with enterprise operations.

Security in such environments may be an emerging challenge.
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[0025] In certain exemplary embodiments, applicants may be secured by signing-
on or authenticating applications onto the network using an attestation process (e.g.,
via a single factor or multi-factor attestation). In a multi-factor process, applications
may be qualified based on at least two factors. A first factor may identify one or
more attributes of the application (e.g., run time instance of the application) such as
(1) a hash of the application, as an application fingerprint, (2) other
applications/processes called by the application, (3) ports used by the application,
(4) computing, storage, and network resource usage by the application, and/or (5)
the platform executing the application, among other. Such information may be
available locally (e.g., at the computing platform running the application) in the
current execution context. A second factor may identify what is known about the
application based on the attributes of the application from security intelligence
external to the operating environment (e.g., a third party (e.g., trusted third party)
separate from the computing platform running the application).
[0026] Applications that are hosted in self-managed and in-house enterprise data
centers may be gradually migrating to outsourced service provider managed virtual
data centers in private/public clouds. There may be a loss of visibility and direct
control from this migration. Various exemplary embodiments include instrumentation
to monitor the applications in process to increase visibility and enable attestation of
applications executing in the outsourced service provider managed virtual data
centers. As web and multi-tier applications proliferate in the cloud, secure

connectivity, based on certificates issued by third party certificate authorities may be
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inadequate for security and compliance because a significant number of web-based
threats originate from trusted web sites.

[0027] Generally, access control mechanisms are based on static context and
physical constraints rather than logical attributes and dynamic local execution
context and/or a holistic security context (e.g., based on both local execution context
as well as security intelligence). Physical and logical access controls based on user-
to-application bindings, as an operative element of business logic, and logical
attributes in a virtualized and fluid network may be used in a cloud computing
environment (for the utility based infrastructure, platform and/or software as a service
model) to scale and/or be viable for multi-tenancy or shared resources with
deterministic confidentiality between or among tenants.

[0028] The access control mechanism may include an instrumented target
(hosting) computing platform, a policy statement (e.g., grammar) based on a runtime
base of the particular application, a temporal and environmental context independent
of physical constraints or enforcement methods, an attestation broker (service or
server) for notifying interactive users, network access enforcers and identity
providers.

[0029] The confluence of single-sign-on (SSO) mechanisms and multi-tier
applications (for example, the web, application, database tiers) may introduce higher
risks of non-compliance in outsourced multi-tenant cloud services infrastructures. In
the absence of reliable application attestation methods, impersonation and

delegation of user’s credentials may pose serious security threats in, for example,
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multi-hop transitive chain of services, for both intra-cloud and inter-cloud computing
environments, where inter-service transactions may be based on implied trust.
[0030] FIG. 1 is a schematic diagram illustrating an exemplary network 150 in
accordance with various exemplary embodiments.
[0031] Referring to FIG. 1, the exemplary network 150 may include a runtime
monitor 102 that may discover and identify a web-based application 103 or non-web-
based application 104 that may be executing or running on a computing platform (or
an instrumented target platform) 100, an attestation broker 109 that may receive a
request to attest to the identify of a running application and that may query one or
more collaboration services 110 to request a context (e.g., a security context and/or
an introspection based security context) of the running application. The application
may be an application targeted for use by an access requestor 114 (e.g., another
computing platform) that may be operated by a user (or end-user) 115 via, for
example an active or passive client application 116, that may desire an assurance or
an attestation that the application is appropriate to be used.
[0032] The attestation broker 109 (or the collaboration service 110) may be
configured to generate application statements or reports 117, which may include
assertions about the running target application, and may deliver the statements or
reports 117 to the requestor, the third party, and/or end-user. The platform 100 may
include any computing device 101 and/or virtual platform, for example, (e.g., a
computer, microprocessor, Personal Digital Assistant (PDA), smartphone, notebook
computer, and/or a virtual server running on hardware, among others). The

computing device may include a microprocessor 130 for execution, for example, of
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computing platform software such as operating system software, applications, and
runtime monitor software, among others and a memory 140 for data, metadata, and
software storage.
[0033] The attestation broker 109 may issue application artifacts 107 (e.g., that
may maintain a record of the state of the discovered or identified applications
running on the instrumented platform 100) to the runtime monitor 102 for discovered
or identified applications running on the instrumented platform 100. The runtime
monitor 102 may use the application artifacts 107 to generate attribute value
assertions (e.g., assertions regarding one or more attribute values associated with
each respective running application) to describe the application execution context
105 of the applications.
[0034] For example, the attestation service or apparatus may include a
processing unit 135 for: (1) receiving remote from the computing platform 101, a
runtime execution context 105 indicating attributes of the application at runtime, and
a security context 111 providing security information about the application; (2)
generating a report 117 indicating security risks associated with the application
based on the received runtime execution context 105 and the received security
context 111, as an attestation result; and/or (3) sending the attestation result
associated with the application; and a memory 145 for storing the generated report.
[0035] As a second example, the runtime monitor or monitoring apparatus may
include: a processing unit 130 (e.g., a processor shared with the computing platform
101 or a separate processor) for: (1) generating a runtime execution context 105

indicating attributes of the application at runtime; (2) sending the runtime execution
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context 105 to the attestation service or server 109; (3) receiving an application
artifact 107 for tracking subsequent changes to the runtime execution context 105;
and/or (5) updating and sending using the application artifact 107, the runtime
execution context 105, as an updated execution context, responsive to the attributes
of the application indicating a change; and a memory 140 for storing the application
artifact 107.
[0036] The application artifact may include previous assertions or may provide an
identifier that associates the application to the previous assertions. The application
execution context 105 may include at least a base (or static), temporal (or dynamic)
and/or environmental aspects or attributes of the target application. A requestor (for
example, a network access enforcer 113, such as a network firewall, a load
balancer, a VPN gateway, and/or an identity provider 112, such as an Security
Token Service (STS), Single Sign On (SSO) solution may subscribe for application
statements or reports 117 from the attestation broker 109.
[0037] In certain exemplary embodiments, the generation of attribute value
assertions for the application execution context 105 by the runtime monitor 102 on
the instrumented platform 100 may include, for example, the collection of file hash
digests and/or file attributes (e.qg., file size, publisher details, creation and/or
modification timestamps, digital signings, and product versions) for loaded (e.g., all
loaded and/or in process) components of the running target application 103 or 104.
The application execution context 105 may include parent-child process associations
and/or loader dependencies, information about active listening and/or open network

ports that are well known or ephemeral. The application execution context 105 may
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also include the executable file binaries. The runtime monitor 102 may generate and
report the collection in a digitally-signed report to the attestation broker 109 in an
application execution context notification.
[0038] In certain exemplary embodiments, as an outcome of (or based on) the
evaluation of the running target application 103 or 104 on the target instrumented
platform 100 using collaboration services 110, the attestation broker 109 may issue
application statements or reports 117 via application statement notification 118. The
issued application statements or reports 117 may be digitally-signed, and may
include a name of the application instance (e.g., a globally unique security principal
name of the application instance or other application identifier), as its application
identifier. The application instance may be a user program or a service program.
One example of such a name may be "service/hostname@realm"”.
[0039] The application statements or reports 117 may include attribute value
assertions that may describe the runtime execution context 105 and application
security context 111 of the application instance on the instrumented platform 100, as
a machine identifier. The application identifier may be a publisher designated
product name or a registered service principle name in a services directory. The
machine identifier may be an IPv4/IPv6 address, a directory network services (DNS)
hostname, a MAC address, a serial number (e.g., an IT or manufacturer issued serial
number), an RFID, and/or other device identifiers, among others. The attestation
broker 109 may provide to the requestor 112, 113 or 114, a confidence metric that
may include one or more ratings (e.g., application confidence ratings for the targeted

application).
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[0040] The confidence metric may, for example, be classified based on: (1) the
vulnerability of the application, (2) compliance of the application, (3) referential
integrity of the application, and/or (4) patch level of the target application. These
ratings may be determined by the attestation broker 109 based on communications
or interactions with one or more of the plurality of collaboration services 110. The
confidence metrics may include a value for each classification and/or an overall
value, which is weighed by classification or averaged. The weighing may be
predetermined, preset or determined based on user input. The confidence metrics
may be a numerical representation of the evaluation of one or more of the
collaborative services 110.
[0041] In certain exemplary embodiments, the application statements or reporis
117 may be used by passive clients 116 (for example, a web browser) to render an
icon or other indicator (either visual on the web page or audio indicator, for example,
an icon at the bottom of the web page). The indicator may be an indicator (or an
attestation) of the web application’s authenticity to the user 115. For example, the
user 115 may click on the attestation icon to view web application specific
information issued by the attestation broker 109 for the accessed web application.
The attestation broker 109 may be a third party independent and trusted entity that
provides such attestation services. The user 115 may confirm that the application
attestation offered by the attestation broker 109 is current (e.g., that the lifetime of
the application attestation has not expired).
[0042] The user 115 or access requestor 114 (e.g., the computing platform of the

user) may ascertain from the attestation broker 109 that the application statements
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or reports (or claims) 117 represent a recently (e.g., a most recent) verified
contextual assessment of the accessed web application based on timestamps and/or
message sequencing in the application statements 117. The determination that the
claims represent the most recent verified contextual assessment may be based on
consolidating information collected via one or more of a plurality of collaboration
services 110.
[0043] The application statements or reports 117 may be received and may be
interpreted by one or more network access enforcers 113 (e.g., network firewalls,
load balancers, and/or VPN gateways, among others), one or more identity providers
112 (e.g., STS, and/or SSO services, among others) and/or active clients 116 (e.g.,
Simple Authentication and Security Layer (SASL) enabled client-server and/or peer-
to-peer applications, among others) to leverage contextual information about the
target application 103 or 104 on the instrumented platform 100.
[0044] The runtime monitor 102 may discover, may identify and may track
process starts (e.g., all process starts), process terminations (e.g., all process
terminations) and network epochs (e.g., socket events) of applications on the
operating system 120 of the instrumented platform 100. The local execution context
of the running application may be determined at runtime and may be reported as
attribute value assertions over a communication channel 106 to the attestation
broker service 109.
[0045] In certain exemplary embodiment, the communication channel 106 may be
a secure communication channel and/or the communication may be secured via

known encryption/decryption methods. The attestation broker 109 may request
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introspection based security context (for example, evaluations and behavioral or
predictive analytics based on historic state information and measurements sampled
over a period of time using a variety of inspection methods) for the running
application on the instrumented platform 100 from one or more of the plurality of
collaboration services 110.
[0046] In certain exemplary embodiments, the collaboration services 110 may
perform just-in-time inspection (e.g., an assessment scan) of the target application
and platform 100. The collaboration service 110 may lookup the most recent
inspection report based on, for example, an IT service management schedule and
may return the requested attestations pertaining to the application execution context
105 to the requestor 112, 113 or 114 or the user 115.
[0047] The attestation broker 109 may generate and may return an application
artifact 107 for the running application 103 or 104 to the runtime monitor 102, as a
reference for subsequent execution context change notifications 207 (see FIG. 2) for
the applications. Changes (e.g., any changes) in the running application’s local
execution context 105 may trigger an interaction with the attestation broker 109 (e.g.,
a communication by the runtime monitor 102 to the attestation broker 109) to reissue
the application statements or reports 117 for attestation of the targeted application
having the changed local execution context. For example, when the hash of the
targeted application changes or the file size of the targeted application changes, an
updated attestation may be initiated by the runtime monitor 102 and provided by the

attestation broker 109. The attestation broker 109 may query one or more of the
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collaborative services 110 to determine the updated application statement or report
118 associated with the changed targeted application.
[0048] In certain exemplary embodiments, the attestation broker 109 may provide
a single confidence value that represents the confidence (or risk) regarding the
authenticity of the targeted application or a confidence metrics of a plurality of values
based on different (e.g., independent) classifications. In other exemplary
embodiments, the attestation broker 109 may provide the confidence metrics and
other information in a standard format such that the requestors 112, 113 and/or 114
or the runtime monitor 102 may analyze various attributes of the other information.
For example, the runtime monitor 102 may store or may have access to application
attestation policies and may compare the local execution context and application
statement or report 117 with the attestation policies to determine whether the
targeted application is authenticated for use by the requestor. The identity provider
112 may receive, for example, a web redirect from web application 103 to perform
brokered authentication ceremonies to login a user (e.g., an interactive user) 115.
[0049] In certain exemplary embodiments, the web application 103 may request
via an application artifact request 106 an application artifact 107 from the attestation
broker 109. The web application 103 may include the received application artifact
107 in a web redirect to the identity provider 112. The identity provider 112 may
perform a back-channel query 118 to validate that the received application artifact
107 had been issued by the attestation broker 109 to ascertain the authenticity of the
web application 103. The identity provider 112 may then receive application

statements or reports 117 for the web application 103. A visual, audio or

IPR2023-01464
CrowdStrike EX1004 Page 174



Attorney Docket No. 0079152-000002

_23_
programmatic indication of application attestation may be provided to the access
requestor 114 or user 115 via the access requestor 114.
[0050] The interactive user 115 or requestor 114 may receive a visual or audio
attestation of application authenticity, for example, in the form of a visual indicator or
an icon on the login form. The attestation may be accepted or rejected before
proceeding with any transaction with the web application 103 or the attestation may
be automatically accepted after a predetermined or user specified time period, if not
rejected by the user 115 or requestor 114.
[0051] A network access enforcer 113 may subscribe with the attestation broker
109 for application statements or reports 117 and may discover a plurality of target
applications 103 or 104 on a plurality of target machines or platforms 100. The
communication protocol for the communications 118 between the attestation broker
109 and the network access enforcer 113 may be any standards based protocol and
message exchange data structures or schemas, such as for example: (1) Simple
Object Access Protocol (SOAP); (2) Representational State Transfer (REST); or (3)
Trusted Computing Group’s (TCG’s) Interface for Metadata Access Points (IF-MAP)
specification, among others.
[0052] The attestation broker 109 may publish notifications with real time or near
real-time application statements or reports 117 for the network access enforcer 113
to apply physical access controls (e.g., controls to physically enable access to or to
block access to the targeted application). The determination to enable or disable
physical access by the network access enforcer 113 may be based on attribute value

assertions (e.g., in the transport layer) in application statements or records 117. The
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attribute value assertions may include for example, static (e.g., well known) and/or
dynamic (e.g., ephemeral) network ports assigned to the target application 103 or
104.

[0053] An active client application 116 and/or a server application 104 (e.g., using
the Simple Authentication and Security layer (SASL) protocol) may request and/or
use the received application statements or reports 117 programmatically for a mutual
attestation handshake. For example, using SASL protocol such a mutual attestation
handshake may be defined by an integrity exchange profile, before initiating an
authentication handshake with proof of possession of credentials.

[0054] FIG. 2 is a schematic diagram illustrating a method of monitoring and
attesting applications in a cloud computing environment in accordance with various
exemplary embodiments.

[0055] Referring to FIG. 2, an exemplary network 250 may include a runtime
monitor 201, an instrumented target platform 200, an attestation broker 202, a
metadata database 210, and/or a plurality of collaboration services 203.

[0056] The runtime monitor 201 may discover, may inspect, may identify and/or
may attest to the runtime execution of applications on the instrumented target
platform 200. The attestation broker 202 may issue application artifacts 206 based
on a received application execution context (or application execution context change
notification) 207 for registered application instances 204. Responsive to the request
from the runtime monitor 201, or an access requestor 114 or user 115, the
attestation broker (or attestation server) 202 may initiate a query 205 of one or more

of the plurality of collaboration services (or collaboration servers) 203. The query
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205 may include a search for a security context (e.g., an introspection based security
context) for the target application.
[0057] In certain exemplary embodiments, the applications running on the
instrumented target platform 200 may be verified using one or more of the
collaboration services 203 for identification, based on an application execution
context received from the runtime monitor 201 either directly or via the attestation
broker 202.
[0058] The runtime monitor 201 may inspect the execution context of processes
on the instrumented target platform 200 for application epochs (e.g., process and/or
socket events). Responsive to or after detection of application process start, a
runtime application execution context (e.g., metadata) may be generated. The
metadata may include: (1) the file hash digest, (2) file attributes (for example, the file
size, the publisher details, the creation and/or the modification timestamps, the
digital signing, and/or the product version) for loaded components of the running
target application, (3) parent-child process associations, (4) loader dependencies,
and/or (5) information about active listening and/or open network ports that may be
well-known and/or ephemeral; and/or executable file binaries. The running
application may be registered 204 by providing the generated application execution
context to the attestation broker 202.
[0059] In certain exemplary embodiments, the attestation broker 202 may verify
the authenticity of the running application on the instrumented target platform 200
with the query 205. The query 205 that may include the metadata collected from the

runtime monitor 201 may be sent from the attestation broker 202 and received by
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one or more collaboration services 203. The query 205 may request a security
context for the running application that may indicate the level of risk (of confidence)
associated with running the target application on the instrumented platform 200.
[0060] The attestation broker 202 may generate a dynamically changing
application artifact 206 which may be time sensitive and may be globally unique. The
application artifact 206 may be based on the received application execution context
and the attestation broker 202 may return the generated application artifact to the
runtime monitor 201. The runtime monitor 201 may inspect each of the running
applications for state changes including, for example, active listening and open
network ports (e.g., well-known and ephemeral) and/or terminations of the
applications. These inspections may occur, for example, at the transport layer of the
open systems interconnection (OSI) stack.
[0061] In certain exemplary embodiments, other types of state changes may be
inspected, such as elements related to the execution context. Any contextual (state)
changes may be notified in real time or near real time by an application execution
context change notification 207 from the runtime monitor 201 to the attestation
broker 202. The attestation broker 202 may store persistent and/or transient state
information (e.g., including metadata) in a local database or remote repository 210,
such as an IF-MAP Server, for example) for registered applications (e.g., each
registered running application) on one or more of the plurality of instrumented target

platforms 200.
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[0062] FIG. 3 is a schematic diagram illustrating another method of monitoring
and attesting applications in the cloud computing environment in accordance with
various exemplary embodiments.
[0063] Referring to FIG. 3, an exemplary network 350 may include an interactive
user 300, an instrumented target platform 301, a web application 302, an identity
provider 303, an attestation broker 304 and collaboration services 305. The web
application 302 may interact with the attestation broker 304 for runtime multi-factor
attestation of the web application 302. The operational flow may enable a
mechanism to apply, for example, at a post-connect phase of a session for
authorization control on an intermediate node element in the control path.
[0064] The interactive user 300 may establish a physical connection over a
network and may initiate an application access request 306 to commence or initiate
a transaction with a web application 302 hosted on the instrumented target platform
301.
[0065] In certain exemplary embodiments, the web application 302 may execute
a code element (such as for example, a web servlet or other processing element)
that may generate a runtime application execution context (e.g., metadata) and may
automatically initiate a query 307 to the attestation broker 304 by sending the
generated metadata of the runtime application execution context.
[0066] In certain exemplary embodiments, the attestation broker 304, may verify
the authenticity of the running web application 302 on the instrumented target
platform 301 by sending a verification query 311 (e.g., real time or near-real time) of

the received metadata to one or more of the collaboration services 305 and receiving
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from the queried collaboration services 305 an application security context 312. The
attestation broker 304 may generate an application artifact 308 and may send the
application artifact to the web application 302.
[0067] The web application 302 may include (for example, may embed, as a
markup) the received application artifact 309 as an assertion (e.g., in a security
assertion markup language (SAML or other common form of markup)) to the identity
provider 303 which may use back-channel communications 310 with the attestation
broker 304 to verify the application artifact 309.
[0068] In certain exemplary embodiments, the attestation broker (or attestation
server) 304 may request a collaboration service 305 for an introspection based
security context for the running application.
[0069] In various exemplary embodiments, the identity provider 303 may initiate a
direct interactive authentication sequence with an interactive user 300 in the
associated domain (e.g., realm). The login form (or web page) displayed to the user
300 may include an application attestation 313. The application attestation 313 may
be in any perceivable indicator including an attestation icon for the accessed web
application. For example, the attestation icon may include information about the web
application 302, such as, for example, the identity, the product version, the publisher,
the modification timestamp, and/or the confidence metrics. The user 300 may
determine whether the information including the confidence metrics information is
acceptable to continue with the transaction (e.g., to use of the running target
application) and may provide proof of possession of credentials 314 to authenticate

the user 300 to the identity provider 303.
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[0070] Although user authentication is disclosed as occurring after the
determination whether to continue the transaction to use the running application, it is
contemplated that user authentication may occur at any stage of the login process
and may occur prior to such a determination whether to use the running application.
[0071] In certain exemplary embodiments, values associated with the confidence
metrics may be provided on a common scale (e.g., a scale of 1 to 10) and may be
presented to the user 300 with a common visual scheme such as green to indicate a
low risk for use of the target application, yellow to indicate a intermediate risk for use
of the target application, and red to indicate a high risk for use of the target
application.
[0072] In certain exemplary embodiments, the identity provider 303 may query
315 the attestation broker 304 to determine whether access to the web application
302, based on an authorization profile configured for the attestation broker 304, can
be granted for the authenticated user 300 to transact data exchanges with the web
application 302.
[0073] In various exemplary embodiments, the identity provider 303 may return
standards based authentication, attribute and/or authorization statements or reports
316 to the web application 302. The web application 302 may selectively grant
access to the user 300 for the target application on the instrumented platform 301 or
may selectively block access by the user 300 to the target application on the
instrumented platform 301 based on the application statements or reports 316
received from the attestation broker 304 and pre-established or system administrator

established access or attestation policies.
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[0074] The application statements or reports 316 may include, for example,
information about the user’s identity, one or more authentication factors such as
password, PIN, smart card, among others, and preexisting roles in a user directory
(for example, Active Directory, among others), a role based management system (for
example, Oracle or SAP, among others) and/or a relational database (for example,
MS-SQL, MySQL, or Oracle DB, among others). Access may also be granted or
denied (blocked) based on a plurality of factors.
[0075] For example, the identity provider 303 may deny access to an
authenticated user 300 based on the level of concern (e.g., high) in the confidence
metrics for a specific classification (e.g., compliance). The level of concern for a
classification of the confidence metrics may be expressed in user-to-application
policy bindings provisioned for the attestation broker 304. The outcome of the policy
decision logic, at or external to the attestation broker 304, may be returned to the
web application 302, as one or more application statements or reports.
[0076] The identity provider 303 may represent an intermediate single sign-on
(SSO) entity (or function) that may use identity stores (or caches) to manage
passwords and may perform authentication ceremonies on behalf of the user 300.
The authentication may be performed such that it is transparent to the user 300.
[0077] FIG. 4 is a schematic diagram illustrating a further method of monitoring
and attesting applications in a cloud computing environment in accordance with
various exemplary embodiments.
[0078] Referring to FIG. 4, an exemplary network 450 may include an

instrumented target platform 400, a runtime monitor 401, an attestation broker 402,
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collaboration services 403, an interactive user 404, and/or a network access enforcer
405. The user 404 may establish a physical connection over network 450 and may
initiate an application access request 411 to commence or initiate a transaction with
a target application hosted on the instrumented target platform 401.
[0079] Applications running on the instrumented target platform 400 may be
inspected by the runtime monitor 401 for application execution context and state
changes. The operational flow may be an exemplary mechanism to apply, during or
at the connection establishment phase of a session (e.g., an Internet Protocol (IP) or
non-IP session), authorization controls at an intermediate system or apparatus in the
data path.
[0080] The runtime monitor 401 may inspect the instrumented target platform 400
for application epochs (e.g., process and/or socket events). Responsive to detection
of an application process start by the run-time monitor 401, the runtime monitor may
generate a runtime application execution context (e.g., metadata), which may
include, for example, the file hash digests and/or file attributes for loaded
components of the running target application. The running target application may be
registered by the runtime monitor 401 with the attestation broker 402 via a start
notification 406 and the runtime application execution context (e.g., that may include
the metadata) may be sent by the runtime monitor 401 to the attestation broker 402
via an application execution context change notification 408. In certain exemplary
embodiments, the notifications 406 and 408 may occur together.
[0081] In certain exemplary embodiments, the attestation broker 402 may verify

the authenticity of the running application on the instrumented target platform 400
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with a real time or near real time exchange 409 of the received metadata with one or
more collaboration services 403 and the return of the application security context
410 based on the exchanged metadata. The attestation broker 402 may also
request on or more collaboration services 403 to perform a static, dynamic and/or
virtual execution analysis of the executable file binary, for example, by a malware
analysis system.
[0082] In certain exemplary embodiments, the attestation broker 402 may
remediate an instrumented target platform 400, using manual or automated
methods, in response to a requested analysis performed by one or more
collaboration services 403.
[0083] The attestation broker 402 may generate a dynamic application artifact
(e.g., that may be globally uniqgue and may be time-sensitive) 407 and may issue the
application artifact 407 to the runtime monitor 401. The runtime monitor 401 may
inspect running applications on the instrumented target platform 400 for contextual
(state) changes, including, for example, active listening and/or open network ports,
(e.g., at the transport layer of the OSI stack), and terminations of applications.
[0084] In certain exemplary embodiments, other types of state changes may be
inspected, such as elements related to the execution context. Contextual (or state)
changes 408 (e.g., any contextual changes) may be notified in real time or near real
time to the attestation broker 402. The attestation broker 402 may store persistent
and transient state information in a local database or remote repository 210 (see
FIG. 2) for registered running applications on a plurality of instrumented target

platforms 400.
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[0085] A network access enforcer 405 may register or subscribe with the
attestation broker 402 as a web service over a web services protocol interface
412:413 for notifications (e.g., publications) of application statements or reports (e.g.,
claims) for running applications (e.g., all running applications) on a plurality of
instrumented target platforms 400. The attestation broker 402 may publish in real
time or near real time, up-to-date application statements or reports 413 to a plurality
of subscribers 405 or users 404. The application statements or reports may include
(1) an application identifier such as a registered name (e.g., a globally unique service
principle name), (2) a machine identifier, (3) a product identifier, (4) a product
version, (5) active listening and/or open network ports, (6) network addresses used
by the target application, and/or (7) confidence metrics based on security context
assessments 410 performed by one or more collaboration services 403. The
confidence metrics may be based on: (1) recent (e.g., the most recent) security
context assessments performed by one of the collaboration services 403, (2)
correlated data from different collaboration services 403, and/or (3) weighed
averages associated with each security context assessment, among others.
[0086] The network access enforcer 405 may query the attestation broker 402 for
user specific application bindings configured for the attestation broker 402 to
determine authorization controls based on dynamic multi-factor application
attestation, and real time (or near real time) confidence metrics based on the local
execution context 408 and assessed security context 410. For example, the network
access enforcer 405, such as a virtual or physical network firewall appliance, may

deny access to an authenticated user based on the level of concern ("high") (for
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example, from a three level ranking system of "high", "medium" and "low") in the
confidence metrics for a specific classification (e.g., patch level) as expressed in the
user-to-application policy bindings provisioned for the attestation broker 402.
Although a three level ranking system is illustrated, it is contemplated that ranking
systems with more or less levels are possible.

[0087] FIG. 5 is a schematic diagram illustrating a method of monitoring and
attesting a Simple Authentication and Security Layer (SASL) enabled client and
server application in accordance with various exemplary embodiments.

[0088] Referring to FIG. 5, an exemplary network 550 may include a client
application 500, a server application 501, an attestation broker 502, a collaboration
service 503, and/or an application programming interface (API) library 516.

[0089] Although a Simple Authentication Security Layer (SASL) protocol is
illustrated, it is contemplated that any application layer protocol between client-server
and peer-to-peer applications, or network security protocols, for example IPSec
Authenticated Internet Protocol (AuthlP) or Internet Key Exchange (IKE), may be
extended and/or used to provide the functions of the client application 500 and the
server application 501.

[0090] In certain exemplary embodiments, the client application 501 and the
server application 501 may be statically or dynamically linked to the API library 516
(e.g., a Trust-as-a-Service (TAAS) API library). The API library 516 may implement
a set of procedure calls for applications to exchange messages (e.g., opaque and/or
secure messages) with an attestation service or broker 502 that may hide the

implementation details from the higher level application.
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[0091] Although one exemplary embodiment is illustrated for the API library 516,
it is contemplated that any application framework may be extended to implement the
set of procedure calls provided by the API library 516.
[0092] The server application 501 may send a runtime server application
execution context 504, may request a server application artifact 505, and may
receive the server application artifact 505 from the attestation service (e.g., the
attestation broker or the attestation server) 502. The application execution context
504 may include the file hash digests and file attributes of components of the running
server application 501 including parent-child process associations and loader
dependencies.

[0093] The client application 500 may establish a network connection to the
server application 501 and may initiate a profile exchange for authentication.

[0094] Subsequent to completing an authentication exchange (for example to
authenticate the user associated with the client application 500), the client
application 500 may send a runtime client application execution context 506 and may
request a client application artifact 507 from the attestation broker or service or
server 502. The client application execution context 506 may include the file hash
digests and file attributes of components of the running client application 500
including parent-child process associations and loader dependencies. Responsive to
or after receiving a client application artifact 507, the client application 500 may

transmit the received application artifact (indicated as 508) to the server application
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501. The server application 501 may send the received client application artifact 507
to the attestation server 502 for client artifact validation 509 and may request a client
application statement or report 511 for the client application 500.

[0095] In certain exemplary embodiments, the attestation broker 502 may initiate
a request 520 for an introspection based security context 510 for the client
application 500 from one or more of the collaboration services 503. The requested
collaboration services 503 may collect and may generate the client application
security context 510 and may send the client application security context 510 to the
attestation broker 502. The client application statement or report 511 may be
generated by the attestation broker 502 from the client application security context
510 and may include assertions about the runtime execution context 504 and
intelligence based security context 510 for the client application 500. Responsive to
receiving the client application statement or report 511 from the attestation server
502, the server application 501 may determine whether the attestation of the client
application 500 is adequate.

[0096] In certain exemplary embodiments, the confidence metrics may be
included in the client application statements or reports 511 and may be analyzed, for
example by the server application 501, to determine whether to transact data

exchanges with the client application 500.
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[0097] Upon or after receiving the client application statements 511 and
determining to transact data exchanges with the client application 500, the server
application 501 may transmit the received server application artifact (indicated as
512) to the client application 500. The client application 500 may send the received
server application artifact 512 to the attestation server 502 for validation of the server
artifact 513 and may request an application statement or report 515 for the server
application 501.

[0098] In certain exemplary embodiments, the attestation broker 502 may initiate
a request 519 for an introspection based security context 514 for the server
application 501 from one or more of the collaboration services 503. The requested
collaboration services 503 may collect and may generate the server application
security context 514 and may send the server application security context 514 to the
attestation broker 502. The server application statement or report 515 generated by
the attestation broker 502 may include assertions about the runtime execution
context and intelligence based security context for the server application 501.
Responsive to or after receiving the server application statement or report 515 from
the attestation broker or service 502, the client application 500 may determine
whether the attestation of the server application 501 is adequate. In certain

exemplary embodiments, the confidence metrics included in the server application
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statement may be analyzed, for example by the client application, to determine
whether to transact data exchanges with the server application 501.

[0099] Although confidence metrics included in the application statements may be
analyzed by the requesting application, in certain exemplary embodiments, the API
library 516 may provide standard and/or custom pluggable filters to normalize the
classifications based confidence metrics such that a standard rating scale may be
provided to each requesting application and the requesting application may
predetermine settings for denying access to an application with a particular rating
exceeding a risk threshold and/or granting access to the application with the
particular rating equal to or not-exceeding the risk threshold. In certain exemplary
embodiments, application at or near the risk threshold may be temporarily denied
access pending further analysis based on additional collaborative services 503 or
based on user of system administrator input granting or denying such access.
[0100] FIG. 6 is a schematic diagram illustrating an exemplary security
administration console 650 including an integrity dashboard 600 in accordance with
various exemplary embodiments of the invention.

[0101] Referring to FIG. 6, the exemplary security administration console 650
may visually display the integrity dashboard or display window 600. The integrity

dashboard or display window 600 may include information fields including a
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dashboard clock 601, discovered and identified applications 602, service realms
603, instrumented target platforms 604, product vendors 605, product versions 606,
active network service ports 607, and confidence metrics 608.

[0102] The information fields may be displayed and/or updated in real time or
near real time. For example, the identified and attested application 602 running on
the instrumented target platform 604, service realms 603, product vendors 605,
product versions 606, current classifications based confidence metrics 608 and
currently active network service ports 607 for the application may be displayed on an
integrity dashboard 600 in near real time as indicated by the dashboard clock 601.
The dashboard 600 may include administrative controls (not shown) to create filters
for perspective views, and issue security alerts based on a plurality of defined criteria
and/or provide companion reporting services.

[0103] Although the integrity dashboard is shown with specific information fields
and in a particular arrangement, it is contemplated that other information fields and
arrangements are possible. For example, additional attributes included in the
application statements or reports or other network management information available

from network management systems may also be displayed.
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[0104] FIG. 7 is a schematic diagram illustrating another exemplary policy
administration console 750 including an authorization dashboard 700 in accordance
with various exemplary embodiments of the invention.

[0105] Referring to FIG. 7, the authorization dashboard or controls window 700
may include information fields provisioned and parsed by for example a cloud client
(or tenant) 701 and may include users 702, roles 703, authentication realms 704,
authentication types 705, instrumented service hosts (or target platforms) 706,
service realms 707, identified and attested applications 708, product versions 709
and/or product vendors 710.

[0106] The authorization dashboard 700 for each cloud client 701 may include a
plurality of policy components (or rules) for defining a policy (or rule set) for the user
702, a plurality of users, roles 703 or a plurality of roles and an attested application
instance 707:708. The dashboard 700 may include administrative controls (not
shown) to create filters for perspective views, and issue security alerts based on a
plurality of defined criteria and/or provide companion reporting services. The filters
may enable, for example, filtering of an authenticated user by an authentication type
(or authentication method) 705 for a runtime access control decision. Each row of

the illustrated authorization dashboard 700 includes information fields (e.g.,
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contents) that may represent (or correspond to) a statement of policy created by the
system administrator for the cloud client 701.

[0107] In certain exemplary embodiments, federation of services across different
hosting realms may be displayed such that a user authenticated in one
authentication domain (or realm) may be provisioned with policy based access to an
application hosted in a different target services domain (or realm).

[0108] In certain exemplary embodiments, the attestation broker 102, for
example, may be configured to service requests for application artifacts and
application statements across a plurality of hosting realms.

[0109] Although the integrity and authorization dashboard is shown with specific
information fields and in a particular arrangement, it is contemplated that other
information fields and arrangements are possible and that these dashboards may be
parsed using any one of the information fields to generate a different perspective
view.

[0110] The access control policies created by the system administrator of the
cloud client using the authorization dashboard (or console) may be based on runtime
context-aware logical attributes pertaining to an attested running application instance
such that the contextual information for the attestation may include the runtime local

execution context and an introspected security context. There are no physical
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constraints wherein rules may require network topology based static attributes,
including at least one of: an |IPv4/IPv6 address, a port number, a MAC address, a
network identifier, a subnet, a VLAN identifier, or combinations or variants thereof.
[0111]  Although various embodiments have been described in terms of creating
context-aware policies in a cloud environment, it is not limited thereto. The methods
may be carried out, for example, between any numbers of computer systems
maintaining secure transactions among themselves.

[0112] FIG. 8 is a flowchart illustrating a method 800 in accordance with various
exemplary embodiments.

[0113] Referring to FIG. 8, the method 800 may provide an attestation service or
broker 109 for an application at runtime executing on a computing platform 101 using
an attestation server 109. At block 810, the attestation server 109 remote from the
computing platform 101 may receive: (1) a runtime execution context 105 indicating
attributes of the application at runtime, and (2) a security context 111 providing
security information about the application. At block 820, the attestation server 109
may generate a report 117 indicating security risks associated with the application
based on the received runtime execution context 105 and the received security
context 111, as an attestation result. At block 830, the attestation server 109 may

send the attestation result associated with the application.
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[0114] In certain exemplary embodiments, at block 830, the attestation server 109
may also send an automated remediation request to a collaboration service 110 (for
example, an orchestration service) to initiate operations on an instrument4ed
platform 100 (for example, to reimage, snapshot or quarantine the instrumented
platform) based on the attestation result associated with one or more applications
(103, 104).

[0115] In certain exemplary embodiments, the attestation server 109 may
generate an application artifact 108 as a reference for changes in a subsequent
execution context 105 and may send the generated application artifact 108 such that
subsequent changes to the runtime execution context 105 are tracked based on the
generated application artifact 108.

[0116] In certain exemplary embodiments, the attestation results and the
application artifact 108 may be digitally signed.

[0117] In certain exemplary embodiments, the received security context 111 may
be an introspective security context and the attestation server 109 may generate one
or more security assertions that pertain to the received runtime execution context
105 and the received introspective security context 111.

[0118] In certain exemplary embodiments, a user’s transaction with the

application may be controlled by applying a set of authorization rules in accordance
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with the attestation results. In these and other exemplary embodiments, a user’s
network access to the application may be controlled based on the set of
authorization rules and the attestation results.

[0119] In certain exemplary embodiments, confidence metrics in the attestation
results may be provided which indicate a level of security risk by different
classifications such that a restriction on a user’s transaction with the application may
be applied based on the level of security risk indicated by the confidence metrics in
the attestation results.

[0120] In certain exemplary embodiments, the restriction on the user’s transaction
may include the application of routing decisions and the redirection of the user to an
alternate computer platform.

[0121] FIG. 9 is a flowchart illustrating a method 900 in accordance with various
exemplary embodiments.

[0122] Referring to FIG. 9, the method 900 may provide an attestation service for
an application at runtime executing on a computing platform 101 using a runtime
monitor 102. At block 910, the runtime monitor 102 at the computing platform 101
may generate a runtime execution context 105 indicating attributes of the application
at runtime. At block 920, the runtime monitor 102 may send the runtime execution

context 105 to the attestation server 109. At block 930, the runtime monitor may
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receive an application artifact 107 for tracking subsequent changes to the runtime
execution context 105. At block 940, the runtime monitor 102 using an application
artifact 107 may update and may send the runtime execution context 105, as an
updated execution context, responsive to the attributes of the application indicating a
change.

[0123] In certain exemplary embodiments, the generation of the runtime
execution context 105 may include the runtime monitor 102 inspecting running
application processes on the computing platform 101 and generating metadata that
includes at least a local runtime execution context.

[0124] FIG. 10 is a flowchart illustrating a method 1000 in accordance with
various exemplary embodiments.

[0125] Referring to FIG. 10, the method 1000 may provide mutual attestation for
first and second interrelated applications 500 and 501 at runtime using an attestation
server 502. The first application 500 may run on a first computing platform 530 and
the second application 501 may run on a second computing platform 531. At block
1010, the attestation server 502 remote from the first and second computing
platforms 530 and 531 may receive a first runtime execution context 506 of the first
application 500 indicating attributes of the first application 500 at runtime and a

second runtime execution context 504 of the second application 501 indicating
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attributes of the second application 501 at runtime. At block 1020, the attestation
server 502 may generate: (1) a first report 515 indicating security risks associated
with the first application 500 based on the received first runtime execution context
506, as a first attestation result; and (2) a second report 511 indicating security risks
associated with the second application 501 based on the received second runtime
execution context 504, as a second attestation result. At block 1030, the attestation
server 502 may send the first attestation result associated with the first application
500 to the second computing platform 531 and the second attestation result
associated with the second application 501 to the first computing platform 530 for
mutual attestation.

[0126] In certain exemplary embodiments, a web browser may render an icon
indicating that the first attestation result has been sent and responsive to user
selection of the icon, may render the attestation result about the first application
which is a web application accessed via the web browser.

[0127] In certain exemplary embodiments, the attestation server 502 may
generate a first application artifact 507 as a reference for changes in a subsequent
execution context of the first application 500 and a second application artifact 505 as
a reference for changes in a subsequent execution context of the second application

501; and may send the generated application artifacts 507 and 505 such that
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subsequent changes to the first and second runtime execution contexts 506 and 504
may be tracked in the first and second interrelated applications 500 and 501 based
on the generated first and second application artifacts 507 and 505, respectively.
[0128] In certain exemplary embodiments, access by a requestor, for example a
user 115, to the first application 500 may be controlled based on the first attestation
results and independently based on the second attestation results.

[0129] FIG. 11 is a flowchart illustrating a method of providing attestation of a
running application in accordance with various exemplary embodiments.

[0130] Referring to FIG. 11, the method 1100 may provide attestation of a running
application (e.g., web or non-web applications). At block 1110, the attestation server
402 may register subscriptions for a plurality of subscribers 412 or users 300 for
context change notifications 408 of the running application. At block 1120, the
attestation service or server 402 may generate assertions about the running
application. At block 1130, the attestation service or server 402 may send to the
plurality of subscribers 412 or users 300, the assertions of the running application in
response to reception of the context change notification 408. The assertions may
include at least confidence metrics indicating a level of security risk of the running

application.
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[0131] FIG. 12 is a flowchart illustrating a method 1200 in accordance with
various exemplary embodiments.

[0132] Referring to FIG. 12, the method 1200 may provide mutual attestation of
applications in client-server or peer-to-peer transactions using an attestation server.
At block 1210, the attestation server 502 may generate (1) a first application artifact
507 for tracking changes in a runtime execution context 506 associated with a client
530 in the client-server transaction, and (2) a second application artifact 505
associated with a server 531 in the client-server transaction. At block 1220, the
attestation server 502 may send the first application artifact 507 to the client 530 and
the second application artifact 505 to the server 531. At block 1230, the first and
second application artifacts 507 and 505 may be exchanged such that the client 530
and the server 531 each have the first and second application artifacts 507 and 505
to mutually track changes in runtime execution contexts 506 and 504 associated with
the client 530 and the server 531 for client server transactions.

[0133] Although a client-server transaction between a client and a server is
shown, it is contemplated that mutual attestation may be provided by an attestation
server between first and second peers or among first, second and/or further peers in

a peer-to-peer environment.
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[0134] FIG. 13 is a flowchart illustrating a method 1300 in accordance with
various exemplary embodiments.

[0135] Referring to FIG. 13, the method 1300 may provide mutual attestation of
applications in client-server or peer-to-peer transactions using an attestation server.
At block 1310, the attestation server 502 may generate and send a first application
artifact 507. At block 1320, the attestation server 502 may receive and validate from
a server 531 in the client-server transaction, the first application artifact 507 sent by
the attestation server 502 to a client 530 in a client server transaction. At block
1330, the attestation server 502 may generate and send application statements 511
and 515 to the client 530 and the server 531 about interrelated applications 500 and
501 used in the client-server transaction. For example, the sending of the
application statements 511 and 515 to the client 530 and the server 531 may
include: sending by the attestation server 502: (1) the application statement 511
regarding a client application 500 of the interrelated applications 500:501 to the
server 531 of the client-server transaction and the application statement 515
regarding a server application 501 of the interrelated applications 500:501 to the
client 530 of the client-server transaction.

[0136] In certain exemplary embodiments, the attestation server 502 may

generate and send a second application artifact 505, may receive the second
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application artifact 505 from a client 530 in the client server transaction and may
validate the second application artifact 505 sent by the attestation server 502 to a
server 531 in a client server transaction.

[0137] In certain exemplary embodiments, a method of providing attestation
services for applications at runtime may include one or more of the following steps:
hosting, by an instrumented target platform, a target user or service program;
generating, by an application attestation service: (1) a globally unique, opaque, time-
sensitive application artifact; and (2) at least one application statement including a
plurality of assertions pertaining to an inspection based runtime local execution
context and an introspection based security context; inspecting, by a runtime
monitor, running application processes on the instrumented target platform;
generating, by the runtime monitor, metadata that includes at least the runtime local
execution context; authenticating, by an identity provider, a user to a web
application; providing an attestation of the local execution and introspected security
context of the web application based on a web services request; controlling, by a
network access enforcer, access of an authenticated user to a target application
using a subscription based application attestation service; and/or providing, by a
collaboration service, the introspected based security context for the target

application running on the instrumented target platform.
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[0138] In certain exemplary embodiments, a method for providing attestation of
the authenticity of a running web application or web servlet may include one or more
of the following steps: requesting an application artifact for a running web
application or servlet instance; establishing a secure channel between the web
server and the attestation server; generating at least one hash file digest
corresponding to the execution context of the web application or servlet instance;
determining at least one file attribute corresponding to at least one element or the
execution context of the web application or web servlet instance; sending an
application report to an identity provider; generating assertions based on a received
security context and a received local execution context; transmitting confidence
metrics in the report to the identity provider; and/or providing attestation of the
running web application or web servlet as a digital icon for rendering by a web
browser.

[0139] In certain exemplary embodiments, the attestation may be provided prior
to (1) commencing any data exchange in an established connection with a user;
and/or (2) establishing a network connection with a user.

[0140] In certain exemplary embodiments, the rendering of attestation information

about a web application to be accessed may be responsive to user input.
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[0141] In certain exemplary embodiments, a system for continuously monitoring
running applications hosted on self-managed and on-premise, or on outsourced
service provider managed infrastructure may include one or more of the following:
an instrumented target platform for hosting a target user or service program; an
application attestation service for generating a globally unique, opaque, and time-
sensitive application artifact and application statements including a plurality of
assertions pertaining to inspection based runtime local execution context and
introspection based security context; a runtime monitor for discovering, identifying
and inspecting running application processes on the instrumented target platform
and for generating metadata that includes at least the runtime local execution
context; a collaboration service to provide introspected security context for a target
application running on the instrumented target platform; and/or a graphical user
interface for: (1) requesting and receiving dynamic assertions from a metadata
repository of the attestation service, the dynamic assertions pertaining to the local
execution context the introspected security context of running application instances
on instrumented target platforms; (2) for continuously displaying the dynamic
assertions to a system administrator; and for provisioning and dispatching alerts

based on the dynamic assertions and predefined criteria.
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[0142] In certain exemplary embodiments, the network access enforcer may
subscribe for and receives dynamic application statements from the attestation
service to analyze the contextual assertions and to determine whether an
authenticated user is permitted or denied network access to an attested application
instance.

[0143] In certain exemplary embodiments, the graphical user interface may
display the applications running on instrumented target platform on a client specific
dashboard or portal, and may present for each associated application execution
context at least one of: (1) a service hostname; (2) a service realm; (3) a service
principal name; (4) a product version; (5) product vendor; (6) one or more
classifications based confidence metrics; or (7) an active network service port.
[0144] In certain exemplary embodiments, the identity provider may query for
dynamic application statements from the attestation server to analyze the contextual
assertions and to determine whether an authenticated user is permitted or denied
authorization to transact data exchanges with an attested application instance in an
established connection.

[0145] In certain exemplary embodiments, the network access enforcer may
analyze classifications based confidence metrics included in received dynamic

application statements, based on a subscription, from the attestation service to
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determine whether an authenticated user is permitted or denied network access to
an attested application instance.

[0146] In certain exemplary embodiments, the identity provider may analyze
classifications based confidence metrics included in received dynamic application
statements, based on a subscription, from the attestation service to determine
whether an authenticated user is permitted or denied authorization to transact data
exchanges with an attested application instance in an established connection.
[0147] In certain exemplary embodiments, a method for creating context-aware
policies for network connections or data exchange transactions between
authenticated users and attested running applications hosted on self-managed and
on-premise, or on outsourced service provider managed infrastructures may include
one or more of the following steps: hosting, by an instrumented target platform, a
target user or service program; generating, by an application attestation service, a
globally unique, opague, and time-sensitive application artifact and application
statements comprising of a plurality of assertions pertaining to inspection based
runtime local execution context and introspection based security context;
discovering, identifying and inspecting, by a runtime monitor, running application
processes on the instrumented target platform generate, by a runtime monitor,

metadata that includes at least the runtime local execution context; authenticating,
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by an identity provider, a user to a web application based on a web services request
to provide attestation of the local execution and introspected security context of the
web application; controlling, by a network access enforcer, access of an
authenticated user to a target application using the application attestation service
that is subscription based; providing, by a collaboration service, an introspected
security context for the target application running on the instrumented target
platform; and/or creating, using a graphical user interface, access control rules for
users annotated by a distinguished name in a user directory or database, and
applications annotated by a registered globally unique security principal name.
[0148] In certain exemplary embodiments, context-aware access control policies
may be created that stipulate acceptable thresholds for authorizations on the basis of
dynamic classifications based confidence metrics.

[0149] Although exemplary embodiments have been described in terms of a
computing device or instrumented platform, it is contemplated that it may be
implemented in software on microprocessors/general purpose computers such as
the computer system 1400 illustrated in FIG. 14. In various embodiments, one or
more of the functions of the various components may be implemented in software
that controls a computing device, such as computer system 1400, which is described

below with reference to FIG. 14.
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[0150] Aspects of the present invention shown in FIGS. 1-13, or any part(s) or
function(s) thereof, may be implemented using hardware, software modules,
firmware, non-transitory computer readable media having instructions stored
thereon, or a combination thereof and may be implemented in one or more computer
systems or other processing systems.

[0151] FIG. 14 illustrates an example computer system 1400 in which
embodiments of the present invention, or portions thereof, may be implemented as
computer-readable code. For example, network systems 150, 250, 340, 450 and
550 of FIGS. 1-5, can be implemented in computer system 1400 using hardware,
software, firmware, non-transitory computer readable media having instructions
stored thereon, or a combination thereof and may be implemented in one or more
computer systems or other processing systems. Hardware, software, or any
combination of such may embody any of the modules and components used to
implement the network systems of FIGS. 1-5.

[0152] If programmable logic is used, such logic may execute on a commercially
available processing platform or a special purpose device. One of ordinary skill in
the art may appreciate that embodiments of the disclosed subject matter can be
practiced with various computer system configurations, including multi-core

multiprocessor systems, minicomputers, mainframe computers, computers linked or
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clustered with distributed functions, as well as pervasive or miniature computers that
may be embedded into virtually any device.

[0153] For instance, at least one processor device and a memory may be used to
implement the above described embodiments. A processor device may be a single
processor, a plurality of processors, or combinations thereof. Processor devices
may have one or more processor “cores.”

[0154] Various embodiments of the invention are described in terms of this
example computer system 1400. After reading this description, it will become
apparent to a person skilled in the relevant art how to implement the invention using
other computer systems and/or computer architectures. Although operations may be
described as a sequential process, some of the operations may in fact be performed
in parallel, concurrently, and/or in a distributed environment, and with program code
stored locally or remotely for access by single or multi-processor machines. In
addition, in some embodiments the order of operations may be rearranged without
departing from the spirit of the disclosed subject matter.

[0155] Processor device 1404 may be a special purpose or a general purpose
processor device. As will be appreciated by persons skilled in the relevant art,
processor device 1404 may also be a single processor in a multi-core/multiprocessor

system, such system operating alone, or in a cluster of computing devices operating
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in a cluster or server farm. Processor device 1404 is connected to a communication
infrastructure 1406, for example, a bus, message queue, network, or multi-core
message-passing scheme.

[0156] Computer system 1400 also includes a main memory 1408, for example,
random access memory (RAM), and may also include a secondary memory 1410.
Secondary memory 1410 may include, for example, a hard disk drive 1412,
removable storage drive 1414. Removable storage drive 1414 may comprise a
floppy disk drive, a magnetic tape drive, an optical disk drive, a flash memory, or the
like.

[0157] The removable storage drive 1414 reads from and/or writes to a
removable storage unit 1418 in a well known manner. Removable storage unit 1418
may comprise a floppy disk, magnetic tape, optical disk, etc. which is read by and
written to by removable storage drive 1414. As will be appreciated by persons
skilled in the relevant art, removable storage unit 1418 includes a non-transitory
computer usable storage medium having stored therein computer software and/or
data.

[0158] In alternative implementations, secondary memory 1410 may include other
similar means for allowing computer programs or other instructions to be loaded into

computer system 1400. Such means may include, for example, a removable storage
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unit 1422 and an interface 1420. Examples of such means may include a program
cartridge and cartridge interface (such as that found in video game devices), a
removable memory chip (such as an EPROM, or PROM) and associated socket, and
other removable storage units 1422 and interfaces 1420 which allow software and
data to be transferred from the removable storage unit 1422 to computer system
1400.

[0159] Computer system 1400 may also include a communications interface
1424. Communications interface 1424 allows software and data to be transferred
between computer system 1400 and external devices. Communications interface
1424 may include a modem, a network interface (such as an Ethernet card), a
communications port, a PCMCIA slot and card, or the like. Software and data
transferred via communications interface 1424 may be in the form of signals, which
may be electronic, electromagnetic, optical, or other signals capable of being
received by communications interface 1424. These signals may be provided to
communications interface 1424 via a communications path 1426. Communications
path 1426 carries signals and may be implemented using wire or cable, fiber optics,
a phone line, a cellular phone link, an RF link or other communications channels.

[0160] In this document, the terms “computer program medium,” “non-transitory

computer readable medium,” and “computer usable medium” are used to generally
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refer to media such as removable storage unit 1418, removable storage unit 1422,
and a hard disk installed in hard disk drive 1412. Signals carried over
communications path 1426 can also embody the logic described herein. Computer
program medium and computer usable medium can also refer to memories, such as
main memory 1408 and secondary memory 1410, which can be memory
semiconductors (e.g. DRAMSs, etc.). These computer program products are means
for providing software to computer system 1400.

[0161] Computer programs (also called computer control logic) are stored in main
memory 1408 and/or secondary memory 1410. Computer programs may also be
received via communications interface 1424. Such computer programs, when
executed, enable computer system 1400 to implement the present invention as
discussed herein. In particular, the computer programs, when executed, enable
processor device 1404 to implement the processes of the present invention, such as
the stages in the methods illustrated by the flowcharts 800, 900, 1000, 1100, 1200
and 1300 of FIGS. 8-13, discussed above. Accordingly, such computer programs
represent controllers of the computer system 1400. Where the invention is
implemented using software, the software may be stored in a computer program
product and loaded into computer system 1400 using removable storage drive 1414,

interface 1420, and hard disk drive 1412, or communications interface 1424.
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[0162] Embodiments of the invention also may be directed to computer program
products comprising software stored on any computer useable medium. Such
software, when executed in one or more data processing device, causes a data
processing device(s) to operate as described herein. Embodiments of the invention
employ any computer useable or readable medium. Examples of computer useable
mediums include, but are not limited to, primary storage devices (e.g., any type of
random access memory), secondary storage devices (e.g., hard drives, floppy disks,
CD ROMS, ZIP disks, tapes, magnetic storage devices, and optical storage devices,
MEMS, nanotechnological storage device, etc.), and communication mediums (e.g.,
wired and wireless communications networks, local area networks, wide area
networks, intranets, etc.).

[0163] It is to be appreciated that the Detailed Description section, and not the
Summary and Abstract sections, is intended to be used to interpret the claims. The
Summary and Abstract sections may set forth one or more but not all exemplary
embodiments of the present invention as contemplated by the inventor(s), and thus,
are not intended to limit the present invention and the appended claims in any way.
[0164] Embodiments of the present invention have been described above with the
aid of functional building blocks illustrating the implementation of specified functions

and relationships thereof. The boundaries of these functional building blocks have
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been arbitrarily defined herein for the convenience of the description. Alternate
boundaries can be defined so long as the specified functions and relationships
thereof are appropriately performed.

[0165] The foregoing description of the specific embodiments will so fully reveal
the general nature of the invention that others can, by applying knowledge within the
skill of the art, readily modify and/or adapt for various applications such specific
embodiments, without undue experimentation, without departing from the general
concept of the present invention. Therefore, such adaptations and modifications are
intended to be within the meaning and range of equivalents of the disclosed
embodiments, based on the teaching and guidance presented herein. It is to be
understood that the phraseology or terminology herein is for the purpose of
description and not of limitation, such that the terminology or phraseology of the
present specification is to be interpreted by the skilled artisan in light of the teachings
and guidance.

[0166] Although the invention is illustrated and described herein with reference to
specific embodiments, the invention is not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope

and range equivalents of the claims and without departing from the invention.
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What is claimed is:

1. A method of providing an attestation service for an application at
runtime executing on a computing platform using an attestation server, comprising:
receiving, by the attestation server remote from the computing platform:
a runtime execution context indicating attributes of the application at
runtime; and
a security context providing security information about the application;
generating, by the attestation server, a report indicating security risks
associated with the application based on the received runtime execution context and
the received security context, as an attestation result; and
sending, by the attestation server, the attestation result associated with the

application.

2. The method of claim 1, further comprising:

generating, by the attestation server, an application artifact as a reference for
changes in a subsequent execution context; and

sending the generated application artifact such that subsequent changes to
the runtime execution context are tracked based on the generated application

artifact.

3. The method according to claim 2, further comprising digitally signing the

attestation results and the application artifact.
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4. The method of claim 1, wherein the received security context is an

introspective security context.

5. The method of claim 1, wherein the generating of the report indicating
security risks associated with the application includes generating, by the attestation
server, one or more security assertions that pertain to the received runtime execution

context and the received introspective security context.

6. The method according to claim 1, further comprising authenticating the

application using a plurality of collaboration services.

7. The method according to claim 1, further comprising controlling a
user’s transaction with the application by applying a set of authorization rules in

accordance with the attestation results.

8. The method according to claim 1, further comprising controlling a
user’s network access to the application by applying a set of authorization rules in

accordance with the attestation results.

9. The method according to claim 1, further comprising providing
confidence metrics in the attestation results indicating a level of security risk by

different classifications such that a restriction on a user’s transaction with the
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application are applied based on the level of security risk indicated by the

confidence metrics in the attestation results.

10.  The method according to claim 9, wherein the application of the
restriction on the user’s transaction includes applying the restriction on the user's

network access to the application.

11.  The method according to claim 1, wherein the application of the
restriction on the user’s transaction includes applying routing decisions and

redirecting the user to an alternate computer platform.

12. The method according to claim 1, further comprising controlling, by a
network access enforcer, access of a user to the application based on the attestation

result.

13. A non-transitory computer readable medium having instructions stored
thereon that, if executed by a computing device, cause the computing device to
perform operations for providing mutual attestation of applications in client-server or
peer-to-peer transactions using an attestation server, the operations comprising:

generating and sending, by the attestation server, a first application artifact;

receiving and validating, by the attestation server from a server in the client

server transaction or from a first peer in the peer-to-peer transaction, the first
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application artifact sent by the attestation server to a client in a client server
transaction or to a second peer in the peer-to-peer transaction;
generating and sending application statements to the client and the server or
the first and second peers about interrelated applications used in the client-server or

peer-to-peer transactions.

14.  The computer readable medium of claim 13, the operations further
comprising:

generating and sending, by the attestation server, a second application
artifact;

receiving and validating, by the attestation server from a client in the client
server transaction or from a second peer in the peer-to-peer transaction, the second
application artifact sent by the attestation server to a server in a client server

transaction or to a first peer in the peer-to-peer transaction.

15.  The computer readable medium of claim 14, wherein:
the sending of the application statements to the client and the server or the
first and second peers comprises the following operations:
sending by the attestation server:
the application statement regarding a client application of the
interrelated applications to the server of the client-server transaction and the
application statement regarding a server application of the interrelated

applications to the client of the client-server transaction; or
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the application statement regarding a first peer application of the
interrelated applications to the second peer of the peer-to-peer transaction
and the application statement regarding a second peer application of the
interrelated applications to the first peer of the peer-to-peer transaction; and
determining, based at least in part upon the sent application

statements, whether to transact data exchanges with associated applications.

16. The computer readable medium of claim 15, wherein:
the generating of the application statements includes:
including in the application statements confidence metrics and
contextual assertions; and
the determining whether to transact data exchanges with the associated
applications includes:
comparing respective confidence metrics to a set of rules; and
determining whether to transact data exchange based on the

comparison.

17. A method for providing attestation of the authenticity of a running web
application or web servlet using an attestation server, comprising:

requesting an application artifact for a running web application or servlet
instance;

establishing a secure channel between the web server and the attestation

server;
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generating at least one hash file digest corresponding to the execution context
of the web application or servlet instance;

determining at least one file attribute corresponding to at least one element or
the execution context of the web application or web servlet instance;

sending an application report to an identity provider;

generating assertions based on a received security context and a received
local execution context;

transmitting confidence metrics in the report to the identity provider; and

providing attestation of the running web application or web servlet as a digital

icon for rendering by a web browser.

18. The method according to claim 17, wherein the attestation is provided

prior to commencing any data exchange in an established connection with a user.

19.  The method according to claim 17, wherein the attestation is provided

prior to establishing a network connection with a user.

20. The method according to claim 19, further comprising rendering
attestation information about the web application to be accessed responsive to user

input.
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21. A system for continuously monitoring running applications hosted on
self-managed and on-premise, or on outsourced service provider managed
infrastructure comprising:

an instrumented target platform for hosting a target user or service program;

an application attestation service for:

generating a globally unique, opaque, and time-sensitive application
artifact and application statements including a plurality of assertions pertaining
to inspection based runtime local execution context and introspection based
security context; and

remediating the instrumented target platform, wherein the remediating
includes one or more of: a reimage, a snapshot, or a quarantine of the
instrumented target platform;

a runtime monitor for discovering, identifying and inspecting running
application processes on the instrumented target platform and for generating
metadata that includes at least the runtime local execution context;

a collaboration service configured to:

provide introspected security context for a target application running on
the instrumented target platform; and

analyze executable file binaries for the target application running on the
instrumented target platform; and

a graphical user interface configured to:

request and receive dynamic assertions from a metadata repository of

the attestation service, the dynamic assertions pertaining to the local
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execution context the introspected security context of running application
instances on instrumented target platforms;
continuously display the dynamic assertions to a system administrator;
and
provision and dispatch alerts based on the dynamic assertions and

predefined criteria.

22. The system according to claim 21, wherein a network access enforcer
subscribes for and receives dynamic application statements from an attestation
service to analyze the contextual assertions and determine whether an authenticated

user is permitted or denied network access to an attested application instance.

23. The system according to claim 21, wherein the graphical user interface
displays the applications running on instrumented target platform on a client specific
dashboard or portal, and presents for each associated application execution context
at least one of:

a service hostname;

a service realm;

a service principal name;
a product version;

a product vendor;

one or more classifications based confidence metrics;
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an active network service port; or

executable file binaries.

24. The system according to claim 21, further comprising an identity
provider that queries for dynamic application statements from the attestation server
to analyze the contextual assertions and to determine whether an authenticated user
is permitted or denied authorization to transact data exchanges with an attested

application instance in an established connection.

25. The system according to claim 21, further comprising a network access
enforcer that analyzes classifications based confidence metrics included in received
dynamic application statements, based on a subscription, from an attestation service
to determine whether an authenticated user is permitted or denied network access to

an attested application instance.

26. The system according to claim 21, wherein an identity provider
analyzes classifications based confidence metrics included in received dynamic
application statements, based on a subscription, from an attestation service to
determine whether an authenticated user is permitted or denied authorization to
transact data exchanges with an attested application instance in an established

connection.
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ABSTRACT OF THE DISCLOSURE

An instrumented machine or platform having a target application thereon is
disclosed. An attestation service may generate an application artifact having
associated therewith a name and an application statement having at least one of a
plurality of attribute value assertions describing the examined runtime local execution
and introspection based derived security context. The application statements may
represent the level of contextual trustworthiness, at near real time, of a running
application on the instrumented target platform. A runtime process and network
monitor may examine the local runtime execution context of the target application,
and an identity provider may authenticate a user to the web application based on a
web services query for attestation of the target application. A physical or logical
authorization service may control access of an authenticated user to the target
application, based on a dynamic application statement and multi-factor application

attestation issued by the attestation service.
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Doce Code: Oath

Document Description: Oath or declaration filed PTO/SEIT (04-08)
Approved for use through 013172014, OMB 0851-0032

LS. Patentand Trademerk Office; LLS DEFARTMENT OF COMMERCE

Usider the Paperwory Redustion Act of 1835, no parsons are required io respond o & sollsction of information unless it conlsins a vaiid OMS control number.

- DECLARATION FOR UTILITY OR | jlormey Dockes 0079152-000002 N
DESIGN e . .
PATENT APPLICATION First Named inventor | Srinivas KUMAR
(37 CFR 1.83) COMPLETE IF KNOWN
Apptication Nuraber
Qeclaration Eip gmgzr}wr taiitial Filing
i Submitted el 28 Aler e =Hing Dat
4 \i;‘:ﬁn'tfgi OR D Fifing (surcharge g baw
Fm;m e {37 CFR 1.16(0) Art Unit
h required}

\\ Examiner Nama ,,f'

| hereby declare that: (1)} Each invenior's residence, maiting address, and citizenship are as staled below naxt to thair nams;
and {2) | helieve the invenior(s) named below to be the original ang first inventor(s) of the subject matter which is claimed and
for which & patent is sought on the invention titied:

SYSTEM AND METHOD FOR APPLICATION ATTESTATION

{THle of the invention}
the application of which
[v] isattached hereto

OR

[1 was filed on (MM/DDIYYYY) as United Siates Application Number or FCT intemational

Application Number and was amended on (MM/DD/YYYY) {if applicable).

| hereby state that | have reviewed and understand the contents of the above identified apglication, including the claios, as
amended by any amendment specifically referred 1o above.

i acknowledge the duly lo disclose informalion which is matedal to palentability as defined i 37 CFR 1.88, including for
continuation-in-part applications, material information which became available between the filing date of the prior applicatien
and the national or PCT international filing date of the continuation-~in-pan application.

Authorization To Permit Access To Application by Participating Offices

M if checked, the undersigned hereby grants the USPTC authuority to provide the Europesn Patent Office (EPO), the
Japan Fatent Office {JPQ), the Korean infellectual Property Dffice (KIPG), the World inteliectual Praperty Office (WIPD), and
any other intellectual propery offices irr which a foreign application claiming priority 1o the above-identified patent application is
filad aicoess o the above-identificd patent application. See 37 CFR 1.14{c) and {h}). This box should not be checked if the
applicant does not wish the EPQ, JPO, KIPO, WIFG, or other intellectual property office in which a foreign appilication claiming
priority 1o the above-identified patent application is filed to have access to the ahove-identified patent application.

in accordance with 37 CFR 11473}, scoess will be provided to a copy of the above-identified patent application with respect
o 1} the above-identified pateni application-as-fled, 2) any foreign application 1o which the above-identifien paterti application
claims pricrity undar 35 U.B.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of

37 CFR 1.585 has been filed in the above-identified patent application; and 3} anv U.8. application-as-filed! from which benefitis
sought in the above-ideniified patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerming the date of filing the Authorization {o
Farmit Access (o Application by Participaling Offices

Page 1 of 3
This zollection of information is réquired by 358 L.5.C. 115 and 87 CFR 1 ,E‘n‘g Trgws im’orm:-gtion is required to obtain or retain 2 benafit by the public which i o file {(anas
by the LISPTO to processy an epplication, Configentiality is governed by 3% U8 .C. 122 and 37 CFR 111 and 1.14. This collection is estimated to taks 21 minutes io
complete, indiuding gathanng, preparing, and submitting the complated application form to the USFTO. Time will vary depending upon the individual case. Any
ommenis on the amournt of time you requirg to complete this fomm andios suggestions for rsgucing this burden, shouid be sent to the Chief tion Qfficer, LES.
Paient and Tradermnark Office. U8, Geparmument of Commerce, P.Q. Box 1450, Alexandria, VA Z2312-1355. B0 NOT SEND FEES DR COMPLETED FORMS TD
THIS ADDRESS. SEND TO: Commissioner for Patans, F.O. Hox 1450, Alexandria, VA 22313~1440.

if you nesd assistance in complating the foam, cal 1-600-PTO-8159 and salest pption %

IPR2023-01464
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PTO/SERT (R4-06)

Approvas for use through DU31/2074. OMB 06510032

11.8. Patent and Trademark Office: 1LS. DEFARTMENT GF COMMERCE

Under the Paperwark Reduction Act of 1985, ne parsons are reguired 1o respond te a caitection of informetion’ uniess it contains 2 valid OME control number,

- ~

DECLARATION — Utility or Design Patent Application
\_ S/

Claim of Foreign Priority Benefits

| mereby claim foreign priority benefils under 35 US.C. 148(a-) or {f}. or 385(b} of any foreign application{s) for patent,
inventors or plant breeder's rights centificatels), or 365(a) of any PCT intemational application which designated at feast one
country other than the United States of America, listed below and have aiso identified below, by checking the box, any foreign
application for patent, inventor's or plant breeder’s rights certificatels), of any PCT intermational application having a fiing dale
hefora that of the appiication on whish pridly is claimed.

Prior Fareign Application c ; Foregign Filing Date Priority Cartified Copy Attached?
Nuniat(s) oumry (NMM/DDYYYY) Not Clamed YES NO

L L n

[Fage 2 of 3]
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PTOISEINT (D4-D8)

Approved for yse through 01/31/2014, OMB 08510032

U.S. Palent and Trademark Office; LS. DERPARTMENT OF CIOMMERCE

Lnder the Paparwork Reduction Ant of 1585, no persons are required Yo respand to a callection of infurmation untess iLcontaing a valid DMB conteod number,

~
S

DECLARATION — Utility or Design Patent Application

Direct all L——, The address D Correspondence

1 iated wi OR
correspondence o ¥/j associate :"”h 2 1 839 addrass below
Customer Number:

Name

Agdress

City State Zip

Couniry Telephone Email

WARNING;
Petitioner/applicant is caulionsd 1o avoid submitling personal information in documents filed in a patent application that may
contribule fo identity thelt. Personad information such as sockal seourity numbers, bank account numbers, or credit card nuimbars
{othar than a chack or cradit card authorization form PTO-2038 submitted for payment purposes) is never required by the
USPTO to support 2 petition or an application. {f this type of personal information is included in documents subrmiited to the
USPTO, petitioners/applicants should considar redacting such personal information from the documents tefore submitting them
10 the USPTO. Petitioner/applicant is advised that the record of a patant application is available to the public after publication of
the apgiication {unlass a nan-publication request in compliance with 37 CFR 1.213(a) is made in the appiication) or issuance of
a patent. Furthermore, the record from an abandoned application may alse be available o the public if the application is
referenced in a published application or an jssued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 subrnitled for payment purposes are not ratained in the application file and therefore are not publicly available.
Petitionerapplicant is-advised that documents which form the record of a patent application (such as the PTO/SB/N1 ) are placed
into the Privacy Act systern of records DERFARTMENT OF COMMERCE, COMMERCE-PAT-7, System name: Patent Apglication
Fites. Dacumenis not retained in an application file {such as the PTO-2038) are placed o the Frivacy Act system of
COMMERCE/PAT-TM-10, Systern name: Deposit Accounts and Elsctronic Funds Transfer Profiles.

I hereby declare that all statements made barein of ry own knowiedge are frue and that all statements made oo informalion and
baiief are believed 10 be true; and furthar that thesa statemants were made with the knowledga thal willful false stalemeants and
the ke s¢ made are punishable oy fine or imorisonment, or both, under 18 U.8.C. 1007 and that such willful false siatements
may jeopardize the validity of the application or any patent issued thereon.

HAME OF SOLE OR FIRST INVENTOR: D A petition has been filed for this unsignad inventor
Given Name (first and nuddle [if any]) Family Name or Surname

Srinivas KUMAR

inventor's Signature

Diate

Lo

Country Citizatship

USA USA

Residence: City

Cupertino
bailing Address

10926 Northridge Square

City State Zip Courntry
Cupertino CA 95014 USA
3 Additional inventors of & legal representative are heing named an the 1 supplermenisl sheel(s) FTQ/SBAZA or Q2LR sitached hereto

[Page 3 of 3]
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PTOSBO2A (U707
Approved fur uss threugh 01/31/2014. OMB 0861-0032
11 8. Patent and Trademark Office; U8, DEPARTMENT OF COMMERCE

iinder the Paperwark Reduction Aot of 1888 no persons are required to res

OME cantrol umber.
ADDITIONAL INVENTOR(S)
Supplemental Shest

DECLARATION

of 2 .

D A petition has been tiled for this phsigited inventor

Name of Additional Joint fnventor, if any:

Given Natie (first and middle (if any) Family Name or Sumame

urudatt SHASHIKUMAR
inventor's § i
Sigriature o Date
Foster City A USA Usas
Rasidence: Uity State Country Citizenshio
818 Plyrriouth Lane
Mailing Address
Faster iy CA {4404 LSA
ity Staie Zip Country
Name of Additional Joint inventor, if any: L._E A patition has been filed for this unsigned invenior

Given Name (first and miggte {if any)) Family Name or Surname

irivenior's

Signaiure Date

Residence: City Siate Country Citizenship
Maiting Address

Clty Staie Zip Country

L

Name of Additional Joint inventor, if any: A petition has been filed for this unsigned inventor

Given Name (first and middie (i any) Family Name of Sumame

invenior's

Signature Liate

Rasidence: Gity State Country Citizenship
Mailing Address

City State Zip Courtey

Tris coliechon of informatian is required by 38 L §.C. 1158 and 37 CFR 1.63. The information is requirad 12 olain or refsin & penelt Dy the public which is lo file
{Bnd By the USPTO to. process) an appication. Confideniislity is govarned by 38 U.8.0. 122 and 37 CFR 1.17 and 1.14, This coltection is sstimated 3¢ take 21
minutes to complate. including gathering, preparing. and submitting the completed apphication form 1o the USPTO. Time wilt vary depending upon the individual
case. Any comments on the amourt of fime you require 1o complete this form andicr suggestions for reducing this burdes, shauld be sant to the Ghief Informghion
Officer, 11,6, Patent and Trademark Office, U.S, Depattment of Commerge, P.O. Rox 1450, Alexandris, VA 22813-1450. DO NOT BEND FEES OR COMPLETED
E0RMS TO THIS ADDRESS SEND TO: Commissioner for Patents, P.O. Box 1456, Alexandriz, VA 223131450

if you need assistance in compieting the form, call 1-800-FTO-3199 {1 -800-786-519Q) and select ogption 2.

IPR2023-01464
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PT/SEIBD {(11-08}
Apmreved for use thraugh 11/30/2011, OMB 0851-D038
U.5. Patert and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Uindar ths Papsrwork Reduction Act of 1995, na parsons are required to respond 1o 8 cofinction of information uniess jt displays 2 vatid OMB contial nusmber.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

N,

%

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under

37 CFR 3.73(b}.
| hereby appoint ]

¥ | Practitioners nssnoiated with the Customer Rumber: 21839

R
{1 practitioner(s} named below (if maore than ten patent practitioners are o be named, then a customer pumber must be usedy

Name Registration

Namsa Registration
Numbar

Numbaear

as atiorney(s) or agenks) lo represent the undersigned before the United States Patent and 1rademark Office ((JSPTC) in sonnection with
any and 3l patent applications assigned only to the undersigned according to the USPTO assignment records ar assignment documents
attached to this form in accordance with 37 CFR 3.73{b}.

Flease change the carrespondence agdress for the application tdentified in the attached statement under 37 CFR 3.73(b) to:

D The address associated with Customar Number:

OR

D Firm or
individual Mame

Address

City l Stale

Country

Telephone Ernail

Assignes Name and Address:

TAASERA, INC.
1030 State Straet, Erle. Pennsylvania 16501

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SBI96 or equivalent) is required to be
fiied o each apphication in which this fonm is used. The statement under 37 CFR 3.73(b) may be completed by one of
ihe practitioners appointed in this form if the appointed practitioner is authorized to act on behaif of the assignee,
and must identify the application in which this Power of Attomey is to he filed.

SIGNATURE of Assignee of Record

The individual whose signatee and title is supplied below is authorized to ant on bebalf ot the assignes
Signaﬁlfe o SAAS Y Date “'}“\“ E‘ t\ % :‘ y § \.::?\:v
pame Srinivas Kumar Telaphonia 408-768-4814
Titie Chief Technology Officer

Thie collecion of imormation 1€ required by 37 CER 1 31, 1.32 and 1.33. The mformation is required ta Sbtain or retain.a benefit by the public which is o file fand
by the USETO to process; an applicatan  Confidentiality is governed Ry 35 138.0. 122 and 37 OFR 1.11 end 1,14, This collection is astimated (o take 3 minutes
s compiets, induding gathering, preparing, and submitling the completad spplication formt 1o the USPTO  Time wifivary depending upom the individual case. Any
somments of the amourt o sme you require to complete this form andior suggestions fo¢ reducing this burden, shoulgd be sent 1o the Thiel information Cfficer,
0.5, Patent and Trademars Office, U.S. Depatment of Commerce, P.O. Box 1450, Alexandria, VA  23313-1450. DO NOT SEND FEES OR COMPLETED
FORMS 7D THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, WA 22313-1450.

if you nead assistance in completing the form, call 1-800-FTQ-318¢ and select opticn 2.
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 13399065 Document Date: 2/17/2012
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