
1242 IBICE TRANS.INF. & SYST., VOL.E91-D, NO.5 MAY 2008

 
[INVITED PAPER_Special Section on information and Communication System Security

Integrity ManagementInfrastructure for Trusted Computing

  

Seiji MUNETOH*™, Megumi NAKAMURA‘,Sachiko YOSHIHAMA‘, Nonmembers,

SUMMARY~Computer security concerns have been rapidly increasing
because of repeated security breaches and leakagesof sensitive personal
information. Such security breaches are mainly caused by an inappropriate
management of the PCs, so maintaining integrity of the platform config-
uration is essential, and, verifying the integrity of the computer platform
and software becomes more significant. To address these problems, the
Trusted Computing Group (TCG)has developed variousspecifications that
are used to measure the integrity of the platform based on hardwaretrust.
In the trusted computing technology,the integrity data of each component
running on the platform is recorded in the security chip and they are se-
curely checked by a remote attestation. The infrastructure working group
in the TCG is trying to define an Integrity Management Infrastructure in
which the Platform Trust Services (PTS) is a new key component which
deals with an Integrity Report. When weuse the PTSin the target platform,
it is a service component that collects and measures the runtime integrity
of the target platform in a secure way. The PTS can also be usedto validate
the Integrity Reports. We introducethe notion of the Platform Validation
Authority, a trusted third party, which verifies the composition of the in-
tegrity measurement of the target platform in the Integrity Reports. The
Platform Validation Authority complementsthe role of the current Certifi-
cate Authority in the Public Key Infrastructure which attests to the integrity
of the user identity as well as to related artifacts such as digital signatures.
In this paper, we cover the research topics in this new area, the relevant
technologies and open issues of the trusted computing, and the detail of
our PTS implementation.
key words: trusted computing, integrity management, vulnerability man-
agement

1. Introduction

Currently, security incidents are frequently reported, such
as information leakage of sensitive personal data, swindles
based on phishing sites, password leakage by key-loggers,
zero-day attacks, to name a few. A primary root cause is
malware, involving the installation of malicious software
whichis not recognized by users as being malicious, accord-
ing to the CSI/FBI Computer Crime and Security Survey
2006 [1]. For example, an unsuspecting user may invoke an
executablefile attached to email sent by an attacker, which
installs a malicious key-logger into the operating system,
and whichthen stealthily transmits any typed passwords to
a remote site. Thus such cunning malware sneaks valuable
information out of an enterprise’s network firewall and in-
trusion detection systems once considered to be effective
enoughto protect the IT environment.

To prevent such incidents from happening, various 
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kinds of security software are available these days, ranging
from intrusion detection systemsto vitus detection tools that
also protect a user’s computing platform from malicious at-
tacks by malware such as BotNetinstallers. However, secu-
rity tools based on software-rooted trust are sometimes not

effective against rootkit and self-evolving malware that hide
themselves and can sneak through the end-pointprotective
mechanismsprovided by the security tools. For example, a
metamorphic viruse which modifies and encrypts virus code
when copying itself is not detectable by protection mech-
anisms using blacklist pattern matching schemes. These
problems are becoming more and morecritical since end-
user devices such as client PCs, PDAs, and smart phones
are playing important roles in the handling and storage of
sensitive business data. The security survey also reports that
virus attacks continue to be the source of the main financial

losses, which amounted to 16 million dollars in 2006 just
among the survey’s respondents.

Public Key Infrastructure (PKI) technology provides
the SSL/TLS authentication scheme whichis used to check

the authenticity of the server and client platform over the
wire. However, the SSL authentication does not necessar-
ily mean that the endpoint platform is uncontaminated and
correctly configured as the users expect. The SSLcertificate
only claims that the public key pair associated with the ses-
sion is certified by a certain Certificate Authority (CA) or
Registration Authority (RA), which implies the authenticity
of the organization (or the owner of the platform) but has
nothing to do with the authenticity or the correctness of the
endpoint platform.

The Trusted Computing Group (TCG)[2] focuses on
these problems using a completely different and innovative
new approach. The TCG’s trust model is hardware-rooted,
based on the existence ofa specific security chip embedded
in the computing platform, and uses a whitelist-based. soft-
ware component verification scheme. The TCG’s trusted
computing technology makesit possible to check the health
of a computing platform (using a technique called Remote
Attestation) in a more secure and trusted manner and to
alert the user wheneverthe platform is contaminated by un-
known software. Using TCG’s Remote Attestation, the in-
tegrity data for each component running on the platform is
recorded in the security chip and securely checked by re-
mote attestation. The infrastructure working sroup in the
TCGis defining an Integrity Management Infrastructure in
which the Platform Trust Services (PTS) is a key new com-
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ponent which deals with the integrity informationofa plat-
form,butthe realistic PTS architecture has not been defined

due to the complexity and variety of the runtime platforms.
In this paper, we introduce the conceptof the Platform

Validation Authority (PVA), a trusted third party which ver-
ifies the composition of each target platform reportedin re-
mote attestations throughthe use of the PTS. The PVA com-
plements the role of the current CA in the PKI by adding
a new feature of platform attestation. We proved techni-
cal feasibility of the PVA and the PTS by proposing novel
schemas for solving open issues in platform integrity vali-
dation.

Therest of this paper is organized as follows. Section 2
reviews related work, and then Sect.3 introduces trusted

- computing and identity managementinfrastructure. Sec-
tion 4 presents the design and implementation of our PTS,
Sect.5 shows same experimentalresults for our prototype.
Section 6 concludes the paper.

2. Related Work

The Aegis system [3] provides secure bootstrapping archi-
tecture on PC systems that maintain an integrity chain from
the lowest trustable layer of a system. Trusted bootstrap is
different from the secure bootstrap, it continuing to boot-
strap even whenthe integrity of the system is compromised,
and defers any decision until when the attestation of plat-
form integrity is challenged.

Several prior projects have introduced use cases for
trusted computing. Sailer et al. [4] uses the integrity mea-
surements and attestations to protect remote access points.
The Trusted Network Connect (TNC)specification [5] of the
TCG defines a a generic network authentication architecture
based on the platform configuration state. The TNC sup-
ports an option to use TPM to measure and report the plat-
form integrity using remote attestation. Terra[6] provides
isolated trusted platforms on top of a virtual machine mon-
itor, and allows attestation by a binary image of each vir-
tual machine, such as virtual disk images, virtual BIOS, and
VM descriptions. The binary attestation approach of Terra
is suitable for closed-architecture platforms such as ATMs
and game boxes. Trusted Virtual Domains[7], [8] proposes
a framework for establishing trusted coalitions based on the
platform integrity information.

The verification of binary attestation has been recog- |
nized as a difficult research problem for years. Haldar et
al. proposed semantic remote attestation [9], in which an
agent on the virtual machine (i.e., the Java VM) attests to
the platform’s state with higher-level properties that express
the behavior of the portal code, rather than low-level in-
tegrity measurements in SHA-1 hash values. Property-based
Attestation [10], [11] proposes an attestation model with a
trusted third party that translates low-level integrity infor-
mation into a set of properties.

WS-Attestation [12] proposes an attestation protocol .
mapping on Web Services protocol, and allows a trusted
third party to issue a security token as a result of the ver-

1243

ification. It also proposes an initial idea for a vulnerability
database used for platform integrity verification, which has
been substantially extendedin this paper.

However, it has been an open issue how to verify the
low-level integrity information of complicated computing
platforms. Our verification mechanism allows more flexibil-

ity and adaptability in verifying the security of PC platforms
that have a larger numberof varieties of running software
components.

3. Trusted Computing and Infrastructure

This section introduces the basic architecture of Trusted

Computing as well as the two main aspects of the support-
ing infrastructure: identity management and integrity man-
agement.

3.1. TCG Security Architecture

The TCG [2] defines a set of industry-standard specifica-
tions for hardware and software to enable trusted computing
among awide variety of computing platforms, such as PCs,
servers, mobile phones, etc. The center of the TCG technol-
ogy is a security module called the Trusted Platform Module
(TPM), which is usually implemented as a tamper-resistant
hardware module. In addition to serving as a cryptographic
co-processor and protected storage for secrets and keys, the
TPM is used to measure and report platform integrity in a
manner that cannot be compromised even-by the platform
ownersor the software running on it. In this section, we re-
view the mechanismsofplatform integrity measurement and
platform integrity reporting (i.e., attestation) in more detail.

3.1.1 Platform Integrity Measurement

Platform integrity measurement consists of multiple phases
of measuring and storing the fingerprints of the hardware
and software components that make up a platform. Integrity

_ Measurementcan be categorized into two types: 1) the TCG |
trusted bootstrap and 2) other integrity measurements. built
on top ofthe trusted bootstrap.

TCG defines the trusted bootstrap process [13], that
comprises an iterative process of “measurement”, loading,
and execution of software components. When the system
is powered-on, the immutable initial bootstrap code (such
as the BIOS boot block) measures the next component and
stores the measurement in the TPM before transferring con-
trol to the next component. In subsequent steps, each soft-
ware component recursively measures the next component
and records the measurements in the TPM,until the oper-
ating system is loaded. The BIOS boot block and the TPM
are called the Core Rootof Trust for Measurement (CRTM),

because they needto betrusted in orderto trust the measure-
ments in the trusted bootstrap.

Each measurement uses a SHA-1 hash value of the bi-
nary image of a component, and stores it into a Platform
Configuration Register. (PCR). PCRs are special purpose
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registers within the TPM which record the integrity mea-
surements, and which are protected from arbitrary modifi-

‘cation. .

The specification requires a minimum of 24 PCRs on
a TPM,but each PCR can store the fingerprints of multi-
ple components using a hash-chain mechanism. That is, a
PCRsupports only an extend operation to update its value;
i.e., When recording a measurement value m into a PCR, the
value m is extended into the PCR, which results in a SHA-1
hash over the concatenation of the current PCR value and
the value m.

PCR} = S HA\(PCR*_,||m)

where the initial PCR value after power-on is PCR; = 9,
n denotes the index of the PCR register, and || denotes a
concatenation.

After the OS is loaded andinitialized in a trusted boot-

strap process, the PCRs will contain some predictable val-
ues, provided that the platform runs a knownset of compo-
nents and they are intact. If any bits of the measured com-
ponents are modified from the originals, such modification
can be detected by checking the PCR values.

The trusted bootstrap provides a basis for platform in-
tegrity measurement, but it does not prove all aspects of
trustworthiness of a system. Various modules and appli-
cation programs that are loaded after the bootstrap process
contribute to the trustworthiness of the platform. Similarly,
even identical OS kernels can have different levels of se-

curity if they have different configuration settings, there-
fore such configuration information needs to be measured.
The Integrity Measurement Architecture [14] supports such
measurements for the Linux’ kernel, and enhancesthe role
of the TPM for measuring not only the static state of a sys-
tem but also the dynamic state. Several proposals have been
made [9], [10], [12] to measure additional states, including
the configuration of the OS, middleware, and applications,
to further enhance the role of TPM to the upperlayers of the
software stack. Care needs to be taken, though,that a tran-
Sitive trust chain is maintained from the CRTMall the way
to the component being measured.

The TPM specification version 1.2 introduced a new
mechanism to support virtual machines, by resetting the
state of PCRs in a special mode, in which the CPU trans-
fers its control to a secure kernel that hosts virtual ma-

chines. With a special instruction in the CPU, the TPM
resets PCR16-23, and then measures integrity of the secure
kernel using PCR17. This mechanism is called the Dynamic
Root of Trust for Measurement (DRTM), in contrast to the
Static Root of Trust for Measurement (SRTM)in the trusted

bootstrap process. An advantage of the DRTMis that it does
not need to trust the BIOS as the CRTM, and removesit

from the transitive trust chain. In the DRTM,only the trust
chain starting from the secure kernel needs to be maintained.

3.1.2 Platform Integrity Reporting

Platform Integrity Reporting, or remote attestation, is a
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mechanism defined in the TCG specification [13] to report
integrity measurements stored in the PCRsin a reliable man-
ner. In the attestation process, the TPM signs the PCR
values and an external 160-bit challenge (such as a nonce.
from a challenger to avoid replay attacks) using an RSA
private key, the confidentiality of which is protected by the
TPM. Theattestation is an atomic, protected operation and
the attestation signature cannot be forged by malicious soft-
ware. Therefore, if the TPM is properly designed and im-
plementedto adhere to the TPM specifications,andthe plat-
form, including the initial bootstrap code, is properly inte-
grated with the TPM,a remote verifier can have confidence

in the integrity measurements reported by the TPM.
The platform may also send additional information in

an attestation, such as the integrity measurementlog, which
includes a list of components loaded on the platform and
measured by the TPM,and how these components are com-
posed. Realistically, verification of a PCR valueis quite dif-
ficult without such supporting information, since each PCR
holds a hash-chain of measurement of multiple components,
and the number of permutations of the hash-chain could be
-exponential. The integrity of the measurementlog can eas-
ily be verified by checking it against the PCR values.

3.2 Identity Management

TCGdefines several types of keys and credentials to prove
the genuineness of each TPM while protecting its privacy.

EK and EK Credential: An Endorsement Key (EK)is an
RSA key unique to each TPM instance. Typically the
EK is generated during the TPM manufacturing pro-
cess, and the private key is protected inside the TPM,
and the TPM manufacturer issues an EK credential to

assert the genuineness of the TPM. However, because
of privacy concerns, the EK is not used directly for
attestation or other purposes, but its use is limited to
proving the genuineness of TPM in the AIK credential
issuance process.

Platform Credential: Typically a platform credential is is-
sued by a platform manufacturer (e.g., PC vendor), to
assert that the design and implementation of the com-
puting platform conforms to the TCG specification,
e.g., the trusted bootstrap process is implemented as
specified. The platform credential associates an EK
credential with a platform.

AIK and AIK Credential: An Attestation Identity Key
(AIK) is an RSA key that is used only for the attesta-
tion. Each TPM maycreate and own an arbitrary num-
ber of AIKs. Each AIK credential asserts that the key
belongs to a genuine TPM,without revealing which in-
stance of the TPM.

A TCGdefines a special Certification Authority called
a Privacy CA whichissuesthe certificates for AIKs. In the 

"Linux is a registered: trademark of Linus Torvalds in the
United States, other countries, or both.
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certification process, the requesting TPM first generates a
pair of AIK, and send its public portion along with the EK
credential and the platform credential to the privacy CA.
The Privacy CA is responsible for verifying these creden-
tials to make sure that the request comes from a genuine
platform with a genuine TPM. The Privacy CA returns the
AIK certificate encrypted with the EK public key, and thus
only the requesting TPM with the genuine EK can decrypt
it. The Privacy CA,asits nameindicates, is also responsible
‘for protecting the privacy of the TPM;i.e., the connection
between the EK and the AIK must be kept secret by the Pri-
vacy CA.

3.3 Integrity Management

Integrity is a core concept in Trusted Computing. The term
“integrity” is used to denote the state of the components
within a computing platform, and the ultimate objective of
Trusted Computing is to ascertain that the components in
a computing platform are in known andtrustworthy states,
and have not been tampered with. (Note, however, that the
TCG’snotion of integrity does not guarantee the correctness
of implementations.)

The TCG specification defines the Integrity Manage-
ment Model (IMM)[15], to create an infrastructure for man-
aging componentintegrity. The IMM,together with the in-
tegrity measurement and reporting capability of TPM,al-
lows verification of the integrity of the components in a
computing platform.

In the TCG specifications, the term “Integrity Measure-
ment” has two meanings. Thefirst is the runtime integrity
measurements on a computing platform with TPM. The sec-
ondis the reference measurements by platform manufactur-
ers. The assertion made by a manufacturer on the compo-
sition of components andtheir integrity metrics (i.c., hash
values) is called the Reference Manifest (RM). The RM is
later compared with the runtime measurementsto verify the
integrity of the platform configuration.

Typically, remoteattestation is used in a protocol where
a requester(i.e., a computing platform with TPM)is seek-
ing some interaction with a relying party (€.g., a service or
an access to some resources), and the relying party needs ~
to trust not only (or not-necessarily) the identity of the re-
quester but the integrity of the computing platform. There-
quester sends a platform integrity report to the relying party.
The relying party mayactas a verifier, or asks a trusted ver-
ifier to verify the report on its behalf. In either case, since
the verifier may not be in the same trust domain as the re-
quester, it may not knowall of the software and hardware
components that constitute the requesting computing plat-
form. The Reference Manifest is used bythe verifier as the
authoritative information to evaluate the integrity report.

The TCG IMMdefines several steps in the lifecycle of
integrity measurement.

Creation: Integrity metrics of components are generated
by hardware manufacturers and software vendors, and
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the Reference Manifests for these components are is-
sued.

Collection: When components are gathered to constitute
a computing platform, corresponding integrity infor-
mation is collected. E.g., this step is done by the IT
department of a corporation that is responsible for con-
figuration of client PCs in the enterprise.

Communication/Publication: Collected integrity infor-
mation is made available to the verifier, e.g., through
a public repository of RMs.

Collation: When the verifier seeks to verify an integrity
report, the verifier collects the RMsin orderto use it
for evaluation. This step is called collation.

Evaluation: The verifier evaluates the integrity report
against the RMs, as well as additional information
(e.g., the latest vulnerability information) if such in-
formation is available.

The PTSis a standard component defined in the IMM
that provides necessary services such as measuring compo-
nents, parsing RMs, interacting with the TPM andcreating
integrity reports. The applications or an integrity measure~
ment collector (IMC)interact with the PTS.

3.4 Platform Trust Services (PTS)

The IMM defines the PTS as a standard IMM component

which providesall the necessary services for integrity mea-
surement. The TCG specification defines both the client-
side PTS and the server-side PTS. Figure 1 shows overall
PTS Client/Server architecture.

The client-side PTS is an entity which generates In-
tegrity Report (IR), by collecting information from the In-
tegrity Measurement Log (IML) and the PCR values signed
by the TPM with an AIK, through TCG Software Stack
(TSS).
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Fig.1 PTS Client/Server architecture.
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The server-side PTS is an entity which verifies the IRs
and returns a Verification Result (VR). The result is one of
three values: valid, invalid, or unverified, which meansthat
the IR is verified as trusted, the IR is verified to be invalid,

or there is not enough information for making a decision,
respectively. The server-side PTS verifies [Rs against the
RM.Theintegrity of the RM, which represents the expected
platform integrity metrics, is protected by the signature by
the issuer, e.g., the platform vendor or a PVA.

The vendors release software with RMs and thesoft-

ware is deployed into the target platforms. The PVA main-
tains the integrity information database (IDB) and the vul-
nerability database (VULDB)for improving performance of
validation. The IIDB keeps digests and package informa-
tion obtained from RMs. The latest vulnerability informa-
tion are retrieved from external sources, such as CVE [16],
OVAL[17] and NVD [18].

The PTS allows applications running on the platform to
be measured and attested before it starts using the service,
and thus allowing to establish trust between the client and
the server.

The Integrity Measurement Collector IMC,which fills
the role of the client-side ‘Demo App’ in Fig. 3) [5] or other
measurement controlling agents can communicate with the
PTS to parse the RMs, create snapshots of the platform in-
tegrity, synchronize the snapshots, and generate IRs. -

The PTSis the primary IMM componentthat is respon-
sible for interacting with the TPM whenthis trusted hard-
ware is available on the client platform. The capabilities of
the PTS that are available to an IMC or other measurement

controlling agents are defined in the TCG IF-PTS specifica-
tion [19].

The standard formats managed by the PTS are defined
using an XML Schemain the TCGspecificationsas follows:

Reference Manifest Schema is the format for communica-

tion of the platform Integrity Information. The RM is
signed and issued by a platform or software vendor, and
is used by the verifier (i-e., PTS) as the authoritative in-
formation.

Integrity Report Schema represents a snapshot of the
platform integrity measurement, including the IML,
and signed by the attestation signature of the TPM to
attest to the authenticity of the report. The IR may also
include assertions made by the components running on
the client platform.

Validation Result Schema communicates a verification

result from the verifier (e.g., the server-side PTS) to
the client. The result is one of the following: VALID,
INVALID, or UNVERIFIED.Also it contains Reason-
Strings for a detailed reason when the result is not
VALID. To validate an IR to derive a result, the PVA
and the relying party need to share a policy that de-
scribes the detailed conditions of the target platform.
The issue will be discussed in Sect. 4.3.
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Fig.2. Two type of PTS implementation.

3.4.1. PTS Architecture

Figure 2 shows two different approaches for the implemen-
tation of the client-side PTS. Figure 2 (a) shows the PTS
implementation in our prototype on ordinary Linux. In (a),
the PTS runs as an application in the user space, and thusis
notpart of the trusted computing base (TCB). In this case,
the TCB hasan integrity measurementfunction and needs to
cooperate with the PTS, and userland applications, include
the PTS, are measured by the OS Kernel.

Figure 2 (b) shows the PTS implemented on top of vir-
tual machine monitor (VMM) such as the Xen Hypervi-
sor [20] or the Intel Virtual Appliance [21]. The PTS runs
in the admin VM on the VMM,andthusis part of the TCB.
The PTS can then issue proving commands to measure the
intégrity of the other guest OSes. The design of Fig. 2 (b) is
intended by the PTS specification, since it allows measure-
ments and the assertion of platform integrity in a trustwor-
thy fashion. However, the approach in Fig. 2 (b) calls for a
VMM.andan efficient measurement technology against the
Guest OS remain to be solved.

Figure 2 (a) is a lightweight solution that runs on the
existing PC platforms without needing to run a VMM.Since
in most of the legacy operating systems, the TSS is imple-
mented as a userland service, and the PTS runs on top of
the TSS, we chose to implement the PTS as a user space ap-
plication. This makes sense because both the TSS and the
PTSare too complicated to be implemented as part of the
TCB. This type of PTS implementation gathers integrity in-
formation from the TCB and generates a report witha TPM
attestation signature.

The Integrity Measurement Architecture (IMA) [14]
can be used for this and the integrity of the PTS is also pro-
tected by the transitive trust chain. An attacker may modify
the PTS but the verifier can detect such an alteration, since

the completeness of the generated IR does not depend on the
PTSitself.

4. Implementation of Open Platform Trust Services

In this. section, we expound on our prototype, the Open
Platform Trust Services [22]. Our contribution for solving

open issues in platform integrity validation includes 1) a
state-machine based model for validation of integrity re-
ports which enablesverification of the transitive trust chain
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of a platform runtime, 2) the integrity database which inte-
grates the expected integrity metrics of software packages
with vulnerability information obtained from external se-
curity advisories, 3) identified a set of vocabularies for ex-
pressing required properties of target platforms.

The prototype is implemented in the Java language and
the iBatis/JDBClibrary is used, allowing database access for
validation of IRs with the latest vulnerability information.
Wealso provide a sample application for remote attestation,
where HTTPSis used for the client/server communications

by Apache Tomcat.
We use the same PTS componentfor the client and the

server as shown in Fig.3. Thus the client-side PTS may
also verify the IR against the RM. The verification by the
client-side PTS filters out obviously erroneous IRs without
needing to send them to the PTS server. Since each IR can
become very large (e.g., 100 KB or more), the client-side
verification reduces the unnecessary traffic to the server.

The server-side PTS may be handled by variousentities
depending on the use-case of the remote attestation. The
PVA shown in Fig.3 manages Collection through Evalua-
tion steps in the TCG IMM.Thecollected RMsare stored
in the IIDB forefficient verification. The IDB maintains

a whitelist (or blacklist) of hash values of the known com-
ponents. In addition, each entry of the ITDB hasa flag that
indicates if there are any known vulnerabilities in the com-
ponent. The VULDBis the central repository of the known
vulnerabilities, by aggregating information from vendors
and security advisories. The VULDBsynchronizes with the
IDB to update the IIDB with the latest vulnerability infor-
mation. Separation ofthe roles allows the IIDB to avoid the
complexities of vulnerability management and remain able
to quickly respondto the queries from the PTS.

The communications between the client-side and the

server-side PTS are independent of the application-layer
protocol. In our prototype, the IR and the verification re-
sult (both in XML) are base-64 encoded and exchanged in
the HTTPS message body. However, other choices, such as
use of the WS-Trust protocol as proposed in [12] are also
possible. The Trusted Network Connect (TNC) [5] is a tre-
alization of platform attestation integrated with network au-
thentication, in which case the 802.1x supplicant and the
authentication server respectively become the ‘Demo App’
and ‘Tomcat App’ in Fig.3. :

The client-side PTS and demoapplications are writ-
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Fig.3 Our prototype implementation of PTS and demo app.
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ten in Java and compiled into native code using GCJ (GNU
-Compiler for Java) since IMA cannot measure Java classes
running under the Java runtime. With this transformation,
all relevant executables can be measured and validated by
PVA.

4.1 Integrity Measurement and Validation with FSM °

The current TCG specification defines only an abstract con-
cept of the PTS [19]. Howeverin reality, the PTS needs to
have knowledge about the platform architecture, including
the composition of various components running onthe plat-
form.

Figure 4 showsthe data flow of our PTS implementa-
tion corresponding to the TCG IMM,which includes some
extensions to the current standard specifications.

First, the PTS can generate Reference Manifests (RMs)
and Integrity Reports (IRs) for the platform based on the
given behavior model and the IML.

Second, we have extended the format of the RM to in-

corporate the behavior model, allowing the PTS to useit,
when verifying the IRs. Intuitively, the behavior modelis a
finite state machine (FSM) that can ‘consume an IML. The
PCR values and the IML in the IR are generated as a result
of running the trusted platform, while the behavior model
describes how they are measured, and how they should be .
verified.

The FSM is a representation of the trusted-bootstrap
and subsequent measurement processes of the platform.
Eachstate in the behavior modelrepresents a platform state,
and eachtransition representsthe integrity of the component
that is loaded and executed. This extended capability of the
PTS supports efficient verification and managementof the
integrity of the platform.

We use an Unified Modeling Language version 2
(UML2) state diagram to represent each FSM,and its XML
representation is included in the extensible part of the RM.
Figure 5 shows a brief example of UML2 whichrepresents
the transitive trust chain. In this example, the state dia-
gram is driven by a given IML. The IML format, usage of

‘Creation & Collection
Behavior Model

| {ATPM/PcR]}
ii] IML I}{i lnctteeseseceed
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the PCRsand events are defined by the TCG PC specifica-
tion [23]. Each event contains a PCR index, digest,.an event
type and the event data.

In this example, the digest must be 04df ...2865 and
5a86 ...1d3e to makethe transition from the initial state to

statel, and state2 to state3, respectively. For the transition
from statel1 to state2, only the event type 0x04 is required.
Therefore, the IML in Fig.5 passes the FSM.

The FSM can be packagedat various levels of granu-
larity. Here, the verification of a platform is possible using
FSMsfor an arbitrary combination. In the example ofFig.6,
the set of two FSMs,Platform (BIOS), and Runtime (O/S),

describes the platform structure.

4.2 Database Architecture

Our server-side PTS implementation contains the integrity
database which integrates the expected integrity metrics of
software packages with vulnerability information obtained
from external security advisories. Since our target platform
supports Linux-IMA and the IR includes many of vulnera-
ble userland components which need to be checked with the
latest status.

4.2.1 Vulnerability Management

Information security vulnerabilities can be identified by

IEICE TRANS. INF. & SYST., VOL.E91-D, NO.5 MAY 2008

CVE (Common Vulnerabilities and Exposures) Identi-
fiers [16] managed and provided by MITRE Corporation.
CVEsare unique identifiers used widely, and make it easier
to share dataacross different tools provided by different ven-
dors. Security advisories such as RHSA (Red Hat Security
Advisory) [24] for Red Hat packages and DSA (Debian Se-
curity Advisory) [25] for Debian packages include the CVE
identifiers in the vulnerability information.

The CVSS (Common Vulnerability Scoring Sys-
tem) [26] provides a method for rating vulnerability scores
in an open and universal manner. This method evaluates
vulnerabilities by three metrics such as base metrics, tempo-
ral metrics and environmental metrics. The NVD (National
Vulnerability Database) [18] provides CVSS scores for most
of the CVE entries, and thus each security advisory can be
associated with a vulnerability score.

We inspect platforms with reference to these vulner-
ability information sources. Although there are vendor
specific vulnerability checking tools, we use OVAL (Open
Vulnerability and Assessment Language) [17], which is a
generic open framework for representing the vulnerability
test processes. OVAL can describe the test cases to detect
the presence of vulnerabilities. From the package manage-
ment perspective, OVAL describes the versions of the base
software distributions and how to check the vulnerable com-

ponent versions. In addition, OVAL can describe various
conditions to analyze the vulnerabilities, that can be evalu-
ated by the OVAL interpreter. An OVALinterpreter, which
is customized for each operating system, collects the de-
tailed states of the platform, tests them against the OVAL
definitions, and reports the results of the tests.

4.2.2 Linkageto Integrity Measurement

The PVA links the vulnerability information and the in-
tegrity information collected from Reference Manifests, and
verifies the security state from the latest components. Vul-
nerability information in the XML formatincludes the CVE
information stored in the database, and each CVEentry is
associated with a security score for the CVSS.

In the IMAthefiles are measured by using the SHA-1
hash function. Integrity information in an IR is composed of
the hash values ofthe files measured with the IMA. How-
ever, CVE has vulnerability information at the level of pack-
ages. In order to support file-based vulnerability detection,
we extractthelist of files in each package, and associate the
vulnerability information of each packageto each file.

Sometimes, a vulnerable version of a package andits
non-vulnerable successor may include the same file with
the identical hash value. In such a case, since the file did

not contribute to fixing the vulnerability, the system will not
associate the vulnerability with it; i.e., the vulnerability is
associated with the file only when it is modified.

The report, which describes the presence of vulnerabil-
ities and the degrees of security risks, is generated by ver-
ifying the integrity of the files and evaluating them against
the vulnerability information.
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Table 1 Example ofsecurity properties.
Properties Values Comments
Transitive Trust .

CRIM Type SRTM Platform w/ TPM v1.1b or vi.2
DRTM Platform w/ TPM v1.2 and

CPU,chipset to support DRTM
both both BIOS and VMM must be

valid

Range ae The range of Transitive Trustootloader|; .
VMM is depend on the runtime
OSUMA) implementation.

Integrity Black list*|Check marked components only
White list Does not allow unknown com-

ponents
Vulnerability

Validation type|Denyall Do not allow any vulnerable
components

Severity e.g. decided by CVSS score
Identity y

Credential Issuer AIK credential should be issued

by PrivacyCA, but other TTP
could by accepted by policy

Manifest Issuer issued by vendor or PVA

    
 

4.3 Validation Policy

The validation policy is an open issue, which is not yet
standardized by TCG. In FSM based validation scheme as
shownin Fig. 4, the FSM generates the security properties of
the target platform, and then the policy decision point (PDP)
checks the properties against a given policy. Table 1 shows
an example of a set of security properties that is described
in the policy, and supported by the current server-side PTS.

However, the service needs to specify the policy to
express its security requirements. It is a future agenda to
managethe validation policy correspondingto the policy re-
quired by theservice.

5. Experimental Results

We used a commercially available PC with a TPM chip and
KNOPPIX 5.1.1 for Trusted Computing Geeks [27] as the
target platform. All of current Linux distributions did not
support transitive trust chain from CRTM through userland
components level. This modified KNOPPIX supports the
trusted boot, including the transitive trust chain which cov-
ers the CRTM,BIOS,bootloader, operating system, and the
user land executables. The Integrity of the user land ex-
ecutables and libraries are measured with the Linux-IMA.

Thus, the IR generated by the client-side PTS containsall
of the components that are running or ran on the target plat-
form. Since this KNOPPIX is a CD bootable operating sys-
tem with unchanging components,it simplifies the integrity
management process.

Two Reference Manifests, a Platform and Runtime

RM,are required to validate the target platform as shown
in Fig. 5. The Platform RM covers the BIOSintegrity infor-
mation of PCs. Since currently no PC vendor provides such
RMs, these RMs.are generated by the PTS from the IML
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Table 2 Experiment configuration.

Server PC (as PVA) NEC Express5800/il 10Ra-1h
CPU Pentium M, 2 GHz
Memory 1GB

Server OS Red Hat Enterprise Linux4 ES
Database PostgreSQL 7.4.1
JRE : Sun JRE 6 update 3
Web Application Apache Tomcat 5.5.25
WebServer Apache 2.0.52
PTS Open Platform Trust Services 0.1.0

Client PC (as Target)|Lenovo Thinkpad T60
CPU Intel Core2Duo 2.0 GHz

Memory . 1.5GB
Client OS | KNOPPIX 5.1.1 TC Gecks
Bootloader Grub-IMA 1.1.0.0
Kernel kernel 2.6.19 + Linux-IMA
TSS Trousers 0.2.9.1

PTS Open Platform Trust Services 0.1.1
with GCJ 4.1

   
 

collected from the running platform. The Runtime RM cov-
ers the integrity information of software components which
becomea part of the TCB (e.g. the Bootloader and OS Ker-
nel). The PVA collects and collates the Platform and Run-
time RMsfor the evaluation.

The integrity information of the user land components
is stored in the IDB. We collected the whitelist informa-

tion for the user-land components from the CD media and
store it directly into IIDB, in order to replace the RM cre-
ation process and set up the IIDB for the target OS. Forthis
KNOPPIX, the IIDB has integrity information for 84,382
files in 1,415 packages. The VULDB stores 6,536 entries
of CVE data as XML published by NVD [18] from2002 to
2007, and it also includes the corresponding CVSSscores.
To validate the KNOPPIX, we obtained the Debian Security
Advisory [25] from DSA-001 to.DSA-1406 (published Nov
2007) with the CVE numbers. After updating the VULDB,
the ITIDB was synchronized with VULDBto have the latest
vulnerability information.

When a user load the KNOPPIX and tries to vali-

date it by using the PVA, The IMLis verified against the
RMsandthe latest states are also verified according to the
data in these databases. For example, if the hash value
“e8df910d0bd25ebe7a0b...” is in the IML, we will know

that the hash valueis for the file ‘/usr/lib/iceweasel/firefox-

bin” and a part of the “iceweasel-2.0.0.1+dfsg-1” package.
This package has several vulnerabilities according to DSA-
1308, such as CVE-2007-2871, 2870, 2869, 2868, 2867,
and 1362. The CVSS hasa range of scores from 4.3 to 9.3
in the relevant CVE entries.

After update the iceweasel to the latest version, we
measure the performance. It takes around 10 secondsto val-
idate the target platform by using the PVA via internet. And
the server side validation takes around one second for about
600 measurement events. Table 2 shows the configuration
used in this experiment.

6. Conclusion and Future Work

Security incidents are reported frequently, such as informa-
Trend Micro,Inc.
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tion leakages of sensitive personal data, which are mainly
caused by computer viruses and inappropriate management
of the PCs. Maintaining and verifying the integrity of the
platform configurations in a more scalable and systematic
manneris essential to countermeasures against such secu-
rity incidents. In this paper, we used trusted computing
technology standardized in the Trusted Computing Group,

‘where the trust model is hardware-rooted and assumes the

existence of a specific security chip TPM embeddedin the
computing platform. We designed the Integrity Manage-
ment Infrastructure based on the PTS and implemented an
integrity validation mechanism based on the proposedplat-
form behavior model that can validate the trusted-bootstrap
and subsequent measurementprocessesof the operating sys-
tems and applications. We successfully measured the in-
tegrity of all of the binary components of KNOPPIX 5.1.1
Trusted Computing Geeks. As far as we know,this is the
first successful measurementof a widely used operating sys-
tem that vouchesfor the correct configuration of the system.
We experimented with the performanceofthe integrity mea-
surement and found it acceptable.

There are many limitations to apply TCG’s in-
tegrity measurement and validation technology against the
commercial-off-the-shelf runtime. For example, most of the
applications change the behavior depending on the config-
uration. Therefore, in order to attest the complete platform
behavior, it is necessary to measure notonly the integrity of
the code but also the configuration.

The digest based integrity measurement is not suitable
for measuring configuration because the digest cannot cap-
ture the semantics of the configuration, which can be easily
changedby the user. Thus, wehaveto integrate this technol-
ogy with other security tools which enable semantical eval-
uation of software configuration. They must be included in
the transitive trust chain of the platform and validated by
the PVA. This becomes the delegation point of the hash
based integrity protection and other semantically rich secu-
rity functions. ,

Wehave tangled components dependencyandintricate
configurations. Future work will include broader support
of other operating systems, performance optimization of the
runtime validation, and incorporation of the security stan-
dard into our infrastructure.
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