US 20070192867A1

a2 Patent Application Publication (o) Pub. No.: US 2007/0192867 A1l

a9 United States

Miliefsky

(43) Pub. Date: Aug. 16, 2007

(54) SECURITY APPLIANCES

(76) Inventor: Gary S. Miliefsky. Tyngsboro, MA
(US)

Correspondence Address:
STRATEGIC PATENTS P.C..
C/O PORTFOLIOIP

P.O. BOX 52050
MINNEAPOLIS, MN 55402 (US)

(21)  Appl. No.: 11/338.870

(22) Filed: Jan. 23, 2006

Related U.S. Application Data

(63) Continuation-in-part of application No. 10/898,900,

filed on Jul. 26, 2004,

(60) Provisional application No. 60/646,336, filed on Jan.
21, 2005. Provisional application No. 60/489,982,

Proactive Network Security

a.

Dynamic
Vulnerabilities
and Exposures
Updating
Engine

Real-time

filed on Jul. 25, 2003. Provisional application No.
60/754,570, filed on Dec. 27, 2005. Provisional appli-
cation No. 60/759,478, filed on Jan. 16, 2006.

Publication Classification
(51) Imt. CL

GO6F  11/00
(52) US.CL

(2006.01)
726/25

(57) ABSTRACT

A security micro-appliance provides dynamic, reconfig-
urable threat protection. The micro-appliance may be
deployed as a standalone system, or as a component in a
distributed security system management from a central
administrative location. In another aspect, a security appli-
ance or micro-appliance employs RSS feeds and XML.-
based tests, alerts, and the like for monitoring and dynamic
reconfiguration.

b.

Dynamic
Network

Mapping
Engine

.

Calendar

Countermeasures
Communication

and Scheduling
Engine

Engine

f

Automated
Reporting
and

Repair
Engine

e,

Automatad
Vulnerability
Assessmeant
Scanning

Engine

Anti-hacker System

IPR2023-01466
CrowdStrike EX1006 Page 1



Patent Application Publication Aug. 16,2007 Sheet 1 of 28 US 2007/0192867 Al

Hacher EXTERNAL THREAT Fig.1
b
\‘ . . /
Hacher \ /
\ /
: /
Hacker /
/
/
/
/
Metwork Security
Countermeasures /
Assets  T°
/7
AN
7
Y \ |
/ ! Hacher
Y \ | ‘
/ -
// Hacher
/
/ \ Hacler
// INTERNAL THREAT +* N
Vd

IPR2023-01466
CrowdStrike EX1006 Page 2



Patent Application Publication Aug. 16,2007 Sheet 2 of 28 US 2007/0192867 Al

/ / / Fig. 2
/ /
Network Security Vi / //
Countermeasures / Y
/ /
/
/
/
y
/
/
s /
/ / /
/ / Intrusion Detection 7
/ // / and Prevention /
/ / Systems
s /
/ / 4 ,
/ / Anti-Virus
/ 4 ’ 7
/ / ;
{ / // Y, Yy, Anti-Spam
/ // // Assets
/
Y, / / /
/ / / /
y / / /
Y. / / / /
p / / / /
/ / / /
/ 7 / /

IPR2023-01466
CrowdStrike EX1006 Page 3



Patent Application Publication Aug. 16,2007 Sheet 3 of 28 US 2007/0192867 Al

/7 /' /
Internst 7/ / Fig. 3
7y /
Network Security -y / /
Countsrme asures / / /
yz /
_ V / /
Traffic Filtering / // //
Routers Y, Y
irtual Private / /
Networkin /
//
Firewall 4
irewalls ) Y,
Y Intrusion Detection /
// / / and Prevention /
Y Y. / Systems -
VA /
/ // (' Anti-Virus /
S , /
y //‘ Y, y, Anti-Spam
e / /
/ / /
y / / /
/ / / /
Vs / / /
Y / / /
/ / /
/ / / /
7/ 7/ / /

IPR2023-01466
CrowdStrike EX1006 Page 4



Patent Application Publication Aug. 16,2007 Sheet 4 of 28 US 2007/0192867 Al
yd
Hacher EXTERNAL THREAT Fig. 4
b . /
Hacker \ //
\ /7
Hacher \ /
\ /
/
Internst s
7
\ Netwark Security
Countzrmeasuras
Assets
' an/:tfife Networc Security \
/ ’ Hacher
/
/ :
// Hacher
/
py /7
e INTERNAL THREAT % Hacker

IPR2023-01466

CrowdStrike EX1006 Page 5



Patent Application Publication Aug. 16,2007 Sheet 5 of 28

Proactive Network Security

a.

Dynamic
Vulnerabilities
and Exposures
IUpdating
Engine

Real-time

US 2007/0192867 A1

Fig.5

b.

Dynamic
Network
Viapping
Engine

Calendar

Countermeasures
Communication

and Scheduling
Engine

Engine

f.

Automated
Reporting
and
Repair
Engine

e.

Automated
Vulnerability
Assessment
Scanning

Engine

Anti-hacker System

IPR2023-01466
CrowdStrike EX1006 Page 6



Patent Application Publication Aug. 16,2007 Sheet 6 of 28 US 2007/0192867 Al

Proactive Network Security Fig. 6
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Proactive Network Security

Standards-based Intel Architecture - Can Run Windows, Linux and other Operating Systems
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Proactive Network Security

Fig.9

Standards-based Intel Architectura - Can Run Windows, Linuxand other Operating Systems
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Fig. 10
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Fig. 11
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FIGURE 18: Open Vulnerability Assessment Language

HOW OVAL WORKS

OVAL Systens
Charadteristics

5

Open Vulnerability and Assessment Language

calmyeny

The OVAL Standard - an XML System for Threats and Vulnerabilities Analysis
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FIGURE 19: Typical RSS Model

MEDIA! -

Feed Providers ——c XML Feed$ —————- Aggregator e————-. User

Typical RSS Model - News and Content for Consumers
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FIGURE 20: New RSS Model
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and Intrusion Prevention
Soft e and Appli es
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Manager
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Arti-virus Systems, Arti-spam Systems
Smarl Swilch, Petch Management
Configuration Management, etc,
Cisus Srim g

311318 131

Feed Providers ——=- XML Feeds ———————- Aggregator ———=. User

Threats, Alerts. Vulnerability Tests and Feeds for IT Staff and INFOSEC Countermeasures
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FIGURE 21: Sample RSS CVE® CHANNEL

Element

title

link

description

Description

The name of the channel. It's
how people refer to your
service. If you have an
HTML website that contains
the same information as your
RSS file, the title of your
channel should be the same
as the title of your website.

The URL to the HTML
website corresponding to the
channel.

Phrase or sentence describing
the channel.

Example

Network Asset Threats and
Vulnerabilities

http://oval.mitre.org/

Current Threats and Vulnerabilities

IPR2023-01466
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FIGURE 22: Sample RSS CVE® CHANNEL
ELEMENT -

Element
title
link

description

author
category
comments

enclosure
guid
pubDate

source

Description
The title of the item.
The URL of the item.

The item synopsis.

Email address of the author of
the item.

Includes the item in one or
more categories.

URL of a page for comments
relating to the item.

Describes a media object that is
attached to the item.

A string that uniquely
identifies the item.

Indicates when the item was
published.

The RSS channel that the item
came from.

Example
Top Twenty Vulnerability - Number 5 of 20
http:/fwww.sans.org/top20

The family of Windows Operating systems supports a
wide variety of services, networking methods and
technologies. Many of these components are
implemented as Service Control Programs (SCP) under
the control of Service Control Manager (SCM), which
runs as Services.exe. Vulnerabilities in these services
that implement these Operating System functionalities
are one of the most common avenues for exploitation.

Remotely exploitable butfer overflow vulnerabilities
continue to be the number one issue that affects
Windows services.

Microsoft
Vulnerability

hitp:/fwww.microsoft.com/technet/security/bulletin/ms05-
051.mspx

Remediation-Automation. XML (which contains machine
readable instructions to block, defend against, patch
andfor reconfigure systems against this exploitable flaw)

CVE2005-1243 - PROTOCOL: TCP/IP PORT: 445

12-15-2005

Threats and Vulnerabilities RSS Feed

IPR2023-01466
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FIGURE 23: Sample RSS Feed-based Dashboard

Architectural Integration .
of Command CenteriDashboard for Mutti-Appliance

RSS Feeds Correlation of ‘the Prefemed Embodiment
/”"/ Data Warehousing
e for Reporting, Trending,
Real-Time Vulnerability
Dashboard and Gap Analysis Among
Graphical User Interface Multiple Appliances
& Access to Multiple
Appliances
Providing Central Command Center & Dashboard Access to System
Reporting ]
and Management Security Access Control through Secure DataFeed

Actess Multiple Micro Appliances through Security Access Control {AUTH)

Set Up Company & Network Environment

Discover Assets through Network Asset Discovery & Mapping System (MAADANS)

Manage Assets through Asset Management Engine (AME)

Create Profiles to Audit Assets with using Vulnerabiity Assessment Engine (CVEDISCOVERY)

Develop Reports on Vulnerabilities (REPORTS) and Access & View Those Reports

Interface to Subscriplion Updates and Licensing System {SULS)

View Where Appliances Have Invoked Clientless Quaranting Working with Counlermeasures (COUNTERMEASURE_COMM)
View Logs (LOGS) of System Events, User Actions, Workflow, and Asset Informat Each Appliance

Cenlral Dalabase Integration Engine (DBIE), Database Correlation & Warehousing Engine [DCAWE)

View Data on Detected Wireless & Mobie Devices using Assel Detection and Managemenl Engine (WIRELESS-MOBILE)
View Notifications of Detecled Syslems, Vulnerabiifies, and Other Network Changes (NOTIFY)

Review vulnerabilities for Requlatory Compliance Issues and Repart on Them {REG-COMPLY)

Manage Network Access through Clizntless Network Admission Conitrol (NAC)

View Data on Integration with Firewalls and SmariSwilches to Dynamically Reconfigure Rules and Access Tables

View Ports Where Vitnerabilities Exist

IPR2023-01466
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FIGURE 24:

Sample RSS Feed-based Architecture
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FIGURE 25: Sample Database Subsystem
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FIGURE 26: RSS Feed-based Updating System
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SECURITY APPLIANCES

RELATED APPLICATIONS

[0001] This application claims the benefit of, and incor-
porates by reference herein in its entirety, U.S. Provisional
Patent Application No. 60/646,336, filed Jan. 21, 2005. This
application also claims the benefit of, and incorporates by
reference herein in its entirety, a U.S. Provisional Patent
Application having attorney docket no. NETC-0001-P61,
filed on Jan. 16, 2006 and entitled “MICRO-APPLIANCE
FOR SECURITY AND VULNERABILITY MANAGE-
MENT.” This application also claims the benefit of, and
incorporates by reference herein in its entirety, a U.S.
Provisional Patent Application having attorney docket no.
RSS-SECURITY-122105, filed on Dec. 21, 2005 and
entitled “PROACTIVE NETWORK SECURITY USING
REALLY SIMPLE SYNDICATION (RSS)".

[0002] This application is a continuation-in-part of U.S.
application Ser. No. 10/898900, filed on Jul. 26, 2004, the
entire contents of which is incorporated herein by reference.
That application also claims the benefit of U.S. Provisional
Application No. 60/489,982, filed on Jul. 25, 2003, the entire
contents of which is also incorporated herein by reference.

BACKGROUND
[0003]

[0004] The present invention relates to computer security,
and more particularly to a micro-appliance for use in defend-
ing against common vulnerabilities and exploits.

[0005] 2. Description of Related Art

[0006] For vyears, network administrators have been
plagued by the issue of unauthorized users (hackers) and
their exploits (rootkits, viruses, worms, backdoors, spyware,
etc.) who gain entry to the network by probing for weak-
nesses or misrepresenting their intentions when asking to
use certain network services, such as asking for a network
user to read an email message. As such, it can be appreciated
that anti hacker security system have been in use for years.
Typically, anti hacker security systems are comprised of
information security (INFOSEC) appliances that protect
computers and computer-based networks against attacks
from hackers. These appliances are typically sold as point-
solutions and countermeasures ranging from Firewalls
(FW), virtual private networks (VPNS) AntiVirus Servers
(AVS), Anti Distributed Denial of Service (Anti-DDoS),
Certificate Authorities (CA). Content Filtering and Applica-
tion Caching (PROXY), Encryption Acceleration and
Secure Sockets Layer (SSL), Intrusion Detection Systems
(IDS). Intrusion Prevention Systems (IPS), Vulnerability
Assessment (VA), Vulnerability Remediation (VR), and
Wireless Security (802.11b) using Wireless Encryption Pro-
tocol (WEP) some of which may or may not be deployed
with Clustering and High Availability (HA) features with
Hardened Operating Systems (HOS) and well thought out,
customer-tested Human Factors in Design (HFID).

[0007] The main problem with conventional anti-hacker
security system is that they are not designed to stop hackers,
instead they are countermeasures that react to threats. Thus,
today’s security systems still leave the network vulnerable to
attack, although they are capable of addressing certain
attacks once the attack is identified.

1. Field
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[0008] Another problem with conventional anti hacker
security systems is that they are typically built as proprietary
systems, resulting in long design, development and release
cycles. This of course can be problematic as hackers release
new attacks quite frequently, and because of the Internet,
many of today’s attacks spread with breathtaking speed from
one network to another. In a world where attacks can spread
from Asia to North America in a matter of days, it is
important that security measures be deployed as quickly as
possible. It is also important that the INFOSEC security
measures be designed to scale more easily so that improve-
ments in central processing unit (CPU) power, memory and
storage can be made available on a regular basis. Unfortu-
nately, most of today’s INFOSEC solutions are hard to
upgrade and manage. For example, many of today’s
INFOSEC appliances have been “hard wired” with a CPU,
and thus over time may be unable to keep up with user
demand. In fact, many INFOSEC systems today are “hard
wired” with one or more network adapter interface for a 10
megabits per second network and if the network perfor-
mance requirements move to 100 megabits per second or a
gigabit per second, these INFOSEC appliances become
bottlenecks to network performance and therefore detract
from user productivity. Still another problem with conven-
tional anti hacker security system are that each INFOSEC
appliance has a completely different and unique administra-
tive interface. After deploying more than a few of these
appliances. it becomes extremely difficult for System
Administrators (SYSADMINs) to manage these systems.

[0009] Thus, there is a need for improved security sys-
lems.

SUMMARY
[0010] 1In one aspect, there is disclosed herein a security

micro-appliance that provides dynamic, reconfigurable
threat protection. The micro-appliance may be deployed as
a standalone system, or as a component in a distributed
security system management from a central administrative
location. In another aspect, there is disclosed herein a
security appliance or micro-appliance that employs RSS
feeds and XML-based tests, alerts, and the like for moni-
toring and dynamic reconfiguration.

[0011] As used herein, it will be understood that the term
security refers generally to vulnerability management.
exploit management, intrusion detection, intrusion preven-
tion, anti-spyware, smartswitch management, countermea-
sure deployment and management, and any other technolo-
gies and/or techniques useful in protection data integrity,
privacy. security, and the like for computer-based assets
and/or communications.

BRIEF DESCRIPTION OF THE FIGURES

[0012] Various other objects, features and attendant
advantages of the present invention will become fully appre-
ciated as the same becomes better understood when consid-
ered in conjunction with the accompanying drawings, in
which like reference characters designate the same or similar
parts throughout the several views, and wherein:

[0013] FIG. 1 shows a hacker's view of computer-based
assets connected to an internal and external network.

[0014] FIG. 2 shows layers of typical network security
countermeasures designed to protect computer-hased assets.
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[0015] FIG. 3 depicts common entry points for hackers to
attack computer-based assets.

[0016] FIG. 4 shows computer-based assets protected
from internal and external attacks.

[0017] FIG. 5 is a view of the invention's approach to
proactive network security to protect computer-based assets.

[0018] FIG. 6 is a architectural view of proactive network
security system to protect against attacks by hackers.

[0019] FIG. 7 is a communication interface between the
proactive network security and typical countermeasures.

[0020] FIG. 8 is a sample “open box™ very small hardware
device that the present invention can be deployed on.

[0021] FIG. 9 is a sample “open box™1 u rack-mount
generic server appliance with the present invention installed.

[0022] FIG. 10 (1) is a hardware reference design of the
preferred embodiment.

[0023] FIG. 11 is a summary of the system architecture of
the preferred embodiment.

[0024] FIG. 12 is an illustration of a branch office deploy-
ment of Security and Vulnerability Management Micro
Appliance.

[0025] FIG. 13 is an illustration of the architectural inte-
gration of command center/dashboard (with data warehous-
ing) and micro appliances on a Wide Area Network (WAN)
with a secure data feed for multi-appliance correlation.

[0026] FIG. 14 is an illustration of the architectural inte-

gration of a command center/dashboard for multi-appliance
correlation with SVM micro appliances.

[0027] FIG. 15 is a detailed view of the software engines
operating with a command center/dashboard with micro
appliances.

[0028]
[0029] FIGS. 17A-17C show a reference design for secu-
rity and vulnerability management on micro appliances.
[0030] FIG. 18 is an overview of the Open Vulnerability
Assessment Language (OVAL).

[0031] FIG. 19 is an overview of a typical RSS Model
used for news and content updates for consumers.

[0032] FIG. 20 is an overview of an RSS Model for
machine-based automation addressing threats. alerts, vul-
nerability tests and related INFOSEC feeds for IT Staff and
INFOSEC countermeasures.

[0033] FIG. 21 shows an RSS channel that may be used
with a security system.

[0034] FIG. 22 shows an RSS channel element that may be
used with a security system.

FIG. 16 is a sample command center display.

[0035] FIG. 23 is a detailed view of layers of a security
subsystem architecture.

[0036]
[0037]

[0038] FIG. 26 shows an RSS-based updating system
architecture.

FIG. 24 shows an RSS-based security architecture.

FIG. 25 shows a database subsystem.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT(S)

[0039] The system and methods described herein include,
among other things, security systems that provide proactive
automated defense against hackers by automatically finding,
reporting, communicating with countermeasures about and
removing the common vulnerabilities and exposures (CVEs)
that they exploit. Accordingly, the systems described herein
provide for proactive security by determining the compo-
nents that exist on a network system and generating a list of
network assets.

[0040] In one embodiment, the invention provides a secu-
rity method that can be executed on a wired and/or wireless
network. As part of the security method, in a first step the
network is scanned and/or probed for any and all attached
equipment and related assets, herein referred to as “network-
based” assets. The method will dynamically detect and map
changes to LAN and WAN connected equipment including
searching for equipment which may be deemed as rogue and
creating a network-based assets list, wherein the list contains
information as to the location of the network-based assets.

[0041] The list may contain information as to the Internet
Protocol (IP) address of said network-based assets, and the
list may contain information as to the open Ports of said
network-based assets and related application, session, trans-
port, sockets and other internet protocol (IP) related infor-
mation. The list may contain other information such as the
Media Access Control (MAC) address of said network-
based assets, whether the connection is Wired or Wireless of
said network-based assets and other information about the
structure of the network and its component devices.

[0042] The information contained in the list may change
automatically and at pre-scheduled intervals as network-
based assets are moved or relocated.

[0043] Ina further step, the method audits one or more of
the network-based assets for common vulnerabilities and
exposures (CVEs) as defined by the U.S. federally funded
CVE list managed by MITRE corporation or any similar list.
The method will generate a CVE and related regulatory
compliance audit reports and update the CVE and related
regulatory compliance aundit tests. In a further step the
method can share MAC, IP. Port, CVE and related regula-
tory compliance other related audit data with various
INFOSEC countermeasures designed to help protect net-
work-based assets against attacks.

[0044] The method may then activate an INFOSEC engine
to update plugins to ensure the system continues to stay
current with methodologies to protect against hackers in a
proactive way.

[0045] The method defines a true risk profile for the
computer-based network environment, and uses the knowl-
edge of external and internal CVEs as well as how to
manage and remediate against these CVEs, to provide more
robust and proactive security.

[0046] The attached figures illustrate a proactive network
security system to protect against hackers, which comprises
a human factors in design (HFID) graphical user interface
(GUI) for secure configuration and administration, a
DYNAMIC UPDATES engine, an INFOSEC engine,
INFOSEC engine PLUGINs and communications interface
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possibly including but not limited to one or more of the
following: Firewalls (FW), virtual private networks (VPNS)
AntiVirus Servers (AVS), Anti Distributed Denial of Service
(Anti-DDoS), Certificate Authorities (CA), Content Filter-
ing and Application Caching (PROXY), Encryption Accel-
eration and Secure Sockets Layer (SSL), Intrusion Detection
Systems (IDS), Intrusion Prevention Systems (IPS), honey-
pot systems (HPS), Vulnerability Assessment (VA), Vulner-
ability Remediation (VR), and Wireless Security (802.11b)
using Wireless Encryption Protocol (WEP), Clustering and
High Availability (HA) features with Hardened Operating
Systems (HOS) and “open box™ PC or generic server
appliance hardware on which to deploy the invention, a
human factors in design (HFID) graphical user interface
(GUI) for secure configuration and administration, a sofi-
ware engine that can securely and dynamically update one or
all components of the INFOSEC ENGINE and/or all
INFOSEC ENGINE PLUGINs as well as other key security
components of the invention, an Information Security
(INFOSEC) software engine that acts as a gateway between
users, personal computers, servers, services and the com-
puter network (internet, intranet, extranet, wide area net-
work, wireless network or local area network), an Informa-
tion Security (INFOSEC) software component that plugs
into the INFOSEC engine to expand the INFOSEC capa-
bilities of the solution. Sample PLUGINs may include one
or more of the following but not limited to Firewalls (FW),
virtual private networks (VPNS) AntiVirus Servers (AVS),
Anti Distributed Denial of Service (Anti-DDoS), Certificate
Authorities (CA), Content filtering and Application Caching
(PROXY). Encryption Acceleration and Secure Sockets
Layer (SSL), Intrusion Detection Systems (1DS), Intrusion
Prevention Systems (IPS), Vulnerability Assessment (VA),
Vulnerability Remediation (VR). and Wireless Security
(802.11b) using Wireless Encryption Protocol (WEP), Clus-
tering and High Awvailability (HA). The system uses an
operating system that has been hardened against known
weaknesses and attack methodologies of hackers. The sys-
tem has a software component that enables the INFOSEC
Engine to be deployed on more than one OPEN-BOX
HARDWARE systems that can act as one single INFOSEC
Engine through a computer network. The system may also
employ a software component that acts like a human “heart-
beat” between two or more INFOSEC appliances and
enables one appliance to takeover for another should the
other malfunction, any Personal Computer (PC) or generic
server appliance that can run the Windows or Linux oper-
ating systems. A client-server modular based software sys-
tem for secure, authenticated and non-repudiable commu-
nications between the Proactive Network Security system
and any traditional or typical Countermeasures System to
increase the probability that a hacker will not be able to
break into the existing network infrastructure through auto-
mated vulnerability assessment, reporting, and remediation.

[0047] A human factors in design (HFID) graphical user
interface (GUI) for secure configuration and administration
may be provided. The Secure Graphical User Interface
(GUI) is accessible through non-repudiable means. One
method is through an HTTPS (Secured HyperText Transfer
Protocol-Secure  Sockets Layer (SSL) enabled) Web
Browser. At initial connection, an additional layer of secu-
rity is available through a login (USERID/PASSWORD)
dialog box. Once logged into the Secure GUI, an adminis-
trator is able to quickly and easily navigate through graphi-

Aug. 16,2007

cal buttons and hyperlink text. The navigation is optimized
for the most rapid means of configuring, operating and
managing an Anti-Hacker Proactive Network Security Sys-
tem. The structure of an optimized Secure GUI is dynamic
in nature, based upon the modules, options and INFOSEC
plugins which are loaded into the system. The functions
include rapid access to the dynamic vulnerabilities and
exposures updating engine to select when, if ever, to sched-
ule updates to the system, the dynamic network mapping
engine to initialize an automated scan and review of oper-
ating systems, hardware and software connected to the
computer-based network, a calendar and scheduling engine
with simple calendar and scheduling functions and views to
allow for numerous configurations of the system, allowing
the administrator to choose which computers or network
equipment on Internet Protocol (IP) addresses to scan for
vulnerabilities and to protect against hacker attacks, access
1o key features and configuration of the vulnerability assess-
ment, access to key features and configuration of the report-
ing engine with data export functionality as well as the repair
engine which enables an administrator to proactively choose
automated repair or specialized repair on a per IP address or
system basis and finally, control of the plugins and real-time
countermeasures communications engine to enhance the
automation of proactive network security functionality
through communications with traditional countermeasures.
The Secure GUI contains functions for reading and writing
of configuration, reporting, management and remediation
data.

[0048] A software engine can securely and dynamically
update one or all components of the INFOSEC ENGINE
and/or all INFOSEC ENGINE PLUGINs as well as other
key security components of the invention. The dynamic
updates engine will update the Anti-Hacker Proactive Net-
work Security System with tests for the latest known com-
mon vulnerabilities and exposures (CVEs) as well as
updates to the System software, as needed, including main-
tenance and security updates and full-system upgrade
patches. The dynamic updates engine securely communi-
cates with and authenticates to a remote updating service
which may be hosted through a virtual private network or
through a strong-encrypted web-based service running on a
system which is publicly assessable through an IP Address
and an HTTPS or other SSL-based connection. The
Dynamic Updates Engine functions include requesting
authentication and access to the updating service, requesting
updates from the updating service, informing the updating
service about system health and other non-privacy related
system features and issues which may enable enhancements
to the quality and proactive nature of the Anti-Hacker
System. The updating engine is designed to as not to
compromise true privacy and full confidentiality of the
end-user for ethical and regulatory compliance issues.

[0049] An Information Security (INFOSEC) software
engine acts as a gateway between users, personal computers.
servers, services and the computer network (internet, intra-
net, extranet, wide area network, wireless network or local
area network). The information Security (INFOSEC) Engine
controls the computer-based network scanning, standards-
based vulnerability assessment through common vulner-
abilities and exposures (CVEs) testing, reporting and reme-
diation as well as interfacing with the INFOSEC ENGINE
PLUGINs. The INFOSEC Engine is structured in a modular
fashion with a main controller that takes input for control

-
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from the Secure GUI modules. Functions include reading
and acting upon the configuration and scheduling data as
stored by the Secure GUI modules. The INFOSEC Engine
contains a unique module for each vulnerability assessment
CVE test as well as communication modules to enable
non-intrusive testing for each unique 1P Address accessible
from the computer-based network. The INFOSEC Engine
contains read, write and export functionality for vulnerabili-
ties found and reported in various formats including but not
limited to structured query language (SQL.) databases and
tables, portable document format (PDF), extensible markup
language (XML), hypertext markup language (HTML),
comma separated values (CSV) and Excel file format (XSL).
The INFOSEC Engine, at initialization, is able to determine
which CVE tests are available as well as which INFOSEC
Engine Plugins are available and then to relay this informa-
tion to the Secure GUI for administration, control and
management.

[0050] An Information Security (INFOSEC) software
component that plugs into the INFOSEC engine to expand
the INFOSEC capabilities of the solution. Sample PLUGINs
may include one or more of the following but not limited to
Firewalls (FW). virtual private networks (VPNS) AntiVirus
Servers (AVS). Anti Distributed Denial of Service (Anti-
DDoS), Certificate Authorities (CA), Content Filtering and
Application Caching (PROXY), Encryption Acceleration
and Secure Sockets Layer (SSL). Intrusion Detection Sys-
tems (IDS), Intrusion Prevention Systems (IPS), Vulnerabil-
ity Assessment (VA), Vulnerability Remediation (VR), and
Wireless Security (802.11b) using Wireless Encryption Pro-
tocol (WEP), Clustering and High Availability (HA). The
INFOSEC Engine Plugins each share a common communi-
cations interface with the INFOSEC Engine. They provide
all necessary aspects of Information Security (INFOSEC)
functionality, administration, reporting, management and
remediation not originally built into the Anti-Hacker Proac-
tive Network Security System so as to maintain currency
with state-of-the-art INFOSEC functions and requirements.
The INFOSEC Engine Plugins are unique in that they each
may perform functionality ranging from wvulnerability
assessment, reporting, management and remediation to
industry standard countermeasure functionality such as
stateful packet inspecting firewall. virtual private network-
ing through IP Security (IPSec), Secure Sockets Layer (SSL)
to Intrusion Detection, Intrusion Prevention, Honeypot,
Anti-Virus, to Anti-Spam and other countermeasure-based
INFOSEC functionality not originally built-into the Anti-
Hacker system design. These INFOSEC Engine Plugins
may be securely and dynamically obtained and installed
automatically or manually through the Dynamic Updates
Engine.

[0051] An operating system may be employed that has
been hardened against known weak and attack meth-
odologies of hackers. The Hardened Operating System is
one which is deployed without any common vulnerabilities
and exposures (CVEs) that a hacker might take advantage of
to jeopardize the security of the Anti-Hacker Proactive
Network Security System. All unnecessary functionality has
been removed including but not limited to unnecessary open
ports and unnecessary computer-based networking proto-
cols, applications and system services. The Hardened Oper-
ating System may be Linux, BSD, Unix or Windows-based.
It will provide all necessary functionality for the Anti-
Hacker Proactive Network Security System software to
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function as designed but not allow for any unauthorized
access to Operating System specific functionality by any
administrator, end-user or unauthorized hackers.

[0052] A software component enables the INFOSEC
Engine to be deployed on more than one OPEN-BOX
HARDWARE systems that can act as one single INFOSEC
Engine through a computer network. The Clustering sofi-
ware will enable multiple Anti-Hacker Proactive Network
Security system computer-based network appliances which
are within the same network to operate as a clustered system
to share workload, as necessary for any and all functions
which may be clustered such as network scanning, vulner-
ability assessment through CVE testing, reporting, remedia-
tion and other critical functionality that may be too CPU
intensive for one system alone in a large network. The
Structure of the Clustering is organic by nature and allows
for multiple systems to communicate securely, sharing criti-
cal information related to any and all INFOSEC functions
being performed. Functions include secure authentication
and communication necessary to join a cluster, be removed
from a cluster and operate as part of a cluster.

[0053] A software component acts like a human “heart-
beat™ between two or more INFOSEC appliances and
enables one appliance to takeover for another should the
other malfunction. High Availability of the Anti-Hacker
Proactive Network Security System is achieved through
human-like heart-beat patterns of bit sharing and clock
synchronization of more than one system through one of
many possible means including but not limited to IP-based
communication over computer-based network cables, hubs,
switches, routers or other devices or serial or USB connec-
tivity with or without crossover cables as necessary. The
High Availability component of the system is structured to
enable automated recovery should one of multiple Anti-
Hacker Proactive Network Security System appliances fail
through hardware or software failure. Should this occur, the
High Availability functions, operating in a background
mode, regularly communicate as peers between two or more
syslems using peer-to-peer or client-server bit-based com-
munications asking the age old question “Are you there?”
and should a system not respond within a pre-defined and
configurable period of time, the system asking the question
will assume that the other system has failed and is offline. If
a ping of the other system through computer-based network-
ing does not achieve an acceptable response within an
acceplable time-frame, the “live” system will takeover
where the other system stopped. Functions to securely
exchange system status and logs are run automatically
during normal predefined and configurable schedules.

[0054] Any Personal Computer (PC) or generic server
appliance may be employed that can run the Windows or
Linux operating systems. The Anti-Hacker Proactive Net-
work Security System may be deployed on any Open-Box
Hardware. Open-Box Hardware is defined as any computer-
based system that can operate standards-based software and
operating systems included but not limited to Linux, BSD,
Unix or Windows on Intel, AMD or compatible hardware
systems. The Structure of the Open-Box Hardware can range
from hand-held wired or wireless computer equipment to
standard portable digital assistants (PDAs), laptops, desk-
tops, servers or other computers. The functionality provided
must include basis operating system, application and com-
puter-based network connectivity.
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[0055] A client-server modular based software system for
secure, authenticated and non-reputable communications
between the Proactive Network Security system and any
traditional or typical Countermeasures System to increase
the probability that a hacker will not be able to break into the
existing network infrastructure through automated vulner-
ability assessment, reporting, and remediation. The Coun-
termeasures Communications System enables secure com-
munications between the Anti-Hacker Proactive Network
Security System and other computer-based network equip-
ment which may be newly designed or traditional INFOSEC
countermeasure solutions such as stateful packet inspecting
firewall, virtual private networking through IP Security
(IPSec), Secure Sockets Layer (SSL) to Intrusion Detection,
Intrusion Prevention, Honeypot, Anti-Virus, to Anti-Spam
and other countermeasures-based INFOSEC functionality
not originally built into the Anti-Hacker system design. The
Countermeasure Communications System is structured to
enable secure communications between the Anti-Hacker
Proactive Network Security System and other computer-
based network equipment which may be newly designed or
traditional INFOSEC countermeasure solutions. Functions
are available to initiate and terminate communications,
allow the INFOSEC countermeasure client to initiate
requests for scheduling or immediate vulnerability assess-
ments through CVE tests, request reports in pre-defined file
formats or a data feed of the results, request remediation on
one, more or all of the IP Addresses which were tested or
scheduled to be tested and to request dynamic updates to
client INFOSEC countermeasure system.

[0056] The main components of one embodiment of this
system are Open-Box Hardware, running a Hardened Oper-
ating System with optional Clustering and High Availability
modules for flexible scalability and performance require-
ments and to preserve the longevity of hardware investments
through expandability and reusability traditionally found in
Open Box Computer-based hardware systems. Other key
main components include the Dynamic Network Mapping
Engine, Calendar and Scheduling Engine, Automated Vul-
nerability Assessment Scanning Engine, Automated Report-
ing, Exporting and Remediation Engine, Dynamic Update
Engine and the Real-time Countermeasures Communica-
tions Engine. Subcomponents include the Secure Automated
Repair Client, Countermeasures Communications Client,
INFOSEC Engine Plugins and Computer-based Network
stacks such as the TCP/IP or similar communications stack.
Each component communicates as necessary through a
multi-threaded non-blocking approach. The main compo-
nents call the subcomponents as necessary as driven by the
calendar and schedule which is read and managed by the
INFOSEC engine, as established by the administrator
through the Secure GUI. Alternative variations of this inven-
tion may include a network of one or more computers
operating in parallel, in a grid or in very large, secure and
remote clusters performing similar functionality and using a
similar open-box hardware approach as well as accelerated
proprietary chipsets which may or may not include accel-
erated PKI, 8SL, IPSec. WEP and other INFOSEC protocols
over wired or wireless networks.

[0057] In operation, the Hardware is attached to a com-
puter-based network through the standard means of connec-
tivity including but not limited to a wired or wireless TCP/IP
connection. It is then rapidly configured by the Administra-
tor through the secure GUI Once configured, the system can
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optionally scan the locally accessible network to determine
network topology and gather Operating System and IP
Address information. Then, the Administrator can configure
various scheduled events to enable the system to automati-
cally scan various computer-based network equipment for a
complete and thorough vulnerability assessment through
common vulnerabilities and exposures (CVEs) tests.
Optional INFOSEC Engine Plugins may be configured and
managed through the Secure GUI, as well. Optional Coun-
termeasure Communications may be configured either
through the Secure GUI or remotely through the Adminis-
trative GUI of the integrated countermeasure system. Auto-
mated vulnerability reporting will result and the adminis-
trator will be notified as to which CVEs exist on which
systems and simplified instructions on how to remediate for
each of the CVEs found. Automated Remediation Clients
may be deployed as agents running remotely on each system
within the Computer-Based network. Theses Automated
Remediation Clients will take their remediation instructions
securely from the Anti-Hacker Proactive Network Security
system or cluster of systems, under Administrator control
either automatically, manually or a combination of both.
Each remediated system will no longer contain the CVE that
placed the system at risk of being breached by a Hacker and
risking breaches of Regulatory Compliance, Legal Liability
and the risk of damage to computer-based assets.

[0058] Inan alternate embodiment, the invention provides
methods for auditing one or more of said network-based
assets for common vulnerabilities and exposures (CVEs) as
defined by the U.S. federally funded CVE list managed by
MITRE corporation or any similar list as managed by other
open sources occurs through security auditing server-based
software engine that has an ever-growing list of CVE tests
which use network-based hacking methodologies of scan-
ning, probing, fingerprinting and other remote security
access methods to find vulnerable spots in the Internet
protocol stack, TCP/IP, UDP or otherwise, operating system,
user access or Internet-connected applications, server soft-
ware and services that should be fixed. The results are stored
and compared against each network-based asset list which is
pre-processed in ASCII text format for storage into a simple
text file, Comma Separated Value (CSV) file, Extensible
Markup Language (XML) file and Structured Query Lan-
guage (SQL) database table.

[0059] The method may automatically generate CVE and
related regulatory compliance audit reports by taking the
results of the CVE wvulnerability assessment and security
auditing system output and comparing each result against
selected Regulatory and Corporate Compliance reviews
including but not limited to any CVE which is found that
may take a network-based asset out of said compliance
through a weakness that creates risk of loss against non-
repudiation and confidentiality of the network-based asset
and all related data stored on the host of said network-based
asset storage media. The method displays CVE test results in
an easy to read format including conversion into HTML and
PDF by reading the Comma Separated Value (CSV) file,
Extensible Markup Language (XML) file and Structured
Query Language (SQL) database table that hosts the CVE
test results and regulatory compliance data. The method
provides secure web-based GUI access to these reports by
dynamically reading a list of all available CVE test results
and their related reports into a simple selection list with a
point and click interface for access by authorized adminis-
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trators, through the Administration Console and by *C” level
executives through the Executive Dashboard interface (FIG.
6).

[0060] The method automatically shares MAC. 1P, Port,
CVE and related regulatory compliance other related audit
data with varions INFOSEC countermeasures including but
not limited to traffic filtering routers, virtual private net-
working equipment, firewalls, intrusion detection systems,
intrusion prevention systems, anti-virus solutions, anti-spam
solutions, content proxies, honeypots and other countermea-
sures designed to help protect network-based assets against
attacks through a Real-time Countermeasures Communica-
tion Engine (FIG. 7) which uses secure access through both
authenticated and non-repudiable secure connections to said
INFOSEC countermeasures.

[0061] Upon establishing a secure connection, the method
shares MAC, IP, Port and other necessary network-based
asset identification data with the INFOSEC countermeasure
to create a relationship between the two systems. This
provides the INFOSEC countermeasure with the most recent
CVE test data available on the network-based asset to help
an I'T manager manually or automatically determine how the
INFOSEC countermeasure should react to the CVE test data
on each network-based asset which has known weak spots
that are vulnerable to attack and pose a risk to the LAN and
WAN should these Ports, protocols, client or server appli-
cations not be temporarily disabled, turned off or blocked
from network access until patching or CVE remediation
takes place through the Secure Automated Repair Client
(FIG. 6) which may or may not be available and running on
the network-based asset.

[0062] In the event the INFOSEC countermeasure is a
firewall or traffic filtering router, dynamic alerting of the IT
manager or an alternative alert recipient and dynamic
changes to the firewall rule table will take place through the
Countermeasure Communications Client plug-in which has
been written for that MAKE, MODEL and VERSION
firewall or traffic filtering router. This may temporarily
disable, turn off, or block network access either granularly
through Port related CVE data or non-granularly by block-
ing all traffic of the said network-based asset containing the
CVE(s) which need remediation.

[0063] In the event the INFOSEC countermeasure is a
VPN. dynamic alerting of the IT manager or an alternative
alert recipient and dynamic changes to the VPN access list
will take place through the Countermeasure Communica-
tions Client plug-in which has been written for that MAKE,
MODEL and VERSION VPN. This can temporarily disable,
turn off, or block network access either granularly through
Port related CVE data or non-granularly by blocking all
traffic of the said network-based asset containing the CVE(s)
which need remediation.

[0064] In the event the INFOSEC countermeasure is an
IPS, dynamic alerting of the IT manager or an alternative
alert recipient and dynamic changes to the IPS access list
will take place through the Countermeasure Communica-
tions Client plug-in which has been written specifically for
that MAKE, MODEL and VERSION IPS. In the event the
INFOSEC countermeasure is an IDS, dynamic alerting of
the I'T manager or an alternative alert recipient and sharing
the related CVE tests data with the IDS to help the IDS
reduce false positives in the IDS alerting module as well as
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reduce the traffic load related to intrusion detections which
attack a particular IP address that is not susceptible to that
particular attack methodology based upon the related CVE
tests data and will take place through the Countermeasure
Communications Client plug-in which has been written
specifically for that MAKE, MODEL and VERSION 1DS.

[0065] Upon establishing a secure connection, the method
may obtain dynamic updates through a secure connection
(SSL) of network-based asset risk profile data, vulnerability
remediation data, asset management data, CVE test data,
policy, and regulatory compliance data.

[0066] The method may also automatically update
INFOSEC engine plugins to ensure the system continues to
stay current with methodologies to protect against hackers.
To this end, it establishes a secure connection through either
SSL or HTTPS to obtain any and all available INFOSEC
engine plugins that are not already installed on the Proactive
Network Security appliance. The users may obtain these
INFOSEC engine plugins through the ‘web-based” human
factors in design (HFID) graphical user interface (GUI) for
system administrators, also known as an ‘administrative
dashboard” through electronic commerce (e-commerce)
functionality. This e-commerce functionality, allows the
users to view which INFOSEC engine plugins have been
purchased, subscription service license status and transact
purchases for any and all additional INFOSEC engine
plugins which are available at the time of the users’ con-
nection to the Anti-Hacker Proactive Network Security
e-commerce system, hosted securely on an SSL-enabled
HTTPS web server, electronically shipping INFOSEC
engine plugins which have been purchased. all related
license keys and electronic documentation through an SSL
tunnel, via secure file transfer (FT'P8) or the secure hypertext
transport protocol (HTTPS Get) functionality.

[0067] These INFOSEC engine plugins may include new
interfaces to various countermeasures (i.e. Firewalls, VPNs,
IDS and IPS), enhanced or new CVE auditing functionality.
enhanced or new regulatory compliance reporting, enhanced
or new policy building tools, enhanced auditing capabilities
such as rogue wireless device detection, mobile device
detection, updated database tables, updated GUI features
and other ‘packaged’ enhancements to maintain currency of
the system.

[0068] The method may allow for automatically repairing
CVE and related regulatory compliance weaknesses through
a client-server-based system tray (SYSTRAY) interface. The
system may create secure SSL on-demand client-server
communication interfaces between the SYSTRAY applica-
tion running on client systems with one or more server
‘threads’ running on the Anti-hacker Proactive Network
Security system on a per network-based asset basis, and
upon establishing a secure connection, obtain paich man-
agement links, instructions, modules, executable patches
and security fixes through an SSL tunnel, via secure file
transfer (FTPS) or the secure hypertext transport protocol
(HTTPS Get) functionality between the SYSTRAY client
and the Anti-hacker Proactive Network Security system
serve. The system may allow for executing links, instruc-
tions, modules, executable patches and security fixes from
the SYSTRAY client application for repair and remediation
of CVE and related regulatory compliance weaknesses of
each CVE that has been uncovered by the Anti-hacker
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Proactive Network Security system for said network-based
asset, on a per IP address basis.

[0069] A secure sockets layer (SSL), secure hypertext
transport protocol (HTTPS), also known as ‘web-based’
human factors in design (HFID) graphical user interface
(GUI) for system administrators, may be provided to support
an ‘administrative dashboard” that allows system adminis-
trators 1o access core functionality of the Anti-hacker Pro-
active Network Security system. This may include those
functions necessary to manage, operate and update said
system, and the administrative dashboard provides access to
and control of initial licensing and setup by simple web-
based form-fill and point-and-click operations.

[0070] The administrative dashboard provides access
online help through mouse-over popup help as well as a
hypertext markup language (HTML) help system available
through simple point-and-click operations. The administra-
tive dashboard provides access to and control of basic
‘headless appliance” operations such as setting system date
and time, remote update, reboot, shutdown by simple web-
based point-and-click operations. The administrative dash-
board provides access to and control of basic alerting
operations such as alert through e-mail or pager module on
operating system or Anti-hacker Proactive Network Security
system tampering attempts. The administrative dashboard
provides access to and control of advanced alerting opera-
tions such as alert through e-mail or pager module on
completion of network-based asset discovery. The adminis-
trative dashboard provides access to and control of advanced
alerting operations such as alert through e-mail or pager
module on completion of CVE test completion on one or
more selected network-based assets on a per IP address
basis. The administrative dashboard provides access to and
control of advanced alerting operations such as alert through
e-mail or pager module on completion of system updates.
The administrative dashboard provides access to and control
of alerting operations such as alert through e-mail or pager
module on unauthorized attempted login to the Anti-hacker
Proactive Network Security system. The administrative
dashboard provides access to and control of advanced alert-
ing operations such as alert through e-mail or pager module
on XML, Really Simple Syndication (RSS) or HTML news
feeds for vulnerability alerts such as BUGTRAQ or other
open-source vulnerability and hacker threat news feeds. The
administrative dashboard provides access to and control of
advanced alerting operations such as alert through e-mail or
pager module on regulatory compliance reporting and
related network-based asset risk profile. The administrative
dashboard provides access to and control of network-based
asset discovery, policy and countermeasure enforcement
functionality by simple web-based point-and-click opera-
tions. The administrative dashboard provides access to and
control of calendar and scheduling automation functionality
for network-based asset discovery, policy and countermea-
sure enforcement functionality by simple web-based point-
and-click operations. The administrative dashboard provides
access to and control of system administrator level reporting
of the CVEs discovered. CVE and countermeasure related
event correlation and related regulatory compliance risks by
simple web-based point-and-click operations. The adminis-
trative dashboard provides access to and control of policy
building tools by simple web-based form-fill and point-and-
click operations. The administrative dashboard provides
access to and control of customer-service reporting, bug
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tracking and reporting and related issues reporting by simple
web-based form-fill and point-and-click operations.

[0071] The systems described herein may use a secure
sockets layer (SSL), secure hypertext transport protocol
(HTTPS), also known as ‘web-based’ human factors in
design (HFID) graphical user interface (GUI) for executives,
also known as an ‘executive dashboard’. This allows execu-
tives such as a chief financial officer (CFO) or chief security
officer (CS0O) or chief information officer (C1O) to access of
higher-level reporting functionality of the Anti-hacker Pro-
active Network Security system necessary to obtain CVE
and regulatory related compliance reports, such as “You
have X serious CVEs in your corporate network that may
take you out of compliance with Y regulation’, CVE related
countermeasure event alerts and high-level news feed alerts
related to hacker, nationwide and worldwide hacker attack
and/or new exploits, such as ‘BUGBEAR now attacking
U.5. Corporate networks today at 0900 EST through Out-
look flaw: CVE#xyz’, without overloading the executive
with the detailed and granular data found in the administra-
tive dashboard.

[0072] The executive dashboard provides access to and
control of high level alerting operations such as alert through
e-mail or pager module on serious risk of being out of
compliance or having new CVEs discovered or detection of
a rogue wired or wireless device in the network and/or
Anti-hacker Proactive Network Security system subscrip-
tion service about to expire. The executive dashboard pro-
vides access to and control of alerting operations such as
alert through e-mail or pager module on uwnauthorized
attempted login to the Anti-hacker Proactive Network Secu-
rity system. The executive dashboard provides access to and
control of which system administrators are allowed access to
the Anti-hacker Proactive Network Security system.

[0073] An optional software component like a human
‘heart-beat” between two or more Anti-hacker Proactive
Network Security system INFOSEC appliances and enables
one appliance to take over for another should the other
malfunction. The usage of bit sharing and clock synchroni-
zation of more than one system through secure IP-based
communications such as an SSL tunnel, via secure file
transfer (FTPS) or the secure hypertext transport protocol
(HTTPS Get) functionality over the LAN, WAN, or physi-
cally through serial, USB or crossover Ethernet cables to an
extra network interface card (NIC) on each INFOSEC
appliance. In the event serial, USB or crossover connections
are used for heart-beat communications. The bit sharing and
clock synchronization will occur through bit sharing and
clock synchronization of two or more systems in a round-
robin secure connection and data sharing. In the event one
of the Anti-hacker Proactive Network Security system
INFOSEC appliances does not provide a ‘heart-beat” bit
within a predetermined time frame, the next system 1o
discover the lost *heart-beat” will takeover where the lost,
shutdown or physically damaged appliance lefi off by con-
tinuing any and all events which were last recorded and
shared among ‘heart-beat’ enabled appliances through
secure database replication.

[0074] As to further discussion of the manner of usage and
operation of the present invention, the same should be
apparent from the above description. Accordingly, no further
discussion relating to the manner of usage and operation will
be provided.
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[0075] With respect to the above description then, it is to
be realized that the optimum dimensional relationships for
the parts of the invention, to include variations in size,
materials, shape, form, function and manner of operation,
assembly and use, are deemed readily apparent and obvious
to one skilled in the art and all equivalent relationships to
those illustrated in the drawings and described in the speci-
fication are intended to be encompassed by the present
invention.

[0076] The security systems described above may be
deployed on one or more micro-appliances, as described
generally below. Thus there is disclosed herein a dynami-
cally configurable security system using one or more micro-
appliances. Each micro-appliance may comprise a small,
solid state device that runs security software out of memory,
such as random access memory. The device may include
flash memory, compact flash (“CF”), flash read-only
memory, flash random access memory, a microdrive, or the
like, which may be externally removable (i.e., conveniently
removable/replaceable by an end uvser through an external
port). The device may store data locally, including assess-
ments, security updates, network or computer asset status,
and the like. This stored data may be transmitted to a
centralized location such as a corporate headquarters or
information technology center, where a dashboard or other
management utility may be employed. The device may
publish status and/or receive updates (either from a central-
ized management location, or from a public or commercial
update service) concerning new vulnerabilities and/or
exploits using, for example RSS or some other XML -based
or other standard syntax. Updates may include reconfigura-
tions, countermeasures, new policing or filtering algorithms,
or the like relevant to the new vulnerabilities/exploits. In one
embodiment, the micro-appliance may be deployed at a
branch or remote location. The micro-appliance may operate
as a standalone security system, or may function as a
component in a distributed security system that communi-
cates with an administrative center to provide local data and
receive security updates.

[0077] FIGS. 10-17 illustrate security and vulnerability
management on micro appliances, which comprises a dash-
board or graphical user interface (GUI), a security access
control (AUTH) and secure communications sub-system
(SEC-COMM), network and asset discovery and mapping
system (NAADAMS), an assel management engine (AME),
vulnerability assessment engine (CVE-DISCOVERY), vul-
nerability remediation and workflow engine (CVEREM-
EDY). a reporting system (REPORTS), a subscription,
updates and licensing system (SULS). a countermeasure
communications system (COUNTERMEASURE-COMM),
a logging system (LOGS), a database integration engine
(DBIE), a database correlation and warchousing engine
(DCAWE), a scheduling and configuration engine (SCHED-
CONFIG), a wireless and mobile devices/asset detection and
management engine (WIRELESS-MOBILE). a notification
engine (NOTIFY), a regulatory compliance reviewing and
reporting system (REG-COMPLY), clientless network
admission control (CLIENTLESS NAC) integration with all
major firewalls and smartswitches to dynamically reconfig-
ure the firewall and smartswitch rules and access tables to
quarantine problems (CVEs) at the network ports, whether
physical or based on the Internet standard (TCP/IP) for
ports, or similar protocol based software ports, where these
problems reside. The Database Correlation and Warehousing
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Engine integrates with the clientless network admission
control system. The graphical user interface that displays
reports and real time analysis from data gathered by multiple
Security and Vulnerability Management Micro Appliances.

[0078] Dashboard or graphical user interface: A secure
graphical user interface which provides an interface for the
user to configure the product for their company and network
environment, manage the assets of their network, create
configurations to audit the assets in their network, access and
view reports on the vulnerabilities of their networks, have an
interface for the subscription service including upsells to the
products, downloads of compliance documents. This will
also provide an interface to a dashboard where the user can
track the changes in the network, see logging information of
the activity on the appliance and more generally any com-
piled information which can be obtained from the knowl-
edge gathered about the assets in the network. There are
various Structural and Functional variations to the imple-
mentation of the GUIL. One model is to create a tiny web
server which generates web pages either securely, through
Secure Sockets Layer (TSL, SSL, or HTTPS) or non-
securely (HTTP) over the Internet or local area network
{LAN). Each screen is dynamically generated as a result of
web-based (HTML) input from the end users. Another
variation is the creation of a client-based application, devel-
oped using standard Windows or similar GUI client tools
that can connect either securely or insecurely over a network
to a server-side interface using a secure communications
subsystem. Other methods include the development of a
GUI using the JAVA programming language or MYSQL
databases with Perl, Python or PHP tied into a small web
application server.

[0079] Security access control: This is a secure commu-
nications sub-system engine which provides a secure
method in which an end-user can access the appliance and
all the functionality of that appliance as well as providing
secure means in which to upload and download files, reports,
subscription data and in general any relevant data compiled,
generated or related to the functionality of the appliance.
The secure communications subsystem engine uses the
secure internet protocol of secure sockets layer (SSL) or the
secure hypertext transfer protocol to share information
between the GUI client and the Micro appliance security and
vulnerability management server.

[0080] Secure communications sub-system: This is a net-
work and asset discovery mapping system that will deter-
mine the assets that are on the network both through an
on-demand asset detection engine as well as a dynamic
detection engine. It will gather data about these assets
including the system information, application information,
user information, location and other relevant information.
MNetwork and asset discovery mapping system uses various
methodologies to poll devices throughout the local area
network (LAN) to determine what systems are available and
online. Each network asset will typically respond with an 1P
Address and through standard packet sniffing methodolo-
gies, the solution will be able to determine the MAC address
and Operating System as well.

[0081] Asset management engine: This engine is an asset
management engine which works closely with the network
and asset discovery mapping system (NAADAMS). This
engine will track the changes in the assets on the network,
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provide an overview of the network as well as detailed
information to the system admin. It will compile statistics
for these assets providing information to the user to better
manage those assets as well as improved methods of com-
plying with government regulations. This system commu-
nicates with the internal NAADAMS to manage a list of all
assets within the network including IP Address, MAC
address and Operating System. It contains ADD, DELETE,
EDIT and RENAME functionality for each discovered net-
work asset.

[0082] Common vulnerabilities and exposure discovery
engine: This is a common vulnerabilities and discovery
engine which audits the devices on a network to determine
the vulnerabilities it has which hackers could exploit. This
engine will have several levels of intrusiveness which will
affect how rapidly it detects the vulnerabilities as well as
how intrusively that detection is. It will also retain a data-
base of past audits allowing for differential audits comparing
previous audits with older audits as well as incremental
audits which test for only the latest known vulnerabilities.
Common vulnerabilities and discovery engine uses the simi-
lar approach to CVE discovery as the Open Source Nessu-
s.org project and the Open Source SARA project. Traditional
network security scanners tend to focus on the services
listening on the network—and only on these. Now that
viruses and worms are propagating thanks to flaws in mail
clients or web browsers, this conception of security is
getting outdated. The CVE Discovery engine uses a remote
security scanning methodology similar to these two pro-
grams, NESSUS and SARA, with the ability to detect the
remote flaws of the hosts on the network and their local
flaws and missing patches as well—whether they are run-
ning Windows, Solaris, Mac OS X or a Unix-like system.

[0083] Common vulnerabilities and exposure remediation
engine: This engine is a common vulnerabilities and reme-
diation engine. This engine will allow for both automated
and on-demand methods of remediating security vulnerabili-
ties that have been found on assets in the network. This will
include seripts and macros and other similar methods used
to remove vulnerabilities from the network. Common vul-
nerabilities and remediation engine variations include func-
tionality to allow customers to select which IP Addresses
need to be repaired by the removal of the Common Vulner-
ability and Exposure (CVE) which has been discovered. The
Workflow component of the CVE-REMEDY system enables
end users to accept CVE repairs and if a client or agent exists
on the network asset that contains a CVE, a connection is
made to the client to initiate a patch or system reconfigu-
ration and resolve the CVE.

[0084] Reporting system: This is a reporting system
engine which generates reports in various formats providing
information to the user about vulnerabilities on their system,
methods of remediating these vulnerabilities, assets on their
network, updates to their system, compliance with regula-
tions as well as any pertinent information about the state of
their network. Reporting system engine variations include
centralized reporting, easily customizable reports for flex-
ible reporting, automated trending and differential reports
for gap analysis, remediation reporting for the workflow
engine including ticket trending and tickets by group, user,
and vulnerability as well as web-based reporting immedi-
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ately available to authorized users. Reports may be output in
PDF, XML, CSV, XLS, HTML, and other industry standard
report formats.

[0085] Subscription, updates and licensing system: This is
a subscription, updates and licensing system which provides
the end-user a method of obtaining the latest vulnerability
tests, code updates and in general any subscription updates
they have paid for. This system provides a licensing system
so that these updates can be properly managed by the
provider. This system will be composed of a server engine
on a publicly hosted site and a client-engine on each
appliance. The server engine will contain a database, a
license manager and all vulnerability tests, code updates and
subscription data and files pertinent to the subscription
service. The client engine will contain a secure mechanism
to request updates from the server as well as a mechanism
to change the license available to the end-user. Subscription,
updates and licensing system variations include built-in
functionality to connect to the subscription server and obtain
various pieces of information including subscription start
date confirmation, subscription end date confirmation,
options to expand current subscription and an e-commerce
component to enable instant one-click purchasing of sub-
scription updates. The SULS also allows end customers to
obtain soft updates for any functionality that has been
improved or changed in the system.

[0086] Countermeasure communications system: The
Countermeasure Communications engine shares dynami-
cally detected information about current and new network
assets for the dynamic reconfiguration of firewalls, virtual
private networks (VPNs) and SmartSwitches to quarantine
CVEs (problems) detected in any and all trusted network
assets at the port level, blocking problems at ports, not
people and productivity. In the event a network asset is
untrusted, such as a rogue laptop or wireless router, it is
quarantined at all possible points of entry and exit including
but not limited to the firewall, VPN and SmartSwitch. This
system will also send an alert through E-mail and SMS
paging to an IT Manager or designated end user to let them
know that the system detected a rogue or high risk asset and
took action, automatically.

[0087] Logging system: A logging system which provides
the end-user with data of the activities on the appliance. This
includes system. user and event logs. The system logs
comprise, but are not limited to, issues related to the
hardware, software, services and network, and any changes
that may occur to these components, whether through user
interaction, automated functionality, system failure or any
other means. The user logs comprise, but are not limited to,
activities instigated by an end-user. This includes any access
to the product and subsequent activity performed by that
user. User logging will also include tracking of concurrent
users accessing the product, when any access occurred,
failed login attempts and any unauthorized activity. Event
logging includes any operating system related issues,
reboots, shutdowns: Also update activities including the
vulnerability test updates, code updates, subscription service
updates, license upgrades and related activities.

[0088] Database integration engine with workflow: This
engine is based on a Relational Database engine which
consists of a workflow control system, ticketing control
system, tracking and verification system which integrate
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reporting, asset, workflow and logging databases. It uses
data warehouse methodologies to correlate data from numer-
ous sources via a command center. The workflow control
system sets up, distributes and manages the overall work-
flow process. The ticketing control system assigns workflow
activities o customer defined resources, assigns priorities
and escalates priorities as needed. The tracking and verifi-
cation system keeps a status of the workflow process,
provides reports and alerts and finalizes completed workflow
activities. The database integration leverages drivers with
ODBC (Open DataBase Connectivity), JDBC (Java Data-
base Connectivity), UDBC (Universal Database Connec-
tion) and OLE DB & CROSS to fully integrate the under-
lying databases with the applications running on the system.

[0089] Scheduling and configuration engine: The sched-
uling and configuration engine controls any process on the
product which pertains to scheduled activities or the con-
figuration of the system, audits or any processes running on
the product. This includes but is not limited to the auto-
update process for obtaining vulnerability tests, subscription
updates or code updates. It also includes auditing and
reporting processes, workflow, network discovery, dash-
board, command center, and logging processes.

[0090] Wireless and mobile devices/asset detection and
management engine: The wireless and mobile devices/asset
detection and management engine includes a wireless access
point and mobile device discovery system which links into
the notification engine, countermeasure engine and database
engine. This discovery engine detects systems through vari-
ous means including network scanners such as Nmap, Nes-
sus, SARA, DHCP broadcasts, traffic analyzers and SNMP
traps and other similar tools. The engine sends alerts through
the alerting engine relating data about the existence and state
of wireless and mobile devices discovered. This engine also
interacts with the countermeasure engine, providing a means
to quarantine and/or control the flow of traffic to and from
the wireless and mobile devices. This includes traffic control
via firewalls, smartswitches, VPNs and similar technology.
This engine also interacts with the database engine to store
and track all data related to wireless and mobile assets.

[0091] Notification engine: The notification engine inter-
acts with all components of the system to provide notifica-
tions, alerts and status based on the activity of the produet.
This includes but is not limited to data from the update
engine (vulnerability tests updates. code updates, subscrip-
tion updates, etc.), reporting engine, logging engine, work-
flow engine. network discovery, asset engines and wireless
and mobile devices/asset detection and management engine.
Notification is provided through email, SMS messages, cell
phone alerts, pager messages and similar such communica-
tion media.

[0092] Regulatory compliance reviewing and reporting
system: The regulatory compliance reviewing and reporting
system is an engine which combines the corporate security
policy, government regulations, business security programs,
vulnerability assessment and reporting features of the prod-
uct into an integrated system for assessing and reporting the
status of assets as they pertain to regulatory compliance. The
engine ties regulations, company policies and security pro-
grams to assets and to vulnerability tests in order to ascertain
the level of compliance with these regulations, policies and
programs. This engine leverages the data obtained through
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the vulnerability assessment engine to assess the level of
compliance. Automated actions ensue from these results in
conjunction with the countermeasure engine to ensure the
security of assets as well as compliance with policies and
regulations. The engine provides related data to the alerting
engine. The engine also provides data to the reporting and
database correlation and warehouse engines.

[0093] Database Correlation and Warehousing Engine:
This engine gathers data from processes and results through-
out the product as well as from internal/external resources,
including but not limited to the Update Servers, Counter-
measure appliances, Data feeds, other devices of the same
nature as this patent describes and any related third party
sources. The engine uses data warehouse methodologies to
store this data. The engine also provides a means of querying
the database and warehouse information either through
automated methods or through on-demand user interfaces.

[0094] Clientless network admission control system: This
engine provides a means to control the access of network
devices onto networks. The engine does not require any
software to be installed on any of the target devices. The
engine uses a combination of the network discovery engine,
vulnerability assessment engine, database correlation
engine. wireless and mobile device detection engine to
determine when a network device has permission to access
the network. This determination is also based upon infor-
mation obtained from the regulatory compliance reviewing
and reporting system and policies. This engine interacts with
the countermeasure communications system to control the
access of each network appliance. The engine is designed to
work in a multi-branch solution and provide extensible
authorization. It securely connects to firewalls, smart-
switches, and VPNs to reconfigure their rules and access
control lists around CVE related problems and ports, not
people and productivity.

[0095] Graphical user interface that displays reports and
real time analysis from data gathered by multiple Security
and Vulnerability Management Micro Appliances: This
engine provides a means to gather data in a mulii-branch
environment from numerous Security and Vulnerability
Management Micro Appliances; correlate this data; and
display data, trends, status and real time analysis of this data.
It provides a means to query from an updated data ware-
house to provide user defined reports and information.

[0096] 1t also provides a means to remotely manage the
Security and Vulnerability Management Micro Appliances.
This engine provides a network summary including but not
limited to missing network devices, vulnerability counts,
interactions with countermeasures and status of the vulner-
ability tests, and code and subscription updates across the
multi-branch environment.

[0097] The graphical user interface (GUI) provides con-
nections to all components of the appliance. It is the means
in which the end-user has access to control the functionality
of the appliance. The security access control (AUTH) is
connected to the graphical user interface (GUI) to allow
security controls over how an end-user may access the
appliance. It also interacts with the reporting system
(REPORTS) to provide encryption capabilities for access to
reports and sensitive data. It is also connection to the
database engine (DBIE) so that all access to the appliance
can be tracked and monitored. The secure communications
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sub-system (SEC-COMM) is connected to the subscription
service (SULS) providing a secure means in which vulner-
ability tests can be added to the appliance as well as updating
the license of the end-user and providing any upsell or
functional enhancements to the appliance. It is also con-
nected to the database engine (DBIE) so that all secure
transactions through this component can be tracked and
monitored. The network and asset discovery and mapping
engine (NAADAMS) is interconnected with the asset man-
agement engine (AME), providing the data necessary for
this component as well as with the database engine. Other
components are CVE-DISCOVERY, a common vulnerabili-
ties and discovery engine; CVE-REMEDY, a common vul-
nerabilities and remediation engine; REPORTS, a reporting
system; SULS, a subscription, updates and licensing system;
COUNTER-MEASURE-COMM, a countermeasures com-
munication system; LOGS), a logging system; DBIE, a
database integration engine; SCHED-CONFIG, a schedul-
ing and configuration engine: WIRELESS-MOBILE, a
wireless and mobile devices/asset detection and manage-
ment engine: NOT WY, a notification engine, and REG-
COMPLY. a regulatory compliance reviewing and reporting
system.

[0098] The system is designed around a number of engines
which work together to provide state of the art vulnerability
assessment, reporting, management, and remediation capa-
bilities on a micro-platform. Other than a one time setup
interface over a serial connection to a hyperterminal inter-
face, the appliance is a headless device where the end-user
interface is through a secure web interface. Data is stored in
both a flat-file format and a secure relational database server.
The vulnerability assessment component is based on a
SmartScan engine which scans network assets for flaws and
weaknesses in the systems. A network discovery engine
provides a means to determine the assets on a network both
through on-demand means initiated by an end-user and
through dynamic detection as assets appear on the network.
Vulnerability and asset data is stored in the appliance and
reporting results are auto-generated and provided on demand
through a query interface. Vulnerable systems are quaran-
tined from the network through a countermeasure engine
which interacts with firewalls, smartswitches and other
similar devices. All vulnerability data is passed to a work-
flow engine which allows the end-user to assign remediation
needs to resources, track the status and escalate the status as
needed. A notification engine is tied in to all processes
providing the end-user instant information on the status of
the network and the components in the appliance. A dash-
board and command center allows the user an easy interface
to manage and review the status of the entire network and
assets whether they are local or in remote locations. A
logging engine collects all pertinent data about the system,
user access, functionality and processes on the appliance.

[0099] As to a further discussion of the manner of usage
and operation of the present invention, the same should be
apparent from the above description. Accordingly, no further
discussion relating to the manner of usage and operation will
be provided.

[0100] With respect to the above description then, it is to
be realized that the optimum dimensional relationships for
the parts of the invention, to include variations in size,
materials, shape, form, function and manner of operation,
assembly and use, are deemed readily apparent and obvious
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to one skilled in the art. and all equivalent relationships to
those illustrated in the drawings and described in the speci-
fication are intended to be encompassed by this disclosure.
It will also be understood that the embodiments of a security
micro-appliance, and a security system using one or more
micro-appliances, as described above, is an example only,
and does not limit the scope of the inventive concepts
disclosed herein.

[0101] In other embodiments, the security system
described herein may employ RSS or any other XML-based
syntax(es) for communicating status and other information
from security appliances and/or publishing security updates
or configuration instructions to security appliances. RSS is
a Web content syndication format. Its name is an acronym
for Really Simple Syndication. RSS is a dialect of XML. All
RSS files must conform to the XML 1.0 specification, as
published on the World Wide Web Consortium (W3C)
website. RSS feeds include Channels and Elements.

[0102] Part of the convergence of exploit, threat and
vulnerability analysis happening at MITRE that will help
accelerate the release of a preferred embodiment of RSS-
based Security appliances and services, is MITRE's OVAL
standard, funded by the U.S. Department of Homeland
Security (DHS).

[0103] OVAL is the Open Vulnerability Assessment Lan-
guage. It is funded by the U.S. Department of Homeland
Security (DHS) and in summary the XML, machine read-
able format for the Common Vulnerabilities and Exposures
(CVE®R) standard. OVAL is an international, information
security community baseline standard for how to check for
the presence of vulnerabilities and configuration issues on
computer systems. OVAL standardizes the three main steps
of the process with an OVAL System Characteristics
Schema for collecting configuration data from systems for
testing: OVAL Definitions to test for the presence of specific
vulnerabilities, configuration issues, and/or patches; and an
OVAL Results Schema for reporting the results from the
evaluated systems.

[0104] The tests are standardized, machine-readable XML
Vulnerability Definitions, Compliance Definitions, and
Patch Definitions. OVAL’s schemas and definitions are all
free to download, use, reference, and implement. An
“OVAL-compatible™ tool, service, Web site, database, or
advisory/alert uses the Open Vulnerability and Assessment
Language (OVAL), as appropriate, for communicating
details of vulnerabilities, patches, security configuration
settings, or machine state. An “OVAL-1D compatible™ tool,
Web site, database, archive. or security advisory includes
OVAL-ids as part of the information it conveys about a
security issue, and provides for searching by OVAL 1D with
potential linkage back to the source definition of the OVAL-
1D,

[0105] OVAL itself is an international cyber security com-
munity effort to standardize the identification of vulnerabil-
ity, configuration. or patch issues on computers by devel-
oping standardized, machine-readable vulnerability, patch,
and configuration definitions. Each of the different kinds of
definitions is referred to as a “class™ of definitions. The
structure and vocabulary of an OVAL definition is controlled
by the Official OVAL Definition Schema, which was devel-
oped by the OVAL Community and approved by the OVAL
Board. The OVAL Definition Schema is composed of'a Core
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Schema that defines the general structure of an OVAL
definition, and Component Schemas that extend the OVAL
Definition Schema to particular operating systems or major
application.

[0106] In addition to the OVAL Definition Schema, the
OVAL community has developed two additional schemas to
assist in the process of analyzing OVAL definitions. The
Official OVAL System Characteristics Schema defines a
standard format for expressing the file system information
and configuration parameters gathered from a specific com-
puter. The purpose of this schema is to provide a tool with
a snapshot of a system’s configuration at a particular point
in time. The Official OVAL Results Schema defines a
standard format for expressing the outcome of performing
an analysis using OVAL definitions. The purpose of this
schema is to allow capabilities to exchange the OVAL
analysis results in a standardized format.

[0107] When talking about OVAL compatibility it is nec-
essary to consider each of these schemas and how they will
be used. For each schema there is a notion of “producers™
and “consumers.” Typically, a Feed Provider, today, pro-
vides news and related information as an XML Feed,
through various Aggregators to end Users (Consumers).

[0108] Although the feeds are machine readable as XML
data sets, very few tools are available today to take advan-
tage of this real-time feed. Most tools are used for the
rendering of RSS feed information into a human-readable
version such as an HTML news page or an e-mail update.

[0109] Feed consumers—there will be two feed consum-
ers—people and INFOSEC countermeasures. The people—
typically, but not limited to the CFO, C10, CS0O and IT
Managers, who will use the information provided to aug-
ment their security posture in real-time, while the counter-
measures will be able to use the feed to dynamically
reconfigure themselves based on Global and local security
threats as well as the internal vul bilities or weak
found in the internal assets through a real-time CVE®
differential analysis performed by the preferred embodiment
system.

[0110] Regulations such as Sarbanes-Oxley, GLBA,
HIPAA. and others are only the beginning. The possibility of
an upcoming cybersecurity audit mandated by the SEC
looms large. The need for proactive and regular external IT
security audits as well as internal controls has led to the need
of real-time feeds—an RSS feed-based INFOSEC solution.
As a resull, networks will be more secure, experience more
uptime and outdated INFOSEC countermeasure equip-
ment—Firewalls/VPNs, IDS, IPS, Antivirus, etc. will be
able to perform in an optimized fashion, taking a more
holistic view of network security, in real-time, based upon
the new and critical RSS feed provided by the preferred
embodiment.

[0111] This unique utility may be deployed through soft-
ware-only as well as software on turnkey industry standard
rack mount as well as smaller micro appliances construction
wherein the same can be utilized for helping Information
Technology (IT) Managers better see and remove the prob-
lems or flaws, also known as common vulnerabilities and
exposures (CVEs), in their managed network equipment,
computers, servers, hardware and related systems, which are
used on a daily basis to store, edit, change. manage, control,

Aug. 16,2007

backup and delete network-based assets. My invention
includes RSS feed-based updates, alerts and vulnerability
tests as well as data replication, correlation and warehousing
for reporting. trending, real-time vulnerability and gap
analysis among multiple micro appliance deployments. This
will also enable larger geographically distributed enterprises
with many branches to have a “dashboard™ view of their
threat and risk profiles throughout their Networks.

[0112] In these respects, the vulnerability management
and intrusion prevention software and appliances according
to the present invention substantially departs from the con-
ventional concepts and designs of the prior art, and in so
doing provides an apparatus primarily developed for the
purpose of helping Information Technology (IT) Managers
better see and remove the problems or flaws, also known as
common vulnerabilities and exposures (CVEs). in their
managed network equipment, computers, servers, hardware
and related systems, which are used on a daily basis to store,
edit, change. manage, control, backup and delete network-
based assets. They will be better prepared to defend against
zero-day exploits and attacks, increasing network uptime
and improving IT compliance with various government
regulatory requirements including but not limited to Sar-
banes-Oxley (SOX), GLBA, HIPAA, E-SIGN, EO13231,
CFR21 FDA 11, Visa PCI and MasterCard SDP compliance
and other regulations.

[0113] The systems disclosed herein may include RSS
Feed-based coordination, aggregation and delivery of global
threat and internal asset vulnerability information from
MITRE, US-CERT. the SANS Institute and the National
Institute of Standards and Technology (NIST), among oth-
ers, data replication, correlation and warehousing for report-
ing. trending, real-time vulnerability and gap analysis using
Extensible Markup Language (XML) for standardization,
communication and correlation among multiple deploy-
ments. This may also enable larger geographically distrib-
uted enterprises with many branches to have a “dashboard”
view of their threat and risk profiles throughout their Net-
works. Each Extranet is yet another backdoor to any cor-
porate network that needs to be managed remotely. Next
generation vulnerability management and Intrusion Preven-
tion software and appliances using RSS Feeds will be able
to close such backdoors and defend against zero-day
exploits.

[0114] End users will ultimately be able to automatically,
proactively defend their networks and quarantine vulner-
abilities without having to install a client on every device or
spend thousands of dollars on complex systems and thereby
protecting the Confidentiality, Availability and Integrity of
their Networks and related confidential communications.

[0115] In general. an RSS-based security system may
include an RSS Feed-based system with a dashboard or
graphical user interface (GUI). a security access control
(AUTH) and secure communications sub-system (SEC-
COMM), Transport Control Protocol/Internet Protocol
(TCP/1P), User Datagram Protocol (UDP) and Session Ini-
tiation Protocol (SIP) network and asset discover and map-
ping system (T-U-S5-NAADAMS), a asset management
engine (AME), vulnerability assessment engine (CVEDIS-
COVERY), vulnerability remediation and workflow engine
({CVE-REMEDY), a reporting system (REPORTS), a sub-
scription, updates and licensing system (SULS). a ready
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countermeasure communications system (COUNTERMEA-
SURE-COMM), a logging system (LOGS), a database inte-
gration engine (DBIE), a database correlation and warehous-
ing engine (DCAWE), a scheduling and configuration
engine (SCHED-CONFIG), a device, wireless-enabled and
mobile devices/asset detection and management engine
(WIRELESS-MOBILE), an RSS-Feed based notification
engine (NOTIFY) which uses XML, a regulatory compli-
ance reviewing and reporting system (REG-COMPLY),
using RSS Feeds in real-time to drive clientless network
admission control (CLIENTLESS NAC) integration with all
major INFOSEC Countermeasures (including but not lim-
ited to firewalls, VPNs, ids, ips, patch management. con-
figuration management and smartswitches) to dynamically
reconfigure the firewall and smartswitch rules and access
tables to quarantine problems (CVEs) at the network ports,
whether physical or based on the internet standard (TCP/IP),
UDP, SIP or otherwise for ports, or similar protocol based
software ports, where these problems reside. Of particular
uniqueness is an automated self healing capability, that is, if
a CVE can be automatically remedied, it will be done
through the system by way of integration with traditional
patch management and/or configuration management sys-
tems through the CVE-REMEDY system.

[0116] The system may provide Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS feeds
in real-time.

[0117] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses Really
Simple Syndication (RSS) Feeds for helping Information
Technology (IT) Managers better see and remove the prob-
lems or flaws, also known as common vulnerabilities and
exposures (CVEs), in their managed network equipment,
computers, servers, hardware and related systems, which are
used on a daily basis to store, edit, change, manage, control,
backup and delete network-based assets and communica-
tions. The system may include data replication, correlation
and warehousing for reporting, trending, real-time vulner-
ability, malicious traffic and gap analysis among multiple
software and/or blade and/or rack mount and/or micro
appliance deployments. This will also enable larger geo-
graphically distributed enterprises with many branches to
have a “dashboard” view of their threat and risk profiles
throughout their Networks.

[0118] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
in real-time to include not only software or combination of
software running on traditional rack mount appliances but
also very compact computer Micro Appliances and can fit in
the palm of human hands, which finds most or all of the
common vulnerabilities and exposures (CVEs) on network-
based assets such as computers, servers and related com-
puter and network equipment and share this data with
numerous INFOSEC Countermeasures including but not
limited to intelligent ready firewalls and smartswitches to
dynamically reconfigure their rules tables and access points
including the physical ports of smartswitches providing time
to repair vulnerabilities before they are exploited by hackers,
viruses or worms.

[0119] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
in real-time to help resolve through partial or full automated
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remediation most or all of the common vulnerabilities and
exposures (CVEs) found on network-based assets such as
Internet enabled computers, servers and related computer
and network equipment and share this data with the switch-
ing systems, serial connectivity devices, extension and
remote access products, technologies, software and hard-
ware. The switching and connectivity solutions may provide
IT (information technology ) managers with access and con-
trol of multiple servers and network data centers from any
location. Analog, digital and serial switching solutions, as
well as extension and remote access products, technologies
and software, may cooperate in managing multiple servers
and serially controlled devices from a single local or remote
console consisting of an administration interface.

[0120] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
in real-time to enable the web client software (ADMINIS-
TRATIVE CONSOLE) of the Vulnerability Management
and Intrusion Prevention Systems to display whether in
delayed or real-time methodologies, detection of rogue
enabled wired and wireless devices, laptops, mobile equip-
ment and the like, the critical related CVE information
discovered on the network through automated scanning and
auditing means.

[0121] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
in real-time that enable the web client software (ADMIN-
ISTRATIVE CONSOLE) of the Vulnerability Management
and Intrusion Prevention Systems to manage and display
more detailed asset information such as ownership, serial
number, user name, make, model, manufacturer, emergency
contact, purchase or lease price and terms as well as any
other relevant information that can be attributed to the asset
(such as [P Address, SIP related information, MAC address,
operating system, hardware specifications, software speci-
fications, physical location, etc.). This also includes the
usage of RSS readers and RSS Mobile enabled devices for
remote dashboard and administrative operations.

[0122] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that that uses RSS
Feeds in real-time to enable the web client software
(ADMINISTRATIVE CONSOLE) of the Vulnerability
Management and Intrusion Prevention Systems to connect to
a subscription service for access to 1T manager related
add-ons or plug-ins that will help the IT manager do a better
job at managing and protecting said assets in relation to their
INFOSEC countermeasures in use, proof of best practices
for ISO 17799 or similar security and compliance models as
well as any other relevant and useful upgrades and additions
to the invention.

[0123] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
in real-time to share all necessary Vulnerability Manage-
ment and Intrusion Prevention Systems functionality and
information with both non-enabled and ready firewalls,
virtual private networks and smartswitches (COUNTER-
MEASURES) to enable clientless quarantine of network
security problems, blocking ports and problems not people
and productivity, seamless reporting, logging and database
related storage, tracking and backing up of security auditing
related and vulnerability assessment information.

[0124] The system may provide a Vulnerability Manage-
ment and Intrusion Prevention systems that uses RSS Feeds
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in real-time to share anthentication and related access con-
trol information, protocols and communications with the
security services (AUTHENTICATION SERVER) enable
the client sofiware (ADMINISTRATIVE CONSOLE) of the
Vulnerability Management and Intrusion Prevention Sys-
tems to create seamless administrative and user access,
privileges and controls.

[0125] The system may detect and prevent the success of
man-in-the-middle and other eavesdropping attacks against
networks by detecting the weaknesses, in advance of an
attack, of the assets which are susceptible to such attack and
to dynamically reconfigure the network and COUNTER-
MEASURES to provide the IT stafl the time necessary to
remediate the related CVE which may be exploited for said
attack methodology and to provide remediation instructions
which may include one-click fixes such as patches or system
reconfigurations to harden the asset against successful
exploit.

[0126] FIGS. 18-26 illustrate RSS Feed-based Vulnerabil-
ity Management and Intrusion Prevention Systems, which
comprises a dashboard or graphical user interface (GUI), a
security access control (AUTH) and secure communications
sub-system (SEC-COMM). network and asset discover and
mapping system (T-U-S-NAADAMS), an asset manage-
ment engine (AME), vulnerability assessment engine (CVE-
DISCOVERY), wvulnerability remediation and workflow
engine (CVE-REMEDY), a reporting system (REPORTS), a
subscription, updates and licensing system (SULS), a coun-
termeasure communications system (COUNTERMEA-
SURE-COMM), a logging system (LOGS), a database inte-
gration engine (DBIE), a database correlation and
warehousing engine (DCAWE), a scheduling and configu-
ration engine (SCHED-CONFIG), a wireless and mobile
devices/asset detection and management engine (WIRE-
LESS-MOBILE), a notification engine (NOTIFY), a regu-
latory compliance reviewing and reporting system (REG-
COMPLY), clientless network admission control
(CLIENTLESS NAC) integration with all major firewalls
and smartswitches to dynamically reconfigure the ready
firewalls and intelligent smartswitches rules and access
tables to quarantine problems (CVEs) at the network ports,
whether physical or based on the internet standard (TCP/1P),
UDP, SIP or other for ports, or similar protocol based
software ports, where these problems reside.

[0127] GUI—a dashboard or graphical user interface. A
secure graphical user interface which provides an interface
for the user to configure the product for their company and
network environment, manage the assets of their network,
create configurations to audit the assets in their network,
access and view reports on the wvulnerabilities of their
networks, have an interface for the subscription service
including upsells to the products, downloads of compliance
documents, This will also provide an interface to a dash-
board where the user can track the changes in the network,
see logging information of the activity on the appliance and
more generally any compiled information which can be
obtained from the knowledge gathered about the assets in
the network. There are various Structural and Functional
variations to the implementation of the GUIL One model is
to create a tiny web server which generates web pages either
securely, through Secure Sockets Layer (SSL/HTTPS) or
non-securely (HTTP) over the Internet or local area network
(LAN). Each screen is dynamically generated as a result of
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web-based (HTML) input from the end users. Another
variation is the creation of a client-based application, devel-
oped using standard Windows or similar GUI client tools
that can connect either securely or insecurely over a network
to a server-side interface using a secure communications
sub-system. Other methods include the development of a
GUI using the JAVA programming language or MYSQL
databases with Perl, Python or PHP tied into a small web
application server.

[0128] Secure Access Control—this is a secure commu-
nications sub-system engine which provides a secure
method in which an end-user can access the appliance and
all the functionality of that appliance as well as providing
secure means in which to upload and download files, reports,
subscription data and in general any relevant data compiled,
generated or related to the functionality of the appliance.
The secure communications sub-system engine uses the
secure internet protocol of secure sockets layer (SSL) or the
secure hypertext transfer protocol (HTTPS) to share infor-
mation between the GUI client and the Micro appliance
Vulnerability Management and Intrusion Prevention Sys-
tems server.

[0129] Secure Communications Sub-system—this is a net-
work and asset discovery mapping system that will deter-
mine and other assets that are on the network both through
an on demand asset detection engine as well as a dynamic
detection engine. It will gather data about these assets
including the system information, application information,
user information, location and other relevant information.
Network and asset discovery mapping system uses various
methodologies to poll devices throughout the local area
network (LAN) to determine what systems are available and
online. Each network asset will typically respond with an IP
Address and through standard packet sniffing methodolo-
gies, the solution will be able to determine the MAC address
and Operating System as well.

[0130] Asset Management Engine—This engine is an
assel management engine which works closely with the
network and asset discovery mapping system (T-U-5-
NAADAMS). This engine will track the changes in the
computer equipment and other related assets on the network,
provide an overview of the network as well as detailed
information to the system admin. It will compile statistics
for these assets providing information to the user to better
manage those assets as well as improved methods of com-
plying with government regulations. This system commu-
nicates with the internal T-U-S-NAADAMS to manage a list
of all assets within the network including IP Address, MAC
address and Operating System. It contains ADD, DELETE,
EDIT and RENAME functionality for each discovered net-
work asset.

[0131] Common Vulnerabilities and Exposure Discovery
Engine—this is a common vulnerabilities and discovery
engine which audits all of devices on a network to determine
the vulnerabilities it has which hackers, viruses or worms
could exploit. This engine will have several levels of intru-
siveness which will affect how rapidly it detects the vulner-
abilities as well as how intrusively that detection is. It will
also retain a database of past audits allowing for differential
audits comparing previous audits with older audits as well as
incremental audits which test for only the latest known
vulnerabilities. Common vulnerabilities and discovery

IPR2023-01466
CrowdStrike EX1006 Page 43



US 2007/0192867 Al

engine uses the similar approach to CVE discovery as the
Open Source Nessus.org project and the Open Source SARA
project. Traditional network security scanners tend to focus
on the services listening on the network—and only on these.
Now that viruses and worms are propagating thanks to flaws
in mail clients or web browsers, this conception of security
is getting outdated. The CVE Discovery engine uses a
remote security scanning methodology similar to these two
programs, NESSUS and SARA, with the ability to detect the
remote flaws of the hosts on the network and their local
flaws and missing patches as well—whether they are run-
ning Windows, Solaris, Mac OS X or a Unix-like system.

[0132] Common Vulnerabilities and Exposure Remedia-
tion Engine—this engine is a common vulnerabilities and
remediation engine. This engine will allow for both auto-
mated and on-demand methods of remediating and related
security vulnerabilities that have been found on assets in the
network. This will include scripts and macros and other
similar methods used to remove vulnerabilities from the
network. Common vulnerabilities and remediation engine
variations include functionality to allow customers to select
which IP Addresses need to be repaired by the removal of the
Common Vulnerability and Exposure (CVE) which has been
discovered. The Workflow component of the CVE-REM-
EDY system enables end users to accept CVE repairs and if
a client or agent exists on the network asset that contains a
or other related CVE, a connection is made to the client to
initiate a patch or system reconfiguration and resolve the and
related CVE.

[0133] Reporting System—this is a reporting system
engine which generates reports in various formats providing
information to the user about vulnerabilities on their system,
methods of remediating these vulnerabilities, assets on their
network. updates to their system, compliance with regula-
tions as well as any pertinent information about the state of
their network. Reporting system engine variations include
centralized reporting, easily customizable reports for flex-
ible reporting, automated trending and differential reports
for gap analysis. remediation reporting for the workflow
engine including ticket trending and tickets by group, user,
and vulnerability as well as web-based reporting immedi-
ately available to authorized users. Reports may be output in
PDF, XML, CSV, XLS, HTML, and other industry standard
report formats.

[0134] Subscription, Updates and Licensing System—this
is a subscription, updates and licensing system which pro-
vides the end-user a method of obtaining the latest vulner-
ability tests, code updates and in general any subscription
updates they have paid for. This system provides a licensing
system so that these updates can be properly managed by the
provider. This system will be composed of a server engine
on a publicly hosted site and a client-engine on each
appliance. The server engine will contain a database, a
license manager and all vulnerability tests, code updates and
subscription data and files pertinent to the subscription
service. The client engine will contain a secure mechanism
to request updates from the server as well as a mechanism
to change the license available to the end-user. Subscription,
updates and licensing system variations include built-in
functionality to connect to the subscription server and obtain
various pieces of information including subscription start
date confirmation, subscription end date confirmation,
options to expand current subscription and an e-commerce
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component to enable instant one-click purchasing of sub-
scription updates. The SULS also allows end customers to
obtain soft updates for any functionality that has been
improved or changed in the system and help ensure currency
through timely updates of the Vulnerability Management
and Intrusion Prevention system.

[0135] Countermeasure Communications System-—the
Countermeasure Communications engine shares dynami-
cally detected information about current and new network
assets for the dynamic reconfiguration of ready firewalls,
virtual private networks (VPNs) and SmartSwitches to quar-
antine and related CVEs (problems) detected in any and all
trusted network assets at the port level, blocking problems at
ports, not people and productivity. In the event a network
asset is untrusted, such as a rogue enabled wireless device,
laptop or wireless router, it is quarantined at all possible
points of entry and exit including but not limited to the
firewall, VPN, ids, ips and SmartSwitch. This system will
also send an alert through E-mail and SMS paging to an IT
Manager or designated end user to let them know that the
system detected a rogue or high risk asset and took action,
automatically.

[0136] Logging system: A logging system which provides
the end-user with data of the activities on the security
appliance. This includes system, user and event logs. The
system logs comprise. but are not limited to, issues related
to the hardware, software, services and network, and any
changes that may occur to these components, whether
through user interaction. automated functionality, system
failure or any other means. The user logs comprise, but are
not limited to, activities instigated by an end-user. This
includes any access to the product and subsequent activity
performed by that user. User logging will also include
tracking of concurrent users accessing the product, when any
access occurred, failed login attempis and any unauthorized
activity. Event logging includes any operating system
related issues, reboots, shutdowns. Also update activities
including the vulnerability test updates, code updates, sub-
scription service updates, license upgrades and related
activities.

[0137] Database integration engine with workflow: This
engine is based on a Relational Database engine which
consists of a workflow control system, ticketing control
system, tracking and verification system which integrate
reporting, asset, workflow and logging databases of the
security appliance. It uses data warehouse methodologies to
correlate data from numerous sources via a command center.
The workflow control system sets up, distributes and man-
ages the overall workflow process. The ticketing control
system assigns workflow activities to customer defined
resources, assigns priorities and escalates priorities as
needed. The tracking and verification system keeps a status
of the workflow process, provides reports and alerts and
finalizes completed workflow activities. The database inte-
gration leverages drivers with ODBC (Open DataBase Con-
nectivity)., JDBC (Java Database Connectivity), UDBC
(Universal Database Connection) and OLE DB & CROSS to
fully integrate the underlying databases with the applications
running on the system.

[0138] Scheduling and configuration engine: The sched-
uling and configuration engine controls any process on the
product which pertains to scheduled activities or the con-
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figuration of the system, audits or any processes running on
the product. This includes but is not limited to the auto-
update process for obtaining vulnerability tests, subscription
updates or code updates. It also includes auditing and
reporting processes, workflow, network discovery, dash-
board, command center, and logging processes of the secu-
rity appliance.

[0139] Network enabled device, Wireless and other related
mobile devices/asset detection and management engine: The
Internet or Network enabled device, wireless and mobile
devices/asset detection and management engine includes a,
wireless access point and mobile device discovery system
which links into the notification engine, countermeasure
engine and database engine. This discovery engine detects
systems through various means including network scanners
such as Nmap. Nessus, SARA, DHCP broadcasts, traffic
analyzers and SNMP traps and other similar tools. The
engine sends alerts through the alerting engine relating data
about the existence and state of wireless and mobile devices
discovered. This engine also interacts with the countermea-
sure engine, providing a means to quarantine and/or control
the flow of traffic to and from the wireless and mobile
devices. This includes traffic control via firewalls, smart-
switches, VPNs and similar technology. This engine also
interacts with the database engine to store and track all data
related to wireless and mobile assets.

[0140] Notification engine: The notification engine inter-
acts with all components of the system to provide notifica-
tions, alerts and status based on the activity of the product.
This includes but is not limited to data from the update
engine (vulnerability tests updates, code updates, subscrip-
tion updates, etc.), reporting engine, logging engine, work-
flow engine, network discovery, asset engines and wireless
and mobile devices/asset detection and management engine.
Notification is provided through email, SMS messages, cell
phone alerts, pager messages and similar such communica-
tion media to ensure timely alerts about related security
1S5Ues,

[0141] Regulatory compliance reviewing and reporting
system: The regulatory compliance reviewing and reporting
system is an engine which combines the corporate security
policy, government regulations, business security programs,
vulnerability assessment, malicious traflic inspection and
reporting features of the product into an integrated system
for assessing and reporting the status of assets as they pertain
to regulatory compliance. The engine ties regulations, com-
pany policies and security programs to assets and to vul-
nerability tests in order to ascertain the level of compliance
with these regulations, policies and programs. This engine
leverages the data obtained through the vulnerability assess-
ment engine to assess the level of compliance. Automated
actions ensue from these results in conjunction with the
countermeasure engine to ensure the security of assets as
well as compliance with policies and regulations. The engine
provides related data to the alerting engine. The engine also
provides data to the reporting and database correlation and
warehouse engines.

[0142] Database Correlation and Warehousing Engine:
This engine gathers data from processes and results through-
out the product as well as from internal/external resources,
including but not limited to the Update Servers, Counter-
measure appliances, RSS Data feeds, other devices of the
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same nature as this patent describes and any related third
party sources. The engine uses data warchouse methodolo-
gies to store this data. The engine also provides a means of
querying the database and warehouse information either
through automated methods or through on-demand user
interfaces.

[0143] Clientless network admission control system: This
engine provides a means to control the access of computer
equipment and related network devices onto networks. The
engine does not require any software to be installed on any
of the target devices. The engine uses a combination of the
network discovery engine, vulnerability assessment engine,
database correlation engine, wireless and mobile device
detection engine to determine when a network device has
permission to access the network. This determination is also
based upon information obtained from the regulatory com-
pliance reviewing and reporting system and policies. This
engine interacts with the countermeasure communications
system to control the access of each network appliance. The
engine is designed to work in a multi-branch solution and
provide extensible authorization. It securely connects to
ready and industry standard firewalls, smartswitches, 1DS,
IPS and VPNs to reconfigure their rules and access control
lists around and related CVE related problems and ports, not
people and productivity.

[0144] Graphical user interface that displays reports and
real time analysis from data gathered by multiple RSS
Feed-based Security Software and Appliances: This engine
provides a means to gather data in a multi-branch environ-
ment from numerous Security devices; correlate this data;
and display data. trends, status and real time analysis of this
data. It provides a means to query from an updated data
warehouse to provide user defined reports and information.
It also provides a means to remotely manage the Security
devices. This engine provides a network summary including
but not limited to missing network devices, vulnerability
counts, interactions with countermeasures and status of the
vulnerability tests, and code and subscription updates across
the multi-branch environment.

[0145] The graphical user interface (GUI) provides con-
nections to all components of the appliance. It is the means
in which the end-user has access to control the functionality
of the appliance. The security access control (AUTH) is
connected to the graphical user interface (GUI) to allow
security controls over how an end-user may access the
appliance. It also interacts with the reporting system
(REPORTS) to provide encryption capabilities for access to
reports and sensitive data. It is also connection to the
database engine (DBIE) so that all access to the appliance
can be tracked and monitored. The secure communications
sub-system (SEC-COMM) is connected to the subscription
service (SULS) providing a secure means in which vulner-
ability tests can be added to the appliance as well as updating
the license of the end-user and providing any upsell or
functional enhancements to the appliance. It is also con-
nected to the database engine (DBIE) so that all secure
transactions through this component can be tracked and
monitored. The network and asset discovery and mapping
engine (NAADAMS) is interconnected with the asset man-
agement engine (AME), providing the data necessary for
this component as well as with the database engine. Other
components are CVE-DISCOVERY, a common vulnerabili-
ties and discovery engine: CVE-REMEDY. a common vul-
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nerabilities and remediation engine; REPORTS, a reporting
system; SULS, a subscription, updates and licensing system;
COUNTERMEASURE-COMM, a countermeasures com-
munication system: LOGS), a logging system; DBIE, a
database integration engine; SCHED-CONFIG, a schedul-
ing and configuration engine; -WIRELESS-MOBILE. a
wireless and mobile devices/asset detection and manage-
ment engine; NOTIFY, a notification engine, and REG-
COMPLY., a regulatory compliance reviewing and reporting
system.

[0146] A graphical user interface that displays reports and
real time analysis from data gathered by multiple Vulner-
ability Management and Intrusion Prevention Systems and
the Structural Functions of the Command Center—The
graphical user interface (GUI) provides connections to all
components of the appliance. It is the means in which the
end-user has access to control the functionality of the
appliance. The security access control (AUTH) is connected
to the graphical user interface (GUI) to allow security
controls over how an end-user may access the appliance. It
also interacts with the reporting system (REPORTS) to
provide encryption capabilities for access to reports and
sensitive data. It is also connection to the database engine
(DBIE) so that all access to the appliance can be tracked and
monitored. The secure communications sub-system (SEC-
COMM) is connected to the subscription service (SULS)
providing a secure means in which vulnerability tests can be
added to the appliance as well as updating the license of the
end-user and providing any upward selling or functional
enhancements to the appliance. It is also connected to the
database engine (DBIE) so that all secure transactions
through this component can be tracked and monitored. The
network and asset discovery and mapping engine (T-U-5-
NAADAMS) is interconnected with the asset management
engine (AME) providing the data necessary for this com-
ponent as well as with the database engine(AME) An asset
management engine (CVE-DISCOVERY) A common vul-
nerabilities and discovery engine (CVE-REMEDY) A com-
mon vulnerabilities and remediation engine(REPORTS) A
reporting system (SULS) A subscription, updates and licens-
ing system(COUNTERMEASURE-COMM) A countermea-
sures communication system(LOGS) A logging system(D-
BIE) A database integration engine(SCHED-CONFIG) A
scheduling and configuration engine (WIRELESS-MO-
BILE) A wireless and mobile devices/asset detection and
management engine(NOTIFY) A notification engine(REG-
COMPLY) A regulatory compliance reviewing and report-
ing system.

[0147] The system is designed around a number of engines
which work together to provide state of the art vulnerability
assessment, malicious traflic inspection, reporting, manage-
ment, and remediation-capabilities through software pack-
age deployments or on network appliance platforms of
various shapes and sizes. Other than a one time setup
interface over a serial connection to a HyperTerminal inter-
face, the appliance is a headless device where the end-user
interface is through a secure web interface. Data is stored in
both a flat-file format and a secure relational database server.
The vulnerability assessment component is based on an
intelligent scan engine which scans network assets for flaws
and weaknesses in the systems. A network discovery engine
provides a means to determine the assets on a network both
through on-demand means initiated by an end-user and
through dynamic detection as assets appear on the network.
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Vulnerability and asset data is stored in the appliance and
reporting results are auto-generated and provided on demand
through a query interface. Vulnerable systems are quaran-
tined from the network through a countermeasure engine
which interacts with firewalls, smartswitches and other
similar devices. All vulnerability data is passed to a work-
flow engine which allows the end-user to assign remediation
needs to resources, track the status and escalate the status as
needed. A notification engine is tied in to all processes
providing the end-user instant information on the status of
the network and the components in the appliance. A dash-
board and command center allows the user an easy interface
to manage and review the status of the entire network and
assets whether they are local or in remote locations. A
logging engine collects all pertinent data about the system,
user access, functionality and processes on the appliance.

[0148] As to a further discussion of the manner of usage
and operation of the present invention, the same should be
apparent from the above description. Accordingly. no further
discussion relating to the manner of usage and operation will
be provided.

[0149] With respect to the above description then, it is to
be realized that the optimum dimensional relationships for
the parts of the invention, to include variations in size,
materials, shape, form, function and manner of operation,
assembly and use, are deemed readily apparent and obvious
to one skilled in the art, and all equivalent relationships to
those illustrated in the drawings and described in the speci-
fication are intended to be encompassed by the present
invention.

[0150] Therefore, the foregoing is considered as illustra-
tive only of the principles of the invention. Further, since
numerous modifications and changes will readily occur to
those skilled in the art, it is not desired to limit the invention
to the exact construction and operation shown and
described, and accordingly, all svitable modifications and
equivalents may be resorted to, falling within the scope of
the invention.

1. A device comprising:
a first communications interface to a wide area network;

a second communications interface to a corporate net-
work:

a processor executing a security engine, the security
engine adapted to communicate over the corporate
network to perform a security audit, scan the corporate
network for attached devices, dynamically detect
changes to attached devices, and prepare a network
based asset list, the security engine further adapted to
reconfigure INFOSEC countermeasures based upon at
least one cyber-threat and at least one vulnerability
profile of a network based asset in the network based
asset list, and the security engine further adapted to
communicate over the wide area network to received
updated security tests and provide updates to a remote
location;

a memory storing the network based asset list: and

an appliance housing substantially enclosing the first
communications interface, the second communications
interface, the processor, and the memory.
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2. The device of claim 1 wherein the at least one cyber-
threat includes a local cyber-threat.

3. The device of claim 1 wherein the at least one cyber-
threat includes a global cyber-threat.

4. The device of claim 1 wherein the INFOSEC counter-
measures include one or more of a firewall, and anti-virus
system, an anti-spyware system, a virtual private networking
system, an intrusion detection system, an intrusion preven-
tion system, a router, and a smart-switch.

5. The device of claim 1 wherein the remote location
includes an INFOSEC server.

6. The device of claim 1 wherein the wide area network
is the Internet.

7. The device of claim 1 wherein the wide area network
includes a private area network.

8. The device of claim 1 wherein the wide area network
includes a campus network.

9. The device of claim 1 wherein the corporate network
includes a local area network.

10. The device of claim 1 wherein the corporate network
includes a virtual private network.

11. The device of claim 1 wherein the corporate network
includes a wireless network.

12. The device of claim 1 wherein the security engine is
adapted to update one or more regulatory compliance tests.

13. The device of claim 1 wherein the security engine is
adapted to operate as a standalone network security device.
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14. The device of claim 13 further comprising an interface
engine executing on the processor that provides an executive
dashboard for user access.

15. The device of claim 13 further comprising an interface
engine executing on the processor that provides an admin-
istrative dashboard employing data received from the
device.

16. The device of claim 1 wherein the security engine is
adapted to operate as a remote network security device, the
security engine adapted to communicate over the wide area
network with a centralized security management facility.

17. The device of claim 16 wherein the centralized
security management facility provides an administrative
dashboard employing data received from the device.

18. The device of claim 17 wherein the administrative
dashboard includes a secure sockets layer, secure hypertext
transport protocol, graphical uvser interface for system
administrators.

19. The device of claim 16 wherein the centralized
security management facility provides an executive dash-
board employing data received from the device.

20. The device of claim 19 wherein the executive dash-
board includes a secure sockets layer (SSL), secure hyper-
text transport protocol (HTTPS), graphical user interface
{(GUI) for predetermined executives.

21-50. (canceled)
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