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SEC. 16 SYSTEM CALLS 59
an open on the file xyz will open /usr/asr/resr/xyz. The concept of a working di-
rectory eliminates the need for typing (long) absolute path names all the time.

In UNIX every file has a mode used for protection. The mode includes the
read-write-execute bits for the owner, group, and others. The chmod system call
makes it possible to change the mode of a file. For example, to make a file read-
only by everyone except the owner, one could execute

chmod('file", 0644);

The kill system call is the way users and user processes send signals. If a
process is prepared to catch a particular signal, then when it arrives, a signal hand-
ler is run. If the process is not prepared to handle a signal, then its arrival kills the
process (hence the name of the call).

POSIX defines several procedures for dealing with time. For example, time
just returns the current time in seconds, with 0 corresponding to Jan. 1, 1970 at
midnight (just as the day was starting, not ending). On computers using 32-bit
words. the maximum value time can return is 232 — 1 seconds (assuming an un-
signed integer is used). This value corresponds to a little over 136 years. Thus in
the year 2106, 32-bit UNIX systems will go berserk, not unlike the famous Y2K
problem that would have wreaked havoc with the world’s computers in 2000,
were it not for the massive effort the IT industry put into fixing the problem. If
you currently have a 32-bit UNIX system, you are advised to trade it in for a 64-bit
one sometime before the year 2106.

1.6.5 The Windows Win32 API

So far we have focused primarily on UNIX. Now it is time to look briefly at
Windows. Windows and UNIX differ in a fundamental way in their respective
programming models. A UNIX program consists of code that does something or
other, making system calls to have certain services performed. In contrast, a Win-
dows program is normally event driven. The main program waits for some event
to happen, then calls a procedure to handle it. Typical events are keys being
struck, the mouse being moved, a mouse button being pushed, or a CD-ROM
inserted. Handlers are then called to process the event, update the screen and
update the internal program state. All in all, this leads to a somewhat different
style of programming than with UNIX, but since the focus of this book is on oper-
ating system function and structure, these different programming models will not
concern us much more.

Of course, Windows also has system calls. With UNIX, there is almost a one-
to-one relationship between the system calls (e.g., read) and the library proce-
dures (e.g., read) used to invoke the system calls. In other words, for each system
call, there is roughly one library procedure that is called to invoke it, as indicated
in Fig. 1-17. Furthermore, POSIX has only about 100 procedure calls.
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With Windows, the situation is radically different. TO start with, the library
calls and the actual system calls are highly decoupled. Microsoft has defined 4 ¢
of procedures called the Win32 API (Application Progm"] lllt?rfflcff) that pro.
grammers are expected to use (o get operating system SCrvices. T'his interface
(partially) supported on all versions of Windows since Windows 95. By decoy.
pling the interface from the actual system calls, Microsoft retains the ability
change the actual system calls in time (cven from releasc.to rqlCZISe) Withouy
invalidating existing programs. What actually constitutes Win32 is also slighy]y
ambiguous because Windows 2000, Windows XP, and Windows Vista have many
new calls that were not previously available. In this section, Win32 means the ip-
terface supported by all versions of Windows.

The number of Win32 API calls is extremely large, numbering in the
thousands. Furthermore, while many of them do invoke system calls, a substantia|
number are carried out entirely in user space. As a consequence, with Windows i
is impossible to see what is a system call (i.e., performed by the kernel) and what
is simply a user-space library call. In fact, what is a system call in one version of
Windows may be done in user space in a different version, and vice versa. When
we discuss the Windows system calls in this book, we will use the Win32 proce-
dures (where appropriate) since Microsoft guarantees that these will be stable
over time. But it is worth remembering that not all of them are true system calls
(i.e., traps to the kernel).

The Win32 API has a huge number of calls for managing windows, geometric
figures, text, fonts, scrollbars, dialog boxes, menus, and other features of the GUI.
To the extent that the graphics subsystem runs in the kernel (true on some ver-
sions of Windows but not on all), these are system calls; otherwise they are just li-
brary calls. Should we discuss these calls in this book or not? Since they are not
really related to the function of an operating system, we have decided not to, even
though they may be carried out by the kernel. Readers interested in the Win32
API should consult one of the many books on the subject (e.g., Hart, 1997; Rector
and Newcomer, 1997; and Simon, 1997).

Even introducing all the Win32 API calls here is out of the question, so we
will restrict ourselves to those calls that roughly correspond to the functionality of
the UNIX calls listed in Fig. 1-18. These are listed in Fig. 1-23.

Let us now briefly go through the list of Fig. 1-23. CreateProcess creates a
new process. It does the combined work of fork and execve in UNIX. It has many
parameters specifying the properties of the newly created process. Windows does
not have a process hierarchy as UNIX does so there is no concept of a parent proc-
ess and a child process. After a process is created, the creator and createe are
equals. WaitForSingleObject is used to wait for an event. Many possible events
can be waited for. If the parameter specifies a process, then the caller waits for
the specified process to exit, which is done using ExitProcess.

The next six calls operate on files and are functionally similar to their UNIX
counterparts although they differ in the parameters and details. Still, files can be
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SEC. 1.6 SYSTEM CALLS 61

W o Win32 Description
fork CreateProcess Create a new process ]
Tvm WaitForSingleObject| Can wait for a | process to exit
;ewj (none) CreateProcess = fork + execve - ]
exit ExitProcess Terminate execution
open CreateFile Create a file or open an existing file
close CloseHandle Close a file
read ReadFile Read data from a file o N
write WriteFile Write data to a file ]
Iseek Se?FilePointer Move the file pointer
'stat | GelFileAttributesEx | Get various file attributes ]
?kdir CreateDirectory Create a new directory
rmdir RemoveDirectory Remove an empty directory
link (none) Win32 does not support links
unlink | DeleteFile Destroy an existing file
mount | (none) Win32 does not support mount |
umount | (none) Win32 does not support mount ]
chdir SetCurrentDirectory | Change the current working directory
chmod | (none) Win32 does not support security (although NT does)
kill (none) Win32 does not support signals
time GetlLocalTime Get the current time

Figure 1-23. The Win32 API calls that roughly correspond to the UNIX calls of
Fig. 1-18.

opened, closed, read, and written pretty much as in UNIX. The SetFilePointer and
GetFileAttributesEx calls set the file position and get some of the file attributes.

Windows has directories and they are created with CreateDirectory and Re-
moveDirectory API calls, respectively. There is also a notion of a current direc-
tory, set by SetCurrentDirectory. The current time of day is acquired using GetLo-
calTime.

The Win32 interface does not have links to files, mounted file systems, secu-
rity, or signals, so the calls corresponding to the UNIX ones do not exist. Of
course, Win32 has a huge number of other calls that UNIX does not have, espe-
cially for managing the GUI. And Windows Vista has an elaborate security sys-
tem and also supports file links.

One last note about Win32 is perhaps worth making. Win32 is not a terribly
uniform or consistent interface. The main culprit here was the need to be back-
ward compatible with the previous 16-bit interface used in Windows 3.x.

IPR2023-01466
CrowdStrike EX1009 Page 5



858 CASE STUDY 2: WINDOWS VISTA CHAp. | I
successfully waited for, it will automatically revert to the nonsi
than staying in the signaled state.

Port, timer, and queue objects also relate to communication and s
tion. Ports are channels between processes for exchanging Lp
Timers provide a way to block for a specific time interval. Queues are used to
tify threads that a previously started asynchronous 1/0 operation has complete dno.
that a port has a message waiting. (They are designed to manage the level of Coor
currency in an application, and are used in high-performanc N
plications, like SQL.).

Open file objects are created when a file is opened. Files that are not Opened
do not have objects managed by the object manager. Access tokens are se
objects. They identify a user and tell what special privileges the user has, if any
Profiles are structures used for storing periodic samples of the program counter oy
a running thread to see where the program is spending its time.

Sections are used to represent memory objects that applications can ask (he
memory manager to map into their address space. They record the section of (he
file (or pagefile) that represents the pages of the memory object when they are on
disk. Keys represent the mount point for the registry namespace on the object
manager namespace. There is usually only one key object, named \REGISTRY.
which connects the names of the registry keys and values to the NT namespace.

Object directories and symbolic links are entirely local to the part of the NT
namespace managed by the object manager. They are similar to their file system
counterparts: Directories allow related objects to be collected together. Symbolic
links allow a name in one part of the object namespace to refer to an object in a
different part of the object namespace.

Each device known to the operating system has one or more device objects
that contain information about it and are used to refer to the device by the system.
Finally, each device driver that has been loaded has a driver object in the object
space. The driver objects are shared by all the device objects that represent
instances of the devices controlled by those drivers.

Other objects, not shown, have more specialized purposes, such as interacting
with kernel transactions, or the Win32 threadpool’s worker thread factory.

gnaled State, Tather

ynchrOﬂiZ{[-
C messages,

¢ multiprocessor ap-

curity

er of

11.3.4 Subsystems, DLLs, and User-Mode Services

Going back to Fig. 11-6, we see that the Windows Vista operating system
consists of components in kernel-mode and components, in user mode. We have
now completed our overview of the kernel-mode components; so it is time to look
at the user-mode components, of which there are three kinds that are particularly
important to Windows: environment subsystems, DLLs, and service processes.

We have already described the Windows subsystem model; we will not go
into more detail now other than to mention that in the original design of NT, §‘lfb-
systems were seen as a way of supporting multiple operating system personalitics
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came underlying software running in kernel mode. Perhaps this was an
s id having operating systems compete for _the same platform, as
attempt 10 av;: ley UNIX did on DEC’s VAX. Or maybe it was just that nobody
yMS and Ber’ ¢ eywhether 0S/2 would be a success as a programming interface,
at Micros\i):tm“;g;aing their bets. In any case, OS/2 became irrelevant, and a
r:,ctcho?;cr. the Wi:32 API designed to be shared with Windows 95, became dom-
man; second key aspect of the user_-que design of Windows is the dynamic !ink
ary (DLL) which is code that is linked to executable programs at run-time
by han compile-time. Shared libraries are not a new concept, and most mod-
i l,l.‘:::nu systems use them. In Windows almost all libraries are DLLs, from
c|n‘] Sp:tre‘m I?b‘rary ntdll.dll that is loaded into every process to the high-level li-
:u]r:mys of common functions that are intended to allow rampant code-reuse by ap-
plication developers. ' .

DLLs improve the efficiency of the system by allowmg.common C(?de to be
shared among processes, reduce program load times from dlSk. py keeping com-
monly used code around in memory, and increase the serV{ceablhty 9f the system
by allowing operating system library code to be updated without having to recom-
pile or relink all the application programs that use it. o

On the other hand, shared libraries introduce the problem of versioning and
increase the complexity of the system because changes introduced into a shared li-
brary to help one particular program have the potential of exposing latent bugs in
other applications, or just breaking them due to changes in the implementation—a
problem that in the Windows world is referred to as DLL hell.

The implementation of DLLs is simple in concept. Instead of the compiler
emitting code that calls directly to subroutines in the same executable image, a
level of indirection is introduced: the IAT (Import Address Table). When an
executable is loaded it is searched for the list of DLLs that must also be loaded
(this will be a graph in general, as the listed DLLs will themselves will generally
list other DLLs needed in order to run). The required DLLs are loaded and the
IAT is filled in for them all.

The reality is more complicated. Another problem is that the graphs that rep-
resent the relationships between DLLs can contain cycles, or have nondeterminis-
tic behaviors, so computing the list of DLLs to load can result in a sequence that
does not work. Also, in Windows the DLL libraries are given a chance to run
code whenever they are loaded into a process, or when a new thread is created.
Generally, this is so they can perform initialization, or allocate per-thread storage,
but many DLLs perform a lot of computation in these artach routines. If any of
the functions called in an attach routine needs to examine the list of loaded DLLs,
adeadlock can occur hanging the process.

DLLs are used for more than just sharing common code. They enable a host-
ing model for extending applications. Internet Explorer can download and link to
DLLs called ActiveX controls. At the other end of the Internet, Web servers also

SYSTEM STRUCTURE 859
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load dynamic code to produce a better Web experience for the pages the
Applications like Microsoft Office link and run DLLs to allow Office t
as a platform for building other applications. The COM (componen; Objec
model) style of programming allows programs to dynamically find and load Codl
written to provide a particular published interface, which leads to in-procesg h()s[e
ing of DLLs by almost all the applications that use COM. )

All this dynamic loading of code has resulted in even greater com
the operating system, as library version management is not just a matte
ing executables to the right versions of the DLLs, but sometimes loading multiple
versions of the same DLL into a process—which Microsoft calls side-by-side A
single program can host two different dynamic code libraries, each of wh
want to load the same Windows library—yet have different version re
for that library.

A better solution would be hosting code in separate processes. But out-of.
process hosting of code results has lower performance, and makes for 3 more
complicated programming model in many cases. Microsoft has yet to develop 5
good solution for all of this complexity in user mode. It makes one yearn for the
relative simplicity of kernel mode.

One of the reasons that kernel mode has less complexity than user mode is
that it supports relatively few extensibility opportunities outside of the device
driver model. In Windows, system functionality is extended by writing user-mode
services. This worked well enough for subsystems, and works even better when
only a few new services are being provided rather than a complete operating sys-
tem personality. There are relatively few functional differences between services
implemented in the kernel and services implemented in user-mode processes.
Both the kernel and process provide private address spaces where data structures
can be protected and service requests can be scrutinized.

However, there can be significant performance differences between services
in the kernel versus services in user-mode processes. Entering the kernel from
user-mode is slow on modern hardware, but not as slow as having to do it twice
because you are switching back and forth to another process. Also cross-process
communication has lower bandwidth.

Kernel-mode code can (very carefully) access data at the user-mode addresses
passed as parameters to its system calls. With user-mode services, that data must
either be copied to the service process, or some games played by mapping memo-
ry back and forth (the ALPC facilities in Windows Vista handle this under the
covers).

In the future it is possible that the hardware costs of crossing between address
spaces and protection modes will be reduced, or perhaps even become irrelevant.
The Singularity project in Microsoft Research (Fandrich, et al.. 2006) uses run-
time techniques, like those used with C# and Java, to make protection a com-

pletely software issue. No hardware switching between address spaces or protec-
tion modes is required.
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Windf)WS .Vi%lff mak‘es Signiﬁcant use of user-mode service processes to ex-
iend the iuncuqnalﬂy of the system. Some of these services are strongly tied
(he Operation (_)l kc.ernel-mo.de components, such as Isass.exe which is the {ocal stO
curity authentication service V.Vthh manages the token obijects that reprege;
user-idenlity. as well as managing _encryption keys used by the file system. LFhe
user-mode plug-and-play manager is re'sponsible for determining the correct driy-
or to use when a new hardw‘afe' device Is encountered, installing it, and telling the
kernel to load it. Many facmtles. provided by third parties, such as antivirus and
digital rights managemenl: are implemented as a combination of kernel-mode
dr}vers and user-mode services.

In Windows Vista taskmgr.exe has a tab which identifies the services running
on the system. (Earlier versions of Windows will show a list of services with lhg
net start command). Multiple services can be seen to be running in the same
process (svchost.exe). Windows does this for many of its own boot-time services
10 reduce the time needed to start up the system. Services can be combined into
the same process as long as they can safely operate with the same security creden-
tials.

Within each of the shared service processes, individual services are loaded as
DLLs. They normally share a pool of threads using the Win32 threadpool facility,
so that only the minimal number of threads needs to be running across all the
resident services.

Services are common sources of security vulnerabilities in the system because
they are often accessible remotely (depending on the TCP/IP firewall and IP Se-
curity settings), and not all programmers who write services are as careful as they
should be to validate the parameters and buffers that are passed in via RPC.

The number of services running constantly in Windows is staggering. Yet
few of those services ever receive a single request, though if they do it is likely to
be from an attacker attempting to exploit a vulnerability. As a result more and
more services in Windows are turned off by default, particularly on versions of
Windows Server.

11.4 PROCESSES AND THREADS IN WINDOWS VISTA

Windows has a number of concepts for managing the CPU and grouping re-
sources together. In the following sections we will examine these, discussing
some of the relevant Win32 API calls, and show how they are implemented.

11.4.1 Fundamental Concepts

(Iin Windows Vista processes are containers for programs. They hold the virtu-
dress space, ‘h? handles that refer to kernel-mode objects, and threads. In
r'role as a container for threads they hold common resources used for thread
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