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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
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information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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In a large-sized WLAN, ACs are required to provide uninterrupted services when single points of failure occur. Users have
different requirements for failure detection speed, switchover time, redundancy ratio, usability, performance, and costs. The
HP WLAN high availability technology provides device-level and service-level high availability to meet different network

requirements:

* Asshownin Ts

a1, device-level high availability has the following backup features:

— 1+1 fast backup—Two ACs back up each other. When the primary AC fails, the backup AC takes place immediately to
provide WLAN services.

— N+71 backup—0ne AC backs up multiple ACs.
— N+N backup—Each AC acts as the backup AC for the other ACs.
— VRRP —The primary AC and the backup AC form a VRRP group and use one virtual IP address to provide services.

Table 1. Backup methods characters

Item 1+1 fast backup N+1 backup N+N backup VRRP backup
Focus Reliability Maintainability Flexibility Reliability
Feature AC failure detection One backup AC for Easy and flexible, and Two ACs form
and primary and multiple primary ACs. All can meet the one VRRP
backup AC switchover APs connect to their reguirements of group to
in subseconds respective primary AC most scenarios. provide one
as long as the primary virtual IP
AC operates correctly. address.
Availability High Middle Middle High
Maintainability High High Middle High
Flexibility Middle Low High Middle
Load balancing Supported Not supported Supported Supported
Heartbeat Supported Not supported Not supported Not supported
detection
Cost High Low Low High
Performance High Middle Low Middle

» Service-level high availability has the following failover features:
— 802.1X stateful failover.
— Portal stateful failover.
— DHCP stateful failover.

TP Link Ex. 1004
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Fundamental high availability technologies

This section describes fundamental high availability technologies.

AP connection priority
You can configure the AP connection priority for an AC. The priority value is in the range of 0 to 7. A larger value represents a
higher priority. An AP prefers to connect to an AC with higher priority.

ACselection
AC selection is performed in the following descending order:
1. AnACthat has APs with manually configured serial IDs.
. An ACwith higher AP connection priority
3. AnACwith a lower load.
The load of an AC s determined by the numbers of supported and online APs and clients.
4. The first discovered AC.

Dual-link
Dual-link enables an AP to establish LWAPP tunnels with a primary and a backup AC. The primary AC provides services for
the AP. When the primary AC fails, the backup AC becomes the new primary AC to provide services.

Together with the heartbeat detection function, the backup AC can immediately detect primary AC failure and become the
primary AC to provide services. The heartbeat detection function requires the two ACs to be in the same Layer 2 network.

VRRP
VRRP is an error-tolerant protocol. It enables hosts on a LAN to communicate with the external network when the gateway
fails.

VRRP has the following benefits:

 Simplified network management.

VRRP avoids single points of failure and simplifies the configuration on hosts. When the master in the VRRP group on a
multicast or broadcast LAN fails, another router in the VRRP group takes over. The switchover is complete without
causing dynamic route recalculation, route re-discovery, gateway reconfiguration on the hosts, or traffic interruption.

« Strong adaptability.
VRRP packets are encapsulated in IP packets and support all kinds of upper-layer protocols.

e Low cost.

Only masters send periodic VRRP advertisements.

VRRP can be used to realize portal stateful failover, 802.1X stateful failover, and AC virtualization backup in WLAN high
availability.

1+1 fast backup

An AP establishes LWAPP tunnels with a primary AC and a backup AC. The primary AC provides services for the AP. When the
primary AC fails, the backup AC can detect the failure in subseconds, and it becomes the new primary to provide services
without service interruption.

1+1 fast backup uses the heartbeat detection mechanism. It has a higher redundancy ratio (1:1) but occupies more system
resources.

HP recommends using one AC as the backup AC to simplify maintenance. You can also configure the two ACs to balance load
for each other to meet specific requirements.

As shown in Figura 1, AC 1 is the primary AC for all APs. 1+1 fast backup operates as follows:

1. The APs select AC1 as the primary AC because AC 1 has higher AP connection priority.
2. When the primary AC fails, the APs connect to the backup AC.

3
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Page 12



Technical white paper | WLAN High Availability

3. When the primary AC recovers, the APs connect to the primary AC.

Figure 1. Network diagram

N+1 backup

A backup AC can back up a maximum of four primary ACs. The backup AC provides services only when a primary AC fails.
When the primary AC recovers, all APs switch back to the primary AC automatically.

1+7 backup is the same as 1+1 fast backup except that 1+1 backup does not support heartbeat detection.

As shownin Figurs 2, ACT, AC2, and AC 3 are the primary AC for AP 1, AP 2, and AP 3, respectively. AC O is the backup AC for
the other three ACs. N+1 backup operates as follows:

1. AP1,AP2,and AP 3 use AC 1, AC 2, and AC 3 as their primary AC, respectively because the ACs are configured with
different AP connection priorities.

2. WhenAC 1 fails, AP 1 switches to ACO.

3. WhenAC 1 recovers, AP 1 switches back to AC 1.

4 TP Link Ex. 1004
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Figure 2. Network diagram

ACO

N Sy N
AP 2 AP 3

N+N backup

Each AC acts as the backup AC for the other ACs. APs select an optimum AC as the primary AC. When the primary AC fails, the
APs select another AC to connect to. When the primary AC recovers, the APs do not switch back to the primary AC.

As shown in Figurs 3, AC T, AC2, and AC 3 provide services for all APs. N+N backup operates as follows:

All ACs have the same priority, so AP 1 can select an AC to connect to. Assume AP 1 selects AC 1.
When AC 1 fails, AP 1 selects AC 2.

When both AC 1 and AC 2 fail, AP 1 connects to AC 3.

When AC 1 recovers, AP 1 does not switch back to AC 1.

N R N

Figure 3. Network diagram

S

5
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Portal stateful failover

Stateful failover supports hot backup of services on two devices. Stateful failover can be configured on key devices to avoid
service interruptions caused by single point failures. When operating correctly, the two devices synchronize service
information. If one device fails, the other device takes over the services.

Portal stateful failover supports local and remote portal server, and local user and remote AAA server.

To implement stateful failover for portal, configure VRRP for traffic switchover. You can also configure 1+1 fast backup
between the two ACs.

For a remote portal server, HP recommends that you use portal stateful failover with 1+1 fast backup, and enable VRRP on
the Layer 3 interfaces that connect the ACs to the switches.

As shown in Figur s 4, when portal stateful failover is enabled, the ACs back up their portal online user information through
the failover link. If either AC fails, the other can guarantee data communication of the online portal users and perform portal
authentication for new portal users.

Figure 4. Network diagram

Portal server Radius server

L3 switch
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Portal client

802.1X stateful failover

802.1X stateful failover backs up client information, client status information, and client authentication information
between two ACs. This ensures that the backup AC can immediately use backup information to provide WLAN services
without service interruption.

Use 802.71X stateful failover together with the VRRP for communication with the RADIUS server with one virtual IP address,
and 1+1 fast backup for fast failure detection in subseconds.
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Technical white paper

WLAN High Availability

Figure 5. Network diagram

Radius server
(IPv4 or IPv6)

L3 switch
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Backup link

o AC 1 fails

AC 1 fails

802.1X client

DHCP stateful failover

DHCP stateful failover enables real-time synchronization of address allocation and lease extension information between
two ACs that operate as DHCP servers. When one AC fails, the other AC takes over to provide address allocation and lease
extension services for clients.

Traffic forwarding before

* Traffic forwarding when

If the ACs and clients are not on the same subnet, a DHCP relay agent is required, and you must specify both ACs on the
relay agent. When the interface receives request messages from clients, the relay agent forwards them to both ACs.

7

TP Link Ex. 1004

Page 16



Figure 6. Network diagram
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VRRP for WLAN

VRRP for WLAN enables two ACs to form one VRRP group to provide one virtual IP address for APs and clients, and
synchronize AP and client information between the two ACs in real time. When one AC fails, VRRP automatically switches
services to the backup AC. The APs and clients still use the virtual IP address to access the external network without any

service interruption

Sign up for updates
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PTO/AIA/4 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 110729-8058.US02

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor [1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
[+| boseph Amalan Arul FMMANUEL [+

Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Eupertino State/Province | [CA Country of Residencé | S

Mailing Address of Inventor:

Address 1 B350 East Plumeria Drive

Address 2

City | San Jose State/Province | |CA
Postal Code 05134 Countryi | us

Remove
Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| peiman BMINI -]

Residence Information (Select One) (@) US Residency Non US Residency Active US Military Service

City '\llountain View State/Province | [CA Country of Residencé | s

Mailing Address of Inventor:

Address 1 350 East Plumeria Drive

Address 2

City 5an Jose State/Province | ICA
Postal Code 95134 Countryi | |US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).
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Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 110729-8058.US02

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number D2018

Email Address patentprocurement@perkinscoie.com | AddEmail | |Remove Email

Application Information:

Title of the Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Attorney Docket Number| [110729-8058.US02 Small Entity Status Claimed [ |

Application Type Nonprovisional -
Subject Matter tility v
Total Number of Drawing Sheets (if any) 12 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an applicaticn by reference under 35 U.5.C. 111(c) and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
1
Application number of the previcusly Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner () Limited Recognition (37 CFR 11.9)
Customer Number P2918

TP Link Ex. 1004
Page 24

EFS Web 2.2.12



PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 110729-8058.US02

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of | 15271912 P0316-09-21
Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15271912 [Claims benefit of provisional ~| 62336203 2016-05-13
Prior Application Status | Pending ~
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15271912 [Claims benefit of provisional | 62253540 2015-11-10

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button. Add

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications
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. Attorney Docket Number | 110729-8058.US02
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

This application (1) claims priority to or the benefit of an application filed hefore March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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. Attorney Docket Number | 110729-8058.US02
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | 110729-8058.US02

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

Assignee Legal Representative under 35 U.5.C. 117 Joint Inventor

@ Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name NETGEAR, INC.

Mailing Address Information For Applicant:

Address 1 350 East Plumeria Drive

Address 2

City 5an Jose State/Province CA
Country | s Postal Code 05134
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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Attorney Docket Number | 110729-8058.US02

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |fHan-Wei Chen/ Date (YYYY-MM-DD)| [2018-03-29
First Name | Han-Wei Last Name | Chen Registration Number | [753350
Additional Signature may be generated within this form by selecting the Add button. Add
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b}(2); {2) furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject tc the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of reccerds may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations geverning inspection of
records for this purpose, and any other relevant (i.e,, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclesed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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DEDICATED BACKHAUL FOR WHOLE HOME
COVERAGE

ABSTRACT

A dedicated backhaul for whole home coverage variously applies optimization
techniques, e.g. using the 5 GHz high band or low band as a dedicated backhaul;
using the 2.4 GHz band as backup if the 5 GHz band fails to reach between
nodes; using Ethernet when it is better than the 5 GHz and 2.4 GHz bands and it
is available; and using a spanning tree protocol or a variant to avoid loops. The
dedicated backhaul is used if the received signal strength indication (RSSI) of the
dedicated channel is above a threshold. In embodiments, a daisy chain uses
probe request contents to communicate hop count and link quality between the
nodes by attempting to route directly if link quality is better than a defined
threshold. For each extra hop, there must be some percentage gain over smaller

hops. If the link is below some threshold, it is not used.
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CLAIMS

What is claimed is:
1. A computer-implemented method for establishing a backhaul
communication among nodes in a mesh wireless network, the method
comprising:

performing an attempt to utilize a first channel in a default frequency band
as a backhaul with second node in the network, wherein the backhaul is to
provide communication of management functions between the nodes in the
network, as opposed to a front haul that provides wireless data communication to
clients in the network; and

upon detecting that a received signal strength of the first channel from the
second node is below a threshold, performing an attempt to utilize a different
channel in the default frequency band and/or a channel in a different frequency
band that has a lower frequency range than the default frequency band, to
establish the backhaul with the second node,

wherein, in any of said attempts, channels in a given frequency band are

prioritized based on a corresponding received signal strength.

2. The method of claim 1, wherein said attempts are performed on a first
radio, the method further comprising:
upon failure of all said attempts, performing an attempt to establish the

backhaul with the second node utilizing a different radio.

3. The method of claim 2, wherein said different radio is the same radio as

the front haul.

4. The method of claim 1, further comprising:

measuring received signal strengths of probes from all nodes within a
communication range; and

selecting the second node based on the measured received signal

strengths of the probes.
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. The method of claim 1, further comprising:

utilizing a spanning tree based protocol to avoid loops in said attempts.

6. The method of claim 1, further comprising:

measuring a link quality among one or more of the nodes in the network;
and

selectively causing a number of nodes in the network to form a particular

connection topology based on the measured link quality.

7. The method of claim 6, wherein the formed connection topology is a star

topology if the link quality exceeds a predetermined threshold.

8. The method of claim 6, wherein the formed connection topology is a daisy

chain topology if the link quality does not exceed a predetermined threshold.

9. The method of claim 8, further comprising:
maintaining a hop count for nodes connected in the daisy chain topology,
wherein whether a given node can be added to the daisy chain topology as an

extra hop is further based on the hop count.

10.  The method of claim 1, further comprising:

receiving, via the backhaul, a configuration from the second node.

11.  The method of claim 10, further comprising:
causing the configuration from the second node to be pushed through the
backhaul to a target node, wherein said causing is triggered by an initiation from

a user.
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12. A network device capable of establishing a backhaul communication
among nodes in a mesh wireless network, the device including a network
controller configured to perform operations comprising:

performing an attempt to utilize a first channel in a default frequency band
as a backhaul with second node in the network, wherein the backhaul is to
provide communication of management functions between the nodes in the
network, as opposed to a front haul that provides wireless data communication to
clients in the network; and

upon detecting that a received signal strength of the first channel from the
second node is below a threshold, performing an attempt to utilize a different
channel in the default frequency band and/or a different frequency band that has
a lower frequency range than the default frequency band, to establish the
backhaul with the second node,

wherein, in any of said attempts, channels in a given frequency band are

prioritized based on a corresponding received signal strength.

13.  The device of claim 12, wherein said attempts are performed on a first
radio, the operations further comprising:
upon failure of all said attempts, performing an attempt to establish the

backhaul with the second node utilizing a different radio.

14. The device of claim 13, wherein said different radio is the same radio as

the front haul.

15.  The device of claim 12, the operations further comprising:

measuring received signal strengths of probes from all nodes within a
communication range; and

selecting the second node based on the measured received signal

strengths of the probes.

16.  The device of claim 12, the operations further comprising:

110729-8058.US02/139245389.1 23

TP Link Ex. 1004

Page 35



10

15

20

25

30

utilizing a spanning tree based protocol to avoid loops in said attempts.

17.  The device of claim 12, the operations further comprising:

measuring a link quality among one or more of the nodes in the network;
and

selectively causing a number of nodes in the network to form a particular

connection topology based on the measured link quality.

18.  The device of claim 17, wherein the formed connection topology is a star

topology if the link quality exceeds a predetermined threshold.

19.  The device of claim 17, wherein the formed connection topology is a daisy

chain topology if the link quality does not exceed a predetermined threshold.

20.  The device of claim 19, the operations further comprising:
maintaining a hop count for nodes connected in the daisy chain topology,
wherein whether a given node can be added to the daisy chain topology as an

extra hop is further based on the hop count.

21.  The device of claim 12, the operations further comprising:

receiving, via the backhaul, a configuration from the second node.

22.  The device of claim 21, the operations further comprising:
causing the configuration from the second node to be pushed through the
backhaul to a target node, wherein said causing is triggered by an initiation from

a user.
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DEDICATED BACKHAUL FOR WHOLE HOME
COVERAGE

CROSS REFERENCE TO RELATED APPLICATIONS

This application is a continuation (CON) application of U.S. utility patent
application no. 15/271,912, entitled DEDICATED BACKHAUL FOR WHOLE
HOME COVERAGE (Attorney Docket No. 110729-8058.US01), filed September
21, 2016, which claims priority to U.S. provisional patent application no.
62/253,540, entitted METHOD AND APPARATUS FOR WHOLE HOME WI-FI
COVERAGE (Attorney Docket No. 110729-8045.US00), filed November 10,
2015, and to U.S. provisional patent application no. 62/336,503, entitled
DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE (Attorney Docket
No. 110729-8058.US00), filed May 13, 2016; all of which are incorporated herein

in their entirety by this reference thereto.

FIELD

The invention relates to telecommunications networks. More particularly, the

invention relates to a dedicated backhaul for whole home coverage.

BACKGROUND

In a hierarchical telecommunications network the backhaul portion of the network
comprises the intermediate link between the core network, or backbone network
and the small subnetworks at the edge of the entire hierarchical network. In the
home, such network can comprise an access point (AP) with links to various

repeaters. A mesh network is often used to establish a wireless backhaul
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between the AP and the various repeaters. With mesh networking, access points
are connected wirelessly and exchange data frames with each other to forward
traffic to/from a gateway point, such as the AP. However, a mesh network is
difficult to set up and maintain, especially where intermediate links between the
edge and the access point are added, such as when intermediate repeaters relay

traffic between the AP and a remote repeater that is out of range of the AP.

SUMMARY

A dedicated backhaul for whole home coverage variously applies optimization
techniques, e.g. using the 5 GHz high band or low band as a dedicated backhaul;
using the 2.4 GHz band as backup if the 5 GHz band fails to reach between
nodes; using Ethernet when it is better than the 5 GHz and 2.4 GHz bands and it
is available; and using a spanning tree protocol or a variant to avoid loops. The
dedicated backhaul is used if the received signal strength indication (RSSI) of the
dedicated channel is above a threshold. In embodiments, a daisy chain uses
probe request contents to communicate hop count and link quality between the
nodes by attempting to route directly if link quality is better than a defined
threshold. For each extra hop, there must be some percentage gain over smaller

hops. If the link is below some threshold, it is not used.

DRAWINGS

Figure 1 is a schematic diagram showing a dedicated backhaul for whole home

coverage according to the invention;

Figure 2 is a schematic diagram showing a 5 GHz backhaul according to the

invention;

Figure 3 is a schematic diagram showing a 5 GHz backhaul (Figure 2A) 2.4 GHz

and 5 GHz backhaul (Figure 2B) according to the invention;
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Figure 4 is a flow diagram showing a star topology boot up operational phase of

a dedicated backhaul for whole home coverage according to the invention;

Figure 5 is a flow diagram showing a daisy chain operational phase of a

dedicated backhaul for whole home coverage according to the invention;

Figure 6 is a flow diagram showing an 802.11k/v client roaming operational
phase of a dedicated backhaul for whole home coverage according to the

invention;

Figure 7 is a flow diagram showing a legacy client steering operational phase of

a dedicated backhaul for whole home coverage according to the invention;

Figure 8 is a flow diagram showing a 2.4 GHz channel selection operational
phase of a dedicated backhaul for whole home coverage according to the

invention;

Figure 9 is a flow diagram showing a system ACS operational phase of a

dedicated backhaul for whole home coverage according to the invention;

Figure 10 is a flow diagram showing a router or bridge determination operational
phase of a dedicated backhaul for whole home coverage according to the

invention;
Figure 11 is a flow diagram showing a detailed star topology boot up operational
phase of a dedicated backhaul for whole home coverage according to the

invention; and

Figure 12 shows a diagrammatic representation of a machine in the example

form of a computer system within which a set of instructions for causing the
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machine to perform one or more of the methodologies discussed herein may be

executed.

DESCRIPTION

Embodiments of the invention provide several techniques for establishing and
maintaining a dedicated backhaul for whole home coverage. Figure 1 is a
schematic diagram showing a dedicated backhaul for whole home coverage
according to the invention. In Figure 1, a system of smart Wi-Fi nodes 10
includes a dedicated backhaul 12 to provide whole home coverage and the
fastest speed to the Internet. In operation, a router is placed in service as the
access point (AP). A satellite device is then added, synced to the AP, and a
dedicated backhaul is established there between. LEDs on the devices indicate

progress and success with syncing of the devices.

Embodiments of the invention variously apply optimization techniques, such as
using the 5 GHz high band or low band as a dedicated backhaul; using the 2.4
GHz band as backup if the 5 GHz band fails to reach between nodes; using
Ethernet when it is better than the 5 GHz and 2.4 GHz bands and it is available;

and using a spanning tree protocol or a variant to avoid loops.

In connection with embodiments of the invention, a spanning tree protocol is a
network protocol that builds a logical loop-free topology for Ethernet networks,
the basic function of which is to prevent bridge loops and the broadcast radiation
that results from them. Spanning tree also allows a network design to include
spare (redundant) links to provide automatic backup paths if an active link fails.
This is done without the danger of bridge loops, or the need for manual enabling
or disabling of these backup links. As the name suggests, the spanning tree
algorithm creates a spanning tree within a network of connected layer-2 bridges,
and disables those links that are not part of the spanning tree, leaving a single

active path between any two network nodes. The spanning tree algorithm was

110729-8058.US02/139245389.1 4

TP Link Ex. 1004

Page 40



10

15

20

25

30

originally standardized as IEEE 802.1D, but the functionality, spanning tree, rapid
spanning tree and multiple spanning tree previously specified in 802.1D, 802.1s
and 802.1w respectively has been incorporated into IEEE 802.1Q-2014.

In embodiments of the invention, the dedicated backhaul is used if the received
signal strength indication (RSSI) of the dedicated channel is above a threshold.
The threshold is a parameter that can be defined and modified on the hardware

after hardware qualification is done.

Some embodiments of the invention apply a daisy chain approach (discussed
below), which uses probe request contents to communicate hop count and link
quality between the nodes. Such embodiments attempt to route directly if link
quality is better than a defined threshold. For each extra hop, there must be
some percentage gain over smaller hops. If the link is below some threshold, it is
not used; and Wi-Fi protected setup (WPS) is extended across several nodes so

the node can join on anyone.

When a new node is added to the network, the node sees the contents of the
information element for a daisy chain from all neighboring nodes. In addition to
the content, the node checks signal strength of other APs using the content of
the information element (hop count, data rate to main AP) and RSSI of the
neighboring node. The node then decides to which AP it is to connect.
Preference is given to the main AP or nodes with less hop to avoid extra delay

and the overhead of multiple hops.

In some embodiments of the invention the backhaul is used to push a
configuration. In such embodiments of the invention the nodes that are in the
network and are talking over backhaul channels can configure a new node.

Configuration can be pushed by pressing buttons or by an app on a smartphone.
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There is a sync button on each unit. A user can press the sync button on a new
unit and press the sync button on any previously present unit. The sync triggers
a software process which results in the new unit being programmed by units that
are already on the network. In the process, the new unit receives a Wi-Fi

configuration, networking configuration, and other configuration files.

The phone app can trigger the sync process by communicating with the new unit

and previously existing units using Wi-Fi, Bluetooth, or both.

The 5 GHz high band is defined as a dedicated backhaul in embodiments of the
invention. The high band is defined in US as channels 100 to 140 + 149 to 165
and in Europe as DFS band channels 100 to 140. If the dedicated wireless link
falls below the quality threshold, the 2.4 GHz band may be used as a backup
option. The decision as which band is used for backhaul may differ from satellite

to satellite.

Figure 2 is an example in which the dedicated 5 GHz band is used as a method
of communication between two devices. In Figure 2, a plurality of client devices
20a-20c are associated with respective nodes 22a-22¢. The nodes each include
one or more 2.4 GHz radios and one or more 5 GHz radios. The nodes are
connected by dedicated 5 GHz backhaul connections 23, 24. A 2.4 GHz
connection 25 may be used as a backhaul when a 5 GHz connection is not
available. When a 2.4 GHz connection is used as the backhaul it is shared for
both clients and for the backhaul. Those skilled in the art will appreciate that any
other connection may be substituted for the 5 GHz backhaul connection when
such connection is not available, including for example another 5 GHz radio, a
radio in a band other than 5 GHz and 2.4 GHz, efc.

Figure 3 is an example in which the dedicated 5 GHz band is used for one

satellite and the 2.4 GHz is used for another satellite. In Figure 3, a plurality of

client devices 26a-26c are associated with respective nodes 27a-27¢c. The
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nodes each include one or more 2.4 GHz radios and one or more 5 GHz radios.
The nodes 27a, 27b are connected by a dedicated 5 GHz backhaul connection
28. A 2.4 GHz connection 29 is used as a dedicated backhaul between the

nodes 27a, 27¢ when a 5 GHz connection is not available.

Figures 4-11 are flow diagrams showing operational phases of a dedicated
backhaul for whole home coverage according to the invention, where Figure 4
shows a star topology boot up, Figure 5 shows a daisy chain flow chart, Figure 6
shows 802.11k/v client roaming, Figure 7 shows legacy client steering, Figure 8
shows 2.4 GHz channel selection, Figure 9 shows system ACS, Figure 10 shows
router or bridge determination, and Figure 11 shows a detailed star topology boot

up. In some embodiments, 802.11r is used to speed up key exchange.

Topology defines the arrangement in which nodes are connected in the network,
including which nodes are directly connected and which communication channel
and technology is used for different nodes to talk. Star topology is an
arrangement in which all the nodes are directly connected to the base node. The
base node is the node that is connected to the home gateway. In star topology,
the software running on the satellite and base nodes makes a decision as which
wireless band works the best for connection between the satellite and the base.
A dedicated wireless band is the preferred method of wireless communication if
the dedicated band is available for communication and the quality of the

dedicated link is better than a defined threshold.

Wireless features in embodiments of the invention include star topology or daisy
chain topology given network topology and channel conditions, client steering,
unit on-boarding using a vendor specific information element (VIE) and WPS,
auto channel selection (ACS) and 2.4G bandwidth, Bluetooth low energy (BLE),
and channel planning. For purposes of the discussion herein, a VIE is an

information element (IE) that a vendor, such as Netgear, can add to
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communicate information that is specific to that vendor. All of the IEs that are

described herein are vendor IEs.

For star only, the 5 GHz dedicated channel is the primary backhaul channel. If 5
GHz does not work, the system tries to use the 2.4 GHz band. The unit
associates on both bands and uses 5 GHz if the RSSI is above a predefined
threshold, e.g. -80dBm. If the RSSI is below the threshold, the satellite unit uses
the 2.4 GHz band as backhaul and the 5 GHz backhaul is not used. If the RSSI
of the 2.4 GHz and 5 GHz bands is below a threshold (-80dBm), an LED

indicates that the unit needs to be moved closer.

In Figure 4, a star topology boot up sequence begins with a start/reconnect
(100), where a boot up Scan_count-0 (102). A scan is performed on all radios,
where Scan_count-Scan_count+1 (104). If base radios are detected (106), they
are associated to a base in a dedicated 5 GHz and 2.4 GHz band (108). If a
determination RSSI Dpase > Threshold Dpase (110) is made, then a dedicated radio
is used as backhaul (112) and the system waits for T (114). The system then
tries to associate a dedicated 5 GHz radio if one is not already associated (116)
and a determination RSSI| Dpase > Threshold Dpase (110) is made. If a
determination RSSI Dpase > Threshold Dpase (110) is not made, where RSSI_2G
base > Threshold 2G (120), then 2.4 GHz is used as backhaul if possible (118)
and, if not, then the system turns a move closer notification on (122). If base
radios are not detected (106), and Scan_count < Scan_threshold (124), then the

system turns a no connection notification on (126).

In embodiments of the invention, a daisy chain is used. In daisy chain 5 GHz
dedicated band is preferred if the RSSI meets predetermined thresholds. The
system tries to use 5 GHz dedicated and star, if possible. If 5 GHz star cannot be
used, the system tries using a 5 GHz daisy chain. If 5 GHz does not work in star

or daisy chain topologies, the system tries using 2.4G as a last resort. A 5 GHz
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dedicated daisy chain is preferred over the 2.4 GHz band if the RSSI is good

enough.

In Figure 5, a daisy chain sequence starts (200), and the system scans on all
three radios (202). If a radio is not found (204), the system indicates that the user

should move closer (228). The system measures the following RSSI values:

e RSSI2Gpase = RSSIin 2.4 GHz,

e RSSI 2Gmax = Max RSSI in 2.4 GHz,

e RSSI Dpase = RSSI of dedicated backhaul,

e RSSI Dmax = Max RSSI of dedicated backhaul (206) and,

then determines if RSSI Dpase > Threshold 1 (208). If so, the system associates
to a base AP in a dedicated band and 2.4 GHz (210). If, however, RSSI Dpase >
Threshold 2 and hop count < max_hop (212), then the system associates to an
AP with RSSI Dpax in 2.4 GHz and 5 GHz dedicated (214). Further, if RSSI Dpase
> Threshold 3, the system checks max hop count (216) and, if so, then
associates to the base in the 2.4 GHz and 5 GHz backhaul (218). Again, if RSSI
Dpase > Threshold 4 and hop count < max_hop (220), then the system associates
to the highest 2.4 GHz RSSI (222), and indicates that the user should move
closer (226).

In embodiments of the invention, for client steering using basic service set (BSS)
transition management (BTM), the system relies on 802.11v and 802.11k when
available and when the client behaves. This is the safest steering. For on-band
steering, the system uses the RSSI and loads to move clients from 2.4 GHz to 5
GHz. The system does not use load to move clients from 5 GHz to 2.4G. On
moving clients from unit to unit, if the RSSI drops below some threshold, the
system checks the RSSI of the other APs. If the RSSI of other APs is above a
threshold on 5 GHz, the system moves to 5 GHz; if the RSSI of other APs is

110729-8058.US02/139245389.1 9

TP Link Ex. 1004

Page 45



10

15

20

25

30

above some other threshold in the 2.4 GHz band, the system moves the clients
to 2.4G of the other AP.

In Figure 6, for 802.11k/v client roaming, if RSSI < threshold vk (300) is not true,
then the system waits for T1 (310); and, if true, the system performs
measurement 11k (302). If max RSSI 5G > thresh_5G vk (304), the system
sends BTM to best 5 GHz (312). If not, the system determines if max RSSI 2G>
thresh_2.G vk (306) and, if so, the system sends BTM to best 2.4 GHz (314),
else the system waits for T2 (308)."

In embodiments of the invention, wireless features for legacy client steering are
used for clients that do not support 802.11v/k or clients that do not have the
correct implementation. This client steering occurs during an idle period if the
client has no uplink packets for X seconds. The RSSI threshold is below that
which disconnects the client. The RSSI may be different for 2.4 GHz and 5 GHz.
When the client connects back, the system tries to steer the client to the right AP
by having it associate to an AP which has an RSSI above a threshold and hop
count above a threshold. The system rejects a probe response and measures
RSSI for X tries. The system then lets the client associate to any band of any

radio it desires.

In Figure 7, in a legacy client steering, on each unit, a determination is made if
num_rejected_probe > X in past n seconds (400) and, if so, the unit responds
and is allowed (402). The system for allowed units determines if RSSI < thresh
de-auth (404), sends a de-auth (406), measures a probe on all interfaces (408),
and determines RSSI best 5G > RSSI 5G (410). If the later is true, then the
system responds and allows a backhaul on the best 5 GHz (412); else, the

system responds and allows a backhaul on the best 2.4 GHz (414).

In embodiments of the invention, WPS is used for on-boarding new units on the

backhaul and for addition of a unit with different backhaul credential to the
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network. WPS works with a hidden SSID on the backhaul. Only units with a VIE

can go through WPS procedure on a dedicated channel.

In embodiments of the invention, the VIE is used to mark a device. The VIE is
included in probes, beacons, association, and authentication frames, or a subset
of these packets. A device looks for the VIE to see the other side. If the VIE is

present, then the device goes through an eight-way handshake.

The vendor IE content includes capability, dedicated band, hop count, steering
capabilities, and transmit power, 2.4 GHz channel planning, and 5 GHz channel

planning.

There may be one or more VIEs that are defined by the vendor and that are used
to give information about the node to new devices that have not connected or
joined the network. The new devices must know what other devices are in the
network, what capabilities the other nodes have, and how each device is
connected to Internet, i.e. what data rate is available to the main router, how
many hops, 2.4 GHz backhaul, 5 GHz backhaul. There is a version of software in
the VIE with which each device can know what software the other devices are
using, and with which the device can talk over using same application

programming interface (API) structure.

On the satellite unit, if a backhaul connection not in place, WPS is used to find a
backhaul connection. Once a credential is acquired on one backhaul channel, it
is copied to the other one. If the backhaul credential is already in place and the
unit is connected, a WPS button is used to initiate WPS with clients or other

satellite units on a dedicated channel.
In embodiments of the invention, 2.4 GHZ channel selection is used if there are

no APs in the vicinity. If there is an AP in the vicinity, the channel where the AP

with highest RSSI resides is picked. The system only considers APs with an
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If max RSSI > threshold 1

RSSI that is higher than -80dBm for 20/40MHz coexistence (enable by default)
and ignores a 20/40 coexistence bit reported by clients (enable by default).
(-50dBm) (502), then the system uses the channel with highest RSSI (506); else,
the system goes through the ACS and is aggressive on picking 40MHz (504).

In embodiments of the invention, BLE sets up the SSID and password. BLE is
also used for Wi-Fi diagnosis purposes. BLE may be used to allow guest access

In Figure 8, a 2.4 GHz channel selection starts (500).
and BLE mesh.
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Because the dedicated backhaul

and the close device can use the dedicated backhaul to send the
12

has a range that can be as high 20x that of BLE, embodiment of the invention
information back to main device or any other device that needs diagnosis or any

can use the dedicated backhaul to propagate the information on all devices.
When the device is close to any of the other devices, the device can talk to close

BLE range is very limited compared to Wi-Fi.

actions.
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The dedicated backhaul can also be used to extend range of BLE to different
points around the home. For example, an LED light can be controlled using a
device better than a traditional access point because any device can receive an
LED BLE signal and can repeat back the information using the dedicated
backhaul to any other devices or to a cloud backend that controls the LED light.

The same is true for any BLE sensor or BLE controlled device.

In embodiments of the invention, the 5 GHz backhaul includes MU-MIMO
support. A different 2.4G channel may be used for different units and different 5
GHz client facing channels may be used on different units. Because MU-MIMO
requires both sides of the link to have MU-MIMO support and have a good
transmit and receive algorithm for MU-MIMO, embodiments of the invention use

MU-MIMO between the devices, especially if there is only one base station.

Embodiments of the invention provide auto channel selection (ACS) during initial
boot up. The algorithm for this feature scans all of the channels, then collects
appropriate statistics, such as interferences (both WLAN and non-WLAN) and

assigns weights to each channel.

In Figure 9, a system ACS starts (600). If ma RSSI > threshold 1 (602) is not
true, then the system goes through ACS (604); else the system determines if
highest = 11 (606). If so, then the system uses channel 10 (608); else, the
system determines if highest = 1 (610). If so, then the system uses channel 2
(612); else, the system uses the channel with the highest RSSI (614).

In Figure 10, a router or bridge determination starts (700). The system boots up
the OS on the base unit (702), initiates DHCP, and wait for x seconds (704). If a
DHCP server is not available (706), the base unit comes up as an AP (714); else,
the base unit comes up as a router (708). If an Internet connection is not
available (710), the system indicates a connection issue (716); else, the system

indicates that the Internet is available (712).
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In Figure 11, a star topology boot up starts (800) and the boot up, scan_count =
0 (802). The system scans on all three radios, where scan_count = scan_count
+1 (804).

If base radios are not detected (806), then scan_count < scan_threshold (814),

and the system turns move closer indicator on (816).

If base radios are detected (806), and RSSI Dpase > threshold Dpgse (808) is true,
then the system associates to a base in the dedicated and 2.4 GHz (810) and

uses a dedicated radio as a backhaul (812).

If base radios are detected (806) and RSSI Dpase > threshold Dpgse (808) is false,
then if RSSI_other_5G base > threshold_other_ 5G (822) is false and
RSSI_other_2G base > threshold 2G (820) is false, the system turns a move

closer indicator on (818).

If base radios are detected (806) and RSSI Dpase > threshold Dpase (808) is false,
then if RSSI_other_5G base > threshold_other_5G (822) is true, then the system
associates to a base in the dedicated and 2.4 GHz band (824) and uses the
other 5 GHz radio as a backhaul (826).

If base radios are detected (806) and RSSI Dpase > threshold Dpase (808) is false,
then if RSSI_other_5G base > threshold_other_ 5G (822) is false and
RSSI_other_2G base > threshold 2G (820) is true, then the system associates to
2.4 GHz and any other radio (828) and uses 2.4 GHz as the backhaul (830).

Statistic Collection and Algorithm Guidelines. The following discussion describes
the statistics that are collected during a scan and general guidelines on how to
use the statistics. The following is a list of items that must be taken into account

in embodiments of the invention:
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1) The number of APs on each channel is counted accurately during the scan.
The buffer size is limited for the scan and as a result, when there are many APs,
the APs on higher channels do not fit into the limited buffer size. As a result,
scanning in 2.4G is broken into at least three separate scans in three subsets of

the channel to make sure all APs are seen on all channels.

2) Scan time is increased on each channel such that all the APs are seen.

3) If one or more APs with an RSSI of -45dBm or higher are within vicinity, the
channel of the AP which has highest RSSI is picked. If the AP is 40MHz, the

same primary channel is picked.

4) Interference from neighboring channels is taken into account. The channel

with smallest grade is the best.

E = constant which depends on AP RSSI

e |If 20MHz AP is on Z= channel CH, CH-1, CH+1, Grade_on_channel_Z =

Grade_on_channel_Z +2*E

e If 20MHz AP is on Z= CH-2, CH+2, Grade_on_channel_Z =

Grade_on_channel_Z +E

o If 40MHz AP, for both 20MHz subchannels of the 20MHz, apply grade

calculation as described above.
5) The RSSI of APs is taken into account. Grade in the following is the grade on

the AP channel and all affected neighboring channels. The following may be

used to start for 4x4:
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e AP RSSI <-70dBm = E=1

e -70dB<AP RSSI <-40dB = E=1.5

e RSSI>-40dB = E=2

6) Noise floor on each channel is measured during scan:

o tmpnoise = (noise_db < -95) ? -95 : noise_db

e tmpnoise = (noise_db >= -65) ? -65 : noise_db

e noise_grade = (tmpnoise+95)/5*4

7) For a 40MHz channel selection, the 20/40 coexistence (wl obss_coex) is taken

into account. If there is no 40MHz channel available because of coexistence

requirement, the best 20MHz channel is selected.

8) Transmit power on each channel is taken into account. Channel 1 and channel
11 shall be avoided in the US and Australia.

9) Channel utilization on each channel is measured during scan. Channel
utilization includes CCA stats and percentage of the time that the channel is

clean.

10) Interference statistics on each channel are measured during the scan and

may be used.
11) Each unit may take into account the channels that are used by other APs in

the network. For example, ACS may decide to use different channels on different

units.
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Notes

Dynamic Frequency Selection (DFS). In embodiments of the invention, the
backhaul channel in European Telecommunications Standards Group (ETSI) is
on the radar band. In an FCC locale, the radar band may be used when the non-
radar backhaul channel has interference. If radar shows up, it is necessary to
change the backhaul, e.g. moving the channel in coordinated way; and
communication of dynamic frequency selection (DFS) detection between different
nodes in the mesh network, e.g. using 2.4 GHz, the other 5 GHz, and/or 802.11h.
Action frames and/or beacon frames from 802.11h may be extended for use-

case of mesh.

When radar shows up, the units use layer 2, 3, or the application layer to notify
each other of radar entry and coordinate a backhaul move. This coordination and
move must be performed during the time that is allowed by regulatory bodies.
The client facing coordinating radios, including 2.4 GHz radio, may be used to
communicate and move the backhaul, if backhaul communication coordination
can be performed within the time that the regulatory bodies allow before shutting
down communication. In this case, the other two radios, which are not dedicated
backhaul radios, move to the same channel and start communication to pick a
new backhaul. If not, a new backhaul can be chosen, and the two other radios
are shared for backhaul and front haul. This not a desired outcome and is done

only if no backhaul channel is available due to radar events.

Channel planning for client facing radios. In embodiments of the invention,
different 2.4 GHz channels are used when 2.4G is not used as backhaul.
Changing the channel of the 5 GHz band; and/or changing of the channel is used
to avoid congestion. Channel coordination is done to use the cleanest channels

among multiple nodes depending on available traffic
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Changing basic rate set per topology. In embodiments of the invention the
beacon rate is changed to force clients to roam; and/or the management frame

rate is changed.

Changing transmit (TX) power per distance. In embodiments of the invention
maximum transmit power may be dropped on mesh nodes if the mesh node
coverage is smaller than what its peak power allows. Transmit power of some
management or control frames may be dropped. Transmit power of some certain
modulation and or coding may be dropped. Transmit power to some certain client

may be dropped

Mobility control over dedicated backhaul. In embodiments of the invention data
is sent between different modules and used to decide how to roam, when to
roam, and send packets to client to roam. Roaming is done based on best

effective rate, interference, and type of data.

The AP over which a client is connected is monitoring the client wireless state, as
well as the traffic the client sends over Wi-Fi. Once the AP sees any reason for a
client to be considered for roaming, it communicates to the other APs and gets
information from them on the state of wireless channels that the other APs see.
Moreover, the AP queries the client on what the client sees from the network.
Once all of the information is gathered, a final decision is made by the AP
whether the client is connected to another AP, depending on the network
configuration. The decision is communicated over the dedicated backhaul, and
then an attempt is made to roam the client. Coordination of roaming, including
what time to send a roaming trigger to the client and which AP to respond to after

roaming has started, happens over the dedicated backhaul as well.

Bluetooth mesh/Bluetooth over Wi-Fi. Embodiments of the invention extend

Bluetooth across home over Wi-Fi or over Bluetooth mesh. The Bluetooth signal
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may be decoded the bits may be sent over Wi-Fi backhaul to a node which is

close to destination and Bluetooth packet may be transmitted at that node.

Computer System

Figure 12 is a block diagram of a computer system as may be used to implement
certain features of some of the embodiments. The computer system may be a
server computer, a client computer, a personal computer (PC), a user device, a
tablet PC, a laptop computer, a personal digital assistant (PDA), a cellular
telephone, an iPhone, an iPad, a Blackberry, a processor, a telephone, a web
appliance, a network router, switch or bridge, a console, a hand-held console, a
(hand-held) gaming device, a music player, any portable, mobile, hand-held
device, wearable device, or any machine capable of executing a set of
instructions (sequential or otherwise) that specify actions to be taken by that

machine.

The computing system 30 may include one or more processors 35, memory 31;
input/output devices 32, e.g. keyboard and pointing devices, touch devices,
display devices; storage devices 34, e.g. disk drives; and network adapters 33,
e.g. network interfaces, that are connected to an interconnect 36. The
interconnect 36 is illustrated as an abstraction that represents any one or more
separate physical buses, point to point connections, or both connected by
appropriate bridges, adapters, or controllers. The interconnect 36, therefore, may
include, for example, a system bus, a Peripheral Component Interconnect (PCI)
bus or PCI-Express bus, a HyperTransport or industry standard architecture
(ISA) bus, a small computer system interface (SCSI) bus, a universal serial bus
(USB), IIC (12C) bus, or an Institute of Electrical and Electronics Engineers
(IEEE) standard 1394 bus, also called Firewire.

The memory 31 and storage devices 34 arc computer-readable storage media

that may store instructions that implement at least portions of the various
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embodiments. In addition, the data structures and message structures may be
stored or transmitted via a data transmission medium, e.g. a signal on a
communications link. Various communications links may be used, e.g. the
Internet, a local area network, a wide area network, or a point-to-point dial-up
connection. Thus, computer readable media can include computer-readable
storage media, e.g. non-transitory media, and computer-readable transmission

media.

The instructions stored in memory 31 can be implemented as software and/or
firmware to program the processor 35 to carry out actions described above. In
some embodiments, such software or firmware may be initially provided to the
processing system 30 by downloading it from a remote system through the

computing system 30, e.g. via network adapter 33.

The various embodiments introduced herein can be implemented by, for
example, programmable circuitry, e.g. one or more microprocessors,
programmed with software and/or firmware, or entirely in special-purpose
hardwired (non-programmable) circuitry, or in a combination of such forms.
Special-purpose hardwired circuitry may be in the form of, for example, one or
more ASICs, PLDs, FPGAs, efc.

Although the invention is described herein with reference to the preferred
embodiment, one skilled in the art will readily appreciate that other applications
may be substituted for those set forth herein without departing from the spirit and
scope of the present invention. Accordingly, the invention should only be limited

by the Claims included below.

110729-8058.US02/139245389.1 20

TP Link Ex. 1004

Page 56



10

\\“M‘-&M\ SRR \M‘me\\ w\-fwk\\vgwi\\ X m\@m\mﬁﬁw
g \“—‘.\“-'-\\w\\\.. N \-_-m\-_-\\v_-_-s’r-\xz-’r-\x ’\\_«-ah\»-’v-\»y'-\\mw_-‘au\vw - -

12

FIGURE 1

TP Link Ex. 1004
Page 57



20a

22a
24

;:_\x\
&\\\ N

p
L 22cC

\\Q\\\\

20c

FIGURE 2

TP Link Ex. 1004
Page 58



26a 26b

27a

\\\\\\\\\\\

%\\

27¢

FIGURE 3 ~

TP Link Ex. 1004
Page 59



10

R

\

10

1

- ... e

e e e e

*

e &%Qi@ 114

N 4 4

T TEHhns

A A\ -

FIGURE 4

TP Link Ex. 1004
Page 60



8

22

218

214

210

FIGURE 5

TP Link Ex. 1004

Page 61



.

B\

10

3

§k\§§§§§§§§§§§§

g 306 @00 314

VoD
: \
AR

N\ B

N
: \\\\
IND

RN
NN

X
\E\§\?\

\

S
S
HErs
AN R

R

308

FIGURE 6

TP Link Ex. 1004
Page 62



404

00 | 406

R

M e

SRR
R

L 410

02 \\\\>§§§§§§§§

S

N

L e

=

FIGURE 7

TP Link Ex. 1004
Page 63



500

504

................................................................................

U .\

TP Link Ex. 1004
Page 64



\ 610 614\

\\\\\\
o

608

FIGURE 9

TP Link Ex. 1004
Page 65



702

704

Do

BRI

E:
F
F

3

71

R

712

FIGURE 10

716

TP Link Ex. 1004
Page 66



i ' 04
§\\\\\\\\\\ N

\\\\\\\\\\\%\\\\\\\\\\\\\ ................................................. \\\\
N | | .

pssy

L
: 806

?w* 822 820

‘ 7

3 ) R R R 3 5 R N
8 \“\\\“\\\“\\\“\\\“\\\‘\\.\\1\&\\}\\\v\-\\\\\“\\m\\}\é&\\\\\“\\\“““““““““\“'\\“\\\ \

..... T

w824 828 81

826

FIGURE 11

TP Link Ex. 1004
Page 67



¥
35 31
qu") ,....w{
Frovassois) Manory
36
{,}
g\;";ﬁi} 1Y Dovice(s) Network Adapter
L - T
34 32 33
FIGURE 12

TP Link Ex. 1004
Page 68



ATTORNEY DOCKET NUMBER: 110729-8058,.1S01

DECLARATION (37 CF.R, 1.63) FOR UTILITY OR DESIGN PATENT APPLICATION
USING AN APPLICATION DATA SHEET (37 CF.R. 1.76) AND ASSIGNMENT

Title of Invention: DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE
As a belovw named inventor, | hereby declare tha;
This declaration is directed 1o the attached application, or (if following box i checked):

IX} United States application or PCT imtermational application mumber 15271912 filed
on September 21, 2016,

The above-identified application was made or awthorized to be made by me,

I believe that | am the original tnventor or an original joint inventor of a claimed invention in the
application.

I bave reviewed and understand  the contents of the application, inchuding the claims

Fam aware of the duty 1o disclose fo the United Mates Patent and Trademark Office ali information
known to meto be material to patontability as defined in 37 C.F.R. Section 1.56.

Whereas, the ondersigned inventor(sy hoshave pade certain inventions, Improvements, and discoveries
{berein referred to as the “Invention™) disclosed in the sbove-identified patent application and further
identified by the Attorney Docket Number provided above in the header of this document;

Whereas, NETGEAR, Ine¢, a corporation duly organized under and pursvant to the faws of the stare of
California, having #s principal place of business at 350 East Plameria Drive, SanJose. CA B84, desires
o acquire and cach undersigned inventor desires o grant to NETGEAR, Ine. the entire worldwide right,
title, and interest in and to the Invention and in and fo any and all patent applications ard patents divected
thereto,

Wesw, therefore, for one dofar (51.00} and good and valuable consideration, the réceipt and sufficiency
thereo! being hereby seknowledged, each undersigried inventor, bereinafter reforred o as ASSIGNOR,
hareby sells or has sold. assigns or bas assigned, and otherwise trapsfers or has transferred o
NETGEAR, Ime. hereinsfier reforred 1o g3 ASSIGNEE. s successwrs, legal representatives, and
assigns, the entire worldwide right, title, and interest in and o the Invention, the above-identified United
States patent spplication, and any and all other patent applications and patents for the Invention which
may be applied for or granted thevefor in the United States and in all forelgn countries and jurisdictions,
including all divisions, continuations, reissuss, resxaminations, vengwals, extensions, counterparts,
substitutes, and extensions thereof, and all rights of pricvity resulting from the fiting of such-applications
and granting of such patents.  In addidon, cach undersigned inventor hereby authorizes and requests the
Directorof the United States Patent and Trademark Office to jssue any United States Patent, and foreign
putent authorities to isswe any foreign patent, granted for the Invention, o the Assignes, iis sucoessors,
fegal representatives, and assigns, the entire worldwide right, title, and interest i and to the same 1o be
held and enjoyed by the Assignes, its sucoessors, legal representatives, and assigns to the full end of the
termy for which any and all such patents may be granted, as fudly and entirely as would have been held
angd enjoved by the undersigned had this Assignment not been made; and cach vndersigned inventor
agrees to execute, without charge to said Assignes but at the Assignee’s expense, any and all documents
and instruments and perform all lawitul acts reqsonably refated to recording this Assignment or perfecting
title to the Invention and all related patents and appHedtions, in Assignee; s sucecessors, legal
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representatives, and assigns, whenever requested by the Assignee, its successors, legal representatives, or
assigns.

ASSIGMOR(SY grants the attorney of record the power to insert on this Assignment any further
identification that may be necessary or desirable in order to comply with the rules of the United Sates
Patent and Trademark Office for recordation of this docament.

Bach undersigned inventor acknowledges their prior and ongoing abligations to sell, assign, and transfer
the rights under this Assignment to the Assignes and is unaware of any reason why they may not have the
full and unencumbered right o sell, assign, and transfer the rights hereby sold, assigned, and transterred,
and has net executed, and will pot exceute, any document or insimement in gontlict herewith, Each
undersigned inventor also hereby grants the assignee, His successors, legal represerdatives, and assigns, the
right to issert in thiy Assignmest any further idemtification (including, but not lmited to, patent
Application MNumber) which may be pecessary or destrably for recordation of this Assipnment.

This Assignment may be executed in one or more counterparts, cach of which shall be deered an original
and all of which may be taken together as one and the same Assignmant.

I hereby acknowledge that any willful false statement made in this declaration is punishable ander
18 ULS.CL 1001 by fine or imprisonment of not more than five (3) vears, o hoth.

1} Legal Name of Toventon Joseph Amalan Arul Emmanse]

Y o v’l“
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3 Eov g S F
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2y Legal Name of Inventor: Peiman Arnind

Signature:
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
Joseph Amalan
15/940,890 03/29/2018 Arul EMMANUEL 110729-8058.US02
CONFIRMATION NO. 8990
22918 FORMALITIES LETTER
PERKINS COIE LLP - PAO General
P.O. BOX 1247 IR M

SEATTLE, WA 98111-1247
Date Mailed: 04/26/2018

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

+ Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:
+» The drawings submitted to the Office are not electronically reproducible because portions of figures 2, 3,
and 5 are missing and/or blurry.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

« Additional claim fees of $ 200 as an undiscounted entity, including any required multiple dependent claim fee,
are required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

SUMMARY OF FEES DUE:

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized
below. No entity status discount is in effect. If applicant is qualified for small entity status, a written assertion of
small entity status must be submitted to establish small entity status. (See 37 CFR 1.27). If applicant is qualified
for micro entity status, an acceptable Certification of Micro Entity Status must be submitted to establish micro
entity status. (See 37 CFR 1.29 and forms PTO/SB/15A and 15B.)

+ $ 200 for 2 total claims over 20.

+ $( 0) previous unapplied payment amount.

+$200 TOTAL FEE BALANCE DUE.

page 1 of 2

TP Link Ex. 1004
Page 77



Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https:/sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/elbanaybanay/
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 15/940,890
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 22 minus 20= 2 OR |« 100 200
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 2 minus 3 = x 460 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1920
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus OR |x
a Independent * Minus | *** =
E (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus ** =
= (37 CF% ?.16(i)) OR |x
% Independent * Minus | *** = OR N
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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To: patentprocurement@perkinscoie.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 22918

Apr 26, 2018 03:38:44 AM
Dear PAIR Customer:

PERKINS COIE LLP - PAO General
P.O. BOX 1247

SEATTLE, WA 98111-1247
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 22918 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
15940890 APP.FILE.REC  04/26/2018 110729-8058.US02
NT.CR.APP.PA  04/26/2018 110729-8058.US02

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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Docket No.: 110729-8058.US02 (PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Joseph Amalan Arul EMMANUEL et al. Customer No.: 22918
Application No.: 15/940,890 Confirmation No.: 8990
Filed: March 29, 2018 Art Unit: unassigned

For: DEDICATED BACKHAUL FOR WHOLE HOME Examiner: unassigned
COVERAGE

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

MAIL STOP MISSING PARTS
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
This is in response to the Notice to File Corrected Application Papers dated April 26,
2018. Applicant submits herewith $200 for two excess claims over 20.

In the Drawings begins on page 2.

110729-8058.US02/139813965.1
TP Link Ex. 1004
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Application No.: 15/940,890 Docket No.: 110729-8058.US02

DRAWINGS
Submitted herewith are Formal Drawings of Figures 2, 3 and 5 (4 sheets), each labeled

as "Replacement Sheet" for the above-identified patent application.

110729-8058.US02/139813965.1 2
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Application No.: 15/940,890

Docket No.: 110729-8058.US02

CONCLUSION
Applicant believes no fee is due with this response. However, if a fee is due, please

charge our Deposit Account No. 50-0665, under Order No. 110729-8058.US02 from which the

undersigned is authorized to draw.

Dated: 6/22/2018 Respectfully submitted,

By

110729-8058.US02/139813965.1

/Han-Wei Chen/

Han-Wei Chen
Registration No.: 75,350
PERKINS COIE LLP
P.O. Box 1247

Seattle, WA 98111-1247
Phone: (650) 838-4303
Fax: (206) 359-7198
Attorney for Applicant
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Electronic Patent Application Fee Transmittal

Application Number: 15940890

Filing Date: 29-Mar-2018

Title of Invention: DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE
First Named Inventor/Applicant Name: Joseph Amalan Arul EMMANUEL

Filer: Han-Wei Chen/Christine Ortt

Attorney Docket Number: 110729-8058.US02

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
Pages:
Claims:
CLAIMS IN EXCESS OF 20 1202 2 100 200

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

200
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Electronic Acknowledgement Receipt

EFS ID: 32997545
Application Number: 15940890
International Application Number:
Confirmation Number: 8990

Title of Invention:

DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

First Named Inventor/Applicant Name:

Joseph Amalan Arul EMMANUEL

Customer Number:

22918

Filer:

Han-Wei Chen/Christine Ortt

Filer Authorized By:

Han-Wei Chen

Attorney Docket Number: 110729-8058.US02
Receipt Date: 25-JUN-2018
Filing Date: 29-MAR-2018
Time Stamp: 17:57:30

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $200

RAM confirmation Number

062618INTEFSW17581800

Deposit Account

500665

Authorized User

Christine Ortt

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.21 {Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
95882
1 201 8—06—25_Respons§f_1 10729 yes 3
8058U502p 9f0e912d8be7f22f69ecfd53a0d093a6620f9]
cla
Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Response to Pre-Exam Formalities Notice 1 1
Drawings-only black and white line drawings 2 2
Applicant Arguments/Remarks Made in an Amendment 3 3
Warnings:
Information:
737067
Drawings-only black and white line 110729-8058US02_Replaceme
2 drawi t_Drawings.pdf no 4
ranngS n - wi g p 3fa153fabb7f90206da8d680022dd62chasy
acch
Warnings:
Information:
30490
3 Fee Worksheet (SB06) fee-info.pdf no 2
e490e3e9f3c0267248082d1759ddacadbfé
86epb9
Warnings:
Information:
Total Files Size (in bytes): 863439
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/940,890 03/29/2018 1920 110729-8058.US02 22 2
CONFIRMATION NO. 8990
22918 UPDATED FILING RECEIPT

b BOX 1247 O Generd 0L B T

SEATTLE, WA 98111-1247
Date Mailed: 06/29/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Joseph Amalan Arul EMMANUEL, Cupertino, CA;
Peiman AMINI, Mountain View, CA;

Applicant(s)
NETGEAR, INC., San Jose, CA

Power of Attorney: The patent practitioners associated with Customer Number 22918

Domestic Priority data as claimed by applicant
This application is a CON of 15/271,912 09/21/2016 PAT 9967884
which claims benefit of 62/336,503 05/13/2016
and claims benefit of 62/253,540 11/10/2015

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 04/24/2018
page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/940,890

Projected Publication Date: 10/04/2018
Non-Publication Request: No

Early Publication Request: No
Title

DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 15/940,890
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 22 minus 20= 2 OR |« 100 200
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 2 minus 3 = x 460 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1920
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus OR |x
a Independent * Minus | *** =
E (37 CFR 1.16(h) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus ** =
= (37 CF% ?.16(i)) OR |x
% Independent * Minus | *** = OR N
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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To: patentprocurement@perkinscoie.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 22918

Jun 29, 2018 04:04:54 AM
Dear PAIR Customer:

PERKINS COIE LLP - PAO General
P.O. BOX 1247

SEATTLE, WA 98111-1247
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 22918 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
15940890 APP.FILE.REC  06/29/2018 110729-8058.US02

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

90
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Doc code: IDS PTO/SBI08a (03-15)

L . . . Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 15940890
Filing Date 2018-03-29

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |Poseph Amalan Arul Emmanuel
Art Unit 2466

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 0001767 B1 P015-04-07 GATEWOOD, et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 0080080414 A1l P008-04-03 THUBERT, et al.
2 0100260146 A1l P010-10-14 | U
3 01602127355 A1l P016-07-21 [CAQ, et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code#| Date PR Passages or Relevant

Document .

Figures Appear
1
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Application Number 15940890
Filing Date 2018-03-29

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Joseph Amalan Arul Emmanuel
Art Unit 2466

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 9 Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 15940890

Filing Date 2018-03-29

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Joseph Amalan Arul Emmanuel

.. Art Unit 2466
( Not for submission under 37 CFR 1.9%)

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

v A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Han-Wei Chen/ Date (YYYY-MM-DD) 2018-07-30
Name/Print Han-Wei Chen Registration Number 75350

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 33324186
Application Number: 15940890
International Application Number:
Confirmation Number: 8990
Title of Invention: DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE
First Named Inventor/Applicant Name: Joseph Amalan Arul EMMANUEL
Customer Number: 22918
Filer: Han-Wei Chen/Christine Ortt
Filer Authorized By: Han-Wei Chen
Attorney Docket Number: 110729-8058.US02
Receipt Date: 30-JUL-2018
Filing Date: 29-MAR-2018
Time Stamp: 20:09:50

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:

1038598
1 Information Disclosure Statement (IDS) | 2018-07-30_IDS_110729-8058 o 4
Form (SBO8) S02.pdf s 3 s 54
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Information:

Total Files Size (in bytes): 1038598

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS
Dec description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (03-15)

Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

15940890

Filing Date

2018-03-29

First Named Inventor

Joseph Amalan Arul Emmanuel

Art Unit

2466

Examiner Name

Faruk Hamza

Aftorney Docket Number

110729-8058.U802

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 K 155167 B1 P006-12-26 CARTY
2 502354 B1 P009-03-10 MAUFER
3 567822 B2 P009-07-28 HART, et al.
4 B248948 B2 D012-08-21 WELL, etal.

If you wish to add additional U.S. Paten

t citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20020042274 A1l P002-04-11 JADES
2 0050048963 A1l P005-03-03 KUBLER, et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

15940890

Filing Date

2018-03-29

First Named Inventor

Joseph Amalan Arul Emmanuel

Art Unit

2466

Examiner Name

Faruk Hamza

Aftorney Docket Number

110729-8058.U302

3 0070206528 Al P007-09-06 MALTON, et al.

4 0070280453 Al P007-12-06 KELLEY, et al.

5 0080247317 Al P008-10-09 MEIL, et al.

6 0090067369 Al P009-03-12 STAMOULIS, et al.
7 0090135738 Al P009-05-28 MHATRE, et al.

8 0090135794 Al P009-05-28 U, etal.

9 20090221238 A1 P009-09-03 KO, et al.

10 0100157888 Al P010-06-24 PPGGARWAL, et al.
11 0100231473 Al P010-09-16 SHTROM, et al.
12 0100246416 Al P010-09-30 SINHA, et al.

13 0100291931 Al P010-11-18 SUEMITSU, et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15940890

Filing Date 2018-03-29

First Named Inventor | Joseph Amalan Arul Emmanuel
Art Unit 2466

Examiner Name Faruk Hamza

Aftorney Docket Number

110729-8058.U302

14 0110250926 Al P011-10-13 MWIETFELDT, et al.
15 0110299422 Al P011-12-08 KIM, et al.

16 0120129517 Al P012-05-24 FOX, etal.

17 0120224484 Al P012-09-06 BABIARZ, et al.

18 0120225646 Al P012-09-06 MOCHIDA, et al.
19 0140254400 Al P014-09-11 FHOU, et al.

20 20150092681 A1 P015-04-02 FERNANDO, et al.
21 0150103685 Al P015-04-16 BUTCHKO, et al.
22 0150215791 Al P015-07-30 GELLER, et al.

23 0160029384 Al P016-01-28 SIDHU, et al.

24 0160066249 Al P016-03-03 PDUKES, et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

15940890

Filing Date

2018-03-29

First Named Inventor

Joseph Amalan Arul Emmanuel

Art Unit

2466

Examiner Name

Faruk Hamza

Aftorney Docket Number

110729-8058.U302

25 0160094946 Al P016-03-31 KEITHLEY

26 0160227544 Al P016-08-04 KATAR, et al.

27 0160269097 Al P016-09-15 SLAM, et al.

28 0160308755 Al P016-10-20 GARG

29 0170006431 Al P017-01-05 DONOVAN, et al.
30 0170118705 Al P017-04-27 TRAN, et al.

If you wish to add additional U.S. Published Application citation information please click the Add button,| Add

FOREIGN PATENT DOCUMENTS

Remove

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PR Passages or Relevant
Document .
Figures Appear
1
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item

Examiner| Cite S : . ' 5
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T

publisher, city and/or country where published.
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Application Number 15940890

Filing Date 2018-03-29

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Joseph Amalan Arul Emmanuel

Art Unit 2466

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number 15940890

Filing Date 2018-03-29

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Joseph Amalan Arul Emmanuel

.. Art Unit 2466
( Not for submission under 37 CFR 1.9%)

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

v A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Han-Wei Chen/ Date (YYYY-MM-DD) 2018-09-28
Name/Print Han-Wei Chen Registration Number 75350

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17 TP Link Ex. 1004
Page 109




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
Joseph Amalan
15/940,890 03/29/2018 Arul EMMANUEL 110729-8058.US02

CONFIRMATION NO. 8990

22918 PUBLICATION NOTICE

PERKINS COIE LLP - PAO General

P.O. BOX 1247 IO A R

0000001028350/

SEATTLE, WA 98111-1247

Title:DEDICATED BACKHAUL FOR WHOLE HOME COVERAGE

Publication No.US-2018-0288768-A1
Publication Date:10/04/2018

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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To: patentprocurement@perkinscoie.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 22918

Oct 05, 2018 04:19:32 AM
Dear PAIR Customer:

PERKINS COIE LLP - PAO General
P.O. BOX 1247

SEATTLE, WA 98111-1247
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 22918 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-

accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
15940890 NTC.PUB 10/04/2018 110729-8058.US02

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM
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Application Number 15940890
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Examiner Name Faruk Hamza
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Application Number 15940890

Filing Date 2018-03-29

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Joseph Amalan Arul Emmanuel

.. Art Unit 2466
( Not for submission under 37 CFR 1.9%)

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication

from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

v A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Han-Wei Chen/ Date (YYYY-MM-DD) 2019-01-04
Name/Print Han-Wei Chen Registration Number 75350

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Information:

Total Files Size (in bytes): 1038785

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

TP Link Ex. 1004
Page 120



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/940,890 03/29/2018 Joseph Amalan Arul EMMANUEL 110729-8058.US02 8990
22918 7590 0412912019 | A AMINGR |
PERKINS COIE LLP - PAO General
P.0. BOX 1247 PATEL. JIAY P
SEATTLE, WA 98111-1247
| ART UNIT | PAPER NUMBER |
2466
| NOTIFICATION DATE | DELIVERY MODE |
04/29/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

patentprocurement @perkinscoie.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

15/940,890 EMMANUEL et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
JAY P PATEL 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)v] Responsive to communication(s) filed on 3/29/2018.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)[] This action is FINAL. 2b) v This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-22 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6) [J Claim(s) __ is/are allowed.
7) Claim(s) 1-22 is/are rejected.
8) [O Claim(s) ____is/are objected to.
9) [OJ Claim(s) ____are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.

11)(v) The drawing(s) filed on 6/25/2018 (replacements for fiugres 2, 3 & 5) & 3/29/2018 is/are: a)l™¥ accepted or b){]
objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some** ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:

Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20190424
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Application/Control Number: 15/940,890 Page 2
Art Unit: 2466

DETAILED ACTION
Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AIA.
Claim Rejections - 35 USC § 112
The following is a quotation of 35 U.S.C. 112(b):
(b) CONCLUSION.—The specification shall conclude with one or more

claims particularly pointing out and distinctly claiming the subject matter
which the inventor or a joint inventor regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:

The specification shall conclude with one or more claims particularly

pointing out and distinctly claiming the subject matter which the applicant

regards as his invention.

Claims 1-22 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA),
second paragraph, as being indefinite for failing to particularly point out and distinctly
claim the subject matter which the inventor or a joint inventor, or for pre-AlA the
applicant regards as the invention.

With regards to the independent claims 1 and 12, in the “upon detecting...”
limitation, the utilizing of the channel and the frequency band is presented as an “and”
and “or’. It is unclear whether the applicant desires coverage for the two utilizations in
the alternative or coverage for the two utilizations together.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —
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Application/Control Number: 15/940,890 Page3
Art Unit: 2466

(a)(2) the claimed invention was described in a patent issued under
section 151, or in an application for patent published or deemed published
under section 122(b), in which the patent or application, as the case may
be, names another inventor and was effectively filed before the effective
filing date of the claimed invention.

Claim(s) 1-4, 10-15 and 21-22 are rejected under 35 U.S.C. 102(a)(2) as being
anticipated by Mallik et al. (US Publication 2013/0194948 A1).
1. In regards to claims 1 and 12, Mallik et al. (US Publication 2013/0194948 A1)
teaches in figure 6, A computer-implemented method for establishing a backhaul
communication among nodes in a mesh wireless network (see figure 6), the method
comprising: performing an attempt to utilize a first channel in a default frequency band
as a backhaul with second node in the network, wherein the backhaul is to provide
communication of management functions between the nodes in the network, as
opposed to a front haul that provides wireless data communication to clients in the
network (see figure 6, by definition, the backhaul provides the functions outlined in this
present limitation of the claims); and upon detecting that a received signal strength of
the first channel from the second node is below a threshold (see steps 610, 620, 622 in
figure 6), performing an attempt to utilize a different channel in the default frequency
band (see figure 6, step 622) and/or a channel in a different frequency band that has a
lower frequency range than the default frequency band, to establish the backhaul with
the second node (see figure 6, step 622, since figure 6 performs a backhaul based
method, a handover of step 622 means a handover for the backhaul communications)
,wherein, in any of said attempts, channels in a given frequency band are prioritized
based on a corresponding received signal strength (see paragraph 8, ranks of cells and

links are based on received signal strength).
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Application/Control Number: 15/940,890 Page 4
Art Unit: 2466

2. In regards to the claims 2-3 and 13-14 Mallik teaches, wherein said attempts are
performed on a first radio, the method further comprising: upon failure of all said
attempts, performing an attempt to establish the backhaul with the second node utilizing
a different radio where the different radio is same as the front haul (see the handover in
step 622 in figure 2 and the direct link 112 in figure 1).
3. In regards to claims 4 and 15, Mallik teaches, measuring received signal
strengths of probes from all nodes within a communication range and selecting the
second node based on the measured received signal strengths of the probes (see step
610 in figure 6, the yes or no step after step 610 if based on what the signal strength).
4. In regards to claims 10-11 and 21-22, Mallik teaches, receiving, via the backhaul,
a configuration from the second node (see paragraph 45, 67) and causing the
configuration from the second node to be pushed through the backhaul to a target node,
wherein said causing is triggered by an initiation from a user (see paragraph 45; the
mapping conveyed to the UE for the backhaul geometry).
Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that
the claimed invention is not identically disclosed as set forth in section
102, if the differences between the claimed invention and the prior art are
such that the claimed invention as a whole would have been obvious
before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains.
Patentability shall not be negated by the manner in which the invention
was made.
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Claims 5 and 16 are rejected under 35 U.S.C. 103 as being unpatentable over
Mallik et al. (US Publication 2013/0194948 A1) further in view of Ho et al. (US
Publication 2015/0049616 al).

In regards to claims 5 and 16, Mallik teaches all the limitations of the parent
claims as stated above.

However, Mallik fails to teach utilizing a spanning tree based protocol to avoid
loops in said attempts.

Ho however teaches, utilizing a spanning tree based protocol to avoid loops in
said attempts (see paragraph 17).

Therefore, it would have been obvious for one of ordinary skill in the art before
the effective filing date of the present application to incorporate the use of spanning tree
algorithm as taught by Ho into the teachings or Mallik. The motivation to do so would
be to prevent network failure by avoiding loops.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JAY P PATEL whose telephone number is (571)272-
3086. The examiner can normally be reached on M-F 9:30-6.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Faruk Hamza can be reached on 571-272-7969. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JAY P PATEL/
Primary Examiner, Art Unit 2466
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
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recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
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Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

/3AY P PATEL/ 04/25/2019
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EAST Search History

EAST Search History (Prior Art)

"20170164323" | "20170238189" |
"9467929" | "9942709" | "20020042274"
| "20050048963" | "20070206528" |
"20070280453" | "20080247317" |
"20090067369" | "20090135738" |
"20090135794" | "20090221238" |
"20100157888" | "20100231473" |
"20100246416" | "20100291931" |
"20110250926" | "20110299422" |
"20120129517" | "20120224484" |
"20120225646" | "20140254400" |
"20150092681" | "20150103685" |
"20150215791" | "20160029384" |
"20160066249" | "20160094946" |
"20160227544" | "20160269097" |
"20160308755" | "20170006431" |
"20170118705" | "7155167" | "7502354"
| "7567822" | "8248948" |
"20080080414" | "20100260146" |
"20160212755" | "9001767" |
"20080025208" | "20090046655" |
"20090252127" | "20100118830" |
"20110081903" | "20110286404" |
"20120020319" | "20120294200" |
"20130194948" | "20140233412" |

Ref {iHits Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 1 "15271912" USPAT OR OFF 2019/04/25
09:29
L3 {146 ((("EMMANUEL") near3 ("Joseph") near3 {{US-PGPUB; {OR OFF 2019/04/25
("Amalan") near3 ("Arul"))).INV. USPAT; 09:40
USOCR
L4 200 ((("AMINI") near3 ("Peiman"))).INV. US-PGPUB; {{OR OFF 2019/04/25
USPAT; 09:40
USOCR
L5 {24 I3 AND BACKHAUL$4.CLM. US-PGPUB; {iOR OFF 2019/04/25
USPAT; 09:41
USOCR
L6 {24 4 AND BACKHAUL$4.CLM. US-PGPUB; {jOR OFF 2019/04/25
USPAT; 09:41
USOCR
L7 {0 "15940890" USPAT OR OFF 2019/04/25
09:42
L8 {2 "15940890" US-PGPUB; {jOR OFF 2019/04/25
USPAT; 09:42
USOCR;
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB
S1 476 ("20090116407" | "20120224481" | US-PGPUB; {OR OFF 2019/04/22
"20150018028" | "20160192203" | USPAT 09:01
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"20140270306" | "20150029067" |
"20150049616" | "20150264614" |
"20150334750" | "20160007273" |
"20160142163" | "20160286374" |
"20160366632" | "20170048913" |
"20170070919" | "20170125920" |
"20170127295" | "20170127325" |
"20170164260" | "20170215091" |
"20170251410" | "20170325243" |
"9179495" | "9832796").PN.

S2 {5 S1 and ((prioritiz$4 or rank$4) with US-PGPUB; {{OR OFF 2019/04/22
(RSS! or (signal adj2 strength$3))) USPAT 09:02

S3 21 ((backhaul$3) same ((prioritiz$4 or US-PGPUB; iOR OFF 2019/04/22
rank$4) with (RSSI or (signal adj2 USPAT 09:41
strength$3))))

S4 113466 §(HO4W72/0453 or HO4W76/15 or US-PGPUB; {{OR OFF 2019/04/22
HO4L12/44 or H04L43/16 or HO4W40/12 §USPAT 09:43
or H04W24/06 or HO4W36/36 or
H04W36/30 or HO4W24/08 or
H04W4/023 or H04L43/10 or
H04L43/0894 or H04L43/0888 or
HO04L45/20 or HO4W76/10 or
H04W72/085 or HO4W24/04 or
H04W84/12 or HO4W84/18).cpc.

S5 1365566 {(H04W72/0453 or HO4W76/15 or US-PGPUB; {{OR OFF 2019/04/22
HO4L12/44 or H04L43/16 or HO4W40/12 JUSPAT,; 09:43
or HO4W24/06 or H04W36/36 or USOCR,;

H04W36/30 or HO4W24/08 or FPRS;
H04W4/023 or H04L43/10 or EPO; JPO;
H04L43/0894 or H04L43/0888 or DERWENT;
HO04L45/20 or HO4W76/10 or IBM_TDB
H04W72/085 or HO4W24/04 or

H04W84/12 or HO4W84/18).cpc.

S6 {22 ((backhaul$3) same ((prioritiz$4 or US-PGPUB; {{OR OFF 2019/04/22
rank$4) with (RSSI or (signal adj2 USPAT; 09:44
strength$3)))) USOCR;

FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S7 {19 S6 and (@rlad<"20151110" or US-PGPUB; {{OR OFF 2019/04/22

@ad<"20151110") USPAT; 09:45
USOCR,;
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB

S8 {4 "9967884".pn. US-PGPUB; {{OR OFF 2019/04/22

USPAT; 09:45
USOCR,;
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB

SS9 36 S5 and (backhaul$3 same (RSSI or US-PGPUB; {OR OFF 2019/04/22
(signal adj2 strength$3))) and USPAT 10:09
(((prioritiz$4 or rank$4) with (RSS! or
(signal adj2 strength$3))))

S10 {33 S9 and (@rlad<"20151110" or US-PGPUB; §OR OFF 2019/04/22
@ad<"20151110") USPAT; 10:10

USOCR,;
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FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

S11

(backhaoul with mesh) and ((prioritiz$4
or rank$4) with (RSSI or (signal adj2
strength$3)))

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/22
12:34

S12

13

(backhaul with mesh) and ((prioritiz$4 or
rank$4) with (RSSI or (signal adj2
strength$3)))

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/22
13:563

S13

11

S12 and (@rlad<"20151110" or
@ad< "20151110")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/22
13:55

S14

836

((backhaul$3 same mesh)) and (( (RSSI
or (signal adj2 strength$3))))

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
07:35

S15

836

(backhaul$3 same mesh) and (( (RSSI or
(signal adj2 strength$3))))

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
07:35

S16

50

(backhaul$3 same mesh) and ((( (RSS!
or (signal adj2 strength$3)))) with
(below or less) with threshold)

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
07:36

S17

25

S16 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
07:36

S18

15

(fail$4 with backhaul$3) same (front$4)

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
08:57

119 {15

1518 and (@rlad<"20151110" or

JUS-PGPUB;

OR

|OFF

12019/04/24;
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@ad<"20151110")

USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

08:57

S20 365712

(HO4W72/0453 or HO4W76/15 or
H04L12/44 or HO4L43/16 or HO4W40/12
or HO4W24/06 or HO4W36/36 or
H04W36/30 or HO4W24/08 or
H04W4/023 or H04L43/10 or
H04L43/0894 or H04L43/0888 or
H04L45/20 or HO4W76/10 or
HO4W72/085 or HO4W24/04 or
H04W84/12 or HO4W84/18).cpc.

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:21

S21 {36

S20 and (backhaul$3 same (RSSI or
(signal adj2 strength$3))) and
(((prioritiz$4 or rank$4) with (RSS! or
(signal adj2 strength$3))))

US-PGPUB;
USPAT

OR

OFF

2019/04/24
12:21

S22 433

S21 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:21

S23 {0

S22 and (spanning)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:21

S24 {0

S22 and (star)

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:22

S25 {0

S22 and (daisy)

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:22

526 {13

(backhaul with mesh) and ((prioritiz$4 or
rank$4) with (RSSI or (signal adj2
strength$3)))

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:23

S27 {11

526 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:23

i

s
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S28

S27 and (spanning or daisy or star)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:23

S29

S22 and (topolog$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:28

S30

("does not use" or "not used") with
backhaul$3

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:52

S31

("does not use" or "not used") same
backhaul$3

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
12:53

S32

("when") with backhaul$3 with fail$4

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:04

S33

("when") with "backhaul" with fail$4

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:05

S34

("when") with "back haul" with fail$4

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:05

S35

("when") with "back-haul" with fail$4

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:05

S36

888

("spanning tree") with avoid$4 with
loop$3

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;

OR

OFF

2019/04/24
13:07
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DERWENT;
IBM_TDB

S37

(("spanning tree") with avoid$4 with
loop$3) with backhaul

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:07

S38

S37 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:07

S39

10

(("spanning tree") with avoid$4 with
loop$3) same backhaul

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:08

S40

S39 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:08

S41

17

(("spanning tree") with avoid$4 with
loop$3) and backhaul

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:08

S42

S$41 and (@rlad<"20151110" or
@ad<"20151110")

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/04/24
13:08
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Doc code: IDS PTO/SBI08a (03-15)

L . . . Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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Application Number 15940890
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( Not for submission under 37 CFR 1.99)

Examiner Name Faruk Hamza

Aftorney Docket Number 110729-8058.US02

CERTIFICATION STATEMENT
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from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).
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That no item of information contained in the information disclosure statement was cited in a communication from a
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

/JAY P PATEL/ 04/25/2018
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process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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To: patentprocurement@perkinscoie.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 22918

Apr 29, 2019 03:47:22 AM
Dear PAIR Customer:

PERKINS COIE LLP - PAO General
P.O. BOX 1247

SEATTLE, WA 98111-1247
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 22918 , have
new outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90
accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
15940890 CTNF 04/29/2019 110729-8058.US02
892 04/29/2019 110729-8058.US02
1449 04/29/2019 110729-8058.US02
1449 04/29/2019 110729-8058.US02
1449 04/29/2019 110729-8058.US02
1449 04/29/2019 110729-8058.US02

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM
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Docket No.: 110729-8058.US02
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Conf. No.: 8990
JOSEPH AMALAN ARUL EMMANUEL et al.

Art Unit: 2466
Application No.: 15/940,890

Examiner: PATEL, JAY P
Filed: 03/29/2018

For: DEDICATED BACKHAUL FOR
WHOLE HOME COVERAGE

RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.111

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

In response to the Office Action mailed on April 29, 2019, please reconsider the above-

identified application in view of the following remarks:

A Listing of the Claims begins on page 2 of this paper.
Remarks/Arguments begin on page 6 of this paper.
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

A LISTING OF THE CLAIMS

1. (Original) A computer-implemented method for establishing a backhaul
communication among nodes in a mesh wireless network, the method comprising:

performing an attempt to utilize a first channel in a default frequency band as a backhaul
with second node in the network, wherein the backhaul is to provide communication of
management functions between the nodes in the network, as opposed to a front haul that provides
wireless data communication to clients in the network; and

upon detecting that a received signal strength of the first channel from the second node is
below a threshold, performing an attempt to utilize a different channel in the default frequency
band and/or a channel in a different frequency band that has a lower frequency range than the
default frequency band, to establish the backhaul with the second node,

wherein, in any of said attempts, channels in a given frequency band are prioritized based

on a corresponding received signal strength.

2. (Original) The method of claim 1, wherein said attempts are performed on a first
radio, the method further comprising:
upon failure of all said attempts, performing an attempt to establish the backhaul with the

second node utilizing a different radio.

3. (Original) The method of claim 2, wherein said different radio is the same radio

as the front haul.

4. (Original) The method of claim 1, further comprising:
measuring received signal strengths of probes from all nodes within a communication
range; and

selecting the second node based on the measured received signal strengths of the probes.

TP Link Ex. 1004
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

5. (Original) The method of claim 1, further comprising:

utilizing a spanning tree based protocol to avoid loops in said attempts.

6. (Original) The method of claim 1, further comprising:
measuring a link quality among one or more of the nodes in the network; and
selectively causing a number of nodes in the network to form a particular connection

topology based on the measured link quality.

7. (Original) The method of claim 6, wherein the formed connection topology is a

star topology if the link quality exceeds a predetermined threshold.

8. (Original) The method of claim 6, wherein the formed connection topology is a

daisy chain topology if the link quality does not exceed a predetermined threshold.

0. (Original) The method of claim 8, further comprising:
maintaining a hop count for nodes connected in the daisy chain topology, wherein
whether a given node can be added to the daisy chain topology as an extra hop is further based

on the hop count.

10.  (Original) The method of claim 1, further comprising:

receiving, via the backhaul, a configuration from the second node.

11. (Original) The method of claim 10, further comprising:
causing the configuration from the second node to be pushed through the backhaul to a

target node, wherein said causing is triggered by an initiation from a user.

TP Link Ex. 1004
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

12.  (Original) A network device capable of establishing a backhaul communication
among nodes in a mesh wireless network, the device including a network controller configured
to perform operations comprising:

performing an attempt to utilize a first channel in a default frequency band as a backhaul
with second node in the network, wherein the backhaul is to provide communication of
management functions between the nodes in the network, as opposed to a front haul that provides
wireless data communication to clients in the network; and

upon detecting that a received signal strength of the first channel from the second node is
below a threshold, performing an attempt to utilize a different channel in the default frequency
band and/or a different frequency band that has a lower frequency range than the default
frequency band, to establish the backhaul with the second node,

wherein, in any of said attempts, channels in a given frequency band are prioritized based

on a corresponding received signal strength.

13.  (Original) The device of claim 12, wherein said attempts are performed on a first
radio, the operations further comprising:
upon failure of all said attempts, performing an attempt to establish the backhaul with the

second node utilizing a different radio.

14.  (Original) The device of claim 13, wherein said different radio is the same radio

as the front haul.

15.  (Original) The device of claim 12, the operations further comprising:
measuring received signal strengths of probes from all nodes within a communication
range; and

selecting the second node based on the measured received signal strengths of the probes.

16.  (Original) The device of claim 12, the operations further comprising:
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

utilizing a spanning tree based protocol to avoid loops in said attempts.

17.  (Original) The device of claim 12, the operations further comprising:
measuring a link quality among one or more of the nodes in the network; and
selectively causing a number of nodes in the network to form a particular connection

topology based on the measured link quality.

18.  (Original) The device of claim 17, wherein the formed connection topology is a

star topology if the link quality exceeds a predetermined threshold.

19.  (Original) The device of claim 17, wherein the formed connection topology is a

daisy chain topology if the link quality does not exceed a predetermined threshold.

20.  (Original) The device of claim 19, the operations further comprising:
maintaining a hop count for nodes connected in the daisy chain topology, wherein
whether a given node can be added to the daisy chain topology as an extra hop is further based

on the hop count.

21.  (Original) The device of claim 12, the operations further comprising:

receiving, via the backhaul, a configuration from the second node.

22, (Original) The device of claim 21, the operations further comprising:
causing the configuration from the second node to be pushed through the backhaul to a

target node, wherein said causing is triggered by an initiation from a user.
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

REMARKS

Summary of Office Action
Rejections Under 35 U.S.C. § 112
Claims 1-22 stand rejected under 35 U.S.C. § 112 as allegedly being indefinite.
Rejections Under 35 U.S.C. § 102
Claims 1-4, 10-15, and 21-22 stand rejected under 35 U.S.C. § 102 as allegedly being
anticipated by Mallik et al. (US Publication 2013/0194948 A1l)(hereinafter “Mallik”).
Rejections Under 35 U.S.C. § 103

Claims 5 and 16 stand rejected under 35 U.S.C. § 103 as allegedly being unpatentable
over Mallik in view of Ho et al. (US Publication 2015/0049616 Al)(hereinafter “Ho”).

Summary of the Response

Claims 1-22 were pending prior to this response. In this response, no claim has been
amended, canceled, or added. No new matter has been added. Accordingly, after this response,
claims 1-22 remain pending in this application.

Reconsideration of the present application is respectfully requested.

Request for Telephone Interview

Applicant believes that the present application is in condition for allowance. In the event
the Examiner does not find the present application to be allowable after considering this
response. Applicant respectfully requests that the Examiner contact the undersigned at (650)

838-4303 for a speedy resolution.

Discussion of Rejections

Rejections Under 35 U.S.C. § 112

TP Link Ex. 1004
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Application No.: 15/940,890 Docket No.: 110729-8058.US02
Response to Office Action dated April 29, 2019

Claims 1-22 stand rejected under 35 U.S.C. § 112 as allegedly being indefinite.

Applicant disagrees with the examiner’s allegations. The Examiner’s sole basis for the rejections
appears to be that, in claims 1 and 12, an “and/or” conjunction is used. Office Action at p. 2.

The Examiner’s attention is respectfully directed to Lx parte Gross, Appeal No. 2011-
004811 (PTAB January 3, 2014). In Ex parte Gross, the examiner rejected Gross’s claim 1 as
indefinite based upon the “and/or” term. On appeal, however, the PTAB reversed — finding that
“A and/or B” does have a meaning and that meaning is A alone, B alone, or A and B together.

Because the PTAB has confirmed that there is nothing inherently wrong with “and/or,”
Applicant’s claims 1 and 12 are not indefinite if the sole reason is the use of the “and/or”
conjunction. Indeed, the Examiner has not indicated any other reason in the Office Action.

Consequently, Applicant respectfully requests withdrawal of the § 112 rejections.

Rejections Under 35 U.S.C. § 102
Claims 1-4, 10-15, and 21-22 stand rejected under 35 U.S.C. § 102 as allegedly being

anticipated by Mallik. Applicant disagrees with the examiner’s allegations.

A claim is anticipated only if each and every element as set forth in the claim is found,

nl

either expressly or inherently described, in a single prior art reference."" Applicant submits that

Mallik does not disclose, either expressly or inherently, each and every element of claim 1, and
therefore does not anticipate Applicant’s claim 1 under 35 U.S.C. § 102.
Applicant’s claim 1 recites, in part:

upon detecting that a received signal strength of the first channel from the
second node is below a threshold, performing an attempt to utilize a
different channel in the default frequency band and/or a channel in a
different frequency band that has a lower frequency range than the
default frequency band, to establish the backhaul with the second
node,

(Emphasis added.)

YWerdegaal Bros. v. Union Oil Co. of California, 814 F.2d 628, 631 (Fed. Cir. 1987); M.P.E.P. § 2131 (emphasis
added).
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The Office Action appears to rely on Mallik’s FIG. 6 and, more specifically, step 622 to
reject the above-recited limitation. However, the entire Mallik’s specification only has one
mentioning of step 622, that is, “[h]andover occurs in step 622 and the process ends at step 624.”
Mallik at q [0075]. Throughout Mallik, the specification is silent on “performing an attempt to

utilize a different channel in the default frequency band” and/or “a channel in a different

frequency band that has a lower frequency range than the default frequency band.” as

recited in claim 1. Indeed, the Examiner has not specified in the Office Action where or how

Mallik explicitly anticipates these limitations.

Moreover, a closer review shows that Mallik’s so-called handover is about the
mechanism of the UE relay handling over served UEs (e.g., to another UE relay). Mallik does
not talk about the establishment of the backhaul itself. As such, Mallik also fails to disclose the
feature of “upon detecting that a received signal strength of the first channel from the second

node is below a threshold, performing an attempt . . . to establish the backhaul with the second

node,” also recited in Applicant’s claim 1.

At least for the reasons stated above, Applicant submits that Mallik fails to anticipate at
least the above-recited limitations of claim 1, and that claim 1 is patentable over Mallik.

Withdrawal of the rejections is respectfully requested.

Dependent Claims

In view of the above remarks, a specific discussion of the dependent claims is considered
to be unnecessary. Therefore, Applicant’s silence regarding any dependent claim is not to be
interpreted as agreement with, or acquiescence to, the rejection of such claim or as waiving any

argument regarding that claim.

Reservation of Rights

For the sake of conciseness and clarity, Applicant may not have addressed every assertion

or rejection made in the Office Action, particularly where Applicant has presented amendments
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or arguments that Applicant believes render such assertions/rejections moot. Therefore,
Applicant’s silence regarding any such assertions or rejections does not constitute an admission
or acquiescence regarding such assertions/rejections or a waiver of any argument relating to such
assertions/rejections. Applicant reserves the right to challenge at a later time any rejection or any
factual or legal assertion made by the Office in relation to the present application. Applicant
does not admit that any of the references cited in the Office Action are prior art. Applicant
reserves the right to swear behind any cited reference at a later date, to the extent permitted by
law.

No Disclaimers or Disavowals

Although the present communication may include alterations to the application or claims,
or characterizations of claim scope or referenced art, Applicant is not conceding in this
application that previously pending claims are not patentable over the cited references. Rather,
any alterations or characterizations are being made to facilitate expeditious prosecution of this
application. Applicant reserves the right to pursue at a later date any previously pending or other
broader or narrower claims that capture any subject matter supported by the present disclosure,
including subject matter found to be specifically disclaimed herein or by any prior prosecution.
Accordingly, reviewers of this or any parent, child or related prosecution history shall not
reasonably infer that Applicant has made any disclaimers or disavowals of any subject matter

supported by the present application.

Authorization for Email Communications

Recognizing that Internet communications are not secure, Applicant hereby authorizes
the USPTO to communicate with Applicant’s attorney concerning any subject matter of this
application by electronic mail. See M.P.E.P. § 502.03. Applicant understands that a copy of

these communications may be made of record in the application file.
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CONCLUSION

At least for the foregoing reasons, the present application is believed to be in condition

for allowance, and such action is earnestly requested.

Please charge any underpayment or credit any overpayment to Deposit Account No. 50-

0665, under Order No. 110729-8058.US02 from which the undersigned is authorized to draw.

Dated:  10/25/2019 Respectfully submitted,

By /Han-Wei Chen/
Han-Wei Chen
Registration No.: 75,350
PERKINS COIE LLP
P.O. Box 1247
Seattle, WA 98111-1247
Phone: (650) 838-4303
Fax: (206) 359-7198
Attorney for Applicant

-10-
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Abstract of CNIGIEIIB08 (A}

Methods and apparatus for delermining the quality of a communication ink transmitting
a specified packet ype are disclosed. The methodology includes configuring first
packets, which share ransmission characieristios with a specific packet type, such as 8
YVoice over iP packet, such that the first packets experignce similar communication link
treatment as the specific packet type. The first packets are then transmitted over the
communication Hnk o a qualily monitoring server located near 3 lerminalion squipment
of the particular communication link. Second packels, which are transmitied by the
sarver in response to the first packets, are received and evaluated 1o delermine the
guality of the communication link based on characteristics of the sscond packets,
Corresponding apparatus are also disclosed.
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Patent Transiate

Powersd by EPQ and Google

Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

DESCRIPTION CN101523809

A method and apparatus for determining the quality of a communication link for transmitting a specified type of
packet is disclosed. The method includes configuring a first packet that shares a transmission characteristic with a
specified type of packet, such as an IP voice packet, such that the first packet experiences a similar
communication link condition with the designated type of packet. The first packet is then transmitfed over the
communication link to a quality monitoring server located near the terminating device of the particular
commuuication link. A second packet transmitted by the server in response to the first packet is received and
evaluated to determine the quality of the communication ok based on characteristics of the second packet.
Corresponding devices are also disclosed.

Method and apparatus for determining the quality of a communication link
Priority based on 35 U.S.C. § 119

This application claims the provisional application No. of "Handoff Triggers for WLAN and VoWLAN",

"Estimation of the Path Quality to assist handoff Decision” and "Handoff Algorithms for VolP over WLAN"
subimitted on Septernber 28, 2006. The priority of the assignee of the present application is hereby incorporated
by reference.

Reference to a copending patent application

This patent application relates to the following copending U.S. patent applications:
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"‘METHODS AND APPARATUS FOR DETERMINING QUALITY OF SERVICEIN A
COMMUNICATION SYSTEM" by Meylan et al,, filed at the same time as the present application, which is
assigned to the assignee of the present application and expressly incorporated by reference. Incorporated into this
application.

Technical field

The present disclosure relates generally to methods and apparatus for determining the quality of a
communication link and, more particularly, to determining the quality of service of a communication link or
path having real-time traffic {such as voice data) wireless or wired network transmissions.

Background technique

In communication systems, the use of applications that use real-time services, such as end-to-end voice over IP
{VoIP) calls, is increasing. The routes between the endpoints iuvolved jo such an application will typically access
the IP network (e.g., the Internet) through any one or any combination of a variety of different communication
network technologies. Examples of types of network technologies used may include: a wireless local area network
{WLAN) such as Wi-Fi ({EEE Standard 802.11}, a cellular network such as IX-EVDO, High Speed Packet
Access (HSPA), such as WiMAX (IEEE 802.16) Wireless Wide Area Networks (WWANs}, femtocells, and
various other network technologies known or to be defined. Therefore, real-time services can be exchanged over
many nefworks in the routing between endpoinis. For example, in an end-to-end VolP cali between User A and
User B in a residential environment, VolP packets may pass through User A's Wi-Fi access network, User A's
DSL or cable broadband network, IP core network, and users. B's DSL or cable broadband network, and User
B's Wi-Fi access network.

In the case of VolP services, for example, VolP packets cartying voice data must pass through all networks within
the maximum allowable delay coustraints to achieve acceptable quality of service ((3o8). Because VolP packets
pass through many potentially completely different networks between endpoinis of a voice call, and because
broadband networks such as the Internet typically carry mudtiple types of data packets, monitoring the (oS of
delay-sensitive voice packets in each network Hink Usually niot feasible. Thus, the QoS of VolIP is more easily
monitored by one or two devices at the endpoint of the voice call {eg, a terminal such as a mobile phone or
computer) because such devices are subject to the presence of the network used to route the call. The impact of
QoS degradation that occurs.
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Although in sorue networks for routing voice calls, such as fna Wi-Fi Media Access Control (MAC)
Management Information Base (MIB), a quality determination metric can be provided, this metric is not
available for all situations. Effectively determine the final path quality. For example, cousider a VolP call that
occurs in Wireless Local Area Network Voice (VoWLAN) in a residential environment. In order to determine
(JoS, at least 4 links need to be monitored: from the LAN access point (AP} to the downlink of the
communication terminal, from the communication terminal to the AP, from the call termination device (for
example, in a VolP service provider) The media server at the network) goes through the Internet backbone and
the cable/DSL backhaul line to the AP's downlink, and the uplink from the AP through the Internet backbone
and cable/DSL backhaul to the call termination device. The communication terminal can monitor at least the
first two of the links using locally visible events, such as packet loss or signal strength. However, there is no
known mechanisim for providing monitoring of the quality of the uplink and downlink between the AP and the
terminating device. Accordingly, what is needed is a mechanism for measuring or determining at least a portion
of a communication path from an AF o a terminating device at a communication terminal or AP, particularly a
(Jo§ carrying a path of real-time traffic.

Sumtnary of the invention

According to one aspect, a method of determining a quality of a cormmunication link for transmitting a packet of
a specified type is disclosed. The method includes configuring or forming at least one first packet, the at least one
first packet sharing at least one packet characteristic with the specified type of packet such that the at least one first
packet experiences a similar communication link with the specified type of packet. Moreover, the method
includes transmitting, on the communication link, the at least one first packet to a quality monitoring server
located near the terminating unit, and then receiving the at least one second packet transmitted by the server in
response to the corresponding first packet. Finally, the method includes determining a quality of the
communication link based on characteristics of the received at least one second packet.

According to another aspect, an apparatus for determining the quality of a communication link is disclosed. The
apparatus includes means for configuring at least one first packet, the at least one first packet sharing at least one
packet characteristic with the designated type packet such that the at least one first packet experiences a similar
communication link condition with the specified type of packet. The apparatus also includes means for
transmitting, on the communication link, the at least one first packet to a quality monitoring server located
adjacent to the terminating unit, for receiving at least one transmitted by the server in response to the
corresponding first packet A module of two packets, and means for deterrining a quality of the communication
link based on characteristics of the received at least one second packet.

According to another aspect, a communication device operable in a wireless system is disclosed. The
commurtication device includes a processor having the first module configured to configure at least one first

28-10-2019 3 TP Link Ex. 1004
Page 185



packet, the at least one first packet sharing at least one packet characteristic with a specified type of packet such
that the at least one first packet The specified type of packet experiences a similar communication link condition.
The processor also includes a second module for transmitting the at least one first packet to the quality
monitoring server located near the terminating unit over the commuuication link. The processor also includes a
third module for receiving at least one second packet transmitted by the server in response to the corresponding
first packet. The processor also includes a fourth module for determining a quality of the communication Huok
based on characteristics of the received at least one second packet.

According to another aspect, a computer program product comprising a computer readable medium, the
medium comprising code for causing a computer to configure at least one first packet, the at least one first packet
sharing af least one packet characteristic with a specified type of packet Aund causing the af least one first packet to
experience a similar communication link condition with the specified type of packet. The medium also includes
code for causing a computer to transmit the at least one first packet on the comymunication link to a quality
monitoring server located near the terminating unit for causing the computer to receive transmission by the
server in response to the corresponding first packet At least one second grouped code. Finally, the medium
includes code for causing a computer {o determine the quality of the comrmuuication link based on
characteristics of the received at least one second packet.

DRAWINGS

1 is a diagram of a communication system for implementing VolP communication using quality determination.

2 is a block diagram showing the level at which quality determination and metric monitoring are performed ina
communication system;

3 is a flow chart of a method for determining a quality of a communication link in a communication systern;

4 is a block diagram showing a protocol for a path quality monitoring function;

Figure 5 illustrates a communication system employing an exemplary implementation of path quality monitoring
under network controf;

Figure 6 illustrates an exemplary apparatus for determining the path quality of a communication link.
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detailed description

FIG. 1 is a diagram of an exemplary commuuication system 100 ermploying path quality determination. As will be
described in detail herein, system 100 can be used to make VolP calls between two endpoints {e.g., two
conununication terminals or stations). System 100 can include a local area network 102, such as a wireless local
area network (WLAN) 102, which can operate in accordance with any of a nurober of wireless network
standards, such as Wi-Fi (IEEE Standard 802.11). The local area network 102 includes an access point (AP) 104
that communicates with a communication terminal endpoint, such as mobile device 106, or other electronic
device, such as computer 108, The AP 104 is also in communication with the backhauod ok 110.

The backbaul link 110 can include any of a variety of types of network connections, such as digital subscriber line
{DSL) or cable broadband connections. Backhaul link 118 is used to communicatively couple local area network
102 with a wide area network such as Internet backbone 112, Specifically, the backhaul link 110 terminates at the
call termination unit 114, which communicates with the Internet backbone 112, In an example of a VolP service,
the call termination unit 114 can be configured as a media server in the network of the VolP service provider. For
example, the Internet backbone 112 is used to transmit real-tiroe traffic, such as VoIP packets, to the final
terminal device 116 at the other end of the end-to-end connection via another backhaul link 118 and AP 120.

It is noted that each terminal endpoint {e.g., 106, 108) can be configured to monitor only the quality provided by
the LAN 102. Taking the example that the AP 104 is a Wi-Fi AP, the terminal 106 can monitor known WLAN
parameters such as Received Signal Strength Indicator (RSSI), Signal to Noise Ratio (SNR}, Failed Frame
Reception, Downlink Frame Retransmission, and Network Load, To estimate the quality of the Wi-Fi downlink.
Similarly, the terminat can also monitor parameters such as uplink frame refransmission and failed frame
retransmission {o estimate the quality of the Wi-Fi uplink. After determining the degradation of either or both of
the Wi-Fi uplink and the Wi-Fi downlink, the communication terminal (106, 108) may take appropriate
measures to improve call quality, such as placing the call from the AP 104, Switch to another network (not
shown) or adjust the media encoding feature. Furthermore, if a network with the appropriate QoS cannot be
found, the terminal can terminate the call.

Although it is desirable for each terminal endpoint to monitor the local WLAN access link and detect any
degradation, such support in the terminal is dependent on implementation. In addition (o the above WLAN
metrics, each terminal can also monitor other WLAN parameters such as RTP layer packet foss, packet jitter, play
buffer statistics, and RTCP reports. Although these metrics can be used to identify the loss of end-to-end (oS,
they cannot be used to characterize the quality degradation of links other than WLAN local access. For example,
consider the VoIP call between terminals 106 and 116 in FIG. 106The loss of RTP packets at the location may be
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caused by the degradation of backhaul link 110, whichis the AP dowulink of terminal 186, and the backhaul link
118, which is the AP uplink of terminal 116. H link 110 is degraded, terminal 106 can improve call quality by
switching the call to a network (not shown) that does not use the link. However, if link 118 is degraded, such
handover by terminal 106 will not help improve call quality. 1n this case, terminal 116 will need to take
appropriate measures to improve call quality. Thus, for example, a simple method of triggering a handover from
a WLAN to a wide area network WAN based only ou observed QoS degradation may not always work, and may
introduce unnecessary overbead.

ft is to be noted that the core network carrying the call service (e.g., Internet backbone 112} is generally well-
equipped and supports QoS. Thus, for the purposes of this disclosure, it is assurmed that LAN local access and
broadband connections (i.e., backhaul link 110) are the primary cause of quality degradation.

Accordingly, the exemplary system 100 can also include a quality monitoring server 122 for assisting in
determining the (JoS of, for example, the communication link between the terminal 106 and the call termination
unit 114. As detailed below in this application, the path quality monitoring function (also abbreviated as "PQMF"
in this application) may be implemented by a terminal or station {e.g., mobile communication device 106) ina
communication path. The packet information is transmitted to the quality monitoring server 112 on the network,
and the quality monitoring server 112 returns the packet information to the terminal or station 106 in response {0
determine the path quality. Arrow 124 shows this function of Figure 1. Additionally. the quality monitoring
server 112 can be Iocated as close as possible to the call termination unit 114 and, as indicated by the dashed line
126, can even be merged or integrated with the unit 114. Therefore, the POMEF is used to measure the uplink and
downlink path quality between the terminal and the call termination unit 114. It is noted that server 122 can be
implemented as an algorithm executing on a processor or module for receiving POMEF packets, processing the
packets, determining what packets to send in response, and transmitting the responses.

In addition, it is noted that the packets used by the POMEF are either imitated or have at least one or more
comon characteristics with those packets that are of great interest to the quality of the transmission on the link.
More specifically, the PQMEF packet is configured to have sufficient common characteristics to ensure that the
network treats the packet with the same level of service as the service Jevel scored for the data packet of interest.
For example, VoIP packets or Real Time Protocol {(RTP) packets get a higher level of service than non-real time
packets. Thus, the POMF packets used to determine the QoS of a VolP packet are configured (o have the same
VolF packet characteristics that affect the service level that the network treats for these VoIP packets. Therefore,
the use of POMF packets having a common characteristic with the packet of interest {e.g., RTP or VolIP packets)
improves the accuracy of the monitoring function because the PQMEF packets are treated the same network (and
thus get the same QoS).

By way of example only, and not limitation, the common feature may be the Type of Service {TOS) field in the IP
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packet header of the POQMF packet. This commmon feature can result in the same qualify of service between the
packets of interest and the POMEF packets. Note also that from an implementation perspective, the packet size of
the PQMF packet can also be sized to match any of a number of possible sizes of the packet of interest. For
example, the POMF packet can be configured to match the size of the packet regardless of what encoder/decoder
{codec) is used during transmission and reception of the packet.

Measurements based on characteristics of packets addressed to and from the path quality monitoring server 112,
such as packet round-trip times, allow the termival device (e.g., 106, 108) to measure the entire path through the
EAN 182 and backhaut link 110 ( That is, the quality of the uplink and downlink). It is noted that in an
exemnplary implementation, the POMF packets transmitted by the communication terminal 106 and those
POMEF packets that are returned by the server 122 to the terminal 106 in response may be configured to be the
same such that the quality of the uplink and downlink are treated. The network treatment that is closest to the
packet of interest is mimicked.

The terminal device (106 or 108) can then make a more accurate decision using the determined quality, such as
whether to trigger a handover to another network or whether to change the data rate or coding rate to improve
call quality.

System 100 is an example of a single simple network configuration. However, many additional, more complex
counfigurations of systern 100 are contemplated, fncluding alternative electronic devices and various wireless or
wired network protocols. Moreover, for example, components in system 100 can be configured to facilitate
seamiess transition of mobile communication terminal 106 from AP 104 currently utilized by terminal 106 to
another network. Furthermore, although the system is specifically described in connection with (JoS
determination of real-time services, such as voice data (VolP), it is contemplated that the QoS determination can
be used for other packet transmissions on the backhaul line, such as Transmission Control Protocol (TCP) or
user data. Reporting Protocol (UDP).

2 is a block diagram showing the various layers on which quality and monitoring metrics are defermined ina
communication system, such as system 100 of FIG. The endpoint terminal 202 participating in the VolP call can
be configured to monitor different (oS metrics af various layers. As shown, terminal 202 monitors physical layer
(PHY) parameters or metrics on the link between terminal 202 and AP 204, as shown by layer 206 and arrow 208.
The PHY layer metrics may include, for example, a Received Signal Strength Indicator (RSSI). In addition,
terminal 202 can include monitoring of a medium access control (MAC) layer, as illustrated by layer 210 and
arrow 212. The metrics measured at the MAC layer may include, for example, the number of acknowledgment
failures or frame check sequence (FCS) errors.
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To determive if the wireless link is bad in the case of a WLAN, for example, terminal 202 can use MAC layer
metrics and PHY layer metrics. However, for other network anomalies, a high level of monitoring can assist the
terminal in determining, for example, if there is a problem in the backhaul. Thus, terminal 202 can also monitor
metrics af a higher level shown as an "application” Iayer or RTP layer 214. For example, terminal 202 can monitor
the number of lost VolP packets in the application layer. This is represented in the figure by arrow 218 from
VolP call termination unit 216 to terminal 202 indicating the monitoring of lost downlink packets from calt
termination unit 216 in the application or RTP layer.

As mentioned earlier, there are still cases where the above metrics are used to belp determine if a handover is
triggered, QoS cannot be improved, and unnecessary overhead may be introduced. For example, assuming that
the source of the quality problem is remote (i.e., after the VolP call terioination unit 216), the application layer
metric indicates a large download packet loss even if the local LAN and backhaul link are good. Therefore, the
triggering of the handover from the local LAN to another network caused by this detection will not result in QoS
improvement because the problem occurs at the far end. This switching introduces unnecessary overhead and
undermines the potential advantages of maintaining the call on the LAN. The user may wish to keep the call on
the LAN for cost and performance reasons. Couversely, application laver metrics may indicate negligible
downlink packet loss, while backhaul uplink degradation causes problems at the far end. Therefore, switching
from the local LAN will not be triggered, which will cause the QoS of the far end to continue to deteriorate. In
another example, switching from the WAN to the local LAN can be indicated based on a suitably detected signal
strength on the LAN. However, if the backhaul quality is degraded, switching to the local LAN in this case will
result in poor call quality after handover.

In view of the above examples, the methods and apparatus disclosed herein employ POMEF to correct these and
similar situations. As shown in FIG. 2, the application/RTP layer 214 in the terminal 202 can exchange the POQMF
packet 220 with the path quality monitoring server 222, as described above in connection with FIG. The POMF
220 includes a first packet (e.g., RTP) configured and transmitted by the application layer 241 in the terminval 202,
the first packet matching the type of packet associated with the QoS determination, such as a VolP packet in the
example disclosed herein. type. Server 222 then assists in receiving the first packet from terminal 202, by issuing a
second packet or returning the transmitted packet.

In the network assisted method, as shown in Fig. 2, the server 222 assists the POMF, detects path quality
degradation in the terminal {(e.g., 202}, and can implement the detection by software, hardware, ora
combination thereof. Terminal 202 exchanges packets with POMF server 222 located upstream or adjacent to
calf termination unit 216. The POMEF server {(e.g., server 122 of Figure 1 or server 222 of Figure 2) is located
upstream of VolF call termination unit 216 to facilitate efficient broadband monitoring {e.g., backhaul
monitoring), and all traffic sent from the terminal (signaling and The bearer} is guaranteed (o pass through the
broadband termination unit.
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3 is a flow diagram of a method 300 for determining the quality of a communication link in a communication
system, such as the systern of FIG. 1 or 2. Method 300 includes configuring one or more first packets having
characteristics common o the type of packet for which quality determination is desired, as indicated by block
302. As described above, according to one aspect, the POMF packet is configured to have the same protocol,
type of service (ToS), and size as the data packet of interest to ensure the same transmission characteristics on the
network.

It is noted that an endpoint terminal, such as terminal 202 or communication device 106, may implement the
process of block 302 (and the initiation of path quality monitoring). Moreover, an alternate implementation of
the process of block 302 may include initiating path quality monitoring by the AP or other device in the network,
or initiating path quality monitoring in response to another endpoint terminal. For example, terminal 106 can
receive a report from a peer to peer communications terminal, such as a device in device 116 indicating poor
path quality. In response, the terminal may send one or more first POMF packets to the POMF server, initiating
(JoS determinations for the LAN 202 and the backhaul 110 {o see if a problem is present at the terminal 106.
Further in accordance with this example, if the quality of the communication link from the terminal 106 to the
call termination unit 114 is determined to be good by transmission of the POQMF packet, the terminal 106 can be
further configured to transmit to the peer to peer communication terminal 116 for indicating that the
communication link is of good quality. Message.

After configuring the first packet, as indicated by block 304, the communication is fransyoitted over a
communication link or network to a server {e.g., PQMF server 122 or 222) Iocated near the terminating device
{e.g., terminating unit 114 or 216). Grouping. Also, the endpoint terminal (e.g., 106 or 202) can implement the
process. In addition, the server is located near the call termination unit to ensure transmission of the first packet
over the LAN and backhaul links. After transmitting the first packet, as indicated by block 306, the server
transmits one or more second packets in response (o each respective first packet transmitted. That is, the server
responds to each of the received first packet types by returning a corresponding second packet to the terminal. It
is noted that, according to one aspect, the second packet is configured to have the same common characteristics
as the first packet type to ensure the same service {reatment level in the downlink path. However, it is foreseen
that the first and second packets do not necessarily need to match cach other. In addition, the server can be
configured to calculate statistical vatues related to the transinission of the first packet. In this case, one or more
second packets can also be configured to carry these calculated statistics to the terminal.

As represented by block 308, after transmission of the second packet, the path quality of the communication link
is determined based on the transmission characteristics of the received second packet corresponding to the
transmitted first packet. This characteristic includes the time at which the second packet was received at the
device transmitting the first packet, the round trip time of the first and second packets being provided, and the
round {rip time can be utilized to determine the delay. Other characteristics may include determination of packet
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loss and jitter when transmitting a plurality of first and second packets, respectively. In one example, packet loss
and jitter are calculated from a plurality of packets, including packets exchanged in the past. Following the
process of block 308, it is noted that a further process {not shown} may include determining a handover trigger
for the terminal based on the path quality determination result.

It is to be noted that it is desirable to perform process 300 in a short time (low latency) to provide fast feedback of
path quality estimates. When it is necessary to switch, a quick estimate helps trigger the switch faster and does not
introduce a large delay in the final switch. Accordingly, fast switching will ensure QoS for language calls. For
example, two methods for better ensuring low latency are conceivable.

First, the POMF process should be completed quickly. Fast completion of the POMEF process will reduce the
latency in determining path QoS and help reduce the overhead required for this determination.

Second, the POMF program should be started as soon as possible. The earlier the POMF program begins, the
faster the terminal can respond to quality degradation. However, easly triggering for initiating a POMF
procedure may be affirmative, resulting in unnecessary path quality determination. This false positive and
corresponding overhead can lead to an undesired increase in business. Furthermore, depending on the state of
the protocol, the POMF procedure can be executed more frequently or less frequently. For example, if the
returned second packet is not received, the first packet can be sent immediately to sample the link again. When
the terminal is idle, the POMF process can be performed less frequently to minimize network load,

Process 300 also has low overhead in the network. One of the reasons is that if the POME process is performed
when the path quality deteriorates, the process should not introduce a large amount of traffic in the network that
further deteriorates the situation. The number of transmissions for each path guality estimoation phase (e,
sending or receiving packets to the PQMF server) should be small. Also, the total number of stages can be limited
by introducing sufficient amount of hysteresis between successive stages.

In addition, process 300 should achieve accuracy in path quality estimation. Errors in the estimate can lead to
erroneous handoff decisions, and as previously mentioned, unnecessary handoffs will not improve call quality
and will incur additional overhead and therefore undermine any advantages achieved by keeping the call on the
local area network. . Conversely, switching without performing handover when switching is required can
adversely affect the (oS of the call.

Moreover, the process 330 of FIG. 3 can be initiated based on a variety of different criteria. One of the criteria
may be to trigger in response to a particular detection condition. Exarnples may include, but are not Hinited to,
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detecting two or more consecutively lost RTP frames at the application layer, a set number of lost RTP frames in a
predetermined number of expected frames, observing in a predetermined number of consecutive RTF frames To
large jitter, or to receive an indication of dissatisfaction with quality from the other end. RTCP reports or other
types of reports can be used.

Another criterion for performing process 300 may be based on a predetermined period or cycle. More
specifically, according to an example, a large time period or time interval {which may be referred to as "slow
POQME") muay be set between transmissions of POMF packets to allow the terminal to periodically moeasure link
quality without introducing significant Network overhead. According to another example, when a slow PQMF
procedure indicates a potential quality problern, the terminal can dynamically switch to a smaller time interval
{referred to as "fast POME"} to more accurately roeasure link quality statistics, such as groupivgs. Loss rate. The
fast POMEF can also be triggered by other terminal conditions, such as call origination on Wi-Fi, a sudden
increase in downlink packet loss, and the like. In this way, the terminal can monitor the link quality at any tirne
while maintaining low network overhead.

Furthermore, it is nofed that many applications are known to send packets at uneven intervals. For example,
discontinuous speech codecs such as AMR, EVRC, and EVRC-B can change the packet interval from 20 ms to
as high as 640 ms during the silent period. The estimated packet loss of such a voice synthesizer can produce an
inaccurate estimate of link quality. For example, losing one frame every 3 frames during silence will show an
excessively pessirnistic 33% loss rate and can trigger unnecessary switching. For codecs that completely stop
transmitting frames during silence, such as a particular implementation of G..711, the packet loss metric wilt not
be updated at all. For the case where very few packets are ohserved during the packet loss measurement interval,
the terminal can rely on the PQMF to accurately indicate the ok quality.

It is to be noted herein that those skilled in the art will understand the various implernentations envisioned by the
network assisted method. In the following discussion, some examples of such an implementation for locating a
PQMEF server are discussed, similar to server 222 shown in FIG. It is further noted that this implementation may
utitize a standard or proprietary protocol rather than implementing a dedicated PQMEF packet protocol.

In one example, the communication terminat can roplement path quality monitoring using the luternet Control
Message Protocol (1CMP). In this case, the originating terminal can use a function similar to route tracking to
discover the termination of the broadband, and then use the function like ICMP ping to mouitor the quality of
the broadband. In addition, the 3rd Generation Partuership Project (3GPP) introduces Packet Data Gateway
(PD() functionality as a security gateway into the core network of service providers. The corresponding 3GPP2
function is called the Packet Data Interworking Function (PDIF). The termival establishes a secare IPsec tunnel
with the PDG using an Internet Key Exchange {e.g., IKEvZ) protocol. In this case, the POQMF can be located at
the PDG because the PDG is located niear the end of the VolP call.
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VolF service providers typically manage the PDG, and thus POMF deployment at the PDG will be easier. Also,
the IKEvZ protocol provides hooks to help POME implementation. The operator can configure the VoIP service
so that the signaling and bearer services to and from the terminal pass through the IPsec tunnel. In this
implementation, the traffic from the terminal to the POMF server has the same characteristics as the VoIP traffic
on the shared network path.

It is to be noted that in one instance of a Skype<TM> type network, bearer traffic is typically routed via a super
node. A similar technical solution is standardized to route all traffic to and from the terminal via an intermediate
media repeater. In the case of such a media repeater, the POMF "server” can be located at the media repeater. The
Path Quality Monitoring (PQM) protocol exchange and corresponding metrics will then indicate the quality of
the shared network path to the VolP service.

In addition, the Generic Access Network (GAN) proposes a structure in which a handset and a GAN Controller
{GANC) encapsulates GSM NAS signaling and GSM encoded speech into an Internet Protocol Security (IPsec)
tunnel. The GANC interfaces with the GSM core network and performs the necessary emulation to maintain the
interface to the Mobile Switching Center MSC and the Gb interface to the Serving GPRS Support Node {(SGSN).
In the GAN network, the POMEF can be located at the GANC. All signaling and services are routed through
GANC. By placing the POMF at the GANC, the POMF "server” and the terminal can coordinate to determine
the path guality. Therefore, degradation of path quality can serve as a necessary trigger for performing handovers
{roaming out) from GAN to GSM. Akternatively, the terminal, media gateway, and GANC may renegotiate
media characteristics, such as coding rate, redundancy, packing, etc., when path quality degradation is detected.
This renegotiation may be useful when the coverage of the WAN is insufticient to perform the handover.

The presently illustrated examples of Figures | and 2 illustrate a network assisted method in which a terminal
includes intelligence for initiating and detecting path quality, while a server iocated at or near the terminating end
of the call makes a packet {0 the terminal, Out of response. It is (o be noted that those skilled in the art will
appreciate that other methods can be utilized to implement the path quality monitoring functionality disclosed
herein. For example, it may be changed to a method using network control in which intelligence for initiating
and detecting path quality is located in the network and not in the terminal. In this example, the network will
detect (JoS degradation and notify the terminal if a handover is approved. Another approach envisaged is an
end-to-end approach in which intelligence for detecting path quality degradation is located in the endpoint
terminal. After QoS degradation, the terminals coordinate with each other to determine the source of the
problem, and the terminal at the path downgrade takes appropriate action to improve call quality.

4 is a block diagram showing a protocol for an exemplary implementation of a path quality monitoring function.
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As shown, the quality moonifored path is the path between terminal 402 and POMEF server 404. As shown in block
406, terminal 402 is associated with a local area network, such as a wireless LAN (WLAN). Moreover, in the case
of VolIP services, terminal 402 can perform VolP registration for those particular LAN network infrastructures,
where those specific LAN network infrastructures converge on the convergence of data, voice, and mobile
network technologies over IP-based infrastructure.

As indicated by block 408, after the terminal is associated with the LAN, PQMEF discovery can then be initiated.
The terminal discovers the TP address of the PQMF server or function body 404. The specific process used to
perform the discovery depends on the choice of the base layer protocol. As indicated by block 410, path quality
monitoring calibration can be performed when a POQMF server or function is discovered. In particular, terminal
402 can calibrate the path quality by inifiating a path quality monitoring exchange. For exarple, terminal 402 can
transmit xc path quality measurement request messages to PQMF server 404 in each yc duration. The POMF
server 404 responds with a path quality measurement response rmessage. Terminal 402 collects the response and
determines metrics such as delay, jitter, and loss rate. For example, the calibration process can be performed
during a VolP call or while idle. The calibration process can be repeated as needed. In addition, each new
calibration measurement can be used to filter previous calibration measurements.

The calibration process 410 is not required {0 be perforroed each tirme it is registered. The terminal can store the
resulis of the last calibration and associate these results with, for example, a WLAN identity. For example, in the
case of a Wi-Fi network, the WLAN identity may be the MAC address of the AP. Terminal 402 can again use
these results in subsequent associations. Alternatively, the terminal can also write the value of the required QoS
parameters and therefore does not require a calibration process. The calibration process can also be used to
determine if a VoIP call is taking place on the WLAN. If the calibration result indicates that there is insufficient
{JoS on the path involving the WLAN, the terminal can decide to place the call on the WAN instead of the LAN.
In addition, the terminal can store the results of the calibration in a focal database. In addition, the inability to
support the required QoS repeatedly can also be used {o blacklist specific WLANS in future calls.

As indicated hy block 412, after calibration, a path quality assessment is performed. According to an example,
terminal 402 can perform a PQMF exchange at a predefined time interval or after a trigger occurs. The terminal
402 transmits xt path quality measurement request messages to the PQMF server 404 in each yt duration {(e.g., the
first packet described above with respect to FIG. 3). The length and rate at which the request message is sent
should be optimized to ensure accurate measurements without substantially affecting the traffic on the path being
measured. The POMF server 404 responds with a path quality measurement response message {e.g., the second
packet described in connection with FIG. 3). Terminal 402 can collect the response and determine metrics such

as delay, jitter, and loss rate.

After the path quality assessment in block 412, as indicated by block 414, terminal 420 can initiate a further path

28-10-2019 13 TP Link Ex. 1004
Page 195



quality analysis and determine a handover decision based on the analysis results. Terminal 402 compares the
trigger metric to the previously determined calibrated metric. Upon detecting a degradation in path quality,
terminal 402 can initiate a handover to another network, such as a WAN, or alternatively, its data rate and coding
rate can be adjusted.

It is to be noted that some of the functional blocks of Figure 4 are optional, such as registration and discovery.
And the functions of blocks 408, 410, 412, and 414 are not necessarily performed in order, and two or more of

these functions may be performed in paratiel.

It is also noted that the POMF methods and apparatus disclosed herein above may be implemented using a
packet/message customization protocol. Moreover, those skilled in the art will appreciate that currently known
protocols, such as Internet Control Message Protocol (ICMP) and Internet Key Exchange (IKE), can also be
reused or modified to implement the path quality monitoring disclosed herein. These alternative protocols are

described in the context of Figure 4.

Regarding ICMP, if the PQMF server 404 is located at the PDG/PDIF, the discovery program 408 will identify
the 1P address of the PQMF server so that the terminal (e.g., 402 of Figure 4) discovers the POMF server. By
using ICMP, the terminal 402 can use the ICMP Echo Request packet as a path quality measurement request
message. The POMF performed by the server 404 can then use the ICMP Echo Response Packet as a Path
Quality Measurement Response message. Reusing the ICMP process for POMF eliminates the need to develop
new protocols, thus minimizing the latency and complexity of the deployment process.

It is noted that if the terminal 402 attempis to perform an ICMP process with a DSLAM or CMTS router, the
ICMP process may ail because the network element often disables the ICMP process for security reasous. To
ensure the success of POMF discovery and evaluation, the POMF server can be located at PDG/PDIF. To this
end, VolP service providers can support ICMP processes at PDG/PDIF. The terminal can then perform an
FCMP procedure with the PDG/PDIF through an IPsec tunnel. Since it is beneficial for the intermediate rouder to
process ICMP packets similarly to handling media traffic (eg, VolP traffic), terminal 402 can tag the ICMP echo
request carrying the same Type of Service (TOS) field (differentiated service tag) as the media service, IP
datagram. The POMF can also properly flag the ICMP echo respouse.

In general, it is not sufficient to only mark the TOS field of an ICMP packet because the intermediate router may
look at additional fields, such as protocol types, to schedule packet processing. However, since an IPsec tunnel is
used to route ICMP packets, the intermediate router cannot check internal packets. The markings made ou the
external packets ensure that ICMP packets and VolP packets are processed identically on the network path
between the terminal and the POMF to ensure accurate path quality measurements for the media traffic of
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interest,

The second option is to use the IKE (for example, IKEv2) protocol, which provides hooks to aid in the
implementation of the Path Quality Monitoring Function (PQMF). Specifically, IKEv2 supports information
exchange, wherein the request message in the IKEv2 information exchange may not include a payload.
According to this protocol, the IKEVZ peer must respond to the request with a response message. This keep-alive
feature can be used to estimate path characteristics. It is contemplated that terminal 402 and POQMF server 404
can use these IKEv2 messages for path quality measurement requests and path quality measurement response
messages. Also, terminal 402 marks the IKEvZ information request with the same differentiated service tag as the
VolP service to ensure that the transmission of the request matches the transrission of the network to the VoIP
service, and thus ensures accurate measurements. Likewise, the PQMF server 404 will also properly flag the
IKEvZ information response.

As mentioned previously, a network controlied method for implementing POMF in a communication system is
also conternplated. FIG. 5 itustrates an exemnplary implementation of a POMF of network control mode in
communication system 500. Specifically, this method places the POQMF function at PDG/PDIF 502, which
observes the VoIP traffic flow. By monitoring the flow from each endpoint, the PQMF at PDG/PDIF 502 can
identify where quality degradation has occurred. When the POQMF determines that the path between the terminal
504 and the POMEF (e.g., AP 506 and backhaul 508} is degraded, then the PQMF can coordinate with the PCRF
510 and the P-CSCF 512 to notily the terminal 502 of the associated quality degradation and handover. need.
The POMF located at PDG 502 uses the Diameter protocol (Gx Diameter) to report any quality degradation to
PCRF 510. PCRF 510 relays this information to P-CSCF 512 using the Diameter protocol {Gx Diameter). The P-
CSCF 512 then notifies the terminal 502 of the QoS deficit using, for example, a Session Initiation Protocol (SIP)
signal 514. Alternatively, the POMF and terminal 504 at the PDG 502 can communicate directly with each other
using a custom protocol to notify the terminal 502 that a handover needs to be performed.

Another example of a PQMF implementation controlled by a network may inchude the use of a femtocell instead
of a WLAN AP. The femiocell base station can be configured to perform a POQMEF procedure, exchange POMF
packets with the POQMEF server. The femtocel base station server will then initiate a handover of the terminal.

FIG. 6 illustrates an exemplary apparatus for determining the quality of 2 communication fink path. Itisto be
noted that the device 600 can be configured as a communication terminal or device, or a processor or the like
used in a communication terminal, device, or AP. As shown, the apparatus includes a module 602 for
configuring one or more first packets to have characteristics common to packet types that require quality
determination,
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The first packet is passed to block 606 via bus 604 or similar communication coupling, and module 606 is for
transimitting one or more first packets on a communication link to a server (i.e., the PQMF server shown in
Figure 6). As previously mentioned, the PQMF server returns one or more second packets, and module 608
receives the second packet. Module 610 then evaluates the characteristics of the received second packet to
determine the quality of the communication link based on the characteristics of the received second packet.
Apparatus 600 can also include a module 612 for initiating or triggering the device to switch from a connection (o
a current nefwork, sach as a WLAN, to another network, such as a WAN. Moreover, where device 600 is
configured as a communication terrinal rather than a processor, device 600 can optionally include a processor
614. In this case, processor 614 can implement the initiation or scheduling of the processes performed by these
modules. And apparatus 600 can also inchude an optional computer readable mediam or memory 616 for storing
computer readable instructions and data for implementing the modules or processors disclosed herein (at device
600 being configured as a terminal The case or behavior of the method or method.

£t will be understood that the specific order or hierarchy of any steps in the above process is only one example of
the exemplary method. It is understood that the specific order or hierarchy of steps in the process can be
rearranged in accordance with the design. The method claims present elements of the various steps in the
exemplary order, but are not intended to be limited to the specific order or hierarchy.

Those skilled in the art will appreciate that information and signals can be represented using a variety of different
techniques and methods. For example, data, instructions, commands, information, signals, bits, symbols, and
chips referred to throughout the specification may be represented by voltages, currents, electromagnetic waves,
magnetic fields or particles, light fields or particles, or any combination thereof.

Those skilled in the art will also appreciate that any of the various illustrative logical blocks, modules, circuits, and
algorithm steps described in connection with the exbodiments of the present application can be implemented as
electronic hardware, computer software, or a combination of both. To clearly iHlustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and steps are generally
described in terms of their functionality. Whether such functionality is iroplemented as hardware or as software
depends on the particular application and design consitraints imposed on the overall system. A person skilled in
the art can implement the described functions in a modified manner for each specific application, but such
implementation decisions should not be interpreted as departing from the scope of the invention.

A general purpose processor, digital signal processor (DSP), application specific integrated circuit (ASIC), field
programmable gate array (FPGA) or other programmable logic device, discrete gate or transistor logic device,
discrete hardware coroponent or design can be used The various illustrative logical blocks, modules, and cirouits
described in connection with the embodiments of the present application are implemented or execuated in any
combination of the above-described functions. A general purpose processor may be a microprocessor.
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Alternatively, the general purpose processor muay be any conventional processor, controller, roicrocontroller, or
state machine. The processor can also be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, a combination of one or more
microprocessors and a DSP core, or any other such structure.

The steps of a method or algorithm described in connection with the embodiments of the present application can
be directly emnbodied as hardware, a software module executed by a processor, or a combination thereof. The
software modules can reside in RAM memory, flash memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, removable disk, CD-ROM, or any other form of storage medium known in the art.
An exemplary storage medium (not shown) is coupled to the processor to enable the processor to read
information from, and write information to, the storage medium. Alternatively, the storage medium may be an
integral part of the processor. The processor and the storage medium can be located in an ASIC. The ASIC can
be focated in the user terminal. Of course, the processor and the storage medium can also exist as discrete
components in the user terminal.

The above-described examples are merely exemplary, and those skilled in the art can make various uses from the
above examples without departing from the inventive concepts disclosed herein. Various moditications to these
examples can be readily made by those skilled in the art, and the general principles defined herein may be applied
to other examples without departing from the spirit and scope of the inventive concepts disclosed herein. For
exarnple, in an instant messaging service or an example of any general wireless data comymunication application.
Therefore, the scope of the disclosure is not intended to be Hmited to the examples shown herein It is to be noted
that the term "exemplary” is used exclusively herein to mean "serving as an example, instance, illustration.” Any
"exemplary” examples described herein are not necessarily to be construed as preferred or preferred.
Accordingly, the scope of the nove] aspects described herein is defined by the appended claims.
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CLAIMS CN101523809

I.
A method for determining a quality of a communication link for transmitting a packet of a specified type, the
method comprising:

Configuring at least one first packet, the at least one first packet sharing at least one packet characteristic with the
specified type of packet such that the at least one first packet experiences a similar communication link condition
with the specified type of packet;

Transmitting the at least one first packet to the quality monitoring server located near the terminating unit on the
communication link;

Receiving at least one second packet transmitted by the server in response to the corresponding first packet:

A quality of the communication link is determined based on characteristics of the received at least one second
packet.

25
The method of claim 1 wherein said commuunication link corprises af least one of a wireless network and a wired
network.
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3.

The method of claim 1 wherein said first and second packets are packets of the same type.

4.
The method of claim 1 wherein the at least one second packet is further configured to carry a statistical value
calculated at the server to the terminal.

5~
The method of claim 1 wherein the size of the first and second packets matches at least one of a plurality of
possible sizes of the specified type of packet.

6+
The method of clatm 1 wherein the first and second packets are configured as a standardized packet typeora
private packet type.

7~

The method of claim 1 wherein said transmission characteristic comprises at least one of:

The time between transmitting the first packet to receiving the second packet;

a Hink loss rate calculated from a set of first and second packets passing through the communication link; and

Packet jitter calculated from a set of first and second packets passing through the communication link.

8\

The method of claim 1 further comprising one of:

Initiating a handover of the communication terminal to another communication link based on the determination
of the quality;
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Initiating a change to at least one of a data rate and a coding rate of the comyunication terminal based on the
determining of the quality;

Terminate the call.

9.

The method of claim 8§ wherein the switching to another communication link comprises at least one of:

Handover to another network, handover o another serving cell in the same network, and switching to another
frequency in the same network.

10-
The method of claim 1 wherein said at least one first packet is transmitied from said one of a communication
terminal and an access terminal (o said server.

11

The method of claim 1 wherein the frequency for transmitting the plurality of first packets is variable.

12,
The method of claim 1 wherein the frequency for transmitting the plurality of first packets is dependent on at
least one of:

Communication terminal activity, past measurements, and roaming locations.

13-
The method of claim 1 wherein said at least one fivst packet is fransmitted in response to recelving a report
indicating a poor link quality from a peer to peer communications terminal.

14\

The method of clatm 13 further comprising:
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When the determined quality of the communication link indicates that the communication link is of good
quality, a message indicating that the communication link is of good quality is sent to the peer to peer
cominunication terminal.

15
The method of claim 1 wherein said specified type of packet is one of a real time protocol packet or a non-real
time packet.

16.

An apparatus for determining the quality of a communication link, the apparatus comprising:

a configuration modaule, configured to configure at least one first packet, the at least one first packet sharing at
least one packet characteristic with a specified type of packet, such that the at least one first packet experienices a
similar communication ink condition with the specified type of packet ;

a transmission module, configured (o transmit, on the communication link, the at least one first packet (o a
quality monitoring server located near the terminating unit;

a receiving module, configured to receive at least one second packet transmitted by the server in response to the
corresponding first packet;

And a determining module, configured to defermine a quality of the commuuication link based on
characteristics of the received at least one second packet.

17.
The apparatus of claim 16 wherein said communication link comprises at least one of a wireless network and a
wired network.

8.

The apparatus of claim 16 wherein said first and second packets are packets of the same type.

19.
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The apparatus of claim 16 wherein the at least one second packet is further configured to carry a statistical value
calculated at the server to the terminal.

20+
The apparatus of claim 16, wherein the size of the first and second packets matches at least one of a plurality of
possible sizes of the specified type of packet.

21
The apparatus of claim 16, wherein the first and second packets are configured as a standardized type of packet
or a private type of packet.

22

The apparatus of claim 16 wherein said transmission characteristic comprises at least one of:

a time from when the first packet is transmitted to when the at least one second packet is received;

a link loss rate calculated from a set of first and second packets passing through the communication link; and

Packet jitter calculated from a set of first and second packets passing through the communication link.

23

The apparatus of claim 16 further comprising means for performing one of:

Initiating a handover of the communication terminal to another communication link based on the determination
of the quality;

Initiating a change to at least one of a data rate and a coding rate of the communication terminal based on the
determining of the quality;

Terminate the call.
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24~

The apparatus of claim 23 wherein the switching to the other comrnunication ink comprises at least one of:

Handover to another network, handover o another serving cell in the same network, and switching to another

frequency in the same network.

25+
The apparatus of claim 16, wherein the at least one first packet is transmitted from the one of the communication
terminal or the access terminal o the server.

26+

The apparatus of claim 16 wherein the frequency for transmitting the plurality of first packets is variable.

27~
The apparatus of claim 16, wherein the frequency for transmitting the plurality of first packets is dependent on at
least one of the following;

Communication terminal activity, past measurements, and roaming locations.

28

The apparatus of claim 16 further comprising:

A module for transmitting the at least one first packet in response to receiving a report indicating a poor Huok

quality from a peer to peer communications terminal.

29~

The apparatus of claim 28, the processor is further configured to:

When the determined quality of the communication link indicates that the communication link is of good
quality, a message indicating that the communication link is of good quality is sent to the peer to peer
cominunication terminal.
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30~
The apparatus of claim 16, wherein the specified type of packet is one of a real-time protocol packet or a non-
real-time packet.

31\

A communication device operating in a communication sysiem, the communication device comprising:

a processor comprising:

a first module, configured to configure at least one first packet, the at least one first packet sharing at least one
packet characteristic with a specified type of packet, such that the at least one first packet experiences a similar
communication link with the specified type of packet Happening;

a second module, configured to transmit the at least one first packet to the quality monitoring server located near

the terminating unit on the communication fink;

a third module, configured to receive at least one second packet transmitted by the server in response to the

corresponding first packet;

And a fourth module, configured to determine a quality of the communication ok based on characteristics of

the received at least one second packet.

32
The communication device of claim 32 wherein said communication link comprises at least one of a wireless

network and a wired network.

The communication device of claim 32 wherein said first and second packets are packets of the same type.

34\
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The commaunication device of claim 32, wherein the at least one second packet is further configured to carry a
statistical value calculated at the server to the terminal.

35.
The commaunication device of claim 32, wherein the size of the first and second packets matches at least oue of a
plurality of possible sizes of the specified type of packet.

The communication device of claim 32, wherein the first and second packets are configured as a standardized
type of packet or a private type of packet.

RYN
The communication device of claim 32, wherein said transmission characteristic comprises at least one of.

a time from when the first packet is transmitted to when the at least one second packet is received;

a link loss rate calculated from a set of first and second packets passing through the communication link; and

Packet jitter calculated from a set of first and second packets passing through the communication link.

38.
The communication device of claim 32, wherein said processor further comprises a fifth module for performing
one of:

Initiating a handover of the communication terminal to another communication link based on the determination
of the quality;

Initiating a change to at least one of a data rate and a coding rate of the communication ferminal based on the
determining of the quality;

Terminate the call,
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39-
The communication device of claim 38, wherein the switching to the other communication link comprises at

least one of the following;

Handover to another network, handover to another serving cell in the same network, and switching to another
frequency in the same network.

40
The communication device of claim 32 wherein the frequency for transmitting said one or more first packets is
variable.

41
The communication device of claim 32, wherein the frequency for transimitting the plurality of first packets is
dependent on at least one of:

Communication terminal activity, past measurements, and roaming locations.

42+

The communication device of claim 32, wherein the first module is further for transmitting the plurality of first
packets in response to receiving a report indicating a poor link quality from the peer to peer communications
terminal.

43+

The communication device of claim 42, wherein the first module is further configured to:

When the determined quality of the communication link indicates that the commumication link is of good
quality, a message indicating that the communication link is of good quality is sent to the peer to peer
communication terminal.

44.

The communication device of claim 32, wherein the specified type of packet is one of a real-time protocol packet
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or a non-real-time packet.

45+

A computer program product comprising a computer readable medium, the computer readable medium
comprising:

a configuration code for causing a computer o contfigure at least one first packet, the at least one first packet
sharing af least one packet characteristic with a specified type of packet such that the at least one first packet
experiences a similar communication chain with the specified type of packet Road condition

Transmitting a code for causing a computer to transimit the at least one first packet to the quality monitoring
server located near the terminating unit on the communication link:

Receiving code for causing a computer to receive at least one second packet transmitted by the server in response
to the corresponding first packet;

Determining a code for causing a computer to determine a quality of the communication link based on
characteristics of the received at least one second packet.

46+
The computer program product of claim 45, wherein the communication link comprises at least one of a wireless
network and a wired network.

47 .

The computer program product of claim 45, wherein the first and second packets are packets of the same type.

48-
The computer program product of clair 45, wherein the at least one second packet is further configured to carry
a statistical value calculated at the server to the terminal.

49-

The computer program product of claim 45, wherein the size of the first and second packets matches at least one
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of a plurality of possible sizes of the specified type of packet.

30+

The computer program product of claim 45, wherein the first and second packets are configured asa
standardized type of packet or a private type of packet.

51\

The computer program product of claim 45, wherein the transmission characteristic comprises at least one of:

The time between transmitting the first packet to receiving the second packet;

a link loss rate calculated from a set of first and second packets passing through the communication link; and

Packet jitter calculated from a set of first and second packets passing through the communication link.

52-
The corputer program product of claim 45, wherein the compulter readable medium forther comprises code for
causing a computer to perform one of:

Initiating a handover of the communication terminal to another communication link based on the determination
of the quality;

Initiating a change to at least one of a data rate and a coding rate of the communication terminal based on the
determining of the quality;

Terminate the call.

33
The cornputer program product of claim 52 wherein the switching to another communication link comprises at
least one of:
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Handover to another network, handover to another serving cell in the same network, and switching to another

frequency in the same network.

54.
The computer program product of claim 46, wherein the at least one first packet is transmitted from one of a
commnunication terminal or an access terminal to the server.

35+
The cornputer program product of claim 46, wherein the frequency for transmitting the plarality of first packets
is variable.

36+
The cornputer program product of claim 46, wherein the frequency for transmitting the plarality of first packets

is dependent on at least one of:

Communication ferminal activity, past measurements, and roaming locations.

57~

The computer program product of claim 46, wherein the computer readable medium further comprises:

A code for causing a computer to transmif the at least one first packet in response to receiving a report indicating

a poor link quality from a peer {0 peer communications terminal.

38\

The computer program product of claim 58, wherein the computer readable medium further comprises:

A code for causing a computer o transinit a message indicating that the communication link is of good quality to
the peer to peer communications terminal when the determined quality of the communication fink indicates that

the commumication link is of good quality.

r

59.
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The cornputer program product of claim 46, wherein the specified type of packet is one of a real-time protocol
packet or a non-real-time packet.
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LIRS BAG BT R S o — A4

s, TR B TR IR 5% B 0 B T 6t B R — - LT AR
fZE - rd, PR

FUIEEe, HTRTFEERNED S RN, TEN
mEEERNAE

Fp A4
S

32, WORRESR 32 BB A RS, b, PR EENOETEN
AT BRI E D —A

33, WACKIES 32 Frd i@ g, o, PRS- oAU
Bl AL H A4

34, WACHIEER 32 R RBAE A, Hib, BTRES MR
3B EL B 6 BT I A TR IR S E S AL T B BT E

6
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35, WIBGREK 32 B iiE E e, Hb, S —HE 244K
NG RTRTRE SRR BRI E DR BERAN R R E D RUDLES.

36, IBUMIESR 32 BT R, HP, BT —ME T o4
BN SR TN o B B 2B BN o 4

37. WIACRIE Sk 32 R Ew S, B, g aesEuTs
fj}”“‘/i\:

MAFE TR B — 2 B W AR 2 b — A 38 4y 8 2 TR A

WIE- ST R BEESEINE MR AT ENRSB ERE, U

R TR B R B 0 3 — R A A L A B S

38, WAGRIE SR 32 FRRMOTES B &, b, FRBSrame s
B, HTHATU T ESZ

HTHARENME, BEBELHER — M REERITIT,

T FR R RSE, A T S L SO A AN R R
(92 b — A ) B33

22 Ry,

39, ALAIEE SR 38 PR MR ERE, Hd, FHEMEEHERITIHR

R P T i S — A IR I T

40, IARIESR 32 TR WS, B, HTEmEd—48Et
B4 A S R AR Y

41, WGBSR 32 IR BERE, Kb, AT ERES T H AN
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42, WARIESR 32 FrR RS A, K, s EPuc T W
NTF A SR A B s E5 R FENHRE, e S —0H.

43, TACRIE R 42 kR RS, B, RS —BEEPUL AT
%W@ﬁ%%hiﬁ%%%ﬁ%&ﬂﬁh%% B R, [T
R 'fr:x %iﬁ"j&ﬁ?b;ﬁ ??Eﬁ'}ﬁf& Eﬁ?ﬂ%{% E‘g

44, IALRIESR 32 TR RGEE R &, Hb, FrdisEse o de s
P A B RS A L A R

*W@%ﬁ%ﬂﬁﬁﬁﬁ%ﬁ%ﬂ@ﬁﬁ%,%ﬁﬁ%mﬁﬁﬁ

ﬁ@% ,
EAE, BFETENREEs— 1840, ka2l 1ME—

S HIREREN YK ?i/mﬁ%ﬁ%ﬁ,kﬁﬁéim~A% ----- pintl
55 ik R A A PR AUE F R U
FEHARED, FITE Y AL AT (R e b 1 T R B T BAT R

BIRNRSSARFTRE DA

YRR, BT AR TR RS B R T R A AT
EaEL— BT aME: U

B, HBTETENETRERNE LM BT ENE, 1

e BB R B

46, TOAURIESR 45 RE KB AES SR, Hh, FrRBEEnas
e R AT MG R I FE b —

47, IARGRIESR 45 FRRRITFE NS, B, FrdE--MB T
YRR R AL
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48, TIALRIE SR 45 FrARMTENERS R, B, BRgELS—AE
TR B EE N TR R I R BT IR IR SR T E ST

49, WACRIE R 45 PRI ENARF &, K, Frids— RSB0

LI 5 TR R 2 A L0 AT /I o B B8 A A LB
50, ARITER 45 BB VRS, B, HHRE— T

SR B RS B A R R R A oy A

S1. GACRIZEK 45 PRARTHEAURIFF @, Fob, DA e
U FE H—A

MAEHT R S — 4 4R BT 58 o L 2 IR )
BR— AT FREEERNE NS O RS ERE, U

Pid
R — 2T Pk AR S R B — RS A I B R S A B )

52, GRIESR 45 BRI ERIEE S, B, TRl ENLA S
R AER T EENIIT T 2 — A

Y ¥ e

ST PR RIHE, RN P 40 M B R AR P
EV SN TE G Y

g ERE.

53, WALRIZER 52 FURRV AU &, B, BI5— i fEae
HREEU FES P

) 5P T BUHE R 4 o B 5 — DRSS /D R B AT BT
FIPEE i 5 AR P
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G 41 HHEAE R EE A IR P I — M E M B PR AR A AR

55+ WIALRIEESK 46 BT MTHENRF &, b, AT RS E—
BT R R 2RI

S6. WHURIZER 46 FrRRITH AN, b, RTHE -
5 BRI T DU F S0
LTS, F MBS BRI R

57, ALRIE R 46 FTR KT ENVERE G, H PR BRSNS R
ALY

FE A M L R T A 5B A W B R E R T B IR T R
TR E b — B — 4 H

58, MAUKIEESR 58 TR EAEERESR, B R ENRES
JEIREE:
%?ﬁﬁ%ﬁé%%mm% LP&%&& %%ﬁfﬁ% FERIF

59, WURUFIESR 46 AT EERE R, B, Prikiem R a
SRR A aR AR S A A 1
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ATHeEERRREnrEnEs

T 35 U.S.C. 119 TR sbM

AEHEERT 2006 £ 9 H 28 HIBAE K. S84 B4 “Handoff Triggers
for WLAN and VoWLAN”, “Estimation of the Path Quality to assist handoff
Decision” # “ Handoff Algorithms for VoIP over WLAN” #§s i 8 i%
No.60/848,414. 60/848,415 1 60/945,054 HILIERL, ZIG I i BAREIES
AEFRAZLEA, HUSI T AR R I AR

R ERENEIA
AT BHE R UL E R = EH B A .
HERFERNBE, AFEASN No. 070007 1 Meylan A
“METHODS AND APPARATUS FOR DETERMINING QUALITY OF
SERVICE IN A COMMUNICATION SYSTEM”, H O 5 ibgy A BiEmZik A
SRS R W o B A N

AR

A TE— 1 R TR SR R R A, 6 LR
M, W RMEAE SIS GEINETEGE) TR LA R e
Bl SR O 5 TR B

FEMBERL S, MEM T L% GERER 1P BT (VoIP) IFM)
O S A B R A IEAE I SR . FERARY RFR oP BTl I i 5 R R B el
BETLHARNEFEMERARPHER —MEEMAAEREAN P FE
(i, R Frd A i MR SoRRISERIN eI mT BLELIE: W Wi-Fi
(IEEE #4E 802.11) 9704 B (WLAND. i 1X-EVDO MR R L.
S4B (HSPA). W WiMAX (IEEE 802.16) WML MK
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(WWAN)., SRS (femtocel). PLEAHTEF M EUGE 2 M
PR, L, Eia s M dd, 5 EME Larg s,
B, FEREFESHER A TS B ZEBPSE VoIP B, VoIP
STORATRELE P A B Wi-Fi 3 A P BF A B DSL BUFZ&FEWM. 1P
BOM. HPF B DSL BELRT M. AP B I Wi-FI AN,

7E VoIP k4RI T, Flin, HEWIEFEEN voIr @ LR A
WHEKIERARZ WETFTE RS, DASMEINREE (QosS.
Rl VoIP 4y 4 B H0F M s 2 B EnF S g e A B Mg, JFH
B v RS R T R A R 2R R A MR S 4, Rl E D
I £ 5 B e X R B BB R AR 1Y QoS B H B AFAT. Bk, VoIP )
QoS B 5T B EFm im0 —A sl w & (Bl Ewsshsaid
B EHAIRN) RN, BRI T AR R AT B i 1
P REL TR AN QoS MR,

JUETE R TR R E S R, FlnAE Wi-Fi A SUEAEE]

(MAC) FHERE (MB) +, WHURERERERE, BRXMNER
HARMSFHEBANEFLHAERENBERE. filn, FEERE

BT REMIEDS (VoWLAN) F R4/ VoIp FEIY, 5 TH#iRE QoS,
FEAEEEM 4R M LAN BN E (AP) FIBELmB TR, A
BAEAWE] AP (0 RATHER . MIEME PR (B, 7 VoIP AR MEH
BB AL AR A 28 SN IR E TR Y/DSL [MEEHR AP T
ITHERE . DLRUA AP 0PI B TR 4/DSL BIFR & B B & i
(g PATSHERE . TR{E LR T) LUE A A s BT LI S, Bltnar e B R ELE 5 R
IR TSR TSENERRERVA S EIE. Eit, FEH
HTFERELER AP LW BT EM AP 214 LA NERERENZD—
A7 QoS+ JUH R L F BN QoS HIHLH .

KAPRHE
BB DHE, AT —FERTARE R AR R

FEROHYE. EHHAEEESERESP—NEDH, EED>—TE—
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BE, UHEARETIERWED B RN, BezdEs
BB

RIESH— “b@,éﬁf“ﬁ%?%&ﬂf%ﬁmwﬁﬁﬁﬁcﬁ&
FHREATFREZED—ANE—-SYNEH, 2> E—HHERESL
ﬁ%%%%£¢~ﬂﬁﬁ%%,ﬁ%ﬁ§& ----- NE—Sr 8 S SR A S
HA RPN EEERENL, ZEETEATEZLEEEE R TH
FESTHIEE R E R SERIEE LT F . BT
%R 4 B A R T N R B — A R A I 1 2R 2 AN T LR R B
B TRETFBRE DB S AR 2R EHR N EEN
B,

MBS, AT -MUELR RSP RENBERS. Bl
E&%@ﬁiﬁ L, EABBAREZE B, HTFEERL-ANE
W, SES—NE-SASKEIA HIE RS oEEE, R
T SRR A S LR EHREI. ZAEE
WALFE S R, R T TR SR LA T A B TRy
FREMBASERZES N E—04. ZAEBTAEE=HI, %

B TR R RS SN T N o B AR R A
A, &Lﬁ%ﬁ@%%??A;2%@%%%?%%%%%%%@ ------
AN A 4E B R R R B R YR

WES—ANFE, AFT 4 ﬁ%ﬁ?ﬁﬁﬂﬂﬁﬁﬁ%@?%,
M ReERTETENEER D 18— 4*zﬁﬁﬁftﬂﬂ E Y
S EEERRSEEER LMot FERES B -0HE
%18 E R A A FIAR R ﬁ%%%% ENA R AR TE T ENE
PR SR A TR ERTEENRERNRSBERRES -
%%%tw\Wf%ﬁ%ﬂ%%%ﬁ%%ﬁmﬁ}ﬁﬁﬁﬁ -4y ST 5
(28— AN T AIREE. B, BN ERBETE T ENET R
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I b A B R s R B R B B R,

B E R

Bl 1RM TR T REREN VolP EEIEERANE.

B2 R TERERETATER FIITREREMER AR
AR R

B3 R TERERSTHEBREREREBN T ENTER;

B 4 B T T B2 B IR Th s nd b il au 7 A B

EBQ S ONH T R E R T T R R B AR R M S TR

......

K 6“1“’&‘ TATHZREBNBRRERSPIERE.

By =
B 1 B TR ENSE R PIEESE RY 100 B, EASCE
SEYERN, B4 100 AT ATEDEA (W, FEAEREEmTE) ZIE

AT VoIP ﬁ-“f’:mio A4 100 TTLLVEFE RN 102, GG BHEMN (WLAND
102, BN 102 6] UARYEE I Wi-Fi (IEEE #R¥E 802.11) RIE N T&RMEK
SRR AT E R e, B 102 BIEEAE (AP) 104, AP 104 5
RS 106 FUR A ke S EGE IV ENL 108 E TR TREAEE.
AP 104 B 5 EIFEEERE 110815,

LB 110 BT DA I A P 200 (DSL) iR BRI S
PR g R BT . EREEEE 110 AT RREN 102 HiEm
E ST 112 B MRS RS . B, BIRESEE 110 fErpas
IREATE 114 AhER R, MRmZEBST 114 SEBRMET 12 . £ VoIP i)
SSoiFe, PRI BT 114 WL E A VoIP R IR E M 4 R Y
IARRRS B8 B, PR ET L2 AT 2l AMEIFREERE 118 70 AP 120,
MR R R R AR 116 ARE VoIP I

YR, AN E (Fdn, 106, 108) FILIECE A LM LAN 102
FRIELHI BT E . UL AP 104 2 Wi-Fi AP 44, & 106 AT LA 201 WLAN
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S8, PlnBEEESBRERF (RSSD. {EMEL (SNRD. R,
TATHEMWIE ARG A E, UL wWi-E FTITBRORE. BN, 205
Ao 0] LRt AT R R B A R M A 00 B 8 DU WiFT HATEE
PR E. FEHE T Wi-Fi BATEERON Wi-Fi TATER PR EEE
Rz E, BESE (106, 108) W LURIUE MBS BT RE,
FUOEIEIY AP 104 EIHEIH PR CRER), BEHEE RO
PE. S, R ELEAE SIE QoS MM, WEURE LI e,

SRR B AR AU A HE WLAN BB I HAA T E RS,
K UM R R BRI, BT UL WLAN BEE A, &4

SRR A DA S WLAN 23, i RTP B Ek. SAEE). B
SEIFHM RTCP RS . REXBEEAH TR Qos Mk, H

U T#I1E WLAN A5 R 2 A0SR R EER. B, %
K1 a4 106 116 Z A VoIP R, 106 4-8Y RTP Zr 41 2R ATRER
IR R 110 BREIRREER 118 MR E N, P EIFREERE 110 R
106 [ AP FATHERS, [FIFESEEE 118 BEIR 116 I AP HATHERS. Wi BERs
110 MR&E, WA 106 0] LUBSDE R rd 15 20 56 5 AR i Mg CRE )
SEPGEMM R, AT, MBS 118 FBE, NiXHdfum 106 TR
TR MER., ERMERT, &RiF 116 HEERIE SR
HoEnpn FE. Bk, BanOUEET BTN QoS Bk B WLAN 2
PR WAN BV R R O IR AT Re A Sokm R A, JRRATBASIACR
MEERHE,

B, BRSO (FImERERET 112) —BRE5E
H H T QoS. Bk, ATAATFHBHEN, ik LAN ARH7 A5
i O, FREER L0 ERERENFEER.

gk, AREIERS 100 0] LIS RER RS 122, KA THENT
SEFIIN& SR 106 LEnd e FBST 114 Z AIRE S EEEN QoS. WA HIEN
TR, BEAERMIIRE (EAER XEEER “POMF”) AL
PR EREEy (B, BENEERE 106) LW, KumEid 106 HEERE
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B 1B ThEE. shAh, BRERVIRS AR 112 WU T S 0T 114

FRegeinfifiE, IrBame 126 Frs, EEG DS ST 114 S35
. Wik, POMF T8 A ummmremee b o0 114 Z 8/ 1758

FTFTRRBRERE. BEE, BEHE 122 WUl SaEh b
PATHEY:, ZAM ST POMF 404l MEESE. BER
BT AR N, R RN,

Mok, YRR, POMF ST 4LRBE T, BUE SR L

POMF S #{BE N EE BB HNAFE, DURMEUSENEEL
HABBIMR S S BHERRASRTRZ 4. Bl VoIP /4l i
W (RTP) S HERSE RS Ar S5 3 S A0Sy 55 4. Bk, R THE VoI
SYERHT QoS 1 POMF A E B A LG RIS VoIP 4 4i%stE, 1% VoIP &

[£5]

5 (fltm, RTP BL VoIP £48) B HER M POMF S8R E TR
FIEREE, XRE POMF S EB TR O LR ERIEE
17 QoS ).

ﬁﬁ%i%ﬁ%@%ﬁﬂ”%ﬁ%%ﬁﬁ%%?@&%ﬁﬁﬁw%ﬁ%
SR AT (TOS) B . Sdt T A a] DR By o vE Y 2 4080 PQMEF

SR FESMANRSE. FEEE, WEHNEERE, POMF 4
SR B4 43 RN BT BUBEAT O MR EE, DAISERRTSCE A 4R £ A E] B
FHEE A, B, TWESANERABRECHRER T HamBEameg
22 CURARRSES), W LUK POMF A 4B E & 50 8N NEE.
EFREEMEERERERIRESE 12 MoARSET R H NS,
Blin4rHAE R BE, RIFREEE (B, 106, 108) WELE T LAN 102
FOEAS S S 110 OB RS (B, RATHERATATER BRE. BHE,
e SR, TR IR 106 FYRIER POMF 441 DL RAE o W i e iR
232 172 B EILE 106 MR POME A4 A LIELE W R RN, %k
FTRERR R AT B I MON A R B S AR BT R A B B R R KT A
PR UEVE % (106 BY 108) SR 5 0] LAA] B B e i LB AR SRR RO A
Bl A R B 5 — A MR M) R E s BRE SCE R R s wig R, U
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B R R,

AL 100 ERARAPSEBENLE. R, ATUMERIRS 100 109
LESMN . EEANEE, AETERNSETEENEMHITENEES N
PRES M. Bhoh, i, FREE 100 SIS T EC B0 (0T B 5hil {5 40
106 M ERER 106 ARV FTRIFI ) AP 104 AR B 5 — WL, ek, R
EEEI RS GEUEFTEE (VoIP)) B QoS #ixE BEIR T &4,
BRELAES], % QoS HiEfl H THIFR M FE e diss, bttt
EHP (TCP) BRH A EERH Y (UDP).

B2 R TAEBNE 1 HARS 100 MBERSS, BT Fse
FEMBAERENETENSTIEER. 25 VoIp IFM| I8 & &5 202 7 LIAD
BATESNE LBBARL QoS BEE. BT, i 202 BXIAHE 202
AP 204 2 HEERR EREE (PHY) SEEUEE, W 206 F4 L 208
Fion. PHY EEEV DGR LRIIUE S BEHETM (RSSD. b, &g
202 ATDVEREXANA AT HES] (MAC) BRI, WE 210 A%k 212 BY
e & MAC BB EER LMEEEL, B\ EMENESETFF (FCS
WENHE.

H T HAEAE WLAN IS0 Foe i 2 %%, Wiln, 2w 202 WA
A MAC EEEN PHY BEEE. &7, NTHERSGERE, S800K
A LUSB 2 mth e Pl E R P B A . FEith, #5 202 #EATEL
Rk “NB” BB RIP E 214 BESSH LIEVERE. Fla, 2K 202
ATUFE N HEEBP R ERL VoIP /HHIEE . X HM VoIP MRIMZ RST
216 2w 202 gUETk 218 R PR, ERENHE RTP EPX R EIF
M2 B80T 216 R RN AT S A L.

W prd, MREEAH U LE R E R ST B nER
¥ QoS I HAIRESI AN E R S, Flin, BREREREMNELE
EAEE (B, 7E VoIP FPOYER (850 216 25 ), WEMEAH LAN F1E 2
HRRE, VHERBRETRRXETE 4 E%. Hit, MRS
FIMA L LAN 25— M DR EE S 2E R QoS B, BhHEEH
LRGN . R YPIEEI AN BER IS, ¢ HBN T & LAN Rz
HRETEN S, B/ TRE R T 3% AV §E VR E T A& BB R A0T M ARFFTE LAN
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E. RZ, NREEEWREFTEBKN TTHEsHEE, WEELT
RS PEEE I RS, B, RemEMAER AN E, B8
FUmIR QoS WIFEEL. E5— W, WLIET LAN L& &g i
E9HA, RN WAN S LAN U8 RMOERRERERSE. &
RS T LAN B SRR EREENIURE.
EEFILL PG, ARIEH AN ENRERA POMF kB Lix
PLEBMER. M 2 Brn, 2035 202 RRINA/RTP B 214 AU 5B
FEIEFLIRS S8 222 A5 H POMF 4048 220, Wbl E45-5 8 1 BRiA . PQMF 220
B H A 202 PRNEE 241 TEEMERNE -S4 (B, RTP),
BB LTS QoS e XN AN, HlnkiFiAFnE
B VoIP 4R H2ER). IRE-58 220 SRJG W T AR 202 RS — 5

R, W 2 BTR, RSEE 222 §HB) POME, 7EZIR
CBUam 202) PREMERZ RS, AT LAY, BEseiIngs
SeSTHLERN . 3R 202 BACTIPME FRATE 216 L IFERI IR K POME R
488 222 WHA . POMF BRAE (B, B 1 BRSER 122 50 2 BUR
435 222) 1T VoIP MM -850 216 M FIFEBITHAN B EE (4
0, FIFEWAD, FENRERHRBFA VS (E4HEE HRIEE =

AT R8T,
B ERTmEEnE 82 FRRENEEREPRERREE
FIriE 300 MWARE. % 300 AEEE RN EE, EE—

AEFERIARFEHERMREF LA RS, WI7E 302 R, W
BIETER, WBFE—AHE, B POMF SERER S B S H EEH M
B, BRI (To8) FOAVh, UBRENMS L REWE T

BER, wa sy, Glingsud 202 BB TS 106, FRLSEELOTAE 302
FE (BB BARBRWA A, theh, HHE 302 BT
T LAEIE S AP MG PR ERk&RERERERW, 858555 — A
LBV R AR RN, B, 23 106 WL HEE %5,
HlEE 116 PERESHBEREN RS, BldE. Fhmi, &
RUEH LLF POMF BREBRIZE—AHENE— POMF 44, KEXN T LAN
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