Rank load: Each node/access point 104 in the mesh network 106 measures its respective utilization rate according
to equation (8} and exchanges this information with other network nodes. Each AP 104 can then identify a
bottleneck node along its route to the mesh gateway 102. When the client 110 scauns the AP, the AP reports this
parameter to the client. Based on this parameter, client 110 can assign a rating to each AP 104, which is the AP
with the smallest bottleneck utilization along its backhaul route. It should be noted that node utilization, rather
than link utilization, is used as an indication of AP load. This is because, in order to load balance the network
106, it is necessary to consider the total traffic through one node instead of just the traffic on a particular link.

The advantage of specifying a rating based on these mwetrics is that it allows abstraction of the underlying metrics.
Regardless of the metric used, system 100 can simply use the ranking to calculate the final AP score. This allows
systern 100 to use more relevant metrics for different measurement purposes. For example, sysiem 100 can use
throughput to estimate channel quality between an AP and a client while using node utilization to estimate
network load.

The Rank AP and Rank path are designed o maximize client throughput and therefore provide optimal end-to-
end performance. With these two ratings, the client 110 can select an AP that has the best estimated throughput
between the client and the AP and has the best path in terms of backhaul performance. However, by considering
the utilization of a single mesh node, the Rank load metric is directed to achieving consistent traffic distribution
in the mesh backhaul. Combining these ratings allows the client 118 to select the best AP that is both the purpose
of providing the best end user experience while achieving the load balancing destination service in the mesh
backhaul wireless network 106. The following equation is used {0 combine these parameters and calcudate the
final AP score:

AP score =« 1 x{Rank AP +Rank path }+ © 2 xRank load (9)

Where o 1and o 2 are the weights assigned to each item, and take values in the range 0 to 1. Assigning different
weights to two iterns allows the system 100 {o achieve a balance between the two opposite goals of always
choosing the best end-to-end throughput and balancing traffic across the mesh.

According to another embodiment depicted in FIG. 5A, a method 500 of selecting an AP for accessing the
wireless network 106 for the mobile client 110 based on the quality and load characteristics of the wireless
network is provided. In particular, for cach AP detected by the AP scanning process, the client 110 collects and
calculates information on the connection quality and load characteristics of the various paths through the wireless
network 106 (502}, The client 110 then ranks (504) all detected APs based on the connection guality and load
characteristics and calculates a score (506) for each detected AP from the resulting ranking. Finally, client 110
selects an AP based on the score to access wireless network 106 (508},
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FIG. 5B depicts another embodiment of an AP selection method 500. As shown in FIG. 5B, the client device 110
first scans for available APs by using an AP scanning process, and selects the top three APs based on sigual
strength measurements. Thereafter, client 110 obtains individual measurements associated with each AP. Then,
using these measurements, the client device 110 can rank each AP and finally estimate the AP score using
equation (9). Once the client calculates the above AP score for each AP, the client 110 can make an association
decision.

According to another embodiment, when clent 110 is connected to wireless network 106, it periodically scans
the channel and obtains a new set of measurements for each of the three metrics from the neighboring AP. Based
on these new measurements, client 110 can update its AP score and switch to the new AP based on the new score.

Iuplementation details

mobile client

2B depicts a schematic diagram of the structure of the mobile client 110. These structures can be applied to any
mobile platform.

In one embodiment, the structure depicted in Figure 2B can be implemented as a middleware program.
Advantages of such implementation include (i} application transparency, (i} no system upgrade or paiuful
recompilation, and (iif) each use or interaction across different components {eg. sensor hardware). Figure 2B
depicts four main components that provide the various functions described above.

Mobility module 284: Mobility module (MM) 284 periodically monitors the motion of the mobile client based
on saruples of the sensor or accelerometer. The MM 284 periodically turns on the accelerometer for a
predetermined period of time (eg, 1 second on, 4s off}. Based on the collected samples, the MM 284 uses
Goertzel signal processing techniques to classify the behavior of mobile users,

Scan module 285: Scan module (SM) 285 is directed to performing periodic and on-demand AP scan tasks.
When the SM 285 gets a disconnect notification from the underlying wircless network interface card, it calculates
and uses the optimal scanning frequency based on at least the measured AP node density and client motion
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described above. Next, the SM 285 triggers an on-dermand scan in the connecied state. Whenever other modules
request a scan, it first checks for the most recent scan result. If there is a cached result, the SM 285 passes it to the
requesting module. Otherwise, it imrediately triggers a new AP scanning process.

Association Module 286: Association Module (AM) 286 includes network monitoring and AP selection
functionality as described above. For network monitoring, the AM 286 uses network status information that is
available from the wireless node. It first sends a path status request message to a group of APs selected from the
scan based on the RSS information. Each AP replies {o the client with path network information from the mobile
client to the gateway. This monitoring and messaging technology has been implemented in the OLSR plugin
runining on the mobile client. The AM 286 exchanges this information between mesh nodes using existing OLSR
countrol messages. Such information exchange can also be roade available using the IEEE 802,11k protocol, such
as the non-patent entitled "Load balancing in WLANS through IEEE 802.11 kmechanisms"” by EG Villegas et al.,
Proc. of the IEEE ISCC, 2006. This docurent is hereby incorporated by reference in its entirety. When the client

-~
3
M)

performs the AP selection process, it simply sends a GET query message to the desired AP.

Migration module 287: Migration Module (M1} 287 performs preemptive migration of AP associations as
described above. Even when the mobile client connects to an AP, the MI 287 dynarnically changes the migration
trigger threshold by using the client's motion information and AP deusity. In addition, M1 287 also dynamically
adapts the migration threshold considering AP density and average RSS. As the mobile client moves around, the
M 287 uses historical AP density data to calculate an average of the nearest AP densities. Then, if the density and
RSS increase, the Ml 287 lowers the migration threshold for the client 110 to find a betier AP, and vice versa.

Mesh router

In order to collect cerfain network statistics for AP selection from the mesh AP, the first metric is the modified
cumulative path performance for each AP, In one embodirnent, the underlying OLSR routing protocol is
implemented in each AP. The cumulative ETX value of each AP-to-mesh gateway path described in equation (7)
is provided by the routing protocol and integrated with the channel information for each node. Each mesh AP
can then calculate the modified ETX value for its own path to the gateway node and enable the client device to
obtain this value during the AP scan phase. When the link quality changes, or if the routing protocol selecis a new
path, the AP can calculate a new modified ETX value.

To estimate node utilization, one implementation provides a modified Madwifi driver for cach AP. Each AP
keeps track of the total number of byites transmitted by that AP to all its neighbors and keeps frack of the
maximum amount of data (capacity) that the AP can transmit {o its neighbors at any given time. Modify the
OLSR TC message to add a field that carries the utilization value for each node, thereby avoiding the overhead of

28-10-2019 38 TP Link Ex. 1004
Page 463



transmiiting additional packets. In this mannper, each AP receives utilization information for all other APs in the
mesh network 106. Then, based on equation (8}, each mesh node can estimate bottleneck utilization for its own
path to mesh gateway 102. It also enables the client to obtain this information and use this information to
estimate the Rank load metric.

The last mefric that needs to be provided is the channel guality between the client and the AP. In one
embodiment, it is assurmed that most of the traffic flows in the downlink direction from the mesh gateway to the
client because most of the servers currently reside on the external wired network. In this embodiment, only the
downlink channel quality between the AP and the client is estimated. To do this, use the estimated throughput
metric. As mentioned above, each mesh AP keeps track of its own utilization, and therefore also knows the
curren transfer rate between itself and the chient.

{nce these two parameters are provided, the mobile client calcudates the estimated throughput in the downlink
direction and uses it to classify the AP for its client-to- AP link performance.

According to this ernbodiment, in order to obtain the necessary information to determine the AP score from the
wireless AP, a custornized OLSR plug-in is implernented on each AP and keep track of all data measured by that
AP. Upon recetving a GET request from the mobile client, cach AP's OLSR plugin responds with the measured
statistics.

Performance evaluation

This section describes various experiments designed to evaluate the system 100 depicted in FIG. For the purposes
of evaluation only. various implementations of the system in accordance with the above-described exemplary
embodiments are provided herein, and thus should in no way be used to imit the scope of the fnvention.

Experimental establishiment

The outdoor test rig fllustrated in Figure 11 was constructed in a forest reserve that spans 2,000 acres of wilderness
and hilly terrain. The test bed supports real-time traffic and is actively used by several researchers. It consists of 34
mesh nodes (access points) focated in 31 physical locations. It can be seen that the average number of APsis 8
and the transmission range of the AP is 300 m.
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The nodes in the mesh network are built using the Soekris net4826 embedded motherboard. Each node has 266
MHez of 586 processors, 128 MB of SDRAM, and flash storage from 64 MB to 256 MB. For wireless devices, each
motherboard is equipped with two Atheros 802.11b/g Mini-PCl cards. A radio operating on the 802.11b/g
standard can use three non-overlapping channels. All nodes run a custom Linux distribution using kernel 2.6.28
with a modified wireless device driver. Use the OLSR routing protocol.

The indoor test rig is deployed inside the office building and consists of 15 APs across two floors. Each grid
includes an OpenWRT-based Cambria GW2358-4 motherboard, a 667MHz Intel XScale processor, 128MB of
RAM and 32MB of flash memory. Each wireless node supports two radios based on the Atheros chipset, which
runs an open source Madwifi wireless device driver. A radio on each node is configured in an ad-hoc mode,
thereby forming a mesh backhaul. These radios use an 802.11a modulation strategy. Another radio on each node
is configured as an AP (thus providing client access) and uses an 802.11g modulation strategy. Different channels
are assigned to different APs to minimize interference. A wireless node alkso acts as a mesh gateway 102 that is
connected to an external network. The default rate adaptation technique available in the OLSR routing protocol
with ETX metrics and in the Madwifi driver is used in the test bed.

Experimental result

Efficiency of disconnection sensing: The performance of the disconnection sensing technique depicted in Figure
4B was measured at an ontdoor test rig. During the experiment, the mobile client moved for 10 minutes around
different areas of behavior {ie, standing, walking) and measured the number of scans triggered by the mobile
client. For comparison, the number of scans is also measured while changing the threshold of the threshold-
based periodic policy.

Figure 12A depicts a performance comparison between the adaptive triggering of the disconnected AP sensing
and the fixed periodic AP scanning depicted in Figure 4B with respect to the average power consumption of the
scanning process and the detection of the available AP delay. During the experiment, based on the estirated AP
density, the threshold distance {d th } for the adaptation trigger was set to 71 m. The trigger intervals for fixed
frequency triggering are set to 10s, 20s, 30s, and 60s, respectively. As shown in the figure, the adaptive trigger
saves scan energy conswmption by up to 60% compared (o a fixed frequency trigger with a 30s trigger interval,
while keeping the AP detection delay at the same level as the fixed frequency trigger. This benefit is provided by
combining motion information in adjusting the trigger interval {or frequency). In particular, each client 110
calculates an optimal scan frequency based on the distance traveled by the mobile user. If the distance does not
increase, the mobile client suppresses the scan, saving energy. At the same time, when the mobile client travels a
distance greater than the threshold, i triggers an AP scan to detect the access opportuuity, thereby reducing the
detection delay.
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The effectiveness of connecting AP sensing

The validity of the connection mode provided by system 100 is further evaluated. When the mobile client
connected o the indoor wireless network moves around a track in the indoor test rig for 6 minutes, including 3
minuies of walking and 3 minutes of standing, the total energy consumption per minuie is measured from the
connected mode. For comparison, the energy consumption of a traditional fived threshold systern and a
benchmark system (fabeled "Oracle”) was also measured. Three different fised threshiolds, -55dBm, -75dBm, and
-85dBm, are set for the fixed threshold triggering technique. In an Oracle system, the mobile device is configured
to scan the channel every two seconds to provide very fine-grained measurements and to determine the best AP
based on the scan results throughout the experiment. The selected AP is used as the best choice and ignores the
scan overhead.

Figure 12B shows the average energy consumption per minute for migration. As shown in the figure, when the
client moves around (sports scene}, the adaptation threshold technigue as described above saves energy by 47%
compared to the migration of a fixed threshold. This is primarily because the adaptation threshold technique
suppresses unmecessary scanning when the mobile client is stationary. Furthermore, while saving energy for
scanning, the adaptive thresholding technique still achieves almost the same level of RSS from associated APs
throughout the experiment. Table I further shows that for different thresholds, the RSS implemented by the
adaptation threshold technique is close to the RSS of the "Oracle” technology. For stationary (fixed) scenarios,
the adaptive thresholding techniqgue also achieves a sirnilar level of RSS while reducing energy consumption by
34%.

Table 1: Comparison of RSS implemented between fixed threshold sensing and motion sensing sensing

{image]

Dynamically sense the effectiveness of the trigger threshold

Figure 12C illustrates the effectiveness of a threshold adaptive strategy based on AP density. In the experiment,
the mobile client was carried by users walking around {(indoor and outdoor) locations, with local AP density
varying from 5 to 25. First, use a fixed set of RSS thresholds. Count the number of scans triggered by the mohile
client and compare the average RSS implemented by the mobile client (o the "Oracle” technology, assuming that
Oracle technology always chooses the best AP without any overhead. This figure clearly shows the trade-off
between RSS and scan overhead. For the same experimental setup, the AP density-based threshold adaptive
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strategy made a good trade-off, with 94.4% of RSS while scanning 16 fimes because it was able to dynarnically
adapt the threshold based on local AP density.

AP selection strategy assessment

To further evaluate the AP selection strategy, a separate experiment was performed. The experiment
demonstrates how the AP selection strategy utilizes ok quality information that can be obtained from the
underlying routing protocol as described above and incorporates load balancing in the AP selection process.

In the experiment, the client device scans for available APs and requests a modified cumulative ETX value for
that AP to the path of the mesh gateway 102 from each available AP. This value is then used by the client as an
indicator of the backhaul path performance between the AP and the gateway node. In order o estimate the
quality of the link between itself and the AP, the client also obtains an estimated downlink throughput valee from
each AP. Both of these values are passively measured by the mesh AP as described above, s0 no client resources
are used. By combining the two pieces of data, the client makes the final AP selection decision.

Figure 13 lustrates the CDF of throughput achieved by the client device at two different locations in the test bed
utilizing the AP selection strategy ("throughput + ETX based AP selection"} described herein. The figure also
shows client throughput for the case where only the estimated client-to-AP Hink throughput is used for AP
selection ("throughput-based AP selection"}. The throughput increase is because systemy 100 incorporates path
ETX, which considers the performance of mesh backhaul wireless network 106 in the AP selection process. A
similar improvement was observed during the round trip time of the client device, as shown in FIG.

(e point that should be pointed out from Figure 5 is that we have implemented performance similar to the
scenario in which traditional active policies are used to estimate mesh backhaul performance based on AP
selection strategies that utilize routing protocol metrics. This confirms the fact that the link quality metrics that
can be obtained from the underlying routing protocol can be used to estimate the mesh backhaul performance.

As shown in equation {9), the two weights « 1 and « 2 are used to balance between throughput and load
balancing in AP selection. Figure 15 shows the network throughput values for different combinations of these
two weights. As shown in Fig. 15, when o 1is set to 8, the network performance is degraded. In this case, the
client wili choose the AP with the lowest bottleneck utilization along its backhaul path, regardless of the
throughput that can be achieved on that path. In terros of throughput, the best performance is achieved when o
2 is set to zero. However, this also achieves the worst performance in terms of minimizing bottleneck utilization
in the mesh backhaul. As the value of o 1increases, an improvement in performance is observed because it gives
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the "throughput” component a higher weight. However, this also leads (o an increase in bottleneck network
utilization, resulting in an uneven distribution of traffic in the network. Therefore, the two weights © land w 2

can be adjusted to match the target network performance and design requirements.

To evaluaie the impact of load characteristics on AP selection, an experiment was performed in which values 0.6
and 0.4 were assigned to 1 and o 2, respectively, because these values provide a way to achieve higher client
throughput and minimize network bottleneck utilization. The best halance.

To test the AP selection techniques described herein, new clients are introduced into the network in the indoor

test bed at varying locations. The number of new clients varies from 1 to 5. Figure 16 fllusirates the performance
of an AP selection policy when considering and not considering the load characteristics of the backhaul wireless
network 106. It is observed that if there is load balancing, the overall network performance is significantly better,
and a more balanced traffic distribution in the mesh backhaul is achieved.

The AP selection technique was further tested on an outdoor test bench. In addition fo the background traffic
already in the network, two clients are introduced, which generate UDP traffic at a constant rate of 3 Mbps.
Figure 17 shows the network performance of a client with a varying number of clients. Similarly, incorporating
load characteristics into AP selection provides significant improvements in throughput and round-trip latency.

In order to evaluate the impact of the AP selection strategy on user traffic, the following experiments were further
carried out on an cutdoor test rig.

Specifically, the two clients generate background UDP traffic at a constant rate of 3 Mbps. A third client is
introduced to transmit UDP data to a server atfached to the gateway node at a constant rate of 3 Mbps. During
the duration of the experiment, the server used the tcpdump tool to collect network traces. A fourth client is then
introduced in the network that uses the traditional active AP selection policy and the AP selection policy
described herein. Figure 18 shows the impact of an active policy on existing user throughput. The TCP upload
and download tests performed by the new client adversely affect the throughput of existing customers.
Compared {o the AP policy described herein, when the newly introduced client uses the traditional active policy,
the packet loss of the client currently connected to the network is an average of 3.9%.

While the invention has been particularly shown and described with reference to the preferred embodiments
embodiments
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

CLAIMS CN102907141
I
A method of providing a wircless connection to a mobile client, the method comprising:

The access point (110A-C) scanning process is periodically triggered to monitor the access point density of the
wireless network (106);

The frequency of the trigger is adjusted in response to changes in the density of the access points.

2.

The method of claim 1 further comprising:

The frequency of the trigger is reduced in response (0 a decrease in the density of the access point.

3.

The method of claim 1 or 2, further comprising:

The frequency of the trigger is increased in response {0 an increase in the density of the access point.
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4.

The method of any one of claims 1 to 3, further comprising:

Monitoring at least one movement of the mobile client; and

The frequency of the trigger is adjusted in response to the at least one motion of the mobile client.

5.

The method of clair 4 further comprising:

Determining a speed of the at least one movement of the mobile client; and

The frequency of the trigger is increased in response to the increase in speed.

6.

The method of claim 5 further comprising:

In response to the decrease in speed, the frequency of the trigger is reduced.

1.

A method as claimed in claim 5 or claim 6, wherein the movement of the mobile client is detected by an
accelerometer placed in the mobile client.

8.

The method of any of claims 1 {0 7. further comprising:

Detecting one or more access points in the area in which the mobile client is located (104);

Monitoring at least the link quality and load characteristics of the wireless network; and
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In response {o at least the link quality and load characteristics of the wireless network, one of the detected one or
more access points is selected to connect the mobile client to the wireless network.

9.

The method of any of claims 1 0 8, wherein the wireless network is a wireless mesh network comprising a
plurality of access points, wherein another network entity is connected to one of the plurality of access points,
and whereiu Each of the detected one or more access points is associated with a path connecting the
corresponding access point and the another network entity over the wireless mesh network, each path having a
plurality of accesses selected from the plurality of access points Oune or more nodes of the point;

The method further includes;

Determining connection quality and load characteristics of each path associated with each of the detected one or
more access points over the wireless mesh network;

The access point is selected based on the connection quality and load characteristics of the path.

10.

The method of claim 9 further comprising:

And locating the detected one or more access points based on the detected connection quality and load
characteristics of the associated path of the one or more access points through the wireless mesh networlk; and

According to the ranking, an access point is selected.

11

A computer readable medium having stored thereon computer readable code, when the code is executed by one
or more digital processors, instructing the one or more digital processors {o provide a wireless connection to a
mobile client, The computer readable code includes:

An instruction for periodically triggering an access point scanning process to monitor the access point density of
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the wireless network; and

An instruction to adjust the frequency of the trigger in response to a change in the density of the access point.

12.

The computer readable medium of claim 11 further comprising:

An instruction for monitoring at least one motion of the mobile client; and

An instruction to adjust the frequency of the trigger in response to the change in the at least one motion of the
mobile client.

13.

The computer readable medium of claim 11 or 12, the computer code further comprising:

An instruction for receiving a rotion signal from an accelerometer placed in a mobile client; and

An instruction for determining at least one motion of the mobile client from the motion signal.

i4.

The computer readable medium according to any one of claims 11 o 13, the computer code further comprising:

An instruction for detecting one or more access points in an area in which the mobile client is located;

An instruction for measuring at least link quality and load characteristics of a wireless network; and

Configuring to select one of the detected one or more access points to connect the mobile client to the wireless
network based on at least the link quality and load characteristics of the wireless network to maximize end-to-end
performance of the wireless connection Instructions.
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15.
A wobile chient {110A-C) for connecting to a wireless network (106} via one or more access points {104),
comprising:

a scanning module (247) configured to periodically trigger an access point scanning process 1o moni{or an access
point density of the wireless network;

The adjustiment module is configured to adjust the frequency of the trigger in response to a change in the density
of the access points,

16.

The mohile client of claim 15 further comprising:

asensor (262) configured to generate a motion signal indicative of at least one motion of the mobile chent; and

a mobility monitor (246) configured to monitor at least one motion of the mobile client by the motion signal,

The adjustment module is further configured to adjust a frequency of the trigger in response to a change in the at
least one motion of the mobile client.

17.

A mobile client according to claim 15 or 186, further comprising an association module (248} configured to
monitor at least link quality and load characteristics of the wireless network, and according fo at least said Hok of
the wireless network Quality and Load Characteristics An access point (104} is selected to connect the mobile
client (118A-C) to the wireless network to maximize end-to-end performance of the wireless connection.

18.
The mobile client of any one of claims 15 to 17, wherein the scanning module (247} is further configured to

monitor a received signal strength of a wireless signal received by the mobile client,

The mobile client further includes:
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The migration module (287} is configured to migrate the mobile client from the first access point to the second in
response to at least one of a change in motion of the mobile client, a change in access point density, and a change
in received signal strength Access Point.

19.
A system (100) for providing a mobile client (110A-C) with a wireless connection to a wireless network (106},

the system comprising:

Multiple access points (104) distributed in the wireless network (106}); and

A mohile client (110A-C) configured to periodically trigger an access point scanning process to monitor an
access point density within an area in which the mobile client is located, the mobile client further configured to
The frequency of the trigger is adjusted in response to changes in the density of the access points.

20.

The system of claim 19, wherein the mobile client (110A-C) is configured to monitor at least one motion of the
mobile client and is configured to adjust the frequency of the trigger in response (o a change in motion of the
mobile client.

21.

A systern as claimed in clatro 19 or 20, wherein each of the plurality of access points (104) is configured to
measure at feast link quality and load characteristics of the wireless network and is configured to indicate the link
Measurements of quality and load characteristics are sent to the mobile client (110A-C).

22.

A systern according to any one of claims 19 to 21, wherein the roobile client (110A-C) is configured to receive
measurements of the link quality and load characteristics, and when the mobile client detects the wireless network
{106} When the one or more access points (104) are configured, the mobile client is configured to select one of
the detected one or more access points based on the measurement of the link quality and load characteristics of
the wireless network One to maximize the end-to-end performance of the wireless connection.
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The invention disclosss a method for controlling 8 terminal 1o aclively ream. The
method is applied 1o an access coniroller {AC) in a wirsless local area network system
and comprises the steps that when the average signal strength of an STA on a first
access point (AF) connected with the STA is not larger than a first preset value and the
average signal strength of the 5TA on othar APs is not smaller than a second presst
valug, the first AP is informed (o reducs emission power for the 3TA, meanwhile, a
zacond AP s pushed to the STA, the second prezet valug is farger than the first preset
value, and the second AP is the AF where the average signal strength, not smaller than
the second preset valus, of the 5TA on the other AFs is the maximum. The invention
further discloses a devices for controlling the fermina! o actively roam. According to the
method and device, a client side can fast roam from the AF with poor signals to the AP
with good signals.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

DESCRIPTION CN104301957

The invention discloses a method for controlling active roaming of a terminal, which is applied to an access
controfler AC in a wireless Iocal area network system, and the method comprises: when the STA is on the first
access point AP with which the connection is established, the average signal strength is not greater than a first
predefermined value, and the average signal strength of the STA on the other AP is not less than a second
predetermined value; notifying the first AP to reduce the transmit power for the STA, and pushing the second AP
to the STA, where The second predetermined value is greater than the first predetermined value, and the second
AP is an AP whose average signal strength of the STA on other APs is not less than the average signal strength of
the second predetermined value. The invention also discloses an apparatus for controlling active roaming of a
terminal. By adopting the invention, the client can roam from the poor signal AP to the AP with better signal as
soon as possible.

Method and device for controlling terminal active roaming

Technical field

The present fnvention relates to the field of network cormmmunication technologies, and in particular, to a method
and apparatus for controlling active roaming of a terroinal.

Background technique

In a wireless network such as a WLAN, it is generally implemented by a wireless access point (AP} and a wireless
access controller (AC). In this AC+AP networking mode, the AP is a wireless transceiver device that is
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responsible for converting data received from a wired network (such as the Internet) into wireless signal
transimission, converting the received wireless signal into data and forwarding it to the data. Wired network. The
AC completes the functions of authentication/counfiguration/data forwarding for wireless users and plays a
centralized control role.

-t

FIG. 1 is a schematic diagram of a typical wircless network networking structure. Asshownin FIG. 1, a0 ACis
connected to multiple APs of AP to AP4, and a terminal (STA} is connected to the AC through an access point
AP. In the process of STA accessing the network, it is necessary to first find an available network, and then decide
which AP to access the AC according to certain factors. Obviously, the right to choose this is STA. The choice of
most STAs is based on signal strength.

The working mechanism of STA determines that there are many STAs in which the initial STA is connected to
AP, and then the STA moves. When it moves to the position of the dotted frame as shown in Figure 1, the STA
is away from AP 1 Farther away, the signal is weaker, and the distance from AP 2 is closer, the signal is stronger,
but the STA is still stubbornly connected to AP and will not actively roam to AP 2.

Drue to the implementation of the wireless terminal manufacturer, this situation is very comymon in the real
network. The drawback is obvious: the client is connected to the AP 1, the signal is weak, and there are a large
number of low-speed retransmission messages, so that the users of the wireless network The experience speed is
getting worse. We can call such a STA as a weak client.

The existing solution generally activates the AP to disconnect from the STA when the AC senses that the STA is
weak, and causes the STA to rescan the network and select a better AP access signal. Obviously, the shortcomings

of the prior art are obvious: this can cause the user's network interruption time to be too long.

Sumimary of the fnvention

It is an ohject of the present invention to provide a method and apparatus for controlling active roaming of a
terminal, which enables the client to roam from an AP with a poor signal to an AP with a better signal as soon as
possible.

To achieve the above object, the present invention provides a method for controlling active roaming of a
terminal, which is applied to an access controller AC in a wircless local area network system, and the method
includes:
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When the average signal strength of the terminal STA on the first access point AP with which the connection is
established is not greater than the first predetermined value, and the average signal strength of the STA on the
other AF is not less than the second predetermined value;

Notifying the first AP to reduce the transmit power for the STA, and pushing the second AP to the STA, where
the second predetermined value is greater than a first predetermined value, and the second AP is the STA on the
other AP The average signal strength is not less than the AP with the highest average signal strength in the second
predetermined value.

In order to achieve the above object, the present invention further provides an apparatus for controlling active
roaming of a terminal, which is applied {0 an access controller AC in a wireless local area network system, and the
apparatus includes:

a determining unit, configured to determine an average signal strength of the terminal STA on the AP, where an
average signal strength of the STA on the first access point AP with which the STA establishes a connection is not
greater than a first predetermined value, and an average of the STA on other APs When the signal strength is not
less than the second predetermined value, the processing unit is instructed to perform processing;

a processing unit, configured to notify the first AP to reduce the transmit power for the STA, and push the
second AP to the STA, where the second predetermined value is greater than a first predetermined value, and the
second AP is the STA The average signal strength on other APs is not less than the AP with the highest average
signal strength in the second predetermined value.

In surnmary, in the embodiment of the present invention, when the AC senses that a weak client exists and
knows that the network has a betier signal, the AP that reports the poor network reduces the transmission power
for the weak client, and simultaneously weakens the weak client. The client pushes a better signal network, so that
the weak client actively reselects the network and actively roams from the poor signal network to the better signal
network. Compared with the prior art, the weak client can be transferred from the poor signal network to the
better signal network as soon as possible.

DRAWINGS
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FIG. 1 is a schematic structural diagram of a typical wireless network networking,

FIG. 2 is a schematic flowchart of a method for controlling active roaming of a terminal according to an
embodiment of the present invention.

FIG. 3 is a flowchart of establishing a connection with an AP in an active scanning mode of the STA.

FIG. 4 is a flow chart of establishing a connection with an AP in a STA passive scanning mode.

FIG. 5 is a schematic structural diagram of an apparatus for actively roaming a control terminal applied to the
foregoing method according to an embodiment of the present invention.

detailed description

In order to make the objects, the technical solutions and the advantages of the present invention more
comprehensible, the emnbodiments of the present invention will be further described in detail below with
reference to the accompanying drawings.

2 is a schematic flowchart of a method for controlling active roaming of a terminal according to an embodiment
of the present invention, which is applied to an AC in a wireless local area network system, and the method
includes:

Step 201: Determine au average signal sirength of the terminal STA on the AP, where an average signal strength of
the STA on the first access point AP that establishes a connection with the STA is not greater than a first
predetermined value, and an average signal strength of the STA on other APs Not less than the second

predefermined value;

Step 202: Notily the first AP to reduce the transmit power for the STA, and push the second AP to the STA,
where the second predetermined value is greater than a first predetermined value, and the second AP is the STA
in the other The average signal sirength on the AP is not less than the AP with the highest average signal strength
in the second predetermined value.
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In this way, the control of the AC is used to notify the first AP to reduce the transmit power for the STA, so that
the STA disconnects the connection with the first AP, and directly pushes the second AP with a better signal to
the STA, so that the STA scans as soon as possible. The second AP saves the scanning time of the STA and
ensures that the STA roams from the first AP to the second AP as soon as possible.

The method for pushing the second AP to the STA may include: informing the second AP to unicast multiple
probe response messages (o the STA fn the beacon period.

Alternatively, the method for pushing the second AP to the STA may further include: informing the second AP
to unicast a plurality of Beacon messages to the STA during the beacon period.

Preferably, when the STA has not established a connection with the second AP within a predetermined period,
the first AP is again notified to reduce the transmission power for the STA until the STA establishes a connection
with the second AP. Here, the predetermined period is generally defined as a certain number of beacon periods.

Preferably, when performing step 202, the AC may further notify the first AP to reject the probe request message
of the STA within a predetermined period of reducing the transmit power for the STA.

That is, the method of the present invention controls the first AP and the second AP by using the AC, so asto
achieve the purpose of helping the STA to actively roam from the first AP to the second AP.

In a wireless network, each AP may transimit data packets to and from multiple 5TAs. Each AP periodically
detects the signal strength of each STA to send data packets, and each STA sends a data packet to the AP,
Average signal strength. Therefore, the first AP obtains the average signal strength of the STAs with which the
connection is established, and then notifies the AC, and the other APs also notify the AC after obtaining the
average signal strength value of the STA. The AC defines a first predetermined value and a second predetermined
value, the second predetermined value being greater than the first predetermined value. If the average signal
strength R1 of the STA on the first AP is not greater than the first predetermined value, and the average signal
strength on the other AP is not less than the second predetermined value, the STA is considered to be weak on
the first AP. The signal on the other AP is strong. At this time, the AC notifies the first AP to reduce the transmit
power for the STA, and at the same time, selects the second AP to push to the STA. The second AP is an AP
whose average signal strength on the other AP is not sialler than the average signal strength in the second
predetermined value. Therefore, the STA that establishes the conuection with the first AP is triggered to reselect
the network, so that the STA establishes a connection with the second AP with the better signal found during the
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rescanting process.

The following is a brief introduction of how the STA establishes a connection between the STA and the STA in
active scan mode and passive scan mode.

FIG. 3 is a flowchart of establishing a connection with an AP in an active scanning mode of the STA.

Step 301: The STA sends a Probe Request message to the AP by using a broadcast.

Step 302: The STA receives a probe response {Probe Respounse} packet of the AP, to obtain wireless network
information.

Step 303: The STA sends an authentication request {Authentication Request) to the AF to request an
authentication permission.

Step 304: The STA receives an authentication response {Authentication Response) packet of the AP.

Step 305: The STA further sends an association request {Association Request) message to the AP.

Step 306: The AP sends back an association response (Association Response) message to the STA.

At this point, the STA establishes a connection with the AP.

FIG. 4 is a flow chart of establishing a counection with an AP in a STA passive scanning mode.

First, the AP periodically sends a beacon packet to the STA, so that the STA scans the best AP, and then initiates
an authentication request o the AP.

Step 401: After scanning the AP to the AP, the STA sends an authentication request (Authentication Request) to
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the AP to request an authentication permission.

Step 462: The STA receives an authentication response {Authentication Response) packet of the AP.

Step 403: The STA sends an association request (Association Request) message to the AP,

Step 464: The AP sends back an association response (Association Response) message to the STA.

At this point, the STA establishes a connection with the AP.

ft can be seen from the descriptions of FIG. 3 and FIG. 4 that during the rescanning process, the STA establishes a
connection with other APs with better signals, such as the second AP, in an active scanning manner or a passive

SCanfning manner.

The AC may be configured to enable the STA to actively roam {o the second AP with a better signal, and may
push the second AP to the STA. The embodiment of the present invention may have two implementation
schernes: the first scherne, the second AP is notified to the second AP during the beacon period. The STA sendsa
probe response packet, so that the STA establishes a connection with the second AP, that is, actively roams from
the first AP to the second AP. The second solution is to notify the second AP to increase the sending of the
Beacon packet, that s, to notify the second AP {0 unicast muliiple beacons o the STA in the beacon period. The
message is such that the STA establishes a connection with the second AP, that is, actively roaming from the first
AP to the second AP.

Of course, the two schemes may be combined to notify the second AP to send multiple probe response packets
to the 5TA in a beacon period. Meanwhile, the second AP is notified to the STA in the beacon period. Mudtiple
heacon messages are sent unicast.

In order to clearly iHlustrate the present invention, a specific scenario will be described below. The schematic
diagram of the wireless network networking structure of FIG. 1 is taken as an example for description.

1)

After a STA accesses APL, it becomes weak due to the location mobile access signal and becomes a weak client.
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2)

The AC obtains the average signal strength of the STA on each AP, and the AP1 detects that the average signal
strength of the STA is Rl and notifles the AC, and the APZ detects that the average signal sirength of the STA is
R2. The AC is notified, and the AP3 notifies the AC after detecting that the average signal strength of the STA is
R3. and the AP4 notifies the AC after detecting that the average signal strength of the STA is R4.

The AC judges that Rl <= the first predetermined value, and determines that R3 and R2 are respectively greater
than or equal to the second predetermined value, and after R2>R3, the AC notifies AP1 to perform steps 3) and
4}, and notifies AP2 to perform steps 5) and §).

3

The AC notifies AP1 {o reduce the fransmit powet for the STA. The level of the transmoit power reduction is
reduced by 2 anits in 10 Beacon periods, so that AP1 sends a message to the STA with the reduced transmit
power in 10 Beacon periods. For example, 1Beacon period = 100ms, then 10Beacon period = 1000ms; 1 unit =
1db = 1mw, then 2 units = Zrow. In this way, the AC reduces the transmit power of AP1 by 2 mw, and AP1 sends
a message to the STA by reducing the transmit power after 2 mw. After the transmit power of AP is reduced, the
signial becornes worse for the STA, so that the STA disconnects from AP, so that the STA actively searches for
the AP. If the STA does not actively roam to APZ within 10 Beacon periods, the transmit power of AP1 is further
reduced by 2 units, and the packet is sent to the STA with the transmit power after the lowering again in the next
10 Beacon periods uniil the STA Scan for a betier AP and actively roam to the AP,

4)
The AC notifies the AP1 that it does not respond to the probe request message sent by the STA {0 the STA within
a predetermined period of reducing the transmit power for the STA, which will speed up the STA disconnecting

from the AP1 and actively roaring as soou as pussible.
5)

The AC notifics APZ to continuously send unicast two probe response messages to the STA during each Beacon
period.

28-10-2019 8 TP Link Ex. 1004
Page 531



In this way, the STA will be able to select AP2 faster and actively roam to AP2. To make the interval for sending
probe response packets more uniform, the time for sending probe response packets in this scenario is as follows:
After AP1 reduces the transmit power, if any Beacon period starts, the time is T, and the time is over. The point is
T1, then the time points for sending 2 probe respounse messages are T+(T1-T)/4, T1-(T1-T)/4, respectively: 1/4
time point in a Beacon period And send a probe response message at the 3/4 time point of a Beacon period.

6)

The AC notifies APZ to unicast two Beacon packets to the STA during each Beacon period. On the basis of the
normal broadcast of the Beacon packet, the AP2 is required to increase the transmission of the Beacon packet
and unicast to the STA, so that the STA can select the AP2 and actively roam to the APZ. To make the time
interval for sending Beacon packets more uniform, the time for sending Beacon packets in this scenario can be:
For any Beacou period, the starting time is T, and the ending time is T1. The time of the added Beacon packet is
T+(T1-T)/2, that is, one Beacon packet is sent at 1/2 of the Beacon period.

In sumimary, through the control of the AC, the AP2 actively pushes its own network connection to the weak
client, and the AP1 network has become basically unavailable for the weak client, thereby realizing the STA active

roaming.

Based on the same inventive concept, the present invention also provides an apparatus for controlling active
roaming of a terminal. Referring to FIG. 5, FIG. § is a schematic structural diagram of an apparatus for actively
roaming a control terminal applied to the foregoing roethod according to an embodiment of the present
invention. The device is applied to an AC in a wireless local arca network system, including:

The determining unit 501 is configured to determine an average signal strength of the terminal STA oun the AP,
where an average signal strength of the STA on the first access point AP that establishes a connection with the
STA is not greater than a first predetermined value, and the STA is on another AP, When the average signal
strength is not less than the second predetermined value, the processing unit is instructed to perform processing;

The processing unit 502 is configured to notify the first AP to reduce the transmit power for the STA, and push
the second AP to the STA, where the second predetermined value is greater than a first predetermined value, and
the second AP is the The average signal strength of the STA on other APs is not less than the AP with the highest
average signal strength in the second predetermined value.
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The processing unit 502 is further configured to: when the STA has not established a connection with the second
AP within a predetermined period, notify the first AP to reduce the transmit power for the STA, until the STA
and the second The AP establishes a connection.

The processing unit 502 is further configured to notify the first AP to reject the probe request message of the STA
within a predetermined period of reducing the transmit power for the STA.

When the processing unit 502 pushes the second AP to the STA, the processing unit 502 is specifically configured
to: notify the second AP to unicast multiple probe response messages to the STA in the beacon period.

When the processing unit 502 pushes the second AP to the STA, the processing unit 502 is specifically configured
to: notily the second AP (o unicast a plurality of beacou ressages to the STA within the beacon period.

The techunical solution provided by the invention brings the following advantages:

1. When a weak client exists, the AC helps it to actively roam to a betier AP, which eliminates the existence of
weak clients in the network and greatly improves the performance of the entire network.

Second, improve the network experience of weak client users, so that they can be connected to the AP with the
best signal at any time.

The above is only the preferred embodiment of the present invention and is not intended to it the scope of the
present invention. Any modifications, equivalent substitutions, improvements, etc. made within the spirit and
scope of the present invention are intended to be included within the scope of the present invention.
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Patent Transiate

Powersd by EPQ and Google

Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

CLAIMS CN104301957

I
A method for controlling active roaming of a ferminal is applied to an access controlier AC in a wireless local area
network system, and the method includes:

When the average signal strength of the terminal STA on the first access point AP with which the connection is
established is not greater than the first predetermined value, and the average signal strength of the STA on the
other AP is not less than the second predetermined value;

Notifying the first AP to reduce the transmit power for the STA, and pushing the second AP to the STA, where
the second predetermined value is greater than a fiest predetermined value, and the second AP is the STA on the
other AP The average signal strength is not less than the AP with the highest average signal strength in the second
predetermined value.

2.

The method according to claim 1, wherein when the STA has not established a connection with the second AP
within a predetermined period, the first AP is again notified to reduce the transmission power for the STA until
the STA Establish a connection with the second AP,

3.
The method of claim 2, further comprising: notifying the first AP to reject the probe request message in response
to the STA within a predeterinined period of reducing the transmit power for the STA.
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4.
The method of claim 1, wherein the method of pushing a second AP to the STA comprises: notifying the second
AP to unicast a plurality of probe response messages to the STA during a beacon period.

5.

The method of claim 1, wherein the method of pushing a second AP to the STA comprises: notifying the second

AP to unicast a plurality of beacon messages to the STA during a beacon period.

6.
A device for controlling active roaming of a terminal is applied to an access controller AC in a wireless local area
network system, and the device includes:

a determining unit, configured to defermine an average signal strength of the terminal STA on the AP, where an
average signal strength of the STA on the first access point AP with which the STA establishes a connection is not
greater than a first predetermined value, and an average of the 5TA on other APs When the signal strength is not

less than the second predetermined value, the processing unit is instracted to perform processing;

a processing unit, configured to notify the first AP to reduce the transmit power for the STA, and push the
second AP to the STA, where the second predetermined value is greater than a first predetermined value, and the
second AP is the STA The average signal strength on other APs is not less than the AP with the highest average
signal strength in the second predetermined value.

7.

The apparatus according o claim 8, wherein the processing unit is further configured to: when the STA has not
established a connection with the second AP within a predetermined period, notify the first AP to lower the
target again. The transmit power of the STA until the STA establishes a connection with the second AP.

8.

The apparatus according o claim 7, wherein the processing unit is further configured to notify the first AP (o
reject the probe request message of the STA within a predetermined period of reducing the transmit power for
the STA.
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9.
The device according to claim 6, wherein the processing unit, when pushing the second AP to the STA is
specifically configured to: notify the second AP to unicast multiple probe responses to the STA during the

beacon period. Message.

10.
The device according to claim 6, wherein the processing unit, when pushing the second AP to the STA, is
specifically configured to: notify the second AP to unicast the plurality of beacons to the STA in the beacon

period. Message.
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{54y Data broadcasting with a prepare-to-broadcast message

{87y  Technigues for broadeasting dats in a multi-
channe! network having a control channel and multiple
daia channels are described. A node wishing to broad-
cast data may determine a particular data channetl frora
among the multipie data channels, a modulation tech-
nique, and a datarate fo be utilized to broadeast the data.
The broadcasting node may transmit a message over
the control channel indicating that the data will be broad-
cast on the particular data channel! using the rmoduiation
technique and at the determined data rate. The broad-
casting node and a node wishing to receive the data rmay
switch o the particular data channet. The broadcastnode
rmay broadcast the data over the particular data channel,
while the receiving node may receive the data. Afier
broadeasting the data or a predetermined time period
has expired, the proadcasting node and receiving node
may switch to the control channal,
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Description
BACKGROUND

fpo1] Communication networks, such as wireless
mesh networks, are used to connact a variety of different
devices {(2.g., nodes). These communicalion nebworks
often contain muitiple different generations of nodes hav-
ing different characteristics and capabiiities.

[Bof2] Within a communication network, one or more
nodes may wish to communicate while a particular node
is broadcasting data. Dueto alimited number of channals
and/or in order to avoid intarference, the one or more
niodes may be forced to communicate after the particular
node finishes broadeasting the data. This waiting period
may be lengthened when the particular node broadcasts
a large amount of data which reguires more communi-
cation time. In addition, this waiting period may be length-
ened when the particularnode broadcasis the data based
on a particular modulation technique and/or datarate that
requires more communication tirne.

BRIEF DESCRIPTION OF THE DRAWINGS

[0803] The detailed description refers to the accompa-
nying figures. in the figures, the left-most digit(s) of a
reference number identifies the figure in which the refer-
ence nuraber first appears. The use of the same refer-
ence numbers in different figures indicates similar or
identical items.

FIG. 1 is a schematic diagram of an example archi-
tecture of a multi-channe!, wireless mesh network in
which data can be broadecast among nodes.

FIG. 2 illustrates an exaraple environment for broad-
casting data from a broadeasting node to one ormore
neighboring nodes.

FIG. 3 illustrates an example freguency hopping
process which may be utilized in broadceasting data
in a multi-channel network.

FIG. 4 fllustrates an example prepare-to-broadoast
protocol data unitwhich may be transmitted in a mul-
fi-channel network.

FIG. Sillustrates an example process for fransmitting
a prepare-ic-broadcast message over a coniro!
channel indicating that data will be broadcast on a
particular data channel, switching to the particular
data channsl, and broadcasting the data over the
particular data channel.

FiG. 6 iliustrates an example process for receiving
a prepare-io-broadeast message over a coniral
channel indicating data will be broadcast on a par-
ticuiar data channel, switching to the paricular data
channel, and receiving the data over the particular
data channel.
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DETAILED DESCRIPTION

{00041 As discussed above, existing technigues for
broadeasting data do not provide an effective way of
broadcasting data within a wireless mesh network. For
exampie, existing broadcasting techniques are not well
suiled {o broadcast data in a heterogensous wireless
mesh network in which nodes have differing capabilities.
[0005] This disclosure describes technigues direcied
o broadeasting data inan efficient manner toone ormore
nodes of anetwork. The disclosure introduces a prepare-
to-oreadcast (PTB) message, to be sent over a conirol
channel {o the one or more neighboring nodes. The net-
work may comgprise a multi-channel network having a
control channe! and multiple data channels. In some im-
vlemantations, a node wishing o broadeast data {e.g., a
oroadcasting node) may determine a particular data
channal of the multiple data channels (o be ulilized 1o
broadcast data, a particutar moduiation technigue o be
utilized, andfor a particular data rate o be utilized. in
some instances, the determination is based at least in
part on the capabilities of one or more other nodes {e.g.,
neighboring nodes) within a predetermined proximity o
the broadcasting node.

{60081 The broadcasting node may transmit a prepare-
to-oreadcast (PTB) message over the control chamnel to
the one or more neighboring nodes that are listening on
the control channel. As used herein, the lerm "PTB mes-
sage” may generally refer to a message that is transmit-
ted before data is broadcast indicaling that a node (e.9.,
the broadcasting node) wishes io broadcast data. The
PTE message may aiso indicate aparticular data channel
{0 be utilized to broadeast the data, a modulation tech-
nigue to be utilized, and/or a data rate {e.g., bit rate} fo
ve utilized. The PTB message may also include informa-
tior: to identify the data that will be broadcast (e.g., a data
identifier (ID)). The particular data channel, modulation
technique, and/ordaia rate indicaied inthe PTE message
may comprise a particular data channel, modulationtech-
nique, and/or daia rate previously determined by the
broadeasting node. In some insiances, the PTB message
is shorter in length than the data. That is, the PTB mes-
sage includes less bits and/or bytes than the data.
{60077 After the PTB message has been fransmitied
on the control channel, the broadcasting node and/or the
one or more neighboring nodes may swilch {e.g., tune,
with an RF -receiving radio} to the particular data channel.
The broadcasting node may broadcast the data over the
particular data channel based at leastin part on the mod-
ulation technigue and/or data rate indicated in the PTB
message. Meanwhile, the one or more neighboring
nodes may receive the data over the particular data chan-
nel. The broadeasting node and/or the one or more neigh-
boring nodes may switch to the control channel after the
data has been broadcast andfor a predetermined tima
period has expired since swiiching to the particular daia
channel.
{0008]

Use of the PTB message may allow broadcast
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of data without receiving any communication from one
or more neighboring nodes. For example, a broadcasting
node may broadeast the data without knowing whether
the one or more neighboring nodes are available {o re-
ceive the broadcast. Thus, the data may be broadocast
without exchanging a request-to-send (RTS8} message
and/or a cdlear-to-send (CT8) message betwesn the
broadcasting node and the one or more neighborning
nodes. Additionaily, or aiternatively, after the data has
been broadceast, the broadeasting node rmay swiich back
to the contirol channel without receiving an acknowledge-
ment message from the one or rore neighboring nodes
indicating that the data was received.

[B60BS] The broadcasting technigues are described
herein in the context of a utility mesh network including
a plurality of nodes. While the techniques are described
in the context of a utility mesh network, the technigues
may additionally, or allernatively, be applicable to other
networks and/or other applications. As such, the nodes
may include any device coupled to a communication net-
work and capable of sending and/or receiving data.
[6818] invarious embodiments described herein, data
may be broadceast in an efficiant manner. For example,
by employing a muiti-channel network having a control
channel and multiple data channels, a node may com-
municale over the control channel while another node
broadcasis data over a data channel. in addition, by uti-
fizing rnuttiple data channels, a first node ray broadoast
data over afirst data channel while a second node broad-
casts, or otherwise communicales, over a second data
channel. This may allow a network fo increase data
throughput comparead to technigues which utilize a single
channel. Further, by cormmunicating shorter messages
on a control channel and broadcasting longer data (e.g.,
data frames) on a data channel, more nodes may corn-
municate over the control channel compared to tech-
riigues which utilize a single channel for communicating
short messages and long data.

[6811] In addilion, in some instances, by broadcasting
daia with a modulation technigue and/or data rate that is
determined based at least in part on capabilities of one
or more nodes neighboring a broadcasting node, the ca-
pabilities of the one or more neighboring nodes may be
leveraged to decrease a time required to broadeast the
data. That is, the data may be broadcast with a modula-
fion fechnique andfor data rate that requires less com-
munication time from among modulation techniques
and/or data rates that are available to the one or more
neighboring nodes or that might otherwise be utilized {o
broadcast the data.

[3812] The sections below are examples provided for
the reader’s convenience and are not intended o limit
the scope of the claims, nor the proceeding seclions.
Furthermore, the technigues described in detail below
may be implemanted in a number of ways and in a
number of contexts. One example implementation and
contextis provided with reference to the following figures,
as described below in more detail. Additionally, the fol-
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iowing impiementation and context is meant to be repre-
sentative of other possible implementations.

EXAMPLE ARCHITECTURE

{60131 FIG. 1 is a schematic diagram of an example
archileciure 100 of a multi-channa!, wireless mesh net-
work inwhich a PTE message and/or daia can be broad-
cast. The architecture 100 includes a plurality of nodes
102A, 1028, ... 102N (collectively referred o as nodes
102) communicatively coupled to each other via direct
communicaiion paths. in this example, N represents a
number of nodes in an avionomous routing area (ARA),
such as a wide area natwork (WAN), metropolitan area
network (MAN]), iocal area network (LAN), neighborhood
area network {(NAN), personal area network {(PAN), or
the like.

[0014] Eachdirect communication path may represent
a plurality of channels over which anode is able to trans-
mit and/or receive a PTE message and/or data. Each of
the plurality of channels may be defined by a frequency
range which may be the same as or different from fre-
gquency ranges of others of the plurality of channels. In
some instances, the piurality of channels comprises radio
frequency {RF) channels. The plurality of channels may
comprise a controi channe! and multiple data channels.
In some instances, the control channel is utilized for com-
municaling one ormore PTB messages o nodes o spec-
ify one of the muliiple data channels, 3 moduiation tech-
nique, and/or a data rate to be ulilized o broadcast data.
Meanwhile, the data channels may be utilized for com-
municating data. Generally, transmissions on the control
channel are shorter relative to tfransmissions on the dala
channels.

{6015] Eachof the nodes 102 may be implemented as
any of a variety of conventional computing devices such
as, for exammple, smart utility maters (e.q., elactric, gas,
and/orwater meters), controf devices, sensors {e.g., tem-
perature sensors, weather stations, freguency sensors,
etc.), transformers, routers, servers, relays (e.g., cellular
relays), switches, valves, combinations of the foregoing,
or any device couplable to a communication network and
capabie of sending and/or receiving data. in some cases,
the nodes 102 may include different types of nodes (e.9.,
smart meters, celiular relays, sensors, efc.), different
generations or models of nodes, and/or nodes that oth-
erwise are capable of transmitting on different channels
and using different modulation techniquas, data rates,
protocols, signal strengths, and/or power levels. In these
cases, the architecture 100 may represent a heteroge-
neous network of nodes.

{6018] inthe exampieofFIG. 1, the nodes 102 are also
configured to communicate with a central office 104 via
an adge device (e.g., cellular relay, celiular router, edgs
router, DODAG root, efc.) which serves as a connection
point of the ARA 1o a backhau! network(s} 106, such as
tha internet. In the exarmple illustrated example, the node
1024 serves as a cellular relay to relay communications
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from the other nodes 1028-102N of the ARA to and from
the ceniral office 104 via the network(s} 106.

[0317] The node 1028 is represeniative of each of the
nodes 102 and includes a radic 108 and a processing
unit 110. The radio 108 comprises an RF transceiver con-
figured to transmit and/or receive RF signals via one or
more of a plurality of channels/frequencies. In some im-
plementations, each of the nodes 102 inciudes a single
radio 108 configured to send and receive data onmultipie
differant channels, such as the control channel and mul-
tipie data channels of each communication path. The ra-
dio 108 may aiso be configured to implement a plurality
of different modulation technigues, data rates, protocols,
signal strengths, and/or power levels.

[0618] Insomeimplementations, the radic 108 ulilizes
a modulation technique andfor data rate associated with
apreviously defined standard. The moduiation technigue
and/or dala rate may be associated with a standard de-
fined by the Institute of Electrical and Electronics Engi-
neering (IEEE), such as the IEEE 802.11 standard, the
IEEE 802.15 standard (e.g., 802.15.4), elc. {n ons exam-
ple, the modulation technigue andfor data rale are se-
lected from tha following non-exhaustive list:

¢ Freguency Shift Keying (FSK) modulation with a data
rate of 50 or 150 kbps; channel spacing of 200 or
400 kHz; and/or a first channel starting at 802.2 or
802.4 idHz. FSK modulation may utilize convolution-
al code forward error correction (FEC).

*  QOrthogonal Frequency-Division Multiplexing
(OFDM) with physical modulations of binary phase-
shift keying (BPSK}, guadrature phase-shift keving
(QPSK), and/or quadrature amplitude modulation
{QAM) {e.g., 18-QAM); a data rate of 50, 100, 200,
300, 400, 800, or 800 kbps; and/or channel spading
of 400 or 800 kHz. OFDM may utilize convolutional
FEC with %2 or % coding rate.

«  Direct-sequence spread spectrum (DSSS) moduia-
tion with a physical modulation of offset quadrature
phase-shift keying (O-QPSK}; a data rate of 31.25,
125, 250, or 500 kbps; and/or channel design based
on a previously defined standard, such as the
802.15.4 standard. D88S may utilize convoiutional
FEC.

[B619] Infurther exarmples, the radio 108 may utilize a
customized modulation technigue. The customized mod-
ulation technigue may be associated with a data rate of
5 or 10 kbps.

[6628] Inthe example of FIG. 1, the radio 108 includes
an antenna 112 coupled o an RF front end 114 and a
base haseband processor 116. The RF front end 114
may provide transritting and/or receiving functions. The
RF front end 114 may inciude highfrequency analog
and/or hardware components that provide funciionality,
such as tuning and/or attenuating signals provided by
the antenna 112 and oblained from one or more of tha
nodes 102. The RF front end 114 may provide a signal
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[#2]

o the baseband processor 116.

{6021] In one implementation, all or part of the base-
vand processor 1168 may be configured as a sofiware
{SW) defined radio. in one example, the baseband proc-
assor 116 provides frequency and/or channe! selection
functionality to the radic 108. For exampile, the SW de-
fined radio may include rixers, filters, ampiifiers, modu-
iators and/or demodulators, detectors, elc., implemenied
in software executed by a processor or application spe-
oific integrated circuit (ASIC) or other embedded com-
puting device(s). The SW defined radio may utilize proc-
essor{s) 118 and software defined or slored in memory
120. Aiternatively, the baseband processor 116 may be
implemented at least in part using analog componants,
{6022] The processing unit 110 may include one or
more processor(s} 118 communicatively soupled o
memory 120. The processing unit 110 may also include
a clock 122 configured to provide a clock signal andfor
maintain a time. In one exampie, the clock signal is pro-
vided as an input to the processor 118. The clock 122
may also be configured 1o provide one or more count-up
or count-down timers. Such timers may be used in fre-
guency hopping among multiple communication chan-
nels.

{60231 The memory 120 may be configured to siore
one or more software andfor firmware rmodules, which
are executable on the processor(s} 118 to implement var-
ious functions. Whils the modules are describad herein
as being software and/or firmware executable on a proc-
essor, in other embodiments, any or all of the modules
may be implemented in whole or in part by hardware
{e.q., as an ASIC, a spedigized processing unit, alc.) o
execute the described functions.

{60241 In the embodiment of FIG. 1, the memory 120
ncludes a channel determination module 124, a commu-
nication module 128, a frequency hopping module 128,
and a dala determination module 130. The channel de-
termination module 124 may determine a particuiar data
channel from among multiple data channels to be utilized
to broadcast data, a modulation technigue to be utilized,
and/or a data rate to be utilized. The particular data chan-
nel, modulation ischnique, and/or daie rate may be oui-
out to the communication module 128, In some instanc-
es, the channel determination module 124 maintains a
location {e.g., frequency or frequency range) of a control
channel andfor the multiple data chapnels, Additionally,
or alternatively, the channel determination module 124
may maintain a list of available data channels from
among the muitiple data channels.

[00625] The communication module 126 may cause
switching of a comwnunication channel utilized by the
node 102 for communication. For example, the commu-
nication module 126 may cause the node 102 io swilch
from a control channel 1o a data channel andfor from a
data channel to a control channel, That is, the commu-
nication module 128 may cause theradio 108 of the node
102 o tne from a frequency associaled with a control
channel to a frequency associated with a data channel.
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in addition, the communication module 126 may cause
oneor more PTB messages and/or datato be transmitied
and/or received on a cormmunication channel (e.q., son-
rol channel, data channel}. The particular data channel,
rmodutation technigue, and/or dala rate indicated in the
PTE message may comprise a parficular data channel,
modulation technique, and/or data rate input o the com-
munication module 126 from the channe! determination
module 124,

[88268] The frequency hopping module 128 may be
corfigured to communicate with the baseband processor
118 and the clock 122, In one example, the frequency
hopping moduie 128 is configured to obtain time infor-
mation andior set frequency-hopping timers in the clock
122. Such tims information and/or timers will indicate to
the frequency hopping module 128 when to "hop™ or tune
io a different channel or frequency. Additionally, the fre-
quency hopping module 128 may be configured {o direct
the SW defined radio or other component of the radio
108 to perform the actual frequency changes. Accord-
ingly, the frequency hopping modide 128 is able o re-
peatedly shifi between agreed upon freguencies, at
agreed upon times and communicate with ancther
node(s) for agreed upon periods of time and in agreed
upon protocols.

[00327] The data determination module 130 may deter-
mine whether data to be broadcast has aiready bheen
received. The determination may be based at least in
part on & data ID included in a PTB message of the data
thal will ba broadeast. The data determination module
130 may compare this data 1D with data IDs associated
with other data (2.9., dala packats) that have been pre-
viously received.

[0628] in some implementations {e.g., when the node
is a ulility meter}, the memory 120 may also include a
metrology module configured to collect consumption da-
ta of one or maore resources (e.q., electricity, water, nat-
ural gas, efc.}, which may then be transmitied to one or
more other nodes 102 for eventual propagation o the
ceniral office 104 or another destination.

[B629] The memory 120 may comprise computer-
readable media and may take the form of volatile mem-
ory, such as random access memory (RAM) and/or non-
volalile mernory, such as read only memory (ROM) or
fiash RAM. Computer-readable media includes volatiie
and non-volalile, removable and non-removable media
implemented in any method or technology for storage of
information such as computerreadable instructions, da-
a siructures, program modules, or other data for execu-
fion by one or more processors of a computing device.
Examples of computer-readable redia include, but are
notlimited to, phase change memory (PRAM), static ran-
dom-access memaory (SRAM), dynamic random-access
memaory {DRAM), other types of random access memory
{RAM), read-only memory (ROM), electrically erasable
programmable read-only memory (EEPROM), fiash
memory or other memory technology, compact disk read-
only memory {CD-ROM), digital versatile disks (BVD) or
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other optical storage, magnetic casseties, magnelic
tape, magnetic disk storage or other magnetic siorage
devices, or any cther non-ransmission medium that can
be used to store information for access by a computing
device. As defined herein, computerreadable media
does not include communication media, such as modu-
iated data signals and carrier wavas.

{0038] The network{s) 106, meanwhile, represents a
backhaui network, which may itseif comprise a wireless
or a wirad network, or a sombination therecl. The nel-
work(s} 1068 may be & collaction of individual networks
interconnected with each other and functioning as a sin-
gle iarge network (e.g., the internet or an infranst}. Fur-
ther, tha individual networks may be wireless or wired
networks, or a combination thereof.

[6031] The central office 104 may be implamented by
one or more computing devices, such as servers, per-
sonal computers, laptop computers, etc. The ocne ormore
computing devices may be equipped with one or more
processor(s) communicatively coupled to memory. in
some exampies, the ceniral office 104 includes a cen-
tralized meter data management system which performs
processing, analysis, storage, and/or management of da-
& received from one or more of the nodes 102. For in-
stance, the central office 104 may process, analyze,
store, andfor manage data obtained from a smart utility
meter, sensor, contral device, router, regulator, server,
relay, swiich, valve, and/or other nodes. Although the
exampie of FIG. 1 illustrates the central office 104 in a
singie location, in some exaraples the central office 104
may be distribuied amongst muiltiple locations and/or
may be eliminated entirely {(2.g., in the case of a highly
decentralized distributed computing platform).

{6032] FIG. 2 illustrates an example environment 200
for broadeasting data from a broadcasting node 202 1o
one or more neighboring nodes 204A and 2048, The
nodes 202-204 may be similar {o or the same as the
nodes 102 in FiG. 1. The neighboring nodes 204A and
2048 may be located within a predetarminad proximity
to the broadcasting node 202 such that the broadcasting
node 202 may communicata with the neighboring nodes
204A and 2048, Although the following description refers
o the node 202 as a broadcasting node and the nodes
2045 and 2048 as nodes that raceive the broadcast data,
it shouid be understood that many nodes can function as
both a broadcasting node and a receiving node as nead-
ad.

[06033] Insomeinsiances,thebroadeasting techniques
described below refer to varnous layers of the nodes 202,
204A, and 2048 that may be based at ieast in part on
the Open Systems Interconnection (081 Model or the
like. In the O81 Model, the nodes 202, 204A, and 204B
may each include a plurality of layers, such as a Physical
Layer, a Data Link Layer, and one or more additional
iavers. In particular implemeaniations, the Data Link Laver
includes a Media Access Control (MAC) sub-layer imple-
manting various functionality. Although the following de-
scriptionrefers to specificlayers forimplementing various
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functionality, it should be appreciated that the function-
ality described below may be otherwise implemented by
the nodes 202, 204A, and 2048.

[6634] In the exampie of FIG. 2, a MAC sub-layer of
the broadcasting node 202 mayreceive a comymand frora
another layer of the broadcasting node 202 reguesting
io broadcast data. The command ray be received from
an upper layer of the broadeasting node 202, that is, a
layer that is further removed from 3 physical layer of the
broadcasting node 202 than the MAC sub-layer. Insome
embodiments, the command may reguest that the data
be broadcast with a specific modulation technique and/or
atadatarate. While in other embodiments, the command
mersaly requests that the data be broadoast.

[0835] Afterreceiving the command, the MAC sub-lay-
er of the broadeasting node 202 may determine 8 partic-
utar data channel from among multiple data channels.
The determination may be basad at least in part on a list
of available data channels that are currently available for
communication. The list of available data channels may
be maintained in memory of a node {e.g., node 202,
2044, and/or 2048) and may be updated based at least
in gart on communiscations raceived from one or more
cther nodes indicating that a channel may be busy {(e.g.,
utilized for communication) for a period of time. In FIG.
2, the data channel M represents the data channel that
is determined for broadcasting the data. In the architec-
ture 100 of FIG. 1, the determination of the particular data
channel may be performed by the channel! determination
module 124.

[6838] The broadcastiing node 202 may additionaily,
or alternatively, determine a particular modulation tech-
nique and/or data rate 1o be utilized for broadcasting the
data. When a modulation technigue and/or data rate are
specified in a command received from an upper layer of
the broadcasting node 202, the specified moduiation
technique and/or data rate are selected for broadeasting
the data. However, when a modulation technique and/or
datarate are not spacified in the command, then the MAC
sub-iaver of the broadcasting node 202 may defermine
a modulation technigque and/or data rate to be utilized for
broadcasting the data. The determination may be based
at least in part on capabilities of the nodes 202, 204A,
and/or 2048.

[6637] As noted above, the nodes 202, 204A, andfor
2048 raay comprise different generations and/or types
of nodes, such as smart utility meters, sensors, conirol
devices, ransformers, routers, servers, relays, swilches,
valves, or a combinaiion thereof. in this case, the nodes
202, 204A, andior 204B may employ or be capable of
employing different modutation techniques and/or data
rates. Such capabilities {e.g., modulation technigues, da-
ia rates, efc.) may be determinad based on, for example,
a previous communication from one or more of the nodes
202, 204A, andior 2048, other nodes, a central office,
andfor other devices.

[G038] Accordingly, in some instances, the broadceast-
ing node 202 may leverage these capabilities by deter-
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mining a modulation technigue andfor data rate that is
common o the nodes 202, 204A, andfor 204B from
among a plurality of reodulation techniques and/or data
rates that are available. The broadcasting node 202 may
determine a modulation technique andfor data rate that
provides a longest communication range, provides a
maximum data rate, and/or is less susceptible 1o inter-
ference from among modulation technigues and/or data
rates that are available and/or common to the nodes 202,
2044, andfor 2048.
{6039] After determining the particular data channel,
modulation tachnique, andfor dalarate, the broadoasting
node 202 may transmit {e.g., an RF breadcast) a PTB
message on a control channel. As noted above, the PTRE
message may indicate the particular data channel, mod-
dlation technique, and/or data rate determinad o be uli-
lized to broadeast the data. In addition, the PTB message
mayinciude adata iD identifying the daia tobe broadeast.
{60407 The PTB message may be fransmitted {o one
or more neighboring nodes that are listening on the con-
trol channel (8.g., the nodes 2044 andfor 204B). In some
exampies, the PTB message is transmifted with the same
odulation tachnique and/or at the same data rale that
will be uliized for broadcasting the data. Furthermore, in
some exampies, the PTB message is fransmitted by ufi-
fizing an access method, such as the carrier sense mul-
tiple access with collision avoidance (C8MA/CA) meth-
od. In the example architecture 106 of FIG. 1, the com-
munication module 126 may cause the PTB message o
ve ransmitied.
{#041] In some implementations, the PTB messageis
fransmitted when the PTB message is shorter in length
than the data io be broadeast. Thatis, the PTB message
may be transmitied if it includes fewer bils and/or byles
than the data. In such circumstances, a broadcasting
node may confirm that the PTB message is shorfer in
length before transmitting the PTB message. i a number
of bits or bytes of the data is greater than or equal to a
riumber of bits or bytes of the PTE message, then the
proadcasting node may proceed {o transmit the PTE
message. When the PTB messageisnot shorteriniength
than the data, then the data may be directly transmitted
on a conirol channel andfor data channel without trans-
mitting a PTB message.
[00642] Meanwhile, the one or more neighboring nodes
listening on the control channsal (e.g., the nodes 204A
and/or 2048} may receive the PTB message and deter-
mine whether the data has been pravigusly receivad. In
some instances, the one or more neighbaoring nodes each
include a list of data 1Ds corresponding to data (e.q., data
packets) thathave been praviously received by the node.
The list of data IDs may be included in a table. Here, the
one or more neighboring nodes rmay each compare a
data iD provided in the PTE message with the list of data
s, When the comparison indicates that the data 1D of
the PTB message is not included in the list, then the one
or more neighboring nodas may determine that the data
to be broadcast has not been previously received. in the
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architecture 100 of FIG. 1, the data determination moduie
130 may determine whether data has been previously
recaived.
[6643] When the data has not been previously re-
ceived, the one or more neighboring nodes may swilch
to the particular data channel and begin listening for the
daia. When the data has been previously received, the
one or more neighboring nodes may continue listening
on the control channel for other messages. In the archi-
tecture 100 of FIG. 1, the communication module 126
may cause the radic 108 o tune the particular data chan-
nel.
[6644] The broadeasting node 202 may swiich to the
particular data channel after transmilting the PTB mes-
sage. The broadcasting node 202 may then begin broad-
casting (8.g., transmitiing) the dala over the particular
daia channe! based at least in part on the moduiation
technique andfor dala rate previously determined for
broadcasting the data. In some instances, the data is
broadcast afier a predetermined timeinterval has expired
since the PTB message was transmitied. The predeter-
mined time inferval may comprise a Short inter-Frame
Space (SIF3) defined by, for example, the IEEE 802.11
andfor 8G2.15 standard. After the dala has besn broad-
cast, the broadcasting node 202 may switch back {o the
conirol channel. In the architeciurs 100 of FIG. 1, the
communication module 126 may cause switching {i.e., a
change in a tuned frequency) to and from the particular
data channel and cause the data o be broadcast.
[0348] The one or more neighboring nodes (e.g., the
nodes 204A andior 204B) may listen on the particular
data channei for the data. In some instances, the one or
more neighboring nodes may each receive the data over
he particular data channel by utilizing the moduiation
-.e(.hmque and/or datarale specifiedinths PTBrnessage.
The one or more neighboring nodes may each switch
back 1o the conirol channel after the data has been re-
ceived. in other instances, the one or mare neighboring
nodes may not receive the data after a predetermined
fime period has expired {e.g., a timeout period), and may
switch back to the confrol channel after the pradeter-
mined time period has expired.
[0046] As noted above, in some instances, the data is
broadcast without receiving any communication from one
or more neighboring nodes. For example, the broadcast-
ing node 202 may broadcast the data without knowing
whether the one or more neighboring nodes are available
o raceive the broadeast. Thatis, the data may be broad-
cast without exchanging a requesi-to-send (RTS) mes-
sage and/or a clear-to-send (CT3) message between the
broadcasting node 202 and the one or more neighboring
nodes. Additionally, or alternatively, after the data has
been broadcast, the broadcasting node 202 may switch
back to the control channel without receiving an acknowi-
edgement message from the one or more neighboring
nodes indicating that the data was received. The RTS
CTS8, and/or acknowledgement messages may be de--
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andfor IEEE 802.15 standard.

{60471 In some implementations, the data broadcast-
ing process is repeated a number of times. That is, the
PTB message is retransmitted a number of times and
the data is rebroadcast after each retransrission of the
PTB message. The number of times may be speciﬁed
oy a laver, such as a MAC sub-layer or an upper laver
of a node {2.g., a layer above the MAC su-b—iayer).
instances whare the upper layer specifies the number of
fimes to rebroadceast the data, this number may take pri-
crity over a number determined and/or specified by the
MAC sub-tayer. This rebroadcasting process may pro-
vide another opportunity for cne or more neighboring
nodes toreceive the PTB messags and/orthe data, which
may not have been received due to, for example, inter-
ference andfor a communication that involved the gne or
more neighboring nodes while the PTB message and/or
data was previously fransmitied.

EXAMPLE BROADCASTING WITH FREQUENCY
HOPPING

[0048] FIG. Jillustrates an example frequency hopping
process 300 which may be utiized in broadcasting daia
in a multi-channe! network. Frequency hopping generally
ncludes the sequential tuning, by one or more modes,
of one or more channels (e.g., a control channel and/or
datachannel{s))as afunction oftime. Moreover, a control
channel may berepeatedly redefining from afirstchannel
{e.g., first RF frequency range) at a particular time to a
second channel {e.g., second RF frequency range) at a
different time, and so on. Because the timing of the hop-
ping is synchronized, nodes are able tc move between
channels in a harmonized manner-e.g., tuning a same
data channei al a same time, ransmitting/receiving data
for a same period of time, and then tuning a same control
shannal frequency at the same time, etc.

{6049] Yo illustrate, in FIG. 3 a control channet 302 is
redefined as a8 function of time such that the control chan-
nel 302 isiocated at a channel 1 at atime i, at a channel
3 at a time 1, and at a channel M-1 al a time L. When
the control channe! 302 is located at a particular channel,
then the other channais may comprise data channeis.
As illustrated, each of the channels 1-Mis defined by a
frequency range. For instance, the channel 1 is defined
between a frequency Ty and {4,

{60507 The example frequency hopping of FIG. 3 may
ve associated with a frequency hopping seguence. This
sequence may be ransmitted to one or more nodes of a
network that may utilize the channels 1-M. In some in-
stances, the sequence is transmitted from a particular
node in the network that will initiate the frequency hop-
ping. The particular node may comprise, for example, a
coordinator of the network, such as a PAN coordinator.
[6051] itshouldbe appreciated that the fraquency hop-
ping process 300 illustrated in FIG. 3 is an exempiary
grocess, and that the frequency hopping process 300
may be impiamented in other manners and/or based on
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other hopping sequences. For exampie, although the fre-
guency hopping of FIG. 3 utilizes a hopping sequence
that hops the control channe! 302 from channel 1 fo chan-
nel 3, and then from channel 3 to channel M-1, a different
hiopping sequence may be utilized o hop the contral
channel 302 to any of the channels 1-M in any order.
[08352] inoneimplermentation, anode wishing to broad-
cast dafa may perform a number of data broadcasts over
anumber of channel hops. Forexample, when the control
channel 302 is defined at channel 1, the node may frans-
mit a PTB message over the control channel 302 indi-
cating that data will be broadcast on a particular data
channel {2.g., any of channels 2-M}. The node may then
switch {2.g., tune) to the particular data channel and
broadcast the data over the particutar data channel.
[6853] Thereafter, thenodemay repaatthe data broad-
casting process when the conirol channe! 302 is defined
at channel 3. That is, when the control channel 302 is
located at channel 3, the node may transmit another PT8
message over the control channel 302 indicating that the
same data will be broadcast on & particular data channai
{e.q., any of channels 1, 2, or 4-M). The node may then
switch {2.g., tune) to the particular data channel and
broadcast the same data over the particular data chan-
nel. The data broadcasting process may berepeated any
number of limes specified by a layer, such as a MAC
sub-igyer or an upper layer of the node. Between each
rebroadeast, the controt channe! 302 and/or data channei
may be frequency hopped to different channeis.

[00354] In some instances, this rebroadcasting process
may sllow the PTB message andfor data 1o be retrans-
mitted on a different channel than that utilized in a pre-
vious transmission. In such instances, this may provide
another opportunity for one or more neighboring nodes
o receive a PTB message and/or data, which may not
have been received due o, for example, interference on
a channel utlized in the previous transmission.

EXAMPLE PREPARE-TO-BROADCAST PROTOCOL
DATA UNIT

[0655] FIG. 4 illustrates an example prepare-to-broad-
cast {(PTB} protocol data unit (PDU}Y 400 which may be
fransmitted in a muiti-channel network. This frame ex-
ample is basadon theframe format describad in 802.15.4
standard. The ferm PDU is used o herein to refer gen-
erally 1o any communication, message, or transmission
within a communication network, such as that shown in
FIG. 1. The teom PDU s based, at least in concept, on
the OS5I Model and may comprise, for exampie, a bit, a
frame, a packet, a segment, efc. In the example of FIG.
4, the prepare-to-broadcast PDU 400 is illustrated in the
form of a frame.

[6658] In some instances, one or more layers of the
O8I model may be utilized o transmit one or more PDUs
between nodes. For example, the data link layer of the
O8I model may be dlilized o transmit a PDU between
two or more of the nodes 102 in the architecture 100, In
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particular implementations, the MAC sub-layer of the da-
ta link layer may be utilized to transmit a3 PDU between
two or more of the nodes 102, Further, in some imple-
mentations, an access method may be utilized to transfer
PDUs, such as the carrier sense rmulliple access with
collision avoidance (CSMA/CA) method.

[B087] As discussed above, the PTB frarne 400 may
pe used o inform neighboring nodes that a node wishes
to broadcast data. The PTB frame 400 will be described
with reference {0 the example network of architecture
100 of FIG. 1. However, the example PTB frame 400 is
niot Himited to use with the example architecture 100, and
may be implemented using other architectures and de-
vices.

{6058] As shownin FIG. 4, the PTB frame includes the
following fields: frame conirgl (FC), sequence number,
destination personal area network (PAN) identifier, des-
fination addrass, scurce PAN identifier, source address,
auxiliary security header, payload, and frame check se-
qguence (FCS). Details of the foregoing fields of the
802.15.4-based PTB frame cther than the payload are
well known to those skilled inthe art and are not described
in detail herein. The paylcad of the PTB frame, however,
is cusiomized to implernent the broadcasting technigues
dascribed above, as well as other functionalities. The
payload may be variable in size and may indude, for
axample, one or more of the following fields:

»  Type: This field indicates a type of the frame, e.9.,
RTS, CTSG, efc. In the example of FIG. 4, this field
indicates that the frame is a2 PT8 frame.

= HW: This field indicates a modulation technique
and/or data rate that are determined at a broadoast-
ing node and that will be utilized o broadcast data.

= Duration: This field indicales a tolal expecied time
for transmitting data frama(s) specified in the PTB
rama. The duration may include time to transmit the
specified data frames, waiting times such inter-rame
spacing (IFS) {e.g., SIFS, DIFG, atc.) between
frames, and acknowiedgment (ACK) or non-ac-
kriowledgement (NACK) responses. The duration
field may be used {o determine a duration that anode
will be busy communicating with another node and
therefore unavailable 1o recaive.

»  Channel: This field indicates a data channel that will
be utilized to broadceast data.

« Data Rate (DR) parameters: This field indicates a
data rate 1o be utilized o broadcast data.

»  Data {D: This field includes an D of & data PDU
{e.g., data packet) to be broadcast. This field may
be utitized to, for example, determine if the data POU
to be broadcast has been previously received at a
node receiving the PTB frame.

EXAMPLE PROCESSES

[060589] FIGS. b-6illustrate example processes 500 and
€00 of transmitling or receiving a PTB message over a
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controf channel indicating that data will be broadcast on
a particular data channel and broadcasting or receiving
the data over the particular data channel. In FIG. §, the
process 500 may be performed by a node that will trans-
mit @ PTB messags and/or data. While in FIG. 6, the
process 600 may be performed by a node that will receive
the PTB message and/or data. However it should be un-
derstood that every node can function as both a broad-
casting node and a receiving node as needed.
[B088] The processes 500 and 600 {(as well as each
process described herein) are illustrated as a logical flow
graph, each operation of which represents a sequence
of operations that can be implemented in hardware, sofi-
ware, or a combinationthereof. In the contexi of softwa
the operations represent computer-execuiable mstruc-
tions stored on one or mora computerreadable storage
media that, when executed by one or more processors,
perform the recited operations. Generally, computer-ex-
ecutable instructions include routines, programs, ob-
jects, components, data structures, and the like that per-
form particular functions or implernent particular abstract
daia types. The order in which the operations are de-
scribed is not intended o be construed as a limilation
and any nurmber of the described operations can pe con-
bined in any order and/or in parallel to implement the
pProcess.
[6661] In FIG. 5, the process 500 is performed by a
node that will bmudc,aﬁt daia. At operation 502, a broad-
casting node determines a particular data channel for
broadcasting data. At 502, the broadeasting node may
also determine a modulation technique and/or adataraie
for broadcasting the data. Referring o the example of
FIG. 1, the channe!l determination module 124 may per-
form the operation 502,
[00362] Atloperation 504, the broadcasting node trans-
mits a message over a control channel indicating thatthe
data will be broadcast on the particular data channel. The
message may comprise 3 PTB message and may indi-
cate the datermined modulation technigue andior data
rate to be ufilized to broadcast the data. Referring to the
example of FIG. 1, the cormmunication module 128 may
perform the operation 504.
[08B83] Atoperation 506, the broadcasting node switch-
es {e.g., iunes} to the particular data channel determined
in the operation 502. Referring to the exampie of FIG. 1,
the coramunication rmodule 126 may perform the opera-
tion 506. At operation 508, the broadeasting node broad-
casts the data over the particular data channel. The data
may be broadcastbased atleastin part on the modulation
technique and/or data rate determi ﬁed in the operation
502. Referring o the example of FIG. 1, the cormmuni-
cation module 128 may perform the operation 508.
[00364] Atoperation510, the broadeasting node switeh-
es fo the control channel by tuning a radic of the broad-
casting node. The operation 510 may be performed after
the data has been broadcast over the parti"u!ar data
channel, Referring to the example of FIG. 1, the commu-
nication module 126 may perform the ope;atson 510.
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{00865] Atoperation 512, the conirol channel and/or da-
ta channels are frequency hopped, i.e., their frequency
ranges are redefined at pericdic infervals. Although the
process 500 inciudes performing the operation 512, in
some instances the operation 512 is not performed. Re-
ferring again to the example of FIG. 1, the frequency hop-
ping module 128 may perform the operation 512,
{B068] After the broadcasting node has sequentially
tunad ("hopped between”} the control channel and/or da-
fa channels, the broadcasting node may return io the
cperation 502 and perform the operations 502-512 again
{e.g., refransmit PTB message and/or data). Here, the
operations 502-512 may utilize, in part, the hoppead con-
frol channel and/or hopped daia channels. The opera-
tions 502-512 may be performed a number of times.
[0087] Meanwhile, in FIG. 8, the process 600 is per-
formed by a node that may receive data that is broadcast.
At operation 802, a receiving node receives 3 message
over a control channel indicating that the data will be
troadcast on a particular data channel. The message
may comprise a PTB message and may indicate a mod-
ulation technigue and/or data rate to be utilized to broad-
cast the data. Referring to the example of FIG. 1, the
communication module 126 may perform the operatson
802.

{60881 Al operation 804, the receiving node deter-
mines whether the data has been praviously received.
Tne receiving node ray ulilize a data D included in the
PTB message io determine whether the data has been
previousiy received. For example, the determination may
pe based on a comparison of the data 1D in the PTB
message with data 1Ds assodiated with previously re-
ceived data {e.g., data packets). Referring again to the
exampie of FIG. 1, the data determination module 130
may perform the operation 604 and determine if the data
was previously received.

[6069] In some instances, when the data has not been
previousty received, the receiving node procesds o op-
erations 606, 608, and/or 610. At gperation 606, the re-
ceiving node swiiches fo the particuiar data channel by
tuning a radio of the receiving node. At operation 808,
the receiving node listens on the particular data channel
forthe data. Atoperation 610, thereceiving node receives
the data over the particular dala channel. Referring 1o
the exampie of FIG. 1, the communication module 126
may perform the operations 806, 608, and/or 610.
{00707 At operation 812, the receiving node swilches
o the control channel. In some instances, the operation
8§12 may be performed after the data has been received.
in other instances, the operation 8§12 may be performed
after a predetermined tirmne period has expired since
switching to the particular data channel. Here, the oper-
ation 810may not be pardormed. Referring to the example
of FIG. 1, the communication module 128 may perform
the operation 612,

{6071] in an embodiment there is provided a method
implemented in a multi-channel nebtwork having a control
channel and a plurality of data channels, comprising:
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under control of 3 node configured with computer-
executable instructions:

transmitting or receiving, by the node, a mes-
sage on the conircl channel indicating: (i) data
will be broadcast on a particular data channel of
the plurality of data channels, and (i) & modu-
{ation technique of the broadcast;

swiiching, at the node, to the particular data
channel based atleast in part on the transmitied
or received messags;

vroadeasting or listening for a broadcast of the
data on the particular data channel based at
least in part on the modulation technigue; and
switching, at the node, to the control channel
after the data has been broadeast or a prede-
termined fime period has expired.

g
d

[8672] Optionally, the method further comprises:
determining the particular data channel, the modu-
lation technique, and a data rate for broadeasting
the data; and

confirming that a number of bits or bytes of the data
is greater than a number of bits or bytes of the mes-
sage,

wherein the message indicates that the data will be
broadcast on the determined particular data channel
with the determined modulation technigue and at the
determined data rate if the number of bits or bytes
of the data is greater than a number of bits or bytes
of the message.

[0073] Optionally, the determining includes determin-
ing the modulation technique based at least in part on
capabilities of other nodes located within a predeter-
mined proximity o the node.

[6674] Optionally, the determined modulation tech-
nique comprisas a modulation technique that provides a
fongest communication range from among a plurality of
modulation techniques that are available to other nodes
located within a predetermined proximity 1o the node.
[0675] Optionally, the method further comprises:

raceiving, at a madia access control sub-layer of the
nade and from another layer of the node, a command
requesting o broadeast the data with the modulation
technigue, and

wherein the modulation technique indicated in the
message comprises the modulation technigue iden-
tified in the command.

[00768] Optionally, the broadcasting or listening for a
broadcast of the data includes broadcasting or listening
for a broadcast of the data after a predeterminad time
interval has expired since the message was transmitied
or received on the confrol channel, the praedetermined
fime interval comprising a short inter-frame space.
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{6077] Optionailly, transmitting or receiving the mes-
sage includes fransmitting the message on the control
channel, and

broadcasting or listening for a broadcast of the data in-
cludes broadeasting the data on the particudar data chan-
nel.

{60787 Optionaily, transmitling or receiving the res-
sage includes receiving the message onthe control chan-
nel,

broadcasting or listening for a broadcast of the data in-
cludes listening for the broadcast of the data on the par-
ticular data channal.

[0079] Optionally, the method further comprises:

determining that the data has not been previously
received,
wherein the swiiching to the particular data channel
includes switching 1o the particular data channel in
response fo determining that the data has not been
previcusly received.
{(080] Optionally, the method further comprises:
receiving the dataon the particular data channel after
switching to the particular data channel,
wherein the swilching to the conitrol channel inciudes
switching to the control channel after receiving the
data on the particular data channel.

{B081] In ancther embodiment, there is provided one
or more computer-readable media storing the computer-
axecutable instructions that, when executed by one or
more processors of the node, configure the node 1o per-
form the method of any of the preceding embodiments.
{60821 Inanother embodiment, there is provided a net-
work computing device of a multi-channel network having
a control channe! and a plurality of data channels, com-
prising:

one Of MOore processors;
mamory communicatively coupled to the one ormore
processors; and

one or more modules stored in the mamory and ex-
eculable on the one or more processors o parform
acts including:

determining (i} a particutar data channel from
the pluraiity of data channels for broadocasting
dala, and (it} a modulation technigue for broad-
casting the data;

transmitling a message over the control channe!
indicating that the data will be broadcast on the
particular data channe! according to the modu-
iation technigue, the data comprising 3 number
of bits or bytes that is grealer than a number of
bifs or bytes of the message;

switching to the particular data channel;
broadcasting the data over the particular data
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channel based atleast in part on the moduiation
technique; and

switching to the control channel after the data
has been broadcast.

maduiation technique, the message includ-
ing fewer bits and/or bytes than the data;
switching to the parficular data channel
based at least in part on the massage;

5 broadcasting or listening for a broadeast of
[0883] Optionally, the acts further include: the data via the particular data channel
based al least in part on the modulation
retransmitting the message over the control channe! technique; and
a predetermined number of times that is specified switching to the control channel after the da-
by an upper layer above a media access control sub- 70 ia has been broadceast or a predetermined
layer of the network computing device; and time pericd has expired.
rebroadcasting the data over the particular data
channel after each refransmission of the message. 2. The network computing device of claim 1, wherein
the acts further comprise:
[60684] Optionally, the transmitling the message in- 15
cludes transmitiing the message over the control channal detarmining the modulation technigue based at
which is located on 3 first channel of the network, and ieastin part on capabilities of other nodes locat-
the acts further include: ed within a predetermined proximity to the net-
work computing device.
redefining the control channal from the first channel 20
to a second channel of the network; and 3. The nebwork computing device of claim 1 or claim 2,
retransmitting the message over the control channe! wherein the modulation technique comprises a mod-
when the control channel is redefinad to the second ulation technigue that provides a longest commurni-
channel. cation range from among a plurality of modulation
25 tachniques that are availabie {o other nodes located
[o88] Optionally, the acts further include: within a predetermined proxiraity 1o the network com-
puting device.
rebroadcasting the data over a data channel of the
pluraiity of data channels after the conirol channel 4. The network computing device of any of claims 1-3,
has been redefined o the second channel and the 30 wherein the broadcasting or listening for a broadeast
message has been retransmiited. of the data cormprises broadcasting the data, without
having received a communication from a neighbor-
CONCLUSION ing node that indicates an availability of the neigh-
boring node o receive the data.
[o88] Although embodirents have been describedin 36
language spedific o structural features and/or method- 8. The network computing device of any of claims 1-4,
ological acts, it is 10 be understood that the disclosure is whereinthe data comprises consumgption data of one
not necessarily limited to the specific features or acts OF MOre r8sources.
described. Rather, the spacific features and acts are dis-
closed herein as illustrative forms of implementing the 40 8. The network computing device of any of claims 1-5,
empodiments. wherein the swilching to the conirol channel com-
prises switching to the control channel without hav-
ing received an acknowledgement message indicat-
Claims ing that the data was received,
45
1. A network computing device comprising: 7. The network computing device of any of claims 1-8,
wherein the acis further comprise:
one or more processors (118};
memory (120} coramunicatively coupled to the determining that the data has not been previ-
one or More processors; and 50 ously received based at ieast in part on a data
one or more modules stored inthe memory (120} identifier in the message that identifies the data
and executable by the one or more processors that will be broadecast;
to performs acts comprising: wherein the swilching o the particular data
channe! comprises switching to the particular
transmitling or receiving a message viaa 55 data channel in response o datermining that the
control channel indicating that data will be data has not been previously received.
broadeast via a particular data channel of a
plurality of data channels according o a 8. A method implemented in a multi-channal network
# TP Link Ex. 1004

Page 557



8.

10.

11,

12.

13.

14.

21 EP 2 844 020 A1

having a conirol channel and a plurality of data chan-
nels, comprising:

under control of a node configured with compu-
ter-executable instructions:

determining that & number of bits or bytes
of data to be broadcast is greater than a
number of bits or byies of a message;
transmitling (604) the message viathe con-
trot channel based at least in part on deter-
mining that the number of bits or bytes of
the data is greater than the number of hils
or bytes of the message, the message indi-
cating that the data will be broadcast on a
particular data channal of the plurality of da-
ta channels;

switching (508} to the particular data chan-
nel;

broadeasting {508} the data via the partic-
ular data channel; and

switching (510} to the control channel after
the data has been broadeast.

The method of claim 8, further comprising:

determining 8 modulation technigue for the
broadcasting based at least in part on capabili-
ties of other nodes located within a predeter-
mined proxiraity {o the node.

The method ofclaim 9, wherein the modulation tech-
nigue comprises a modulation technigue that pro-
vides a longest communication range from among a
plurality of modulation techniques that are available
to other nodes iocated within a predeterminad prox-
irmity to the node.

The method of any of claims 8-1C, wherein the data
is broadcast after a predetermined time interval has
expired since the message was transmitted via the
control channel, the predetermined fime interval
comprising a short inter-frame space.

The method of any of claims 8-11, further compris-
ing:

ratransmitling the message via the control chan-
nel a predetermined number of times; and
rebroadeasting the data over the particuiar data
channel after each retransmission of the mes-
sage.

The method of any of claims 8-12, wherein the data
comprisas consumption data of one or more resourc-

es.

The method of any of claims 8-13, wherein the
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18.

22

switching to the controf channel comprises switching
to the control channel without having received an
acknowledgement message indicating that the data
was received.

One or more computer-readable media storing the
cornputer-executable instructions that, when exe-
cuted by one or more processors of the node, con-
figure the node o perform the mathod of any of
dlaims 8-14.
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Abstract of CNABETIZINI (A}

The invention provides 8 mash network depioyment method and a mesh network
deployment device. The method compriges the sleps of selecting a wireless network
position m where no sccess point (AP is deploved yvet by a nelwork deployment unit
according (o pre-planned wireless network positions for deploving the APs, randomiy
selacting an AR m from the non-deployed AP, determining the neighbor position list of
the position m acoording (o a pre-planned neighbor relgtion of the wireless network
positions, for any neighbor position of the position m, determining whether the AP is
already deploved in the neighbor position, and if s, instructing the network deployment
personnel {0 contact the AP m with the AR in the neighbor position, s0 that the two APs
can fearn the MAD addresses of each other and add the MAC addresses of each other
io own neighbor AP lists, and instructing the network deployment personngl 1o deploy
the AP m o the position m afier contacting. According o the mesh network deployment
method, the speed and the accuracy of Mesh network deployment are improved.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

DESCRIPTION CN104703193

The present application proposes a grid network deployment method and apparatus. The method includes: the
network deployment unit selects a wireless network location m of the AP that has not yet deployed the AP
according to the pre-planned wireless network location where the access point AP is {0 be deployed; and selects
an AP m from the AP that has not yet been deployed; according to the pre-planned A neighbor refationship
between each wireless network location, determining a neighbor location list of the location m; determining, for
any neighbor location of the location m, whether an AP has been deployed on the neighbor location, and if so,
instructing the network deployment personnel {o associate the AP m with the neighbor The AP in the location
touches, so that both APs learn the MAC address of the other party, add the MAC address of the other party to
the neighbor AP list, and instruct the network deployment personnel to deploy the AP m after the collision. Go
to position m. This application improves the speed and accuracy of Mesh network deployment.

Grid network deployment method and device
Technical field

The present application relates to the field of network planning and deployment technologies, and in particular,
to a Mesh (mesh} network deployment method, device, and AP (Access Point).

Background technique

A mesh network is a mosh network formed by establishing a wireless connection between an APand an AP. Ina
J o]
place where the wired network is inconvenient, this networking rmode is usually adopted, so that the wireless
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WiFi network has a larger coverage and a longer extension. However, corupared with the traditional FAT (fat)
AP or AC (Access Controller) + FIT (thin} AP network, Mesh network formation is more complicated, time-
consuming and laborious. One of the reasons is because the AP and the AP are connected by wireless, and the
wireless network signal is affected by the interference signal. If the APs select the neighbor with the strongest
signal according to the signal strength of the neighbor, the Mesh network The mesh topology is constantly
changing, which is not conducive to the stability of the network.

Therefore, in the actual application process, in order to prevent network topology flapping, in the initial stage of
deployment of the mesh network, network planning is usually required, and network deployment is performed
according to the network planning.

The existing Mesh network planning content mainly includes:

1)

Record the MAC (Media Access Control) address of cach AP,

2)
Plan the wireless network location where APs can be deployed, and set them as: location 1, location 2, location 3,
., I0cation u;

3)

Planning the neighbor relationship between each wireless network location in 2);

For example, if there are four wireless network locations where APs can be deployed, which are labeled as
Location 1. Location 2, Location 3, and Location 4, the neighbor relationship between the four locations is
planned as follows:

The neighbors in position 1 are: position 2, position 4;
The neighbors in position 2 are: position 1, position 3;
The neighbors in position 3 are: position 2, position 4;
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The neighbors in position 4 are: position 1, position 3.

4)

Plan the wireless network location of each AP,

For example, if there are a tofal of n wireless network locations that can be deployed in the planned AP, they are
marked as: location 1, location 2, location 3, ..., location n, and there are a total of n APs:

Select one AP from any of the n APs, setit to AP 1, and plan AP 1 to position 1.

Select one AP from the rerpaining n-1 APs, set it as AP 2, and plan AP 2 (o position 2;

Select one AP from the remaining n-2 APs, set i as AP 3, and plan AP 3 to position 3;

Set the last AP to AP n and plan to position n.

5)

According to the wireless network location planned for each AP in 4}, record the correspondence between the
MAC address of each AP and its location; and, according to the neighbor relationship between each wireless
network location planned in 3}, each is obtained. The neighbor AP list of the AP is configured with a neighbor
AP list on each AP. The neighbor AP list contains the MAC address of each neighbor AP.
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The existing Mesh network deployment process is as follows:

According to the correspondence between the MAC address of each AP recorded in 5) and its location, each AP
is deployed to a corresponding wireless network location;

According to the neighbor AP list of each AP recorded in 5}, for any AP, configure its neighbor AP list to the AP.

After the Mesh network is deployed, each AP establishes a neighbor relationship with its neighbor APs hased on
the neighbor AP list. After the neighbor relationship between the APs is established, the Mesh network is
successfully established.

Sumtnary of the invention

The present application provides a Mesh network deplovment method, device, and AP to improve the
deployment speed and accuracy of the Mesh network.

The technical solution of the present application is implemented as follows:

A Mesh network deployment method includes:

The network deployment unit selects a wireless network location of the AP that has not been deployed according
to the pre-planned wireless network location of the AP to be deployed, and sets the locationtom, I < m < g,
where 1 is the total number of wireless network locations where the AP is to be deployed;

The network deployment unit arbitrarily selects an AP from the AP that has not been deployed, and sets it as AP
m, and determines that the AP m is to be deployed to the location m.

The network deployment unit determines a neighbor location list of the location m according to a pre-planned
neighbor relationship between each wireless network location;
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For any neighbor location of the location m, the network deployment unit determines whether the AP has been
deployed on the neighbor location, and if so, instructs the network deployment personnel to touch the AP m
with the AP at the neighbor location, so that the two APs are in the When detecting that the RSS value of the
beacon signal from the other party is greater than the preset first threshold, learn the MAC address of the other
party from the becon signal from the other party, and add the MAC address of the other party to the st of
neighbor APs, and indicate the network. The deployer deploys the AP m to location m after the touch.

A Mesh network deployment method includes:

The first AP is powered on, and the automatic neighbor adding mode is started. When receiving the beacon
signal sent by other APs, the RSSI value of the signal is detected.

The first AP determines whether the RSSI value is greater than a preset first threshold. H the value is greater than,
the MAC address of the other AP is read from the beacon signal, and the MAC address of the other AP is already
in the neighbor AP list. If it does not exist, add the MAC address of the other AP to its neighbor AP list.

The first AP is an AP to be deployed to a wireless network location m in the Mesh network, where 1 <<m=n,
where n is the total number of wireless network locations where the AP is to be deployed;

The other AP is an AP that has been deployed in the Mesh network and whose location is pre-planned as the
neighbor Iocation of the location m.

Moreover, when the first AP is to be deployed to the wireless network location m, the first AP is instructed by the
network deployment unit to instruct the network deployment personnel to touch the first AP with each neighbor
AP that has been deployed o the Mesh network.

A Mesh network deployment device includes:

Location and AP selection module: According to the pre-planned wireless network location of the AP to be
deployed, select a wireless network location where the AP has not been deployed, and set the location m,
I<<m=<n, where n is the wireless network location where the AP is to be deployed. Total number; select one AP
from the AP that has not yet been deployed. set it to AP m, and determine that AP m should be deployed to

28-10-2019 5 TP Link Ex. 1004
Page 572



location m;

The deployment indication module: determining a neighbor location list of the location m according o the
neighbor relationship between the pre-planned wireless network locations; determining, for any neighbor
location of the location m, whether the AP has been deployed in the neighbor location, and if yes, indicating the
network The deployer touches the AP m with the AP at the neighbor location, so that the two APs learn from the
becon signal from the other party when detecting that the RSS1 value of the beacon signal from the other party is
greater than a preset first threshold. The MAC address of the other party is added to the neighbor's AP list, and
the network deployer is instructed to deploy the AP m to the location m after the touch.

An AP islocated in a mesh network, where the AP is an AP that is to be deployed to a wireless network location
m in the mesh network, 1<<m=Cn, where n is the total number of wireless network locations where the AP is to
be deployed, and when the AP wants When being deployed to the wircless network location m, the AP s
instructed by the network deployment unit to contact the neighboring APs that have been deployed to the Mesh

network, and the AP includes:

The signal strength defection module: when the AP is powered on, the autoratic neighbor addition mode is
activated. When receiving the beacon signal sent by other APs, the R5S1 value of the signal is detected, and the
other APs are deployed in the Mesh network. And the location where the location is pre-planned as the AP of
the neighbor location of the location my;

The neighbor list maintenance module is configured to determine whether the RSSI value is greater than a preset

first threshold. If the value is greater than, the MAC address of the other AP is read from the beacon signal, and it
is determined whether the MAC address of the other AP exists in the I the neighboring AP list does not exist, the
MAC address of the other AP is added to its neighbor AP Jist.

Et can be seen that, in the present application, it is only necessary to pre-plan the wireless network location of the
AP to be deployed and the neighbor relationship between the wireless network locations, without recording the
correspondence between the AP's MAC address and the wireless network location, and the AP's neighbor AP is
not required. The list is pre-configured on the AP; when deploying the Mesh network, you only need to select
onie AP from the AP that has not been deployed to deploy to any wireless network location where the AP has not
been deployed, and only need to be based on the wireless network location. The location of the neighboring
network, prompting the network deployer to set the AP on the AP to the AP in the neighboring location where
the AP is deployed, so that the AP can antomatically add the MAC address of the neighboring AP, which
improves the deployment speed and accuracy of the mesh network. And ensure the saccess of the mesh network
networking.
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DRAWINGS

FIG. 1 is a flowchart of a method for deploving a roesh network according to an embodiment of the present

application;

2 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application;

FIG. 3 is a flowchart of a Mesh network planning method according to an embodiment of the present
application;

4 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application;

FIG. 5 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application;

FIG. 6 is a flowchart of error correction processing of a Mesh network deployment according to an embodiment

of the present application;

FIG. 7 is a schematic structural diagram of a Mesh network deployment apparatus according to an embodiment

of the present disclosure;

FIG. 8 is a schematic structural diagram of an AP according to an embodiment of the present application.

detailed description

The applicant analyzed the existing Mesh network planning and network methods and found that:

28-10-2019 7 TP Link Ex. 1004
Page 574



You need to manually record the MAC address of each AP and its location. You need to manually record the
neighbor AP list of each AP. The neighbor AP list includes the MAC address of each neighbor AP.

IyNetwork planuing and deployment processes are time consuming and labor intensive;

2)The MAC address of the AP is 48 bits. If one bit is recorded incorrectly, the neighbor relationship between the
AP and its neighboring APs cannot be established. As a result, the mesh network fails.

3}Since each AP has a fixed location, once the AP is placed in the wrong location, the AP cannot establish a
neighbor relationship with its neighbor AP, causing the mesh network to fail.

FIG. 1 is a flowchart of a method for deploving a roesh network according to an embodiment of the present
disclosure, and the specific steps are as follows:

Step 101: The network deployment unit selects a wireless network location of the AP that has not been deployed
according to the pre-planned wireless network location of the AP to be deployed, and sets the location to m,
I<m=‘n, where nis the wireless network location where the AP is to be deployed. tofal.

Step 102: The network deployment unit arbitrarily selects an AP from the AP that has not been deployed, and
sets it as AP m, and determines that the AP m is to be deployed to the location m.

Step 103: The network deployment unit determines a neighbor location list of the location m according to a
ueighbor relationship between the preset wireless network locations.

Step 184: For any neighbor location of the location m, the network deployment unit determines whether the AP
has been deployed on the neighbor location, and if yes, instructs the network deployment personnel to touch the
AP m with the AP at the neighbor location, so that: When the RSSI (Received Signat Strength Indication} value
of the beacon {(beacon) signal from the other party is greater than the preset first threshold, the two APslearn the
MAC of the other party from the becon signal from the other party. Access Control (Media Access Control)
address, and adds the MAC address of the other party to its neighbor AP list, and instructs the network deployer
to deploy the AP m to the location m after the touch.
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Preferably, in step 104, after the network deployment personnel is instructed to contact the AP on the AP in the
neighboring location, the method further includes:

The network deployment unit receives the indication that the AP m juput by the network deployer has been
deployed to the location m, and adds the location m to the wireless network location list of the deployed AP that
is recorded by itself;

Instep 101, the network deployment unit selects a wireless network location of the AP that has not yet deployed
according to the pre-planned wireless network location of the AP to be deployed, including:

The network deployment unit selects a wireless network location of the AP that has not been deployed according
to the pre-planned wireless network location of the AP to be deployed, and the wireless network location list of
the deployed AP that is recorded by itself.

Preferably, when the network deployment unit finds that the AP m ou the location m is deployed incorrectly,
determining a neighbor location fist of the location m according to a neighbor refationship between the pre-
planned wireless network locations; and,

The network deployrment unit determines, according to the recorded wireless network location list of the
deployed AP, a neighbor location list of the deployed APs at the location m, and instructs the network
deployment personnel to locate the AFs on the location m and the neighbor locations of the deployed APs in the
location o respectively. Each AP touches, so that: AP m and its neighbor APs mutually delete the MAC address
of the other party from its neighbor AP fist; and,

When the network deployment unit receives the indication that the AP on the location m input by the network
deployer has been deleted, the location m is deleted from the wireless network location list of the deployed AP
that is recorded by itself.

FIG. 2 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application, and the specific steps are as follows:

Step 201: The first AP is powered on, and the automatic neighbor adding mode s started. When receiving the
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heacou signal sent by other APs, the RSS value of the signal is detected, where the first AP is a wireless network
location to be deployed in the Mesh network. The AP of m, 1 < m < n, n is the total number of wireless
network locations where the AP is to be deployed, and when the first AP is to be deployed to the wireless
network location m, the first AP is instructed by the network deployment unit to be the network deployer The
first AP touches each neighbor AP that has been deployed in the Mesh network.

Step 202: The first AP determines whether the R5S1 value is greater than a preset first threshold. If it is greater
than, the MAC address of the other AP is read from the beacon signal, and it is determined whether the MAC
address of the other AP already exists in ifs neighbor AP. In the list, if it does not exist, the MAC address of the
other AP is added to the neighbor AP list. The other APs are deployed in the Mesh network, and the location is
pre-planned as the wireless network location. The AP of the neighbor location.

Preferably, in step 202, after determining whether the MAC address of the other AP is already in the neighbor AP
list, the method further includes:

H it already exists, the MAC address of the other AP is deleted from its neighbor AP list.

FIG. 3 is a flowchart of a method for planning a mesh network according to an embodiment of the present
disclosure, and the specific steps are as follows:

Step 301: The network planning unit plans and records the wireless network location of the AP to be deployed,
and is respectively marked as: location 1, location 2, location 3, ..., location n.

Step 302: The network planning unit plans and records the neighbor relationship between the wireless network
locations of each AP to he deployed.

For exaruple, if there are four wireless network locations to be deployed, which are marked as: location 1,
location 2, location 3, and location 4, the neighbor relationship between the four locations is planned as follows:

The neighbors in position 1 are: position 2, position 4;

The neighbors in position 2 are: position 1, position 3;
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The neighbors in position 3 are: position 2, position 4;

The neighbors in position 4 are: position 1, position 3.

The network planning unit considers the neighbor relationship between the wireless network locations where the
APs are to be deploved. After the APs are deployed to various locations, the signal strength between neighboring
APs (eg, the stronger the better} and the distance between neighboring APs. (the shorter the better) and so on.

FIG. 4 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application, and the specific steps arc as follows:

Step 481: The network deployment anit selects a wireless network location of the AP that has not been deployed
according to the pre-planned wireless network location of the AP to be deployed, and the wireless network
location list of the deployed AP that is recorded by itself, and sets the location to m, 1 <m. << n, nis the total
number of wireless network locations where the AP is to be deployed.

Step 402: The network deployment unit arbitrarily selects an AP from the AP that has not been deployed, and
sets it as AP m, and determines that the AP m is to be deployed to the location m.

Step 403: The network deployment unit determines the neighbor location list of the location m according to the
neighbor relationship between the pre-planned wireless network locations, and sets the location k and p.

Step 464: For any neighbor location (location k, p) of the location m, the network deployment unit determines
whether the AP has been deployed on the neighbor location, and if so, the network deployment unit instructs the
network deployroent personnel to locate the AP m and the neighbor location. The AP touches, so that: when
detecting that the RSSI value of the beacon signal from the other party is greater than the preset first threshold, the
two APs learn the MAC address of the other party from the becon signal from the other party, and the MAC
address of the other party is obtained. Add to the neighbor AP list; when the network deployment unit receives
the indication that the AP m input by the network deployer has been deployed to the location m, add the
location 1o to the list of wireless network locations of the deployed APs that are recorded by itself, and Tostructs
the network deployer to deploy the AP m to location m after the touch.
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In this step 404, the network deployment unit instructs the network deployment personnel to touch the AP m
and the AP in the neighboring location to: instruct the network deployment personnel to arbitrarily select an AP
{as AP m) in the AP that has not yet been deployed, and then The AP is touched with an AP {ie, AP k) deployed
atfocation k.

For example, if the AP k has been deployed on the neighboring location k of the location m, the network
deployment unit instructs the network deployer o touch the AP m and the AP k; when the network deployer
touches the AP m and the AP k, the AP m The beacon {(beacon) signal periodically sent by the AP k, and the AP
m detects that the RSSI (Received Signal Strength Indication) value of the beacon signal is greater than a preset
first threshold, then the beacon signal is The source MAC address, that is, the MAC address of the AP kis added
to its neighbor AP list. Similarly, the AP k also receives the beacon signal periodically sent by the AP m. The APk
detects that the RSS! value of the beacon signal is greater than the pre- If the first threshold is set, the source MAC
address of the beacon signal, that is, the MAC address of the AP m, is added to the neighbor AP list.

When the network deployer touches AP w and AP k. the AP m s formally deployed to the wireless network
location m, and an indication that the AP m has been deploved to the Iocation 1 is input to the network
deployment unit.

I the AP is not deployed on the neighbor location p of the location m, the network deployment unit does not
perform any processing at this time.

FICG. 5 is a flowchart of a method for deploying a mesh network according to another embodiment of the present
application, and the specific steps are as follows:

fn step 501, any AP {(set as the first AP} is powered on, and the automatic neighbor addition mode is activated.
When receiving the beacon signal sent by the other AP (set to the second AP}, the RSSI value of the signal is
detected, where The first AP is an AP to be deployed to the wireless network location m in the Mesh network,
I<<m=n, where nis the total number of wireless network locations where the AP is to be deployed, and when
the first AP is to be deployed to the wireless network location m When the first AP is instructed by the network
deployment unit, the network deployment personnel touches the first AP with each neighbor AP that has been
deployed to the Mesh network. The second AP is deployed in the Mesh network and its location is An AP that is
pre-planned as a neighbor location of the wireless network location m.

Step 502: The first AP determines whether the RSSI value is greater than a preset first threshold. If yes, step 503 is
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performed; otherwise, step 506 is perforroed.

Step 503: The first AP reads the MAC address of the second AP from the beacon signal, and determines whether
the MAC address of the second AP is already in the neighbor AP list. If yes, go to step 504; otherwise, go to step
505.

Step 504: The first AP deletes the MAC address of the second AP from its neighbor AP Hst, and the process ends.

Step 505: The first AP adds the MAC address of the second AP to its neighbor AP list, and the process ends.

Step 506: The first AP does not perform further processing.

In the embodiment of the present application, if the AP deployment error occurs in a certain wireless network
location due to various reasons, the network deployment unit performs the error correction processing flow of
the Mesh network deployment as shown in FIG. 6, and the specific steps are as follows:

Step 681: The network deployment unit finds that the AP {ie, AP w) in the location m is deploved incorrectly,
and determines the neighbor location list of the location m according to the neighbor relationship between the
pre-planned wireless network locations.

Step 602: The network deployment unit determines, according to the recorded wireless network location list of
the deployed AP, a neighbor location list of the deployed AP in the Iocation m, and instructs the network
deployment personnel to locate the AP (ie, AP m) in the location m and the location m respectively. Each AP in
the neighboring location of the AP is touched, so that the AP m and its neighbor APs delete each other's MAC
address from their neighbor AP list. When the network deployment unit receives the network deployment
personnel input. When the AP on the location m has been deleted, the location m is deleted from the list of
wireless network locations of the deployed APs that if records.

The neighbor location list of the deployed AP of the location m, that is, all the neighbor locations of the location
m, the neighbor location list of the AP has been deployed.

For example, the neighbor location list of the location m includes: location k, p, where the AP k has been
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deployed on the location k, and the AP has not been deployed on the location p, then the network deployment
unit instructs the network deployment personnel to locate the location m. AP m touches AP k at position k, such
that:

The network deployer will remove the AP m from the focation m. At this time, because the AP 1 has been
deployed in the location m, the network deplover will receive the AP m deployment error after receiving the
above instructions from the network deployment unit. Then, the AP m is touched with the AP k of the location
k, and the AP m and the AP K both receive the beacon signal sent by the other party, and the RSSI value of the
beacon signal is detected to be greater than the preset first threshold, and the other party is found. If the MAC
address is in the neighbor AP list, the MAC address of the peer is deleted from the neighbor AP list. Then, the
network deployer puts the AP m back into the unalocated AP and enters the location into the network
deployment unit. The indication that the upper AP has been deleted, the network deployment unit deletes the
location m from the list of wireless network locations of the deployed APs that it records.

The beneficial technical effects of the embodiments of the present application are as follows:

a) It is only necessary to pre-plan the location of the wireless network where the AP is to be deployed, without
recording the correspondence between the MAC address of the AP and the location of the wireless network, that
is, not requiring an AP to be placed on a wireless network Iocation; When you select an AP from an AP that has
not been deployed, you can deploy it to a wireless network location where the AP has not been deployed. That i,
you do not need to consider the MAC address of the AP when deploying the AP to the wireless network.
Therefore, the deployment speed and accuracy of the mesh network are improved, and the mesh network
success is ensured.

2} It is only necessary to pre-plan the neighbor relationship between the wireless network locations without pre-
configuring the AP's neighbor AP list on the AP; and prompting the network deployer to locate the location
according to the neighbor location of the wireless network location The AP can be connected {o the AP in the
neighboring position of the AP. This allows the AP to automatically add the MAC address of the neighboring
AP. This improves the deployment speed and accuracy of the Mesh network and ensures the success of the mesh

network.

¢} When the AP is found to be deployed incorrectly, i can be automatically and quickly corrected.

FIG. 7 is a schematic diagram of a composition of a Mesh network deployment apparatus according to an
embodiment of the present disclosure, which mainly includes: a location, an AP selection module, and a
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deployment indication module, where:

Location and AP selection module: According to the pre-planned wireless network location where the access
point AP is to be deployed, select a wireless network location where the AP has not been deployed, and set the
location o, 1 <<m<n, nis the wireless to deploy the AP. Total number of network locations; arbitrarily select an
AP from the AP that has not yet been deployed, set it to AP m. and determine that AP m should be deployed (o
location m, and the identifier of AP m (such as: sequence number m) and the identifier of location m ( Such as:
geographic location) sent to the deployment indicator module.

The deployment indication module is configured to: receive the location and the identifier of the AP m and the
identifier of the focation m sent by the AP selection module, and determine a neighbor location list of the
location m according to the neighbor relationship between the pre-plauned wireless network locations; A
neighboring location, determining whether the AP has been deployed on the neighboring location, and if so,
instructing the network deployment personnel to touch the AP m with the AP at the neighboring location, so
that: the two APs detect the beacon signal from the other party. When the RSSIvalue is greater than the preset
first threshold, the MAC address of the other party is learned from the becon signal from the other party, and the
MAC address of the other party is added to the neighbor AP list, and the network deployer is instructed to AP
after the fouch, m is deployed to location m.

Preferably, the deployment indication module instracts the network deployment personuel to further contact the
AP on the AP in the neighboring location, and after receiving the indication that the AP m input by the network
deployment personnel has been deployed to the location m, the location m is Join the list of wireless network
locations of the deployed APs that have their own records; and,

The location and AP selection module is specifically configured {0 select a wireless network location of the AP
that has not been deployed according to the pre-planned wireless network location of the AP to be deployed,
and the wireless network location list of the deployed AP recorded by the deployment indicator modude.

Preferably, the apparatus further comprises deploying an error correction module for:

When the AP m deployment error on the location m is found, the neighbor location list of the location m is
determined according to the neighbor relationship between the pre-planned wireless network locations;

Determining, according to the list of the wireless network locations of the deployed APs recorded by the
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deployment indication module, a list of neighbor locations of the deployed APs at the location m, instructing the
network deployer to locate the APs at the location m and the neighbors of the deployed APs at the location m
respectively. Each AP touches, so that: AP m and its neighbor APs mutually delete the MAC address of the other
party from its neighbor AP fist;

When receiving an indication that the AP on the location m entered by the network deployer has been deleted,
the location m is deleted from the list of wireless network locations of the deployed AP recorded by the

deployment indication module.

FIG. 8 is a schematic diagrarn of a composition of an AP according to an embodirnent of the present disclosure.
The AP islocated in a mesh network, and the AP is an AP that is to be deployed to a wireless network in the
Mesh network, where 1 << m=<n, where nis to be deployed. The total nurnber of wireless network locations, and
when the AP is to be deployed to the wireless network location m, the AP is fnstructed by the network
deployment unit to contact the neighboring APs deployed in the Mesh network by the network deployer. The
AP mainly includes: a signal strength detection module and a neighbor list maintenance module, where:

The signal strength defection module: when the AP is powered on, the autoratic neighbor addition mode is
activated. When receiving the beacon signal sent by other APs, the RSS1 value of the signal is detected. The other
APs are deployed in the Mesh network. And its location is pre-planned as the AP of the neighbor location of the

wireless network location m,

The neighbor list maintenance module determines whether the R85 value detected by the signal strength
detecting modude is greater than a preset first threshold. If it is greater than, the MAC address of the other AP is
read from the beacou signal received by the signal strength detecting module, and the other AP is determined.
Whether the MAC address is already in the neighbor AP list. If it does not exist, the MAC address of the other
AP is added to its neighbor AP list.

Preferably, the neighbor list maintenance module further determines whether the MAC address of the other AP
is already in the neighbor AP Hist.

i it already exists, the MAC address of the other AP is deleted from its neighbor AP list.

The above is only the preferred embodiment of the present application, and is not intended to limit the present
application. Any modifications, equivalent substitutions, improvements, etc., which are made within the spirit
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and principles of the present application, should be included in the present application. Within the scope of
protection.
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E .

A method for deploying a mesh Mesh network, comprising:

The network deployment unit selects a wireless network location of the AP that has not been deployed according
to the pre-planned wireless network location where the access point AP is to be deployed, and sets the location to
m, 1<yo<n, where n is the wireless network location where the AP is {0 be deployed. total;

The network deployment unit arbitrarily selects an AP from the AP that has not been deployed, and sets it as AP
m, and determines that the AP m is to be deployed to the location m.

The network deployrment unit determines a neighbor location list of the location m according to a pre-planned
ueighbor relationship between each wireless network location;

For any neighbor location of the location m, the network deployroent unit determines whether the AP has been
deployed on the neighbor location, and if so, instructs the network deployment personnel to touch the AP m
with the AP at the neighbor location, so that the two APs are in the When the received signal strength of the
beacon signal from the other pasty is detected, the RSSI value is greater than the preset first threshold, the MAC
address of the other party is learned from the becon signal from the other party, and the MAC address of the
other party is added to the neighbor AP. In the list, and instruct the network deployer (o deploy the AP m to
location m after the touch.
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2.
The method according to claim 1, wherein the instructing the network deployer to touch the AP m with the AP
at the neighboring location further comprises:

The network deployment unit receives the indication that the AP m input by the network deployer has been
deployed to the location m, and adds the location m to the wireless network location list of the deployed AP that
is recorded by itself;

The network deployment unit selects a wireless network location of the AP that has not yet deployed according
to the pre-planned wireless network location where the access point AP is to be deployed, including:

The network deployment unit selects a wireless network location of the AP that has not been deployed according
to the pre-planned wireless network location of the AP {0 be deployed, and the wireless network location kst of
the deployed AP that is recorded by itself.

3.

The method of claim 2, wherein the method further comprises:

The network deployment unit finds that the AP m in the location m is deployed incorrectly, and determines the
neighbor location list of the location m according to the neighbor refationship between the pre-planned wireless
network locations;

The network deployrment unit determines, according to the recorded wireless network location list of the
deployed AP, a neighbor location list of the deployed APs at the location m, and instructs the network
deployment personnel {0 locate the APs on the location m and the neighbor locations of the deployed APs in the
location m respectively. Each AP touches, so that: AP m and its neighbor APs mutually delete the MAC address
of the other party from its neighbor AP list;

When the network deployment unit receives the indication that the AP on the location m input by the network
deployer has been deleted, the location m is deleted from the wireless network location list of the deployed AP
that is recorded by itself.
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4.

A method for deploying a mesh Mesh network, comprising:

The first access point AP is powered on, and the automatic neighbor adding mode is activated. When receiving
the beacon signal sent by the other AP, detecting the received signal strength indicating the RSS value of the
signal;

The first AP determines whether the RSSE value is greater than a preset first threshold. I it is greater than, the
medium access control MAC address of the other AP is read from the beacon signal, and it is determined
whether the MAC address of the other AP already exists in ifs neighbor, If the AP list does not exist, add the
MAC address of the other AP to its neighbor AP list.

The first AP is an AP to be deployed to a wireless network location m in the Mesh network, where 1 <m<n,
where n is the total number of wireless network locations where the AP is to be deployed;

The other AP is an AP that has been deployed in the Mesh network and whose location is pre-planned as the
neighbor location of the location m.

Moreover, when the first AP is to be deployed to the wireless network location m, the first AP is instructed by the
network deployment unit to instruct the network deployment personnel to touch the first AP with each neighbor
AP that has been deployed o the Mesh network.

3.
The method according to claim 4, wherein the determining whether the MAC address of the other AP already
exists in ifs neighbor AP Hist further comprises:

H it already exists, the MAC address of the other AP is deleted from its neighbor AP list.

6.

A mesh Mesh network deployment device, comprising:

Location and AP selection module: According to the pre-planned wireless network location where the access

28-10-2019 3 TP Link Ex. 1004
Page 587



point AP is to be deployed, select a wireless network location where the AP has not been deployed. and set the
location m, 1 <m<=n, nis the wireless to deploy the AP. Total number of network locations; arbitrarily select an
AP from an AP that has not yet been deployed, set it to AP m, and determine that AP m should be deployed to
location m;

The deployment indication module: determining a neighbor location list of the location m according to the
neighbor relationship between the pre-planned wireless network locations; determining, for any neighbor
location of the location m, whether the AP has been deployed in the neighbor location, and if yes, indicating the
network The deployer touches the AP m with the AP at the neighboring location, so that the two APs are from
the other party when detecting that the received signal strength indication RSS1 value of the beacon signal from
the other party is greater than a presef first threshold. The becon signal learns the MAC address of the other party,
adds the MAC address of the other party to its neighbor AP list, and instructs the network deployer to deploy the
AP m to the location m after the touch.

1.

The device according to claim §, wherein the deployment indication module instructs a network deployer to
further use the AP m after touching the AP at the neighbor location,

After receiving the indication that the AP m input by the network deployment personnel has been deployed to
the location m, the location m is added to the wireless network location lst of the deployed AP that is recorded
by itself;

And the location and the AP selection module are specifically used,

Select a wireless network location for which the AP has not been deployed, based on the pre-planned wireless
network location where the AP is to be deployed, and the list of wireless network locations of the deployed APs
recorded by the deployiment indicator module.

8.

The apparatus of claim 6§ wherein said apparatus further comprises deploying an error correction module for:

When the AP m deployroent error on the location m is found, the veighbor location list of the location wm is
determined according to the neighbor relationship between the pre-planned wireless network locations;
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Determining, according to the list of the wireless network locations of the deployed APs recorded by the
deployment indication module, a list of neighbor Iocations of the deployed APs at the location m, instructing the
network deployer to locate the APs at the location m and the neighbors of the deployed APs at the location m
respectively. Each AP touches, so that: AP m and its neighbor APs mutually delete the MAC address of the other
party from ifs neighbor AP list;

When receiving an indication that the AP on the location m entered by the network deployer has been deleted,
the location m is deleted from the list of wireless network locations of the deployed AP recorded by the
deployment indication module.

9.

An access point AP is located in a mesh Mesh network, and is characterized in that the AP isan AP to be
deployed to a wireless network location m in the Mesh network, 1<<m<n, where n is the wireless network
location where the AP is {0 be deployed. The total number of the APs, and when the AP is to be deployed to the
wireless network location m, the AP is instructed by the network deployment unit to contact the neighboring
APs deployed in the Mesh network. The AP includes:

The signal strength detection module: when the AP is powered on, the automatic neighbor addition mode is
activated. When receiving the beacon signal sent by other APs, the received signal strength fndication RSSE value
of the signal is detected, and the other APs are deployed. An AP to a neighbor location in the Mesh network and
whose location is pre-planned as location m;

The neighbor list maintenance module: determining whether the RSSI value is greater than a preset first
threshold, and if yes, reading a media access control MAC address of the other AP from the beacon signal, and
determining whether the MAC address of the other AP is If it does not exist, the MAC address of the other AP is
added fo its neighbor AP list.

10.
The AP according to claim 8, wherein the neighbor list maintenance module further determines whether the
MAC address of the other AP is already present in its neighbor AP Hst.

H it already exists, the MAC address of the other AP is deleted from its neighbor AP list.

28-10-2019 & TP Link Ex. 1004
Page 589



1193 A

104703

CN

(19) s A REFEEREA R E

(12) % BHE R/ 65

BE 201510131549, 7

=

£ 2015.03.25
A
2

{72y ZRBA R
(74) %

rnt. Gl

Ho4l 16/18(2009. 01)

P
[$y)
-
e

& f?{wirx HDE/\] {ZEW f%'f?j_

ik W%'%ﬁ“fﬁﬁﬁ*Jf
SOAD BB ER T E, R ./\qi
AT L LRI AT
Q%WJ?, ﬁ—/’ {iz]

o=

) e FL o T e
Z?/P,ja/é\-“' 25

X7 I‘«uﬂ\“iﬁ&ihﬂ\m
?* Jhfa R g
AP mi‘:,[; ?"/’*fﬁn-i N

N
R

58 B A AT il

102

E A e s

103

=t oy
[ A=} AL{[,. [

14

g ,L}nj AP Iiij“ﬁjm} “’ﬁﬁs 725 AP #F

TP Link Ex. 1004
Page 590



ON 104703193 A W O® #E Ok B 13

Lo PP Mesh P28 HE 5, HARREAE T, 045
P e "‘JTEAF iETvE b J S ﬁq_:})i'},&/x/m AP W TCB AL, B DI KA
AP BT AMEE AT & WONOIE mo | < om < n, 0 RETEE AP I ER AR AT B HY AL

F»%’ﬁ%rmy\wi‘"*’“’JA TR FE A AP, WA AP m, BE B AP m S B

{4 ';“f"%"f JURB TS MR S R M L B 2 M A B0 A, B E AL E m USRS

T- xeFfuff &,
B AP m b A0
e 077 1945 A% beacon ”,? S ERERRE
JTHY becon (55 e 2] BT W\a:ithif
o, 45 KR “‘J\Aﬁ i
2. FHB B E SR | B Yk
B T AP 'ATKEL\HHEE—'}‘ TS
ﬁ?é% TLAZ B %%ﬁ/ijjkéif‘?f

LR DA T AP
L LUES T AP fi Ei@iﬂ?ﬁ
7RSS Ma/\,ﬂ:f'iﬁ% B

oy

L BTIRFE IR A TE N R AP m 5 iE AR

n DB EIE m BT, 0

1 ELSE CLARE AP HJT&E‘E«’M
PP I 28 T E 2 D MRS TR LR S P8 B R AP UM Es A |, 1 P — B R

BRE AP HUTCER I ES b B AT

i 20 T E B R TR AR TR AP B 2t A L BLAE ST R ELTEE AP
WL MIEE L B AR JEFE— LR BE AP I R e B

3 MR RCRI SR 2 BRI T vk, AR T, e ikl R R

P2 2 3@/54% f” Hom J_FI’J AP w BB O, TR IS PLAe IR R B A M s A B

HEEEE %}“,ﬂ um e
EXX ST jf i JE“jf AP ;’{]4—‘!5{3 EXX pasd f‘\ d A m ryr iy (‘\P 1
Ll gy Hm AP 7 ?‘JL‘“’VQ m A A ‘E AP HYRE e b .

RS AP } AT T at;@z Mxﬁ AP m .f::‘ ’A % YRAT e AP AH TR G MAC bR M 1T B AT
Jit AP TR S
l{,‘:lﬂéﬁﬁil’.—‘?‘i T BIPIER T E A MR S m 0 AP D8R, 50 B m M

H E“:?q%"{mn{ﬁ** AP "'izﬁci“ ”%f’"f%’_/ﬂ;’; %Jf
FPRIAE Mesh B

EE N T AP B
S, %7% AR H;J@}q\afq o “L&/‘I\ RSST 1 ;

HE— AP AIWiZ RSST f%/i‘{‘? /*""i"'}’ﬂ\""” "’*E‘?i” K, MiZ boacon {55 Bz B
AP I/xézi/\%f il MAC H ffi L2 AP ) MAC HE b8 A7 T 8 B4R AP )
T, HEATET, lHﬂ WGHE AP MAC SIS IRl 5 B RIAR S AP B,

Fridss- - AP NEH %‘T" losh PIEE AR ARSI E m 10 AP, | <m < n, n REFE
: W R Y A i
H, Arf Hoel AP SN CE038 21 Mesh g A i L HLHL Bl 7847 B g G
LB AP

LL%L H
220, R TE S AP BREVERE beacon 4

AR m A

TP Link Ex. 1004
Page 591



ON 104703193 A W oR E kB 2/3 W

H, M — AP BB BUOC e R 7 8 m N, 58— AP A IER S
FUIESE— AP 5 D HEE B Mesh RIE% R G841 B AP Jzi’mxjmn
5. AR B %% 4 Brid W7y N,J,i’ffff/ﬂif B A H|
L B4R E TZ,LM AL .
_____ fff?,,fw % Ho AR a’»’a ?\,/Li\Citi'iJf"

*]»

LB 5 A0 T

ARkl

2 “ST& AP it Hgi;!l}"&/’\\,‘—\“ AP 1 '—Ef’kj‘}/f VE L EFE AR

5 AP [0 e e ?1“ oA E L <m<n.n }jﬁ'ﬁiﬂ’i P TR R A S LS M
ETEG AP P ESER AP AN AP u HEIE AP n BiE 7 E L

T RR AR Fé SORR RN e AT AR O B AR 0 A i

,1,.ﬁ3:3i_1x‘rr>l Léu‘-) AP, /Qa** tb

NI
&

JEALE TR O TALE ~ S EAEE, P AR R e AT
NPEETE A S AP wm SRR E G AP AT R A, DUEAS T AP AEAS I B A\L
W ITHEAR beacon {5 5 FER(E 9 8RS8 7% RSSTAE K T B 88— BERT, MK H 7 1Y

hecon {5 5t 4 X 86 7 i MAC BBk, 3RI8 3 7 B MAC HE
B MEE TR A AR AP m SR E 0 .
TR RO TR 6 B PR R T, BRI B AR AR LR IR AT R N

PR B B ROSEE AP R,

AP w5 TR R A AP BRI Rk BT
%HLE%@%ﬁk*ﬁt?\Wmfmﬁﬁi%ﬁ T WA B R

ﬁn:;;f’ : ﬂr’wé‘éw :

-,‘x,, H ;'/Cﬁ?’ J C'Eﬂi{p 3

L B B B, /;\»@ﬂﬁf Hp
8. FRIEA R TSR 6 ik oAy ﬁy/\"*jj‘ﬂif
:}: ;
FERTEE m LR AP m B VRN RS PR LRI 50 AL 4 1 2 ) iy AT
% Lfa ’’’’’ i 1405 % Ik
#’*J P AP fOICARI A SR, 2 5 ’LAV B AP
éz‘i'iE fr A /LuﬁLb/Jv J‘\J REOLE m B AP 27 B0 R w I EEE

'N%AP*”Wﬁidfm n b
’H AP Fi /é{l}ljﬂf”j/\ H
R 5 8 A ST w166 AP EROAORIY 435 70 BB
OSER O NE !fLPJ}ﬁJ#
9. REREEA AP, Y ?LX‘JP% Mesh &g, H Mlﬁ T 1% AP EEE B Vesh Mé’%*
l': H‘:f‘

SR S0 AP A T T Y MAC iﬂlh} /J\,H Q‘B

KL L 101 <0 < 0 0 S O T%W%@ 1% AP 3
el 51 ;

Mosh

BI{= 45 beacon {5
Mesh M?%@”Z\AADV f*’rli";\’{ﬁ“%ﬂ‘ b &

[ 8]

TP Link Ex. 1004

Page 592



193 A W OR E Ok B

[EAU S R I B RSST (5 275 K TR 8 — ML 2 AT, MTHA beacon
7: th Lj ng/yfzi & _ﬁ AP r ”fu %*k/\% ipgi

'W\bﬂﬁmf",.‘,".z“m:: AP ) VAT HLHE AL T T A7
&*F SIS AP B, E AT )
ww

CN 10470

V]

~3

AR
\’

g AP B MAC BR RS IR0 B B 1940 s AP

CFRAEROMEESR 0 BRI AP, BEHEA T, Frid
ﬁ’j MAC ’Hjﬂ‘ Qd/—' ‘j— H }7" jﬁ/‘rhi AP B g\[‘b—}' =
B AT/ PR R e AP B MAC }UJLM £ B 14

ORI G BT AR e A

=
,_1\

I~
v\4 >

TP Link Ex. 1004
Page 593



©)
=
-

<
e
-~
S
0
je}
(%)
o=

PSPEIE R ZREE
R g
[0001] AWxéwﬁ&Wié%'kfﬁ:izﬁ%;é%‘-;%;ﬁ@;iﬁiﬁc‘,j‘ HE Fe Mesh (ARG ) WEREE L BB R

AP {Access Point, A A ).

HERK

E_OQUQI Mesh WEg B — R i AP 5 AP 2l r e & TB

Y. TEHERMERAT AT AT A,
“’[ﬂl Jo, sEfmE A, (W R RSN PATOBE Y AP 8838 AC(Access (,-:“mtrol fer, f?}/\q‘?ﬁ‘

P OATIT (3 ) AP PUERHELL . Mesh [X/‘EY%ZEI?\T,@‘%)Z < BRI Ty, R — TR AP R AP
ZAGET TR, W MR (5 52 } (S o b s, I B FR e A AP FE IR R
ok ?G’f;iﬂ\.d‘ A5 B R AR R AT I, W Mesh MEE Y W .,m’i i 2L T Az
AR T M AR e

fooo3l B ‘w: MUNISIT e ol s N I R SO
WAL I R R, AR I Z I B R R AT R
foood]  HiA aa’* Mesh W48 0T P 75 24048

00051 1) ijﬁr‘aﬁw AP [ wuw dia Access Control, BAKHE: A6 ) il

:j
5 AN 4 rﬁ

Y%, Mesh W&

(00061 2 HIRTT LAEEE AP ST ER BT B, 4 O AR LR E 2 E 3 e
[0007] AT

T Lz o Lk
W&MHLHW LA-

EMIF

[0008]
A

100091 frE 1 H’J%‘*E?’?

0101 A E 2 9ARIE M

011l v E SRR T E 2

loo12} G 4 4Ry frE 1A 3,

100131 R AP TR ST B

[ 00141 J fr, U 2) FPERIE T BASEAE AP R ARINES A B AL n AN, A BRI T B L
2NTE 3L e OLE v AT 0 AP, vff :

10015] Mon D AP T B - AP IRON AP 1B AP 1R

[0016] »,jj,jg (1 n—1 A~ AP HPAT Bk /;\ AP R AP 2, >f§ > 2 RRRBIGTE 2

fo0171 MFEIATHY n-2 P AP TPT EEGE B AP T AP 3.0 AP 3 LR B B

[0018]  ceveer

00191 BUELA ) oo A AP A LEE EE M B AP, 32 AP (D) 45 AP G 4B
78w

[0026]  eeneer s

9

(00211 &S5 AP, N AL o, RIRIBIT & n.

TP Link Ex. 1004

Page 594



CN 104703193 A w BE B 2/8

el

?’?7“53%’5% ﬁﬁ/‘ADb‘tUF TER PSR, I T AP I MAC Bk 5 H Y
—ﬁiﬁ&¢%ﬁm%mazmm%%%ﬁ¢ﬁﬁM%Pm
HAR IS AP

ﬁt f‘A) J ﬁ

TR, 240 AP BR R 1 L BATE AP ) MAC

00231 TATY Mesh PRI R
[0024} i‘ <A 03 ? G /j isfi A AP _VL \/Lx(
FRIRC L MR AT B L

AREE AP B 2, # AT AP, G AR AP T BT B 2%

:%%J Mesh P44 2R 5, F54 AP FRIE & STC B IU4B 2 AP B3, B OV 848
R AR, AP RN BYAR I T SRR A B Mesh AL R -

{00271 ﬂﬁﬁﬂ% refft Mesh WJ"?%'”*
foo28]  ARHUEHIEIR A
(00251 Msh 9% 8 /i
0030 P28 :
i T:f%lﬂ—‘}é??m
10031] ) &
EEE L ;

10032] WJ A TR TR G A5 A T8 IR A 2 AT R R e v E e 1
ST E PR

[0033] % T m 94T — SRR, R4S A1

AP, # ,a“éz?zfi

BOTVE E fr AP, DI E Mesh PAZRTTE S

i -~-—1§$é’ AP fYTCEE N4 i B
\J;ﬁhé’w“’ﬁi%i‘i‘_

WA B L;&mmJ r*‘ﬁ% CHE AP,

ﬁ%i;'&%ﬁ@ﬁi%fuﬁm%f

A4 %s)u’r' P AP m iz QR A By AP MEAT AR, AR 0 AP FEAR
S5 B9 RSST IR T AL S — MR, Aok XJ”,,, 49 becon /5 5

#LHUZ\’: hrJMAc uﬁ,:} %Mi G MAC HEMESS B B SO e AP B AR T

B AR R AP w BE B

[0034] % Mosh ;m]ze # g

[003s] AP bt

W2 251 RSST 1A

[0036] 3 AP BBZRSSIHAET KT E BE. KT —A,/,};\ i% beacon 15 2 %
&L*M”Hmﬁm HIWHZ LT AP () MAC ML R B DA ET ﬁﬁ&‘@ﬂ~%jﬁ

AAFET, Wi e AP H’J WA UU[HMJD&’JE%%?"? i AP F ’frh
(0037 ke i Mosh [ 2% (1 TELR P 25 7 B

mif AP, L < m<n, n AR

TRE AP (1S xfwf} ..... A= B
fooss]  H, Tk R AP A n 2% s s B BTE A B TS KR B m B
SRR AP

(0039] P A I 5 b S AP W L O SR U B
—"yj\\ .".\47 - AP % E,ELES’%?‘;?E Vesh Hg mﬂhﬁ/\” AP - ;‘*’f‘[ {'i,%@

TP Link Ex. 1004

Page 595



ON 104703193 A W BE P

3/8 5
[0040] *#¢@ﬁ%%%§*aﬁﬁ:
[0041] P AP E PR R R TR UWE@“ {5 AP T ZR A B, IR — i AR
BAP 1 A %4\";{, &,\/\J'{ B, 1 <m<n,n FEFEEAP ?J”ﬁ’” P28 A7 B IS AL
RTHERT AP AT EEF A AP, B AP m, fj‘ FEUE AP m C::’:.%“ W E e b
aomﬂ B i R R I A AR N SR A B R A: RERHEME
F? BRI g R T n A, # miﬁ-&*@ﬂmf,ﬁiﬁ,;,.,r.Jd//mf’ﬁ )1::

AP HEAT G Ak T“M 28 AP FEAS I Bk
Hﬂfuﬁ/ beacon i 5 [ RSST AT FURE — BUEET, MoRE NI becon 55 Pap 23y
ST MAC Sk, X?j‘“?aﬁ MAC FRBLER B B4R R AP WIS, j—)?:?.é‘iﬁ R SHE PN
FERERRIRRT AP m - %EH#E m .

SR ER T f\ SUEAP m 5 ZAREME D

foodz} WAP 7T Mesh pl2g &, z AP A BT Bl Mesh W &g R ';z‘fiéM %M m ] AT
L= m<n, n HEMNE AP PLENRENERNLE B, 1iZAP m& EHx M:f_m

I, i AP %E?IXXM—.'%F% TLAR 7 PR % FE AP 5O
HATER A, % AP AR .

[0044] {5 58 A AR A AP b HLI,

(G5, A R4S 5 1Y RSST L, Pk g AP R LTS B Me
ﬁ/ﬁ fw swi )\/u}\ﬂﬂjﬁf“' E‘Lm HISR AL B RY AP

WNWmM§$m%%%M

S E @[saufw:ﬁﬁ Hlie T?ﬁuﬂ)

VE (ng’ LP .t!,‘j 5

fou4s]  4F e W1 R AR H I BT id RSST A ILH,\TTﬂ B B, BT, AR

TH&BU’LHF AP {13 MAC M), BT FF R Hgs AP n G MAC Hihl A mu? T F
SRR AP BT, FHAELT, WG BT AP B MAC bR B 8 B RGN AP FIER
H

5'0046}

heacon {5

TR R B AP e AR DA R R A I A
: Bkl 5 2R PSR AT B BT 0 B BJCHG AP (04
Ai’fiJ;';J,\,LEE‘*“TEL b AT ERAE Mes cW%M,H FIE B AP P B AP R
UJ/\f»ﬂJg A.PG JCER IR AT HEI R, B SRS s RN R A Al s L 1R

CLERE T AP WY é?z',%%f""“‘ T B AP BRI R, ME1E AP 7]
HEHE, ?FM f Mesh M M’}H;J r'r /i/%j{flﬁﬂ%fvi» ,{-.17!‘;14’1?. f Mesh Wj

é’f z:i w e

iﬁﬁﬁ'ﬁﬁﬁ
[0047] LA SR AL Mesh PZEHE TTY
[0048] FQJ 2 JyACHHY 5 SRE MR T Mesh IEE T
00491 B 3 AARHNG )\EM’?H f (1) Mesh BYZXEERITT 0
foosol B 4 Al 1 Mosh RYEB B T L&
foos1] Bl o A A Mesh 447 FﬁT& ﬁ‘&!
foos2] & 6 AAHIE HEFIFRIUY Mesh Mt 4
foos3] (7 »s/‘m“ RO Mesh P4
f0054] P 8 AR i' IHRLES AP FUA R B E

5 B 50 u%

AN
T
e
I
Nr
(
T
Fﬂ'
=
i
@

@wmé e

TP Link Ex. 1004



fooss]  HEE AONERAE G Mcsh RS H157 J*ﬁWWf?ﬁ&i&’ﬁﬁ
0056  HETFTIDIE AP FUMAC HEbE L H ﬁf’rﬁ‘ﬁffx‘g 1.

AR AP AR, B ARFE AP B
/i\ AP H\J T?ig/\i! AP /}h/—:ﬁ{i? fi‘?v B4 AP 7! ir‘dmg}

[00s7] 1) w aL | RINAIE S S R R PR M 2R T
0058} 2) H1T AP ;‘j MAC Hi b9 48bit, — FLUE LD bit 103 8R, B 5802 AP 5 54
Zfﬂtf #30 Mesh W2 RO

~ AP R B AT, BHRG, B AP JER T L B S B E0Z AP T0VE
HHEARE AP AL R, B Mesh M"%/El“] S
o060l I&] L Al — S HE R Mesh PR AR i RIR TR BB IR F
[0061] PR 101 MZEETE on B TS k'ﬂtjwfé}'r?%' AP B SR B B NE

RTRE AP (MR, WA E v L S o< n,n AEIE AP IR R AT E ST

SU 3AAL©
[0062]  BIR 102 LR BB T MR R R APEME:,—‘ PR AP, WA AP m, I E
AP mEERE e b,

[0063] 103 < [ 2% B8 HOTIR AR BUC MU 28 DR BN & A B2 [ 1 305 50 R ¥
EALE m [AE AT E TR

o064  JPIE 104 TV E m BT AN EAE, MBS P n iz EVE FEGD
ELTRE T AP, A, TR PR TR AT AP m S EAR e B L0 AP AT R AL DUEAS
%M AP R 20 Sk 4 U5 B beacon ({EFR ) 15 5 [ RSST (Received Signal Strength

Indication, S E SRR ) AT AU —BMER, Mok ._{){;,77 ﬂq becon 14:_: T ?j
FUAT A A MAC Media Access Control, Gfdfe A4EH) bl f‘]//
EEAT R AP B, RS A I A BRI AP n R B b,
00651 PLaGHE, HPBR 104 L SRR ER B A AUIG AP w HZdlE *'ﬁ‘ 69 AP BT A
BB

[0ose]  PIEEERE PRI S LB A RN AP DB B0 B w LG EE AR, PS4y
B N E BN Hf Ap Tmi; xxé%fffé—*’-j’ FFES H

[0067] %b:iﬁ*é 101 41 X 2 rr ”%E%‘Jé%%?ﬁﬂ? e, S —
P ﬁ?{ﬁé AP ? :

5% {'ﬁk R AP g

A AR

?5}068} ALE DAY AR STUR N
AP R "axi A=W F AP B MR A,

mna@} Pl ‘“H%H"%im VAL m L AP "ﬁb%fa AR P S R 2%

LMY \’JLEZHE”J%’WJJ KF HENE n AR E A S E

[o070]  PAZEHEE TR IS CUARE AP ~ﬁ4céiéi?€i]é%fwgﬁh\, VENLE m I E R AP

(AR B O B AU, BRI S T A GO B m B0 AP ) B8 m (0 D08 AP (948 RS

= Maww R, DS AP m 5 B 5SS AP AE TR T VIAC B hE AL B

GRIE AP F1F A

.3
/i ,Ei.“

]

(00711 A EIE ol R R A B A ffﬁ’fﬁ/wmﬂm L AP BRI e R AT E
m M B F OB DS AP BT B R A Fﬁf;&

[0072] P 2 AEHUE Y S

TP Link Ex. 1004
Page 597



:E;;:éa ﬁﬁ :gj-\’ 5/8 jl

JUER 201 L5 — AP LFﬁa, T8l SEE R ISR T, WU 2N AP KO beacon
(G908, AT ZE 5 60 RSST {8, Hiep , 5 — AP /‘37::{ H 2 Mesh BIEE I 26 AR AL m 1
AP, 1 <m<n, n JEHZEAP F{’J#%,‘i"’ﬁ' AT R, H, M AP RS B T A M 2
MU m R, B AP RS TR SR PR R R SR TR AT B — AP B L E B Mesh 2% G
/25/?%‘73 fn AP 3 %T%KH} f?r? .

RTINS 84, & KT, MiZ beacon 15
P MAC ﬁjq_,Lu EET H BT AP 5

= b AP f'«J V‘,‘i”l\lhj&,JIE?ﬁ 5 AR AP g, Horp, Hopr ap
7’\3'[3%{5%1 i Mesh MJ?%%*FE“ *@Eﬁ’fifi?ﬁ"ﬁﬂwﬁ ZePREEALE w IYRRIEAL B Y AP,
[oo7s] DLk, A7 5% 202 %ﬂ “HHAA U AP I MAC HEE R T PR T 1 S HG 4RI AP Jilk
EIl Do K

i 1\@3@5; P g MAC

[0076] ?‘Lﬂﬂh]‘ S 2 T AP Y MAC BRI @”ﬁm AP Bl
[0077) [ 3 AR HTiR Jf}mdféu}mﬁ*m Mesh [ AR T &
Loo7e] //jiﬁ%m PSR T T I E R AP BN %
B LEE 2N E 3, e AP E 0

00791 DB 302 LRI n AR PSR S A ESE AP TR AR AT B 2 (R AR S

=,

SN o

?008@] o, R AP UM EE O BT 4D AR Ay L RrE 3
R E A, JZ A M8 2 R AR I /\mjﬁﬁ!};ﬁm}

ioom} B USRI B 2. —fq 4,

foos2] B 2 WARIEN O E 1L E 3,

foos3] L 3 pUSBiny o frE 2.6
foos4] frE 4 r<J"”,%%%3 ﬁ A=A
fooss] IR soTTE
’lj%— ’A”‘\f =
[oo8s] | 4 TR E b SRR R U Mesh BYZEBRSE TR

foos7] UK 401 4% :sﬁ’”‘ﬁ'imré?:ﬂ bl );qL:& AP i \i/u,

2 mhfﬂw’%“ B AT R B R AP F
& AP Zfﬁjﬁ"j'i{%? w0 B ER DT ) AR SR AP Z I EE

e ( E}

R

ST E, B E B

-

SRR AP e A B AR IR RS \P i SOLE, N B n,
S0 nn BEIE A BRI
fooss] PR 402 JEEECE BT O A EE BT AP UERIERE T AP BN AP o, B

7 Ead

B AP mEEEDLE m b
[0s9l b j'f%é 103 5 FA 2

CARE TUST UL A 51 SRR P8 A B TR G A 55 4%, B

[0090] %ﬂé 404 T m U4 AT
FRECERE T AP E R WMEEHIE T
HEAT A, DR .*TTA”” S BIR LA 7T 1 beacon 15
I MK B X577 [ bocon 15 55 P 23 B6 T G MAC Mt JE f’fJMf“Ci PABEE
SRR AP P ARG R BRI PR T N VAT AP o AR RO w b A

TP Link Ex. 1004

Page 598



CN 104703193 A ﬁ?‘é ﬁﬁ jﬁ" 6/8 9L

i

1 LAz 3w B =
BB A A

13

RIS G E m DA B LR A AP LS E T T, IR
{[ﬂil{g FI_,}(»J f\) I J.i 11!7—‘J!' -

0091]  AULER 404 b, 2 %V ,,,,, HIOLIE N MER IR A GO AP w B IZAT A B L AP
AT Al EAE 2y R A A MBS R B 1 AP P RSB — D AP (R AP m, 2R
iz AP i E k LEE AP (B AP © BT IM

fooe2] 40 7 W m H4E 5 fr ‘é" SR ;fnjfx:x}f:gﬁgfggp TR B AR

R AP m 5 AP kwmff""ﬁ “’W % BT AP m 5 AP K MJ BERAT, AP w0 SULE] AP K
LHAME B Y beacon (Z45) 455, AP m 3% heacon 1321
Strength Indication, 3% l‘fﬂ"fﬁﬂgﬁiuawﬁfx rﬂ)i*’“—xjm/
MAC HiutL, B AP | f MAC MLIEZRANEY 1 S B<B) AP 2R s[RI, AP Kt 22 TRIFACR) AP
m JE B R Y beacon {55, AP kK I 31% beacon 15 510 RSST {4 T-FHUE — B, 1]
R «k beacon ,nfﬂjw MAC }L,, AP m 9 MAC HEHRER TR 5 S OLEE AP FIZEF
i SE R, 20 AP m ESUETE BITE R A A B
%kw LR BIRE o BT,
fooga] VB m }} SRIEALE p LiL R Ax?,/\ljﬂlfgﬂ Mi/&fﬁjF’* AR A58
[0095] ‘M\Tmu """" SERE IR Mesh FH2E T8 TR TR X J,,\;_¢¢\/f££5é7 T
?00%1 */ 8501 AT — APCIRAE — AP) b, B3l 35048 E'{«\LJREE
f‘" %Mﬂ '7’iE con {55/, u{ﬂi 455 ¥ RSSI R, Hidb, 85— AP
MO E m ﬁ"?J AP, 1 < m <, n RRIERE AP 10 2R AR AT B Y A

3t {Received Signal

i% beacon 155 B

5 AP AT G ;17~ AP 5 I % T B0 SO R A B A S
""" AP 5 UL B Mesh 32 A {5 ﬁﬂg*ﬁpﬂ“ﬂﬁﬁ CHETAP N s CUERE R Mosh AR
HHF RO B A ’imiﬂ/v TLAPAEEAL B m AR A E Y AP,

[0097] DB 502 55— AP il iZ RSST +/5‘.;$/}\Tf WM, 5 A, BT B ER 503 .
W, $AT IR 506,

loooe] P8R 503 55— SEUE AP B MAC Hu L B 55— AP B MAC
SR EAET H%ﬁé -vaaé%t%f B 504 T, ST A0 505
00991 HE¥ 504 B 59AF AP B FE NG, A

(01007 SBLE 505 -
01011 BER 506 B AP AMEHE DT

01021 ACHIUTSEREAE b 2 T RRE R /%‘ 7*9&7* ERATE ROy AP FUEEETR
I P2 SR S o AT i 6 meﬁﬁ Mesh X255 i, HEADERT .

01031 ABIR 601 RS T R T T AP m) J‘%%‘LK,AU*E% T H
FIR- o M ir B 2 RIS R 0 &, e
fo104]  BIE 602 . iu]"f};fu i u kiRl
FIEHE AP AT AT BB, R kg TE‘iiié?‘J‘u*f
R AP BISRE

(Y MAC HbhE A

SINEE SHAT R AP B R, oK

JAP m) /*J\%fff\ Eom
f B EE AP HAT R R BMIERR AP m 5 H XH’JZ»’“FU? AP HE LR T
5 YJQ) AP T P AR R ’LL[I"UE_'VXM’E‘% AN E

et s o v = S ‘-
v 1 = AV
Uiy W'j =

L/

10

TP Link Ex. 1004
Page 599



N 104703193 A N o 7/8F

CRHERI FE R B, AL E }y‘\f—j@?d/ﬁﬁ’l CE AP A MR AL B S PR .
5'0105] 1":" Hom BT AP LA B PR, B E w (A SR E T, DR T AP
R Ve g e

[0108] it RCFLm SR EFIR L8 G kop, T R K LEIE T AP ko
1 ISR A AP, ) A R A S L L0 20 w5 I

ﬁ AP k
CBER, BT AP m DM n
SIEE AP m TEEESR ), S AL

R B 7 B R Y beacon -
HE T T ‘f: ***** BAEL E "Ji;\f 79 MAC BLHEGT T 1 B 40T AP F1 3R

Eo = N
= =R
/‘

heacon B AT

[}jy i Tfj‘;'? ﬁb: MAC iij?’{‘;’\[i_lf J:;.fjblﬂzltﬁ; AP ‘7 é{f?? rujlzj\ sfé‘»ﬁ ’ W(J 2% ﬂr i%’% AP m ﬁ’L‘{ -WE
7&335 AP, FE A i*x‘é%ﬁfﬁé+ji AT E w B AP ORGSR, P4 ’é%%ﬂtm EDAT
A BHL S CERE AP B0 2R M ER AT B A R P I

[o108]  ACHG K B“M'ﬂl A AR T

fetes] — ) RETIRIZES S AP i T”ﬁ AL, TR 10 AP (Y VAC Huhl 5 o2k

Iy

w = F, BN AR A AP 2 E B M*r: R e b TR Mesh B

Kk -

H‘%ﬁmﬁﬁﬁémmmﬁfi%ﬁ A AP FRE BRI AP B AR MR AT B L
T RO AL A B R, O R R AP (Y MAC Mk, ANTRHR & T Mesh s

-1 Mesh Mjé‘ 20 '&J )w .

LR KR, TS AP 8l e AP 1R

Ei ARG L R PR TE N ;‘ CaLZNA- N

AP BT N\ 45 AP A VA B 2B INARJE AP i MAC MLk,

M f Mesh ARUE Y Mesh W’%{EM}& o,

111] = 4 RER AP BB S i, Al "J\ ,\,272 %fcm

01121 L:, IS b B A AT

Jo AP PRI E

f0113] '{ A

14\7<,ﬁ§é AP &
s M BB

m :Lj"“i"{‘?]\“lo\ (e

z, H f

(\P **** iix 7 r ¥ q

AP, 1 ERHIE E oA Jr AP

B le K P ﬁ‘ua‘» Hﬁ AP m R ORI B m AR U, R

fo114]  EE IR
Ly B UL Eand anea AL AT DA A CITH R J’W,mﬁu\f:%imm/‘” pr BRI TR E ni

£ SRIELr s, #il ‘,Q/ZU_EL’MH /ifi CERTE AP B, fan ; BN AP ol
AR R BLE LI AP ;-}; AL, LIS 278 40 fERBIBIK E 5 T RSST
R HHAER - BRET, Mok BT beco M w%l —,w n“ 1 MAC Hih »—’H“?'I KT MAC

iR yiNIIER HH’J’\" & AP 9!% ,JH EREAD TS AP o HE AN E e L,
01151 ﬁuli*utu : ? AR & GAP m 5ZAEAE LR AP B 1?'11/%11
E‘i;ﬁ’ B E m FAER, B E

TP Link Ex. 1004

Page 600



4%}

CN 104703193 A N o 8/8 ¥i

0116]  frE A A“;ﬂ% ﬁz,ﬁxﬁxﬁc T R s MR EO B AP 8 R ER L &L LA AR
E PO D SR LT AP AR PR B R, R IR HUE AP IR MR B
f01171 ik, m%éa - /I 2 FFL HLE AR, BT .

o118l fERIAIE m AT AP nn‘ﬂg’:é VR, MR TR & DI 2R I 2R A 2 AT
JARER, MR E T E m AR B
(01191 AR m%%af‘iﬁ“ﬁ i a’*d‘f? AP BInZE S A SR, B E m TR AP
GUAE b B AT, FRoR M SRS A W\f%m LB AP Sl S0 E n R EEE AP G948 4L
1% AP 3T f*m LIS (AP m 5 S 95 SR)E AP AH T0IE T I VAC HHE A H B

%

i

,,,,,

0120} UL BRI A G AT E m B AP TR TE R, R

LR “f’ﬂ Al H«Hr‘lié A28 A0 B T R AR R

[0121] E Eios R B : Mf‘ Mesh W ?
o i;if Me sh *E,% =] 5 ﬁf‘é M EATEE m AP, 1 <<y i
PAAE B 9% AP ZER IR BN R AT B m B, 1% AP %S"lxx} B

PUHEZ AP 5 R 2 Mesh Pas TR 4408 AP EATAIEARR, 2% AP £ 4 m
SRR B R A fbe, Horpr
101221 TR SR AP IR, BN RN AR RN, B B AP R

SF beacon 5, KM% 5 10 RSST A1, $hop, JUE AP 9 EL 3B Mesh &P 0. LI
it i ' Baié”ﬁ AP,

SR Sy B YA P AL M

f0123]  AREFIRMAEY R R M{E GRS AR HAT I RSST BT R TR E— M
. % J;T A SRR u;JTﬁ%ﬁE%’éﬂj .35 1 beacon fa '%‘ ‘44 SR AZ R AP {1 MAC Bh kL, )y
ZHE AP [ ‘»M(,ithi%r’*\ejﬁ HET, B T AP Y
MAC ﬂgm%&ﬁﬂiﬁ%ﬁ B ’—'El
(01241 RaEd, 4R JE B
FlRm oz EE—DH T .
[0125] S ATAET WU 2 380 AP ) MAC a%iM\ g é} "Jvtﬂﬂ:‘
f01261 L BRSO AR T8 IR S
AN A, BT s 0 S E . oiod »J:»/J/‘JLLJ ﬁ{:i%m%ﬁ f%ﬁ“%zr’m

AD

/Ji

TP Link Ex. 1004
Page 601



W OER OB M A /4T

- 101
@%@%ﬁﬁﬁ%ﬁiﬂ%ﬁ%%ﬁ@ﬁimﬂ%“ﬁ i#wﬂﬂﬁ%%v
GRS E, A Em, 1<m€n, ndEHFAPY LE VLT LS
‘ ? _— 102
AR~ AAP, I HAP M, BT EIEAP mwfi

=B Emb

¥
103

F e %] &Y g\/“ %u%‘z Wi B2 B e ERX B, AL Emby

L - 104

lékiby %V/\-.,
EHAPEE B L
5 ﬁ’?bcwnf’é’

o
APF] T

A B mdi e 4R
F57 W 24

%o g g )3 IMACH AL, H

5K, WEREL AL EAVEGE LAT G HRET
%ﬂkh%lsw@%%u@Jw@#% VA1
n"’R S8 ﬁ\f‘?’)\‘m%w‘iﬁ}’!ﬁ B, AE g

B4 F 9 beaconts 54
EdE st F I MAC AR j‘/ﬂi i /% {‘4'31‘3

i3
LHs

, FAE TR ASE AN AR ik 5 4? AP m3tF 8 Em b

2

AP, i LM s\ﬂ? ﬂ/&'gf
# y}% BG4 A5 FonBl,

yo - Bl B AR e X, ek o Sot, e 201
/:{%3 j}‘P,,_‘ Qs S ‘/v né "‘fj} <} fe‘;\‘ﬁ:'/ﬂ‘ NGy &2} Apli.ﬁfijbl HOOW IS 4 "e.:!.‘f
MEATFSIRSSHA, ;\ L“r"’ %wAP%:%%ﬁ%ﬁJ’\éesh WL uﬁ/’i 2 ) #5435 B il
5 # - /xD%—fm anE- 7

FAPH) K2 46 15 B A ek B,
AP BAFLALTREREFARESE ~APS LIF

B Mosh i 2o 4 5 4% 2 APHLAT 64

-

L]
202

g, REAPHE

B —APFIRARSSHEA & X THRHE — R
LT APIIMACHLIE,
W, ERALT, WG

Sy 2
MAEL A

> W

LE R, MiE boasm’f R g B
7% LB APIMACHLAL R 5 AT A 5 B AUEAPT| &
i

£ i
T APHIMACH. B R3] %é’y‘:‘ﬁ}z—AP:’? F, £

v
R 43

NG

Mesh 24 Y‘;'? ﬁ;}m ﬁ. ﬁ;ﬁf'{/‘[{;’{ nﬁ%ﬁ&f 7&}@%5

*
s
fyiéc: s/rT VL B é{;’/“i?

B9

13

TP Link Ex. 1004

Page 602



N 104703193 A W OB B M B 9/4 5
. . i f'."iﬁi
TS ya‘,{i;@i AR BEFTAP REPISBLE, LRI A 5 i
/3@2
W 10 B T 4L Wty B2 a4 E X &
T ‘ 401
“’ﬁ&é‘fi H T4 ﬁ ﬁfuﬁ;@ﬁ’c“}-&» {xﬁerAPf’“fg . ¥ /&lf BTk i uaé‘%iAP
/ E‘ "3 1«,}% %..:» 1/»;&4%}7,.‘.4—- 2 ?’Jé‘f? Ti./%” E&In7
I<m<n, nA&H %“A PEI R AL B 89540
— — 402
B AP mAr
T ) 403
P 2430 B S T ARIE TR S MR G AN fi P 2 B R AR £ B, B AR Bt AR
EAi oA, KA Ek p
A eEr A1 /\. wr o rr. T Y RA L’ﬁ "/’4{}4‘
)'ﬂ.ﬂkﬁlf b BREAS F t’iJ- %..}x» !‘}) 5 **};i'*»jﬂg" 1“”7}
%8 fé' TAP, 'g}fr R
WHATRE AR, VAEE. i s’f’ffxf:’f%/' u’{ﬁﬁm
BAR, MAH N é’::bwoneczw%%’«“‘{& mlﬁm E,MA(,»%A}: -4 ‘r? /f?‘E?ﬁ/lA(,%:
kil EAF“ b % P F AR AL EA T A AP mT
HEE BE m b8 4 H ‘3' fé‘imﬁw 2B %”‘*:u;gaﬁ tiea{’}%APa*ihff M 445 B 5] &
B, AT MARERE AR Bt AR ETEAP iR E A Em b

14

TP Link Ex. 1004
Page 603



¥4 EN 3.
CN 104703193 A WO OB M A 9/4
A AP (R F-AP) b, BE QBT S SO
AP (R AP % & beaconE S g 501
i‘ﬁg‘ EAP \‘vv “AP) Ii*, beacon{s 5 g 9
RSSIHE, H4, F--APHBIE _—J“vie\h'ﬁwéx»f? B TR
g;m"}"\P 18me<n, n%:ﬁm}{APéﬁ. PR T A S
H, 5% —APERAFHAAFSE R,
%M'%??D??‘T G2 g rx’af“AP &40 2 2 Mosh i 24
WG-S5 EAPLITALAR, AP F 3 Mosh P26 46
B A BRI A AP bl B 4 B A AP
= 502
e G AP MG E bencon (2 5 P 2
THEE SAPSIMACHIE, FIEE AP
e SN ”—f/:k‘“"}‘v%’gjlgr“AP‘?]%
504 £ 505
- APHE AP ﬁMAcwfw%éx W AR EAPTL R B, A .
A, #\mwiiff,,%\
- 506
] B AP it 2 3

W2 E R AL TAL Em LAGAP (FPAPm) S0 F485,
Wiz ix B2 e ARE R A, A }z_mé’j-é‘}?%

¥
rErs hﬂ”ﬁ@hﬁm%,%ﬁ4”mﬁﬂ%%@%fwﬂ
é;"v‘i"{i;‘f%“/ 31 s Em EESAP { F’“’AP m) 75 540 EmeG &4
G APHEAT#ERL, VAETE AP m- —gr E;‘;'Xf«z»uﬁ AP#H :‘L/{T?}L 7
1‘3”3]\’@% Hab A ﬁ ;%‘” {V"} RAEAPR A PRI S R4-an R al T, ” B BALFEA T
T E m b AP T A R b 4R R T 3’5‘/"1% L};AK ﬁ} E S ﬁé’? A EAPH T2 M %A% 5
& AR

a

m‘i

.:3«

i

“m X3
L‘ .
2R
pm

3‘19’
C

%

o

£

7

o
on

TP Link Ex. 1004

Page 604



AR ¥

>

Bl H M E

4/4 5L

Mesh 5

BAERE

;

AR T RS AR

16

TP Link Ex. 1004
Page 605



/4///////

7

Espacenst

Bibliographic data: CN104756474 (A} — 2015-07-01

fMathod and system for performance estimation of a2 communication link

inventor{s):

Applicant{s}:

Classification:

Application
number:

Priority
number{s):

Also published
as:

BHAGAVATULA RAMYA; SONG GUOCONG; KERPEZ KENNETH,;
RHEE WON-JONG * (BHAGAVATULA RAMYA, ; SONG
GUOCONG, ; KERPEZ KENNETH, ; RHEE WON-JONG, ; $iK#% B
MEERL ; REHE, | SEHTELR, | 20%)

ADAPTIVE SPECTRUM & SIGNAL * (ADAPTIVE SPECTRUM AND
SIGNAL ALIGNMENT, INC, ; B R RE S BRERGERAE)

- international:HO4L12/24; H04M11/06; HO4M 3/22

- cooperative: H04L41/142 (KR); H04L43/0811 (KR); H04L 43/0847
(KR}: H04L43/10 (EP. KR, US): HO4L43/12 (EP,
US); H04M11/062 (EP, KR, US); H04M3/2209 (EP,
US); HOAW24/08 (US); HO4L41/142 (EP, US)
HO4L41/16 (EP. US), H04L43/0811 (EP, US);
H04L43/0847 (EP. US); H04L43/0852 (EP, US);
HO4L43/087 (EP, US)

CN20128075813 20120713 Global Dossier

WO02012UU546810 20120713

CN104756474 (B) AL2012384830 (A1) AU2018204112 (A1)
AUZ2016204112 (B2) BR112015000810 (A2) CA2879060 (A1)
CA2879060 (C) CN110268565 (A} EP2873223 (A1)
JP2015530774 (A) KR101677404 (B1) KR20150038198 (A)
US10375590 (B2) US2016007218 (A1) WO2014011191 (A1} less

Abstract of CNID4TSEET4 (A}

Dascribed is a method for performance estimation of a communication devics, The
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for the communication device according
to the active probing data and the
operational data.
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CLAIMS CN104756474

E .

A method for performance estimation of 2 communication device, the method comprising:

Pesform proactive detection to determine active probing data;

Reading operational data, the operational data including data related to noise conditions of the channel and the
chanmel, and counter values associated with user data traffic between the communication device and another
commuunication device, wherein the operational data is Related to the carrent settings of the communication
device;

And performing a performance estirnation algorithim on the communication device according to the active
probe data and the operation data.

2.

The method of claim 1 further comprising: reading the operational data prior to performing the active probing.

3.
The method of claim 1 wherein the reading of the operational data is performed during execution of the active
probe or after performing the active probe.

28-10-2019 1 TP Link Ex. 1004
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4.

The method of claim 1 wherein training the performance estimation algorithm comprises updating the
performance estimation algorithm as a function of one or more indicators, the one or more indicators
comprising at least one of:

Times of Day,

One week,

Type of communication device,

Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics including at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent {o the communication device, wherein the data
comprises af feast one of an interference channel and an interference level.

28-10-2019 2 TP Link Ex. 1004
Page 609



5.

The method of claim 1 wherein performing active probing comprises:

Transmitting active probe data from the commuuication device {o another communication device;

Waiting for a predetermined time before reading the operational data.

6.

The method of claim 1 wherein performing active probing comprises:

Transmitting active probe data from the communication device to another communication device;

A report is received that represents the amount or data of data received by the other communication device.

~

{.
The method of claim 1 wherein performing active probing comprises:

Transmitting traffic from the communication device to another communication device;

Rocord the measured data associated with the ransmitted service,

8.

The method of claim 1 further comprising:

At least one of throughput, connectivity, delay, jitter, or error rate of the comnmunication device is calculated
using active probe data for training the performance estimation algorithm.

9.

The method of claim 1 wherein performing active probing is performed less frequently than performing passive

28-10-2019 3 TP Link Ex. 1004
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probing.

10.

The method of claim 1 further comprising:

The active probe data and the read operational data are sent to the server before, during, and/or after the active
probe is performed.

(RN

The method of claim 10 wherein said server trains said communication device with said performance estimation
algorithm based on active probe data from said communication device and other communication devices and
sald manipulated operational data.

12.
The method of claim 11 wherein said server applies a machine learning algorithm to train said performance
estimation algorithm for said communication device.

13
i3,

The method of claim 1 wherein said communication device comprises at least one of:

Access point {AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer {DSLAM);

Gateway

28-10-2019 4 TP Link Ex. 1004
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Performance enhancement device;

Digital Subscriber Line (DSL) Customer Premises Equipment (CPE) moden;

In-home power line equipment;

Home Phone Line Network Alliance (HPNA) based device;

In-home coaxial cable distribution equipment;

.hn (Glohal Home Networking Standard) compatible device;

Metering comimunication equipment within the hore;

An in-home device communicably coupled to the LAN;

Wireless ferntocell base station;

Wireless WiFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

a node in an ad hoc network/mesh network;

Set-top box (STB} / set-top unit (STU) customer electronics;

28-10-2019
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TV that supports Internet Protocol (IP);

[P-enabled media player;

IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;

a computer peripheral connected to an Ethernet;

arouter connecied to an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network switch that connects to an Ethernet.

4.

A systern comprising:

An optimization center conununicatively coupled to one or more communication devices, wherein the one or

more communication devices are operable to:

Perform proactive defection to determine active probing data;

28-10-2019

TP Link Ex. 1004

Page 613



Reading operational data, the operational data including data related to noise conditions of the channel and the
chanmel, and counter values associated with user data traffic between the communication device and another
commuunication device, wherein the operational data is Related to the carrent settings of the communication
device;

And performing a performance estirnation algorithim on the communication device according to the active
probe data and the operation data.

15,
The system of claim 14, wherein the optimization center is implemented as a server or implemented as a
commuuication device frorm the one or more communication devices.

18.
The system of claim 14 wherein said one or more communication devices are operative {0 read operational data
prior to performing active probing.

i7.
The system of claim 14 wherein said one or more communication devices are operative to read operational data
during execution of active probing or after performing active probing.

i8.

The system of claim 14 wherein said one or more communication devices are operative to frain said performance
estimation algorithm, said one or more, by updating said performance estimation algorithm as a function of one
or more indicators The indicator includes at least one of the following:

Times of Day,

One week,

Type of communication device,

28-10-2019 7 TP Link Ex. 1004
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Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics including at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent {o the communication device, wherein the data
comprises at feast one of an interference channel and an interference level.

19,
The system of claim 14 wherein said one or more communication devices are operable to perform active probing
by:

Transmitting active probe data from the communication device to another communication device;

Waiting for a predetermined time before reading the operational data.

28,
The system of claim 14 wherein said one or more communication devices are operable to perform active probing
by:

28-10-2019 8 TP Link Ex. 1004
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Transmitting active probe data from the communication device to another comimunication device;

A report is received that represents the amount or data of data received by the other communication device.

21.

The system of clairn 14 wherein said one or more commuunication devices are operable (o perform active probing
by:

Transmitting traffic from the communication device to another communication device;

Record the measured data associated with the transmitted service.

22.

The system of clairo 14 wherein said one or more communication devices are operative to calculate throughput,
connectivity, delay, jitter of said commuuication device using active probe data for training said performance
estimation algorithm Or at least one of the error rates.

23.

The sysiem of claim 14 wherein said one or more communication devices are operable to perform active probing
less often than performing passive probing.

24.

The sysiem of clairo 14 wherein said one or more communication devices are operable to:

The active probe data and the read operational data are sent o the server before, during, and/or after the active
probe is performed.

25.

The systern of claim 24 wherein said server is operative (o frain said performance estimation algorithm for said
communication device based on active probe data and said manipulated data from said communication device
and other conumunication devices.

28-10-2019 9 TP Link Ex. 1004
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26.
The system of claim 25 wherein said server is operative to apply a machine learning algorithim {o train said

performance estimation algorithm.

27.

The system of clairo 14 wherein said communication device comprises at least oue of:

Access point {AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer (DSLAM):

Gateway

Performance enhancerment device;

Digital Subscriber Line (DSL) Customer Premises Equipment {CPE) modem;

In-home power line equipment;

Home Phone Line Network Aliance (HPNA) based device;

In-home coaxial cable distribution equipment;

28-10-2018 10 TP Link Ex. 1004
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G.hn {Global Home Networking Standard) compatible device;

Metering communication equipment within the home;

An in-home device communicably coupled to the LAN;

Wireless femiocell base station;

Wireless WikFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

a node in an ad hoc network/mesh network;

Set-top box {(STB) / set-top unit (STU) customer electronics;

TV that supports Internet Protocol (IP);

[P-enabled media player;

IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;

28-10-2019 11 TP Link Ex. 1004
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a computer peripheral connected to an Ethernet;

arouter connected to an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network swiich that connects {o an Ethernet,

28.
A smachine-readable storage medium for storing machine-executable instructions that, when executed, cause a
processor to perform the method of any one of claims 1 to 13.

29.

A method for performance estimation of a communication device, the method comprising:

After performing active probing and passive probing, receiving operational data including a counter value from
the communication device, the counter value being related to user data traffic from the communication device to
another communication device;

The performance estimation algorithyu is trained on the communication device based on the operational data
before performing active probing or afier performing active probing.

30.
The method of claim 29, further comprising receiving the operational data prior to performing the active
probing.

31

The method of claim 29 wherein the operational data is received during execution of the active probe or after

28-10-2019 12 TP Link Ex. 1004
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performing the active probe.

32.

The method of claim 283, wherein training the performance estimation algorithim comprises updating the
performance estimation algorithm as a function of one or more indicators, the one or more indicators
comprising at least one of:

Times of Day,

{ne week,

Type of communication device,

Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics fucluding at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent to the communication device, wherein the data

28-10-2019 13 TP Link Ex. 1004
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comprises at least one of an interference channel and an interference level.

The method of claim 23 wherein performing active probing comprises:

Transmitting active probe data from the communication device to another communication device;

Waiting for a predetermined time before reading the operational data.

34.

The method of claim 28 wherein performing active probing comprises:

Transmitting active probe data from the commuuication device {o another comimunication device;

A report is received that represents the amount or data of data received by the other communication device.

35.

The method of claim 29, further comprising:

At least one of throughput, connectivity, delay, jitter, or error rate of the communication device is calculated
using active probe data for training the performance estimation algorithm.

The method of claim 29 wherein performing active probing is performed less frequently than performing passive
probing.

37.

The method of claim 29, further comprising:

The active probe data and the read operational data are received, the operational data being related to user data

28-10-2018 14 TP Link Ex. 1004
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traffic from the communication device prior to performing active probing, during performing proactive probing,
and/or after performing proactive probing.

38.

The method of claim 37 wherein fraining the performance estimation algorithm for the communication device is
performed based on active probe data and read operational data from the communication device and other
communication devices.

39.
The method of claim 38 wherein training the performance estimation algorithm corprises applying a machine
learning algorithm.

40.

The method of claim 38 wherein said communication device comprises at least one of:

Access point {(AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer {DSLAM);

Gateway

Performance enhancement device;

Digital Subscriber Line (DSL) Customer Premises Equipment (CPE) modem;

In-home power line equipment;
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Home Phone Line Network Aliance (HPNA) based device;

In-home coaxial cable distribution equipment;

G.hn {Global Home Networking Standard) compatible device;

Metering communication equipruent within the home;

An in-home device communicably coupled to the LAN;

Wireless femitocell base station;

Wireless WiFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

anode in an ad hoc network/mesh network;

Set-top box (STB) / set-top unit (STU) customer electronics;

TV that supports Internet Protocol (IP);

IP-enabled media player;

28-10-2019 16
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IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;

a computer peripheral connected to an Ethernet;

arouter connected o an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network switch that connects to an Ethernet.

41.
A machine-readable storage medium for storing machine-executable instructions that, when executed, cause a
processor to perform the method of any one of the method claims 29-40.
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CLAIMS CN104756474

E .

A method for performance estimation of 2 communication device, the method comprising:

Pesform proactive detection to determine active probing data;

Reading operational data, the operational data including data related to noise conditions of the channel and the
chanmel, and counter values associated with user data traffic between the communication device and another
commuunication device, wherein the operational data is Related to the carrent settings of the communication
device;

And performing a performance estirnation algorithim on the communication device according to the active
probe data and the operation data.

2.

The method of claim 1 further comprising: reading the operational data prior to performing the active probing.

3.
The method of claim 1 wherein the reading of the operational data is performed during execution of the active
probe or after performing the active probe.
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4.

The method of claim 1 wherein training the performance estimation algorithm comprises updating the
performance estimation algorithm as a function of one or more indicators, the one or more indicators
comprising at least one of:

Times of Day,

One week,

Type of communication device,

Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics including at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent {o the communication device, wherein the data
comprises af feast one of an interference channel and an interference level.
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5.

The method of claim 1 wherein performing active probing comprises:

Transmitting active probe data from the commuuication device {o another communication device;

Waiting for a predetermined time before reading the operational data.

6.

The method of claim 1 wherein performing active probing comprises:

Transmitting active probe data from the communication device to another communication device;

A report is received that represents the amount or data of data received by the other communication device.

~

{.
The method of claim 1 wherein performing active probing comprises:

Transmitting traffic from the communication device to another communication device;

Rocord the measured data associated with the ransmitted service,

8.

The method of claim 1 further comprising:

At least one of throughput, connectivity, delay, jitter, or error rate of the comnmunication device is calculated
using active probe data for training the performance estimation algorithm.

9.

The method of claim 1 wherein performing active probing is performed less frequently than performing passive
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probing.

10.

The method of claim 1 further comprising:

The active probe data and the read operational data are sent to the server before, during, and/or after the active
probe is performed.

(RN

The method of claim 10 wherein said server trains said communication device with said performance estimation
algorithm based on active probe data from said communication device and other communication devices and
sald manipulated operational data.

12.
The method of claim 11 wherein said server applies a machine learning algorithm to train said performance
estimation algorithm for said communication device.

13
i3,

The method of claim 1 wherein said communication device comprises at least one of:

Access point {AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer {DSLAM);

Gateway
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Performance enhancement device;

Digital Subscriber Line (DSL) Customer Premises Equipment (CPE) moden;

In-home power line equipment;

Home Phone Line Network Alliance (HPNA) based device;

In-home coaxial cable distribution equipment;

.hn (Glohal Home Networking Standard) compatible device;

Metering comimunication equipment within the hore;

An in-home device communicably coupled to the LAN;

Wireless ferntocell base station;

Wireless WiFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

a node in an ad hoc network/mesh network;

Set-top box (STB} / set-top unit (STU) customer electronics;

28-10-2019
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TV that supports Internet Protocol (IP);

[P-enabled media player;

IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;

a computer peripheral connected to an Ethernet;

arouter connecied to an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network switch that connects to an Ethernet.

4.

A systern comprising:

An optimization center conununicatively coupled to one or more communication devices, wherein the one or

more communication devices are operable to:

Perform proactive defection to determine active probing data;
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Reading operational data, the operational data including data related to noise conditions of the channel and the
chanmel, and counter values associated with user data traffic between the communication device and another
commuunication device, wherein the operational data is Related to the carrent settings of the communication
device;

And performing a performance estirnation algorithim on the communication device according to the active
probe data and the operation data.

15,
The system of claim 14, wherein the optimization center is implemented as a server or implemented as a
commuuication device frorm the one or more communication devices.

18.
The system of claim 14 wherein said one or more communication devices are operative {0 read operational data
prior to performing active probing.

i7.
The system of claim 14 wherein said one or more communication devices are operative to read operational data
during execution of active probing or after performing active probing.

i8.

The system of claim 14 wherein said one or more communication devices are operative to frain said performance
estimation algorithm, said one or more, by updating said performance estimation algorithm as a function of one
or more indicators The indicator includes at least one of the following:

Times of Day,

One week,

Type of communication device,
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Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics including at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent {o the communication device, wherein the data
comprises at feast one of an interference channel and an interference level.

19,
The system of claim 14 wherein said one or more communication devices are operable to perform active probing
by:

Transmitting active probe data from the communication device to another communication device;

Waiting for a predetermined time before reading the operational data.

28,
The system of claim 14 wherein said one or more communication devices are operable to perform active probing
by:
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Transmitting active probe data from the communication device to another comimunication device;

A report is received that represents the amount or data of data received by the other communication device.

21.

The system of clairn 14 wherein said one or more commuunication devices are operable (o perform active probing
by:

Transmitting traffic from the communication device to another communication device;

Record the measured data associated with the transmitted service.

22.

The system of clairo 14 wherein said one or more communication devices are operative to calculate throughput,
connectivity, delay, jitter of said commuuication device using active probe data for training said performance
estimation algorithm Or at least one of the error rates.

23.

The sysiem of claim 14 wherein said one or more communication devices are operable to perform active probing
less often than performing passive probing.

24.

The sysiem of clairo 14 wherein said one or more communication devices are operable to:

The active probe data and the read operational data are sent o the server before, during, and/or after the active
probe is performed.

25.

The systern of claim 24 wherein said server is operative (o frain said performance estimation algorithm for said
communication device based on active probe data and said manipulated data from said communication device
and other conumunication devices.
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26.
The system of claim 25 wherein said server is operative to apply a machine learning algorithim {o train said

performance estimation algorithm.

27.

The system of clairo 14 wherein said communication device comprises at least oue of:

Access point {AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer (DSLAM):

Gateway

Performance enhancerment device;

Digital Subscriber Line (DSL) Customer Premises Equipment {CPE) modem;

In-home power line equipment;

Home Phone Line Network Aliance (HPNA) based device;

In-home coaxial cable distribution equipment;
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G.hn {Global Home Networking Standard) compatible device;

Metering communication equipment within the home;

An in-home device communicably coupled to the LAN;

Wireless femiocell base station;

Wireless WikFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

a node in an ad hoc network/mesh network;

Set-top box {(STB) / set-top unit (STU) customer electronics;

TV that supports Internet Protocol (IP);

[P-enabled media player;

IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;
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a computer peripheral connected to an Ethernet;

arouter connected to an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network swiich that connects {o an Ethernet,

28.
A smachine-readable storage medium for storing machine-executable instructions that, when executed, cause a
processor to perform the method of any one of claims 1 to 13.

29.

A method for performance estimation of a communication device, the method comprising:

After performing active probing and passive probing, receiving operational data including a counter value from
the communication device, the counter value being related to user data traffic from the communication device to
another communication device;

The performance estimation algorithyu is trained on the communication device based on the operational data
before performing active probing or afier performing active probing.

30.
The method of claim 29, further comprising receiving the operational data prior to performing the active
probing.

31

The method of claim 29 wherein the operational data is received during execution of the active probe or after
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performing the active probe.

32.

The method of claim 283, wherein training the performance estimation algorithim comprises updating the
performance estimation algorithm as a function of one or more indicators, the one or more indicators
comprising at least one of:

Times of Day,

{ne week,

Type of communication device,

Manufacturer and model of the equipment,

The characteristics of the device,

firmware,

The backbone is limited,

User's network usage style,

RF characteristics fucluding at least one of signal power, path loss, noise level, frequency band, and mode of
operation,

Environmental statistics, or

Data relating to operation of a communication device adjacent to the communication device, wherein the data
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comprises at least one of an interference channel and an interference level.

The method of claim 23 wherein performing active probing comprises:

Transmitting active probe data from the communication device to another communication device;

Waiting for a predetermined time before reading the operational data.

34.

The method of claim 28 wherein performing active probing comprises:

Transmitting active probe data from the commuuication device {o another comimunication device;

A report is received that represents the amount or data of data received by the other communication device.

35.

The method of claim 29, further comprising:

At least one of throughput, connectivity, delay, jitter, or error rate of the communication device is calculated
using active probe data for training the performance estimation algorithm.

The method of claim 29 wherein performing active probing is performed less frequently than performing passive
probing.

37.

The method of claim 29, further comprising:

The active probe data and the read operational data are received, the operational data being related to user data
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traffic from the communication device prior to performing active probing, during performing proactive probing,
and/or after performing proactive probing.

38.

The method of claim 37 wherein fraining the performance estimation algorithm for the communication device is
performed based on active probe data and read operational data from the communication device and other
communication devices.

39.
The method of claim 38 wherein training the performance estimation algorithm corprises applying a machine
learning algorithm.

40.

The method of claim 38 wherein said communication device comprises at least one of:

Access point {(AP);

Base station

Wireless local area network (LAN) device;

Digital Subscriber Line Access Multiplexer {DSLAM);

Gateway

Performance enhancement device;

Digital Subscriber Line (DSL) Customer Premises Equipment (CPE) modem;

In-home power line equipment;
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Home Phone Line Network Aliance (HPNA) based device;

In-home coaxial cable distribution equipment;

G.hn {Global Home Networking Standard) compatible device;

Metering communication equipruent within the home;

An in-home device communicably coupled to the LAN;

Wireless femitocell base station;

Wireless WiFi compatible base station;

Wireless mobile device repeater;

Wireless mobile device base station;

anode in an ad hoc network/mesh network;

Set-top box (STB) / set-top unit (STU) customer electronics;

TV that supports Internet Protocol (IP);

IP-enabled media player;
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IP-enabled game console;

Ethernet gateway

a computing device connected to the LAN;

a computer peripheral connected to an Ethernet;

arouter connected o an Ethernet;

a wireless bridge connected to the Ethernet;

a bridge connecting Ethernet; and

A network switch that connects to an Ethernet.

41.
A machine-readable storage medium for storing machine-executable instructions that, when executed, cause a
processor to perform the method of any one of the method claims 29-40.
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device, are recorded and stored in the database system over time; the contents of the
database system are used to determine the likely future location spedcific network
neads, such that this information {ogether with the characteristios of the new small cell
are used o determineg the placement co-ordinates of the new small call, and use the
placament co-ordinates 1o guide g userin ihe placement of the new small cell, with the
device for guiding the user.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate, complete, refiable or
{it for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation outpud.

DESCRIPTION CN104854901

A method for directing placement of a new small cell, wherein the smali cell is a radio cell station having a much
smaller coverage area than the macro cell, including one or more existing wireless cells, having One or more
mobile devices, processors and database systerns of known location and application usage and context, new smalt
cells, devices for instructing users to place new small cells, the method comprising the steps oft The measured
network characteristics of the location and the location-dependent context data requirements of the mobile
device are recorded and stored over time in the syster; the content in the database system is used to determine
possible futare location-specific network requirements to enable this The information, along with the
characteristics of the new small cell, is used to determine the placement coordinates of the new small cell; and the
user is used {o direct the user (o place the new small cell using the placement coordinates.

Method for guiding placement of a new small cell

Field of invention

The present invention relates (o the positioning of small cells for wireless communication in buildings or other
restricted areas.

Background of the invention

As mobile networks rapidly evolve, it is widely predicted that there will be a large number of connected devices
and associated cells. In addition to conventional macro cells, many "small cells” will operate at low energy levels
and are designed to communicate with devices in the immediate local area. Int this document, a small cefl is
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defined as any radio cell having a much smaller coverage area than a conventional "macro” cell, inclading a
public "pico cell’, a residential femto cell, or WikFi access. point.

A current example of a small cell is a femto cell. A femtocell is a portable unit deployed by a consumer that
typically uses licensed spectrum. Unlike traditional base stations, the backhaul to the wireless communication
network is a private or leased line that is used by consumer-supplied packet data (IP) connections {eg, DSL
connections) rather than in first- and second-generation cellular systems. Circuit switched backhaul. The
femiocell radio power output is nominally in the range of 0.5 watts to 1 watt since it is designed for indoor
coverage. In the Third Generation Partnership Project (3GPP) Long Term Evolution (LTE} or Evolved UTRAN
{(eUTRAN) projects, the femtocell is also referred to as a "home evolved Node B."

The use of small cells as a low cost method for adding coverage and capacity to a wireless communication
network has led to some difficulties that the embodiments of the present invention attempt to address. The
placement of inexpensive simall radio cells is typically not implemented by conventional cell location planning
methods. However, the location of small cells is extrernely important because the location of small cells may be
challenging for receiving data with specific data requirements (high bandwidth, low latency, etc.) or between
users and other network cells. The only available connection for mobile users in buildings. Incorrect locations
can have a critical impact on the performance of a wider network (for example, in the sense of interference), and
this is a critical issue to be addressed for a successful deployment.

Due to the number of cell types that are likely to be used in future mobile communication networks, these mobile
commurtication networks have different capabilities, support different network technologies and have different
bandwidth capabilities and diversity of application requirements, thus assisting small The placement of the cellsis
advantageous in order to optimally meet the network requirements and also to optimally meet user needs in the
countext of the use of network resources depending on their focation.

More information can be found in "US20101203%4 (A1) - Femto Cell Location by Proxy Method".

Current cell location planning methods are generally not suitable for directed placement of small cells (the
placement of these small cells may be borne by the network operator or consumer), and other placement
methods that have been found in the prior art are not considered. The contextual nature of the user's mobile
device usage. Therefore, there is currently no placement method or apparatus that allows consummer placement of
small cells in a manner that takes into account location-specific application requirements.

Specific restrictions include:

28-10-2019 2 TP Link Ex. 1004
Page 668



(i) The placement of smali cells should be consistent with the context in which the user is utilizing the network
and network resources available from other neighboring cells. For example, a user may need a very high
bandwidth, low latency connection in a particular location. High bandwidth, low latency connections may only
be available in a portion of a building that has good coverage from a new rmacro cell, but other parts of the
building (which only have coverage from previously generated cells) may The user's normal position coincides -
this results in a limit on the efficiency of the associated application. Obviously, in this example, the small cell
should be placed to satisly the user's needs due to contextual location, which is the subject of the present
invention. In other words, the location of the cell must take into account both the existing coverage and the
user's location-dependent requirernents, which are independent of each other. Thus, if required by the user, the
sioall cell may coincide with the poorly covered area or may coincide with the available well covered area (but for
example the low capacity of the macro cellular network}, depending on the needs of the user.

({iiy Although cell location planning or participatory sensing methods may identify areas of lower or stronger
signal strength from surrounding cells, known approaches do not consider how objects (such as stone walls)
span across the context of application requirements. Frequency range attenuation signal. This may become
increasingly important for advanced mobile communication networks due to the deployment of communication
links operating at different frequencies ranging from GHz to THz, where these communication links may be
omnidirectional or unidirectional (eg If adaptive beamforming is used}. If this is not taken into account in the
placement of sinall cells, a suboptimal link may be generated because the placement of the small cell will not
adequately reflect the location of other cells in the area and the signal atfenuation depending on the location. .

US2010120394 (A1) - Femtocell positioning by proxy method

The location of a small femiocell deployed by the consamer canuot be determined by the usual site survey
method. The location of the attached mobile station allows the proxy location of the femtocell, which can then be
used for wireless network planning, including providing the calculaied default emergency service location for the
femtocell.

This document discloses a method for positioning a femtocell device operating in a wireless communication
system by a wireless positioning system (WLS), comprising:

Discovering and initiating the location of the femtocell device; determining the identity of the mobile station
(MS) served by the femtocel} device; determining the location of the MS; and using the location of the MS to
determine the location of the femtocell device.
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Accordingly, a proxy method based on location of a mobile station is disclosed to determine the focation of a
femtocell deployed by a consumer.

US2008151777 {Al) - System and method for core network topology router placement planning

Systems and methods are provided for core network topology router placement planning. These systems and
methods can use existing network data to create a data set and use that data set to optimize the network for
placement of the router.

I

A method comprising:

Identifying a network topology; calculating a circuit location from the network topology; creating a data set from
the network topology and the circuit location; and solving the data set to defermine at least oue output indicative
of the proposed placement of one or more routers in the network topology .

Overview: Using a network topology to calculate placement

US2008279552 (A1) - Method for placing a reconfigurable optical add/drop multiplexer (ROADMS) ina
network

A distributed network comprising at least two reconfigurable optical add/drop multiplexers (ROADMs) can be
designed by a method including routing that simulates data traffic in a distributed network.

The method can also include identifying a first location for placing the first ROADM based at least in part on the
route of the simulated data traffic. The method can also include simulating rerouting of data traffic in the

distributed network including the first ROADM at the first location. The method can further include identifying
a second location for placing the second ROADM based at least in part on rerouting of the simulated data traffic.

This document discloses a method comprising:
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Identifying a plurality of candidate locations based at least in part on an initial simulated route of data traffic in
the distributed network;

Selecting at least one of the plurality of candidate locations for placement of a reconfigurable optical add/drop
multiplexer (ROADM]} based at least in part on cost;

A rerouting of data traffic in a distributed network including the at least one ROADM at the at least one selected
candidate location is simulated.

This document uses the simulation of routing data to aid in the placement of the mudtiplexer.

WO02071781 (A1) - Method for cell site location in a celtular mobile network

Edentifying the location of the fixed transmitting cell site in the cellular mobile telephone network by means of the
following steps: deriving the survey data measurement of the network by means of a mobile test telephone;
grouping the survey data measurements derived on the driving route to the individual Concentration;
identifying, by means of a plurality of triangulation calculations, first site cluster data and second site cluster data
regarding the location of the transmitting cell site, wherein in the triangulation calculation, the geographic
location data of each individual point with respect to the receiver of the test phoue Pairing with each of the other
individual points to provide a pair of locations in each case, the distance from the location of the transmitting cell
site is determined from the corresponding timing advance data; and determining the first site and second site
cluster data Which of the ones has the largest cluster density and determines the center of gravity of the site as the
location identilying the fixed transmitting cell site. The survey data measurement includes geolocation data of the
receiver of the test telephone; timing advance data providing a fixed distance between the transmifting cell site
and the receiver of the test telephone; and cell identity field data. Each subset of survey data measurements
corresponds to measurements belonging to the same fixed transmit celf site.

This document discloses a method for identifying the location of a fixed transmitting cell site in a cellular mobile
telephone network, comprising the steps of: deriving survey data measurements of the network by means of a
mobile test telephone, the survey data measurement comprising: a test telephone Geographical location data of
the receiver; timing advance data providing a fixed distance between the transmitting cell site and the receiver of
the test telephone; and celf identity field data; grouping the survey data measurements derived on the driving
route to An individual subset, wherein each subset corresponds to measurements belonging to the same fived
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transmitting cell site; the first site clusier data and the second site cluster data regarding the location of the
transimitting cell site are identified by means of a plurality of triangulation calculations, wherein In the
triangulation calculation, the geographic location data of each individual point with respect to the receiver of the
test phone is paired with cach of the other individual points to provide a pair of locations in each case, the
distance from the location of the transmitting cell site is corresponding Timing advance data to determine; and
determine A center of gravity of the cluster site and the second site data in which a cluster having the maximum
density and the site is determined to transmit a fixed location identifier of the cell site.

This document uses site survey data as part of a method for locating cells within a cellular network.

US2010309790 (A1) - Femto base station and method for operating a femto base station

The femto base station and method described herein inhibits the need for external GPS antennas and cables while
still providing the network service provider with the ability (o obiain desired GPS position coordinates and
providing the user with placement at their chosen location within the home. The flexibility of the femtocell
regardiess of the strength of the GPS signal.

The U.S. application includes a method for operating a fernto base station in a wireless network, the method
comprising:

Determining whether a location information signal is available at the femto base station;

Determining, at the femto base station, whether anchor location information stored in a memory at the femio
base station is valid, and if the determining step determines that the location information signal is not available,
the anchor location information indicates an anchor location of the femto base station;

I the determining step determines that the stored anchor location information is valid, the network configuration
parameters of the femto base station are identified.

Summary of the invention

The present invention is presented as a way to direct a mohbile network operator or user to place a small cell based
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on possible coverage, context of use, and capacity and location of existing wireless network connections.

The present invention inclades a method for directing placement of a new small cell, wherein the small cellis a
radio cell station having a much smaller coverage area than the macro cell, including one or more existing
wireless cells a cell, one or more mobile devices with known location and application usage and context, a
processor and database system, a new small cell, a device for instructing a user to place a new small cell, the
method comprising the following steps :

- Recording and storing location-dependent measured network characteristics and location-dependent
countextual data requirements of the mobile device over time in the database system;

- The content in the database sysiem is used to determine possible future location-dependent network
requirements such that this information, along with the characteristics of the new small cell, is used to determine
the placement coordinates of the new small cell,

- and using the placement coordinates to guide the user {o place the new sall cell by means of a device for

guiding the user.

In this context, any radio cell or access point having a smaller coverage area than the macro cell defines a small
cell. Thus, a small cell may be a public "pico cell”, a residential femto cell, a WiFi access point, or any other
arrangement in which a transceiver having a lower output power than a macro cell is deployed as partof a

communication network.

In a preferred embodiment, the database system is a server located in the Internet or a user's local network and
receives information froro cells, mobile devices, and other network components in the network that should be
optimized. For example, running an application on a smartphone that transimits its location, orientation, running
applications, and bandwidth or response time requirements. In addition, existing cells can also transmit
connection quality, bandwidth, number of lost packets, protocol type, and the ke, Other devices that scan the
network can also be used to collect data that is imported into the database system. This information is then stored
in the database systern as a series of fields and records that include the database files used to collect this
information.

In a preferred embodiment, the placement position is determined by the following operations:
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a) determining the location-dependent requirements of the cross-region usage of the mohile device in the
context of the application being executed by the user on the mobile device,

b} Measuring network characteristics across this area

Where information a) and b} are used 1o establish a mapping showing how existing network resources
satisfactorily meet location-specific contextual application requirements and thus can optimally place new cells
with defined characteristics.

The location information can also be used in conjunction with the transmission of the connection status of the
mobile device's cell. The device can inform the database server of its location and the detecied base station.

In a preferred embodiment, the method

{a) Identify and characterize location-based data requirements for mobile devices that reflect the application
usage and application requirements of the mobile device. This can include, for example, response time, data
transmission bandwidth, lost packets, latency of packets, and the like.

{b} Determining the availability of existing network resources at or at a particular location, particularly across
potential areas of the new cell. This is done by analyzing the database of the database system or by collecting
information about the connection status of the mobile device provided to the cell, or by manual input.

{c} characterizing the new cell in terms of at least capacity, bandwidth, power, and latency of the new cell. In this
example, it is assumed that the characterization will be for a pre-existing cell. However, other embodiments may
characterize new cells that are required to determine the particular cell type that should be acquired.

{d)y Compare (a) with (b} to determine the location-dependent contextual requirements of the network. This is
calculated for geographic coordinates that represent defined boundary areas in which new cells are to be placed
{in buildings, offices, hotels, etc.}. For example, if a building has multiple floors, the geographic coordinates can
be two or three dimensional. In some embodiments, # may be necessary to install several cells {0 meet the needs
of the user.
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{e) Compare (c} with (d) and calculate the results to determine the best location for the new cell in view of the
possible location. The optimal location for the new cell is calculated by (i) retrieving the location-dependent
context requirements for network data from {d}. This provides a mapping of network connection requirements
{bandwidth, latency, etc.} relative to specific location coordinates. (ii) simulating a new cell characterized in (c)
at a plurality of locations within the border region, and {d) an optimization algorithm is used to identify X, where

a new cell should be placed to optimally meet network requirements, Y {optional 7} coordinates.

Alternatively, if the new small cell is a cell {unlike a wireless access point), the calculation can be done insuch a
way that the wireless cell or wireless access point is optimally overlapping. The optimal position can be calculated
by simulation or by other optimization procedures.

{f} Instruct the operator or user to place a new small cell.

In a preferred embodiment, the location-dependent requirements of the cross-region usage of the mobile device
are determined iteratively, especially after placernent of the new cell. In this way, a successful and possible
relocation of the new cell can be performed.

In a preferred embodiment, the location of the mobile device is determined by using data collected by the mobile
device and/or the network for determining the location of the user, the mobile device collecting the
measurements and communicating the measurements to the database systern, and/or on the mobile device Use
PS (Global Positioning System}, and/or use the SiRFusion product range from CSR to enable the location of
mobile devices to be calculated by fusing output data with several different geolocation techniques, including
triangulation or GPS.

In a preferred embodiment, the application and associated data requirements are stored in the database syster.
including one or more of the following fields: application name, protocol type, bandwidth, IP packetloss,
transmission latency, QoS (Quality of Service}, QoE (Quality of Experience), received signal strength and
direction, connected cells, and context usage information.

This information is collected by the application running on the mobile device and avtomatically transmitted to
the database system over the network in the background. In a preferred embodiment, the application is an app
installed on a smariphone. The web site cau also provide this information. This information is preferably only
collected if the mobile device is focated in an area in which a new smali cell should be instalied.
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In a preferred embodiment, i is determined whether the current location is considered a planned placement of a
potential impact area for a new small cell, and if the user's current location is within the potential impact area, the
method proceeds to determine the location of the small cell. This means that the method is only execated in the
case of the relevant area.

The planned impacted area of the new small cell is determined according to one or more of the following steps:
the network operator or user marks the database systern that they wish (o install the syoall cell in the small cell to
be placed At the location; based on the data collected over time, the database system proposes to place the
location of the small cell.

In the absence of a network conuection or a small number of network connections, the location-dependent
measured network characteristics and the location-dependent context data requirements of the mobile device are
recorded and stored offfine and uploaded to the database when a preferred connection is available. system.

In a preferred embodiment, the means for guidance includes an orientation sensor that assists in the acquisition
and/or pusitioning of smalf celf information. In a preferred ernbodiment, an application running on a mobile
device or smart phone can implement a device for guidance. In particular, the smartphone includes a position
sensor that can be used to guide the user to the optimal location of the new small cell.

The device used to guide the user uses visual, audible or other means to guide the user to the location.

This guidance o the user can be achieved using one or more of the following methods, including:

(1) use building survey data (if available) and plot the desired location ou the map to guide the user,

(it} use wireless fingerprint information and wse text/audio based commands to guide the user,

{iif} detecting the presence of other connected devices near the desired location and forming an association with
them.

After positioning a new small cell, accurate placement is supervised by using triangulation or other location
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estimation techuigues and testing and calibrating the cell and preferably providing status updates (o the user.

Another part of the invention is a system comprising a database system, characterized in that the method of one
of claims 1 to 14 is implemented.

The advantages of the invention relating to each of the distinguishing technical features are as follows:

The present fnvention can determine and characterize the location-dependent data requirements of a mobile
device, reflecting application usage. This approach allows for characterizing the properties required for a
communication link to a particular location.

The present invention can determine the availability of existing network resources at or at a particular location
{"potentially affected area of a new cell"}. This approach allows for the discovery of the nature of a ok that may
have been connected fo a location.

{a) The present invention can characterize the new cell in terms of at Jeast capacity, bandwidth, power, and
latenicy of the new cell. This approach allows for determining the nature of the new cell to be placed.

{b) The present invention can compare (a} to (b} to determine the confextual requirerments depending on
location. This approach allows the calculation of the required resources.

{c} The present invention can compare (¢} with (d) and calculate the resudt to determine the optimal location of
the new cell in view of the possible location. This approach allows the location required for placement to be
determined.

{d) The present invention can guide an operator or a user to place a cell. This approach allows for optimal
positioning of new cells.

DRAWINGS

Figure 1 shows a mobile device architecture.
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Figure 2 illustrates an example network processor architecture.

Figure 3 shows a flow chart of the method.

Figure 4 shows a flow chart of a method on a mobile device.

Figures 5 and 6 show the focation of the syoall cell within the apartment before and after the method.

Figure 7 shows an exemplary deduced mobile network scenario with a new siie location.

detailed description

A good placement can be determined by the following operations:

(i) a) determining location-specific requirements for cross-region usage of mobile devices in the context of an
application executed by the user {eg, live streaming video has distinct file download requirements},

{ity Measuring network characteristics across this area.

This information (i and ii) allows for the establishment of a mapping showing how existing network resources
satisfactorily meet location-specific contextual application requirements and thus can optimally place new cells
(with defined characteristics).

Existing cell location planning approaches, typically based on predicting and/or sensing signal strength, using
network mapping and characterization data, and capacity planning tools, do not take into account the user’s
location-specific usage context. This will become increasingly important as user data and application usage
evolve. For example, in ferms of latency and bandwidth, the data requirements for the Streamed YouTub UHD
video are very different from the Skype Hve video link. Due in part to a large number of cells and possible links
under the advanced conumunication network (to be included in legacy network resources), it is envisioned that
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when existing network resources (such as macro cells) can yeet the data requirements of some applications,
other applications Data requirements {due to handwidth or latency requirements) may not be met, especially if

capacity constraints are also considered.

Thus, a key element of the responsible nature of the present invention is the ierative discovery of applications
performed by users in different locations and their respective data requirements, and these needs are considered
with respect to existing network resources that may have been available at the user's location. This is an example

of using context, but obviously there are other examples.

(i) Ideutiy application requirements that vary by location. Given the fact that the mobile device is within range of
the cell, this can be solved by using data collected by the mobile device and/or the network. To determine the
location of the user, the mobile device collects measurements (eg, relative timing of signals received from
neighboring base stations} and passes them to the network, which then calculates the location of the mobile
device and passes the location to the external application server. Alternatively, devices such as the SiRFusion
product range from CSR allow the location of the mobile device (o be calculated by fusing the output data with
several different geolocation techuiques, including triangulation or GFS. After determining the location of the
mobile device, this can be related to time varying application usage. Once the location and application and
associated data requirernents are characterized, the resulfing data can be communicated to the server in which the
data is stored for future use. Since these steps are associated with the placement of a new cell, it is possible that in
the area of its potential location, there is no coverage of the existing cell or the coverage of the existing cell is
small, which means that the desired application. As a resuli, these data will not be recorded by the above steps. In
this example, the following approaches can be taken: (i} by tracking the location of the user's mobile device to
understand which users have entered the potential impact area of the new cell (if necessary, this can be done by
storing the historical location and when the connection becomes available) Upload these historical locations to
“offfine”. One or more users depicted in the potentially affected area of the new cell are determined to determine
their historical application usage in other areas that can reasonably be expected {o extend to the potentially
affected arca of the new cell. (This can be done, for example, by cross-referencing the geographic location of the
belongings to determine their type (home, office, station, etc.) and then use that type to characterize the
likelihood that these users are in this location compared to other locations of the same type that the user has
accessed. Use to achieve).

(ii} Identify network resources that may already be available. Similar to (i}, this can be determined by employing
a participatory sensing approach using a mobile device or (ii) by an existing network model that has been
developed using site surveys or other existing methods.

Therefore, some of the distinguishing features of the present invention are that
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{a) Identify and characterize location-based data requirements for mobile devices that reflect application usage
and are repeated as needed.

{b) determining the availability of existing network resources at or at a particular location ("area of potential
impacts across new cells"),

{c} characterizing the new cell in terms of at Jeast capacity, bandwidth, power and latency of the new cell,

{d) comparing (a) with (b} to determine the contextual requirements depending on location,

{e) Compare {c} with (d} and calculate the result to determine the best location for the new cell in view of the
possible location location, and finally (f} direct the operator or user to place the vew siall cell.

It is to be noted that the invention has numerous possible embodiments and the description is not infended o
limit the scope. A possible embodiment is presented berein and uses a mobile device based implementation.
Other possible embodiments are not illustrated, such as using a web-hased implementation (some of which are
mentioned above}.

The described system can perform functions on a mobile device (where the results of these functions are
communicated to a network-based processing system/database system) and itself in a network-based processing
systern {which can, for exanple, form part of a network architecture) The functions implemented on the division

are divided. An overview of an example mobile device architecture is shown in FIG. 1, and an example network
architecture (related to the present invention) is shown in FIG.

Figure 1 shows a mobile device including means for determining its position inside and outside the building.
Other sensors may also be included to, for example, determine their orientation, which may aid in the collection
of cell placement information. Display devices are also incorporated, and may additionally include other output
devices to help direct the user to the cell placement location. For exarnple, these devices may include haptic
devices, or audible instructions.

Figure 2 shows an example network processor architecture/database system. The data collected by the mobile
device is written to one of three databases controlled by the processor that is capable of accessing the local
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memory and an interface that allows its communication to the mobile device.

The method is implemented on ecach of the network processor and mobile device architecture. The method for
the mobile device architecture represented by Figure 4 is given below.

The first step uses one of the various known geolocation techniques to determine the location of the mobile
device, such as if the mobile device is using GPS outside of the building, or if the mobile device is inside the
building, using triangulation and such as ( For example, a combination of other techniques such as inertial
estimation implemented on a SiRFusion device from a CSR.

Thus, the input is the physical location of the user and the output is a digital representation of the user
coordinates.

The second step compares the user's current focation to the "potentially affected area” of the planned placement
of the small cell that is considered new. If the user's current location is within the potentially affected area, then
the method countinues, otherwise it returns to the beginning,

The planned potential impact area of the new small cell can be determined as follows:

- The network operator or user marks the system that they wish to install a smali cell

- the network operator or user indicates when they are in the location where the cell is to be placed {egina
building)

- This area is then defined as a potential area of influence,

Alternatively, the mobile device method can be performed on all defined mobile devices that allow data to be
collected for all locations over a period of time to get the best resudts, or an equivalent way of producing similar
results can be performed on network resources (however, It should be noted that this may have associated user
privacy issues}. H you do this, you can delete the second step.
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Therefore, the input is the user location and the potential interference zone definition, and the output continues
to return to the start loop.

The third step determines the nature of the connection at the user location and may include parameters such as
QoS (Quality of Service), QoE {Quality of Experience}, received signal strength and direction, connected cels,
and context usage information.

It is important to note that since this step is associated with the placement of a new cell, it is possible that in the
area of its potential location, there is no coverage of the existing cell or there is little coverage of the existing cell,
which means that Execute the desired application. As a result, they will not be recorded. In this example, the
following approaches can be taken: (i) by tracking the location of the user's mobile device to understand which
users have entered the potential impact area of the new cell {if necessary, this can be done by storing the historical
location and when the connection hecomes available) Upload these historical locations to "offline”.

(iiy Depicting one or more users in the potentially affected area of the new cell to determine their historical
application usage in other areas that can reasonably be expected to extend to the potentially affected area of the
vew cell. (This can be done, for example, by cross-referencing the geographic location of the belongings to
determine their type (home, office, station, etc.} and then use that type to characterize the likelihood that these
users are in this location compared to other focations of the same type that the user has accessed. Use to achieve).

Thus, the input is the user location and the ouiput is the user location marked with the context connection
property.

The fourth step communicates the location of the user marked with the context connection property to the
vetwork processing systern and records it as a record in the capture database.

Thus, the input is the location of the user marked with the countext connection property, and the ouiput is the
record stored in the capture database.

After the method for the mobile device architecture, the method for the network architecture represented by
FIG. 3 is given below.
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The first step identifies existing network resources of the potentially affected area by utilizing knowledge about
the macro network (site location, available technology, technical parameters, ...} available from the mobile
network operator and loading this data into local memory .

Thus, the input is a potential area of influence for new cell placement and outpuis the nature of existing network
resources across the potentially affected area.

The second step compares the output from step 1 with the contents of the capture database. In fact, thisis to
compare the available network resources with the required resources. The difference is calculated and stored as a
representation in the temporary database.

Thus, the input is the nature of the capture database, the existing network, and the output is the difference
hetween the existing network resources and those resources that are optimally needed in the case of context-
specific context usage for a given mobile device.

The third step directly or indirectly determines the nature of the new small celt and stores these properties in local
mMenory.

Thus, the input is a product reference code (for example) and the output is a cell/access point property.

The fourth step uses information from the temporary database to model the impact of the new cell and calculate
the placement location of the cell that will achieve the desired placement characteristics (for users, vetwork
operators, efc.}. Desirably, mapping data reflecting the structure of the building should also be considered at this
time in order to ensure that the placement position can be achieved with power availability or the like. Possible
placement locations can be ranked and stored in the placement database.

Therefore, the input is new cell information, location and context dependent network requirements (temporary
database), and the output is the ranked placement location.

The fifth step presents the results o the user and uses visual, audible or other means to direct the user to the
location. User guidance can be achieved by using several yuethods, includiog (i) using building mapping data (if
available) and plotting the desired location on the map to guide the user, (i) using wireless fingerprint
information (from wifi, etc.} and Text/audio based conumands are used to guide the user, (i) detecting the
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presence and association of other connected devices in the vicinity of the desired location, which may, for
example, result in informing the user to place the consumer cell next to the "HP8500 Printer.”

Thus, the input is a ranked placement result and the output is a user instruction for locating the placement
location.

The sixth step verifies the exact location and tests and calibrates the cell by using triangulation or other location
estimation techniques, as well as providing status updates to the user.

Therefore, the input is the cell placement location and the output is a status update.

The last step is to pre-arrange the location to be updated when the network or user request has changed or if the
physical location of the cell is arbitrarily changed by the user.

Therefore, the input is a possible change and the output is an iteration of the process.

A use case will be described below.

In the first step, the information is captured. As can be seen in Figure 5, the building is covered by the macrocell
base station BS1. Most users experience good coverage, however, conference rooms that are partially blocked by
thick walls suffer from high levels of signal degradation. Therefore, users (e.g., UEL) who wish to run a more
demanding application {(as opposed to a less demanding voice call) experience very poor QoE. This is captured
and stored in the capture database and is also reflected in the temporary database.

In a second step, the placement of the new cell is determined. As can be seen in Figure 6, the new small cell BSZ is
placed in a location in which the UE 1 located in the conference room is subject to less signal degradation. The
cell is placed in this location as a result of the calculations that have been performed, with the ranked resudts being
stored in the placement database. As a result of the optimal placement of new cells (Iocated using coutextual
application information)}, a higher level of (QoF and other network advantages of UEL can be achieved.

Additional details are provided below:
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Derivation of the new site

A higher probability of a poor service SINR {one of the four cases) that occurs when the service requested by the
user (UEL) at the location 1 is unsuccessful at location 1.

Deriving a new site based on the requirements identified at location 1, and site information including power

access, fixed line availability, evaluation location, and building planning

Another use case is depicted in FIG.

Two base stations having an ideal coverage area, typically represented by a hexagon, are illustrated. BS1 serves 3

terminals (LUES5, UEG, UET) and BS2 serves 4 terminals (UEL UE2, UE3, UE4). Although the terminal assigned
in BS1 is experiencing good link quality (eg, UES has 10 dB SINR}), 3 of the 4 terminals at B52 appear at the cell

edge or at the cell edge in the network due to its presence. It is indoors with poor link quality (for example, UE1L
has a 0 dB SINR).

Fach terminal is using a service and requires a cerfain amount of radio resources to achieve a satisfactory quality
of experience. If, for example, a user living in the depicted house always experiences poor guality when
attempting a video call, he will likely not try again afier a while. In this exarple, the termival appearing at the edge
of the cell or indoors uses the http service. In addition, the UE 4 with a good radio link can only use a satisfactory
hitp service due to the problem that the cell may be overloaded. This may be due to the problem that other
served terminals require a larger amount of resources to roeet the requirerents of the services used due to poor
radio links. The information for each individual user is stored in a central database that collects statistics for each
location that ocours. This will result in huge amounts of data, and the location of the new site location required
can be derived based on this data. The http service was successfully used in 4 of the 7 locations in this example. A
poor SINR has appeared in 3 of the 7 positions. Therefore, at locations 1, 2 and 3, any service with higher quality
requirements will not be used with a good experience. At these locations, the radio link conditions are poor.
Based on the combined information of these locations, new site locations can be derived {(eg, the average location
of those 3 locations or nearby locations that meet additional requirements (such as fixed line and power access}).
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current technology

{11US2010120394 (A1) - Ferntocell positioning by proxy wethod

2]

*Background text based on an excerpt from "US20108120394 (A1) - Femio Cell Location by Proxy Method"

3]
US2010120394 (A1) - Femtocell positioning by proxy method

4]

US2008151777 {Al) - System and method for core network topology router placement planning

5]
US2008279552 (A1) - Method for placing a reconfigurable optical add/drop multiplexer (ROADMS) ina
network

|6
WO02071781 (Al) - Method for cell site location in a cellular mobile network

7]

152010309790 (A1) - Femto base station and method for operating a fernto base station
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CLAIMS CN104854901

I

A method for directing placement of a new small cell, wherein the small cell is a radio cell station having a much
smaller coverage area than the macro cell, including one or more existing wireless cells, having One or more
mobile devices, processors and database systems of known location and application usage and context, new sall
cells, devices for instructing users to place new small cells, the method comprising the steps of!

- Recording and storing location-dependent measured network characteristics and location-dependent
contextual data requirernents of the mobile device over time in the database system;

- The content in the database systern is used (o determine possible future location-specific network requirements
such that this information, along with the characteristics of the new small cell, is used to determine the placement
coordinates of the new small cell,

And directing the user to place the new small cell by means of the device for guiding the user using the placement
coordinates.

2.

The method of claim 1 wherein said placing position is determined by:

a) determining the location-dependent requirements of the cross-region usage of the mobile device in the
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countext of an application executed by the user on the mobile device,

b) measuring the network characteristics across this area

Where information a) and b) are used to establish a mapping showing how existing network resources
satisfactorily reet location-specific contextual application requirements, and thus can optimally place new cells
with defined characteristics .

3
3.

The method of claim 2 wherein said method comprises:

{a} determining and characterizing the location-dependent data requirements of the mobile device, reflecting
application usage,

{b} determining the availability of existing network resources at or across a particular location, particularly across
the potentially affected area of the new cell,

{c} characterizing the new cell in terms of at least capacity, bandwidth, power, and latency of the new cell,

{d) comparing (a) with (b} to determine the contextual requirements depending on location,

{e) comparing (¢} with {d) and calculating the results o determine the best location of the new cell in view of
possible location locations, and finally

{f}y directing the operator or user to place the new small cell.

4.

Method according to claim 3, characterized in that the location-specific requirements of the cross-region usage
of the mobile device are determined ieratively, in particular after the placement of a new cell.
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5.

The method of any of claims 1-4, wherein the location of the mobile device is determined by using data collected
by the mobile device and/or the network to determine a location of the user, The mobile device collects
measurements and communicates the measurements to the database system,

and/or

Using GPS (Global Positioning System) on the mobile device,

and/or

The SiRFusion product range from CSR is used to enable the location of the mobile device to be calculated by
fusing the output data with several different geolocation techuiques, including triangulation or GPS.

6.

The method of any of claims 1-5, wherein the application and associated data requirements are stored in the
database system, including one or more of the following fields: an application name Protocol Type, Bandwidth,
IP Packet Loss, Transmission Waiting Time, (3oS {Quality of Service). QoE {Quality of Experience), Received
Signal Strength and Direction, Connected Cell and Context Usage Information.

7.

Method according to any of the clatms 1-6, wherein the location-dependent measured network characteristics
and the mobile device depend on the absence of a network connection or a siall number of network
connections The context data requirements for the location are recorded and stored offline and uploaded to the
database systern when a preferred connection is available.

8.
The method of any of claims 1-7, wherein the means for directing comprises an orientation sensor that can assist

in the acquisition and/or positioning of small cell information.

9.
Method according to any of the claims 1-8, characterized in that after determining the location of the mobile
device, it is determined whether the current location is considered as a potential irupact area of a planued
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placement of a new smoall cell If the user's current location is within the potential impact area, the wethod
proceeds to determine the location of the smali cell.

10.
The method of claim 9 wherein the planned placement of the potential impact area of the new smalf cell is
determined according to one or more of the following steps:

- the network operator or user marks the database system that they wish to install the small cell at the location
where the smali cell is to be placed;

Based on the data collected over time, the database system proposes to place the location of the small cell.

(RN
A method according to any of the claims 1-18, wherein the means for guiding the user uses visual, audible or
other means to direct the user to the location.

iz

The method of claim 11 wherein the instruction to the user is achieved using one or more of the following:

{1} use building survey data if available and plot the desired location on the map and direct the user,

(it} use wireless fingerprint information and use text/audio based commands to guide the user,

{iif} detecting the presence of other connected devices near the desired location and forming an association with
them.

13.

Method according to any of the claims 1 to 12, characterized in that after the new small cell is located, by using
triangulation or other position estimation techniques and testing and calibrating the cell and preferably Provide
status updates to users to monitor accurate placement.
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