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receive from mesh APs of a wireless mesh network information
sufficient to determine a map of mAelgh APs and links between the mesh
S

* /— 705

detect that a client of a particular mesh AP is joining the mesh network

* /— 707

use a centralized routing process to determine at least one
downstream path from the client to the root AP, and at least one
upstream path from the root AiP to the client for the client’s traffic
classes

* /— 709

assign an upstream tag for each traffic class to the one or more
determined upstream paths for the class, and a downstream tag for
each traffic class to the one or more determined
downstream paths for the class

* /—711

for each tag, send to at least each mesh AP in the tag's one or more
paths tag information on the tag, such that a receiving mesh AP can
store forwarding information for the tag, including the tag of the path,
and one or more immediate next hops of the receiving mesh AP for the
corresponding path or paths of the tag, to enable a mesh AP to tag a
packet received from a client, and to forward a tagged packet using
lookup of the stored information

FIG. 7
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ascertaine if the received packet includes a tag, and in the case the
packet includes a tag, looking up a maintained tag database containing
tag entries, each including a tag and forwarding information and
corresponding to one or more paths from a source to a destination

* /— 807

in the case the looking up results in a matched tag entry that includes
an indication of a next hop mesh AP in the forwarding information,
forward the packet to the next hop mesh AP of the matched tag entry

* /— 809

receive a client packet from a client of the mesh AP for a class of traffic

* /—811

look up the tag data structure to ascertain whether there is a tag entry
for the source being the client for the traffic class

* /—813

in the case a match is found, add the tag of the matched entry to the
_ received packet to form a tagged packet, retrieve forwarding
information including a next hop from the matched ta%] entry, and

forward the packet to the next hop of the matched tag entry
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CENTRALLY CONTROLLED ROUTING
WITH TAGGED PACKET FORWARDING IN A
WIRELESS MESH NETWORK

FIELD OF THE INVENTION

[0001] The present disclosure relates generally to wireless
mesh networks

BACKGROUND

[0002] Wireless mesh networks are becoming important. In
a mesh network, routing tables can become rather large, and
there is incentive to have routing be carried out at layer-2 as
much as possible. For this reason, a six-address scheme is
being considered for mesh networks by the IEEE 802.11
standards committee. Such a six-address scheme permits tun-
neling between a mesh access point and a mesh client of a
mesh access point, and between two mesh clients using a
single MAC header, proposed to be an IEEE 802.11s header,
which is an extension of the an IEEE 802,11 MAC header.
However, dealing with such 6-address methods may require
new hardware that can handle such 6-address formats. There
is still room for alternate methods for layer-2 routing in a
wireless mesh network.

[0003] In general networks, e.g., wired networks, “label
switching,” also called “tag switching” is known. One
example is Multi-Protocol Label Switching (MPLS). Routing
can be thought of as determining the forwarding equivalence
class of a packet, and then assigning a route for that forward-
ing equivalence class of packets. In MPLS, the assignment of
a particular packet to a particular forwarding equivalence
class is done once as the packet enters the network. The
forwarding equivalence class to which the packet is assigned
is encoded as a short fixed length value known as a “label” or
“tag”. Routers determine paths to a next router for each for-
warding equivalent class. A label can be used to represent the
route. When a packet is forwarded to its next hop, the label is
sent along with it; that is, the packets are “tagged” before they
are forwarded. At subsequent hops, there is no further analy-
sis of the packet’s network layer header. Rather, the label is
used as an index into a table which specifies the next hop, and
anew label. The old label is replaced with the new label, and
the packet is forwarded to its next hop. In MPLS, Multiple
routers assign different labels. As the route represented by a
label is followed, when a packet arrives at some intermediate
point, if the route to the ultimate destination corresponds to a
previously labeled route, label switching (swapping of labels)
occurs and the packet is forwarded along to the next hop of the
new label in the packet. MPLS forwarding can be done by
switches which are capable of doing label lookup and
replacement, but need not be capable of analyzing the net-
work layer headers.

[0004] MPLS may be difficult to apply to a wireless mesh
network. When a mesh packet arrives at some intermediate
point in the mesh, using a previously assigned path and the tag
thereof and swapping the tag of the packet requires all inter-
mediate points to be constantly updated of the status of all
paths. The status of various links in a mesh network changes
frequently, and therefore, making sure all intermediate points
are updated would lead to a lot of control information being
maintained at the intermediate points, and being exchanged
throughout the mesh network.

[0005] Mesh networks may be centrally controlled in that
each mesh point is a lightweight wireless device with much of
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its functionality controlled by a centralized controller. In such
a mesh network, there is advantage to centralized routing
compared to local distributed routing by the mesh points. For
example, centralized routing can provide a route between two
mesh points without having to route via the root mesh point.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] FIG. 1 shows a simple centrally controlled mesh
network which includes one or more embodiments of the
present invention.

[0007] FIG. 2A shows a simplified block diagram of one
embodiment of a controller.

[0008] FIG. 2B shows a simplified functional diagram of
one embodiment of the controller implemented by the block
diagram shown in FIG. 2A.

[0009] FIG. 3A shows a simplified block diagram of one
embodiment of a mesh access point.

[0010] FIG. 3B shows a simplified functional diagram of
one embodiment of the mesh access point implemented by
the block diagram shown in FIG. 3A.

[0011] FIG. 4 shows one arrangement of a tag table in a
mesh access point according to an embodiment of the present
invention.

[0012] FIG. 5 shows one arrangement of a tag table in
another mesh access point according to an embodiment of the
present invention.

[0013] FIG. 6A shows a typical client packet received by a
mesh from a client.

[0014] FIG. 6B shows a typical tagged mesh packet accord-
ing to one embodiment of the invention.

[0015] FIG. 6C shows a typical tagged control packet
according to one embodiment of the invention.

[0016] FIG. 7 shows a flow chart that summarizes one
embodiment of a method in a central controller.

[0017] FIG. 8 shows a flow chart that summarizes one
embodiment of a method in a mesh AP.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Overview

[0018] Embodiments of the present invention include a
method, an apparatus, and logic encoded in one or more
computer-readable tangible medium to carry out a method.
One embodiment of the method is to tag packets and to
forward packets in a wireless mesh network using stored
forwarding information for the tag, wherein the forwarding
information is according to a centrally determined routing
method and a tag distribution method.

[0019] One embodiment includes a method comprising
receiving from each mesh point of a wireless mesh network
information sufficient to determine a map of mesh points and
one or more available wireless links between the mesh points.
The mesh points of the wireless mesh network include a root
mesh point and one or more additional mesh points. The
method includes, in response to detecting that a client of a
particular mesh point that has access point capabilities is
joining the mesh network, using a centralized routing process
to determine at least one path from the client to the root mesh
point for at least one traffic class. The method further includes
assigning an upstream tag to one or more determined paths for
each traffic class from the client, such that each assigned
upstream tag has at least one corresponding upstream path.
The method includes for each upstream tag, sending to at least
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each mesh point in the upstream tag’s one or more paths tag
information on the upstream tag, such that a receiving mesh
point can store forwarding information for the upstream tag,
including the upstream tag of the path, and one or more
immediate next hops of the receiving mesh point for the
corresponding path or paths of the upstream tag. The method
is configured such that a packet that has been tagged to
include a tag can be forwarded by a receiving mesh point by
looking up the tag in its stored forwarding information to
determine the next hop for the tagged packet, and forwarding
the tagged packet to the next hop.

[0020] One embodiment includes an apparatus comprising
one or more processors; a memory subsystem; a network
interface configured to couple the apparatus to a network to
which a mesh network is connected, the mesh network
including a root mesh point and one or more additional mesh
points; and logic, including instructions encoded in one or
more tangible media for execution and when executed, caus-
ing a control plane process to be executed. The control plane
process includes receiving from each mesh point of the wire-
less mesh network information sufficient to determine a map
of all mesh points and the available links between the mesh
points, the mesh points of the wireless mesh network includ-
ing a root mesh point and one or more leaf mesh points. The
control plane process further includes, as a result of detecting
that a client of a particular mesh point that has access point
capabilities is joining the mesh network, using a centralized
routing process to determine at least one path from the client
to the root mesh point for at least one traffic class. The control
plane process further includes assigning an upstream tag to
one or more determined paths for each traffic class from the
client, such that each assigned upstream tag has at least one
corresponding upstream path, and for each upstream tag,
sending to at least each mesh point in the upstream tag’s one
or more paths tag information on the upstream tag, such that
a receiving mesh point can store forwarding information for
the upstream tag, including the upstream tag of the path, and
one or more immediate next hops of the receiving mesh point
for the corresponding path or paths of the upstream tag, such
that a packet that has been tagged to include a tag can be
forwarded by a receiving mesh point by looking up the tag in
its stored forwarding information to determine the next hop
for the tagged packet, and forwarding the tagged packet to the
next hop.

[0021] One embodiment includes a method comprising
receiving at a first mesh point of a wireless mesh network a
packet, the mesh network including a root mesh point and one
or more other mesh points; ascertaining if the received packet
includes a tag, and in the case that the packet includes a tag,
looking up a tag data structure maintained in the first mesh
point, the data structure containing tag entries each including
a tag and forwarding information, each tag entry correspond-
ing to one or more paths from a source to a destination. The
method includes in the case that the looking up results in a
matched tag entry that includes an indication of a next hop
mesh point in the forwarding information, forwarding the
packet to the next hop mesh point of the matched tag entry.
The tag data structure is formed from tag information
received from a central controller. The forwarding informa-
tion to at least one next hop mesh points of each tag entry in
the tag data structure is part of at least one path for the tag
determined by the central controller using a central routing
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method for a traffic class, and distributed by the central con-
troller as tag information to mesh points in the path or paths of
the tag.

[0022] One embodiment includes logic encoded in one or
more tangible media for execution and when executed oper-
able to: receive at a first mesh point of a wireless mesh
network a packet, the mesh network including a root mesh
point and one or more other mesh points; ascertain if the
received packet includes a tag, and in the case that the packet
includes a tag, look up a tag data structure maintained in the
first mesh point, the data structure containing tag entries each
including a tag and forwarding information, each tag entry
corresponding to one or more paths from a source to a desti-
nation; and in the case that the looking up results in a matched
tag entry that includes an indication of a next hop mesh point
in the forwarding information, forward the packet to the next
hop mesh point of the matched tag entry. The tag data struc-
ture is formed from tag information received from a central
controller. The forwarding information to at least one next
hop mesh points of each tag entry in the tag data structure is
part of at least one path for the tag determined by the central
controller using a central routing method for a traffic class,
and distributed by the central controller as tag information to
mesh points in the path or paths of the tag.

[0023] Particular embodiments may provide all, some, or
none of these aspects, features, or advantages. Particular
embodiments may provide one or more other aspects, fea-
tures, or advantages, one or more of which may be readily
apparent to a person skilled in the art from the figures,
descriptions, and claims herein.

Example Mesh Network

[0024] FIG. 1 shows a simple centrally controlled mesh
network 100. A wireless mesh network includes a backhaul
topology to or from a root access point 111 to a set of mesh
nodes. A discovery and routing method forms a route, e.g., in
the form of a tree topology between any mesh node of a set of
mesh nodes, and the root mesh node. The tree topology in one
embodiment is formed automatically by mesh points adver-
tising their capabilities, and potential child mesh points
receiving such advertisements and joining the mesh network.
The root mesh node is coupled to a network 107, e.g., via a
switch. At least some ofthe mesh nodes also have access point
functionality so that a client may associate and communicate
data to any point coupled to the network via the mesh.

[0025] Inthe description herein all mesh nodes of the mesh
network 100 are called mesh access points (mesh APs), and
may be implemented by a dual radio wireless station that
includes a first radio for the backhaul link between mesh
nodes, and a second radio to provide access point function-
ality. In embodiments that conform to the IEEE 802.11 wire-
less local area network (WLAN) standard, in one embodi-
ment, the backhaul radio is an IEEE 802.11a conforming
radio in the 5 GHz range, and the second radio is an IEEE
802.11g conforming radio in the 2.4 GHz range. A mesh node
whose function is only as a relay point in the mesh backhaul
is still called a mesh AP herein, even though it may have no
AP functionality, or have its AP functionality inactive. There-
fore, the terms mesh AP, mesh point, and mesh node are used
interchangeably herein. Whether or not a particular mesh
point has AP functionality will be clear from the context, e.g.,
according to whether or not that mesh point can function as an
AP ay accepting and allowing client to associate with it. Note
that while one embodiment of a mesh AP that has AP func-
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tionality includes two radios, in other embodiments, the same
radio is used for the backhaul and for access point function-
ality to carry data from clients of the access point.

[0026] In a centrally controlled mesh network, the mesh
nodes are “lightweight” wireless devices whose functionality
is controlled by a controller 103 that is coupled to the network
107, e.g., via a switch. A protocol is used to exchange mes-
sages between any mesh node and the controller, e.g., using a
secure tunnel between the mesh node and the controller 103.
One such protocol was originally designed for so-called light-
weight access points and is called CAPWAP (Control And
Provisioning of Wireless Access Points) and is presently
(April 2007) an IETF draft. See www.capwap.org. The April
2007 version (version 06) of CAPWAP is a file “draft-ietf-
capwap-protocol-specification-06.txt” retrieved Apr. 18,
2007 at www.capwap.org/draft-ietf-capwap-protocol-speci-
fication-06.txt. CAPWAP is a later version of LWAPP (Light
Weight Access Point Protocol) from Cisco Systems, Inc., San
Jose, Calif.

[0027] The mesh APs may have AP functionality that is
controlled by a controller 103 that is coupled to the network
107, e.g., via a switch. Such APs are called lightweight APs,
and a protocol is used to exchangemessages between any AP,
e.g., mesh AP and the controller, e.g., using a secure tunnel
between the mesh AP and the controller 103. One such pro-
tocol is called CAPWAP (Control And Provisioning of Wire-
less Access Points) and is presently (Paril 2007) an IETF
draft. See www.capwap.org.

[0028] FIG.1includes the root meshnode 111, called aroot
AP herein, and mesh APs 113, 115, 117, 121, and 123,
denoted mesh AP1, mesh AP 2, mesh AP 3, mesh AP 4 and
mesh AP 5, respectively. A first client 119 is shown associated
withmesh AP 117 denoted mesh AP3, and asecond client 125
is shown associated with mesh AP 123, denoted mesh APS.
[0029] The description herein assumes lightweight APs
controlled by a controller via a secure CAPWAP tunnel. The
description herein also assumes that the mesh APs substan-
tially conform to the IEEE 802.11 standard in that standard
IEEE frames are understood. There may be some frames and
fields that are not described in the standard, hence use of the
word “substantially conforming.”

[0030] The description herein further assumes that all traf-
fic to and from the mesh network passes via the controller.
[0031] While one controller is shown in FIG. 1, different
embodiments of the present invention can operate with a
plurality of controllers. One embodiment includes a single
controller that is the “master” controller of any other control-
lers in that the tag routing method of assigning tags to any
client via a mesh AP is carried out by the master controller. In
the remainder of the description, a single controller 103 is
assumed. How to modify the description to accommodate a
plurality of controllers with one controller 103 being the
master controller would be straightforward to one in the art,
so is not discussed in detail further herein.

Centralized Routing and Tagging.

[0032] In conventional mesh networks, mesh points dis-
cover neighbors, and properties of neighbors, such as noise in
the wireless signals, QoS supported, data rates supported,
congestion, classes of traffic, level of subscribed service, and
so forth. Routing decisions are made on a distributed basis.
AWPP (Adaptive Wireless Path Protocol) from Cisco Sys-
tems, Inc. San Jose, Calif., PWRP (Predictive Wireless Rout-
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ing Protocol) from Tropos Networks, of Sunnyvale, Calif.,
and other mesh routing protocols may be used.

[0033] Inthepresentinvention, AWPP is used by mesh APs
to discover each other and to join the mesh network for the
firsttime. AWPP also is used as the bootstrap routing method,
i.e., before centralized routing improves on the route initially
determined using AWPP.

[0034] In a centralized, controller based architecture such
as shown in FIG. 1, the controller is able to communicate
securely with each mesh AP, e.g., viaa CAPWAP tunnel, and
thus may be informed of the properties of each mesh AP’s
neighbors, and any hops between mesh points.

[0035] Embodiments of the present invention include cen-
tralized routing, e.g., by a centralized routing process at the
controller 103. A centralized routing process at the controller
103 has link information of the links in the mesh network and
sets up paths using the routing process, including giving
newly set-up paths a short identifier—a “tag” and distributing
information on the route to those mesh APs that are involved,
including for each tag at least a preferred next hop. Packet
forwarding includes a lookup for the tag, and forwarding the
packet to the next hop. Compare this to MPLS, where each
router of a plurality of routers forms routes, forms and adds
labels to the route, and distributes the label information to
other routers and switches. Thus, routing is distributed. Paths
are re-used, so that forwarding of labeled packets includes
looking up a label in a label database, finding the next hop
router or switch and any associated label, and swapping the
label so that the packet now has a new label, i.e., follows a
path discovered at the label swapping switch or router.
[0036] Referring to FIG. 1, when a mesh AP, e.g., mesh AP
117 joins the mesh network 100, via mesh AP 115 as the
parent, a centralized routing process at the controller 103
determines a control path for CAPWAP control packets
between the controller 103 and the new mesh AP 117 both
towards the new mesh AP 117—the downstream direction—
and from the new mesh AP 117 to the controller 103—the
upstream direction. Each control path—there may be sepa-
rate upstream and downstream unidirectional control paths—
is tagged and each mesh AP in the tagged control path—mesh
APs 115, 113, root AP 111—is sent forwarding information
regarding the control path including the next hop, e.g., next
hop mesh AP in the upstream control path towards the con-
troller 103, and also the next hop mesh AP in the downstream
control from the controller 103, so that when forwarding
tagged control packets, a mesh AP in the path includes a tag
data structure that has information about tags, and need only
match the tag in the packet and forward to the next hop, e.g.,
next hop mesh AP. In one embodiment, the control path also
is marked as a default path for data traffic.

[0037] Thetag data structure included in each mesh AP isin
one embodiment in the form of a database, e.g., a table. The
entries of the tag table include the tag, the identity of the next
hop, e.g., the next mesh APin the path, and class of traffic. The
class of traffic for the control path is “control” to indicate
control packets.

[0038] Some of the mesh APs in the mesh network include
access point capability, and thus send beacon frames that can
be received by clients. Suppose mesh AP 117 (AP 3) is such
a mesh AP. When a client, e.g., client station 119 joins the
mesh network the first time, including associating with such
amesh AP 117, the client 119 undergoes authentication. As a
result of the authentication, the controller 103 has informa-
tion on what type of client is joining, e.g., whether a voice
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client, or a data client, and what level of service the client has
subscribed. From this information, and from information
about the links between mesh APs in the mesh network, the
controller 103 determines a path or paths for each class of
traffic for client data to and from the new client, where the
“class” is defined by the type of client traffic, the level of
subscribed traffic, and so forth. Depending on the class of
traffic, unidirectional paths for each of the upstream and
downstream directions, or a bidirectional path, or both unidi-
rectional and bidirectional paths are determined. Each such
pathis given a tag, and a control packet with path information
is sent first to each intermediate mesh point in each path, and
then to the mesh AP that the client is associated with. Such
information is used to populate the tag database at each mesh
AP in the network. The entries of the tag table include the tag,
the identity of the next hop, e.g., the next mesh AP in the path,
and the class of traffic, e.g., as defined by the type of client
traffic and level of subscribed service. Thus, a path is set up
for the client from the client’s mesh AP to the controller 103,
and every mesh point in the path can forward a tagged packet
to the next point in the path simply by matching tag informa-
tion carried in the tagged packet.

[0039] The centralized routing process in the controller 103
for determining paths uses information at the controller 103
including the graph of all mesh points in the mesh, and infor-
mation on the links between mesh points. The link informa-
tion is provided to, or determined from information sent to the
controller 103 at the time a new mesh AP joins the mesh
network, based on neighbor advertisements sent by potential
parent mesh APs to a potential child mesh AP attempting to
join the mesh network. When the mesh AP joins the mesh
network, the new child mesh AP in one embodiment, sends to
the controller 103 information on its link to the parent, such
that the controller can determine or receive link characteris-
tics including, but not limited to, one or more of data rates,
noise level, quality of service (QoS), class of service (CoS),
time delays, and so forth, and, in this manner, the controller
103 can centrally compute paths for different classes of traf-
fic.

[0040] Thus two types of tagged paths are determined:
control paths for control packets, and data paths for different
classes of data. As described below, tagged paths for multicast
class or classes of traffic also may be defined, with each
multicast path defining a tree from the root AP to each mesh
AP of clients in the multicast group. These control and data
paths need not be the same. Furthermore, control paths are set
up and tagged as the controller discovers new mesh APs in the
mesh network, while data path and tags for the data paths are
formed as new clients of mesh APs are authenticated, such
data paths and tags being formed for the different classes of
traffic for the client.

Data Plane and Control Plane Processes

[0041] The functionality of network devices are often con-
veniently and conventionally divided between what are time
critical tasks such as removing headers from different data
units such as frames and packets, parsing content, determin-
ing addresses, forming and adding headers to different data
units such as frames and packets, forming packets, encrypting
packets, queuing packets for sending, sending or dropping a
packet, and so forth, and less time critical, but often more
complex tasks, such as device management, classifying pack-
ets for different queues according to one or more criteria,
access control, traffic shaping, Quality of Service (QoS) and
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Class of Service (COS) assignment so that packets are more
or less efficiently processed in subsequent network compo-
nents, and so forth. The fast path, also known as the data path,
data plane path, or forwarding path, performs operations on
all packets and must perform at the rates that packets arrive.
The slow path, also known as the control path or exception
processor, performs operations on a small percentage of
packets. Although slow path operations can be much more
complex, the significantly lower rate is manageable by a
relatively less speedy processor, such as an off-the-shelf
MICroprocessor.

[0042] Inthe description herein, core time-critical paths are
described to be processed in what is called the “data plane”
and less time-critical, but often more complex tasks are
described to be processed in what is called the “control
plane.” Each device, e.g., controller, mesh node such as a
mesh AP, root mesh node such as a root AP, etc., is described
herein as having data plane and control plane functionality
and tasks. Although such division is common, the invention is
notrestricted by including such a partitioning oftasks, andno
implications should be drawn, for example, that what are
described as control plane tasks, and what are described as
data plane tasks are performed by different processors or
processing systems.

[0043] FIG. 2A shows a simplified block diagram of one
embodiment of the controller 103. The controller includes a
bus structure shown in simplified form as a single bus, a
processor, e.g., general purpose processor 207, a storage sub-
system 221, a memory subsystem 209 and a network proces-
sor 217. The network processor 217 includes a network inter-
face 215 that serves as the network interface for both the
control plane and the data plane processes, and special pur-
pose hardware, including memory for special purpose net-
work instructions. The network processor 217 is configured
to implement the data plane process of the controller 103. The
memory 209 is shown to include programs 211 including the
programs needed to implement the control plane process of
the controller 103 described herein. The memory subsystem
209 also includes data 213 that includes the data structures
maintained in the controller as described herein. Note that
those in the art will understand that not all of the programs and
not all of the data structures may be in memory at all times, an
that some of this may be in the data storage subsystem 221.

[0044] FIG. 2B shows a simplified functional diagram of
one embodiment of the controller 103 as implemented by the
block diagram shown in FIG. 2A. The controller 103 func-
tionally includes a control plane process 233 and a data plane
process 239. The memory subsystem 209 maintains a client
and mesh AP data structure 241 that is arranged to store
information on the mesh APs and on what clients are associ-
ated with each mesh AP, and one or more of their character-
istics, and a mesh topology and neighbor data structure 245
that maintains information on the graph of the mesh network,
on neighbor information and/or link information from which
the controller can determine link information about the mesh
network’s links.

[0045] The control plane process 233 includes the central-
ized routing process 235 and the tag distribution process 237.
While the embodiment shown includes a separate routing
process and tag distribution process, in other embodiments,
these functions are not so partitioned into separate processes.
Furthermore, those in the art will understand that typically,
the control plane processes are carried out by one or general
purpose processors that can carry out relatively complex
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operations, and the data plane process is carried out by one or
more special purpose processors designed to carry out packet
forwarding at a relatively fast rate the invention does not
depend on such partitioning. For example, all processes may
be carried out by one or more general purpose processors, and
in an alternate arrangement, there may be special hardware
for some of the functions of the control plane process 233.
[0046] The control plane process 233 is configured to carry
out determining routes in the mesh network, assigning tags as
needed, distributing tags to involved mesh APs, and deleting
tags as required.

[0047] FIG. 3A shows a simplified block diagram of one
embodiment of a mesh AP that includes two radios, a first
radio 301 for the backhaul that is used, for example, as a
CAPWAP tunnel to the controller 103 and for mesh data, and
a second radio 303 that is used as an access radio for data
communication with clients associated with the mesh AP.
One embodiment of the mesh AP 117 includes a network
interface that enables the mesh AP to be coupled to a wired
network, such that the mesh AP also can act as a root AP. The
radios 301 and 303 and network interface 315 are coupled to
an AP processing system 305 that includes a processor 307
and a memory subsystem 309. The memory subsystem
includes programming instructions that when executed by the
processor implement the control plane and data plane mesh
AP processes described herein. The memory 309 also
includes programs 311 and data 313 that includes the data
structures such as the tag database and the client databases
described herein.

[0048] Those in the art will understand that while the archi-
tecture of FIG. 3A shows a separate access radio 303 and a
separate backhaul radio 301 for the backhaul links of the
network, each able to operate simultaneously at different
frequency bands, in an alternate embodiment, the same radio
is used for access and backhaul communication.

[0049] One embodiment of the mesh network operates sub-
stantially in conformance to the IEEE 802.11 standard, and in
one embodiment of the mesh AP, e.g., mesh AP 117, the
backhaul radio 301 substantially conforms to the IEEE 802.
11a standard, operating in the 5 GHz band, while the access
radio 303 substantially conforms to the IEEE 802.11g stan-
dard, operating in the 2.4 GHz band.

[0050] FIG. 3B shows a simplified functional block dia-
gram of a mesh AP such as mesh AP 117 as implemented by
the mesh AP shown in FIG. 3A. In one embodiment, the
functionality of the mesh AP is partitioned into a control plane
process 325 and a data plane process 331. The mesh AP 117
includes the tag database 333 and a client database 335 of
associated client devices. The control plane process 325 func-
tions include receiving tag information, sending information
to the controller on attached clients and on the link to the
parent mesh AP when joining a mesh network, and informing
the controller’s control plane process 325 of broken links. The
data plane functions include examining tag information in
packets, forming headers for packets from client devices,
deleting headers of packets to clients of the mesh AP 117,
looking up the tag database 333, and forwarding packets.
[0051] FIG. 7 summarizes by a flow chart of one method
embodiment of the invention carried out in the controller. The
method includes in 703 receiving from mesh APs of a wire-
less mesh network information sufficient to determine a map
of mesh APs and links between the mesh APs. The method
includes in 705 detecting that a client of a particular mesh AP
is joining the mesh network, and as a result in 707 using a
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centralized routing process to determine at least one down-
stream path from the client to the root AP, and at least one
upstream path from the root AP to the client for the client’s
traffic classes. In 709, the method includes assigning a down-
stream tag for each traffic class to the one or more determined
downstream paths for the class, and a, upstream tag for each
traffic class to the one or more determined upstream paths for
the class. The method includes in 711 for each tag, sending to
at least each mesh AP in the tag’s one or more paths tag
information on the tag, such that a receiving mesh AP can
store forwarding information for the tag, including the tag of
the path, and one or more immediate next hops of the receiv-
ing mesh AP for the corresponding path or paths of the tag, to
enable a mesh AP to tag a packet received from a client, and
to forward a tagged packet using lookup of the stored infor-
mation.

Tag Formation

[0052] FIG. 4 shows one arrangement of the tag table 333 of
a mesh AP, in this case, mesh AP 117, and FIG. 5 shows one
arrangement of the tag table 500 of an intermediate mesh AP,
in this example, mesh AP 115 that is the parent of mesh AP
117. The tag table includes entries that each include at least
the tag, that is, a small number of bits that identify the tag, the
class of packets the tag is for, e.g., control, or one of a set of
traffic classes, e.g., voice, multimedia, data, priority data, etc.,
e.g., with level of subscribed service, or one of set of multicast
traffic classes. Each tag entry also includes at least one next
hop entry.

[0053] Inone embodiment, the centralized routing process
235 is able to determine more than one route, with one route
being the primary route, and the other paths being redundant,
secondary routes to use in the case that the first route fails.
One embodiment of the invention includes for each entry a
list, or in an alternate embodiment, a pointer to a list of at least
one next hop arranged in priority order. The primary next hop
is the highest priority next hop, and when more than one path
is determined for a tag, there may be more entries in the list.
This provides a level of redundancy. If one path is not avail-
able, the next priority next hop is used, and the control plane
process of the controller is sent information on the broken
next hop.

[0054] When the mesh AP 117 first joins the mesh network
and the controller 103, the controller’s control plane process
233 determines a control path for CAPWAP control packets,
and assigns a tag, in this example denoted T1, for the control
path route in the upstream direction, and another tag, denoted
T1' herein for the control path router in the downstream
direction. The tag distribution process 237 of the control
plane process 233 sends the path information for the tags T1
and T1', including the tags to all intermediate mesh APs in the
path, in particular, referring to FIG. 1, to root AP 111 and
mesh APs 113, and 115, and then sends the tags to the newly
joined mesh AP 117.

[0055] Each intermediate mesh point adds an entry in its tag
table for each direction of the control path, i.e., an entry for
the upstream direction tag T1 towards the controller 103 and
an entry in the downstream direction tag T1' away from the
controller. The leaf mesh point of the path, in this case mesh
point 117 adds a an entry for the upstream direction tag T1,
and also an entry for the downstream direction, but with the
next hop in the downstream direction a null entry (0).
[0056] Considering first mesh AP 117, the control plane
process 325 of mesh AP 117 receives the tag information for
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the tags T1 and T1' and enters these as entries 401 and 401" in
the tag table 333. The upstream tag is the tag T1, and the class
oftag is an identifier, denoted Control in FIG. 4. Listl denotes
the list of next hops, and in this example, list 1 has as its only
entry mesh AP 115. All other fields in the entry 401 are set to
adefault value, e.g., 0. In the downstream direction, the list of
next hops is a null entry, indicated as 0, to indicate that the
mesh AP 117 is the destination mesh AP—there is no next
hop.

[0057] Consider now an intermediate mesh AP, e.g., mesh
AP 115. Referring to FIG. 5, the control plane process of
mesh AP 115 receives the tag information for the tags T1 and
T1' and enters it entries 501 and 501" in the tag table 500. The
next hop for tag T1 in this example, denotes Listl_115, is
mesh point 113, and the next hop entry, denoted as List1_115'
for this Tag T1' includes mesh AP 117.

[0058] In one embodiment, entries for data traffic are only
added as data clients join the network by associating with one
or another of the mesh APs. As an example, suppose client
119 associates with mesh AP 117 and authenticates with an
authentication server (not shown) coupled to the controller
103. As a result of the authentication, the control plane pro-
cess 233 of the controller 103 adds client information to its
client and mesh AP data structure 241, including the type of
client, the class of service, and what classes of traffic this
client 119 is authenticated for, including the level of service
subscribed by the client. For each class of service and level of
service, and for each direction, the centralized routing pro-
cess 235 of the controller determines one or more paths for
packets to follow. As a result, a tag is assigned to each class
and subscribed level of service and a priority ordered list of
routes is assigned to each such tag. In one embodiment, the
prioritized list of routes are first for the level of service sub-
scribed for, and as backup, for lesser levels in case there is a
break in the higher level of service subscribed for.

[0059] Oncethe paths are tagged as aresult of the client 119
associating with the mesh AP 117, for each tagged path, the
tag distribution process sends control packets to each mesh
AP in the tagged path so that the mesh APs can update their
tag tables with new tag entries. In particular, the intermediate
mesh APs, in this example the root AP 111 and mesh APs 113
and 115 are first sent the tag information, and then the mesh
AP of the client, in this case mesh AP 117, is sent the tag
information. At each receiving mesh AP, the control plane
process of the mesh AP receives the tag information and
forms entries in the tag database for the tagged paths.

[0060] Asanexample, supposeclient 119 is a client thathas
two classes of traffic, denoted Typel and Type2, and the
upstream paths are tagged with tags denoted T2 and T3 for the
Typel and Type2 traffic classes, respectively, while the down-
stream paths are tagged with tags denoted T2' and T3' for the
Typel and Type2 traffic, respectively. Referring first to FIG.
4, for mesh AP 117, after the tag information is received by
the control plane process 325 and entries placed in the control
tag table 333, the control the tag table 333 includes entries
402 and 403 for upstream tags T2 and T3, respectively, and
entries 402' and 403' for downstream tags T2'and T3', respec-
tively. List2 and List 3 in the next hop fields of entries 402 and
403 denote the priority ordered lists of next hop mesh APs for
the Typel and Type2 class paths, respectively. The upstream
next hop fields have null entries to indicate that these are the
ending mesh APs for these tagged paths. Each non-null next
hop entry also includes a Source field for the source address,
in this case client 119, and a destination address field used for
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destination addresses that are within the mesh network for
intra-mesh paths. In this case, the destination address field of
the upstream tag entries 402 and 403 has 0 to indicate that this
path is to the controller.

[0061] Consider now mesh AP 115’s tag table shown in
FIG. 5. After the tag information is received by the control
plane process and entries are placed in the control tag table,
the control tag table includes entries 502 and 503 for tags T2
and T3, respectively for the Typel and Typ2 tags in the
upstream direction, and entries 502' and 503' for tags T2' and
T3, respectively for the Typel and Type2 tags in the down
stream direction. List2_115 and List3_115 in the next hop
fields denote the priority ordered lists of upstream next hop
mesh APs for the Typel and Type2 class paths, respectively,
and for example, would include mesh AP 113. Similarly,
List2_115" and List3_115" in the next hop fields denote the
priority ordered lists of downstream next hop mesh APs for
the Typel and Type2 class paths, respectively, and for
example, would include mesh AP 117.

[0062] The other entries shown in FIGS. 4 and 5 are for
intra-mesh paths. Such intra-mesh AP paths are formed as a
result of a packet being routed from a first client of a first mesh
AP in the mesh network to a second client of a second mesh
AP ofthe mesh network. Their formation is described in more
detail herein below.

Data Plane Processing

[0063] Dataplane processing is now described by way of an
example of a packet from the client 119. For purpose of
illustration, assume that no intra-mesh tags exist in mesh AP
117’s tag table 333 for this client 119.

[0064] The functions of data plane processing include add-
ing tags or headers to packets at appropriate points in a path,
e.g., at the AP of a client, at the root AP, and at the controller;
removing tags or headers from packets at appropriate points
in a path, and forwarding packets. Data plane processing
further includes communicating with the control plane pro-
cessing as appropriate, e.g., to inform of a broken link, to
communicate of success, and so forth.

[0065] Referring again to FIG. 1, different forms of packets
are used depending on where the traffic is in the network.
FIGS. 6A, 6B, and 6C show different packet formats used in
one embodiment of the invention. Note that the invention is
not limited to these particular packet formats, and may be
used with other packet formats.

[0066] Consider, for example the client 119 sending a
packet via its mesh AP 117. FIG. 6A shows a client packet
format assuming an 802.11 implementation. The client
packet includes a 3-address IEEE 802.11e client header, the
payload, and a wireless frame control sequence (FCS field).
In order to illustrate both upstream and downstream data
plane processing, suppose the client packet is addressed to
another client, client 125 (see FIG. 1) within the mesh net-
work. Suppose no intra-mesh tagged path has yet been
formed for such traffic, so that the path will include an
upstream path from the client 119 to the controller 103, and a
downstream path from the controller 103 to the other client
125. Note that the upstream part of the data plane processing
for this first example would be the same if this was traffic to
outside the mesh, and the downstream part of the data plane
processing for this first example would be the same if this
were traffic from outside the mesh to the client 125.
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The Upstream Path from the Client to the Controller

[0067] FIG. 6A shows a typical client packet received by
the mesh AP 117 from the client 119. Suppose this is a packet
for the Typel class of traffic. The client data may be
encrypted, in which case the data plane process 331 of the
mesh AP 117 includes decrypting the data. The data plane
process 331 of the mesh AP 117 further includes looking up
the tag database 333 (see FIG. 4) to ascertain that a path exists
for the class of traffic. In one embodiment, the search of the
tag database is for three fields, the source field so that a tag for
data traffic for this client is located, the destination field to
ascertain whether there is a tagged path with the destination
packet’s destination, indicating an intra-mesh path, and the
class to ensure that the tagged path is for the class of traffic. In
this example, assume first that there is not yet a tagged intra-
mesh path between the mesh APs 117 and 123 of the source
and destination clients. The search then is for a path for the
class of traffic with the source being the client 119. The class
is Typel for this example, and the tagged path 402 is found
that has a next hop list denoted List2 of next hop mesh APs,
and that matches the source—client 119, and class of traffic—
Typel. A 0 in the destination field indicates that this path is to
the controller 103. Note that in one embodiment, in the case
that no match is found for the class of traffic, a default path—
the control path with tag table entry 401—is used.

[0068] If no tag entry is found, the data plane process
informs the control plane process 325 of the mesh AP 117. In
one embodiment, the packet is discarded, and in another
embodiment, the packet is sent to the controller using tradi-
tional routing.

[0069] Inthe case thetag entry is found, in this example for
the tag denoted T2, the mesh AP’s data plane process 331
includes tagging the packet. The April 2007 version (version
06) of CAPWAP includes CAPWAP information in a CAP-
WAP header that is included as part of the packet that is
encrypted and authenticated, and a CAPWAP preamble that is
not encrypted. In one embodiment if the present invention,
the tag for the packet is added as a field in the CAPWAP
preamble.

[0070] The data plane processor 331 in the mesh AP 117
includes forming the CAPWAP header for the controller 103
and prepends the formed CAPWAP header to the packet
payload.

[0071] One embodiment includes adding an optional
DTLS header and encrypting the packet. Those in the art will
be familiar with Datagram TLS (DTLS) as a protocol based
on TLS—the standard protocol used for securing TCP based
Internet traffic—that is capable of securing datagram trans-
port such as UDP (User Datagram Protocol) and that is well
suited for tunneling applications, e.g., the CAPWAP tunnel to
the controller in a mesh network. Those in the art also will
understand that in traversing the mesh network, two types of
encryption are possible: optional hop-by-hop encryption that
may happen between two mesh APs as defined by the 802.111
standard, and end-to-end DTLS encryption. Such DTLS
encryption is mandated by the CAPWAP standard for CAP-
WARP control packets, and is an option for CAPWAP data. In
this example, the packet is a data packet, so that the DTLS
encryption is optional, e.g., set up by a system administrator.
[0072] Note that since the intermediate mesh APs do not
participate in the end-to-end CAPWAP protocol, such inter-
mediate mesh APs will not be aware and capable of process-
ing DTLS/CAPWAP frames. However, intermediate mesh
APs can be setup by a system administrator to encrypt all
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traffic, including hop-by-hop mesh traffic, as well as client
traffic, using in the case of IEEE 802.11, AES (Advanced
Encryption Standard) encryption per the IEEE 802.111 stan-
dard.

[0073] Thus, the end mesh AP 117 in the upstream towards
the controller in addition to decrypting the client traffic, may
include two encryptions: TDLS CAPWAP encryption of the
CAPWAP packets, and optional hop-by-hop encryption of
the traffic.

[0074] The data plane process includes forming a CAP-
WAP preamble that includes the tag T2 from the tag table 333
and prepends the CAPWAP preamble to the DTLS encrypted
packet. The data plane process 331 includes forming an 802.
11 header, in this example embodiment, a 4-address IEEE
802.11 WDS header with the receiver address (RA) being the
highest priority of the list of next hops, in this case mesh AP
115, with the transmitter address itself (mesh AP 117), and
prepends the IEEE 802.11 WDS header to the tagged packet.
The data plane process 331 includes, in the case the mesh
network is set up for hop-by-hop encryption, encrypting the
packet. The data plane process further includes forwarding
the packet to the next mesh AP 115.

[0075] FIG. 6B shows the resulting mesh packet that is
forwarded to the next mesh AP in the tagged path of tag
T2—mesh AP 115.

[0076] In the data plane process, each intermediate mesh
AP (in this example, mesh APs 115 and 113, and the root AP
111) includes in the case that the mesh network is set up for
hop-by-hop encryption, decrypting the packet received. Each
mesh AP that includes AP functionality includes a client data
structure, e.g., a client database such as a client table—see
client database 335 in FIG. 3B for mesh AP 117. In the case
that the mesh AP has AP functionality, the data plane process
includes looking up the destination address (DA) of an arriv-
ing packet in its client table. As a result of the client look up,
ifthe DA is not a client address as is the case for this example,
the data plane process of the mesh AP, in this case of mesh AP
115 includes looking up the tag database of mesh AP 115 (see
FIG. 5) for the T2 obtained from the CAPWAP preamble. In
this example, tag T2’s entry 502 is found, and the next hop list,
in this case the list List2_115 that includes only mesh AP 113
is retrieved. In the case that the mesh network is set up for
hop-by-hop encryption, the mesh AP’s data plane process
includes encrypting the packet. The data plane process
includes forwarding the tagged packet, e.g., by updating the
802.11 header receiver address RA=downlink adjacency
(mesh AP 113); TA=itself (mesh AP 115). In the case of mesh
AP 113, the next hop is the root AP 111.

[0077] At the root AP 111, the packet optionally is
decrypted, and the next hop is looked up by tag matching. In
this case, when the tag is matched, the next hop list from the
root AP’s tag database indicates that the next hop is the
controller. The data plane process of the root AP 111 includes
replacing the IEEE 802.11 header with the appropriate
IP/UDP/Ethernet transport headers, prepending such head-
ers, and sending the resulting packet—a controller packet—
to the controller 103 via the network 107.

[0078] FIG. 6C shows an example of a tagged controller
packet as sent to the controller 103, according to an example
embodiment of the invention.

[0079] At the controller, the data plane process 239 at the
controller 103 includes processing and removing the 4-ad-
dress 801.11 WDS header, processing and removing the tag in
the CAPWAP preamble, and in the case data packets are set
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up with DTLS encryption, decrypting the packet using
DTLS, and re-assembling the packet using a CAPWAP re-
assembly scheme.

[0080] Note that in an alternate embodiment, the root AP
includes fast and powerful data plane processing capabilities,
and is able to carry out the DTLS decrypting and re-routing
that is described herein as occurring at the controller 103.
[0081] The controller receiving traffic for a destination can
look at layer-2 and higher-layer information and make a
determination as to how to forward the payload according to
the traffic, e.g., to map into a downstream tag.

[0082] In this example, the destination address is client
125.

The Upstream Path from the Controller to the Client Station
[0083] At the controller 103, the data plane processor 239
ascertains the destination address—client 125—and looks up
its client and mesh AP table from which it determines that the
destination client 125 is a client of mesh AP 123 within the
mesh. The data plane process 239 queries the tag distribution
process 237 at the control plane process 233 to search fora tag
with mesh AP 123 as a destination and with Typel as the class
of traffic. At the control plane process 233, the controller
provides the control plane with the tag to use. For example,
the controller forms a tagged path if none yet exists, or fetches
the tag if a path already exists.

[0084] Note that in addition to so providing the data plane
with the tag to use for reaching the mesh AP 123 of the
destination client 125, in one embodiment, in the control
plane process, the controller ascertains whether or not this is
an intra-mesh packet, and determines at least one intra-mesh
path and tag for traffic between client 119 and client 125 of
this Typel class. The so-formed intra-mesh tags and paths are
then distributed by the tag distribution process 237 to the
appropriate intermediate mesh APs, including the root mesh
AP, and then, to the endpoint mesh APs 123 and 117. See
herein below for more on intra-mesh routing.

[0085] Returning to the data plane processing at the con-
troller, the data plane processor 239 forms a CAPWAP header
forthe client and prepends it to the payload for the packet. The
method includes prepending (adding) the formed CAPWAP
header. In the case that the data is set up for DTLS encrypting
of'the packet, the process includes adding a DTLS header and
encrypting the packet using end-to-end encryption for CAP-
WAP messages to the mesh AP 123 ofthe mesh network. Note
that in alternate embodiments, wherein the root mesh AP
includes fast data plane processing, the encryption may be
carried out at the root AP. In the description herein, the con-
troller 103 is assumed to carry out such data plane processing.
[0086] The data plane process 239 atthe controller includes
adding the tag to the CAPWAP preamble, and further
includes forming an 802.11 header. In one embodiment, the
header is a 4-address 802.11 WDS header with no receiver
address (RA) and transmitter address (TA) in it and prepend-
ing the 802.11 header to the tagged frame. The data plane
process 239 adds the IP/UDP/Ethernet transport headers
before sending the packet out to the root AP 111.

[0087] Atthe root AP 111, at the intermediate mesh AP 121
and at the mesh AP 123 of the client 125, assume that the
respective control plane processes of these mesh APs has
received tag information from the controller about the Typel
class tag to the client, so that each mesh AP’s respective tag
database for the path of the tag has an entry for the tag.
[0088] The root AP 111’s data plane process includes
removing the outer Ethernet, IP, and UDP headers.
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[0089] As in the upstream direction, each intermediate
mesh AP that includes AP functionality includes as part of its
data plane process looking up the destination address in its
client table to ascertain if the destination is one of its clients.
In this example, the DA is not of a client of the root AP 111.
The data plane process of the mesh AP, in this case of the root
AP 111, includes looking up the tag in the CAPWAP pre-
amble, and finding the downlink adjacency list for the tag in
its tag table, and, in the case hop-by-hop encryption is set up,
encrypting the packet. The data plane process forwards the
packet, e.g., by updating the 802.11 header receiver address
RA=downlink adjacency (mesh AP 121); TA=itself (root
mesh node).

[0090] The intermediate mesh APs’ data plane process—in
this example, the data plane process of mesh AP 121 includes
in the case that hop-by-hop encryption is set up, decrypting
the packet, and looking up the tag in the CAPWAP preamble,
and finding the downlink adjacency list for the tag in its tag
table, in the case that hop-by-hop encryption is set up,
encrypting the packet, and forwarding the packet, e.g., by
updating the 802.11 header receiver address RA=downlink
adjacency (mesh AP 123); TA=itself (mesh AP 123).

[0091] At the mesh AP 123 that includes AP functionality,
the data plane process 331 in the case that hop-by-hop encryp-
tion is set up, includes decrypting the packet. After the hop-
by-hop decryption in one tag based embodiment, a tag lookup
should be sufficient to determine whether this mesh AP is the
destination and there is no next hop. A client lookup should
notbe necessary to determine ifthe AP is the destination mesh
AP. However, one alternate embodiment includes looking up
the destination address, in this case of client 125 in its client
table, and ascertaining that client 125 is a client. The data
plane processing includes removing the CAPWAP preamble
with the tag, translating the 4-address dot11 header (WDS) to
a3-address format (BSS), decrypting using the DTLS header,
removing the CAPWAP header, optionally carrying out client
IEEE 802.11i encryption, and transmitting the packet over the
air to the client 125.

[0092] Note that in the downstream direction, the last mesh
AP, mesh AP 123 to which the destination client 125 is asso-
ciated performs two decryptions and one encryption in a
CAPWAP based mesh architecture for traffic to the client
125: one 802.11 decryption of intra-mesh traffic that came
from the neighbor, in this example, mesh AP 121, one CAP-
WAP DTLS decryption, and the final 802.11 encryption for
traffic to the client 125 that came in the CAPWAP frame.
[0093] FIG. 8 shows a flow chart and summarizes one
embodiment of a method in a mesh AP. The method includes
in 803 the mesh AP receiving a packet, and in 805 ascertain-
ing if the received packet includes a tag, and in the case that
the packet includes a tag, looking up a tag database main-
tained in the mesh AP. The database, as described herein,
contains tag entries each including a tag and forwarding infor-
mation, and each corresponding to one or more paths from a
source to a destination. As described herein, the tag database
is formed from tag information received by the mesh AP from
a central controller. The forwarding information to at least
one next hop mesh points of each tag entry in the tag data
structure is part of at least one path for the tag determined by
the central controller using a central routing method for a
traffic class, and distributed by the central controller as tag
information to mesh points in the path or paths of the tag. The
method includes in 807, in the case that the looking up results
in a matched tag entry that includes an indication of'a next hop
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mesh point in the forwarding information, forwarding the
packet to the next hop mesh point of the matched tag entry.
[0094] Also shown in FIG. 8 is the mesh AP in 809 receiv-
ing a client packet from a client of the mesh AP for a class of
traffic. In 811, the method includes looking up the tag data-
base to ascertain whether there is a tag entry for the source
being the client for the traffic class. In 813, the method
includes, in the case that a match is found, adding the tag of
the matched entry to the received packet to form a tagged
packet, retrieving forwarding information including a next
hop from the matched tag entry, and forwarding the packet to
the next hop of the matched tag entry

Multicast Data Plane Processing

[0095] Embodiments of the present invention further
include support for multicast traffic. In the case of multicast,
traffic from the root AP is directed towards clients of a tree of
mesh APs. In the control plane, the control plane process 233
of the controller determines each multicast tree as a result of
the controller 103 snooping client requests to join a multicast
stream. For example, in embodiments using the CAPWAP
standard, an AP to which a requesting client is associated
snoops a join request from the client and joins the multicast
tree on behalf of the client. How to modify for non-CAPWAP
protocol architectures would be clear, and depends on the
architecture.

[0096] For multicast, a tag is associated with a group of
multicast streams; multicast streams that share a tag will have
some common characteristics such as one or more of band-
width (high or low) of the streams, security requirements of
the streams (highly secured or public announcement), and/or
latency sensitiveness (push-to-talk or file download).

[0097] Thus multicast tags are formed, of different multi-
cast tags classes, and pushed to each mesh AP in the tree. For
any mesh AP which is a parent of more than one child mesh
AP in the multicast tree, the next hop list for the tag need only
include one of the child mesh APs, since the other child mesh
APs will receive the packet sent by the parent mesh AP and
examine its destination. If it is of a multicast address of a
multicast tree to which such a child mesh AP belongs, the
packet forwarding continues.

[0098] Inthe dataplane processing of each mesh AP receiv-
ing a multicast tagged packet, if the mesh AP includes AP
functionality, the data plane process includes translating the
4-address dotl1 header (WDS) to a 3-address format (BSS),
replacing the basic service set ID (BSSID) in the 3-address
802.11 header with its own BSSID, if client encryption is set
up, carrying out the optional IEEE 801.11i encryption, and
transmitting the frame over the air.

[0099] The data plane process includes looking up its tag
database to see if there is a next hop list. If the next hop list is
not null, such a null entry indicating this mesh AP is the leaf
node of the tree, then the data plane process includes, in the
case that hop-to-hop encryption is included, carrying out
hop-by-hop 11i encryption with a multicast key, and also
forwarding the packet by modifying the TA to be its BSSID,
modifying the DA to be the multicast address, and transmiting
the frame over the air. Note that all mesh APs on that radio
channel would then receive the packet and ascertain whether
to discard the packet based on whether they are part of the
multicast tree.

Intra-Mesh Routing

[0100] As described above, the first time a packet whose
source and destination are of clients of mesh APs within the
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mesh network traverses the upstream path to the controller,
the controller’s control plane process 233, in addition to pro-
viding a tagged path to the destination mesh AP, also deter-
mines one or more intra-mesh paths that do not include the
controller 103. As described above, the controller 103’s tag
distribution process 237 includes sending each mesh AP in
the determined paths the tag information. First the interme-
diate mesh APs are sent the tag information, then the endpoint
mesh APs—in the example mesh AP 117 and 123—are sent
the tag information. FIG. 4 shows the entries of the tag data-
base 333 of mesh point 117, and includes tag entries 406 and
407 for classes Typel and Type2, respectively, with tags
denoted T6 and T7, respectively, and next hop upstream adja-
cency lists of one or more next hops addresses denoted List6
and List7, respectively. Note that these entries each have
source and destination fields with entries client 119 and client
125, respectively. FIG. 5 shows the corresponding entries 506
and 507 for the Typel and Type 2 tags T6 and T7, respectively,
with next hop adjacency lists denoted List6_115 and List7_
115. In addition, in one embodiment, reverse direction intra-
mesh paths also are formed for Typel traffic and Type2 traffic
from client 125 back to client 119. So in FIGS. 4 and 5, the tag
database of mesh APs 117 and 115 each respectively includes
tag entries 406' and 407", and 506' and 507" for tags denoted
T6' and T7' from with next hop adjacency lists denoted List6_
115'and List7_115'in FIG. 5, and null in FIG. 4 for the Typel
and Type2 classes of traffic respectively.

[0101] Consider now the next time client 119 sends a traffic
class Typel packet to client 125. At the mesh AP 117’s data
plane process 331, the looking up of the tag database results
in a match with the destination of client 125, class of traffic
Typel, and the source client 119. The tag T6 is retrieved, and
this tag is included in the tagged mesh packet. In this case, the
packet is forwarded all the way to mesh AP 123 without
traversing the controller using the intra-mesh path.

[0102] Note that in one embodiment described herein,
referring to the illustrative example, only the tags between
clients 119 and 125 are formed when the control plane pro-
cess learns of the packet receipt destination to an intra-mesh
client 125. In a given mesh network, tags are determined by
tag class: the type and class of traffic and the level of service
subscribed by the client. When a controller is informed of
intra-mesh traffic from a source mesh AP to a destination
mesh AP, it can, potentially, set up all possible tags between
these pairs of mesh APs determined by all possible classes of
service between all possible types of clients between these
mesh APs. While such a scheme would provide pre-set tagged
paths for all subsequent intra-mesh traffic between clients of
the mesh AP pair with resulting low disruption, such a method
would cause some possible delay the first time traffic is sent
from the source mesh AP to the destination mesh AP, because
this event would trigger tag computation and tag distribution
along all these newly computed paths. While one possible
embodiment of the invention includes such a computation,
the inventors chose, in one embodiment, to not trigger such
computation of all possible tags for traffic between the source
and destination mesh APs. In one alternate embodiment, the
control plane process at the controller 103, upon discovering
intra-mesh traffic, computes only the tags relevant to the type
of the client that initiated the intra-mesh traffic flow and for
the specific quality of service demanded. In such an alternate
embodiment, all new intra-mesh traffic might suffer some
similar limited tag computation and distribution latencies, but
lower than if computation of all tags were triggered. It should
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be noted, however, that the invention is not limited to only
dynamic tag computation, or only computation of those spe-
cific tags for the class defined by the type of client and sub-
scribed service level.

Redundancy and Broken Links

[0103] Inoneembodiment each tag can have more than one
path in order to provide a level of fault tolerance. This is one
feature of centralized routing. Several routes may be calcu-
lated between two end points, and ordered in order of prefer-
ence. At any one point in the mesh network, the priority list of
next hops can have one or more next hops ordered by the order
of preference.

[0104] When the data plane process at any mesh AP dis-
covers that the highest priority (or only) next hop in the tag
table is unreachable, the data plane process informs the con-
trol plane process of the mesh AP that the link in the tagged
pathis broken. Ifthere is another lower priority next hop in the
list, the data plane process forwards the packet to such a next
hop, else the data plane process discards the packet and indi-
cates to the control plane process that the packet is being
discarded.

[0105] The control plane process of the mesh AP indicates
to the control plane process 233 of the controller 103 that a
link in the indicated tag is down. As a result, the tag distribu-
tion process deletes the broken link from all tagged paths that
include such a link, and sends tag control packets to all mesh
APs that are included in the tagged paths that are so updated.
Note that some tags may need to be deleted, e.g., if the broken
link was the only link in a tagged path, and others would be
updated.

[0106] Thus has been described a method of using tagged
paths in wireless mesh networks, wherein the tags are formed
by centrally controlled routing, and provide tagged packet
forwarding in a wireless mesh network. Note that in different
embodiments, the central routing can include features that
may not be possible with distributed routing.

[0107] As an example, if MPLS is used, the status of vari-
ous links in a mesh network changes frequently, and there-
fore, making sure all intermediate points are updated would
lead to a lot of control information being maintained at the
intermediate points, and being exchanged throughout the
mesh network. As a result, the time taken for path computa-
tion to converge at all nodes after one or more disruptions
could be substantially larger for MPLS compared to central-
ized routing embodiments described herein. In one embodi-
ment of centralized routing described herein, only the route
computations at the centralized router needs to converge fol-
lowing every disruption. In addition, since there are less num-
ber of control messages in such a centralized architecture, in
an unreliable environment like a wireless mesh, the probabil-
ity should be lower that the status update following a disrup-
tion will not be reported in time to the centralized node.
Finally, since the report of a single disruption may need to
reach multiple mesh nodes for de-centralized routing, if any
of those messages do not arrive at a specific node in time, the
route tables in such mesh nodes may be in inconsistent states
for long, possibly causing several packets, potentially voice
video, be misrouted and eventually dropped. In contrast, a
centralized routing scheme, the centralized node may be more
likely to be in consistent state, because it will either be
updated or not after disruption. Inconsistency may result from
slow or unreliable propagation of tag updates to mesh nodes,
in which case, new tags/paths would be updated at the mesh
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nodes by the central tag computing node before the root AP is
programmed with the change. In such an embodiment, as
soon as the root AP is updated with new path information,
new paths should be consistent and programmed, preventing
inconsistency.

[0108] The final effect of faster path convergence and con-
sistency is reduced route flapping in the mesh compared to
alternate, distributed methods, meaning it may possible to
guarantee services for mission critical applications such as
voice and video.

[0109] Centrally controlled routing with tagged paths as
described herein can be used to achieve per-destination
address (DA) load balancing by tagged paths. Different
embodiments of the invention also can be used to provide
multiple redundant paths for mesh APs, leading to fault tol-
erance. In such a case, whenever one tagged adjacency fails,
the data plane process can fall back to one of the secondary
next hops for the tag and generate an alarm up to the controller
for the broken route. For example, the same AP can have
multiple tagged paths back to the root mesh AP and controller
sorted by link metrics, or one or more other criteria. Different
embodiments of the invention also can be used to achieve
multiple tagged paths for QoS/policy based routing.

[0110] Different embodiment of the invention also can be
used in architectures with multiple root mesh nodes or mul-
tiple sectors, such multiple sectors segregate by tags. How to
use the description herein for such architectures would be
clear to those in the art.

[0111] Note that in the embodiments described herein, the
tag database of the mesh AP to which a destination client is
associated includes an entry, even though the address of such
amesh AP is in the packet so that the mesh AP can otherwise
determine that it is the final destination and that there is no
next hop. The inventors decided to include such an entry to
make the tag scheme self-sufficient, independent of the mesh
routing protocol, and to make its use consistent across all
nodes, including the final destination. Thus, the data plane
process in one embodiment includes, even in the final desti-
nation mesh AP, lookup up the tag and, in the case of the final
mesh AP, finding the next hop to be NULL to determine that
it is the final destination.

[0112] While one example embodiment described herein
uses mesh frames that use a 4-address WDS packet format,
the invention is not restricted to any particular frame format.
The example described herein and the intra-mesh routing
described herein provides for layer-2 intra-mesh routing
without requiring six-address mesh frame formats, or any
other specialized mesh format, so that, for example, no spe-
cialized hardware that can handle six-address schemes need
beused. However, the invention can still be used together with
six-address packet addressing.

[0113] Furthermore, while one embodiment of the inven-
tion included the tag as a field in the CAPWAP preamble, in
alternate embodiments, the tag is added as a separate unen-
crypted tag header added to the frame, and in another embodi-
ment, the tag header is included in the main part of the packet,
and the packet, if encrypted, is decrypted and re-encrypted by
the mesh AP’s data plane process at each hop.

[0114] While the example embodiments in the description
herein described dynamic routing according to which tagged
data paths for different classes of traffic are centrally formed
by the centralized routing process 235 only after a client joins
amesh network by associating with amesh AP, e.g., as aresult
of the client authenticating to the mesh network, in alternate
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embodiments, static routing also is included. Static routing
includes pre-assigning paths for one or more classes of traffic.
Thus, such pre-assigning does not require authentication of a
client as is the case in the example embodiment described
herein.

[0115] Furthermore, while the term “data” is used herein to
describe data traffic, this does not limit to any particular type
of data, and the invention is applicable to such types of data as
voice data, video data, multimedia data, non-media data, and
so forth.

[0116] Note that the terms “class” and “traffic class” when
referring to paths and tags to or from a client refer to the a
single class determined by one or more of class of service,
type of traffic, type of client, and/or level of subscribed ser-
vice for the client.

[0117] While the example embodiments in the description
herein includes partitioning the processing at each mesh AP
to process steps in a data plane process and process steps in a
control plane process, the invention is not limited to such
partitioning. Furthermore, even when the processes are so
partitioned to data plane processing and control plane pro-
cessing, the invention is not limited to different processors
being used to implement the control plane processes and the
data plane processes.

[0118] While the description herein assumes one control-
ler, it may be that there are several controllers in the mesh
network each controlling different mesh APs of the mesh
network, e.g., each having a secure CAPWAP tunnel to one or
more mesh APs. In such a multiple controller environment,
there is one controller that carries out the routing for the mesh
network. This is called the “master” controller, and is the
controller that carries out the control plane centralized rout-
ing process and tag distribution process described herein.
Those in the art would find it straightforward to modify the
design described herein for a multiple controller architecture.
[0119] Furthermore, while one controller is master, in a
multi-controller architecture, one embodiment includes at
least one backup controller that provides redundancy, such
that in the event the master controller in some way stops
functioning, the backup controller takes over as the new,
possibly temporary master controller.

[0120] Furthermore, while the description herein assumes
one mesh sector with a single root mesh point (root AP), in a
more complex environment, there may be more than one root
AP. In one multi-root AP architecture, one controller is the
master controller that carries out the control plane centralized
routing process and tag distribution process described herein.
Those in the art would find it straightforward to modify the
design described herein for a multiple controller architecture.
[0121] Furthermore, while the description herein above
assumes that in the data plane, all non-intra-mesh packets,
and those intra-mesh packets whose complete path has not yet
been tagged are directed to the controller, and that the data
plane of the controller adds the tags for the path to the desti-
nation, in alternate embodiments of the invention, the root AP
111 is assumed to have a fast control plane and adapt plane
sufficiently powerful such that all non-intra-mesh packets are
passed via the root AP without being forwarded to the con-
troller. Those in the art would fund it straightforward to
modify the description herein to cover having such function-
ality in the root AP 111 rather than in the controller 103, so
that further explanation is not needed.

[0122] While one embodiment uses AWPP (Adaptive
Wireless Path Protocol) from Cisco Systems, Inc., Jose, Calif.
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to form the topology of the mesh network. Alternate embodi-
ments can use different routing methods, e.g., PWRP (Pre-
dictive Wireless Routing Protocol) from Tropos Networks, of
Sunnyvale, Calif.

[0123] Similarly, while one embodiment uses CAPWAP to
communicate between the central controller and the mesh
points, alternate embodiments use alternate protocols for
communicating between a centralized mesh controller and
the mesh points of a mesh network.

[0124] In one embodiment, a computer-readable carrier
medium carries a set of instructions that when executed by
one or more processors of a mesh node cause the one or more
processors to carry out a method in the mesh node as
described herein.

[0125] Inthe description herein, and in the claims, the term
substantially conforming to a standard, or to a standard pro-
tocol, or to a standard w-way exchange, etc. is used. By
“substantially” conforming is meant conforming to the over-
all structure, but one or more of adding one or more frame
types not in the standard; modifying one or more frame types
that are in the standard; adding at least one information ele-
ment not in the standard to one or more frame types; adding
one information element in the standard; adding at least one
field not described in the standard; modifying the order of an
exchange defined in the standard, using a conforming
exchange defined in the standard, but with the entities some-
what different than defined in the standard. In most cases, a
substantially conforming protocol would accept data that
conforms to the standard, but not all features might be imple-
mented. Such a meaning of substantially conforming would
be well understood by those of ordinary skill in the art. As
examples, the additional frame types, additional fields, and
the type of exchanges defined herein may not all be strictly in
conformance of the IEEE 802.11 standard. However, each are
included in the term “substantially conforming.”

[0126] “Variants of the IEEE 802.11 standard” as used
herein means the variants and proposed variants of the IEEE
802.11 standard. Variants are versions defined in clauses of
the standard and proposed amendments of the standard. For
example, the six-address scheme described herein is part of a
draft amendment to the IEEE 802.11 standard.

[0127] Itshould be appreciated that although embodiments
of the invention have been described in the context of mesh
networks that substantially conform to the IEEE 802.11 stan-
dard, alternative embodiments of the present invention are not
limited to such contexts and may be utilized in various other
applications and systems, whether conforming to an wireless
standard, or especially designed. Furthermore, embodiments
are not limited to any one type of architecture or protocol, and
thus, may be utilized in conjunction with one or a combina-
tion of other architectures/protocols. For example, one
embodiment may be embodied in transceivers conforming to
other standards and for other applications, including other
WLAN standards, WiMAX, bluetooth, GSM, PHS, CDMA,
and other cellular wireless telephony standards. While an
embodiment has been described for operation in a mesh point
with RF frequencies in the 5 GHz range and 2.4 GHz range
(the 802.11a and 802.11g variants of the IEEE 802.11 stan-
dard), other embodiments may be embodied in receivers and
transceivers operating in other RF frequency ranges. Appli-
cations that can be accommodated include IEEE 802.11 wire-
less LANs and links, wireless Ethernet, HIPERLAN 2,
WiMAX, European Technical Standards Institute (ETSI)
broadband radio access network (BRAN), and multimedia

TP Link Ex. 1008

Page 20



US 2008/0304485 Al

mobile access communication (MMAC) systems, wireless
local area networks, local multipoint distribution service
(LMDS) IF strips, wireless digital video, wireless USB links,
wireless IEEE 1394 links, TDMA packet radios, low-cost
point-to-point links, voice-over-IP portable “cell phones”
(wireless Internet telephones), etc.

[0128] In keeping with common industry terminology, the
terms “base station”, “access point”, and “AP” may be used
interchangeably herein to describe an electronic device that
may communicate wirelessly and substantially simulta-
neously with multiple other electronic devices, while the
terms “client,” “mobile device” and “STA” may be used inter-
changeably to describe any of those multiple other electronic
devices, which may have the capability to be moved and still
communicate, though movement is not a requirement. How-
ever, the scope of the invention is not limited to devices that
are labeled with those terms.

[0129] Furthermore, the mesh points in a mesh network
have been termed mesh APs herein. It is understood that such
“mesh APs” need not all have AP capabilities, so may act as
simple replay mesh points for the backhaul of the mesh net-
work.

[0130] Inthe context of this document, the term “wireless”
and its derivatives may be used to describe circuits, devices,
systems, methods, techniques, communications channels,
etc., that may communicate data through the use of modu-
lated electromagnetic radiation through a non-solid medium.
The term does not imply that the associated devices do not
contain any wires, although in some embodiments they might
not.

[0131] Note that the description has been mostly for mesh
APs that are controlled by a controller with which the mesh
AP has a secure tunnel, e.g., an LWAPP/CAPWAP tunnel.
First, the invention is also applicable to mesh nodes that do
not include access point functionality—such mesh nodes are
still called mesh AP in the above description. Furthermore,
the invention is also applicable to mesh nodes that are not
“lightweight” but rather include enough capability to not
need an LWAPP or other protocol connection for a controller
to function. For example, in the case access point capability is
included, certain aspects of the present invention may also be
applicable also to mesh APs that are not lightweight APs.
[0132] Unless specifically stated otherwise, as apparent
from the following discussions, it is appreciated that through-
out the specification discussions utilizing terms such as “pro-
cessing,” “computing,” “calculating,” “determining” or the
like, refer to the action and/or processes of a computer or
computing system, or similar electronic computing device,
that manipulate and/or transform data represented as physi-
cal, such as electronic, quantities into other data similarly
represented as physical quantities.

[0133] Ina similar manner, the term “processor” may refer
to any device or portion of a device that processes electronic
data, e.g., from registers and/or memory to transform that
electronic data into other electronic data that, e.g., may be
stored in registers and/or memory. A “computer” or a “com-
puting machine” or a “computing platform” may include one
Or MOre processors.

[0134] Note that when a method is described that includes
several elements, e.g., several steps, no ordering of such ele-
ments, e.g., steps is implied, unless specifically stated.
[0135] The methodologies described herein are, in one
embodiment, performable by one or more processors that
accept computer-readable (also called machine-readable)
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logic encoded on one or more computer-readable media con-
taining a set of instructions that when executed by one or more
of the processors carry out at least one of the methods
described herein. Any processor capable of executing a set of
instructions (sequential or otherwise) that specify actions to
be taken are included. Thus, one example is a typical process-
ing system that includes one or more processors. Each pro-
cessor may include one or more of a CPU, a graphics pro-
cessing unit, and a programmable DSP unit. The processing
system further may include a memory subsystem including
main RAM and/or a static RAM, and/or ROM. A bus sub-
system may be included for communicating between the
components. The processing system further may be a distrib-
uted processing system with processors coupled by a net-
work. If the processing system requires a display, such a
display may be included, e.g., a liquid crystal display (LCD)
or a cathode ray tube (CRT) display. If manual data entry is
required, the processing system also includes an input device
such as one or more of an alphanumeric input unit such as a
keyboard, a pointing control device such as a mouse, and so
forth. The term memory unit as used herein, if clear from the
context and unless explicitly stated otherwise, also encom-
passes a storage system such as a disk drive unit. The pro-
cessing system in some configurations may include a sound
output device, and a network interface device. The memory
subsystem thus includes a computer-readable carrier medium
that carries logic (e.g., software) including a set of instruc-
tions to cause performing, when executed by one or more
processors, one of more of the methods described herein. The
software may reside in the hard disk, or may also reside,
completely or at least partially, within the RAM and/or within
the processor during execution thereof by the computer sys-
tem. Thus, the memory and the processor also constitute
computer-readable carrier medium on which is encoded
logic, e.g., in the form of instructions.

[0136] Furthermore, a computer-readable carrier medium
may form, or be included in a computer program product.
[0137] Inalternative embodiments, the one or more proces-
sors operate as a standalone device or may be connected, e.g.,
networked to other processor(s), in a networked deployment,
the one or more processors may operate in the capacity of a
server or a client machine in server-client network environ-
ment, or as a peer machine in a peer-to-peer or distributed
network environment. The one or more processors may form
apersonal computer (PC), a tablet PC, a set-top box (STB), a
Personal Digital Assistant (PDA), a cellular telephone, a web
appliance, a network router, switch or bridge, or any machine
capable of executing a set of instructions (sequential or oth-
erwise) that specify actions to be taken by that machine.
[0138] Note that while some diagram(s) only show(s) a
single processor and a single memory that carries the logic
including instructions, those in the art will understand that
many of the components described above are included, but
not explicitly shown or described in order not to obscure the
inventive aspect. For example, while only a single machine is
illustrated, the term “machine” shall also be taken to include
any collection of machines that individually or jointly execute
a set (or multiple sets) of instructions to perform any one or
more of the methodologies discussed herein.

[0139] Thus, one embodiment of each of the methods
described herein is in the form of a computer-readable carrier
medium carrying a set of instructions, e.g., a computer pro-
gram that are for execution on one or more processors, €.g.,
one or more processors that are part of mesh node. Thus, as
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will be appreciated by those skilled in the art, embodiments of
the present invention may be embodied as a method, an appa-
ratus such as a special purpose apparatus, an apparatus such
as a data processing system, or a computer-readable carrier
medium, e.g., a computer program product. The computer-
readable carrier medium carries logic including a set of
instructions that when executed on one or more processors
cause the processor or processors to implement a method.
Accordingly, aspects of the present invention may take the
form of a method, an entirely hardware embodiment, an
entirely software embodiment or an embodiment combining
software and hardware aspects. Furthermore, the present
invention may take the form of carrier medium (e.g., a com-
puter program product on a computer-readable storage
medium) carrying computer-readable program code embod-
ied in the medium.

[0140] The software may further be transmitted or received
over a network via a network interface device. While the
carrier medium is shown in an example embodiment to be a
single medium, the term “carrier medium” should be taken to
include a single medium or multiple media (e.g., a centralized
or distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“carrier medium” shall also be taken to include any medium
that is capable of storing, encoding or carrying a set of instruc-
tions for execution by one or more of the processors and that
cause the one or more processors to perform any one or more
of the methodologies of the present invention. A carrier
medium may take many forms, including but not limited to,
non-volatile media, volatile media, and transmission media.
Non-volatile media includes, for example, optical, magnetic
disks, and magneto-optical disks. Volatile media includes
dynamic memory, such as main memory. Transmission media
includes coaxial cables, copper wire and fiber optics, includ-
ing the wires that comprise a bus subsystem. Transmission
media also may also take the form of acoustic or light waves,
such as those generated during radio wave and infrared data
communications. For example, the term “carrier medium”
shall accordingly be taken to include, but not be limited to, (i)
in one set of embodiment, a tangible computer-readable
medium, e.g., a solid-state memory, or a computer software
product encoded in computer-readable optical or magnetic
media; (ii) in a different set of embodiments, a medium bear-
ing a propagated signal detectable by at least one processor of
one or more processors and representing a set of instructions
that when executed implement a method; (iii) in a different set
of embodiments, a carrier wave bearing a propagated signal
detectable by at least one processor of the one or more pro-
cessors and representing the set of instructions a propagated
signal and representing the set of instructions; (iv) in a dif-
ferent set of embodiments, a transmission medium in a net-
work bearing a propagated signal detectable by at least one
processor of the one or more processors and representing the
set of instructions.

[0141] Tt will be understood that the steps of methods dis-
cussed are performed in one embodiment by an appropriate
processor (or processors) of a processing (i.e., computer)
system executing instructions stored in storage. It will also be
understood that embodiments of the present invention are not
limited to any particular implementation or programming
technique and that the invention may be implemented using
any appropriate techniques for implementing the functional-
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ity described herein. Furthermore embodiments are not lim-
ited to any particular programming language or operating
system.

[0142] Reference throughout this specification to “one
embodiment” or “an embodiment” means that a particular
feature, structure or characteristic described in connection
with the embodiment is included in at least one embodiment
of'the present invention. Thus, appearances of the phrases “in
one embodiment” or “in an embodiment™ in various places
throughout this specification are not necessarily all referring
to the same embodiment, but may. Furthermore, the particular
features, structures or characteristics may be combined in any
suitable manner, as would be apparent to one of ordinary skill
in the art from this disclosure, in one or more embodiments.
[0143] Similarly, it should be appreciated that in the above
description of example embodiments of the invention, vari-
ous features of the invention are sometimes grouped together
in a single embodiment, figure, or description thereof for the
purpose of streamlining the disclosure and aiding in the
understanding of one or more ofthe various inventive aspects.
This method of disclosure, however, is not to be interpreted as
reflecting an intention that the claimed invention requires
more features than are expressly recited in each claim. Rather,
as the following claims reflect, inventive aspects lie in less
than all features of a single foregoing disclosed embodiment.
Thus, the claims following the Detailed Description are
hereby expressly incorporated into this Detailed Description,
with each claim standing on its own as a separate embodiment
of this invention.

[0144] Furthermore, while some embodiments described
herein include some but not other features included in other
embodiments, combinations of features of different embodi-
ments are meant to be within the scope of the invention, and
form different embodiments, as would be understood by
those in the art. For example, in the following claims, any of
the claimed embodiments can be used in any combination.
[0145] Furthermore, some of the embodiments are
described herein as a method or combination of elements of a
method that can be implemented by a processor of a computer
system or by other means of carrying out the function. Thus,
a processor with the necessary instructions for carrying out
such a method or element of a method forms a means for
carrying out the method or element of a method. Furthermore,
an element described herein of an apparatus embodiment is
an example of a means for carrying out the function per-
formed by the element for the purpose of carrying out the
invention.

[0146] In the description provided herein, numerous spe-
cific details are set forth. However, it is understood that
embodiments of the invention may be practiced without these
specific details. In other instances, well-known methods,
structures and techniques have not been shown in detail in
order not to obscure an understanding of this description.
[0147] Asusedherein, unless otherwise specified the use of
the ordinal adjectives “first”, “second”, “third”, etc., to
describe a common object, merely indicate that different
instances of like objects are being referred to, and are not
intended to imply that the objects so described must be in a
given sequence, either temporally, spatially, in ranking, or in
any other manner.

[0148] All publications, patents, and patent applications
cited herein are hereby incorporated by reference.

[0149] Any discussion of prior art in this specification
should in no way be considered an admission that such prior
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art is widely known, is publicly known, or forms part of the
general knowledge in the field.

[0150] In the claims below and the description herein, any
one of the terms comprising, comprised of or which com-
prises is an open term that means including at least the ele-
ments/features that follow, but not excluding others. Thus, the
term comprising, when used in the claims, should not be
interpreted as being limitative to the means or elements or
steps listed thereafter. For example, the scope of the expres-
sion a device comprising A and B should not be limited to
devices consisting only of elements A and B. Any one of the
terms including or which includes or that includes as used
herein is also an open term that also means including at least
the elements/features that follow the term, but not excluding
others. Thus, including is synonymous with and means com-
prising.

[0151] Similarly, itis to be noticed that the term “coupled”,
when used in the claims, should not be interpreted as being
limitative to direct connections only. The terms “coupled”
and “connected,” along with their derivatives, may be used. It
should be understood that these terms are not intended as
synonyms for each other. Thus, the scope of the expression a
device A coupled to a device B should not be limited to
devices or systems wherein an output of device A is directly
connected to an input of device B. It means that there exists a
path between an output of A and an input of B which may be
a path including other devices or means. “Coupled” may
mean that two or more elements are either in direct physical or
electrical contact, or that two or more elements are not in
direct contact with each other but yet still co-operate or inter-
act with each other.

[0152] Thus, while there has been described what are
believed to be the preferred embodiments of the invention,
those skilled in the art will recognize that other and further
modifications may be made thereto without departing from
the spirit of the invention, and it is intended to claim all such
changes and modifications as fall within the scope of the
invention. For example, any formulas given above are merely
representative of procedures that may be used. Functionality
may be added or deleted from the block diagrams and opera-
tions may be interchanged among functional blocks. Steps
may be added or deleted to methods described within the
scope of the present invention.

We claim:

1. A method comprising:

receiving from each mesh point of a wireless mesh network
information sufficient to determine a map of mesh points
and one or more available wireless links between the
mesh points, the mesh points of the wireless mesh net-
work including a root mesh point and one or more addi-
tional mesh points;

in response to detecting that a client of a particular mesh
point that has access point capabilities is joining the
mesh network, using a centralized routing process to
determine at least one path from the client to the root
mesh point for at least one traffic class;

assigning an upstream tag to one or more determined paths
for each traffic class from the client, such that each
assigned upstream tag has at least one corresponding
upstream path; and

for each upstream tag, sending to at least each mesh point
in the upstream tag’s one or more paths tag information
onthe upstream tag, such that a receiving mesh point can
store forwarding information for the upstream tag,
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including the upstream tag of the path, and one or more
immediate next hops of the receiving mesh point for the
corresponding path or paths of the upstream tag,

such that a packet that has been tagged to include a tag can

be forwarded by a receiving mesh point by looking up
the tag in its stored forwarding information to determine
the next hop for the tagged packet, and forwarding the
tagged packet to the next hop.

2. A method as recited in claim 1, further comprising:

using the centralized routing process to determine at least

one path from the root mesh point to the client for each
traffic class for the client;

assigning a downstream tag to one or more determined

paths for the same traffic class for the client, each such
assigned tag having at least one corresponding down-
stream path; and

for each tag, sending to the at least each mesh point in the

downstream tag’s one or more paths tag information on
the downstream tag including for each mesh point, such
that a receiving mesh point can store forwarding infor-
mation for the downstream tag, including the tag of the
path, and one or more immediate next hops of the mesh
point for the path or paths of the downstream tag.

3. A method as recited in claim 1,

wherein the mesh points of the mesh network are con-

trolled by a controller using control messages between
the controller and the mesh points, and wherein the
centralized routing method is configured to determine
paths for control messages and paths for one or more
classes of data traffic.

4. A method as recited in claim 2,

wherein the mesh network is controlled by a controller, and

wherein the downstream paths are from the controller
via the root mesh point and the upstream paths are from
the controller via the root mesh point.

5. A method as recited in claim 2, further comprising:

receiving information that a packet of a traffic class of a

first client has traversed the mesh from the first client to
a second client;

using the centralized routing process to determine one or

more intra-mesh paths for the traffic class;

associating a tag for each direction of traffic between the

first and second clients; and

distributing tag information to the mesh points in the deter-

mined intra-mesh paths so that a packet from either
client can be tagged and then forwarded to the other
client without having to traverse the root mesh point.

6. A method as recited in claim 2, further comprising:

receiving an indication of a particular next link in a tagged

path is broken;

modifying or deleting each tagged path that includes the

particular next link; and

distributing tag information to any mesh points in any

modified or deleted paths.

7. A method as recited in claim 2, wherein at least some of
the next hop information of a tag includes more than one next
hop in a priority order with a highest priority next hop and a
next highest priority next hop, such that in the case the highest
priority next hop is not reachable, a tagged packet is for-
warded to the next highest priority next hop.

8. A method of routing packets in a wireless mesh network,
the method comprising:
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in response to detecting that a mesh point has joined the
mesh network via a parent mesh point, setting up a
control path for control messages to control the discov-
ered mesh point; and
in response to detecting that a client is joining the mesh
network via a particular discovered mesh point that has
access point functionality, assigning a tag for the client
for a class of traffic in the upstream direction, the tag
defining at least one centrally determined upstream path
between the client and the root mesh point of the mesh
network for the type of client traffic and the level of
service subscribed by the client,
wherein tag information on assigned tags are distributed to
each mesh point in each path defined by the tag, the tag
information including at least one next hop for the path, such
that a packet transmitted in the upstream direction for the type
of client traffic and the level of service of the tag can be tagged
at the particular discovered mesh point, and such that a tagged
packet can forwarded by each mesh point in at least one path
ofthetag by looking up the tag and forwarding to the next hop
of the tag.
9. An apparatus comprising:
one Or More processors;
a memory subsystem;
anetwork interface configured to couple the apparatus to a
network to which a mesh network is connected, the mesh
network including a root mesh point and one or more
additional mesh points; and
logic, including instructions encoded in one or more tan-
gible media for execution and when executed, causing a
control plane process to be executed, the control plane
process including:
receiving from each mesh point of the wireless mesh
network information sufficient to determine a map of
all mesh points and the available links between the
mesh points, the mesh points of the wireless mesh
network including a root mesh point and one or more
leaf mesh points;
as a result of detecting that a client of a particular mesh
point that has access point capabilities is joining the
mesh network, using a centralized routing process to
determine at least one path from the client to the root
mesh point for at least one traffic class;
assigning an upstream tag to one or more determined
paths for each traffic class from the client, such that
each assigned upstream tag has at least one corre-
sponding upstream path; and
for each upstream tag, sending to at least each mesh
point in the upstream tag’s one or more paths tag
information on the upstream tag, such that a receiving
mesh point can store forwarding information for the
upstream tag, including the upstream tag of the path,
and one or more immediate next hops of the receiving
mesh point for the corresponding path or paths of the
upstream tag,
such that a packet that has been tagged to include a tag can be
forwarded by a receiving mesh point by looking up the tag in
its stored forwarding information to determine the next hop
for the tagged packet, and forwarding the tagged packet to the
next hop.
10. An apparatus as recited in claim 9,
wherein the control plane process further includes sending
and receiving control packets from the mesh points of
the mesh network to control the mesh points, and
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wherein the centralized routing method is configured to
determine paths for control messages and paths for one
or more classes of data traffic.

11. An apparatus as recited in claim 9, wherein at least
some of the next hop information of a tag includes more than
one next hop in a priority order with a highest priority next
hop and a next highest priority next hop, such that in the case
the highest priority next hop is not reachable, a tagged packet
is forwarded to the next highest priority next hop.

12. A method comprising:

receiving at a first mesh point of a wireless mesh network

a packet, the mesh network including a root mesh point
and one or more other mesh points;

ascertaining if the received packet includes a tag, and in the

case that the packet includes a tag, looking up a tag data
structure maintained in the first mesh point, the data
structure containing tag entries each including a tag and
forwarding information, each tag entry corresponding to
one or more paths from a source to a destination; and
in the case that the looking up results in a matched tag entry
that includes an indication of a next hop mesh point in
the forwarding information, forwarding the packet to the
next hop mesh point of the matched tag entry,
wherein the tag data structure is formed from tag information
received from a central controller, and
wherein the forwarding information to at least one next hop
mesh points of each tag entry in the tag data structure is part
of at least one path for the tag determined by the central
controller using a central routing method for a traffic class,
and distributed by the central controller as tag information to
mesh points in the path or paths of the tag.

13. A method as recited in claim 12, wherein the first mesh
point includes access point functionality, further comprising
ascertaining whether the packet is to a client of the first mesh
point, and in the case that the packet is to a client of the first
mesh point, removing any tag in the packet, and transmitting
the packet to the client of the first mesh point.

14. A method as recited in claim 12, wherein the first mesh
point includes access point functionality, and wherein the tag
data structure includes entries for any clients of the first mesh
point that includes an indication of the source and of the traffic
class, the method further comprising:

receiving a client packet from a first client of the first mesh

point for a first class of traffic; and

looking up the tag data structure to ascertain whether there

is a tag entry for the source being the first client for the
first traffic class, and in the case that a match is found,
adding the tag of the matched entry to the received
packet to form a tagged packet, retrieving forwarding
information including a next hop from the matched tag
entry, and forwarding the packet to the next hop of the
matched tag entry.

15. A method as recited in claim 12,

wherein the first mesh point includes access point func-

tionality, and

wherein the tag information is formed by a process at the

central controller including:

receiving from each mesh point of a wireless mesh net-
work information sufficient to determine a map of all
mesh points and the available links between the mesh
points, the mesh points of the wireless mesh network
including a root mesh point and one or more addi-
tional mesh points;
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in response to detecting that a client of a particular mesh
point that has access point capabilities is joining the
mesh network, using the centralized routing process
to determine at least one path from the client to the
root mesh point for at least one traffic class; and

assigning an upstream tag to one or more determined
paths for each traffic class from the client, such that
each assigned upstream tag has at least one corre-
sponding upstream path; for each upstream tag, send-
ing to at least each mesh point in the upstream tag’s
one or more paths tag information on the upstream
tag.

16. A method as recited in claim 15, wherein the process at
the central controller further includes:

using the centralized routing process to determine at least

one downstream path from the root mesh point to the
client for each traffic class for the client;

using the centralized routing process to determine at least

one upstream path to the root mesh point from the client
for each traffic class for the client;

assigning a downstream tag to one or more determined

downstream paths for the same traffic class for the client,
such each assigned downstream tag has at least one
corresponding downstream path; and

assigning a upstream tag to one or more determined

upstream paths for the same traffic class for the client,
such each assigned upstream tag has at least one corre-
sponding upstream path; and

for each tag, sending to the at least each mesh point in the

tag’s one or more paths tag information on the tag.

17. A method as recited in claim 12, wherein the first mesh
point of the mesh network is controlled by the controller using
control messages between the controller and the first mesh
points, and wherein the centralized routing method is config-
ured to determine paths for control messages and paths for
one or more classes of data traffic.

18. A method as recited in claim 16, wherein the mesh
network is controlled by a controller, and wherein the down-
stream paths are from the controller via the root mesh point
and the upstream paths are from the controller via the root
mesh point.

19. A method as recited in claim 14, wherein the looking up
of the tag data structure to ascertain whether there is a tag
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entry for the source being the first client first includes ascer-
taining if there is an entry for one or more intra-mesh paths
with the destination of the client packet as the destination of
the intra-mesh paths.

20. Logic encoded in one or more tangible media for execu-
tion and when executed operable to:

receive at a first mesh point of a wireless mesh network a

packet, the mesh network including a root mesh point
and one or more other mesh points;

ascertain if the received packet includes a tag, and in the

case that the packet includes a tag, look up a tag data
structure maintained in the first mesh point, the data
structure containing tag entries each including a tag and
forwarding information, each tag entry corresponding to
one or more paths from a source to a destination; and
in the case that the looking up results in a matched tag entry
that includes an indication of a next hop mesh point in
the forwarding information, forwarding the packet to the
next hop mesh point of the matched tag entry,
wherein the tag data structure is formed from tag information
received from a central controller, and
wherein the forwarding information to at least one next hop
mesh points of each tag entry in the tag data structure is part
of at least one path for the tag determined by the central
controller using a central routing method for a traffic class,
and distributed by the central controller as tag information to
mesh points in the path or paths of the tag.

21. Logic as recited in claim 20, wherein the first mesh
point includes access point functionality, and wherein the tag
data structure includes entries for any clients of the first mesh
point that includes an indication of the source and of the traffic
class, the logic when executed further operable to:

receive a client packet from a first client of the first mesh

point for a first class of traffic; and

look up the tag data structure to ascertain whether there is

atagentry for the source being the first client for the first
traffic class, and in the case that a match is found, adding
the tag of the matched entry to the received packet to
form a tagged packet, retrieving forwarding information
including a next hop from the matched tag entry, and
forwarding the packet to the next hop of the matched tag
entry.
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