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Exhibit B-09

Based on Headwater’s apparent positions as to the scope of the patent’s claims, as best they can be deciphered, the reference(s) charted
below anticipate(s) or at least render(s) obvious the identified claims. The portions of the prior art reference cited below are not
exhaustive but are exemplary in nature. Where Samsung identifies a portion of the prior art reference’s text, the identification should be
understood as referencing any corresponding figure or diagram, and vice versa.

This disclosure is not an admission that Samsung concedes any claim construction implied or suggested by Headwater’s apparent
positions as to the scope of the patent’s claims, nor is it an admission by Samsung that any of its products are covered by or infringe the
patent’s claims, particularly when they are properly construed and applied. Samsung is not taking any claim construction positions
through this disclosure, including whether the preamble is a limitation.

Samsung reserves the right to rely on additional citations or sources of evidence that also may be applicable, or that may become
applicable in light of claim construction, changes in Headwater’s infringement contentions, and/or information obtained during
discovery as the case progresses. Samsung further reserves the right to amend or supplement this claim chart at a later date as more fully
set forth in the Invalidity Contentions.

U.S. 2007/0011736 A1l (“Kalibjian”) qualifies as prior art under at least pre-AlA 35 U.S.C. 8§ 102(a), (b), and/or (e). Kalibjian is a
Patent Application that was filed on or before July 8, 2005, and published on or before January 11, 2007.

To the extent it is argued that Kalibjian does not disclose or include each and every asserted claim limitation, either expressly or
inherently, it would have been obvious to a POSITA to incorporate any of the teachings from the other “B” Exhibits (whose exemplary
citations for each limitation are incorporated herein) into Kalibjian. Thus, it would have been obvious to make such combinations and a
POSITA would have had reason and motivation to make such combinations at least for reasons described herein and in the cover
pleading.
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Claim 1

[1pre] A network system comprising:

To the extent the preamble is a limitation, Kalibjian discloses and/or renders obvious this
element. For example, see the following passages and/or figures, as well as related
disclosures:

Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
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device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:

“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 1s located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”
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Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.

[1a] a plurality of device messaging
agents, each executable on a respective
one of a plurality of mobile end-user
devices configured to exchange
Internet data via a data connection to a
wireless network; and

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g.. the disclosures identified for [1pre].

Kalibjian at [0010]:
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“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:
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“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.
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[1b] a network message server
supporting a plurality of secure Internet
data connections, each secure Internet
data connection between the network
message server and a respective one of
the mobile end-user devices via a
device data connection to a wireless
network,

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g.. the disclosures identified for [1pre] — [1a].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
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devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:

“The network 30 1s not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
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warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,

9

Headwater Research LLC
Ex. 2009, IPR2024-00003
Page 9 of 83




Exhibit B-09 to Defendants’ Invalidity Contentions

U.S. Patent No. 9,198,117

’117 Claims

U.S. Publication No. 2007/0011736 to Kalibjian et al. (“Kalibjian™)

computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.
Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at [0025]:

“A wide variety of different security policies are within embodiments in accordance
with the invention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at §[0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
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pair of keys is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key is freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, 1s a transformation that takes an mput “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but 1t 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”
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Kalibjian at [0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request 1s then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, ][0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
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partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

[Ic] the network message server
configured to receive, from each of a
plurality of network application
servers, multiple requests to transmit
application data, each such request
indicating a corresponding one of the
mobile end-user devices and one of a
plurality of applications,

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1b].
Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0019]:
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“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 is divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

[1d] the network message server to
generate corresponding Internet data
messages based on the requests, each
such message containing at least one
application identifier for an indicated
application and application data
corresponding to one of the requests,
and

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1c].
Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:
“In some embodiments, the host computer system 40 1s located a great geographic

distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
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computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

[le] the network message server to
transmit each of the generated Internet
data messages to the device messaging
agent located on the device indicated in
the corresponding request, using the
corresponding secure Internet data
connection for the device indicated in
the corresponding request;

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g.. the disclosures identified for [1pre] — [1d].

Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
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various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:

“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
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memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 1s located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
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a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.
Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0025]:

“A wide variety of different security policies are within embodiments in accordance
with the invention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at [0026]:
“In one exemplary embodiment, messages transmitted between the first and

second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
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keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key 1s freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at §[0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but 1t is difficult to find two inputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
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The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request 1s then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, Y[0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:
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“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

[1f] each device messaging agent,
when executing, to receive the Internet
data messages from the secure Internet
data connection corresponding to the
device executing the device messaging
agent, and

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1e].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
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devices 20 in communication with a network 30 that is in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:
“The network 30 is not limited to any particular type of network or networks.

The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
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digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.
Kalibjian at [0025]:

“A wide variety of different security policies are within embodiments in accordance
with the invention. Such policies vary according to the desired level of security.

23

Headwater Research LLC
Ex. 2009, IPR2024-00003
Page 23 of 83




Exhibit B-09 to Defendants’ Invalidity Contentions

U.S. Patent No. 9,198,117

’117 Claims

U.S. Publication No. 2007/0011736 to Kalibjian et al. (“Kalibjian™)

Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key is freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at §[0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

24

Headwater Research LLC
Ex. 2009, IPR2024-00003
Page 24 of 83




Exhibit B-09 to Defendants’ Invalidity Contentions

U.S. Patent No. 9,198,117

’117 Claims

U.S. Publication No. 2007/0011736 to Kalibjian et al. (“Kalibjian™)

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it is difficult to find two inputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:
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“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, ][0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

[1g] to, for each received message, map
the application identifier in the
message to a software process
corresponding to the application
identifier, and forward the application
data in the message to the software
process via a secure interprocess
communication service.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g.. the disclosures identified for [1pre] — [1f].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
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application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0019]:
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“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 is divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:

“In one exemplary embodiment of the policy checking system 70, the cryptographic
API mmplementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or processing space that insures applications running in
one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the APL.”

Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
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algorithm 224 evaluates the request with respect to the established security policy. If
the request is valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request is not valid (i.e., the request violates one or more security policies), then
the request 1s denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at [0023]:

“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision 1s then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request is valid,
then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:

“Inmitially, the application 212 makes a request of the cryptographic API
immplementation 222. The request 1s made from the first secure processing space
or memory partition 210A and 1s transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at [0026]:
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“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys 1s associated with each owner. One key of each pair of keys 1s private
(known and kept only by its owner). The other key is public (i.e., the key is freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at §[0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
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cryptographic hash, the hash value is computationally simple to calculate for an
mput, but 1t 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, ][0035]-[0037], [0039]-[0041].
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Kalibjian at [0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

Claim 2

2. The network system of claim 1, the
network message server further to
collect and buffer multiple requests to
transmit application data to a particular
one of the devices.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g].
Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
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computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

See also Kalibjian, Fig. 1.
Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Claim 4

4. The network system of claim 1, the
network message server further to
encrypt the secure Internet data
messages, the device messaging agents
further to decrypt each received
message to obtain the corresponding

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g].

Kalibjian at Abstract:
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application identifier and application
data.

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
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disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 1s located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as

35

Headwater Research LLC
Ex. 2009, IPR2024-00003
Page 35 of 83




Exhibit B-09 to Defendants’ Invalidity Contentions

U.S. Patent No. 9,198,117

’117 Claims

U.S. Publication No. 2007/0011736 to Kalibjian et al. (“Kalibjian™)

the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:

“In one exemplary embodiment of the policy checking system 70, the cryptographic
API implementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or processing space that insures applications running in
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one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the AP1.”

Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
algorithm 224 evaluates the request with respect to the established security policy. If
the request 1s valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request is not valid (i.e., the request violates one or more security policies), then
the request is denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at [0023]:

“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision 1s then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request 1s valid,
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then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:

“Inmitially, the application 212 makes a request of the cryptographic API
implementation 222. The request is made from the first secure processing space
or memory partition 210A and is transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at [0025]:

“A wide variety of different security policies are within embodiments in accordance
with the invention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message is encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys is associated with each owner. One key of each pair of keys is private
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(known and kept only by its owner). The other key is public (i.e., the key 1s freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it is difficult to find two inputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[00291]:
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“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, ][0035]-[0037], [0039]-[0041].
Kalibjian at §[0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
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yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”
Claim 5

5. The network system of claim 4,
wherein the secure Internet data
messages are transported to the device
messaging agent on each device using
one or more of encryption on a
transport services stack, IP (Internet
Protocol) layer encryption, and
tunneling.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g], [4].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
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and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:

“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
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the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Kalibjian at [0025]:

“A wide variety of different security policies are within embodiments in accordance
with the mvention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at §[0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message is encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys 1s associated with each owner. One key of each pair of keys 1s private
(known and kept only by its owner). The other key is public (i.e., the key is freely
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distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:
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“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, J[0035]-[0037], [0039]-[0041].
Kalibjian at §[0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
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as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

Claim 6

6. The network system of claim 1, | Kalibjian discloses and/or renders obvious this limitation. For example, see the following
wherein the device messaging agent | passages and/or figures, as well as related disclosures:

executes In a secure execution
environment on at least one of the
devices, and at least one of the | Kalibjian at Abstract:
applications executes outside of the

secure execution environment on that “Systems, methods, and apparatus are provided for policy protected cryptographic
device. Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

See, e.g., the disclosures identified for [1pre] —[1g].

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
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players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:

“In one exemplary embodiment of the policy checking system 70, the cryptographic
API implementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or processing space that insures applications running in
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one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the AP1.”

Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
algorithm 224 evaluates the request with respect to the established security policy. If
the request is valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request is not valid (i.e., the request violates one or more security policies), then
the request is denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at [0023]:

“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision 1s then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request 1s valid,
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then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:

“Inmitially, the application 212 makes a request of the cryptographic API
implementation 222. The request is made from the first secure processing space
or memory partition 210A and is transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys 1is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key 1s freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at §[0027]:
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“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code 1s sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:
“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular

cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:
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“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, JJ[0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

Claim 9

9. The network system of claim 1,
further comprising, on at least one of
the devices, the secure interprocess

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:
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communication service, and wherein
the secure interprocess communication
service and the secure Internet data
connection from that device to the
network message server are separately
secured.

See, e.g., the disclosures identified for [1pre] — [1g].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment i1s a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:
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“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:
“Those skilled in the art will appreciate that the computing devices 20 and host

computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
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wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 is divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:
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“In one exemplary embodiment of the policy checking system 70, the cryptographic
API implementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or processing space that msures applications running in
one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the API.”

Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
algorithm 224 evaluates the request with respect to the established security policy. If
the request 1s valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request 1s not valid (i.e., the request violates one or more security policies), then
the request 1s denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at §[0023]:
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“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision is then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request is valid,
then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:

“Initially, the application 212 makes a request of the cryptographic API
implementation 222. The request is made from the first secure processing space
or memory partition 210A and is transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at §[0025]:

“A wide variety of different security policies are within embodiments in accordance
with the mnvention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
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particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message is encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys 1is associated with each owner. One key of each pair of keys 1s private
(known and kept only by its owner). The other key is public (i.e., the key is freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at §[0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it 1s difficult to find two inputs that have the same value or to find an input
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that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, JJ[0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:
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“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

Claim 10

10. The network system of claim 1,
wherein at least one of the secure
Internet data messages comprises
multiple identifier/data pairs.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1g].
Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:
“In some embodiments, the host computer system 40 1s located a great geographic

distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
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computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Claim 11

11. The network system of claim 1,
wherein the secure interprocess
communication service forwards the
application data to at least one of the
software processes in an encrypted
format.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g].
Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
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players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 1s divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:

“In one exemplary embodiment of the policy checking system 70, the cryptographic
API implementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or processing space that insures applications running in
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one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the AP1.”

Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
algorithm 224 evaluates the request with respect to the established security policy. If
the request is valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request is not valid (i.e., the request violates one or more security policies), then
the request is denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at [0023]:

“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision 1s then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request 1s valid,
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then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:

“Inmitially, the application 212 makes a request of the cryptographic API
implementation 222. The request is made from the first secure processing space
or memory partition 210A and is transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message 1s encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys 1is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key 1s freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”

Kalibjian at §[0027]:
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“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at [0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but it 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code 1s sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:
“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular

cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”

Kalibjian at [0030]:
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“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, JJ[0035]-[0037], [0039]-[0041].
Kalibjian at [0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”

Claim 12

12. The network system of claim 1, the
device messaging agent on at least one
of the devices further to initiate the

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:
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secure connection to the network
message Server.

See, e.g., the disclosures identified for [1pre] — [1g].
Kalibjian at [0010]:

“FIG. 1 1illustrates an exemplary system in which an embodiment in accordance with
the present invention i1s practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”
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Kalibjian at [0013]:

“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with various
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configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.

Claim 13

13. The network system of claim 1, at
least one of the devices having a
network stack in communication with
the device messaging agent, wherein
the secure connection between the
network message server and that
device 1s terminated within the network
stack.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g].
Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
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portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0013]:

“The network 30 is not limited to any particular type of network or networks.
The network 30, for example, includes a local area network (LAN), a wide area
network (WAN), the internet, an extranet, an intranet, digital telephony network,
digital television network, digital cable network, various wireless and/or satellite
networks, to name a few examples.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
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system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 1s located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
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computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”
See also Kalibjian, Fig. 1.
Claim 14

14. The network system of claim 1,
wherein at least one of the applications
on at least one of the devices and the
network application server
corresponding to that application
authenticate with each other prior to
passing application data via the device
messaging agent on that device and the
network message server.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1g].

Kalibjian at Abstract:

“Systems, methods, and apparatus are provided for policy protected cryptographic
Application Programming Interfaces (APIs) that are deployed in secure memory.
One embodiment is a method of software execution. The method includes executing
an application in a first secure memory partition; formatting a request to comply with
a pre-defined secure communication protocol; transmitting the request from the
application to a cryptographic application programming interface (API) of the
application, the API being in a second secure memory partition that is separate and
secure from the first secure memory partition; and verifying, in the second secure
memory partition, that the request complies with a security policy before executing
the request.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
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devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
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telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Kalibjian at [0019]:

“FIG. 2 illustrates an exemplary embodiment for the policy checking system 70. In
this example, memory 200 is divided into two separate and distinct secure sections
or partitions 210A and 210B (in other examples, memory partitions are divided into
more than two secure sections). Each memory partition is reserved for a particular
application or program. In one exemplary embodiment, the first secure memory
partition 210A includes an application or applications 212 and cryptographic
API 214. The second secure memory partition 210B includes cryptographic API
implementation 222 and policy checking application or algorithm 224.”

Kalibjian at §[0020]:

“In one exemplary embodiment of the policy checking system 70, the cryptographic
API implementation 222 runs or executes in a separate and secure processing space
or memory partition from the application 212 that utilizes the services or resources
of the cryptographic API implementation 222. A secure operating system includes
secure memory partitions or plocessmg space that msures applications runnmg n
one partition 210A cannot gain access and corrupt applications running in
another partition 210B. Secure message passing between the two secure memory
partitions enables the application 212 and cryptographic API implementation 222 to
communicate. Specifically, cryptographic API parameters are communicated to a
separate process that actually implements the API.”
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Kalibjian at [0021]:

“In one exemplary embodiment, the application 212 makes API requests or calls via
a secure messaging paradigm. The policy checking algorithm 224 defines a security
policy or rules for use and limitations of the functionality of the APIs (example,
allowable cryptographic algorithms to use, key sizes, allowable hash algorithms,
etc.). The security policy describing the use and limitations of the APIs is securely
established and cryptographically bound to the implementation of the cryptographic
APIs. When the application 212 makes API requests, the policy checking
algorithm 224 evaluates the request with respect to the established security policy. If
the request is valid (i.e., the request does not violate one or more rules of the security
policy), then the request is carried-out, executed, or permitted. If, on the other hand,
the request 1s not valid (1.e., the request violates one or more security policies), then
the request is denied or refused. In one exemplary embodiment, cryptographic keys
created by a prior call to one of the APIs are strongly typed to aid in policy and data
protection.”

See also Kalibjian, Fig. 2.
Kalibjian at §[0023]:

“According to block 300, the policy checking algorithm 224 receives a request.
The policy checking algorithm 224 evaluates the request according to predefined
security policies, and a decision is then made according to block 320. If the request
1s not valid, then the request is denied according to block 330. If the request is valid,
then according to block 340 the request is sent or forwarded to the cryptographic API
implementation 222. The cryptographic API implementation 222 then processes the
request and returns.”

Kalibjian at §[0024]:
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“Initially, the application 212 makes a request of the cryptographic API
implementation 222. The request is made from the first secure processing space
or memory partition 210A and 1s transmitted to the second secure processing space
or memory partition 210A. Before the request is transmitted, the cryptographic
API 214 formats, encodes, or encrypts the request to comply with a pre-established
communication protocol for interacting with the policy checking algorithm 224 in
the other secure memory partition.”

Kalibjian at [0025]:

“A wide variety of different security policies are within embodiments in accordance
with the invention. Such policies vary according to the desired level of security.
Examples are provided to illustrate the breadth of such security policies, but the
examples should not be construed as limiting embodiments in accordance with the
mvention.”

Kalibjian at [0026]:

“In one exemplary embodiment, messages transmitted between the first and
second secure memory partitions 210A, 210B create cryptographic keys of a
particular size and type. Cryptographic keys include symmetric and/or asymmetric
keys. Symmetric keys are generally kept within a restricted group of users or
applications, because if a message is encrypted with a symmetric key K1 then anyone
knowing K1 can decrypt that message. By contrast, in asymmetric keys, at least one
pair of keys is associated with each owner. One key of each pair of keys is private
(known and kept only by its owner). The other key is public (i.e., the key is freely
distributed to the public). A message encrypted with one of the keys of the pair can
be decrypted only with the other key in the pair. In addition, a message can be
cryptographically signed with one of the keys in the pair and the second key in the
pair can then be used to verify the authenticity of the specific message.”
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Kalibjian at [0027]:

“Various cryptographic key exchanges are within embodiments in accordance with
the present invention. Such key exchanges, for example, include RSA (Rivest,
Shamir, and Adleman) algorithms, the Certicom ECC (elliptic curve cryptography)
algorithm, Diffie-Hellman algorithms, and any other cryptographic key exchange
algorithm. Embodiments of the invention, though, should not be limited to any
particular key exchange protocol.”

Kalibjian at §[0028]:

“According one exemplary embodiment, the policy checking
algorithm 224 establishes the use of hashes or hashing algorithms. A hash value, for
example, 1s a number generated from a string of text or data. The hash is generally
smaller than the text itself and is generated by a formula. A hash function H, for
example, is a transformation that takes an input “m” and returns a fixed-size string,
called a hash value “h” (such that h=H(m)). This value is also called the message
digest. In one exemplary embodiment, cryptographic hashes are used. In a
cryptographic hash, the hash value is computationally simple to calculate for an
mput, but 1t 1s difficult to find two mputs that have the same value or to find an input
that has a particular hash value. Further, the hash function can be collision-resistant.
The bit-length of the hash code is sufficiently long to avoid having accidental hash
collisions among truly different requests.”

Kalibjian at §[0029]:

“The security policy can also specify particular attributes of the messages or requests.
For example, the security policy can specify that valid requests utilize a particular
cryptographic key size or a particular cryptographic algorithm or hashing algorithm
(such as SHA-1 or MD-5).”
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Kalibjian at [0030]:

“Before transmitting the request to the cryptographic API implementation 222,
the cryptographic API 214 formats, encodes, or encrypts the request according to the
pre-established security policy. The request is then transmitted to the policy checking
algorithm 224, and the request is evaluated to see if it complies with the security
policy. If the request is validated, then API parameters are sent to appropriate
hardware, and the request is executed.”

Kalibjian at [0031]:

“Embodiments in accordance with the present invention can be implemented in a
secure environment, such as a secure cryptographic module. As used herein, a
cryptographic module is a set of software, hardware, and/or firmware that utilizes a
security policy (example, cryptographic algorithms and/or key generation) and that
1s contained within physical bounds of a module.”

See also Kalibjian, Fig. 4, §[0035]-[0037], [0039]-[0041].
Kalibjian at §[0044]:

“Embodiments in accordance with the present invention have a wide variety of
applicability and configurations. For example, the first and second secure memory
partitions 210A, 210B can be located in separate cryptographic modules. Further,
messaging or communication between the first and second secure memory
partitions 210A, 210B can occur over a network, such network 30 of FIG. 1. Further
yet, the first and second secure memory partitions can be proximate each other (such
as located in the same cryptographic module) or geographically located a great
distance from each other (such as being in separate cryptographic modules).”
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Claim 16

16. The network system of claim 2,
wherein the network message server
transmits the collected and buffered
requests to the particular device upon
the occurrence of a transmission
trigger.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] —[1g], [2].
Kalibjian at [0010]:

“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that is in communication with a host
computer system 40.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 1s located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”
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Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Claim 17

17. The network system of claim 16,
wherein the transmission trigger is the
expiration of a periodic timer.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1g], [16].
Kalibjian at [0010]:
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“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing
devices 20 in communication with a network 30 that 1s in communication with a host
computer system 40.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at [0015]:

“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
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LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

Claim 18

18. The network system of claim 16,
wherein the transmission trigger is the
receipt of a transmission from the
device messaging agent of the
particular device.

Kalibjian discloses and/or renders obvious this limitation. For example, see the following
passages and/or figures, as well as related disclosures:

See, e.g., the disclosures identified for [1pre] — [1g], [16].

Kalibjian at [0010]:
“FIG. 1 illustrates an exemplary system in which an embodiment in accordance with
the present invention is practiced. The system includes a plurality of computing

devices 20 in communication with a network 30 that is in communication with a host
computer system 40.”

Kalibjian at [0011]:

“For convenience of illustration, only a few computing devices 20 are illustrated.
The computing devices include a processor, memory, and bus interconnecting
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various components. Embodiments in accordance with the present invention are not
limited to any particular type of computing device since various portable and non-
portable computers and/or electronic devices can be utilized. Exemplary computing
devices include, but are not limited to, computers (portable and non-portable),
servers, laptops, notebooks, personal digital assistants (PDAs), tablet PCs, handheld
and palm top electronic devices, compact disc players, portable digital video disk
players, radios, cellular communication devices (such as cellular telephones),
televisions, and other electronic devices and systems whether such devices and
systems are portable or non-portable.”

Kalibjian at [0012]:

“In one exemplary embodiment, at least one computing device is coupled or
connected to a peripheral device 22. A peripheral or peripheral device is a computing
device that couples to a computer in order to expand capabilities of the computer.
Peripheral devices include, but are not limited to, drives (such as optical, tape, floppy,
disk, zip, etc.), printers, scanners, mouse, keyboard, monitors, and other electronic
devices that connect (directly or indirectly) to a computer.”

Kalibjian at [0014]:

“The Host computer system 40 comprises a processing unit 50 (such as one or more
processors of central processing units, CPU) for controlling the overall operation of
memory 60 (such as random access memory (RAM) for temporary data storage and
read only memory (ROM) for permanent data storage) for storing an operating
system (OS), a policy checking system 70, and a non-volatile data base or data
warehouse 80 for storing control programs and other data associated with host
computer system 40. The processing unit 50 communicates with memory 60, data
base 80, policy checking system 70, and many other components via buses 90.”

Kalibjian at §[0015]:
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“In some embodiments, the host computer system 40 is located a great geographic
distance from the network 30 and/or computing devices 20. Further, the host
computer system 40 includes, for example, computers (including personal
computers), computer systems, mainframe computers, servers, distributed
computing devices, and gateway computers, to name a few examples.”

Kalibjian at [0016]:

“Those skilled in the art will appreciate that the computing devices 20 and host
computer system 40 connect to each other and/or the network 30 with wvarious
configurations. Examples of these configurations include, but are not limited to,
wireline connections or wireless connections utilizing various media such as
modems, cable connections, telephone lines, digital subscriber lines (DSL), satellite,
LAN cards, and cellular modems, just to name a few examples. Further, the
connections can employ various protocol known to those skilled in the art, such as
the Transmission Control Protocol/Internet Protocol (“TCP/IP”) over a number of
alternative connection media, such as cellular phone, radio frequency networks,
satellite networks, etc. or UDP (User Datagram Protocol) over IP, Frame Relay,
ISDN (Integrated Services Digital Network), PSTN (Public Switched Telephone
Network), just to name a few examples. Many other types of digital communication
networks are also applicable. Such networks include, but are not limited to, a digital
telephony network, a digital television network, or a digital cable network, to name
a few examples. Further yet, although FIG. 1 shows one exemplary system and
network, embodiments in accordance with the present invention can utilize various
computer/network architectures. Various alternatives for connecting servers,
computers, and networks will not be described as such alternatives are known in the
art.”

See also Kalibjian, Fig. 1.
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