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(57) ABSTRACT 

The invention provides systems and methods for managing 
mobile devices of supported by different platforms. In some 
embodiments, the invention provides this management capa 
bility by utilizing one or more agents or modules native to 
the platforms themselves to provide interaction with indi 
vidual mobile. In some embodiments, the invention provides 
an abstraction layer by which management tasks or other 
functions relating to mobile devices of different types may 
be generally defined and translated for application to mobile 
devices supported by different platforms. In some embodi 
ments, the invention utilizes existing organizational struc 
ture of an enterprise or organization to define management 
permission for mobile device administrators and end users 
as well as to define policy configuration schemes for mobile 
devices. In some embodiments, the invention tracks the 
lifecycle of mobile devices within an enterprise or organi (51) Int. Cl. 

H04H 20/00 (2008.01) Zation as assets within the organization. 
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MOBILE DEVICE MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001) This application claims the benefit of U.S. Provi 
sional Patent Application No. 60/838,366, filed Aug. 18, 
2006, which is hereby incorporated herein by reference in its 
entirety. 

FIELD OF THE INVENTION 

0002 The invention relates to systems and methods for 
management of a plurality of mobile devices of varying 
platforms though a single management application. 

BACKGROUND OF THE INVENTION 

0003 Businesses, enterprises, or other organizations 
often employ multiple persons that utilize one or more 
wireless, computer-implemented mobile devices to perform 
at least a modicum of work-related tasks. Accordingly, these 
enterprises are faced with a myriad of management chal 
lenges relating to these mobile devices such as, for example, 
data and network security, software updates, reliability of 
communication channels, and other challenges. Further 
more, in many instances, the mobile devices utilized by 
employees or associates of an organization vary in their 
type, Supporting platform, or vary in other ways. This 
presents even further challenges to an enterprise attempting 
to manage a plurality of mobile devices. 
0004 Still more challenges may be posed by the multi 
tude of variation that takes place in an organization in 
relation to the mobile devices of employees or associates. 
For example, within an enterprise or organization, users and 
devices may be added, deleted and changed. Users may 
leave an enterprise, move within the enterprise, change roles 
or responsibilities, and/or be given different mobile devices. 
This variation may cause changes in geographic locations, 
telephone numbers, devices, policy changes, service provid 
ers and/or service provider plans. Furthermore, devices can 
be lost, destroyed, reassigned or removed from operation. As 
Such, management of the multitude of variation within and 
among mobile devices of an enterprise or organization may, 
inter alia, tax resources, present security risks, and/or pose 
other problems. 
0005) Other challenges also exist. 

BRIEF SUMMARY OF THE INVENTION 

0006 The invention provides enterprises or other orga 
nizations with an enterprise level device management tool 
for various mobile device platforms (e.g., MicrosoftTM, 
SymbianTM, and RIMTM). The invention provides manage 
ment over-the-air (OTA), with security that utilizes, where 
practical, Open Mobile Alliance (OMA) Device Manage 
ment (DM) standards components. The invention enables 
device-independent consolidated asset inventory, configura 
tion management, policy compliance, and security manage 
ment through a single management application. 
0007. In some embodiments, the invention provides sys 
tems and methods for managing mobile devices of Supported 
by different platforms by utilizing one or more agents or 
modules native to the platforms themselves to provide 
interaction with individual mobile devices. In some embodi 
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ments, the invention provides an abstraction layer by which 
management tasks or other functions relating to mobile 
devices of different types may be generally defined and 
translated for application to mobile devices supported by 
different platforms. In some embodiments, the invention 
utilizes existing organizational structure (e.g., an enterprise 
directory) of an enterprise or organization to define man 
agement permissions for mobile device administrators and 
end users as well as to define policy configuration schemes 
for mobile devices or for other purposes. In some embodi 
ments, the invention tracks the lifecycle of mobile devices 
within an enterprise or organization as assets within the 
organization. As used herein the term “enterprise' may refer 
to any business entity, educational entity, non-profit organi 
Zation, governmental or quasi-governmental organization, 
or other organization. 
0008. These and other objects, features, and advantages 
of the invention will be apparent from the detailed descrip 
tion and the attached drawings. It is understood that both the 
foregoing Summary and the following detailed description 
are for exemplification of features of the invention and are 
not restrictive as to the scope of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 illustrates an example of a computing envi 
ronment wherein an example of the system of the invention 
may operate, according to various embodiments of the 
invention. 

0010 FIG. 2 illustrates an example of a process for 
registering, bootstrapping, and performing management 
tasks for mobile devices, according to various embodiments 
of the invention. 

0011 FIG. 3A illustrates an example of a communication 
to an end user providing registration instructions according 
to various embodiments of the invention. 

0012 FIG. 3B illustrates an example of an interface for 
entering mobile device information according to various 
embodiments of the invention. 

0013 FIG. 4A illustrates an example of an interface for 
initiating a management task according to various embodi 
ments of the invention. 

0014 FIG. 4B illustrates an example of a dashboard 
interface providing information relating to one or more 
mobile devices according to various embodiments of the 
invention. 

0015 FIG. 5 illustrates a process for applying a policy to 
an end user group of mobile devices according to various 
embodiments of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0016. The invention provides systems and methods for 
providing enterprise-level management of mobile devices 
supported by various mobile platforms. In some embodi 
ments, the invention provides this management capability by 
utilizing one or more agents or modules native to and/or 
specific to the platforms themselves to facilitate interaction 
with individual mobile devices. In some embodiments, the 
invention provides an abstraction layer by which manage 
ment tasks or other functions relating to mobile devices of 
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different types may be generally defined and translated for 
application to mobile devices Supported by varying plat 
forms. In some embodiments, the invention may utilize the 
existing organizational structure (e.g., an enterprise direc 
tory) of an enterprise or organization to define management 
permissions for mobile device administrators and end users 
as well as to define policy configuration schemes for mobile 
devices, or for other purposes. In some embodiments, the 
invention tracks the lifecycle of mobile devices within an 
enterprise or organization as assets within the organization. 
As used herein the term “enterprise' may refer to any, 
business entity, educational entity, non-profit organization, 
governmental or quasi-governmental organization, or other 
organization. 

0017 FIG. 1 illustrates an example of a computing envi 
ronment 100, wherein a system 101 for managing mobile 
devices may be employed by an enterprise. System 101 may 
include a mobile device management (MDM) application 
103, an MDM server 105, an MDM database 107, one or 
more portals 109 and/or other elements. In some embodi 
ments, system 101 may communicate with, interact with, or 
otherwise exchange data with an enterprise directory 111 
and/or other elements of an enterprise information technol 
ogy (IT) infrastructure, one or more platform servers 113a 
113n, network 115, wireless infrastructure 117, one or more 
mobile devices 119a–119n and/or other elements. In some 
embodiments, computing environment may include an 
enterprise firewall 121 that provides a security gateway 
limiting access to one or more of MDM application 103. 
MDM server 105, MDM database 107, enterprise directory 
111, platform servers 113a-113m or other elements of the 
enterprise's IT infrastructure. 

0018. In some embodiments, MDM application 103 may 
include a computer-implemented Software application hav 
ing one or more modules 123a-123n for performing one or 
more features and functions of the invention Such as, for 
example, provisioning of mobile devices 119 to end users, 
discovery of mobile devices 119, receipt of end user infor 
mation, receipt of mobile device related information, regis 
tration of mobile devices 119, bootstrapping of mobile 
devices 119, performing management tasks for mobile 
devices 119 (including assigning/applying policies to mobile 
devices 119 and other management tasks), receiving and 
displaying status, configuration, or other information regard 
ing mobile devices 119, communicating with platform serv 
ers 113a-113m and/or agents or modules thereof to facilitate 
interaction with mobile devices 119, generating one or more 
reports or alerts, supporting one or more graphical user 
interfaces (GUIs) or other interfaces (including portals 109, 
end user interfaces, or other access points to MDM appli 
cation 103), and/or for performing other features of func 
tions of the invention disclosed herein. In some embodi 
ments, one or more modules 123a-123n may include an 
access control module 123a, a registration module 123b, a 
management module 123c, a monitoring module 123d, a 
web services module 123e, and/or other modules. 

0019. In some embodiments, MDM application 103 and 
or one or more of modules 123a-123n may operate on or be 
compatible with Sun Solaris, Microsoft Windows SUSE 
Linux, Red Hat Linux or other operating systems. 

0020. In some embodiments, MDM server 105 may 
include one or more server machines or other computing 
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devices having one or more processors and associated 
memory for receiving and carrying out instructions neces 
sary to support the features and functions of MDM appli 
cation 103. In some embodiments, MDM server 105 may 
include multiple MDM servers on which the features and 
functions of MDM application 103 may be distributed. In 
some embodiments, MD server 105 may include multiple 
MDM servers that may be distributed geographically. In 
some embodiments, MDM server 105 may provide web 
services via WSI (a software system that supports interop 
erable machine to machine interaction over a network) 
within firewall 121. As used herein, web services may refer 
to web application programming interfaces (APIs) that may 
be accessed over a network Such as, for example, the 
Internet, and executed on a remote system hosting requested 
services. 

0021. In some embodiments, MDM database 107 may 
include or interface to, for example, any data storage or 
query formats, platforms, or resources such as OLAP (On 
Line Analytical Processing). SQL (Standard Language 
Query), a SAN (storage area network), Microsoft AccessTM 
or others may also be used, incorporated, or accessed into 
the invention. In some embodiments, the design of MDM 
database 107 may support both MSTM SQL Server and 
OracleTM formats. In some embodiments, MDM database 
107 may include any combination of multiple databases or 
other data storage devices, and may receive and store 
information utilized by the features and functions of the 
invention disclosed herein. In some embodiments, product 
tables for mobile devices 119a–119n may exist in MDM 
database 107. 

0022. In some embodiments, portals 109 may include 
access points to MDM application 103 for one or more 
administrative users and/or end users (wherein they may be 
referred to as "end-user portals”). In some embodiments, a 
portal 109 may include, support, or present one or more 
GUIs or other interfaces whereby administrative or end 
users interact with MDM application (e.g., provide instruc 
tions to MDM application 103, receive information from 
MDM application 103, or other interaction). In some 
embodiments, portals 109 may include computer monitors 
or other display devices and one or more input devices (e.g., 
keyboard, mouse, or other input device). In some embodi 
ments, the display devices and input devices may exist at 
MDM server 105, or at a terminal in communication with 
MDM server 105. In some embodiments, the connection 
between a portal 109 and MDM server 105 may include 
network 115, which may include the Internet. 
0023. In some embodiments, enterprise directory 111 
may include a database or other data store wherein infor 
mation regarding employees of the enterprise or other per 
sons who may utilize one or more of mobile devices 
119a–119n, information regarding one or more devices 
119a–119m, or other information is stored. In some embodi 
ments, enterprise directory may include a MicrosoftTM 
Active Directory, a lightweight directory access protocol 
(LDAP) directory, or other type of enterprise directory. In 
Some embodiments, enterprise directory 111 may be Sup 
ported by one or more computing and data storage devices 
of the enterprise's IT infrastructure. 
0024. In some embodiments, enterprise directory 111 
may include information regarding employees of the enter 
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prise or other persons associated with the enterprise. This 
information may include a name, position or title, home 
address, work address, telephone number, information relat 
ing to the person’s permissions within the enterprise’s IT 
network or other information. In some embodiments, the 
enterprise utilizing MDM application 103 may utilize enter 
prise directory 111 for authentication to the enterprise's IT 
network and authorization thereto by virtue of stored infor 
mation regarding the “enterprise role or other permission 
status indicator of users. In some embodiments, an “enter 
prise role may include an employee's status and permis 
sions within the enterprise's IT infrastructure (which may be 
dependant on job description, department, seniority, or other 
factors). As the enterprise may require that MDM applica 
tion 103 comply with their enterprise policies and enterprise 
authentication/authorization/audit framework for its IT 
infrastructure, MDM application 103 may utilize the enter 
prise directory 111 for its authentication and authorization. 
In doing so, MDM application 103 may utilize enterprise 
role information or other information regarding users within 
enterprise directory 111 to dictate access, permissions, con 
figuration of mobile devices 119, and/or other features 
within the invention. 

0025. In some embodiments, one or more platform serv 
ers 113a-113m may include one or more servers or other 
computer-implemented infrastructure (including databases 
and data stores) that provide support for the function of 
mobile devices 119a–119n. In some embodiments, platform 
servers 113a-113m may include platform servers of various 
types, each of which provide support for mobile devices of 
different types. For example, in some embodiments, plat 
form servers 113a-113m may include a first platform server 
(e.g., a platform server 113a) that supports mobile devices of 
a first type (e.g., a mobile device 119a), a second platform 
server (e.g., a platform server 113b) that supports mobile 
devices of a second type (e.g., a mobile device 119b), a third 
platform server (e.g., a platform server 113c) that Supports 
mobile devices of a third type (e.g., a mobile device 119 c), 
and additional platform servers that Support additional dis 
parate types of mobile devices. Generally, a different plat 
form server 113 supports mobile devices 119 of a single 
type, which may be manufactured or distributed by a com 
mon entity. However, in some embodiments, mobile devices 
119 of the same type may include mobile devices 119 of 
different models (e.g., different models of Blackberry TM 
devices). 

0026. In some instances, mobile devices of different 
types may communicate or perform certain actions or func 
tions using different (sometimes proprietary) instructions or 
methods. For example, in Some instances, platform servers 
113a-113m may include a BlackberryTM Enterprise Server 
(e.g., an RIMTM BlackberryTM BES server behind firewall 
121 with a BRK toolkit and a BES database) which may 
support BlackberryTM mobile devices 119; a NokiaTM mobile 
device platform server may support NokiaTM or compatible 
mobile devices 119; and a Microsoft MobileTM platform 
server (e.g., a Microsoft PowerShellTM module that may 
communicate remotely with Microsoft ExchangeTM Servers 
with SP2 to enable management of Microsoft MobileTM 
devices via MS Exchange) which may support Microsoft 
MobileTM compatible mobile devices 119. Other platform 
servers 113 may support other types of mobile devices 119. 
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0027 Accordingly, a certain type of platform server 113 
and its corresponding mobile devices 119 may utilize one or 
more agents or modules specific to the particular platform to 
interact and perform various features and functions. In some 
embodiments, MDM application 103 utilizes these platform 
specific agents or modules, already existing in a specific 
mobile device platform to accomplish various management 
or other tasks without the need for MDM application 103 
itself to include agents or modules specific to each mobile 
device platform. As such, the invention provides an abstrac 
tion layer between a single management application and 
mobile devices of numerous types, as discussed herein. 
0028 Network 115 may include any one or more of, for 
instance, the Internet, an intranet, a PAN (Personal Area 
Network), a LAN (Local Area Network), a Wi-Fi (wireless 
LAN), a WAN (Wide Area Network), a SAN (Storage Area 
Network), or a MAN (Metropolitan Area Network). Any 
Suitable communications link may be utilized, including any 
one or more of for instance, a copper telephone line, a 
Digital Subscriber Line (DSL) connection, a Digital Data 
Service (DDS) connection, an Ethernet connection, an Inte 
grated Services Digital Network (ISDN) line, an analog 
modem connection, a cable modem connection, a wireless 
connection, or other connection. 
0029 Wireless infrastructure 117 may include cellular 
phone, wireless internet, or other wireless data infrastructure 
known in the art used to exchange data with wireless mobile 
devices 119a–119m. In some embodiments, wireless infra 
structure 117 may include support for wireless application 
protocol (WAP), short message service center (SMSC), 
and/or support for other wireless services. 
0030. As disclosed herein, in some embodiments, one or 
more mobile devices 119a–119n may include one or more 
wireless telephonic and/or computing devices such as, for 
example, cellular phones, Smartphones, personal digital 
assistants (PDAs), handheld computing devices, pagers, or 
other mobile devices. For example, in Some embodiments, 
one or more mobile devices 119a–119n may include one or 
more BlackberryTM devices, NokiaTM mobile devices, 
Microsoft MobileTM devices, and/or other wireless mobile 
devices. In some embodiments, one or more mobile devices 
119a–119n may include one or more laptop computers or 
other wireless computers. 

0031. In some embodiments, mobile devices 119a–119m 
may be associated with a logical state describing a mobile 
device's relationship with MDM application 103. These 
logical states may be utilized to track the asset lifecycle of 
mobile devices within the enterprise. In some embodiments, 
these logical states may be utilized with asset management 
applications (e.g., CATM UDSM Asset Manager) that track 
other assets of the enterprise so as to provide management 
capability of mobile devices 119 in the context of the 
enterprise as a whole. 
0032. In some embodiments, the logical states of mobile 
devices 119a–119n may include: “unmanaged,” wherein a 
mobile device 119 is not registered in the product; “discov 
ered,” wherein a mobile device 119 is automatically discov 
ered within enterprise directory 111: “registered” or “clas 
sified, wherein a device is associated with an end user; 
“scheduled-for-bootstrap,' wherein an administrative user 
has selected a mobile device 119 to be bootstrapped (mobile 
devices 'scheduled for bootstrap, an email message or 
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other alert may be sent to the owner of the mobile device, 
which may be scheduled for an initial “policy push’ of an 
appropriate end user enterprise role); "managed,” wherein a 
registered mobile device 119 is successfully bootstrapped, or 
other logical states. 
0033. In some embodiments, a managed device may 
become unmanaged if it is destroyed (in Some embodiments, 
the end user of a destroyed mobile device 119 may be 
assigned a new unmanaged device), if an end user leaves the 
enterprise and the mobile device 119 is the personal property 
of the end user, if the end user leaves the enterprise and the 
device is put back into a pool of unmanaged devices, if the 
end user receives another mobile device 119 (e.g., a new 
model) and the device is put back into a pool of unmanaged 
devices, and/or for other reasons. 
0034) Those having skill in the art will appreciate that the 
invention described herein may work with various system 
configurations and that the description given herein regard 
ing computing environment 100, system 101, and other 
elements thereof is an exemplary configuration. Other con 
figurations may exist. Accordingly, more or less of the 
aforementioned system components may be used and/or 
combined in various embodiments. In other embodiments, 
as would be appreciated, the functionalities described herein 
may be implemented in various combinations of hardware 
and/or firmware, in addition to, or instead of Software. 
0035) In some embodiments, the systems and methods of 
the invention may support multiple types of users, which 
may be defined as different user “types. For example, in 
Some embodiments, four different user types may be Sup 
ported: 1) systems administrators, 2), Service desk analysts, 
3) application administrators, and 4) end users. In some 
embodiments, other types of users may be defined. In some 
embodiment, systems administrators, service desk analysts, 
and application administrators may be referred to herein as 
“administrative users.” 

0036). In some embodiments, a systems administrator 
may be a “power user of the MDM application 103, and 
may be responsible for monitoring and maintaining various 
aspects of the configuration of MDM application 103. In 
Some embodiments, the systems administrator may have 
access to all functions of MDM application 103, which may 
be accessed, for example, via a portal 109. In some embodi 
ments, the systems administrator may perform one or more 
systems administration functions such as, for example, end 
user administration, networking configuration and adminis 
tration, performance management of MDM application 103. 
security administration, basic scripting techniques to auto 
mate processes, troubleshooting and working toward resolv 
ing any root cause issues within the computing environment 
in which MDM application 103 operates (e.g., environment 
100), and/or other functions. 
0037. In some embodiments, a service desk analyst may 
perform a “help desk user' role in connection with MDM 
application 103. As such, in some embodiments, a service 
desk analyst may have access to management components of 
MDM application 103 with regard to management of the one 
or more mobile devices 119a-119m. In some embodiments, 
service desk analysts may be responsible for executing 
'day-to-day tasks of the mobile device management pro 
cesses Such as, for example, incident management pro 
cesses, and acting as a first point of contact for end users. In 
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Some embodiments, service desk analyst may be responsible 
for various tasks regarding mobile device management using 
MDM application 103 such as, for example, ensuring that 
incidents are properly recorded, classified, and given initial 
Support during the initial phases of an incident life cycle. In 
Some embodiments, a service desk analyst may 'own' an 
incident from start to resolution and may perform all activi 
ties required to assign an incident and to make Sure other 
Supporting groups are working according to any applicable 
Support policy. In some embodiments, MDM application 
103 may be accessed by the service desk analyst, for 
example, via a portal 109. 
0038. In some embodiments, an application administrator 
may be responsible for the installation of MDM application 
103 to an enterprise IT infrastructure, maintenance of MDM 
application 103, backup of data (e.g., MDM database 107 
and MDM application 103), upgrades of MDM application 
103, and administration of the administrative users of the 
product (e.g., systems administrator, service desk analyst) 
but need not interact with MDM application 103. 
0039. In some embodiments, end users may include the 
users of mobile devices 119a–119n which may have access 
to MDM application 103 via their user devices 119 or via 
and end user portal (e.g., portal 109 or other computer 
implemented terminal connected to MDM server 105). In 
Some embodiments, a single end user may be associated 
with multiple mobile devices 119. 
0040. In some embodiments, a single user may operate as 
two different types of users. For example, an employee in the 
IT department of an enterprise may be serve as a service 
desk analyst within the invention, but, in Some instances, 
may also be classified as an end user as the employee likely 
has one or more mobile devices 119 used for his or her 
employment. 

0041. In some embodiments, end users may be associated 
with a logical state describing their relationship to MDM 
application Such as, for example, “un-provisioned, wherein 
an end user is not registered in MDM database 107; “unman 
aged,” wherein an end-user's mobile device 119 is not 
bootstrapped; a new end user may have the logical state of 
“unprovisioned-&-unmanaged; after an end users’ mobile 
device 119 is provisioned by being discovered and regis 
tered, the end user becomes “provisioned-&-unmanaged; 
after the mobile device 119 is bootstrapped, the end user 
becomes “provisioned-&-managed.” In some embodiments, 
a “provisioned-&-managed user can become “un-provi 
Sioned-&-unmanaged when an end user is de-provisioned 
(e.g., when an employee leaves the organization and disap 
pears from enterprise directory 111). In some embodiments, 
the logical states of end-users may be utilized for asset 
lifecycle management of mobile devices 119a–119n and/or 
for other purposes. 

0042. In some embodiments, access control module 123a 
or other module of MDM application 103 may control 
access to the various functions of MDM application based 
on a users type. In some embodiments, one or more 
functions of MDM application may be inaccessible based on 
a user's identified type. For example, as discussed herein a 
systems administrator may have access to all of the features 
and functions of MDM application, while a service desk 
analyst may have access to a lesser set of functions. Further 
still, an end user may have access to a still Smaller set of 
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functions of MDM application 103 (e.g., may be able to 
provide certain personal information or information regard 
ing their user device 119 and may be able to view informa 
tion related to their mobile device 119, but may not be able 
to apply policies to any mobile devices 119a–119m). In some 
embodiments, different users of the same type may have 
varying levels of accessibility to functions of MDM appli 
cation 103 (e.g., some service desk analysts may have more 
access than others). In some embodiments, access control 
module 123a may control access to the features and func 
tions of MDM application such that users may not be 
presented with GUIs or other interfaces for functions to 
which they do not have access according to their type (i.e., 
users only see functions that they can utilize). 
0043. In some embodiments, MDM application 103 may 
operate in one of two modes: 1) standalone and 2) inte 
grated. In the standalone mode, MDM application 103 may 
operate in isolation from other enterprise information tech 
nology (IT) products. In some embodiments, in the standa 
lone mode, all management functions of MDM application 
103 may be initiated by an administrative user. In the 
integrated mode, MDM application 103 may operate in 
conjunction with other enterprise IT applications such as, for 
example, UnicenterTM Desktop and Server Management 
(UDSM) products from CATM. In some embodiments, 
MDM application 103 may also be utilized be utilized with 
an authentication and authorization application or module 
(e.g., eTrustTM IAM Toolkit from CATM); a report writing 
application or module that generates, customizes, and oper 
ates specific reports on data in application databases (e.g., 
CATM standard Report Writer: Business Objects); an appli 
cation or module that creates and operates process flow 
programs where steps of the flow are dependent upon 
specific programmatic parameters (which may handle the 
execution of business processes in relation to MDM appli 
cation 103, e.g., CATM Workflow Engine); one or more user 
interface modules that may be used with MDM application 
103 Such that the look and feel of the GUIs or other 
interfaces supported by MDM application 103 may provide 
a similar style and operation as the other enterprise IT 
applications used with MDM application 103 (e.g., JavaSer 
ver Faces JSF or other modules or elements); a federated 
or other database of common information concerning IT 
components that can be shared among the different enter 
prise IT products used together (e.g., a CATM MDB R2); a 
licensing program used to monitor contracted use of enter 
prise IT applications or other licensed software (e.g., CATM 
lic98TM, License ITTM, or other licensing software), and/or 
other IT applications. 
0044 FIG. 2 illustrates a process 200, which is an 
example of a process for managing a plurality of mobile 
devices according to various embodiments of the invention. 
Process 200 may include an operation 201, wherein one or 
more mobile devices 119a–119n may be provisioned to one 
or more end users. Provisioning may include a process by 
which mobile devices 119 are delivered or otherwise pro 
vided to end users. 

0045. In an operation 203 the one or more provisioned 
mobile devices 119 may be discovered and registered to one 
or more end users. In some embodiments, registration to end 
users may include associating an end user with a telephone 
number or other identifier of a mobile device 119. In some 
embodiments, an enterprise utilizing an enterprise directory 
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(e.g., enterprise directory 111) may associate the telephone 
number and/or other identifier of a mobile device 119 with 
an end user listed within enterprise directory 111. In some 
instances, the enterprise may have an internal process for a 
new employee that registers a mobile device 119 with the 
employee, for example, in an asset inventory, in a corporate 
directory/address list, or other data store. In some embodi 
ments, a registration module 123b or other module of MDM 
application 103 may extract the phone numbers and/or other 
identifiers regarding mobile devices 119a–119n and end user 
information from enterprise directory 111 into MDM data 
base 107. The registration module may then associate the 
phone and/or other identifiers with their respective end 
USCS. 

0046. In some embodiments, enterprise directory 111 
may include name, address, enterprise role, and/or other 
information regarding end users. Some or all of this infor 
mation may be associated with a mobile device 119 during 
mobile device registration. In some embodiments, associat 
ing enterprise role information of a user with a mobile 
device may enable MDM application to determine the 
access level that the end user has to MDM application 103 
(e.g., what functions the end user should be able to access— 
which may be used to determine the user's user type with 
respect to MDM application 103), what policy or other 
configuration information should be applied to the end 
users associated mobile device 119, or other information. 

0047. In some embodiments, a PIN number or IMEI 
number of a mobile device 119 may be used for registration 
of a mobile device in addition to, or in place of a phone 
number. In some embodiments, mobile device manufacturer, 
model, and/or other information regarding a mobile device 
119 may also be used. In some embodiments, registration 
module 123b, may associate each of mobile devices 119a 
119n with a unique device “name.” In some embodiments 
the unique device name may include a device class or type 
identifier, a unique manufacture number, and/or other infor 
mation. For some mobile devices 119, the unique manufac 
turer number may include an identifier or number assigned 
by the manufacturer. For example, for devices that use an 
International Mobile Equipment Identifier (IMEI), such as 
GSM phones, the string “IMEI,’ followed by a colon (:). 
followed by a valid 15-digit number may be used (e.g., 
IMEI:123456789000000). In another example, for devices 
that use a Mobile Equipment Identity (MEID), the string 
“MEID,” followed by a colon (:), followed by a valid 
15-digit number, may be used (e.g., 
MEID:123456789000000). In yet another example, for 
devices that use an Electronic Serial Number (ESN), such as 
CDMA phones, the string “ESN, followed by a colon (:). 
followed by a valid 8-digit number may be used (e.g., 
ESN:12345678). Other names or identifiers may be used. In 
Some embodiments, this information or other information 
regarding mobile devices 119a–119n may be stored in enter 
prise directory 111. 

0048. In some embodiments, registration module 123b or 
other module of MDM application 103 may provide a 
graphical user interface (GUI) by which an administrative 
user (e.g., a systems administrator) may input parameters of 
enterprise directory 111 for automated registration by reg 
istration module 123b (e.g., the administrative user may 
specify the location of enterprise directory 111 to be used, 
the name of the fields to be pulled by registration module 
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123b from enterprise directory 111 into MDM database 107, 
or other parameters). In this manner, the systems adminis 
trator or other administrative user essentially “points to 
enterprise directory 111 and initiates a “discovery of end 
user and mobile device information (e.g., user id, email 
address, enterprise role information, cell/mobile phone num 
ber, manufacturer number, device name, PIN number, serial 
number, and/or other information). In some embodiments, 
the GUI or other interface may enable an administrative user 
to define “pulling criteria for retrieving mobile device or 
end user information from the defined directory or location 
in enterprise directory 111. For example, the GUI or other 
interface may enable the administrative user to create a 
query to be used to pull mobile device or end user infor 
mation. 

0049. In some embodiment the GUI or other interface 
may enable an administrative user to define a schedule (e.g., 
daily, weekly, bi-weekly, monthly, or other schedule) on 
which end user status or mobile device may be updated 
within MDM database 107. In some embodiments, updates 
may occur upon occurrence of a predefined event, or upon 
command of an administrative user (e.g., ad-hoc). In some 
embodiments, a report of changes in end user or mobile 
device status may be provided to an administrative user via 
a report or alert for Subsequent processing (e.g., provision 
ing, de-provisioning, configuration changes, or other pro 
cessing). In some embodiments, the administrative user may 
need to manually interact with MDM application 103 to 
process these changes. 
0050. In some embodiments, registration of mobile 
devices 119 to end users may include one or more manual 
actions by end users or administrative users (e.g., entering 
end user or mobile device information, providing an asso 
ciation between end users and mobile device information, or 
other actions). In some embodiments, once a mobile device 
is discovered, the GUI supported by registration module 
123b may display a template email message that may be sent 
to end users to explain to them that they will need to go to 
access MDM application 103 (e.g., via portal 109) complete 
registration of their mobile device 119. FIG. 3A illustrates an 
example of an email to an end user providing Such instruc 
tions. 

0051. In some embodiments, the mobile device informa 
tion, end user information, and/or associations between them 
stored in MDM database 107 may be synchronized with 
enterprise directory 111 (using one-way synchronization, i.e. 
enterprise directory 111 may always be authoritative, and no 
updates may be written back to enterprise directory 111). In 
some embodiments, MDM database 107 may synchronize 
with enterprise directory 111 on a regularly scheduled basis. 
In some embodiments, MDM database 107 may synchronize 
with enterprise directory 111 upon the occurrence of an 
event (e.g., the addition of a new end user or mobile device 
119), predetermined condition, and/or upon an administra 
tive user command. In some embodiments, registration 
module 123b or other module of MDM application 103 may 
provide administrative users reports or alerts regarding user 
or mobile device additions, deletions, or other changes. In 
Some embodiments, the reports or alerts (or other reports or 
alerts disclosed herein) may be provided to administrative 
user on a GUI through, for example, portal 109. 
0.052 In some embodiments, MDM application need not 
operate in the presence of enterprise directory 111. In some 
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embodiments, wherein an enterprise directory 111 is not 
present, one or more GUIs Supported by registration module 
121 or other module of MDM application 103 may enable 
end users or administrative users to register their own 
mobile devices 119 or the mobile devices 119 of others 
manually (e.g., by presenting an electronic form through 
which the administrative or end user may enter information 
regarding the mobile device 119 and/or the end user). The 
information entered may include a user id and/or password 
(to authenticate the end user to MDM application 103; 
authentication may also utilize an enterprise security appli 
cation Such as those disclosed herein), a phone number 
and/or other identifier for the mobile device 119, a device 
type (in some embodiments, the GUI may include a pull 
down menu for selection of device types, wherein the 
contents of the pull down menu may come from a list of 
supported devices provided to MDM application 103 by an 
administrative user, as described herein), a wireless service 
provider/operator (in some embodiments, the GUI may 
include a pull down menu, wherein the contents of the pull 
down menu may come from a list of Supported service 
providers operators provided to MDM application 103 by an 
administrative user, as described herein), mobile device 
make and/or model, which may take the form of an a unique 
manufacturer number as described herein (the value of the 
unique manufacturer number may be checked by registration 
module 123b for correct syntax). FIG. 3B illustrates an 
interface 300b, which is an example of an interface whereby 
information regarding a mobile device 119 may be entered 
into MDM database 107 for registration (or for other pur 
poses) 

0053. In some embodiments, CSV (comma separated 
variables) files or other delineated file format may be used 
for batch registration in the absence of enterprise directory 
111. 

0054. In some embodiments, registration module 123b or 
other module of MDM application 103 may enable bulk 
addition of users to MDM database 107 via a bulk loading 
template. In some embodiments, the template may bean MS 
ExcelTM spreadsheet that may generate XML format. Other 
formats may be used. In some embodiments, the template 
may include multiple fields such as, for example, user Id 
key, BESTM (for RIMTM devices), RIMTM PIN (for RIMTM 
devices), Wireless Access Password (for RIMTM devices 
generated randomly), an IT policy identifier, and/or other 
information. 

0055. In some embodiments, the GUI or other interface 
provided by registration module 123b may enable an admin 
istrative user to create and maintain end users or adminis 
trative users on MDM database 107 and define their roles or 
permissions. In some embodiments, the GUI or other inter 
face may provide the administrative user with a list of end 
users and associated enterprise roles and enable the admin 
istrative user to edit information associated with an end user 
So as to enable management of end users. In some embodi 
ments, the administrative user may nominate certain end 
users who may constitute exceptions to a pre-defined enter 
prise role in situations wherein certain end users require 
additional privileges. In these instances, the nominated end 
users may be tagged in MDM database 107 as an exception 
to their predefined enterprise role so that later directory 
synchronizations will not move them back to their original 
enterprise role. In some embodiments, administrative users 
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may receive a report or alert listing some or all 'exceptions' 
regarding end user enterprise roles in MDM database 107. 
0056. In some embodiments, users (end users and admin 
istrative users) may be authenticated whenever interacting 
with MDM application 103 via portal 109 or other access 
point. In some embodiments, authentication may include a 
user providing a username and/or a password. In some 
embodiments, users may be authenticated against enterprise 
directory 111. As such, in Some embodiments, a user's 
enterprise role information and/or other information may be 
used to authenticate a user to MDM application 103. 
0057. In some embodiments, authentication may utilize 
or cooperate with a separate enterprise security application 
such as, for example, eTrustTM IAM Toolkit from CATM, 
wherein the security application provides an interface into 
enterprise directory 111. The security application may over 
See authentication against enterprise directory 111 and, in 
some embodiments, may utilize an NTLM (Microsoft Win 
dowsTMNT LAN Manager) authentication scheme. In some 
embodiments, wherein a platform server 113 includes a 
BlackberryTM Enterprise Server (BES), information regard 
ing BlackberryTM mobile devices and/or user information 
may be extracted from the BES in stead of or in addition to 
enterprise directory 111. 
0.058. In some embodiments, registration module 123b or 
other module of MDM application 103 may enable one or 
more GUIs whereby administrative users may define a list of 
Supported service providers/operators (e.g., VerizonTM, 
AT&T WirelessTM, or other wireless service provider/opera 
tor) that may be used with mobile devices 119a–119n within 
the invention. In some embodiments, the list of Supported 
service providers may also may be used to define the types 
of mobile devices 119 that can be managed by MDM 
application 103. In some embodiments, the list of supported 
service providers and mobile device types may be used Such 
that a user may not be able to register a non-Supported 
mobile device or a device operated by non-supported service 
provider. In some embodiments, registration may be enabled 
for any type of mobile device or service provider thereof. 
0059. In an operation 205, the one or more mobile 
devices 119 may be scheduled for bootstrapping within 
MDM application 103. Bootstrapping refers to a pushing of 
an initial policy or other set of instructions to a mobile 
device 119, which brings the mobile devices 119 into a 
manageable and operational state in relation to MDM appli 
cation 103. In some embodiments, once a plurality of mobile 
devices 119 are registered within MDM application 103, an 
administrative user (e.g., a service desk analyst) may utilize 
a GUI provided by a management module 123c or other 
module of MDM application 103 to select from the plurality 
of mobile devices 119 (e.g., via a pull down menu, a query, 
or other selection process) and request that the selected 
mobile devices 119 be scheduled for bootstrapping. 
0060. In some embodiments, management module 123c 
or other module of MDM application 103 may provide a 
GUI or other interface enabling an administrative user (e.g., 
a service desk analyst) to schedule the bootstrapping of 
groups of devices at specific times and set an option to 
initiate bootstrapping immediately when an end user com 
pletes appropriate device information. 
0061. In an operation 207, one or more mobile devices 
scheduled for bootstrapping may be bootstrapped by man 

Mar. 20, 2008 

agement module 123c or other module of MDM application 
103 by pushing an initial policy or other instruction sets to 
the mobile devices 119 bringing them under management by 
MDM application 103. In some embodiments, the initial 
policy or other instruction set applied to a mobile device 119 
during bootstrapping may be set, at least in part, by using the 
enterprise role of the end user to which the mobile device is 
associated. As such, the policy includes the correct settings, 
permissions, or other characteristics or the end user's enter 
prise role. 
0062. In some embodiments, the policies or instructions 
of the bootstrapping process (or other management process 
of the invention), may utilize one or more agents or modules 
of platform servers 113a-113n to push the policies or 
instructions to various mobile devices 119a–119n. For 
example, to bootstrap or otherwise push a policy to a mobile 
device 119 which is a Blackberry TM device, management 
module 123c may interface with the platform server 113 
supporting the blackberry device (e.g., the Blackberry Enter 
prise Server'TM). Management module 123c communicates 
to the Blackberry Enterprise ServerTM what it requires the 
Blackberry Enterprise Server'TM to communicate in terms of 
policy or other instructions to the BlackberryTM device 119. 
One or more agents or modules of the Blackberry Enterprise 
Server'TM then push the policy or instructions to the Black 
berry TM device 119 in the format and manner appropriate for 
the BlackberryTM device. Similarly, if a mobile device 119 is 
a Microsoft MobileTM device, then management module 
123c communicates the policy or other instructions to the 
platform server 113 managing Microsoft MobileTM devices, 
which, in turn, utilizes one or more of its agents or modules 
to push the policy or instruction to the Microsoft MobileTM 
devices in the format and manner appropriate for Microsoft 
Mobile devices. Other mobile devices 119 may be boot 
strapped/managed by their respective platforms servers 113 
using agents or module resident on or otherwise specific to 
the individual platform servers 113. In this manner, MDM 
application 103 need not know the manner and format or 
other platform-specific information to uniformly manage a 
plurality of mobile devices of different types, thus providing 
an abstraction layer between a single management applica 
tion and mobile devices of various types. 
0063. In some embodiments, the bootstrap process may 
take place over the air (OTA). OTA bootstrapping or other 
management may be accomplished by the platform servers 
113a-113m initiating over the air communications via net 
work 115 and wireless infrastructure 117 (which may 
include the infrastructure and/or action of wireless service 
providers associated with mobile devices 119a–119m). In 
some embodiments, one or more mobile devices 119a-119m 
may be bootstrapped or otherwise managed via a “cradled 
connection,” whereby the mobile devices are connected to 
network 115 via a wired connection. 

0064. In some embodiments, wherein certain platforms 
are used such as, for example, Windows Mobile 5.0 or 
similar mobile devices 119, bootstrapping may involve 
pushing cab provisioning files (CPF) to mobile devices 119 
Supported by Such platforms. For example, in Some embodi 
ments, system 101 may include an OTA content server 125, 
which may store CPF files. In some embodiments, CPF files 
may include digitally signed files that include configuration 
information concerning servers that are authorized to man 
age devices over the air. In some embodiments, some 
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platforms may not utilize CPF files, but may utilize boot 
strapping files stored in OTA content server 125. 
0065. In some embodiments, a separate CPF file may 
exist for each supported mobile device 119 model utilizing 
the OTA content server. As such, CPF files for each sup 
ported mobile device model may need to be created and 
installed on OTA content server 125. The CPF files may be 
sent to the respective managed mobile devices 119 via the 
network 115 (e.g., via email) or via another method. The 
CPF files may then be executed on each of the managed 
mobile devices 119. Once the CPF file are executed on 
mobile devices 119 they are able to be managed by MDM 
application 103. Management module 123c or other module 
of MDM application 103 may provide for the assembly of 
the CPF files (e.g., via a template VelocityTM or other 
template) using model information, carrier access informa 
tion and MDM server 105 identification. In some embodi 
ments, CPF files may not be used with all platform types 
(e.g., Blackberry TM devices), but may only be used for 
Window Mobile 5 or similar devices. 

0066. When mobile devices 119 are successfully boot 
strapped, they may be managed by MDM application 103. In 
an operation 209, one or more administrative users may 
specify one or more management parameters for one or 
more mobile devices 119a–119n. Management module 123c 
or other module of MDM application 103 may provide a 
GUI or other interface whereby the one or more adminis 
trative users may provide one or more management param 
eters. 

0067. Management parameters may define one or more 
management tasks to be performed using MDM application 
103. Administrative users may utilize the one or more 
management tasks to manage mobile devices 119a–119n in 
a common manner regardless of the manufacturer, model, or 
platform of the devices. In some instances, an administrative 
user may be able to select a Subset or group of all devices 
119a–119n managed by MDM application 103 by, for 
example, creating a simple query, and apply a common 
management task to all the selected devices, regardless of 
differing models, platforms, or other differences among the 
selected devices. MDM application 103's utilization of 
agents or modules of the various platforms servers 113a 
113n Supporting the selected devices enables a common 
management task to be defined once by an administrative 
user and applied to the selected mobile devices 119, regard 
less of any platform differences. For example, when MDM 
application 103 needs to perform a management task or 
otherwise interact with a BlackberryTM mobile device 119, 
MDM application 103 (e.g., management module 123c) may 
interact with the one or more agents, modules or elements of 
the Blackberry Enterprise Server'TM (e.g., BRK toolkit and 
BES database). As such, MDM application 103 need not 
directly communicate with the BlackberryTM mobile devices 
119, and thus need not be configured to do so or have an 
administrative or end user who is trained to do so. In some 
embodiments, if a management task is not appropriate to a 
selected mobile device 119 (e.g., the managed feature is not 
installed), management module 123c may provide a report 
or alert regarding Such inconsistencies, but may make a 
“best effort' to make an equivalent change (if possible) on 
the mobile device in question. 
0068. In an operation 211, management module 123c 
may instruct the appropriate platform server 113 to perform 
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the management task, such that the task is carried out on the 
appropriate mobile devices 119. 
0069. In some embodiments, management tasks enabled 
by MDM application 103 may include: activating a deacti 
vated device (i.e., unlocking a mobile device 119 that was 
locked from use), deactivating an activated device (i.e., 
locking use of a mobile device 119), wiping part or all of the 
contents of a mobile device 119 (for example, deactivating 
or wiping a device running a Microsoft MobileTM operating 
system may be executed via programmatic interfaces using, 
for example, MS PowershellTM, which may communicate 
with an adapter e.g., MS Exchange 2007 SP2 adapter for 
Microsoft MobileTM), change a password on a mobile device 
119 with an out-of-band notification, change a policy/con 
figuration of a mobile device 119, pulling and display of the 
status or other information of mobile devices 119, discover 
and register a mobile device 119 (i.e., discovering the mobile 
device 119 and end user information, storing the mobile 
device and end user information in MDM database 107, and 
associating the mobile device 119 with the end user), boot 
strap a mobile device 119 (as described herein), reboot a 
mobile device 119, refresh a status/policy of a mobile device 
119, display the history of operations on a specific mobile 
device 119 (which may be integrated into the operational 
logs discussed herein), nominate a service provider/operator 
plan that a mobile device 119 is billed to (e.g., for when a 
mobile device 119 is associated with multiple service plans 
Such as, for example, one for domestic and one for interna 
tional use), “rollback” or push the previous policy for a 
mobile device 119 (the “last policy” may be stored in MDM 
database 107 so as to be re-deployed when desired), and/or 
other management tasks. In some instances a MDM appli 
cation 103 may include a utility to map service plans to end 
users or user groups so that the correct plan will be auto 
matically assigned to the mobile device but so the mobile 
device can be individually overridden for use of another 
service plan). In some embodiments, additional manage 
ment tasks that may be enabled by management module 
123c or other module of MDM application 103 such as, for 
example, migration of an end user between mobile devices 
119, wherein an end user may be switched from one mobile 
device 119 to another mobile device 119 of a different device 
platform (for example, from a BlackberryTM to a Moto 
QTMLa Microsoft MobileTM based device); upgrading an end 
user's mobile device 119, wherein an end user is switched 
from one mobile device 119 to another mobile device 119 of 
the same device platform (for example, from an “i-mate 
Jas.JarTM to a Moto QTMboth Microsoft MobileTM based): 
or other management tasks. 

0070 FIG. 4A illustrates an interface 400a, which is an 
example of an interface that enables an administrative user 
to initiate a management task (the management task illus 
trated is locking a mobile device 119 and providing a reason 
for locking the device). Other interfaces may be used for 
initiating other management tasks. 

0071. In some embodiments, some or all of the manage 
ment tasks may be enabled by management module 123c or 
other module of MDM application 103. In some embodi 
ments, as discussed herein in relation to performance of 
bootstrapping, one or more management tasks may be 
performed using one or more agents or modules of platform 
servers 113a-113m. By using agents or module of the plat 
form servers themselves, MDM application may be able to 
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manage mobile devices of varying types and platforms. Such 
that an administrative user need only define a management 
task once for multiple mobile devices 119 of different types, 
while platform servers 113a-113m may perform any plat 
form-specific processing and communication necessary to 
carry out the management tasks on mobile devices 119 of 
different models, types, or platforms. In this manner, MDM 
application 103 provides an abstraction layer, that translates 
between a single defined management task, and multiple 
methods for performing that task (or similar tasks) on 
devices of differing platforms. In some embodiments, one or 
more management tasks may be performed OTA (may be 
pushed wirelessly). 

0072. In some embodiments, management module 123c 
or other module of MDM application 103 may enable an 
administrative user (e.g., a systems administrator) to initiate 
management by selecting a management task first and then 
choosing the set of mobile devices 119 or end users to be 
managed. In some embodiments, management module 123c 
or other module of MDM application 103 may enable an 
administrative user (e.g., a systems administrator) to initiate 
management by selecting a group of one or more mobile 
devices 119 or end users and then choosing the management 
task to be performed. 
0073. In some embodiments, management module 123c 
may enable an administrative user (e.g., systems adminis 
trator) to select a group of one or more mobile devices 119 
for which to define a management task. In some embodi 
ments, the administrative user may define a query to select 
the one or more mobile devices for a management task. The 
query may utilize one or more fields Such as, for example, 
an end user/owner of a mobile device 119, a manufacturer of 
a mobile device 119, a model of a mobile device 119, a 
department (or other enterprise role information) of the end 
user of a mobile device 119, an operating system version 
and/or patch level of a mobile device 119, a location of a 
mobile device 119, a phone service provide/operator or other 
service provider/operator, or other fields. In some embodi 
ments, queries may be named and/or saved after creation. 
Administrative users may then view and use named queries 
to be executed. 

0074. In some embodiments, wherein MDM application 
103 is integrated with other IT management applications, 
administrative users may be able to view registered mobile 
devices 119 in an asset management context (including 
logical state information) that may be provided in conjunc 
tion with an asset management application that maintains a 
database of hardware and software configuration informa 
tion for IT devices (e.g., servers, desktop computers, laptop 
computers, router, or other devices or IT infrastructure) to 
serve as a detailed inventory for these devices (an example 
of Such an assret management application may include 
CATM UDSM Asset Manager). In some embodiments, the 
asset management context may include a display of man 
aged mobile devices in conjunction with Some or all other 
information technology assets in the enterprise (e.g., servers, 
desktops, laptops, routers, databases other network infra 
structure, or other assets). In some embodiments, one or 
more mobile devices may be selected from the view pro 
vided by the asset management application using query tools 
(e.g., UDSM query tools). In some embodiments, the asset 
management application (e.g., UDSM Asset Manager) may 
display available management tasks for the displayed mobile 
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devices 119. In some embodiments, the asset management 
application may provide a management "screen” for each 
available management task (e.g., a UDSM screen). In some 
embodiments, the asset management application (e.g., the 
UDSM Asset Manager) may provide web services for MDM 
application 103 so that discovered mobile devices 119 may 
be added/deleted/changed in the asset management applica 
tion database (e.g., the UDSM Asset Manager MDB). MDM 
application 103 may include specific GUI screens for each 
of the management tasks that can be initiated from the asset 
management application. 

0075. In some embodiments, configuration information 
to define the UDSM integration with MDM application 103 
may be defined in an XML file which may be edited at 
installation time to point MDM application 103 to the 
UDSM components. In instances wherein MDM application 
103 is integrated with the UDSM application, XML files 
may provide mobile device 119 information for entry into 
the UDSM database. As a result, users of the UDSM 
application may view the most recent information concern 
ing mobile devices 119a–119m in the context of other IT 
devices and assets tracked by the UDSM application. 

0076. In some embodiments, management module 123c 
or other module of MDM application 103 may enable 
administrative users to view status information, configura 
tion information, and/or other information regarding mobile 
devices 119a–119m. In some embodiments, management 
module 123c may provide one or more GUIs that display 
status, configuration, or other information regarding mobile 
devices 119a–119n. FIG. 4B illustrates an example of an 
interface 400b, which is a “dashboard' view, providing 
various types of information regarding multiple mobile 
devices 119 managed by MDM application 103. Information 
other than that illustrated in interface 400 and/or other 
formats for displaying or providing information regarding 
mobile devices 119 to users may be utilized. In some 
embodiments, display of status or information of mobile 
devices 119 may include an indication of the logical states 
of the devices so as to enable asset lifecycle management of 
the devices. 

0077. In some embodiments, one or more of the GUIs 
enabled by management module 123c or other modules of 
MDM application 103 may enable an administrative user to 
view configuration information regarding a mobile device 
119 in manageable “chunks” or otherwise broken up into 
Subsets. In some embodiments, the administrative users may 
be able to view and perform management tasks on all 
“managed objects” on a mobile device. A “managed object” 
may include a manageable component or element of a 
mobile device 119, such as, a Bluetooth'TM interface, a 
browser configuration, a password policy, use of a camera 
element, or other object. In some embodiments, Subsets of 
managed objects may be displayed similar to a MicrosoftTM 
Windows XP Control Panel design, which may enable each 
managed object to be listed and expanded for detailed view 
and detailed management. In some embodiments, the 
detailed view may require a number of tabs to simplify 
configuration options. 

0078. In some embodiments, status, configuration, and/or 
other information for mobile devices 119 may include a 
logical state for a mobile device 119, a user for a mobile 
device 119, an OEM manufacturer for a mobile device 119, 
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an OEM model for a mobile device 119, an OEM firmware 
version of a mobile device 119, an OEM platform mobile 
device 119, software version for a mobile device 110, a serial 
number for a mobile device 119 (for example, an IMEI 
number), a service provider/operator network for a mobile 
device 119, a phone number for a mobile device 119, a 
designated language for a mobile device 119, a geographic 
location for a mobile device 119, and/or other information 
for a mobile device. 

0079. As MDM application 103 may support mobile 
devices 119 from different manufacturers, of different plat 
forms, and of different types, the various devices will 
invariably have a variety of features and different open 
mobile alliance (OMA) device management (DM) managed 
objects in their OMA DM trees. In order to define configu 
ration for a “new” device type, an administrative user may 
access an updated Supported device file, register the mobile 
device into MDM application 103 and bootstrap it. The 
administrative user may then set the configuration param 
eters of the device to be the “standard’ for this device type. 
The administrative user may then setup an email account on 
the device, may pull the configuration into the product the 
“standard” configuration, pull user information in from the 
directory, display the configuration information in a tree-like 
structure, and may edit selected objects to define the “stan 
dard.” The configuration may then be saves as a named 
configuration, which may allow end users to now register 
like type mobile devices. 
0080. In some embodiments, MDM application 103 may 
provide an editor for the standard set of NokiaTM and 
MicrosoftTM device configuration settings (both Basic and 
advanced Settings) or other configuration settings. The basic 
editor may provide human readable values for the settings 
and offer only valid values for optional settings. In some 
embodiments, MDM application 103 may provide an 
advanced editing feature that may provide parameter names 
and string or integer values. 
0081. In some embodiments, MDM application 103 may 
Support management of ALL managed objects on a mobile 
device 119. In some embodiments, if a mobile device device 
has an OMA DM object, the object may be defined within 
the device definition. In some embodiments, anytime the 
mobile device is displayed or selected in the status/configu 
ration information GUI, all the available managed objects 
may be displayed. 

0082 In some embodiments, billing information and 
other information regarding a mobile device 103 and its 
associated end user may be provided from a service pro 
vider/operator via an administrative interface that may be 
accessed by the administrative users of MDM application 
103. For example, a service desk analyst contacted by an end 
user regarding an improperly operating mobile device 119 
may be able to access logs and other information regarding 
the mobile device 119 via MDM application 119 to assist 
with diagnostics and incident resolution. 
0083. In some embodiments, MDM application 103 may 
provide an end-user portal whereby end users of mobile 
devices 119 may perform certain functions (which may be 
considered management tasks) Such as, for example, regis 
tering a mobile device 119 with MDM database 111 (pro 
vides for migration of mobile devices 119), changing the 
end-users user name and/or password, reset the policies of 
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a mobile device, deactivating a mobile device 119 (in some 
embodiments, end users may be prevented from deactivating 
mobile devices), or other functions. In some embodiments, 
the end-user portal may be accessed via portal 109 or other 
computer terminal. In some embodiments, the end-user 
portal may be accessed via an end users, mobile device 119. 

0084. In some embodiments, an end user may be authen 
ticated prior to being granted access to the end user portal. 
In some embodiments, the authentication may include the 
end user providing and MDM application 103 verifying a 
username and/or password. In some embodiments, MDM 
application may maintain an audit of any management 
functions initiated by an end user, so that they may be 
tracked and corrected by administrative users, if necessary. 

0085. As described herein, MDM application 103 may 
enable policy management of mobile devices 119a–119n via 
performing one or more management tasks. Policy manage 
ment may include assurance that mobile devices 119a–119m 
are configured and controlled to comply with an enterprise's 
policies. These policies may define specific configurations 
for devices to assure compliance with regulations such as 
Sarbanes-Oxley, various best practices schemes, and/or 
other guidelines or regulations (whether internally or exter 
nally imposed on an enterprise). In order to ensure policy 
compliance, an enterprise may create and maintain a specific 
set of policies for various computing environments and 
enterprise roles of end users within the organization, includ 
ing those to be applied to mobile devices (e.g., mobile 
devices 119a–119m). When employees are provisioned 
mobile devices 119, these mobile devices are configured to 
adhere to the specific policies for their enterprise role within 
the organization. MDM application 103 enables these poli 
cies or instructions to mobile devices enforcing those poli 
cies to be pushed to mobile devices 119a–119n, regardless of 
the type or platform of the mobile device. Additionally, 
MDM application 103 may provide “audit reports” or other 
alerts regarding mobile devices 119 that are in and out of 
compliance with policies so that out of compliance mobile 
devices may be brought into compliance. 

0086. In some embodiments, a policy may include one or 
more “configuration sets” and associated with an “end user 
group.” An end user group may include a set of one or more 
selected users whose associated mobile devices 119 are to 
receive a policy. In some embodiments, a end user group 
may include end users who are in the same or similar 
enterprise roles within the enterprise. In some embodiments, 
other factors (e.g., geography, type of device, or other 
criteria) may be used to determine end users in a particular 
end user group. In some embodiments, an end user group 
may only be assigned to one policy. In some embodiments, 
a policy may only contain one configuration set for each 
specific type of mobile device 119 within an end user group 
(hence a policy may only have as many configuration sets 
assigned to it as there are mobile device types in the end user 
group). In some embodiments, a configuration set may 
include all of the configuration information for a specific 
mobile device 119. 

0087. In some embodiments, management module 123c 
or other module of MDM application 103 may provide a 
GUI or other interface whereby an administrative user (e.g., 
a systems administrator) may create, delete, clone, and/or 
edit one or more policies, their associated configuration sets, 
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and/or end user groups. FIG. 5 illustrates a process 500, 
which is an example of a process for defining and assigning 
a policy to one or more mobile devices 119 using MDM 
application 103. In some embodiments, process 500 may 
include an operation 501, wherein an administrative user 
may define an end user group using the GUI or other 
interface provided by management module 123c. In some 
embodiments, the administrative user may define a user 
group by selecting one or more end users from a list of end 
users whose mobile devices 119 are registered and boot 
strapped within MDM application 103. In some embodi 
ments, the administrative user may define a query that 
selects end users whose end user devices are registered and 
bootstrapped within MDM application 103. In some 
embodiments, MDM application 103 may map enterprise 
directory groups to end user group or otherwise utilize 
enterprise role information regarding end users to define an 
end user group. For example, all end users in an enterprise's 
finance department may be set to the same policy by virtue 
of being grouped by MDM application as an end user group. 
Other methods of defining the end user and/or mobile 
devices 119 in an end user group may be utilized. 
0088. In an operation 503, the administrative user may 
define a policy (i.e., one or more configuration sets) to apply 
to the mobile devices 119 associated with the end users in 
the defined end user group. In some embodiments, manage 
ment module 123c may enable the administrator to define 
the policy (i.e., the configuration sets comprising the policy) 
using one or more configuration set templates. In some 
embodiments, the configuration set templates may provide 
fields for all of the necessary configuration information for 
mobile devices 119a–119n. As such, a configuration set 
template may provide configuration information so as to 
configure all supported “managed objects on specific mod 
els or types of mobile devices 119. In some embodiments, 
configuration sets may include configuration for adminis 
trative settings and parameters (which may only be modified 
by an administrative user) and end user modifiable settings 
and parameters. In some embodiments, MDM application 
103 may support a defined base reference of management 
objects. This base reference may be supported for a plurality 
of mobile device platforms (e.g., BlackberryTM, NokiaTM, 
Microsoft MobileTM and/or other platforms). In some 
embodiments a base reference managed object tree may be 
defined separately. 
0089. In some embodiments the administrative user may 
utilize the GUI provided by management module 123c to set 
the values of each managed object (e.g., the template's 
default settings may be changed, or the template may not 
provide a default setting). In some embodiments, configu 
ration set templates may be based on a generic data model 
that is XML based. In some embodiments, management 
module 123c may provide sample policy templates for low, 
medium, and high security so that administrative users may 
have a baseline security model from which to operate at a 
given level. 
0090. In an operation 505, this set of values may then be 
saved as a named configuration set. If the policy includes 
multiple configuration sets, process 500 may return to opera 
tion 503, where additional configuration sets may be 
defined. 

0091. In an operation 507, the defined configuration set 
may then be assigned to the defined end user group, which 
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includes the mobile devices 119 associated with the end 
users in the end user group (in some instances wherein an 
end user is associated with two or more end user devices, 
one or more of the end user's additional devices may be 
excluded from the user group; an administrator may exclude 
these devices manually, via the GUI or other interface 
provided by management module 123c). As described 
herein, in some embodiments, management module 123c 
may utilize one or more platform servers 113a-n (depending 
on the types of mobile devices in the end user set) to assign 
the policy to the mobile devices 119 in the end user group. 
As described herein, one or more agents of the platform 
servers 113a-113m may be used to assign the policy to the 
mobile devices 119 in the end user group. As disclosed 
herein, policies may be assigned to mobile devices 119 OTA 
(i.e., wirelessly). 
0092. In some embodiments, when assigning the configu 
ration set to the end user group, management module 123 
may check that the policy will be “correct” for the mobile 
devices within the defined user group (will operate on the 
mobile devices within the user group) in an operation 509. 
For example, in some embodiments, an administrative user 
may be prevented from assigning a Nokia device configu 
ration set to a Microsoft MobileTM based device. 

0093. In some embodiments, MDM database 107 may 
store the present and last policy configuration for each 
managed mobile device 119. As disclosed herein, the stored 
configuration for the last policy may be used to be used to 
“roll back” the configuration of the device in the event of 
problems with a new policy change. 
0094. In some embodiments, management module 123c 
may enable scans (scheduled or ad-hoc) of mobile devices 
119a–119n to determine if devices are configured to be 
“compliant with their assigned policies. These scans may 
occur OTA (i.e., wirelessly), in an operation 511 of process 
500, and may utilize one or more agents of platforms servers 
113a-113n to enable scans of mobile devices 119 from 
different platforms. In some embodiments, these compliance 
scans may essentially challenge mobile devices to report 
their configuration settings, and compare the reported setting 
to stored information regarding what the settings should be 
(e.g., the last policy pushed to the mobile device 119). 
0095. In some embodiments, at the completion of each 
scan job, a report or alert regarding mobile devices 119 that 
are “out-of-compliance' or “non-contactable' may be pro 
vided to an administrative user. In some embodiments, an 
administrative user may be able to set an option for scans 
that requires immediate assignment of the proper policy to 
a mobile device 119 that is deemed out of compliance. In 
Some embodiments, the management module 123c may 
enable an attribute to be assigned to an end user and/or an 
end user group Such that the end users in the group may be 
exempt from the above automatic reinstatement of its policy 
if out-of-compliance. In some embodiments, when 
exempted devices are scanned and found to be out-of 
compliance they may be listed in the above-referenced 
report as “out of compliance' and “exempt”. 
0096. In some embodiments, specific policy rules may be 
implemented by MDM application 103 for mobile devices 
119 of a certain platform. For example, in some embodi 
ments, when a BlackberryTM device is registered, a blank 
policy may be automatically pushed to the device. In some 
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embodiments, a blank policy may be pushed to mobile 
devices 119 of other platforms when those mobile devices 
are registered. 
0097. In some embodiments, MDM application 103 may 
enable an administrative user to initiate and direct manage 
ment functions for groups of one or more mobile devices 119 
So as to precisely control the order, timing, infrastructure 
load, and other parameters of management tasks. As such, 
management module 123c may enable administrative users 
(e.g., systems administrators) to Submit management tasks 
to MDM application 103 as scheduled “jobs.” MDM appli 
cation 103 may then contact each mobile device 119 to 
which a management task applies and initiate the task. The 
mobile device 119 to which a management task was sub 
mitted may complete the task and send back a response so 
as to inform the administrative user that the task has been 
completed. In this manner, the administrative user has 
information regarding the completion of a management task 
that can be used in Scheduling additional management tasks 
or used for other purposes. 
0098. In some embodiments, some mobile devices 119 
may not be reachable (e.g., out of range, platform server 113 
malfunction, etc.) and/or may have problems with the task. 
As such the administrative user may be provided with a 
report regarding the progress of the Submitted jobs/manage 
ment tasks (i.e., which have been completed Successfully, 
percent complete number of mobile devices 119 on which 
the task has been completed out of total mobile devices to 
which task was sent, which have failed, percent failed 
number of mobile devices 119 on which the task failed out 
of total mobile devices to which task was sent, which 
mobile devices 119 are not contactable, which tasks are “yet 
to go.” or other information). 
0099. In some embodiments, when an administrative user 
selects a group of devices for a management task, the 
administrative user may schedule when they want the task to 
be commenced (immediately or at a specific day and time). 
The management task/job may be assigned a unique job 
name or other unique identifier by management module 
123c. 

0100. In some embodiments, management module 123c 
may provide a GUI or other interface, which may enable 
administrative users (e.g., a systems administrator) to view 
a list of scheduled tasks in a job queue (which may be 
scheduled tasks for all managed mobile devices 119a–119m 
or a subset thereof, including single mobile devices 119), the 
progress of each task (which have been completed Success 
fully, percent complete number of mobile devices 119 on 
which the task has been completed out of total mobile 
devices to which task was sent, which have failed, percent 
failed number of mobile devices 119 on which the task 
failed out of total mobile devices to which task was sent). 
which mobile devices 119 are not contactable, which tasks 
are “yet to go.” or other information), a list of tasks from a 
preceding time period (e.g., all tasks from the last 3 months, 
or other time period), or other information. In some embodi 
ments, the administrative user may be able to request that a 
management task be rerun or “retried” (at a scheduled time) 
for any management task/job that has been unsuccessfully 
completed. 

0101. In some embodiment, MDM application 103 may 
enable an administrative user (e.g., a systems administrator) 
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to control the management tasks in the job queue of MDM 
application 103. In some embodiments, the administrative 
user may view the contents of the queue (e.g., the taskS/jobs 
in the queue), delete an individual task/job in the queue, 
flush the queue of jobs (e.g., cancel all taskS/jobs in the 
queue), or perform other functions related to the job/task 
queue. 

0102) In some embodiments, an enterprise may utilize 
other information technology (IT) applications. As described 
above, the enterprise also utilizes enterprise directory 111 for 
authentication and authorization to its network. As any 
additional application (e.g., MDM application 103) should 
comply with existing enterprise policies and use the existing 
Authentication/Authorization/Audit framework in place for 
the existing IT applications, MDM application may use 
enterprise directory 111 for its authentication and authori 
zation. In some embodiments, MDM application 103 may 
utilize or cooperate with additional information technology 
security applications such as, for example, eTrustTM IAM 
Toolkit from CATM, which may provide the basis for the 
security framework of MDM application 103 (e.g., to pro 
vide security authentication/authorization/audit features). In 
Some embodiments, the additional IT security applications 
may provide security-related audit logs associated with 
security that may be sent to still other IT management 
applications. 
0103) In some embodiments, end users and administra 
tive users access (e.g., via portal 109, end user portals, or 
other access points) to MDM application 103 may be 
password protected. In some embodiment, end users and/or 
administrative users may change their password with the aid 
of a systems administrator. In some embodiments, one or 
more rules may define the parameters for passwords used for 
access to MDM application 103 such as, for example, rules 
defining the length of a password, rules requiring for num 
bers in a password, rules requiring special characters in a 
password, password aging, a number of consecutive failed 
log-ons before user disabled, hints for password syntax for 
user on password selection, and/or other rules. 
0104. In some embodiments, additional access security 
functions may be used with MDM application 103 such as, 
for example, logging the time and/or date when a user 
logged in last. 
0105. In some embodiments, access control module 123a 
or other module of MDM application 103 may enable the 
one or more security/access functions described herein 
(including password rules and user id/password mediated 
access control). For example, in some embodiments, an 
administrative user (e.g., a service desk analyst) may only be 
able to view and interact with mobile device and user objects 
of specific groups of end users. This mechanism enables the 
operating enterprise to partition the user population into 
specific geographies or other organizational units and only 
allow specific service desk analysis access to the specified 
partitioned populations. 
0106 MDM application 103 may support both small and 
large enterprises. In some instances, large enterprises may be 
widely distributed geographically and may utilize local 
administrative users dealing with Subsets of end users. As 
such, MDM application 103 may be configured such that the 
management of devices can be decentralized to local centers 
and administrative users operating at those centers may only 
be able to manage local mobile devices 119. 
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0107. In some embodiments, access control module 123a 
may utilize a separate IT security application (e.g. eTrustTM 
IAM Toolkit) and the access control definitions dictating 
access partition of data may be compatible with the separate 
IT security application (for example, the separate IT security 
application may enable access control definitions to be 
defined by a node in enterprise directory 111, where the 
service desk analysts may only be able to view and operate 
on end user information of users below the specified direc 
tory node; e.g., a certain service desk analyst may only 
operate on end users in Canada). 
0108. In some embodiments, access control module 123a 
may provide a GUI or other interface as configuration tools 
to nominate a partition of data service desk analysts. 
0109. In some embodiments, MDM application 103 may 
be available on a 24x7 basis for Support/management of 
mobile devices 119a–119m. In some embodiments, MDM 
application 103 may require an offline maintenance slot of 
not more than an hour each month or 99.9% availability. 
When not off-line for maintenance, MDM application 103 
may be able to initiate all management functions. As such, 
MDM application 103 may support database replication 
features, standby server components, or other features for 
ensuring availability. 
0110. In some embodiments, MDM application 103 may 
include and/or Support a script or process that may be run via 
command line or other interface (e.g., a GUI) or otherwise 
be scheduled to run to backup all databases and any con 
figuration files needed in the event that MDM application 
103/system 101 needs to be restored. In some embodiments, 
MDM application 103 may include or support a script or 
process that may enable an administrative user (e.g., a 
systems administrator) to restore a backup file to rebuild or 
restore an element of system 101 to a known state. 
0111. In some embodiments, MDM application 103 may 
include one or more utilities or modules enabling adminis 
trative users to manage the files on the an OTA content 
server 125, or other content server used with the systems and 
methods of the invention. 

0112 In some embodiments, MDM application 103 may 
include a mechanism so that the enterprise may update 
MDM application 103 by uploading new device definitions 
or other files. In some embodiments, the code (e.g., object 
code or source code) of MDM application 103 or one or 
more modules 123a-123n may be updated and/or patched 
using patch and update procedures. 
0113. In some embodiments, MDM application 103 may 
be scalable whereby multiple MDM servers 105 may be 
utilized (as disclosed herein) to improve OTA management 
performance. In some embodiment, system 101 (e.g., MDM 
application 103, MDM server 105, MDM database 107, 
and/or other elements) may include a distributed architecture 
Such that elements/components may be moved to specific 
hardware platforms for administration and performance rea 
sons. In some embodiments wherein multiple MDM data 
bases 107 are utilized in a distributed fashion, local MDM 
databases 107 may only manage mobile devices 119 that are 
defined as local (e.g., by a query to enterprise directory 111 
or otherwise defined as local), which would define the scope 
of “discovery' and enterprise directory 111 updates. 
0114. As disclosed herein, MDM application 103 may 
support multiple MDM servers 105 so that the management 
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load can be distributed, if necessary. In some embodiments, 
a load sharing algorithm may be used, and, in Some embodi 
ments, may be based on the length of the work queues for 
each MDM server 105. In some embodiments, each MDM 
server 105 may be able to run 100 concurrent sessions 
resulting in completing a predefined number of transactions 
of a predefined type over an hour (in some embodiments, the 
predefined number and transaction types may depend on the 
enterprise size, needs, and/or other factors). In some 
embodiments, all device or client initiated sessions may be 
included in this count. As used herein, a transaction may 
include a discrete connection between one mobile device 
119 and an MDM server 105. In some embodiments, a set of 
design guidelines may be written to assist administrative 
users to scale the product geographically and by adding 
additional MDM servers 105. 

0.115. In some embodiments, MDM application 103 may 
include a monitoring module 123d, which may monitor 
connections at an application level between the various 
components of system 101 and other elements of environ 
ment 100. In some embodiments, the monitored connections 
may include connections between MDM application 103 
and: MDM servers 105, OTA content servers 125, MDM 
database 107, platform servers 113a-113m, enterprise direc 
tory 111, portal 109, or other portions of the IT infrastructure 
of the enterprise. In the event of an error or timeout, MDM 
application 103 may generate an alert which may be sent to 
an administrative user (e.g., a service desk analyst) and/or 
other components of the enterprise’s IT infrastructure. 
0116. As disclosed herein, in some embodiments, MDM 
application 103 may generate alerts of different types such 
as, for example, alerts related to the health of MDM servers 
105, platform servers 113a-113m, or the health or problem 
atic status of other elements utilized by the invention. For 
example, in Some embodiments, if a crucial server or other 
element is Subject to a number of unsuccessful logons that 
exceeds a predetermined threshold, the an alert may be sent 
to one or more administrative users. In another example, if 
the status monitoring mentioned herein indicates that the 
connection between one or more elements used in the 
invention is lost, then an alert may be sent to one or more 
administrative users. In some embodiments, these alerts or 
other alerts or reports disclosed herein may be provided to 
one or more administrative users via email, via a GUI or 
other interface supported by MDM application, or via other 
methods. For example, in Some embodiments, a GUI may 
provide an indication of new alerts. 
0.117) In some embodiments, an administrative user (e.g., 
a systems administrator) may have access to configuration 
files for MDM application 103 so as to maintain the opera 
tional status of system 101. In some embodiments, this 
maintenance may include starting/stopping/rebooting MDM 
servers 105, viewing system/audit/transaction logs/reports, 
configuring external event logging (with eSCC, UEC, etc.), 
configuring plugin connections, configuring enterprise 
directory 111 connections, configuring licensing with IT 
infrastructure applications, or other maintenance. 
0118. In some embodiments, MDM application may pro 
vide Support for multiple language versions (double byte, 
Unicode, etc). 
0119). In some embodiments, MDM application 103 may 
enable administrative users to define the features mobile 
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devices 119a–119n. Administrative users may further setup 
a mobile device tree and define each leave of the tree. In 
Some embodiments, each mobile device manufacturer may 
utilize their own proprietary management objects on the 
device tree (e.g., as in SNMP each device manufacturer has 
their own MIB). MDM application 103 may enable admin 
istrative users to define a definitions file to extend manage 
ment capability. For example, when Nokia releases a new 
series of mobile devices that have extended management 
capability offered through a device management client, an 
administrative user may write a definitions files for the 
extended management capability without having to ship a 
service pack for MDM server 105. In some embodiments, 
these definitions may be able to be downloaded from a 
provider (e.g., a vendor of MDM application 103) or oth 
erwise acquired to install in MDM application 103. Once 
installed, the new mobile devices will be supported by 
MDM application 103. In some embodiments, a list of 
supported mobile devices may be maintained in an XML file 
or file of another format. In some embodiments, an admin 
istrative user may be able to edit this file to indicate only 
those devices used by an enterprise. In some embodiments, 
templates for bootstrapping files or configuration sets for 
newly supported files may be downloaded from a provider 
or otherwise acquired or created. 
0120 In some embodiments, monitoring module 123d or 
other module of MDM application 103 may enable audits of 
operational tasks of MDM application 103, so as to diagnose 
performance and Security issues. AS Such, monitoring mod 
ule 123d may provide an audit log of all operations of MDM 
application 103 for analysis and diagnosis. The audit log 
may define all operations of users (administrative users and 
end users) of MDM application 103. In some embodiments, 
the audit log may include a date, time, user, function, 
function parameters of each operation, or other information. 
In some embodiments, monitoring module 123d may pro 
vide a GUI or other interface to enable administrative users 
to view and sort the log file by date, time, user, function, or 
other criteria. The resultant filtered log file may be provided 
to administrative users as a report. In some embodiments, 
the audit logs may include information regarding OTA 
management tasks or other management tasks. In some 
embodiments, an administrative user may be able to define 
the size and number of the log files. In some embodiments, 
monitoring module 123d may generate an alert to one or 
more administrative users when audit logs are 80% full (or 
other predetermined amount full). In some embodiments, an 
administrative user may define a strategy in the event of a 
full audit file Such as, for example, sending an alert that all 
auditing has terminated (which may otherwise not affect 
MDM application 103 performance), continuing auditing by 
overwriting the oldest audit log, or other strategy. 

0121. As disclosed herein, one or more GUIs or other 
interfaces may be provided/supported by MDM application 
103 and its component modules 123a-123n. 
0122) In some embodiments, as disclosed herein, MDM 
application 103 may provide? support one or more reports 
Such as, for example, reports regarding end-users and/or 
mobile devices 119 which have no associated policy, are not 
registered, or are not bootstrapped; reports regarding policy 
deviations for a given time period (e.g., total % out of 
compliance, top 10 reasons that devices are out of compli 
ance by percentage—e.g., “the largest reason at 56% that 
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devices are out of compliance is "Bluetooth Enabled'. 
followed by “unregistered software' at 23%, etc.); reports 
regarding new policies defined since a certain date; reports 
regarding policy association changes since a certain date; 
reports regarding policies having a particular configuration 
(e.g., showing all policies with BluetoothTM enabled mobile 
devices 119); an executive monthly summary, that may 
include, for example, total devices under management 
(which may be sorted or filtered by end-user roles or 
departments, mobile device types, service providers/opera 
tors or otherwise sorted or filtered), 9% of devices within 
compliance, 96 of devices out of compliance (which may be 
sorted or filtered by end-user roles or departments, mobile 
device types, service providers/operators or otherwise sorted 
or filtered), total number of devices added in a time period 
(which may be sorted or filtered by end-user roles or 
departments, mobile device types, service providers/opera 
tors or otherwise sorted or filtered), total number of devices 
retired in a time period (which may be sorted or filtered by 
end-user roles or departments, mobile device types, service 
providers/operators or otherwise sorted or filtered); and/or 
other reports. 
0123. In some embodiments, management module 123c 
or other module of MDM application 103 may enable 
licensing management of product, Software, or other licenses 
related to mobile devices 119a-119m. In some embodiments, 
management module 123c may enable tracking of the num 
ber of mobile devices 119 that licensed from a particular 
licensor (this quantity may then be compared to the number 
of registered mobile devices 119 in MDM database 107 to 
check for compliance with the license). In some embodi 
ments, management module 123c may provide administra 
tive users with a GUI or other interface that defines a present 
maximum number of mobile devices allowed by a certain 
license and a present total number of registered mobile 
devices applicable to the license. The administrative user 
may then be able to change the license parameters using this 
GUI using a new license key. In some embodiments, MDM 
server 105 may operate on any size processor and a key that 
identify the largest tier will be used to generate license keys. 
0.124. In some embodiments, monitoring module 123d or 
other module of MDM application 103 may perform a scan 
of any data stores or tracking systems utilized by platform 
servers 113 to track their respectively supported mobile 
devices 119 (e.g. a scan of a BESTM database to track 
BlackberryTM mobile devices 119). In this manner, MDM 
application may maintain an inventory and status of all 
devices using the tracking and storage systems of the 
individual platform servers 113, thus removing the need to 
manually interact with the mobile devices 119 themselves, 
which further provides operability with a plurality of mobile 
device platforms. In some embodiments, this scan may be 
preformed on a predetermined interval (e.g., daily or other 
interval) or in an ad-hoc-manner. In some embodiments, a 
report of the changes each from the previous scan may be 
provided to an administrative user. The scan may include an 
inventory of each mobile device 119 for a certain platform 
including: a device end user; the end-user's enterprise role 
and/or department; a phone number associated with the 
mobile device; a mobile device type; a service provider/ 
operator associated with the mobile device; an IMEI or other 
identification number associated with a mobile device; a 
identifier or description of the policy or configuration set 
applied to a mobile device; a platform server 113, mail 
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server, and/or other server associated with a mobile device; 
any platform specific agents used with a mobile device, and 
any version information (e.g., operating system or other 
software version information) associated with a mobile 
device. 

0125. In some embodiments, monitoring module 123d or 
other module of MDM application 103 may generate device 
status alerts for each mobile device Such as, for example, 
loss of connectivity, email timeout, policy timeout, last 
contact time, or other status. 

0126. In some embodiments, a web services module 123e 
or other module of MDM application may provide web 
services to one or more platform servers 113a-113m, so as to 
enable web services and web-based interaction between 
platform servers 113a-113m and MDM application 103. In 
some embodiments, web services module 123e may be 
loaded on and/or run on platform servers 113a-113m. In 
some embodiments, web services module 123e may provide 
a GUI or other interface enabling administrative users (e.g., 
a systems administrator) to define a web services connection 
between platform servers 113 and MDM application 103. 
The GUI or other interface may also be able to provide status 
information regarding one or more platform servers 113a 
113. 

0127. In some embodiments, wherein mobile devices 119 
Support email functionality, an administrative user may be 
able to automatically test end-to-end email connectivity of 
mobile devices via a “Email ping function provided by 
MDM application 103 that includes a crafted test email. The 
email ping function may provide help messages to assist the 
administrative user in diagnosing the results of the ping. The 
email ping function may use a "-confirm>' option in the 
email message to receive an returned email to confirm 
delivery at a mobile device. 

0128. In some embodiments, monitoring module 123d or 
other module of MDM application 103 may detect inactivity 
of mobile devices over some specified time. This function 
enables immediate deactivation of mobile devices or work 
flow processes that enable administrative users to choose to 
deactivate individual mobile devices 119. 

0129. While the operations of the methods or processes 
described herein may have been provided in a certain order, 
orders of operations may be used within the scope of the 
invention. Furthermore, in some embodiments, more or less 
of the provided operations may be used within the scope of 
the invention. 

0130. In some embodiments, the invention may provide 
a computer readable medium having computer readable 
instructions thereon, for instructing one or more processors 
to perform some or all of the process, operations or other 
features and functions described herein. 

0131 While particular embodiments of the invention 
have been described, it is to be understood that modifications 
will be apparent to those skilled in the art without departing 
from the spirit of the invention. The scope of the invention 
is not limited to the specific embodiments described herein. 
Other embodiments, uses and advantages of the invention 
will be apparent to those skilled in art from the specification 
and practice of the invention disclosed herein. 
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What is claimed is: 
1. A system for managing a plurality of mobile devices of 

an organization via a common interface, the system com 
prising: 

a registration module that receives an identifier for each of 
the plurality of mobile devices, wherein the identifier 
indicates a platform Supporting each of the plurality of 
mobile devices; and 

a management module that receives a management task 
definition for a management task to be performed on at 
least two of the plurality of mobile devices and deter 
mines, using identifiers from the at least two mobile 
devices, a first platform Supporting at least a first of the 
at least two mobile devices and a second platform 
Supporting at least a second of the at least two mobile 
devices, 

wherein the management module provides instructions to 
one or more modules specific to the first platform for 
performing the management task on at least the first 
device and provides instructions to one or more mod 
ules specific to the second platform to perform the 
management task on at least the second device, and 

wherein the one or more modules specific to the first 
platform perform the management task on at least the 
first device using, at least in part, wireless communi 
cation with at least the first device, and the one or more 
modules specific to the second platform perform the 
management task on at least the second device using, at 
least in part, wireless communication with at least the 
second device. 

2. The system of claim 1, wherein the registration module 
receives end user information regarding at least one end user 
for one or more of the at least two mobile devices, wherein 
the end user information includes enterprise role information 
regarding the at least one end user's association with the 
organization and wherein the management task definition is 
based at least in part on the enterprise role information. 

3. The system of claim 2, wherein the registration module 
receives the end user information from an enterprise direc 
tory associated with the organization. 

4. The system of claim 1, wherein the management task 
includes applying a policy to the at least two mobile devices, 
the policy including one or more configuration sets speci 
fying configuration information for the at least two mobile 
devices. 

5. The system of claim 4, wherein the number of con 
figuration sets in the policy equals the number of different 
platforms supporting one or more of the at least two mobile 
devices. 

6. The system of claim 1, wherein the management task 
includes retrieving status information from the at least two 
mobile devices. 

7. The system of claim 6, wherein the status information 
includes at least a logical state of each of the at least two 
mobile devices, the logical state including an indication of 
the use of each of the at least two mobile devices as an asset 
within the organization. 

8. The system of claim 1, wherein the management 
module receives a response to the instructions to perform the 
management task from the one or more modules specific to 
the first platform and the one or more modules specific to the 
second platform, the response indicating a status of the 
management task. 
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9. The system of claim 8, wherein the status of the 
management task includes an indication that the manage 
ment task has been Successfully performed, the management 
task has not been Successfully performed, or device not 
reachable. 

10. A method for managing a plurality of mobile devices 
of an organization via a common interface, the method 
comprising: 

receiving an identifier for each of the plurality of mobile 
devices, wherein the identifier indicates a platform 
Supporting each of the plurality of mobile devices; 

receiving a management task definition for a management 
task to be performed on at least two of the plurality of 
mobile devices; 

determining, using identifiers from the at least two mobile 
devices, a first platform Supporting at least a first of the 
at least two mobile devices and a second platform 
Supporting at least a second of the at least two mobile 
devices; 

providing instructions to one or more modules specific to 
the first platform for performing the management task 
on at least the first device; and 

providing instructions to one or more modules specific to 
the second platform to perform the management task on 
at least the second device, and 

wherein the one or more modules specific to the first 
platform perform the management task on at least the 
first device using, at least in part, wireless communi 
cation with at least the first device, and the one or more 
modules specific to the second platform perform the 
management task on at least the second device using, at 
least in part, wireless communication with at least the 
second device. 

11. The method of claim 10, further comprising receiving 
end user information regarding at least one end user for one 
or more of the at least two mobile devices, wherein the end 
user information includes enterprise role information 
regarding the at least one end user's association with the 
organization and wherein the management task definition is 
based at least in part on the enterprise role information. 

12. The method of claim 11, wherein the registration 
module receives the end user information from an enterprise 
directory associated with the organization. 

13. The method of claim 10, wherein the management 
task includes applying a policy to the at least two mobile 
devices, the policy including one or more configuration sets 
specifying configuration information for the at least two 
mobile devices. 

14. The method of claim 13, wherein the number of 
configuration sets in the policy equals the number of differ 
ent platforms Supporting one or more of the at least two 
mobile devices. 

15. The method of claim 10, wherein the management 
task includes retrieving status information from the at least 
two mobile devices. 

16. The method of claim 15, wherein the status informa 
tion includes at least a logical state of each of the at least two 
mobile devices, the logical state including an indication of 
the use of each of the at least two mobile devices as an asset 
within the organization. 
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17. The method of claim 10, further comprising receiving 
a response to the instructions to perform the management 
task from the one or more modules specific to the first 
platform and the one or more modules specific to the second 
platform, the response indicating a status of the management 
task. 

18. The method of claim 17, wherein the status of the 
management task includes an indication that the manage 
ment task has been Successfully performed, the management 
task has not been Successfully performed, or device not 
reachable. 

19. A system for managing a plurality of mobile devices 
of an organization via a common interface, comprising: 

a registration module that receives location information 
regarding end user information within an enterprise 
directory and retrieves end user information regarding 
at least one of a plurality of end users from the 
enterprise directory using the location information, 
wherein the retrieved end user information includes 
information relating to one or more mobile devices of 
the plurality of mobile devices associated with the at 
least one end user and enterprise role information 
regarding the at least one end users association with 
the organization; and 

a management module that determines a management task 
definition for a management task to be performed on 
the one or more mobile devices, at least in part using 
the enterprise role information, and provides instruc 
tions to the one or more mobile devices for performing 
the management task using, at least in part, wireless 
communication. 

20. The system of claim 19, wherein the location infor 
mation includes a path name for the enterprise directory. 

21. The system of claim 19, wherein the enterprise role 
information includes information that is used to determine 
the at least one end user's data permissions within the 
organization. 

22. The system of claim 19, wherein employees of the 
organization are associated with one or more departments of 
the organization and wherein enterprise role information 
includes information regarding one or more departments 
associated with the at least one end user. 

23. The system of claim 19, wherein the management task 
includes applying a policy to the one or more mobile 
devices, the policy including one or more configuration sets 
specifying configuration information for the at least two 
mobile devices. 

24. The system of claim 19, wherein the management 
module provides instructions to one or more modules spe 
cific to a platform of each of the one or more mobile devices, 
wherein the one or more modules specific to the platform 
perform the management task on the one or more mobile 
devices using, at least in part, wireless communication. 

25. A method for managing a plurality of mobile devices 
of an organization via a common interface, comprising: 

receiving location information regarding end user infor 
mation within an enterprise directory; 

retrieving end user information regarding at least one of 
a plurality of end users from the enterprise directory 
using the location information, wherein the retrieved 
end user information includes information relating to 
one or more mobile devices of the plurality of mobile 
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devices associated with the at least one end user and 
enterprise role information regarding the at least one 
end user's association with the organization; 

determining a management task definition for a manage 
ment task to be performed on the one or more mobile 
devices, at least in part using the enterprise role infor 
mation; and 

providing instructions to the one or more mobile devices 
for performing the management task using, at least in 
part, wireless communication. 

26. The method of claim 25, wherein the location infor 
mation includes a path name for the enterprise directory. 

27. The method of claim 25, wherein the enterprise role 
information includes information that is used to determine 
the at least one end user's data permissions within the 
organization. 
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28. The method of claim 25, wherein employees of the 
organization are associated with one or more departments of 
the organization and wherein enterprise role information 
includes information regarding one or more departments 
associated with the at least one end user. 

29. The method of claim 25, wherein the management 
task includes applying a policy to the one or more mobile 
devices, the policy including one or more configuration sets 
specifying configuration information for the at least two 
mobile devices. 

30. The method of claim 25, further comprising providing 
instructions to one or more modules specific to a platform of 
each of the one or more mobile devices, wherein the one or 
more modules specific to the platform perform the manage 
ment task on the one or more mobile devices using, at least 
in part, wireless communication. 

k k k k k 

Petitioner Ex 1006, p. 25
Zimperium v. Taasera, IPR2024-00007




