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SYSTEM AND METHOD FOR A MOBILE
CROSS-PLATFORM SOFTWARE SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is related to the following
co-pending U.S. patent applications: U.S. patent application
Ser. No. [1129.02], entitled “SECURITY STATUS AND
INFORMATION DISPLAY SYSTEM,” U.S. patent applica-
tion Ser. No. [1129.03], entitled “SECURE MOBILE PLAT-
FORM SYSTEM,” U.S. patent application Ser. No. [1129.
05], “SYSTEM AND METHOD FOR ATTACK AND
MALWARE PREVENTION,” and U.S. patent application
Ser.No. [1129.06], entitled “SYSTEM AND METHOD FOR
MONITORING AND ANALYZING MULTIPLE INTER-
FACES AND MULTIPLE PROTOCOLS,” all of which are
hereby incorporated by reference.

FIELD

[0002] The present invention relates generally to mobile
software, and specifically, to creating a cross-platform system
for mobile communication devices.

BACKGROUND

[0003] The mobile market has grown significantly in the
last few years. As new mobile communications devices come
to market, each offers new sets of hardware features that are
attractive and useful to consumers. Unfortunately, software
development for mobile communications devices has not
kept pace with hardware development. This is because each
mobile communications device will often use a different
operating system, software platform, or set of application
program interfaces (“APIs”), even if each mobile communi-
cations device is made from the same manufacturer. Addi-
tionally, each mobile communications service provider or
carrier will often customize the performance, configuration,
and interface for each device that it services. As a result, there
is wide divergence between the software platforms and soft-
ware development for mobile communications devices.

[0004] In order to unify the different software platforms
available for mobile communications devices in a market
where there are numerous manufacturers and providers, there
has been some effort to develop cross-platform solutions.
Cross-platform refers to operating systems or software appli-
cations that are designed to work on multiple platforms with-
out requiring significant changes to the underlying software
code. In general, cross-platform architecture is more common
and more easily implemented on desktop computing plat-
forms due to the availability of memory and processing
resources and the standardization of interfaces on each type of
platform. Desktop cross-platform systems do not transfer
well to mobile devices that lack these resources. Instead,
cross-platform developers will sacrifice or adopt different
methodologies in order to provide a system that is powerful
enough to handle different applications across as many plat-
forms as possible, while maintaining a low memory footprint.
[0005] The typical cross-platform system will comprise a
component or module that is platform-independent, a com-
ponent or module that is platform-specific, and an abstraction
layer that may be utilized by either of the other components.
These components or modules are generally software-based,
but are designed to incorporate the commonalities and unique
differences of the hardware upon which they are installed.
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Each component will communicate with others using its own
API. This presents a problem in not having a uniform API for
developers to use. In order to provide compatibility on as
many devices as possible, developers will abstract the under-
lying platform such that the various differences are not appar-
ent. For example, the abstraction layer’s APl is often designed
to be general and non-specific to the platform upon which it
operates or the functionality it is being used to implement.
Additionally or alternatively, the cross-platform system may
incorporate a powerful all-inclusive abstraction layer that
provides some functionality that is duplicated between plat-
forms, thereby implementing a general, multi-purpose layer.
As such, the “powerful” abstraction layer is designed to
account for all of the different features and desired function-
alities implemented by utilizing that layer. While in theory,
this provides some cross-platform features for arbitrary types
of software, in reality, low-level features that require full
integration with a device’s operating system are ignored,
since this type of abstraction layer design tends to isolate
platform-specific and platform-independent components.
Further, building such an all-inclusive abstraction layer
requires a large body of software code, which can be difficult
to manage when maintaining platform abstraction layers for
different platforms. What is therefore needed is a way to
develop and build a cross-platform system that provides both
high and low-level mobile device integration without taxing
mobile device resources. What is further needed is a cross-
platform system that may be implemented on any mobile
communications device, regardless of manufacturer or ser-
vice provider. What is also needed is a more lightweight
abstraction layer that does not compromise power or func-
tionality.

[0006] Because of the design of previous cross-platform
systems and methods, the testing or quality assurance (“QA”)
of these systems is tedious and difficult. Each platform-spe-
cific component must be tested. Changes to the code for the
different components require writing new testing code to
evaluate these new changes. What is therefore needed is a
more efficient way to test the cross-platform system.

[0007] Currently, there are multiple mobile device operat-
ing systems that each cannot run software built for other
operating systems. As such, developers must build software
specifically for a mobile device operating system, and there-
fore the mobile software market is said to be “fragmented.”
Recently, there has been some effort to create common oper-
ating system environments for emerging mobile communica-
tions devices. For example, Google® and the Mobile Handset
Alliance® have developed a mobile communications device
platform and operating system called Android™. Other com-
mon operating systems such as Windows Mobile®, Apple
iPhone™, Research in Motion’s Blackberry®, and Sym-
bian® also exist. While using a common operating system is
an effective solution to reduce fragmentation, it is unlikely to
eliminate the problem. As long as there are multiple platforms
that have significant market-share, software applications will
need to run on the multiple platforms in order to achieve
market penetration.

[0008] Some developers endorse virtualization as a pos-
sible solution. For example, Java® ME has been proposed as
a viable cross-platform for mobile communications devices.
However, it is well-known that running a virtual machine on
a mobile communications device will typically tax its
resources to the point of significant performance degradation.
Further, virtual machine architecture is designed to be generic
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and therefore offers little to no access to the particular device
running the virtual machine software. As such, running a
virtual machine on a mobile communications device is not a
desirable solution for highly-integrated software, such as
security software, drivers and other software that signifi-
cantly interfaces with the device’s operating system.

[0009] Another cross-platform solution for mobile com-
munications devices is the adoption of a common binary
runtime environment, such as Qualcomm’s BREW®. How-
ever, BREW is proprietary and limited to devices built upon
or approved by Qualcomm®. As such, there are significant
limitations as to the type, scope and breadth of applications
allowable on BREW. Additionally, developers are restricted
from accessing the low-level (operating system) features of
the mobile communications device, which limits the amount
of customization and integration available.

[0010] While these early efforts provide some cross-plat-
form functionality, they are not adequate for highly-inte-
grated software. What is therefore needed is a more efficient
way for creating, developing and testing a cross-platform
system for mobile communications devices that is easy to
manage, implement and update.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present invention is illustrated by way of
example and not limitation in the figures of the accompanying
drawings, in which like references indicate similar elements,
and in which:

[0012] FIG. 1 is an exemplary block diagram depicting an
embodiment of the present invention.

[0013] FIG. 2 is an exemplary block diagram depicting an
embodiment of the present invention.

[0014] FIG. 3 is an exemplary block diagram depicting an
embodiment of the present invention.

[0015] FIG. 4 is an exemplary block diagram depicting an
embodiment of the present invention.

[0016] FIG. 5 is an exemplary block diagram depicting an
embodiment of the present invention.

[0017] FIG. 6 is an exemplary flow diagram illustrating the
steps of an embodiment of the present invention.

[0018] FIG.7 is an exemplary flow diagram illustrating the
steps of an embodiment of the present invention.

[0019] FIG. 8 is an exemplary flow diagram illustrating the
steps of an embodiment of the present invention.

[0020] FIG.9is an exemplary flow diagram illustrating the
steps of an embodiment of the present invention.

DETAILED DESCRIPTION

[0021] The present invention is a system and method for
creating, testing and providing a cross-platform software sys-
tem for a mobile communications device. The present inven-
tion comprises a platform-independent or “core” component,
aplatform-specific component, and a lightweight abstraction
layer component that may or may not be interdependent to the
platform-independent core. The abstraction layer component
may depend on the platform-independent component in order
to access the functionalities of the platform-independent
component. As will be explained further below, this architec-
ture provides a cross-platform system on the mobile commu-
nications device platform without sacrificing functionality or
power. Additionally, each component may communicate with
the other using a common API, as opposed to different APIs
as is common in the prior art. As will be also discussed further
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below, this architecture also streamlines the QA process since
it allows for the re-use of testing code and systems.

[0022] As used herein, the term “mobile communications
device” refers to mobile phones, PDAs and smartphones, but
excludes laptop computers, notebook computers or sub-note-
book computers. Specifically, mobile communications
devices include devices for which voice communications are
a primary function, but may offer data or other wireless Inter-
net access capabilities. As used herein, a “mobile communi-
cations device” may also be referred to as a “mobile device,”
“mobile client,” or “handset.” However, a person having skill
in the art will appreciate that while the present invention is
disclosed herein as being used on mobile communications
devices, the present invention may also be used on other
computing platforms, including desktop, laptop, notebook, or
server computers.

[0023] It should be appreciated that the present invention
can be implemented in numerous ways, including as a pro-
cess, an apparatus, a system, a device, a method, or a com-
puter readable medium such as a computer readable storage
medium containing computer readable instructions or com-
puter program code, or a computer network wherein com-
puter readable instructions or computer program code are
sent over optical or electronic communication links. Appli-
cations, software programs or computer readable instructions
may be referred to as components or modules. Applications
may take the form of software executing on a general purpose
computer or be hardwired or hard coded in hardware. Appli-
cations may also be downloaded in whole or in part through
the use of a software development kit or toolkit that enables
the creation and implementation of the present invention. In
this specification, these implementations, or any other form
that the invention may take, may be referred to as techniques.
In general, the order of the steps of disclosed processes may
be altered within the scope of the invention.

A. System Architecture

[0024] FIG. 1 illustrates an exemplary cross-platform sys-
tem architecture embodiment of the present invention. As
shown, the cross-platform system may include a core plat-
form-independent software component 101 and a platform-
specific component 111. In addition, the system may include
an abstraction layer component 121 that is coupled with plat-
form-independent component 101. The platform-indepen-
dent component 101 may present a common API and may
provide a code library common to all mobile communications
device platforms, regardless of manufacturer, service pro-
vider or operating system. This common API may enable
communication with portions of the present invention, such
as platform-specific component 11 1, as well as other com-
ponents of a mobile communications device. Similarly, plat-
form-specific component 111 may communicate with por-
tions of the present invention, such as platform-independent
component 101, as well as other components of the mobile
communications device, such as operating system 131. One
will appreciate that the different components in FIG. 1 may
communicate or implement functionalities with one another
using respective APIs; however, in an embodiment, all of the
components of FIG. 1 communicate using a common API.
Despite their interconnectedness, each component may be
purposefully and explicitly separate from the other.

[0025] By way of example, FIG. 5 illustrates the intercon-
nectedness between the different components of FIG. 1. Plat-
form-independent component 101 may be comprised of plat-
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form-independent software source code that communicates
and interfaces with the other components by exposing the
common API. As shown, platform-independent component
101 may communicate with abstraction layer component 121
using the common API. In turn, abstraction layer component
121 may communicate with platform-independent compo-
nent 101 using the common API.

[0026] Platform-independent component 101 may also
communicate with platform-specific component 111 through
the use of one or more dynamic extensions. For example,
dynamic extensions may be registered with platform-inde-
pendent component 101 that may call platform-specific com-
ponent 111 when necessary or desirable. Dynamic extensions
are discussed in more detail below. Platform-specific compo-
nent 111 may communicate with platform-independent com-
ponent 101 and/or abstraction layer component 121 using the
common API.

[0027] Other examples of how an application built for use
on the cross-platform system are discussed further below.
One will appreciate that the above lists are merely exemplary
and are not intended to limit the present invention to any one
embodiment.

B. Cross-Platform Functionality

[0028] Using the system architecture illustrated in FIG. 1
and the messaging pathways illustrated in FIG. 5, the present
invention achieves efficient cross-platform functionality by
utilizing the specific features of each device platform and/or
provider, while at the same time utilizing a powerful plat-
form-independent component 101 library and API as a com-
mon code base for all devices. In an embodiment, the cross-
platform system relies upon a more specific abstraction layer
component 121 than prior art systems. As such, even though
abstraction layer component 121 exposes the same API on all
mobile communications device platforms, the underlying
implementation of the applications running on the cross-
platform system differs.

[0029] As shown in the figures, the platform-independent
component 101 is designed to call and be called by abstrac-
tion layer component 121. As previously discussed, prior art
systems lack this type of cross-communication. Specifically,
prior art cross-platform systems include the capability to call
an abstraction layer, but the abstraction layer does not neces-
sarily depend upon or integrate with the calling component.
In the present invention, platform-independent code may be
incorporated in platform-independent component 101 such
that the applications executed on the cross-platform system
are minimally implemented in the abstraction layer compo-
nent 121, and instead rely more on platform-independent
component 101 libraries. As such, in the present invention,
[0030] FIG. 5 therefore illustrates the various messaging
paths utilized by the system components of the present inven-
tion. The common API may facilitate this communication and
allow access or calling within the system. This enables sepa-
ration of the various components of the present invention to
determine the most efficient use of the system architecture.
Development for the cross-platform system is discussed in
more detail below. However, at a high level, one will appre-
ciate that platform-independent component 101 exposes a
common platform-independent API that provides common
functions regardless of the mobile device being used. These
functions include but are not limited to a XML parser or
generator, the software configuration for the mobile device,
an anti-virus engine, an attack prevention engine, an anti-
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spam engine, a data protection system, a registration/authen-
tication system, a logging or reporting system, a server com-
munications system, data-type extensions, a memory
manager or a database system (see FIG. 2).

[0031] The platform-specific component 111 may provide
for functionalities that are not common to all mobile commu-
nications device platforms. For example, as shown in FIG. 3,
these may include data protection providers, anti-spam
sources, attack prevention sources, anti-virus sources, [PC,
GUI, sync providers, hook management and driver loading.
The abstraction layer component that integrates with plat-
form-independent component 101 and communicates with
and between platform-independent component 101 and plat-
form-specific component 121 may provide or access other
functionalities, such as missing ANSI C functions, network
interfaces, file system access, phone or device information,
secure storage, an updater, threading, processes, inter-process
communication, user interface or callbacks or other actions
(FIG. 4). abstraction layer component 121 allows most appli-
cation functionalities to execute using platform-independent
code. However, the figures also illustrate that platform-inde-
pendent component 101 may be called by platform-specific
component 111, thereby enabling those functionalities that
require platform-specific code. The various platform-inde-
pendent component 101 and platform-specific component
111 code libraries may reside on the device itself, may be
accessible on a server, or a combination of both.

[0032] This architecture encourages application develop-
ment that is more efficient and provides better integration
with minimal code duplication on the mobile device platform
that eventually runs the application. In addition, it allows for
the easy creation and maintenance of a software application
across multiple handset platforms, minimizing the amount of
code that needs to be “ported”, re-written, or conditionally
compiled/executed. The architecture is designed to isolate the
various components that may differ on each device platform
from those components that do not differ, while still allowing
platform-specific functionality to take advantage of the plat-
form-independent and abstraction components. The develop-
ment of a software application for this architecture is dis-
cussed further in the next section. Implementation of such an
application is discussed below.

[0033] FIGS. 8 and 9 illustrate how some applications may
be developed for the cross-platform embodiment of the
present invention. As such, one will appreciate that the
present invention includes the cross-platform system, as well
as applications developed using the cross-platform system on
a mobile communications device. The actual development
process is illustrated in FIGS. 6 and 7, discussed in the next
section.

[0034] FIG. 8 depicts a simple virus scanning system on a
mobile communications device in which platform-indepen-
dent component 101 and the abstraction layer component 121
are interdependent. In other words, in this embodiment, the
abstraction layer is integrally tied to the platform-indepen-
dent component that it is supporting. In step 801 of FIG. 8, a
virus scan may be initiated by using the GUI of the mobile
communications device. Because a GUI may differ between
mobile communications devices, initiating a virus scan using
the GUI may require identitying the platform-specific char-
acteristics of each device. As such, the platform-specific com-
ponent 111 of the cross-platform system will likely enable
this functionality. In step 803, the platform-independent com-
ponent 101 receives the request to scan data files stored in a
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directory on the mobile communications device. The method
of receiving such a command and performing the scan will
likely not differ between each mobile communications
device. In other words, the cross-platform anti-virus system
will typically use the same detection engines to identify mal-
ware and viruses between platforms. As such, the platform-
independent component 101 can be tasked with handling
such a scan. An example of such a scan is described in co-
pending U.S. patent application Ser. No. [1129.05], entitled
“SYSTEM AND METHOD FOR ATTACK AND MAL-
WARE PREVENTION,” incorporated in full herein.

[0035] Accessing the directories and underlying files sys-
tem of a mobile communications device is typically
abstracted to a separate interface to avoid direct interaction
with the data. As such, platform abstraction layer component
121 may enable the function of locating the files in the direc-
tory identified for scanning (step 805). A list of these files may
be created by platform-independent component 101 since it
will eventually perform the scan (step 807). The steps of
identifying files and building a list of those files will be jointly
performed or enabled by abstraction layer component 121
and platform-independent component 101 (steps 809, 811,
813, 815, 817). Once complete, the platform-independent
component 101 may enable a scan of the identified files (step
819). Results may then be outputted to a display specific to
the mobile communications device (step 821). As such, this
final step may be performed or enabled by the platform-
specific component 111. An example of how such informa-
tion might be displayed is discussed in co-pending U.S.
patent application Ser. No. [1129.02], entitled “SECURITY
STATUS AND INFORMATION DISPLAY SYSTEM,”
incorporated in full herein.

[0036] FIG. 9 illustrates an intrusion prevention system
using the cross-platform system embodiment of the present
invention. This system may be similar to that described in
co-pending U.S. patent application Ser. No. [1129.06],
entitled “SYSTEM AND METHOD FOR MONITORING
AND ANALYZING MULTIPLE INTERFACES AND
MULTIPLE PROTOCOLS;,” incorporated in full herein. As
FIG. 9 shows, the balance of functionalities between the
platform-specific component 111, platform-independent
component 101 and the abstraction layer component 121 may
vary depending upon the functionality being enabled or uti-
lized on a mobile communications device. In step 901, data is
intercepted in the OS networking subsystem of the mobile
communications device. The platform-specific component
111 may enable this functionality to provide access to net-
working subsystems and network access points that may dif-
fer from device to device. However, the processing of this
intercepted data will likely not differ from device to device.
As such, in step 903, the platform-independent component
101 may handle this processing to determine if the inter-
cepted data contains any vulnerabilities or other security
threats (step 905). If not, then the data is allowed to proceed to
its intended destination for further processing, which may be
the next OS networking subsystem component (step 907).
One will appreciate that the abstraction layer component 121
was not involved in this transaction because there were no
functions that needed to be abstracted. In this embodiment,
the abstraction layer is therefore not interdependent on any
other component of the cross-platform system.

[0037] However, ifa vulnerability or security threat is iden-
tified by the platform-independent component 101, then the
platform-independent component 101 may create and store a
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log entry or otherwise record the security event (step 909).
The function of appending the log entry to a log file may be
performed by the abstraction layer component 121 (step 911),
since this may be considered a file system or data file inter-
action not suited for the platform-independent component
101. Treatment of the infected data, such as rejection from
further processing, deletion or quarantine, may be handled by
the platform-specific component 111 since the process of
implementing treatment may differ between mobile commu-
nications devices (step 913).

[0038] The above examples illustrate some benefits of the
present invention. One will appreciate that when applied to
mobile device security software, the present invention helps
combat criminal and cyber-terrorist attacks by enabling rapid
response to emerging threats. Mobile communications
devices are already recognize as an integral part of society’s
infrastructure, supporting data and voice communications for
commerce, government and security. As such, it is of extreme
importance to the functioning of both government and com-
merce that such devices remain functional and not compro-
mised. As discussed previously and throughout, the present
invention allows security functionality to be written in plat-
form-independent code, even though this functionality needs
to be tightly integrated with the operating system on which it
runs. Cyber-attacks can thereby be stopped on all supported
platforms by adding security and protection functionality to
the platform-independent component and deploying an
updated version of the security software. By requiring only
one version of the protection functionality for these cyber-
attacks, the present invention enables a substantial increase in
the ability to respond quickly to vulnerabilities affecting mul-
tiple mobile device platforms.

[0039] Inpriorart cross-platform systems and methods, the
abstraction layer, in addition to including abstracted function-
alities, also includes platform-specific and platform-indepen-
dent functionalities. In the present invention, the abstraction
layer does not include these different functionalities. Instead,
the abstraction layer component 121 is kept lightweight, and
is designed to rely on abstracted functionalities provided by
the platform-independent component 101. Conversely, plat-
form-independent component 101 may call abstraction com-
ponent 121 as needed, thereby ensuring a two-way interde-
pendency, when optimal, between platform-independent
component 101 and abstraction component 121. As a result,
during software development for the present invention’s
cross-platform system, a greater proportion of software code
may be cross-platform.

[0040] The present invention therefore functions by virtue
of the tightly integrated and non-general abstraction layer
component 121. Because of the specific design of the abstrac-
tion layer component 121, the present invention provides
cross-platform functionality for low-level functions, such as
security or other features that require communication with a
device’s operating system. Additionally, the present invention
does not require much code duplication between platforms. A
greater proportion of code may be written to the platform-
independent component 101, thereby lightening the abstrac-
tion layer 121 and enabling more devices to be cross-plat-
form.

C. Development for the Cross-Platform System

[0041] As previously discussed, application development
for the cross-platform system of the present invention may
require that software engineers and programmers determine
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initially which features of the application can depend upon
platform-independent functionalities, and which features can
depend upon platform-specific functionalities. Development
may involve compiling programs and code using portions of
the cross-platform system library that may stored on a remote
server, or may involve using a toolkit or similar software
development kit that contains portions of the cross-platform
library stored locally. Developers may upload finished or
partially finished applications to a server or servers for distri-
bution to mobile communications device users, thereby
ensuring distribution and verification on different devices.
These applications may then be downloaded or otherwise
transferred to a mobile communications device, regardless of
the hardware or software platform, so long as the device or the
software being downloaded contains the cross-platform sys-
tem.

[0042] By way of example, FIG. 6 illustrates a possible
software development method for creating or adding a new
feature to a mobile communications device that may rely
upon some platform-specific functionality. In step 601, the
platform-independent feature may initially be developed. The
software engineer may then determine if any new abstracted
platform-specific functionality is required for the platform-
independent feature (step 603). If so, then in step 605, plat-
form-independent code for any common functionality in new
platform-specific abstraction code may be added. This new
platform-specific abstraction code may then be added to all
required platforms (step 607). Cross-platform tests must then
be performed to verify the new platform-specific abstraction
API (step 609). Alternatively, tests may be performed to
verify compatibility with the common API. If the tests are
successful and the platform-specific code performs as
expected, then the new platform-specific code may be added
to all required platforms, thereby integrating the new feature
(step 611).

[0043] In some instances, the software engineer or pro-
grammer may need to integrate a new mobile communica-
tions device with the present invention’s cross-platform sys-
tem. This may require an evaluation of the device’s
configuration and features, and a determination of which
aspects of the device may rely upon the platform-independent
component 101 already adopted and implemented across all
other previously-integrated mobile communications devices,
as well as a determination of the platform-specific features
that can be integrated into a new platform-specific component
111 for the new device. Further, this may necessarily require
development of an abstraction layer component 121 to imple-
ment and interface with the platform-independent component
101 and the platform-specific component 111 that will be
installed for the new device.

[0044] FIG. 7 illustrates an exemplary cross-platform
development method to add support for a new mobile com-
munications device or platform. In step 701, the abstraction
layer component 121 may be developed for the new device or
platform. The new abstraction layer component 121 must
then be tested using platform-independent verification to
ensure that the abstraction layer component 121 code per-
forms as expected. Since the mobile communications device
itself may include functionalities, features or hardware com-
ponents that differ from other devices, these different func-
tionalities may be addressed through dynamic extensions.
These dynamic extensions may be developed for the new
platform (step 705). Verification of these dynamic extensions
may also be tested using platform-independent tests (step
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707). Once the dynamic extensions and abstraction layer
component 121 have been verified, the platform-specific code
may be added to the mobile communications device (step
709), thereby integrating the platform-independent compo-
nent 101, abstraction layer component 121 and platform-
specific component 111 on the device.

[0045] In the previous example, the software engineer or
programmer may need to consider developing dynamic
extensions for and on the mobile communications device.
One will appreciate that service providers for these devices
may request that certain device functions be disabled or
removed. Similarly, one will appreciate that even though two
devices may use the same operating system, they perform
functions differently. Dynamic extensions offer a way to take
advantage of the individual features of a mobile communica-
tions device that may not be present on other mobile commu-
nications device, even if those devices are from the same
manufacturer or use the same operating system. By adding
dynamic extensions for the mobile communications device
during development (step 705), the cross-platform system of
the present invention may recognize and determine the
unique functionalities of the device at run-time.

[0046] For example, software may be developed for an
entire mobile device platform or operating system, such as
Android™ or Windows Mobile®. However, specific mobile
communications devices that run the Android platform may
differ from other devices running the Android platform. Spe-
cifically, some devices may possess functionalities that do not
exist on others (such as a SIM card contact-list storage). By
developing and adding dynamic extensions to the cross-plat-
form system of the present invention, the system may deter-
mine which dynamic extensions it may wish to register with
the platform-independent component 101 on the device,
thereby allowing a single executable to support a variety of
individual device configurations on the platform.

[0047] One will appreciate that the above examples
describe a few exemplary methods for developing and adding
to the cross-platform system of the present invention. The
above examples are not intended to limit the invention in any
way, and one will appreciate that other development methods
are possible without departing from this disclosure or the
scope of the present invention.

D. Quality Assurance/Testing for the Cross-Platform System

[0048] As previously discussed, the system architecture of
the present invention streamlines the testing and verification
of applications for the cross-platform system. An embodi-
ment of the present invention contemplates a common plat-
form-independent component 101 for all mobile communi-
cations device platforms that communicates with the
platform abstraction layer component 121. In other words,
the abstraction layer component 121 exposes the same plat-
form-independent component 101 API on all mobile commu-
nications device platforms, but each platform implements the
system differently depending upon its configuration. In any
event, because the same platform-independent component
101 API exists on all mobile communications devices, testing
to ensure that the abstraction layer component 121 integrates
with this platform-independent component 101 is more easily
and efficiently performed than on cross-platform systems that
do not implement the present invention’s system architecture.
As aresult, testing systems and algorithms may be refined and
re-used repeatedly in order to verify that the abstraction layer
component 121 performs as expected. The present invention
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does not require different testing systems and algorithms for
every instance of the abstraction layer, as is required in the
prior art. Similarly, any dynamic extensions developed for a
platform are easily tested and verified. Even though dynamic
extensions may differ between mobile devices because of
different configurations, the dynamic extensions for a par-
ticular platform will still possess a common API specifica-
tion. As such, the common API specification may be verified
with a common test. By allowing for the use of common and
re-usable testing algorithms, the QA portion of the develop-
ment cycle is shortened. Developers and QA engineers do not
need to create new tests, thereby saving time and expediting
launch of new applications and devices using the cross-plat-
form system of the present invention.

[0049] One will appreciate that in the description above and
throughout, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It
will be evident, however, to one of ordinary skill in the art,
that the present invention may be practiced without these
specific details. In other instances, well-known structures and
devices are shown in block diagram form to facilitate expla-
nation. The description of the preferred embodiments is not
intended to limit the scope of the claims appended hereto.

What is claimed is:

1. A method comprising:

providing a cross-platform system on a mobile communi-

cations device that includes a platform-independent
component, a platform-specific component and an
abstraction layer, wherein the platform-independent
component and the abstraction layer communicate uti-
lizing a common API, and wherein the platform-inde-
pendent component is capable of functioning on any of
a plurality of different types of mobile communications
devices;

calling, by the platform-specific component of the mobile

communications device, the platform-independent com-
ponent to scan data stored on the mobile communica-
tions device to determine if the data contains a security
threat;

performing, by the platform-independent component on

the mobile communications device, a scan of the data;
and

sending the results of the scan to the platform-specific

component.

2. The method of claim 1, further comprising:

gathering, by the abstraction layer on the mobile commu-

nications device information about the data stored on the
mobile communications device; and

transmitting the gathered information to the platform-in-

dependent component before the platform-independent
component performs a data scan.

3. The method of claim 1, further comprising the step of
outputting the results of the data scan for display utilizing the
platform-specific component.

4. The method of claim 1, wherein the security threat is
selected from a group consisting of viruses, malware, soft-
ware or hardware exploits, attempts to hijack the mobile
communication device, denial of service attacks, spoofing,
social engineering attacks, worms, and other computer con-
taminants.

5. A cross-platform system comprising:

amobile communications device capable of receiving data;

on the mobile communications device, a platform-specific

component for utilizing one or more functionalities spe-
cific to the mobile communications device;
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on the mobile communications device, a platform-inde-
pendent component for utilizing one or more function-
alities common to any of a plurality of different types of
mobile communications devices; and

on the mobile communications device, an abstraction layer

component for abstracting platform-specific functional-
ity for access by a common API;

wherein the platform-specific component, the platform-

independent component and the abstraction layer com-
ponent communicate with each other with the common
APL

6. The system of claim 5, wherein the platform-specific
component on the mobile communications device is capable
of’being called by the platform-independent component using
a dynamic extension.

7. A computer readable medium containing computer read-
able instructions comprising:

computer program code for calling a platform-independent

component resident on a mobile communications device
by an abstraction layer component;
computer program code for calling the abstraction layer
component resident on the mobile communications
device by the platform-independent component;

computer program code for calling the abstraction layer
component by a platform-specific component resident
on the mobile communications device;

computer program code for calling the platform-indepen-

dent component resident on the mobile communications
device by the platform-specific component;

wherein the combination of the platform-independent

component and the abstraction layer component enables
a function on any of a plurality of different types of
mobile communications devices; and

wherein calling is enabled by one or more APIs.

10. A method comprising:

providing a mobile communications device having a cross-

platform system comprising a platform-specific compo-
nent, a platform-independent component, and an
abstraction layer component for communicating with
the platform-independent component and for enabling
functionality on any of a plurality of different types of
mobile communications devices;

providing computer program code for performing a func-

tion on the mobile communications device, wherein the
computer program code comprises computer program
code for calling the abstraction layer component, the
platform-independent component and the platform-spe-
cific component resident on the mobile communications
device; and

executing the computer program code to perform the func-

tion.

11. The method of claim 10, wherein the function includes
monitoring/assessing the security state of the mobile commu-
nications device.

12. A method comprising:

providing a cross-platform system for installation on a

mobile communications device that includes a platform-
independent component and an abstraction layer,
wherein the platform-independent component and the
abstraction layer communicate utilizing a common API,
and wherein the platform-independent component is
capable of functioning on any of a plurality of different
types of mobile communications devices;
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providing computer program code for testing the cross-
platform system for functioning on a mobile communi-
cations device; and

testing the cross-platform system, wherein testing ensures
that the platform-independent component and the
abstraction layer will function on any of the plurality of
different types of mobile communications devices.
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13. The method of claim 12, wherein the cross-platform
system further includes at least one dynamic extension, and
testing further ensures that the at least one dynamic extension
will function on any of the plurality of different types of
mobile communications devices.

sk sk sk sk sk
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