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SYSTEM AND METHOD FOR THE MANAGED SECURITY CONTROL 
OF PROCESSES ON A COMPUTER SYSTEM 

5 PRIORITY AND RELATED APPLICATIONS 

10 

15 

The present application claims priority to and incorporates herein 

provisional patent application entitled, "System and Method for the Managed 

Security Control of Processes on a Computer System," filed on January 4, 2002 

and assigned U.S. Application Serial Number 60/345,432. 

TECHNICAL FIELD 

The present invention is generally directed to managing the security of a 

network. More specifically, the present invention provides kernel-level protection 

of a computer system from rogue or malicious computer programs. 

BACKGROUND OF THE INVENTION 

The security of computing networks is an increasingly important issue. 

With the growth of wide area networks (W ANs), such as the Internet and the 

World Wide Web, people rely on computing networks to locate, transfer, and 

20 store an increasing amount of valuable information. This is also true of local area 

networks (LANs) used by companies, schools, organizations, and other 

enterprises. LANs generally are used by a bounded group of people m an 

organization to communicate and store electronic documents and information. 

LANs typically are coupled to or provide access to other local or wide area 

25 networks. Greater use and availability of computing networks produces a 

corresponding increase in the size and complexity of computing networks. 

With the growth of networks and the importance of information available 

on the networks, there is also a need for better and more intelligent security. One 

approach to securing larger and more complex computer networks is to use a 

30 greater number and variety of security assessment and intrusion detection devices. 

Security assessment devices can be used to evaluate elements in the network such 

as desktop computers, servers, and routers, and determine their respective 

l[ll liJ::::,;: 
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vulnerability to attack from hackers. Intrusion detection devices, on the other 

hand, identify and prevent entry of foreign or malicious computer programs and 

can notify a network manager of the presence or attempted entry of such a 

computer program. Security assessment and intrusion detection devices can also 

5 be used more frequently to monitor the activity or status of the elements in a 

computing network. 

However, simply adding devices or filters to a network is not always the 

only and best solution to maintaining network security. Adding security devices 

can complicate the network and inundate the network manager with security data. 

10 Threats to the security of a device or network can take a variety of forms 

including the introduction of harmful computer code, unauthorized attempts to 

gain access, and misuse by people with authority to use a device or network. The 

various types of harmful computer code that can threaten a computing device or 

distributed computing system can generally be categorized as either a virus or 

15 some form of "malware". Computer viruses harm computing devices and systems 

by entering and then propagating. In some respects, the propagating nature of 

computer viruses makes them easier to detect and there are many commercially 

available products that detect and exclude viruses from computing devices and 

systems. 

20 In contrast, malware is a general description for other types of programs 

and computer code that are designed to harm a computing device or system in 

ways other than simply propagating as a virus does. Malware presents a more 

sophisticated challenge for network security and traditional anti-virus software is 

not designed to prevent malware from harming computing devices and networks. 

25 Malware can take a variety of forms including corrupted applications and 

applications that retrieve corrupted code that is modified to harm a computing 

device or network. 

There are generally two different approaches to protecting against 

malware. The first approach involves virtual execution of a computer code to 

30 attempt to identify harmful code before it is allowed to actually execute. Virtual 

execution is limited in its ability to detect harmful code because it does not 

2 
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actually execute every process of the code. Instead, the virtual execution 

technique performs a quick and high-level "walk through" of the processes in the 

code to attempt to detect suspicious patterns in the code. By its nature, the virtual 

execution technique is limited in its ability to detect suspicious activities 

5 embedded in a piece of code. As a result, when the virtual execution technique is 

implemented, it must be used conservatively which produces a high number of 

false positive alerts. In other words, because the virtual execution security 

technique is not as accurate as actually running the code, it is implemented to 

identify a broader scope of potentially suspicious code and produces a greater 

10 number of alerts to the user. A high percentage of false positive security alerts is 

undesirable because it translates into a greater number of security interruptions for 

the user. 

The second approach involves controlling and monitoring a computing 

device in real time while it is actually running a program and attempting to 

15 anticipate any harmful activity the program may try to initiate. One example of a 

real-time solution is set forth in U.S. Patent No. 5,987,611, which describes a 

client-based monitoring system for filtering network access in conjunction with a 

centralized enforcement supervisor. The supervisor maintains access rules for the 

client-based filtering and verifies the existence and proper operation of the client-

20 based filter application. Access rules specify network access criteria for a client, 

such as (1) total time a user can be connected to the Internet (e.g., per day, week, 

month, or the like), (2) time a user can interactively use the Internet (e.g., per day, 

week, month, or the like), (3) a list of applications or application versions that a 

user can or cannot use in order to access the Internet, (4) a list of URLs (or WAN 

25 addresses) that a user application can ( or cannot) access, ( 5) a list of protocols or 

protocol components that a user application can or cannot use, and (6) rules to 

determine what events should be logged (including how long are logs to be kept). 

By intercepting process loading and unloading and keeping a list of 

currently-active processes, each client process can be checked for various 

30 characteristics, including checking executable names, version numbers, executable 

file checksums, version header details, configuration settings, and the like. With 

3 
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this information, a determination can be made whether a particular process in 

question should have access to the Internet and what kind of access (i.e., 

protocols, Internet addresses, time limitations, and the like) is permissible for the 

given specific user. 

5 The limitation with the solution presented in U.S. Patent No. 5,987,611 

and other similar real-time prior art solutions is that they are packet based. In 

other words, the security decisions are based on the data packets that are passing 

between the computing device that is being monitored and external networks or 

computing resources. When security decisions are based on the traffic of data 

10 packets, it is more likely the security systems will not detect harmful activities 

until after the harm has already begun. Accordingly, the second approach is not 

satisfactory because conventional real-time security monitoring solutions do not 

detect security problems early enough and allow time for a response before the 

malicious program does harm. 

15 In view of the foregoing, there is a need in the art for a security system 

which will provide early detection of security threats to a computing device or 

network before any harm can be done. Specifically, a need exists to be able to 

quickly and efficiently examine code in real time, but before it is able to harm a 

computing device or system. A further need exists for a computer security system 

20 that can accurately identify security threats contained in software programs so that 

users are not interrupted frequently to address potential security questions. 

Finally, a security system is needed that can efficiently and effectively respond to 

security threats detected in software programs. 

25 SUMMARY OF THE INVENTION 

The present invention satisfies the above-described needs by evaluating 

and monitoring software programs running on a computing device. The invention 

uses a protector system that comprises several different software modules for 

performing evaluation, detection, monitoring, and response functions. 

30 Implementing a two-phased approach at the kernel level of the computing 

device's operating system, the present invention provides fast and efficient 

4 
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security that minimizes interruptions for the user. The first phase, the pre­

execution process, performs a rapid validation check to determine whether the 

program has been approved for the computing device or network. If the program 

is validated, it can be run without further monitoring or interruptions for the user. 

5 If the program is not validated, it can be monitored at the kernel level of the 

operating system during the second phase, while the program is executing. 

Detection and monitoring modules of the present invention can identify suspicious 

activities triggered by the program and monitor the activities before they are able 

to cause harm to the computing device or network. In the event the program is 

10 initiating harmful activities, the protector software module can respond by taking 

remedial action to address the threat. 

In one aspect, the present invention comprises a method for determining 

whether a program is approved to execute by comparing it to a predetermined list 

of approved programs. The operating system kernel notifies a pre-execution 

15 monitoring module when a new program begins to load so that it can be validated 

before execution. A validation module can compare the new program to the 

predetermined list of approved programs. If the new program is validated, the 

pre-execution monitoring module allows the operating system to continue loading 

and executing the program. Once a program is validated in the pre-execution 

20 phase, little or no additional security monitoring needs to be performed on the new 

program while it is executing. If the new program is not validated, the program 

can continue to load and execute, but other execution security modules are 

responsible for detecting, monitoring, and responding to suspicious activities. For 

example, the execution security modules can control access to certain files or 

25 registry settings, or limit network access. The execution security modules can 

also consider whether a new program was previously permitted to execute on the 

computing device. 

In another aspect, the present invention provides a protector system for 

improving and expediting security on a computing device or network. The 

30 protector system comprises several software modules coupled to the operating 

system kernel of the computing device that manage and control activities at the 

5 
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kernel level. The protector system compnses a pre-execution monitoring 

component that can suspend a new program as it is loading into memory and 

before it can execute. The pre-execution monitoring component can operate with 

a validation module to determine whether the user has already validated the new 

5 program. If the pre-execution component validates the new program, it can 

continue to load and execute with minimal security concerns. However, if the 

pre-execution component is unable to validate the new program, execution 

security modules can perform additional monitoring while the new program is 

executing. Execution security modules can intercept various operating system 

10 triggers and calls before they are executed to determine if the activity is 

suspicious. If the program's activities are deemed suspicious or malicious, the 

execution security modules can respond by terminating the activities or taking 

other responsive measures to protect the security of the computing device or 

network. 

15 These and other aspects of the invention will be described below m 

connection with the drawing set and the appended specification and claim set. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating an exemplary architecture for 

20 operating an embodiment of the present invention. 

FIG. 2 is a block diagram illustrating components of a database 

implemented in accordance with an exemplary embodiment of the present 

invention. 

FIG. 3 is a logic flow diagram illustrating a setup process for 

25 implementing the protector system in accordance with an exemplary embodiment 

of the present invention. 

FIGs. 4A and 4B are logic flow diagrams illustrating a pre-execution 

process using the protector system in accordance with an exemplary embodiment 

of the present invention. FIG. 5 is a logic flow diagram illustrating a 

30 validation process using the protector system in accordance with an exemplary 

embodiment of the present invention. 
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FIG. 6 is a logic flow diagram illustrating a non-validated execution 

process using the protector system in accordance with an exemplary embodiment 

of the present invention. 

FIG. 7 is a logic flow diagram illustrating a file protection process using 

5 the protector system in accordance with an exemplary embodiment of the present 

invention. 

DETAILED DESCRIPTION OF THE EXEMPLARY EMBODIMENTS 

The present invention employs a protector system comprising several 

IO software modules to support the protection of computing devices and computing 

networks from malicious software programs. Specifically, the present invention 

employs a two-step process to validate software programs and monitor non­

validated software programs. The two-step process provides an efficient and 

effective means for protecting a computing device or network while minimizing 

15 disruptions for the user. In the first phase of the process, the protector system 

validates authorized programs to ensure that they have not been corrupted before 

running them. For programs that cannot be validated, the protector system can 

monitor the programs as they execute during the second phase. If during the 

monitoring step, the program initiates any suspicious activities, the protector 

20 system can respond by taking one or more remedial actions. 

Although the exemplary embodiments will be generally described in the 

context of software modules running in a distributed computing environment, 

those skilled in the art will recognize that the present invention also can be 

implemented in conjunction with other program modules for other types of 

25 computers. In a distributed computing environment, program modules may be 

physically located in different local and remote memory storage devices. 

Execution of the program modules may occur locally in a stand-alone manner or 

remotely in a client/server manner. Examples of such distributed computing 

environments include local area networks of an office, enterprise-wide computer 

30 networks, and the global Internet. 

7 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 9



JL!l] 

The detailed description that follows is represented largely in terms of 

processes and symbolic representations of operations in a distributed computing 

environment by conventional computer components, such as database servers, 

application servers, routers, security devices, firewalls, clients, workstations, 

5 memory storage devices, display devices and input devices. Each of these 

conventional distributed computing components is accessible via a 

communications network, such as a wide area network or local area network. 

The processes and operations performed by the computer include the 

manipulation of signals by a client or server and the maintenance of these signals 

10 within data structures resident in one or more of the local or remote memory 

storage devices. Such data structures impose a physical organization upon the 

collection of data stored within a memory storage device and represent specific 

electrical or magnetic elements. These symbolic representations are the means 

used by those skilled in the art of computer programming and computer 

15 construction to most effectively convey teachings and discoveries to others skilled 

in the art. 

The present invention also includes computer programs that embody the 

functions described herein and illustrated in the appended flow charts. However, it 

should be apparent that there could be many different ways of implementing the 

20 invention in computer programming, and the invention should not be construed as 

limited to any one set of computer program instructions. Further, a skilled 

programmer would be able to write such a computer program to implement the 

disclosed invention based on the flow charts and associated description in the 

application text, for example. Therefore, disclosure of a particular set of program 

25 code instructions is not considered necessary for an adequate understanding of 

how to make and use the invention. The inventive functionality of the claimed 

computer program will be explained in more detail in the following description in 

conjunction with figures illustrating the program flow. 

Referring now to the drawings, in which like numerals represent like 

30 elements throughout the several figures, aspects of the present invention and the 

preferred operating environment will be described. 

8 
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Figure 1 illustrates vanous aspects of an exemplary computing 

environment in which an embodiment of the present invention is designed to 

operate. Those skilled in the art will appreciate that Figure 1 and the associated 

discussion are intended to provide a representative description of the computer 

5 components in an exemplary protector system. 

Referring to Figure 1, an exemplary architecture 101 is illustrated for 

computing device 103. The exemplary computing device 103 is divided into two 

general regions referred to as the user space 105 and the kernel space 107. The 

kernel space 107 refers to the central part of the operating system 180. The kernel 

10 space 107 typically represents that portion of the operating system 180 that 

directly accesses the hardware of the computing device 103. In contrast, the user 

space 105 represents portions of the computing device 103 that interact with 

software and data received from outside the computing device 103. The 

exemplary architecture 101 shown in Figure 1, illustrates the components of an 

15 exemplary protector system 104 that operates to protect the computing device 103 

from rogue or malicious software. 

Beginning with the user space 105, the system management module 125 

manages security operations on the computing device 103 and can coordinate the 

functions of the protector system with other security devices that may be coupled 

20 to or operating on the computing device 103. If the computing device is coupled 

to a network 102, as shown in the exemplary architecture in Figure 1, the system 

management module 125 can also be used to coordinate security settings and 

responses with other components on the network 102. The system management 

module 125 can also comprise a list of programs and processes that are allowed to 

25 run on the computing device 103. 

In the user space 105, the command line interface 120 and the protector 

application 115 are coupled to the system management module 125. The 

command line interface 120 is typically implemented as a wrapper around the 

protector API library 11 7. The primary purpose of the command line interface 

30 120 is to configure various security settings, such as how to respond to a certain 

threat, and to load the settings into the protector driver management interface 145. 

9 
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The protector application 115 communicates with the protector driver 

management interface 145 via the API library 117 and provides user-level 

services in the protector system 104. The protector application 115 can provide 

the initial configuration load when the protector system 104 is initialized and can 

5 interact with a user on certain security decisions. The protector application 115 

also interacts with database 110. The database 110 can comprise various data 

used in performing protector security functions, which will be described in greater 

detail in connection with Figure 2. 

Communication between the user space 1 05 and the kernel space 107 is 

10 performed with the API library 117 and the protector driver management interface 

145. The API library is preferably implemented as a C level application 

programming interface that allows various processes to maintain the data m 

database 110 and provide instructions to the drivers in the kernel space 107. 

The binary execution monitor 125 implements the primary functions of the 

15 protector system 104. The binary execution monitor 125 is an in-kernel driver 

that monitors the loading of binary executable files and other executable libraries 

in real time by recognizing and validating any executable file that is being loaded. 

Validation of an executable file is implemented with the validity module 108 and 

can be performed using a variety of techniques described in greater detail herein. 

20 When the binary execution monitor 125 is installed, it establishes the presence of 

its processing at the system process-creation hooks 170 within the kernel where it 

can observe all process and creation activities. When a program is initially loaded 

into memory in anticipation of execution, the binary execution monitor 125 works 

with the validity module 108 to validate the program. Using the system process-

25 creation hooks 170, the binary execution monitor 125 can recognize the initial 

loading of executable files, and any subsequent loading of executable libraries that 

can occur while a program is executing. The binary execution monitor's 125 

functions performed prior to execution of an executable file can also be generally 

described as being performed by a pre-execution module of the protector system 

30 104. 

10 
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If the binary execution monitor 125 is unable to validate a program, the 

detect drivers 153 can monitor the non-validated program when it is executing and 

identify potential threats to the computing device 103 before they are executed. 

The detect drivers 153 are plug-in modules linked to the system call hooks 175 

5 within the kernel. The detect drivers 153 communicate system call hooks, using 

component interface 150, to associated behavior monitoring modules 128 that can 

react to the suspicious activities. The binary execution monitor 125 also works in 

conjunction with the behavior monitoring modules 128 to analyze and respond to 

system call hooks communicated from the detect drivers 153. The behavior 

10 monitoring modules 128 are a collection of in-kernel modules that are associated 

with the detect drivers 153. For example, the privacy monitor 130 reacts to a 

program's attempt to use a network connection to other computer systems. The 

file protection monitor 135 can react to an attempt to alter a specified file. The 

registry protection monitor 140 protects against unauthorized changes to registry 

15 settings. Generally, the behavior monitors 128 can take direct action to address a 

security threat or instruct the protector application 115 to query the user for 

instructions on how to handle the threat. Other behavior monitors 128 and their 

associated detect drivers 153 can be plugged into the protector system 104 to 

implement different security functions. Furthermore, those skilled in the art will 

20 understand that the architecture 101 of the protector system 104 shown in Figure 1 

is an example and that various components can be located external to the 

computing device 103 or on the network 102 in other embodiments. The 

functions of the binary execution monitor 125, the detect drivers 153, and the 

behavior monitors 128 performed during execution of an executable file can 

25 generally be referred to as being performed by an execution module of the 

protector system I 04. 

Figure 2 illustrates components of the database 110 in accordance with an 

exemplary embodiment of the protector system 104. The exemplary database 110 

comprises checksum data 205, user action data 210, configuration settings 215, 

30 and file lock data 220. The checksum data 205 comprises data for each 

executable that is permitted to run on the computing device 103. The checksum 

11 
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data 205 is used to validate executable files before they are run on the computing 

device 103. The user action data 210 comprises a record of the user's responses to 

the introduction of a new executable on the computing device 103. For example, 

an executable being loaded onto the computing device 103 may not be on a list of 

5 allowed programs. If this executable has previously been loaded onto the 

computing device 103 and the user has been queried as to whether or not the 

executable is allowed to run, the user's response to this query can be stored in the 

user action data 210. The configuration settings 215 comprise settings that can be 

controlled by the user for determining how the protector system 104 will respond 

10 to new or suspicious programs being loaded onto the computing device 103. The 

file lock data 220 represents files selected by the user or network administrator 

that are to be restricted from access by programs running on the computing device 

103. As illustrated in greater detail in the discussion associated with Figure 7, the 

file protection monitor 140 can use the file lock data 220 to protect certain files 

15 from being accessed. 

Referring to Figure 3, an exemplary setup process 300 is illustrated. The 

setup process 300 is typically performed prior to the protector system 104 

operating on the computing device 103. ~n step 305 of exemplary process 300, the 

user stores a list of allowed executable files in the system management module 

20 125. This list of allowed executable files is associated with programs that are 

approved to run on the computing device 103. The list of allowed executable files 

may be defined by the user or by a network manager if the computing device 103 

is coupled to a network, such as in a workplace environment. In step 310, the user 

can set access rights for each of the allowed executable files. The access rights for 

25 the allowed executable files define which components of the computing device 

103, or the network to which the computing device is coupled, may be accessed 

by that executable. Defining access rights can also include defining which files 

are restricted from access. 

Steps 315 and 320 provide specific examples of validation steps conducted 

30 during the setup process using the validity module 108. The binary execution 

monitor 125 works with the validity module 108 to validate each of the allowed 

12 
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executable files. The validation module 108 can be any one of a variety of pieces 

of software that are used to verify that a program has not been tampered with. For 

example, the validation module can represent the MD5 software module 

commonly known to those in the art. The MD5 software module calculates a 

5 checksum for each allowed program and that checksum is stored for later 

comparison. As described in connection with Figure 2, the checksum data 205 

can be stored in database 110 in step 320. 

Finally, in step 325 of the setup process 300, the configuration settings 

chosen by the user are stored in the database 110. The configuration settings can 

10 be chosen by the user of the computing device 103 or by a network administrator 

if the computing device 103 is coupled to a network. The configuration settings 

can include predetermined responses to particular threats and decision rules as to 

when the user should be queried about a security threat. 

The subject matter of the remaining drawings, Figures 4A, 4B, 5, 6 and 7, 

15 generally can be categorized in two phases of execution of a program. The first 

phase, called pre-execution, occurs as a program is being loaded into memory, but 

before it can execute. The second phase is the execution process for the program. 

One advantage of the protector system 104 is that it performs the majority of the 

security decision-making in the pre-execution process illustrated in Figures 4A, 

20 4B and 5. By moving much of the security decision-making to the pre-execution 

process, the protector system 104 enables the execution process, represented by 

Figures 6 and 7, to run more smoothly and with fewer interruptions for the user. 

Referring to Figure 4A, an exemplary process 400 is illustrated for 

performing the steps in the pre-execution phase for an executable file. Beginning 

25 with step 405, the user, or another software module, may attempt to load a new 

executable file for running on the computing device 103. In step 410, the kernel 

begins loading the new executable file into memory in anticipation of running the 

program. As the executable file is loading, a system process-creation hook 170 

notifies the binary execution monitor 125 of the loading process. By initiating the 

30 monitoring process at the kernel level, the protector system 104 is able to begin 

performing its functions before the program can execute and cause possible harm. 
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In step 420, the kernel will determine whether this executable is already 

running on the computing device 103. If in fact the executable is running, the 

"yes" branch is followed to step 425 and the executable will not be loaded. If the 

executable is already running, it has been approved previously and the protector 

5 system 104 can skip the validation process described in connection with Figure 

4B. If however, the executable has not already been loaded, the binary execution 

monitor 125 will respond to the system process-creation hook 170 by suspending 

execution of the executable file, in step 430, until the program can be validated. 

The pre-execution process performed by the binary execution monitor 125 

10 and the other associated components of the protector system 104 supports an 

initial determination of whether the new executable is safe for loading onto the 

computing device 103. Continuing with Figure 4B, step 435 illustrates a 

representative step for validating the new executable. Step 435 will be described 

in greater detail in one exemplary embodiment in the discussion in connection 

15 with Figure 5 below. In step 440, if the binary execution monitor 125 is able to 

validate the new executable, the suspended state will be released in step 445 and 

loading of the executable will continue in step 450. However, if the binary 

execution monitor 125 is unable to validate the executable in the pre-execution 

process, additional precautionary steps will have to be taken in the execution 

20 phase as described in greater detail in connection with Figures 6 and 7. 

Referring to Figure 5, the exemplary process referred to in step 435 is 

illustrated m greater detail. As mentioned earlier, the checksum technique 

illustrated in Figure 5 is only one example of a method for validating an 

executable. Other validation techniques can use various software modules to 

25 analyze the behavior or characteristics of certain executable files in order to 

validate them. In step 510, the binary execution monitor 125 retrieves the 

checksum data that was previously calculated and stored in database 110. In step 

515, the binary execution monitor 125 calculates a checksum for the new 

executable which is being loaded on the computing device 103. If the executable 

30 is associated with an allowed program, and the program has not been corrupted, 

the binary executiori monitor 125 should find a match between the data contained 
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in the checksum data 205 and the checksum calculated for the new executable. If 

the binary execution monitor 125 finds a match with the checksum data, the new 

executable will be found to be valid in step 525. If the program associated with 

the new executable is not one of the allowed programs designated during the setup 

5 process 300, then the executable is found to be not valid in step 530. 

10 

Additionally, if the executable corresponds to an allowed program but the 

program has in someway been corrupted, the checksum calculated for the new 

executable will not match the previously calculated checksum and the new 

executable is found to be not valid in step 530. 

As mentioned above, the exemplary processes illustrated in Figure 6 and 

Figure 7 occur after the pre-execution process and concern executable files that 

the binary execution monitor 125 could not not validate in the pre-execution 

phase. Referring to Figure 6, an exemplary process 600 is illustrated for 

executing an executable file that has not been validated. Once the pre-execution 

15 process 400 terminates and the suspended state is lifted, in step 605 the protector 

application 115 will consult the database 110 to determine if the user has been 

previously queried about the new non-validated executable file. If the user has 

been previously queried about this executable and the previous decision was to not 

allow this executable file to load, the executable will be terminated in step 620 

20 without interrupting the user for a decision. If the user has previously approved 

the loading of this executable file in step 610, or, if the user approves the new 

executable in this instance in step 615, then execution of the executable file will 

proceed. 

Although the user has allowed the non-validated executable file to 

25 proceed, the protector system 104 will take steps to protect the computing device 

103 and the network 102 that it may be connected to. Steps 625 through 645 

illustrate exemplary processes that may be performed in allowing the non­

validated executable file to proceed. In step 625, the protector application 115 

will notify the system management module 125 that the non-validated executable 

30 file is allowed to execute. This notification will serve to allow the system 

management module 125 to take any precautions, in step 630, to protect other 
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components of the computing device 103 or other network components coupled to 

the computing device. In step 635, the binary execution monitor 125 will release 

the suspended state for the new executable and the program will continue to load 

and execute in step 640. 

As the program is executing, the other components of the protector 

system 104, such as the detect drivers 153 and the behavior monitoring modules 

128, operate to prevent the non-validated program from performing any malicious 

activities on the computing device 103 or on the network 102. The detect drivers 

153 are linked to the kernel activities through system call hooks 175. In step 645, 

10 certain activities performed by the program will trigger system call hooks that, in 

tum, trigger the detect drivers 153. The detect drivers 153 are then coupled to the 

behavior monitoring modules 128, which can observe the program's behavior and 

respond to any malicious activity. An exemplary process 645 for triggering a 

detect driver 153 is illustrated in greater detail in Figure 7. 

15 Referring to Figure 7, an exemplary detection process 645 is illustrated 

that employs the file input/output detector 160. The exemplary process 645 is 

illustrative of the operations of detect drivers 153 and their associated behavior 

monitors 128. In step 705, the executable file attempts to open a file in 

connection with a process or activity it is performing. As the kernel attempts to 

20 follow the instruction of the executable and open the file, the system call hook 175 

linked to this activity triggers the file input/output detector 160 in step 710. The 

file input/output detector 160, in tum, notifies the file protection monitor 135 in 

step 715. 

Any files that have restricted access, as determined by the user or network 

25 administrator in the setup process 300, will be identified in the file lock data in 

database 210. The file protection monitor 135 consults the file lock data in step 

720 to determine whether the subject file has been restricted. If the file is not 

restricted, the file protection monitor 135 permits the system call hook 175 to 

proceed with opening the file. However, if the file does appear in the file lock 

30 data 220 in step 735, the file protection monitor can limit access to the file. For 
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instance, the file protection monitor can provide read-only access to a file or can 

prohibit access entirely. 

In other examples of how the behavior monitors function, the type of 

response can depend on the type of activity that is detected as well as the 

5 configuration settings 215 selected by the user or the network administrator. For 

instance, if the program is attempting to perform functions that may seriously 

impair the computing device 103 or the network 102, the protector system 104 

may immediately terminate execution of the program. Alternatively, if the file 

protection monitor 135 determines that the threat is less severe, the protector 

10 application 115 may simply query the user to insure that it is safe to continue 

executing the program. 

In conclusion, the present invention enables and supports security from 

malicious software programs for a computing device or computing network. The 

two-step process of the protector system provides an effective and efficient 

15 method for implementing security while minimizing the burdens and interruptions 

for the user. The pre-execution process provides an efficient method for 

determining whether an uncorrupted program is allowed to execute. By validating 

certain programs during the pre-execution process, the protector system minimizes 

the amount of work that must be done in monitoring and controlling programs 

20 during the execution phase. The validation step also reduces the number of false 

positive alarms, thereby reducing security interruptions for the user. 

It will be appreciated that the present invention fulfills the needs of the 

prior art described herein and meets the above-stated objects. While there has 

been shown and described the preferred embodiment of the invention, it will be 

25 evident to those skilled in the art that various modifications and changes may be 

made thereto without departing from the spirit and the scope of the invention as 

set forth in the appended claims and equivalence thereof. Although the present 

invention has been described as operating on a computing device coupled to a 

network, it should be understood that the invention can be applied to other types 

30 of distributed computing environments. Furthermore, it should be readily 
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apparent that the components of the protector system can be located in various 

local and remote locations of a distributed computing environment. 
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CLAIMS 

What is claimed is: 

1. A computer-implemented method for implementing security for a 

computing device, comprising the steps of: 

identifying an allowed program that is permitted to execute on the 

computing device; 

receiving a signal that a new program is going to be executed on 

the computing device; 

suspending the execution of the new program on the computing 

device; 

determining whether the new program is the same as the allowed 

15 program; 

if the new program is the same as the allowed program, permitting 

the new program to execute on the computing device; and 

if the new program is not the same as the allowed program, 

monitoring the new program while allowing it to execute on the computing 

20 device. 

25 

30 

2. The method of Claim 1, wherein the step of receiving a signal that 

a new program is going to be executed is performed at the operating system kernel 

of the computing device. 

3. The method of Claim 1, wherein the step of monitoring the new 

program while allowing it to execute is performed at the operating system kernel 

of the computing device. 

4. The method of Claim 1, wherein the step of determining whether 

the new program is the same as the allowed program comprises: 

computing a checksum for the new program, and 
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comparing the new program's checksum to a checksum for the 

allowed program. 

5. The method of Claim 1, wherein the step of determining whether 

5 the new program is the same as the allowed program comprises determining 

whether the new program has been modified. 

6. The method of Claim 1, wherein the step of monitoring the new 

program while allowing it to execute comprises controlling the files the program 

10 attempts to access during execution of the new program on the computing device. 

7. The method of Claim I, wherein the step of monitoring the new 

program while allowing it to execute comprises controlling the registry settings 

the new program attempts to access during execution of the new program on the 

15 computing device. 

20 

25 

8. The method of Claim 1, wherein the step of monitoring the new 

program while allowing it to execute comprises controlling the network activity of 

the new program. 

9. The method of Claim I, wherein the step of monitoring the new 

program while allowing it to execute comprises determining whether a user has 

previously approved operation of the new program. 

10. The method of Claim 1, further comprising the step of terminating 

the execution of the new program if the program performs suspicious activities. 

11. The method of Claim 1, further comprising the step of taking 

remedial measures to protect the security of other computing device components 

30 if the new program is not the same as the allowed program. 
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12. A computer-readable medium having computer-executable 

instructions for performing the steps recited in Claim 1. 
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13. A computer-implemented method for implementing security for a 

computing device comprising the steps of: 

interrupting the loading of a new program for operation with the 

computing device; 

5 validating the new program; 

10 

15 

20 

25 

if the new program is validated, permitting the new program to 

continue loading and to execute in connection with the computing device; 

if the new program is not validated, monitoring the new program 

while it loads and executes in connection with the computing device. 

14. The method of Claim 13, wherein the step of interrupting the 

loading of a new program comprises: 

intercepting a signal from the computing device's operating system 

that the new program is loading, and 

suspending the loading of the new program. 

15. The method of Claim 13, wherein the step of monitoring the new 

program comprises intercepting a signal from the computing device's operating 

system. 

16. The method of Claim 13, wherein the step of validating the new 

program comprises determining whether the new program corresponds with an 

approved program. 

17. The method of Claim 13, wherein the step of validating the new 

program comprises comparing a checksum for the new program with a previously 

determined checksum. 

18. The method of Claim 13, wherein the step of validating the new 

30 program comprises analyzing characteristics of the new program. 
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19. The method of Claim 13, wherein the step of monitoring the new 

program comprises controlling the files the new program attempts to access 

during execution of the new program. 

20. A computer-readable medium having computer-executable 

instructions for performing the steps recited in Claim 13. 
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21. A computer-implemented method for performing security for a 

computing device during a pre-execution phase comprising the steps of: 

identifying an allowed program that is permitted to execute with 

the computing device; 

5 receiving a signal that a new program is being loaded for execution 

10 

15 

with the computing device; 

suspending the loading of the new program; 

comparing the new program to the allowed program; and 

determining whether the new program is valid. 

22. The method of Claim 21, wherein the step of receiving a signal 

compnses receiving a signal from the computing device's operating system 

kernel. 

23. The method of Claim 21, wherein the step of comparing the new 

program to the allowed program comprises comparing a checksum of the new 

program to a checksum of the allowed program. 

24. The method of Claim 21, wherein the step of determining whether 

20 the new program is valid comprises determining whether a checksum of the new 

program corresponds to a checksum of the allowed program. 

25. A computer-readable medium having computer-executable 

instructions for performing the steps recited in Claim 21. 
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26. A computer-implemented method for performing security for a 

computing device during an execution phase comprising the steps of: 

intercepting a call to open a file from the computing device's 

operating system; 

determining whether the file is restricted; 

if the file is restricted, taking remedial action to protect the 

computing device; and 

if the file is not restricted, permitting the call to open the file. 

27. The method of Claim 26, further comprising the step of receiving 

an instruction to monitor a call from an executing program. 

28. The method of Claim 26, further comprising the step of defining 

files that are restricted from access. 

29. The method of Claim 28, wherein the step of defining files that are 

restricted comprises designating a file that cannot be accessed in response to the 

call. 

30. The method of Claim 28, wherein the step of defining files that are 

restricted comprises designating a file that cannot be modified in response to the 

call. 

3 1. The method of Claim 26, further comprising the step of alerting a 

25 security management module of the presence of a malicious program. 

32. The method of Claim 26, wherein the step of taking remedial 

action comprises terminating the call. 

30 33. The method of Claim 26, wherein the step of taking remedial 

action comprises alerting another security module of the existence of the call. 

25 
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34. The method of Claim 26, wherein the step of taking remedial 

action comprises notifying the user of the existence of the call. 

35. A computer-readable medium having computer-executable 

5 instructions for performing the steps recited in Claim 26. 
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36. A system for managing security of a computing device comprising: 

a pre-execution module operable for receiving notice from the 

computing device's operating system that a program is being loaded onto the 

computing device; 

5 a validation module coupled to the pre-execution monitor operable 

for determining whether the program is valid; 

a detection module coupled to the pre-execution monitor operable 

for intercepting a trigger from the computing device's operating system; and 

an execution module coupled to the detection module and operable 

10 for monitoring the program in response to the trigger intercepted by the detection 

module. 

3 7. The system of Claim 36, wherein the pre-execution module is 

further operable for suspending loading of the program onto the computing 

15 device. 

38. The system of Claim 36, wherein the pre-execution module 1s 

further operable for retrieving validation data. 

20 39. The system of Claim 36, wherein the execution module is further 

operable for deciding whether to terminate the trigger intercepted by the detection 

module. 

40. The system of Claim 36, wherein the execution module is further 

25 operable for retrieving authorization data and deciding how to respond to the 

trigger intercepted by the detection module. 
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SYSTEM AND METHOD FOR THE MANAGED SECURITY CONTROL 
OF PROCESSES ON A COMPUTER SYSTEM 

Abstract of the Disclosure 

Managing and controlling the execution of software programs with a 

computing device to protect the computing device from malicious activities. A 

protector system implements a two-step process to ensure that software programs 

10 do not perform malicious activities which may damage the computing device or 

other computing resources to which the device is coupled. In the first phase, the 

protector system determines whether a software program has been previously 

approved and validates that the software program has not been altered. If the 

software program is validated during the first phase, this will minimize or 

15 eliminate security monitoring operations while the software program is executing 

during the second phase. If the software program cannot be validated, the· 

protector system enters the second phase and detects and observes executing 

activities at the kernel level of the operating system so that suspicious actions can 

be anticipated and addressed before they are able to do harm to the computing 

20 device. 

25 
K&S Docket: 05456-105038 
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DECLARATION AND POWER OF ATTORNEY Attorney's Docket No. 05456.105038 US 

In re Application of: Thomas James Satterlee and William Frank Hackenberger 

As a below named inventor, I hereby declare that my residence, post office address and citizenship are as stated below next to 
my name. I believe I am an original, first and joint inventor of the subject matter which is claimed and for which a patent is 
sought on the invention entitled: System and Method for the Managed Security Control of Processes on a Computer 
System, the specification of which is attached hereto. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claims, as 
amended by any amendment referred to above. I do not know and do not believe that the same was ever known or used by 
others in the United States of America before my or our invention thereof, or patented or described in any printed publication 
in any country before my or our invention thereof or more than one year prior to the date of this application. 1 further state 
that the invention was not in public use or on sale in the United States of America more than one year prior to the date of this 
application. / understand that I have a duty of candor and good faith toward the Patent and Trademark Office, and I 
acknowledge the duty to disclose information which is material to the examination of this application in accordance with Title 
37, Code of Federal Regulations, § 1.56. 

1 hereby claim foreign_ priority benefits under Title 35, United States Code, §119 (a)-(d) of the foreign application(s) for 
patent or inventor's certificate listed below, and have also identified below any foreign application for patent or inventor's 
certificate disclosing subject matter in common with the above-identified specification and having a filing date before that of 
the application on which priority is claimed: 

Application No. Filing Date Priority Claimed Under 35 USC § 119 (a)-(d) 

Yes ______ No ____ _ 

I hereby claim the benefit under Title 35, United States Code, § 119(e) of any United States provisional application(s) listed 
below: 

60/345 432 
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January 4, 2002 
(Filing Date) (Application No.) (Filing Date) 

I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s) listed below and, 
insofar as the subject matter disclosed and claimed in the present application is not disclosed in the prior United States 
application in the manner provided by the first paragraph of Title 35, United States Code § l 12, I acknowledge the duty to 
disclose material information as defined in Title 37, Code of Federal Regulations, § 1.56 which became available between the 
filing date of the prior application and the national or PCT international filing date of this application: 

Application Serial No. Filing Date Status: patented, pending, abandoned 

I further declare that all statements made herein of my own knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these statement were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States 
Code, and that such willful false statements may jeopardize the validity of the application or any patents issuing thereon. 

POWER OF ATTORNEY: The following are hereby appointed to prosecute this application and transact all business in the 
Patent and Trademark Office connected therewith: Sherry M. Knowles-33,052; W. Scott Petty-35,645; Clark G. Sullivan-
36,942; Holmes J. Hawkins-38,913; Steven P. Wigmore-40,447; Charles E. Peeler-45,004; Joseph M. Bennett-Paris-47,226; 
A. Shane Nichols-43,836; William 0. Isaacs Il-44,165; Robert T. Neufeld-48,394; Stephanie D. Adams-47,378; Kristin 
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DECLARATION AND POWER OF ATTORNEY Attorney's Docket No. 05456.105038 US 

In re Application of: Thomas James Satterlee and William Frank Hackenberger 

As a below named inventor, I hereby declare that my residence, post office address and citizenship are as stated below next to 
my name. I believe 1 am an original, first and joint inventor of the subject matter which is claimed and for which a patent is 
sought on the invention entitled: System and Method for the Managed Security Control of Processes on a Computer 
System, the specification of which is attached hereto. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claims, as 
amended by any amendment referred to above. I do not know and do not believe that the same was ever known or used by 
others in the United States of America before my or our invention thereof, or patented or described in any printed publication 
in any country before my or our invention thereof or more than one year prior to the date of this application. I further state 
that the invention was not in public use or on sale in the United States of America more than one year prior to the date of this 
application. / understand that I have a duty of candor and good faith toward the Patent and Trademark Office, and I 
acknowledge the duty to disclose infonnation which is material to the examination of this application in accordance with Title 
37, Code of Federal Regulations, § 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, §l 19 (a)-(d) of the foreign application(s) for 
patent or inventor's certificate listed below, and have also identified below any foreign application for patent or inventor's 
certificate disclosing subject matter in common with the above-identified specification and having a filing date before that of 
the application on which priority is claimed: 

Application No. Filing Date Priority Claimed Under 35 USC §119 (a)-(d) 
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I hereby claim the benefit under Title 35, United States Code, § l l 9(e) of any United States provisional.application(s) listed 
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(Application No.) (Filing Date) (Application No.) {Filing Date) 

I hereby claim the benefit under Title 35, United States Code, §120 of any United States application(s) listed below and, 
insofar as the subject matter disclosed and claimed in the present application is not disclosed in the prior United States 
application in the manner provided by the first paragraph of Title 35, United States Code §112, I acknowledge the duty to 
disclose material infonnation as defined in Title 37, Code of Federal Regulations, § 1.56 which became available between the 
filing date of the prior application and the national or PCT international filing date of this application: 

Application Serial No. Filing Date Status: patented, pending, abandoned 

I further declare that all statements made herein of my own knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these statement were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment, or both, under Section l00 J of Title I 8 of the United States 
Code, and that such willful false statements may jeopardize the validity of the application or any patents issuing thereon. 

POWER OF ATTORNEY: The following are hereby appointed to prosecute this application and transact all business in the 
Patent and Trademark Office connected therewith: Sherry M. Knowles-33,052; W. Scott Petty-35,645; Clark G. Sullivan-
36,942; Holmes J. Hawkins-38,913; Steven P. Wigmore-40,447; Charles E. Peeler-45,004; Joseph M. Bennett-Paris-47,226; , 
A. Shane Nichols-43,836; William 0. Isaacs 11-44,165; Robert T. Neufeld-48,394; Stephanie D. Adams-47,378; Kristin 
Chrudimsky-51,561; Hoang Vo-47,158; James M. Hannon-48,565; Charles Thorpe, Jr.-48,782 

Page3 of4 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 41



Send correspondence to: King & Spalding, LLP Customer No. 20786 Direct telephone calls at (404) 572-4600 
19 l Peachtree Street, N .E., 45th Floor 
Atlanta, Georgia 30303 Robert T. Neufeld 

Full name of inventor: William Frank Hackenberger Citizenship: United States of America 

Inventor's signature Date: 

Residence and Post Office Address: 707 University A venue, Los Altos, CA 94022 
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Ex ress Mail Label No. EU 468794582 US 
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37 CFR 3.73(b) Statement 
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Information Disclosure Statement (IDS) 
PTO-1449 
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b. D Copy from prior application (37 CFR 1.63(d)) 

(for continuation/divisional with Box 17 
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(i) 0 DELETION OF INVENTOR(S) 
Signed statement attached deleting 
inventor(s) named in the prior 
application, see 37 CFR 1.63(d)(2) 
and 1.33(b). 

6. D Application Data Sheet. See 37 CFR 1.76. 

7. D CD-ROM or CD-R in duplicate, large table or 
Computer Program {Appendix) 

8. Nucleotide and/or Amino Acid Sequence 
Submission (if applicable, all necessary) 

a. D Computer Readable Form (CRF) 
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Prior application information: Examiner: Group/Art Unit: 

For CONTINUATION OR DIVISIONAL APPS only: The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied under Box 5b, is 
considered as being part of the disclosnre of the accompanying continuation or divisional application and is hereby incorporated by reference. The incorporation can only be relied 
u n when a rtion has been inadvertent! omitted from the submitted a lication arts. 

18. CORRESPONDENCE ADDRESS: 

Robert T. Neufeld, Esq. 
KING & SPALDING LLP 
45th Floor 
191 Peachtree Street, N.E. 
Atlanta, Geor ia 30303 

Bye /2~ -~ Reg. No. 48,394 
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Express Mail Label No. EU 468794582 US 

This sheet accompanies a patent application transmittal for the following application: 
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Filing Date: 

Thomas James Satterlee and William Frank Hacken berger . 
January 3, 2003 

Title: System and Method for the Managed Security Control of Processes on a Computer System 
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1. FILING FEE: 

FOR: 

~ UTILITY FILING FEE 
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0 PLANT FILING FEE 

0 Rl!ISSUE FILING FEE 

0 PROVISIONAL FILING FEE 
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lz5] Charge any additional fees required under 37 C.F.R. 1.16 or 1.17 to Deposit Account 11-0980. 

KING & SPALDING LLP 
45th Floor, 191 Peachtree Street, N.E. 
Atlanta, Georgia 30303 
Telephone: 404.572.4600 
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Robert T. Neufeld, AttorneyfoZipplicant 
Reg. No. 48,394 

Date: January 3, 2003 
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TOTAL CLAIMS 
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RATE FEE 
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ADOIT. FEE 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 
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PATENTS 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Satterlee et al. 

Serial No.: 10/336,299 

Filed: January 3, 2003 

For: System and Method for the Managed Security Control of 
Processes on a Computer System 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 
The citation of information on the attached Form PTO-1449, "List of Art Cited by 

Applicant" is made pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98. A copy of each cited item is 

enclosed. 

The citation of this information does not constitute an admission of priority or that 

any cited item is available as a reference, or a waiver of any right the applicant may have under 

applicable statutes, Rules of Practice in patent cases, or otherwise. , 

King & Spalding LLP 
45th Floor, 191 Peachtree Street, N.E. 
Atlanta, GA 30303 
404.572.4600 
K&S Docket: 05456.105038 

itted, 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first 
class mail in an envelppe addressed to: Co · sioner for Patents, P.O. Box 1450, Alexandria, VA . 
22313-1450, on May_6_, 2003. 
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PCT WORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(51) International Patent Oa.ssific:ation: I A1 (11) International Publication Number: WO 00/54458 
H04L 9/32 (43) International Publication Date: 14 September 2000 (14.09.2000) 

(21) International Application Number: PCT/US00/06313 

(22) International Filing Date: 10 March 2000 (10.03.2000) 

(30) Priority Data: 
09/268,084 12 March 1999 (12.03.1999) US 

(60) Parent Application or Grant 
PSIONIC SOITWARE, INC. [/]; (). ROWLAND, Craig[/]; 0 
. RO\'ll.AND, Craig[/]; ().TAYLOR RUSSELL, Gail; Q. 

(54) Title: INTRUSION DETECTION SYSTEM 
(54) Titre: SYSTEME DE DETECTION D'lNTRUSION 

(57) Abstract 

Published 

A computer-implemented intrusion detectiori system and method (1) that monitors a computer system in real-time for activity 
indicative of attempted or actual access by unauthorized persons or computers. The system detects unauthorized users (20) 
attempting to enter into a computer system by comparing user behavior to a user profile (22), detects events that indicate an 
unauthorized entry into the computer system (90), notifies a control (37, 97) function about the unauthorized users and events 
that indicate unauthorized entry into the computer system and has a control function (125) that automatically takes action in 
response to the event (127). The user profiles are dynamically constructed for each computer user when the computer user first 
attempts to log into the computer system (24) and upon subsequent logins (25), the user's profile is dynamically updated (25). By 
comparing user behavior to the dynamically built user profile (3-5), false alarms are reduced. The system also includes a log 

· auditing function (10, a port scan detecto'r (75) and a session monitor function (90). 

(57) Abrege 

L'invention concerne un procede (1) et un systeme de detection d'intrusion informatise, qui surveille un systeme informatique 
en temps reel et signale une tentative d'acces ou un acces reel par des personnes ou des ordinateurs non autorises. Le systeme 
detecte les utilisateurs non autorises·(20) qui tentent d'entrer dans ·un systeme informatique par comparaison d'un comportement 
d'utilisateur avec un profil d'utilisateur (22), detecte les evenements indiquant une entree non autorisee dans le systeme 
informatique (90), notifie une fonction de contr61e (37, 97) stockant des informations associees · aux utilisateurs et aux 
evenements non autorises indiquant une entree non autorisee dans .le systeme informatique, et execute une fonction de contr61e 
(a25) qui reagit automatiquement a l'evenement (127). Les profils d'utilisateur sont construits en dynamique pour chaque 
utilisateur d'ordinateur lorsque !edit utilisateur tente, pour la premiere fois, d'entrer en communication avec le systeme 
informatique (24), et ces profils sent mis a jour (25) en dynamique lors d'entrees en communication (25) ulterieures. Les fausses 
alarmes sont reduites par comparaison du comportement d'utilisateur avec le profil d'utilisateur (3-5) construit en dynamique. Le 
systeme comprend egalement une fonction de verification (10) d'entree en communication, un detecteur de balayage (75) de port, et 
une fonction de surveillance (90) de session. 
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INTRUSION DETECTION SYSTEM 

TECHNICAL FIELD OF THE INVENTION 

PCT/US00/06313 

5 The present invention relates generally to intrusion detection for a computer 

10 

15 

system. More particular1y, the invention is. a computer-Implemented Intrusion detection 

system and method that monitors a computer system for activity Indicative of attempted or 

actual access by unauthorized persons or computers. 

BACKGROUND 

Because of the increasing reliance on Internet. Intranet and extranet network 

computer access, intrusion into computer systems by unauthorized users is a growing 

problem. An intrusion is unauthorized access or attempted access into or unauthorized 

activity in a computer or information system. Intrusion detection technologies are therefore 

becoming extremely important to improve the overall security of computer systems. 

Intrusion detection is the process of identifying that an intrusion has been attempted, ·is 

occurring or has occurred. 

In most intrusion detection systems, data may be automatically collected and 

reduced but the analysis of that data usually remains manual. Profiling and pattern 

recognition techniques also have been used to analyze the data collected and presented to 

20 an intrusion detect!on system. The off-line analysis involves determining normal behavior 

for a user, application or system. The normal behavior is then used to develop sets of 

rules. Significant deviations from the rules, referred to as anom·alous behavior, may then be 

flagged as potential intrusions. Some intrusion detection systems, based on anomaly 

detection techniques, look for statistically anomalous behavior, that is, behavior that 

25 appears unusual when compared to other user behavior. One drawback of anomaly 

detection systems is that they are prone to both false positive and false negative alerts 

because the rules are general in nature and not specific for the behavior of each user. 

False positives occur when the intrusion detection system identifies an event as an 

40 intrusion when none has occurred. False positives may divert the !3tlenlion and time of the 

30 system administrator and security staff and if frequent enough, may cause a lack of 

confidence in the intrusion detection system. False negatives are instances where the 

intrusion detection system fails to detect an intrusion while it is occurring or after it has 

45 occurred. The result may be slow or no response to the intrusion that can result in financial 

loss and system damage. False negatives often occur because the models used to profile 

50 

55 

35 the anomalous behavior do not adequately predict the intruder behavior and its result 

within the computer system. 
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Some intrusion detection systems use xpert systems, which are driven from an 

encoded rule base to monitor policy compliance. The expert system applies the rules to 

assure all users are operating within their privileged rights. Even in the expert system, the 

encoded rules are usually generated by profiling the anomalous behavior and then building 

5 a rule based system. This means that the expert system intrusion detection system at 

10 present suffers from the same problems such as false positives and false negatives as the 

15 

20 

25 

30 

40 . 

4.5 

50 

anomalous detection systems. Other systems have passive .monitor functions that 

continually analyze data presented to them. They are similar to antivirus functions in that 

they can only detect what has been defined to them. Another type of intrusion detection 

10 system is a scanner. Unlike other intrusion dete_ction tools that report when a threshold has· 

been exceeded, scanners actively attempt to find security holes (called vulnerabilities) and 

unauthorized hardware and software. 

15 

20 

The above mentioned intrusion detection methods have many drawbacks. One is 

that the systems can only detect and monitor what has been previously defined to them, 

either using expert system rules or rules developed through data collection reduction end 

analysis or through profiling. This can result in false negatives because unknown attacks 

have not been previously defined. In addition, most systems only analyze and develo~ 

profiles and patterns after the fact. These profiles and patterns of behavior are 

subsequently incorporated into rule-based systems to recognize future attacks. Even in 

those instances where alerts are is~ued in near real-time, valuable time and the intruder's 

· trail can be lost. In addition, many of these systems require hum~n intervention, both in the 

initial analysis of data end profile and pattern recognition building steps and when an 

anomalous event has occurred, to determine the action to be taken. Relying on human 

intervention can delay the identification of the intrusion and may not prevent network 

25 damage or exploitation. 

To be able to detect intrusions as they are occur~ng or soon after, there is a need 

for the intrusion detection system to be a real-tif!le system. There is a need to automatically 

build profiling data specific for each user or class of users that can be used to determine 

normal actions for a user to reduce the occurrence of false alarms and to improve 

30 detection. There is a need for a system that can detect suspicious actions, determine the 

source and institute autonomous responses. There is also a need for the intrusion 

detection system to take automatic action, without waiting for a human administrator to 

intervene and act, to mitigate the effects of an intrusion and to prevent future actions. 

There is also a need to coordinate information transfer withi.n host, multi-host and network 

35 environments so responses to intrusions can be _coordinated. In addition, there is a need to 

2 
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combine the above listed capabilities with real-time monitoring of log audit files, port scan 

detection capability and session monitoring. 

The present invention is a computer implemented method for detecting intruders in 

a computer system. The method comprising the steps of detecting an unauthorized user 

5 attempting to enter into a computer system by comparing actions of the user to a 

dynamically built profile tor the user, and if the action is out of range of the user profile, 

notifying a control function. H events are detected that indicate an unauthorized entry into 

the computer system has occurred by comparing and if an event occurs that indicates 

unauthorized entry, a control function is notified, and automatically executes a specific 

1 0 action in response to the event. 

The dynamically built user profile comprises dynamically constructing a user profile 

for each computer user when the computer user first attempts to log into the computer 

system, dynamically updating the user profile for the user for each attempt by the user to 

log into the system after the first attempt, and updating the user profile when the user logs 

15 out of the computer system.· 

20 

Dynamically monitoring computer system log files comprises monitoring for events 

that indicate an unauthorized attempted entry into the computer system. Dynamically 

monitoring system log files comprises comparing the system log files to events to ignore 

and ignoring the event if the system log file indicates a match with the event to ignore and 

comparing the system log files to events known to indicate an unauthorized entry into the 

computer system and notifying a control function about the unauthorized entry and 

automatically executing a specific action in response to the event by the control function. 

The method further comprises dynamically monitoring user actions after the user 

has logged into a computer system for unauthorized access by the user to system 

25 information, and if unauthorized access occurs. ·notifying a control function about the 

unauthorized access and automatically executing a specific action in response to the event 

by the control function. The method dynamically monitors user actions after the user has 

logged into a computer system for corruption of system information by the user and if 

corruption of system information occurs, a control function is notified and automatically 

30 

35 

executes a specific action in response by the control function. 

The method further comprises scanning network ports to determine if a user has 

connected to more than a selected number of network ports. If the user has exceeded the 

selected number of network ports, the control function is notified and automatically 

executes a specific action in response to the. The selected number of network ports may 

be set by the system administrator. 

3 
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The detecting vents that indicate an unauthorized entry into the computer system 

comprise detecting anomalous events when a user logs out of the computer system. This 

comprises monitoring a user's file history to determine if the user's file history has been 

altered, monitoring computer system fdes to determine if a modification has been made 

5 that Indicates an unauthorized Intrusion into the computer system, monitoring a user's 

10 computer files to determine if a modification has been made that indicates an unauthorized 

15 

20 

25 

30 

35 

intrusion into the computer system, determining if a program has been left running that 

should have stopped running when the user logs out of the computer system. If an 

anomalous event has been a control function is notified about the anomalous event and the 

10 control function takes user specified action in response lo the anomalous event 

Detecting unauthorized users comprises if the user has attempted to log in from a 

computer host that is not allowed access to the computer system, notifying a control 

function about the attempted login and allowing the control function to take a user specified 

action in response. Detecting unauthorized users also comprises if the user attempts to log 

15 into the computer system and has an active login, checking to determine if the user is 

allowed to have more than one login active simultaneously, and if not, notifying a control 

function about the attempted login and automatically executing a specific action in 

response to the event by the control function. 

20 

The dynamically constructed user profile for each computer user comprises storing 

user name, login terminal, time of creation of initial user profile, time of user's first login, 

time history of the user's logins, time periods that the user is allowed to log into the system 

and·total number of logins when ·the computer user. The user profile may be stored in a 

user profile database. 

Dynamically updating the user profile for the user comprises, for each user, entering the 

25 current login time, login terminal, updating the ~me history of the user's login and 

incrementing the total number of logins. 

Detecting unauthorized users comprises if the user has attempted to log in at a time 

different from the time periods that the user is allowed to log into the computer system, 

notifying a control function about the attempted login and allowing the control function to 

30 take user specified action in response. 

The method further comprises dynamically constructing a list of active users logged 

into the computer system and dynamically updating the list of active users when a user 

45 logs into the system and logs out of the system. The list of active users may comprise user 

55 

name, user terminal and time of user login. 

35 The control function comprises storing information about unauthorized users and events 

that indicate an unauthorized entry into the computer system, taking action in response to 

4 
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the unauthorized users and events. The action is selected from the group consisting of 

logging the information in a local controller, sending the information to a network cxmtroller, 

disabling the unauthorized user's account, 

blocking access to the computer system for the user, notifying a system administrator and 

5 ignoring the unauthorized user and unauthorized entry. The action taken may be defined 

10 by the system administrator prior to initialization of the intrusion detection system. 

15 

20 

25 

30 

35 

The control function may be located in a local computer where the unauthorized 

user and unauthorized entry occurred. The oontrol function in the local computer sends 

information about unauthorized users and events to a central oomputer connected to the 

10 local computer. Alternatively, the control function may be located in a central computer 

connected to the local computer. Multiple local computers may be connected to the central 

computer. 

The central computer comprises performing centralized analysis of unauthorized 

users and events, performing correlation of unauthorized users and events from the 

15 multiple local computers, alerting a central computer system administrator, and sending the 

analysis and correlation results to the multiple local computers. 

20 

The method further comprises, for each user, continuously monitoring user activity 

for a threat to the computer system. Continuously monitoring comprises analyzing user 

command entries and comparing the entries to known threat events and known attack 

patterns indicating a computer intrusion and if a match occurs, notifying the control function 

and allowing the control function to take user specified action in response. Continuously 

monitoring the system process accounting records comprises comparing the entries to 

known threat events and known attack patterns indicating a computer intrusion and if a 

match occurs, notifying the control function and allowing the control function to take user 

25 specified action in response. 

The method further comprises continuously monitoring commands entered by the 

user and comparing the commands to known threat events and known attack patterns 

indicating a computer intrusion and if a match occurs, notifying the control function and 

40 allowing the control function to take user specified action in response. The method further 

30 comprises continuously monitoring network port activity and comparing the activity to 

known threat events and known attack pattems indicating a computer intrusion and if a 

match occurs, notifying the control function and allowing the control function to take user 

45 specified action in response. The action taken may be selected from the group consisting 

of logging the event, removing the user from the computer system and executing a 

35 selected command. 

50 
5 
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The computer-implemented methods ere embodied in software programs that may 

be stored on a computer-readable medium. 

SUMMARY 

The present invention provides a real-time intrusion detection method and system. 

The intrusion detection system automatically and dynamically builds user profile data 

(known as a signature) for each user (or alten:iatively, a class of users) that can be used to 

determine normal actions for each user to reduce the occurrence of false alarms and to 

improve detection. The user profile data (signature) is saved and updated every time the 

user logs on and off the system. The advantage of dynamically building user profile data 

10 based on past user behavior and comparing it to that user's current behavior is that the 

number of false alarms is reduced. In addition, there is no need to enter sets of rules prior 

to system initialization. The system detects suspicious actions, determines the source and 

institutes autonomous responses. The system acts to mitigate the effects of an intrusion 

and to prevent future actions without waiting for human action. The automatic actions to be 

15 taken can be specified by the system administrator prior to initialization of the system. The 

automatic actions can be tailored to address the specific anomaly detected by the intrusion 

detection system. For example, through e local or system controller, the system can log the 

events, disable user accounts and block access to the system. In one embodiment, the 

system coordinates information transfer within host, multi-host and network environments 

20 to coordinate intrusion response. The system combines the above listed capabilities with 

real-time monitoring of log audit files, port scan detection capability and session monitoring. 

Throughout this document. use of the terms dynamic or dynamically in relation to a process 

means that the process is operating in real-time or close to real-time. 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other features, aspects ·and advantages of the present invention will 

become better understood with regard to the following description, appended claims and 

accompanying drawings where: 

Fig. 1 shows a functional block diagram of the host based intrusion detection 

system. 

30 Fig. 2 Is a block diagram of the log file auditing function. 

Fig. 3 is a flow diagram of the login anomaly detection function. 

Fig. 4 is a flow diagram of the user profile database and active user database 

update function. 

Figs. SA and 5B are flow diagrams of the logout anomaly detection function. 

35 Fig. 6 is a flow diagram of the port scan detector function. 

Fig. 7 is a flow diagram of the session monitor function. 

6 
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Fig. 8 is a flow diagram of the controller function. 

Fig. 9 is a block diagram of an alternate embodiment of a host based intrusion 

detection system having a central system controller. 

Fig. 10 is a flow diagram of program setup for the intrusion detection systems. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Fig. 1 shows a functional block diagram of the intrusion detection system. The 

system is comprised of a log audit function 2, e login anomaly detection function 3, e logout 

anomaly detection 7, a session monitor function 4 and a port scan detector function 5 

interfacing with a local controller function 6. The log audit function 2, login anomaly 

10 detection function 3, logout anomaly detection function 7, session monitoring function 4 

and port scan detector function 5 all operate in real-time to detect activity indicative of an 

attack by unauthorized users or systems. The log audit function continuously monitors 

system log files for anomalous activity which can include known suspicious activity and 

unk~own system anomalies. When anomalous behavior occurs, the log audit function 2 

15 notifies the controller 6 and sends information about the activity to the controller 6 for 

further processing. The log auditing function 2 is described in Fig. 2. The login anomaly 

detection function 3 monitors system login activity and when anomalous behavior is 

detected, notifies the controller and sends infonnation about the activity to the controller 6 

for further processing. The login anomaly detection function 3 Is described in Fig. 3. The 

20 logout anomaly detection function 7 monitors system logout activity and If anomalous 

behavior is detected, notifies the controller and sends infonnation about the activity to the 

controller 6 for further processing. The logout anomaly detection function 7 is·described in 

Figs. SA.and 5B. The session monitoring function 4 watches user activity after a login has 

been established. The function continuously watches keystrokes for known attack 

25 signatures and suspicious activity. Signatures are kept in a user-editable database on the 

local machine. Once suspicious or known attack activity is detected, the session monitor 4 

will send infonnation about the activity to the controller 6 for further processing. The 

session monitoring function 4 is described in Fig. 7. The port scan detector function 5 

40 monitors Internet ports (such as TCP and UDP) for port scanning activity which is a method 

30 used by attackers to detennine the vulnerabilities of a target host and to run a series of 

attacks to gain entry on the vulnerable target host. When the port scan detection function 5 

detects port scanning activity, it sends information about the activity to the controller for 

45 further processing. The port scan detector function 5 is described in Fig. 6. The controller 

function 6 controls all actions that the host-based intrusion detection system may perform 

50 

55 

35 upon being notified from the log audit function 2, the login anomaly detection function 3, the 

logout anomaly detection function 7, the session monitor 4 or the port scan detector 

7 
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function 5 that an anomalous activity has occurred, the controller takes an appropriate 

action based on that activity. The controller function is described in Fig. 8. 

Turning now to Fig. 2, a block diagram of the log file auditing function is shown. 

The log auditing function 1 0 monitors the system login auditing fdes 11 by comparing the· 

log file activity known attack events 12, known security violations 13, and events to ignore 

14. If the log file activity indicates a known attack event 12 or a known security violation 13 

indicaUng a suspicious event or unknown event has occurred or is in the process of 

occurring, then the log auditing function 10 constructs a message containing the log file 

information and signature identification information and forwards it to the controller for 

10 action. The log auditing function can run on a periodic basis with the period selected by 

15 

20 

the user or ii can run continuously In real-time. The user has.the flexibility to add or remove 

functions within the login anomaly detection to customize the system. 

Turning now to Fig. 3, a flow diagram of the login anomaly detection function 20 is 

shown. The system monitors login and logout audit files and logs (records) all logins and 

logouts for the target host 21. The target host is the computer that the user is logging Into 

or logging out of. The system login auditing files may be login records (such as wtmp and 

utmp records) for a Unix® based operating system or may be event logs for a Windows 

NT® operating system. The system checks to determine if the user should be ignored 38. 

Certain users are not checked for login or logout anomalies. If the user is to be ignored 

processing continues at step 35 where the user is logged into the system. If the user is not 

to be ignored and if the user is logging in to the system, the monitor builds/updates the 

user profile database 22 and updates the active user database as shown in Fig. 4. The 

system administrator h_as the flexibility to add or remove functions within the logout 

anomaly detection to customize the system. 

25 Turning now to Fig. 4, a flow diagram is shown of the user profile_database and 

active user database update function. If the user is not in the user profile database 23, then 

the user is a new user and process first login function is executed 24. A new user profile 

entry is created 24 which contains the user name, the login host, the login terminal 

40 (sometimes called the _TTY), the time of creating the initial user profile, the lime of the 

30 user's first login, the set days and hours the user is allowed login access, the version of the 

database record type and sets the initial number of logins to one. In addition, the system 

administrator notified whenever a user logs into a host for the first time. If the user is 

45 already in the user profile database 23, then a user profile entry already exists for this user 

and that profile is updated 25. The updates to the user profile include appending the login 

35 time, login host and incrementing the total number of logins. The system also checks to 

determine that the user's login account is still valid, that is that it has not been disabled by 
50 
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a system administratnr. An entry is created in the active user database 36 which contains 

the user's name, the tenninal the user is logged in on, the time of login for this entry and 

the version of the database record. 

Tu ming back to Fig. 3, the next step is to check to detennine if the login is from a 

foreign domain 26. A foreign domain is one that is not contained within or allowed access 

to the host where the login is attempted. The list of allowed domains within the system is 

accessed 27 and if the login domain is not listed, it is considered foreign and the control 

function is notified 37. 

The user login is checked to determine if there are multiple concurrent logins for the 

10 same user 28 A multiple concurrent login means that a user is logged into the system more 

15 

than once from one or more different hosts concurrently. This type of behavior may indicate 

an intrusion. The log file is checked to detennine if a user is logged in from one or more 

different hosts concurrently. if so and the user is not aUowed to have multiple logins 29, 

then this login entry is denied and the multiple users are logged off from the system 30. 

The next step is to determine if the user is logged in at an unusual time 31. For 

each user, a profile is automatically built of the days, times and length of time that the user 

has 'logged in. Once a certain threshold number of user logins have occurred for this user 

to allow for accurate user profding (usually approximately ten logins, but this can be 

adjusted by the user), the day and time of the current user's attempted login is compared to 

20 that profile. if the current login time differs from the user's login profile, the control function 

is notified 37. 

The next step is to compare the login activity with known attack patterns 34. If the 

login activity is similar to a known attack pattern, then the control function is notified 37. 

Next the history file is checked for suspicious command entries 39. 

25 If these steps are successfully completed, the user is logged in 35 and the user's 

profile database entry is updated and the active user database is updated to track the login 

state of the user. 

Turning now to Figs. SA and 5B, a flow diagram of the logout anomaly detection 

40 function is shown. When a user attempts to logout, the logout anomaly detector 49 goes 

30 through a series of steps to process the logout to detennine if something has occurred 

during the user's login time that may indicate a system anomaly. The logout entry for the 

user is updated in the user profile and the active user database is updated 50. If the user is 

45 to be ignored 65, then no other checking is done and the user is successfully logged out 

70. The next step is to detennine if the user's file history has been compromised 51. If the 

50 

35 history file no longer exists 52, the history file has been truncated 53 or the history file is a 

symbolic link 54, the event is logged and information about the event is sent to the 

9 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 63



5 

W000/54458 PC'T/US00/06313 

controller 55. The system examines the most file and other system authentication files to 

determine if dangerous security modifications to the host file have occurred 56. For 

example. entering a wildcard symbol, allows the host to aUow anyone to log in without a 

password. If the host has been altered to allow anyone to login without a password or if 

5 other activity has occurred that may compromise security, the event is logged and 

10 information about the event is sent to the co_ntroller. The next step is to determine if the 

user's home directory contains one or more suspicious directories 59. Intruders will 

sometimes name a local directory in an odd way to hide their wor1<. The system checks for 

known suspicious directories 60 and if it finds any, it may log the event and send 
15 

20 

25 

30 

35 

10 information about the event to the controller 55. If a network computer process (sometimes 

called a "daemon") is left operating after logout 63 this could indicate a suspicious login 

and event is logged and information about the event is sent to the controller 55. The 

system checks to determine if the system audit records have been altered or are missing 

66. If so, the control function is notified 55. Next the program checks an administrator 

15 

20 

generated list of generic files to see If one or more of them exists in the user's home 

directory 67. If so, the control function is notified. Next, if a suspicious directory name is 

found 68, the control function is notified 55. If an rhost file exists, the control function is 

notified 69. 

Turning now to Fig. 6, a flow diagram of the port scan detector is shown. Port 

scanning is a method used by attackers to determine the vulnerabilities of a target host. 

Once vulnerabilities are found, a series of attacks are usually run to gain entry. Port 

scanning makes use of the TCP/IP protocol, which is the core communication protocol of 

the Internet. It allows machines to communicate throughout the world in a reliable manner. 

One of its features is the use of protocol ·ports· on remote and originating systems to 

25 establish connections between hosts. The ports available on a host are usually between 

the ranges of 1 to 65535, with ports 1 to 1024 being what is commonly referred to as 

•reserved" for use by critical Internet services. Each port that presents a service to a 

remote user is usually registered with the Internet Assigned Numbers Authority registry 

40 (IANA). This registration ensures that programs know what ports to avoid or specifically 

30 connect to depending on the services being requested. Examples of commonly used ports 

are: 

21 - File Transfer Protocol (FTP) services. 

45 25 - Simple Mail Transfer Protocol (SMTP) services. 

80- HTTP services r,NWW servers) 

50 

55 

35 When an attacker is looking for a new host to penetrate, they will often begin by looking for 

Internet programs that have known exploitable problems. These programs (called 

10 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 64



5 

10 

15 

20 

25 

30 

35 

WO 00/54458 PCT/USOOJ063l3 

"daemons") vary in number and degree of susceptibility to problems. As new problems are 

found the hacker community quickly makes use of them to penetrate more hosts. To 

facilitate looking for new victims, the attacker will use a program that may either: connect to 

all ports on the remote machine or deliberately pick one or more ports to search for a 

5 particular problem. Some of the ports may not answer, in which case the attacker moves 

on. Other ports will answer and the attacker can then glimpse at what problems they can 

take advantage of. Often attackers will go from host to host on the Internet looking for the 

same problem to exploit. An example port scan of a host may return the following 

10 

15 

20 

25 

information: 

localhost telnet 23/tcp 

· localhost smtp 25/tcp 

localhost finger 79/tcp 

localhost http 80/tcp 

localhost pop 110/tcp 

localhost imap 143/tcp 

The port scan detector of the present Invention alerts administrators that a person is 

actively looking for services on their host in a manner that indicates a hostile action. In the 

above port scan example our detector could present "fake' ports that an attacker will likely 

scan for. This could change the ~bove port scan into the following: 

localhost fake 23/tcp (Fake port) 

localhost smtp 25/tcp 

local host fake 79/tcp (Fake port) 

local host http 80/tcp 

localhost fake 110/tcp (Fake port) 

localhost fake 143/tcp (Fake port) 

So even though in our example system there are only ports 25 and 80 active, the other 

ports will be tripwired by the port scan detector waiting for an attacker to unwillingly try to 

connect to them. When this occurs, the administrator or program can then take action to 

30 prevent this activity. In Figure 6, a flowchart of the port scan detector function 75 is shown. 

Internet ports (such as TCP and UCP) are monitored 76. If the port is in a list indicating 

that the port is not to be monitored n, processing ends and no action is taken 78. If the 

45 port is in a list indicating It is to be monitored 77, the next step is to determine if the port is 

being used locally 79. If the port is being used locally it is temporarily removed from the 

35 monitored list until it is no longer used locally 80. If the port is not being used locally, the 

port is placed in the list of ports to be monitored 81. If the terminal or host computer where 
50 

11 

55 
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the user is attempting to log in from is a tenninal or host to be ignored for port scanning 82, 

no action is taken 78. If the terminal or host computer is not to be ignored 82, then if the 

number of ports that are being scanned is less than a minimum number of ports 83, no 

action is taken 78. If the number of ports that are potentially being scanned is greater than 

5 or equal to the minimum number of ports 83, the next step is to determine if the terminal or 

to host computer where the user is attempting to log in from is already blocked from the 

system 84. If so, no action is taken 78. If not, information about the apparent port scan is 

15 

20 

25 

30 

35 

sent to the controller 85 and the controller then takes the appropriate action as discussed 

in Figs. 8 and 9 below. The appropriate actions can vary from logging the event, blocking 

10 access to the computer system from the attacking host or executing a user-supplied 

command. 

15 

Turning now to Fig. 7, a flow diagram of the session monitoring function 90 is 

shown. For each user, the session monitor continuously monitors user activity for a threat 

to the computer system 91. II continuously monitors the user command entries 92, the 

system process aceounting re_cords 93, and commands entered by the user as stored in 

the user's command history file 94. It compares the command entries 92, system process 

accounting records 93 and commands in the user's command history file to known threat 

events and known attack patterns indicating a computer intrusion 95. If a match occurs 96, 

information and notification is sent to the control function 97. In either case the continuous 

20 session monitoring process continues its dynamic monitoring at step 91. 

Turning now to Fig. 8, a flow diagram of the control function is shown. The 

controller 125 receives information about events and receives signature information to 

identify the user and type of event 126. Because the controller may be local to the system, 

the system can function in real lime for suspicious events. In addition, if the controller is 

25 local, the intrusion detection system can be located entirely within the local host computer. 

The controller then determines the action to be taken and takes appropriate action 127. 

The action may be to log the event to the local system log 128, log the event to a remote 

system log 129, disable the user's account 130, block access to the attacking host system 

40 . address 131, trigger a user defined event 132, drop the route to the offending system 133, 

45 

50 

55 

30 block network access from the offending system 134, notify the system administrator 135, 

to Ignore the event 136 or any combination of these actions. If the controller is a local 137, 

the information can be sent to a local system controller 138. If the controller is not local 

137, the information can be sent to the central system controller 139. which then takes the 

appropriate actions (127-136) instead of the local controller. 

35 Fig. 9 shows a block diagram of an alternate embodiment of a host based intrusion 

detection system having a central system controller. The central system controller 150 
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may be part of a network that contains multiple host computers (1 through N) 151-153. 

Each host 151-153 comprises a local controller that sends information about log auditing, 

login anomaly detection, logout anomaly detection, session monitoring and port scan 

detector functions to the central controller. The central controller can perform centralized 

5 auditing of events 154, data analysis 155, cross correlation of intrusion activity throughout 

10 the network 156 and can alert the network SY:3tem administrator 157 if anomalous activity if 

found. In addillon, the central controller 150 can send information about anomalous activity 

15 

20 

25 

30 

35 

found within the system back to the multiple hosts 151-153 so as to alert the hosts. 

Fig. 10 is a flow diagram of a program set up for the intrusion detection system. 

10 Prior to initialization of the intrusion detection system, the system administrator 161 may 

select program functions to run in the intrusion detection system. For example, the system 

administrator may select the log auditing function 162, login anomaly detection 163, logout 

anomaly detection 164, session monitor 165 and port scan detector 166. The system 

administrator may also select the actions to be taken by the control function if an 

15 

20 

unauthorized user or event occurs 167. If the system admini~trator chooses not to select 

functions, the preprogrammed default functions will run. If the system administrator 

chooses not to select the actions to be taken by the control function or only changes some 

of the actions, the preprogrammed default actions will used. The system administrator may 

also alter the alarm thresholds or use preprogrammed alarm thresholds 168. The system 

administrator may select whether a warning is to be displayed on the system administrators 

graphical user interface 169. The system administrator may also select whether a local or 

central controller will be used for reporting and for taking action 170. 

Fig. 11 is a block diagram of the software modules of the Login Anomaly Detector. 

The Login Anomaly Detector 3 comprises a login audit module 180, first login warning 

25 module 181, a foreign domain warning module 182, a multiple concurrent logins module 

183 and an odd login time module 184. 

The login audit module 180 logs all user logins into the target host computer. This 

information is recorded in the system audit records and the intrusion detection system also 

40 records this information. The login audit module 180 provides secondary audit trail of user 

45 

so 

55 

30 activity in case the system audit files are damaged or altered. 

The first login warning module 181 notifies the control function and or 

administrators whenever a user logs into a host for the first lime. After the first login the 

module will no longer activate. The first login warning module 181 detects a first time login 

by noting whether the user has more than one login in the dynamic user data.base. It is 

35 used to spot users who are not authorized to connect to the computer system. 
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The foreign domain warning module 182 notifies administrators whenever a 

"foreign· domain login Is detected by a user. The foreign domain warning module 182 

checks the Internet domain the user is logging in from as indicated in their user database 

login record. If the domain is not listed in an "allowed" file, it assumes the domain Is 

5 "foreign· and notifies the administrator. The foreign domain warning module 182 allows an 

administrator to spot logins from odd places that are not allowed to connect to the target 

host computer. 

The multiple concurrent logins module 183 watches user logins and looks for 

concurrent logins from multiple domains. When a user is logged in from multiple domains 

10 at the same time. this may be an indication of suspicious activity. The multiple concurrent 

logins module 183 module will monitor logins and if it spots a user that is logged in more 

than once or is logged in from two or more separate domains/hosts, it will notify a control 

function ·and or the system administrator. Hackers often will log_ in from multiple hosts 

across the Internet or within a local network. The multlple concurrent logins module 183 

15 

20 

attempts to detect this condition. 

The odd login time module 184 monitors user logins and attempts to spot ·unusual" 

login times based on past data collected for this user. Odd login times are one of the 

primary Indicators of unauthorized system intrusion. The odd login time module 184 runs 

only after a predetennined amount of user logins have been collected by the user 

database. This amount defaults to ten logins, but can be adjusted by the user or system 

administrator to begin comparing login times after any amount has passed, although 

siJfficient time should be granted to allow accurate profiling. The theory of operation is to 

take the average login hours from the login tracking field for a particular user. This average 

Is used to draw conclusions about the user's login habits including the days they log into 

25 the computer, the times they log into the computer and how long they stay logged into the 

computer. 

This data can be obtained because the .login stamp for each login tracking entry is 

dynamically maintained by the login monitoring process. Because the database is 

40 dynamically generated the signature can be built with intelligence to take advantage of this 

45 

50 

55 

30 fact to reduce false alarms. This relieves the administrator of having to setup predefined 

login profiles for users. This is a great benefit if you have an eclectic user base who work 

strange hours or login from multiple time zones. The values derived are obtained by 

calculating the days/hours/minutes. These values can be combined in a number of ways to 

determine normal patterns of behavior such as days of the week the user is active and for 

35 how long they use the system at a time. Further pieces of information can be derived such 

as average hours online per day and the hours they are nonnally working between. 

14 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 68



W000/54458 PCT/US00/06313 

Fig. 12 is a block diagram of the software modules of the Logout Anomaly Detector. 

s The Logout Anomaly Detector 7 comprises a logout audit module 190, suspicious enbies in 

user's home directory 191, generic file exists module 192, history file truncated/altered 

module 193, suspicious directory name module 14, altered/missing audit record module 

5 195, ne~rk process ac:tive module 196, suspicious history file commands module 197, 

10 and rhost file exists module 198. 

15 

20 

25 

30 

35 · 

The logout audit module 190 logs all user logouts from the target host oomputer. 

This information is recorded in the system audit records and the intrusion detection system 

also records this information. The logout audit module 190 provides secondary audit trail of 

10 user activity in case the system audit files are damaged or altered. 

15 

20 

The suspicious entries in user's home directory module 191 checks the for a 

• .rhosr file In the user's home directory with a dangerous ~ntry. Dangerous entries include 

wildcard characters. If a wildcard character is found, the suspicious entries in user's home 

directory module 191 alerts the administrator that a dangerous .rhost file exists. Dangerous 

entries indicate suspicious activity for most users and may allow the host system to be 

easily compromised by remote attackers. 

The generic file exists module 192 module checks an administrator-generated list of 

files to see if one or more of them exist in the user's home directory. This module allows an 

administrator to flag certain files for monitoring (password files, etc.) and generate custom 

alerts. A file list is used to parse against the user's directory listing. If a matching file name 

is found the event if flagged and the control function and or system administrator alerted. 

The history file truncated/altered module 193 module checks a user's command 

history file for alterations or truncations. Hackers often alter the history file to conceal 

activity on a host. The module checks to determine if the history file is truncated to zero 

25 bytes long, is missing or deleted and if the history file is a •symbolic link" to another file or 

device. If the history file indicates that any of these conditions have occurred, this may that 

unauthorized activity Is being hidden on many attacked hosts. When an altered history file 

is found it is reported to central controller and system the administrator may be notified. 

40 The suspicious directory name module 194 detects suspicious directory names. 

45 

50 

55 

30 Hackers will often employ odd directory names in order to hide activity on a host. This 

module searches for common directory name hiding tactics. For example, this module will 

check a user's home directory for odd directory names such as:• .. ·." .. .", etc. and notify 

the control function and report them to the administrator if one is found. The directory 

names that can be searched for are configurable by the administrator. 

35 The altered/missing audit record module 195 checks to determine if an entry for the 

user's session is missing from the systems audit records (such as utmp, wtmp, event logs 

15 
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or the like). Intruders will use commonly available utifities to purge audit records of their 

tracks. An altered or missing entry may indicate that the user has deleted or altered their 

system audit record entry to avoid detection. The altered/missing audit record module 195 

checks the pertinent system accounting records (utmp, Wimp, event logs or the like) and 

5 ensures that a matching record exists for the session that the user is logging out of. A · 

10 missing record indicates that the user may be trying to conceal their activity on the host. 

15 

20 

25 
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40 
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This module attempts to analyze the login/logout records of the host to spot this condition 

and notify the administrator. 

The network process active module 196 checks to determine if a 

1 0 user has logged out of the system and left a process running with a listening nelwor1<. A 

listening socket on a network host is a program that is offering services to the Internet. 

Typically a socket is a number in the range of about 1-65535 that a user can connect to 

using one of the Internet protocols. An example of common socket numbers include: 23 for 

Telnet services, 25 for mail services and 80 for worldwide web services. If a user executes 

15 a rogue program with a listening socket they can connect back to the system from 

anywhere on th<: Internet and bypass normal authentication and audit procedures of the 

target host. Therefore, programs with listening network sockets run by ordinary users are a. 

security threat and should not be allowed on any hosl This could indicate that an 

unauthorized program is running. The network process active module 196 checks the 

20 system process table for network socket programs and alerts the controller and system 

administrator to this fact. 

The suspicious history file commands module 197 checks to determine if the history 

files contain commands that could be considered •suspicious". Most Unix systems have the 

ability to store a ·command history" of all logged in users. This command history is used by 

25 the interactive shells to allow users to quickly recall commands either manually or with a 

script. As part of this feature the interactive shells (depending on their type) will write a 

"history" file in the user's home directory. Usually this file is called ".history" but other 

variations exist. The basic operation occurs when a user logs out of the host system. 

During this lime the login file is flushed to the disk and the login monitor process can begin 

30 reading the most current command history. This module then takes the .history file and 

compares the command contents to a known database of unusual or suspicious 

commands. Such commands may include commands that indicate the user has viewed the 

master password list on the system, the user has added a global wildcard to the system 

which will allow all hosts access to the system, the user has tried to copy the password file 

35 11st and the user has tried to switch to system administrator credentials. When suspicious 

commands are spotted, they are flagged and the appropriate actions can be taken by the 
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monitor program to alert the controller and system administrator or disable the user 

5 account. 

The .rhos! file exists module 198 checks for the existence of a ".rhosr file in the 

user's home directory. The .rhost files contains a list of hosts that are trusted by the system 

5 when a login is detected originating from them. If a user is originating form a host that is 

10 listed in the .rhos! file, then they are allowed_access to the system as long as their account 

name matches the owner of the .most file. If an entry such as ·++· is placed in the .rhost 

file, ii signifies a wildcard and any host can log Into the system as the owner of the rhos! 

file. A wildcard entry is always suspicious and is virtually always a dangerous modification. 

15 
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10 If an .most file exists in the user's directory, and is greater than zero bytes, then the 

15 

controller is notified and the system administrator may be alerted. 

_ Although the present invention has been described in detail with reference to 

certain preferred embodiments, other embodiments are possible. Therefore, the spirit and 

scope of the appended claims should not be limited to the description of the preferred 

embodiments herein. 
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What is claimed is: 

5 1 1. A computer implemented method for detecting intruders in a computer system ( 1 ), the 

2 method comprising the steps of: 

3 a. detecting an unauthorized user attempting to enter into a computer system (20) by· 

4 comparing actions of the user to a dynamically built profile for the user (22), and if 

10 5 the action is out of range of the user profile, notifying a control function (37); 

6 b. detecting events that indicate an unauthorized entry into the computer system (49, 

7 75, 90) has occurred and if an event occurs that indicates unauthorized entry, 

8 notifying a control function (55. 85. 97): and 

15 9 C. exei:uting an action (127) by the control function (125). 

2. The method of claim 1 wherein the dynamically built user profile comprises: 

2 a. dynamically constructing a user profile (22) for each computer user when the 

3 computer user first attempts to log into the computer system (24. 36); 
20 4 b. dynamically updating the user profile for the user for each attempt by the user to log 

5 into the system ·after the first attempt (25. 36); and 

6 C. updating the user profile when the·user logs out of the computer system (50). 

3. The method of claim 1 further comprising dynamically monitoring computer system log 
25 

2 files (10) for events that indicate an unauthorized attempted entry into the computer 

3 system. 

4. The method of claim 3 wherein the dynamically monitoring system log files comprises: 

2 a. comparing the system log files to events to ignore and ignoring the event if the 
30 

3 system log file indicates a match with an event to ignore (14); and 

4 b. comparing the system log files to events known to indicate an unauthorized entry 

5 event into the computer system (12) and notifying a control function about the 

6 unauthorized entry event; 
35 

7 C. executing the action in response to the event by the control function ( 17). 

5. The method of claim 1 further comprising: 

2 a. dynamically_ monitoring user actions after the user has logged into a computer 

40 3 system for unauthorized access by the user to system information (92), and if 

4 unauthorized access event occurs, notifying a control function (97) about the 

5 unauthorized access and automatically executing a s~ecific action in response to 

6 the event by the control function (127); and 

45 7 b. dynamically monitoring user actions after the user has logged into a computer 

8 system for corruption of system information by the user (56, 59) and if a corruption 

9 of system information occurs, notifying a control function of the corruption of system 

10 information and executing the action in response by the control function (127). 

50 
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1 6. The method of daim 1 further comprising: 

2 . a. scanning network ports (76) to determine if a user has connected to more than a 

3 selected number of network ports (83); 

4 b. if the user has exceeded the selected number of network ports (83), notifying the 

5 control function and executing an action in response by the control function (85). 

7. The method of claim 6 wherein the selected number of network ports is set by the 

2 system administrator (161 ). 

1 8. The method of claim 1 wherein the detecting events (49, 75, 90) that indicate an 

2 unauthorized entry into the computer system comprises: 

3 a. detecting anomalous events when a user logs out of the computer system (49) 

4 comprising: 

5 i. monitoring a user's file history to determine if the user's file history has been altered 

6 (51); 

7 ii. monitoring computer system files to determine if a modification has been made that 

8 Indicates an unauthorized Intrusion into the computer system (56); 

9 iii. monitoring a user's computer files to determine if a modification has been made 

10 that indicates an unauthorized intrusion into the computer system (59); 

11 iv. determining if a program has been left running that should have stopped ru~ning 

12 when the user logs out of the computer system (63); and 

13 b. if an anomalous event has been detected: 

14 

15 

i. notifying the control function about the anomalous event (55); and 

ii. allowing the control function to take action in response to the anomalous event 

16 (127). 

1 9. The method of claim 1 wherein the detecting unauthorized users {20) comprises: 

2 a. if the user has attempted to log in from a computer host that is not allowed access 

3 to the computer system, notifying the control function about the attempted login 

4 {26); and 

5 b. allowing the control function to take action in response (37). 

1 10. The method of claim 1 wherein the detecting unauthorized users (20) comprises: 

2 a. if the user attempts to log into the computer system and has an active login {28). 

3 checking to determine if the user is allowed to have more than one login active 

4 simultaneously (29), and if not notifying a control function about the attempted login 

5 (37); and 

6 b. executing an action by the control function (127). 

1 11. The method of claim 2 wherein the dynamically constructed user profile for each 

2 computer user (22) is selected from the group consisting of storing user name, login 
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3 terminal, time of creation of initial user profile, time of user's first login, time history of 

4 

5 

the user's logins, time periods that the user is allowed to log into the system and total 

number of logins for the computer user (24 ). 

12. The method of claim 11 wherein the user profile is stored in a user profile database 

2 (36). 

1 13. The method of claim 11 wherein dynamically updating the user profile for the user (22) 

2 comprises, for each user selecting from the group consisting of entering a current login 

3 

4 

2 

3 

time, login terminal, updating a time history of a user's login and incrementing the total 

number of logins (24, 25). 

14. The method of claim 11 wherein the detecting unauthorized users (20) comprises if the 

user has attempted to log in at a time different from the time periods (30) that the user 

is allowed to log into the computer system, notifying a control function (37) about the 

4 attempted login and allowing the control function to take action in response (127). 

15. The method of claim 1 further comprising: 

2 a. dynamically constructing a list of active users logged into the computer system (36): 

3 and 

4 

5 

b. dynamically updating the list of active users when a user logs into the system and 

logs out of the system (50). 

16. The method of claim 15 wherein the list of activ~ users (36) comprises information 

2 selected from the group consisting of user name, user terminal and time of user login 

3 (24). 

17. The method of claim 1 wherein the control function (125) comprises: 

2 a. storing Information about unauthorized users and events that indicate an 

3. unauthorized entry into the computer system (126): 

4 b. taking action in response to the unauthorized users and events, the action is 

5 selected from the group consisting of: 

6 i. logging the information in a local controller ( 128 ); 

7 ii. sending the information to a network controller (139); 

8 

9 

10 

iii. disabling the unauthorized user's account (130); 

iv. blocking access to ~e computer system for the user (131); 

v. notifying a system administrator (135): and 

11 vi. ignoring the unauthorized user and unauthorized entry (136). 

1 18. The method of claim 17 wherein the action taken is defined by the system administrator 

2 prior to initialization of the intrusion detection system ( 161 ). 

1 19. The method of claim 1 wherein the control function ( 125) is located in a local computer 

2 (137)where the unauthorized user and unauthorized entry occurred. 
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1 20. The method of claim 19 further comprising the control function (125) in the local 

2 computer sends information about unauthorized users and anomalous events to a 

3 central computer (139) connected to the local oomputer (137). 

21. The method of claim 1 wherein the control function (125) is located in a central 

2 computer (139) connected to the local computer (137). 

1 22. The method according to claim 21 further comprising multiple local computers (151-

2 153) connected to the central computer ( 150). 

1 23. The method of claim 21 wherein the control function (125) in the central computer (150) 

2 comprises: 

3 a. performing centralized analysis of unauthorized users and events ( 154, 155); 

4 b. performing correlation of unauthorized users and events from the multiple local 

5 computers (156); 

6 c. starting a central computer system administrator ( 157); and 

7 d. sending the analysis and correlation results to the multiple local computers (151-

8 153). 

1 24. The method of claim 1 further comprising: 

2 a. for each user, continuously monitoring user activity for a threat to the computer 

3 system (90); and 

4 b. the continuously monitoring comprises analyzing user command entries (92) and 

5 comparing the entries to known threat events and known attack patterns (95) 

6 

7 

indicating a computer intrusion and if a match occurs (96), notifying the control 

function (97) and allowing the control function to take action in response (127). 

1 25. The method of claim 24 further comprising continuously monitoring the system process 

2 accounting records (93) and comparing the entries to known threat events and known 

3 attack patterns (95) indicating a computer intrusion and if a match occurs (96), notifying 

4 the control function (97) and allowing the control function to take action in response 

5 (127). 

1 26. The method of claim 24 further comprising continuously monitoring commands (94) 

2 entered by'the user and comparing the commands to known threat events and known 

· 3 attack patterns (95) indicating a computer intrusion and if a match occurs (96), notifying 

4 the control function (97) and allowing the control function to take action in response 

5 (127). 

1 27. The method of claim 1 further comprising continuously monitoring network port activity 

2 (76) and comparing the activity to known threat events and known attack patterns 

3 indicating a computer intrusion (83, 84) and if a match occurs, notifying the control 

4 function (85) and allowing the control function to lake action in response (127). 
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1 28. The method of claim 22 wherein the action taken is selected from the group consisting 

2 of logging the event (128, 129), disabling a user account (130), blocking access to the 

3 system (131 ), Initiating a user defined action (132), dropping a route to an attacking 

4 system (133), dropping a route to an attacking user (133), blocking access from an. 

5 offending system (134), notifying a system administrator (135) and ignoring the event 

6 (136). 

29. The method as In any of claims 1, 4-6, 8, 9, 14, 17, 24-27 wherein the actiOn comprises 

2 a user specified action (167f 

1 30. The method of claim 29 wherein the user specified action is entered by a system 

2 administrator (161 ). 

1 

2 

2 

31. The method as in any of claims 1, 4-6, 8, 9, 14, 17, 24-27 wherein the action is 

automatically executed by the control function (127). 

32. Computer executable software code stored on a compute~ readable medium 

incorporating the method as recited in any of claims 1 through 31. 

22 
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Computer Immune System and Method for 

5 Detecting Unwanted Code in a Computer System 

PRIORITY APPLICATION NOTICE 

This application claims priority from United States provisional patent 

application: Serial No. 60/218,489, filed July 17, 2000, which application is 

10 hereby incorporated by reference in its entirety. 

1. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The .present invention relates to the field of computer security and 

15 specifically to the detection of computer programs that exhibit malicious or 

self-propagating behavior including, for example, computer viruses and 

trojans. 

2. Discussion of the Related Art 

20 Detection of viruses has been a concern throughout the era of the 

personal computer. With the growth of communication networks such as the 

Internet and increasing interchange of data, including the rapid growth in the 

use of e-mail for communications, the infection of computers through 

communications or file exchange is an increasingly significant consideration. 

25 Infections take various forms, but are typically related to computer viruses, 

trojan programs, or other forms of malicious code. Recent incidents of e-mail 

mediated virus attacks have been dramatic both for the speed of propagation 

and for the extent of damage, with Internet service providers (ISPs) and 

companies suffering service problems and a loss of e-mail capability. In many 

30 instances, attempts to adequately prevent file exchange or e-mail mediated 

1 
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infections significantly inconvenience computer users. Improved strategies for 

detecting and dealing with virus attacks are desired. 

One conventional technique for detecting viruses is signature scanning. 

Signature scanning systems use sample code patterns extracted from known 

5 malicious code and scan for the occurrence of these patterns in other program 

code. In some cases program code that is scanned is first decrypted through 

emulation, and the resulting code is scanned for signatures or function 

signatures. A primary limitation of this signature scanning method is that 

only known malicious code is detected, that is, only code that matches the 

10 . stored sample signatures of known malicious code is identified as being 

infected. All viruses or malicious code not previously identified and all viruses 

or malicious code created after the last update to the signature database will 

not be detected. Thus, newly created viruses are not detected by this method; 

neither are viruses with code in which the signature, previously extracted and 

. 15 contained in the signature database, has been overwritten. 

In addition, the signature analysis technique fails to identify the 

presence of a virus if the signature is not aligned in the code. in the expected 

fashion. Alternately, the authors of a virus may obscure the identity of the 

virus by opcode substitution or by inserting dummy or random code into virus 

20 functions. Nonsense code can be inserted that alters the signature of the virus 

to a sufficient extent as to be undetectable by a signature scanning program, 

without diminishing the ability of the virus to propagate and deliver its 

payload. 

Another virus detection strategy is integrity checking. Integrity 

25 checking systems extract a code sample from known, benign application 

program code. The code sample is stored, together with information from the 

program file such as the executable program header and the file length, as 

well as the date and time of the sample. The program file is checked at 

regular intervals against this database to ensure that the program file has not 

30 been modified. Integrity checking programs generate long lists of modified 

files when a user upgrades the operating system of the computer or installs or 

2 
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upgrades application software. A main disadvantage of an integrity check 

based virus detection system is that a great many warnings of virus activity 

issue when any modification of an application program is performed. It is 

difficult for a user to determine when a warning represents a legitimate attack 

5 on the computer system. 

Checksum monitoring systems detect viruses by generating a cyclic 

redundancy check (CRC) value for each program file. Modification of the 

program file is detected by a variation in the CRC value. Checksum monitors 

improve on integrity check systems in that it is more difficult for malicious 

10 code to defeat the monitoring. On the other hand, checksum monitors exhibit 

the same limitations as integrity checking systems in that many 'false 

warnings issue and it is difficult to identify which warnings represent actual 

viruses or infection. 

Behavior interception systems detect virus activity by interacting with 

15 the operating system of the target computer and monitoring for potentially 

malicious behavior. When such malicious behavior is detected, the action is· 

blocked and the user is informed that a potentially dangerous action is about 

to take place. The potentially malicious code can be allowed to perform this 

action by the user. This makes the behavior interception system somewhat 

20 unreliable, because the effectiveness of the system depends on user input. In 

addition, resident behavior interception systems are sometimes detected and 

disabled by malicious code. 

Another conventional strategy for detecting infections is the use of bait 

files. This strategy is typically used in combination with other virus detection 

25 strategies to detect an existing and active infection. This mean~ that the 

malicious code is presently running on the target computer and is modifying 

files. The virus is detected when the bait file is modified. ~aii_y viruses are 

aware of bait files and do not modify files that are either too small, obviously a 

bait file because of their structure or have a predetermined content in the file 

30 name. 

3 
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It is apparent that improved techniques for detecting viruses and other 

malicious types of code are desirable. 

SUMMARY OF THE PREFERRED EMBODIMENTS 

5 One aspect of the present invention provides a method for identifying 

presence of malicious code in program code within a computer system, 

including initializing a virtual machine within the computer system. The 

initialized virtual machine comprises software simulating functionality of a 

central processing unit and memory. The virtual machine virtually executes a 

10 target program so that the target program interacts with the computer system 

only through the virtual machine. The method includes analyzing behavior of 

the target program following virtual execution to identify occurrence of 

malicious code behavior and indicating in a behavior pattern the occurrence of 

malicious code behavior. The virtual machine is terminated at the end of the 

15 analysis process, thereby removing from the computer system a copy of the 

target program that was contained within the virtual machine. 

Another aspect of the present invention provides a method for 

identifying the presence of malicious code in program code within a computer 

system. The method includes initializing a virtual machine within the 

20 computer system, the virtual machine comprising software simulating 

functionality of a central processing unit, memory and an operating system 

including interrupt calls to the virtual operating system. A target program is 

. virtually executed within the virtual machine so that the target program 

interacts with the virtual operating system and the virtual central processing 

25 unit through the virtual machine. Behavior of the target program is 

monitored during virtual execution to identify presence of malicious code and 

the occurrence of malicious code behavior is indicated in a behavior pattern. 

The virtual machine is terminated, leaving behind a record of the behavior 

patt~rn characteristic of the analyzed target program. 

4 
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BRmF DESCRIPTION OF THE DRAWINGS 

:FIG. 1 illustrates a behavior pattern generated according to the 

analytical behavior method. showing the behavior pattern for code that is not 

infected and is infected with a computer virus. Each bit may be a flag 

5 indicating an action. The total stream of bits is a value indicative of the 

behavior of the program. 

:FIG. 2 shows a block diagram of components used in a preferred 

implementation of the analytical detection method. 

:FIG. 3 schematically illustrates the COM file format, used as an 

10 example of the function of the program structure extractor and program 

loader. 

:FIG. 4 illustrates an interface of the virtual PC to various program file 

formats. Before virtualization can take place, the program loader preferably 

extracts the correct entry point, code and initialized data from.the program 
I 

15 file. The file offset to the entry point code is given in the program header and 

varies depending on the type of file that contains the program. 

FIG. 5 schematically illustrates the virtual PC memory map after 

loading a binary image (.COI\1) program and after loading a MZ-executable 

program. To virtualize the code in the desired manner, the structure of the 

20 virtual PC and its memory map contains the same information as it would if 

the code was executed on the physical PC which runs the virtual machine 

containing the Virtual PC. 

FIG. 6 provides a detailed diagram showing components of a preferred 

implementation of the Virtual PC. The virtual PC contains the same 

25 components that are used in a physical computer, except that all Virtual PC 

components are simulated in software running as a virtual machine on a 

physical computer. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

30 A particularly preferred embodiment of the present invention provides 

an automated analysis system that detects viruses and other types of 

s 
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malicious code within a computer system by generating and subsequently 

analyzing a behavior pattern for each computer program introduced to the 

computer system. New or modified computer programs are analyzed before 

being executed by the computer system. Most preferably the computer system 

5 initiates a virtual machine representing a simulation of the computer system 

and the virtual machine executes the new or modified computer program to 

generate a behavior pattern prior to the new computer program being 

executed by the physical computer system. An initial analysis is performed on 

the behavior pattern to identify infected programs upon initial presentation of 

10 the program to the computer system. The analysis system also stores 

behavior patterns and corresponding analysis results in a database. Newly 

infected programs can be detected by subtracting the stored behavior pattern 

for that program from a newly generated behavior pattern, and analyzing the 

resulting pattern to identify an infection or payload pattern associated with 

15 malicious code. 

A variety of different term's are used in programming to describe 

different functional programming subunits. At different times and for 

different programming languages subunits of various sorts have been called 

functions, routines, subprograms, subroutines and other names. Such 

20 designations and the context or differences they represent are not significant 

to the present discussion and so this discussion is made simply in terms of 

programs, intending the term program to refer to functional prowaroroing 

units of any size that are sufficient to perform a defined task within a 

computer system or computing environment. Such specialized functions as 

25 those performed by macros within certain word processing programs, 

including for example, in Visual Basic macros for Microsoft Word documents, 

are included within this general discussion. In this sense, individual 

documents may be considered to be programs within the context of this 

discussion. 

30 For convenience and brevity, this discussion references viruses in the 

known sense of that term as being a self-propagating program generally 

6 
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undesired in the infected computer system. As used here, the term Windows 

is intended to reference any of the personal desktop operating systems sold by 

the Microsoft Corporation under the Windows brand name. The term PC or 

personal computer is used, unless specifically modified to indicate otherwise, 

5 to indicate a computer system based on the well-known x86 architecture, 

including those machines that presently are based on the microprocessor sold 

by Intel Corporation under its Pentium brand name and successors to that 

microprocessor and architecture. This discussion is provided to illustrate 

implementation of aspects of the invention. Aspects of the present invention 

10 find application in a range of different computer systems in addition to the 

illustrated personal computer systems. 

The present inventor has analyzed the behavior of a variety of different 

viruses and other malignant source code. Certain general characteristics of 

viruses have been identified. A virus needs to infect other programs and 

15 eventually other computers to propagate. Viruses consequently include 

infection loops that copy the virus into another executable program or 
' ' 

sometimes into documents, in the exemplary case of Visual Basic macro 

viruses. Viruses and trojans generally contain payloads. The payload allows 

the virus to affect the infected system or communicate its presence. A payload 

20 might be, for example, a message that pops up to ann?imce the virus or a 

malicious function that damages the infected computer, for example by 

corrupting or erasing the data on the hard disk or by altering or disabling the· 

BIOS within the BIOS flash or EEPROM. 

Another common characteristic of viruses is that the virus becomes 

25 resident in the memory. DOS viruses need to copy themselves into memory 

and stay resident. Most viruses do not use the obvious terminate and stay 

resident (TSR) call but instead use a procedure that copies the virus into high 

memory. The virus then can directly modify the data in the high memory 

blocks. In an additional aspect of this infection scheme, the interrupt vector is 

30 modified to point at memory blocks that have been modified by the memory , 

resident virus or other malignant procedure. These modified memory blocks 
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store the infection procedure. Windows specific viruses bump themselves into 

ringO, for example using a callgate or DPMI call, and go resident in a system 

utility such as_ the system tray. 

These behaviors are characteristic of a virus and are not, in the 

5 aggregate, characteristic of other, non-malignant programs. Consequently, a 

program can be identified as a virus or infected with a virus if it possesses 

certain ones of these behaviors, certain collections of these behaviors or all of 

these behaviors. In preferred embodiments of the present invention, the 

occurrence of these behaviors or combinations of the behaviors is indicated by 

10 collections of bits in a behavior pattern data set representing behavior 

characteristic of the infected program. An example of behavior patterns for a 

normal and an infected file are illustrated in FIG. 1. 

In preferred embodiments of the present invention, the behavior of a 

newly loaded or called program is analyzed in a virtual machine that 

15 simulates a complete PC, or a sufficiently complete PC, in software and it is 

that virtual PC that generates the behavior pattern. · The virtual PC simulates 

execution of the new or modified program, simulating a range of system 

functions, and the virtual PC monitors the behavior· of the suspect program 

and makes a record of this behavior that can be analyzed to determine that • 

20 the target program exhibits virus or malignant behaviors: The re.sult of the 

virtual execution by the ~ual machine is a behavior pattern representative 

of the new program. As discussed m greater detail below, the behavior 

pattern generated by the virtual PC identifies that a program: is infected with 

a virus or is itself ·a virus. An advantage for the use of virtual execution and 

25 analysis of new programs for viruses is that the virtual machine is virtual and 

so, if the virtualized new program contains a virus, only the virtual machine is 

infected. The infected instance of the virtual machine is deleted after the 

simulation, so the infection is incomplete and the virus does not propagate. 

The behavior pattern survives the deletion of the virtual machine, allowing an 

30 · analysis program to identify the existence of the virus and of the infection 

within the new program. 
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Most preferably, each time a new program is analyzed a new instance of 

the virtual machine is generated., free of modification by any previously 

virtualized programs including any earlier analyzed viruses. The new 

program then is run on the new instance of the virtual machine preferably 

5 followed by initiation of a modified interrupt caller procedure, described in 

greater detail below. While the virtual machine is executing the new program 

in cooperation with the modified interrupt caller procedure, the virtual 

machine monitors all system calls, DPMI/DOS interrupts and I/O port 

read/write (r/w) operations, setting bits in the behavior pattern register 

10 according to the observed behaviors. It is these bits in the behavior pattern 

that are retained after the simulation· is complete and the virtual PC has been 

terminated. The bits stored in the behavior pattern register are the behavior 

pattern and indicate whether the virtually-executed program includes 

behaviors indicative of the presence of a virus or other malignant code. 

15 The modified interrupt caller procedure calls the interrupts that the 

program being analyzed has modified within the virtual PC and generates a 

behavior pattern for each of those interr,upt service routines as well. This 

allows particularly preferred embodiments of the present invention to identify 

certain types of viruses that initially modify only the interrupt service 

20 routines and do not begin propagating until the modified interrupt or . 

interrupts are called by another program. By allowing the various interrupt 

service routines in the virtual machine to be modified and then analyzing the 

modified interrupts, these embodiments of the invention can detect this 

delayed propagation mechanism. 

25 In some presently preferred embodiments, only the static, final version 

of the behavior p_attern is analyzed. It is possible, and in some circumstances 

desirable, to monitor the sequence in which the bits in the behavior pattern 

register are set. The order in which the behavior pattern bits are set provides 

additional information allowing identification of additional virus behaviors. 

30 Tracking of the order in which the behavior pattern bits are set is 

accomplished within the virtual machine. 
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Preferred implementations of the analytical behavior method (ABM) 

proceed by extracting a behavior pattern and sequence from a modified, new, 

unknown or suspect program. The behavior pattern is preferably used to 

analyze the behavior of the unknown program to determine if the behavior of 

5 the unknown program is malicious. Identification of malicious behavior in 

this manner allows identification of virus carrying files prior to infection of the 

host computer system. The behavior pattern can also be stored in a database 

and the virtual machine can subsequently analyze the behavior of the 

program following modification to determine if its functionality has been 

10 modified in a suspect (malicious) manner. This provides post-infection 

analysis. 

The described analytical behavior method differs from conventional 

virus detection methods in that it does not match program code to a set of 

stored patterns as do signature scanners and integrity checkers. Rather, a 

15 virtual machine is used to generate a behavior pattern and a sequence. The 

generated behavior pattern does not change significantly between version 

updates, but does change dramatically when a virus infects a program. For 

example, a word processor will still behave like a word processor when the 

program is replaced or updated with a new version of the program but the 

20 word processor changes significantly when the word processor is infected with 

a virus. The differences reflected in the behavior patterns are illustrated in 

FIG. 1. When a word processor is infected with a file infector computer virus, 

the word processor now opens executable files and inserts the viral code into 

them, thereby infecting additional files. This is clearly reflected in the 

25 illustrated behavior patterns. 

In particularly preferred embodiments of the invention, the analysis 

procedure specifically targets infection methods such as, but not limited to, 

the insertion of code to other executables or documents, submitting code to 

other applications to be transmitted or stored, insertion of code into high 

30 memory blocks and the modification of memory control blocks. Preferred 

implementations of the analysis method further look for destructive content, 
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such as, but not limited to, functions that overwrite disk areas or the BIOS 

ROM, or delete files or directories. Most preferably, the analysis makes an 

exception and does not identify as infected a program whose other behavior 

characteristics indicate that the program is a development tool or software 

5 debugging tool and where the modifying behavior is an integral part of the 

tool's normal function. A viral infection of a development tool can be detected 

where an expressed function is not part of the tool's normal function, that is, 

within the development process. Both active (1) and inactive (0) tlags present 

in the behavior pattern a.re significant in this analysis, as well as the sequence 

10 in which actions take place. 

In accordance with preferred embodiments of the present invention,' the 

virtual machine or virtual PC represents a simulation of a complete computer 

system. A complete computer system preferably includes an emulated central 

processing unit (CPU), emulated memory, input/output (1/0) ports, BIOS 

15 firmware, operating system and the operating system data areas. This stands 

in contrast to simple emulation of a processor, in which only the processor 

processes are emulated. In emulation, program instructions are converted 

from their native form to a stream of instructions that perform the same 

function on a different hardware platform. Some signature scanning software 

20 employs emulation to decrypt the body of a suspect program before the suspect 

program is scanned fo~ signatures. In virtualization, the entire computer is 

simulated including operating system calls, which a.re not actually executed 

but seem to the calling program to perform the desired functions and return 

the correct values as if they were executed. 

25 As discussed above, the virtual PC includes a CPU, memory, I/0 ports, 

a program loader, and the operating system application program interface 

(API's) entry points and interface. Using such a complete virtual PC is 

particularly preferred bec~use it gives the analytical behavior method a high 

level of control over the virtualized program, including over the.sophisticated 

30 direct calls to the operating system API. The virtualized program is not given 

access to any of the facilities of the physical machine, thereby avoiding the 
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risk that the potential virus or other malicious code escapes from the 

controlled environment to infect the host computer system. 

FIG. 2 provides an overview of the preferred analytic behavior method 

architecture including the relationship between the virtual machine and 

5 components of the host computer system. Program code is delivered to the 

ABM engine and analysis system by direct access to the hard disk through I/0 

port bit manipulation, hooking into the operating system file system or by 

sequentially scanning the hard disk. The program code is checked against the 

database for 'known' files. If the file is new or modified, it is-processed. The 

10 resulting behavior signature is analyzed or compared and stored. A virus 

warning is returned when analysis shows that the file contains malicious code. 

The analY'i:ical behavior method preferably includes: (1) file structure 

extraction; (2) change detection; (3) virtualization; ( 4) analysis; and (5) 

decision. 

15 Before the program can be virtualized, the file format containing the 

target program has to be evaluated. The entry point code is extracted and 

loaded into the virtual computer's memory at the correct simulated offset. In 

a physical computer this function would be performed by the program loader 

function, which is part of the operating system. The operating system can 

20 execute programs that are held in a collection of different file formats, such as: 

DOS 1.0 and/or CP/M COM 

DOS 2.0-DOS 7.1 EXE 

25 

Windows 3.0 executables 

30 

Binary image file, loaded at 100h in memory, 

maximum size: 64K. 

MZ-type executable, header determines CS:IP 

of load address. 

NE-type executable which contains both the 

.DOS MZ-header pointing at a DOS code area 

and a New Executable (NE) header 

containing the entry point of the Windows 

(protected mode) code. NE files are 

segmented. 
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OS/2 executables LE /LX. type executable which contains both 

the DOS MZ-header and DOS code area and a 

protected mode section which is determined 

by the LE-header following the DOS code 

5 segment. Linear Executable (LE) files are 

used in Windows 3 for system utilities and 

device drivers. LE files are segmented. LX 

files incorporate some differences in the way 

the page table is stored and are intended for 

10 the OS/2 operating system. LE files are 

segmented and the segments are paged. 

32-bit executables PE-type executable which contains both the 

DOS MZ-header and DOS code area and the 

Portable Executable header containing the 

15 entry point and file offset of the protected 

mode code. PE files are segmented. 

OLE Compound Files OLE compound files (COM) are document 

files that can contain executable format 

streams, usually referred to as Macros. All 

20 office components incorporate Visual Basic for 

Applications, as does Internet Explorer 

versions 4 and 5. Windows98 systems can 

execute Visual Basic code directly from a 

script file. The Visual Basic code is compiled 

25 and stored in a stream, which is paged 

according to its file offset references stored in 

a linked list in the file header. 

Binary Image A binary image is used for the boot sector and 

Master Boot and Partition table. Both the 

30 boot-sector and the MBR contain executable 
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code which is loaded into memory at 0:7C00 

during the start-up process. 

System Drivers are stored as a binary image 

with a header. The header contains 

information about the drivers stored within 

the file. Multiple drivers can be stored within 

the same file. 

The virtual computer loader function is capable of dealing with the file 

10 formats and binary image files shown above. The loader function is performed 

by virtualizing the operating system program loader and so varies depending 

on the operating system used in the host computer. The file structure analysis 

procedure looks in the file header and file structure to determine the file 

format, rather than using the file extension because file extensions are 

15 unreliable in general use. The .EXE formats described above therefore include 

DLL, AX, OCX and other ~xecutable file format extensions. 

Compound document files can contain executable streams such as 

Visual Basic code or macros. The structure of a compound document file is 

illustrated in the diagram shown in FIG. 3. The header of a compound 

20 document file contains a linked list (or File Allocation Table) which is 

referenced in a directory structure that points to the entry point of the linked 

list. Each entry in the linked list refers to the next entry and a file offset. A 

value of-1 in the linked list indicates the end of a chain. Streams exist out of 

blocks, which may be scattered anywhere in the file in any order. In 

25 particularly preferred embodiments of the invention, code extracted from a 

compound document file is passed through a Visual Basic decompiler before it 

is presented to a Visual Basic emulator. Not all compound document files 

contain compiled Visual Basic code. Hypertext markup language (HTML) and 

Visual Basic Script (VBS) files can contain Visual Basic Script code as text. 

30 This code is preferably extracted and treated as a Visual Basic stream within 

the virtual machine. 
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The NE /PE /LE executable file formats are similar in complexity, 

except that no linked list is used; rather these file formats use a segment or 

page table. The PE file format is based on.the COFF file specification. FIG. 4 

illustrates how these file formats interface with the preferred virtual PC in 

5 accordance with certain embodiments of the present invention. In evaluating 

how aspects of the preferred virtual PC interfaces to a particular file, the file 

loader preferably decides if the file presented is a document file or a binary 

file. 

After the file format has been evaluated and the entry point-file offset 

10 has been calculated, the file is opened and the virtual machine reads the 

relevant code into memory as a data stream. The length of the code is 

calculated from fields in the header of the file. This information is passed to 

the virtual program loader. The virtual program loader uses information in 

the file header to load the extracted code at the correct simulated offset in a 

15 virtual memory array. 

A memory mapping utility maps the virtual memory map to the offset 

for the file type that is virtualized: 

.DOS (CP/m) binary image files (.COM)· offset CS:lO0h 

20 DOS (2.0 up) Executable format files. (MZ-EXE) 

Windows NE, PE, LE 

offset CS:IP from header 

offset COOOOO0O+CS:IP 

from header 

25 

Binary Image MBR, Boot sector code 

Document COM files, HTML and VBS files 

offset 0:7COOh 

no specific offset, 

VBAcode 

The Loader utility dynamically assigns physical memory to the virtual 

computer memory array each time a program is virtualized, and proceeds to 

build a new virtual machine. Each virtual machine contains a· BIOS data 

30 area, a filled environment string area, DOS data area, memory control blocks, 

program segment prefix area, the interrupt vector table and descriptor tables. 
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The final structure of the virtual machine depends on the type of program that 

is virtualized. Each virtualized program therefore runs in a fresh memory 

area, created when that program is loaded into the virtual PC. Previous 

instances, where infected programs may have been virtualized, therefore 

5 cannot affect the performance of subsequent programs. The virtual machine 

is shut down and its memory resources are released when the virtualized 

program terminates and the virtual machine completes assembly of the 

behavior pattern for the target, virtualized. 

FIG. 5 illustrates how the virtual memory is con.figured for (COM) 

10 binary image files and DOS program (MZ-EXE) files. The memory map and 

mapper utility are adjusted depending on the file type. 

The program loader simulates the loader functions of the operating 

system and creates system areas that represent similar system areas in the 

physical computer. This is particularly advantageous functionality because 

15 the code under evaluation most preferably runs in the same manner as if 

executed on a physical computer system. The virtualized program is executed 

by fetching instructions from the virtual memory array into a pre-fetch 

instruction queue. The instructions in the queue a.re decoded and their length . 

is determined by their operational parameters. 

20 The instruction pointer is incremented accordingly so that the 

instruction loader is ready to fetch the next instruction. The virtual machine 

determines from the r/m field of the instruction parameters where data on 

which the instruction operates is to be fetched. The data fetch mechanism 

fetches this data and presents the data to the logic unit, which then performs 

25 the operation indicated by the code. The destination of the processed data is 

determined from-the parameters of the instruction code. The data write 

mechanism is used to write the processed data to emulated memory or the 

emulated processor register set. This process accurately reflects what takes 

place in a physical CPU (central processing unit). 

30 All areas of this process a.re simulated, as generally illustrated in FIG. 

6. The memory exists as an array of 400 Kbyte elements into which all 
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memory accesses are mapped by a memory mapping mechanism. The size of 

the memory array may be adjusted in future implementations to accommodate 

larger programs. The video display is simulated from a system viewpoint as 

128 Kbyte of memory mapped between AOOO:O and BFFF:F (inclusive) in the 

5 virtual computer's memory map. The standard IBM PC inputJoutput area is 

simulated as an array of 1024 bytes representing J/0 ports 0-3FFh. The CPU 

is simulated by performing the same low-level functions as the physical CPU, 

but in high-level software. 

The operating system is implemented as an area in the memory array of 

10 700h bytes containing the BIOS data fields, the DOS data area, Memory 

Control Blocks and DOS devices. The interrupt vector table takes up the first 

1024 (400h) positions in the memory array as it would in a physical PC. The 

DOS interrupt structure is implemented as simulated functions that return 

the correct values and by filling the memory array with the correct values 

15 expected by simulating DOS functions. 

The operating system is implemented as a virtual API (V API) that 

simulates the results returned by all operating system API's. 

During the virtualization process, flags are set in the behavior pattern 

(Tstruct) field as the functions represented by those fields are virtualized. The 

20 sequence in which these functions are called is recorded in the sequencer. The 

behavior pattern therefore matches closely the behavior of the program under 

evaluation to the behavior of that program in a physical PC environment. 

Simulated interrupt vectors modified during the process of executing the 

virtualized program are called after program virtualization terminates, thus 

25 acting as applications that would call such interrupt vectors in a physical 

computer following modification of these vectors. 

To illustrate this functionality, consider the following set of operations 

might be performed in operation of the analytical behavior method: 

30 Search for the first EXE file in this directory 

17 
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;set EXEcheck Flag 

5 Search for the end-of-file 

Write to file 

;set EXEaccess Flag 

;set EXEwrite Flag 

;set EXEeof Flag 

;set EXEwrite Flag 

Close file 

Search next EXE file ;set EXEFindNext Flag 

10 Bit+l 64--- · ---- ---- --- ---- ------- --------1 

15 

Returned: 0010 0100 1010 1010 1001 0101 0010 1111 0010 1010 0010 0100 0100 1001 0000 

0101 

Value: 2 4 A A 9 5 2 F 2 A 2 4 4 9 0 6 

Sequencer: 21,22, 23,24,26,29,3E,l,36,38,3B,3, 9,C,F,13,16,lA,lC,lE, 2B,2D,30,32,34, 

The resulting behavior pattern is: 24AA952F2A244905 

The behavior pattern contains flags that indicate that the user has not 

had the opportunity to interact with this process through user input (the 

20 userlnput flag is not set). The sequencer contains the order in which the bits 

were set, identifying the infection sequence shown above. Therefore this 

observed behavior is most likely viral. 

Many viruses are encrypted, polymorphic or use 'tricks' to avoid 

detection by signature scanners. Wherever such 'tricks' are used, the behavior 

25 pattern points more obviously towards a virus since such tricks are not 

normally used in normal applications. In any case, preferred implementations 

of the present invention require that an infection procedure be present to 

trigger a virus warning to avoid false positive warnings. Encrypted viruses 

are no problem, because the execution of the code within the virtual machine, 

30 which generates the behavior pattern, effectively decrypts any encrypted or 

polymorphic virus, as it would in a physical PC environment. Because all 

parts of the virtual computer are virtualized in preferred embodiments, and at 
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no time is the virtualized program allowed to interact with the physical 

computer, there is no chance that viral code could escape from the virtual 

machine and infect the physical computer. 

The change detection module compares existing files at 6 levels to 

5 determine if the file was analyzed previously: 

• The file is the same (entry point code, sample, file-name and file-size are 

the same). 

• The file is not in the database (new file). 

• The behavior pattern matches a stored pattern. 

10 • The file's entry code is modified. The behavior pattern is binary subtracted 

from the previous stored pattern. The resulting bit pattern is analyzed. 

• The file's entry code, CRC and header fields are the same, but the file is 

renamed. No other fields are modified. 

• The file's behavior pattern is found in the database and matches a known 

15 viral behavior pattern. 

• The file's behavior pattern is found in the database and matches a known 

benign behavior pattern. 

The program. is virtualized if the executable part of the file is modified. 

20 A file that does not contain modified executable code cannot contain a virus, 

unless the original file was infected. If this is the dase, a previous analysis 

would have detected the virus. When an existing program is updated, its 

function remains the same, and therefore its behavior pattern closely matches 

its stored behavior pattern. If the altered bits indicate that an infection 

25 procedure has been added then the file is considered as infected. 

Two detection mechanisms ·operate side-by-side, both using the 

behavior pattern: 

Pre-infection detection 

This is the most desirable case. In pre-infection detection, the behavior 

30 pattern is analyzed and is found to represent viral behavior for those new or 

modified programs introduced to the system. The program file under 
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evaluation can be repaired by removing the virus or erased if the virus 

infection proves too difficult to remove or if parts of the original code were 

overwritten. The infected program. has not yet been executed on the physical 

PC at this time and so nothing need be done to repair the physical PC after 

5 discovery o~ the virus. 

Post-infection detection 

Post-infection detection takes place in cases when initial infection is 

missed by pre-infection detection. A virus could be missed by pre-infection 

detection when it does not perform any viral function on first execution and 

10 does not modify interrupt vectors that point to an infection routine. This is 

the case .with so-called slow infectors and similarly behaving malignant code. 

In post-infection detection the virus is caught the moment it attempts to infect 

the first executable on the PC. The file hook mechanism detects this 

attempted change to an executable (including documents). The ABM engine 

15 then analyzes the first executable program. and finds that its behavior pattern 

is altered in a manner indicating that a virus is active. 

Database Structure: 

File ID area: 

20 Repair Structures 

Segment tables 

Behavior pattern, program name, file size and path. 

Header fields, section table and relocation tables. 

Size and Offset of each section in the section table 

(Windows programs only). 

Macro viruses in documents are treated as if they were executables. 

25 The original Visual Basic code is recovered by decryption (where applicable) 

ai:id reverse compiling the Visual Basic document (COM) stream. The 

resulting source code is neither saved nor shown to protect the rights of the 

original publishers of legitimate Visual Basic software. After virtualization 

the source code is discarded. 

30 One drawback to the described virus detection system is that the initial 

analysis is slower than pattern scanning. This drawback is more than offset 
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by the advantages of the system. Using file system hooking means all new 

files are reported and analyzed 'on the fly' in background. This means that 

once a computer is virus-free, a complete scan is typically not required again, 

unless the protection system has been deactivated during a period in which 

5 new programs have been installed. In signature scanning based protection 

systems, the computer needs to be completely rescanned every time the virus 

signature database is updated. Unaltered files are not again virtualized when 

the user initiates subsequent disk scans, so that the process is at least as fast 

as pattern scanning, but with a higher degree of security. The stored 

10 information also helps to repair viral damage to files or system areas, securing 

complete or effectively complete recovery in most cases. 

In tests of a prototype implementation ABM system, the combination of 

pre-infection (96%) and post-infection detection'(4%) resulted in 100% 

detection of all known viral techniques, using a combination of new, modified 

15 and well-known viruses. Other methods detected only 100% of known viruses 

and scored as low as 0% for the detection of new, modified and.unknown 

viruses. No exact figure can be quoted for tests involving signature scanner 

based products. The resul~s for such products are a direct representation of 

the mix of known, modified and new, U:D.known viruses; e.g. if 30% of the virus 

20 test set is new, modified or unknown then the :final score reflected close to 30% 

missed viruses. No such relationship exists for the implementations of 

preferred aspects of the present system, where the detection efficiency does 

not appreciably vary for alterations of the presented virus mix. 

The present invention has been set forth with reference to cert_ain 

25 particularly preferred embodiments thereof. Those of ordinary skill in the art 

· will appreciate that the present invention need not be limited to these 

presently preferred embodiments and will understand that various 

modifications and extensions of these embodiments might be made within the 

general teachings of the present invention. Consequently, the present 

30 invention is not to be limited to any of the described embodiments but is 

instead to be defined by the claims, which follow. 
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I claim: 

1. A method for identifying presence of malicious code in program 

code within a computer system, the method comprising: 

initializing a virtual machine within the computer system, the virtual 

5 machine comprising software simulating functionality of a central processing 

unit and memory; 

virtually executing a target program within the virtual machine so that 

the target program interacts with the computer system only through the 

virtual machine; 

10 analyzing behavior of the target program following virtual execution to 

identify occurrence of malicious code behavior and indicating in a behavior 

pattern the occurrence of malicious code behavior; and 

terminating the virtual machine after the analyzing process, thereby 

removing from the computer system a copy of the target program that was 

15 . contained within the virtual machine. 

20 

2. The method of claim 1, wherein the virtual machine simulates 

functionality of input/output ports, operating syste~ data areas·, and an 

operating system application program interface. 

3. The method of claim 2, wherein.the virtual machine further 

includes a virtual Visual Basic engine. 

4. The method of claim 2, wherein virtual execution of the target 

25 program causes the target program to interact with the simulated operating 

system application program interface. 

5. The method of claim 1, wherein the target program is newly 

introduced to the c~mputer system and not executed prior to virtually 

30 executing the target program. 
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6. The method of claim 1, wherein after a first instance of a first 

program is analyzed by the virtual machine and a first behavior pattern is 

generated and stored in a database within the computer system, the method 

further comprising: 

5 determining that the first program is modified; 

analyzing the modified first program by executing the modified first 

program in the virtual machine to provide a second behavior pattern; and 

comparing the first behavior pattern to the second behavior p~ttern. 

10 7. The method of claim 6, wherein a new behavior patt:ern is 

generated each time the first program is modified. 

8. The method of claim 6, wherein introduction of malignant code 

during modification of the first program is detected by comparing the first 

15 behavior pattern to the second behavior pattern. 

20 

9. The method of claim 6, wherein the first behavior pattern is 

substantially similar to the second behavior pattern when the modified first 

program is a new version of the first program. 

10. The method of claim 1, wherein the behavior pattern identifies 

functions executed in the virtual execution of the target program, the method 

further comprising tracking an order in which the functions are virtually 

executed by the target program within the virtual machine. 
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11. A method for identifying presence of malicious code in program 

code within a computer system, the method comprising: 

initializing a virtual machine within the computer system, the virtual 

machine comprising software simulating functionality of a central processing 

5 unit, memory and an operating system including interrupt calls to the virtual 

operating system; 

virtually executing a target program within the virtual machine so that 

the target program interacts with the virtual operating system and the virtual 

central processing unit through the virtual machine; 

10 monitoring behavior of the target program during virtual execution to 

15 

identify presence of malicious code and indicating in a behavior pattern the 

occurrence of malicious code behavior; and 

terminating the virtual machine, leaving behind a record of the 

behavior pattern characteristic of the analyzed target program. 

12. The method of claim 11, wherein the record is in a behavior 

register in the computer system. 

13. The method of claim 11, wherein after a first instance of a first 

20 program is analyzed by the virtual machine and a first behavior pattern is 

generated and stored in a database within the computer system, the method 

further comprising: 

determining that the first program is modified; 

analyzing the modified first program by executing the modified first 

25 program in the virtual machine to provide a second behavior pattern; and 

comparing the first behavior pattern to the second behavior pattern. 

14. The method of claim 13, wherein a new behavior pattern is 

generated each time the first program is modified. 

24 
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15. The method of claim 13, wherein introduction of malignant code 

during modification of the first program is detected by comparing the first 

behavior pattern to the second behavior pattern. 

5 16. The method of claim 13, wherein the first behavior pattern is 

substantially similar to the second behavior pattern when the modified first 

program is a new version of the first program. 

17. . The method of claim 13, wherein the behavior pattern identifies 

10 functions executed in the virtual execution of the target program, the method 

further comprising tracking an or~er in which the functions are virtually · 

executed by the target program within the virtual machine. 

25 
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COIY!PUTER SECURITY AND MANAGEMENT SYSTEM 

by Craig H. Rowland of Austin, Texas 

Justin Pettit of Campbell, California 

Aaron Rhodes of Clyde, Ohio 

Vicki Irwin of Cedar Park, Texas 

This application claims benefit ofU. S. Provisional Application No. 60/261,155, 

filed on January 10, 2001. 

Background 

10 The invention relates generally to distributed intrusion detection, network 

management and host management systems. More particularly, it relates to autonomous 

self-healing computer network and computer management tools for computer security that 

operate in a distributed and localized manner . 

. The increased use of the Internet, intranets and extranets for gaining access to 

15 computer systems and networks has led to a commensurate increase in unauthorized access 

or attempted access into these systems and networks. This activity is unauthorized whether 

or not its purpose is of a malicious nature. As a result, intrusion prevention, detection and _ 

correction technologies have taken on a more significant role in computer system and 

network security. 

20 Most or the systems in use today to prevent ana'detect intrusions are applicable to 

centralized client-server networks. These intrusion prevention and detection systems do not 

have the capability to operate effectively over widely distributed networks and systems in a 

unified manner. Nor do they have the capability to isolate and repair network and system 

elements that have been maliciously altered. They are also unable to re-allocate resources to 

25 compensate for defective network and system elements. Operation of many of these 

intrusion detection systems is limited to automatically collecting and reducing data, while 

the analysis of that data usually remains a manual process. Profiling and pattern recognition 

techniques also have been used to analyze' the data collected and presented to an intrusion 

det~ction system. Some intrusion detection systems, based on anomaly detection techniques, 

30 look for statistically anomalous behavior, that is, behavior that appears unusual when 

compared to other user behavior. These systems are prone to both false positive and false 

negative alerts, resulting in a slow or inadequate response to the intrusion. Some intrusion 

detection· systems use expert systems, which are driven from an encoded rule base to 

1 
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monitor policy compliance to ensure that all users are operating within their privileged 

rights. Other systems have passive monitor functions that continually analyze data presented 

to ~em. Another type of intrusion detection system is a scanner that actively attempts to 

find security holes (called vulnerabilities) and unauthorized hardware and software. Relying 

5 on systems with these limited capabilities can result in financial loss and system damage to 

an organization. 

It is desirable to provide a computer security and management system that enables a 

distributed framework for command, control and communication that enables systems, 

devices and operational personnel to interact with a network as a unified. entity. It is further 

10 desirable to provide this command, control and communication by using a core 

communication architecture that allows local and remote execution of mobile program code, 

and static execution of program code. Such a system should enable flexible communication 

formats, self-healing network techniques, and expansion by adding new program modules, 

software handlers, and mobile autonomous agents. 

15 

Summary 

The present invention provides a generic distributed command, control, and 

communication framework that allows computer systems, devices, and operational 

personnel to interact with a network as a unified entity. The present invention provides these 

20 services by building upon a core communication architecture that permits local or remote 

execution of mobile program code, dynamic and static execution of program code, flexible 

communication formats, self-healing network techniques, and expansion by the addition of 

new system modules, software handlers, or mobile autonomous agents. 

The system components may comprise at least one client, at least one server, and at 

25 least one graphical user interface. These components may be interconnected by encrypted 

and authenticated communication links. They may be customized for site-specific 

requirements. The system components interact to isolate and process system status 

messages, security alanns, administrative tasks, mobile autonomous agent functions, self­

healing network functions, and user-implemented modules. The clients and servers each 

30 contain a Master Control Process and associated system handlers. The Master Control 

Process provides a message routing function for transferring messages between the various 

handlers. 

A computer implemented method having features of the present invention for 

providing system security and resource management comprises managing event messages 
2 
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by a master control processor between system handlers according to security system 

policies, processing network messages by a network handler between client and server 

computers, inserting native and third party event messages received by an insertion handler 

into the master control processor for processing by other system handlers, detecting and 

· 5 processing event message signatures by the signature handler from alarm, system, and 

insertion events for conversion into system alann messages for action by the other system 

handlers, and performing actions by an action handler in response to action requests from 

the master control processor. The method may further comprise maintaining an execution 

environment by an agent handler for mobile autonomous code modules. The method may 

10 further comprise collecting and logging event messages by a logging handler. The method 

may further comprise managing system configuration parameters by a configuration 

handler. 

In an alternate embodiment of the present invention, a system for providing system 

security and resource management comprises a master control processor for managing event 

15 messages between system handlers according to security system_ policies, a networkhandler 

for processing network messages between client and server computers, an insertion handler 

for inserting native and third party event messages into the master control processor for 

processing by other system handlers, a signature handler for detecting and processing event 

messages from alarm, system, and insertion events for conversion into system alarm 

20 messages for action by other system handlers, and an action handler for performing actions 

in response to action requests from the master control processor. The system may further 

comprise an agent handler for maintaining an execution environment for mobile 

autonomous code modules, a logging handler for collecting and logging event messages, 

and a configuration handler for managing system configuration parameters. The system may 

25 be installed_on at least one server computer and at least one client computer. The system 

may further comprise at least one graphical user interface. 

In another embodiment of the present invention, computer executable software code 

stored on a computer readable medium, the code being for a computer implemented method 

for providing system security and resource management comprises code for managing event 

30 messages by a master control processor between system handlers according to security 

system policies, code for pro_cessing network messages by a network handler between client 

and server computers, code for inserting native and third party event messages received by 

an insertion handler into the master control processor for processing by other system 

handlers, code for detecting and processing event message signatures by the signature 
3 
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handler from alarm, system, and insertion events for conversion into system alann messages 

for action by the other system handlers, and code for performing actions by an action 

handler in response to action requests from the master control processor. The computer 

executable software code method may further comprise code for maintaining an execution 

5 environment by an agent handler for mobile autonomous code modules,.code for collecting 

and logging event messages by a logging handler, and code for managing system 

configuration parameters by a configuration handler. 

Brief Description of the Drawings 

10 These and other features, aspects and.advantages of the present invention will 

become better understood with regard to the following description, appended claims, and 

accompanying drawings wherein: 

Fig. 1 shows an overview of a computer security and management system according 

to an embodiment of the present invention; 

15 Fig. 2 shows a block diagram of the master control process and system handlers 

according to an embodiment of the present invention; 

Fig. 3 shows flowchart depicting handler ,registration according to an embodiment of 

. the present invention; 

Fig. 4 is a flowchart of action parameter processing for signature detection according 

20 to an embodiment of the present invention; 

Fig. 5 is a functional block diagram of the Network Handler; 

Fig. 6 is a functional block diagram of the Insertion Handler; 

Fig. 7 is a flowchart of the processing of the Signature Handler; 

Fig. 8 is a flowchart of the processing of the Signature Handler; 

25 Fig. 9 shows the processing for decodin_g a "Port Scan" alann; 

Fig. 10 is a flowchart of signature registration process; 

Fig. 11 is a diagram of centralized Mobile Autonomous Code (MAC) Agent 

distribution; 

Fig. 1~ is a diagram of a Peer-To-Peer Defensive Cluster with MAC Agents; 

30 Fig. 13 is a diagram of MAC Agents for security-specific applications; and 

Fig. 14 is a diagram of MAC Agents for network management-specific applications. 
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Detailed Description of the Drawings 

Turning now to Fig. 1, Fig. 1 shows an overview of a computer security and 

management system 100 according to an embodiment of the present invention. In the 

present embodiment, the system is comprised of a client computer 101, a server computer 

5 102 and~ graphical user interface 103. Although Fig. 1 depicts one embodiment of the 

present invention, other embodiments may include as few as one combined client/server 

computer or a multiple of client and server computers. These components may be linked 

together through encrypted and mutually authenticated communication links to prevent 

viewing of sensitive data by unauthorized personnel and to thwart any attempts at 

10 subverting the protective mechanisms. The components isolate and process system status 

messages, security alarms, basic and advanced administration tasks, mobile autonomous 

agent functions, self-healing network functions, and user-implemented modules to present a 

unified interface to administrative personnel. Many of the tasks are automated and self­

configurable to reduce administrative workload and increase· overall system reliability. All 

15 components are configurable by the end-user to allow for customization of the end product 

for site-specific needs. The client computer 101 is responsible for maintaining host 

processes, collecting and forwarding events, processing local client signatures, generating 

events, initiating and responding to action requests, initiating self-healing counter-measures, 

and hosting mobile autonomous agents 104. The server computer 102 is responsible for 

20 collecting and storing events, processing enterprise client signatures, generating events, 

operating the central system database, scheduling events, initiating and responding to action 

requests, initiating self-healing counter-measures, maintaining GUI backend infrastructure 

and managing the mobile autonomous agents 106. The GUI 103 is responsible for 

presentation of events, allowing users to respond to events, generation of reports, scheduling 

25 of events, and allowing administrative control over all system processes 105. The GUI 103 

may be hosted on a separate computer or may communicate directly with either the client 

computer 101, the server computer 102 or both, or may communicate with the client 

computer 101 and the server computer 102 via a network such as an Internet, Intranet or the 

like. 

30 The architecture of the system is designed to allow modularity and flexibility in the 

components. The modularity allows easy expansion, yet the design of the architecture 

allows effective monitoring and control with a minimum number of components operating. 

In Fig. 1, only one client computer 101, server 102 and GUI 103 are shown. However, 

multiple components of each type may be used in the present invention. The system reuses 
5 
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software concepts and components wherever possible. The system is designed so that the 

server 102 and client 101 function as similarly as possible internally. In one embodiment, 

the difference between the two is the way in which data is sent and received. Most client 

and server components can be reversed depending upon the role they serve in the system. 

5 This design has an added benefit of creating clients that can "morph" or change into servers 

in case of central system failure or other problem. For example, the system is designed with 

"reversible" components so a client system can work as a server and the server software is 

reused wherever possible to avoid redundancy. The architectµre has built-in mechanisms for 

detecting failures and circumventing problems. The architecture allows expansion through a 

10 simplified Application Programming Interface (API) and standardized messaging format. 

Turning now to Fig. 2, Fig. 2 shows a block diagram of the master control process 

and system handlers 200 according to an embodiment of the present. Both the client 101 

and server 102 computers ofF_ig. 1 contain a Master Control Process (MCP) 201 and system 

handlers 202. The MCP 201 functions as a message routing system that handlers 202 

15 communicate with. Handlers 202 register themselves with the MCP 201 and then may use 

the MCP 201 to pass messages between themselves. In this way, the MCP 201 functions as 

a passive message traffic controller and is not involved in the actual operation of the 

handlers 202 themselves. 

The MCP 201 is a component of both the client and server systems. The MCP 201 

20 may be an identically functioning software component in both the client and server 

computers ( or similarly functioning software component) that manages a series of system 

handlers 202-209 that have registered with the MCP 201. The MCP 201 is responsible for 

passing communication messages between the handlers 202-209 and for managing this 

message traffic according to system policies. The MCP 201 is designed to be an expandable 

25 lightweight multi-threaded application with expandable communication paths that manages 

a series event queues on the system. Attached to these queues are "handlers" 202-209 that 

· are either static (always running) or dynamic (executed on demand) system processes. 

A "system handler'' 202-209 is software designed to perform one or more specific 

functions. These functions can be initiated by the handler 202 itself through external or 

30 internal mechanisms or be passed to the handler from the MCP 201 for processing. Handlers 

are written to process one or more type of messages depending on the application. Handlers 

register themselves as services on the MCP. These services are accessible through the MCP 

as Remote Procedure Calls (RPC). The RPC mechanism allows for local or remote callers 

equal access to syst~m assets transparently. In one embodiment, the RPC services provided 
6 
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are independent of the MCP's knowledge, that is, handlers may automatically register their 

capabilities with the MCP and the MCP requires no knowledge of their function. For 

example, the MCP 201 just needs to know how to accept registration of services and does 

not need to know what each specific service does. The MCP 201 can pass multiple message 

5 types between handlers depending on the auto-registration process. The MCP 201 uses a 

lightweight threaded programming design. The entire process is very fast with low overhead 

for rapid processing of messages and routing information. Using this generic mechanism 

allows the actual ¥CP 201 to contain a minimal amount of code for maximum reliability 

and speed. 

10 Because the MCP 201 requires no knowledge of the handler functions, it can 

function in a "reversible" mode on both the client and server. That is, the same or similar 

software code may be used on both the client and the server with handlers designed for 

either server or client side operation. Additionally, a client on a network may switch into 

server operation in the event of a failure of the main central server. This provides for a fault-

15 tolerant command and control mechanism. In another embodiment, the system with MCP 

reversible client/server software provides for client-to-client communications and "defense 

clusters" where groups of computers communicate with one another to defend themselves 

completely independent of central control. Clients can communicate in a peer-to-peer 

fashion to form these defense clusters where systems can defend themselves independent of 

20 a central control point. 

· As discussed above, "handlers" 202-209 are software code designed to perform one 

or more specific functions; These functions can be initiated by the handler itself through 

external or internal mechanism or be passed to the handler from the MCP on its input queue 

for processing. Handlers are written to process one or more types of messages depending on 

25 the application. Handlers register their services to the MCP and can provide these services 

to remote callers as an RPC mechanism .. 

Handlers are designed to be very focused pieces of code that perform a fixed set of 

very specific functions. Because in one embodiment, a handler focuses on one area of the 

system, the number of software errors ("bugs") that are contained in the code may be 

30 reduced which optimizes overall system debugging efforts. Additionally, by containing the 

function of handlers to very specific areas, overall system integrity may be increased 

because message types and data can be restricted to parts of the system that require its use. 

This can improve speed along with system security. 
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Turning now to Fig. 3, Fig. 3 shows flowchart depicting handler registration 300 

according to an embodiment of the present invention. Before a handler can begin operation 

the MCP must initialize it Since the MCP is the ultimate controller of the system, all 

handlers must operate in a predictable and standardized manner. The MCP scans the local 

5 configuration file and handler directory for handlers that need to be initialized 301. 

Handlers are entered into the MCP by name and the Handler API is initialized 302. The 

Handler is then initialized to begin ooth generation and processing of system events it is 

designed to accommodate. If the Handler is to run as an RPC service 303, its capabilities are 

made available through the RPC interface for local or remote callers 305. Otherwise, if the 

10 Handler is not going to run as an RPC service, the handler input/output queues are 

initialized 304. Handler Registration 300 is'performed on. MCP systeµi startup, operator 

request, handler "wakeup", or similar system operation. Handlers have a reversible software 

architecture that allows them to be used in either a client or server computer mode. This 

eliminates redundant code, eases debugging, and allows for optimization of handler 

15 operations. 

Turning back to Fig. 2, handlers serve a variety of purposes depending on their type. 

Since the handlers perform the vast majority of system operations, they are often charged 

with performing a variety of tasks such as: 

o Logging Handler 203 - Logs system events locally or remotely. 

20 o Action Handler 204 - Responds to system requests to perform active actions locally. 

o Network Handler 205 - Processes network traffic to and from the client and server. 

o Configuration Handler 206 - Manages configuration of the client and server systems 

either locally or remotely 

o Insertion Handler 207 - Allows native and third party applications the ability to insert 

25 events directly into the system architecture. 

o Signature Handler 208 - Processes events and converts the events into system alarms. 

o Agent Handler 209 - Provides remote execution and reporting environment for mobile 

autonomous code. 

In addition to the above listed handlers, other handlers may provide for the 

30 processing of any other activity as specified by the operator of the system. Because the 

MCP is built upon a generic architecture and the handler contains an AP! and standardized 

messaging format, new handlers can be added. All handler modules are pluggable and can 

be changed by an operator or as the host computer system allows. 
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Referring to Fig. 2, the Logging Handler 203 enables the system to audit events for 

the local system on which it resides. 'J'.he Logging Handler 203 can accept messages to be 

logged from any part of the system for any reason. The Logging Handler 203 may log the 

event in any number of ways to the local system that includes: 

5 o Text-based file 

o Local system auditing facility (Unix® compatible syslog daemon, Windows NT® event 

log, etc.) 

o Cryptographically signed secure log format 

o Directly to the system console 

1 0 o E-mail notification 

o Direct user notification 

o System wide notification 

The Logging Handler 203 may forward log messages directly to a remote server for logging 

in the central database and for reporting of system generated events. The Logging Handler 

15 203 can accept multiple file formats for input and output. The Logging Handler 203 can 

cryptographically secure log files for protection of forensic evidence. The Logging Handler 

can provide notification in a number of ways: via e-mail, direct messaging, system wide 

notification and user specified. 

Referring to Fig. 2, the Action Handler 204 is responsible for receiving "action 

20 requests" from the system architecture and to react to those requests with appropriate 

responses. In this context an "action request'' can consist of anything the Action Handler 

204 is programmed to do. Typically, the Action Handler will be responsible for performing 

one of the following actions based upon its instructions: 

o Block a host with a modified route command 

25 o Block a host with a packet filter modification command 

o Disable a user account 

o Disable a network interface 

o Run an external user-defined command 

o Log the event 

30 o Send E-Mail or pager alerts 

o Send on-screen alerts to users or administrators 

o Request server executed action 

o Any other pluggable action as defined by the user 
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The Action Handler 204 is designed with pluggable action modules. These action modules 

allow the Action Handler 204 unlimited functionality. With pluggable action modules the 

Action Handler 204 can be presented with new action types to process with no additional 

5 configurations. Additionally, for an action the Action Handler 204 is not capable of 

executing, it can request those action types be sent to it from the server as new pluggable 

action modules. This allows the Action Handler 204 'to use pluggable reaction modules to 

expand capabilities. The Action handler can respond with blocking hosts, users, networks, 

running commands, logging events, disabling interfaces, disabling computer, sen~g e--

10 mail, paging personnel, providing on-screen alerts, etc. 

The actions that the Action Handler 204 is capable of performing must describe the 

parameters required for proper execution. These parameters are defined in their 

configuration and vary depending on their function. Parameters for the action are defined in 

the configuration file for the action module. So if an action is designed to block hosts, the 

15 parameters required in the configuration file would be an address of a host to block. For 

example, for a host blocking action type, the Action Handler 204 requires a host IP address 

to block (usually the attacking host). In another example, for a user disabling action type, 

the Action Handler 204 requires a usemame to perform the disable action. The Action 

Handler 204 passes action parameter information to a pluggable action module where the 

20 actions can be executed. The Action Handler 204 does not need to know the details of the 

actions, but only that the correct parameters are being passed based on how the actions are 

registered with the system. 

Turning now to Fig. 4, Fig. 4 is a flowchart of action parameter processing for 

signature detection 400 according to an embodiment of the present invention. Action type 

25 parameters are specified for the signature-processing portion of the present invention. 

Signatures entering the system are processed in real-time and the response action is 

retrieved from the local action policy. The action policy will tell the signature how to 

respond (block the host, disable the user, etc.). The signature will then pass the appropriate 

parameters to the action type depending on what the action type requires to operate 

30 correctly. A signature detects an attack (for example, a port scan) 401 by reading the 

signature module. The Signature Handler (208 in Fig. 2) consults action policy 402 to 

determine an action needs to take place (in this example, blocking the attacking host) 403. 

The Signature Handler looks up what parameters the block host action needs (attacker's IP 

address) 405. The Action Handler (204 in Fig. 2) processes the request and executes the 
10 
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actions 406 (in this example, passes the attacker's IP address to the block host action for 

execution). The Action Handler returns the status of the executed action to the caller 407 

and the process is completed 404. The Action Handler finishes processing the request and 

sends the result of the operation to the MCP. The MCP routes the status message to the 

5 Signature Handler which then routes the message according to it policy (typically to a local 

log and to the central server) to report the status of the request 

Turning now to Fig. 5, Fig. 5 is a functional block diagram of the Network Handler 

501 (205 in Fig. 2). The Network Handler 501 is responsible for all network-bound 

communications in the present invention. The Network Handler 501 is responsible for the 

10 following: incoming and outgoing Client/Server Common Network 502 communications 

from the Client 506 or Server 507, including Access Control 508 and Authentication 503, 

Compression 504 and Encryption 505 of all network communications. 

The Network Handler 501 is designed to use any available network protocol as its 

communications medium. For example, the Network Handler may use a Transmission 

15 Control Protocol (TCP) based communications protocol to send data in the form of message 

units. 

The Network Handler 501 only accepts connections from clients and servers defined 

in its internal Access Control List (ACL) 508. The ACL 508 is stored in a local file, 

database, or other suitable f9rmat and is consulted whenever an incoming connection 

20 request is made. Clients 506 wishing to connection to the TCP port of the Network Handler 

501 are first looked up in the appropriate ACL 508 table. If the client is listed in the ACL 

508 then it is allowed to proceed to full authentication. If the client is not listed, the 

connection is. dropped and the Client 506 or Server 507 generates an appropriate connection 

refused alarm event for reporting purposes. 

25 The Network Authentication function 503, which contains the protocols for 

authentication within the Network Handler 501 can be changed depending on new or 

updated security vulnerabilities, enhancements in technology, or for other reasons. The 

Network Handler 501 supports multiple authentication types depending on speed and 

security requirements. 

30 The Network Handler 501 can be expanded to provide a large number of 

authentication mechanisms for client and server communication depending on the needs of 

the system. The Server 507 may negotiate the default protocol to be used upon accepting the 

Client 506 through the network ACL 508. The Server 507 default protocol may be set by 

the system administrator. Provided protocols that allow for mutual authentication are 
11 
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preferred. During the negotiation phase, the Server 507 will list one or more protocols for 

authentication that it will accept If the Client 506 does not support the protocol requested, it 

may choose from a list of other potential protocols the Server 507 will accept. If the Client 

506 supports none of the protocols the Server 507 requests, the connection is dropped and 

5 both the Client 506 and Server 507 are notified. Notification may be by generating an 

appropriate alarm event on the Client 506 and Server 507. 

The network data that the Network Handler 501 will be forwarding and receiving 

can be very large in size. To minimize bandwidth consumption, the Network 

Communication Compression function 504 compresses the data before it is sent using a 

10 compression algorithm. Many types of compression algorithms are possible including 

Huffinan/LZ77 encoding or similar type of algorithm. Because encrypted data usually does 

not compress well, the data compression algorithm is norm.ally implemented before 

processing by the Network Communication Encryption function 505 of the communication 

protocol. Any compression algorithm can be used for this purpose, or compression can be 

15 completely disabled if required by the administrator. 

· Because critical information will be passed over the client and server 

communications links, the Network Handler 501 includes a Network Communication 

Encryption function 505 which contains one or more data encryption algorithms for 

encrypting all network data. The Network Handler 501 is responsible for negotiating the 

20 encryption algorithm to be used on the data stream. Encryption algorithms may be added or 

removed from the Network Handler 501 depending on the configuration. 

During authentication, the Server 507 presents a list of encryption algorithms it is 

willing to accept. The Client 506 may then select an algorithm. If the Client 506 supports 

none of the encryption protocols of the Server 507, then the connection is dropped and both 

25 the Client 506 and Server 507 are notified. Notification may be by generating an appropriate 

alarm event on the Client 506 and Server 507. The system administrator may add or remove 

encryption protocols. 

The Network Handler 501 can switch to different authentication and encryption 

protocols and methods in the event of a security compromise of one of its methods. 

30 Authentication and encryption mechanisms are changeable on the Client 506 and Server 

507, depending on system requirements or security needs. 

Turning back to Fig. 2, the Configuration Handler 206 provides an interface to 

system configuration libraries and data stores for system parameters. The Configuration 

Handler 206 is responsible for interfacing these generic calls so other handlers, system 
12 
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processes, and system operators can have quick, reliable, and uniform access to 

configuration data The Configuration Handler 206 is responsible for providing the 

following access to system parameter data: 

o Read - Allows system parameters to be read 

5 o Write - Allows system parameters to be written or added 

o Change - Allows system parameters to be changed 

o Backout - Allows system parameters to be reverted back to the previous version 

o Delete - Allows system parameters to be qeleted 

o Backup - Allows all system parameters to be backed up 

10 The Configuration Handler 206 is responsible for all relevant file locking and 

multiple access protection mechanisms as well as providing sequential access to threads, 

processes, and system operators. The Configuration Handler 206 allows configuration of the 

system to occur locally or remotely from the central command and control system. 

Turning now to Fig. 6, Fig. 6 is a functional block diagram of the Insertion Handler 

15 600 (207 in Fig. 2). The Insertion Handler 600 is a mechanism whereby native or third party 

applications can insert events directly into the present system. The Insertion Handler 600 

accepts messages, ensures they are in the correct format, and then forwards them to the 

MCP 60 I for further processing. The Insertion Handler 600 has two modes of data insertion 

containing Insertion Libraries .602: a native insertion library and an external insertion 

20 library. 

The Insertion Handler 600 provides the mechanism for inserting events from 

External Programs 606, 607 into the system by any of the following means: placing a File 

Descriptor 603 on the system for reading/writing, placing a Network Socket 604 on the 

system for reading/writing or placing a Named Pipe 605 on the system for reading/writing .. 

25 The Insertion Handler 600 allows legacy, third party, or other applications the ability to 

send riative messages directly into the system with few modifications. The Insertion Handler 

600 allows communication with the system to occur with messages using a variety of input 

mechanisms (File Descriptor 603, Network Socket 604, Named Pipe 605 and the like). The 

Insertion Handler 600 can place file descriptors inside of protected environments to operate 

30 in a secure manner. In one embodiment, the Insertion Handler 600 is used to pass inserted 

alarm messages directly to the Signature Handler (208 in Fig. 2) for processing. 

Referring to Fig. 6, in one embodiment, the Insertion Handler 600 can utilize a 

native Insertion Library 602 for injecting messages into the present system. The native 
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Insertion Library 602 is a fixed set of methods that the native system programs or add-ons 

can access and use to directly insert messages. The native Insertion Library 602 would 

typically be used by programs written in the same language as the core architecture or by 

those programs developed for the core system specifically (e.g., those from the 

5 manufacturer or by authorized third parties). 

In another embodiment, the Insertion Handler 600 utilizes an external Insertion 

Library 602 that is essentially a ''wrapped" version of the native Insertion Library 602 

discussed above. The external Insertion Library is a C or C++ library designed to be linked 

to third-party sources ( other languages such as Perl, Python, TCL, Unix® shell script, etc. 

10 can also be supported). This linked library provides a suite of system calls that allow the 

wrapped program to inject messages directly into the core system without special 

configurations. It only requires the addition of appropriate system calls throughout the code 

to audit relevant events (security, administrative, failure, error, etc.). Once the code has been 

modified in this way, it may then insert the messages directly into the core system as if it 

· 15 were a native application. The external Insertion Library 602 allows third-party applications 

to be modified and added to the present invention. The third-party applications then have 

the ability to detect whether the core system is installed and communicate directly with the 

system, minimizing user interaction and system overhead. The Insertion Handler 600 allows 

third parties to integrate system support using a variety of languages such as C, C++, Java, 

20 Perl, Python, and. the like. 

If File Descriptor 603 insertion mode is used, the Insertion Handler 600 uses a 

Unix®, Windows NT®, or similarly based mechanism for placing a•'.'file descriptor'' 

directly onto the system. This File Descriptor 603 is continuously polled by the Insertion 

Handler 600 for new data from the Insertion Library 602, either the native or external 

25 Insertion Library 602. Once data is received on the socket it. is inserted into the MCP 601 

after appropriate validation checks on the data have been performed. The File Descriptor 

603 for the Insertion Handler 600 is placed in a secured directory and is only accessible to 

authorized programs and system services. This method may also allow the creation of 

multiple file descriptors that can be placed in user-defined directories. This allows the 

30 Insertion Handler 600 to work in UNIX® chrootQ or similar secured operating 

environmC?nts for running un-trusted code. 

If Named Pipe 605 support insertion mode is used, the Insertion Handler 600 uses 

either the Unix® and Microsoft® operating system environments. This mode functions 

almost identically to the File Descriptor 603 insertion method described above with the 
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difference being that a "named pipe" instead of the local file descriptor is used. A pipe is a 

technique for passing information from one program process to another and is a one-way 

communication. A named pipe is a method for passing information from one computer 

process to other processes using a pipe or message holding place that is given a specific 

5 name. Unlike a regular pipe, a named pipe can be used by processes that do not have to 

share a common process origin. The message sent to the named pipe can be read by any 

authorized process that knows the name of the named pipe. . 

The Network Socket 604 insertion mode is the most generic method for accepting 

messages by using a local network socket listening on the system for new insertion 

10 messages. This mode of operation requires the opening of a locally bound network socket 

on the system. Like the other modes, the socket is continuously polled by the Insertion 

Handler 600 for new data from the Insertion Library 602, either the native or external 

Insertion Library 602. Once data is received on the Network Socket 604, it is inserted into 

the MCP 601 after appropriate validation checks on the data have been performed. 

15 For security reasons, in one embodiment this socket is limited to connections from 

the local host system. The Network Socket 604 insertion handler is a TCP based socket to 

protect against maliciously forged packet attacks. 

The Insertion Handler 600 (207 in Fig. 2) messages are generally passed to the 

Signature Handler (208 in Fig. 2) as described below. In one embodiment, the Insertion 

20 Message should at a minimum: be formatted in a mark up type language (such as Extensible 

Markup Language (XML)), define the originator of the message (for example a third party 

application or internal system application), define an alarm identification type to allow the 

Signature Handler (208 in Fig. 2) to properly pull out relevant alarm data and contain all 

relevant alarm data necessary to allow the corresponding signature to process the event. 

25 All messages passed into the Insertion Handler 600 should have a corresponding 

signature in the Signature Handler (208 in Fig. 2). The signature determines how the 

message will be processed and what actions should be taken when it is received. If the 

message cannot be processed by the Client (506 in Fig. 5), the Signature Handler (208 in 

Fig. 2) passes the message onto the Server (507 in Fig. 5) for processing. 

30 Returning now to Fig. 2, the Signature Handler 208 processes alarm events in real-

time or near real-time and decides any actions and responses of the system to the alarms. In 

one embodiment, the Signature Handler 208 accepts the following types of messages: 

1. Alarm events - Those events generated by native detection mechanisms to indicate a 

security, management, or similar event 
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2. System events - Errors, status, and other informative messages relating directly to 

the present invention system. 

3. Insertion events - Those events generated by either native or external programs that 

were passed via XML format into the Insertion Handler 207 (600 in Fig. 6). These 

5 events are usually Alarm events relating to security, management, or similar 

situation. 

The Signature Handler 208 operates similarly to the MCP 201 but it is only 

responsible for alarm events and not for individual handlers as is the MCP 201. The 

Signature Handler 208 is responsible for the conversion ,of events into system alarms with 

10 which the present invention system can report and respond to. 

Turning now to Fig. 7, Fig. 7 is a flowchart of the processing of the Signature 

Handler (208 in Fig. 2). The Signature Handler accepts alarms events from the MCP 701. 

The Signature Handler decodes the alarm type and originator from the alarm event 702. The 

Signature Handler then consults its internal registry of signatures that wish to process 

15 alarms of the type received 703. The Signature Handler then hands the alarm message off to 

the signature for processing 704. The signature given the alarm message is responsible for 

pulling out the alarm data macro information it needs to function correctly (IP address, port 

numbers, usemames, and the like) 705. The signature determines if an alarm has occurred 

and then consults the action policy for that alarm type to determine what actions to take in 

20 response to the alarm 706. The Signature Handler extracts relevant information from the 

alarm, insertion, or system event to pass into the action message. This data can include such 

things as IP Addresses, Usemames, Process Identification and the like. When signature 

processing is complete, the Signature Handler may then pass the resulting message back to 

the MCP 201 in Fig. 2) for appropriate routing 707 (Action request, Network request, 

25 Logging request, and the like). The Signature Handler uses modular signatures that 

automatically pull necessary data from the alarm events received. The Signature Handler 

can operate independent of a central control system and can act autonomously based on pre­

established policy in the system. 

The Action Policy in the Signature Handler (208 in Fig. 2) is a list of actions that 

30 can be taken for each event that is processed by the Signature Handler itself. The Action 

Policy is configurable by the system administrator and maps the responses the system will 

perform relating to each detected event. In a simple embodiment the Action Policy contains 

a signature identificatio~ and a list of response actions to each signature. In addition, each 

action requires inherent data to operate correctly. With each response request coming in, the 
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signature is responsible for supplying supporting data to ensure the action can operate 

correct. For example, if the Action Policy requires that a host be blocked as a result of a port 

scan, the Signature Handler must know the Internet Protocol (IP) address of the attacking 

host to pass into the blocking function otherwise the call will fail. Examples of required data 

5 include but are not limited to those listed in Table 1. 

Action Type Information Required from Signature 

Block Host Target IP Address 

Disable User Target Usemame 

Disable Network Interface Network Interface Name 

Send e-mail E-mail address and data 

Move/copy/delete file Filename 

Table 1 

1 O The individual signatures require intelqgence to properly pull out the required 

information from each signature (such as attacker IP addresses, usemames, and the like). In 

one embodiment, Xlvfi.., formatting is used to isolate the data types within each signature to 

make the processing easier. For many cases, the local detection modules that generate the 

event will have this data already separated. As an example, if a port scan is detected by a 

15 port scan local detection module, it generated and event and the processing is as follows. A 

port scan-'to a TCP port 143 (IMAP) is detected by the port scan detector. The port scan 

generates an alarm event that contains the alarm ID (which maps to the TCP port scan and 

the alarm data (for example, the IP Address of attacker, port number being scanned, and 

scan type). The alarm data is encapsulated into an alarm event format whereby the data is 

20 pre-processed with Xlvfi.., tags so items such as the attacker IP address, port number being 

attacked, and scan type are already separated for example: 

a. <attacker_ip> 192.168.2.30</attacker_ip> 

b. <attacker_port _number> 143</attacker_port_number> 

c. <attacker_scan_type>FIN Scan</attacker_scan_type> 

25 The entire alarm event is then sent to the Signature Handler (208 in Fig. 2). 

Once inside the Signature Handler (208 in Fig. 2), the alarm event data is passed to 

the appropriate Signature Handler, in this case the TCP Port scan detector. The Signature 
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Handler then identifies that an alarm occurred and then loo.ks up the action from the action 

event table: 

1. TCP Scan detected 

2. Lookup action in action event table which indicates: 

5 a. Block host 

10 

i. Block host action requires <attacker_ip> data to run. 

ii. Data retrieved from <attacker_ip> tag and sent to action handler 

b. Log event locally 

c. Send event to server 

i. Entire event is packaged inside a network message and forwarded to 

server. 

ii. Server may use XML data tags within its signature handler for further 

actions and reporting. 

Using the above processing, the Signature Handler (208 in Fig. 2) is isolated from. 

15 having to know any direct information on how the signatures and actions operate. The 

Signature Handler just needs to route the event as it is received which is resolved during the 

signature registratfon process. The action policy defines what actions to take in response to 

a detected signature. This policy is configurable by the user or may be preset to defaults on 

system initialization. For each action request, the Signature Handler is responsible for 

20 pulling out the data necessary for the action to run correctly. 

Turning now to Fig. 8, Fig. 8 is a flowchart of the processing of the Signature 

Handler (208 in Fig. 2). An Insertion, Alarm, or System Event enters Signature Handler 

801. The Signature Handler passes message off to appropriate signature(s) who have 

registered to see signatures of that type 802. The Signature Handler determines if an alarm 

25 has occurred 803. If an alarm has occurred, the Signature Handler loo.ks up the response . 

from· the action policy table 804. From the action policy table, the Signature Handler 

determines the action(s) to initiate 805. The action policy table also defines the data needed 

to run in their configuration and the signature handler is responsible for ensuring that the 

XML tagged data is sent correctly as parameters to the action 806. Each action type defines 

30 what data it needs to operate which may be in a separate configuration file. If the action 

being requested does not have the correct parameters defined, the action request fails (i.e. 

Blocking a host requires at a minimum that the IP address to be blocked be provided) 807. 

The Signature Handler maps incoming events to appropriate actions to perform. The 

process comprises accepting an event from MCP, diverting the event to the signature 
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handler, determining if an alarm has occurred and if so, determining the appropriate 

response by looking up the local action policy and sending out appropriate response 

requests to the MCP. 

In this case, all Alarm, System, and Insertion events must have corresponding 

5 signatures to process the alarm. However, not all signatures need to be directly related to 

each event It is possible to have a generic "group" signature that only looks for system 

status events and simply re-packages them for passing across the network and logs them 

locally without processing them individually. This type of signature operates essentially as a 

"wildcard" parsing mechanism where any event type meeting a high-level mask is grabbed 

1 0 with minimal processing. 

Alternatively, for specific signatures, the system may have only one particular 

signature type. An example may be a TCP port scan detection signature that looks for TCP 

port scans, pulls out the attacking host IP address, and then consults the action policy which · 

directs that all alarms of this type blocks the host, logs the event locally, and passes it to the 

15 network controller. Then the signature will generate a block message for the action handler, 

a local log message, and finally a network message for the server to display on the GUI. 

Turning now to Fig. 9, Fig. 9 shows the processing for decoding a "Port Scan" 

alarm. This is just one example of the types of alarms processed by the Signature Handler 

900 (208 in Fig. 2). The steps of the processing are as follows. A "Port Scan" alarm event is 

20 received from the MCP 901. The Signature Handler decodes the alarm type 902. The 

Signature Handler 900 sees which pluggable signatures want to see the alarm 903. In this 

case the port scan alarm is processed by a scan detect module. The Signature Handler 900 

passes the alarm off to those signatures interested in seeing it and returns appropriate 

message if the signature module should activate (scanDetect) 904. The Signature Handler 

25 900 is responsible for looking up the local action policy for the event type received and 

sending that back to the MCP. The Signature Handler 900 repeats for next alarm 905. 

The Signature Handler 900 functions similarly to ~e MCP. Signatures can be added 

or removed without modifying the core code base. Signatures can process what is of interest 

to them, sparing system resources. Signatures can maintain their own data between 

30 executions and can hold this data even between system re-starts or failures. Signatures can 

be customized depending on operator requirements, system optimizations, or other 

attributes. The Signature Handler 900 acts as a central point of control and can focus 

advanced control concepts into the system operation such as dynamic throttling of signature 

throughput under heavy load. 
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The Signature Handler 900 includes "pluggable,, signature modules. A pluggable 

signature module is code that is designed to perform a specific detection task. Each of the 

pluggable signature modules is focused on a minimal number of alarm events to process and 

is capable of being written independent of the Signature Handler 900 itself. Signature 

5 modules may be inserted into and out of the Signature Handler 900 at will. During 

initialization of the Signature Handler 900, the handler determines what signatures are 

available for it to use. The signatures automatically register their capabilities with the 

Signature Handler 900. During this phase the Signature Handler 900 "registers" the 

signature modules as depicted in Fig. I 0. 

10 Turning now to Fig. 10, Fig. 10 shows a flowchart of a signature registration process 

1000. The Signature Handler (900 in Fig. 9) reads the signature module 1001, determines 

the signature name 1002 and determines the signature version 1003. If the signature is 

registered 1004, the required alarm types are determined 1005. How the signature is to be 

run is determined (for example, with threads, without threads, or as a process) 1006. The 

15 signature priority is determined 1007 and then registration is complete 1008. After the 

registration process 1000 is complete, the Signature Handler may then receive messages 

from the MCP (901 in Fig. 9) for processing. The signatures themselves are of two major 

types: Singular Signature Modules and Composite Signature Modules. 

The Singular Signature Module requires the signature to take an input and return a 

20 true or false output depending on the alarm event data. This signature contains basic fall­

through logic to determine the result. As part of its operation this signature type can store 

local state information in the database (for example a structured query language (SQL) 

database) for use in processing of future alarms and for tracking trends in data 

The Composite Signature Modules can use data stored by them in combination with 

25 data stored by other signatures or in globally available resources (such as SQL tables and 

the like). These signatures require that several items be true before they activate. These 

signatures can. store local state information in the SQL database for use in processing future 

alarms and for tracking trends in data. 

Pluggable signatures can use stored data from other signatures to detect alarms. 

30 Signatures can maintain long-running state information between executions. Signatures can 

maintain long-running state information between system startup and shutdown sequences. 

The Signature Handler can operate in several modes of operation such as sequential 

processing or multi-threaded processing depending on where the handler is executing. In the 

Sequential Processing Mode, the Signature Handler pulls messages off of the MCP queue 
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one at a time and processes them in sequential order. This mode is the simplest 

implementation of the system architecture and has several advantages such as ease of 

implementation, no re-entrant code issues in a multi-threaded environment, composite 

signatures can be executed without fear of corrupting internal signature state data and 

5 debugging of the system and following signature data flow is simplified. In the Multi­

threaded Mode, the Signature Handler extracts messages from the MCP queue and directs 

them to .a thread pool where signatures can be processed concurrently. This mode has 

several advantages such as faster processing of signatures, processing of other queued 

alarms is not delayed, threads can be assigned priorities so more important alarms can be 

10 serviced faster. The signature handler. can process signatures one at a time or concurrently 

using threads or event scheduling. 

Returning to Fig. 2, the Agent Handler 209 is responsible for the execution 

environment of Mobile Autonomous Code (MAC) modules that circulate throughout the 

network. Mobile Autonomous Code is described in more detail below. The primary 

15 responsibilities of the Agent Handler 209 are: 

· 20 

1. To ensure the MAC modules carry appropriate credentials and are authenticated and 

cryptographically signed by a trusted introducer (network administrator, operator, 

client system, etc.). 

2. To ensure the MAC modules are able to execute on the host operating system by 

checking version numbers and other appropriate identification information. 

3. To execute the MAC modules and not interfere with operation until the MAC 

· module is complete or is ordered to stop by an authorized party. 

4. To allow the MAC to complete and report its findings and/or execute any actions on 

the local system as requested by the MAC. 

25 The present invention bas several core security and intrusion detection mechanisms 

such as log security in the form of log audit functions, login and logout anomaly detection 

functions; session monitors and a port scan detector functions. These and other features are 

described in United States Patent Application No. 09/268,084 filed on March 12, 1999, 

which is incorporated by reference herein. 

30 The present invention comprises autonomous software programs that can patrol a 

communications network independent of the clients they are monitoring. Mobile 

Autonomous Code (MAC Agents) are independently distributed pieces of code that operate 

within a special execution environment within the client and server system. The MAC 

Agents are capable of performing any local system operation and reporting their findings to 
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either a local, central, or distributed environment While the initial goal of the present 

invention is to use MAC Agents to perform security operations, the overall goal is to use 

MAC Agents to administer and control all aspects of the networking environment and 

ultimately lead to a self-healing network architecture that can sustain itself with minimal 

5 human interaction. The MAC Agents are capable of moving between systems independent 

of the actual client. The MAC Agents are capable of performing any type of system 

operation permitted on the client. The MAC operate within a separate execution 

environment from the rest of the system that can be open or restricted depending on 

configuration. The MAC Agents can perform any security or system administration tasks 

10 and are targeted for use in self-healing network environment deployments. MAC Agents 

allow self-healing components of the system to move between clients and operate 

independently and where needed. MAC Agents can be written in either native object code 

or in a platform-independent interpreted language such as. Python, Perl, or Java®. 

Turning now to Fig. 11, Fig. 11 shows a diagram of this centralized MAC Agent 

15 distribution. In this embodiment, MAC Agents 1103 are designed to be dispatched from the 

central Server 1102 to the Clients 1104-1106. In this operational mode, the Server 1102 

handles all configuration and deployment issues by pushing MAC Agents 1103 to one or 

more Clients 1101. This configuration allows for the MAC Agents 1103 to be centrally 

managed and deployed, easily updated from a central console, not subject to alteration or 

20 tampering by hostile adversaries and can be dispatched through a predictable or random 

schedule from a central control point. The central Server 1102 can launch agents to perform 

Client 1104-1106 operations or operations on the Server 1102 itself, such as monitoring and 

administrative tasks. 

Turning now to Fig. 12, Fig. 12 shows a diagram of this Peer-To-Peer Defensive 

25 Cluster 1201 with MAC Agents 1206. In this embodiment, MAC Agents may travel from 

client-to-client/peer-to-peer independent of central control. Mobile MAC Agents 1206 can 

begin patrolling the network immune from centralized attack and can propagate to trouble 

spots automatically through neighboring hosts. MAC Agents 1206 can be used to form 

"defense clusters" to form a Defensive Barrier 1202 where neighboring computers work 

30 together to defend themselves from concerted hostile attack 1203-1205. In this form of 

. defense, a security policy is enforced using the MAC Agents 1206 along with the extensive 

reactive capability built into the Client Systems 1207-1209. The MAC Agents 1206 can be 

used within "defense clusters" to allow groups of computer systems to rapidly defend 

themselves from attack or failure. MAC Agents 1206 can move from Client to Client 1207-
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1209, independent of a central controller. MAC Agents 1206 can run on the Client 1207. 

1209 or on the Server itself for monitoring or administration tasks. 

Allowing the use of either centralized or distributed MAC Agents 1103, 1206 on the 

network ~ows for modifications of MAC centrally without interrupting system•wide 

5 operations. MAC Agents 1103, 1206 cannot be attacked on the host•level in the event of 

client compromise. MAC Agents 1103, 1206 can be customized to the network environment 

and only sent to clients that need their services. They can be assigned to patrol the network 

continuously to look for problems or be dispatched in response to certain events (security, 

administrative, or other events). They can be utilized to retrieve and process data 

10 independent of the client configuration on which they run; MAC Agents 1103, 1206 can 

move freely between clients with little communication ov~rhead or coordination. They 

allow clienMo-client communication and protection perimeters to be established. This 

allows the creation of "defense clusters" of systems that work together to protect themselves 

from attack. 

15 MAC Agents 1103, 1206 can be used in a variety of ways on the network. In one 

embodiment, they are used to patrol the network looking for security problems. In another 

embodiment, they can control all aspects of network administration and control alleviating 

human operators from most aspects of network maintenance. 

Besides the used discussed above, MAC Agents 1103, 1206, when used for security, 

20 provide an administrator several tactical advantages over an attacker. They are 

unpredictable and can arrive to remove or detect attackers at random without warning, and 

may store their code centrally and cannot be tampered with on the client system to bypass 

security mechanisms. They can be programmed to react to any system security event in real• 

time that is often significantly faster than a human response. MAC Agents 1103, 1206 can 

25 be updated with the latest security•relevant detection strategies without having to alter all 

clients. MAC Agents 1103, 1206, once alerted to an intruder's presence, can begin active 

searching for attackers and perform automated corrective measures to remove the intruder 

and save forensic evidence. MAC Agents 1103, 1206 in a peer•to-peer networking 

environment can propagate through the network absent of centralized control to thwart 

30 attack and enable fluid response to ne~ork problems. In a peer-to-peer networking 

environment, they can be introduced by any trusted third party within the network and be 

made immediately available to all clients. 

Turning now to Fig. 13, Fig. 13 is a diagram of MAC Agents for security.specific 

applications 1300. Description of these applications are given beiow. 
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Forensic Evidence Agent 1301-This MAC agent is dispatched to a client system 

that has been compromised. This agent collects log files, system accounting records, 

auditing information and tampered files. It also collects other relevant pieces of computer 

forensic evidence. It protects all collected information and evidence with tamper-resistant 

5 cryptographic signatures. It centrally stores all collected evidence for later review by 

authorized personnel. The Forensic Evidence Agent allows an administrator or law 

enforcement personnel to re-build how an attack happened and to gather evidence to 

prosecute attackers. 

Intrusion Control Agent 1302-This MAC agent is dispatched in the event of an 

10 immediate compromise situation on a host computer system. This agent performs the 

following at the host system: disabling of the network interfaces to disallow unauthorized 

traffic except back to the central control platform; shutdown of active user accounts; 

locating and logging all suspicious activities, files, and processes on the system; notifying 

the central controller of its actions and request forensic evidence collection; moving 

15 between other affected client systems and attempting to contain the intrusion situation. 

File Integrity Agent 1303 - This agent is designed to use cryptographic secure one­

way hashes to detect tampering of system files. This agent can be dispatched from the 

central server with a list of known good file hashes to compare against on the target system. 

This list of known good hashes is carried with the MAC itself as part of its package. This 

20 mode of operation may allow an attacker to bypass detection if they can access the file 

hashes stored within the MAC code. The File Integrity Agent 1303 can be dispatched from 

the central server with only the ability to derive hashes from files with the known-goo~ file 

hashes residing on the secure server. This mode of operation forces the MAC to 

communicate back the file hash results, which are then compared by the server to the known 

25 good values. This mode of operation prevents certain attacks to the MAC because the 

known-good hash values are not present on the client The File Integrity Agent 1303 can be 

dispatched from the server to audit all system files, randomly select files, or_pick from a · 

known set of critical or commonly tampered with files. It can be dispatched from the server 

at random during the day to thwart attempts at intruders to time scheduled runs to bypass 

30 detection. The File Integrity Agent 1303 can look for "suspicious" files or directories on the 

host that indicate intrusion. Such files or directories typically include those with spaces, 

hidden characters and control characters in the name and those that are out of place for the 

target operating system (a plain text file in a Unix device directory, for example) or those 

with known security exploit scripts ( exploit residual information). 
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Host Scanning Agent 1304 -This agent is designed to perform host wlnerability 

assessment and vulnerability detection from within the host looking outward ("inside out 

scanning''). This mode of operation is significantly different from other scanners that probe 

hosts from the network. This feature is accurate for detecting problems because the scanner 

5 has privileged access to the host internally and can automatically look for misconfigurations 

with certainty instead of having to make assumptions the way a network based scanner 

does. The scanner can spot local host vulnerabilities that aren't visible from the network that 

may allow for exploitation internally. The scanner can be updated from a central server 

location with optimized scanning data designed for the host-platform it is running on. This 

10 allows for faster operation. The scanner can search for known signs of intrusion that are 

often hidden from network scanners. The scanner does not consume network bandwidth 

when inspecting large number of hosts. This allows it to operate efficiently even in limited­

bandwidth or remote deployment environments. The scanner can condense its findings at· 

the host before sending to the server to conserve CPU ti.me when generating reports and 

15 optimizing gathering of information across the network. The host scanning agent has several 

built in detection features which include a database of known vulnerable files for the 

platform it is scanning; an expert system for detecting common erroneous or corrupted 

configurations on the host; generic detection mechanisms for common problems that may 

cause vulnerabilities within the host; and the ability to detect suspicious files and activity on 

20 a li.ost that may indicate a compromise has taken place. 

Known Intrusion Agent 1305 - This agent is designed with signatures specifically to 

look for and alarm on signs of known inttusion. This agent is designed to randomly roam 

the network and detect this activity before it becomes widespread. Upon detection it notifies 

the central server that can then dispatch Intrusion Control Agents, Forensic Evidence 

25 Agents, or other MAC Agents to assess and respond to the incursion. The signatures that 

this agent rely upon are varied depending on the type of attack, but they can include: known 

Trojan horse detection; common backdoors; common binary alterations; suspicious 

directories which are known hiding places for attackers; suspicious files, for example files 

with known suspicious filenames indicating a break-in attempt or success; tampered system 

30 critical files; suspicious loadable kernel modules; suspicious running operating system 

modifications; susp~cious usemames; known suspicious usemames; usemames that were 

not present on the system last time it was scanned; usemames that are not authorized to be 

present on the system regardless of last time scanned; altered or missing log files; altered or 
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missing accounting records; and other suspicious activity as specified in the accompanying 

database with the agent. 

Loadable Kernel Module Agent 1306-This agent looks for known or unlmown 

loadable kernel modules (LK.Ms) for UNIX® compatible systems. Modified LKlv1s are a 

5 common method used by attackers to conceal activity on compromised systems. This agent 

looks for the following: unauthorized LKMs loaded; known suspicious LKMs loaded; 

unknown_ suspicious LK.Ms loaded; intercepting system calls; employing protective anti­

probe or stealth techniques; accessing or hooking normally restricted data areas in memory 

or on disk; and other suspicious activity. 

10 Password Cracking Agent 1307 -This agent attempts to break user passwords using 

a list of common, uncommon or customized words. This mechanism helps spot weak 

passwords before intruders can abuse them. This agent can travel from host to host 

attempting to break and report on bad passwords to the central controller. It can also travel 

from host to host attempting to break passwords given to it by the central controller to 

15 distribute cracking efforts over all the computers on the network. 

Log Archive Agent 1308 - This agent is responsible for archiving, cryptographically 

signing, and saving all relevant system logs, accounting records, and other audit data from 

the target host on which it is executing. This information is pulled back to the main server 

for archival purposes. This agent exists to help track down security or maintenance issues 

20 across the enterprise. This agent ensures that critical audit data is stored in a centrally 

managed repository that is not susceptible to tampering the way it would be if it were only 

present on the target host. Audit data collected by this agent can be historically categorized 

on the back-end server where data-mining and other advanced data correlation techniques 

can be used to detect and monitor trends for security or other problems. 

25 ''Rootkit'' Agent 1309 - This is a complement to the Known Intrusion Agent and is 

designed to specifically look for all variants of"rootkits" that may be on the target host. 

"Rootkits" are used by intruders to automatically conceal activity, install backdoors, and 

create Trojan horse binaries to fully compromise a system. This agent is capable of 

detecting all major categories and derivatives of"rootkits" in existence. 

30 Suspicious File Agent 1310 - This agent is designed to look for known or user-

specified banned files on client systems._ Upon detection of these file this agent can erase, 

archive, send an alarm, or perform other action as specified. Examples of suspicious files 

include pirated :MP3 music files; pirated software; pornography or other inappropriate data; 

confidential corporate data outside of controlled spaces; user-specified files or data; and 
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core files from prominent running system daemons that could be the result of a buffer 

overflow attack 

Promiscuous Mode Agent 1311 - This agent detects network cards in promiscuous 

modes on remote clients. This is a random audit capability. 

5 Hidden Process Detection Agent 1312 - This agent can detect hidden processes on 

the remote host. 

Unauthorized Network Daemon Agent 1313- Looks for network daemons being run 

by unauthorized users. 

Self-Test Agent 1314-Agents that can simulate attacks on the host to test the IDS 

10 functions independent~y. 

Spy Agent 1315- This agent follows around users to observe their activity if it is 

suspicious or if they have been tagged for surveillance. 

Zombie Shells Agent 1316- This agent will attempt to detect zombie shells left over 

from buffer overflow attacks. 

15 Insider Attack Agent 1317 - This agent will be dispatched to the attacking host if 

both the host being attacked and the attacker are under the system control. This agent is 

used to stop the insider.attack at the host in case it is being used as a hop point to move 

around inside. 

Turning now to Fig. 14, Fig. 14 is a dia~ of MAC Agents for network 

20 . management-specific applications 1400. Descriptions of these application are given below. 

Backup Agent 1401-This agent is designed to perform a full or partial backup of 

the client system depending on its configuration. Applications for this include: automated 

· scheduled backup of systems to a central storage facility and automated response backup . 

upon detection of a system fault to preserve critical data (such as a bad hard drive being 

25 detected) 

Host inventory agent 1402 - This agent performs a detailed hardware inventory of 

the target system noting such data as: system type; CPU Type; memory capacity; operating 

system installed; software versions installed; storage capacity; serial numbers; and user­

specified. This data is retrieved and stored at the central server repository for cataloging 

30 systems on the network for use by other agents, data-mining needs, central reporting, 

tracking of installed patches, or other purposes. 

System monitor/status agent 1403-This agent reports on the system status of the 

client on which it is executing. This data may include amount of free storage available; 
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number of active users; network activity; CPU activity; and other relevant system data as 

defined by the user. 

System task agent 1404 - This agent can perform a variety of system maintenance 

related tasks as configured by the adroioistTa.tor. Such tasks may include: removing.files 

5 from temp directories; freeing up drive space by removing unused files and directories; and 

running any other user-specified action on the target systems 

Patch Watch™ agent 1405-This agent is designed to detect what operating system a 

remote host is running. Once this data is collected it is deposited into the central repository. 

The central server then will utilize a subscription-based monitoring service that reports on a 

10 daily basis wh~t new security patches have become available from all known vendors. The 

Patch Watch service then downloads the patch and uses the Patch Watch agents to distribute 

the security or administrative patch information to affected hosts automatically. This sen:-ice 

allows adroioistrators to keep systems up-to-date with minimal downtime and involvement. 

Patch Watch inventories host systems automatically. The central Patch Watch server 

15 monitors vendor sites for new product updates, patches, or bot fixes. The central · 

Patch Watch server downloads the newest updates. The updates are categorized and pushed 

down to affected clients automatically to repair the problem. 

Using the foregoing, the invention may be implemented using standard 

programming or engineering techniques including computer programming software, 

20 firmware, hardware or any combination or subset thereof. Any such resulting program, 

having a computer readable program code means, may be embodied or provided within one 

or more computer readable or usable media, thereby making a computer program product, i. 

e. an article of manufacture, according to the invention. The computer readable media may 

be, for instance a fixed (hard) drive, disk, diskette, optical disk, magnetic tape, 

25 semiconductor memory such as read-only memory (ROM), or any transmitting/receiving 

medium such as the Internet or other communication network or link. The article of 

manufacture containing the computer programming code may be made and/or used by 

executing the code directly from one medium, by copying the code from one medium to 

another medium, or by transmitting the code over a network. 

30 An apparatus for making, using or selling the invention may be one or more 

processing systems including, but not limited to, a central processing unit (CPU), memory, 

storage devices, communication links, communication devices, server, I/0 devices, or any 

sub-components or individual parts of one or more processing systems, including software, · 
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firmware, hardware or any combination or subset thereof-; which embody the invention as 

set forth in the claims. 

User input may be received from the keyboard, mouse, pen, voice, touch screen, or 

any other means by which a human can input data to a computer, including through other 

5 programs such as application programs. 

10 

Although the present invent.ion has been described in detail with reference to certain 

preferred embodiments, it should be apparent that modifications and adaptations to those 

embodiments may occur to persons skilled in the art without departing from the spirit and 

scope of the present invention as set forth in the following claims. 
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What is claimed is: 

1. A computer implemented method for providing system security and resource 

management, comprising: 

5 managing event messages by a master control processor between system handlers 

according to security system policies; 

processing network messages by a network handler between client and server 

computers; 

inserting native and third party event messages received by an insertion handler into 

10 the master control processor for processing by other system handlers; 

detecting and processing event message signatures by the signature handler from 

alarm, system, and insertion events for conversion into system alann messages for 

action by the other system handlers; and 

performing actions by an action handler in response to action requests from the 

15 master control processor. 

2. The method according to claim 1, further comprising maintaining an execution 

environment by an agent handler for mobile autonomous code modules. 

20 3. The method according to claim 1, further comprising collecting and logging event 

25 

messages by a logging handler. 

4. The method according to claim I, further comprising managing system 

configuration parameters by a configuration handler. 

5. The method according to claim 1, wherein the step of managing event messages 

comprises: 

registering the system handlers; 

passing event messages between system handlers; and 

30 managing a event queues attached to the system handlers. 

6. The method according to claim 5, wherein the step of registering each system 

handler comprises: 

reading the handler module to determine initialization requirement; 
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making the handler available through the remote procedure call interface if run as a 

remote procedure call; and 

5 initializing the handler input/output queues if not run as a remote procedure call. 

7. The method according to claim 1, wherein the system handlers comprise static and 

dynamic system processes. 

10 8. The method according to claim 1, further comprising; 

initiating the system handlers by internal mechanisms; 

initiating the system handlers by external mechanisms; and 

initiating the system handlers from the master control processor. 

15 9. The method according to claim 1, wherein the system handlers have a reversible 

architecture to enable the system handlers to be used in either a client or server computer 

mode. 

10. The method according to claim 1, wherein the step of processing network messages 

20 by the network handler comprises: 

25 

allowing connection only from clients and servers defined in a access control list; 

authenticating protocols with clients and servers; 

compressing data to minimize bandwidth requirements; and 

encrypting data to provide secure communication. 

11. The method according to claim 1, wherein the step of inserting native and third party 

event messages received by the insertion handler from external programs comprises: 

reading and writing messages using an insertion method selected from the group 

consisting of file descriptor, network sockets and named pipe;. 

30 using a native insertion mode library to directly insert messages into the master 

control processor; and 

using an external insertion mode library linked to a third party sources to directly 

insert messages into the master control processor. 
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12. The method according to claim 1, wherein the step of detecting and processing event 

messages received by the signature handler comprises: 

accepting alarm events from the master control processor; 

decoding the alarm type and originator from the alarm event; 

5 consulting internal signature registry for alarms of the type accepted; 

handing the alarm message off to the signature module for processing; 

extracting alarm data macro information; 

determining if an alarm has occurred; 

consulting the action policy if an alarm has occurred to determine response; and 

10 passing the resulting response message to the master control processor for action by 

the other system handlers. 

13. The method according to claim 1, wherein the action performed by the action 

handler is selected from the group consisting of blocking a host with a modified route 

15 command, blocking a host with a packet filter modification command, disabling a user 

account, disabling a network interface, running an external user-defined command, logging 

an event, sending email or pager alerts, sending on-screen alerts to users or administrators, 

requesting server executed action, and a pluggable action defined by a user. 

20 14. The method according to claim 1, wherein the steps of detecting and processing 

event messages received by the signature handler and performing actions by the action 

handler comprises the steps .of: 

receiving an event message containing a signature by the signature handler from the 

master control processor; 

25 detecting an attack by the signature handler from the event message signature; 

consulting action policy by the signature handler; 

determining action to be taken by the signature handler; 

ending the process if no action is required; 

determining required action parameters by the signature handler if action is required; 

30 sending an action request to the action handler by the signature handler via the 

master control processor; 

processing and executing the action request by the action handler; and 

returning status of the executed action to the signature handler. 
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~ 5. The method according to claim 2, wherein the step of maintaining an execution 

environment by the agent handler for mobile autonomous code modules comprises: 

ensuring that the mobile autonomous code modules carry appropriate credentials, are 

authenticated and cryptographically signed by a trusted introducer, and able to 

execute on the host operating system; 

distributing mobile autonomous code modules to one or more client computers; 

executing the mobile autonomous code modules without interference; 

allowing the mobile autonomous code modules to collect and report its results; and 

shutting down the mobile autonomous code modules. 

16. The method according to claim 15, wherein the step of executing the mobile 

autonomous coc;le modules comprises: 

verifying detected alarms; 

reducing false alarm rates; and 

15 providing immediate response. 

20 

17. The method according to claim 15, wherein the step of executing the mobile 

autonomous code modules comprises the steps of actively looking for problems and 

identifying attackers when problems are detected. 

18. The method according to claim 15~ wherein the step of executing the mobile 

autonomous code modules comprises perfonning security and system administration tasks 

in self-healing network environments. 

25 19. The method according to claim 15, wherein the step of executing the mobile · 

autonomous code modules comprises allowing self-healing components of the system to 

move between clients and operate independently where required. 

20. The method according to claim 2, wherein the step of maintaining an execution 

30 environment by the agent handler for mobile autonomous code modules comprises: 

enabling self-healing and adaptive networks; 

facilitating distribution of updates for the mobile autonomous code modules; and 

centralizing command and control functions for increased reliability. 
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21. The method according to claim 2, wherein the step of maintaining an execution 

enviromnent by the agent handler further comprises forming a peer-to-peer defensive cluster 

with mobile autonomous code modules. 

5 22. The method according to ·claim 2, wherein the step of maintaining an execution 

environment by the agent handler further comprises protecting the mobile autonomous code 

modules from alteration or tampering by hostile adversaries, and dispatching the mobile 

autonomous code modules through a predictable schedule from a central control point. 

10 23. The method of claim 22, wherein the mobile autonomous code modules are 

15 

20 

dispatched through a random schedule. 

24. The method according to claim 2, wherein the step of maintaining an execution 

environment by the agent handler further comprises: 

programming the mobile autonomous code modules to detect and remove attackers 

at random; 

storing code for the mobile autonomous code modules at a central location; 

preventing alteration of the mobile autonomous code modules on client computers; 

updating the mobile autonomous code modules with updated security detection 

strategies without modifying client computers; 

beginning an active search for ~kers when alerted to an intruder's presence; 

performing automated corrective measures to remove the intruder; and 

saving forensic evidence. 

25 25. The method according to claim 2, wherein security-specific mobile autonomous 

code modules are seiected from the group consisting of forensic evidence agent, intrusion 

control agent, file integrity agent, host scanning agent, known intrusion agent, loadable 

kernel module agent, password cracking agent, log archive agent, rootkit agent, suspicious 

file agent, promiscuous mode agent, hidden process detection agent, unauthorized network 

30 daemon agent, self-test agent, spy agent, zombie shells agent, and insider attack agent. 

26. The method according to claim 25, wherein forensic evidence gathered by the 

forensic evidence agent from protected systems is cryptographically signed to prevent 

tampering. 
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27. The method according to claim 2, wherein network management-specific mobile 

autonomous code modules are selected from the group consisting of backup agent, host 

inventory agent, system monitor and status agent, system tas~ agent, and Patch Watch™ 

5 agent. 

28. The method according to claim 3, wherein the method oflogging event messages is 

selected from the group consisting of text-based files, a local system auditing facility, a 

cryptographically signed secure log format, directly to a system console, e-mail notification, 

10 direct used interface, and system wide notification. 

29. The method according to claim 4, wherein the step of managing system 

configuration parameters comprises; 

interfacing generic calls to other system handlers; 

15 reading system configuration parameters; 

writing system configuration parameters; 

changing. system configuration parameters; 

reverting system configuration parameters back to a previous version; 

deleting system configuration parameters; 

20 backing up system configuration parameters; and 

providing multiple access protection mechanisms. 

25 

30. A system for providing system security and resource management, comprising: 

a master control processor for managing event messages between system handlers 

according to security system ·policies; 

a network handler for processing network messages between client and server 

computers; 

an insertion handler for inserting native and third party event messages into the 

master control processor for processing by other system handlers; 

30 a signature handler for detecting and processing event messages from alarm, system, 

and insertion events for conversion into system alarm messages for action by 

other system handlers; and 

an action handler for performing actions in response to action requests from the 

master control processor. 
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31. The system according to claim 30, further comprising: 

an agent handler for maintaining an execution enviroru:nent for mobile autonomous 

code modules; 

5 a logging handler for collecting and logging event messages; and 

10 

a configuration handler for managing system configuration parameters. 

32. The system according to claim 31, wherein the system handlers auto-register 

themselves and their capabilities with the master control processor. 

33. The system according to claim 30, wherein the action handler utilizes pluggable 

action modules. 

34. The system according to claim 30, wherein the signature handler utilizes pluggable 

15 signature modules. 

) 

35. The system according to claim 34, wherein the pluggable signature modules auto-

register with the signature handler. 

20 36. The system according to claim 34, wherein a pluggable signature modules uses 

stored data from other signature modul.es, stores data between execution, stores data 

between system startup and shutdown sequences, and only processes signatures relating to 

the signature module. 

25 37. The system according to claim 34, wherein the pluggable signature modules are 

30 

added and removed from the system without modifying the core system code. 

38. The system according to claim 31, wherein the system is installed on at least one 

server computer and at least one client computer. 

39. The system according to claim 38, wherein the system installed on at least one client 

operates independently of the system installed on at least one server for reduced processing 

and reaction time and when network communications are disrupted. 

36 
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40. The system according to claim 38, further comprising at least one graphical user 

interface. 

41. The system according to claim 40, further comprising multiple levels of independent 

5 alarm filters on the client and server computers for reduced false alarm reporting, 

configuration flexibility, and system granularity. 

42. The system according to claim 40, further comprising encrypted and mutually 

authenticated communication links between the server computer, client computer and 

10 graphical user interface. 

43. The system according to claim 40, further comprising a means for re-allocating 

system resources to circumvent system problems or failures. 

15 44. The system according to claim 31, wherein the system is installed on a client 

computer to maintain host processes, collect and forward events, process local client 

signatures, generate events, initiate and respond to action requests, initiate self-healing 

counter-measures, and host mobile autonomous code agents. 

20 45. The system according to claim 31, wherein the system is installed on a server 

25 

computer to collect and store events, process enterprise client signatures, generate events, 

operate a central system database, schedule events, initiate and respond to action requests, 

initiate self-healing counter-measures, maintain a graphical user interface backend structure, 

and manage mobile autonomous code agents. 

46. The system according to claim 40, wherein the client computer has a capability to 

perform server computer functions in the event of failure of a server computer. 

47. The system according to claim 40, wherein the server computer has a capability to 

30 perform client computer functions in the event of failure of a client computer. · 

48. Computer executable software code stored on a computer readable medium, the 

code for a computer implemented method for providing system security and resource 

management, comprising: 
37 
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code for managing event messages by a master control processor between system 

handlers according to security system policies; 

code for processing network messages by a network handler between client and 

server computers; 

5 code for inserting native and third party event messages received by an insertion 

handler into the master control processor for processing by other system handlers; 

code for detecting and processing event message signatures by the signature handler 

from alarm, system, and insertion events for conversion into system alarm messages for 

action by the other system handlers; and 

10 code for performing actions by an action handler in response to action requests from 

the master control processor. 

49. The computer executable software code method of claim 48, further comprising: 

code for maintaining an execution environment by an agent handler for mobile 

15 autonomous code modules; 

code for collecting and logging event messages by a logging handler; and 

code for managing system configuration parameters by a configuration handler. 

38 
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If the action being requested does not have the correct parameters defined, the action request fails 
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METIIOD AND SYSTEM FOR MANAGING COMPUTER SECURITY 

INFORMATION 

PRIORITY AND RELATED APPLICATIONS 

5 The present application claims priority to provisional patent application 

entitled, "Intrusion Detection Fusion System of a Network Security System," filed 

on April 28, 2000 and assigned U.S. Application Serial Number 60/200,316. The 

present application is also related to non-provisional application entitled, "System 

and Method for Managing Security Events on a Network," (Attorney Docket No. 

10 05456-105005) filed on April 27, 2001 and assigned U.S. Application Serial 

Number -------

TECHNICAL FIELD 

The present invention relates to computer systems and the security of such 

15 systems. More particularly, the present invention relates to a method and system 

for ranking individual security events according to risk and fusing or identifying 

relationships between two or more security events that may occur on or within a 

computer system. The invention can also identify relationships in other security 

related information. 

20 

BACKGROUND OF THE INVENTION 

· The nature of a distributed network, such as the internet, makes it 

vulnerable to attack. The internet was designed to allow for the freest possible 

exchange of information, data, and files. However, this free exchange of 

25 information carries a price: many users will try to attack the networks and 

computers connected to the internet; many users will also try to invade other 

users' privacy and attempt to crack databases of sensitive information or intercept 

information as it travels across internet routes. 

To detect or prevent such computer attacks, intrusion detection systems. 

30 (IDS) and software programs that gather information and make . changes to 

security configurations of network computers have been developed. However, 
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these conventional intrusion detection systems can typically have many problems 

and drawbacks. Conventional intrusion detection systems typically comprise 

hardware that is dedicated to intrusion detection on networks; Other intrusion 

detection systems can simply comprise programs running on a host computer. 

5 The problems and drawbacks of many conventional intrusion detection 

systems can be attributed to at least two parameters that are part of any detection 

design: The first parameter is the speed in which a detector of an intrusion 

detection system must run in order to be 1ransparent to the data or communication 

that flows through the detector. Detectors that typically run on dedicated personal 

10 computers must be able to handle constantly increasing loads of information 

traffic, as network speeds increase from 100 megabits per second to gigabit per 

second speed and beyond. Because of these high speeds, a detector of an 

intrusion detection system cannot perform complex analysis of the information 

that flows through the detector for obvious reasons. That is, if a detector were to 

15 perform complex analysis of the information flowing through it, then such 

analysis would fail to keep up with the flow of information that passes through the 

detector. 

A second key parameter that is part of any detection design is typically the 

volume of information. that may pass through a detector. Because of the hif¥1: 

20 speed at which information passes through a detector, a detector must be able to 

analyze high volumes of data packets. 

In light of current network speeds and the corresponding volume of 

information that is generated as a result of the network speeds, many detectors of 

conventional intrusion detection systems can provide very limited protection 

25 against complex and more sophisticated computer attacks. This limited protection 

can manifest itself when many false positives are generated by an intrusion 

detection system. In other words, many conventional intrusion detection systems 

may generate false alarms based on communications between computers that do 

not comprise any threat or attacks. 

-2-
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In addition to false alarms, conventional intrusion detection systems are 

typically not equipped to handle complex analysis because of the limitations on 

current processing speeds. For example, many conventional intrusion detection 

systems cannot execute central processing unit-intensive checks such as the well-

s known LOpht Crack. The LOpht Crack decode can use cryptographic challenge­

response data from Windows (SMB) connections to crack passwords in use on a 

network. The conventional method for executing LOpht Crack is to obtain packets 

using a packet-capturing tool and then crack the passwords oftline. Conventional 

intrusion detection system typically cannot employ the LOpht Crack method in 

10 any real-time analysis. 

Another obstacle of conventional intrusion detection systems is that most 

intrusion detection systems have very limited or short term memory capacity. In 

other words, long histories of data streams are seldom kept by the detectors in 

conventional intrusion detection systems. . 

15 Another problem o·f conventional intrusion detection systems is that the 

detectors of such systems typically only watch or observe a ~ingle environment. 

For example, detectors usually observe only parts of networks. Conventional 

detectors typically have a limited scope of awareness since they are designed to 

observe only portions of a network instead of the entire network ·as a whole. 

20 Because conventional detectors typically monitor only portions of a network, they 

are unable to track more sophisticated computer attacks such as distributed 

attacks. 

In addition to the inability to track more sophisticated computer attacks, 

many conventional intrusion detection systems do not permit active probing of an 

25 attacker or the target of a computer attack. Active probing · typically involves 

making a determination to see whether a computer attack has had an effect on its 

target. Further, probing can also comprise methods for discovering additional 

information about an attacker. However, as mentioned above, most intrusion 

detection systems do not permit active probing since such probing could reveal 

-3-
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the location of the detector. And if the location of a detector is revealed, it 

sometimes may also become a target for a computer attack. 

Accordingly, there is a need in the art for a method and system for 

managing security information for an entire network. That is, there is a need in 

5 the art to log, investigate, respond to, and track computer security incidents that 

may occur in a network computer system. There is also a need in the art to 

determine whether security within a network or over a network has been 

compromised or if an incident is just some odd behavior that should be 

disregarded by an intrusion detection system. Another need exists in the art for a 

1 0 method and system that can monitor and analyze security information from 

multiple data sources so that rather complex and sophisticated computer attacks 

can be identified, stopped, or prevented. A further need exists in the art for a 

method and system for managing security information in real-time. 

Another need exists in the art for a method and system for managing 

15 security information such that it can be determined if one or more real-time 

computer events are related to each other and if they are a part of a larger scheme 

or sophisticated attack. An additional need exists in the art for a method and 

. system for managing security information where multiple computer events can be 

correlated together if the computer events are part of a larger scheme or attack. 

20 Another need exists in the art for a .method and system for managing security 

information where computer events that are detected can be prioritized so that 

attention can be focused on those computer events which could cause the most 

damage to a network or individual computers. Similarly, another need exists in 

the art for a method and system for managing security information that enables 

25 rapid response to existing computer attacks in addition to prevention of the 

additional computer attacks which may spin off from or be generated· from a 

single computer attack. A further need exists in the art for a method and system 

for managing security information such that real-time computer events can be 

classified and ranked according to their respective priorities in the context of the 

30 environment in which the event occurred. 

-4-

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 184



WO 01/84285 PCT/US0l/13799 

SU1\1MARY OF THE INVENTION 

The present invention can solve the aforementioned problems by providing 

a computer security management system that can log, investigate, respond to, and 

5 track computer security incidents that can occur in a networked computer system. 

The invention can track suspicious computer activity or actual computer security 

threats. Actual security threats can include, but 81'.e not limited to, integrity 

attacks, confidentiality attacks, denial of service attacks, multi-stage attacks, or 

other similar attacks on computers or computer networks. The invention typically 

10 refers to suspicious computer activity descriptions obtained from data sources as 

real-time raw events and actual computer security threats as mature correlation 

events. The invention can comprise a method and system for managing security 

information collected from one or more data sources. · More specifically, the 

present invention can comprise a fusion engine which "fuses" or assembles 

15 information from multiple data sources and analyzes this information in order to 

detect relationships between raw events that may indicate malicious behavior and 

to provide an organized presentation of information to one or more consoles 

without slowing down the processing performed by the data sources. 

The multiple data sources can comprise sensors or detectors that monitor 

20 network traffic or individual computers or both. The sensors can comprise 

devices that may be referred to as intrusion detection systems (IDS). Because the 

present invention can be separate from IDS devices, it permits the IDS devices to 

operate efficiently and at high speeds when real-time processing of high volumes 

of data traffic is essential. 

25 The data sources can also comprise firewalls and other like security or IDS 

devices. Further, the data sources can comprise any devices that may or may not 

provide real-time information, such as audit systems, that provide additional 

environmental information about a network or computer of interest. For example, 

one data source could comprise a database. The database may include a raw event 

30 classification database that contains categories of different types of raw events. 

Another database can comprise a context or knowledge database that includes 
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network context information, such as host vulnerability statuses, historical 

computer event frequency values, and network zone definitions. 

From the multiple data sources, the fusion engine of the present invention 

can correlate and classify real-time, raw computer events. That is, unlike the · 

5 conventional art which usually processes computer events after some period of 

time, the present invention can identify relationships between one or more real­

time, raw computer events as they are received in real-time. Real-time raw 

computer events or raw events may comprise any computer activity that may be 

tracked by an intrusion detection system as a possible attack on a computer or a 

10 plurality of computers. Raw events can be generated by detectors of intrusion 

detection systems. Each raw event may comprise various parameters that may 

include, but are not limited to the following: source internet protocol address of 

the computer activity, destination internet protocol address of the computer 

activity, priority status assigned by the detector, a vulnerability status assigned by 

15 the detector, a time stamp, and an event type parameter. 

The fusion engine can determine if one or more real-time raw events ate 

related to each other and if they are part of a larger scheme or computer attack. 

Real-time raw events that are related to each other and that may indicate that a 

computer attack may be occurring are referred to by the fusion engine as a mature 

20 correlation event. A correlation event can comprise one or more raw events. 

However, a correlation event does not mean an actual security threat or attack has 

been detected. Correlation events typically store· related raw events and usually 

indicate that a security event or computer attack has_ occurred when the correlation 

event is deemed to be mature. In order to be deemed mature, a correlation event 

25 must satisfy the criteria or algorithm of a corresponding correlation rule. 

Therefore, it is possible to track numerous correlation events that may comprise 

one or more raw events that have not yet been identified as being a mature · 

correlation event or actual computer security threat or computer attack. 

The fusion engine can also assess and rank the risk of real-time raw events 

30 as well as mature correlation events base on information about the environment or 

context in which the event occurred. The fusion engine can display this risk and 
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rank in£:ormation as messages on a console. The fusion engine can generate and 

send updates related to mature correlation events to a console. Further, the fusion 

engine can determine and indicate when a mature correlation event has stopped 

occurring. 

5 In order to assess risks and determine ranks of real-time raw events, the 

fusion engine can utilize the aforementioned raw event classification database and 

the knowledge database. The raw event classification database can permit the 

fusion engine to classify raw computer events while the knowledge database can 

permit the fusion engine to rank and evaluate the risk of a raw computer event 

10 based upon the context of the raw computer event. The raw event classification 

database can comprise one or more tables of security information. That is, the 

raw event classification database can comprise tables that include information that 

can categorize raw events based on their impact on the target host (confidentiality,· 

integrity, or availability), their scope (network, host, or service), and the method 

15 they employ (backdooring, IDS evasion or detection evasion, etc.). The context 

of the raw computer event can be determined by comparing parameters of the raw 

event with context parameters in a context or knowledge database, such as the 

aforementioned event vulnerability statuses, historical computer event frequency 

values, and zone definitions. 

20 To determine if one or more raw computer events are part of or form a 

mature correlation event, the fusion engine can apply one or more rules that can 

be triggered based upon how the fusion engine classifies a raw computer event. In 

other words, the rules applied by the fusion engine can be activated and applied to 

raw computer events according to the classification (identification of the type or 

25 kind) of the raw events. 

In addition to determining whether raw computer events are part of or 

form a mature correlation event or actual security threat, the fusion engine can 

also manage its high speed memory resources very efficiently. For example, the 

fusion engine can employ memory management techniques that erase raw events, 

30 immature, and mature correlation events that have either exceeded a 

predetermined time period or that have met predetermined conditions or both. The 
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high speed memory resources can comprise RAM containing data that is 

categorized according to the classifications of the raw events and mature 

correlation events. 

5 BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram of a network personal computer that 

provides the exemplary operating environment for the present invention. 

Fig. 2 is a functional block diagram illustrating exemplary. network 

architecture for the present invention. 
/ 

10 Fig. 3 is a functional block diagram illustrating an exemplary 

software architecture for the present invention. 

Fig. 4 is a functional block diagram illustrating exemplary software 

and hardware architecture for the present invention. 

Fig. SA is a functional block diagram illustrating security 

15 information data sources feeding information about a computer incident source to 

an event collector that is connected to a fusion engine. 

Fig. 5B is a diagram illustrating the type of data that may be 

present in a raw event generated by a detector in an intrusion detection system. 

Fig. SC is a diagram illustrating an exemplary raw event that has 

20 been processed by the CoBRA processor of the fusion engine. 

Fig. 5D is a functional block diagram illustrating an exemplary 

attack from attacked host computer security threat 

Fig. SE is a diagram illustrating the. possible data of an exemplary 

correlation event that is based on Fig. 5D. 

25 Fig. SF is a diagram illustrating the possible data of another 

'exemplary correlation event that is based on Fig. SD. 

Fig. 6 is a functional block diagram illustrating some components 

of the fusion engine illustrated in Fig. 2. 

Fig. 7 is a logic flow diagram illustrating an exemplary 

30 embodiment of a method for managing security information collected from one or 

more data sources. 
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Fig. 8 is a data flow diagram illustrating the exchange of 

information between various software components that are illustrated in Fig. 6 and 

discussed with reference to Figs. 7, and 9-15. 

Fig. 9 is a logic flow diagram illustrating an exemplary subprocess 

5 or routine of Fig. 7 for assigning real-time raw events to one or more categories in 

an event type list. 

Fig. 10 is a logic flow diagram illustrating an exemplary 

subprocess or routine of Fig. 7 for assigning context parameters to each real-time 

raw event. 

Fig. 11 is a logic flow diagram illustrating an exemplary 

subprocess or routine of Fig. 7 for adjusting the priority status of each real-time 

raw event. 

Fig. 12 is a logic flow diagram illustrating an exemplary 

subprocess or routine of Fig. 7 for adjusting the priority status of each real-time 

15 raw event. 

Fig. 13 is a logic flow diagram illustrating an exemplary 

subprocess or routine of Fig. 7 for forwarding real-time raw event data to 

corresponding rules. 

Fig. 14 is a logic flow diagram illustrating an exemplary 

20 subprocess or routine of Fig. 7 for determining whether a correlation event is 

mature. 

25 

Fig. 15 is a logic flow diagram illustrating an exemplary 

subprocess or routine of Fig. 7 for determining whether a mature correlation event 

has stopped occurring. 

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS 

The present invention may be embodied in program modules that run in a 

distributed computing environment. The present invention can comprise a 

computer security management system that can· log, investigate, respond, and 

30 track computer security incidents that can occur in a network computer system. 

The present invention can comprise a fusion engine which "fuses" or assembles 
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information from multiple data sources and analyzes this information in order to 

provide an organized, and sometimes ranked, presentation of information to one 

or more consoles. The fusion engine can classify raw real-time computer events 

while also ranking the real-time computer events based upon comparisons with 

5 one or more databases. 

lliustrative Operating Environment 

Although the illustrative embodiment will be generally described in the 

context of an program modules running on a personal computer and a server, 

1 0 those skilled in the art will recognize that the present invention may be 

implemented in conjunction with operating system programs or with other types 

of program modules for other types of computers. Furthermore, those skilled in 

the art will recognize that the present invention may be implemented in either a 

. stand-alone or in a distributed computing environment or both. In a distributed 

1 S computing environment, program modules may be physically located in different 

local and remote memory storage devices. Execution of the program modules 

may occur locally in a stand-alone manner or remotely in a clie°;t server manner. 

Examples of such distributed computing environments include local area networks 

and the Internet. 

20 The detailed description that follows is represented largely in terms of 

processes and symbolic representations of operations by conventional computer 

components, including a processing unit (a processor), memory storage devices, 

connected display devices, and input devices. Furthermore, these processes and 

operations may utilize conventional computer components in a heterogeneous 

25 distributed computing environment, including remote file servers, computer 

servers, and memory storage devices. Each of these conventional distributed 

computing components is accessible by the processor via a communication 

network. 

The processes and operations performed by the computer include the 

30 manipulation of signals by a processor and the maintenance of these signals 

within data structures resident in one or more memory storage devices. For the 
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pmposes of this discussion, a process is generally conceived to be a sequence of 

computer-executed steps leading to a desired result These steps usually require 

physical manipulations of physical quantities. Usually, though not necessarily, 

these quantities take the form of electrical, magnetic, or optical signals capable of 

5 being stored, transferred., combined, compared, or otherwise manipulated. It is 

convention for those skilled in the art to refer to represe.ntations of these signals as 

bits, bytes, words, information, elements, symbols, characters, numbers, points, 

data, entries, objects, images, files, or the like. It should be kept in mind, 

however, that these and similar terms are associated with appropriate physical 

10 quantities for computer operations, and that these terms are merely conventional 

labels applied to physical quantities that exist within and during operation of the 

computer. 

It should also be understood that manipulations within the computer are 

often referred to in terms such as creating, adding, calculating, comparing, 

15 moving, receiving, determining, identifying, populating, loading, executing, etc. 

that are often associated with manual operations performed by a human operator. 

The operations described herein can be machine operations performed in 

conjunction with various input provided by a human operator or user that interacts 

with the computer. 

20 In addition, it should be understood that the programs, processes, methods, 

etc. described herein are not related or limited to any particular computer or 

apparatus. Rather, various types of general purpose machines may be used with 

the program modules constructed in accordance with the teachings described 

herein. Similarly, it may prove advantageous to construct a specialized apparatus 

25 to perform the method steps described herein by way of dedicated computer 

systems in a specific network architecture with hard-wired logic or programs . 

stored in nonvolatile memory, such as read-only memory. 

Referring now to the drawings, in which like numerals represent like 

elements throughout the several Figures, aspects of the present invention and the 

30 illustrative operating environment will be described. · 
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Fig. 1 and the following discussion are intended to provide a brief, general 

description of a suitable computing environment in which the invention may be 

implemented. Referring now to Fig. 1, an illustrative environment for 

implementing the invention includes a conventional personal computer 100, 

5 including a processing unit 102, a system memory, including read only memory 

(ROM) 104 and random access memory (RAM) 108, and a system bus 105 that 

couples the system memory to the processing unit 102. The read only memory 

(ROM) 104 includes a basic input/output system 106 (BIOS), containing the basic 

routines that help to transfer information between elements within the personal 

10 computer 100, such as , during start-up. The personal computer 100 further 

includes a hard disk drive 118 and an optical disk drive 122, e.g., for reading a 

• CD-ROM disk or DVD disk, or to read from or write to other optical media. The 

drives and their associated computer~readable media provide nonvolatile storage 

for the personal computer 100. Although the description of computer-readable 

15 media above refers to a hard disk, a removable magnetic disk and a CD-ROM or 

DVD-ROM disk, it should be appreciated by those skilled in the art that other 

types of media are readable by a computer, such as magnetic cassettes, flash 

memory cards, digital video disks, Bernoulli cartridges, and the like, may also be 

used in the illustrative operating environment. 

20 A number of program modules may be stored in the drives and RAM 108, 

including an operating system 114 and one or more application programs 110, 

such as a program for browsing the world-wide-web, such as WWW browser 112. 

Such program modules may be stored on hard disk drive 118 and loaded into 

RAM 108 eithei: partially or fully for execution. 

25 A user may enter commands and information into the personal computer 

100 through a keyboard 128 and pointing device, such as a mouse 130. Other 

control. input devices (not shown) may include a microphone, joystick, game pad, 

satellite dish, scanner, or the like. These and other input devices are often 

connected to the processing unit 102 through an input/output interface 120 that is 

30 coupled to the system bus, but may be connected by other interfaces, such as a 

game port, universal serial bus, or firewire port. A display monitor 126 or other 
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type of display deyice is also connected to the system bus 105 via an interface, 

such as a video display adapter 116. In addition to the monitor, personal 

computers typically include other peripheral output devices (not shown), such as 

speakers or printers. The personal computer 100 may be capable of displaying a 

5 graphical user interface on monitor 126. 

The personal computer 100 may operate in a networked environment using 

logical connections to one or more remote computers, such as a host computer 

140. The host computer 140 may be a server, a router, a peer device or other 

common network node, and typically includes many or all of the elements 

10 described relative to the personal computer 100. The LAN 136 may be further 

connected to an internet .service provider 134 ("ISP'') for access to the Internet 

138. In this manner, WWW browser 112 may connect to host computer 140 

through LAN 136, ISP 134, and the Internet 138. Such networking environments 

are commonplace in offices, enterprise-wide computer networks, intranets and the 

15 Internet 

When used in a LAN networking environment, the personal computer 100 

is connected to the LAN 136 through a network interface unit 124. When used in 

a WAN networking environment, the personal computer 100 typically includes a 

modem 132 or other means for establishing communications through the internet 

20 service provider 134 to the Internet. The modem 132, which may be internal or 

external, is connected to the system bus 105 via the input/output interface 120. It 

will be appreciated that the network connections shown are illustrative and other 

means of establishing a communications link between the computers may be used. 

The operating system 114 generally controls the operation of the 

25 previously discussed personal computer 100, including input/output operations. 

In the illustrative operating environment, the invention is used in conjunction with 

Microsoft Corporation's "Windows NT" operating system and a WWW browser 

112. However, it should be understood that the invention can be implemented for 

use in other operating systems, such as Microsoft Corporation's "WINDOWS 

30 3.1," ''WINDOWS 95", "WINDOWS 98" and "WINDOWS 2000" operating 

systems, IBM Corporation's "OS/2" and "AIX "operating system, SunSoft's 
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"SOLARIS" operating system used in workstations manufactured by Sun 

Microsystems, and the operating systems used in ''MACINTOSH" computers 

manufactured by Apple Computer, Inc. Likewise, the invention may, be 

implemented for use with other WWW browsers known to those skilled in the art. 

5 Host computer 140 is also connected to the Internet 138, and may contain 

components similar to those contained in personal computer 100 described above. 

Additionally, host computer 140 may execute an application program for 

receiving requests for WWW pages, and for serving such pages to the requestor, 

such as WWW server 142. WWW server 142 may receive requests for WWW 

10 pages 150 or other documents from WWW browser 112. In response to these 

requests, WWW server 142 may transmit WWW pages 150 comprising hyper-text 

markup language ("HTML") or other markup language files, such as eXetnsible 

Markup Language (XML), to WWW browser 112. Likewise, WWW server 142 

may also transmit requested data files 148, such as graphical images or text 

15 information, to WWW browser 112. WWW server 142 may also execute scripts 

144, such as CGI, PERL, ASP, or JSP (Java Server Pages) scripts, to dynamically 

produce WWW pages 150 for transmission to WWW browser 112. WWW server 

142 may also transmit scripts 144, such as a script written in JavaScript, to WWW 

browser 112 for execution. 

20 Similarly, WWW server 142 may transmit programs written in the Java 

programming language, developed 9y Sun Microsystems, Inc., to WWW browser 

112 for execution. The WWW server 142 could comprise a UNIX platform 

running Apache or Netscape webserver. Alternatively, the WWW server 142 

could comprise an Internet Information Server (ITS). The present invention is not 

25 limited to these enumerated examples. Other web server environments are not 

beyond the scope of the present invention. 

As will be described in more detail below, aspects of the present invention 

may be embodied in application programs executed by host computer 142, such as 

scripts 144, or may be embodied in application programs executed by computer 

30 100, such as Java applications 146. Those skilled in the art will also appreciate 
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that aspects of the invention may also be embodied in a stand-alone application 

program. 

Exemplary Computer Architecture 

5 Referring now to Figure 2, the computer architecture for one exemplary 

embodiment of the present invention will be described. Figure 2 illustrates the 

System 20 for managing security information collected from one or more data 

sources. The security system 20 can comprise a fusion engine 22 that is linked to 

an event collector 24. The event collector 24 can comprise an event sink or 

1 0 device that can organize events received from multiple data sources in a logical 

manner. Further details of the event collector 24 are described in a related 

application entitled, "System and Method for Managing Security Events on a 

Network," (Attorney Docket No. 05456-105005) filed on April 27, 2001 and 

assigned U.S. Application Serial Number ______ _, the contents of 

15 which is hereby incorporated by reference. 

The security management system 20 can further comprise an event 

database 26 that is also linked to the event collector 24. The security management 

system can also comprise data sources 28 that are linked to the event collector 24 · 

and a console 30 which is also linked to event collector 24. Information from the 

20 databases are typically loaded into fusion engine 22 that comprises high-speed 

memory devices such as random access memory (RAM) since comparisons 

between raw events and the databases must be performed in a very rapid and in a 

very efficient manner. Most memory resources used in the fusion engine 22 

comprise high-speed memory devices such as RAM (sometimes referred to as 

25 "caches" hereinbelow). However, other memory resources are not beyond the 

scope of the present invention. The memory resources of the fusion engine 22 

should be designed to handle high volumes of information with increased speed. 

The one or more data sources 28 can comprise many different hardware 

~d software devices. For example, a data source 28 can comprise a network 

30 detector or a host detector. Similarly, a data source 28 could also comprise a 
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firewall or an audit system. · The present invention is not limited to the types of 

data sources illustrated. The function of a data source 28 is to provide the event 

collector 24 with various types of information as it may relate to the network, 

host, or single computer being monitored by the security management system 20. 

5 Other like data sources 28 are not beyond the scope of the present invention. One 

data source 28 can comprise a host detector which monitors network traffic in the 

form of data packets. Another data source 28 could comprise observations made 

by users who are monitoring any network or computer activity. 

The one or more data sources 28 forward their information to the event 

10 collector 24. The event collector 24 may comprise one or more program modules 

designed to store and collect the data received from the one or more data sources 

28. The event collector 24 can arrange the data and store it in the event database 

26. The event collector 24 also forwards any information received from the data 

SO\.ll'ceS 28 to the fusion engine 22. The detectors 28 of intrusion detection 

· 15 systems scan raw network traffic or local system events for predefined patterns. 

Once the detectors identify these predefined patterns of information, the detectors 

generate a raw event which is then sent to the event collector and later to the 

fusion engine 22. The fusion engine assembles or "fuses" the raw events or 

information received from the event collector 24. In other words, . the fusion 

20 engine 22 organizes and aruilyzes the information received from the one or more 

data sources 28 in order to provide an organized presentation of information by 

correlating (identifying relationships between) raw computer events that are 

related to each other. 

Once the fusion engine 22 determines that two or more events are related 

25 to each other (to form a "correlation" event), the fusion engine 22 generates 

messages and forwards these messages to the event collector 24. The event 

collector 24, in tum, forwards the messages generated by the fusion engine 22 to a 

console 30. 

Co_n.sole 30 may comprise a program module that runs on a separate 

30 personal computer. The fusion engine 22 may comprise one or more program 

modules running on a personal computer. The fusion engine 22, the event 
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collector 24, and the event database 26 have been circumscribed by a box 32 to 

demonstrate that each of these software components can reside on a single 

computer. However, the present invention is not limited to this configuration. 

And therefore, the fusion engine 22, the event collector 24, and the event database 

5 26 could also reside on separate computer devices. Other combinations of the 

software components illustrated could be implemented. That is, the fusion engine 

22 and event collector 24 could reside on one hardware device while the event 

database 26 resides on another hardware device. Conversely, the event collector 

24 and event database 26 could reside on one hardware device while the fusion 

1 O engine 22 resides on another hardware device. Those skilled in the art will 

appreciate that disclosed software architecture is not limited to the architecture 

illustrated in the drawings. 

Referring now to Figure 3, a functional block diagram illustrating another 

exemplary software architecture for the present invention is illustrated. In Figure 

15 3, the fusion engine program module 22 and a data source such as a detector 

module 28 could reside in a single machine. That is, the high speed IDS functions 

of the detector 28 could reside near the kernel of a computer while the fusion 

engine 22 could reside in the user mode part of the computer. In this way, the 

additional processing of the fusion engine 22 would not slow down the high speed 

20 intrusion detection system functions performed by the detector 24. 

Referring now to Figure 4, this Figure illustrates another functional block 

diagram of exemplary software and hardware architectures for the present 

invention. In this one exemplary embodiment, the data source 28 compris~g a 

detector could be implemented in a hardware device such as a detector board or a 

25 detector chip so that the high speed intrusion detection system functions could be 

performed. In this exemplary embodiment, the fusion engine 22 could simply · 

reside as a program mod':Jle in software. Figure 4 demonstrates that the data 

sources 28 that require access to high speed data streams can be sepa:r:ated from 

the fusion engine 22 such that network processing speeds can be achieved without 

30 significant interpretation or delay or both. 
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Referring now to Figure SA, this Figme illustrates a ftmctional block 

diagram of the security information data sources 28 feeding information about a 

computer incident source 500 to the event collector 24 which is also connectea to 

the fusion engine 22. Figure SA further illustrates a network 510 that may 

5 comprise numerous data sources 28, user work stations 520, a server 530 that is a 

target for a computer incident source 500, an internal router 540, and the server 

550. The network 510 is connected to the internet 590 by an external router 580 

and by a firewall 28. The firewall 28 can comprise a bastion host or similar 

device. The firewall 28 can also be connected to an internal screening router 540 

1 O that may examine all packets of data travelling to and from the internal screening 

router 540. The user work stations 520 can .be stand-alone personal computers 

that access the servers 530, 550. 

The computer incident source 500 can be a computer or a network of 

computers that originate an attack against the network 510 and more specifically, 

15 the server 530 (attacked host). The computer incident source 500 can be 

connected to the server 560 of a local area network. Alternatively, instead of a 

server 560, the computer incident source 500 can be connected to a dial-in internet 

service provider (ISP) or any computer connected to the Internet The server 560 

or ISP ( or other computer connected to the internet) can then be connected to a 

20 router 570. A router 570 provides access to a distributed computer network such 

as the Internet 590. 

While the computer incident source 500 can be located outside of the 

network 510, it is possible for the computer incident source 500 to be located 

within the network 510. That is, a computer incident source 500 could be a user 

25 workstation 520 located within the network ,510. For example, in case of a 

disgruntled employee within a company, a user workstation 520 could be used as 

the computer incident source 500 when the employee decides to interfere or 

hamper the operation of a network 510 or one or more other workstations 520 

within the network 510. 
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Each of the data sources 28 has a data line illustrated by dashed lines that 

feed into the event collector 24. The dashed data lines could comprise actual 

physical data lines, however, these data lines are more for illustrative purposes to 

demonstrate that each of the data sources is operably linked to the event collector 

5 24. Also, the event collector 24 could reside within the network 510 so that it 

would not be vulnerable to a direct attack from a computer incident source 500. 

The placement of event collector 24 within_ Figure S illustrates the collection 

function of the event collector 24. Figure 5 illustrates fundamental concepts of a 

system for managing security information rather than the actual physical 

10 architecture that would be implemented to support such a system. 

Exemplary Data Processed by Fusion Engine 

Referring now to Figure SB, this diagram illustrates an exemplary raw 

event 505 that is generated by a detector of an intrusion detection system. The 

15 raw event 505 may comprise a source Intemet protocol address 515; a destination 

Intemet · protocol address 525; a priority status 535; a detector assigned 

vulnerability status 545, an event type parameter 555; and a time stamp 565. As 

will be discussed in further detail· below, the priority status 535 assigned by 

detectors of an intrusion detection system ·are typically very conservative in 

20 nature. That is, since detectors must process information very quickly, they are 

unable to run complex algorithms or tests to ascertain the risk of certain computer 

raw events. Therefore, the priority status 535 of many raw events generated by 

detectors will be very high relative to an actual priority of I!'-raw event. 

Referring now to Figure SC, this Figure is a diagram illustrating a 

25 CoBRA-(Context Based Risk Adjustment) processed raw event. The CoBRA­

processed raw event 502 typically contains all of the previously detector assigned 

parameters of the raw event and in addition the CoBRA-processed parameters that 

may comprise any one of the following: a CoBRA-assigned vulnerability value 

504; a CoBRA-assigned historical frequency value 506; a CoBRA-assigned 

30 source zone value 508; a CoBRA-assigned destination zone value 510; a 
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CoBRA-assigned sensor zone value 512; a CoBRA-assigned original priority 

status 514; and a priority change reason 516 text string comprising a reason why 

the priority of the raw event was adjusted (if adjusted). These CoBRA-assigned 

values will be discussed below in further detail with respect to Figures 11 and 

5 Figure 12. 

Exemplary Raw and Correlation Everits Processed by Fusion Engine 

Referring now to Figure SD, this Figure is a functional block dia~ 

illustrating an exemplary Attack From Attacked Host (AF AH) computer security 

1 0 threat. Figure SD illustrates a computer incident source 503 with an Internet 

protocol address of 1.1.1.1 sending an attack to host (attacked host) 505 that has 

an Internet protocol address of 2.2.2.2. The attack between the computer incident 

source 503 and the attacked host 505 may be characterized as a raw computer 

event I. After being attacked, the attacked host 505 then sends another attack to a 

15 second host 507, having an Internet protocol address of 3.3.3.3. The attack 

between the attacked host 505 and the second host 507 may be characterized as a 

second raw event Il. The second host 507 generates an attack on a third host 509, 

having an Internet protocol address of 4.4.4.4. The attack between the second 

host 507 and third host 509 may be characterized as a third raw event ill. 

20 After processing the raw events I, Il and ill, the fusion engirie 22 may 

identify the relationships between respective raw events. Therefore, after 

processing the raw events illustrated in Figure SB, the fusion engine may generate 

a mature correlation event 511 that corresponds to the first and second raw events 

I and II. Further, the fusion engine 22 may further generate a second mature 

25 correlation event 513 that identifies a relationship between the second and third 

raw events II and ill. Further details of the processing performed by the fusion 

engine 22 to generate the first and second mature correlation events 511 and 513 

will be discussed below in further detail with respect to Figure 7 and Figure 14. 

Referring now to Figure SE, this· Figure is a diagram illustrating the 

30 possible data of an exemplary correlation event that is based on Figure 15. The 
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correlation event 511 illustrated in Figure SE may comprise two sets of lists. The 

first list may identify inbound attacks relative to the attacked host 505 and 

outbound attacks relative to the attacked host 505. Further details of the first 

exemplary correlation event 511 will be discussed in further detail below with 

5 respect to Figure 7 and Figure 14. 

Referring now to Figure SF, this Figure is a diagram illustrating the 

possible data of the second correlation event 513 illustrated in Figure 15. The 

second correlation event S13 may also comprise two lists: one list identifying 

inbound attacks relative to the second host 507 and a second list identifying 

10 outbound attacks relative to the second host 507. Further details of the second 

mature correlation event 513 will be discussed below with respect to Figure 7 and 

Figure 14. 

The exemplary attack from attacked · host computer. security . threat 

illustrated by Figures SD through SF is just but one example of the possible 

15 computer security threats that can be analyzed with the fusion engine 22. As 

discussed above and below, other types of computer security threats are not 

beyond the scope of the present invention. In one exemplary embodiment, the 

fusion engine may track at least twenty different types. of possible correlation 

events. Those skilled in the art will appreciate the present invention is not limited . 

20 to the exemplary correlation events illustrated in Figure SD and that fewer or more 

correlation events can be utilized by the present invention without departing from . 

the scope and spirit thereof. 

Exemplary Software Components of Fusion Engine 

Figure 6 is a function block diagram illustrating some components of the 

25 fusion engine 22 that is illustrated in Figure 2. Basically, Figure 6 illustrates some 

of the numerous software components that make up the software architecture for 

the fusion engine 22. 

The present invention includes a computer program which embodies the 

functions described herein and illustrated in the appended flow charts. However, 

30 it should be apparent that there could be many different ways of implementing the 
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invention in computer programming, and the invention should not be construed as 

limited to any one set of computer program instructions. Further, a skilled 

programmer would be able to write such a computer program to implement the 

disclosed invention without difficulty based on the flow charts and associated 

S description in the application text, for example. Therefore, disclosure of a 

particular set of program code instructions is not considered necessary for an 

adequate understanding how to make and use the invention. The inventive 

functionality of the claimed computer program will be explained in more detail in 

the following description in conjunction with the remaining Figures illustrating 

10 the program flow. 

In one exemplary embodiment, the fusion engine 22 can be implemented 

with object-oriented programming. Therefore, some of the software components 

illustra~ed in Figure 6 can have both data and code associated with a respective 

software object However, the general functionality of each software object will 

15 be generally described such that a skilled programmer will be able to write a 

computer program to implement the disclosed functionality of the software object. 

The fusion engine 22 may comprise several software components. . In .the 

exemplary embodiment illustrated in Figure 6,·the fusion engine 22 may comprise 

an event reader 600 that rec.eives raw computer event information from the event 

20 collector 24. The event reader 600 is operably linked to the classifier 615. The 

classifier 615 organizes the raw event informati<>n received from the event 

reader 600. In other words, the classifier 615 categorizes the raw event 

information by separating the raw event information according to an event type 

property that is included in each raw event. The event type property of each raw 

25 event is typically generated by a detector in an intrusion detection system. 

The classifier 615 can be responsible for forwarding raw event information 

to the CoBRA processor 625 and one or more correlation rules 620. The one or 

more correlation rules 620 may comprise algorithms for testing and determining 

whether a security incident may be occurring. The correlation rules track raw 

30 event information that is received from the classifier and stores the raw event 
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information in correlation event high speed memory 665. The correlation event 

high speed memory 665 may comprise random access memory (RAM) for storing 

information. However, the present invention is not limited to RAM type memory. 

Other high speed memory devices are not beyond the scope of the present 

5 invention. The classifier 615 can be established based upon a raw event 

classification database 635. The classifier 615 can be generated upon 

initialization of the fusion engine 22 when event classification data is read from 

the raw event classification database 635 into the classifier 615. 

The CoBRA processor 625 may comprise algorithms or software 

10 components for the context based risk adjustment of raw computer events. The 

CoBRA processor 625 can adjust the priority values of raw computer events by 

comparing a raw computer event against data contained within a context or 

knowledge base database 630. The priority status of .raw events is typically 

established by detectors of intrusion detection systems before forwarding the raw 

15 event data to the fusion engine 22. After processing raw computer events, the 

fusion engine 22 can inform the event collector 24 whether a security event is 

occurring. The fusion engine 22 typically fonnats and sends one or more 

correlation events to the event collector via the event reporter 660. As noted 

above, a correlation event may comprise one or more computer events that are 

20 related to each other as determined by the fusion engine 22. 

The fusion engine 22 may further comprise memory management devices 

that can conserve memory resources for the fusion engine 22. For example, in 

one exemplary embodiment, the fusion engine 22 may comprise a memory 

management list 640, a raw event tracking index 645 and a mature event list 650. 

25 The memory management list 640 is typically linked to the raw event tracking 

index 645. Furth.er details of the functionality with respect to the memory 

management list 640, raw event tracking index 645, and the mature event list 650 

will be discussed below in the brief process description of the software 

components illustrated in Figure 6. 

30 
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Exemplary Object-Oriented ~hitecture for Figure 6 

One of the software components of the fusion engine 22 that can be 

implemented as a software object, in one exemplary embodiment, is the event 

reader 600. The event reader 600 can receive raw computer events from either the 

5 event collector 24 or an event log file 610. The event log file 610 can comprise 

files having comma separated values (CSV) formats that store· computer event 

data from an intrusion detection system. The event reader 600 typically reads in 

raw computer events or raw events which can be any computer activity that may 

be tracked by an intrusion detection system as a possible attack on a computer or a 

10 plurality of computers. The event reader typically creates raw event data objects 

(not shown) that are processed by other software components on a fusion engine 

22. 

In one exemplary emboq.iment, the event reader 600 can be linked to a 

classifier 615 which may comprise one or more event type objects. The classifier 

15 615 receives the raw event objects that are generated by the event reader 600. A 

classifier 615 associates each raw event object with a corresponding event type 

object that has been established for a specific event type parameter 555. In other 

words, the classifier assigns raw event objects to event type objects according to 

the type of raw event. It is noted that each raw event received by the event reader 

20 600 has been assigned a type or categorization based upon the intrusion detection 

system that generated the raw event. 

One function of the classifier 615 is to categorize or classify each of the 

raw events and then forward the raw event objects to specific correlation rules 620 

based upon their type. The correlation rules 620 can also take form of software 

25 objects that receive the raw event objects from the classifier 615. 

The classifier 615 ·can also forward the raw event object to the Context 

Based Risk Adjustment (CoBRA) processor 625. The CoBRA processor is a risk 

assessment mechanism that can adjust priority parameters of raw event objects. 

The CoBRA processor 625 accesses a context or knowledge base database 630 in 

30 order to perform its context based risk adjustment for each received raw event 
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object. Basically the CoBRA processor determines the risk of a raw computer 

event by assessing the event type parameter 555 in combination with 

environmental factors such as the destination internet protocol address of an attack 

in addition to the source of the attack. 

5 The context or knowledge base database 630 can include vulnerability 

statuses assigned to machines within a network, historical event frequency values, 

and network zone definitions. The vulnerability statuses can be results of 

vulnerability scans performed by devices outside of the fusion engine 22 that 

determine the strength or resistance of a network or single computer to an attack. 

1 O The historical event frequency value can comprise signatures or data relating to 

computer attacks that occur over very long periods of time. The network zone 

definitions can comprise values assigned to parts of a network based upon the 

amount and type of information that may be assessable in certain parts of a 

network. For example, it is useful to distinguish internal, external, and 

15 demilitarized zones as will be discussed below. 

The fusion engine 22 can further comprise a raw event classification 

database 635 that can be responsible for establishing the different event type 

objects which form the classifier 615. The ra"Y event classification database 635 

can comprise one or more tables of security information. The tables can include 

20 information relating to the type parameter 555 of a raw event assigned by 

detectors. The raw event classification database 635 can categorize raw events 

based on their impact on the target host (confidentiality, integrity, or availability), 

their scope (network, host, or service), and the method they employ (backdooring, 

cloaking, etc.). Confidentiality events can be those events that indicate an attacker 

25 is attempting to obtain information from or about a host. Integrity events can be 

those events that indicate an attacker is attempting to alter data on a host, possibly 

to gain unauthorized access. 

Availability events can be those events that indicate an attacker is 

attempting to cause a denial of service, such as by causing a host to crash. In 

30 addition to the above· general criteria, specialized criteria useful in recognizing 
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particular correlation events can serve as a basis for classifying events. For 

example, events that confirm the success of a denial of service attempt can be 

grouped into _a category used by a correlation rule 620 that identifies denial of 

service attacks that are believed to have succeeded. However, the raw event 

5 classification database 635 is not limited to these categories or parameters. Other 

categories and parameters which further define raw events are not beyond the 

scope of the present invention. 

The fusion engine 22 can further comprise a memory management list 

640, a raw event tracking index 645, and a mat\;lre event list 650. The memory 

10 management list 640 enables the fusion engine 22 to manage its memory 

resources by eliminating or deleting the oldest raw events when memory resources 

exceed a predetermined threshold (i.e. - when memory resources are running low). 

Toe memory management list 640 can be implemented as a software object that 

deletes raw events that are considered oldest when memory resources run low. 

15 Related to the memory management list 640 is the raw event tracking index 645 

which can also be implemented as another software object A raw event tracking 

index 645 can identify which software objects may contain a particular raw event 

object. That is, the raw event tracking index identifies those software objects that 

may be storing a raw event that has now become old and should be deleted from 

20 the fusion engine 22. 

Related to the memory management list ·640 and raw event tracking index 

· 645 is the mature correlation event list 650 which tracks those raw events that 

have been identified as a pattern of activity or an actual computer threat that 

should not be removed from the memory management list 640. In other words, 

25 the mature correlation event list identifies the raw events which should not be 

deleted from the fusion engine 22 since these events are deemed to be part of 

mature correlation events or actual computer security threats. 

Toe fusion engine 22 may further comprise a controller 655 that may be 

responsible for the data flow between respective software objects. In other words, 
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the controller 655 can be implemented as a high level software object which 

controls the data flow between lower level software objects. 

The fusion engine 22 may further include the event reporter 660 that can 

also be implemented as a software object in the exemplary and preferred object• 

5 oriented programming environment The event reporter 660 can be a software 

object that receives mature correlation events which are forwarded to the event 

collector 24. Mature correlation events can comprise one or more raw events that 

are associated together because the one or more raw events may pose an actual 

computer security threat. 

10 

Computer•lmplemented Process for Managing Security Infonnation 

Referring now to Figure 7, this Figure illustrates an exemplary logic flow 

diagram of a: computer•implemented process for managing security infonnation 

collected from one or more data sources. More specifically, the logic flow 

. 15 diagram illustrated in Figure 7 illustrates · a computer•implemented process for 

fusing or assembling security infonnation received from multiple data sources and 

analyzing the security information in order to provide an organized presentation of 

information to one or more consoles. The logic flow described in Figure 7 is the 

core logic of the top--level processing loop of the fusion engine 22, and as such is 

20 executed repeatedly as long as the fusion engine 22 is operating. 

It is noted that the logic flow diagram illustrated in Figure 7 illustrates a 

process that occurs after initialization of several of the so~e components 
. . 

illustrated in Figure 6. That is, in the exemplary object-oriented programming 

architecture of the present inventi~n, several of the software components or 

25 software objects that are required to perform the steps illustrated in Figure 7 are 

initialized or created prior to the process described by Figure 7. Therefore, one of 

ordinary skill in the art recognizes that several steps pertaining to initialization of 

the software objects illustrated in Figure 6 are not illustrated. For example, as 

noted above, the software component or software object comprising the 

30 classifier 615 is established after initialization of the fusion engine 22. 
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During initialization of the fusion engine 22, the classifier 615 is built by 

reading information from the raw event classification database 635. The 

classifier 615 may comprise a comprehensive list of event type objects 

corresponding to the types of raw events that can be processed by the fusion 

5 engine 22, and a distinct event type object list for each event category defined in 

the raw event classification database 635. Each distinct event type list can contain 

the subset of the comprehensive event type list that constitutes the set of raw event 

types defined by the raw event classification database 635 as belonging to one 

category. While the initialization of the various software components illustrated 

10 in Figure 6 are not described with specificity, a skilled programmer would be able 

to write such computer programs to implement the disclosed invention without 

difficulty based upon the following flow charts and associated description of the 

software architecture in the current application. 

Certain steps in the processes described below must naturally precede 

15 others for the present invention to function as described. However, the present 

invention is not limited to the order of the steps described if such order or 

sequence does not alter the functionality of the present invention. That is, it is 

recognized that some steps may be performed before or after other steps without 

departing from the scope and spirit of the present invention. 

20 Referring back to Figure 7, this Figure provides an overview of the . core 

logic of the top-level processing loop of the entire computer security management 

process where step 705 is the first step of the process 700. In decision step 705, it 

is determined whether there are any raw events to be processed by the fusion 

engine 22. As described above, raw events may comprise computer events 

25 reported from detectors of intrusion detection systems. Raw computer events 

identified by intrusion detection systems may include various parameters. For 

example, in one exemplary embodiment, each raw event may comprise a source 

internet protocol address, a destination internet protocol address, the type of 

computer event being reported, a priority status, a vulnerability status, and a time 

30 stamp. 
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If the inquiry to decision step 705 is negative, then the "no" branch,, is 

followed in which the process proceeds to step 785. If the inquiry to decision 

step 705 is positive, then the "yes" branch is followed to step 710 in which the 

raw computer events or event information is retrieved from a data source. The 

5 data source may comprise at least one of the event database 26, an event log 

file 610, or the event collector 24 as illustrated in Figure 8. 

Referring briefly to Figure 8, this Figure is a data flow diagram illustrating 

the exchange of information between various software components that are 

illustrated in Figure 6. This data flow diagram of Figure 8 parallels the steps 
' 

10 described in Figure 7. For example, step 710 for retrieving event information 

from data sources is illustrated in Figure 8 where the event reader object 600 in 

the exemplary object-oriented software architecture reads in event information. 

References to Figure 8 will be made throughout the detail description of Figure 7. 

Referring back to Figure 7, after step 710 and in step 715, the event 

15 information or raw events are arranged and assigned a predefined format referred 

to as raw events. In other words, in the exemplary object-oriented programming 

environment, the event reader object 600 can create software objects for each raw 

event as it is received from one of the data sources such as the event database 26, 

the event collector 24, and the event log file 610. The event reader 600 generates 

20 the raw event objects in response to commands received from the controller 655. 

In other words, the controller 655 requests the event reader 600 to retrieve raw 

events from each of the data sources. 

After step 715, in routine 720, the event type from each raw event is 

ascertained and each raw event is then assigned to a corresponding event type 

25 object in an event type list. In other words, in the exemplary object-oriented 

software architecture, each raw event object that is created by the event reader 600 

is sent to a corresponding event. type object that is present within the 

classifier 615. Further details of routine 720 will be discussed with reference to 

Figure 9. 
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Next, in decision step 725, it is determined whether the context based risk 

adjustment processor (CoBRA) 625 is activated. In other words, a user may elect 

to not adjust any of the priority status information that is present in each raw 

event. As noted above, each raw event generated by a detector in an intrusion 

5 detection system typically contains parameters drawn to the priority of the event. 

That is, the detectors of intrusion detection systems assign relative values to 

computer events to measure the risk or potential damage that could be associated 

with a raw event For example, a distributed attack against a network could be 

assigned a higher priority status relative to a computer attack against a single 

10 machine or computer. 

If the inquiry decision step 725 is negative, then the. "no" branch is 

followed to routine 740. If the inquiry decision step 725 is positive, then the 

''yes" branch is followed to routine 730 in which parameters of a raw event are 

compared with information in the context or knowledge base database 630. Also 

15 in this routine, context parameters are assigned for each raw event based upon the 

context information present in the context database 630. Referring briefly to 

Figure 8, the classifier 615 containing the event type objects forwards each raw 

event to the CoBRA processing object or CoBRA processor 625. In routine 730, 

the CoBRA processor 625 can assign context parameters that relate to the 

20 environment or surrounding conditions of a raw event. 

Following routine 730, in routine 735, the priority status of each raw event 

can be adjusted or the original status can be left intact based upon the CoBRA 

assigned context parameters or detector assigned type parameters or both of the 

raw event. Basically routines 730 and 735 can comprise the exemplary algorithms 

25 and methods of the CoBRA processor 625. Further details of routines 730 

and 735 will be discussed below with respect to,Figures 10, 11, and 12. 

Next, in step 737, the CoBRA processed raw event or unprocessed raw 

event can be sent to an output device, such as the event collector 24. The event 

collector 24 then typically stores.the CoBRA processed raw event or unprocessed 

30 raw event in the event database 26 and then forwards the event to the console 30. 
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As will become apparent from the discussion below, the console 30 can be 

provided with unprocessed raw events, CoBRA processed raw events, and 

correlation events. All such events can be handled by the fusion engine 22 and 

forwarded by the event collector 24 so that they can be displayed to user. It is 

5 noted that when a raw event is received by the event collector 24 from a data 

source 28, the event collector first sends the raw event to the fusion engine 22'. 

However, if after a predetermined amount of time, the fusion engine 22 does not 

respond, then the event collector 24 will store the event in the event database 26 

and then forward the unprocessed (not handled by the fusion engine 22) raw event 

10 to the console 30. 

In routine 740, the raw event is associated with correlation rules 620 based 

upon the event type assigned by a detector 28. In this routine, the classifier 615 

containing the event type objects determines which correlation rule(s) 620 should 

process the raw event based upon the event type parameter 555. Further details of 

15 routine 740 will be discussed below with respect to Figure 13. 

In decision step 745, if a rule corresponding with a raw event exists, then it 

is determined whether a correlation event exists that is related to the correlation 

rule. Note that although depicted as a single process flow in Figure 7, steps 745 

through 780 are actually performed independently for each Correlation Rule 620 

20 associated with the raw event Basically, in decision step 745, the correlation rule 

object or correlation rule 620 determines if a, correlation event object has been 

created for the current raw event being processed. As illustrated in Figure 8, the 

correlation rule objects or correlation rule 620 check the correlation event cache 

or correlation event high speed memory 665 to determine whether the correlation 

25 event for the current raw event being processed has been created. As noted above, 

the correlation event (or correlation event object in an object-oriented software 

architecture) can comprise a number of raw events that are grouped together to 

form a single higher level event. 

For step 74S, each Correlation Event has an anchor Internet protocol (IP) 

30 address that is used to index the Correlation Event in the Correlation Event type's 
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area within the correlation event cache 665. The anchor IP address will be the 

source IP address or destination IP address of one or more of the Raw Events 

within the Correlation Event, depending on the Correlation Event type. For 

example, the anchor IP address of the Attack From Attacked Host event is the IP 

5 address of the attacked host. This is the destination IP address of inbound attacks, 

and the source IP address of outbound attacks. The Correlation Rule for the 

Attack From Attacked Host event uses the destination IP address of an inbound 

Raw Event as the Correlation Event lookup key when attempting to retrieve the 

Correlation Event for which the Raw Event would be an inbound attack. Toe 

1 0 AF AH Correlation Rule uses the source IP address of the Raw Event as the 

Correlation Event lookup key when attempting to retrieve the Corr~lation Event 

. for which the Raw Event would be an outbound attack. 

If the inquiry to decision step 745 is positive, then the "yes,, branch is 

followed to step 760. If the inquiry to decision step 745 is negative, then the ''no" 

15 branch is followed to step 750 in which a correlation event of the predetermined 

type associated with the current correlation rule is created. That is, in the 

exemplary object-oriented software architecture, at this point in processing of a 

raw event's associated correlation rules 620, one or more correlation event objects. 

can be created. 

20 Next, in step 755, the correlation events are stored in the high speed 

memory devices 665. The high speed memory devices in one exemp_lary 

embodiment can comprise random access memory (RAM). However, other high 

speed memory devices are not beyond the scope of the present invention. 

Because of current network processing speeds and. the corresponding volumes of 

25 information, it is necessary to use high speed memory devices like RAM so th.at 

rapid processing of raw information can be obtained. 

In step 760, the raw event is associated with the corresponding correlation 

event (which was either just created in step 750, or retrieved. from the correlation 

event cache 665 in step 745) based upon the type of raw event. In other words, in 

30 this step in the exemplary object-oriented software architecture, each correlation 
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event object stores.the raw event based upon its type. In addition to associating 

the raw event with the correlation event, the raw event tracking index 645 is 

updated to indicate that the raw event is associated with the correlation event 

Next in decision step 765, it is determined whether the current correlation 

5 event being processed is already mature. Typically, to be mature, a correlation 

event can contain two or more raw events that meet maturity criteria defined for 

that specific type of correlation event The maturity criteria for each correlation 

event type are defined to identify the conditions under which the occurrence of 

two or more raw events indicates that a likely security incident is occurring. In 

10 step 765, the correlation event is being examined to determine if it had already 

been deemed mature as a result of processing of an earlier raw event. 

If the inquiry to decision step 765 is positive, then the ''yes" branch is 

followed to step 780. If the inquiry to decision step 765 is negative, then the "no'' 

branch is followed to routine 770. In routine 770, it is determined whether the 

15 current correlation event with the newly associated raw event being processed 

meets or fulfills the maturity criteria set forth in one or more of the correlation 

rules 620. In routine 770, each of the rules that correspond to the type of raw 

· event being. processed determines whether the current raw event and any other 

raw events listed in the current correlation event ·together satisfy the maturity 

· 20 criteria as set forth in the rule. The present invention can include any number of 

rules that correspond to the type parameter of a given raw event. 

In one exemplary embodiment, the fusion engine 22 can employ numerous 

correlation rules 620. The correlation rules can us~ the event categories defined in 

the Raw Event Classification Database 635 as a basis for identifying event 

25 patterns that indicate either malicious or nonmalicious activity. Many of the 

correlation events and corresponding correlation rules can reveal the intent of an 

attacker. The set of correlation events detected by the present invention and 

corresponding correlation rules includes, but is not limited to, the following: 
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1) Attack From Attacked Host. This event can be generated when an 

Integrity attack is seen against a host followed by a Confidentiality, 

Integrity, or Availability attack originating from that host. 

2) Availability Attack Sweep (Multihost Dos Attack). This event can be 

5 generated when two or more different types of Availability attacks 

originating from the same somce IP address are seen against multiple 

target IP addresses. 

3) Confidentiality Attack Sweep (Multihost Information Gathering). This 

event c;m be generated when two or more types of Confidentiality attacks 

10 are seen originating from a single somce IP address against multiple target 

IP addresses. 

4) DoS Followed By Confirming Event. This event can be generated when 

an Availability attack is seen against a target IP address followed by 

another event indicating that the target is no longer behaving normally. 

15 Confirming events include events detected by a network-based sensor 

indicating the host is not reachable (for example, detection of ARP 

requests from other hosts for the target), and evep.ts detected on the target 

system itself by a host-based sensor indicating that system resomces (such 

as memory) have become exhausted . 

. 20 5) External Source Using Internal IP Address. This event can be generated 

·when a network-based sensor that monitors an external network·detects a 

duplicate internal IP address. The occurrence of this condition indjcates 

that an external host is attempting to use the IP address of an internal host, 

a practice known as spoofing. 

25 .6) Integrity Attack Followed By Remote Login. This event can be generated 

when an Integrity attack is seen against a host followed by a remote login 

originating from that host. 

7) Integrity Attack Followed By Start Of Service. This event can be 

generated when an Integrity attack is seen against a host followed by a 

30 report from a host-based sensor that a new service has been started on the 

host. 
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8) Internet Scanner Scan. This event can be generated when an ISS Internet 

Scanner scan is detected from a host For a period following detection of 
-

the start of the scan, all other events originating from the same host are 

subsumed into the Internet Scanner Scan event. If the somce IP address is 

5 configured as an approved scan source, the event can be treated as a 

nonmalicious event; otherwise it can be treated as a malicious event. 

9) Probe Followed By Integrity Attack. This event can be generated when a 

Probe event is seen against a host followed by an Integrity attack against 

the host. 

10 l0)Integrity Attack Sweep (Trolling For Victims). This event can be 

generated when two or more types of Integrity attacks are seen originating 

from a single source IP address against multiple target IP addresses. 

11) Login From DoS-attacked Host This event can be generated when a 

remote login is seen from a source IP address that is currently the target of 

15 an ongoing Availability attack. This combination of events can indicate 

that an attacker is masquerading as a particular host (the target of the 

Availability attack) in order to exploit network trust relationships to access 

other machines on the network. 

12) Login Failure Of One User On Multiple Hosts. This event can be 

20 generated when login failures of the same user are reported by multiple 

network- or host-based sensors. 

13) Suspicious Activity Followed By Availability Attack. This event can be 

generated when an event that involves a Cloaking method is reported, 

followed by an Availability attack. · The term "cloaking" applies to any 

25 technique that attempts to conceal an attack from intrusion detection 

systems. 

14) Suspicious Activity Followed By Integrity Attack. This event can be 

generated when an event that involves a Cloaking method is reported, 

followed by an Integrity attack. The term "cloaking" applies to any 

30 technique that attempts to conceal· an attack from intrusion detection 

systems. 
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15) Suspicious Activity Followed By Integrity Attack. This event can be 

generated when an event that involves a Cloaking method is reported, 

followed by an Integrity attack. The term "cloaking" applies to any 

technique that attempts to conceal an attack from intrusion detection 

5 systems. 

16) Sustained Availability Attack (Focused DoS Attack). This event can be 

generated when two or more types of Availability attacks are seen from a 

single source IP address targeted at a single destination IP address. 

17) Sustained Confidentiality Attack (Focused Information Gathering Attack). 

1 0 This event can be generated when two or more types of Confidentiality 

attacks are seen from a single source IP address targeted at a single 

destination IP address. 

18) Sustained Integrity Attack (Focused Break•in Attempt). This event can be 

generated when two or more types of Integrity attacks are seen from a 

15 single source IP address targeted at a single destination IP address. 

19) Web Scan. This event can be generated when multiple Web-related 

attacks targeted against a Web server are detected within a certain interval. 

By examining features of the Web-related attacks such as the sequence of 

URLs being probed, it can be possible to identify the use of specific Web 

20 scanning tools such as Whisker. 

Additional rules may be employed without departing from the scope and 

spirit of the present invention. Further details of routine 770 will be discussed in 

further detail below with respect to Figure 14. However, it is noted that 

25 routine 770 as illustrated in Figure 14 only covers the application of one rule. The 

exemplary rule illustrated in Figure 14 is the rule corresponding to the "Attack 

From Attacked Host" (AF AH) correlation event listed above. The attack from 

attacked host scenario will also be described in further detail below with respect to 

Figures 5D through 5F. 

30 If the inquiry to decision routine 770 is negative, then the "no" branch is 

followed to decision routine 785. If the inquiry to decision routine 770 is positive, 
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then the "yes" branch is followed to step 775 in which a mature event message is 

generated and forwarded to an output device such as the event collector 24. In 

step 775, the event reporter 660 receives an indication that the correlation event is 

mature and then the event reporter 660 forwards this message to the event 

5 collector 24. 

In step 780, a correlation event update notification is sent to the output 

device when a raw event is added to a correlation event that is already mature. In 

this step, the event reporter forwards the correlation event update to event 

collector 24 which, in tum, updates the representation of the correlation event in 

1 0 the Event Database 26 and forwards this information to the console 30 where it 

may be viewed by a user. This allows the user to be notified when additional raw 

events occur that are part of an ongoing security incident (i.e., a mature 

correlation event). 

Next, in decision routine 785, it is determined whether any mature 

15 correlation events have stopped occurring. Further details of decision routine 785 

will be discussed below with respect to Figure 15. 

If the inquiry to decision routine 785 is negative, then the "no'' branch is 

followed to step 795. If the inquiry to decision step 785 is positive, then the ''yes" 

branch is followed to step 790 in which a message is sent indicating that a 

20 correlation event has stopped occurring. This message can be forwarded from the 

event reporter 660 to the event collector 24. In turn, the event collector 24 would 

update . the representation of the now--concluded correlation event in the event 

database 26 and then forward this message to the console 30. 

In step 795, the oldest raw events and immature correlation events in the 

25 memory management list may be erased. Because the fusion engine 22 has a 

limited amount of memory, it is necessary to keep the memory filled with raw 

events that are the most likely to _become mature. Toe fusion engine has several 

memory usage monitoring devices such as the memory management list 640, the 

raw event tracking index 645, and the mature event list 650. In one exemplary 

30 embodiment, the memory usage monitoring devices of the fusion engine 

-37-

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 217



WO 01/84285 PCT/US0l/13799 

determine how much memory is available and when the memory is close to being 

filled to capacity, the memory usage monitoring devices will erase the oldest 

existing stored raw events and immature correlation even~ in order to increase 

available memory. Raw events that are included within mature correlation events 

5 are removed from the memory management list 640 but are not erased. Whenever 

a raw event is deleted, the raw event tracking index 645 is used to locate any 

immature correlation events that contain the raw event, and the raw event is 

removed from those immature correlation events. When a raw event is removed 

from an immature correlation event and the immature correlation event then 

1 0 contains no other raw events, the immature correlation event is also erased. 

Referring now to Figure 9, this Figure illustrates the computer­

implemented process for routine 720 of Figure 7 which identifies the type of raw 

event and assigns each raw event to a corresponding event type object of the 

classifier 615. Routine 720 begins with step 910 where each raw event is matched 

15 with a corresponding event type in the classifier 615. Next, in step 915, the time 

stamp of each raw event is identified. In step 920, each raw event is added to the 

memory management list 640 based upon the time stamp identified in step 915. 

Toe entries in this list are typically maintained in order by timestamp to facilitate 

locating the oldest events during the memory cleanup processing described above 

20 In step 925, each raw event is stored in the high speed memory device associated 

with its event type object as contained in the classifier 615. Next, in step 930, 

each event type object receiving a raw event is added to the raw event tracking 

index 645. That is, typically, each software component of the fusion engine 

registers itself with the raw event tracking index 645 upon receiving a raw event. 

25 In this way, when a raw event is determined to be deleted from the system, the 

raw event tracking list 645 can be used to identify the location of the raw event 

references that nee_d to be erased. . After step 930, the process returns back to 

decision step 725 of Figure 7. 

Figure 10 illustrates the computer-implemented process for routine 730 of 

30 Figure 7 in which parameters of each raw event are compared with the context or 

knowledge base database 630. Also in this routine, additional parameters are 
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assigned to each raw event based upon this comparison with the context 

database 630. As noted above, the context database 630 can comprise 

environmental information that may be helpful in evaluating the importance of a 

raw event. For ex.ample, the context data.base 630 can comprise vulnerability 

5 information about machines or computers within a network, the relative location 

of a computer or detector based upon predetermined zones, and information 

relating to historical event frequenc:r, 

Toe vulnerability information of the context database 630 is usually 

derived from scans made across a network to determine the relative security risk 

1 0 that may be present at one or more machines that make up a network. A tool that 

analyzes historical raw event logs for the network being monitored by the fusion 

engine 22 typically derives the historical event frequency information of the 

context database 630. This tool typically calculates average event frequencies for 

groups of events sharing the same raw event type, source intemet protocol 

15 address, and destination intemet protocol address, though other approaches to 

grouping raw events for the purpose of calculating average event frequencies 

could be used are within the scope of the present invention. Toe zone definitions 

of the context database 630 are usually derived by categorizing parts of a network 

as they relate to the entire network. For example, an intemal zone and 

20 demilitarized zone (DMZ) may be defined such that the intemal zone includes the 

intemet protocol network addresses of the networks that should not be accessible 

from the Intemet, and the DMZ zone includes the intemet protocol network 

addresses ofthe networks that are accessible from the lntemet. These zones would 

be defined as appropriate for the specific network being monitored by the fusion 

25 engine 22. 

Routine 730 is typically performed by the CoBRA processor 625. Toe 

CoBRA processor 625 typically examines each raw event and compares it to the 

context data.base 630. More specifically, in step 1010 (the first step of Routine 

730) a CoBRA vulnerability status 504 is assigned for each raw event based upon 

30 destination internet protocol address information and a comparison with the 

context database 630. In one exemplary embodiment, the vulnerability value 
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assigned can be any one of the following: believed wlnerable; believed not 

wlnerable; and unknown. 

Next, in step 1015, a historical frequency value 506 is assigned for each 

raw event based upon another comparison with the context database 630. This 

5 value can be a number of events per unit time, such as events per day, or a 

mathematically related value, such as an average time between events. The 

historical event frequency value typically indicates how frequently raw events of a 

particular type from a particular source machine to a particul~ destination 

machine are seen on the network being monitored by the fusion engine 22 . . 

IO Historical frequency data is used by the fusion engine to aid in distinguishing 

events caused by normal non-malicious network activity from those caused by 

unusual and malicious activity. 

J.n step 1020, a source zone 508 value is assigned to each raw event based 

upon the ·source internet protocol address of the raw event and a comparison .with 

15 the context database 630. J.n step 1025, a destination zone 510 value is assigned to 

each raw event based upon the destination internet protocol address of each raw 

event and a comparison with the context database 630. 

J.n step 1030, a sensor zone 512 value is assigned to each raw event based 

upon the sensor internet protocol address and a comparison with the context 

20 database 630. The sensor zone value can comprise the internet protocol address 

of the sensor or detector of an intrusion detection system that detected the 

suspicious computer activity and generated the raw event After step 1030, the 

process returns to routine 735 of Figure 7. 

Referring now to · Figure 11, this Figure illustrates the 

25 computer-implemented process for routine 735 of Figure 7, which can adjust the 

priority status or leave an original priority status of a raw event intact based upon 

the CoBRA-assigned context parameters or detector-assigned type parameters or 

both. Routine 735 is another core function of the CoBRA processor 625. This 

routine enables the fusion engine to rank raw events based upon their importance 

30 to a network or a computer being protected. J.n this way, the security 
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administrator can monitor computer security events more efficiently and 

effectively, since the important computer security events will have a higher 

ranking and priority relative to other lower-level security events. 

The present invention can employ user-defined attributes for those events 

5 and parts of a network that are most important to a user. For example, the.zone 

definitions that form part of the context database 630 can be supplied by the user. 

In one exemplary embodiment, an internal zone and a so-called demilitarized zone 

(DMZ) of the monitored network can be established by the user. Rather than 

being explicitly defined by the user, an external zone can be any IP address that 

10 doesn't fall within an explicitly defined zone or zones supplied by the user. The 

present invention is not limited to these types of zones and can include other types 

of zones such as a business partner zone, for example. Those skilled in the art 

will appreciate that the present invention can be designed to associate Internet 

protocol addresses with any number of zones defined by a user. 

15 As noted above, each raw event comprises a priority status parameter 535 

that was assigned to it by a detector within an intrusion detection system. In one 

exemplary embodiment, the priority status parameter can comprise any one of the 

following three values: 1, 2, or 3. The highest priority status value in the 

exemplary embodiment is typically the number 1. Meanwhile, the lowest priority 

20 status in the exemplary embodiment is typically the value of 3. The mid-range 

priority value is typically the number 2. Adjustments of the priority status values · 

for each raw event are necessary since the priority status values assigned by the 

detectors typically are very conservative in nature. That is, raw events are 

typically the result of simple processing techniques that must occur at the detector 

25 level in order to maintain high network traffic speeds. 

Therefore, the priority status values coming from the detector level of 

conventional intrusion detection systems typically are defined as appropriate for 

the worst-case scenario that could apply for each event type. For example, in the 

exemplary embodiment, if a given type of raw event could have an actual priority 

30 of 1, 2, or 3 depending on the circumstances that apply on a given network, the 
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detector would typically assign the worst-case priority (denoted as one (1) in the 

exemplary embodiment) to all events of this type. Whenever the CoBRA 

processor 625 modifies the value of the priority status 535, it does so only after 

storing the both the original detector-assigned priority status and the updated or 

5 CoBRA-adjusted priority parameter in priority status 535. That is, in the 

exemplary embodiment, after CoBRA processing and if priority is adjusted, the 

adjusted priority status 535 will contain two values: the original detector-as~gned 

priority status and the CoBRA-adjusted priority status. 

The fusion engine 22 permits the ranking of raw events based upon the 

10 environmental conditions or surroundings in which a raw event is generated. In 

this way, the security network administrator will only be presented with the 

compµter security events that are most important to the network or computer 

being monitored. The present invention is not limited to the priority status scale 

illustrated. That is, the present invention is not limited to a priority scale that 

15 spans between 1 and 3 where one is designated as the highest priority. Other 

ranges or values and increments between values are not beyond the scope of the 

present invention. Those skilled in the art will appreciate that more complex 

scales can be generated to further reduce the possibility of ranking an unimportant 

raw event over an important raw event 

20 Routine 735 begins with step 1110, in which it is determined whether a 

target of a raw event is resistant to the computer attack. This determination is 

made based on the CoBRA vulnerability status 504 value of the raw event 

previously established by step 1010 of procedure 730 described in Figure 10. If 

the inquiry to decision step 1110 is negative, then the "no" branch is followed 

25 where the process continues to step 1210 of Figure 12. If the inquiry to decision 

step 1110 is positive, then the "yes" branch is followed to step 1115. In step 

1115, the raw event is compared to vulnerability-adjustable event types stored in a 

list in the context database 630. These vulnerability-adjustable event types stored 

in the context database 630 are events identified by either a user or a system for 

30 · which the assessment of a machine's vulnerability status is believed trustworthy 
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and for which therefore it is allowed to adjust priority based on vulnerability 

status information. 

Alternatively, in another embodiment (not illustrated) the context database 

630 can identify those raw event types for which a user or system does not believe 

5 the assessment of vulnerability status to be trustworthy, and the assessment of 

wlnerability status can be deemed trustworthy for all other event types. In this 

way, raw events that are not desired to be adjusted with respect to their priority 

status can be identified so that the CoBRA processor 625 will not reduce the 

priority of such raw events. In another alternative exemplary embodiment (not 

10 shown), the context database 630 can also contain both types of lists. That is, the 

context database 630 can comprise a list of raw event types that are permitted to 

have the priority status to be adjusted and a list containing raw event types that are 

not permitted to have the priority status adjusted. In this case a conflict resolution 

rule must also be established, so that if a particular event type appears in both 

15 lists, it is well-defined which entry will take precedence. Those skilled in the art 

will appreciate that other configurations of lists are not beyond the scope of the 

present invention. 

Next, in decision step 1120, it is determined whether a match exists with. 

the stored vulnerability-adjustable events of the · context database 630. If the 

20 inquiry to decision step 1120 is negative, then the "no" branch is followed to step· 

1135. If the inquiry to decision step 1120 is positive, then the ''yes" branch is 

followed to decision step 1125. 

In decision step 1125, it is determined whether the current raw event being 

processed is at its lowest priority status. In other words, if the current. raw event 

25 being processed has an exemplary priority status value of 3, then it is recognized 

that its priority cannot further be adjusted. Therefore, if the inquiry to decision 

step 1125 is positive, then the ''yes" branch is followed to step 1135. If the 

inquiry to decision step 1125 is negative, then the "no" branch is followed to step 

1130, in which the priority status 535 of the current raw event is reduced and the 

30 reason for the change in priority status 535 is recorded in the raw event. For 
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example, in the exemplary embodiment, if a raw event has an original priority 

status value of a 1, and if the CoBRA processor 625 determines that the raw event 

is not believed to be vulnerable, then it will adjust the original priority status value 

of 1 to a lower value such as the value of 2 (the mid-range priority status value). 

5 The reason for changing the priority status value is recorded in the priority change 

reason 516 parameter of the raw event so that it can be determined at the console 

30 why a particular raw event was assigned a reduced priority. In one exemplary 

embodiment, the reason for changing priority status of a raw event can comprise a 

text string. 

10 In step 1135, each raw event is compared to :frequency-adjustable event 

types stored in a list in the context database 630. Similar to the 

vulnerability-adjustable event types discussed above, the frequency-adjustable 

event types can comprise those raw event types for which a high historical event 

frequency between a given pair of machines is seen as a reliable indicator of non-

15 maliciousness for the network or computer being monitored by the fusion engine 

22. Alternatively, also similar to the vulnerability-adjustable event types 

discussed above, in another exemplary embodiment (not shown) the context 

database 630 could instead comprise a list that identifies those raw event types for 

which a high historical event frequency between a given pair of machines for a 

20 network or computer being monitored by the fusion engine 22 is not seen as a 

reliable indicator of non-maliciousness, and historical event frequency can then be 

considered a trustworthy indicator· of non-maliciousness for all other event types. 

In such a scenario, the list would identify those raw events where it is undesirable 

to adjust the priority status thereof based on historical event frequency. 

25 Alternatively, in yet another exemplary embodiment (not shown), the context 

database 630 could also comprise both types of lists where one list would identify 

those raw event types for which :frequency-based priority adjustment is allowed 

and the other would identify those raw event types for which :frequency-based 

priority adjustment is not allowed. In this case a conflict resolution rule must also 

· 30 be established, so that if a particular event type appears in both lists, it is well-
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defined which entry will take precedence. Those skilled in the art will appreciate 

that other configurations of lists are not beyond the scope of the present invention. 

Following step 1135, in decision step 1145, it is determined whether a 

match exists with the stored frequency-adjustable event types. If the inquiry to 

5 decision step 1145 is negative, then the "no" branch is followed to step 1210 of 

Figure 12. If the inquiry to decision step 1145 is positive, then the "yes" branch is 

followed to decision step 1150. 

In decision step 1150, it is determined whether historical frequency 

information exists for the current raw event being evaluated. This determination is 

10 made based on the historical frequency value 506 of the raw event previously 

established by step 1015 of procedure 730 described in Figure 10. ~ other 

words, some raw events may be of a type, source, and destination that was not 

seen in the historical data analyzed to produce the historical frequency 

information. If the inquiry to decision step 1150 is negative, then the "no" branch 

15 is followed to step 1210 of Figure 12. If the inquiry to decision step 1150 is 

positive, then the ''yes" branch is followed io decision step 1155. 

In decision step 1155, it is determined whether the historical frequency for 

the current raw event being evaluated is greater than a frequent event threshold. 

In other words, in this decision step, it is determined whether a raw event is of a 

20 type that occurs frequently enough between a specific source and destination that 

it can be considered to be likely to be a non-malicious event The frequent event 

threshold may be a value that corresponds to an average number of events per unit 

time, such as per day. However, other mathematically related forms of this value, 

such as the average time between events, could also be used and are not beyond 

25 the scope of the present invention. If the current raw event being processed has 

an historical event frequency that is greater than the threshold, then it is 

considered to be a frequent event and likely to be non-malicious. 

If it is determined to be a frequent raw event, then its priority status can be 

lowered. However, if the current raw event being processed has been seen less 

30 frequently on the network, then it is not considered to be a frequent raw event and 
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an adjustment to its priority status based· on historical event frequency is 

considered undesirable. Therefore, if the inquiry to decision step 1155 is negative 

(meaning that events like the current raw event being processed have not been 

seen frequently on the network monitored by the fusion engine 22), then the "no" 

5 branch is followed to step 1210 of Figure 12. If the inquiry to decision step 1155 

is positive (meaning that events like the currenr raw event being processed have 

been seen frequently on the network monitored by the fusion engine 21), then the 

"yes" branch is followed to decision step 1160. 

In decision step 1160, it is determined whether the raw event being 

10 processed is at its lowest priority status. If the inquiry to decision step 1160 is · 

positive, then the ''yes" branch is f<;>llowed to step 1210, Figure 12. If the inquiry 

to decision step 1160 is negative, then the "no" branch is followed to step 1165, in 

which the priority of the current raw event is reduced and the reason for changing 

the status of the priority of the current raw event is recorded. The reason is 

15 typically recorded as being that the raw event being evaluated occurs frequently. 

The process then continues to Figure 12. Figure 12 illustrates a second 

portion of the computer-implemented. process for routine 735 of Figure 7, in 

which the CoBRA processor 625 adjusts the priority status or leaves an original 

priority status intact based upon the CoBRA assigned context parameters or 

20 detector-assigned type parameters of the raw event. 

In step 1210, the raw event is compared to zone-adjustable event types . . 
stored in a list of the context database 630. Similar the vulnerability-adjustable 

event types and frequency-adjustable event . types discussed above, the 

zone-adjustable event types are raw event types that may be defined by a network 

25 security administrator that are deemed to present low risk to the network or 

computer being monitored by the fusion engine 22 if they occur internally (that is, 

if both the source Internet protocol address and destination Internet protocol 

address in the raw event are iocated in networks defined in the context database 

630 as belonging to the internal zone). However, in an alternative embodiment 

30 . (not shown), the context database 630 may instead comprise a list that identifies 
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raw event types that cannot be deemed to present low risk to the network or 

computer being monitored by the fusion engine 22 based solely on the zone(s) in 

which the source and destination are located. 

In such an embodiment, event types other than those listed are deemed to 

5 present low risk to the monitored computer or network if they occur internally. In 

a further alternative embodiment (not shown), the context database 630 may also 

comprise both types of list: one list identifying raw event types that cannot be 

deemed to present low risk based solely on the source and destination zones, 

where the priority status thereof should not be adjusted, and a second list of raw 

10 events that are deemed to present low risk when seen internally, and where 

priority status should be adjusted such that these events will have a lower priority 

status. In this case a conflict resolution rule must also be established, so that if a 

particular event type appears in both lists, it is well-defined which entry will take 

precedence. 

15 In decision step 1215, it is detemrined whether a match exists with the 

stored zone-adjustable event types in the context database 630. If the inquiry to 

decision step 1215 is negative, then the ''no" branch is followed back to routine 

740 of Figure 7. If the inquiry to decision step 1215 is positive, then the "yes" 

branch is followed to decision step 1220. 

20 In decision step 1220, it is detemrined whether the source zone and 

destination zone of the current raw event being processed are both internal relative 

to the network or computer being monitored by the fusion engine 22. This 

determination is made by examining the values of the source zone parameter 508 

and destination zone parameter 510 of the raw event assigned by steps 1020 and 

25 1025, respectively, of routine 730 shown in Figure 10. For many event types, raw 

events classified as being internal are less of a threat to a network of computers 

being monitored compared to an event that may be external to a network or 

computer being monitored by the fusion engine 22. 

Therefore, for internal events, it may be desirable to lower the priority 

30 status of such raw events. Conversely for raw events for which either the source 
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or destination Internet protocol address is either in the DMZ zone or not in any 

defined zone (and therefore considered external), it may be desirable to keep the 

priority status of a raw event that was assigned to it by the detectors in the 

intrusion detection system. If the inquiry to decision step 1220 is negative, then 

5 the "no" branch is followed back to routine 740 if Figure 7. If the inquiry to 

decision step 1220 is positive, then the "yes" branch is followed to decision step 

1225. 

In decision step 1225, it is determined whether the current raw event is at 

its lowest priority status. If the inquiry to decision step 1225 is positive, then the 

10 "yes' branch is followed back to routine 740, Figure 7. If the inquiry to decision 

. step 1225 is negative, then the ''no" branch is followed to step 1230; in which_the 

priority status of the current raw event is reduced and the reason for change-in the 

priority status of the raw event is recorded. Typically, the reason in step 1230 will 

indicate that the priority status of the current raw event was lowered because it 

15 comprises an internal attack. The process then returns to routine 740 of Figure 7. 

The present invention is also not limited to the technique of reducing 

priority status values. In other words, the present invention can also comprise a 

scale where values are increased in order to reflect either reduced priority or 

increased priority'. Those skilled in the art will appreciate that any number of risk 

20 adjustment schemes can be utilized and not depart from the scope and spirit of the 

present invention. 

Referring now to Figure 13, this Figure illustrates the 

computer-implemented process for routine 740 of Figure 7 in which raw events 

are associated with predetermined correlation rules based upon the event type 

25 parameter 555. In this routine, the classifier 615 may identify one or more 

correlation rules 620 that should process each given raw event. Step 1310 is the 

first step of routine 740, in which all lists containing the raw events are updated to 

reflect any CoBRA processing changes. In other words, all objects in the 

exemplary object-oriented architecture containing the raw events that were 
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adjusted by the CoBRA processor 625 are updated to reflect any adjustments in 

priority status. 

Next, in step 1315, the raw events are forwarded to the correlation rules 

that apply to the raw event type parameter 555. More specifically, in step 1315, 

5 the definition of each correlation rule 620 includes a list of the raw event 

categories that are of interest to it. The raw event types included in each raw 

event category are defined in the raw event classification database 635. 

Therefore, the list of raw event types of interest to a correlation rule 620 is the 

union of the category-specific lists of raw event types for the categories of interest . 

10 to the rule, where each category-specific list of raw event types is defined by the 

raw event classification database 635. The category-specific lists of raw event 

types are stored in the classifier 615, which is initialized based on the contents of 

the raw event classification database 635. 

When the controller 655 loads a correlation rule 620 during system 

15 initialization, it associates the rule with all the event types included in the event -

categories of interest to the rule (determined as described in the previous 

paragraph) by adding the rule to a list of interested rules maintained within each · 

· such event type. Thus, after initialization, each event type includes a list of all of 

the correlation rules 620 that are interested in events of its type. As each raw event 

20 is received, the event reader 600 determines which correlation rules 620 should 

process it by retrieving the raw event's event type and then retrieving the event 

type's list of interested rules. Having determined the set of correlation rules 620 

that should process the raw event, the process then returns to step 745 of Figure 7. 

Referring now to Figure 14, this Figure illustrates the 

25 computer-implemented process for routine 770 of Figure 7, which determines if a 

currently immature correlation event to which the current processed raw event bas 

been added meets or satisfies the maturity criteria of a corresponding rule 620. 

The process described here is for an exemplary event type, Attack From Attacked 

Host (AF AH), rather than being generic. However, given this processing 

30 description and the descriptions of exemplary correlation event types presented 
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earlier, it should be apparent to those skilled in the art how ~i.milar processing 

could be used to recognize the occurrence of each of the described exemplary 

event types. As noted above, each rule 620 may be implemented as a rule object 

in an object-oriented computer architecture. As should be clear to those skilled in 

5 the art from· the previously described processing of step 1315 of Figure 13, a 

single raw event may be processed by multiple correlation rule objects. 

Though not depicted in Figure 7 or Figure 14, the processing of steps 745 

through 780 of Figure 7 (including the routine 770 processing described in Figure 

14) can be performed twice for the current processed raw event in the case of the 

10 exemplary AF AH correlation event. In one exemplary embodiment, the raw event 

is processed once to consider it as an inbound attack only if the raw event is an 

integrity attack, and is always processed to consider it as an outbound attack. 

When the raw event is considered as an inbound attack by steps 74S through 780, 

step 7 45 uses the raw event's destination Internet protocol address as the lookup 

15 key when attempting to retrieve a corresponding AFAH correlation event from the 

correlation event cache 665 (as described earlier in the discussioq of step 745 

processing). 

When the raw event is considered as an outbound attack by steps 745 

through 780, step 745 uses the raw event's source Internet protocol address as the 

20 lookup key when attempting to retrieve a corresponding AF AH· correlation event 

from the correlation event cache 665 (as also described earlier in the discussion of 

step 745 processing). This "double processing" of the raw event is a unique 

aspect of the exemplary AF AH correlation event relative to other correlation 

events that can be processed by the fusion engine 22. For all of the other 

25 exemplary correlation event types described earlier, the processing of steps 745 

through 780 is performed once, as should be apparent to those skilled in the art 

based on the descriptions of the exemplary correlation event types. 

Referring again to Figure 14, step 1410 is the first step of routine 770, in 

which the event type object of the classifier 615 for the current raw event being 

30 processed is added to the raw event tracking index 645. Also, the correlation 
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event object corresponding to the current raw event object being processed is 

either added to the memory management list 640 (if it is a new correlation event 

that was just created in step 750 of Figure 7), or is moved to a new position in the 

memory management list if the timestamp of the current raw event has the most 

5 recent timestamp of all the raw events associated with the current correlation 

event 

In addition, the current correlation event object is added to the raw event 

tracking index 645 in association with the raw event. The event type object and 

correlation event object are added to the raw event tracking index 645 so that they 

10 can later be informed by the memory management processing if the raw event is 

erased from memory, so they can erase their own references to the raw event The 

current correlation event is also added to the memory management list 640 so that. 

when memory resources run low, the oldest events (some of which may be 

immature correlation events) can be dele~ from the fusion engine 22. 

15 In decision step 1415, it is deteimined whether the raw event is bektg 

considered as an inbound attack. This step distinguishes. whether the current 

AF AH correlation event includes the current raw event as an inbound or outbound 

attack. If the inquiry to decision step 1415 is negative, then the raw event is being 

considered as an outbound attack and the ''no" branch is followed to step 1425. If 

20, the inquiry to decision step 1415 is positive, then the raw event being considered 

is an inbound attack and the ''yes" branch is followed to step 1420. 

In decision step 1420, it is determined whether the raw event being 

considered as an inbound attack ia an integrity attack and occurs earlier than at 

least one event in the outbound attacks list of the current correlation event The 

25 raw event being processed is known to be an integrity attack since it was added to 

the inbound attack list of the correlation event during the processing of step As 

indicated in the description of the Attack From Attacked Host event included in 

the earlier list of exemplary correlation event types, the AF AH event can be 

generated when an Integrity attack is seen against a host followed by a 

30 Confidentiality, Integrity, or Availability attack originating from that host As 

indicated in the discussion of Figure 13, when the controller 655 loads a 
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correlation rule 620 during system initializ.ation, it associates the rule with all of 

the event types included in the event categories of interest to the rule. 

In the case of the AF AH rule, the event categories of interest are 

Confidentiality, Integrity, and Availability attacks. The AFAH rule is therefore 

5 associated with all event types defined by the raw event classification database 

635 as belonging to one of these three categories. Therefore, any raw event 

whose event type belongs to one of these three categories can be forwarded to 

routine 770 for processing. Since the definition of the AF AH event requires 

inbound attacks to be Integrity attacks, and some of the raw events forwarded to 

10 routine 770 can instead be Confidentiality or Availability attacks, the present 

decision step 1420 must verify that the raw event being considered as an inbound 

attack is an Integrity attack. 

A further consideration results from the fact that the fusion engine 22 can 

receive raw events generated by multiple detectors, leading to the possibility that 

15 raw events can be received in non-chronological order (that is, a raw event with a 

later timestamp can be received before a raw event with an earlier timestamp). 

For this reason, routine 770 cannot assume that raw events will be received in 

chronological order, and the present decision step · 1420 therefore determines 

whether the current raw event occurs earlier than at least one event in the 

20 outbound attacks list of the current correlation event. If the inquiry to decision 

step 1420 i~ negative, then the curr~t correlation event is deemed not mature and 

the ''no" branch is followed back to routine 785 of Figure 7. If the inquiry to 

decision step 1420 is positive, then the 9urrent corr~lation event is deemed mature 

and the "yes" branch is followed to step 1427. 

25 In decision step 1425, it is determined whether the raw event being 

considered as an outbound attack occurs later than at least one event in the 

inbound attacks list of the current correlation event. Unlike decision step 1420, it 

is not necessary to determine whether the current raw event belongs to a particular 

category because (as described in the discussion of step 1420) every raw event 

30 forwarded to routine 770 will be either a Confidentiality, Integrity, or Availability 

attack and will therefore meet the criteria for inclusion as an outbound attack in · 
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any AFAH event If the inquiry to decision step 1425 is negative, then the current 

correlation event is deemed not mature and the ''no" branch is followed back to 

routine 785 of Figure 7. If the inquiry to decision step 1425 is positive, then the 

current correlation event is deemed mature and the ''yes" branc];i is followed to 

5 step 1427. 

In step 1427, any outbound attacks in the current correlation event that 

occur earlier than the earliest inbound attack of the correlation event are removed 

from the list of outbound attacks. This is done because the definition of the 

AF AH correlation event requires that each outbound attack included in a mature 

10 AF AH correlation event must be preceded by at least one inbound attack. 

In step 1430, the correlation event is removed from the memory 

management list 640 so that the correlation event will not be subject to being 

erased by the memory management mechanisms. In this way, the correlation 

event that is removed will not be deleted from the fusion engine 22 since the 

15 correlation event is now deemed to be mature. 

In step 1435, the update time of the correlation event can be set to the most 

recent raw event's time stamp if the event source being read by the event read~r 

600 is either the event database 26 or the· event log file 610, in which case the 

. fusion engine 22 is operating in a batch mode. Alternatively, the update time of 

20 the correlation event can be set to the current time of the system on which the 

fusion engine 22 is executing if the event source being read by the event reader 

600 is the event collector 24, in. which case the fusion ~ngine 22 is operating in a 

real-time mode. 

In step 1440, the correlation event is added to the mature event correlation 

25 list 650. In step 1445, the correlation event containing the two or more raw events 

is indicated as being mature by setting an internal parameter of the correlation 

event. The process then returns to step 775 of Figure 7. In one exemplary 

embodiment (not shown), each corr~lation event may be assigned a priority status, 

similar to the priority status parameter 555 of raw events. 
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Exemplary Rule Processing for Raw Event II Illustrated in Figures 5D, SE, SF 

The following is the processing that would be carried out by an Attack 

From Attacked Host correlation rule 620 for raw event II as illustrated in Figures 

5 5(d), 5(e), and S(f). This discussion assumes that raw events I and II are both 

types of Integrity attacks and therefore qualify as inbound attacks according to the 

definition of the AF AH event, that raw event I occurs before raw event II, and that 

raw event II occurs before raw event m. 
Referring back to Figure 7, in step 745, when raw event II is being 

10 considered as an inbound attack, its destination internet protocol address (3.3.3.3) 

would be used as a lookup key to retrieve an AF AH correlation event from the 

correlation event cache 665. Assuming that in this case raw events are received in 

chronological order and therefore raw event ill has not yet been processed by the 

fusion engine, there would be no AF AH correlation event indexed by the attacked 

15 internet protocol address 3.3.3.3, and therefore the "no" branch of decision step 

745 would be taken and correlation event S13 would be created in step 7S0 .. In 

step 755, correlation event S13 would be stored in the correlation event cache 665. 

In step 760, raw event II would be associated with correlation event 513 by 

storing a reference to it in the inbound attacks list of correlation event 513. In step 

20 765 it would be determined that correlation event 513 is not already mature, so the 

"no" branch would be followed to step 770. 

Referring now to Figure 14, in decision step 1415 the "yes'' branch would 

be followed since raw event II is being considered as an inbound attack. In 

decision step 1420, the "no" branch would be followed since there are no raw 

25 events in the outbound attacks list of the newly created correlation event 513. To 

summarize this processing, when considered as an inbound event, raw event II is 

added to a newly created but still immature correlation event 513. 

Referring back to Figure 7, in step 745, when raw event II is being 

considered as an outbound attack, its source internet protocol address (2.2.2.2) 

30 would be used as a lookup key to retrieve an AFAH correlation event from the 

correlation event cache 665. Assuming that in this case raw events are received in 

-54-

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 234



WO 01/84285 PCT/US0l/13799 

chronological order and therefore raw event I bas already been processed by the 

fusion engine, AF AH correlation event 511 would already be present in the 

correlation event ca~he 665 indexed by the attacked internet protocol address 

2.2.2.2, and therefore the ''yes" branch of decision step 745 would be taken to step 

5 760. In step 760, raw event II would be associated with correlation event 511 by 

storing a reference to it in the outbound attacks list of correlation event 511. In 

step 765 it would be determined that correlation event 511 is not already mature, 

so the "no" branch would be followed to step 770. 

Referring now to Figure 14, in decision step 1415 the "no" branch would 

10 be followed since raw event II is being considered as an outbound attack. In 

decision step 1425, the ''yes" branch would be followed since the inbound attacks 

list of correlation event 511 already contains raw event I, and the timestamp of· 

raw event II is later than that of raw event I. At this point, correlation event 511 

has been detennined to be mature and steps 1427 through 1445 would be followed 

15 to process the newly-mature correlation event 511. To summarize this processing, 

when considered as an outbound attack, raw event II is added to existing 

correlation event 511 which becomes mature as a result. 

To perform decision step 1425 in. the above-described exemplary rule 

processing, the respective time stamps of the first-generated raw event I and the 

20 second-generated raw event II are compared. However, it is noted that since the 

raw events could originate from different detectors, there could be some variance 

in the time stamps provided for each raw event. That is, while the second­

generated raw event II may occur after the first-generated raw event I, because of 

possible variances in the internal clocks of the detectors generating the raw events, 

25 it is foreseeable that the first-generated raw event I may have a later time stamp 

than the second-generated raw event II. 

In other words, the internal clocks between respective detectors in 

neighboring intrusion detection systems may not be synchronized. In order to 

compensate for such a scenario, a tri-state comparison could be performed. That 

30 is, the fusion engine 22 and more specifically, the rules 620 may allow for the 

possibility that there may be some synchronization offsets so a determination can 
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be made if a first raw event came before another raw event More specifically, 

when comparing the timestamps of two raw events generated by different 

detectors to determine whether one of the events precedes (or follows) the other, 

the result of the comparison can be yes, no, or maybe. The "maybe,, result occurs 

S when the timestamps of the two events are sufficiently close that uncertainty 

regarding the synchronization offsets of the two detectors makes it impossible to 

determine which event occurred first 

The fusion engine 22 could be configured to treat the ''maybe" result either 

as a "yes" (in one configuration) or as a "no" (in an alternative configuration). In 

1 0 a preferred embodiment, the fusion engine 22 treats a "maybe" as a "yes" to 

maximize the chance that correlation event maturity criteria will be met (so that 

mature correlation· events will be generated whenever it appears possible that their 

criteria might be met). When the fusion engine 22 compares the timestamps of 

two events generated by the same detector, then it can ignore any synchronization 

15 effects and perform a simple binary comparison between the timestamps of the 

two events. .. 

Exemplary Computer-Implemented Process to· Determine if Mature 

Correlation Events Timed Out 

20 Referring now to Figure 15, this Figure illustrates the computer-

implemented process for routine 785 which determines whether any mature 

correlation events have stopped occurring. Step 1510 is the first step of routine 

785 in which the current processing time is compared with the update times of the 

correlation events stored in the mature event list 650 (the update times of 

25 correlation events are set as described in step 1435 of figure 14). For the purpose 

of this comparison, the definition of the current processing time depends on the 

mode in which the fusion engine 22 is operating. If it is operating in a batch mode 

(that is, the event source from whlch events are being read is either the event 

database 26 or the event log file 610), then the current processing time is the 

30 timestamp of the last event that was read from the event source. Alternatively, if 

the fusion engine 22 is operating in real-time mode (that is, the event source from 
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which events are being read is the event collector 24), then the current processing 

time is the current time of the system on which the fusion engine 22 is running. 

In decision step 1515, it is determined whether the difference between the 

current processing time and the update time of each correlation event exceeds a 

5 predetermined threshold. In other words, it is determined whether the mature 

correlation events contained within the mature event list 650 have become old or 

stale in that no computer activity or raw events have occurred for these correlation 

events over some period of time. If the inquiry to decision step 1515 is positive, 

then the •~yes" branch is followed back to step 790 of Figure 7. If the inquiry to 

10 decision step 1515 is negative, then the "no,. branch is followed back to step 795 

of Figure 7. 

It should be understood that the foregoing relates only to illustrative 

embodiments of the present invention, and that numerous changes may be made 

therein without departing from the spirit and scope of ~e invention as defined by 

15 the following claims. . 
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CLA.IM:S 

What is claimed is: 

1. A method for managing security information comprising the steps of: 

5 receiving raw events from one or more data sources; 

classifying the raw events; 

storing the raw events; 

assigning a ranking to each raw event; 

identifying relationships between two or more raw events; 

10 in response to identifying any relationships between two or more raw 

events, generating a mature correlation event message; and 

displaying one or more mature correlation event messages on a console 

that describe relationships between raw events. 

15 2. The method of claim 1, wherein each raw event comprises suspicious computer 

activity detected by one ·of an automated system and human observation. · 

3. The method of claim 1, wherein the step of receiving raw events from one or 

more data sources further comprises the step of receiving real-time raw events 

. 20 from one of intrusion detection system, a detector within an intrusion detection 

system, and a firewall. 

4. The method of claim 1, wherein the step of receiving raw events from one or 

· more data sources further comprises the step of receiving raw events from one of 

25 a file and database. 

5. The method of claim 1, wherein the' step of classifying the raw events further 

comprises the steps of: 

identifying an event type parameter for each raw event; 

30 comparing the event type parameter with an event type category of a list; 

and 
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assigning each raw event to a corresponding event type category in the list. 

6. Toe method of claim 1, wherein the step of assigning a ranking to each raw 

event further comprises the steps of: 

5 comparing parameters of each raw event with information in a database; 

and 

assigning · additional parameters to each raw event relating to the 

environment of the raw event. 

10 7. The method of claim 6, wherein the additional parameters comprise one of a 

priority status, a vulnerability status, a historical frequency value, a source zone 

value, a destination zone value, a detector zone value, and a text string. 

8. The method of claim 1, wherein the step of assigning a ranking to each raw 

15 event further comprises the steps of: 

identifying a priority status parameter of a raw event; 

comparing each raw event to information contained in a context database; 

changing the priority status parameter of a respective raw event if a match 

occurs in response to the comparison step; and 

20 leaving the priority status in tact if a match· does not occur in response to 

the comparison step. 

9. The method of claim 1, wherein the step of identifying relationships between 

two or more raw events further comprises the steps of: 

25 associating each raw event with a rule which corresponds with a type 

parameter of a raw event; and 

applying one or more rules to groups of raw events having the. same type 

parameter; and 

determining if a computer attack or security breach has occurred based 

30 upon successful application of a rule. 
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10. The method of claim 1, wherein the step of storing raw events further 

comprises the step of storing each raw event in a high speed memory device 

comprising random access memory (RAM). 

5 11. The method of claim 1, further comprising the step of detennining the intent 

of a computer attack based upon the type of mature correlation event generated. 

12. The method of claim 1, further comprising the steps of: 

creating a memory management list; 

10 identifying a time stamp for each raw event; and 

adding each raw event to the memory management list. 

13. The method of claim 1, further comprising the step of creating a raw event · 

tracking index that identifies one or more software components that are 

15 monitoring one or more raw events. 
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14. A method for determining relationships between two or more computer 

events, comprising the steps of: 

receiving a plurality of raw events having a first set of parameters; 

creating raw event storage areas based upon information received from a 

5 raw event classification database; 

storing each event in an event storage area based upon an event type 

parameter; 

comparing each raw event to data contained in a context database; 

adjusting a priority parameter or leaving the priority parameter in tact for 

10 each raw event in response to the comparison to the context database; 

associate each raw event with a correlation event; 

applying one or more rules to each event based upon the correlation event 

association; and 

generating a mature correlation event message in response to a successful 

15 application of a rule. 

20 

15. The method of claim 14, wherein each raw event comprises suspicious 

computer activity detected by one of an a,utomated system and human 

observation. 

16. The method of claim 14, wherein the context database comprises any one of 
. ' 

vulnerability values, computer event frequency values, and source and destination 

zone values. 

25 17. The method of claim 14, wherein the raw event classification database 

comprises tables that include information that categorizes raw events based on any 

one of the following: how a raw event may impact one or more target computers, 

how many target computers that may be affected by a raw event, and how 

respective raw events gain access to one or more target computers. 
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18. A security management_ system comprising: 

a plurality of data sources; 

an event collector linked to the plurality of data sources; 

a fusion engine linked to the event collector, said fusion engine identifying 

5 relationships between two or more raw events generated by the data sources; and 

a console linked to the event collector for displaying any output generated 

by the fusion engine. 

19. The security management system of claim 18, further comprising a detector, 

10 the detector running in a kernel mode of a computer and the fusion engine running 

in a user mode of the computer. 

15 

20. The security management system of claim 18, further comprising a detector 

chip, and the fusion engine comprising software running on a computer. 

21. The security management system of claim 18, further comprising a detector 

board, and the fusion engine comprising software running on a computer. 
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22. A fusion engine comprising: 

a controller; 

an event reader for receiving raw events; 

a classifier linked· to the event reader for classifying the received raw 

5 events; 

a raw event classification database linked to the classifier; 

a context based risk-adjustment processor linked to the classifier, for 

adjusting priorities of raw events; 

a context database linked to the context based risk-adjustment processor; 

10 and 

a rule database, for detennining if relationships exist between two or more 

events. 

23. •The fusion engine of claim 22, further comprising an event reporter, a mature 

15 event list, a memory management list, and a raw event tracking index . 

20 

24. The fusion engine of claim 22, wherein the context database comprises any 

one of vulnerability values, computer event frequency values, and source and 

destination zone values. 

25. The fusion engine of claim 22, wherein the raw event classification database 

comprises tables that include information that categorizes raw events based on any 

one of the following: how a raw event may impact one or more target computers, 

how many target computers that may be affected by a raw event, and how 

25 respective raw events gain access to one or more target computers. 
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Attorney's Docket No. 05456.105038 US 

In re Application of: Thomas James Satterlee and William Frank Hacken berger 

As a below named inventor, I hereby declare that my residence, post office address and citizenship are as stated below next 
to my name. I believe I am an original, first and joint inventor of the subject matter which is claimed and for which a patent 
is sought on the invention entitled: System and Method for the Managed Security Control of Processes on a Computer 
System, the specification of which is attached hereto. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the claims, as 
amended by any amendment referred to above. I do not know and do not believe that the same was ever known or used by 
others in the United States of America before my or our invention thereof, or patented or described in any printed publication 
in any country before my or our invention thereof or more than one year ptior to the date of this application. I further state 
that the invention was not in public use or on sale in the United States of America more than one year prior to the date of this 
application. / understand that I have a duty of candor and good faith toward the Patent and Trademark Ojjice, and 1 
acknowled 6e the duty tn disc~ose information which is ml:lterial to the ex:.unination of this application in accordance with 
Title 37, Code ofFederal Regulations,§ 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, §119 (a)-(d) of the foreign application(s) for 
patent or inventor's certificate listed below, and have also identified below any foreign application for patent or inventor's 
certificate disclosing subject matter in common with the above-identified specification and having a filing date before that of 
the application on which priority is claimed: 

Application No. Country Filing Date Priority Claimed Under 35 USC§ 119 (a)-(d) 

Yes No ------ -----

I ~ereby claim the benefit under Title 35, United States Code,§ 119(e) of any United States provisional application(s) listed 
below: 

60/345 432 
(Application No.) 

January 4. 2002 
(Filing Date) (Application No.) (Filing Date) 

I hereby claim the benefit under Title 35, United States Code, §120 of any United States application(s) listed below and, 
insofar as the subject matter disclosed and claimed in the present application is not disclosed in the prior United States 
application in the manner provided by the first paragraph of Title 35, United States Code § 112, I acknowledge the duty to 
disclose material info1n1ation as defined in Title 37, Code of Federal Regulations, §1.56 which became available between the 
filing date of the prior application and the national or PCT international filing date of this application: 

Application Serial No. Filing Date Stah1s: patented. ml<m!.l\ aban_rj_Q_ned 

I further declare that all statements made herein of my own knowledge are true and that all statements made on information 
ai1d belief are believed to be true; and further that these statement were made with the knowledge that willful false 
statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the 
United States Code, and that such willful false statements may jeopardize the validity of the application or any patents 
issuing thereon. 

POWER OF ATTORNEY: The following are hereby appointed to prosecute this application and transact all business in the 
Patent and Trademark Office connected therewith: Sherry M. Knowles-33,052; W. Scott Petty-35,645; Clark G. Sullivan-
36,942; Holmes J. Hawkins-38,913; Steven P. Wigmore-40,447; Charles E. Peeler-45,004; Joseph M. Bennett-Paris-47,226; 
A. Shane Nichols-43,836; William 0. Isaacs ll-44,165; Robert T. Neufeld-48,394; Stephanie D. Adams-47,378; Kristin 
Chrudimsky-51,561; Hoang Vo-47,158; James M. Hannon-48,565; Charles Thorpe, Jr.-48,782 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Satterlee et al. 

Serial No.: 10/336,299 

Filed: January 3, 2003 

For: System and Method for the Managed 
Security Control of Processes on a 
Computer System 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

INFORMATION DISCLOSURE STATEMENT 

Commissioner for Patents 
Washington, DC 20231 

Sir: 

v1-1c/.u3 

PATENTS 

The citation of information on the attached Form PTO-1449, "List of Art Cited by 

Applicant" is made pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98. A copy of each cited item is enclosed. 

The citation of this information does not constitute an admission of priority or that any 

cited item is available as a reference, or a waiver of any right the applicant may have under applicable 

statutes, Rules of Practice in patent cases, or otherwise. 

King & Spalding LLP 
45 th Floor, 191 Peachtree Street, N.E. 
Atlanta, GA 30303 
404.572.4600 
K&S Docket: 05456.105038 US 
3088899 vi 

Respectfully submitted, 

f2/CYT" ~ 
Robert T. Neufeld 
Reg. No. 48,394 

I certify that this correspondence is being deposited with the United States Postal Service in an envelope addressed 
to: Commissioner for Patents, Washington, DC 20231, on January 15, 2003. 
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

Commissioner for Patents 
P. 0. Box 1450 
Arlington, VA 22313-1450 
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(57) Abstract 

10 

A method and an apparatus for preventing the infection of computer systems (10) by computer viruses is disclosed. The 
computer virus monitoring system provides an external security device (I 5) that stores copies of the host boot sector and file allo­
cation table, and electronic fingerprints of executable files on the host system disk. The external security device (IS) monitors 
writes t_o the host disk and informs a network monitoring host (26) if the boot sector, file allocation table or electronic fingerprints 
are altered. The network monitoring host (26) responds to such an emergency by saving the status of the host system (12) and 
transferring corrective software to remove the virus. The computer virus monitoring system further provides for periodic scanning 
of the host files to detect and eradicate known viruses. 
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WO93/25024 PCT/US93/05029 

COMPUTER VIRUS MONI"J:QRING SYSTEM 

Field Of The Invention 

This invention relates to detection of viruses 

or logic bombs in computer - systems and for taking 
5 responsive action upon such detection. 

Background Of The Invention 

Security of computer systems is becoming 

increasingly important. computer viruses and logic bombs 

("viruses") are proliferating, and their potential impact 

10 is increasing with the increasing use of network systems. 

Efforts to address the problems posed by viruses have 

included backing up the contents of computer systems on 

magnetic tape or other media, and storing the backup in a 

safe location. Such systems are time consuming and 

15 expensive to implement, and only serve. to mitigate the 

effects of a problem after a problem has occurred. Others 

have developed software programs, resident on a computer 

system to be protected, to monitor the system for viruses. 

Such protection systems have certain drawbacks: for 

20 instance, because they are resident on a system which may 

become infected, they are similarly subject to disruption 

or corruption. Such systems may also be cumbersome to 

update to respond to newly encountered viruses. 

Summary Of The Invention 

25 It_is therefore an object of the invention to 

provide an i'inproved computer virus monitoring system. In 

accordance with the invention, the system includes a 

monitoring computer which is coupled to the system to be 

protected. The monitoring computer monitors the boot 

30 sector and file allocation table of th disk drives of the 
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host system to be protected, and creates and maintains 

identification data for each executable file. The monitor 

detects attempts to alter these files or attempts by a 

file to alter itself or another file and takes appropriate 

5 responsive action to protect the host system from 

~nauthorized alteration. The monitor also includes means 

for scanning the host system to detect particular~viruses, 

and to take appropriate protective action upon detection 

of·a virus. In a particularly preferred embodiment, such 

10 monitors on a number of host systems are coupled by a 

COl!lfflunication net.work to facilitate qflalysis of viruses 
and distribution of antidotes therefor. 

Other objects and features of the invention will 
be understood with reference to the following 

15 specification and claims and the drawings. 

Brief Description Of The Drawings 

Figure l is a block diagram showing the basic 

elements of a system in accordance with the invention. 
Figur~ 2 is a flow diagram illustrating a virus 

20 protection method which may be implemented on the system 
of Figure 1. 

Figure 3 is a flow diagram of a method of 

operating the host syste~ of Figure 1 in accordance with 

the invention. 

25 Figure 4 is a flow diagram illustrating a method 

of operation of the monitor of Figure 1 in accordance with 
the invention. 

Figure 5 is a flow diagram illustrating a method 

of operation of the monitor in response to an emergency 

30 condition. 

Figure 6 is a flow diagram illustrating a method 

of communication between monitoring system at a number of 

host locations and a central monitoring system. 
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Figure 7 is a block diagram illustrating the 
basic elements of a preferred embodiment of a security 
device in accordance with the invention. 

Detailed Description of the Invention 

5 Figure 1 is a diagram showing the functional 
elements of the preferred embodiment of the system of the 
present invention. A computer network 10 which is to be 
protected (the "protected network") includes a host system 

ii Qp~!:~ti_ng At a c.1.u.'!tQm~r fie.lei site th~t cQ!(lqlY,ni~~tes 
10 with one or more remote systems and communication nodes 18 

via one or more telecommunication devices 16. In a 
typical application, host system 12 may be an IBM 
fileserver, an Apple fileserver, or other·computer system. 
Telecommunications device 16 may be a modem, a network 

l.5 card, or a satellite transceiver, for example. 
Security device 15 monitors the operation of 

host system 12 in three differen_t modes to automatically 
defi:et viruses and prevent adverse effects. Security 
device 15 monitors the boot sector and file allocation 

20 table (FAT) of disk drives in host system 12. It creates 
and maintains identifying data as a "fingerprint" f?r each 
executable file. These files should never be altered; 
therefore, if an attempted alteration is detected, 
appropriate protective action may be taken. Finally, 

25 security device 15 scans host system 12 periodically to 
detect particular viruses. 

Security device 15 is coupled to host 12 via a 
parallel connection to the standard architectural bus of 
host 12 in the preferred embodiment; however, security 

30 device 15 may be coupled to host 12 via a se~jal port in 
an alternate embodiment. Security device 15 is also 
coupled to a security. network monitoring host 26, by a 
telephone line 19 or other communications link. 

Desirably, a number of protected networks 10, 
35 each with its own security device 15, are connected in a 
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network with a security network monitoring host computer 
system 26. Security network monitoring host 26 includes a-­
master service database 20 to monitor standard operation 
of security devices 15. It also includes a research 

5 service database 22 which may called by a protected 
network 10 in case of an emergency. Because research 
service database 22 includes storage media such as disk 
drives, it may become infected by a virus. Therefore, 
research database 22 is kept separate from the master 

10 service database 20. Security network monitoring host 
system 26 also includes an antidote software s.ervice 
database 24, in which the characteristics of newly 
encountered viruses are stored and in which solutions to 
eradicate them are maintained. Antidote software may be 

15 transferred via master database 20 to security devices 15 
in the monitoring network as needed. 

In a system such as that shown in Figure 1, it 
is important for security device 15 to be as secure and 
reliable as possible. Therefore, security device 15 is 

20 preferably a stand alone unit without a disk drive or any 
other alterable storage device except RAM, to mlnimize the 

- possibility of infection. Security devices 15 are 
provided with battery backup to maintain operation during 
a power failure. An emergency routine is called when 

25 security device 15 detects tampering, such as an 
unauthorized attempt to open its housing. Communications 
between 
devices 
protected 

security network monitoring host 26 and security 
15 or protected networks 10 are desirably 

by requiring device-specific electronic 
30 identification numbers (EINs) to initiate communication. 

Figure 2 is a flow diagram showing a method for 
operating a .host system 12 and a security device 15 to 
provide virus protection for executable files. In this 
method, an electronic binary "fingerprint" of identifying 

35 data is created and assigned for ach executable file on 
host system disk drive pack. The identifying data is then 
after each write access monitored by security device 15. 
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If the identifying data changes, then security device 15 
will halt the-protected system and initiate a call to the 
research database 22 at security network monitoring host 
26. 

5 The proc~ss· of Figure 2 for monitoring the 
software of the protected system starts in step 50 and new 
software is added to the protected·sys~em in step 52. In 
step 54 the fingerprint, which can be conventionally 
generated as a check sum, a cyclic redundancy check (CRC) 

10 or other error detecting coding scheme, is created to 
pr.ovide . .an identifying code that is unique to the fil-e. 
In a·preferred embodiment, the fingerprint is generated by 

host system 12, although in alternate embodiments the 
fingerprint could be generated on security device 15 or on 

15 a dedicated circuit card. The fingerprint is saved on 
host system 12 in step 58, and on security device 15 in 
step 56. Steps 60 and 62 provide an ongoing process, for 
determining the status of the sof~ware by monitoring the 
fingerprint. The host fingerprint·b read in step 60. In 

20 step 62 the host fingerprint is compared with the 
corresponding fingerprint in security device 15. If the 
host fingerprint has not changed, .the process returns from 
step 62 to step 60 to continue the monitoring process. If 
the fingerprint has changed, then in step 64 secu~ity 

25 device 15 halts operation of host system 12. Security 
device 15 then initiates a call to the system operator of 
host system 12 in step 68, and in the preferre~ 
embodiment, a call to the research database 22 of security 
network monitoring host 26 in step 70. Also in response 

30 to detection in st~~ 62 of a fingerprint change, security 

device 15 attempts in step 72 to destroy the virus which 
caused_ the- -fingerprint change. 

The process of destroying the virus involves 
comparison of the contents of files stored on host 12 with 

35 characteristics of known viruses stored in security device 
15 downloaded from master database 20 of network host 26. 

If characteristics of a known virus are detected, antidote 
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software, stored in antidote software database 24, is 
executed to destroy the virus in step 74. Upon successful 
detection and destruction of a virus, a report of this 
activity is generated in step 76, transmitted to the 

5 research database 22 6~ security network monitoring host~ 
26- in step 78, and transmitted to the system operator of 
host system 12 in step 80. Step 82 returns the process to 
step 54, in which a new fingerprint is created, and then 
saved. Bost system 12 may thereafter continue its 

10 operation free from the virus. If in step 74 the virus 
has not been successful.ly destr-0yed, a f.u.r.tber call is 
initiated by security device 15 to research database 22 
for further assistance in identification and destruction 
of the virus, while operation of host system 12 is 

15 di~abled to prevent consequential damage from the virus. 
Figure 3 is a flow diagram of the operation of 

host system 12 relating to - ·--·securi"t"y device 15. 

Initialization steps of host system 12 include porting the 
boot sector and FAT of host system 12 to security device --

20 15 in steps 90 and 92 respectively, creating a fingerprint 
file in step 94 and porting the fingerprint file to 
security device 15 in step 96. In the host monitoring 
process, security device 15 monitors write access signals 
in step 102, indicating an instruction to write to a disk. 

25 When a write access signal is received, host system 12 
provides information to security device 15 to use in tests 
to verify system integrity and virus free inpuL. In step 
104, host system 12 sends a write access interrupt to 
security device 15. In step 106, security device 15 reads 

30 its interrupt status to determine whether the emergency 
interrupt flag ·1s set. If an emergency interrupt is 
indicated, the keyboard is locked and host 12 is halted in 
step 108. In ste? 110 the write access is examined to 
determine whether it seeks to write to an existing 

35 executable file: if so, in step 112 the keyboard is locked 
and host system 12 is halted. Otherwise, in step 114 the 
writ access is examined to determine whether it seeks to 
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write a new executable file or batch. If so, in step 116 
host 12 calls a scan routine from security device 15 and 
executes it. The scan routine examines the file to be 
written for viruses and the like. If the scan indicates 

5 the presence of a virus or the like, step 118 directs the .... __ _ 

process to step 120, where an em~·rgency interrupt is sent 
to security device 15, and step 122, where the keyboard is 
locked and host system 12 is halted. If in step 118 no 
viruses or other problems have been detected, or if step 

10 114 has determined that the write access is no.t for a new 
executable fi.le, the fi.le may be written to disk~ In step 
124, host system 12 updates the FAT on security device 15, 
creates new fingerprints in step 126, and updates the 
fingerprint data on security device 15 in· step 128. 

15 Host system 12 also. waits for interrupt from 
security device 15 to run tests to verify the entire 
system is virus-free. This is done to determine at what 
time any system errors occur to help with data recovery ·1n 
case that becomes necessary. -~~us, in step 130 if a 

20 fingerprint interrupt is received from-security device 15, 
host system 12 in step 132 ports its fingerprint data to 
security device 15. If host system 12 then receives a 
fingerprint emergency interrupt from security device 15 in 
step 134, it locks the_~eyboard and halts host system 12 

25 in step 136; otherwise, control is passed to step 138 and 
host system 12-returns to 11:-s start status in 100. If in 
step 140 a scan interrupt is received from security device 
15, host system 12 calls the scan routine from security 
device 15 and executes it in step 142. If no viruses or 

30 the like are detected in the scan, step 144 directs a 
return to the start status via step 138. If, however,· the 
scan process results in the detection of a virus or the 
like, in step 146 an emergency interrupt is sent to 
security device 15 and host system 12 is halted and its 

35 keyboard locked in step 148. 
Figure 4 is a flow diagram illustrating the 

operation of security device 15. Security device is 
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initialization includes steps 150, 152, and 154, where 
boot sector, FAT, and fingerprints ("CRCs") of host 12 are 
copied and mapped into security device 15 memory. 

The security device 15 monitoring process starts 

5 in step 156, and in step 158 security device 15 monitors 
the host until a write access interrupt is received from 
the host. In step 160, security device 15 compares the 
boot sector files stored in its memory with the boot 
sector files stored in host system 12. If these are not 

10 the same, 
state in 

determined 

step 162 
step 164. 

to be the 

directs the process to an emergency 
If the boot sect.or files are 

same as in step 162, step 166 

determines whether the write access seeks to write to a 
.EXE, .COM file, or the like. If so, security device 15 

15 goes to an emergency state in step 168 and follows the 
emergency procedure shown in Figures. If not, step 170 
determines whether the write access seeks to write a new 
executable file. If so, step 172 scans the file to be 
written to.determine whether it contains any viruses. If 

20 the test is not passed, ~security device 15 is directed in 
step 174 to go to an emergency state in step 176. If the 
test in step 174 is passed, or.if in step 170 the write 
access was not for a new executable file, the file may be 
written •. In step 178, the FAT is updated on host system 

25 12 and security device 15, and in step 180 fingerprint 
data for-· the file is created on the host 12 and updated 
fingerprint data is sent to security device 15. 

In addition to monitoring initiated upon write 

accesses, security device • 15 also automatically 
30 periodically monitors fingerprint data and scans for 

viruses. In step 182, if an internal clock in security 
device 15-~ndicates that it is time for a fingerprint 
check, in step 184 the fingerprint data stored in security 
device 15 is compared with the current fingerprint data of 

35 host system 12. If the fingerprint data is the same, step 

194 directs the process to step 190 and a return to start 
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condition 154. If the fingerprint data is different, 
security device 15 goes to an emergency state in step 196. 

In step 186, if security device 15 clock 
indicates that it is time to perform a scan, a scan is 

5 performed in step 188 to determine whether the contents of 
.host system 12 contain any viruses or the like by 

comparison with identifying data stored in securtty device 
15. If the scan detects no such code, step 192 directs 
the process to the start condition through step 1901 if a 

10 virus is detected, security device 15 goes to an emergency 
state in .step l.98. 

Figure 5 is a flow diagram illustrating 
emergency condition operation of security device 15, which 
starts at step 200. A security device 15 sends an 

15 emergency interrupt to host system 12 in step 202, 

instructing host system 12 in step 204 to close all files 
and return to the DOS prompt (or an equivalent prompt in a 
non-DO$ system.)_, and in step 206 to lock the keyboard and 
halt operation. This action isolates the virus in host 

20 system 12. Host system 12 remains locked until the proper 
unlock passwo.rd is entered in step 208, in which event 
host system 12 will unlock the keyboard in step 210 and 
save the status to disk in step 212, display the status in 
step 214, and write the status to the printer in step 216. 

25 In addition to ~ending an emergency interrupt to 
host· system 12, in the preferred embodiment security 
•device 15 is-connected in a network, and in step 218 ·calls 
the monitoring host 26. In step 220, security device 15 
identifies itself by sending a login code and the 

30 electronic identification number for the particular 
security device 15. If the electronic identification 
number is accepted, security device 15 will be permitted 
to login to the research database, a call is generated to 
the monitoring network system operator in step 222, and 

3S the status of the protected network 10 which generated the 
emergency condition is displayed in step 224. After the 
monito·r ing network system operator identifies and corrects 
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the problem which generated the emergency condition, the 
system operator resets security device 15 in step 222, and 
normal operation of protected network 10 resumes in step 
228. 

5 Figure 6 is a flow diagram illustrating the · • 
operation of network moni_toring system 26. In step 250, 
network monitoring system 26 is responding to a connect 
attempt initiated by a security device 15, in step 218 of 
Figure 5. In step 252, network monitoring system 26 

10 prompts security device 15 for its EIN and login code. In 
step 220, security ·device 15. sends its lo_gon code and EIN 
to network monitoring system 26. In step 254, network 
monitoring system 26 checks the received EIN and logon 
code to verify that the communication was initiated by a 

15 legitimate security device 15, not by a computer hacker. 
To ensure the security of the system, a preferred 
embodiment of the invention uses a 128 bit EIN. In a 
preferred embodiment, network monitoring host 26 waits 
only a limited amount of time, app·roximately 9 seconds, to 

20 receive logon information after it detects a carrier 
signal on the telephone link. The combination of a 128 
bit EIN and a limited time to respond effectively 
eliminates the possibility of a hacker logging onto the 
system. If network monitoring system 26 d~tects an 

25 invalid EIN or a time-out condition, it disconnects the 
telephone hookup in step 256. If network monitoring 
system 26 detects a valid EIN in step 254, the logon 
procedure is executed in step 258. 

In step 260, network monitoring system 26 
30 determines whether or not the call is an emergency call. 

If the call is an emergency call, the status of host 
system 12 is saved in research database 22 in step 272, 
displayed in step 274 and printed out in step 276, so that 
the virus can be isolated. In parallel with steps 272, 

35 274 and 276, a call is generated by an emergency routine 
within host 12 to the system operator of network 
monitoring system 26 in step 278. In step 280, network 

-~ 
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monitoring system 26 checks whethe..L host system 12 has 
been reset. Once host system 12 has been reset, a logoff 
procedure is followed in step 282 and network monitoring 

system 26 disconnects telephone link 19 from security 
5 device 15 to research database 22 in step 284. 

If, in step 260, network _.monitoring system 26 

determines that the call is ~ot an emergency call, it 
checks in step 262 whether the call is a report call. If 
the call is not a report call, the system operator is 

10 called in step 264 and network monitoring system 26 enters 

terminal mode. If the call is a report call, network 
monitoring system 26 creates a report file including the 

·time and date in step 266, stores the ·report file in step 
268 and prints the file in step 270. After the file is 

15 sent to the printer, network monitoring host 26 initiates 
a logoff procedure in step 282 and disconnects the 
telephone link from security device 15 in step 284. 

· Figure 7- is a block diagram of a preferred 
embodiment of security device 15. Security device 15 

20 includes a processor 300 connected to a control bus 354, a 
data bus 356 and an -address bus 358. Processor 300 
communicates through buses 354, 356 and 358 to read only 
memory (ROM) 306, random access memory {RAM) 308, I/0 

interface 320, I/0 interface 316 and liquid crystal 
25 display (LCD) driver 310. Processor 300 further includes 

an input from Clock 302 and from Reset Input 304. LCD 
driver 310 is coupled through LCD interface 312 to LCD 
314. LCD 314 is used by security device 15 to display 
status information to a maintenance technician or an 

30 engineer, to aid in iso~ating a virus found in host system 
12. Security device 15 includes ROM 306 and RAM 308 as 
storage devices. ROM 306 is utilized for storing the 
firmware which controls processor 300. RAM 308 is used by 
Processor 300 to store temporary information, including 

35 fingerprint files, boot sector information and file access 
table information. Security device 15 communicates with. 

host 12 through I/0 interface 320. I/0 interface 320 is 
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preferably coupled to file transfer area 14 of host 12 via 
a parallel connection, although in another embodiment a 

serial port is utilized. Security device 15 is assigned a 

random address location in the memory space of host system 

5 12, so that a Hacker cannot try to access RAM 308. 

Security device 15 is coupled to modern 318 through I/0 
interface 316. Security device 15 uses mode!U 318 to 
access the master database 20 of host of network 
monitoring system 26 through telephone line 19. 

10 It is to be understood that the foregoing is 
merely illustrative of the principles of this inv~ntion, 
and that various modifications can be made by those 
skilled in the art without departing from the scope and 
spirit of the invention. 

'. 

• 
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What Is Claimed Is: 

1. A monitoring system for detecting software 
viruses in a host computer system hav~ng a host memory and 
a file storage memory, for storing an executable software·-

5 ·file by means of a write access, said monitoring system 

comprising: 

10 

means for generating an electronic 
fingerprint of the executable software file 
when the file is wricten to the file 
storage memory by means of a firs.t write 
access; 

15 

20 

25 

30 

a security device coupled to the host 
computer, said security device comprising 
means for monitoring write accesses of the 
file storage memory, fingerprint memory 
means for storing a copy of-the fingerprint 
and emergency interrupt response means for 
halting and locking the host computer in __ 

response to an emergency interrupt: 
means for transferring a first copy of 

the fingerprint to the fingerprint memory 
of the security device and for transferring 
a second copy of the fingerprint to the 
host memory; and 

comparison means for comparing the 
first copy of the fingerprint ~tored- in 
fingerprint memory with the second copy of 
the fingerprint stored in the host memory 
when a subsequent write ·-access of the 
executable software file- occurs and for 
generating an emergency interrupt to the 
security device _if the ·first and second 

-· 
copies are not identical. 

2. The system of claim 1, wherein the host 
35 computer system includes the fingerprint generation means. 
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3. The system of claim l, wherein the security 
device includes the fingerprint generation means. 

4. The system of claim 2, wherein the 
electronic fingerprint is a checksum code. 

5 s. The system of claim 2, wherein the 
electronic fingerprint is a cyclic redundancy check code. 

6. The system of claim 1, wherein the host 
computer includes the comparison means. 

7. The system of claim 1, wherein the security 
10 device includes the comparison means. 

8. A -monitor-ing system for dete_cting software 
viruses in a protected network including a host computer 
coupled to a remote computer system, the host computer 
having a host memory and a host file storage memory for 

15 storing a software file by means of a write access, the 
monitoring system comprising: 

20 

25 

30 

35 

means for generating an electronic 
fingerprint of the software file when the 
file is written to the file storage memory; 

a security device coupled to the host 
computer, said security device comprising 
means for monitoring write accesses of the 
file storage memory, fingerprint memory 
means for storing a copy of the fi~gerprint 
and emergency interrupt response means for 
halting and locking the host computer in 
response to an emergency interrupt; 

means for transferring a first copy of 
the fingerprint to the fingerprint memory 
of the security device and for transferring 
a second copy of the fingerprint to the 
host memory; and 

comparison 
first copy of 

means for comparing the 
the fingerprint stored in 

fingerprint memory with th second copy of 
the fingerprint stored in the host memory 
when a subsequent write access of the 
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software file occurs and for generating an 

emergency interrupt to the security device 

if the first and second copies are not 
identical. 

The system of claim 8, further comprising: 

means, in the security device, for 

storing a copy of the file allocation table 
.of the host computer system; and 

comparison means responsive to a write 
access of file storage memory, for 

GQID-PiU"ing the CQPY pf the file allocation 
table stored in the security device memory 

means with the file allocation table storeQ 

in the host system when a write access 
occurs and for generating an emergency if 
the copy of the file access table is not 
identical to the file allocation table 
stored in the host ~ystem. 

10. The system of claim-9, further comprising: 

mearis for copying the boot sector of 
the host computer system to the memory 
means in the secu~ity device; and 

comparison means for comparing the 

copy of the boot sector stored in the 
25 security device memory with the boot sector 

stored in the host memory when a write 

access occurs and for generating an 
emergency interrupt if the copy of the boot 

sector is not identical to the boot sector 
30 of the host system. 

11. The system of claim 8, further comprising a 

networ.k -monitoring system coupled to the security device 
and to the host system, for monitoring a plurality of 

security devices. 
35 12. The system of claim 11, wherein the network 

monitoring system further comprises a research database 

for compiling performance characteristics for each 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 282



WO93/25024 PCT/US93/05029 

·-16-

security device and protected ·network, and an antidote 

software database for storing software to overcome known 

computer viruses. 

13. The system of claim 12, wherein the 

5 research database contains known computer virus code'"' 
patterns. 

14. The system of claim 13, further comprising 

means for scanning the host file storage memory to detect 

the known software viruses stored in the research 

l.O database. 

15. A method for protecting a bQ~t computer 
system including a file storage me~ory from infection by a 
software virus, comprising the steps of: 

generating an electronic fingerprint 

15 for an executable software file being 
stored in the file storage memory: 

20 

25 

30 

35 

storing a first-·copy of- the electronic 
fingerprint in the host memory and storing 

a second copy of the electronic fingerprint 
in an external security device; 

monitoring write accesses to the file 

storage memory; 

comparing the first and second copies 

of the fingerprint whenever the write 

access occurs: and 
halting and locking the host computer 

when the first and second copi~s of_ the 
fingerprint differ, indicating the possible 

presence of a virus, so that the virus 
cannot damage the host computer system. 

16. The method of claim 15, further comprising 

the steps of: 
transferring a copy of the boot sector 

-
of the host computer system to the security 
device memory; 

periodically comparing the copy of the 
boot sector with the host boot sector to 
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determine whether the host boot sector has 

changed; and 
if the host boot selector has changed, 

halting and locking the host compute~ 
system to prevent possible damage by a 
virus. 

17. The method of claim 16 further comprising 
the steps of: 

18. 

the steps of: 

transferring a copy of the file 
allocation table of the host computer 

system to the securi.ty devic.e memo:r;:y,_: 
periodically comparing the file 

allocation table with the copy of the file 
allocation table stored in the security 
device memory to determine 
fingerprint has changed; and 

if the file allocation 
changed, halting and locking 

whether 

table 
the 

its 

has 
host 

computer system to-prevent possible damage 
by a virus. 
The method of claim 17, further comprising 

storing known computer virus code 
patterns in a first databasei 

storing antidote software for said 

known computer virus code patterns in a 
second database; 

periodically scanning the file storage 
memory of the host computer system for said 
known computer virus code patterns; and 

halting the host computer system and 
executing said antidote software if a virus 

is detected. 
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A. CLASSIFICATION OF SUBJECT MATTER 
IPC(7) :G06F 11/30 
US CL : 713/189, 200 
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D Further documents are listed in the continuation of Box C. • See patent family annex. 

"A" 

"E" 

"L" 

·o· 

"P" 

Special categories of cited documents, 
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Washington, D.C. 202Sl 
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date and not in conflict with the application but cited to understand 
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document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive step 
when the document is taken alone 

document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one OJ' more other such documents, such combination 
being obvious to a person skilled in the art 

document member of the same patent family 

Date of mailing of the international search report 

15 MAY 2003 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 
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Filed: 
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For: System and Method for the Managed 
Security Control of Processes on a 
Computer System 
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) 
) 

INFORMATION DISCLOSURE STATEMENT 

Box Patent Application 
Commissioner for Patents 
Washington, DC 20231 

Sir: 

PATENTS 

The citation of information on the attached Form PTO-1449, "List of Art Cited by 

Applicant" is made pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98. A copy of each cited item is enclosed. 

The citation of this information does not constitute an admission of priority or that any 

cited item is available as a reference, or a waiver of any right the applicant may have under applicable 

statutes, Rules of Practice in patent cases, or otherwise. 

King & Spalding LLP 
45th Floor, 191 Peachtree Street, N.E. 
Atlanta, GA 30303 
404.572.4600 
K&S Docket: 05456.105038 US 
3088899 vi 

Respectfully submitted, 

/C4fT/ ~ 
Robert T. Neufeld 
Reg. No. 48,394 

I certify that this correspondence is being deposited with the United States Postal Service as Express Mail with 
Express Mail #EU 468794582 US in an envelope addressed to: Commissioner for Patents, Box Patent Application 
Washington, DC 20231, on the date given below. 
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In re Application of: 

Thomas Satterlee et al. 

Serial No.: 10/336,299 

Filed: January 3, 2003 

) 
) Conf. No.: 7850 
) 
) Art Unit No.: 2131 
) 
) Examiner: Unknown 
) 

For: System and Method for the Managed Security 
Control of Processes on a Computer System 

) Docket: 05456.105038 
) 
) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

STATUS INQUIRY 

Applicant respectfully requests information as to the status of the above­

referenced application. 

The application was filed on January 3, 2003. The last communication received 

from the Patent Office in connection with the referenced application was the Notice of 

Publication of Application dated February 5, 2004. To date, no other communication from the 

Patent Office has been received. Applicant respectfully requests such status information. 

King & SpaldingLLP 
191 Peachtree Street, 45th Floor 
Atlanta, Georgia 30303 
Tel. (404) 572-4600 

Respectfully submitted, 

~~el:fl 
Reg. No. 48,394 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail in 
an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, on March 21, 
2005. 
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PATENTS 

~) IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: ) 
) Art Unit: 2131 

Thomas Satterlee et al. ) 
) Examiner: Unknown 

Serial No.: 10/336,299 ) 
) Docket No.: 05456.105038 

Filed: January 3, 2003 ) 
) Conf. No.: 7850 

For: System and Method for the Managed ) 
Security Control of Processes of a ) 
Computer ) 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT ("IDS") 
WITH AUTHORIZATION TO CHARGE DEPOSIT ACCOUNT THE APPROPRIATE 

FEE TO CONSIDER THE IDS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

Pursuant to 37 C.F.R. §§ 1.97 and 1.98, Applicants hereby submit an Information 

Disclosure Statement ("IDS") for consideration by the Examiner. The patents, publications or 

other information submitted for consideration by the Patent Office are listed on Form PTO-1449, 

attached hereto. Submitted herewith is a legible copy of (i) each U.S. and foreign patent; (ii) 

each publication or that portion which caused it to be listed; and (iii) all other information or that 

portion which caused it to be listed. 

Except as may be indicated below, all of the patents, publications or other information are 

in the English language, a copy of which is attached hereto and therefore, a concise explanation 

of each reference is not required. The following additional information is provided for the 

Examiner's consideration. 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first 
class mail in an envelope addressed to: Mail Stop Amendment, Commissioner for Patents, P.O. Box 
1450, Alexandria, VA 22313-1450, on January 20, 2006. 

3974805_! .DOC 
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Appl. No. 10/336,299 
Information Disclosure Statement 
Docket No. 05456.105038 

To assist the Examiner in reviewing this IDS, the Applicants have conducted a key word 

search of each U.S. patent and U.S. patent application publication listed on the attached Form 

PTO-1449. The Applicants used the following search terms in his query of the U.S. patents and 

U.S. patent application publications: (1) "securit$"; (2) "(suspend$ or postpon$ or stopp$ or stop 

or stops)"; (3) "progra$"; (4) "(check$ or verif$ or compar$)", and (5) "execut$." The Applicants 

used Boolean logic when performing this search in which each term was linked by the logical 

connector "AND." A search of these U.S. patents and U.S. patent application publications using 

the aforementioned terms and Boolean search logic yielded the following results (42 U.S. Patents 

and 4 U.S. Patent Application Publications): 

U.S. PATENTS 
U.S. Patent No. 5,032,979 to Hecht et al. 
U.S. Patent No. 5,440,723 to Arnold et al. 
U.S. Patent No. 5,606,668 to Shwed 
U.S. Patent No. 5,696,486 to Poliquin et al. 
U.S. Patent No. 5,764,887 to Kells et al. 
U.S. Patent No. 5,832,208 to Chen et al. 
U.S. Patent No. 5,835,726 to Shwed et al. 
U.S. Patent No. 5,864,665 to Tran 
U.S. Patent No. 5,892,903 to Klaus 
U.S. Patent No. 5,905,859 to Holloway et al. 
U.S. Patent No. 5,931,946 to Terada et al. 
U.S. Patent No. 5,974,457 to Waclawsky et al. 
U.S. Patent No. 5,983,348 to Ji 
U.S. Patent No. 5,987,611 to Freund 
U.S. Patent No. 5,991,881 to Conklin et al. 
U.S. Patent No. 6,009,467 to Ratcliff et al. 
U.S. Patent No. 6,016,553 to Schneider et al. 
U.S. Patent No. 6,070,244 to Orchier et al. 
U.S. Patent No. 6,073,172 to Frailong et al. 
U.S. Patent No. 6,092,194 to Touboul 
U.S. Patent No. 6,119,165 to Li et al. 
U.S. Patent No. 6,154,844 to Touboul et al. 
U.S. Patent No. 6,167,520 to Touboul 
U.S. Patent No. 6,199,181 to Rechef et al. 
U.S. Patent No. 6,226,372 to Beebe et al. 
U.S. Patent No. 6,272,641 to Ji 
U.S. Patent No. 6,275,942 to Bernhard et al. 

2 
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Appl. No. 10/336,299 
Information Disclosure Statement 
Docket No. 05456.105038 

U.S. PATENTS 
U.S. Patent No. 6,289,457 to Bishop et al. 
U.S. Patent No. 6,298,445 to Shostack et al. 
U.S. Patent No. 6,324,647 to Bowman-Amuah 
U.S. Patent No. 6,405,364 to Bowman-Amuah 
U.S. Patent No. 6,460,141 to Olden 
U.S. Patent No. 6,470,449 to Blandford 
U.S. Patent No. 6,477,585 to Cohen et al. 
U.S. Patent No. 6,496,858 to Frailong et al. 
U.S. Patent No. 6,574,737 to Kingsford et al. 
U.S. Patent No. 6,601,190 to Meyer et al. 
U.S. Patent No. 6,606,744 to Mikurak 
U.S. Patent No. 6,647,400 to Moran 
U.S. Patent No. 6,661,904 to Sasich et al. 
U.S. Patent No. 6,725,377 to Kouznetsov 
U.S. Patent No. 6,912,676 to Gusler et al. 

U.S. PATENT APPLICATIONS PUBLICATIONS 
U.S. Patent Application Publication No. 2003/0037136 to Labovitz et al. 
U.S. Patent Application Publication No. 2002/0138753 to Munson 
U.S. Patent Application Publication No. 2002/0083331 to Krumel 
U.S. Patent Aoolication Publication No. 2001/0034847 to Gaul 

The Applicants submit that these search terms cannot be interpreted as providing 

emphasis on these terms when the claims are interpreted and construed by both the Examiner and 

the courts. The Applicants merely selected these terms to identify the prior art that may be more 

relevant than prior art that do not contain these search terms. 

The Applicants exerted this additional time and effort to help the Examiner so that if a 

patent is ever issued on this patent application, third parties will understand that the Applicants 

submitted the attached prior art on a good faith basis. The Applicants recognize that the attached 

prior art is voluminous but it is not the Applicants' intent to "bury" any patents that maybe more 

pertinent than other ones. The Applicants do not want to dismiss any reference that they are is 

aware of as cumulative in order to prevent third parties from arguing that the Applicants 

intentionally did not submit any prior art in an effort to deceive the Examiner and the Patent 

Office. 
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Appl. No. 10/336,299 
Information Disclosure Statement 
Docket No. 05456.105038 

Commissioner is authorized to charge any underpayment of fees to Deposit Account No. 11-

0980. 

If the Examiner has any questions concerning this IDS, he is requested to contact the 

undersigned. If it is determined that this IDS has been filed under the wrong rule, the Patent 

Office is requested to consider this IDS under the proper rule (with a petition if necessary) and 

charge the appropriate fee to Deposit Account No. 11-0980. 

Enclosures: 
1. Form PTO-1449 
2. Foreign Patents 
3. Publications 
4. Postcard 

Respectfully submitted, 

By_~~~l.:-~7,Y-_~-----­
Steven . 
Reg. No. ,447 
Tel. (404 572-4600 
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(57) Abstract 

A system, method and computer program product for processing event records. The present invention includes a detection layer, an 
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detected, the detection layer generates alarms which are sent to the analysis layer. The analysis layer filters and consolidates the alarms to 
generate fraud cases. The analysis layer preferably generates a probability of fraud for each fraud case. The expert systems layer receives 
fraud cases and automatically initiates actions for certain fraud cases. The presentation layer also receives fraud cases for presentation to 
human analysts. The presentation layer permits the human analysts to initiate additional actions. 
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System and Method for Detecting and Managing Fraud 

Cross-Reference to Related Applications 

This patent application is related to the following commonly owned, co­
pending U.S. utility patent application: 

15 "Network Information Concentrator," Serial Number 08/426,256, 
Attorney Docket Number 1643/0012, incorporated herein by reference. 

Background of the Invention 

Field of the Invention 

The present invention relates to processing event records, such as, for 

20 example, telecommunications network event records. 
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Related Art 

As the telecommunications industry rapidly grows, telecommunications 

fraud also grows. In the United States alone, telecommunication fraud is 

estimated to have cost $3 billion in 1995. Telecommunications service providers 

5 have experienced difficulty in keeping up with new methods of fraud. As soon 

as service providers implement new systems to detect current methods of fraud, 

criminals innovate new methods. 

Current methods of fraud are targeted at all types of services. Such 

services and corresponding fraud include use of calling cards, credit cards, 

10 customer premise equipment (CPE), including private branch exchanges (PBX), 

dial 1 +, 800 inbound, and cellular calls. In addition, international dialing is a 

frequent target of fraud because of its high price of service. Subscription fraud, 

where a customer subscribes to a service, such as 800 or Dial 1, and then never 

pays, is also a frequent target of fraud. 

15 Existing methods of detecting fraud are based primarily on setting 

predetermined thresholds and then monitoring service records to detect when a· 

threshold has been exceeded. Parameters for such thresholds include total 

number of calls in a day, number of calls less than one minute in duration, 

number of calls more than 1 hour in duration, calls to specific telephone numbers, 

20 calls to specific countries, calls originating from specific telephone numbers, etc. 

Many parameters can be used to tailor a particular thresholding system for certain 

customers or services. 

These thresholds must be manually programmed, which is labor intensive 

and time consuming. Moreover, these thresholds are generally subjective and not 

25 directly based upon empirical data. In addition, manually programmed thresholds 

are static and thus do not adjust to changing patterns of fraud. They are therefore 

easy for criminals to detect and circumvent. Also, since such thresholds must be 
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set conservatively in order to detect most fraud, they are frequently exceeded by 

non-fraudulent calls, contributing to high rates of false alarms. 

When a threshold is exceeded, an alarm is triggered and presented to an 

analyst, who must then analyze the alarm to determine ifit properly reflects fraud. 

5 The analyst must query many sources of data, such as customer payment history 

and service provisioning data, to assess the probability of fraud. The analyst must 

also assess several different alarms and correlate them to determine if a case of 

fraud is spanning across services. This manual process of analyzing and 

correlating is time consuming, labor intensive, highly subjective and prone to 

10 error. 

15 

When it is determined that fraud has occurred, the analyst must then select 

an appropriate action and then initiate it. Such actions can include deactivating 

a calling card or blocking an AN1 (Automatic Number Identifier) from originating 

calls. 

Because current systems of fraud management are rigid and generally not 

configurable for other service providers or industries, new rules, algorithms, 

routines, and thresholds must constantly be re-programmed. 

What is needed is a configurable system, method and computer program 

product for detecting and automatically acting upon new and evolving patterns 

20 and that can be implemented in a variety of applications such as, for example, 

telecommunications fraud, credit card and debit card fraud, data mining, etc. 

Summary of the Invention 

The present invention is a system, method and computer program product 

for processing event records. The present invention includes a detection layer for 

25 detecting certain types of activity, such as, for example, thresholds and profiles, 

for generating alanns therefrom and for analyzing event records for new patterns. 
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, 
The present invention also includes an analysis layer for consolidating alarms into 

cases, an expert systems layer for automatically acting upon certain cases and a 

presentation layer for presenting c~ses to human operators and for permitting 

human operator to initiate additional actions. 

The present invention combines a core infrastructure with configurable, 

user-specific, or domain-specific, implementation rules. The core infrastructure 

is generically employed regardless of the actual type of network being monitored. 

The domain-specific implementation is provided with user specific data and thus 

provides configurability to the system. 

10 The domain-specific implementation can include a user-configurable 

database for storing domain-specific data. The user-configurable database can 

include one or more databases including, for example, flat files databases, object 

oriented databases, relational database, etc. User-configurable data can include 

conversion formats for nonnalizing records and dispatch data for specifying 

15 which fields of normalized network event records are to be sent to different 

processing engines. 

In one embodiment, the present invention is implemented as a 

telecomrnWlications fraud detection system in which the detection layer receives 

netw,ork event records from a telecommunications network and detects possible 

20 fraudulent use of the telecomrnW1ications network. In another embodiment, the 

present invention is implemented in a credit card and/or debit card fraud detection 

system. In yet another embodiment, the present invention is implemented in a 

data mining system or a market analysis system. 

Regardless of the implementation-specific embodiment, event records can 

25 come from a ~ariety of sources. Thus, event records are preferably normalized 

event records prior to acting upon them. Normalized event records are dispatched 

to one or more processing engines in the detection layer, depending upon the 

specific embodiment employed. The normalizing and dispatching functions 

include a core infrastructure and a configurable, domain-specific implementation. 
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The detection layer can employ a plurality of detection engines, such as, 

for example, a thresholding engine, a profiling engine and a pattern recognition 

engine. One or more of the detection engines can enhance event records prior 

to acting upon them. Enhancement can include accessing external databases for 

5 additional information related to a network event record. For example, in a 

telecommunications fraud detection system, enhancement data can include, for 

example, bill paying history data for a particular caller. 

A thresholding engine constantly monitors normalized event records to 

determine when thresholds have been exceeded. When a threshold is exceeded, 

10 an alarm is generated. In a telecommunications fraud detection implementation, 

thresholding can be based on pre-completion call data, as well as conventional 

post-call data. 

The thresholding engine includes a core infrastructure and a configurable, 

domain-specific implementation. The core infrastructure includes configurable 

15 detection algorithms. The domain-specific implementation includes user-specific 

thresholding rules. The rules can be easily tailored for specific uses and can be 

automatically updated, preferably with updates generated by a pattern recognition 

engine. Thus, the domain-specific implementation of the thresholding engine can 

employ complex thresholding rules that compare and aggregate various data and 

20 network event records.• The underlying core infrastructure provides scalability 

to the configurable domain-specific implementation. 

A profiling engine constantly monitors normalized event records to 

determine when a departure from a standard profile has occurred. When a 

departure ·from a profile is detected, a corresponding alarm is generated. In a 

25 telecommunications fraud detection implementation, profiling can be based on 

pre-completion call data, as well as conventional post-call data. 

The profiling engine includes a core infrastructure and a configurable, 

domain-specific implementation. The domain-specific implementation provides 

user-specific profiles. The profiles can be easily tailored for specific uses and can 
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be automatically updated, preferably with updates that are generated by a pattern 

recognition engine. The core infrastructure provides scalability to the 

configurable domain-specific implementation. 

A pattern recognition engine preferably employs artificial intelligence to 

5 monitor event records and to determine whether any interesting or unusual 

patterns develop. In a telecommunications fraud detection implementation, 

interesting or unusual patterns can indicate fraudulent or non-fraudulent use of 

the telecommunications network. The pattern recognition engine uses the new 

patterns to dynamically update both a rules database for parametric thresholding 

10 and a profile database for profile analysis. 

The pattern recognition engine includes a core infrastructure and a 

configurable, domain-specific implementation. The core infrastructure includes 

an AI pattern analysis processor for analyzing records and a call history database 

for storing a history of prior records. The actual contents of the call history 

15 database are developed from actual use of the system and are, thus, part of the 

domain-specific implementation. 

By implementing AI for pattern recognition, thresholds are dynamic and 

can be adjusted in accordance with changing patterns of fraud. Patterns and 

thresholds are based on real-time event data, as well as historical data derived 

20 from external sources. In addition, pattern recognition data is fed to the profiling 

engine, which can then establish profiles that represent normal and fraudulent 

calling patterns. Varying departures from these profiles will trigger an alann. In 

a telecommunications fraud detection implementation, a probability of fraud is 

calculated for each alarm. 

25 The analysis layer receives alarms from the detection layer and perfonns 

several analysis functions to generate cases. In a fraud detection implementation, 

the analysis layer correlates alarms generated from common network incidents, 

builds cases of suspected fraud from individual alarms and prioritiz.es cases 

according to their probability of fraud so that there are likely to be fewer false 
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positives at the top of the priority list than at the bottom. The analysis layer 

includes a core infrastructure and a configurable, domain-specific 

implementation. 

The .analysis layer employs a fraud case builder to correlate multiple 

5 alarms that are generated by one or more detection layer engines. For example, 

a single event can violate one or more thresholding rules while simultaneously 

violating one or more profiling rules. The alarms can be consolidated into a 

single fraud case which lists each violation. The fraud case builder can also 

correlate over time. Thus, an event subsequent to the event listed above can be 

10 related to earlier events. 

For example, a telephone call that is charged to a particular credit card can 

violate a threshold rule pertaining to the length of a call. A subsequent call which 

is charged to that same credit card can violate the same rule or other thresholding 

rules or profiles. The fraud case builder can correlate all such calls into a fraud 

15 case indicating all of the violations associated with the credit card. Depending 

on the implementation layer analysis rules, the fraud case builder can also 

generate additional fraud cases based upon the calling number, the called number, 

etc. 

The domain-specific implementation of the analysis layer includes a 

20 configurable informant for retrieving data from external systems for use by an 

enhancer. A configuration database indicates the data necessary for enhancement 

Preferably, the configuration database is a user-configurable database including 

one or more databases such as, for example, flat files databases, object oriented 

databases, relational database, etc. The domain-specific impiementation also 

25 includes rules for analyzing alarms. The rules are user specific and can be 

tailored as necessary. 

The expert system layer receives cases from the analysis layer, performs 

automated analysis of cases and automates decision support functions. The 

expert system layer includes a prioritizer for prioritizing cases, such as fraud 
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cases, for example, and an informant for retrieving additional data from external 

systems. The informant interfaces with external systems in formats native to the 

external systems. The expert system layer informant is similar to the informants 

that are employed by the detection and the analysis layers. External systems 

5 provide data that can be used in determining whether a fraud case is so obvious 

that automatic action, such as terminating an account, is warranted. 

The expert system layer includes an enforcer for interfacing with external 

action systems. For example, in a fraud detection implementation, when the 

prioritizer determines that automatic action is required to stop a fraudulent 

10 activity, the enforcer sends necessary commands to one or more external action 

systems which will implement the action. The enforcer includes a configurable, 

domain-specific implementation that includes user-specific interfacing protocols 

for interfacing with external action systems in formats native to the external 

systems. 

15 The expert system layer includes a core infrastructure and a configurable, 

configurable, domain-specific implementation. The domain-specific 

implementation includes prioritization rules for use by the prioritizer for 

prioritizing cases. These rules are generally user-specific and are typically based 

on prior experience. The domain-specific implementation also includes action 

20 rules for use by the prioritizer to determine what action to take on fraud cases. 

The presentation layer receives cases for presentation to and analysis by 

human operators. Hwnan operators can initiate action independent of any action 

automatically initiated by the expert system layer. The presentation layer 

includes a core infrastructure and a configurable, domain-specific 

25 implementation. 

The present invention is scalable, configurable, distributed and redundant 

and can be implemented in software, firmware, hardware, or any combination 

thereof. The present invention employs Artificial Intelligence (Al) and Expert 

System technologies within a layered logical systems architecture. Thus, 
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configurability of detection criteria, portability to multiple enterprises and ability 

to detect new methods of fraud are all enhanced. In addition, dynamic thresholds 

and automated analysis are provided. 

Further features and advantages of the present invention, as well as the 

5 structure and operation of various embodiments of the present invention, are 

described in detail below with reference to the following drawings. 

Brief Description of the Figures 

The accompanying drawings, which are incorporated herein and form part 

of the specification, illustrate the present invention and, together with the 

10 description, further serve to explain the principles of the invention and to enable 

a person skilled in the pertinent art to make and use the invention. 

The present invention is described with reference to the accompanying 

Figures, wherein: 

FIG. 1 is a block diagram of a multi-layer event record detection and 

15 processing system, including a detection layer, an analysis layer, an expert system 

layer and a presentation layer, implemented as a telecommunications fraud 

detection system; 

FIG. 2 is a high-level process flowchart illustrating a method for detecting 

and acting upon fraud in a telecommunications system; 

20 FIG. 3 is a block diagram of a distributed architecture for implementing 

the present invention; 

FIG. 4 is a process flowchart expanding upon step 214 of FIG. 2, 

illustrating a rules-based thresholding process, a profiling process and a pattern 

recognition process; 

25 FIG. SA is a block diagram of a rules-based thresholding engine that can 

be used in the detection layer of the present invention; 
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FIG. SB is a high-level block diagram of a feature vector that can be used 

to represent features associated with data records; 

FIG. SC is a detailed block diagram of the feature vector illustrated in 

FIG. 5B; 

5 FIG. SD is a block diagram of an alternative embodiment of the rules-

based thresholding engine depicted in FIG. SA; 

FIG. 6 is a block diagram of a profiling engine that can be used in the 

detection layer of the present invention; 

FIG. 7 is a block diagram of an artificial intelligence-based pattern 

10 recognition engine that can be used in the present invention; 

15 

20 

FIG. 8 is a process flowchart illustrating a process for analyzing alanns 

generated by the rules-based thresholding process and the profiling process of 

FIG. 4 and for generating cases therefrom; 

FIG. 9 is a block diagram of the analysis layer of FIG. 1; 

FIG. 10 is a process flowchart illustrating a method for prioritizing fraud 

cases and for taking appropriate action upon certain of those prioritized fraud 

cases; 

FIG. 11 is a block diagram of the expert system layer of FIG. 1; 

FIG. 12 is a block diag.ram of the presentation layer of FIG. 1; and 

FIG. 13 is a block diagram illustrating a relationship between a core 

infrastructure and a user-specific, or domain-specific, implementation of the 

present invention. 

The present invention will now be described with reference to the 

accompanying drawings. In the drawings, like reference numbers typically 

25 indicate identical or functionally similar elements. Additionally, the left-most 

digit(s) of a reference number typically identifies the drawing in which the 

reference number first appears. 
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Detailed Description of the Preferred Embodiments 

Table of Contents 

I. Overview 

II. Example Environment 

III. Processing Event Records 

A. Detection Layer 
1. Normalization and Dispatching 
2. Rules-Based Thresholding 
3. Profiling 
4. Pattern Recognition 

B. Analysis Layer 

C. Expert System Layer 

D. Presentation Layer 

IV. Conclusions 

l Overview 

The present invention is a configurable system, method and computer 

program product for detecting and automatically acting upon new and evolving 

patterns in, for example, telecommwiications fraud detection, data mining, market 

analysis (i.e., to segment strong potential customers and to detect consumer 

20 purchasing patterns), etc. The present invention is a multi-layered, scalable, 

configurable, distributed and redundant system that can be implemented in 

software, firmware, hardware or any combination thereof. The present invention 

can be implemented as a portable software suite. The multiple layer architecture 

includes a detection layer for detecting thresholds, profiles and patterns for 
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generating alarms, an analysis layer for analyzing alarms and for consolidating 

alarms into cases, an expert system layer for acting upon cases and a presentation 

layer for presenting cases to human. users. 

Referring to FIG. 13, the invention includes a core infrastructure 1310 that 

5 permits each layer to be implemented in a variety of applications without 

alteration. The invention also includes a configurable, rules-based, user-specific, 

or domain-specific, implementation 1312 that pennits each layer to be tailored for 

specific applications. 

Domain-specific implementation 1312 permits the present invention to be 

10 configured for use in a variety of applications such as, for example, 

telecommunications fraud, credit card and debit card fra~d, data mining, etc. 

Core infrastructure 1310 and domain-specific implementation 1312 can be 

implemented as software, finnware, hardware or any combination thereof. 

Core infrastructure 1310 includes elements that are required, regardless 

15 of the actual implementation environment. Domain-specific implementation 

1310 includes user-specific data and functions such as thresholding rules, 

profiles, pattern recognition rules, alarm correlation and reduction rules, fraud 

case prioritization and action rules, presentation parameters and external system 

interacting parameters. Core infrastructure 1310 can be used in a variety of 

20 applications, without redesign. Domain-specific implementation 1312 permits 

substantial tailoring of the system to user-specific situations. 

Domain-specific implementation 1312 includes configurable rules to 

provide flexibility. Configurable rules include event recognition rules, event 

normalization rules, enhancement rules, detection rules, analysis rules, 

25 prioritization rules, presentation rules, and dispatching rules, including 

provisioning rules. 

Event recognition rules specify how to recognize incoming events. Event 

normalization rules specify how to normalize the events. Provisioning rules 

specify how to map sets of detection rules to events, such as, for example, by 
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customer or by product. Enhancement rules specify how to derive new 

infonnation from existing infonnation, such as how to derive product 

identification from an incoming event. 

Detection rules specify how to generate alarms in reaction to events of 

5 suspected fraud. Detection rules can include thresholding rules and profiles of 

use. Detection rules also specify alann priorities for alarms generated in the 

detection layer, based on the type of rule violated. 

Analysis rules further prioritize alarms and specify how to correlate 

alarms into fraud cases. Prioritization rules specify how to prioritize cases for 

10 automatic actions. Presentation rules specify how to display information to users. 

Dispatching rules, which include provisioning rules, are used for provisioning 

data to a rule set, partitioning data and deciding which engine to send data to. 

Rules can be created or modified and take effect while the system is 

running. When a rule is created or modified, it will be applied to new events that 

15 arrive at the system. Generally, rules are not applied to previously received 

events. When a rule is deleted, its deletion does not affect values or entities that 

were generated from the rule. For example, deleting an alarm type definition rule 

does not affect existing alarms. 

Domain-specific implementation 1312 also includes configurable values. 

20 These can include, but are not limited to, one or more of the following values. 

A database time-out variable specifies a maximum amount of time to wajt 

for a respons~ from a database. For example, if a request for data is sent to an 

external database, the system will wait only for the time-out period. Configurable 

rules will determine what event to take upon failure to receive a response within 

25 the time-out period. 

An expected volume of data from a data management layer variable 

specifies the number of messages which can be received and the time period over 

which to measure this expected number of messages. 
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A time-out wait period for data from a data management layer variable 

specifies the maximum time to wait for a message from the data management 

layer before sending a network alarm. 

A maximum age for arriving events variable specifies the maximum time 

5 between event creation and event arrival from a data management layer. This 

variable can be used to increment a counter of old events. A maximum number 

of old events variable specifies the number of events older than the maximum age 

for arriving events. Typically, a network management message is generated 

whenever this variable is exceeded. 

10 A maximum number of invalid events variable specifies the maximum 

number of invalid events which can be received from a data management layer. 

Typically, a network management message is generated whenever this variable 

is exceeded. 

A case-high priority threshold variable specifies a priority level above 

15 which cases are monitored if they go unprocessed. A maximum case unprocessed 

· time variable specifies the maximum time that a case above the case-high priority 

threshold can go unprocessed before being reportable. 

A rules performance measurement time period variable specifies a time 

period over which rules performance will be measured. This variable is typically 

20 used for reporting purposes. 

A variety of purge time variables specify time periods for storing a variety 

of data items. Data items can include invalid events, valid and normalized events, 

alarms, cases determined to be fraudulent, cases determined to be other than 

fraudulent and actions taken. 
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II. Example Environment 

The present invention can be configured for a variety of applications, such 

as, for example, telecommunications fraud detection, credit card and debit card 

fraud detection, data mining, marketing analysis, etc. The present invention is 

5 described below as implemented as a telecommunications fraud detection system. 

The examples that are described herein are provided to assist in the description 

of the present invention, not to limit the present invention. 

Telecommunications systems Cllll include any of a variety of types of 

telecommunications networks. Several such telecommunications networks are 

10 depicted in network layer 101 of FIG. 1. Network layer 101 can include a 

Global/Inter-Exchange Carrier (IXC) public switch telephone network (PSTN) 

102 which can include conventional IXC networks with domestic and global 

coverage, such as those of MCI Telecommunications and British Telecom (BT). 

A variety of services can be supported by such networks. Network layer 101 can 

15 also include cellular and wireless networks 104, which offer conventional analog 

and digital cellular services. Local exchange networks (LEC) 106, such as those 

operated by Regional Bell Operating Companies (RBOCs), independent local 

telephone companies, and Competitive Access Providers (CAPs) can also be 

included. 

20 A service control layer 107 offers and manages various 

telecommunications services and creates service records which contain data 

representing each instance of a particular service offering. For example, service 

control layer 107 can support Global/Inter-Exchange Carrier PSTN 102 with a 

plurality of switches 108 for issuing Call Detail Records (CDR) for each voice 

25 and data call it processes. In addition, a plurality of service control points (SCP) 

110 can be used to provide data and intelligence for enhanced services, such as 

virtual network or 800 call routing. SCPs issue records for each transaction they 
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records. 

Intelligent networks (IN) 112 can be provided for enhanced service 

. offerings, such as operator services. Components from INs 112 can issue records. 

5 commonly referred to as Billing Detail Records (BDR), and intelligent services 

bad billed number (BBN) records, for such services . .In addition, completed IN 

operator assisted calls can be sent from a network information concentrator (NIC) 

as enhanced operator service records (EOSR), which include an ISN BDR which 

is matched with a switch format (EOSR). 

10 Signal transfer points (STP) 114 can be employed for signaling networks, 

referred to as SS7 networks, which use these signal transfer points (STP) 114 for 

processing call signaling messages. STPs 114 issue messages, such as, for 

example. Initial Address Messages, which contain data pertaining to a call being 

carried by the IXC network. 

15 Service control layer 107 can also employ cellular service control 

components 116 for issuing standard AMA records for cellular calls handled by 

cellular network 104. Service control layer 107 can include LEC service control 

components 118 of a LEC network 106 for issuing AMA records for local calls 

and the local exchange of long-distance calls. 

20 A single call can traverse multiple networks and generate multiple call 

records. ADFs, BDRs and IAMs can be issued prior to a call completing. CDRs. 

EOSRs and AMAs are issued after a call completes. 

A data management layer 119 collects the various service records from the 

service control components and processes them to produce network event records 

25 that can be used by a variety of systems. Processing of data to produce network 

event records can include partitioning data among various distributed processors. 

reducing data by eliminating redundancy and consolidating multiple records for 

the same call, and enhancing data by augmenting records with pertinent data from 

external systems. 
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Data management layer 119 can be implemented in a variety of manners 

and can include a data partitioning, reduction and enhancement component 120. 

Preferably, component 120 is a Network Information Concentrator (NIC), as 

specified and claimed in co-pending U.S. application, Serial Number 08/426,256, 

5 incorporated herein by reference in its entirety. NIC 120 can utilize one or more 

reference databases 122 to provide external data for enhancement. External 

reference data can include customer identification codes, service type codes and 

network element codes. 

Typically, each of the telecommunications networks within network layer 

10 101 can handle or process any of a variety of types of calls such as calling card 

calls, credit card calls, customer premise equipment (CPE) calls, dial 1 + calls, toll 

free 800 calls and cellular calls. They can also include credit card and debit card 

transactions. Each of these types of calls are subjected to fraudulent use. Thus, 

each of the telecommunications networks within network layer 101 are affected 

15 by fraud. 

Ill Processing Event Records 

The present invention provides a multi-layered system, method and 

computer program product for detecting and acting upon data patterns and 

thresholds. When implemented as a telecommunications fraud detection system 

20 for detecting and acting upon fraud in one or more telecommunications networks, 

the present inve11;tion detects fraud by comparing network event records with 

thresholding rules and profiles. Violations result in the generation of alanns. 

Multiple alarms are correlated into fraud cases based on common aspects of the 

alanns, thus reducing the amount of analysis which must be performed on 

25 suspected incidents of fraud. 

The system automatically acts upon certain cases of detected fraud to 

reduce losses stemming therefrom. In addition, live analysts can initiate 
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additional actions. In a parallel operation, calling patterns are analyzed via 

network event records to discern new methods or patterns of fraud. From these 

newly detected methods of fraud, new thresholds and profiles are automatically 

generated for protecting the telecommunications system. 

5 Referring to FIG. 1, the present invention is illustrated as implemented as 

a fraud detection system 169. The present invention includes a detection layer 

123, an analysis layer 133, an expert systems layer 139 and a presentation layer 

143. In FIG. 2, a high-level process flowchart illustrates a method of detecting 

and handling fraud in a telecommunications system, such as that shown in FIG. 

10 1. The process can be performed with software, firmware, hardware, or any 

combination thereof. 

The process begins at step 210, where service records are generated by 

service control layer 107 for calls handled by the telecommunications systems in 

network layer l 0 1. Service record formats and the data contained therein vary 

15 according to the type of call and the network equipment which handle a particular 

call, as described above. Because a single call can traverse multiple networks, a 

single call can generate multiple call records. 

In step 212, service records are processed by data management layer 119 

to generate network event records. This processing includes partitioning data 

20 among various distributed processors, reducing data by eliminating redundancy 

and consolidating multiple records for the same call, and enhancing data by 

augmenting records with pertinent data from external systems. 

In step 214, network event records are analyzed by detection layer 123 for 

possible fraud. Step 214 is further detailed in the flowchart of Figure 4, as 

25 described below. 

Detection layer 123 specifies and executes tests to detect fraudulent use 

of network layer 101 services. Detection layer 123 is part of the infrastructure 

and is scalable and distributed with a configurable component to allow for 

customization in accordance with user requirements. -Preferably, detection layer 
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123 includes three classes of processing engines, which are three distinct but 

related software processes, operating on similar hardware components. 

Preferably, these three classes of engines include a rules-based thresholding 

engine 124, a profiling engine 128 and a pattern recognition engine 132. These 

5 scalable and distributed engines can be run together or separately and provide the 

system with unprecedented flexibility. 

A normalizing and dispatching component 124 can be employed to 

normalize network event records and to dispatch the normalized records to the 

various processing engines. Normalization is a process or processes for 

10 converting variously formatted network event records into standardized formats 

for processing within detection layer 123. Preferably, the normalizing process is 

dynamic in that the standardized formats can be varied according to the needs of 

the user. 

Dispatching is a process which employs partitioning rules to pass some 

15 subset of the normalized network event records to particular paths of fraud 

detection and learning. Thus, where a particular processing engine requires only 

a subset of the available information, time and resources are conserved by 

sending only the necessary information. 

Rules-based thresholding engine 124 constantly reads real-time network 

20 event records from network information concentrator 120 and compares these 

records to selected thresholding rules. If a record exceeds a thresholding rule, 

the event is presumed fraudulent and an alarm is generated. Thresholding alarms 

are sent to analysis layer 133. 

Profiling engine 128 constantly reads real-time network event records 

25 from network information concentrator 120 and from other possible data sources 

which can be specified in the implementation layer by each user architecture. 

Profiling engine 128 then compares event data with appropriate profiles from a 

profile database 130. If an event represents a departure from an appropriate 

profile, a probability of fraud is calculated based on the extent of the departure 
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and an alann is generated. The profiling alann and the assigned probability of 

fraud are sent to an analysis layer 133. 

Preferably, in step 214, network event records are also analyzed in real­

time by an artificial intelligence-based pattern recognition engine 132. This Al 

5 analysis will detect new fraud profiles so that threshold rules and profiles are 

updated dynamically to correspond to the latest methods of fraud. 

Pattern recognition engine 132 permits detection layer 123 to detect new 

methods of fraud and to update the fraud detecting engines, including engines 126 

and 128, with new threshold rules and profiles, respectively, as they are 

10 developed. In order to detect new methods of fraud and to generate new 

thresholds and profiles, pattern recognition engine 132 operates on all network 

event records including data from network infonnation concentrator 120 through 

all other levels of the system, to discern anomalous call patterns which can be 

indicative of fraud. 

15 Pattern recognition engine 132 collects and stores volumes of event 

records for analyzing call histories. Utilizing artificial intelligence (AI) 

technology, pattern recognition engine 132 analyzes call histories to learn normal 

patterns and determine if interesting, abnormal patterns emerge. When such an 

abnormal pattern is detected, pattern recognition engine 132 determines if this 

20 pattern is to be considered fraudulent. 
. . 

AI technology allows pattern recognition engine 132 to identify, using 

historical data, types of patterns to look for as fraudulent. Pattern recognition 

engine 132 also uses external data from billing and accounts receivable (AR) 

systems 136 as references to current accumulations and payment histories. These 

25 references can be applied to the pattern recognition analysis process as indicators 

to possible fraud patterns. 

Once pattern recognition engine 132 has established normal and 

fraudulent patterns, it uses these results to modify thresholding rules within the 

thresholding engine 226. For example, pattern recognition 132 can determine 
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that credit card calls to a specific CO\mtry, which exceed SO minutes in length, are 
fraudulent 80% of the time. Pattern recognition engine 132 can then modify a 

thresholding rule within thresholding engine 126 which will generate an alann if 

event data is received which reflects that particular pattern. Thus, by dynamically 

5 modifying threshold rules, the system is able to keep up with new and emerging 

methods of fraud, thereby providing a key advantage over conventional 

parametric thresholding systems for fraud detection. 

Similarly, once normal and fraudulent patterns have been established by 

pattern recognition engine 132, pattern recognition engine 132 updates ,the 

10 profiles within the profile database 130. This allows profiles to be dynamically 

modified to keep up with new and emerging methods of fraud. 

In step 216, alanns are filtered and correlated by analysis layer 133. For 

example, suppose a threshold rule generates an alann if more than ten credit card 

calls charged to a single credit card are made within a one hour time frame. 

15 Suppose also that another threshold rule generates an alert if more than one call 

is charged to a particular credit card at the same time. If ten calls are placed 

within one hour using the same single credit card, and the ninth and tenth calls 

were made simultaneously (two different callers using the same credit card 

number) then two alanns would be generated at the same time. One alann for 

20 exceeding ten calls per hour and one for exceeding one call per card at a time. 

A correlation scheme for step 216 might combine the above two alarms 

into a single fraud case indicating that a particular credit card has exceeded two 

different threshold rules. In addition, if a pattern recognition engine is employed, 

a new threshold rule can be generated to cause an alarm to be generated in the 

25 event of any future attempted use of the identified credit card. 

Alanns which are generated by the detection layer 123 are sent to the 

analysis layer 133. Analysis layer 133 analyzes alarm data and correlates 

different alarms which were generated from the same or related events and 

consolidates these alanns into fraud cases. This reduces redundant and 
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cumulative data and permits fraud cases to represent related fraud occurring in 

multiple services. For example, different alarms can be received for possibly 

fraudulent use of calling cards and cellular phones. The correlation process 

within analysis layer 133 can determine that fraudulent use of a credit card over 

5 a cellular phone is occurring. An alarm database 138 _stores alarms received from 

the detection layer for correlation. 

Analysis layer 133 prioritizes the fraud cases according to their 

probability of fraud so that there are likely to be fewer false positives at the top 

of the priority list than at the bottom. Thus, fraud cases which are generated due 

10 an occasional exceeding of a threshold by an authorized user or by an abnormal 

calling pattern by an authorized user, such as calling from a new country while 

on business travel, are typically assigned a low priority. Preferably, analysis 

layer 133 employs artificial intelligence algorithms for prioritization. 

Alternatively, detection layer 123 rules can be customized to prevent such alarms 

15 in the first place. 

In a preferred embodiment, analysis layer 133 includes a software 

component 134 which performs the consolidation, correlation, and reduction 

functions. Software component 134 makes use of external data from billing and 

AR systems 136 in the correlation and reduction processes. Preferably, alarm 

20 database 138 resides on the same hardware as software component 134. 

In step 218, consolidated fraud cases are sent to expert system layer 139 

for automatically executing one or more tasks in response to certain types of fraud 

cases. Thus, in the example above, automatic action can include notifying the 

responsible credit card company of the suspected fraud so that they can take 

25 fraud-preventive action. In addition, any pending calls can be terminated if such 

functionality is supported by the network. 

Preferably, expert system layer 139 includes a fraud analysis expert 

system 140, which applies expert rules to determine priorities and appropriate 

actions. An off-the shelf expert system can be used. Preferably, however, a 
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customized expert system is employed and is programmed using a rules-based 

language appropriate for expert systems, such as, for example, CLIPS. 

Typically, algorithms for step 218 are designed to identify certain cases 

of suspecte~ fraud which are so egregious that automatic responses are 

5 appropriate. However, these algorithms can also be designed to withhold 

automatic responses where, for example, the suspected fraud is not so flagrant or 

not too potentially expensive or where certain mitigating circumstances exist, 

such as, for example, a history of similar activity which were later accounted for 

or honored by the customer. 

10 Expert system 140 includes interfaces to several external systems for the 

purpose of perfonning various actions in response to detected fraud. These can 

include a system 144 for issuing dunning letters, a system 146 for issuing 

deactivation notifications and a system 148 for instituting switch-based ANI 

blocks. Expert system 140 can include an interface to a service provisioning 

15 system 142 for retrieving data relating to services provided to a customer and for 

initiating actions to be taken on a customer's service. Expert system 140 can 

employ artificial intelligence for controlling execution of automated or semi­

automated actions. 

Regardless of whether automatic responses are g<::nerated, it is important 

20 to provide all cases of suspected fraud to live operators so that they can take some 

action for which the automated system is not capable. Thus, in step 220, all fraud 

cases, included those which caused automatic responses in step 218 and those 

which did not are sent to a presentation layer 143 for presentation to human 

analysts. 

25 Presentation layer 143 preferably includes a plurality of workstations 

152a-I 52n connected to the each other and to expert system 140 via a local area 

network LAN 150, a wide area network (WAN), or via any other suitably 

interfacing system. Thus, throughout the remainder of this document, where 

LAN 150 is referred to, it should be understood that a WAN or any other suitable 
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interfacing system can be substituted. Workstations 152a-152n can be 

conventional personal computers and can operate as clients having specific 

software which provides a graphical user interface (GUI) to the system. 

Fraud.data that has been collected and processed by the detection, analysis 

5 and expert system layers can thus be presented to human analysts via 

workstations 152a-152n via LAN 150. Presentation layer 143 also allows for 

human analysts operating from workstations 15'2a-l 52n to initiate actions to be 

taken in response to detected fraud. Such actions are executed through interfaces 

to various external systems. Presentation layer 143 can include a customized, 

10 flexible scripting language which fonns part of the infrastructure component of 

the system. 

In the example above, if the automated system does not trigger an 

automatic action, a live operator could, nevertheless, contact the credit card issuer 

or owner to infonn them that the credit card is being used to make two 

15 simultaneous credit card calls and that the credit card has been used to make more 

than ten calls within one hour. If the credit card issuer or owner indicates that the 

calls are authorized and that the billing will be honored, no further action can be 

taken. The live operator can even input data into the system so that, in step 214, 

threshold rules or profiles are altered for this particular credit card so that similar 

20 use of the card in the future will not generate alarms. 

Alternatively, where the credit card issuer or owner indicates that the calls 

are not authorized, the live operator can take action to immediately disconnect the 

calls, if they are still in progress and if the monitored network supports such 

functionality. Furthermore, the live operator can input data into the system so 

25 that, in step 214, alarms are immediately generated if even a single call is 

attempted to be billed to that credit card. The live operator can also input data 

into the system so that, in step 218, any alarms generated by that credit card 

generate an immediate automatic response including terminating the attempted 
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call. Alternatively, the operator can initiate deactivation of the card so that calls 

based on the card are blocked before any substantial analysis is perfonned. 

Referring to FIG. 3, a preferred physical architecture of fraud detection 

system 169 is a client/server based system which operates on a LAN, WAN or 

5 other system, which can be LAN 150. Preferably, the logical components that 

make up detection layer 123, analysis layer 133 and expert system layer 139 

operate on one or more servers such as servers 31 Oa-31 On. These logical 

components preferably include a rules-based thresholding engine 126, a profiling 

engine 128, a profile database 130, a pattern recognition engine 132, an alarm 

10 consolidation, correlation and reduction unit 134, an alarm database 138 and a 

fraud analysis expert system 140. 

Network event records 314 are provided to servers 31 Oa-31 On from data 

management layer 119 which preferably includes the previously described 

network information concentrator 120. External systems 316 can provide data for 

15 enhancement of internal processes and data in the system. External systems 316 

can include a billing and accounts receivable component 136 and various other 

systems utilized by the detection layer. Fraud analyst workstations 1S2a-1S2n 

provide an interface between fraud detection system 160 and hwnan analysts. 

20 

A. Detection Layer 

Referring to FIG. 4, a process flowchart illustrates various processes that 

can be perfonned by detection layer 123. These processes include a rules-based 

thresholding process (steps 412-420), a profiling process (steps 422-428 and 420) 

and a pattern recognition process (steps 430-438). Systems for implementing the 

processes of FIG. 4 are provided in FIGS. SA, SD, 6, and 7. In one preferred 

25 embodiment, the system is implemented in a distributed processing architecture. 

For example, the system can be implemented on a plurality of server components 

310a-310n. 
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J. Normalization and Dispatching 

Normalization is a process for converting network event records of 

various formats to standardized formats that are recognized by each of the 

multiple paths of fraud detection and learning. Preferably, the normalization 

5 process is dynamic in that the standardized formats can be varied according to the 

implementation. 

Dispatching is a process for forwarding normalized network event records 

to particular paths of fraud detection and learning in detection layer 123. 

Dispatching includes provisioning rules and partitioning rules. Provisioning rules 

10 determine which rule set or detection method within detection layer 123 will 

receive data. Partitioning rules balance loads among multiple processors assigned 

to a rule set or detection method. 

Referring to FIGS. SA, SD, 6, and 7, normalizer and dispatcher 124 is 

provided f<;ir normalizing and dispatching network event records 501, sent from 

15 data management layer 119. Network event records include those created when 

a call completes, such as a CDR, EOSR and AMA, and those created during a cal~ 

and received by the Data Management Layer 119 prior to completion of the call, 

such as an 1AM, BDR, BBN and ADF. Operation of normalizer and dispatcher 

124 is described with reference to the flowchart of FIG. 4. 

20 In step 408, network event records 501 are received by normalizer and 

dispatcher 124. Normalizer and dispatcher 124 preferably includes a core 

infrastructure 1310 and a user-specific or domain-specific implementation 1312. 

A normalizer 502 converts network event records 501 from the various formats 

of the data management layer into standardized formats required by the detection 

25 layer. 

In step 410, normalizer 502 uses configuration data 504 to convert the 

network event records 501 into normalized event records 506. Configuration data 

504 is user-dependent and thus is part of domain-specific implementation 1312. 
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Normalized network event records 506 are then sent to dispatcher 508 which 

employs user-specific dispatching rules to pass normalized network event records 

506 to appropriate detection-layer engines 126, 128 and 132. In one embodiment, 

dispatcher 508 provides normalized network event records 506a, which are sent 

5 to rules-based thresholding engine 126, normalized network event records 506b, 

which are sent to profiling engine 128, and normalized network event records 

506c, which are sent to pattern recognition engine 132. 

Normalizer 502 also stores network event records in an event database 

125 for use by one or more engines within detection layer 123. Events are 

10 preferably stored for a period of time that can be designated by the user. A 

storage period can, for example, be set to twenty four hours. 

Dispatcher 508 allows the fundamental process being performed by 

normalizer 502 to be configured for any enterprise by programming data specific 

to the requirements of the enterprise into the dispatcher 508. Normalizer 502, 

15 configuration data 504 and dispatcher 508 also permit quick and easy updates to 

be made to the normalizer process whenever modifications to downstream 

detection processes are made. 

20 

2; Rules-Based Thresholding 

Thresholding is a process whereby network event records are compared 

to threshold rules. In a telecommunications fraud detection system, where 

network event records represent telephone calls, network event records are 

compared to threshold rules to determine whether the network event records 

represent possible fraudulent use of a telecommunications network. 

25 Referring to the process flowchart of FIG. 4, steps 412-420 represent a 

rules-based thresholding process. In FIG. SA, details of rules-based thresholding 

engine 126 are provided for implementing the thresholding process of steps 412-
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420. In describing the elements and process of thresholding engine 126, the 

following terms are used: 

An event, represented by a. normalized event record 506a, generates a 

feature in thresholding engine 126. Features are defined below. In a 

5 telecommunication fraud detection implementation, an event is typically a 

telephone call. 

A generating event is an event that caused a feature to be generated. A 

generating event is typically the most recent event of a series of events that are 

measured to calculate a feature value. 

10 A contributing event is an event that contributed to a feature, but did not 

cause the feature to be generated. While a feature can consist of a single event, 

it typically consists of one generating event and several contributing events. 

Every event that is received is at first a generating event, in that when it is 

received, it generates the calculation of a feature. The event can then become a 

15 contributing event for calculation of other features. 

A key is an event field, such as ANI, calling card number, call destination, 

etc. A key is used to identify an event type. 

A feature is information that is used by the threshold detector 520 to 

determine whether evidence of fraud exists. A feature can include, for example, 

20 the number of calls made with a certain calling card number in a two hour period. 

A feature can also be, for example, an NPA of a call. Features are calculated by 

enhancer 510 in accordance with enhancement rules 512, and with data from one 

or more events. 

There are generally two types of features, single event features and 

25 multiple event features. Single event features are derived from a single 

generating event and include no contributing events. For example, a single event 

feature can be a call made from a hot ANI. Multiple event features are derived 

from a generating event and zero or more contributing events. Multiple event 

features are the result of measurements performed on a key for a period of time 
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such as, for example, a measurement of the number of calls made with certain 

calling card number within a period of time. 

Referring to FIG. SB, features can be represented by feature vectors such 

as, for example, feature vector 518. A feature vector, such as feature vector 518, 

5 includes one or more feature vector segments 532, 534, 536, 537, etc., for 

identifying a collection of features. In a preferred embodiment, enhancer 510 

generat~s feature vectors 518 and passes them to threshold detector 520. 

Referring to FIG. SC, a preferred embodiment of feature vector 518 is 

provided where each feature vector segment 532-536 preferably includes a feature 

10 name field, or key feature field, 538-542, respectively, for identifying a particular 

key feature. For example, a key feature field might indicate a particular calling 

card number, an ANI, a credit card account number, a calling number, etc. 

Each feature vector segment 532-536 includes a key value field 544-548, 

respectively, for providing a value for associated feature name fields 538-542. 

15 Fo·r example, iffeature name field 538 identifies a particular calling card number 

as the key feature represented by feature vector segment 532, feature value field 

544 might provide the number of calls made within the past two hours with that 

calling card. Similarly, if feature name field 540 identifies a particular ANI, 

feature value field 546 might provide the number of calls made within the past 

20 two hours from that ANI. 

Generating event fields 550-554 identify a generating event for each 

feature vector segment 532-544. Recall that a generating event is an event that 

caused a feature to be generated. A generating event is typically the most recent 

event which is counted in a value field 544-548. For example, where value field 

25 544 specifies that four calls were made in the past two hours with a particular 

calling card, the most recent of those four calls is the generating event for feature 

532. 

Contributing event fields 556-560 and 562-566 represent events which 

contributed to. features vector segments 532 and 536, respectively. Using the 
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example above, where value field 544 specifies four calls within the past two 

hours and where generating event field 550 represent the fourth one of those calls. 

contributing event fields 556-560 represent the prior three calls. Note that feature 

vector segment 534 includes no contributing events. Feature vector segment 534, 

5 therefore, represents a single event feature such as, for example, a hot AN! call. 

Although generating event fields 550-554 can identify different generating 

events, feature vector segments 532-536 are, nevertheless related through one or 

more common aspects of their generating events and/or contributing events. 

For example, a feature vector segment 532 can represent calling card calls 

10 made within the past two hours with a particular calling card so that generating 

event 550 and contributing events 556-560 represent calls made within, for 

example, the past two hours with that calling card. In addition, feature vector 

segment 534 can represent a hot ANI and generating event 552 can identify a 

single instance of a call made from the hot ANI. Feature vector segments 532 

15 and 534 are said to be related if one or more of generating event 550 and 

contributing events 556-560 identify a call that is made with the calling card 

represented by feature 532, from the hot ANI represented by generating event 

552. 

Referring back to FIG. SA, thresholding engine 126 preferably employs 

20 a core infrastructure 1310 and a domain-specific implementation 1312. Core 

infrastructure 1310 includes an enhancer and threshold detection component 509 

for applying configurable rules to network event records 506a and for generating 

alarms 526 in the event that one or more network event records 506a violate one 

or more configurable rules. 

25 Enhancer and threshold detection component 509 includes at least one 

enhancer component 510 and at least one or more threshold detector component 

520. Enhancer component 510 receives network event records 506a and 

generates a feature vector for identifying one or more key features associated with 

event records 506a. Key features can include, for example, ANI, credit card 
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number, calling number, etc. A network event record that triggers generation of 

a feature vector is referred to as a generating event. 

Domain-specific implementation 1310 includes enhancement rules and 

configuration database 512 and a threshold detection rules database 522. 

5 Databases 512 and 522 include rules that can be created, deleted or modified 

according to evolving needs of a user. Changes to thresholding rules 522 can 

even be executed while the system is running. When a thresholding rule is 

created or modified, it will be applied to new events that arrive at the system. 

With reference to FIG. 4, in step 412, normalized event records 506a are 

10 received by enhancer component 510 within thresholding engine 126. Each 

event, when it is received, is treated as a generating event, in that it generates the 

calculation of a feature vector. Threshold enhancer component 510 augments 

normalized event records 506a to produce feature vectors 518. Enhancement 

rules specify the fields which are to be kept, omitted, formatted and augmented. 

15 Augmentation can provide additional data which enable threshold detector 520, 

to apply appropriate threshold detection rules. Enhancement rules and 

configuration data 512 specifies data which is required for enhancement, where 

to find this data, and how to add it to event records. Thresholding enhancer 

configuration data 512, analogous to nonnalizer configuration data 504, provides 

20 modularity to the system for both ease of configurability and portability to fraud 

detection of other enterprises. 

Threshold enhancer component 510, based on instructions from 

enhancement rules and configuration data 512, can request enhancement data 

from an informant 514. Informant 514 provides a communication interface to 

25 one or more external systems 516 from which additional data needed by the 

enhancer 510 can be retrieved. External systems 516 can include customer order 

entry systems and network engineering systems. 

Based on a request that informant 514 receives from threshold enhancer 

component S 10, informant 514 sends a query to an appropriate external system 
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516, using a communications protocol of the external system 516. Informant 514 

receives the requested data and supplies it to enhancer 510. 

Informant 514 thus provides modularity that allows adding and removing 

various external systems 516 by simply modifying interfaces within informant 

5 514. Thresholding engine 126 can thus be interfaced to a variety of external 

systems 516 and can be easily reconfigured for fraud detection systems of other 

enterprises. 

When enhancer 510 receives an event recor4 506a, enhancer 510 

determines the type of event based on a key. For example, if the event is a calling 

10 card call, a key can be the calling card number field of the event record. 

Enhancer 510 looks up a rule set, based on provisioning, in enhancement rules 

and configuration data 512, for that event type. 

A rule set includes one or more rules for specifying how to calculate 

features for an event type. A generating event can trigger the calculation of one 

15 or more features. A rule defines a feature and requests that feature be calculated 

using a certain measurement type. The resulting value of the feature is placed in 

a feature vector 518. 

Multiple measurement types can be performed by enhancer 510, in 

accordance with specifications in the enhancement rules and configuration data 

20 512. Each measurement type includes an algorithm used to calculate the value 

of a feature. For example, measurement types can include, but are not limited to, 

any of the following measurement types: 

25 

1 ) simple count: counts events in a given time period (i.e., number 

of calls in the past two hours); 

2) field count: counts events that meet a criteria for a certain value 

of an event field (i.e., number of calls with ANI = 202-555-1234). 

Enhancer 510 looks up field in event. If the field value = a 
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specified value, then Enhancer 510 adds the event to a list that 

will be counted; 

set count: counts events that meet a criteria for a set of values of 

a field so that, if a field in an event has a value that is a member 

of a set ( as defined by an enhancement rule), then enhancer 510 

counts the event (i.e., number of calls originating in Texas, New 

Mexico, Arizona, or California); 

4) sum: sums a certain field from one or more events in a given time 

period (i.e., sum the duration of all calls made in past 2 hours); 

5) 

6) 

simultaneous: count calls (with certain criteria) that were made at 

same time, defined by minimum call duration overlap or 

maximum time separation (i.e., count all calls made with calling 

card number = nnn, that overlap by at least 2 seconds or that are 

made within 10 seconds of duration of another call made with 

same calling card number); and 

geographic velocity: simultaneous calls over a distance. Rule will 

provide a minimum time needed between calls, based on physical 

distance between points of call origination. For example, if a call 

made with a certain calling card in a first city is placed less than 

4 hours after another call made with the same calling card in a 

second city, and the second city is more than 4 hours in traveling 

time from the first city, then add both events to list that will be 

counted. 

To count events using any of these measurement types, enhancer 510 

25 places each event in a list, the events being sequenced in time. Each rule 

specifies a time period in which to include events for a measurement. To perform 

a count, enhancer 510 begins with the most recent event (the generating event) 

in the list, and counts events in the list backward in time, until the time period is 
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covered. As a new generating event is received, enhancer 510 begins its count 

later in the list. This represents a sliding time window. 

For example, suppose a rule specifies a field count, such as "count all 

events in the past two hours in which the ANI equals a certain value." When a 

5 first event meeting the ANI criteria is received, it is a generating event, and 

causes enhancer 510 to retrieve this particular rule from enhancement rules and 

configuration data 512, using the ANI as a key. 

Enhancer 510 places this event in a list of events that meet the same 

criteria. Enhancer 510 then counts all events in this list going back two hours 

10 from the generating event. Other events are contributing events. If another event 

meeting the same criteria is received, with a time stamp 5 minutes later than the 

first event, then this second event becomes a generating event. Enhancer 510 

counts all events in the list going back two hours from this second event. The 

first event becomes a contributing event to the second event. The two hour time 

15 window slides forward by 5 minutes. 

20 

25 

The six measurement types that are described above have the following 

common functions: 

1) they each perform a measurement for a specific key (i.e., calling 

card number 202-555-1234); 

2) they each analyze all events which have the specific key and apply 

an algorithm to each event within the given time period (the 

sliding time window); 

3) they each return a feature value for the given time period, 

representing a time window (the time window is set by the most 

recent event, and goes backward in time from there); and 

4) they are all persistent. 
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Continuing with the process of FIG. 4, enhancer 510 perfonns a 

measurement on a generating event, in accordance with a rule that is part of a rule 

set that is read from enhancement rules and configuration data 512. Each 

generating event causes enhancer 510 to apply a rule set, a rule set including one 

5 or more rules. 

The results of a measurement is a feature. Recall that a feature includes 

a measured feature value, a generating event, and zero or more contributing 

events. For performance reasons, each event in a feature is represented by an 

event identifier, which points to an actual event record in event database 125. A 

10 single generating event can result in one or more features. Enhancer 510 creates 

a feature vector, and places each feature in the feature vector. 

15 

The following example is provided for a rule which can be, for example: 

If calling card number::;; 123456789, then 

create feature vector; 

calculate simple count: number of calls made in past 2 hours; 

calculate set count: number of calls from (list of pay phone ANIS) 

made in past 2 hours; 

calculate simultaneous: number of calls made within 10 seconds 

of another call, in past 2 hours; 

20 Suppose that enhancer 510 receives an event 506a representing a call 

made with calling card number = 123456789. This is a generating event. 

Enhancer 510 uses the calling card number as a key, and retrieves the above rule 

from enhancement rules and configuration data 512. 

Enhancer 510 then perf onns the rule by creating a feature vector 518. 

25 Enhancer 510 then reads a list of all events from event DB 125. Beginning with 

the generating event, enhancer S 10 goes back two hours and counts all events 
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representing calls made with that calling card number. This is the simple count. 

Enhancer 510 goes back two hours and counts all calls made with that calling 

card number, from a pay phone ANI. This is the set count. Likewise, enhancer 

510 performs the simultaneous count. The result of each count, along with 

5 identifiers for each event that was counted, is added as a feature to the feature 

vector 518. 

Now enhancer 510 can also include in the feature vector a threshold for 

a feature. Thresholds are included if called for by an enhancement rule, and are 

provided by enhancement rules and configuration data 512. They are placed in 

10 the feature vector as a feature. For example, feature 534 can represent a threshold 

for feature 532. A threshold can be a value for measurement (i.e., 11511 calls) or a 

statement of truth (i.e., if ANI = 202-555-1234). A statement of truth is 

equivalent to a default value of I (i.e., if 1 call with ANI = 202-555-1234). 

A feature does not include a threshold for itself. It is simply a measured 

15 value. A threshold for a feature can be included in the feature vector as a feature 

in itself. But it is not necessary for every feature to have a threshold stated as 

another feature. Enhancer 510 does not perform any comparisons, it simply 

performs the measurements and creates the feature vector. Comparison of feature 

values with thresholds, to determine if a threshold has been exceeded, is 

20 performed by threshold detector 520. Thresholds can also be obtained from 

threshold detection rules 522 by the threshold detector 520, as part of the process 

of determining if a threshold has been exceeded. This is described with reference 

to step 414, below. 

In step 414, threshold rules are applied events to determine whether fraud 

25 exists. In the preferred embodiment, fe&ture vectors 518 are received by 

threshold detector 520 for application of threshold rules. 

Threshold detector 520 is responsible for determining if evidence of fraud 

exists in a feature vector. Threshold detector 520 employs threshold detection 
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rules 522 to perfonn comparisons of feature values against thresholds. Threshold 

detection rules 522 specify how comparisons are to be made. 

A threshold for a feature can be included as another feature in the feature 

vector, or can be obtained from the threshold detection rules 522. A threshold is 

5 generally a value for a measurement, which can be unity for default. A unity­

valued threshold is useful for true/false statements of a feature. For example, if 

an ANI has been designated as a source of fraudulent calls, any call from that 

ANI is considered evidence of fraud. A threshold comparison is simply made by 

identifying a single event that contains that ANI. 

10 Each feature vector segment 532,534,536, and 537 is a feature, and each 

15 

20 

contains a feature value. Threshold detection rules specify to the threshold 

detector 520 how to perform comparisons to determine if evidence of fraud exists. 

lbreshold detection rules can include, for example, the following types of rules: 

1) if A> "5", create evidence (threshold for A is a value obtained 

from Threshold Detection Rules 522); 

2) if A> B, create evidence (threshold for A is another feature in the 

feature vector); 

3) if A > B #and# B > C, create evidence (can be complex 

statements); and 

4) if D, create evidence (threshold is unity; useful for items like a hot 

ANI or a stolen calling card number). 

If an explicit value for a threshold is not given, it is assumed to be unity. 

Referring to FIG. 5D, in a preferred embodiment, enhancer and threshold 

detector component 509 includes two sets of enhancer and threshold detector 

25 pairs 570 and 572. One pair, which can be pair 570, can be dedicated to 

analyzing single-event features while the other pair 572 can be dedicated to 

analyzing multiple event features. 
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Generally, enhancers 510 generally perform complex calculations, as 

needed for the various measurement types, while threshold detector 520 generally 

performs simple comparisons. Thus, for added performance, as illustrated in 

enhancer and threshold detector pair 570, one or more threshold detectors 520 can 

5 be provided with two or more enhancers 510. Such an arrangement provides a 

more adequate and uniform throughput of data. 

Threshold detection rules 522 can be created and modified dynamically, 

in real-time, while thresholding engine 126 is executing. Preferably, rules can be 

modified in two ways, corresponding with two general formats of rules. 

10 In a first general format. a rule can be a general statement and can 

15 

reference specific values in a table. For example, a rule can look like "If number 

of calls from pay phone ANI > nnn, create evidencei•, in which nnn is a pointer 

to a specific value in a table. Rules in this format can be dynamically modified 

or created by modifying or creating the specific values in the table. 

In a second general format, a rule can be hard coded with specific values. 

For example, a rule can look like "If number of calls from pay phone ANI > 10, 

create evidence". Rules in this format can be dynamically modified or created by· 

modifying or creating the rule itself. 

Threshold detection rules 522 can vary according to the enterprise 

20 employing the engine. Preferably, threshold rules stored in database 522 can be 

dynamically modified without taking the engine off-line. Threshold detection 

rules 522 can be automatically created and modified both automatically by 

external pattern recognition engine 132 and manually by human analysts. In one 

embodiment, where rules are automatically generated by pattern recognition 

25 engine 132, threshold detection rules database 522 is updated automatically by 

pattern recognition engine 132. 

Alternatively, where rules are automatically generated by pattern 

recognition engine 132, threshold detection rules database 522 is updated 

manually by human analysts. In this alternative embodiment, pattern recognition 
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engine 132 is used to detect new patterns of fraud, but instead of automatically 

creating a threshold detection rule, it notifies a hwnan analyst and suggests a new 

rule. The human analyst can then.enter the suggested rule or create a new rule. 

A variety of types of rules can be implemented in threshold detection rules 

5 522. For example, threshold detection rules 522 can include, but are not limited 

to, rules for generating one or more of the following types of alarms. 

A long duration (LO) alarm is generated if a single completed call's 

duration exceeds a duration threshold, X. LD thresholds can be set by product for 

call type categories such as targeted international, non-targeted international and 

10 domestic. The ca~l type category is determined from the international indicator 

on the nonnalized event. 

An originating, terminating combination duration (OTCD) alarm is 

generated if a completed call originating from X and tenninating to Y has a 

duration that exceeds Z. The duration threshold Z for a combination X and Y can 

15 be set by product. The origination X and termination Y can be specified as 

NPA-NXX, NPA or country code. There is no hierarchy required for applying 

the most specific threshold. Users could, however, implement a hierarchy if 

desired. One event can generate more than one OTCD alarm. 

An originating, terminating combination attempt (OTCA) alarm is 

20 generated for a single attempt that originates from X and tenninates to Y. OTCA 

alarms can be set by product. The origination X and tennination Y can be 

specified as NP A-NXX, NP A or country code. There is no hierarchy for applying 

the most specific origination and termination combination. One event can 

generate more than one OTCA alarm. 

25 A hot originating attempt (HOA) alarm is generated when a call attempt 

originates from X. The origination X is contained in a list of pre-defined 

nwnbers. 

A hot terminating attempt (HTA) alarm is generated when a call attempt 

terminates to X. The termination X is contained in a list of pre-defined nwnbers. 
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A hot originating completion (HOC) alann is generated when a completed 

call originates from X. The origination X is contained in a list of pre-defined 

numbers. 

A hot terminating completion (HTC) alann is generated when a completed 

5 call terminates to X. The termination X is contained in a list of pre-defined 

numbers. 

A deactivation hot originating attempt (DHOA) alarm is generated when 

a call attempt originates from a number from which a recently deactivated card 

had originated. The measure of how recently the card must have been deactivated 

10 is a time parameter T. 

15 

A deactivation hot termination attempt (DHT A) alarm is generated when 

a call attempt terminates to a number to which a recently deactivated card had 

terminated. The measure of how recently the card must have been deactivated is 

a time parameter T. 

A deactivation hot originating completion (DHOC) alann is generated 

when a completed call originates from a number from which a recently 

deactivated card had originated. The measure of how recently the card must have 

been deactivated is a time parameter T. 

A deactivation hot termination completion (DHTC) alann is generated 

20 when a completed call terminates to a number to which a recently deactivated 

card had terminated. The measure of how recently the card must have been 

deactivated is time T. 

A pin hacking origination (PHO) alarm is generated when X number of 

attempts from the same origination fail PIN validation within time T. The 

25 number of attempts X is accumulated across all PIN validated products based on 

infodigit. Call attempts with infodigits indicating pay phones are screened out of 

the count. 

A pin hacking billed number (PHBN) alarm is generated when X number 

of attempts on the same billed number fail PIN validation within time T. The 
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billed number is calculated by dropping the last four digits from the BlN, i.e., 

dropping the 4 digit PIN. The number of attempts X is accumulated across all 

PIN validated products based on infodigit. Call attempts with infodigits 

indicating pay phones are screened out of the count. 

5 A simultaneous international (SI) alarm is generated when X number of 

completed international calls using the same authcode /B1N overlap in time by 

at least 2 minutes within a sliding window of time T. The X number of 

international calls is specified by product. The sliding window of time T within 

which simultaneity is checked can not exceed the purge time for normalized 

10 events. An international call is determined from the international indicator in the 

normalized event. 

A simultaneous domestic (SD) alarm is generated when X number of 

completed domestic calls using the same authcode/BTN overlap in time by at 

least 2 minutes within a duration T of the generating event. The X number of 

15 domestic calls is specified by product. The duration T, within which simultaneity 

is checked, can not exceed the purge time for normalized events. A domestic call 

is determined from the international indicator in the normalized event. 

A simultaneous all (SA) alarm is generated when X number of completed 

calls using the same authcode/BTN overlap in time by at least two minutes within 

20 a duration T of the generating event. The X number of calls is specified by 

product. The duration T within which simultaneity is checked can not exceed the 

purge time for normalized events. This alert includes both international and 

domestic calls. 

A geographic velocity check is a check for a pair of calls using the same 

25 authcode-plus-PIN/BTN originating from locations between which it would be 

impossible for a caller to travel during the interval between the calls. Geographic 

velocity check alarms can be calculated either by specifying time for 

combinations of originations and terminations or by specifying a 
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latitude/longitude for each country or NP A and a maximwn travel speed and 

perfonning a time calculation. 

A geographic velocity check international (GVCI) alarm is generated 

when, for X number of pairs of international call completions using the same 

5 authcode-plus-PIN/BTN, each pair occurs within a time interval Tl, each pair is 

not simultaneous and each pair occurs within a sliding window of time T2. The 

X nwnber of pairs of calls is specified by product. 

The interval Tl for a pair of calls is determined by the pair's combination 

of the originating ANI's NP As and/or country codes. Determining whether the 

10 calls are made within a given interval is calculated from the difference between 

the terminating time of the first call and the originating time of the second call. 

The sliding window of time T2 within which the geographic velocity 

check is performed cannot exceed the purge time for normalized events. An 

international call is determined from the international indicator in the normalized 

15 event. 

Similarly, a geographic velocity check domestic (GVCD) alarm is 

generated when X nwnber of pairs of domestic call completions, using the same 

authcode-plus-PIN/BTN, would have been impossible for a single caller to make. 

A geographic velocity check all (GVCA) is generated when X number of pairs 

20 of call completions, regardless of domestic or international classification, using 

the same authcode-plus-PIN/BTN, would have been impossible for a single caller 

to make. 

For certain types of calls, such as toll free or pay to dial calls for example, 

switch blocks can be configured to block such calls to a set of countries. There 

25 are instances, however, where a country block on a switch fails. Thus a failed 

country block (FCB) alarm can be generated if a call is made from a switch with 

a block in place to a blocked country. This type of alarm makes use of data 

indicating, by switch identification, the blocked country codes. 
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A completed call interval (CCI) alarm is generated when one or more 

completed calls on an authcode-plus-PIN/BTN exceed one or more thresholds. 

Thresholds can include cumulative call minutes, completed call counts and 

cumulative dollars. Thresholds can be based on targeted international, nqn-

5 targeted international and domestic call type categories. Call type category is 

determined from an international indicator on the normalized event. CCI alerts 

can include detection rules comparable to current FMS ceiling and interval 

alarms. 

In step 416, when threshold detector 520 receives a feature vector, it reads 

10 through threshold detection rules 522 and applies any rules that are designated for 

any features included in the feature vector. For example, in FIG. SC, if a feature 

vector 518 includes features such as, for example, features 538, 540 and 544, 

threshold detector 520 will apply any rule that includes comparisons for those 

features. 

15 If the network event record does not exceed the threshold, no further 

action is necessary and the process stops at step 418. If, however, the network 

event record exceeds or violates the threshold rule, evidence, or an indication of 

possible fraud, is generated. 

An indication, or evidence, of fraud preferably includes at least a record 

20 containing a priority indicator, account name, and a suspicious event set. Actual 

contents of evidence are defined by implementation of the infrastructure. 

Suspicious event sets include a union of all events from the event sets of features 

that resulted in evidence offraud. In step 420, if an indication, or evidence, of 

fraud is generated, threshold detector 520 generates an alarm 526, which is passed 

25 to analysis layer 133, preferably with the evidence. 

Recall that all events that are received by normalizer 502 are preferably 

stored in event DB 125 for a period of time that can be designated by the user. 

A storage period can, for example, be set to twenty four hours. In addition, 

events that are identified in a suspicious event set can be kept longer for analysis 
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purposes. Suspicious events can be stored in event DB 125 with in indication of 

suspicion or can be stored in a separate database, so that they are not purged after 

the typical storage period. 

3, Profiling 

Profiling is a process whereby nonnalized dispatched network event 

records are compared to profiles representing normal and fraudulent use of one 

or more telecommunications networks. Profiling can require historical network 

event records to help determine whether a current network event record, fits a 

profile of fraudulent use of a telecommunications network. 

10 Referring to FIG. 4, steps 422-428 and 420 represent a preferred process 

of profiling. In FIG. 6, details of profiling engine 128 are provided for 

implementing the profiling process of ~teps 422-428 and 420. 

The process begins in step 422, where normalized event records 506b are 

sent to profiling engine 128 and are received by profiling enhancer 624. Profiling 

15 enhancer 624 provides additional data for the profiling processor 634 that will 

enable the application of appropriate profile detection rules 636. Profiling 

enhancer 624 operates similar to thresholding enhancer 508 except that profiling 

enhancer 624 can use a different configuration data component 626 since 

different types of data can be needed to create an enhanced event record 632 for 

20 profiling. Preferably, enhancer component 510 and 625 have similar fundamental 

structures, yet operate differently through the use of specific configuration data 

626 and 512. Configuration data 626 specifies which data is required, where to 

find it and how to add it to event records. Enhancer 624, based on instructions 

from configwation data 626, then requests this data from an informant 628. 

25 Informant 628 provides a communication interface to each of several 

external systems 630 from which additional data needed by the enhancer 624 will 

be retrieved. Informant 628, similar to threshold informant 514, is used to retrieve 

IPR2024-00027 
CrowdStrike Exhibit 1002 Page 396



WO 99/13427 PCT/US98/19039 

-45-

required data from external systems 630. Again, the use of modular configuration 

data 626 and informant 628 components provides the current invention with ease 

of configurability and portability. Based on a request it receives from the 

enhancer 624, informant 628 sends a query to the appropriate external system 630 

5 using the communications protocol of the external system 630. Informant 628 

receives the requested data and supplies it to enhancer 624. 

Enhancer 624 augments nonnalized event records 606b using data 

received from informant 628, and thus creates an enhanced event record 632. 

In step 424, a profiling processor 634 receives enhanced event records 632 

10 for applying against one or more profiles. Using certain parameters from the 

enhanced event record 632, the profiling process 634 selects an appropriate 

profile detection rule 636, several of which are kept in a database. Rules 636 

determine which profile from the profile database 130 the event should match up 

to. 

15 Profiles can be created in any of a number of ways. Profiles can be 

created as user, product, geographical, or global profiles. Profile database 130 

can be an object database, a set of tables, a set of real numbers representing 

weighting factors for a neural network (as is used in AI technology), or other 

various forms. Preferably, profiles representing both normal and fraudulent 

20 patterns are stored. 

In a preferred embodiment, profile development and profile matching 

employs Artificial Intelligence (AI) technology. Although several Al systems 

exist for such a purpose, the preferred embodiment utilizes statistical-based 

algorithms (rather than rules-based) to process volwnes of known fraudulent and 

25 normal patterns received by pattern recognition engine 132 in order to build 

fraudulent and normal profiles. Preferably, an Al-based profiling processor 634 

also trains itself to formulate profile rules 636 that allows it to match events to 

profiles and detect departures from nonnal profiles. 
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In step 426, profiling component 634 retrieves an appropriate profile from 

the profile database 130, and compares the event with the profile. If an event 

falls within the selected profile or profiles, testing stops at step 428. If, however, 

a departure .from the selected profile is detected, profiling component 634 

5 generates an alarm 638 in step 420. Preferably, a probability of fraud is 

calculated based on the significance and degree of departure and is expressed as 

a percentage or weighting factor. Preferably, at least step 426 is performed with 

the aid of Artificial Intelligence (Al) technology. Alann 638 is then sent to 

analysis layer 133. 

10 4. Pattern Recognition 

Pattern recognition is a process whereby network event records are 

analyzed to learn and to identify normal and potentially fraudulent patterns of use 

in a telecommunications network. Referring to FIG. 4, steps 430-438 represent 

a preferred process for pattern recognition and for updating threshold rules and 

15 profiles. In FIG.7, details of pattern recognition engine 132 are provided for 

implementing the pattern recognition process of FIG. 4. Pattern recognition 

engine 132 can receive feedback from other layers and can employ components 

which self-teach fraudulent and non-fraudulent patterns from such feedback. 

In step 420, normalized event records 506c are sent to pattern recognition 

20 engine 132 where they are received by a pattern recognition enhancer 740. 

Pattern recognition enhancer 740 operates in much the same manner as the 

thresholding and profiling enhancers 5'10 and 624, respectively, except that 

enhancer 740 employs a different configuration data component 742. Also 

similar to the thresholding and profiling processes, enhancer 740 uses an 

25 informant 744 for data retrieval from external systems 746. This data is used to 

enhance normalized event records 506c to create enhanced event records 748. 
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In step 432, enhanced event records 748 are sent to an update and store 

component 750, which maintains a call history database 752. Update and store 

component 750 enters each record 748 into the call history database 752. Call 

history database 752 contains volumes of call data that can be analyzed by a 

5 pattern analysis processor 754. 

In step 434, pattern analysis processor 754 analyzes call histories from 

call history database 752 to determine whether any interesting patterns emerge. 

Interesting patterns include patterns which can be fraudulent and patterns which 

can be non-fraudulent. Non-fraudulent patterns recognition is important to 

10 minimize processing of non-fraudulent information. 

If an interesting pattern is detected, pattern analysis processor 754 

determines whether it is a fraudulent or non-fraudulent pattern. To accomplish 

this, pattern analysis processor 754 uses artificial intelligence technology to train 

itself in identifying fraudulent patterns. By analyzing volumes of events from 

15 call history 752, an Al-based pattern analysis processor 754 first determines 

normal patterns and then looks for deviations that can be identified as fraudulent. 

Processor 754 then detects emerging patterns of such deviations and identifies 

them as fraudulent patterns. 

There are various AI systems available for such a purpose. Examples 

20 include tree-based algorithms that obtain discrete outputs, neural networks, and 

statistical-based algorithms that use iterative numerical processing to estimate 

parameters. Such systems are widely used for pattern recognition. By utilizing 

an Al system for pattern analysis 754, both normal and fraudulent patterns can be 

identified from the volumes of data stored in the call history database 752. 

25 In step 436, pattern analysis processor 754 uses the results of step 434 to 

modify threshold detection rules 522 via thresholding interface 756. By 

recognizing fraudulent patterns, certain thresholding rules can be updated to 

reflect the most recent patterns of fraud. For example, pattern analysis processor 

754 can detect a fraudulent pattern emerging with calling card calls made on 
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weekends to a certain country from certain states in the U.S. It can then update 

a thresholding rule· to generate an alann 526 whenever such a call is made. 

In step 438, pattern analysis processor 754 uses the results of step 434 to 

modify profiles in profile database 130 via profiling interface 758. Pattern 

5 analysis processor 754 feeds known fraudulent and normal patterns to profiling 

processor 634. Using Al technology, profiling processor 634 processes these 

patterns to build profiles that are identified as fraudulent or normal. Thus, 

through use of AI-based pattern recognition, the invention allows for fraud 

detection to keep pace with the most current schemes of fraud. 

10 The processes of threshold detection, profiling and pattern recognition are 

15 

described as being performed substantially in parallel primarily to reduce the 

processing time. The processes can, however, be performed one after another or 

as some combination of parallel and non-parallel processing. · 

B. Analysis Layer 

Referring to FIG. 8, a a process flowchart is provided for a preferred 

alann analysis process in which alarms generated in step 420 are analyzed by 

analysis layer 133 to consolidate and correlate the alarms into fraud cases. Upon 

case creation or the addition of a new alarm to a case, a case priority is calculated 

or recalculated. Case priority is calculated from configurable prioritization rules 

20 that can make use of any field of the case. Prioritization rules order cases so that 

there are likely to be fewer false positives at the top of the priority list. Prioritized 

cases are presented to an expert system and to a human analyst. 

Referring to FIG. 9, details of analysis layer 133 are provided for 

implementing the process ofFIG.8. Analysis layer 133 consolidates alanT,1s by 

25 examining various features of each alann and correlating those that are possibly 

related to the same fraudulent activity. Analysis layer 133 consolidates correlated 

alarms to build "cases" of fraud, thus reducing the total number of data that must 
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be further examined. A case of fraud consists of alarms that can span several 

types of services, but which are possibly related to the same events or callers. 

Preferably analysis layer 133 includes a core infrastructure portion and a user­

specific implementation portion. 

Alarms are consolidated into cases according to analysis rules, or case 

types. Cases include alarms that have some aspect in common. Alarms can be 

consolidated into one or more cases depending on the analysis rules used. Each 

alarm must belong to at least one case. If an alarm is created that matches an 

existing non-closed case, the alarm will be added to the case. Otherwise, a new 

10 case is created for the alarm. 

In step 810, alarms 526 from thresholding engine 126 and alarms 638 

from profiling engine 128 are received by an alarm enhancer 902. Alarms 526 

and 638 represent instances of possible fraud and designate·fraud service type 

such as cellular, calling card, etc. Alarms 638 from profiling engine 128 are 

15 preferably accompanied by probability of fraud. 

In step 812, these alarms are enhanced. Alarm enhancer 902 is similar to 

the detection layer enhancers 510, 624 and 740. Enhancer 902 augments alarms 

526 and 638 to produce enhanced alarms 910. Configuration data 904 specifies 

additional information which can be needed and how that infonnation should be 

20 added, based on the type of alarm received. Additional information can be 

retrieved from billing, accounts receivable, order entry, or various other external 

systems 908. For example, informant 906 can access an accounts receivable 

system to determine that "this ANI has a past due account of $100011
• Similarly, 

informant 906 can access an order entry system to determine that "this calling 

25 card number was deactivated two months ago". Informant 906 communicates 

with various external systems 908 to retrieve the requested information. Alarm 

enhancer 902 then adds this information to alarms 526 and 638 and produces 

enhanced alarms 910. 
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In step 814, enhanced alarms 910 are sent to a fraud case builder 912 for 

correlating and consolidating various alanns into related fraud cases. This 

correlation is based on common aspects of alarms. An example of such a 

common aspect is "alerts having the same calling card number". 

5 Correlation is governed by analysis rules 914, which can be programmed 

and kept in a rules database. Rules 914 can use the probability of fraud which 

was assigned by profiling processor 634 as a parameter. For example, a rule can 

state "only build cases from alarms having greater than 50% probability of fraud 

and which are generated for the same account". 

10 In operation, fraud case builder 912 receives an enhanced alarm 910 and 

15 

detennines whether there is an existing case or cases in which to place the alarm. 

Fraud case builder 912 looks for features which the alarm can have in common 

with existing cases, using analysis rules 914. If no existing case is appropriate, 

fraud case builder 912 creates a new case for the alert. 

Fraud case builder 912 attempts to prevent duplication of cases. Fraud 

case builder 912 also attempts to prevent corruption of cases, which otherwise 

might occur due to the distributed platform of the invention. For example, in this 

parallel processing environment, multiple instances of the same process, such as 

updating a case, can occur. If two analysts are attempting to update the same case 

20 with either identical data or different data, case builder 912 attempts to ensure 

that the case reflects both data if the data are different, and attempts to ensure that 

duplicate cases are not created if both data are identical. Fraud case builder 912 

can employ a case-locking mechanism to accomplish this goal. 

A primary objective of the analysis layer is to reduce the amount of data 

25 that an analyst must examine. Thus, although an alarm can go into more than one 

fraud case, overall reduction of data can still be achieved. For example, an alarm 

for a calling card call can designate both the card number and the ANI. The alert 

can then be placed in a first case of consolidated alarms based on a common card 

number, and in a second case of consolidated alarms based on a common ANI. 
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However, ov·erall reduction of alerts will generally be achieved as the number of 

alarms that are consolidated exceeds the number of alerts that are placed in more 

than one case. 

In step 816, fraud case builder 912 outputs fraud cases 916 to expert 

5 system layer 139 for further analysis and action. 

C. Expert System Layer 

Referring to FIG. 10, a process flowchart is provided for analyzing fraud 

cases and for automatically acting upon certain cases. The process analyzes cases 

by prioritizing them, adding additional information relevant to each case and 

10 performing automated actions for some cases. Since some actions are performed 

automatically, the action rules which trigger automatic actions are applied only 

to cases where a very high probability of fraud exists or where the potential cost 

of fraud is significant. . In Fig. 11, details of expert system laye~ 139 are provided 

for implementing the process of FIG. 10. 

15 In step 1010, fraud cases 916 are sent from analysis layer 133 and 

received by a prioritizer 1102. Prioritizer 1102 enhances fraud cases 916, assigns 

priority to them and determines whether any actions should be automatically 

executed. 

In step 1012, fraud cases 916 are enhanced. To enhance cases, prioritizer 

20 1102 uses configuration data 1104, an informant 1106, and external systems 

1108. Configuration data 1104 specifies any additional information which can 

be needed for fraud cases 916, where to find the data and how to add the data to 

a fraud case. Informant 1106, serves as a communication interface to external 

systems 1108. Informant 1106 sends a query to an appropriate external system 

25 1108 using a communications protocol of the external system 1108. Informant 

1106 receives the requested data and supplies it to prioritizer 1102. Prioritizer 
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1102 then adds the information to a fraud case, creating an enhanced fraud case 

1114. 

In step 1014, enhanced fraud cases are prioritized. To assign priority to 

cases, prioritizer 1102 employs prioritization rules which are kept as part of 

5 configuration data 1104. Prioritization rules are based on experienced analysts' 

rules for determining and prioritizing fraud cases. These rules are programmed 

into configuration data 404 as logical algorithms. Prioritization rules can also 

employ parameters retrieved from external systems such as, "how much has 

customer's past revenue been." Such parameters are useful for determining the 

10 potential cost of a fraud case, which is influential in determining priority. 

In step 1016, prioritized fraud cases are analyzed and appropriate actions 

are specified based on action rules. In determining whether to initiate action on 

a case, prioritizer 1102 uses action rules which are kept as part of configuration 

data 1104. An action is a response to suspected fraud and involves an external 

15 system. Examples of actions include card deactivation or activation or use-range 

privilege modifications. Actions are categorized as automatic, semi-automatic, 

user initiated, mail initiated or manual. Automatic and semi-automatic actions 

are initiated by an expert system, following pre-defined rules. Other actions are 

typically initiated by human analysts. 

20 Semi-automatic actions are initiated by an expert system under pre-

specified conditions. For example, under a pre-specified condition of excessive 

back-logs, the expert system can automatically deactivate high-priority fraud 

cases. 

User initiated actions are performed upon user requests. Actions can 

25 include activations and deactivations of accounts such as telephone accounts, 

credit card account and debit card accounts. 

Electronic mail initiated action are performed upon a request received 

from external groups, such as a customer service group, through electronic mail 
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scripts. Actions can include activations and deactivations of accounts such as 

telephone accounts, credit card account and debit card accounts. 

Manual actions are initiated by users external to the system and executed 

independent of the system. The external user can request that the system record 

5 that the action was performed. 

Action rules are based on experienced analysts' rules for specifying 

actions to take on a fraud case. Actions can include deactivating a calling card 

number, placing a switch block on an ANI or sending out a notice to a customer. 

Action rules can be program.med as logical algorithms and can consider such 

10 parameters as priority (i.e., "for any case over priority level N, deactivate 

account") and type of service (i.e., cellular. calling card, dial I). Action rules can 

include data retrieved from external systems. 

Action rules form part of the implementation layer; Action rules for 

manual actions can reference special handling instructions for acting upon 

15 suspected fraud on certain customer accounts. For example, special instructions 

might indicate to contact a customer fraud investigation unit rather than 

contacting card holder whose card is suspected of fraudulent activity. 

Action rules are programmed into configuration data 404 as logical 

algorithms to be applied to enhanced cases. These actions can be based on 

20 priority (i.e., "for any case over priority level N, deactivate account"), type of 

service (i.e., cellular. calling card, dial 1 ), or enhanced data retrieved from 

external systems 1108. 

In step 1018, an enforcer 1110 executes actions specified in a step 1016 

interfacing with various external action systems 1112. External action systems 

25 can include switch interface systems for switch-based ANI blocks, order entry 

systems for account deactivations, network control systems for calling card 

deactivations, electronic mail system for e-mail notices to customers or internal 

personnel, customer service centers, print centers for mailing dunning letters and 

various other systems. Enforcer 1110 preferably resides on servers 31 Oa ... 31 On. 
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In operation, enforcer 1110 receives a request for action from prioritizer 

1102 and interfaces with an appropriate external action system 1112 to execute 

the action. External action systems 1112 can include switch interface systems for 

switch-baseq ANI blocks, order entry systems for account deactivations, network 

5 control systems for calling card deactivations, electronic mail system for e-mail 

notices to customers or internal personnel, customer service centers, print centers 

for mailing dunning letters, or various other systems. 

Since these actions are perfonned automatically, the action rules that 

trigger them are preferably applied only to cases where a high probability of fraud 

10 exists or where the potential cost of the fraud is significant. Prioritizer 1102, 

along with the prioritization rules and action rules that are kept as configuration 

data 1104, perform as an expert system, applying expert rules to data records to 

determine what actions to perform. An off-the-shelf expert system can be used. 

However, it is preferable to program a customized expert system using a logic-

15 based language appropriate for expert systems, such as CLIPS. 

Cases in which an automated action is not warranted are sent to 

presentation layer 143 for further examination and potential action from a human 

analyst. Also sent as part of an enhanced case 414 to presentation layer 143 are 

data not useful to the automated expert system layer 139, such as text notes added 

20 to a case by a human analyst working at workstation 152a-152n. 

D. Presentation Layer 

Fraud cases 1114, including those which warrant automatic action in the 

expert system layer 139 and those which do not, are sent to presentation layer 143 

for examination and potential action by a human analyst at workstations 152a-

25 152n. 

Referring to FIG. 12, details of a presentation layer 143 are provided for 

interfacing the detection layer 123 and analysis layer 123 with human analysts 
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working at workstations 152a ... 152n which are connected to LAN 150. 

Preferably, fraud cases 1114 include data generated in upper layers such as 

probability of fraud, information retrieved from external systems, and any actions 

already taken. Presentation layer 143 preferably allows human analysts to 

5 retrieve and add additional data and to perform actions similar to those performed 

by the expert system layer 139. 

Enhanced fraud cases 1114 from expert system layer 139 are received by 

case enhancer 1202. Similar to data enhancers of the upper layers, case enhancer 

1202 uses configuration data 1204, an informant 1206, and external systems 1208 

10 to augment enhanced fraud cases 1114 with additional information relevant for 

presentation to an analyst. 

A presentation interface 1210 serves as an interface to workstations 

152a .. . 152n, providing data for graphical presentation to the analyst. Fraud 

cases are presented according to presentation rules 1212, which are programmed 

15 as logical algorithms into a database and are configurable. Presentation interface 

12 IO employs an informant 1214 and external systems 1216 to retrieve additional 

information. However, this is not automatic, as in the upper layers. Rather 

informant 1214 retrieves data from external systems 1216 based on commands 

from analysts at work stations 152a ... 152n. For example, an analyst can view 

20 a case and decide that a customer's payment history is needed prior to taking any 

action. The analyst,· via a workstation 152a . . . 152n, sends a command to 

presentation interface 1210 requesting this data. Presentation interface 1210 then 

instructs informant 1214 to retrieve this data from an external accounts 

receivable system 1216. 

25 Presentation interface 1210 uses enforcer 1218 for performing actions .. 

Titls is not automatic, as it was in the expert system layer 139. Rather, enforcer 

1218 performs actions based on commands from analysts. For example, an 

analyst can decide that a switch block on an ANI is needed. The analyst, via a 

workstation 152a ... 152n, sends a command to presentation interface 1210 
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requesting a switch-based ANI block. Presentation interface 1210 then instructs 

enforcer 1218 to execute the command. Enforcer 1218 interfaces with an external 

action, switch interface system 1220 to implement the ANI switch block. Other 

external action systems 1220 can be similar to those employed by expert system 

5 layer 239. 

IV. Conclusions 

While various embodiments of the present invention have been described 

above, it should be understood that they have been presented by way of example 

10 only, and not limitation. Thus, the breadth and scope of the present invention 

should not be limited by any of the above-described exemplary embodiments, but 

should be defined only in accordance with the following claims and their 

equivalents. 
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What Is Claimed Is: 

1. 

2. 

A method for detecting fraud in a telecommwiications system, 

comprising the steps of: 

(1) performing a plurality of types of fraud detection tests on network 

event records; 

(2) generating fraud alanns upon detection of suspected fraud by any 

of the fraud detection tests; 

(3) correlating the fraud alarms into fraud cases based on common 

aspects of the fraud alarms; and 

(4) automatically responding to certain of the fraud cases. 

The method of claim 1, wherein step (1) comprises the steps of: 

(a) 

(b) 

(c) 

normalizing the. network event records from any of a variety of 

formats into standardized formats; 

dispatching normalized network event records to at least one fraud 

detecting engine; and, 

parallel processing the dispatched portions in the plurality of fraud 

detecting engines. 
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The method of claim 2, wherein step ( c) comprises the step of enhancing 

the nonnalized dispatched network event records prior to testing 

for fraud. 

The method of claim 1, wherein step ( l) comprises the steps of: 

(a) 

(b) 

selecting a threshold rule from a plurality of threshold rules stored 

in a threshold rule database; and 

determining whether a network event record violates the selected 

threshold rule. 

The method of claim 4, further comprising the step of: 

(c) updating the threshold rule database during run-time. 

The method of claim 5, wherein step (c) comprises the steps of: 

(i) analyzing the network event records to identify new methods of 

fraud; 

(ii) generating new threshold rules for detecting the new methods of 

fraud;and 

(iii) updating the threshold rule database with the new threshold rules. 
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The method of claim 5, wherein step (c) comprises the steps of: 

(i) analyzing the network event records to identify new methods of 

fraud using artificial intelligence; 

(ii) generating new threshold rules for detecting the new methods of 

fraud using artificial intelligence; and 

(iii) updating the threshold rule database with the new threshold rules. 

The method of claim I, wherein step (I) comprises the steps of: 

(a) selecting a profile from a plurality of profiles stored in a profile 

database; and 

(b) determining whether a network event record violates the profile; 

wherein step (2) comprises the step of generating an alarm and a 

probability of fraud based upon the extent of the departure if a 

network event record violates the profile. 

The method of claim 8, further comprising the step of: 

( d) updating the profile database during runtime. 
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The method of claim 9, wherein step (d) comprises the steps of: 

(i) analyzing the network event records to identify new methods of 

fraud; 

(ii) generating new profiles representative of the new methods of 

fraud;and 

(iii) updating the profile database with the new profiles. 

The method of claim 10, wherein steps (ii) and (iii) are performed via 

artificial intelligence. 

The method of claim 1, wherein step (3) comprises the step of: 

(a) prioritizing the fraud cases to indicate a probability of fraud 

associated with each of the fraud cases. 

The method of claim 12, wherein step (a) comprises the step of enhancing 

the fraud alarms with data prior to correlating. 

The method of claim 12, wherein step (a) comprises the steps of: 

(i) 

(ii) 

retrieving data from an external system; and 

enhancing the fraud alarms with the retrieved data prior to 

correlating. 
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The method of claim 1, further comprising the steps of: 

(5) 

(6) 

presenting the fraud cases to live operators; and 

manually responding to certain of the fraud cases. 

PCT/US98/l 9039 

A multi-layer fraud detection system for a telecommunications system, 

the telecommunication system comprising a network layer having 

at least one telecommunications network, a service control layer 

for managing the network layer and for generating service records 

containing data representing instances of telecommunications in 

the network layer, and a data management layer for receiving the 

service records from various components and processes of the 

service control layer and for reducing data by eliminating 

redundancy and consolidating multiple records ~nto network event 

records, the multi-layer fraud detection system comprising: 

a detection layer to receive network event records from the data 

management layer, to test the network event records for possible 

fraud and to generate alarms indicating incidences of suspected 

fraud; 

an analysis layer to receive alarms generated by the detection layer and 

to consolidate the alarms into fraud cases; and 

an expert system layer to receive fraud cases from the analysis layer and 

to act upon certain of the fraud cases. 
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The multi-layer fraud detection system of claim 16, wherein said 

detection layer comprises a core infrastructure and a configurable, 

domain-specific implementation. 

The multi-layer fraud detection system of claim 17, wherein said 

detection layer further comprises at least one fraud detection 

engine having a core infrastructure and a configurable, domain­

specific implementation. 

The multi-layer fraud detection system of claim 18, wherein said 

detection layer further comprises: 

a network event nonnalizer to convert network event records from any of 

a plurality of fonnats into standardized formats for processing by 

said at least one fraud detection engine; and 

a dispatcher to dispatch portions of said normalized network event 

records to said at least one fraud detection engine. 

The multi-layer fraud detection system of claim 18, wherein said at least 

one fraud detection engine comprises a rules-based thresholding 

engine. 
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The multi-layer fraud detection system of claim 18, wherein said at least 

one fraud detection engine comprises: 

a configurable enhancer that augments event records with additional data; 

and 

a configurable informant to interface said enhancer to an external system 

and to retrieve additional data from the external system. 

The multi-layer fraud detection system of claim 21, further comprising: 

means for interfacing said informant with the external system in a format 

native to the external system; and 

a rules database comprising instructions for processing the enhanced 

event records to detect fraud. 

The multi-layer fraud detection system of claim 22, wherein: 

said at least one fraud detection engine includes a rules-based 

thresholding engine; and 

said rules database comprises threshold rules for use by said rules-based 

thresholding engine. 

The multi-layer fraud detection system of claim 22, wherein: 

said at least one fraud detection engine includes a profiling engine; and 

said rules database comprises profiles for use by said profiling engine. 
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The multi-layer fraud detection system of claim 18, wherein said 

detection layer further comprises a pattern recognition engine that 

learns new patterns of fraud and that generates updates for said at 

least one fraud detection engine. 

The multi-layer fraud detection system of claim 16, wherein said analysis 

layer comprises a core infrastructure and a configurable, domain­

specific implementation. 

The multi-layer fraud detection system of claim 26, wherein said analysis 

layer further comprises: 

a configurable alarm enhancer to augment fraud alarms with data; 

a configurable informant to interface said alarm enhancer to an external 

system and to retrieve additional data from the external system; 

and 

a configurable fraud case builder to consolidate fraud alarms that are 

generated by said detection layer. 
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The multi-layer fraud detection system of claim 27, wherein said user­

specific implementation layer of said analysis layer further 

comprises: 

means for interfacing said informant with the external system in a format 

native to the external system; and 

an analysis rules database comprising instructions for said fraud case 

builder for filtering and correlating fraud alarms into fraud cases 

according to at least one common attribute. 

The multi-layer fraud detection system of claim 28, wherein said at least 

one common attribute is one of the following attributes: 

ANI; 

originating switch; 

credit card nwnber; 

DNIS; 

destination country; 

originating geographic area; 

originating area code; and 

calling equipment type. 
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The multi-layer fraud detection system of claim 16, wherein said expert 

system layer comprises a core infrastructure and a configurable, 

domain-specific implementation. 

The multi-layer fraud detection system of claim 30, wherein said expert 

system layer domain-specific implementation comprises: 

a configurable prioritizer that generates enhanced fraud cases, prioritizes 

the enhanced fraud cases and directs actions on external action 

systems for certain of the prioritized, enhanced fraud cases; 

a configurable informant that interfaces said alarm enhancer to an 

external system and that retrieves the additional data from the 

external system; and 

a configurable enforcer that interfaces said prioritizer to an external 

action system and that directs execution of actions by the external 

action system based upon commands that are generated by the 

prioritizer. 
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The multi-layer fraud detection system of claim 31, wherein said user­

specific implementation layer of said expert system layer includes 

a configuration database, and wherein said configuration database 

comprises: 

means for interfacing said informant with the external system in a format 

native to the external system; and 

prioritizing rules for use by the prioritizer. 

The multi-layer fraud detection system of claim 16, further comprising: 

a presentation layer that receives prioritized fraud cases from said expert 

system layer and that presents the prioritized fraud cases to live 

operators, wherein said presentation layer includes a core 

infrastructure and a configurable, domain-specific 

implementation. 

The multi-layer fraud detection system of claim 33, wherein said domain­

specific implementation of said presentation layer comprises: 

a configurable case enhancer that enhances prioritized fraud cases with 

additional data; 

a configurable presentation interface that distributes the enhanced, 

prioritized fraud cases to one or more workstations and that sends 
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action commands generated at the workstations to an external 

action system; 

a configurable first informant that interfaces said case enhancer to a first 

external system and that retrieves data from the first external 

system; 

a configurable second infonnant that interfaces said presentation interface 

to a second external system and that retrieves data from the 

second external system, based upon commands generated at the 

workstations; and 

a configurable enforcer that interfaces the workstations, via said 

presentation interface, to the external action system and that 

directs execution of actions by the external action system based 

upon commands generated at the workstations. 

The multi-layer fraud detection system of claim 34, wherein the first and 

second external systems are each a part of the same external 

system. 
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The multi-layer fraud detection system of claim 34, wherein said user­

specific implementation layer of said presentation layer further 

comprises: 

means for interfacing said informant with the first external system in an 

interfacing format that is native to the first external system; and 

configurable presentation rules to direct presentation of enhanced, 

prioritized fraud cases at the workstations. 

A method of detecting fraud in a telecommunications system, comprising 

the steps of: 

(1) determining whether a network event record violates a selected 

threshold rule; 

(2) generating an alarm when the network event record violates the 

selected threshold rule; 

(3) 

(4) 

determining whether the network event record deviates from a 

selected profile; and 

generating an alann when the network event record deviates from 

the selected profile. 

The method of claim 37, further comprising the step of: 

(5) performing steps (1) and (3) in parallel. 
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The method of claim 37, further comprising the steps of: 

(5) 

(6) 

analyzing a history of network event records to identify normal 

patterns of use in a telecommunications system; and 

analyzing a history of network event records to identify fraudulent 

patterns of use in a telecommunications system. 

The method of claim 3 7, further comprising the steps of: 

(5) analyzing a history of network event records to identify normal 

patterns of use in a telecommunications system, using artificial 

intelligence; and 

(6) analyzing a history ofnetwork event records to identify fraudulent 

patterns of use in a telecommunications system, using artificial 

intelligence. 

The method of claim 40, further comprising the step of: 

(7) generating at least one of the following types of updates when a 

fraudulent pattern of use is identified: 

updates for a threshold rules database; and 

updates for a profile database. 
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A system for processing event records, comprising: 

a scalable core infrastructure that can be implemented in more than one 

application; and 

a configurable, domain-specific implementation including configurable 

rules. 

The system according to claim 42, wherein said core infrastructure is 

implemented as part of a telecommunications fraud detection 

system and said configurable, domain-specific implementation 

comprises: 

thresholding rules for testing telecommunications network event records; 

and 

profiles for comparison to telecommunications network event records. 

The system according to claim 42, wherein said core infrastructure is 

implemented as part of a credit card fraud detection system and 

said configurable, domain-specific implementation comprises: 

thresholding rules for testing credit card event records; and 

profiles for comparison to credit card event records. 
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The system according to claim 42, wherein said core infrastructure is 

implemented as part of a data mining system and said 

configurable, domain-specific implementation comprises: 

thresholding rules for testing data mining event records; and 

profiles for comparison to data mining event records. 

The system according to claim 42, wherein s~id core infrastructure is 

implemented as part of a consumer purchasing pattern analysis 

system and said configurable, domain-specific implementation 

comprises: 

thresholding rules for testing consumer purchasing event records; and 

profiles for comparison to consumer purchasing event records. 

The system according to claim 42, further comprising: 

a detection layer that detects and nonnalizes event records, dispatches 

event records to one or more detection engines and generates 

alarms when an event record meets a condition; 

an analysis layer that receives alanns from said detection layer and that 

consolidates the received alarms into cases based upon common 

traits of the alanns; and 

an expert system layer that receives cases from said analysis layer and 

that acts upon certain cases. 
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The system according to claim 47, said detection layer further comprising: 

means for generating feature vectors for representing multiple 

occurrences of an event feature. 

The system according to claim 42, further comprising: 

a presentation layer that receives cases from the detection layer, presents 

the received cases to human analysts, receives commands from 

human analysts and sends instructions to external action systems 

to take acti(?ns based upon the commands from human analysts. 

A computer program product comprising a computer useable medium 

having computer program logic stored therein, said computer 

program logic for enabling a computer system to process event 

records, wherein said computer program logic comprises: 

means for enabling the computer to test event records; 

means for enabling the computer to generate alarms upon certain tested 

conditions; 

means for enabling the computer to correlate the alarms into cases based 

on common aspects of the alarms; and 

means for enabling the computer to respond to certain of the cases. 
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The computer program product according to claim 50, further comprising: 

means for enabling the computer to present the cases to live operators; 

and 

means for enabling the computer to permit the live operators to manually 

initiate responses to certain of the cases. 

The computer program product according to claim 50, further comprising: 

user configurable means for enabling the computer to process user­

specific types of event records; and 

core infrastructure means for enabling the computer to process event 

records for a variety of types of event records. 

A method for processing event records, comprising the steps of: 

(1) testing event records; 

(2) generating alarms upon certain tested conditions; 

(3) correlating the alarms into cases based on common aspects of the 

alarms; and 

(4) generating responses to certain of the cases. 
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The-method according to claim 53, further comprising the steps of: 

(5) 

(6) 

presenting the cases to live operators; and 

permitting the live operators to manually initiate responses to 

certain of the cases. 
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