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FIG. 2 /200
VARIABLE DESCRIPTION
G(V,E) network with vertices V and directed edges E
Ce capacity of edge e € E
Ye propagation delay on edgee € E
S family of network failure states
S network failure state (set of failed links)
w’ weight of network failure state s € §
D set of demands
U, source of demand d € D
Vi destination of demand d € D
h, flow requirement of demand d € D
P, paths available to demand d € D
Ap fraction of the demand assigned to pathp
0 fraction of the demand assigned to pathp for
X .
p observable failure state o
0, family of observable failure states for node u
0,4(5) state observable by u ; in network failure state s € S
pg paths available to u jin observable failure state 0 € O
f ; flow on pathp in network failure s € S
0 - .
D flow on pathp in observable failure state o € O
I3 total flow on edge e in network failure state s
[Z d flow of demand d on edge e in network failure state s
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FIG. 3 /500
Name Topology Nodes Edges Demands

hierS0a  hierarchical 50 148 2.450
hier50b hierarchical 50 212 2.450

rand50 random 50 228 2.450
rand50a randow 50 245 2.450
rand100 randow 100 403 9,900
wax50 Waxman 50 169 2.450
wax50a Waxman 50 230 2450
abilene backbone 11 - 28 253

tier-1 backbone 50 180 625

SYNTHETIC AND REALISTIC NETWORK TOPOLOGIES.
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FIG. 4
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FIG. 5
8e+06 [ ' l I -
OFPF —--&-— |
Te+06 equal splitting - ——x——- s
state indep. splitting —o—— .
6e+06 - | state dep. splitting —ea— /X /L
objective value global optimum — ~+ — / /!
5e+05
4e+05

3e+05

2e+05

network traffic

Ex.1025
CISCO SYSTEMS, INC. / Page 6 of 21



Patent Application Publication

1.2¢+07

le+07

8e+06
objective value

be+06

4e+06

Jun. 16, 2011 Sheet 6 of 10

FIG. 6
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FIG. 9
: Single dege failures SRLG failures

Algorithm avg (ms) stdev  avg (ms) stdev
optimum 30.99 023 3106 0.21
State dep. splitting  30.86 021 3099 0.16
State indep. splitting  31.00 023 3114 021
Equal splitting 33.82 022 3953 041
OSPF (optimized)  30.70 0.54 3071 053
OSPF (current) 28.45 0 2849 0

PROPAGATION DELAY

(AVERAGE AND STANDARD DEVIATION)
IN THE TIER-1 BACKBONE NETWORK
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METHOD OF SIMPLE AND EFFICIENT
FAILURE RESILIENT LOAD BALANCING

FIELD OF THE DISCLOSURE

[0001] The present disclosure relates generally to network-
ing and networking architecture, and more particularly, to
combining path protection and traffic engineering for provid-
ing fast recovery time when network failures are detected,
thereby assuring reliable data delivery and balanced load
handling.

BACKGROUND

[0002] Distributed computing networks, such as the Inter-
net, comprise a vast number of routers and links connecting
Network Access Devices (NADs). Routers are the electronic
devices used to connect NADs to each other, or more likely to
private or public networks. Links are the medium used to
make the connection between routers, and ultimately users of
a network. Examples of links are Ethernet cable, coaxial
cable, Digital Subscriber Line, fiber-optic cable and a plural-
ity of wireless technologies, just to name a few. The arrange-
ment of routers and links, combined with support technolo-
gies and hardware, allows almost any machine (e.g. client,
server, etc.) to access any machine in the same network. The
exact path that a network communication session takes, i.e.
the specific routers and links traversed, is flexible and may be
determined by the Network Management System (NMS), and
chosen depending on a variety of conditions, including prox-
imity, availability and speed.

[0003] As anetwork system is comprised of a plurality of
complex and delicate opto-electro-mechanical components
ordevices, network failures are inevitable. These failures may
be caused by software or firmware failures, hardware failures,
and/or human error (e.g. unplugging a card from a slot or an
accidental fiber or cable break). Therefore, planning for fail-
ure recovery in a network is an essential part of network
design, deployment and operations. Failure recovery is a
challenging problem, as traffic must quickly be re-routed and
load balanced when a failure is detected, often resulting in
significant path restructuring. Network service providers fre-
quently have Service Level Agreements (SLAs) with large
network users, which clearly define network availability and
performance requirements to be met.

[0004] There thus exists a need for networks having fast
recovery times when network failures are detected, thereby
assuring reliable data delivery and balanced load handling.

SUMMARY OF THE DISCLOSURE

[0005] Inaccordance with a first aspect of the disclosure, a
method is provided for balancing load in a network after
failure of a link. The network includes a plurality of intercon-
nected vertices and edges e € E and a set of traffic demands d
€ D. Each demand d defines a flow requirement h, from an
ingress router u,to an egress router v ;. The network addition-
ally includes a set of failure states s.

[0006] Atan ingress router u, traffic is routed by automati-
cally balancing traffic load over a predefined set of paths P,
from the ingress router u, to the egress router v ; according to
a set of splitting ratios «,°. Bach splitting ratio defines a
fraction of the demands d to be transmitted over a path p of the
set of paths P, in a case of a detectable failure state o corre-
sponding to a subset of a set of modeled failure states s. The
set of modeled failure states are states that cause at least one
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path p of the predefined set of paths P, to fail. The set of
modeled failure states includes a no-failure state in which the
network has no failures. Each modeled failure state has at
least a predetermined probability of occurrence.

[0007] The predetermined probability of occurrence may
be sufficient to meet a predetermined network availability
objective when the network is restored against the set of
modeled failure states.

[0008] The method may also include pre-computing, in an
off-line management system, the paths P, and splitting ratios
a,,’. The step of pre-computing the fixed paths P, may com-
prise obtaining an optimal flow on each edge for all modeled
failure states s; and using a decomposition algorithm to com-
pute the corresponding fixed paths P, through the network.
[0009] The step of pre-computing the splitting ratios a,,”
may include solving a linear program wherein the following
objective function is minimized:

obj(le ey )7E g W, 2 gOUC,),

[0010] wherein], *'is atotal flow on edge e, in failure state
$1, C,, 1s a capacity of an edge e, w’ is a weight given to a
failure state s based on a frequency of occurrence, and @ is a
convex function of link load. The objective function may be
subject to the following constraints:

1i=z Z f;’ Yoe, s, 0=o04(s);

deD pePg,eep

hd:Zf;

pePg

Y d, o€ Oy and

0<f°

o Vd,oeO4 pePy

[0011] wherein 1.7 is a total flow on edge e in network
failure state s, P is a set of paths for demand d and detectable
failure state o, f,” is a flow on path p in detectable failure state
o;and O, is a set of all detectable failure states for the ingress
router u,.

[0012] The objective function may alternatively be subject
to the following constraints:

Vd,oe 04, pe€ Py

1i=z Z fy Yoe s 0=o04s)

deD pePg,eep

hd:Zf;

pePg

0<fg

Y d, o€ Oy and

Vd,oeO4 pePy

[0013] wherein {,° is a flow on path p in detectable failure
state o, P ° is a set of paths for demand d and detectable failure
state 0, O, 1s a set of all detectable failure states for the ingress
router U, and 1.° is a total flow on edge e in network failure
state s.

[0014] Solving the objective function may additionally
include finding a splitting ratio o, for each path p as

W
@, = Z hdp

wherein 1, is an optimal flow for path p in failure

[0015]
state s.
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[0016] The set of fixed paths P and the set of splitting ratios
may be stored at the ingress router u, by populating at least
one forwarding table in the ingress router. Alternatively, the
set of fixed paths P, and the set of splitting ratios may be
stored by configuring the ingress router to signal the paths
using a resource reservation protocol.

[0017] Another embodiment of the invention is acomputer-
usable medium having computer readable instructions stored
thereon for execution by one or more processors to perform
the methods described above.

[0018] These aspects of the disclosure and further advan-
tages thereof will become apparent to those skilled in the art
as the present disclosure is described with particular refer-
ence to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 is a schematic of exemplary network archi-
tecture in accordance with the present disclosure;

[0020] FIG. 2 shows the Summary of Notation used later in
the present disclosure;

[0021] FIG. 3 shows the synthetic and realistic network
topologies used in experimental evaluations;

[0022] FIG. 4 shows the traffic engineering objective in the
hierarchical topology hier50a;

[0023] FIG. 5 shows the traffic engineering objective in the
tier-1 topology with single edge failures;

[0024] FIG. 6 shows the traffic engineering objective in the
tier-1 topology with SRLGs;

[0025] FIG. 7 shows the cdf as a function of the number of
paths in various topologies;

[0026] FIG. 8 shows the cdf as a function of the number of
paths in the tier-1 topology with SRLGs;

[0027] FIG. 9 shows the propagation delays in the tier-1
backbone network; and

[0028] FIG. 10 is a schematic of an exemplary computer
system 1000 for implementing the functionality of the present
disclosure.

DETAILED DESCRIPTION OF THE
DISCLOSURE

[0029] Embodiments of the disclosure will be described
with reference to the accompanying drawing figures wherein
like numbers represent like elements throughout. Before
embodiments of the disclosure are explained in detail, it is to
be understood that the disclosure is not to be limited in its
application to the details of the examples set forth in the
following description and/or illustrated in the figures. The
disclosure is capable of other embodiments and of being
practiced or carried out in a variety of applications. Also, it is
to be understood that the phraseology and terminology used
herein is for the purpose of description and should not be
regarded as limiting. The use of “including,” “comprising,” or
“having” and variations thereof herein is meant to encompass
the items listed thereafter and equivalents thereof as well as
additional items.

[0030] In the most general sense, the present disclosure
considers path protection and traffic engineering together to
develop an optimal failure recovery plan. This is in contrast to
most existing methods which consider them separately. The
fast failure-recovery mechanism disclosed herein offers
nearly optimal load balancing while using a static set of paths.
Multipath routing between each pair of ingress and egress
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routers is utilized. Such end-to-end routing has several ben-
efits. First, these routes do not need to change when a failure
is detected, which saves time, reduces overhead, and
improves path stability. Second, end-to-end load balancing
spreads the traffic in the network more effectively than local
rerouting. Third, it enables faster recovery and lower protocol
overhead than conventional link-state routing protocols, like
Open Shortest Path First (OSPF), which not only rely on
flooding link-state advertisements and re-computing shortest
paths but also suffer from transient forwarding loops. A fourth
benefit is the solution’s simplicity; most of the functionality is
incorporated in the Network-Management Software (NMS)
rather than the network elements. The NMS is responsible for
selecting the end-to-end paths and calculating the path-split-
ting parameters for each router. The solution has a minimalist
control plane, used only for failure detection, which leads
naturally to a simpler network where smart, expensive routers
are replaced with cheaper routers and/or switches with a
limited feature set.

[0031] Load Balancing Over Multiple Static Paths

[0032] The network architecture of the present disclosure
addresses the following needs: (1) to make network manage-
ment easier and enable the use of simpler, cheaper routers, (2)
to balance the network traffic load before, during, and after
failures to make efficient use of network resources, and (3) to
detect and respond to failures quickly to ensure uninterrupted
service.

[0033] FIG. 1 is a schematic of exemplary network archi-
tecture 100 in accordance with the present disclosure. NMS
102 manages network 104, which is responsible for traffic
flow between routers s 106 and t 108. Three inputs of the NMS
102 are (1) fixed topology, (2) the set of failure scenarios and
their weights, and (3) traffic demands. These inputs will be
discussed in greater detail elsewhere in the disclosure. Under
normal operating conditions, traffic is sent via paths 110 and
112. The NMS may observe a link cut using active path
probing or other techniques. Once NMS 102 has detected a
link cut, such as represented by 114, traffic is immediately
redistributed to the remaining paths, in this example via paths
110 and 116, based on their static configuration. This simpli-
fies network management, reduces router cost, and removes
dynamic state from the routers.

[0034] Flexible Load Balancing Over Pre-established
Paths
[0035] The network architecture of the present disclosure

uses multiple paths between each ingress-egress router pair in
the network. Using pre-established end-to-end paths allows
fast failure recovery as the ingress router can shift the load
away from the failed paths, avoiding dynamic path recalcu-
lation. Using multiple paths also allows the ingress router to
balance the load in the network which helps to reduce net-
work traffic congestion. By utilizing this architecture, the
ingress router has a simple static configuration that deter-
mines the traffic-splitting ratios among the available paths,
while intermediate routers merely forward packets over pre-
established paths. As a result, the router is a much simpler
device that does not need to collect congestion feedback,
participate in a routing protocol, interact with the manage-
ment system upon failure detection, or solve any computa-
tionally difficult problems.

[0036] Multiprotocol Label Switching (MPLS) is a mecha-
nism utilized in telecommunications networks which directs
and carries data from one network node to the next. In this

Ex.1025
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regard, flexible traffic splitting is already supported by major
router vendors Juniper Networks and Cisco Systems, and
many others. Such existing routers can be configured to hash
packets based on port and address information in the headers
into several groups and forward each group on a separate
path. This can provide path splitting with relatively fine
granularity (e.g., at the Yisth level), while ensuring that pack-
ets belonging to the same flow traverse the same path. In a
data center, the end-host servers could encapsulate the pack-
ets, as discussed in the paper by A. Greenberg, etal., “VL.2: A
scalable and flexible data center network”, Proceedings of
ACM SIGCOMM, 2009, and incorporated herein by refer-
ence, and choose encapsulation headers that split the traffic
over the multiple paths with the desired splitting ratios. This
further reduces the complexity of the network elements, and
also enables finer-grain traffic splitting than today’s routers
provide.

[0037] Path-Level Failure Detection and Notification
[0038] The ingress router uses a path-level failure-detec-
tion mechanism to avoid sending traffic on a failed path. This
mechanism could be implemented, e.g., using Bidirectional
Forwarding Detection (BFD) as discussed in the paper by D.
Katz and D. Ward, “Bidirectional forwarding detection”,
IETF Internet Draft, February, 2009, and incorporated herein
by reference. BFD establishes sessions between the ingress-
egress router pairs to monitor each of the paths. BFD piggy-
backs on existing traffic and obviates the need to send “hello”
messages. Utilizing this approach, the ingress router receives
a faster failure notification than would be possible using a
routing protocol’s own local keep-alive mechanism, and the
packets are handled by the hardware interfaces, thereby not
utilizing the router’s CPU time. Although the ingress router
doesn’t learn which link failed, knowledge of end-to-end path
failures is sufficient to avoid using the failed path. Addition-
ally, this architecture does not require the routers to be aware
of the network topology, therefore no control protocol is
needed to exchange topology information. A backwards-
compatible realization of the architecture can leverage finer-
grain topology information. For example, MPLS-capable
routers can be configured to learn about link failures from the
interior gateway protocol (e.g., OSPF, and others). If no alter-
nate routes are specified for the affected path(s), the router can
simply renormalize the outgoing traffic on the remaining
available paths.

[0039] Offline Route Optimizations in the NMS

[0040] Given a static network topology, shared-risk infor-
mation (i.e., sets of links with a shared vulnerability), and
traffic matrix (i.e., volume of exchanged traffic between each
ingress-egress router pair), the NMS can calculate multiple
diverse paths so that at least one of them works for each
failure scenario; this is possible as long as no failure partitions
the ingress-egress router pair. Moreover, the paths can be
chosen, providing traffic load balancing in the network. These
two goals are complementary as both require path diversity.
After computing the paths and associated traffic-splitting
parameters, the NMS can install them either by populating
forwarding tables in the routers or by configuring the ingress
routers to signal the paths using a protocol like RSVP.

[0041] The NMS has access to the network topology and
anticipated traffic demands. With this information, the net-
work operator can provide the NMS with a list of potential or
planned failures; correlated link failures can be determined by
considering sets of links that share a common vulnerability as
discussed in the paper by 1. P. Kaminow and T. L. Koch, “The
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Optical Fiber Telecommunications 1114”7, New York: Aca-
demic Press 1997, and incorporated herein by reference.
Many failures in ISP backbones are planned in advance, or
involve a single link, and most of these failures are short lived.
The network architecture solution of the present disclosure
allows the network to continue directing traffic over the work-
ing paths, without incurring any protocol overheads to “with-
draw” or re-compute paths; instead, the failed paths remain in
the forwarding tables, ready to be used upon recovery. Since
the network configuration is completely static, the NMS can
calculate paths and splitting parameters offline, and change
them only in response to significant traffic shifts or the
planned long-term addition or removal of equipment.

[0042] Network Model and Optimization Objective

[0043] The NMS can solve an offline optimization problem
to select the paths and splitting ratios for each ingress-egress
pair. The exact formulation of the optimization problem
depends on how the network elements represent and use the
splitting ratios. The common aspects of the problem formu-
lation are presented: (1) a description of how the network
topology, traffic demands, failure scenarios, and end-to-end
paths are modeled, (2) the objective to be optimized by the
NMS.

[0044] Topology, Failure Scanarios, Traffic Demands, and
Paths
[0045] The NMS has several inputs, including (1) fixed

topology, (2) the set of failure scenarios and their weights, and
(3) traffic demands.

[0046] FIG. 2 shows a Summary of Notation 200 used later
in the present disclosure.

[0047] Fixed topology: The topology is represented by a
graph G(V,E) with a set of vertices V and directed edges E.
The capacity of edge e € E is denoted by c,, and the propa-
gation delay on the edge by y..

[0048] The set of failure scenarios: The failure scenarios
are denoted by the set S, where each s € S consists of a set of
edges that may fail together. For example, a router failure can
be represented by the set of its incident links, a fiber cut can be
represented by all links in the affected fiber bundle, and the
failure-free case can be represented by the empty set &. For
simplicity, all demands are assumed to remain connected for
each failure; alternatively, a demand can be omitted for each
failure case that disconnects it.

[0049] The set of failure scenarios S is a well defined “set”
of “subsets” of links or nodes that are modeled for network
restoration and resulting network availability. That is, these
subsets of links and nodes are the deterministic failures that
we want to assess how the network responds against. Of
course, any subset has a non-zero probability of simultaneous
failure, but because of the monstrous size of “all” subsets, for
practicality the set is usually restricted to the most probable.
The most probable are typically potential single upper layer
failures (the individual links and nodes (singleton sets)) and
in addition potential failure of a single link or node in a lower
layer network. Because multiple links at the upper layer net-
work of interest can route over a single lower layer link, a
lower layer failures causes simultaneous failure of multiple
upper layer links. Such groups of links are sometimes called
“shared risk groups.”

[0050] Traffic demands: Each traffic demand d € D can be
represented by a triple (u,,v h,), where u, € U is the traffic
source (ingress router), v, € V is the destination (egress
router), and h,, is the flow requirement (measured traffic).
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[0051] The NMS’s output is a set of paths P, for each
demand d and the splitting ratios for each path. Optimizing
these outputs must consider the effects of each failure state s
on the paths available for demand d. Traffic splitting by
ingress router u, depends only on which path(s) has (have)
failed, not which failure scenario s has occurred; in fact,
multiple failure scenarios may affect the same subset of paths
in P,,. To reason about the handling of a particular demand d,
a set O, of “observable” failure states can be considered,
where each observable state o € O, corresponds to a particu-
lar P,° = P, representing the available paths. For ease of
expression, the function o,(s) can be mapped to the failure
state observable by node u, when the network is in failure
state s € S. The amount of flow assigned to path p in detect-
able failure state o € O, is 1,°. The total flow on edge e in
failure state s is 1.°, and the flow on edge e corresponding to
demand dis1, ;.

[0052]

[0053] The NMS’s goal is to compute paths and splitting
ratios that minimize congestion over the range of possible
failure states. A common traffic-engineering objective as dis-
cussed by B. Fortz and M. Thorup, “Increasing Internet
capacity using local search”, Computational Optimization
and Applications, vol. 20, no 1, pp. 13-48, 2004, and included
herein by reference, is to minimize E_ o ;®(1,%/c,) wherel, is
the load on edge e and c, is its capacity. ®( ) can be a convex
function of link load, as discussed by B. Fortz, et al., to
penalize the most congested links while still accounting for
load on the remaining links. To place more emphasis on the
common failure scenarios, each failure state can be associated
with a weight w*. To minimize congestion across the failure
scenarios, the final objective function is

Minimizing Congestion Over the Failure States

obj(Z, Ve

[0054] Minimizing this objective function is the goal in the
following optimization problems. However, the constraints
that complete the problem formulation differ depending on
the functionality placed in the underlying routers.

[0055]

[0056] The capability of the underlying routers, in part,
determines the optimization problem the NMS solves. On one
extreme, the network can support an optimal configuration of
paths and splitting ratios for every network failure scenario s
€ S. While not scalable in practice, the solution to this opti-
mization problem serves as a performance baseline and as a
way to compute a suitable set of paths P, for each demand d.
A more practical alternative, however, can comprise each
ingress router u, storing splitting ratios for every detectable
failure o € O. After observing the path failure(s), router u,
can switch to the new splitting configuration for the remain-
ing paths. Alternatively, a single splitting configuration can be
used across all failures. In this approach, router u, simply
renormalizes the splitting percentages for the active paths.

[0057] Algorithms for three scenarios to be solved by the
NMS are discussed. Several of the optimization problems are
NP-hard (as proven in the Appendix), and resolved with heu-
ristics (presented later in the disclosure) that achieve nearly
optimal performance in practice.

[0058] Optimal Solution: Per Network Failure State

[0059] The ideal solution would compute the optimal paths
and splitting ratios separately for each failure state. To avoid
introducing explicit variables for exponentially many paths,
the problem is formulated in terms of the amount of flow 1, /°

c )T e W g U, M

e

Optimizing the Paths and Splitting Ratios
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from demand d traversing edge e for failure state s. The
optimal edge loads are obtained by solving the following
linear program:

min obj(l, Ve, , .. .)

st1=Z;cpl. s Vse

0=2; i fled = Ziremifled” VES U4V,

7 Z o ugifed —ZiomGugled V4S

0=, 4 Vds,e 2)

wherel_”andl, ; are variables. The first constraint defines the
load on edge e, the second constraint ensures flow conserva-
tion, the third constraint ensures that the demands are met,
and the last constraint guarantees flow non-negativity. An
optimal solution can be found in polynomial time using con-
ventional techniques for solving multicommodity flow prob-
lems.

[0060] After obtaining the optimal flow on each edge for all
the failure scenarios, a standard decomposition algorithm can
be used to determine the corresponding paths P, and the flow
{,” on each of them. The decomposition starts witha set P, that
is empty. New unique paths are added to the set by performing
the following decomposition for each failure state s. First,
annotate each edge e with the value 1, ;°. Remove all edges
that have 0 value. Then, find a path connecting u, and v . If
multiple such paths exist, the path p with the smallest propa-
gation delay is used. Although any of the paths from u,,to v,
can be chosen, the goal is to obtain as short a path as possible.
Add this path p to the set P, and assign to it flow 1,” equal to
the smallest value of the edges on path p. Reduce the values of
these edges accordingly. Continue in this fashion, removing
edges with zero value and finding new paths, until there are no
remaining edges in the graph. Note that it can be shown by
induction that this process completely partitions the flow 1,
into paths. The decomposition yields at most |E| paths for
each network failure state s because the weight of at least one
edge becomes 0 whenever a new path is found. Hence the total
size of the set P, is at most |E||SI. It is difficult to obtain a
solution with a tighter bound as it is proven in the Appendix
that it is NP-hard to solve linear program (2) when the number
of allowed paths is bounded by a constant J.

[0061] The optimal solution solves the multicommodity
flow problem, computes the resulting paths, and for each
failure scenario s € S assigns flow f,” to path p €P,,. However,
this solution is not feasible in practice, because of the burden
it imposes on the underlying routers. Each ingress router
would need to store a splitting configuration for each failure
scenario s. The number of failure states s can be quite large,
especially when failure scenarios could involve multiple
links. After a failure, the ingress router would need to learn
which link(s) failed, identify the associated failure scenario s,
and switch to the appropriate splitting configuration. This
adds considerable complexity to the network elements.
[0062] Yet, the optimal solution is still interesting, for two
reasons. First, the solution provides an upper bound on the
performance of the more practical schemes, enabling one to
judge how effective they are. Second, the optimal paths and
splitting ratios are a useful building block in computing the
network configurations in specific practical solutions.
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[0063]

[0064] To reduce the complexity of the network elements,
each ingress router u,canhave a set of splitting ratios for each
detectable failure state o € O,. Since the path-splitting ratios
depend on which paths in P, have failed, the ingress router
must store splitting ratios for min(IS|, 2'¥#) scenarios; fortu-
nately, the number of paths Pl is typically small in practice.
When the network performs such state-dependent splitting,
the NMS’s goal is to find a set of paths P , for each demand and
the flows f,” on these paths in all observable states 0 € O,,. If
the paths P, are known and fixed, the problem can be formu-
lated as a linear program:

State-Dependent Splitting: Per Detectable Failure

min obj ([il1 [Ceys - ) (3)

st b=y 38

deD pePg,EEp

Ye,s,0=04(s)

hd:Zf; Vd,oe0,
pePg
Osf;,’ Vd,oeOy4 pePy

where 1,” and 1,° are variables. The first constraint defines the
load on edge e, the second constraint guarantees that the
demand d is satisfied in all detectable failure states, and the
last constraint ensures non-negativity of flows assigned to the
paths. The solution of the optimization problem (3) can be
found in polynomial time.

[0065] The problem becomes NP-hard if the sets of paths
{P,} are not known in advance. As shown in the Appendix, it
is NP-hard evento tell if two paths that allow an ingress router
to distinguish two network failure states can be constructed.
Therefore, it is NP-hard to construct the optimal set of paths
for all formulations that assume the sources do not have
information about the network failure state s. Therefore, a
simple heuristic is proposed to find the paths: Use the paths
that are found by the decomposition of the optimal solution
(2). This approach guarantees that the paths are sufficiently
diverse to ensure traffic delivery in all failure states s. More-
over, since those paths allow optimal load balancing for the
optimal solution (2), they are also likely to enable good load
balancing for the optimization problem (3).

[0066] State-Independent Splitting: Across All Failure Sce-
narios
[0067] To further simplify the network elements, each

ingress router can have a single configuration of splitting
ratios that are used under any combination of path failures.
Bach path p is associated with a splitting fraction o,. When
one or more paths fail, the ingress router u, renormalizes the
splitting parameters for the working paths to compute the
fraction of traffic to direct to each of these paths. If the
network elements implement such state-independent split-
ting, and the paths P ,are known and fixed, the problem can be
formulated as a non-convex linear program:

min obj([ii [Ceps ) 4)
o @p
st fy=ha s a Vd,oeOy4 pePy
pePy
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[0068] where 1., 1,° and a, are variables. The first con-
straint ensures that the flow assigned to every available
path p is proportional to c,,. The other three constraints

are the same as in (3).

[0069] Unfortunately, no standard optimization techniques
compute an optimal solution efficiently, even when the paths
P, are fixed. Therefore, a heuristic must be relied upon to find
both the candidate paths P, and the splitting ratios o, To find
the set of candidate paths P, the optimal paths are obtained
by decomposing an optimal solution to (2). To find the split-
ting ratios, the behavior of the optimal solution can be mim-
icked as closely as possible. The splitting ratios for all paths p
can be found by letting

W
= Z hdp

where £, is the flow assigned by the optimal solution to path
p in network failure state s. Since 2w*=1, the calculated ratio
is the weighted average of the splitting ratios used by the
optimal solution (2).

[0070]

[0071] Theinventors of the present disclosure evaluated the
algorithms described in the previous sections, by writing a
simulator in C++ that calls the CPLEX linear program solver
in AMPL and solves the optimization problems (2) and (3)
described in the foregoing. The two heuristics were compared
to the optimal solution, a simple “equal splitting” configura-
tion, and OSPF with the link weights set using state-of-the-art
optimization techniques. Finally, the two heuristics were
shown to not require many paths and only a slight increase in
end-to-end propagation delay was introduced.

[0072]

[0073] The simulations used a variety of synthetic topolo-
gies, the Abilene topology, as well as the city-level IP back-
bone topology of a tier-1 ISP with a set of failures provided by
the network operator. FIG. 3 shows the synthetic and realistic
network topologies 300 used in experimental evaluations.

[0074]

[0075] The synthetic topologies include 2-level hierarchi-
cal graphs, purely random graphs, and Waxman graphs.
2-level hierarchical graphs are produced using the generator
GT-ITM as described by E. W. Zegura, “GM-ITM: Georgia
Tech internetwork topology models (software), 1996, and
included herein by reference, for random graphs the probabil-
ity of two edges being connected is constant, and the prob-
ability of having an edge between two nodes in the Waxman
graph decays exponentially with the distance of the nodes.
These topologies also appear in the publication by B. Fortz
and M Thorup, “Optimizing OSPF/IS-IS weights in a chang-
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ing World”, IEEE Journal on Selected Areas in Communica-
tions, Vol. 20, pp. 756-767, May 2002, also include herein by
reference.

[0076] Abilene Topology:

[0077] The topology of the Abilene network and a mea-
sured traffic matrix are used. The true edge capacities of 10
Gbps are used for simulation purposes.

[0078] Tier-1 IP Backbone:

[0079] The city-level IP backbone of a tier-1 ISP is used. In
addition, the real link capacities, measured traffic demands
and link propagation delays are also used.

[0080] The collection of network failures S for the syn-
thetic topologies and the Abilene network contains single
edge failures and the no-failure case. Two experiments with
different collections of failures were performed on the tier-1
IP backbone. In the first experiment, single edge failures were
used. In the second experiment, the collection of failures also
contains Shared Risk Link Groups (SRLGs), link failures that
occur simultaneously. SRLGs were obtained from the net-
work operator’s database that contains 954 failures with the
largest failure affecting 20 links simultaneously. The failure
weights w® were setto 0.5 for the no-failure case, and the other
failure weights were set equal so that the sum of all the
weights is 1.

[0081] Thesetofdemands D inthe Abilene network and the
tier-1 backbone were obtained by sampling Netflow data
measured on Nov. 15, 2005 and May 22, 2009, respectively.
For the synthetic topologies, the traffic demands as outlined in
the paper by B. Fortz titled “Optimizing OSPF/IS-IS weights
in a changing World”, and referenced earlier, were used.
[0082] To simulate the algorithms in environments with
increasing congestion, all experiments were repeated several
times while uniformly increasing the traffic demands. For the
synthetic topologies, the demands were scaled up to twice the
original values. As the average link utilization in Abilene and
the tier-1 topology is lower than in the synthetic topologies,
the demands were scaled in these realistic topologies up to
three times the original value. The piecewise linear penalty
function defined by ®(0)=0 and its derivatives was used:

1 for 0=1<0.333
3 for 0.333 <1 < 0.667
0 for 0.667 <1 <0.900

()=
70 for 0.900 < 1 < 1.000
500 for 1.000 <1 < 1.100
5000 for 1.100 <1 < o0
[0083] The penalty function was introduced in the paper by

B. Fortz, titled “Increasing Internet capacity using local
search”, and referenced earlier. The function can be viewed as
modeling retransmission delays caused by packet losses. The
cost is small for low utilization, increases progressively as the
utilization approaches 100%, before increasing dramatically
above 110%.

[0084] The simulations calculated the objective value of the
optimal solution, state-independent and state-dependent
splitting, and equal splitting. Equal splitting is a variant of
state-independent splitting that splits the flow evenly on the
available paths. In addition, the objective achieved by the
shortest path routing of OSPF with optimal link weights was
calculated. These link weights were calculated using the
state-of-the-art optimizations described in the paper by B.
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Fortz titled “Optimizing OSPF/IS-IS weights in a changing
World”, and referenced earlier, and these optimizations take
into consideration the set of failure states S. To demonstrate
that the solution does not increase the propagation delay
significantly, the average propagation delay weighted by the
load on the routes in the tier-1 IP backbone were calculated.

[0085] The simulations were performed using CPLEX ver-
sion 11.2 on a 1.5 GHz Intel Itanium 2 processor. Solving the
linear program (2) for a single failure case in the tier-1 topol-
ogy takes 4 seconds, and solving the optimization (3) takes
about 16 minutes. A tier-1 network operator could perform all
the calculations required to obtain an optimal set of paths and
router configurations for the entire city-level network topol-
ogy in less than 2 hours.

[0086]

[0087] Avoiding congestion and packet losses during
planned and unplanned failures is the central goal of traffic
engineering. The traffic engineering objective of the simula-
tion measures congestion across all the considered failure
cases. The objective as a function of the scaled-up demands
are depicted in FIGS. 4-6. FIG. 4 shows the traffic engineer-
ing objective in the hierarchical topology hier50a. FIG. 5
shows the traffic engineering objective in the tier-1 topology
with single edge failures. FIG. 6 shows the traffic engineering
objective in the tier-1 topology with SRL.Gs. The results
which were obtained on the hierarchical and tier-1 topologies
are representative, with similar observations made for all the
other topologies. In FIGS. 4-6, the performance of state-
dependent splitting and the optimal solution is virtually indis-
tinguishable in all cases. State-independent splitting is less
sophisticated and does not allow custom load balancing ratios
for distinct failures, and therefore its performance is worse
compared to the optimum. However, the performance com-
pares well with that of OSPF. The benefit of state-independent
splitting is that it uses the same set of diverse paths as the
optimal solution. It is not surprising that the simple equal
splitting algorithm achieved the worst performance.

[0088] It was observed that OSPF achieved a somewhat
worse performance than state-independent and state-depen-
dent splitting as the load increases. This observation was
made despite the fact that a custom set of OSPF link weights
were obtained for each network load evaluated. A possible
explanation is that OSPF routing, in which each router splits
the load evenly between the smallest weight paths, does not
allow much flexibility in choosing diverse routes and does not
allow uneven splitting ratios.

[0089] Solutions with few paths are preferred as they
decrease the number of tunnels that have to be managed, and
reduce the size of the router configuration. However, a suffi-
cient number of paths must be available to each commodity to
avoid failures and to reduce congestion. The numbers of paths
used by the algorithms were observed to be small. The cumu-
lative distribution function (cdf) as a function of the numbers
of paths used by each demand are depicted in FIGS. 7 and 8.
FIG. 7 shows the cdf as a function of the number of paths in
various topologies. FIG. 8 shows the cdf as a function of the
number of paths in the tier-1 topology with SRLGs. Not
surprisingly, the number of paths is greater for larger and
more diverse topologies. 92% of the demands in the hierar-
chical topology use 7 or fewer paths, and fewer than 10 paths
are needed in the tier-1 backbone topology for almost all
demands. Additionally, FIGS. 7 and 8 show that the number
of paths only increases slightly as the amount of traffic in the
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networks is scaled up. This small increase is caused by shift-
ing some traffic to longer paths as the short paths become
congested.

[0090] Minimizing the delay experienced by the users is
one of the important goals of network operators. Therefore,
the average propagation delays of all the evaluated algorithms
were calculated. These results, which exclude congestion
delay, are summarized in FIG. 9. The delay of OSPF with
optimized link weights, state-dependent and state-indepen-
dent splitting is almost identical at around 31 ms. These
values would satisfy the 37 ms requirement specified in typi-
cal SLAs for tier-1 networks. These values are not signifi-
cantly higher than these experienced by network users today.
The simulation was repeated on the tier-1 topology using the
real OSPF weights which are currently used by network
operators. These values were chosen to provide a tradeoff
between traffic engineering and shortest delay routing, and
resulted in average delays of 28.45 and 28.49 ms for the two
tier-1 failure sets.

[0091] Insummary, it was observed that the objective value
of state-dependent splitting very closely tracks the optimal
objective. Although state-independent splitting has a some-
what worse performance especially as the network load
increases beyond current levels, it is attractive due to its
simplicity.

[0092] The present disclosure may be implemented using
hardware, firmware, software or any combination thereof,
and may be implemented in one or more computer systems
and/or other processing systems. FIG. 10 is a schematic of an
exemplary computer system 1000 that can be used as a net-
work access device or a server to implement the functionality
of the present disclosure. It will be appreciated by those
skilled in the art that computer system 1000 may operate as a
server that is networked to other computers (network access
devices) to operate as a client/server system, as known by
those skilled in the art, or computer 1000 may operate as a
standalone system. Computer system 1000 includes one or
more processors, such as processor 1004. While a single
processor 1004 is shown, the presently described linear pro-
grams may advantageously be solved using a multi-core
machine. Processor 1004 is connected to a communication
infrastructure 1006 (e.g., a communications bus, cross-over
bar, or network). Computer system 1000 can include a display
interface 1002 (e.g. a graphics card) that allows graphics, text,
and other data from the communication infrastructure 1006
(or from a frame buffer not shown) to be displayed on a
display unit 1030. Computer system 1000 also includes a
main memory 1008, preferably random access memory
(RAM), and may also include a secondary memory 1010. The
secondary memory 1010 may include, for example, a hard
disk drive 1012 and/or a removable storage drive 1014. The
removable storage drive 1014 has read/write functionality
onto removable storage media 1018 having stored therein
computer software and/or data. In alternative embodiments,
secondary memory 1010 may include other similar devices
for allowing computer programs or other instructions to be
loaded into computer system 1000. Such devices may
include, for example, a removable storage unit 1022 and an
interface 1020. Examples of such may include a program
cartridge and cartridge interface (such as that found in video
game devices), aremovable memory chip (such as an erasable
programmable read only memory (EPROM), or program-
mable read only memory (PROM)) and associated socket,
and other removable storage units 1022 and interfaces 1020,
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which allow software and data to be transferred from the
removable storage unit 1022 to computer system 1000. Com-
puter system 1000 may also include a communications inter-
face 1024 allowing software and data to be transferred
between computer system 1000 and external devices.
Examples of communications interface 1024 may include a
modem, a network interface (such as an Ethernet card), a
communications port, a Personal Computer Memory Card
International Association (PCMCIA) slot and card, etc. Soft-
ware and data transferred via communications interface 1024
are in the form of signals (not shown), which may be elec-
tronic, electromagnetic, optical or other signals capable of
being received by communications interface 1024. These sig-
nals are provided to communications interface 1024 via a
communications path (e.g., channel) 1026. This path 1026
carries the signals and may be implemented using wire or
cable, fiber optics, a telephone line, a cellular link, a radio
frequency (RF) link and/or other communications channels.
Computer programs (also referred to as computer control
logic) are stored in main memory 1008 and/or secondary
memory 1010. Computer programs may also be received via
communications interface 1024. Computer programs, when
executed, enable the computer system 1000 to perform the
features of the present disclosure, as discussed herein.
Accordingly, such computer programs represent controllers
of the computer system 1000. In an embodiment where the
disclosure is implemented using software, the software may
be stored in a computer program product and loaded into
computer system 1000 using removable storage drive 1014,
hard drive 1012, or communications interface 1024. The con-
trol logic (software), when executed by the processor 1004,
causes the processor 1004 to perform the functions of the
disclosure as described herein. In another embodiment, the
disclosure is implemented primarily in hardware using, for
example, hardware components, such as application specific
integrated circuits (ASICs). Implementation of the hardware
state machine so as to perform the functions described herein
will be apparent to persons skilled in the relevant art(s). In one
exemplary embodiment, the system for the present disclosure
may be implemented as a desktop application program, which
may reside ona computer hard drive, database or other reposi-
tory of data, or be uploaded from the Internet or other network
(e.g., from a PC, mini-computer, mainframe computer,
micro-computer, telephone device, PDA, or other network
access device having a processor and input and/or output
capability). Any available software tool capable of imple-
menting the concepts described herein may be used to imple-
ment the system and method of the present disclosure. The
method and system of the present disclosure may also be
implemented as an application-specific add-on to a program,
or as a standalone application.

[0093] The above-described method may be implemented
by program modules that are executed by a computer, as
described above. Generally, program modules include rou-
tines, objects, components, data structures and the like that
perform particular tasks or implement particular abstract data
types. The term “program” as used herein may connote a
single program module or multiple program modules acting
in concert. The disclosure may be implemented on a variety of
types of computers, including personal computers (PCs),
hand-held devices, multi-processor systems, microprocessor-
based programmable consumer electronics, network PCs,
mini-computers, mainframe computers and the like. The dis-
closure may also be employed in distributed computing envi-
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ronments, where tasks are performed by remote processing
devices that are linked through a communications network. In
a distributed computing environment, modules may be
located in both local and remote memory storage devices.
[0094] An exemplary processing module for implementing
the methodology above may be hardwired or stored in a
separate memory that is read into a main memory of a pro-
cessor or a plurality of processors from a computer readable
medium such as a ROM or other type of hard magnetic drive,
optical storage, tape or flash memory. In the case of a program
stored in a memory media, execution of sequences of instruc-
tions in the module causes the processor to perform the pro-
cess steps described herein. The embodiments of the present
disclosure are not limited to any specific combination of
hardware and software and the computer program code
required to implement the foregoing can be developed by a
person of ordinary skill in the art.
[0095] The term “computer-readable medium” as
employed herein refers to any machine encoded medium that
provides or participates in providing instructions to one or
more processors. Such a medium includes but is not limited to
non-volatile media, volatile media and transmission media.
For example, non-volatile media can include optical or mag-
netic memory disks. Volatile media include dynamic random
access memory (DRAM), which typically constitutes the
main memory. Common expedients of computer-readable
media are well-known in the art and need not be described in
detail here.

[0096] The foregoing detailed description is to be under-

stood as being in every respect illustrative and exemplary, but

not restrictive, and the scope of the disclosure herein is not to
be determined from the description, but rather from the
claims as interpreted according to the full breadth permitted
by the patent laws. It is to be understood that various modi-
fications will be implemented by those skilled in the art,
without departing from the scope and spirit of the disclosure.

[0097] Appendix A In this Appendix, it is shown that two

problems are NP-hard:

[0098] FAILURE STATE DISTINGUISHING

[0099] INSTANCE: A directed graph G=(V,E), a source
and destination vertices u,v&V, and two sets s,s' < E.

[0100] QUESTION: Is there a simple directed path P from
uto v that contains edges from one and only one of the sets
sands'?

[0101] BOUNDED PATH LOAD BALANCING

[0102] INSTANCE: A directed graph G=(V,E) with a posi-
tive rational capacity ¢, for each edge eE, acollection S of
subsets s  F of failure states with a rational weight w* for
each sES, a set of triples (u,,vh,), 1=d=k, correspond-
ing to demands, where h ; units of demand d need to be sent
from source vertex u, € U to destination vertex v, €V, an
integer bound J on the number of paths that can be used
between any source-destination pair, a piecewise-linear
increasing cost function (1) mapping edge loads 1 to ratio-
nals, and an overall cost bound B.

[0103] QUESTION: Are there J (or fewer) paths between
each source-destination pair such that the given demands
can be partitioned between the paths in such a way that the
total cost (sum of ®(1) over all edges and weighted failure
states as described in the foregoing disclosure) is B or less?

[0104] To prove that a problem X is NP-hard, it must be
shown that for some known NP-hard problem Y, any
instance y of'Y can be transformed into an instance x of X
in polynomial time, with the property that the answer fory
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is yes if and only if the answer for x is yes. Both problems
can be proven NP-hard by transformations from the fol-
lowing problem, proven NP-hard by S. Fortune, J.
Hopcroft, and J. Wyllie, “The directed subgraph homeo-
morphism problem”, Theor. Comput. Sci., Vol. 10, No. 2,
pp- 111-121, 1980, included herein by reference.

[0105] DISJOINT DIRECTED PATHS

[0106] INSTANCE: A directed graph G(V,E) and distin-
guished vertices u,,v,,u,,v, EV.

[0107] QUESTION: Are there directed paths P, from u, to
v, and P, from u, to v, such that P, and P, are vertex-
disjoint?

[0108] Theorem 1: The FAILURE STATE DISTIN-
GUISHING problem is NP-hard. Proof. Given an instance
G=(V,E),u,,v,,u,,v, of DISJOINT DIRECTED PATHS.
The constructed instance of FAILURE STATE DISTIN-
GUISHING consists of the graph G'=(V,E'), where
B'=EU{(v,,u,)} , with uv=u,, v=v,, s=0, and s'={(v,,u,)}.
Given this choice of's and s', a simple directed path from u
to v that distinguishes the two states must contain the edge
(v,,u,). Such a path is claimed to exist if and only if there
are vertex-disjoint directed paths P, from u, to v, and P,
fromu, to v,. Suppose a distinguishing path P exists. Then
itmust consist of three segments: a path P, fromu=u, tov,,
the edge (v,,u,), and then a path P, from u, to v=v,. Since
it is a simple path, P, and P, must be vertex-disjoint. Con-
versely, if vertex-disjoint paths P, fromu, tov, and P, from
u, to v, exist, then the path P that concatenates P, followed
by (v,,u,) followed by P, is the desired distinguishing path.

[0109] Theorem 2: The BOUNDED PATH LOAD BAL-
ANCING problem is NP-hard even if there are only two
commodities (k=2), only one path is allowed for each
(J=1), and there is only one failure state s.

[0110] Proof. For this result, the variant of DISJOINT
DIRECTED PATHS in used where the edge-disjoint is
asked for rather than vertex-disjoint paths. The NP-hard-
ness of this variant is easy to prove, using a construction in
which each vertex x of G is replaced by a pair of new
vertices in, and out,, and each edge (x, y) is replaced by the
edge (out,in,).

[0111] Given an instance G=(V,E),u,,v,,u,,v, of the edge-
disjoint variant of DISJOINT DIRECTED PATHS. The
constructed instance of BOUNDED PATH LOAD BAL-
ANCING is based on the same graph, with each edge e
given capacity ¢,=1, with the single failure state s=@ (i.e.,
the state with no failures), with w'=1, and with demands
represented by the triples (u,,v,,1) and (u,,v,,1). The cost
function @ has derivative ®'(1)=1, 0=1=1, and O'(1)=IEl,
1>1. The target overall cost bound is B=|E|.

[0112] Note that if the desired disjoint paths exist, then P,
can be use to send the required unit of traffic from u, to v,
and P, to send the required unit of traffic from u, to v,.
Since the paths are edge-disjoint, no edge will carry more
than one unit of traffic, so the cost per edge used will be 1,
and the total number of edges used can be at most |El. Thus
the specified cost bound B=|E| can be met. On the other
hand, if no such pair of paths exist, then paths P, and P,
must be chosen that share at least one edge, which will
carry two units of flow, for an overall cost of at least |E|+1,
just for that edge. Thus if there is a solution with cost |El or
less, the desired disjoint paths must exist.

[0113] It is not difficult to see that adding more paths,
failure states, or commodities do not make the problem
easier. Note, however, that this does not imply that the

Ex.1025
CISCO SYSTEMS, INC. / Page 19 of 21



US 2011/0141877 Al

problem for the precise cost function ® discussed in the
present disclosure is NP-hard. It does, however, mean that,
assuming P=NP, any efficient algorithm for that ® would
have to exploit the particular features of that function.

We claim:

1. A method for balancing load in a network after failure of
a link, the network comprising a plurality of interconnected
vertices and edges e € E and a set of traffic demands d € D,
each demand d defining a flow requirement h; from an ingress
router u, to an egress router v, the network further compris-
ing a set of failure states s, the method comprising the steps of:

at an ingress router u, routing traffic by automatically

balancing traffic load over a predefined set of paths P,
from the ingress router u,, to the egress router v, accord-
ing to a set of splitting ratios e, each splitting ratio
defining a fraction of the demands d to be transmitted
over apath p of the set of paths P ;in a case of a detectable
failure state o corresponding to a subset of a set of
modeled failure states s, the set of modeled failure states
being states that cause at least one path p of the pre-
defined set of paths P, to fail, the set of modeled failure
states including a no-failure state in which the network
has no failures, each modeled failure state having at least
a predetermined probability of occurrence.

2. The method of claim 1, wherein the predetermined prob-
ability of occurrence is sufficient to meet a predetermined
network availability objective when the network is restored
against the set of modeled failure states.

3. The method of claim 1, further comprising the step of:

in an off-line management system, pre-computing the

paths P, and splitting ratios o,,°.

4. The method of claim 3, wherein the step of pre-comput-
ing the fixed paths P, further comprises:

obtaining an optimal flow on each edge for all modeled

failure states s; and

using a decomposition algorithm to compute the corre-

sponding fixed paths P, through the network.

5. The method of claim 3, wherein the step of pre-comput-
ing the splitting ratios c.,” further comprises solving a linear
program wherein the following objective function is mini-
mized:

OBJly Venys - - ) B Eecs @),

wherein 1, *' is a total flow on edge ¢, in failure state s;, c,, is
a capacity of an edge e,, W’ is a weight given to a failure state
s based on a frequency of occurrence, and @ is a convex
function of link load.

6. The method of claim 5, wherein solving the objective

function is subject to the following constraints:
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wherein 1* is a total flow on edge e in network failure state s,
P, is a set of paths for demand d and detectable failure state
0,1, is a flow on path p in detectable failure state 0; and O, is
a set of all detectable failure states for the ingress router u,,.
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7. The method of claim 5, wherein solving the objective
function is subject to the following constraints:

fo=h @p
p = 3 @,
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wherein f, is a flow on path p in detectable failure state o, P ,°
is a set of paths for demand d and detectable failure state 0, O,
is a set of all detectable failure states for the ingress routeru,,
and 1.7 is a total flow on edge e in network failure state s.

8. The method of claim 5, wherein solving the objective
function further comprises:

finding a splitting ratio c, for each path p as

W
= Z hdp

se§

wherein % is an optimal flow for path p in failure state s.

9. The method of claim 3, further comprising the step of:

storing, atthe ingress routeru , the set of fixed paths P ;and

the set of splitting ratios, by populating at least one
forwarding table in the ingress router.

10. The method of claim 3, further comprising the step of:

storing, atthe ingress router u , the set of fixed paths P ;and

the set of splitting ratios, by configuring the ingress
router to signal the paths using a resource reservation
protocol.

11. A computer-usable medium having computer readable
instructions stored thereon for execution by one or more
processors to perform a method for balancing load in a net-
work after failure of a link, the network comprising a plurality
of interconnected vertices and edges e € E and a set of traffic
demands d € D, each demand d defining a flow requirement
h,,from an ingress routeru,to an egress router v, the network
further comprising a set of failure states s, the method com-
prising the steps of:

at an ingress router u, routing traffic by automatically

balancing traffic load over a predefined set of paths P,
from the ingress router u,, to the egress router v, accord-
ing to a set of splitting ratios ,,°, each splitting ratio
defining a fraction of the demands d to be transmitted
over a path p of the set of paths P ;in a case of a detectable
failure state o corresponding to a subset of a set of
modeled failure states s, the set of modeled failure states
being states that cause at least one path p of the pre-
defined set of paths P, to fail, the set of modeled failure
states including a no-failure state in which the network
has no failures, each modeled failure state having at least
a predetermined probability of occurrence.

12. The computer-usable medium of claim 11, wherein the
predetermined probability of occurrence is sufficient to meet
a predetermined network availability objective when the net-
work is restored against the set of modeled failure states.
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13. The computer-usable medium of claim 11, further com-
prising the step of:

in an off-line management system, pre-computing the

paths P, and splitting ratios o,°.

14. The computer-usable medium of claim 13, wherein the
step of pre-computing the fixed paths P, further comprises:

obtaining an optimal flow on each edge for all modeled

failure states s; and

using a decomposition algorithm to compute the corre-

sponding fixed paths P, through the network.

15. The computer-usable medium of claim 13, wherein the
step of pre-computing the splitting ratios c.,” further com-
prises solving a linear program wherein the following objec-
tive function is minimized:

objl, Ve, s )=E e sWE e s PUL/C),

wherein 1, *' is a total flow on edge e, in failure state s, ¢, is
a capacity of an edge e,, w* is a weight given to a failure state
s based on a frequency of occurrence, and @ is a convex
function of link load.

16. The computer-usable medium of claim 15, wherein
solving the objective function is subject to the following
constraints:

1i=z Z f;’ Yoe, s, 0=04(s);
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wherein 1.* is a total flow on edge e in network failure state s,
P, is a set of paths for demand d and detectable failure state
0,1,%is a flow on path p in detectable failure state o; and O, is
a set of all detectable failure states for the ingress router u,,.

17. The computer-usable medium of claim 15, wherein
solving the objective function is subject to the following
constraints:
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wherein f,° is a flow on path p in detectable failure state o, P ,°
is a set of paths for demand d and detectable failure state 0, O,
is a set of all detectable failure states for the ingress router u,,
and 1.7 is a total flow on edge e in network failure state s.
18. The computer-usable medium of claim 15, wherein
solving the objective function further comprises:
finding a splitting ratio c, for each path p as

wherein f,” is an optimal flow for path p in failure state s.
19. The computer-usable medium of claim 13, further com-
prising the step of:
storing, atthe ingress router u , the set of fixed paths P ;and
the set of splitting ratios, by populating at least one
forwarding table in the ingress router.
20. The computer-usable medium of claim 13, further com-
prising the step of:
storing, atthe ingress router u , the set of fixed paths P ;and
the set of splitting ratios, by configuring the ingress
router to signal the paths using a resource reservation
protocol.
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