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Invited Paper

Experimentsin Best-Effort M ultimedia Networking for a
Distributed Virtual Environment

Tom Hudson Michele Clark Weigle¢ Kevin Jeffay Russell M. Taylor I
University of North Carolina at Chapel Hill
Department of Computer Science,
Chapel Hill NC, 27599-3175

ABSTRACT

Until thereis greaterconsensu®n proposalsfor realizing better-than-best-efforserviceson the Internet, developersof
multimediaanddistributedvirtual environmentapplicationsmust rely on best-effortmedia adaptationsdo amelioratethe
effects of network congestion. We present the results of a study on theadgaptationoriginally developedor audio and
video applications for the data-flows generated by the UNC nanoManipulator. The nanoManipulator is enviittorainent
interfaceto a scanned-probenicroscopethat hasbeenusedby scientistsasa tool for basic researchin the material and
biological sciences. We are building a distributed version of the systempdoationover the Internetand areinvestigating
media adaptations for realizing application performance requirements. The results of early expestimentdio and video-
centric media adaptations applied to the flows generated by a microscope and a haptic forcedeedbackpromising. A
simple forward error correctionschemeprovidesgood recoveryfrom packetloss andan elasticdisplay-queuemanagement
scheme limits the impact of delay-jitter and results in more continuous playout of media sdimgdepreliminary results
provide evidencethat a sophisticatedvirtual environmentinterfacecan operateover modestdistancesover the Internetto
control a remote microscope in real-time.

Keywords: multimedia networking, distributed virtual environments, quality-of-service, best-effort networking.

1 INTRODUCTION

The 1990s saw the adventmilltimediacomputingand networkingandthe proliferation of researctinto the problemsof
network and operating system supportdagital audio andvideo. Commodity processorand /O subsystemsverefinally

powerful enoughto acquire,store, and processdigitized streamsof audio and video in real-time. Moreover, as LAN

switching was deployedin campusand enterprisenetworks, and Internet backbonessteadily increasedin capacity,
communication of these streams across the Internet became feasible.

Throughout mucthof this time a debatewaswagedasto how the Internetshouldevolveto supportapplicationsthat
required real-time transmission of continuougbneratednediastreams At a high-level, the centralquestionwas whether
or not a network should provide end-to-endserviceswith guaranteesf quality-of-service Given the tremendousncreases
and availability in network bandwidth,it was arguedthat one could exploit the flexibility inherentin the way most
applicationsgeneratednediato amelioratethe effectsnetwork congestionencounteredn a networkwithout guaranteesf
quality-of-service On the one hand,the prevalenceof streamingmediaapplicationson the Internettoday is an existence
proof that techniquesfor best-effort delivery of real-time media are capableof realizing the real-time transmission
requirements for many applications. However, on the other hand, the correspondingly small number ancéwiitetbre
interactiveapplicationssuchas audio and video conferencing,suggeststhat the lack of alternateservice modelson the
Internetmay be impedingthe realizationof the advancedcommunication,collaboration,and entertainmengenvironments
envisioned for the Internet.

Our interestlies in exploring the use of best-effortmultimedia networkingtechniquesfor realizing the performance
requirementf a distributedvirtual environmentfor advancednicroscopy.As wasthe casefor audioandvideo ten years
ago, we seeko understandhe extentto which one candesignan interactivevirtual environmentapplicationfor effective
operationover the commaodity Internet.In the abstract,our applicationis similar to a videoconferencingystem:a set of
input devicesis usedthat generatdong-lived periodic and quasi-periodiddataflows with low latency tolerancesand high
fidelity requirementsThereforeit is naturalto ask whetherbest-effortmultimedia networkingtechniquesdevelopedfor
managing audio and video streams “scale” to meet the requirements of our application. By studying this quiestietowe
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shed additional light on the fundamental nature of the requirer(iemtsy) for quality-of-serviceon the Internetandinform
the discussion of design principles for interactive, distributed virtual environments.

In this paper we present the results of some early experiments in adapting an existingnwitoamentfor operation
over the Internet. The system, the UNC nanoManipulator, is a virtual reality interface to a scanned probe m{&8btope
that allows chemists, biologists, and physicists to “see” the surface of a material sample such gmgigies a carbon
nanotube at nanometer scale, and “feel” the properties of the surface throughahétsefeedbackThis is accomplished
by integratingan SPM with high-performanceD graphicsanda tracking/force-feedbackaptic device. This systemhas
beenin useat UNC by local scientistsfor a numberof yearsand has enablednew scientific investigationsthat were
otherwise not possible to be conceived and performed. We are currently investigating the distitsygtamcomponents
(e.g, the microscopandthe haptic display) acrossthe Internet. This distribution enablesremoteoperationof the system
and the sharing of potentially expensivecomponentsbetweenresearchgroups. In addition, distribution admits the
possibility of modifying the system to support collaborative experimentation between multiple non-co-located users.

As currently designed,the nanoManipulatorassumesthe presenceof reliable, dedicatedcommunicationchannels
betweensystem components.To operateover the Internetthe systemmust be modified to deal with the common IP
network pathologies of high delay, delay-jitter, packet loss, out-of-order arrivals, and duplicate arrivais tiAdi first two
problems can be solved by the use of a reliable, in-order transptotol suchas TCP, however, TCP doesnot allow an
application to control either transmission delay or transmission ratbeameis lessthan desirable We havedevelopedan
application-level transport protocol for the nanoManipulator system to deal with the problems of losandd&gy-jitter.
Our approach is to use well-understood media adaptations developed for audio and video fappdyethdseadaptationgo
the flows generatedy the nanoManipulatorTheseinclude the datathat is streamedrom the microscopeto the display
processing engine and the tracking data of the usaertenthandposition that is transmittedfrom the haptic deviceto the
microscope. Specifically, we investigate the use of forward error correction for ameliorating the effacteetibss andan
elastic display-queuemanagemenalgorithm for smoothing delay-jitter. We have performeda number of experiments
operatingthe modified nanoManipulatosystemin a controlled network environmentwhere the contentionfor network
resources can be closely controlled. We find that when combined with delay-amelioration techniques develtipddier
operationanddistributedvirtual environmentsystems,we find that thesebest-effortdata managemenand transmission
techniques can be effective for realizing the real-time throughput and latency requirements of the nanoManipulator.

The remaindepf this paperis organizedas follows. Section2 describeshe nanoManipulatoisystemis greaterdetail and
presents its requirements for real-time media transmission. Section 3 rédweenvaltimedia networkingproblemfor audio
andvideo applicationsandreviews the relevantliterature in best-effortmultimedia networking. Section4 discusseshe
modificationsto the nanoManipulatosystemwe madein orderto enableits operationover the Internet and the specific
media adaptations waevelopedSection5 describesour experimentaketupandresults.We concludein Section6 with a
discussion of the efficacy of existing best-effort techniques for distributed virtual environments.

2 ADISTRIBTED VIRTUAL ENVIRONMENT: THE UNC NANOMANIPULATOR

Scanned-probenicroscopessuch as the atomic-forcemicroscope(AFM), allow the investigationand manipulation of
surfaces down to the atomic scale. An AFM is capable of positiantig very precisely(x, y positionswithin a fraction
of an atomic diameter)over a surfacein a wide variety of environmentsjncluding ambient,ultrahigh vacuum,and under
water. It is capableof resolvingindividual atoms on crystalline surfaces,and molecules, proteins and viruses under
physiologicalconditions.The AFM tip can provide quantitativedataon a wide range of samplefeaturesincluding the
surface topography, frictiomdhesiontemperaturecompliance etc. Most important, the surfacecan be modified through
the deposition of material dhrough mechanicatip/sampleinteractionby machiningthe surfaceor manipulatingsurface-
bound objects.

An SPM generates a three-dimensiodaiaseimeasuringhe height of a surface(z) over a two-dimensionakegion (x
andy). Traditional SPM interfacesonly displaythis datain two dimensions— a rectangularmreawhose colorat a point
indicates the height of theurfaceat the correspondingpoint. However,three-dimensionatlisplay haslong beenusedas a
post-process to help scientists understéusir dataafter they have completedthe experimentBy displayingthe datafrom
the microscope three-dimensionally as ¢x@erimentis in progressscientistshavea bettergraspof the experimentas it
happens and are able to change their plans to suit their observations.



Figure 1. The nanoManiplatorinterface (showing stereo, head-
tracked shutter glasses, and a haptic, force-feedback pointing dev

The nanoManipulator integrates three-dimensional graphics and force feedback to give anxitaamentinterfaceto
SPMs. Force feedback is used to convey information about the swefgcéopography,complianceetc) to the userin a
tactile form. A force feedback device measures the position and orientation of a stylus theldidgra thousandimes per
second Given a geometricmodel of the surface,the systemcomputesthe force that should be felt by the userat the
measured position, and uses motors to display that force to the user by mechanically pushing ontfrestings. Force
feedbackdevicesare usedto control remotemanipulatorssuchasrobot armshandlingdangerousnaterialsor working in
inaccessible locations. We use force feedback devices to control manipulators teatciedn scaleinsteadof in distance.
In our case the probe tip of an SPM is only a few microns across and can be felt anid meagendasif it werea penin
the user’s hand.

The nanoManipulatogives the scientistvirtual telepresencen the surface scaledby a factor of a million to one,
blowing a virus up to the size of an apple,or a strandof DNA up to the size of a piece of spaghetti.A stereodisplay
(usually combined with head tracking) presehts 3D surfacefloating in spacewithin arm’s reach.The hand-trackingand
force-feedback device allows the scientist to actually feel surface coatwltie manipulateobjectson the surface,suchas
the tobacco-mosaiwirus (TMV) particlesin Figure 1. This direct, naturalinterfaceto SPMs has enablednew forms of
experimentatiorthat augmentand amplify human cognition, has revealednew results from existing data sets, and has
allowed new and fruitfuexperimentghat could not be performedotherwise.The nanoManipulatois a productionsystem
that has been used by chemists, biochemists, physicists and gene therapists, who at times flew across thes®ingry to
system. They have investigated the mechanical properties of TMV and adenovirus (a vesoetioerapy), manipulateda
20nm colloidal gold particle into a thin gap formedin a wire, broken and repairedtiny nano-wires,and studied the
mechanical and electrical properties of carbon nanotubes.

The nanoManipulatomapplicationhastwo basicmodesof operation: scanningnd point mode. Scanningis usedto
provide a single, consistentrepresentatiof the topographyof the entire surfacethat is renderedwith three-dimensional
graphics and displayed to the user. In scanning mode, the microscope probe movékesuosgein a rasterpatternat a
constant speed, taking quick measurements of surface height and other datageiarintervals. Scanningis the standard
modein which SPMs operatewhenimaging a surface.The nanoManipulatoraugmentsthe standardSPM by allowing
manipulation of the surface. In point mode, tiger'shandis coupledto the position of the microscope’sip throughthe
haptic force feedbackdevice.The nanoManipulatotracksthe user'shand and tells the microscopeto move its tip to a
specific point correspondingo the user'scurrentposition on the virtual surface.When the tip arrives,it respondswith
measurements of the sample at that point. The nanoManipulatdresmited robotic capabilities.For example the tip
canbe commandedo move along a path on the surface.While this commandis executedthe control loop betweenthe
application and the tip does not need to be closed across the network.

The current standard deployment of the nanoManipulator couples a Windowsik3tationwith modern3D graphics
card and a force-feedback controfarSensAbleDevices,Inc. PHANTOM) via a dedicatedswitchedEthernetLAN. (More
advanced versions of the system use a graphics supercomputer tieblBE PixelFlow machineor high-endSGl.) The
dedicatednetwork is usedby the graphicscomputerto sendand receive SPM data and commandsand position/force
descriptions.The nanoManipulatorapplicationis implementedas three processesunning on two NT workstationsas
illustrated in Figure 2. One machine is directly connected to the &®lMsesa vendor-suppliedSP card and softwareto
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Figure 2: NanoManipulator high-level system structure.

interface with the SPM. Thether machineis a two-processomachinewith one CPU devotedto a hard-real-timeprocess
controlling the PHANTOM force-feedbaclkdevice. The otherCPU runsthe main nanoManipulatorapplication, including
graphics,userinterface,and network communicationsDependingon the use of the system, other interface devicesand
scientific instruments may be attached, including the Magellan six degree of freedom input puck.

The real-timeprocessingand communicationsrequirementsof the nanoManipulatorsystem dependon the mode of
operationof the system.Whenthe systemis in scanmode,the microscopecontroller sendsdata asynchronousliyto the
graphics display as the tip rasters across the sample surface. This data updates each part of the displagehsasaoe
scan data arrives. Because the rastenlves a physicalinteraction,exactsamplingratesvary widely with the instrument,
the sample,andthe samplingconditions (e.g, whetherthe microscopeis operatingin air or underwater), but typical
numbers are00 sixteenbyte measurementper second Eachmeasuremernis typically sentin a separataetwork packet
generating a stream requiring approximately 38 kbps of bandwidth.

When the user is in direcontrol of the tip (point mode),thereare no surfacegeometryupdateqthoughimagesstill
need to be displayed from the user’s current viewpoint). Instead, the microscope tip thédregectoryof the user'shand
as tracked by the force-feedback device. The surfaamimedat theselocationsandforce feedbacktells the userwherethe
surface is and how it is changing. The nanoManipulator tracks the user’'s hand and tritsdbeopeto moveiits tip to a
specific point correspondingo the user'scurrentposition on the virtual surface.When the tip arrives,it respondswith
measurements of the sample at that point. If the application is running at a frame rate of 30 Hz, it sendsco2Babyitk
to the microscope every frame, requirib@ kbps of bandwidth.The microscope’sesponseas 56 bytes.If the microscope
can keep up with commands, it will generate a stream of responses requiring approximately 24 kbps of bandwidth.

In point mode, system latency becomes critical. Virtual realitplicationshave historically laboredunderas much as
severalhundredmilisecondsof latency.Although this reducegheir effectivenessthey may still be usable[9]. However,
when the user is interacting with and controlling physical objects (“teleoperating”) latency is much more critical.
Teleoperation control loops generally become unstable with less than 100atenoy[1] andevenat significantly lower
levels of latencythey may not be useful. Becauseof microscopeand applicationlatencies,thereis very little room for
network latency. A major focus of our work is reducing or ameliorating network latency so that the apptenafiorction
in point mode over wide-area networks.

Force feedback systems congiftcomputer-controllegsensorsand motorsthat sensethe currentposition of the user,
computethe force that shouldbe exertedon the userat that position, andusethe motorsto displaythe force. Although
video systems can run at 30 Hz to present the illusion of continuous motion to the sense of sight, ttheifigsiun of
a continuous, stiff surfac® the senseof touch requires1,000 Hz updaterates.With thesehigh updaterates,a pen-based
systemlike the PHANTOM can provide a good simulation of a single point probing an arbitrary computer-generated
environment.

To compute forces ahesehigh updateratesrequiresa very simple world model. Thecommonsolution is to havea
complex world model in one process, which given the recent posititime force feedbackdevicecomputesa simple local
model and transmits that to a second real-time process that runs at the required high speed. Hited&dwcB8IANTOM,
the plane-and-probenodel [6] works well. The coordinatef a plane tangentto the geometricmodel of the surfaceis



transmitted to the haptics controller process at least 20 times per second. This is sufficient to poesémtiagimage of
the computer-generategvorld. Overall, the graphics processmust maintain an image update rate of better than 20
frames/second to keep the illusion of immersion.

3 THE BEST-EFFORT MULTIMEDIA NETWORKING PROBLEM

Although the processingspeedsin CPUs and raw bandwidth on network links is sufficient for many multimedia
applications the coordinatednanagementf network and end-systenresourceso realizethe processingand transmission
requirementf applicationswith real-time constraintsremainsa significant challenge.Broadly speaking researchn this
area has proceeded along two parallel fronts. Most visible iwdhie on new network servicemodelsfor the Internet. The
existing best-effortpacketforwarding model hasbeenproposedo be extendedto include guarantee®of quality-of-service
including guaranteesf throughputanddelay. This so-calledintegratedServicesarchitecturefor the Internet(“INTSERV”)
has proposed “call-setup” procedurenvhereinresourcesre reservedalong the path from receiver(sjto senderand network
switchesmaintain per-call (per-connection)stateto ensurethey allocatelink bandwidthin accordancewith application
requirements. Because of concerns about the complaixitye INTSERYV architecturea second.and more simple scheme,
the Differentiated Services architecture (“DIFFSERV”), has become the dominant architecture of studRIBg&#V the
emphasis is less on end-to-end services and moperdrop forwarding behaviorssuchas priority forwardingor low-delay
forwarding.

The secondmajor focus of researchactivity has beenin the developmentof media adaptationmechanismsand
techniquedor best-effortmultimedia networking. Here, the guiding principle is the observationthat in the absenceof
“better-than-best-effort” delivery models ftre Internet,applicationsrequiring real-timetransmissionof mediamust sense
the state of congestion in the network and adapt the media streams they injectretovtitkto maximizethe probability
of in-time delivery. The fundamental assumptions guiding this researthar@d) network bandwidth,when averagedver
sufficiently long intervals,is sufficient for someminimally acceptableperationof the application,and (2) applications
havesufficient flexibility inherentin the mannerin which they generatemediastreamsthat they canadaptto the natural
changes in network bandwidth availability.

While much significant researchhas been performed in both best-effort and quality-of-service networking, for
multimedia delivery orthe Internettoday, the best-effortmodeldominates A complexcombinationof technicaland non-
technicalissueshaveconspiredto impedethe deploymentof the results of the researchinto integratedor differentiated
services and despite the tremendous activity in this area, the statusguitikisly to improvein the nearfuture. Thusin
orderto enablesubstantivedistribution of the nanoManipulatorsystem, we are forced to investigate media adaptation
schemes for nanoManipulator data flows.

In this study we are primarily concernedth amelioratingthe problemsof packetloss and delay-jitter. Packetloss is
primarily caused by network congestion. When the offered load for a particular outbouatdiswitch is greaterthan the
capacity of the link, a queue forms. If the situation persists eventually the queue overflqresketdare lost. Packetloss
can be dealt with through combinationof two techniquequsedeither separatelyor in combination).First, to the extent
that a multimedia application is contributingttee stateof congestionthe applicationcanreduceits transmissiorratein
an attempt to reduce the offered load at the bottleneck switch and thus eliminate the cofgesticample the (strongly)
recommended rate adaptation is the multiplicative decdmameusedin TCP. If all connectiondransitingthe congested
link performrate adjustment(in particular,the samerate adjustment)the queuewill drain and packetswill ceaseto be
dropped.Seconda multimediaapplication can amelioratethe effects of packetloss by performing someform of error
control. The two dominantapproache$iereareto detectlost packets(typically by numberingpacketsat the senderand
observinga gapin the sequenca&umbersat the receiver)andretransmit,or, introducesufficient redundancyinto the data
stream to enablthe receiverto reconstructost packetson the fly. In the latter casethereare a numberof techniquedor
introducingredundancyinto a media stream.Simple schemesnclude replicating media samplesand transmitting them
multiple times with each retransmission separated in time to maxtirezgrobability that at leastone copy arrivesat the
receiver. More complex schemes genelaiger resolutionversionsof the redundanimediasamplesto reducethe overhead
(bandwidth)of redundantransmissionsAlternatively, one cantradeefficiency for error coverageby generatingredundant
samples that represent tkavay exclusive-or of the lagtsamples.

Thereis a clear trade-off betweentheseapproachesThe reactive, retransmissionschemesincreasethe end-to-end
transmission delay of media samplestatakestime to sensea lost packet,requesta retransmissionandthen receivethe



retransmittedoacket.In generalthis increasein delayis on the order of 1.5-2 network roundtrip times. The proactive
redundancy-introductioschemegcommonly called forward error correction or FEC), only increasedelay by the time
required to reconstruct a losample(a designparameter)however,FEC schemesequirean applicationto consumemore
bandwidththan it would otherwise. This is arguably a counterproductivemeasurein times of high congestionand
contention for network resources. As described below, we adopt a FEC for the distributed version of the nanoManipulat

The delay-jitteris also causecby the build-up of queuedn the network. Display processe$or periodically generated
media such as audio and video require that samples arrive at the receiver at regular (precise) imtelels avoid “gaps”
in the playout. When queues grow and shrink in the network the queeisgexperiencedy packetschangesaccordingly.
Thus, assumingno loss, whena networkbecomescongestedthe averagearrival rate of dataat the receiverequalsthe
transmission rate, but the instantaneous arrival rate cardvamyatically.The obvioussolution to amelioratingthe effects
of jitter is to introduce a buffer at the receiver to smooth the arrival process. If the dépatboffer is equalto the largest
end-to-end delay likely to be encountered divided by the sample periodhtherdiaplayoutwill be gap-freeif the buffer
is filled prior to the initiation of the playout processHowever,thereagainis a cleartrade-off. On the one hand, a deep
buffer guarantees gap-free playout, however, on the other hand it will have the effect of delaying each samabtuadlyf it
encountered the worst case delay in the network. If the worst casesledagthen the acquisition-to-displayatencyof the
media may be unnecessarily high. A shallow (or no) buffer may result in a few gapplaythet processbut ensureghat
receiver-side latency is minimal.

Given that in general it is not possible to determine the worst case end-to-end delay a paekebwnller multimedia
applicationscommonly use a buffer managemenalgorithm to dynamically set the depth of the buffer. Theseso-called
“elastic” buffering schemesensethe level of congestion(queuing)in the network and setthe depthof the playout buffer
accordingly.For example,for the nanoManipulatorwe adopta receiverplayout buffer managemenschemecalled queue
monitoring Queue monitoring is based on the observation that over a given intervalpdcifgancyof a receiver’'sbuffer
remainsconstantthen the instantaneousarrival rateis the sameasthe playoutrate (independenbf the actualnumberof
media samples enqueued). This implies that with respect to the duration of a media sample, the level of del&y-jitter
the occupancy of a receiver’s buffer changes by +1 elements over time, thevelte delay-jitteris equalto the duration
of 1 media sample. More generally, if the occupancy of a receiver’s buffer changeslbynents ovetime, thenthe level
of delay-jitter is equal to the durationlofmedia samples.

A second key observation is that if the occupancy of a receiver’s buffer changely Bk elementsovertime, thena
buffer of depthk is sufficient to smooth thdelay-jitter currently being experiencedin particular,in this situationthereis
no utility in maintaininga buffer of depthgreaterthank elementsas doing so only increaseshe ultimate acquisition-to-
display latency of samples. Combined, thise observationgorm the basisof a buffer managemenalgorithm. One can
record the variation in buffer occupancy over time andthiseas a measureof the currentlevel of delay-jitter.In addition,
one can use this measure to dynamically set the depth of the buffer.

In gueue monitoring we manage tbeffer as a simple FIFO queue. A countanda time thresholdare associatedvith
eachposition in the queue.The countfor position k in the queuerepresentghe duration (measuredn units of packet
interarrival times) that the queue always contained at keglstments. When a paclativesat the receiverandthe playout
queue currently contaimsitems, the counts for positions 1 throughre incremented. If the count for any queesition k
between 1 and exceeds its threshold, then the arriving packet is dropped. This indicates that the queue has cdetshed al
k elements for a sufficiently long time that we believe the current level of jitter is lesk siaampleinter-arrivaltimes. By
dropping a packet we reduce the acquisition-to-display of media samples arriving in the future by reducinghbg tiitie
spend in the receiver's queue. However, by dropping a packatsaintroducea gapinto the playoutof the stream.Thus
we are explicitly trading off gap-free playout for low latency playout. Whilertidy seemlike an unpleasantrade-off, for
continuouslygeneratednediait is a fundamentaltrade-off. For mediathat is continuously generatedand displayedat a
constant rate, the only way latency can be reduced is to “skip” the display of a media sample.

Research into FEC and elastic buffering schemes for audividealapplicationshave shownthat they can effectively
ameliorate the effects of network congestion for many applicatiWeghereforeusethesetechniquesas our starting point
for managing nanoManipulator flows on the Internet.



4 BEYOND AUDIO AND VIDEO: SUPPORTING A DISTRIBUTED
NANOMANIPULATOR

The nanoManipulator is a powerful, useficroscopecontrol system.The currentchallengeis to makethe systemmore
widely available.The systemworks well over a dedicatedlOMbps switched Ethernetbetweenthe two computersin the
system. This configuration is appropriate to &xisting testbedenvironmentwherethe microscope 3D graphicssystem,
and force-feedback device are collocated witkgchof a dedicated. AN on the UNC campus.lt is unreasonabléo expect
that high-performance computer graphics equipment and advanced scanned-probe microscopy equipmsoatieditedat
other institutions. Therefore, to allow the wide availability of this interface, it will be necessaijotahe applicationfor
operation over shared networks, including the Internet.

Haptic force feedback over a distance is difficult. Tiaelitional approachto force feedbackandteleoperatiorsendsraw
force and position datietweenthe controller andthe force feedbackdeviceat 500 to 1,000 Hz [3]. This is only possible
over atightly synchronousdedicatedshort-haulnetwork or a bus. When run over a sharedor long-distancenetwork,
transmittingraw datais highly sensitiveto delay. Insteadof presentinga solid, sharp-edgedstable surface,delayedforce
feedback results in soft, mushy surfaces, making the use of haptics ineffective or unstable [1].

The most common approach used by virtual reality applications to control force feedtiamit requiring high update
ratesis the plane approximation[6]. In the nanoManipulator’'simplementationof plane approximation, each new
measurement from the microscope is combined thidpreviousmeasuremento determinea planethat approximateghe
shapeof the surfacenearthe two measurementdhe userfeelsthis planeuntil the next measuremerarrives and a new
planeis determinedseeFigure 3). If the two planesarefar apart,or the user'shandis “inside” the new plane,the force
feedbackdeviceinterpolatesrom the old planeto the new to avoid sharpdiscontinuities.Although the force feedback
system is reading the user’s position and changing the force it exerts at 1,000 Hz, the plane approxiiyatemusto be
updated at 20 to 30 Hz to simulate stiff, sharp-edged surfaces.

Because the plane approximation interpolates between adjacent samplasgitiatelytolerantof sampleloss caused
by packet loss. It is still, however, highly sensitive to delay. As illustrated in Figure 4, with moderately higla gédag,
approximationdisplays incorrect and inconsistentsurface topographyto the user. Since the plane is a first-order
approximation to the shape of the surface near the location of a measurement, if the user froveshfapoint at which
the measuremenivastaken,the approximationis invalid. Another problemin using the plane approximationwith our
AFM is that the plane approximation can be highly sensitive to noise immidrescope Sincethe planeapproximationis
derived from thdast two measurementseportedby the microscopejf the userholdsthe tip still laterally but the height
measured by the microscope vanessily, the orientationof the planewill vary andthe userwill feel an unstable(“see-
saw”), inaccurate surface.
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Figure 3: Local plane approximation example.
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Figure 4: Local plane approximation in the face of high delay. (Motion of microscope tip is from left to right



We haveperformedmultiple test deploymentsof a distributed nanoManipulator.For two of thesewe had dedicated
circuits over Internet 2: one from North Carolina to Washington, DC, the other from North Carolina ténQjoth cases
we had consistent one-way delays of 30-40 ms (as measured with ping) and no loss. Under these corslitipiesteane
approximation was adequate. However, both dedicated circuits had vednighistrationand coordinationcoststo setup
for the shortterm, andwould have beerprohibitively expensiveto maintain over a long term. When we have run our
applicationcross-countryover the commodity Internet,we haveseena far more dismal picture of network performance,
including high latency and high loss. Moreover, latency and jitter are higher in the presenceof loss becauseof the
application’s use of TCP.

The nanoManipulator’'snitial use of TCP was motivatedby a desireto reliably archive all data generatecby the
microscope durin@n experimentso asto havea completescientific “lab notebook”of all experimentsThe useof TCP
made the archival process trivial aod the dedicatedand campusLANSs the additionaladdedlatencydueto error-correction
and congestioncontrol was tolerable For operationover the Internetwe had to decouplelogging from basic sample
streaming and move the logging process to the microsoameoller machine.This eliminatedthe requirementor reliable
transmissionof samplesfrom the microscopeto the display/hapticanachine(since the force-feedbaclkdisplay processis
moderately loss tolerant) and allowed us to use UDP.

However, in the event packet loss on the network is too high, we also experimented with a simpthéi&or the
dataflow from the microscopeto the haptics/displayWe soughtto determinethe extentto which we could effectively
reduce application-level loss without significantly increasing stream lat&moye the microscopestreamhasa small base
bandwidth,in the absolutethe costof FEC is small. Our FEC schemeis controlled by two parametersa number of
retransmissions and a minimum inter-transmissiorinterval t. We send each messagea total of n+1 times. Each
retransmissions separatedrom other packetscarryingthe samemessagéy at leastt milliseconds.An application-level
header identifies the sample and hence the receivererdknow FEC parameterssit candetectandignore any unneeded
retransmissions. Increasih@icreases mean latency and jitter but reduces the chance of correlated losses affectiogyevery
of a message. Some of the IP stacks we have used also seem to react poorly to our attempting to senpatdcetaany
quickly, requiring us to insert extra inter-transmission time for the FEC packets.

Even with the latency reduced by switching frai@P to UDP, moderatdevels of delay and delay-jitter can makethe
planeapproximationuselessWe are investigatingalternaterepresentationshat have better delay tolerance.The first of
theseis the warpedplane approximation,which usesa user-interfacecompensationto compensatefor the delay. As
illustrated in Figure 5, althoughthe warped plane approximationtoleratesdelay much better than the simple plane
approximation,it is sensitiveto delay-jitter,which can distort the shapeof the surfacebeing felt. When operatingthe
nanoManipulator over a LANjelay-jitteris small and doesnot significantly disturb our application.Over longer Internet
paths with more routersielay-jitterincreasesignificantly. To amelioratethe effectsof delay-jitter,we adaptedhe Queue
Monitoring buffer management algorithm for use in the nanoManipulator haptic display queue.

Queue Monitoring assumes that a media stream has a source and a sink that conpraducsgsnd consumepackets
at equalrates.This allows it to abstractaway or quantizetime, dealingonly with buffer occupanciest regular polling
intervals. In our application,the two processeslo not have equal rates:the user sendsrequeststo the microscopeat
anywherefrom 10 to 60 Hz, while the microscope’sresponserate varies widely becauseof device delays.We use an
updateable queud] at the microscope to scale batle rate of requestgeceivedto a ratethat the microscopecan process.
An updateable queue is a FIFO buffer that associates a key withenteyyanddropsany entry in the buffer with a key k
before inserting a new entry with k&y

The userprocesseedsto attemptto reconstructthe timing at which the microscopetook samples.This requires
extending Queue Monitoring to deal explicitly wihb-frametiming, making the implementationmore complexandless

[

Actual surface Topography displayed by plane Topography displayed by plane
topography. approximation with zero delay. approximation with high delay.

Figure 5: Warped plane approximation in the face of high delay-jitter. (Motion of microscope tip is from left to righ



deterministic. Instead of playing out one sample from the queue every frame, the reuaigaggmust explicitly track the
mean interarrival time fronthe microscopeand usethat as the effective interframetime for queueplayout. Trackingtime
like this, the efficacy of the queue monitor depends on the accuracy of our interarrivebtipatation,but so long asthe
computationis reasonablyaccuratewe shouldbe ableto compensatdor devicejitter (variationin the time it takesthe
microscope to process a request) in addition to network jitter.

“Feel patch” is another surface representation that is both tolerant of delay and jitter and one thatvwestayatingas
a delay-jitter adaptation. This higher-order approximation, related to the supervisory control approaches thatrdoroteate
teleoperation(e.g, [2]), is alsolesssusceptibleo devicenoiseandcanrun adequatelyat a lower control rate (1-3 Hz).
Instead of sampling the surface at the single point the user requested, the midiasesgmmplesat severalnearbypoints
and transmits those back to the client, which attempts to reconstestiapeof the surfacebetweenthem. This approach
tradesverity (outputthatis true to the underlyingmeasurementdpr verisimilitude (output that feels right), giving the
physicists a less direct view of the surface; a tradeoff our users are not always willing to accept.

5 EXPERIMENTAL RESULTS

We conducteda numberof experimentsto evaluateour loss, delay, and delay-jitter adaptationsOur experimentswere
performed using the network infrastructure described in [4]. Briefly segla controlledlaboratorynetwork that modelsan
enterprise or campus network having a singlde-arealink to an upstreaminternetserviceprovider (ISP). We placedone
endpoint of the nanoManipulator system on ‘ttempus” side of the network andthe other endpointon the “ISP” side of

the network. The distributedanoManipulatosystemshareshe ISP link with a large collection (thousandspf simulated
Web browsers Web browserson the campusgeneraterequestsfor Web serversout in the ISP’s network which return
responseghat are sampledfrom an empirical model of Web pages.By appropriatelyconfiguring the numberof Web
browsers and serverswe can closely control the load (i.e., the level of congestion)on the campus-ISPlink.

NanoManipulatottraffic competeswith the web traffic on this link andhenceis subjectto varying (but predictableand
reproducible) levels of congestion. The experiments reported belaweanesultsof operatingthe nanoManipulatoin one
of two environments. In the first, the Web browsers and servers kept utilization of the campus-ISP likb(es 1iik) at
90%. In the second environment the number of browsers and sa&irscreasedo achievean averagdink utilization of

98%.

In the first set of experiments, we measured the throughput of the nanoManipulator system in thediagestibnon
the experimentahetwork. Table 1 presentgheseresults. The first experimentconsideredhe performanceof the original,
unmodifiedsystem.This systemperformedno application-leveladaptationsandusedTCP for transmittingall data-flows.
Including headers, the fordeedbackstreamconsumedapproximately23 Kbps of bandwidth.In the secondexperimentwe
modified the system to use UDP instead of TCP. UDP bandwidth was only 20 Kbps, due to savings ontehednsd
and fourth experiments we augmented UDP to perform simple FEC. Inekesementssampleswere retransmittedn 15
msintervals. All data reported in this section was obtained by placing a passive tap on the cantiplisdSdPmonitoring
flows with tcpdump

Theseresultsconfirm the trade-off of latencyfor reliable delivery. With UDP we experienceapproximate?% sample
loss but display the stream with a mean latency and an average leeddyfitterthat is significantly lower than what we

Table 1: NanoManipulator throughput on the campus-link (link utilization = 90%).

Mean Application-Level Mean Jitter
Protocol Bandwidth | Loss (per second] Latency (ms
(bps) (m9
TCP 23,474 0 145 124
UDP 20,229 0.34 (1.8%) 97 33
UDP + single FEC 39,509 0.04 (0.21%) 94 33
UDP + triple FEC 71,974 0.004 (0.02%) 95 33
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observed with TCP. In the FEC experimersisigle FEC doubledthe bandwidthrequirements$ut reducedthe loss rate by
an order of magnitude with no increase in latencydaldy-jitter (over non-FECUDP). Triple FEC doubledthe bandwidth
requirements again but produced another order of magnitude decrease in loss.

Although the use of UDP reduces total system latency from 140p%50 90-100ms, this is still significantly more
delaythan the 40-60 ms our scienceusersare usedto when working over the UNC campusLAN. The teleoperation
literature leads us to expect reduced effectiveness and possible instability in ther88r&g§ion [1]. We are thusiotivated
to shift to a more delay-tolerant surface representation, such as the warped plane approximation, howevenverdmthis
need to address delay-jitter.

To study our ability to ameliorate delay-jitter we increased the load in our experimental net®8% td the campus-
ISP link’s capacity.This producedsignificantjitter but also significant sampleloss (approximatelyl0% underUDP). In
this environmentve evaluatedhe useof queuemonitoringto smoothdelay-jitter. Table 2 summarizegheseresults.We
tested three queumonitoring settingsandfor eachsetting measuredhe loss rate (a measureof network congestionranda
value that should remain constant between experiments as we are not addressihg lagsat which packetsare dropped
by the queue monitoring algorithm, the resulting gap-iratéhe playout of this datain the application,andthe end-to-end
latency.

With no delay-jitter adaptation we measurdrap-rateof 12%, a gap-rateof 21.5%, and90 ms of latency.Evenwith
small parameter value settings for queue monitoringgtieeiehardly everempties.With a thresholdof 30 packetarrivals
for a queue of length 2 or great&@M (30, 2)), we seea decreasén the drop-rateto 0.6%, anda gap rate just marginally
above the loss-rate. (Since without error control lost samples aleaykin a gapin the playout, the loss-rateis always
the lower bound for the gap-rate.) At Q50, 2) andQM (3600, 2), the drop-ratecontinuesto decreaseandthe gap-rate
falls to matchthe loss-rate Although we measurea slight increasen latencywith queuemonitoring over the non-queue
monitoring system, the increase quite tolerable and worth the decrease in the drop-rate (a subjective assessment).

Table 2: Impact of queue monitoring on delay-jitter smoothing (link utilization = 98%).

Application- Drop-Rate Gap-Rate | Latency
Protocol Level Loss (per second) | (persecond)] (m9
(per second)
UDP 2.8 (9.7%) 3.4 (11.7%) | 6.2 (21.5%) 89
UDP with QM (30, 2) 2.8 (10%) 0.18 (0.6%) | 3.0 (10.6%) 94
UDP with QM (150, 2) 2.8 (9.7%) 0.06 (0.02%) | 2.8 (9.7%) 96
UDP with QM (3600, 2) 2.8 (9.5%) | .003 (0.001%)| 2.8 (9.5%) 91

6 SUMMARY & CONCLUSIONS

The UNC nanoManipulatoiis a state-of-the-arvirtual environmentinterfacefor scanned-probenicroscopeghat is being
usedby scientistsas a tool for basic researchin the material and biological sciences.The successof the interface has
motivated the constructioof a distributedversionof the system.However,operationof the interfaceover the Internetto

control a remote microscope requires either modification to the system to accommodate the common |patbdlogies
of high-delay, delay-jitter, and packet loss, or the provisioning of better-than-bestseffaceson the Internet.Until there
is greaterconsensusn proposalsfor realizing quality-of-serviceon the Internet,developersof multimediaand distributed
virtual environment applications must rely on best-effort media adaptations to ameheraffectsof network congestion.
In this studywe soughtto investigatethe use of adaptationsriginally developedor audio andvideo applicationsfor the

data-flowsgeneratedy the nanoManipulatorWe haveconstructeda prototypedistributed version of the systemand are
investigatingmediaadaptationdor realizing applicationperformanceaequirementsWe have presentedhe resultsof early

experiments with audio and video-centric media adaptations applied to the flows generated by a microsdupetianoree

feedback device.
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The results are promising. Vesymple FEC schemesanda shallow delay-jitter buffer canindividually amelioratethe
effects of packet loss, high-delay, and high delay-jitgecifically, we observedyood recoveryfrom packetloss and more
continuousplayout of mediasamples.When combinedwith application specific adaptationssuch as the warpedplane
approximation we are optimistic that a distributed nanoManipulator system can Heruselstantivescientific study. We
concludefrom theseexperimentsthat the use of existing media adaptationsoriginally developedfor audio and video
transmissionshow promise for realizing the performancerequirementsof a distributed nanoManipulatorsystem. These
preliminary results provide evidence that a sophisticated virtual environment intesfagperateover modestdistanceover
the Internet to control a remote microscope in real-time.
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