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57 ABSTRACT 

The present invention relates to Systems and methods for 
archiving or backing up data. The Systems and methods use 
a staging area to temporarily Store data prior to transfer to 
backup or archive Storage. Data is copied from local Storage 
to the Staging area and Stored there temporarily until it is 
transferred to backup or archive Storage. The Staging area 
preferably uses sparse file technology which Stores a mixture 
of Zero data and non-Zero data in a storage Space Substan 
tially equal to the Storage Space required to only Store the 
non-Zero data. Once data is transferred from the Staging area 
to remote Storage, the Storage Space allocated in the Staging 
area may be deallocated in order to minimize the amount of 
Storage Space required for the Staging area. In addition, the 
local Storage Space may also be deallocated, if appropriate. 
Using Sparse file technology as the Staging area results in 
minimal Storage requirements and minimal overhead for 
managing the Storage Space of the Staging area. 

16 Claims, 6 Drawing Sheets 
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USING SPARSE FILE TECHNOLOGY TO 
STAGE DATA THAT WILL THEN BE 
STORED IN REMOTE STORAGE 

BACKGROUND OF THE INVENTION 

1. The Field of the Invention 

This invention relates to Systems and methods for trans 
ferring or archiving data from a local Storage area to a 
remote Storage area. More Specifically, the present invention 
relates to Systems and methods for temporarily Storing or 
Staging data prior to its transfer to remote Storage. 

2. The Prior State of the Art 
Although computers were once an obscure oddity rel 

egated to the backrooms of Scientific and technical 
endeavors, computers have now entered mainstream Society 
and have become an integral part of everyday life. An ever 
increasing amount of data is Stored, managed, and manipu 
lated by computers. The importance of the data Stored on 
computers ranges from trivial to critical. In order to help 
protect important information, many Systems and Schemes 
have been devised that “backup” or “archive' information 
on various Storage media. By maintaining multiple copies of 
important information, should one copy of the information 
become damaged or otherwise unavailable, the information 
can be retrieved from the backup Storage media. 

Although the functions of backup are archiving or often 
used Synonymously, backup Systems typically attempt to 
maintain multiple copies of important information So that 
should one copy of the information become damaged or 
unavailable the information may be retrieved from the other 
copy. Archive Systems, on the other hand, typically attempt 
to maintain a complete history of the changes made to a 
particular entity, Such as a particular file or Storage device. 
Backup Systems and archival Systems, however, have much 
in common and many of the principles discussed or applied 
to one System are equally applicable to the other. For 
example, both Systems typically copy data from a local 
Storage medium to a backup or archival Storage medium, 
Sometimes located at a remote location. The process of 
transferring data from a local Storage medium to a backup or 
remote Storage medium is much the same in either case. 

Copying data from a local Storage medium to a backup 
Storage medium either for backup or archival purposes is not 
an instantaneous process. The time it takes to transfer data 
from a local Storage medium to a backup Storage medium 
may be significant, depending upon the access time of the 
local and backup Storage mediums and the amount of data to 
be transferred between the two Storage mediums. Because 
the process is not instantaneous, Several problems can arise. 
For example, if a particular file or Volume is to be backed up, 
it is usually important not to allow the contents of the file or 
Volume to change during the backup procedure So that a 
logically consistent backup copy is created. A logically 
consistent copy is a copy that has no internal inconsistencies. 
For example, Suppose that a backup or archive was to be 
made to a database of financial transactions. Suppose also 
that an individual wished to transfer money from one 
account to another account while the backup was proceed 
ing. If both the transaction debiting one account and the 
transaction crediting the other account are not backed up in 
the same backup copy, an internal inconsistency results. 

To avoid Such logical inconsistencies, Several approaches 
may be used. One approach is to restrict or prevent acceSS 
to a particular file during the archive or backup procedure. 
Such an approach works well in Situations where it is 
feasible to cut off access to the file. In certain circumstances, 
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2 
however, Such an approach is not feasible. Certain computer 
Systems are used in operations where they must be on line 
twenty-four hours a day, Seven days a week. In these 
environments, creating backup or archive copies of infor 
mation Stored thereon can be challenging. One approach to 
allowing access to files while archive or backup copies are 
created is to duplicate the information that will be backed up 
or archived and “Stage” the information in a temporary 
Storage area. The information may then be copied from the 
Staging area and Sent to backup or archive Storage. 

Unfortunately, copying information to a Staging area 
creates Some problems. For example, Storage Space must be 
Set aside to Store the Staged data. AS multiple copies of the 
data are created, the Storage requirements necessary to create 
a Successful backup or archive copy increase. It is, therefore, 
important to manage the Staging Storage Space in a Way 
which minimizes the exceSS Storage Space required to create 
or maintain backup or archive copies. 
What is needed, therefore, is a staging mechanism which 

minimizes the Storage Space required to Stage data prior to 
transfer to backup or archive Storage. The Staging mecha 
nism should allow for a variable amount of Storage Space 
Since the amount of data that needs to be staged may 
increase or decrease depending on widely varying factors. 
Furthermore, the management of Storage in the Staging area 
should take little or no intervention by the backup or archive 
System in order to minimize the administrative burden on the 
System. 

Another problem Sometimes encountered by backup or 
archive Systems relates to the type of backup or archive 
media used. Certain forms of backup or archive media are 
most efficiently used when the backup or archive media is 
written as a collection of data of a defined size. For example, 
in certain Systems it may be desirable to utilize optical disks 
as archive or backup Storage. In many instances, it is more 
efficient to collect sufficient information to completely fill an 
optical disk before the data is backed up or archived. In Such 
a situation, it is often desirable to move data that will be 
backed up or archived to a staging area until the Staging area 
contains Sufficient data to completely fill the backup media. 

Staging areas used in this manner require the ability to 
place data into the Staging area at Sequential instances in 
time. It is often desirable in Such instances to allocate the 
Storage Space required as data is identified that should be 
added to the backup or archive. Thus, it would be desirable 
to have a staging area that allows for a variable amount of 
Storage Space where the Storage Space can be dynamically 
allocated as data is produced. Again, it would be highly 
desirable to provide such a capability with little or no 
overhead on the backup or archive System. 

SUMMARY AND OBJECTS OF THE 
INVENTION 

The foregoing problems in the prior State of the art have 
been Successfully overcome by the present invention which 
relates to Systems and methods for archiving or backing up 
data using Staging mechanisms which minimize the amount 
of Storage Space required for Staging data while, 
Simultaneously, minimizing the administrative burden on 
archive or backup Systems. In order to minimize both the 
Storage Space and the administrative burden, the present 
invention uses sparse file technology to Stage data prior to 
transfer to a remote storage medium. Within the context of 
this invention, backup or archive Storage will be referred to 
as remote Storage. The remote designation is intended to 
delineate Storage Separate and apart from the local Storage 
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Volumes typically utilized by a computer System. Remote 
Storage does not, necessarily, mean that the Storage is located 
remotely from the archive System. Archive or backup Stor 
age may comprise any Storage medium Suitable for Such a 
purpose. The location of Such a Storage medium may be 
local to the backup or archive System or may be remote from 
the backup or archive System. 

Sparse file technology is a technology designed to effi 
ciently Store Sparse data. Sparse data is data having certain 
portions of the data which contain useful or non-Zero data 
and other portions of the data which contain Zero data. Such 
a situation is often encountered, for example, in a sparsely 
populated matrix or spreadsheet where certain entries are 
non-Zero but a large portion of the matrix or Spreadsheet 
contains Zero data. Sparse file technology is designed to 
Store Such information in a format that allows the Zero data 
to be removed prior to Storage on the local Storage medium 
but recreated as the data is retrieved. Although any sparse 
file technology may be utilized by the present invention, one 
embodiment uses the sparse file capability of Windows NT 
to create Staging areas with desirable properties. 

Using the sparse file technology of Windows NT provides 
Staging areas that can expand and contract according to the 
Staging Storage needs. When non-Zero data is Stored in a 
sparse file, Storage space is automatically allocated Sufficient 
to Store the non-Zero data. When Zero data is Stored in a 
sparse file or when data already Stored in the Sparse file is 
replaced with Zero data, the Zero data is removed and any 
Storage Space that has been Zeroed is deallocated. Thus, the 
sparse file technology allows a mixture of Zero data and 
non-Zero data to be Stored in a Space Substantially equal to 
the Storage Space required to Store the non-Zero data. 
Because Storage space is automatically allocated and deal 
located as necessary, Staging areas using Sparse file technol 
ogy allow data to be appended or removed from the staging 
area with virtually no overhead to the backup or archive 
Service. 
Amethod using the present invention to backup or archive 

data begins when Sufficient data exists on local Storage that 
should be transferred to the Staging area. For example, if a 
data producer is producing data and Storing it on local 
Storage, when a defined amount of data has been Stored 
locally or when a particular time has elapsed, the data may 
be copied or moved from local Storage to a staging area 
employing Sparse file technology. Data moved to the area is 
Stored in a Sparse file which eliminates any Zero portion as 
it is Stored in the Sparse file. The amount of data in the 
Staging area may be monitored in order to identify when a 
backup or archive Session should be initiated. In the 
alternative, the time Since last backup or archive may be 
monitored and a Session initiated when a particular time has 
elapsed. If additional data becomes available in local Storage 
prior to the time that an archive or backup Session is 
initiated, Such data can he appended to the data already 
Stored in the Staging area. Once a backup or archive Session 
is initiated, and data is moved from the Staging area to 
remote Storage, then there is no need to maintain the Staging 
area copy of the data that has been backed up or archived. 
The Storage Space allocated to Store the transferred data in 
the Staging area may be safely released and deallocated. 
When Sparse file technology is used, this may be accom 
plished by Simply Zeroing the data that has been backed up 
or archived. The Sparse file technology will then deallocate 
and remove the Zeroed data from local Storage. In certain 
Situations, it may also be possible to deallocate and remove 
Storage Space from the local Storage area used by the data 
producer once the data has been copied to the Staging area 
or after the data has been transferred to backup or archival 
Storage. 
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4 
Additional objects and advantages of the invention will be 

set forth in the description which follows, and in part will be 
obvious from the description, or may be learned by the 
practice of the invention. The objects and advantages of the 
invention may be realized and obtained by means of the 
instruments and combinations particularly pointed out in the 
appended claims. These and other objects and features of the 
present invention will become more fully apparent from the 
following description and appended claims, or may be 
learned by the practice of the invention as Set forth herein 
after. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order that the manner in which the above-recited and 
other advantages and objects of the invention are obtained a 
more particular description of the invention briefly described 
above will be rendered by reference to specific embodiments 
thereof which are illustrated in the appended drawings. 
Understanding that these drawings depict only typical 
embodiments of the invention and are not therefore to be 
considered limiting of its Scope, the invention will be 
described and explained with additional Specificity and 
detail through the use of the accompanying drawings in 
which: 

FIG. 1 is an example System that provides a Suitable 
operating environment for the present invention; 

FIG. 2 is a high-level diagram of one embodiment of the 
present invention: 

FIG. 3 is a diagram illustrating a file structure suitable for 
use with the present invention; 

FIG. 4 is a diagram illustrating one example of Sparse file 
technology; 

FIG. 5 is a flow diagram according to the present inven 
tion; and 

FIG. 6 is another embodiment of the present invention. 
DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The invention is described below by using diagrams to 
illustrate either the Structure or processing of embodiments 
used to implement the System and method of the present 
invention. Using the diagrams in this manner to present the 
invention should not be construed as limiting of its Scope. 
The present invention contemplates both methods and Sys 
tems for the hierarchical Storage of data. The embodiments 
of the present invention may comprise a special purpose or 
general purpose computer comprising various computer 
hardware, as discussed in greater detail below. 

Embodiments within the scope of the present invention 
also include computer readable media having executable 
instructions or data fields Stored thereon. Such computer 
readable media can be any available media which can be 
accessed by a general purpose or Special purpose computer. 
By way of example, and not limitation, Such computer 
readable media can comprise RAM, ROM, EEPROM, 
CD-ROM or other optical disk storage, magnetic disk stor 
age or other magnetic Storage devices, or any other medium 
which can be used to Store the desired executable instruc 
tions or data fields and which can accessed by a general 
purpose or Special purpose computer. Combinations of the 
above should also be included within the scope of computer 
readable media. Executable instructions comprise, for 
example, instructions and data which cause a general pur 
pose computer, Special purpose computer, or Special purpose 
processing device to perform a certain function or group of 
functions. 
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FIG. 1 and the following discussion are intended to 
provide a brief, general description of a Suitable computing 
environment in which the invention may be implemented. 
Although not required, the invention will be described in the 
general context of computer-executable instructions, Such as 
program modules, being executed by a personal computer. 
Generally, program modules include routines, programs, 
objects, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art will appreciate that the 
invention may be practiced with other computer System 
configurations, including hand-held devices, multi 
processor Systems, microprocessor-based or programmable 
consumer electronics, network PCs, minicomputers, main 
frame computers, and the like. The invention may also be 
practiced in distributed computing environments where 
tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed 
computing environment, program modules may be located 
in both local and remote memory Storage devices. 

With reference to FIG. 1, an exemplary system for imple 
menting the invention includes a general purpose computing 
device in the form of a conventional computer 20, including 
a processing unit 21, a System memory 22, and a System bus 
23 that couples various System components including the 
System memory to the processing unit 21. The System buS 23 
may be any of Several types of bus structures including a 
memory bus or memory controller, a peripheral bus, and a 
local bus using any of a variety of bus architectures. The 
system memory includes read only memory (ROM) 24 and 
random access memory (RAM) 25. A basic input/output 
system (BIOS) 26, containing the basic routines that help to 
transfer information between elements within the computer 
20, such as during start-up, may be stored in ROM 24. The 
computer 20 may also include a magnetic hard disk drive 27 
for reading from and writing to a magnetic hard disk, not 
shown, a magnetic disk drive 28 for reading from or writing 
to a removable magnetic disk 29, and an optical disk drive 
30 for reading from or writing to removable optical disk 31 
such as a CD-ROM or other optical media. The magnetic 
hard disk drive 27, magnetic disk drive 28, and optical disk 
drive 30 are connected to the system bus 23 by a hard disk 
drive interface 32, a magnetic disk drive-interface 33, and an 
optical drive interface 34, respectively. The drives and their 
asSociated computer-readable media provide nonvolatile 
Storage of computer readable instructions, data Structures, 
program modules and other data for the computer 20. 
Although the exemplary environment described herein 
employs a magnetic hard disk 27, a removable magnetic disk 
29 and a removable optical disk 31, it should be appreciated 
by those skilled in the art that other types of computer 
readable media which can Store data that is accessible by a 
computer, Such as magnetic cassettes, flash memory cards, 
digital video disks, Bernoulli cartridges, random acceSS 
memories (RAMs), read only memories (ROM), and the 
like, may also be used in the exemplary operating environ 
ment. 

A number of program modules may be Stored on the hard 
disk, magnetic disk 29, optical disk 31, ROM 24 or RAM 25, 
including an operating System 35, one or more application 
programs 36, other program modules 37, and program data 
38. A user may enter commands and information into the 
computer 20 through input devices such as a keyboard 40 
and pointing device 42. Other input devices (not shown) 
may include a microphone, joy Stick, game pad, Satellite 
dish, Scanner, or the like. These and other input devices are 
often connected to the processing unit 21 through a Serial 
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6 
port interface 46 that is coupled to system bus 23, but may 
be connected by other interfaces, Such as a parallel port, 
game port or a universal serial bus (USB). A monitor 47 or 
other type of display device is also connected to System bus 
23 via an interface, such as video adapter 48. In addition to 
the monitor, personal computers typically include other 
peripheral output devices (not shown), Such as speakers and 
printers. 
The computer 20 may operate in a networked environ 

ment using logical connections to one or more remote 
computers, Such as a remote computer 49. Remote computer 
49 may be another personal computer, a Server, a router, a 
network PC, a peer device or other common network node, 
and typically includes many or all of the elements described 
above relative to the computer 20, although only a memory 
storage device 50 has been illustrated in FIG.1. The logical 
connections depicted in FIG. 1 include a local area network 
(LAN) 51 and a wide area network (WAN) 52 that are 
presented here by way of example and not limitation. Such 
networking environments are commonplace in offices 
enterprise-wide computer networks, intranets and the Inter 
net. 

When used in a LAN networking environment, the com 
puter 20 is connected to the local network 51 through a 
network interface or adapter 53. When used in a WAN 
networking environment, the computer 20 typically includes 
a modem 54 or other means for establishing communica 
tions over the wide area network 52, Such as the Internet. 
The modem 54, which may be internal or external, is 
connected to the System buS 23 via the Serial port interface 
46. In a networked environment, program modules depicted 
relative to the computer 20, or portions thereof, may be 
Stored in the remote memory storage device. It will be 
appreciated that the network connections shown are exem 
plary and other means of establishing a communications link 
between the computers may be used. 

Examples of the present invention discussed herein typi 
cally utilize an archive service. It should be understood that 
the present invention may be applied to backup as well as 
archive Systems. Thus, examples detailing archive Systems 
or Services are exemplary examples and should not be 
construed as limiting the Scope of the present invention. 
Similarly, the Storage where backup or archive copies are 
Stored is referred to in the following examples as remote 
Storage. This designation is given to indicate that the Storage 
is Separate and apart from the local Storage typically used by 
a computer System. The remote designation is not necessar 
ily used to identify the location of the backup or archive 
Storage. For example, backup or archive Storage which is 
directly attached to a particular computer System will also be 
referred to as remote Storage even though the Storage is not 
located at a remote location. Thus, the term remote Storage 
is intended to be interpreted broadly and should include all 
backup and archive Storage, both local and remote, that is 
Separate from the local Storage, Such as a local hard disk, 
used to store data that will be backed up or archived to the 
backup or archive Storage. 

Referring now to FIG. 2, a high-level diagram of one 
embodiment of the present invention is illustrated. In FIG.2, 
one or more data producers, Such as data producer 60, 
creates data that is to be backed up or archived to a backup 
or archive Storage device, Such as remote Storage 62. The 
data produced by data producer 60 is Stored in a local Storage 
medium, Such as the hard disk for the local computer System. 
In FIG. 2, data producer 60 is illustrated as storing data in 
data file 64. Data file 64 represents a local Storage area used 
by data producer 60 to store data it produces. Such data does 

Page 11 of 17



5,953,729 
7 

not, necessarily, need to be Stored in a data file in the 
traditional Sense. However, Such will most often be the case. 
When a first event occurs, indicating that data local 

Storage area should be transferred to a Staging area, archive 
System 66 will move an appropriate amount of data from the 
local Storage area, Such as data file 64, to a Staging Storage 
area which is adapted for temporarily Storing the data. Thus, 
embodiments within the present invention may comprise 
means for moving data from a local Storage area used for 
data Storage by a data producing Service to a staging Storage 
area used for temporarily Staging the data. Any mechanism 
that performs this function may be utilized Such as, for 
example, reading the data from the appropriate location and 
then Storing a copy of the data in the Staging Storage area. 
Other mechanisms may also be utilized Such as direct 
memory transfer and so forth. In FIG. 2, the means for 
moving data is illustrated by arrows 68, 70, and 72. These 
arrows illustrate blocks of data, such as data blocks 74 being 
moved from the local Storage area to the Staging Storage 
aca. 

AS previously discussed, it is desirable for the Staging 
Storage area to Store data in an efficient manner So as to 
eliminate all unnecessary Storage Space. In one embodiment, 
the present invention uses means for Storing Sparse data 
comprising a mixture of Zero data and non-Zero data in a 
Storage Space less than or Substantially equal to the Storage 
Space required to Store the non-Zero data. In other words, 
Such a means can, as a minimum, Substantially eliminate 
Storage Space equal to the Space required to Store Zero data. 
This may be performed by Substantially eliminating Storage 
Space required to Store Zero data as explained below or in 
any other way. Such a means may go further and compress 
the non-zero data in order to reduce the storage space 
required to Store the non-Zero data. However, Such is not 
necessary for all embodiments of the present invention. It is, 
however, desirable that Storage Space equal to the Storage 
Space that would be required to Store Zero data to be 
Substantially eliminated. By way of example, and not 
limitation, in FIG. 2 such means for storing is illustrated by 
data Staging sparse file 76. Any type of technology may be 
utilized to implement sparse file 76. A Suitable technology in 
Windows NT is discussed in greater detail below. All that is 
required is that sparse file 76 be able to Store data comprising 
a mixture of non-Zero data and Zero data in a Storage Space 
Substantially equally to the Storage Space required to Store 
only the non-Zero data. 
When a Second pre-determined event occurs, archive 

system 66 will transfer all or part of the data in sparse file 
76 to remote storage 62. Thus, embodiments within the 
Scope of the present invention may comprise means for 
transferring data from the Staging Storage area to a remote 
Storage medium. By way of example, and not limitation, in 
FIG. 2 such means is illustrated by arrows 78,80, and 82 
which illustrate data being moved from sparse file 76 and 
delivered to remote Storage communication infrastructure 
84. Such a means may be implemented by any mechanism 
capable of retrieving data from sparse file 76 and either 
directly delivering the data to remote Storage 62 or to an 
intermediate System or Subsystem which will, in turn, 
deliver the appropriate data to remote Storage. 

In FIG. 2, the mechanism used by archive system 66 to 
deliver data to remote Storage 62 is remote Storage commu 
nication infrastructure 84. In some embodiments of the 
present invention, remote Storage 62 may be directly 
attached to the computer System where archive System 66 
resides. In Such a Situation, remote Storage communication 
infrastructure 84 may be nothing more than the drivers and 
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asSociated hardware devices used to Store data on, or retrieve 
data from, remote Storage 62. In other embodiments, 
however, remote Storage 62 may be located at locations 
Separate from the computer System where archive System 66 
resides. In Such embodiments, remote Storage communica 
tion infrastructure 84 may represent various drivers, inter 
face cards, networks, computer Systems, Subsystems, and the 
like necessary to allow archive System 66 to transfer data to 
remote Storage 62. All that is required is the ability for 
archive System 66 to transfer information to remote Storage 
62, wherever remote Storage 62 may be located. 

After data, Such as data blocks 86, has been transferred 
from Sparse file 76 to remote Storage 62, there is no need to 
maintain the data in sparse file 76. Thus, the data may be 
deleted from Sparse file 76 and the Storage previously taken 
up by the data deallocated in order to reduce the overall data 
Storage requirements for sparse file 76. Thus, embodiments 
within the Scope of this invention may comprise means for 
deallocating Storage Space in a staging Storage area when 
data is transferred from the Staging Storage area to remote 
Storage. By way of example, and not limitation in FIG. 2 
such means is illustrated by arrow 88. The exact mechanism 
used to implement the means for deallocating Storage will 
depend upon the technology used to implement sparse file 
76 and portions of archive System 66. AS discussed in greater 
detail below, if sparse file 76 automatically deallocates 
Storage Space when data Stored in Sparse file 76 is Zero, then 
the means for deallocating may comprise a means for 
Zeroing data in Sparse file 76. 
AS previously explained, embodiments within the Scope 

of this invention may comprise means for Storing sparse data 
comprising a mixture of Zero data and non-Zero data in a 
Storage space Substantially equal to the storage space 
required to Store the non-Zero data. Such means may be any 
mechanism capable of performing this function. By way of 
example, Such means has been previously described as 
comprising a sparse file. Any sparse file technology may be 
used to implement an appropriate means for Storing. In one 
embodiment, however, the present invention utilizes the 
sparse file mechanism of the NT file system (NTFS). The 
Windows NT file system is described in Inside the Windows 
NT File System, by Helen Custer, published by Microsoft 
Press and incorporated herein by reference. Some of the 
more important features of the NTFS will be described 
below in order to illustrate the various components of the 
NTFS that are useful in the present invention. Such a 
discussion is given by way of example, and not limitation, 
as any other sparse file technology may also be used for the 
Staging area of the present invention. 

Referring now to FIG.3, a diagram illustrating the various 
attributes of a Windows NTFS file is presented. In FIG. 3, 
the attributes that make up a file may be divided into two 
fundamental groups. The first group contains System 
attributes and the Second group contains user attributes. In 
general, System attributes are used to Store information 
needed or required by the System to perform its various 
functions. Such System attributes generally allow a robust 
file System to be implemented. The exact number and type 
of System attributes is generally dependent wholly upon the 
particular operating System or particular file System utilized. 
User attributes, on the other hand, are used to Store user 
controlled data. That is not to say that users may not gain 
access, under certain circumstances, to one or more System 
attributes. User attributes, however, define Storage locations 
where a user or client program may store data of interest to 
the program. In FIG. 3, the System attributes comprise 
standard information attribute 90, attribute list 92, name 
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attribute 94, security descriptor 96, and other system 
attributes 98. User attributes include data attribute 100 and 
other user attributes 102. 

Standard information attribute 90 represents the standard 
“MS-DOS' attributes such as read-only, system, hidden, and 
so forth. Attribute list 92 is an attribute used by NTFS to 
identify the locations of additional attributes that make up 
the file, should the file take up more than one Storage record 
in the master file table. The master file table is the location 
where all resident attributes of a file or directory are stored. 
Name attribute 94 is the name of the file. A file may have 
multiple name attributes in NTFS, for example, a long file 
name, a short MS-DOS file name, and so forth. Security 
descriptor attribute 96 contains the data structure used by 
Windows NT to specify who owns the file and who can 
access it. Other system attributes 98 represents other system 
attributes that may be part of the NTFS file. These attributes 
are described in greater detail in Inside the Windows NT File 
System, previously incorporated by reference. An NTFS file 
typically has one or more data attributes illustrated in FIG. 
3 as data attribute 100. Most traditional file systems only 
Support a single data attribute. A data attribute is basically a 
location where user controlled data can be Stored. For 
example, the document of a word processing document is 
typically stored in the data attribute of a file. In the NTFS file 
System, a file can have multiple data attributes. One data 
attribute is referred to as the "unnamed data attribute while 
other attributes are named data attributes, each having an 
asSociated name. Each of the data attributes represents a 
Storage location where different types of user controlled data 
may be Stored. 

In addition to one or more data attributes, a file may also 
have other user defined attributes as illustrated by other 
attributes 102. Such attributes represent any other attributes 
that are defined by a user and that are stored with the file. 
Such user attributes may be defined and created and used for 
any purpose desired by the user. 

Although the above discussion has gone into Some detail 
with regards to a particular type of file, Such should be 
construed as exemplary only and not as limiting the Scope of 
this invention. The present invention will work with any 
type of file or other entity. 

Referring next to FIG. 4, one example of a sparse file 
Storage mechanism is presented. The example illustrates the 
mechanism used by NTFS to store sparse files. More infor 
mation may be found in Chapter 6 of Inside the Windows NT 
File System, previously incorporated by reference. In FIG. 4, 
a data file, shown generally as 104, has a mixture of 
non-zero data 106 (illustrated by the non-shaded blocks) and 
zero data 108 (illustrated by the shaded blocks). In NTFS a 
file Stores data in a Sequence of allocation units called 
clusters. NTFS uses virtual cluster numbers (VCNs), from 
Zero through m, to enumerate the clusters of a file. Data file 
104 has fifteen clusters numbered 0-14. In FIG. 4, the virtual 
cluster numbers of data file 104 are illustrated generally as 
110. Each VCN maps to a corresponding logical cluster 
number (LCN), which identifies the disk location of the 
cluster. Data file 104 of FIG. 4 has three groups of clusters 
(disk allocations) numbered 1372–1375, 1553–1557, and 
1810–1815. In FIG. 4, the logical cluster numbers are 
illustrated generally as 112. 

In the NTFS, the data attribute of a file contains infor 
mation that maps VCNs to LCNs. The data attribute of data 
file 104 is illustrated in FIG. 4 as 114. Note that the data 
attribute contains one entry for each of the disk allocations 
for the file. 
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In the above discussion, the term cluster is used to refer 

to a collection of Sectors on a disk that define the minimum 
allocation unit. The NTFS defines mechanisms for deter 
mining how many Sectors make up a cluster. More infor 
mation on how clusters and Sectors relate can be found in 
Inside the Windows NT File System, previously incorporated 
by reference. For the purposes of the present invention, the 
correspondence between clusters and Sectors is irrelevant. 
The scheme illustrated in FIG. 4 will work irrespective of 
the number of Sectors that make up a cluster. 
As illustrated in FIG. 4, data file 104 contains several 

areas where the data is zero. These areas are VCN 2-8 and 
VCN 11-13. Since these clusters contain zeroes, there is no 
need to Store the Zero data on the disk as long as the location 
of the Zero data can be reconstructed when an entity reads 
the data from the disk. In other words, the only clusters that 
need be physically stored on the disk are clusters VCN 0-1, 
VCN 9-10, and VCN 14. This is illustrated in FIG. 4 
generally as 116 where VCN 0 and 1 are stored in LCN 1137 
and LCN 1138, respectively, and VCNs 9, 10, and 14 are 
stored in LCNS 1411, 1412, and 1413, respectively. 
By making appropriate entries into the data attribute, the 

location of the Zero clusters can be reconstructed when the 
data is read. An example data attribute is illustrated gener 
ally as 118. As an example for how the data attribute allow 
reconstruction of the location of Zero clusters, examine entry 
120. Entry 120 indicates that VCN 0 starts at LCN 1137 and 
has a consecutive cluster count of 2. Thus, VCN 0 and 1 will 
be read starting at LCN 1137. Note, however, that entry 122 
starts with VCN 9. Thus, VCN 2-8 must be Zero clusters and, 
when a read request is received, these clusters can be 
reconstructed by inserting an appropriate number of Zero 
clusters after VCN 0 and 1. More information on how NTFS 
uses sparse file technology to compress and eliminate Zero 
clusters can be found in Chapter 6 of Inside the Windows NT 
File System, previously incorporated by reference. 

Referring now to FIG. 5, a flow diagram illustrating the 
Steps one embodiment may utilize to backup or archive data 
stored locally to remote storage is presented. In FIG. 5, the 
method begins with decision block 124 which identifies 
whether Sufficient data resides in local Storage for Staging to 
a staging area. If Sufficient data does not reside in local 
Storage for Staging, the System waits for a given period of 
time illustrated in FIG. 5 by time delay 126, and then 
rechecks the amount of data in local Storage. Note that 
decision block 124 and time delay 126 illustrate a mecha 
nism whereby a System periodically checks to See if Suffi 
cient data resides in local Storage to be staged to the Staging 
file. Rather than Staging data to a Staging area when a given 
amount of local Storage is utilized, other embodiments of the 
System may stage whatever data is available on a periodic 
basis without regard to the amount of data in local Storage. 
In other words, the triggering event for Staging data to the 
Staging area would be the expiration of an elapsed time 
rather than the accumulation of an amount of data. 

Returning now to FIG. 5, once the triggering event has 
occurred, whether that be the accumulation of a given 
amount of data, the expiration of a given time delay, the 
receipt of a command to Stage data, or any other triggering 
event, execution proceeds to Step 128 where data is copied 
from local Storage to the Staging file. This Step may take one 
of several forms. For example, if the data is to reside both 
locally and remotely, Step 128 may be a simple copy to 
duplicate the appropriate data So that the data resides both in 
local Storage and in the Staging file. If, however, data is to 
be moved from local Storage to remote Storage, then Step 128 
may move the data from local Storage to the Staging area So 
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the data resides only in the Staging area and not in the local 
Storage area. Note, however, that even if the data was to be 
moved from local Storage to remote Storage, it may be 
desirable to simply copy the data at this point So that the data 
resides both in local Storage and in the Staging file and then 
after the data has been Successfully placed on remote Storage 
delete or eliminate the data from local Storage. This is 
explained in greater detail in conjunction with Step 136 
below. 

After the data has been copied to the Staging file in Step 
128, the System then awaits for a Second triggering event. In 
various embodiments, this triggering event may be one of 
Several things. For example, an embodiment may use a 
command received from an outside Source as the triggering 
event. In another embodiment, the triggering event may 
comprise the expiration of a fixed time. In yet another 
embodiment, the triggering event may comprise the pres 
ence of a certain amount of data in the Staging file. In the 
embodiment illustrated in FIG. 5, the triggering event is the 
expiration of a time delay. Thus, decision block 130 deter 
mines whether it is time to establish a remote Storage 
connection. If not, then execution proceeds to decision block 
138 where a determination is made as to whether more data 
should be appended to the Staging file. This determination 
may be made based on any triggering event, as previously 
explained in conjunction with decision block 124 and deci 
sion block 130. If more data that should be appended to the 
Staging file exists, then the data is appended in Step 140. In 
either case, execution proceeds back to decision block 130 
in order to wait for the occurrence of the Second triggering 
event that will initiate connection to remote Storage. 
AS previously explained, remote Storage does not neces 

Sarily mean that the backup or archive storage is located at 
a remote location. The designation means that the backup or 
archive Storage is separate from the local Storage area. On 
the other hand, the remote Storage may indeed be located at 
a remote location. Thus, depending on the type of Storage 
used as the remote Storage, establishing a connection to the 
remote Storage may simply be writing to a disk or other 
Storage device attached to the computer where the backup or 
archive Service is located, or may be much more compli 
cated and may involve establishing connections over 
networks, dial-up connections, connections through other 
computer Systems, and So forth. The mechanism used will 
depend on the type of remote Storage used. 
When the Second triggering event occurs and it is time to 

establish a connection to remote Storage, Step 132 then 
indicates that the data should be transferred from the Staging 
file to remote Storage. The exact mechanism used to transfer 
the data will depend upon the type of remote Storage used. 
AS previously discussed, this may be nothing more than 
Writing data to a local disk or other Storage device or this 
may require transferring data over various networks or via 
various computer Systems or other intermediate devices to 
remote Storage. 

After the data has been transferred to remote Storage, 
there is no need to maintain the data in the Staging file. Thus, 
Step 134 indicates that the data Storage used to Store the 
transferred data in the Staging file should be deallocated. 
This will reduce the amount of Storage used by the Staging 
file. If sparse file technology, such as that illustrated in FIG. 
4, is used as the Staging file, then deallocating the Storage 
Space may be nothing more than replacing the transferred 
data with Zeroes. The mechanism used for Sparse file tech 
nology will then eliminate the Zero clusters and will not store 
them on whatever Storage medium is used for the Staging 
file. If other technologies are used to Stage the data, then 
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other mechanisms may be necessary to deallocate the Stor 
age in the Staging file. It is preferable, however, that the 
deallocation procedure incur minimal overhead for the 
backup or archive System. 

Step 136 of FIG. 5 indicates that local storage may then 
be deallocated if applicable. If the intent is to maintain 
copies of the data both locally and remotely, then obviously 
it would not be desirable to deallocate the local Storage when 
data had been copied to remote Storage. If, on the other hand, 
it was desirable to maintain the data remotely and not 
locally, then once the data has been moved to remote 
Storage, it may safely be deleted from local Storage. AS 
previously discussed, it may also be possible to perform this 
step after step 128. Whether the step is performed after step 
128 or in the present location as illustrated in FIG. 5 will 
depend upon various design choices made when implement 
ing a particular System. 

Referring next to FIG. 6, a particular example of a 
situation where the data should be maintained remotely but 
not locally is presented. This example occurs in the context 
of a log file. Log files are used in various situations where 
it is desirable to track a sequence of vents or changes as they 
occur. As an example, NTFS uses a log file to track changes 
made to a disk volume in order to allow recovery of the 
volume should errors occur. In FIG. 6, the log file service or 
producer of the log file is illustrated as 142. The log file 
Service creates a log file shown generally as 144. Because a 
log file captures a Stream or Sequence of events or changes, 
log files may be implemented in an append-only type file 
where new entries are appended to the end of a file as the 
events or changes occur. Depending upon the type of events 
logged and the frequency with which these events occur, a 
log file may grow quite large. In addition, it is often not 
necessary to maintain the complete log file in local Storage. 
It is generally Sufficient to maintain a short portion or 
archive history of the log file with access to any records in 
the log file if needed. This situation makes a log file an ideal 
candidate for an archiving Service which takes log entries 
that meet a certain criteria and archives them remote to 
Storage and removes them from local Storage. 

In FIG. 6, the log file is illustrated as having three 
portions. New log records 146 contains the new records 
being placed in the log file. Active history records 148 
contains that portion of the log file which should be main 
tained on local Storage in order to have immediate access to 
the records contained therein. Old history records 150 con 
tains those records which have met the archive criteria and 
can be safely archived on remote Storage and removed from 
local Storage. 

Generally, an embodiment of the present System will 
utilize various triggering events to indicate that certain 
actions should be performed. For example, one embodiment 
of the present System may check every So often to identify 
whether any records in the log file fall into the old history 
records category and may be migrated Safely to archive 
Storage. AS another alternative perhaps the archive System 
monitors how many records fall into the old history category 
and when a Sufficient number have accumulated then the 
archive System begins the migration process. As yet another 
example, perhaps the archive System is responsive to outside 
requests to begin archive operations. Other triggering events 
may also be utilized. Embodiments that use Such triggering 
events may comprise means for monitoring when a pre 
determined event occurs. Based on these pre-determined 
events occurring, the archive System may take various 
actions. In FIG. 6 Such means for monitoring when a 
pre-determined event occurs is illustrated, for example, by 
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event monitor 152. Event monitor 152 may be implemented 
in a wide variety of ways. In modern operating Systems, for 
example, many programs, Services, or processes, are event 
driven. This means that the Service, program, or proceSS will 
take certain actions when certain events occur. Thus, 
Services, programs, processes, and the like built on this 
model may contain built-in mechanisms for monitoring 
when various events occur. These mechanisms may be 
modified appropriately to watch for desired triggering events 
and to initiate appropriate action when the events occur. AS 
another alternative, the means for monitoring may go out 
and actively check to see whether certain events have 
occurred. In the embodiment illustrated in FIG. 6, event 
monitor 152 may trigger movement of old history records 
150 into a staging area, Such as Staging area 154. 

Since old history records 150 are to be moved from log 
file 144 to staging area 154, embodiments within the scope 
of this invention may comprise means for moving data from 
a local Storage area used for data Storage by a data producing 
Service to a Staging area. By way of example, and not 
limitation, in FIG. 6 Such means for moving data comprises 
data movement block 156. In FIG. 6, data movement block 
156 is responsible for copying old history records 150 to 
Staging area 154. Any mechanism which allows old history 
records 150 to be copied to staging area 154 may be utilized 
for data movement block 156. Although it is anticipated that 
data movement block 156 will simply copy old history 
records 150 to Staging area 154, as previously explained in 
conjunction with FIG. 5 it may also be possible to move old 
history records 150 to staging area 154 so that they are 
eliminated from log file 144 as they are moved. 

The embodiment in FIG. 6 uses staging area 154 to stage 
data prior to transfer to remote storage, Such as remote 
storage 158. It is anticipated that old history records 150 will 
comprise a mixture of Zero data and non-Zero data. Embodi 
ments in the present invention may, therefore, comprise 
means for Storing Sparse data comprising a mixture of Zero 
data and non-Zero data in a storage Space Substantially equal 
to the Storage Space required to Store the non-Zero data. In 
other words, embodiments may comprise a mechanism for 
Storing data in a Storage Space Substantially equal to the 
Storage Space required to Store only the non-Zero data. In 
FIG. 6 such a means is illustrated, by way of example, by 
Staging area 154. AS previously discussed, Such a means 
may be implemented by using Sparse file Storage technology, 
Such as the Sparse file technology explained in conjunction 
with FIG. 4. Other mechanisms may also be used such as 
various data compression mechanisms and the like. The 
overall goal is to reduce the Storage Space required for 
Staging and, to a lesser extent, reduce the overhead asSoci 
ated with managing the Storage Space of the staging area. 

Once data has been moved into Staging area 154, when a 
Second triggering event occurs, the data is transferred from 
Staging area 154 to remote Storage 158. The triggering event 
may again be monitored by a means for monitoring when a 
pre-determined event occurs, Such as event monitor 152. In 
FIG. 6, the means for transferring data from a staging area 
to remote storage is illustrated by remote archive block 160. 
Archive block 160 may be any mechanism which extracts 
appropriate information from Staging area 154 and transfers 
the information via an appropriate mechanism to remote 
storage 158. Recall that remote storage 158 may comprise a 
wide variety of Storage mechanisms, Such as a disk or other 
Storage device directly attached to the computer where the 
archive System resides, a remote Storage device accessed via 
a network or dial-up connection, or a remote Storage device 
accessed via an intermediary or other intermediary device. 
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In FIG. 6, the process of extracting the appropriate infor 
mation from Staging area 154 and transferring it to remote 
storage 158 is illustrated by archive records 162 being 
transferred to remote Storage 158 via remote Storage com 
munication infrastructure 164. Remote Storage communica 
tion infrastructure 164 may comprise any mechanism nec 
essary to communicate and transfer information to remote 
storage 158. 
Once data has been safely transferred to remote Storage 

158, the data may be safely removed from the log file and/or 
the Staging area. Embodiments within the Scope of this 
invention may therefore comprise means for deallocating 
Storage Space in a local Storage area and/or means for 
deallocating Storage Space in a staging area. In FIG. 6, Such 
means is illustrated by way of example by Storage deallo 
cation block 166. In FIG. 6, an embodiment is presented that 
deals with a log file. In Such a situation, it is probably not 
necessary to maintain the old history records in the log file. 
Thus, the means for deallocating may include both means 
for deallocating local Storage and means for deallocating 
Staging area Storage. Note that the means for deallocating 
each of these individual Storage types may be very different. 
How the Storage is deallocated will be dependent upon the 
particular Storage mechanism used for the Staging area and 
local Storage. If, for example, Staging area 154 is imple 
mented using the Sparse file technology previously 
explained, the archive records that have been transferred to 
remote Storage 158 may be deallocated Simply be Zeroing 
them in the Sparse file used for Staging area 154. Then, as 
previously explained in conjunction with FIG. 4, the nature 
of the Sparse file will result in the Zeroed Sectors being 
physically deallocated from the file. Similar mechanisms 
may be used for log file 144, although it is not necessary to 
use the same Sparse file technology. 

In Summary, the present invention provides Systems and 
methods for backing up or archiving data to remote Storage 
in Such a manner that the Staging Storage area uses a minimal 
amount of Storage Space and is managed with little or no 
overhead to the backup or archive System. 
The present invention may be embodied in other specific 

forms without departing from its Spirit or essential charac 
teristics. The described embodiments are to be considered in 
all respects only as illustrative and not restrictive. The Scope 
of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
which come within the meaning and range of equivalency of 
the claims are to be embraced within their Scope. 
What is claimed and desired to be secured by United 

States Letters Patent is: 
1. In a computer System that includes a processor for 

producing data that is Stored and used by the processor at a 
local Storage area, and a remote Storage area for backing up 
or archiving the data, a method for transferring the data from 
the local Storage area to the remote Storage area which 
minimizes Storage requirements at the remote Storage area as 
well as administrative burden in transferring the data, com 
prising the Steps of 

monitoring the data produced by the processor at the local 
Storage area by looking for a first triggering event that 
Signals that the data at the local Storage area is ready to 
be copied to a staging area; 

upon detecting the first triggering event, transferring a 
copy of the data from the local Storage area to the 
Staging area; 

processing at one or more sparse files the transferred copy 
of the data in order to create corresponding data with 

Page 15 of 17



5,953,729 
15 

reduced Storage requirements that is then used to 
replace the copy; 

monitoring the Sparse files at the Staging area by looking 
for a Second triggering event that Signals that the 
corresponding data with reduced Storage requirements 
generated at the one or more sparse files is ready to be 
transferred to the remote Storage area; and 

upon detecting the Second triggering event, transferring 
the corresponding data with reduced Storage require 
ments from the Staging area to the remote Storage area. 

2. A computer program product for use in a computer 
System that includes a processor for producing data that is 
Stored and used by the processor at a local Storage area, and 
a remote Storage area for backing up or archiving the data, 
the computer program product comprising a computer read 
able medium for carrying executable instructions that are 
used to implement in the computer System a method for 
transferring the data from the local Storage area to the remote 
Storage area which minimizes Storage requirements at the 
remote Storage area as well as administrative burden in 
transferring the data, and wherein Said method is comprised 
of the steps of: 

monitoring the data produced by the processor at the local 
Storage area by looking for a first triggering event that 
Signals that the data at the local Storage area is ready to 
be copied to a staging area; 

upon detecting the first triggering event, transferring a 
copy of the data from the local Storage area to the 
Staging area; 

processing at one or more sparse files the transferred copy 
of the data in order to create corresponding data with 
reduced Storage requirements that is then used to 
replace the copy; 

monitoring the Sparse files at the Staging area by looking 
for a Second triggering event that Signals that the 
corresponding data with reduced Storage requirements 
generated at the one or more sparse files is ready to be 
transferred to the remote Storage area; and 

upon detecting the Second triggering event, transferring 
the corresponding data with reduced Storage require 
ments from the Staging area to the remote Storage area. 

3. A method as recited in claim 1 or 2 wherein said first 
triggering event occurs when Said local Storage area contains 
a predetermined amount of data. 
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4. A method as recited in claim 1 or 2 wherein said first 

triggering event occurs when a predetermined time has 
elapsed. 

5. A method as recited in claim 1 or 2 wherein said first 
triggering event comprises a direction from an outside 
Source to archive data. 

6. A method as recited in claim 1 or 2 wherein Said Second 
triggering event occurs when Said Sparse file contains a 
predetermined amount of data. 

7. A method as recited in claim 1 or 2 wherein said second 
triggering event occurs when a predetermined time has 
elapsed. 

8. A method as recited in claim 1 wherein said second 
triggering event comprises a direction from an outside 
Source to initiate transfer of data to Said remote Storage area. 

9. A method as recited in claim 1 further comprising a step 
of deallocating local Storage Space after one of either Said 
copying Step or Said transferring Step. 

10. A method as recited in claim 1 further comprising a 
Step of deallocating Space in Said one or more sparse files 
Substantially equal to an amount of Space corresponding to 
the data transferred to Said remote Storage area. 

11. A method as recited in claims 1 or 2 which is further 
comprised of a stop of deallocating an amount of Storage 
Space at the Staging area that is Substantially equal to the 
Storage Space required by the data transferred to the remote 
Storage area in order to free up additional Storage Space at 
the Staging area. 

12. A method as recited in claim 11 wherein Said Staging 
area comprises a sparse file that Substantially eliminates any 
Storage Space for nonzero data. 

13. A method as recited in claim 11 wherein said first 
triggering event occurs when said local storage area contains 
a predetermined amount of data. 

14. A method as recited in claim 13 wherein said second 
triggering event occurs when a predetermined time has 
elapsed. 

15. A method as recited in claim 14 wherein said first 
triggering event occurs when a predetermined time has 
elapsed. 

16. A method as recited in claim 15 wherein said second 
triggering event occurs when a predetermined amount of 
data has accumulated in Said sparse file. 

k k k k k 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

DATED September 14, 1999 

INVENTOR(S): Luis Felipe Cabrera, Stefan R. Steiner 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Col. 1, n. 27: after "backup" change "are" to -or 

Col. 1, n. 27: after "archiving" change "or" to --are 

Col. 4, n. 60: after 'can' and before "accessed" insert-be-- 

Col. 9, n. 16; after '98" change "represents' to --represent 

Col. 10, ln. 25: after "attribute" change "allow" to -allows-- 

Col. 12, n. 22: after "sequence of' change "vents' to -events-- 

Col. 13, n. 67: after "intermediary" and before "or other" insert -computer 

Col. 14, In, 28: after "simply" change "be" to --by 

Signed and Sealed this 
Twenty-fourth Day of October, 2000 

Q. TODD DICKINSON 

Attesting Officer Director of Patents and Trademarks 
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