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INTRODUCTION 

The NT File System (NTFS) was created specifically fo r use with the ·windows 
NT operating system. NTFS is a new file system with advanced capabilities 
that make it appropriate for the Windows NT high-end operating system 
ernironment. Tom i\lliller, the architect of NTFS, 1 has an extensive back­
ground in transactio n processi ng and recoverable database systems, and his 
expertise in those areas is manifest in the design and features ofNTFS. 

NTFS was written concurrently with v\Tindows NT. Approximately two 
years into the Windows NT project, the engineers started to run the emerg­
ing operating system and to use it as their development environment. A year 
late r, NTFS was stable enough to use and the developers were encourag·ed to 

convert th eir hard disks from the file allocation table (FAT) file system to 
NTFS. Tom Miller describes this period with some discomfiture: 

Wo rkin g on fil e syste ms is probably the worst place to be [in operat­
ing syste ms development] . If your system bug-checks o r something 
funn y happe ns to your disp lay, you can usually reboot the system and 
continue working. Bu t if some thing goes wrong with your disk , you 
often can ' t work at all. People get very irate when there are file sys­
tem bugs. Nobody wants their permanent storage to become impe1-­
manent. 

When an ope rating system under consu-uction is also being used as the 
development platform, dealing with software bugs is an everyday adventure. 
Though inconvenient and often frustrating for developers, using the system 
in this way ensures that bugs will be found and fixed quickly and guarantees 
that more bugs will be discovered than the testing process alone would un­
cover. But customers should never experience an unstable system, especially 
an unstable file system. Their permanent disk storage should remain perma­
nent. Losing all or part of a hard disk is one of the most traumatic kinds of 
system failure an encl user can experience. 

It was concern for the customer's disk storage that drove the design of 
NTFS. Torn and the NTFS team broke new ground in building a file system 
that not on ly is more reliable and secure than existing file systems but has an 

I . Oth er major contr ibutors include Gary Kimura , Bri an Andrew, a nd David Goebe l. 
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important additional feature: it i recoverable. When an J ·1:a lin~· s~·s tc m or 
hardware failur occurs, NTF ha th ability L r con Lruct 11s ·If so that th 
volume (partition) remains acce ibl and consi Lent and rh dirl'Cl ny 
tructure is not corrupted. 

TFS is appropriate for all type of u rs but hould b c:spccia lly ap­
pealing to u ers who ha er lied primaril n minicomput rand mainframe 
operating system in the past- yst ms whos d sign rs .rm·c arc:f11l c:onsicl­
eration to the r liability and se urity of daLa t rage. ·with its rc::cm ·err c 11 a­
bilitie , TF s ts a ne, tandard of reliability for fil ~ ~-. L m ·. 

The purpo ·e of this book i to docum n L th • cl • ·ign of :\!TFS. 11 owc,·c r. 
ome justification for the creation of TFS seems in ircl e r, I oth because 

writing a fiJ ystem is a long, a rdu us La k and b ·cau · · TFS illlroduccs a 
n w file torage format. Chapter On add re. • wh , th cl ,. lopmen r team 
decided to create NTF in spi t of the hall n re. 

hapter Two d scribe the the reti al mod ls und -rlring r hC' 1TF 
d sign, and hapterThree details th file . ysl m ' intern I stru turc . Chap­
ter Four introduces file ystem recoverability and xpla in s ho\\ NTFS n.·cm·-
rs a volume after a ystem failure occur . . Anolh r new fea wr ·, hard disk 

fault-toleranc , i availabl for use with all Window T file srstems. It is es­
p cially va luable when used with F b ause it builds on TF · recm·<·r­
abilicy to produ e panicularly r bu ·c disk :torag . Fault tolnanc · is 
d c~ib_ed in hapt r Fiv . hapt r ix docum m N F data om pres. ion, 
a built-1~ feature f TF that i new in \,\ indo\,s NT v ·rsion '.~.:'>. Chapt r 
S ven disc~ s s hon file name generation, an 1TF capabilit y that a llows 
M DO hents to acce s fil s with long names. 



C H A P T E R 0 N E 

WHY CREATE 
ANOTHER FILE SYSTEM? 

In 1988, Microsoft already supported two fil e systems-the FAT fil e system 
for l'v1S-D0S and Microsoft Windows and the high-performance file system 
(HPFS) for 0S/ 2- so n a turally, Tom Miller and th e other develope rs re­
sponsible for \.Vindows NT fil e systems thought a lot about wheth e r NT 
needed a new fil e system at all. Unfortunately, the FAT fil e system and HPFS 
suffe red from limi tations that made th e m either less re liable than a file sys­
tem for Windows NT should be or unable to h andle the large system con­
figurations that were expected to run the vVindmvs NT operating system . 
After carefu l consideration , the team d ecided to create a new file system, but 
NTFS is neverthe less heavily influenced by the implementations of the FAT 
file system and HPFS, as well as by certain features required by the POSIX 
standard .1 

The first section of this ch apte r describes the requirements of high-end 
client-server and business applications for a vVindows NT file system . The 
second section examines the advanced features NTFS implements for those 
applications. 

1.1 High-End File System Requirements 
MS-DOS uses the FAT file sys tem , which was originally designed for floppy 
disks of a relatively small size , generally 1 MB or smaller. As hard disks be­
cam e the standard storage device for personal computers and over tim e 
grew larger, they began to stretch the limits of th e FAT file system. The 0S/ 2 

I . A c-ol lec tion o f in terna ti o n a l sta nda rds for UNIX-style o p e ratin g sys tem interfaces, 
ISO / IEC 9945- 1 ( IEF.E Stan da rd 100:l. l -1990) . 

3 
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operating system introduced HPFS to address some of the limitations of the 
FAT file system. HPFS, for example, greatly improved file access times for 
large directories and could be used on hard disks up to 4 GB (gigabyte-a 
billion bytes) in size. 2 

The FAT file system worked well for small disks, and HPFS added some 
new capabilities, greater file access efficiency, and support for larger media. 
However, neither file system was entirely suitable for Windows NT, an operat­
ing system designed for sophisticated, "mission-critical" applications: 

Ill Client-server applications such as file servers, compute servers, and 
database servers 

ll High-powered engineering and scientific applications 

II Network applications for large corporate systems 

For such applications, a highly reliable and secure file system is a re­
quirement. Compromising the important data in an airline scheduling sys­
tem or a bank database server, for instance, could wreak great havoc. 

Corporate file system requirements include data recovery capabilities, 
data security, fault tolerance, and support for even larger storage media than 
HPFS provides. 

1.1.1 Recoverability 

4 

As far as disk 1/0 is concerned, personal computer users have tended to 
care most about speed-they've just wanted to get their work done fast. As 
Windows NT moves the personal computer into more businesses and corpo­
rations, however, the reliability of the data stored on the system becomes in­
creasingly important relative to the speed with which a user can access data 
on a disk drive. In other words, if the system fails and a disk drive is cor­
rupted or becomes inaccessible, the speed of the preceding I/ 0 operations 
is largely irrelevant. 

To address the requirement for reliable data storage and data access 
reliability, the team designed NTFS as a recoverable file system based on a 
transaction-processing model. In the event of a power failure or other sys­
tem failure, NTFS reconstructs disk volumes and returns them to a consis­
tent state. An NTFS recovery operation occurs automatically the first time 
the disk is accessed after a failure and takes only a few seconds to be com-

2. The disk size HPFS could support was expande d later to 2 TB (terabyte-a trillion 
bytes ). 
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pleted, regardless of the size of the disk. In addition, NTFS uses redundant 
storage for its ,·ital sec tors, so that if one location on the disk goes bad. NTFS 
can sti ll access the Yolume's critical fil e system data. This redundancv of fil e 
system dat a is in contrast to the on-disk structures of both the MS-DOS F.--\.T 
fil e s,·stem and the 0S/ 2 HPFS, which have single sectors containing critical 
fil e SYstem data. If a read e rror occurs in one of these sectors, an entire Yol­
ume is lost.:, 

1.1.2 Security 
Data securitY is o r primary importance ro businesses and gO\·e rnment agen­
cies that process priYate or sensitive information-banks, hospitals. and 
national d efense-related agencies, for example . Such customers need g·uar­
antees that their data will be secure from unauthorized access. 

SecuritY in NTFS is deriYed directlv from the ·windows NT object 
model. A...11 open file is im plemented as a file object with a securitv descriptor 
stored on disk as a pan of the fil e.·l Before a process can open a handle to 
any object. including a fil e object. the Windows NT securitv system Yerifies 
th at the process has appropriate auth o rization to do so. T he securitY descrip­
tor, combined with the requirement that a user log on to the svstem and pro­
Yid e a password to ide ntifv himself, ensures that no process can access a fil e 
unless given spec ific pe rmi ssion to do so bv a system administrato r or bY the 
file's owner. 

1.1.3 Data Redundancy and Fault Tolerance 
In addition to recO\·erabilitY of file system data, some custome1·s require that 
the ir own data not be endange red by a power outage or catastrophic system 
fai lure. The NTFS recove n · capabilities do ensure Lhat the file system on a 
volume remains accessible, but they make no guarantees for complete recm·­
ery of use r files. For banking or other applications th at can't ri sk losing file 
data , data redunda ncy provides an exu·a level of protection. 

The Windows NT lavered drive r model e n ables NTFS to communicate 
with a fault to lerant disk driver, which in turn communicates with a hard disk 

:\. Th e \,\' inclrn\"s NT impl e menLaLio n s nr the FAT file s,·s1em an d 1-lPFS an· imp n"·emen Ls 
o,·,·r the original implemenlaLions be ca use 1h ei· use the V\'indows NT l'aul1 1nkr,111L dri,·e r I<> 
increase 1h cir rcliabili11·. Sec· Chapter Fi1-c. ··vo lum e Managcme n1 a n d Faull Tolerance .·· f'or 
1nm~c infor111atio 11 on FtDi sk. the Wind ows NT faul1 1o lera n1 clri1·e r. 

4. For mnre information abo ut sccuri1Y dcsc ripwrs and file objects. se c !n sirlc M:i11dmos 
NT. <:hap1 e r :'l. "The Ob jen Manager and Object Securit\', .. and C h apll' I' H. "The 1/ 0 
S1·s1e 11 1. .. 

5 
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driver to write data to disk. This allows a Windows NT syste m to establish 
fault tolerant disk storage by installing an additional dr-iver.;; The fault to le r-­
ant driver can mirrm; or duplicate, data from one disk on another disk so that 
a redundant copy can always be retrieved. The fault tolera n t driver a lso a l­
lows data to be written in stripes across three or more disks, usin g th e e quiva­
lent of one disk to maintain parity information. If the data on one di sk is los t 
or becomes inaccessible, the driver can reconstruct th e disk's con ten ts by 
means of exclusive-OR operations. 6 

1.1.4 Large Disks and Large Files 

6 

Engineering and other scientific applications often store and process ex­
tremely large quantities of information. Hard disks with over 2 GB of storage 
and disk arrays with 8 or 10 GB of storage are no longer uncommon. N TFS 
supports very large disks and large files more efficiently th a n e ith e r the FAT 
file system or HPFS. 

The FAT file system uses a table 16 bits wide to record the allocation 
status ofa disk volume. Because a volume is divided into same-size allocation 
units-called clusters--and each cluster must be uniquely numbe r ed using 
16 bits, the FAT can support a maximum of 2 16 , or 65,536, clusters per vo l­
ume (although the FAT reserves some of this space for itse lf). The cluster 
size can be increased or decreased depending on the size of the vo lume . 
However, volumes beyond a certain size require ve ry large cluster sizes, 
which results in wasted disk space- a problem known as internal fragmenta­
tion. A cluster size of 1 KB, for example, covers a 65-MB disk, but a cluste1-
size of at least 10 KB would be required to cover a 640-MB disk. Given that 
the cluster size must be a power of 2, a 16-KB cluster size is actually used for a 
640-MB disk; that is, allocations are made in 16-KB increments. If a file is 512 
bytes or 17 KB, for example, only a fraction of the allocated space is used to 
store data. In any case, a single FAT volume is limited to containing 65,518 
files (the maximum number of available clusters), regardless of the size of 
the disk. 

HPFS uses 32 bits to enumerate its allocation units, a strategy that 
yields 232, or over 4 billion, numbers. HPFS uses signed numbers, however, 

5 . Fault tolerant d isk support is available only in the Windows NT Advanced Server 
product. 

6. The mirroring capability of the fault tolerant dr iver corre sp o nd s to the redundant 
array of inexpensive disks (RAID) leve l 1 definition , and the striping capability con-espo 11ds 
to the RAID level 5 definition. See Patterson et al. in th e bibliography at th e end o f this 
book. 
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which reduces this number to 2 billion possible allocation units on an HPFS 
\"Olume. Ra th e r than clusters , HPFS a llocates disk space in terms of physical 
sectors. each set at 512 bytes. This lack of flexibility can be a problem , par­
ticularly in Asian markets , where disk drives commonly have a hardware sec­
tor size of I 024 bytes. HPFS can "t be used on such drives because disks can ' t 
allocate space in increments smaller than their hardware sector size. HPFS is 
also limited to a ma.,-ximum file size of 4 GB. 

NTFS allocates clusters and uses 64 bits to numbe r them, which results 
in a possible 264 (over 16,000,000,000,000,000,000, or 16 billion billion) 
clusters , each up to 4 KB. Each file can be of virtually infinite size, that is , 264 

bytes long. As in th e FAT file sys tem, the cluster size in NTFS is adjustable, 
but it is not required to g row proportionally to the disk size. NTFS uses a 
cluster size of 512 bvtes on small disks and a ma.,ximum cluster size of 4 KB on 

I 

large disks. Although NTFS uses a 64-bit (8-byte) disk address to represent 
each nm. (disk allocatjon), it "encodes" the addresses so that they occupy 
only 3 to 5 bytes per run. (Look ahead to Figure 3-12 in Chapter Three to see 
an example of address e ncod ing.) HPFS uses 12 bytes to represent each run . 

1 .2 New Features in NTFS 
In addition to making· NTFS a r ecove rable , secure, reliable, and efficient fil e 
system for client-server and other high-end systems, its designers added nev,r 
features to the file system that will allow it to support the broadest range of 
both existing and future personal computer applications. 

1.2.1 Multiple Data Streams 
In NTFS, each unit of information associated with a file , including its name, 
its owne r, its time stamps, its contents, and so on, is implemented as a file 
attribute (object attribute). Each a ttribute consists of a single strearn, that is, 
a simple sequence of bytes. This generic implementation makes it easy to 

add rnore aru-ibutes (and therefore more streams) to a file. Because a file's 
data is 'Just another attribute" of the file and new attributes can be added, 
NTFS files (and file directories) can contain multiple data streams. 

An NTFS file has one default data stream, which has no name . An ap­
plication can create additional, named, data streams and access them by re­
ferring to their names. To avoid aJte1ing the Win32 l/O application prograrnrning 
interfaces (APis), which take a string as a file name argument, the NTFS team 
used a syn tax trick to provide applications with access to multiple data 

7 
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streams in a file. Because the colon(:) is a resc n ·cd c haLtc HT, it can s<.TYC as 
a separator between the file n a m e and the data stream name. as illt1st1·,1tc cl in 
this example: 

my f ile.dat : stream2 

Each stream has a separate a llocatjon size (h o w much disk spac<' has been 
reserved for it), an actual size (how man y bytes the ca lkr h as used ). and a 
validdatalength (howmuchofthestream has b een initi a li zed ). In addition , 
each stream is given a separate fil e lock us ed tu lock lwt e ranges and all o w 
concurrent access. In order to reduce processing OYerli e ad , s li;u·ing is clon e 
per file, rather than per stream. 

One way in which NTFS uses multipl e d a ta st ream s is to s t or<' data origi­
nating from Apple Macintosh sys te ms. Macintosh syste m s use t\,·o su-earns 
per file, one to store data and the other to sto re r e so urce inf"onnation. su c h 
as the file type and the icon used to represent th e file . Beca use \JTFS allows 
multiple data streams, a Macintosh user can cop y an e ntir·e l\1,1cin to s h fold e ,· 
(analogous to a directory) to a Windows NT se rve r, and anot h er \tlac intosh 
user can copy the folder from the sen·er without losin g reso u,-cc informa­
tion . Other applications could use the multipl e data stream fe atlln: as \,-e ll. A 
backup utility, for example , might use an extra data s tre am to st<ffe ba c kup­
specific time stamps on files. Or an archival utility might implem e nt hi e r a r­
chical storage in which files that are older than a ce rta in date <ff that h ;1Y<:- n ' t 

been accessed for a specified period of time are m oved to tape . T h e utility 
could copy the file to tape, set the file 's d efault d a ta stream to 0 , and add a 
data stream that specifies the name and location of th e ta pe on whi c h th e 
file is stored. 

1.2.2 Unicode-Based Names 

8 

Like Windows NT as a whole, NTFS is fully Unico d e e n abled, u s in g Unicode 
characters to store names of files, direc tories, and vo lum es. U ni coclc , a 16-bit 
character-coding scheme, allows each cha racter in each of the woi-ld's lan­
guages to be uniquely represented, which aids in moving data eas il y from 
one country to another. Unicode is an improveme nt over th e FAT and HPFS 
representation of international characters; they use a d o uble-byte cod ing 
scheme that stores some characters in 8 bits and oth e rs in 16 bi ts, a tec h­
nique that requires loading various code pages to establish the available 
characters. Unicode has a unique representation for eac h c haracte r and 
therefore doesn ' t depend on which code page is loaded. Each direc tor y and 
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file n a m e in a path name can be as many as 255 characters long and can con­
tain Unicode characters, embedded spaces, and multiple periods. 

1.2.3 General Indexing Facility 
The NTFS architecture is structured to allow indexing of file attributes on a 
disk vo lum e, which enables the file system to efficiently locate files that 
match certain criteria-for example , all the files in a particular directory. 
The FAT fil e s\"stem indexes file names but doesn't sort them , making look­
ups in large directories slow. HPFS indexes and sorts file names as NTFS 
does , but the design ofNTFS allows for indexing other file atU"ibutes as well. 
If a file 's author were an important indexing key, for example, NTFS cou ld 
be easi ly a lte red to efficiently locate all files with a specific author.' 

1.2.4 Bad-Cluster Remapping 
Ordinarily, if a program tries to read data from a bad disk sector, the read 
operation fai ls and the data in the allocated cluster becomes inaccessible. 
However, if the disk is formatted as a fault tolerant NTFS volume, the 'i\' in­
dows NT fault tolerant driver dynamically retrieves a good copy of the data 
that was stored on the bad secto r and then sends NTFS a warning that the 
sector is bad. NTFS allocates a new cluster, replacing the cluster in which the 
bad sector resides, and copies the data to the new cluster. It flags the bad 
cluster and no longer uses it. This data recovery and dynamic cluster 
remapping is an especially useful feature for file servers and fault tolerant 
systems or for anv appli cation that can't afford to lose data. If the fau lt toler­
ant driver isn't loaded when a sector goes bad, NTFS sti ll replaces the cluster 
and doesn't reuse it, but it can't recover the data that was on the bad sector. 

1.2.5 POSIX Support 
Windows NT contains a POSIX subsystem that runs POSIX applications and 
shell s. With this capabi lity comes the need for the file system to deal appro­
priately with POSIX files. In particular, the POSIX standard requires the file 
system to support case-sensitive file and directory names, a "file-chang·e­
time " time stamp (which is different from the MS-DOS "time-last-modified" 
stamp), and hard links. NTFS implements each of these features. NTFS does 
not implement POSIX symbolic links in its first release, but it can be ex­
tended to do so. 

7. In the cu 1-re 111 re le ase of NTFS. on ly the file name attribute is indexed . 

9 
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1.2.6 Removable Disks 

10 

NTFS is designed for use on both fixed and removable disks. Because the 
FAT file system is a de facto standard for floppy disks, Microsoft has no plans 
to support NTFS on floppy disks. However, NTFS can be used on other types 
ofremovable media, such as Bernoulli disks. Windows NT is a secure operat­
ing system, and NTFS extends that security to files; therefore, re movable 
disks formatted for NTFS are protected by the same security m e chanisms as 
those used for fixed disks. 



.....-

C H A P T E R T W 0 

THE NTFS MODEL 

D espite th e 11c,,· req11ire111e nts for n,·co,·erabil it\' and securitY in NTFS and 
the m arn· 11c\\· f"eat11rcs its designers incor porated into it, the first and fore­
most recp1ire11u·nt \\·as that NTFS b<:' a reliable and fast fil e svste m. It had to 
handle standard file- s,·stC:'m operatio ns, su ch as booting the syste m a nd load­
ing executable images. and it had to plug into the loadable. la\'e red Win­
clm,·s l\T rlrin_-r model established b,· the 1/0 S\'Stem. It had to d o these 
thi n gs whik achic ,·ing pt>rformancc that would m eet o r <:'xceed that of exist­
ing personal comp11tc r fi le s,·stems. NTFS uses se\'eral models to achie\'e 
these goals: 

D Frum the Windows NT 1/ 0 S\'Stem's point oh·iew, NTFS is just 
another driH·r loarlerl in to the operatin g s\'stern and a\'ailable for 
processing 1/ 0 requests. NTFS can be la\'<:' t-ed on top of or beneath 
o ther driH-rs in the- 1/ 0 s>·stcm ·s Ln ered driver model. 

CJ From anot her \'antage point. NTFS is a sophisticated relational 
database th:u inco rpoLHcs th e la t<:'S l technical ad,·.:mces in data 
logging an d recm ·erv ;is " ·el l as n ew features such as m ul tiple data 
streams and indexing of fil e a tt r ibutes. 

Q From yet another point o h ·iew, NTFS participates in the v\'indows 
NT object m odel. operating on file objects whose secu rity is e n­
sur·e d bv th e \1\ 'indm,·s NT object manage r and security svstem. 

2.1 The Layered Driver Model 
In v\' indows NT, NTFS and o the r file systems ar-e loadable dri,·ers. T h ev can 
he add e d to or remo\'ed from the operating s,·ste m as the\'' re neeclt>d. All 
drivers work " ·ithin th t> context of the Windows NT I/ 0 s, ·s te m and are 

11 
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invoked indirectly by applications that use Win32 or oth e r I/ 0 .·\Pis. As Fig­
ure 2-1 shows, the Windows NT environment subsyste ms ca ll NT s:·stem ser­
vices, which in turn locate the approp1·iate loaded drive rs an d ca ll th e m. 

NT 
Executive 

Object 
Manager 

NT System Services 

Security Process 
Reference Manager 
Monitor 

Kernel 

Local 
Procedure 

Call 
Facility 

Virtual 
Memory 
Manager 

Figure 2-1. Components of the Windows NT 1/0 System 

ironment 
bsystem 

LL 

User Mode 

Kernel Mode 

1/0 Manager 

NTFS Driver 

Fault Tolerant 
Driver 

Disk Driver 

The layered drivers pass 1/ 0 requests to each other by calling the NT 
executive's 1/0 manager. Relying on the I/0 manager as an intermediary 
allows each driver to maintain independence so that it can be loade d or un­
loaded without affecting other drivers. In addition, the NTFS drive,- inte ,-­
acts with three other NT executive components, shown in the left side of 
Figure 2-2, that are closely related to file systems. 

The logfil.e service (LFS), developed by Brian Andrew, is a modul e of the 
Windows NT executive that provides services for maintaining a log of disk 
writes. The log file it writes is used to recover an NTFS-formatted volume in 
the case of a system failure. 

The cache manager is a component of the Windows NT executive written 
by Tom Miller that provides system-wide caching services for NTFS and 
oth~r file system drivers, including network file system drivers (servers and 
redirectors). All file systems implemented for Windows NT access cached 
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Figure 2-2. NTFS and Related NT Executive Components 

TWO: The NTFS Model 

Read/write 
a mirrored 
or striped 
volume 

Read/write 
the disk 

files by mapping them in to virtual mernory1 and reading and writing to vir­
tual memory. The cache rnanager provides a specialized file system interface 
to the vVindows NT virtual memory manager (VM manager) for this pur­
pose. vVhen a program tries to access a part of a file that is not loaded into 
the cache (a cache miss), the VIVI manager calls NTFS to access the disk driver 
and obtain the file contents from disk. The cache manager optimizes disk 
I/ 0 by using its lazy write,; a set of system threads th at calls the VM manager 
to flush cache contents to disk as a background activity (asynchronous disk 
writing). 

The relationships shown for NTFS in Figure 2-2 are the same as those 
for the other Windows NT-supported file systems: the FAT file system, 
HPFS, and network file systems. The only difference is that these file systems 
don't call the log fi le service to log transactions. 

2.2 Relational Database and 
Transaction-Processing Models 
The usefulness of database sofo.vare li es in its ability to extract information 
based on any number of criteria 01- combinations of criteria. The most 

l . See Inside Windows NT, Chaple r 6, "Th e Virtua l !Vlemo1-y Manager ," for a discussion of 
vinua l m e m o ry in Wi n dows NT. 
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powerful database packages can handle complicated qucncs and pc1·form 
database updates with great speed. 

A file system can be viewed as a type of d a tabase that applic.nions and 
utilities query for information about files. Fo1· example, the Dir command 
on MS-DOS systems and the ls command o n POSIX s,stems ctll their r e spec­
tive file systems to obtain a list of the names of fil es a nd subdirectories in a 
directory. Typically, a file system "quer y" r e quests a collection of file nam es 
that fit a particular criterion. By struclUring NTFS as a database, its dl' s igners 
could exploit the benefits of a database design , such as the c1hilit,· to e asil y 
select a collection of files based on some attribute or the a bi Ii 1, to sto1·c such 
collections in sorted indexes for fast retrieval. • 

Another aspect of the NTFS d esign, one closely r e lated to the database 
theme, is the NTFS use of a transaction-processing model in 1-c cc>1"ding 
changes to a volume. Transaction processing is a te chnique for handling 
modifications to a database so that sys tem fai lures don ' t affect the co JTect­
ness or integrity of the database. The basic tenet of transaction processing is 
that there are some database operations, called transartions, which an_· ·'all­
or-~0thing" propositions. The separate disk updates that make up the trans­
actwn must be executed atomically; that is, once th e transaction begin s to 
execute, all of its disk updates must he completed . If a syste m failure inter­
rupts the transaction, the part that has been completed must be undon e, or 
rolled back. The rollback operation returns the database to a p1·e,·i ously 
known and consistent state, as if the transaction had never ex iste d. 

Suppose that a bank customer is transferring $300 from a savings ac­
count to a checking account using an automatic teller machine. She e nters 
tbhe ti-ansfer operation, and database software begins to process the n : qu es t 

Y subt • h ractmg $300 from the customer's savings account. Now suppose that 
t e power fails and the system crashes. If transaction-p1·ocessing principles 
were not in re- . . - . e iect and the computer came back onhne with the database as It 

was when the power failed, the bank's records would show $300 less in the 
customer's s • . . . cl d 
h avmgs account than she prev10usly had, wnh nothmg ad e to 

er checkin . • · · fi g account. Clearly failures of this kmd arc unacceptable 111 
·mancial software. , 

By specifying a funds transfer operation as an atomic transaction , the 
transaction p • · - b 
0 _ . - rocessmg software ensures that the entJn:: set of su -

per at1ons-w·1th l • f . d d . . . h k" . crawmg Tom savings an epos1tmg into c ec '1ng-1s 
treated as a single operation. If the system fails in the middle of this transac­
t10n trans .• 
. ' . action-processing software, which has kept a record of the transac-

tions m pro . gress and how far they have gotten, can undo the half-completed 
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Lra n sfe r o f fund s bY crediting th e custo m e r 's savings account whe n the sys­
te m com es bac k o nline . 

TFS uses th e Lran sactio n-p rocessing m od e l to imple m ent its fil e sys­
te m recoYe rY fea ture . If a p rogram ini Liates an I/ 0 o peration th at a lte rs the 
struc tu re of th e NTFS fil e svs tem-ch an ges t.h e direc tor y structure, extends 
a fil e , a lloca tes space fo r a n ew file, and so on-NTFS u-eats tJ1 a t ope ra tion as 
a n a to mi c transac tion . ll guarantees th a t th e transaction is either comple ted 
or, if th e sys te m fa il s whil e e xec u ti n g th e transactio n , rolled back. Suppose, 
fo r e xample, th a t a u se r creates a fil e and NTFS inserts the new fil e n am e 
in to its d irecto r\" structure just before th e system goes d own . The directo r y 
e n tr y e xi sts, b ut th e disk space fo r tJ1e fil e h as not ye t bee n allocated . Trea t­
ing fi le crea ti o n as an ato mi c o pe ration e nsures that NTFS (th a t is, th e 
"d a ta base ") m a inta ins inte rnal co nsiste n cy. In the example, NTFS will ro ll 
bac k the fil e crea ti o n o pe ra tio n , rem oving the fil e n am e from its directory 
structure . 

NTFS keeps trac k of th e contents o f a volume in a re la tion al database, a 
ta ble con ta ining rows of reco rds an d co lumns of a tu·ibu tes . The rows of tJ1e 
master ji. le tablf' (l\ilFT), as th e d a tabase is called , co rrespo nd to individual fil es 
o n th e d isk , and the co lumns co rrespo nd to fil e aru·ibutes. A di rectory is 
viewed as a fil e, wi th a slightly di ffe re nt se t of a ttributes. Figure 2-3 d e picts 
th e logical structure of the MFT and the various a m·ibutes tJ1at can exist in a 
fil e o r a d irecto r y. 

Instead of viewing a fil e as just a re posito r y fo r textua l o r binary d ata, 
th e NTFS m odel \"iews a fil e as a collec tion of a ttribu tes, on e of which is th e 

Standard File Security 
Information Name Descriptor 

File 0 

2 

Data 

unnamed 
stream 

unnamed 
stream 

unnamed 
stream 

HPFS 
Extended 
Attributes 

(EAs) 

(direc~ory) t--_____,__~___,_1~ 1-~I __,_I ----1 

1 1 
Figure 2-3. File and Directory Records in the Master Fi le Table 
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data it contains. A relational database structure allows the file system to be 
easily extended. If a user creates a file, NTFS simply fills in a new row in the 
table. If a program adds an attribute2 or a second data stream, or if a file is 
given an alternate MS-DOS name (see Chapter Seven), NTFS inserts an­
other column in the MIT for the affected file , as Figure 2-4 shows. 

File 0 

2 

Standard 
Information 

File 
Name 

Security 
Descriptor Data 

unnamed 
stream 

unnamed 
stream 

unnamed 
stream 

Index Index 

HPFS 
Extended 
Attributes 

(EAs) 

l Root Allocation Bitmap I 
(dl,.: •• ,1 1 1 1 1 1----'-F-lle--M-S•_D_O_S.,__ __ __, _ __. ____ ~-~-- -i o~fi~~d 
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Name Name Attribute 
unnamed 

stream 
named 
stream 

Figure 2-4. Adding Attributes and a Data Stream to an MFT Record 

Like many relational databases, NTFS can create indexes for attributes. 
In a file system, an index is a collection of files selected for some attribute. A 
directory in NTFS, for instance, is an index of file names with a particular 
pat~ prefixed to them. Internally, NTFS can create an index based on any 
attnbute that is specified as index-able, but currently only file names are in­
dexed. NTFS sorts its file name indexes by means of an efficient data struc­
tullre ~alled a b+ tree, in which file names are collated lexicographically, 
a owing for • k 1 quic ookup of queries such as dir strk. *. 
. Al th0ugh NTFS uses the relational database model for parts of its 
implementation, it departs from the model when the model doesn't suit the 
purposes of a file F · · · I 
d . system. or example NTFS must implement a h1erarch1ca 

Irectory struct 1·k ' . ure 1 e that used by the FAT file system and HPFS. By addmg 

2. User-defined attrib . . 
architecture all f Utes are not currently supported m Windows NT . However, the 

ows or the enabling of user-defined attributes in the future . 
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directories to the 1V1FT and u·eating them as files , NTFS creates a hierarchi­
cal structure within the u·aditional relational database table su-ucture. As 
Figures 2-3 and 2-4 showed, in place of the data attribute, a directory record 
contains three a m-ibllles used to implement the directory's file name index. 

2.3 The Object Model 
NTFS participates in th e Windows NT object model by implementing files as 
obj ects. This allows files to be shared and protected by the object manager, 
the component of v\iindows NT that manages all executive-level objects. 

An a pplication creates or accesses a file just as it does other NT objects: 
by means of object h andl es. By the time an 1/0 request reaches NTFS, the 
Windows NT object m anager and security system have already verified that 
the calling process h as th e authority to access tJ1e file object in tJ1e way it is 
attempting to. The security system has compared the caller 's security token 
to the ent1·i es in the access conu-ol list for the file object. (See Inside Windows 
NT, Chapte r 3 , for more information about access control lists.) The 1/0 
manager h as a lso transformed the file handle into a pointer to a file object. 
NTFS uses the information in the file object to access the file on disk. 

Figure 2-5 on the nex t page shows the data structures that link the 
memory-based object architecture to tJ1 e file system 's on-disk structure. 

NTFS is called with a pointer to a file object. It follows several pointers 
to get from the file object to tJ1e location of tJ1e file on disk. As Figure 2-5 
shows, a file object, which represents a single call to tJ1e open-file system ser­
vice, points to a stream control bloc/, (SCB) for tJ1e file attribute that the caller 
is trying to read or write. In Figure 2-5 , a process has opened both the data 
atti-ibute and a user-defin ed attribute for tJ1e file. The SCBs represent indi­
vidual file attributes and contain information about how to find specific at­
tributes ½rithin a file. All the SCBs for a file point to a common data structure 
called a file control block (FCB) . The FCB contains a pointer (actually, a file 
reference) to the file's record in the disk-based MFT. 

As mentioned in Section 2.2, NTFS views a file as a collection of at­
tributes ,just as the vVindows NT object manager views an object as a collec­
tion of attributes. NTFS uses the same read routine regardless of whether it 
is reading a file's data attribute, its security descriptor acu-ibute, its file name 
attribute, or any of the file's other attributes. Similarly, when writing to a file , 
NTFS takes an attribute as a parameter and writes to that attribute. Because 
these object routines are generic, they can easily accommodate new at­
tributes that may be added in the future. 
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C H A P T E R T H R E E 

Fl LE SYSTEM STRUCTURE 

C1i.1pt l"'r T\\·o descri bed tlH' soft\\·are models the file syste m team borrowed 
from as tht·,· dl"'si g ned '.':TFS. This chapter -ecs the m odels aside and de h·es 
<lc cpcr into tht' '.':TFS irnpknwntation. looking especially at the on-disk 
structure an d at some of' the data stnicturcs NTFS uses to mainta in the disk 
strunun·. It beg ins \,·it h ;1 11 oH' n ·iew or l TFS concepts an d terminolog:· and 
fo ll ows that ,,·itlt ;1 look ;ti tilt' im portan t NTFS data struc tures. How 1TFS 
stores da ta. in c luding tile name incte:xc . o n disk is des ribed n :xt. Th las t 
section examines the files NTFS uses to manage the di k and to implement 
rcc11Yer\". 

3.1 NTFS Concepts and Terms 
The struct un:- of '.':TFS begins wi th a 110l11111t'. A volume corresponds to a logi­
cal partition on a ct isk, and it is crea ted when you format a disk or part of a 
disk for NTFS. \ bu ca n also n ea t a fault toleran t \'Olume spann ing multiple 
disks by using th e \\'indm,·s NT Disk .-\dministra tor utili C). 

A disk can han· one ,·o lum e or se,·tra l. NTFS hand les each volum in­
d e pe ncle ntl:· or the oth e rs. Sample disk configurations for a 150-MB hard 
cii sk a rc illustrat ed in Figure 3-1 o n the next pao-e . 

A volume consists or a series of fi les p lus anv additional unallocated 
space n :> maining on th e ctisk partition . In the FAT fil e ystem and HPFS. a 
volume al n conta ins ,1reas specia lly forma tted for use by the file sys tem . An 
NTFS \'olume, howeYer. stores a ll file svst m d ata, such as bitmap and direc­
to ri es, and en"n th e sYstern boot trap, a ordinar y files . 

NTF • is like the FAT fi le sys tem in that it us t's the cluster as its funda­
m e ntal unit of disk alloca tion. The cluste r size on a volu me. or rlusterfactm; is 
es tabli shed bv th e TF Format u ti lity when au ·e r f<.) rmat the volume. The 
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C: C: 
(75 MB) NTFS (60 MB) FAT 

Volume C: NTFS Volume 1 
(150 MB) Volume 

D: D: NTFS 
(75 MB) NTFS (90 MB) Volume 

Volume 2 

Figure 3-1. Sample Disk Configurations 

cluster factor varies with the size of the vo lume, but it is an integral number 
of physical sectors, always a power of 2 ( I sector, 2 sectors, 4 secw,-s, 8 sec­
tors, and so on), as shown in Figure 3-2. Th e cluster factor is expressed as the 
number of bytes in the cluster, such as 512 bytes, 1 KB , 01- 2 KB. 

Internally, NTFS refers only to clusters and is unaware of a di sk's sector 
size. Unlike HPFS, which mandates a 512-byte physical secto r as its unit of 
allocation, NTFS uses the cluster as its unit of allocation in order- to maintain 
its independence from physical sector sizes. This allows NTFS to e fficiently 
support very large disks by using a larger cluster size or to support nonstan­
dard disks that have something other than a 512-byte sector size. On a 600-
MB or larger volume, for example, use of a cluster size greater than 512 bytes 
can reduce fragmentation and speed allocation, at a small cost in terms of 
wasted disk space. The NTFS Format utility automatically determines an ap­
propriate cluster size, but the system administrator can modify that value. 1 

NTFS refers to physical locations on a disk by means of logical cluster 
numbers (LCNs). LCNs are simply the numbering of all clusters from the be­
ginning of the volume to the end. To convert an LCN to a physical disk ad­
dress, NTFS multiplies the LCN by the cluster factor- to get the physical b yte 
offset on the volume, as the disk driver interface requires. 

AI; described in Section 2.2, NTFS maintains a file called the maste r file 
table (MFT), which is the heart of the NTFS volume structure. Logically, the 
MFT contains one row for each file on the volume, including a row for the 

l. The Format u tility uses a cluster size of 512 bytes (or th e hardware sec tor siz<" if it is 
larger than 512 bytes) for disks up to 512 MB . For larger disks up to 1 GB, it uses a c luster 
size of 1 KB. For disks larger than I GB. up to 2 GB. it uses a cluste r size or 2 KB. For disks 
larger than 2 GB, it uses a cluster size of 4 KB . This formula balances th e inhe,·en t trad e-off 
between the disk fragmentation that can occur with too small a cluster s ize and t h e wasted 
space (i nternal fragmentation) that can occur with too lacge a cluster size. 
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Figure 3-2. Sectors and a Cluster on a Disk 

T H R E E : Fi le System Structure 

MFT it.se lf. In add iLi on to th e 1v!FT, each NTFS volume contains a boot file 
(described lat e r ) and a s<:> t of fil es containing data called metadata that is 
used to im plement th e fil e sys te m structure. The rest of the fil es on an NTFS 
vo lume a re normal use r fil es and directo ries , as shown in Figure 3-3. 

T h e MFT is imple m ented as an array of file records. An MFT "row," 
representing o n e file on the disk. usually consists of o ne file record. How­
ever, if a fil e has ,l la rge number of a tu·ibutes o r becomes highly fragmented, 
more than o n e fil e record might be needed. In such a case, the first record , 
which sto res th e locat ions of th e others, is called the base file record. 

A fil e o n a n NTFS volume is identified by a 64-bi t value called a file refer­

ence. The fil e refere n ce consists of a fil e number and a sequence number. 
The fil e numbe r corresponds to the position of the file 's file record in the 
MIT min us one (or to th e position of the base file record minus one if the 
file h as m ore than one fi le record). The file reference sequence number, 

File 0 MFT 

MFT copy (partial) 

2 NTFS metadata files 

user files and directories l 
Figure 3-3. NTFS Metadata and User File Records in the MFT 
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which is incremented each time an MIT file record position is reused , 
enables NTFS to perform internal consistency checks. A fil e refe ,·ence is 
illustrated in Figure 3-4. 

22 
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_ number 

47 

file number 

Figure 3-4. File Reference 
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A file in NTFS was defined earl ier as a set of attr ibutes, including a file 
name attribute, a security descriptor attribute, a nd a d a ta attribute. NTFS 
identifies an attribute by its name in uppercase le tters preced e d b y a dollar 
sign{$), as in $FILENAME or $DATA. These attribute names, hmveve r, ac tu­
ally correspond to numeric type codes, which NTFS uses to o rde r the a ttri­
butes within a file record. Figure 3-5 illustrates an MIT record for a small file. 

Each file attribute is stored as a separate stream of b ytes with in a file. 
Strictly speaking, NTFS doesn't read and write files-it reads and writes at­
tribute streams. NTFS supplies these attribute operations: create. delete, 
read (byte range), and write (byte range). T he read and write services nor­
mally operate on the file's unnamed data attribute. Howeve r, a call e r can 
specify a different data attribute by using the named data stre am syn tax. (Re­

fer to Figure 2-4 back on page 16.) 

Master File Table 

Standard File Security 
Information Name Descriptor Data 

I I 
Figure 3-5. MFT Record !or a Small File 
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The ::'\!TFS Yo lume structure defines a set of standard attributes for 
fil es . These sys te m-de fin ed a ttributes have fixed attribute names and type 
codes , and NTFS d e tennines th e formats of their values. The attributes are 
listed in Fig ure 3-6 in th e order in which they appear in a file record, al­
though n ot a ll attributes a re pr·esent for eve r y file. 

System-Defined Attribute 

Standard in form;1tio11 

A ttribute li s t 

Fil e name 

Sec urity descr·ipto r 

Data 

Index root, index allocati o n , 
bitmap (directories only ) 

HPFS extended a ttributes, 
HPFS extended attribute 
information 

Description 

T h e fil e' s "iVIS-DOS" at tribute s (read-only, 
r e ad / wri te, and so on); its time stamps , 
including wh e n the file was created or last 
modifie d ; and how many directories point to 
th e fil e (its ha rd l-i11k coun t). 

A li st of the att,·ibutes that make up the file 
a nd th e file reference of the MFT file record 
in which e;1ch a ttribute is located. This 
se ldo m-use d a ttribute is present when a file 
requires m o re th an one IVIFT file record. 

The fil e's name in Unicode characters . A file 
ca n have multipl e fil e name attributes, as it 
d oes wh en a POSIX hard link to a file exists 
0 1· wh e n a file with a long name has an 
automatically generated "shon name" for 
access by rvIS-DOS and 16-bit Microsoft 
\.Vindows appli cations. 

The security data structure that protects the 
fil e from unauthorize d access . The security 
descriptor attribute specifies who owns the 
file and who can access it. 

The con te n ts o f the file. In NTFS, a file has 
one d efault unnamed data attribute and can 
have addition al named d a ta attributes (that 
is , a file can have multiple data streams). A 
dir·ecto,-y has no default data attribute but can 
have optional named data auributes. 

Tluee attributes used to implement file name 
indexes for large director·ies. 

Two a tu·ibutes used to implement HPFS-style 
extended attributes (EAs) for the 0S/ 2 sub­
system and for· OS/ 2 clients of Windows NT file 
servers. 

Figure 3-6. Standard File and Directory Attributes 
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3.2 On-Disk Structure 
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As earlier figures have shown, the rows (file reco rds) o r th e i\l i:-~r 1Tpresent 
the files on an NTFS volume, and the column s r e prese nt file :11u·ib1nes . A ll 
file information is stored in atu-ibutes, and thus th e r0\\·s a nd c olumns o f th e 
MIT describe all the information stored on a n \!TFS \·olunH·. The s ize o f 
MIT file records for a volume-a minimum of 1 KB and a maximum of 4 
KB-is determined when the volume is formatted. 

The file attributes in an MIT reco rd are o rden:·d ])\· (1111111(-ricall~·) as­
cending type codes, with some attribute types appearing 1~1<>rC I han onc<:'-if 
a file has multiple data attributes, for e xa mpl e , or multiple file nam es. Fig­
ure 3-5 back on page 22 shows the am-ibutes that are required frn · a filt> : th e 
standard information attribute, the file nam e attribute, the sec u ,-i ty d escri p­
tor attribute, and the data attribute. Other attributes can a lso appear in a n 
MIT file record as they are needed for a particular fil e . 

Each attribute in a file record has a nam e (optional ) a nd a \ ·,tlu e. Na m es 
are used primarily with the data attribute, to identify a secon d or third data 
s1:eam in the file. An attribute's value is th e b yte stre am composing th e at­
tnbute. For example, the value of the $FILENAME attribute is th e fil e's 
name; the value of the $DATA attribute is whateve r bytes th e u ser slored in 
the file. If a file is small, all its attributes and the attributes ' \·a lues (its d a ta , 
f~r example) fit in the file record. When the value of an a ttr·ibut e is stored 
directly in the MFT, the attribute is called a resident a ttri lmff'. ( In Fig ure 3-5 , 
all attributes are resident.) 

Each attribute begins with a standard h ead e r containing infonn a tion 
about the attribute, which NTFS uses to manage the attributes in a ge n eric 
way. The he d · • . . -·1 ' . a er, which 1s always reside nt, records wheth e r th e attl 1 ) Ute s 
value1sres·ct . . . _ _, . 

. 1 enc or nonresident. For resident attnbutes, th e h ead e r ctlso co n -
tam_s the offset from the heade r to th e attribute 's value a nd the le n g th of the 
attr1bute's v I . . 

a ue, as Figure 3-7 illustrates for the file name a ttnbute . 
vVhen an attribute's value is stored directly in the MIT, the tim e it takes 

NTFS to acce h . · . --1 , • 
b ss t e value 1s greatly reduced. Instead of loo k111g up d h e 111 a 

ta le and th . . . - , d . 
( en readmg a succession of allocanon urn ts to find the file s a ta 
as the FAT fil d . 1 e system, for example does), NTFS accesses the di sk o n ce an 

retneves the data immediately. , 
The attrib t c . b ·ct . u es 1 or a small directory, as well as for a small fil e, ca n e 

res1 ent m the MFT . . · d _ . , as Figure 3-8 shows. For a small director y, th e m ex 
1 oot attribute . l I 

b . . contams an index of file refe re nces for th e files a nc t 1e 
su directories in th d' e 1rectory. 



Standard 
Information 

File 
Name 

11 Al 
"RESIDENT• 
Offset: 8h 
L~n th: 14h 

C==1 Attribute h e ader 

C==1 Attribute value 

Security 
Descriptor 

MYFILE. DAT 

Data 

Figure 3-7. Resident Attribute Header and Value 

T H R E E : File System Structure 

Of" couP,l'. 111am· til es and directories can ·l be squeezed into an lVIFT 
reco rd. a 1-h.B. ::2-K.B . or +kB da ta structure . If a particular attribute. suc h as 
a file's data :t t tribu te . is too b rge to be contained in the i\1[FT file record , 
NTFS allocates a ::2-1'13 area:! o n th e disk. separate from th e MIT. This area, 
ca l led a rn 11 ( 01· ,m 1' .Y/1'11 I). stores Lhe Ya lue of t he attribute ( th e file's data, for 
e xample). lf' th e ~u tribute' s Yalue late r grO\rs (if a use r appends data to the 
file, fo r in stance). \:TFS allocates anoth er run for the additional data. At­
tr·ibutcs ,,·hose Ya lu t:'s are sto r t"d in runs rath e r than in the MIT are called 
nonrr,sident atlrilmtes. The fi le s, stcm ct<:"cides wh ether a particular a ttribute is 
reside nt o r nonresident: the locat ion o f th e data is u·ansparent to the pro­
cess accessing it. 

v\'hen ,rn attr·ibu te is nonreside nt . as the data attribute for a large file 
might be, it s h eader co n tains the in for matio n NTFS needs to locate the 
att ribute 's \·alue on th e disk. Figure '.{-9 o n the n ext page shows a nonresi­
dent data attribute sto red in two runs. 

Standard File Security 
Information Name Descriptor 

I I 

Index 
Root 

index of files 

f1 , f2. f3 .. .. 

Figure 3-8. MFT File Record for a Small Directory 

ernp>y I 
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HPFS 
Standard File Security Extended 

Information Name Descriptor Data Attributes 

\ I I ~ r-1 
data I I data 

Figure 3-9. MFT File Record for a Large File with Two Data Runs 

Among the standard attributes, only those that can grow can be nonresi­
dent. For files, the attributes that can grO\v are the sec urity d escriptor, the 
data, the attribute list (not shown in Figure 3-9), a nd the HPFS ex te nded at­
tributes (EAs) . The standard information and fil e n ame a ttributes are always 
resident. 

A large directory can also have nonreside nt attributes (or parts of at­
tributes), as Figure 3-10 shows. In this example, the M.FT fil e 1-ecor-d doesn't 
have enough room to store the index of files that make up thi s large direc­
tory. A part of the index is stored in the index root attribute, a nd th e rest of 
the index is stored in nonresident runs called index buffers. Th e index root, 
index allocation, and bitmap attributes are shown h e re in a simplified form. 
They are described in more detail later. The standard infonnation a nd file 
name attributes are always resident. The header a nd at least p art of the value 
of the index root attribute are also resident for directories. 

When a file's (or a directory's) attributes can't fit in an MIT file record 
and separate allocations are needed, NTFS keeps track of the runs by means 
of virtual cluster numbers (VCNs). Logical cluster numbers (LCNs), described 
in Section 3.1, represent the sequence of clusters on an enti1·e volume from 

Standard File Security Index Index 
Information Name Descriptor Root Allocation 

1 I I 
index of files 

file4 files I I I 
i 

file1 fi le2 file3 I I file5 fi le6 

Figure 3-10. MFT File Record for a Large Directory with a 
Nonresident File Name Index 

Bitmap 
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0 Lhro u g h 11. \ 'C::\s number the clusLers belonging to a p,uticular file from 0 
through 1// . For ex;unple. the cluste rs in the runs of a nonresident data at­
tribute are numbered as ~hown in Figure 3-11. 

Standard File Security 
Information Name Descriptor Data 

File 16 
I I ~ + 

VCN 0 2 3 4 5 6 7 

d~ta d~ta 

LCN 1355 1356 1357 1358 1588 1589 1590 1591 

Figure 3-11. Virtual Cluster Numbers (VCNs) for a Nonresident 
Data Attribute 

If this file had more than two runs, th e numbering of the third run would 
start with VCN 8 . As Figure :s-12 sh ows , the data attribute header contains 
VCN-to-LCN mappings for the two runs shown, which allows NTFS to easily 
find the a lloca tions on th e disk. 

Figu re 3-12 shows data runs , but other attributes can be stored in runs 
if the r e isn 't enou g h room in the MIT file record to contain them. And if a 
particular- file h as too man y attributes to fit in the MFT record, a second 

Standard File Security 
Information Name Descriptor Data 

File 16 
starting starting no. of 

VCN LCN clusters 

0 1355 4 

l 4 1sae 4 

~ 
VCN 0 2 3 4 5 6 7 

d+a d+a 

LCN 1355 1356 1357 1358 1588 1589 1590 1591 

Figure 3-12. VCN-to-LCN Mappings for a Nonresident Data Attribute 
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MIT record is used to contain the additional attributes (01- a ttribute headers 
for nonresident attributes) . In this case, the attribute called the attribute list, 
which we saw in Figure 3-6 back on page 23 , is added. Th e attribute list at­
tribute contains the name and type code of each of the file 's a ttributes and 
the file reference of the MIT record where the attribute is located. The at­
tribute list attribute is provided for those cases in which a file grows so large 
or so fragmented that a single MIT record can ' t contain the mu I ti tude of 
VCN-to-LCN mappings needed to find all of its runs. NTFS n eeds this at­
tribute so rarely that special dysfunctional programs had to b e \vri tten to test 

the NTFS code that implements attribute li sts . 

3.3 File Name Indexing 

28 

In NTFS, a file directory is simply an index of file names-that is , a collec­
tion of file names (along with their file references) organized in a particular 
way for quick access. To create a director y, NTFS indexes the fil e name at­
tributes of the files in the directory. The MIT record for the root di1-ectory 
ofa volume is shown in Figure 3-13. 

Conceptually, an MIT entry for a directory contain s in its index root 
attribute a sorted list of the files in the directory. However, for large directo­
ries, the file names are actually stored in index buffers, runs of either 2 KB 
or the cluster size- whichever is larger-that contain and organize the file 
names . Index buffers implement a b+ tree data structure , which minimizes 
th e number of disk accesses needed to find a particular file, especially for 
large directories. The index root attribute contains the first level of the b+ 
tree (root subdirectories) and points to index buffers containing the next 
level (more subdirectories, perhaps, or files). The index allocation attribute 
maps the VCNs of the index buffer runs to the LCNs that indicate where the 
index buffers reside on the disk. 
_ Figure 3-13 shows only file names in the index root attribute and the 
index buffers (file6, for example), but each entry in an index also contains 
the file reference in the MIT where the file is described, and time stamp and 
01e size information for the file. NTFS duplicates the time stamp and file size 
information from the file's MIT record. This technique , which is used by the 
FAT file system, HPFS, and NTFS, requires updated information to be writ­
ten in two places. However, it is a significant speed optimization for direc­
tory browsing because it enables the file system to display each file 's time 
stamps and size without opening every file in the directory. 
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VCN 

Standard File 
Information Name 

"\. 
file4 
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fileO I file1 file3 

VCN 4 5 

TH R EE: File System Structure 

Index Index 
Root Allocation Bitmap 

index of files 

file10 file15 VCN-to-LCN 
mappings 

VCN 8 9 10 11 

file11 file12 file13 file14 

6 7 

file6 file8 file9 

Figure 3-1 J_ File Name Index for a Volume's Root Directory 

The index allocation attribute contains the VCN-to-LCN mappings for 
th e inde x buffers. a nd th e bitmap attribute keeps track of which VCNs in the 
index buffe1-s are in use and which are free. Figure 3-13 shows one file entry 
per VCN ( that is, per cluster), but actually file name enu-ies are packed into 
each cluste r. Each 2-KB inde x buffe r can contain about 15 file name entries 
( 3 01- 4 per cluste r for a S 12-byte cluster). 

The b+ tree data structu1-e (also used by HPFS) is a type of balanced 
tree that is ideal for organizing sorted data stored on a disk because it mini­
mizes the numbe r of disk accesses needed to find an entry. In the MIT, a 
directory's inde x root attribute contains several file names that act as in­
dexes into the second le\'e l of the b + u-ee. Each file name in the index root 
attribute has an optional pointer associated with it that points to an index 
buffer. The index buffe r it points to conta_ins file names with lexicographic 
values le ss than its own. In Figure 3-13, for example,file4is a first-level enu-y 
in the b+ tree. It points to an index buffer containing file names that are 
(lexicographically) less than itself-the file names fileO, file], and file3. 

Storing the file names in b+ u-ees provides several benefits. Directory 
lookups are fast because the file names are stored in a sorted order. And 
when higher-level software enumerates the files in a directory, NTFS returns 
already-sorted names. Finally, because b+ u·ees tend to grow wide rather than 
deep, NTFS's fast lookup times don't degrade as directories get large. 

NTFS currently indexes only the file name atu·ibute, but later versions 
of the file system might allow applications to both create new atu·ibutes and 
index them. If the author of a file ·were added as an atn·ibute, for example , 
NTFS could maintain b+ u·ees of files collated by author. 
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3.4 NTFS Metadata Files and the Boot File 
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In NTFS, all data stored on a volume is contained in a fil e, including th e data 
structures used to locate and retrieve file s, Lhe boots lrap data . and the 
bitmap that records the allocation state of the entire \·o lu111 c ( th e NTFS 
metadata). Storing everything in files allows the data to be casi l\' loct1cd and 
maintained by the file system, and each separate fil e can be pnitcctcd b y a 
security descriptor. In addition, if a particular- pan of the disk goes bad , 
NTFS can relocate the metadata files to preve nt Lhc disk from beco ming 
inaccessible. 

As noted earlier, the MIT contains a record for e n ~n· file on the disk , 
including one for the MFT file itse lf. A file record in the 1\,fFT ccintains e i­
ther all the attributes for the file or the VCN-to-LCN mappings that indi cate 
where on the disk the values of th e file's nonresident attributes ,u-c located. 
The location of the MIT file records for NTFS metadata fil es is illustrate d in 
Figure 3-14. 

vVhen it first accesses a volume, NTFS must mount iL-thar is. prepare it 
for use. To mount the volume, NTFS looks in th e boot fil e (cle.~uibcd below) 
to find the physical disk address of the MIT. The MIT's own file record is th e 
first entry in the table; the second file record points to a file located in the 
middle of the disk that contains a copy of the fir-st 16 rows of the MFT. This 
partial copy of the MFT is used to locate metadata files if p a n of the MFT file 
can't be read for some reason. 

Once NTFS finds the file record for the MFT, it obtains th<.: VCN-to­
LCN mapping information in the record's data attr ibute , decornpn~sse s it , 
and stores it in memory. This mapping information tells NTFS whe1-e the 
runs composing the MFT are located on the disk . NTFS then decompre sses 
the MFr records for several more rnetadata files and opens th e files. Next, 
NTFS performs its file system recovery operation (desc ribed in Sectio n 4 .3), 
and finally, it opens its remaining metadata files. The vo lum e is now ready 
for user access. 

As the system runs, NTFS writes to another important metadata fil e , 
the log file. NTFS uses the log file to record all operations that affect the 
NTFS volume structure, including file creation or any commands , such as 
Copy, that alter the directory structure. The log file is u sed to r ecover an 
NTFS volume after a system failure. 

Another entry in the MFT is reserved for the root directo r y (a lso 
known as "'\'). Its file record contains an index of the files and dir·ecto1·ies 
stored in the root of the NTFS directory structure. When NTFS is first asked 
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Figure 3-14. Fi le Records for NTFS Metadata Fi les in the MFT 

to open ;1 rile. i1 bq2,·ins its search fnr the file in the root directorv's file 
rcconl. .-\ltc1 · (lpc11i11g- ,t lik. :\TFS stnn:-·s the fil e's l'vlIT fil e referenc e so that 
il can din-c th· ,icccss the lik's i\lFT n:-•cord when it reads and writes the 
file lattT. 

NTFS records the :tllocition state of the Yolume in the bit111ap file. The 
data a111·ih111c for the bitm,lp l"ik conL1ins a bitmap. eac h ofwhose bits repre­
sents ,t clt1st(T on the n1lu111c. idc111if\ing whether the cluster is free or has 
been ,dlocucd 10 a fil e. 

Another impon,mt S\'ste111 fik is th e boot file. which stores the Windows 
NT bootslLip cock. In urder fo r th e S\'Stem to boot., the bootsu·ap code must 
b e loc.1ted at ,l specific disk address. During formatting. however, the Format 
utilit\' dcfint·s this area as a file b\' creating a file 1·eco rd for it. Creating the 
boot file allows '.'\!TFS to ,1dlwre to ib ntl e of making ever ything on the disk a 

fil e . The hoot fil e a s \\-ell as NTFS metadata files can be individually pro­
Le cted I)\' means of" the sccui·itY ckscriptors that arc applied to all ·vvindows 
NT object;;. L' sing t hi~ '\,, ·e Hthing on th e disk is a file" model also means 
that the hootst i-.1p can be modified I)\' normal file ]/0, although the boot 
file is cu1-rcn tly pn1tccted front editing. 
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NTFS also maintains a bad cluster file for r ecordin g a n y ba d spo Ls o n the 
disk volume and a file known as the volu me fi le, whi c h co n ta in s th e vo lume 
name, the version ofNTFS for which th e vo lum e is fo rm a tte d , a nd a bit th a t 
when set signifies that a disk corruption has o ccune d a nd must be r e p a ire d 
by the Chkdsk utility (see Section 5.3 ) . Fin a ll y, NTFS m a inta ins a fil e con­
taining an attribute definition table that d efin es th e a ttribute typ es suppo rte d 
on the volume and indicates whethe r th ey can b e inde x e d , recOH' n -'. d during 
a system recovery operation, and so on. 



C H A P T E R F O U R 

RECOVERABILITY 

T11 e most important k;u un· of NTFS is undoubte dly it5 failure recovery ca­
pabilit,. A 1-ccm-cL1hlc file s,s1em e nsures that if a power fai lure or a cata­
strophic s\"stcm failure uccurs. no fil e syst e m operations (u·ansactions) will 
b e le ft in comp!t-t e and the srrunurc of th e disk volume will remain intact 
without th e need to run a di sk r e pair utilitv. 1 NTFS recove rabili ty increases 
th e ow•1·al\ 1-eliabilitY of \\"induws NT. a boon for corporate and other high­
e ncl custo111<.-i-s. 'Aindows !\T fil e sYste m recoYe r y ac tually exceeds current 
corpo ra te ex p e ctatio n s for file s, stcm re liability, and NTFS provides this ex­
tra leve l of stab ility ,,·ith littl e sauifice of p e rformance. Recoverability is a 
pre re qui site fo r transaction-processing applica tio ns and for an atu·ibute­
indexing faci lity. 

NTFS uses a tra nsac ti o n-based logging scheme to imple ment recover­
ability. This strategy e n surt's a full disk recovery that is also exu·emely fast 
(on the orde r of secon ds) for eYe n the largest disks. NTFS limits its recovery 
procedures to fil e svste m data to e n sure that at the very least the user will 
neve r lose a vo lum e b ecau se of a co1Tupted fil e system; however, user data is 
not guaranteed to b e fu lly updated if a crash occurs. The decision not to 
imple m e nt use 1· fil e recoYe ry represents a u·ade-offbe tween a fully fault tol­
e rant file sys te m and one that prmides optimum performance for all file 
operations. User fil e recoven · could be implemented as an extension to 
NTFS. 

Th e first section of this ch apte r d escribes the evolution of file system 
reliability as a context for a n introduction to recoverable file systems. The 
second section d e tails th e transac tion-logging scheme NTFS uses to record 

I . NT FS includes a C: hkd sk utilitv th a t ca n be use d to r e p a ir ca tastro phi c disk co rruption 
ca u sed b y 1/ 0 e rro r s (ba d disk sect ors. elect ri cal a n o m a li es. o r disk fa ilures, for example) or 
softw a r e b u gs. V,' i1h the NT FS recove,·y ca p a bilit ies in place, Chkdsk is rare ly needed. 
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modifications to file system data structures, and the third section explains 
how NTFS recovers a volume if the system fails. 

4.1 Evolution of File System Design 
The development of a recoverable file system can be seen as a step fon-vard 
in the evolution of file system design. Until now, there ha\·e been two com­
mon techniques for constructing a file system 's 1/0 and caching support: 
careful write and lazy write. The file systems developed for Digital Equipment 
Corporation's VAX/VMS and some other proprietar y operating systems 
employ a careful write algorithm, while 0S/2 HPFS and most UNIX file sys­
tems use a lazy write file system scheme . 

Careful write and lazy write file systems are prevalent on pe,-sonal com­
puter, minicomputer, and mainframe operating systems, but ,-ecoverable file 
systems are relatively new. Before NTFS, they appeared primarily on re­
search systems and a few specialized real-time or fault tolerant systems. \Nin­
dows NT is one of the first commercial operating systems to provide a 
recoverable file system . 

The next two subsections briefly review the two types of file systems 
most commonly used today and their intrinsic trade-offs bet<.-veen safety and 
performance. The third subsection describes NTFS 's recoverable approach 
and how it differs from the two other strategies. 

4.1.1 Careful Write File Systems 

34 

When an operating system crashes or loses power, 1/0 ope,·ations in 
progress are immediately, and ofte n prematurely, interrupted. Depending 
on what I/0 operation or operations were in progress and how far along 
they were, such an abrupt halt can produce inconsistencies in a file system. 
An inconsistency in this context is a file system corruption-a file name ap­
pears in a directory listing, for instance, but the file system doesn't know the 
file is there or can't access the file. The worst file system corruptions can 
leave an entire volume inaccessible. 

A careful write file system doesn't try to prevent file system inconsisten­
cies. Rather, it orders its write operations so that, at worst, a system crash will 
produce predictable, noncritical inconsistencies, which the file system can 
fix at its leisure. 

When any kind of file system receives a request to update the disk, it 
must perform several suboperations before the update will be complete. In a 
file system that uses the careful write strategy, the suboperations are always 
written to disk serially. When allocating disk space for a file, for example, the 
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file system first se ts some b iL5 in its bitmap and then allocates the space to tl1e 
file. If the po\,·e 1· Liil s immediate[\' after the bits are set , t11e careful write file 
sys tem loses access to some disk space-to the space represented by the set 
bits-but exist in g cbta is not corrupted. 

Se riali zing \n-itc opcT,llion s a lso m eans that 1/0 requests are filled in 
the order in \\'11icl1 thn ,u-e rece i\'e d. lf o n e prncess allocates disk space and 
shonlv there:1fte1· another process creates a file , a careful write file system 
comp le tes the disk allncati o n be fore it start.s to create the file because inter­
le avi n g the subopcT;llions o f the two I/ 0 requests could result in an incon-

. ') 

s1ste nt state .-
The main ach-antage of a careful write file system is that in the event of 

a failur e the , ·n lum e sta,·s consisten t and usable without the need to immedi­
ately run a slow \'Olum e r·epair utility. Such a utility is n eeded to correct the 
predictable. n o ndes tructi,·e disk in co n sistencies that occur as t11e result of a 
system failunc> , b111 th e utilitY can be run at a convenien t time, typically when 
the system is rebooted . 

4.1.2 Lazy Write File Systems 
A careful w rite file s,·stem sacrifices speed for the safety it provides. A laz)' 
write file syste m impr·o\'es performance b )' using a "write-back" caching su-at­
egy; that is , it writes file n10difi ca rjons to the cache and flushes t11e contents 
of the cache to disk in an optimize d way, usually as a background activity. 3 

The perfm·mance improvements associated with tl1e lazy write caching 
technique take se\·e1·al forms. First, the overall number of disk writes is re­
duced. Because se rialized, imme diate disk wTites aren't required, tl1e con­
tents of a buffe r can b e modified seve ral times before they are written to 
disk. Second, the speed of servicing application requests is greatly increased 
because the fil e system can return contTol to the caJ!er witlwut waiting for 
disk writes to be completed. Finally, the lazy \vTite su·ategy ignores the incon­
sistent interm.ediate states on a file volume that can result when the 
suboperations of two or more 1/0 requests are interleaved. It is tlrns easier 
to make the file system multithreaded, a llowing more than one 1/0 opera­
tion to b e in progress at a tim e. 

2. The MS-DOS FAT file sys tem uses a "write-throug h" a lgori thm that causes disk 
modific a tions to be immedi ,ite ly writte n to th e disk. Un like the ca reful write apprnach, th e 
write-through techniqu e does not require the file system to order its writes to prevent 
inconsistencies . 

3. On \,Vindows NT, both the FAT fil e sys tem and HPFS are implemented as lazy write file 
syste m s~they write disk modifications to th e cache. The cache manager, in turn , uses a lazy 
write scheme to optimize disk w1·i1es for all \ .Yindows NT file sys tems. 
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The disadvantage of the lazy write technique is that it creates inten·als 
during which a volume is in too inconsistent a state to be crn-rcctecl by the 
file system. Consequently, lazy write file systems must keep track of the 
volume's state at all times. HPFS, for example, sets a bit called the dirty bit 
during these intervals to indicate that the vo lume is in an inconsiste nt state . 
If the operating system crashes while the volume is "dirty. " the ,·<ilume must 
be reconstructed by means of the Chkdsk vo lum e repa ir urilitv. In fact , be­
cause it generally cannot be known whether the ,·olum e was actua ll y incon­
sistent at the time of a system crash, it is necessar y to run Ch kdsk afte r e,·ery 
reboot when the dirty bit is set. How long the HPFS , ·olume repair takes de­
pends on how big the disk is and how much damage it has sustainf'cl . 

Although a disk repair can always produce a consisten r ,·o lume, the ,·ol­
ume might not always be repaired to the user's satisfaction. The HPFS 
Chkdsk utility sometimes has difficulty determining which dirt>ctor y a new[~, 
created file belongs to, for instance, and puts the new file in a catchall 
"found" directory. If the volume is severely corrupted, some fil es might be 
corrupted beyond reconstruction and wi ll simply be lost. [n genera l. lazy 
write file systems gain a performance advantage over carefu l write systems­
at the expense of greater risk and user inconvenience if th e system fails. 

4.1.3 Recoverable File Systems 
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A recoverable file system tries to exceed the safety of a ca re ful write file sys­
tem while achieving the performance of a lazy write file system. A recove r­
able file system ensures vo lume consistency by using logging techniques 
originally developed for transaction processing. If the operating system 
crashes, the recoverable file system restores consistency by executin g a re­
covery procedure that accesses information that has been sto red in a log file. 
Because the file system has logged its disk writes, the recovery procedure 
takes only seconds, regardless of the size of the volume. 

The NTFS recovery procedure is exact, guaranteeing that the vo lume 
will be restored to a consistent state. None of the inadequate restorations 
associated with lazy write file systems can happen with NTFS . 

A recoverable file system incurs some costs for the safety it provides. 
Every transaction that alters the volume structure requires that one record 
be written to the log file for each of the transaction's suboperation s. This 
logging overhead is ameliorated by the file system's "batching" of log 
records-writing many records to the log file in a single I/0 operation. In 
addition, the recoverable file system can employ the optimization tech­
niques of a lazy write file system. It can even increase the length of the inter­
vals between cache flushes because the file system can be recovered if the 
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s\"stc111 <T<tshcs lwf() r t· tht· t·;1clit· cha11gcs h ;1H' been flush ed to disk. This gajn 
en-er thL· c1t·hi11 g pt-i-ftirni:uH·c ni" l;izy \ffilL' file S\"Slems makes up for, and 
oCtc-n c:--;ccn\s. 1 lw uYL·rlw ;1d uf t lie recon·rabl e fil e svstem ·s logging activity. 

:--; e ither c;1n·fu l \,Till' n<H" Lv,· \1Tite fil e sYsterns guarantee protection 
of user tile <LlLt. 11 th t· S\"SI L' lll ,-r;1shcs \\·hilt' an ;i.pplication is writing a file , 
till~ li k can lw lust ,ir c ,irruptcd. \\ .l)rsc . th t' crash ca n co rrupt a lazy write 
fik s,·s1t·111. cks11 ·oyi11g c :--; is t i11 g fi ks ur t'Yell re ncfrr ing 3.11 entire YO!ume 
inacn·ss ih k. 

:--..:TFS irn 1 >krnL· 111 s st·,t·Ltl str;ucg ic~ 1ha 1 imprO\·e its re liabilitY over the 
n·li,1hili1, nf 1ht· 1i-;1 cli1in11;\I fik s~stc rns . Fi rsl. NTFS recm·e rabili ty guaran­
tn·s t!Ltl 1lw Yc il11111 c s1n 1c11 1rt· \\· ill n ot he corrupte d. so all files " ·ill remain 
acc('ssihk ;1fl('J ;1 s,s1t ·111 1·;1il11rc. 

Second. ;tlthtH1gli :--..:TFS dt1t·s 1101 currt>n th· guarantee protection of 
ustT (LILI in I lit· t"\"l'l1 l ol ;1 s, stc 111 crash-sorn e c h;mges can be lost from the 
cac lil'-applic11 iu n s c111 Ltkt· ;1 <h·;1111agL~ o r the NTFS write-through and 
cac lw-l l 11slii11g L·ap;1hi liti(' s 10 c11s111T that fik modifications are recorded on 
di sk at :1pprupri ;1ll' i11ttT \" ;1h . Blllh rnrh1' 1erit1•-rhro11gh - forcing \1Tite opera­
tion s 10 lw i111111c cli:1tt·I\· recurdccl un disk- ;ind rnchl'jlus /iing---forcingcache 
conte nts t() I)(' \\Tit ten 10 disk-arc vniciL·nt oµerations. NTFS doesn ' t have 
to do ('~tLl disk I O le) ll11sh rnodific1tions to sen·ra l different fil e system 
clat,1 stntctun·s lwc;t11sc clia11ges tu the d ,H,1 structures are recorded-in a 
si ngle \ffitt· 01wr;uit)11-in the Ing file: if';1 failure occurs and cach e contents 
,u-c los t, 1 lw rik s\ ·stt·rn modilic11ions can be recoYered fro m r11e log. Fur­
tlwrnwrl' , u11likc I IPFS tlr the f.-\T file S\Stc m. NTFS guarantees rl1at use r 
clara \\·ill he co11sistc11 t :111d ;1 \·;1iLtllk imnwdia re ]y a.fter a write-tJ11·ough op­
e r at ion 01· a cache flush. en·n i t" tli f' S\'Slt'm subseq u e ntly fa ils. 

Fin:dh-. :--.JTFS li;1s all the underpinnings to support logging for user 
files in the futur e . In lieu ol u ser data loo-u in cY users who require an added 

t,t, ~ • 

measun· of data rck1bi li1Y cm use F tOisk. th e" \Vindows NT fault tolerant 
disk clrin:r, 10 st'l up a nd rn:,intain 1-cdundan t data storage. (See Chapter 
Five, "Volume \L111 ;1g e rncnt ;rnd Fault Tolerance .'' for more information 
about data rccl11nd;1nc\'. ) 

Logging 
NTFS proYidcs file sYs te m reconTabi lity by means of a tran saction­
processing tech niq11c c dleci logpjng. In NTFS logging, rl1e suboperations of 
any transac tion th;u al ters irnportant rik sys tem data structures are recorded 
in ;-1 log fik b<.:'fore the\ ;m:· carried through on the disk. That way, if the sys­
te m c rashes, paniallY comple ted tra nsactions can be" redone or undon e 
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when the system comes back on line. In NTFS, a lransartion is defined as an 
I/O operation that alters file sys tem data or changes the Yo lume's directory 
structure. Such 1/ 0 operations include writing to the disk or deleting a file 
and may be made up of several suboperations. 

There are two important components of the NTFS loggin g fac iliti es: 
the logfileitselfand the logfileservice (LFS). The log fil e is a sys tem fil e cre­
ated by the Format command, and the LFS is a series of kerne l-mode rou­
tines that NTFS uses to access the log fi le. Separating th e LFS from the rest 
of the file system will allow other sys te m compon e nts o r future app li cation 
software to create separate log files to implement app li catio n-leve l recover­
ability such as that used in transaction processing. 

4.2.1 Log File Service (LFS) 
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Although designed to provide logging and recovery services for mo1·e than 
one client, the LFS is initially avai lable on ly to fil e systems, th1-o ugh ke rnel­
mode interfaces. The caller-NTFS in this case-passes the LFS a pointer to 
an open file object, which specifies a log fil e to be accessed . The LFS either 
initializes a new log file or calls the Windows NT cache manage1- to access 
the existing log file through the cache, as shown in Figure 4-1 . 

The LFS divides the log file into two region s: a restart area and an 
"infinite" logging area, as shown in Figure 4-2 . 

NTFS calls the LFS to read and write the restart area. NTFS uses the 
restart area to store context information such as the location in the logging 
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LFS Restart Area "Infinite" Logging Area 

copy 1 copy 2 L log cecmds ;J 
~--------

Figure 4-2. Log F il e 

,:ll'ea a t \,·h ic h "-.:TFS \,-i 11 begin to re ad during recoYer y after a system failure. 
Th e LFS 1 n ai 11 tai n s a sccnnd cn pY o r th e rescan data in case cJ1e first becomes 
corr upt ed o r o tht'rwisc inaccessible . The re mainde r of the log fil e is cJ1e log­
ging a1·ca. whi c h c on ta ins trans.inion reco rds NTFS writes in order to re­
c0Ye 1· a Yo lumc in the c H·nt of a sYstern fai lure . The LFS makes the log file 
appear infinite h\· reusing it circularh· (while g ua ranteeing cJ1at it does not 
overw1·itc inform a tion it ncc d s). T he LFS uses logical sequ en cenumbers(LSNs) 
to ickntif\ 1Tco 1·d s wriucn co the log fil e. As the LFS cycles through the file , it 
in c reases th e \,lilies of the LSNs . The numbe r ofpossibleLSNsissolargeas 
to b e \·inualh· infin ite. 

NTFS n e Ye r r t"ads u·ansact io n s from or writes transactions to cJ1e log 
fil e din:c th-. The LFS IJl'OYicl c s sen-ices NTFS calls to open cJ1e log file, write 
log 1-ecords. r e ad log reco rd s in forwa rcl or backward order, flush log records 
up to a parti c ular LS N. or se t th e beginning of the log fil e to a higher LSN. 
During 1-econ.Ty. NTFS ca ll s th e LFS to read forward through the log 
records in orde r to r e d o ,rnY tra n sac tions that were recorded in cJ1e log file 
but we r e nor flush e d to disk a c th e time of the system failure. NTFS calls the 
LFS to read b ackward throug h th e log records in order to undo, or roll back, 
a ny u-ans,tctions th at we re n't comple te ly lo gged before the crash . NTFS calls 
the LFS to se t the b eginning o f th e log file to a record with a higher LSN 
when NTFS no lon ge r n eeds the o lde r transaction records in the log file . 

Here 's how th e sys te m gua rantees that the volume can be recovered: 

1. NTFS first ca ll s th e LFS to record in th e (cached) log file any 
tran sac ti o ns that will modifv the vo lume structure. 

2. NTFS m o difi es the volume (also in the cache). 

3 . The cache manage r ca ll s the LFS to prompt the LFS to flush the 
log file to disk . (The LFS imple m ents the flush by calling the 
cac he manage r bac k, telling it which pages of memory to flush. 
Refe r b ac k to th e ca lling sequence shown in Figure 4-1.) 
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4. After the cache manager flushes the log fil e to disk, it flushes 
the volume changes (the transactions them se lves) to disk. 

These steps ensure that if the file system modifications are ultimately un­
successful, the corresponding transaction s can be retrieve d from the log 
file and can be either redone o r undone as pan of the file sys te m recover y 
procedure. 

File system recovery begins automatically the first time the vo lume is 
used after the system is rebooted. NTFS checks whether the transactions that 
were recorded in the log file before the crash were app lied to the vo lume, 
and if they weren't, it redoes them. NTFS also guaran tees that transactions 
not completely logged before the crash are undone so that they don ' t ap­
pear on the volume. 

4.2.2 Log File 

Before it modifies the volume , NTFS calls the LFS to r ecord in the log file 
any transactio n that will modify the NTFS vo lume structure. In doing so , 
~TFS employs a recovery-related technique knO\vn in transaction process­
mg as wri.te-ahead loggi,ng. 

The LFS allows its clients to write any kind of record to their log files. 
NTFS writes several types of records, two of which-uj;date records and check­
point records-are d escribed here. 

4.2.2.1 Update Records 

40 

Update records are the most common type of record NTFS writes to the log 
file. Each update record contains these two kinds of information: 

(I Redo information-how to reapply one subopera tion of a fully 
logged ("committed") transaction to the volume if a system failure 
occurs before the transaction is flushed from the cache. 

!i::! Undo information - how to reverse one suboperation o f a transac­
tion thatwasonlypartiallylogged ("not committed") at the time of 
a system failure. 

Figure 4-3 shows three update records in the log file. Each record rep­
resen ts one suboperation of a transaction, creating a new file. The redo en­
try in each update record tells NTFS how to reapply the suboperation to the 
volume, and the undo entry tells NTFS how to roll back (undo) the 
suboperation. 



FOUR: Recoverability 

LFS Restart Area Logging Area 

log flle ™'"' I 
Redo: Allocate/lnitial ize an MFT file record / Redo: Set bits 3-9 in the bitmap 
Undo: Deal locate the file record / Undo: Clear bits 3-9 in the bitmap 

/ 
Redo: Add the file name to the index 
Undo: Remove the file name from the index 

Figure 4-3. Update Records in the Log File 

After logging a u-ansac tion (in this example, by calling the LFS to write 
the three update reco rds to the log file) , NTFS performs t11e suboperations 
on the volume itself. in the cache _ When it has finished updating the cache, 
NTFS writes another n ·co r-d to the log file, 1-ecording t11e entire transaction 
as complete--a suboperation known as committing a transaction. Once a trans­
action is committed. NTFS guarantees that the entire u-ansaction will appear 
on the volurne, e\'en if the operating system subsequently fails. 

When recovering after a system failure , NTFS reads through the log file 
and redoes each committed transaction. Alt1wugh NTFS completed the 
committed u-ansactions b efo re th e system failure, it doesn't know whether 
the cache manager flushed the volume modifications to disk in time. The 
updates might have b e en lost from the cache when t11e system failed. There­
fore, NTFS executes the committed transactions again just to be sure that 
the disk is up to date. 

After redoing the committed transactions during a file system recovery, 
NTFS locates all the transactions in the log file t1rnt were not committed at 
failure and rolls back (undoes) each suboperation that had been logged. In 
Figure 4-3, NTFS would first undo t11e Tl r suboperation and t11en follow the 
backward pointer to Tlb and undo that suboperation. It would continue to 
follow the backward pointers , undoing suboperations, until it reached the 
first suboperation in the transaction_ By follmving t11e pointers, NTFS knows 
how many and which update records it must undo to roll back a u·ansaction. 

Redo and undo information can be expressed either physically or logi­
cally. Physical descriptions specify volume updates in terms of particular byte 
ranges on the disk that are to be changed, moved, and so on. Logical de­
scriptions express updates in tenns of operations such as "delete file A.DAT." 
As the lowest layer of software maintaining the file system su·ucture, NTFS 
writes update records with physical descriptions. Transaction-processing or 
other application-level software might benefit from writing update records 
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in logical terms, however, because logically expressed updates are more 
compact than physically expressed updates. Logical desuiptions necessarily 
depend on NTFS to understand what operations such as d e leting a file 
involve. 

NTFS writes update records (usually several ) for each of the following 
transactions: 

■ Creating a file 

■ Deleting a file 

■ Extending a file 

■ Truncating a file 

■ Setting file information 

■ Renaming a file 

■ Changing the security applied to a file 

The redo and undo information in an update record must be carefully 
designed because while NTFS undoes a transaction, recovers from a system 
failure, or even operates normally, it might try to redo a transaction that has 
already been done or, conversely, to undo a transaction that never occurred 
or that has already been undone. Similarly, NTFS might try to redo or undo 
a transaction consisting of several update records, only some of which are 
complete on disk. The format of the update records must ensure that exe­
cuting redundant redo or undo operations is idempotent, that is, has a neutral 
effect: for example, setting a bit that is already set has no effect, but toggling 
~ bit that has already been toggled does. The file system must also handle 
Intermediate volume states correctly. 

4.2.2.2 Checkpoint Records 
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In addition to update records, NTFS periodically writes a checkpoint record 
to the log file, as illustrated in Figure 4-4. 

A checkpoint record helps NTFS determine what processing would be 
needed to recover a volume if a crash were to occur immediately. Using in­
formation stored in the checkpoint record, NTFS knows, for instance, how 
far back in the log file it must go to begin its recovery. After writing a check­
point record, NTFS stores the LSN of the record in the restart area so that it 
can quickly find its most recently written checkpoint record when it begins 
file system recovery after a crash occurs. 
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Figure 4-4. Checkpoint Record in the Log File 

Although the LfS p1Cscnts the log fil e to NTFS as if it were infinitely 
large , it isn · t. The gc 111::-ruu:,; size of Lhe log fil e and th e frequent writing of 
checkpoinr re cords (an upe1·;1tion that usually frees up space in the log file) 
make th e possibilitY of the- log file"s filling up a remote one. Nevertl1eless, 
the LFS accounts for thi s p oss ibilitY b,· tracking several numbers: 

~ The aYailablc log space-

Q The amoun t uf sp;1cc n eed ed to write an incoming log record and 
to undo the \ffite. should tha t be necessar y 

b.J Th e a m o unt of space n eeded to roll back all active (noncom-
rnitted) tt·a n sactions. sh o uld that be n ecessar y 

If the log file cloesn ' t contain e nough available space to accommodate the 
total of the las t two ite ms. th e LFS returns a "log file full " error and :NTFS 
:raises an exception. The NTFS exception handler rolls back the current 
transaction and places it in a que ue to be restarted later. 

To free up space in the log file. NTFS must momentarily halt 1/0 activ­
ity on the system. To do so. NTFS blocks fil e creation and deletion and then 
:requests exclusive access to all open files. Gradually, active transactions ei­
ther are complete d successfully or receive the "log file full " exception. NTFS 
rolls back and queues the transactions that receive tl1e exception . 

Once it has halted 1/0 activity by acquiring exclusive access to all the 
open files, NTFS calls th e cache manager to flush unwritten data to disk, in­
cluding unwritten log fil e data. 1-\fter everytl1ing is safely flushed to disk, 
NTFS no longer needs the data in the log file. It resets the beginning oft.he 
log file to the current position , making the log file "empty." Then it restarts 
the queued transactions. Beyond the short pause in I/0 processing, the "log 
file full" error has no effect on executing programs. 

This scenario is one example of how NTFS uses the log file not only for 
file systen1 recovery but also for error recovery during normal operation. 
E1-ro:r recovery is revisited in the next section. 
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4.3 Recovery 
NTFS automatically performs a disk recove ry th e first time a program ac­
cesses an NTFS volume after the sys te m h as b ee n booted . (If n o 1-ccovery is 
needed, the process is trivial.) Recovery depe nds o n t,,·o tables NTFS main­
tains in memory: 

11 The transaction table keeps track of transactions that haH· b e en 
started but that are not yet committed . Th e sub()p e rations of these 
active transactions must be removed from the di sk clt11·i ng r ecove r y. 

II The dirty page table records which pages in the cache contain 
modifications to the file system str ucture that h;n·e nor ye t been 
written to disk. This data must be flush e d to disk during recoYer y. 4 

NTFS writes a checkpoint record to the log file on ce e\·cr y :3 seconds. 
Just before it does, it calls the LFS to store a c urre nt cop y of the transac tion 
table and of the dirty page table in the log file . NTFS th en r ecords in the 
checkpoint record the logical sequence numbers (LSNs) of th e log records 
containing the copied tables. Vvhen recove r y begins a fter a sys tem failtu-e, 
NTFS calls the LFS to locate the log records co n raining th e m o st rece nt 
checkpoint record and the most rece nt copies of the tra nsac tion and diny 
page tables. It then copies the tables to memor y. 

The log file usually contains more update records fo ll o wing th e last 
checkpoint record. These update records represent volum e modifications 
that occurred after the last checkpoint 1-ecord was written . NTFS mus t up­
date the transaction and dirty page tables to include these operations. After 
updating the tables , NTFS uses the tables and the con te n ts of th e log file to 
update the volume itself. 

To effect its volume recovery, NTFS scans th e log file three tim es, load­
ing the file into memory during the first pass to minimize disk l /0 . E ac h 
pass has a particular purpose: 

1. Analysis 

2. Redoing transactions 

3. Undoing transactions 

4. For more information about Wi n dows NT virtual m e mory, see l nsid,, \,Vinduw., N T. 
Chapter 6, "The Virtual Me mory Manager." 
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4.3.1 Analysis Pass 
During the r11rn/ysis /Hiss. as sh own in Figure -1-:J. NTFS scans fo rward in the 
log file fr om tht' tx·gin11i11g of th e b s t ch ec kpo int operation in order to find 
update r ecords and use them to update tht' Lr:msaction and dirty page tables 
it copied 10 m e mun·. :\'ute in the figure that che ch eckpoint operation stores 
three records in the lug fik and th a t u pdate records might be interspersed 
among these recurds. :\'TFS th e refore must start its scan at Lh e beginning of 
the checkp oi nt op~·Lu io n. 

Dirty Page 
Table 

Update 
Record 

Analysis Pass 

Transaction Checkpoint 
Table Record 

Beginning of Checkpoint Operation 

End of Checkpoint Operation 

Figure 4-5. Analysis Pass 

Update Update 
Record Record 

Eac h update record th at appears in tlw log file after t:.he checkpoint 
operation b egins r epresenb a 111odification to e ither the u·ansaction table or 
Lh e dirty page table. If an u pdate n,·co rc\ is a ;.Lransaction committed" record, 
for exa1nple, the transaction the n 'Cord re presents must be rerno\·ed from 
the transaction tabk. Simibrh-. if th e update record is a "page update" 
record that modifi es a tile sYste 111 cb ta struc ttirt'. the dirty page table must be 
updated to reflect that c hange. 

Once the tables a re u p to elate in m e mory, NTFS scans the tables to 
determin e the LSN of th e o ldest u pdate reco rd that logs an operation that 
has not been carried out on disk. The u·ansactio n table contains the LSNs of 
the noncommitte d ( in complete) transactio ns, and the dirty page table con­
tains th e LSNs of 1·ecords in the cache that have not been flushed to disk. 
The LSN of the o ldest record that NTFS fi nds in these two tables determines 
where the redo pass will begin. If the last ch eckpoint record is older, how­
eve r, NTFS will start the redo pass ther-e instead. 

4.3.2 Redo Pass 
Drning the redo pass, as sh own in Figure 4-6 on the next page, I\ITFS scans 

fo rward in the log fil e from the LSN of the o ldest record it has found in 
the analysis pass. It looks for "page update" records, which contain volume 
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modifications that were written before the syste m failure but that might not 
have been flushed to disk. NTFS redoes these updates in the cache . 

Update 
Record 

Redo Pass 

Dirty Page Update Transaction Checkpoint Update 
Table Record Table Record Record 

► 

..._--r----f---------------------------" 
Beginning of Checkpoint Operation 

Oldest Unwritten Log Record 

Figure 4-6. Redo Pass 

When NTFS reaches the end of the log file, it has updated the cache 
with the necessary volume modifications and the cache manager's "lazy 
writer" can begin writing cache contents to disk in the background . 

4.3.3 Undo Pass 
After it completes the redo pass, NTFS begins its undo pass, in which it 
rolls back any transactions that weren't committed when the system failed. 
Figure 4-7 shows two transactions in the log file; transaction I was commit­
ted before the power failure, but transaction 2 was not. NTFS must undo 
transaction 2. 
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Suppose that transaction 2 created a file, an operation that comprises 
three suboperations, each with its own update record. The update records of 
a transaction are linked by backward painters in the log file because they are 
usually not contiguous. 

The NTFS transaction table lists the LSN of the last-logged update 
record for each noncommitted transaction. In this example, the transaction 

D Transaction 1 

D Transaction 2 

Figure 4-7. Undo Pass 

Undo Pass 

LSN 
4046 

''Transaction Committed" Record 

Power Failure 

LSN 
4049 
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table idenlifies LS.i\ 40..J:9 as the last update record logged for transaction 2. 
As shown from right tu left in Figure +s. NTFS rolls back transaction 2. 

W Transact ion 1 

CJ Transaction 2 

LSN 
4045 

t 
/ 

/ Redo: Set bits 3-9 in the bitmap 
Undo: Clear bits 3-9 in the bitmap 

Redo: Add the file name to !lie index 
Undo: Remove the file name from the index 

Redo: Alloca1e 'i n111a!1ze an MFT file record 
Undo: Deallocate the file record 

Figure 4-8. Undoing a T ransaction 

Each update record conta ins two kinds of information: how to redo a 
suboperation and how to undo it. After locating LSN 4049, NTFS finds the 
undo information and executes it. clearing bits 3 tJ1rough 9 in its allocation 
bitmap. NTFS then follows the back,,rard pointer to LSN 4048, which directs 
it to remove the new file name from the appropriate file name index. Finally, 
it follows the last backward pointer and deallocates the MFT file record re­
served for the file, as the update record witJ1 the LSN 4046 specifies. Trans­
action 2 is now rolled back. If there are other noncommitted transactions to 
undo, NTFS follo,,•s the same procedure to roll them back. Because undoing 
transactions affects th e vo lume's file system structure, NTFS must log the 
undo operations in the log fil e . After a ll. tJ1e power might fail again during 
the recovery, and NTFS would have to redo its undo operations! 

When the undo pass of the recovery is complete, tJ1.e volume has been 
restored to a consistent state. 5 At this point, NTFS flushes the cache changes 
to disk to ensure that the volume is up to date. NTFS then writes an "empty" 

5. NTFS gua1·a11tees ch a t recoven· will return the vo lume to some preexisting consistent 
state. but not necessari ly to the sta te that existed just before th e system crash. NTFS can't 
make that guarantee because. for performance. i i uses a "lazy commit"' algorithm , which 
mean, that the log fik is not irnmecii a te h · flush eci to disk each time a "transaction commit­
ted" record is w ,·itten. lnsc ead, numerous transaction committed records are batched and 
written toge th er, e ithe,- wh e n the cac he manager calls th e LFS to flush the log file to disk or 
when the LFS writes a c heckpoint record (once every 5 seconds) to the log file. Another 
reason the recovered ,·olume mi g ht not be completely up to date is chat several parallel 
transactions might be active when the system c r ashes and some of their transaction commit­
ted 1·ecords might mak e it to disk while others do not. Th e consistent volume that recovery 
produces inc lud es a ll the ,·o lume updates whose transaction committed records made it to 

disk and none o f the updates whose tl"a nsaction committed records did not make it to disk. 
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LFS restart area to indicate that the volume is consistent and that no recov­
ery need be done if the system should fail again immediately. Recovery is 
complete. 

NTFS uses the log file to recover a volume after the system fails, but it 
also takes advantage of an important "freebie" it gets from logging transac­
tions. File systems necessarily contain a lot of code devoted to recovering 
from file system errors that occur during the course of normal file 1/0. Be­
cause NTFS logs each transaction that modifies the volume structure, it can 
use the log file to recover when a file system error occurs and thus can 
greatly simplify its error handling code. The "log file full" error described in 
Section 4.2.2.2 is one example of using the log file for error recovery. 

Note that most 1/0 errors a program receives are not file system errors 
and therefore can't be resolved entirely by NTFS. vVhen called to create a 
file, for example, NTFS might begin by creating a file record in the MFT and 
then enter the new file's name in a directory index. When it ffies to allocate 
space for the file in its bitmap, hmvever, it could discover that the disk is full 
and the create request can't be completed. In such a case, NTFS uses the in­
formation in the log file to undo the part of the operation it has a lready 
completed and to deallocate the data structures it reserved for the file. Then 
it returns a "disk full" error to the caller, which in turn must respond appro­
priately to the error. 



C H A P T E R F V E 

VOLUME MANAGEMENT 
AND FAULT TOLERANCE 

T1ie capabilities o l :-\TFS arc en h a n ced bY unde rlying support from a ·win­
dows NT drin.T calkcl Ft Disk . the fault tole rant disk driver developed by Bob 
Rinn e a nd 1\likc Glass . Ft Disk lie s abo ,·e hard disk dri,ers in the 1/ 0 system's 
layered clri,·e r sc h e me :md proYides volume management capabilities, re­
dundant data Stlffage. and dnnmic data 1·ecovery from bad sectors on SCSI 
(small compute r· system int e r face) disks . 

A lthough FtOi sk \\"lffks with a ll of the ·windows NT-supported file 
systems-NTFS. FAT. and HPFS-using it with NTFS provides the highest 
level of d a ta inte g r-it\'. 

NTFS r e mo\·es b a d c lus te rs fro m use when FtDisk is not installed in the 
system , a nd NTFS pn_n·icles the e quiva len t of FtDisk's bad-sector recovery 
for non-SCSI h a ,-d di sks. NTFS a lso monitors and detects corruption in file 
system d a ta s tru c tures and u ses FtDisk to recover its own data and to ensure 
its own re liability. 

Th e first two se ction s of this chapter describe the volume management 
and data ,-edundan cy capabi li ties of FtDisk. The third section describes the 
additional features of NTFS that improve data reliability and recovery. 

5.1 Volume Management Features 
Although FtDisk is called the fault tolerant drive,~ it also implements some 
volume manage ment fea tures unre lated to fau lt tolerance. Volume sets and 
stripe sets don ' t provide data redundancy, but they do aid in organizing vol­
umes and increasing 1/ 0 e ffi c iency, r esp ec tively. 

49 



INSIDE THE WINDOWS NT FILE SYSTEM 

5.1.1 Volume Sets 
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A volume set is a single logical volum e composed of a maximu111 of '.1'.Z areas of 
free space on one or more disks. The Windows NT Disk Adm in is11·,1tor utility 
combines the areas into the vo lume set, which can th e n b e fonnatl e d for any 
of the Windows NT-supported file systems. Fig ure .'J- 1 shows a 100-M B vo l­
ume set identified by drive Jette:. D: that has been created from th e last third 
of the first disk and the first third of the second. 

C: D: 
(100 MB) (50 MB) NTFS 

NTFS Volume 2 
Volume 1 

D: E: NTFS (50 MB) (100 MB) Volume 3 

Figure 5-1. Volume Set 

A volume set is useful for consolidating small areas of free disk space to 

create a larger volume or for creating a single, large vo lum e out of two or 
more small disks. If the volume set has been formatted for NTFS, it ca n be 
extended to include additional free a1-eas or add iti onal disks without affect­
ing the data already stored on the volume . This is o ne of the bigges t b e nefits 
of describing all data on an NTFS vo lume as a file. NTFS can d ynamically 
increase the size ofa logical volume because the bitmap that recoJ"CIS the al­
location status of the volume is just another file- the bitmap file. The 
bitmap file can be extended to include any space added to th e vo lum e. D y­
namically extending a FAT volume, on the other hand , wou ld r e quire the 
FAT itself to be extended, which would dislocate everything else on Lhe disk. 
. FtDisk hides the physical configuration of disks frorn the file systems 
mstalled on Windows NT. NTFS, for example, views D: in Figure 5-1 as an 
ordinary 100-MB volume . NTFS consults its bitmap to determine what space 
in the volume is free for allocation . It then calls FtDisk to read or \•vrite data 
beginning at a particular byte offset on the volume. FtDisk views th e physical 
sectors in the volume set as numbered sequentially from the first free area 
on the first disk to the last free area on the last disk. It d e termines which 
physical sector on which disk corresponds to the suppli ed byte offset. 
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5.1.2 Stripe Sets 
A stn"jJP sPt is a scril's (lr p ,1rt il i()n s. unc paruu o n per disk, that t..he Disk Ad­
rnini s crac or uti lit, C(lll1hi11t·s intt> :1 sin g le logica l , ·o lume. Figure 5-2 shows a 
stripe sc i co11si s 1i 11g < >I" l h rn· µ;in i l inns . o n e o n each o f tJ1ree disks. (A parti­
ti o n in a st ri pe st· t 1\l ·c d 11,H sp:rn :rn c111ire disk ; t..h e o n\y restric1jon is cl1at 

t..he pani 1ions 0 11 c :1c h disk he cl w s:111w si1.c.) 

( 150 M B ) 
Stripe 1 

2 2 

3 3 

4 4 

5 5 

6 6 

7 7 

Figure 5-2. Stripe Set 

To a fi le s\'stcm. this st1·ipc st·t appears to be a single 450-MB volume, 
but FtDisk op ti1n izcs cLtt..;1 swragt· :md re11·ic ,·al Limes o n the stripe set by dis­
tributing the \'Olurnc· s cbta anwng th e ph~'sical disks. FtDisk accesses the 
physical sec to r s of 1h e disks :1s if thn· we re numbe red sequ entially in stripes 
across th e disks. :ts ill11 str;11 cd in Figure 5-:t 

Beca use each stripe is a reLttin·' h· narrow 6-l: KB (a ,·alue chosen to pre­
vent individual 1c:1cts ;mrl writ es from acct'ssing two disks) , the data tends to 
be dist,-ihutecl e- \'enlv anwng tlw disks . Stripes thus increase the probability 

(150 MB) (150MB) 

Figure 5-3. Logical Numbering of Physica l Sectors on a Stripe Set 
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that multiple pending read and write operations will be bound for different 
disks. And because data on all three disks can be accessed simultaneously, 
latency time for disk I/0 is often reduced , panicularly on h eavi ly loaded 
systems. 

5.2 Fault Tolerant Volumes 
Volume sets make managing disk volumes more conveni e nt, and stripe sets 
spread the 1/0 load over multiple disks. These nvo vo lume-management fea­
tures don't provide the ability to recover data if a disk fails, however. For data 
recovery, FtDisk implements three redundant storage schemes: mirror sets, 
duplex sets, and stripe sets with parity. Users can take advantage of these fea­
tures through the Windows NT Disk Administrator utility. 

5.2.1 Mirror Sets 
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In a mirror set, the contents of a partition on one disk are duplicated in an 
equal-size partition on another disk. A mirror set is shown in Figure 5-4. 

When a program writes to C:, FtDisk writes the same data to the same 
location on the mirror partition. If the first disk or any of the data on its C: 
partition becomes unreadable because of a hardware 01- software failure, 
FtDisk automatically accesses the data from the mirror partition. A mirror 
set can be formatted for any of the vVindows NT-supported file systems. The 
file system drivers remain independent and are not affected by FtDisk's mir­
roring activity. 

Mirror sets can aid in I/0 throughput on heavily loaded systems. When 
l/O activity is high, FtDisk balances its read operations between the primary 
partition and the mirror partition (accounting for the number of unfin­
ished 1/0 requests pending from each disk). Two read operations can pro­
ceed simultaneously and thus theoretically finish in half the time. When a 

C: 

Figure 5-4. Mirror Set 

C: 
(mirror~ 
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file is m o difie d . b u th p artiti o n s o f Lh e mirror set must be written , but disk 
writes are clone a s\·n c hnJn o u sly. so th e p e rformcu1ce of user-mode programs 
is gen e 1·a lh· n o t a.tlcct e d b\· th e e xtra disk upda te. 

5.2.2 Duplex Sets 
A duplPx sPt is a Ya.ria.nt o f a mirror set in which Lhe mirror resides on a disk 
ope rated bY a di fft-i-cn t disk con trollei-. This configuration gives users of fault 
tole rant w s1e m s an ,ldde d d eg ree o f assurance tha t if a disk controller 
( rathe r than just ,l ci isk ) fai Is, th e mirrore d data remains available. 

5.2.3 Stripe Sets with Parity 
A stripe set with pa rity is a fault tol e ra nt \-aria.nt of a regular stripe set. Fault 
tole1·a nce is a c h ie Ye d b, · rese rYin g th e e qui\,1Jent of one disk for st01ing par­
ity for e a c h s tripe. Fi g ure 5-5 is a ,isual re presentation of a su·ipe set with 
parity. 

In Figure 5-5, th e paritY for stripe 1 is stored on disk 1. It contains a 
byte-for-byte lo gi c al sum (XOR) of t11 e first stripe on disks 2 and 3. The 
parity fo,- stripe 2 is s tore d on disk 2 , and the parity for stripe 3 is stored on 
disk 3 . Rotating th e p a rity across the disks in t11is way is an 1/ 0 optimization 
technique . Eac h tim e data is writte n to a disk, tl1e parity bytes corresponding 
to the modified b y tt."s must be recalculated and rewritten. If tJ1e parity were 
always written to Lhe same disk, t11 a t disk would be busy continually and 
could become an 1/ 0 botLle neck. 

Stripe 1 

2 

3 

4 

5 

6 

7 

Disk 1 

EJ Parity 

Figure 5-5. Stripe Set with Parity 

Disk 2 Disk 3 
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Recovering a failed disk in a stripe set with parity r e lies on a simple 
arithmetic principle: in an equation with n variables, if you know the value 
of n - 1 of the variables, you can determine the value of th e missing variable 
by subtraction. For example, in the equation x + y = z, ,vhere z represents the 
parity stripe, FtDisk computes z -y to determine th e contents of x; to find y, 
it computes z - x. FtDisk uses similar logic to recover los t data. If a disk in a 
stripe set with parity fails or if data on one disk becomes unreadable, FtDisk 
reconstructs the missing data by using the XOR operation (bitwise logical 
addition). 

If disk 1 in Figure 5-5 fails, the contents of its suipes 2 and 5 are calcu­
lated by XOR-ing the corresponding stripes of disk 3 with the parity stripes 
on disk 2. The contents of stripes 3 and 6 are similarly determined by XOR­
ing the corresponding stripes of disk 2 with the parity su·ipes on disk 3. At 
least three disks (or rather, three same-size partitions on three disks) are re­
quired to create a stripe set with parity. 

5.2.4 Sector Sparing 
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Redundant data storage is used not only for recovering data after a complete 
disk failure but also for recovering data from a single physical sec tor that 
goes bad. In a technique called sector sparing, FtDisk uses its redundant data 
st0rage to dynamically replace lost data when a disk sector becomes unread­
able. The sector-sparing technique exploits a feature of some hard disks, 
which provide a set of physical sectors reserved as "spares." If FtDisk receives 
a data error from the hard disk, it obtains a spare sector from the disk driver 
to replace the bad sector that caused the data error. FtDisk recovers the data 
that was on the bad sector (by either reading the data from a disk mirror or 
recalculating the data from a stripe set with parity) and copies it to the spare 
sector. FtDisk performs sector sparing dynamically, without intervention 
from the file system or the user, and sector sparing works with any Windows 
NT-supported file system on SCSI-based hard disks. 

If a bad-sector error occurs and the hard disk doesn't provide spa,es, 
runs out of them, or is a non-SCSI-based disk, FtDisk can still recover the 
da~a. It recalculates the unreadable data by accessing a stripe set with parity, 
or it reads a copy of the data from a disk mirror. It then passes the data to the 

- file system along with a warning status that only one copy of the data remains 
in a disk mirror or that one stripe is inaccessible in a stripe set with parity, 
and that data redundancy is therefore no longer in effect for that sector. It's 



5.3 

F I v E : Vo lume Management and Fault Tolerance 

up to t lw Ii I<- ,,-,1"111 1, , n ·,J H ,11d tt i (nr ig n<irc ) th e ,,·a rnin g. FtDisk \\ill re­
r e c o , ·c1 · 1l1<· cL1t:1 <·;1< ·h 1i111< · tl1<· tilt- ,,·ste m tries to read from tJ1e bad sector. 

NTFS Bad-Cluster Recovery 
FtDi s k c; u1 rt· c <>\t·r cL1u lnl 1t1 .1 h;u l S<T tti r tlll ;1 fault to le rantYo lum e, buti.f 
th e li ;1rd di-,k dtw,11 ·1 11,(' 1lic .'-( :.'-] \l1"<)tonl] ur runs o ut of spare sectors, 

Ft Disk c1 11 ·t I wrt ( ,1· 111 ,n It , r , p .1ri 11g 1n n·pL1n· rhe bad seClor. \ ·\'hen tJ1e file 
syst <·111 n· ;HI, t1 ·,, 111 th<" ,,·, ·1tJ r. Fl\)i ,- k i11,-cc;1d rccow-rs t.h e data and re turns 

th e "· ;u· 11i11 g 1,i th(' tilt- -.,,....it·111 1h .t1 1hcr,· is o nh· one cop~· oft.h e data. 
Tlw !-".- \ I' .111d l lJ'Fs.; tilt- ,-;y,-; 1c1 11., dt111·r rcspnnd to this FtDisk warning. 

Mon·r) \ l'I'. 1H· i1 11 ,T tl ,c, , · tilt- , , ·,- tc111:-, nnr FtDisk keeps track of th e bad sec­
tn1·s. s o d 11 ,-;" r ,11uq r11 n t li e ( :ti kc.ls k ,1r hir11u1 urilir ~- to preYe n t FtDisk from 
n:.· 1x·a tl·dh· 1· , ·, · , )\'t •,·ing d.u.1 J", )r the tile S\'stcrn . Bu rh C hkdsk and Format are 

less tlL111 iclt-;d !"" 1 r,·1 11<)\·1ng h;1cl ,-;co nrs 1·rum u se. C hkdsk can take a long 
tinH· to find ;111c l rl' 111 t,H· h;1d ,- ,· n t>rs. ;ut d Format \l'ipes a ll the data offtJ1e 
panition ii is t'()1111;1tt i 11 g . 

In the tile s\" ,-;tc 111 ,·q11i \'; tl c 11t 01· FtDisk ·s S<:'c tor sp a ring , T\TTFS dynarni­
calh· rcpLt c c s tile <·lt1 ,-;tt'I' nn1 L1i11 i11 g ;1 h;1d st·ctor and keep s track of the bad 
c lu s ter S() tli ,11 it \\ () Jl.t he 1c11 ,-;nl. 1 :\T FS performs tht'se functions when 
FtDis k c111 ' t J >l·1· tu, ·111 s ct · tt 11 · sp aring llr wht'll Ft Disk is not installed in the sys­
tc 1n . \Yh c n 1-'t I )i ,-;k n·t urn ., ;1 h,1 d -sct·tnr ,,· ,ffn in g or when th e h a rd disk driver 

rcrun1s ,1 bacl-scnt>r c1Tt11. :\TFS .dlncncs a new cluster to re place the one 
c o ntaining tlit· h,1d sc c tur. It f-tDisk is present. NTFS copies the data tl1at 
FtDisk has 1-cco\·,Tcd i11 t<l thc 1w,1· clt1stt.'I' tu reestablish data redundancy. 

Fig11n· :>-(1 <>11 t lic 11c :-: t pag·c shtn1·s an :'\!TFS fil e record for a user file 
with a bad ch1st<T i 11 ont · ut· ir,-; d:1u ru11s. \ ,\'Jwn it receives a bad-sector e rror, 
NTFS 1-cassigns tltc c l11.sttT u111t;1ining the scnOJ· to its bad-cluster file . This 

pre vent s the h;1d cl11stcT from being ,dl()c;l!ed to a n other file. NTFS then al· 
loca tes a l1l'\\' c lustlT !"or the fi le ,111d ch,rngt's the fil e ·s VCN-to-LCN map­
pings to point to the 11n,· ch1stcr. This pr·ou:-dure , known as bad-cluster 

rrmajJjJi11g, is ill11stL1tccl in Figun- 5-7 un page •j7. Cluster number 1357, 
which co nl;1 i11s the h,id sccto1. is 1-c pLicerl. by a n ew cluster, number 1049. 

I. :\s Ch ap t, ·,· :I point,·d , ,. , 1. 'sTFS 11 ,;1i n1;1 ins po rL1hilil\· ll\· addressing logical clusters 
r;-tt. hcr 111.111 pllY s ic ;li scclo1·s. 
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Standard File Security 
Information Name Descriptor Data 

I starting starting no. of 
VCN LCN c lusters 

0 1355 3 
User 
File 3 1588 3 

VCN 0 3 4 5 

LCN 1355 1356 1357 1 588 1 589 1590 

Figure 5-6. MFT Record for a User File with a Bad Cluster 

Bad-sector errors are undesirable, but when they do occur, the combi­
nation ofNTFS and FtDisk provides the best possible solution . If the bad sec­
tor is on a redundant volume, FtDisk recovers the data and replaces the 
sector ifit can. Ifit can't replace the sector, it returns a warning to NTFS and 
NTFS replaces the cluster containing the bad sector. 

IfFtDisk is not loaded or if the volume is not configured as a redundant 
volume, the data in the bad sector can't be recovered. When the volume is 
formatted as a FAT or an HPFS volume and FtDisk can't recover the data, 
reading from the bad sector yields indeterminate resu lts . If some of the file 
system's control structures reside in the bad sector, an entire file or group of 
files (or potentially, the whole disk) can be lost. At best, some data in the af­
fected file (often, all the data in the file beyond the bad sector) is lost. More­
over, the FAT or HPFS file system is like ly to reallocate the bad sector to the 
same or another file on the volume, causing the problem to resurface. 

Like the other file systems, NTFS can't recover data from a bad sector 
without help from FtDisk. However, NTFS greatly contains the damage a bad 
sector can cause. IfNTFS discovers the bad sector during a read operation, it 
remaps the cluster the sector is in, as shown in Figure 5-7. If the volume is 
not configured as a redundant volume, NTFS returns a data read error to 
the calling program. Although the data that was in that cluster is lost, the 
rest of the file-and the file system-remains in tact; the calling program can 
respond appropriately to the data loss; and the bad cluster won't be reused 
in future allocations. If NTFS discovers the bad cluster on a write operation 
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Bad 
Cluster I 

File 1 

User 
File 

Standard 
Information 

Standard 
Information 

File 
Name 

VCN 

LCN 

File 
Name 

VCN 0 

Security 
Descriptor 

starting 
VCN 

0 

1357 

Security 
Descriptor 

starting 
VCN 

0 

2 

3 

2 

...___.______.I □ 
LCN 1355 1356 1049 

Figure 5-7. Bad-Cluster Remapping 

Data 

starting no. of 
LCN clusters 

1357 l 

Data 

starting 
LCN 

13§§ 2 

1049 ~ 

3 

3 4 5 

1588 1589 1590 

rather than a 1·ead, NTFS remaps the cluster before writing, and thus loses 
no data and generates no erro r. 

The same recovery p1·ocedures are followed if file system data is stored 
in a sector that goes bad. If the bad sector is on a redundant volume, NTFS 
replaces the cluster d ynamica lly, using the data recovered by FtDisk. If the 
volume isn't redundant, the data can't be recovered and NTFS sets a bit in 
the volume file that indicates corruption on the volume. The NTFS Chkdsk 
utility checks this bit when the system is n ex t rebooted, and if the bit is set, 
Chkdsk executes, fixing the file system corruption by reconsu·ucting the 
NTFS metadata. 
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In rare instances, file system corruption can occur on even a fault toler­
ant disk configuration. A double error can destrov both file svstem data and 
the means to reconstruct it. If the system crash es' while NTFS is writing the 
mirror copy of an MIT file record , of a fil e name index, or of the log file, for 
example, the mirror copy of such file sys tem data might n ot be fully up­
dated. If the system were rebooted and a bad-sector er. Jr occurred on the 
primary disk at exactly the same location as th e incomplete write on the disk 
mirror, NTFS would be unable to recove r th e co rrect data from the disk mir­
ror. NTFS implements a specia l scheme for detecting such corruptions in 
file system data. If it ever finds an inconsistency, it sets the conuption bit in 
the volume file, which causes Chkdsk to reconstruct the NTFS metadata 
when the system is next rebooted. Because file system corruption is rare on a 
fault tolerant disk configuration, Chkdsk is seldom n eeded. It is supplied as 
a safety precaution rather than as a first-line data recove r y strategy. 2 

Figure 5-8 summarizes what happens when a sector goes bad on a disk 
volume formatted for one of the Windows NT-supported file systems ac­
cording to various conditions that have been described in this chapter. 

Note that if FtDisk is installed, if the volume on which the bad sector 
appears is a fault tolerant volume, and if the hard disk is one that supports 
sector sparing (and that hasn't run out of spare sectors), what file system you 
are using-FAT, HPFS, or NTFS-doesn 't matter. FtDisk replaces the bad 
sector wi thout the need for user or file system intervention. 

If FtDisk is not installed or is installed on a hard disk that doesn't sup­
port sector sparing, the file system is responsible for replacing (remapping) 
the bad sector or-in the case of NTFS-the cluster in which the bad sector 
resides. Neither the FAT file system nor HPFS provides sector or cluster 
remapping. The benefits of NTFS cluster remapping are that bad spots in a 
file can be fixed without harm to the file (or harm to the file system, as the 
case may be) and that the bad cluster won't be reallocated to the same or 
another file. 

2. Use ofChkdsk on NTFS is vastly d ifferent from its use on the FAT file system and on 
HPFS. Befo re writing anything to disk, both FAT and HPFS set th e volume's ""dirty bit"" and 
then rese t the bit after the modifica tion is complete. If any 1/0 operation is in progress 
when the sys tem crashes, the dirty bit is left set and Chkdsk runs when the sys te m is re­
booted. On NTFS, Chkdsk runs on ly when unexpected or unreadable file system data is 
found and NTFS can"t recover th e data from a redundant volume or from redun dant file 
system structures o n a single volume. (The system boot sector is duplicated. as are the parts 
of the MFT required for booting the sys tem and running the NTFS recovery procedu1·e . 
This redundancy ensures that NTFS will always be abl e to boo t and recover itself. ) 
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FtDisk Installed .. . 
FtDisk Not 
Installed ... 

W ith a SCSI disk 
that has spa re 
sec tors 

I . FtDi sk 
n ·co \ ·t-r-s clic cl:ica 

'..? . FtDisk pc:rfu n ns 
s t~r t or _\/Jt!T7 ll§! 

( n·pLHt" S the 
bad st:ct.,r ) 

:~. Fik S\' S lC:111 

rcrnarn s u11a\,·;1rc: 
()!' the c:n·u r 

I. FtDisk 
can · c 1·cco \ ·cr 
chc cLu a 

'2 . F tDisk sc:11ds ;1 

bad-secto1· e 1-rur 
tu th e file S \' S ll'Ill 

3 . NTFS perform s 
c/us l t>r remapp1 11 g 

Data is los t: 

Wi th a non-SCSI 
d isk or a d isk 
w it11 no spare 
sectors· 

I. FtDisk 
n :·c 0 Ye1·s th e data 

2. FlDisk sends the 
data ;1nd a bad-seClor 
e rro r to th e file 
S\'SlC111 

i . NTFS pe r fo rms 
dust,-r 1·e111apping 

I. FtD isk 
ca n ·c 1·ccove r 
che data 

'2. FtD isk se nds a 
bact-se c to 1· e 1Tor 
to th e fil e svstem 

3 . NTFS p e1·fo n11s 
, /u str r rt:map-ping 

Data is lost 1 

With any 
kind of disk 

N/ A 

l. Disk driver 
returns a b ad­
sector error 
to the file syste1n 

2 . N TFS performs 
clti.ster rema.pping 

* In neilhc1· o f th l's<' cases cu1 F t D is k pe1·fo rm sector sp:ll' ing: ( 1) hard disks that don't 
u se the SCSI i:n o toco l h cl\·e n o s l cu1d a 1·d i11le1·face fo ,· p 1·0 ,·iding sec to r sp a1·ing; (2) som e h ard 
disks don ' t provid e hardw;,1-e su ppon fc>1· secto 1· s paring. and SCSI hard disks t h a t d o provide 
sector s pa r ing ca n t·ven tti; tl ly n 111 o ut of span,· seetcns if ;1 lo t o f sec tors go b a d . 

t A fau lt to le ,·an t vo lum e i s o n e of th e follo,,·ing: a 1nirror set , a duplex se t , or a st.ripe set 
with pa1·ity . 

: In a write o pc.:Tation, n o data is lose: NT FS remaps the cluster before the write. 

Figure 5-8. Summary of FtDisk and NTFS Data Recovery Scenarios 
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C H A P T E R s X 

DATA COMPRESSION 

With \IS-1 H ).S, t·1 ·-,i, •t1" (i _(l .n1d li .~ . ;1 nn,· lt:;uurc was implemented in the 

FAT Cik s, ·s 1t·111: cli,k. ti lt-, c> 111 111c:ssi,> 11. (: ;dkd Dnubkspace. the compression 
uti lit\" cffcn i, ch <1()11 hkd the st, >L\)2:l' t ;qnci t\" tilT.-\T-fonnatted disks , elimi­

nating c>1 · ;11 k,1:--1 ]><hl ]H> 11i 11g 111,,:-- t u se r s· n eed to upgrade their disk hard­
\,·a rc_ Tile f1k s <)11 ;1 c1,111p1t·sscd , ·,) lu111t· ;1H' ckcompressed dynamically as a 

use r n·;1ds frcH11 tht·111 ;1 11< 1 ;in· \\Tittt·11 h ;1c k to the disk in com p ressed .form 
when a u stT ,,-ritt·s 1" 1l 1c111. 

:\ft cr tilt' l11-.;t 1ck;1:--c u l. \\ .in<l,1\\·s :\T. ,,·\iich d ict n ot include data com­
pression. !lw '-."TFS 11 ·;1 111 i1 11111 n li :llch· licg;1n !(1 inn·stig:ne implementin g 
NTFS f1k c<>111p1 ·cssi,,n. !11 tlit· cit-s ig n ,ii· rrnnprt'ssion st1ftware. a u·ade-off 
ex is ts bct,,t·t·n tl1c si/t ' ,d c<nnprt·sst·d l1 ks ;111d th e speect of con1pression 

and dtTom1 >Jessie lll. I )1 ntl1lt-sp;1t t· s:ll 1· iliccd snme speed in o rde r to achieve 
smalkT cc H11prc sscd liks. 11 c11111p 1·t ·ssnl hYtcs o f cbu. packing them to the 
bit to shrink tilt- s i/ l'. Fc>t· '-."TFS. Tom :-lilkr :rnd Can· Kimura o pted to em­

phasiz<· spcl'd ()I" dt'c<11111)1 ·cssi(111 (1,cr tik si1.c a11d not to perform bit-leYel 
data 111,111ipuLitic111. 

T ht· y ;dso ll(qwd 1,1 i111 p k11H·t1t List luokups fo1· read operations. \ •Vith a 
Do11blcspact' \·c d1111w. t lie F.-\T fik sYstt·m had w access the disk at least tluee 
times t o ]oc1 1t· a ccnnp rt's scd lilt- _ lh usi11g the \ 'CN-ro-LCN mappino-s de­

sc ril:ecl in ( ;]i;1 pttT :L '.'.:TFS Lrn lucltl' _a c nrnp res~cd file in one looh~p op­
erat ion - tile s;1 n 1c 11\11nhtT ol lookups it Likes to !ind a noncompressed file. 

In addition I<> l't11plL1si/i11g pcl'f<ll"11L1nce. the file system tea1n wanted 
to rJrovidc ll cx ih i litY b,· c11;1hlin° users to select files fo r compress1·0 _ tl · · ,-, • n I a 1er 
than rec1uirit1g !IH·rn to t·on1pn·ss entire Yolumes. The ab ility to co _ . , . . . _ , mpress 
files se lec trYch · \\'<n ild pcnn 11 s\"stc rn ;1cl 1111t1\St L1t o 1·s. i"or exa111i)le ro ·ct .f 
. . • _ • . _ , 1 e nu y 
infreq u en t I\' used <l1' L1q4c files ;incl co111prcss_111st those files_ 

T h e following s,·ction in tt' \ld u ccs NTFS compre ssion bv eva1n 1•11 -_ tl • , ., , 1110- 1e 
simple c ase of" colll]ffl'ssing· sp;usc tiles. -~-h e second section ex tends th; dis-
cuss ion t o t lic cc llll prcss io11 of ordi1L\l'\ !Iles. 
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6.1 Compressing a Sparse File 

62 

NTFS uses virtual cluster numbers (VC s), fr o m O thro u g h m, to e numerate 
the clusters ofa file. Each VCN maps to a corresp o ndin g logica l cluster num­
ber (LCN), which identifies the disk locatio n o f th e cluste r. Figure 6-1 illus­
trates the runs (disk allocations) of a normal, non co m pressed fil e, including 
its VCNs and the LCNs they map to. 

VCN 0 1 2 3 4 5 6 7 8 9 10 11 

I d~ta I I d~IB I I I 
data 

LCN 1355 1356 1357 1358 1588 1589 1590 1591 2033 2034 2035 2036 

Figure 6-1. Runs of a Noncompressed File 

This file is stored in three runs, each of which is 4 clusters long, for a total of 
12 clusters. Figure 6-2 shows the master file tabl e (MIT) record for this file. 
To save space, the MIT record's data attribute, which contains VCN-to-LCN 
mappings, records only one mapping for each run, rather than one for each 
cluster. Notice, however, that each VCN from O through 11 has a correspond­
ing LCN associated with it. The first entry starts at VCN O and cove,-s 4 clus­
ters, the second entry starts at VCN 4 and cove rs 4 clusters, and so on. This 
entry format is typical for a noncom pressed file. 

Sparse fil.es are files, often large, that contain only a small amount of 
nonzero data relative to their size. A sparse matrix stored on disk is one ex­
ample ofa sparse file. When a user selects an NTFS file for compression, one 
NTFS compression technique is to remove long strings of zeros from the file. 
If the file is sparse, it typically shrinks to occupy a fraction of the disk space it 
would otherwise require. On subsequent writes to the file, NTFS allocates 
space only for runs that contain nonzero data. 

Standard File Security 
Information Name Descriptor Data 

starting starting no. of 
VCN LCN clusters 

~ 
1m:' 

Figure 6-2. MFT Record for a Noncompressed File 



S I X : Data Compression 

Figure Ci-'.1 cl c pins th c runs of a com p ressed sparse file. Notice that cer­
tain ran ges of th e fi le 's \ ·c:, ;s ( 16- 3 l and 64-1 27) have no disk allocations. 

VCN 0 15 

i----d-ata ____,.........,I 1----.-1- 1 - , - , I 

LCN 133 134 1 35 1 36 1 37 1 38 1 39 140 14 1 142 143 144 145 146 147 148 

32 

193194195 196197198 199200201202203204205206207208 

48 63 

data I I I I I I I I 
96 97 98 99 100 101102103104 105106107108109110111 

128 143 

I I I I data I I I I I I I I 
324 325 326 327 328 329 330 331 332 333 334 335 336 337 338 339 

Figure 6-3. Runs of a Compressed Sparse File 

The MIT record for this sparse file omits blocks of VCNs that contain 
zeros and therefo1·e ha\'e n o physical storage allocated to them. The first 
data entry in Figlll'e 6 -4 , fo1· e xample , starts at VCN O and covers 16 clusters. 
The second entry jumps to VCN 32 and covers 16 clusters. 

When a program reads data from a compressed file , NTFS checks 
the MIT reco1·d to determine whether a VCN-to-LCN mapping covers the 

Standard 
Information 

File 
Name 

Security 
Descriptor Data 

starting starting no. of 
VCN LCN clusters 

Figure 6-4. MFT Record for a Compressed Sparse File 
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location being read. If the program is reading from an unallocated "hole" 
in the file, it means that the data in that part of the file consists of zeros, 
so NTFS returns zeros without accessing the disk . If a program writes non­
zero data to a "hole," NTFS quietly allocates disk space and then writes the 
data. This technique is very efficient for sparse files that contain a lot of 
zero data. 

6.2 Compressing Nonsparse Data 

64 

The example of compressing a sparse file in Section 6.1 is somewhat con­
trived. It describes "compression" for a case in which whole sections of a file 
are filled with zeros but the remaining data in the file wasn't affected by the 
compression. The data in most files is not sparse, but it can still be com­
pressed by the application of a compression algorithm. 

In NTFS, users can specify compression for individual fil es or for all the 
files in a directory. When it compresses a file, NTFS divides the file's unpro­
cessed data into compression units 16 clusters long ( equal to 8 KB for a 512-
byte cluster). Certain sequences of data in a file might not compress much, if 
at all; so for each compression unit in the file, NTFS determines whether 
compressing the unit will save at least I cluster of storage. If compressing the 
unit won't free up at least 1 cluster, NTFS allocates a I 6-cluster run and 
writes the data in that unit to disk without compressing it. If the data in a 16-
cluster unit will compress to 15 or fewer clusters, NTFS allocates only the 
number of clusters needed to contain the compressed data and then writes it 
to disk . Figure 6-5 illustrates the compression of a file with four runs. The 
unshaded areas in this figure represent the actual storage locations that the 
file occupies after compression. The first, second, and fourth runs were 
compressed; the third run was not. Even with one noncom pressed run, com­
pressing this file saved 26 clusters of disk space, or 41 percen t. 1 

When it writes data to a compressed file , NTFS ensures that each run 
begins on a virtual 16-cluster boundary. Thus, the starting VCN of each run 
is a multiple of 16 and the runs are no longer than 16 clusters. NTFS reads 
and writes at least one compression unit at a time when it accesses com­
pressed files . However, when it writes compressed data, NTFS tries to store 
compression units in physically contiguous locations so that it can read them 

1. Note tha t a compression unit need not be s tored in ph ysica lly con ti guous c lusters, 
a lth ough the diagrams in this chapte r show contig u o us LCNs. Runs that occupy non­
co n tiguous clu sters produce slightly more compli ca ted MFT records than the one shown 
in Figure n-6. 
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VCN 0 15 

cornpre s a • i'! t.:~ I I I I I I I I I I I 
LCN 19 20 2 1 22 

16 31 

COrT'i Oi0$$()0 d a t i-:-1 

I I I I I I I I I 
23 2-.. 2 5 26 ? -_, 26 29 30 

32 47 

noncompresse d ta I I 
97 98 99 100 10 1 102 103 104 105 106107 108 109 110 11111 2 

48 63 

comp ress d d ata I I I I I I I 
11 3 1 1 4 11 5 11 6 11 7 11 8 11 9 1 20 12 1 122 

Figure 6-5. Data Run s o f a Compressed File 

a ll in : t s i11 g k I () o p ci-;1 1i o11. Til e lb-cluste r size o f1h e NTFS compression 
unit ,,·as c h() sc 11 t<1 rcdllC\' i111t-r11al fragnu·nc ,uion: the large r the compres­
sion 1111 i 1. 1 lw less I li e u,·t-ral I disk space IH'ec!t-d to sto re the dara.:! Figure 6-6 
sho\\·s 1lic ''11-- r 1-cn1n l ro1· t h e et) 111pn·ssc<l fi le sh cnn1 in Figure 6-5. 

Ont· dilftTc11cc lwt\\Tcn thi s cumpressc<l file and the earli e r example 
of a co rn pressed sparse f"ik is th at three nf the compressed runs in this file 

Standard 
Information 

File 
Name 

Security 
Desc riptor 

starting 
VCN 

0 

16 

32 

48 

Data 

starting 
LCN 

19 

23 

9? 

113 

Figure 6-6. MFT Record fo r a Compressed File 

~- ·rlli s l h-c l u "1t ·t · c() 1n pr<'ss i(H l unit s i 1 t· rcpn:st:·nts a t rade-off b e tween producing ~n1all er 
'" ""'!""'" '-' '"" flie s "'"' .,l"wi11g rl';id npc rati nns fllr pnigrams that randomly access fil es. The 
cqlli\·;dc.- 111 ol I I) c ll L"i1t.'I' :-. 11111 s 1 hl' clt ·c nrnpressccl for t'ac h cache 1niss. (A cache rni ss is more 
li ke!~- to oc c l11 · duJ" i11g- ra11 dtn11 lilt · acct·ss .) 
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are fewer than 16 clusters long. Reading this information fro m a file's MIT 
file record enables NTFS to know whether data in the fil e is compressed. An y 
run shorter than 16 clusters contains compressed data th at NTFS must de­
compress when it first reads the data into the cac h e. A nm that is exac tly 16 
clusters long does not contain compressed data an d th e r efore requires no 
decompression. 

If the data in a run has been compressed, NTFS d ecompresses the data 
into a scratch buffer and then copies it to the ca ll er's buffer. NTfS also loads 
the decompressed data into th e cache, which m a kes subseq uent reads from 
the same run as fast as any other cached read. >JTFS \\'rites any updates 
to the file in the cache, leaving th e lazy write r to compress and write the 
modified data to disk asynchronously. This strategy ensures that writing to a 
compressed file produces no more signifi cant delay than w1-itin g to a non­
compressed file would. 

NTFS keeps disk allocations for a compressed fil e contig u o us whenever 
possible. As the LCNs indicate, the first two runs of the compressed file 
shown in Figure 6-5 are physically contiguous, as are the last nvo. When two 
or more runs are contiguous, NTFS pe rforms di sk read-a h ead, as it does 
with the data in other files. Because the reading and decompression of con­
tiguous file data take place asynchronously before th e program requests the 
data, subsequent read operations obtain th e data di1-ectly fro m the cach e, 
which greatly enhances read performan ce. 

NTFS is designed so that the code that compresses fil es (th e com/Jression 
engi.ne) is a replaceable module. This will allow NTFS to take advantage of 
new compression technology over time and to compress various kinds of 
~les. Multimedia files, for example, require a different compression algo­
rithm than text files do. 

The two measures of success for data compression software are size and 
speed. In the size category, NTFS compression achieves excellent results. 
The early versions of Doublespace did a creditable job, compressing text 
files to approximately 40 percent of their original sizes and compressing 
e_xecutables and DLLs to 60 to 70 percent of their original sizes. Early ver­
swns ofNTFS achieve even better compression figures: some files end up as 
much as 14 percent smaller than their Doublespace-compressed counter­
parts. Even though NTFS chose to trade off size in favor of speed, it still pro­
duces small file sizes because it uses a large "compression window"; that is, 
it sends 4 KB to the compression engine on each call. A large compres­
sion window yields more efficient compression for many compression 
algorithms. 
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In terms of speed. :-\TFS data co mpressio n is sti ll under d evelopment. 
Executing thc 11urH>p timi / t·d C n ' rsio n of tJ1 e compression engine has not 
sign ifi can I h · s lrn,·cd :-\TFS tik I 0 .. -\f1 e r the NTFS compression engine has 
b een n ' \\Tillt' ll i11 uµ 1imi / cd :tsse mbl~- lang uage , its d evelopers expect 
cornp r t:ss ion ~111d dt' compn·ss ion t o opera te se\·eral times faster tlrnn tl1ey 
do n o \,·. 

NTFS compression is performed o nly for use r data, not for file system 
n1 e tacLH ,1. h11t tlut n>uld c h a n ge in future system re leases. 
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MS-DOS FILE 
NAME GENERATION 

Buth :---.:TF.'-i .i nd 11 J'F<..; ;till 1, , t·;1ch iik 11;1me in a µa1h to be as m any as 255 
c h;ir;1cttT" l, i11g . :---.:TF.'-i tile 1u111t·s c1n contain l"nicode characters as well as 
multipk 1w1·i ,1ds ;11H l t·rnlwddcd sp,1n's. The FAT file system is limited to 8 
(non-Lnicodc ) clLtLICltTs f ()t - i ts lik 11 :11nes . followed by a period and a 3-
c har,Klt'l c:-:1c1isi<111. Bn ,Lll '-t' 1l t" this limitation. \IS-DOS clients accessing an 
HPFS-fon1u1 tt·cl di s k cu1 · 1 \ ·in, liks ,,·ith long n;:im cs. The long nam es don 't 
show up ,,·l1t·11 1 ht· \l.'-i-DOS l·licnt issues a Dir command: nor do they show 
up ,,,hen :u1 \IS-!)( )S-\\.indt)\\S clit·nt browses a fil e directory. rvloreover, :tvIS­
DOS utilitie s such ;1s :---.:.u1p1· crn'1 access files with long nam es. Businesses 
that op<.Ta t<.· OS / '._2 s<.Ti·t-rs ,111d usl' \IS-DOS sYstems as clients therefore 
1-art' h· take ach·a111,1gt· ol' the long iik n;1111e capability ofHPFS. 

Hccu1 sc \\.i11d1l\\-.; :---.:T suppo ns l\IS-DOS and MS-DOS-\•Vindows cli­
e rns , th<.: NTFS d1·\·clnptTs dccickd 1ha1 NTFS-created fil es should be visible 
a nd acccssibl<.- tu thcsl· c lient s. t·,en if th e fil <:>s h aYe names that are "illegal" 
for Tvl S-DC )S s, st l'ms. Figu1·e 7-1 on I he next page prmides a visual represen­
tation or the di1Tcn·n1 fill' 11r1111t' s/H1u·s \.\'indows NT supports and how they 
intersect. 

The POS!X s11bsYstcm n-quirt's the biggest namespace of all the appli­
cation execution l ' llYironmt·nts that \ •\ ' indows NT supports, and therefore 
the TFS n,11ncspace is cquiYalc111 10 the POSIX namespace . The POSIX 
subsysten1 can c1Tatl' 1i;111ws th~ll ,u-e not visible to \i\'in32 and MS-DOS appli­
cations, in c luding names \\·ith ti-:1iling periods and trailing spaces. Ordi­
naril y. n-c:-uing ,1 file using the large POSIX narnespace is not a problem 
b eca u se one would do 1hat onh· if that tilt> were intended to be used by the 
POSIX subs\'stcrn tll" lw POSIX cli t" nt svs tems. 
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Figure 7-1. Windows NT File Namespaces 

Examples: 

"':- .:-2-i .:i.. .:.:--:~:Jo : 
" a=7:e< : :-r.,.2 D 1 : r_:: ~ -_· r . t. C c: s "? " 
" sa~~~a~0di ~ e~~ ~- ras 
"T:-a.:...:.. i : .g;"; ~p::.r · -=- s 

" Lln: CG<~c. 1:c:-'• . cJ,.'.'). n ;\ " 
" r7 i ~.::: . :: r.:r:-,e: . ·:: : ·_ ~- . D o ::_s " 
" ?: :e . : !c.1r.1-:~<~ . ·:: 1 ;._ • .. :Jo :...s " 
" ~:c: i'.',"= ·,·i i: !-. Er.-bed_ . . cl Spaces " 
" . 3 e qi :--. n.:. :1q o t. " 

" EIGl-:TCl-: P. . , ?. , " 
" Ci'. EtL: i::) . --::- ·,? " 

The relationship between 32-bit Windows (\,V in 32) app lica tions and 
MS-DOS-Windows applications is a much closer· one, howe\·ci-. Th e vVin32 
area in Figure 7-1 represents file names that the vVin32 subsys tem can create 
on an NTFS volume but which MS-DOS and 16-bit Windows app li cations 
can't see. This group includes file names longer than the 8.3 fon11at of MS­
DOS names, those containing Unicode (international) characters, those 
with multiple period characters or a beginning period, and those with e m­
bedded spaces. When a file is created with such a nam e, NTFS automatically 
generates an alternate, MS-DOS-style , file name for the fil e . Windows NT 
displays these short names when a user is browsing in the File Manager with 
the View menu 's All File Details option selected or when a use r types the /x 
option with the Dir command. 

The MS-DOS file names are fully functional aliases for the NTFS files 
and are stored in the same directory as the long file names. The Master File 
Table (MIT) record for a file with an auto-generated MS-DOS file name is 
shown in Figure 7-2 . 

Standard NTFS MS-DOS Security 
Information File Name File Name Descriptor Data 

___ ____.____.....__I 7_._I _ ___._I -----..1 

New File Name Attribute 

Figure 7-2. MFT File Record with an MS-DOS File Name Attribute 
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The :'\TFS n am e imd th e ge n e t·ared f\IS-00S name are stored in the 
same file reco rd ;md t h erl' fo rc re fe r IO Lh e ·a m e fil e. The MS-DOS name can 
b e u sed to o p l' n. r c :1 d fn lln . ,,Tite to . o r copy the fil e . If a user renames the 
fil e u sin g c i l h er th e lo n g fi k n :111u· o r Lh e sh o rt fil e name, the new name re-­
pl aces b oth n i" th e ex i:- tin g n a m cs .1 If th e n ew n am e is not a valid MS-DOS 
n a m e . '.'\'TFS g t"n cLHc s ;m tllhcr \I S-DOS n am e fo r th e fil e . 

H e re ·s rlw ;il g01· itl1111 :\T FS n trre nLh· uses to genera te an iv[S-DOS 
n a n1 e fr o1 11 a lun g fi k 11 ;1m e: 

1. R e m o\T fr o m the lu n g n a m e a n :,• ch a rac te rs t11 a t are illegal in 
i\ I S- D O S 1L1m cs . including spacts a nd U ni cod e ch aracte rs. 
R e m o \T 1necedin g a n d tra iling p e ri o d s. Re mo,·e all other 
e m bedd ed p eri od s . e x ce p1 th e las t o n e . 

2 . Trun ca te th e s trin g befo re th e p e ri o d (if present) to six charac­
t e r s a nd a p pt- rHI th e strin g ''- 1" . Trun ca te t11 e string af ter the 
p e 1·iod ( if p1-ese n1 ) 10 three c h a rac te rs. 

3 . Put th e result in upp e rcase le u e rs. iv[S-DOS is case-inse nsitive , 
a nd this s tep g- uara nL ee-s th a t NTFS won ' t generate a new name 
t hat diffe r s fr o m the o ld o nly in case . 

4 . If th e gc> n e r a te d nam e> dupli ca tes a n e xisLing n am e in the direc­
tor y, in c r e m e nt th e "- 1" s trin g. 

Figu,·e 7-3 on th e n e xt p age sh ows th e lo ng 'Win32 file names from Figure 
7-1 a nd th e ir N TFS-ge n e rated MS-DOS versions. T he current algorithm 
and the e x a mpl e s in Fig un: 7-3 should give users an idea of what NTFS­
generated MS-DOS-style fil e n a m es look like . Application developers 
shouldn ' t depend o n thi s a lg orithm. lt might cha nge in the future . 

1. POS IX h a i-d links ar e impl e m e nt e d in a sim ila r way. Whe n a ha rd li n k to a POSIX fil e 
is crea te d , NTFS add.s an o th e r file nam e auri b ute to th e fil e 's !l·IFT fil e record. The two 
situ a tion s differ in one r e gard. b o we \'e l'. vVh e n a u se r dele tes a POSIX file th a t has mulliple 
n a m e s (h a rd link s), t h e fi le r e co rd and th e fil e re m a in in place. T h e fil e a nd its record are 
d e lete d o n ly wh e n th e last fi le na m e ( h a ,-d link ) is d e leted . If a file has both a n NTFS name 
a nd a n a uto-gene rat e d M S-00S nam e , howeve r, a u ser can d e lete the file using either name 
a nd th e fil e is imm e diat e ly d ele t e d . 
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Win32 Long Name 

LongFileName 

UnicodeName.<1>11.ITA 

File.Name.With.Dots 

Fi le .Name2.With .Dots 

Name With Embedded Spaces 

.BeginningDot 

NTFS-Generated Short Name 

LONGFI-1 

UNICOD- 1 

FILENA-1.DOT 

FILENA-2.DOT 

NAMEWI - 1 

BEGINN-1 

Figure 7-3. NTFS-Generated File Names 



CONCLUSION 

A s the introducti o n to this book o bse r\'ed. the TFS team 's most impor­
tant goal was to creat e a fil e S\'st em that was not only reliable but also fast. 
Spccit"icdk the go a l was to achi e\'e disk performance that would meet or 
c xu:ed th a t of e xi stin g per.-;onal compute r fil e systems. 

Tom \lilkr ·s e arh· conte nti o n that a reco\'erable fil e system does not 
h,1\ ·<: to sacrifice p e1·fo rmance has he ld up we ll to scrutiny. Benchmark tests 
perform ed b ~- \·a ri o us industi·~- trad e journals 1 show that NTFS I/0 ranges 
from l .:'', to 8 tim ('s faste r 1han 1/0 o n \•\ indows 3.1 (with and without 
Sman Dri\'t') :i 11d 0S/ 2 \'e rsion 2. 1. 'I he results \'ary d epending on hardware 
configuration and o n \1·he th e r th <' tes ted software is 16-bit or 32-bit code. 

A.s trad t' journals ha\'e noted , the superlative pe rformance of Windows 
~T disk 1/ 0 is not du e so le ly to th e implementation of NTFS. The perfor­
mance achi t'w·m ent comes in large measure from synergy between f\TTFS 
and th e \,\ 'indows NT cache manage r. Together, NTFS and the cache man­
ag<..T achi cn' l/0 performanc(' that easily exceeds that of oth er PC opera t­
ing s\·ste ms \1·hil e prm·iding an unprecedented level of reliabili ty and 
hi g h-e nd d a ta storagt' fea tures for desktop and ser ver systems. 

I . /iy /,· and l'C ,\ lagac i 11,·. St·t· 1h,· I,i b li ograpm·. 
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analysis pass The first of three scans NTFS makes through the log file dur­
ing file system recover y. During the analysis pass, NTFS scans forward 
fro m the last ch eckpoint record, using information in the log file 's update 
records to upda te its in-memory tables. Compare redo pass, undo pass; see 
also chechpoint record. 

API application prng ramming interface. 

application programming interface (API) A set of routines an application 
program calls to request and carry out lower-level services performed by 
an operating system. 

atomic transaction A transaction whose multiple disk updates are treated 
as a single operation. See also transaction. 

attribute definition table The NTFS file that defines the attribute types sup­
ported on a volume and whether they can be indexed, recovered during a 
file system recovery operation, and so on. 

b+ tree A balanced tree data structure that grows wide rather than deep, 
thus minimizing the number of disk accesses needed to find a particular 
entry. NTFS stores file name indexes in ab+ tree su·ucture. See also index. 

bad-cluster file The NTFS file that keeps u·ack of bad clusters-those con­
taining bad sectors-on a volume. 

bad-cluster remapping An NTFS feature in which the file system reassigns 
a cluster containing a bad sector to its bad-cluster file, preventing the clus­
ter from being reallocated to another file. NTFS then allocates a new clus­
ter and changes the file's VCN-to-LCN mappings to point to the new 
cluster. If the bad sector is located on a disk mirror or a su·ipe set with par­
ity, NTFS also recovers the data that was on the bad sector and copies it to 
the new cluster. This cluster-remapping technique works on all types of 
hard disks. See also sector spming. 

base file record The first file record in the master file table (MFT) for a file 
that has multiple file records. The base file record is the record to which 
the file 's file reference corresponds. See also fil.e record, fil.e reference. 
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bitmap file The NTFS file that records the allocation state ofa volum e. The 
data attribute in the bitmap file's file record contains a bitmap, each of 
whose bits represents a cluster on the volume, identifying whether the 
cluster is free or has been allocated to a file. 

boot file The system file that stores the Windows NT bootstrap code. 

cache flushing Forcing cache contents to be Wiitten to disk. 

cache manager A component of the Windows NT executive that provides 
system-wide caching services. NTFS and other file system drivers call the 
cache manager to read and write cached files. The cache manager calls 
the virtual memory manager to map the cached files into virtual memory, 
read and write them, and flush modifications back to disk . 

cache miss A thread's attempt to access a part of a cached file that is not 
present in the cache. When the cache manager tries to copy th e data to 

the user's buffer, a page fault occurs. The virtual memory man ager, in 
turn, calls the appropriate file system driver to access the disk driver and 
copy the file contents from disk into the cache. See a lso cache manager. 

cache write-through The process of forcing each write operation to be im­
mediately flushed to disk. 

careful write An algorithm for updating a disk that prevents unexpected 
file system inconsistencies in the event of a system failure. A careful write 
file system serializes 1/0 requests and orders disk modifications so that 
any inconsistencies that d o occur can be easily and full y repaired a t a con­
venient time. Compare lazy write. 

checkpoint record A log file record NTFS writes periodically to help it d e­
termine what processing would be required to recover the volume if a 
crash occurred immediately. The log file service (LFS) stores the logical 
sequence number of the most recent checkpoint record in the log file 's 
restart area so that NTFS can quickly find the log file's last checkpoint 
record when recovering from a crash. See also log file, logical sequen ce num­
bers (LSNs), restart area, ufJdate record. 

cluster The adjustable unit of disk allocation for the FAT file system and 
for NTFS. On the FAT file system, cluster size grows in proportion to the 
size of the disk. The NTFS cluster size is assignable but has a default size 
that is optimized for the disk's size. 
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cluster factor Th e size or a cluster in NTFS. The cluster factor is the num­
ber of pll\si ca l sectors (some powe r of 2) in the cluster and is generally 
expressed in b\"l es . See also duster. 

commit a transaction To reco rd in the log file the fact that a transaction is 
complete a nd has been reco rd ed in the cache. See also log.file, transaction. 

compression engine Code th at implements a compression algorithm. 

compression unit A fix ed-size quantit)' of disk data tl1at is compressed , writ­
te n , and read as a unit. T he size of the compression unit in NTFS is 16 
clust e rs. 

dirty page table A da ta structure NTFS maintains in memory to record 
which p:1ges in th e cache contain modificati ons to the file system struc­
ture that haYe not Ye t bee n written to disk. The dirty page table is used to 

im p leme nt fi le s, ste m recm·e r y. See also transaction table. 

duplex set A \'ariant or a mirror se t in wh ich the two volume partitions are 
on dis ks operated bY diffe rent disk controllers-assuring data redun­
clancv if a di sk controll e r (rather tl1an just a disk) fails. See also mirro1; 
mirror S('/. 

extent Sec- ru 11. 

FCB tile co nt ro l bloc k. 

file control block (FCB) An NTFS data sUT1cture used to find a file on disk, 
given a po inte r to a file object. A file conu·ol block represents a single 
opened fi le and contai ns 1.h e fil e 's fil e reference. See also file reference, 
s trea m control bloch (SCB). 

file namespace The set of file n ames that are legal in an operating system 
environment. NTFS supports the file namespaces of MS-DOS-Windows, 
32-bit Windows, OS/2 HPFS, and POSIX. 

file record T he row in the master fil e table (MIT) that corresponds to a 
p a rticular disk file. The file record is iden tified by its file reference. See 
also file reference, masterjile table (MFT). 

file reference A 64-bit value, consisting of a sequence number and a file 
number, that NTFS uses to identify a file. The sequence number, used for 
internal consistency checks, is incremented each time an MIT file record 
position is reused. The file number corresponds to tl1e position of the 
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file's file record (or the file's base file record) in the master file table 
(MIT). See also base file record, file record, master file table (MYI'). 

hard link count A count of the number of POSIX file system directories 
that point to a file. 

idempotent operation An operation that has a neutra l e ffect if it is exe­
cuted more than once. NTFS redo and undo o pe rations are designed to 
be idempotent. 

index A collection of file names selected for some file attribute and stored 
in a sorted order for quick access. 

index buffer A run of2 KB or the cluster size (whichever is la rge r) that con­
tains part of an index. Index buffers implemen t the b+ tree data structure 
used to sort index entries. See also b+ tree. 

lazy write An algorithm for updating a disk with the fastest possible 
throughput. Lazy write file systems write disk upda tes to a cache and flush 
the cache contents in an optimized way, often as a background activity. 
Lazy write file systems often risk data safety to achieve improved perfor­
mance. Compare careful wri,te. 

lazy writer A set of cache manager threads that call the virtual memory 
manager to flush cache contents to disk as a background activity. See also 
cache manager. 

LCN logical cluster number. 

LFS log file service. 

log file A file read and written by the log fil e service (LFS). The log file con­
tains records of transaction suboperations NTFS writes to allow it to recon­
struct an NTFS volume after a system failure. See also log file service (Li''S). 

log file service (LFS) A component of the Windows NT executive that pro­
vides services for logging disk modifications. NTFS calls the log file ser­
vice to write a log file it uses to reconstruct an NTFS volume after a system 
failure. See also logfile. 

logging A transaction-processing technique in which the suboperations of 
atomic transactions are recorded in a log file before they are written to 
disk. In the event of a system crash, fully logged transactions can be re­
done, and partially logged transactions can be undone, when the system 
comes back online. See also log file, transaction. 
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logging area The regio n in rJ1 e log file to which t11e log file service (LFS) 
writes TFS records that a re used to recover a volume in case of a system 
failure. Th e LFS makes rJ1 e logging area appear infinite by reusing it cir­
cularly. See also log file, log.fi le service (LFS), re.start area. 

logical cluster numbers (LCNs) Instances resulting from the numbering, 0 
to n , of the c luste rs on a volume from beginning to end. NTFS locates a 
cluste r by multiplying its LCN by the volume 's cluster fact01~ which yields 
the physica l byte offset of the cluster. Compare virt'llal cluster numbers 
(VC.Ns) ; see also duste1; clusterfactor. 

logical sequence numbers (LSNs) Instances resulting from the numbering 
of records in rJ1 e log fil e . The log file service (LFS) increases tl1e values of 
LSNs as it writes records to the log file. The number of possible LSNs is 
virtually infinite. See also log file. 

LSN logical sequence numbe r. 

master file table (MFT) The database that tracks the contents of an NTFS 
volume. The MFT is a table whose rows correspond to files on the volume 
and whose columns correspond to tl1e attributes of each file. 

metadata The data and files NTFS uses to implement the file system structure. 

MFT master file tabl e . 

mirror A disk volume u sed as a duplicate copy of an equal-sized or smaller 
volume on another disk in order to provide data redundancy. The Win­
dows NT fault tolerant driver writes disk modifications to both the pri­
mary partition and its mirror partition . 

mirror set A set of two partitions on different disks, on one of which NTFS 
implements a mirror of the other. See also mirrO'I: 

mount To prepare a volume for use. On NTFS, the mount process includes 
finding and opening file system files, copying some of their contents to 
memory, and executing the file system recovery procedure. 

names pace See file namespace. 

nonresident attribute A file attribute whose value is contained in one or 
more runs, or extents, outside the master file table (MIT) record and 
separate from the MIT. Compare resident attribute; see also run. 
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NT File System (NTFS) The recoverable file system designed fo r use with 
the Windows NT operating system. 1TFS uses database, transaction­
processing, and object paradigms to provide data security, fil e system re li­
ability, and advanced features not found in other mainstream fi le systems. 
See also recoverable file system. 

NTFS NT File System. 

recoverable file system A fi le system which ensures that if a power outage 
or other catastrophic system fai lu re occurs, the fil e system won't be co r­
rupted and no disk modifications will be left in complete . The stru cture of 
the disk volume is restored to a consistent state when the systern 1s 
rebooted. 

redo information Information in an upda te record that te ll s NTFS how to 

reapply a volume update, or transaction suboperation, during fil e sys tem 
recovery. Compare undo information; see also logfile, update record. 

redo pass The second of three scans NTFS makes through th e log fil e dur­
ing file system recovery. NTFS scans forward from th e oldest logical se­
quence number (LSN) it found in the analysis pass and redoes the 
updates, or suboperations, of a transaction that was fully logged before 
the system failure but whose updates might not have been appli e d to th e 
volume. Compare analysis jJass, undo /Jass. 

resident attribute A file attribute whose value is wholly con rain ed in the 
file 's file record in the master fi le table (MIT). Compare nonresident at­
tribute; see also file record, master file table (NIFT) . 

restart area A region at the beginning of the log fi le in wh ich th e log file 
service (LFS) stores context information for itself and for NTFS. ln fonna­
tion in the restart area allows NTFS to begin its volume recovery after a 
system fai lure. See also log file, log file service (LFS), logging area. 

roll back To undo a transaction whose logging in the log file was inte r­
rupted by a system failure. See also transaction, transaction processing: 

run Also called an extent. A contiguous disk allocation used to store part or 
all of a nonresident file attribute. See also nonresident attribute. 

SCB stream control block. 

sector sparing A feature of FtDisk, the Windows NT fau lt to le rant d isk 
driver, in which an unreadable sector is dynamically rep laced and its con­
tents are restored. The data is either copied from a disk mirror or recon-
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s tn1 ctecl from a stri pe set with parity. Sector-sparing works only for 
SCSI-based hard di sks that support it. See a lso bad-cluster remapping. 

sparse files Files. often large . that contain on ly smal l amounts of nonzero 
data rcl a tiw· to th e ir sizes. 

stream A seq uence of bnes. 

stream control block (SCB) An NTFS data structure used to find a file on 
disk . g i\'tc' n a poi nte 1· to a fi le object. A stream con u·ol block represents 
one attribute (stream ) of an open file and points to the file control block 
for th f' fil e. See a lso file control block (FCB) . 

stripe A 6-1---Iill a rea on equal-sized partitions on each of three or more 
d isks . FtDisk. th e \,Vindows NT fau lt tolerant disk driver, writes data across 
th e disks a long the stripe, a technique that disu-ibutes data even ly among 
several disks , resulti ng in faste1· 1/0 performance. See also stripe set, st-iipe 

Sf'! with /Jarity. 

stripe set A series of same-size partitions, one per disk, that a file system 
accesses as a single logical volume. FtDisk, the 'Windows NT fault tolerant 
di sk drive r, im plements su·ipe sets, ,vriting data across the disks along 64-
KB stripes. See a lso stripe, st,ipe set with parity. 

stripe set with parity A fa ult to lerant variant of a su·ipe set in which the 
e quivalent of o ne disk is used to record parity information for each stripe 
in th e stripe set. If the data on one disk becomes inaccessible, FtDisk, the 
Windows NT fau lt tole rant disk d1ive r, reconsu·ucts the disk 's contents by 

m eans of the parity information. See also sl'1ipe set. 

transaction In NTFS, an atomic operation, one whose suboperations are 
treated as a single operation. The suboperations, or separate updates, ofa 
transaction must a ll be comple ted successfully. If they aren't, those sub­
operations that were completed must be ro lled back. See also atornic trans­

action, comm.it a transaction, roll back. 

transaction processing A technique for modifying a database so that sys­
tern fai lures do not compromise the correctness or integrity of the data­
base. Every u·ansaction is logged and then executed atomically. Ifa system 
fa ilure occurs and interrupts the logging of the suboperations of the 
transac tion the lou file is used to ro ll back the part of the transaction that 

, b 

was completed, returning the database to a previously known and consis-
tent state. See a lso log file, roll bach, transaction. 
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transaction table A data structure NTFS maintains in memory to track 
transactions that have been started but that are not yet committed. The 
transaction table is used to implement file system recovery. See also com­
mit a transaction, dirty page table. 

undo information Information in an update record that tells NTFS how to 
roll back a transaction whose updates, or suboperations, were not com­
pletely logged before a system failure. Compare redo information; see also 
log file, roll back, update record. 

undo pass The third of three scans NTFS makes through the log file dur­
ing file system recovery. NTFS scans backward, rolling back the updates, 
or suboperations, of any transaction that wasn't fully logged, or commit­
ted, when the system failed. Compare analysis pass, redo pass. 

update record A log file record NTFS writes to register a volume update, or 
transaction suboperation, before writing the change to the volume. An 
update record contains redo and undo information for the volume up­
date. See also checkpoint record, redo information, undo information. 

VCN virtual cluster number. 

virtual cluster numbers (VCNs) Instances resulting from the numbering, 0 
to m, of the clusters containing the nonresident attributes of a file. NTFS 
maps a file's VCNs to LCNs in order to find the file's clusters on the disk. 
Compare logical cluster numbers (LCNs); see also cluster, nonresident attribute. 

virtual memory manager The component of the Windows NT executive 
that implements virtual memory. 

volume A logical partition on a disk, created when the disk is formatted for 
a particular file system. NTFS volumes can span multiple disks. See also 
volume set. 

volume file The NTFS file that contains the volume's name, the version of 
NTFS for which the volume is formatted, and a "dirty bit" that, when set, 
signifies that a disk corruption has occurred which must be repaired by 
the Chkdsk utility. 

volume set A series of free areas (as many as 32) on one or more disks that 
NTFS formats and accesses as a single volume. See also volume. 

write-ahead logging A logging technique in which log file records are guar­
anteed to be flushed to disk before any of the corresponding volume up­
dates are written to disk. See also log file, logging, update record. 
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