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FIG. 3
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FIG. 4
l

BOOT INTO REMOTE OPERATING SYSTEM

402

Y
ACCESS THE IMAGE FILE |~ 404

y
IDENTIFY VOLUMES IN THE IMAGE FILE |~ 408

\J

IDENTIFY PARTITIONS | — 408
ASSOCIATED WITH THE VOLUMES

y

OBTAIN THE VOLUME AND PARTITION INFORMATION | —— 410
FOR EACH OF THE IDENTIFIED PARTITIONS

ERASE DISK 412

CONFIGURE THE DISK BASED ON THE OBTAINED | —— 414
VOLUME AND PARTITION INFORMATION ‘

\

EXTRACT LOGICAL FILES FROM THE IMAGE | — 416
FILE TO THE CONFIGURED DISK

A

WRITE THE SEGMENTS OF EACH OF THE LOGICAL FILESON THE | 418
DISK FOR DEFRAGMENTATION

Datanet Exhibit 2016

Dropbox, Inc. and Microsoft Corp. v. Datanet LLC
IPR2024-00079

Page 5 of 13



Patent Application Publication Sep. 27,2007 Sheet S of 5 US 2007/0226436 Al

FIG. 5

i

CONFIGURE COMPUTING DEVICE TO BOOT INTO |_— 502
REMOTE OPERATING SYSTEM

\

COMMUNICATE WITH PROGRAMMATICALLY REMOTE - 504
CONTROLLABLE POWER OUTLET TO CYCLE POWER TO THE
COMPUTING DEVICE

Y

EXECUTE SCRIPT TO STORE VOLUMES FROM DISK TO MEMORY | —— 506
AREA, CONFIGURE COMPUTING DEVICE TO BOOT INTO LOCAL
OPERATING SYSTEM, AND REBOOT THE COMPUTING DEVICE

Datanet Exhibit 2016

Dropbox, Inc. and Microsoft Corp. v. Datanet LLC
IPR2024-00079

Page 6 of 13



US 2007/0226436 Al

FILE SYSTEM BASED OFFLINE DISK
MANAGEMENT

BACKGROUND

[0001] Disk imaging is widely used to backup and restore
data on computer storage media. Disk imaging, as known in
the art, captures a snapshot of the data on a computer hard
disk. The captured image may be used subsequently to
re-create the disk. Existing disk imaging solutions are sector
based. That is, these solutions copy the disk physical data as
it is laid out on the hard disk sector by sector, in raw binary
format, regardless of whether the data is useful or not (e.g.,
even empty space is captured). Further, files that should not
be captured, such as page files, are also captured resulting in
large image files that inefficiently use storage resources.
Existing systems that store the large image files on storage
resources accessible over a network also inefficiently use
network resources.

[0002] Existing file backup solutions save the logical
content of the file system in online mode (e.g., while
executing an operating system stored at least in part on the
file system). However, files such as some subset of operating
system files cannot be captured while the file system is
online. Further, the existing file backup solutions do not
preserve information relating to the disk partition, boot
sector, and the like. As such, the existing file backup
solutions cannot restore an entire disk to a prior state.

[0003] Defragmentation tools, as known in the art, move
file segments around on a disk to minimize the physical
separation of logically continuous file segments. Existing
defragmentation tools operating on a file system execute in
online mode (e.g., while an operating system stored at least
in part on the file system is being executed). As such, the
existing defragmentation tools are limited at least in that
critical file system data and files locked by the executing
operating system cannot be defragmented. Further, if the
disk is mostly full, the defragmentation process requires a
significant amount of time to complete.

SUMMARY

[0004] Embodiments of the invention capture and restore
one or more logical volumes of data on computer readable
media. In an embodiment, the invention images the volumes
while the volumes are offline to include files associated with
an operating system stored on the volumes. Aspects of the
invention further capture volume and partition information
regarding the physical layout of the volumes such that the
volumes may be restored to a state that is logically equiva-
lent to a prior state. Further, the system supports capture of
selected data. The system also enables efficient and effective
defragmentation of the volumes.

[0005] This summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

[0006] Other features will be in part apparent and in part
pointed out hereinafter.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is an exemplary embodiment of a suitable
computing system environment in which aspects of the
invention may be implemented.
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[0008] FIG. 2 is an exemplary block diagram illustrating
a volume spanning multiple partitions.

[0009] FIG. 3 is an exemplary flow chart illustrating
operation of the disk imaging process.

[0010] FIG. 4 is an exemplary flow chart illustrating
application of a disk image to a computer storage medium.

[0011] FIG. 5 is an exemplary flow chart illustrating
remote controlled installation of software using a program-
matically remote controllable power source.

[0012] Corresponding reference characters indicate corre-
sponding parts throughout the drawings.

DETAILED DESCRIPTION

[0013] In an embodiment, the invention includes the logi-
cal capture and restoration of data in at least one volume 101
on one or more computer storage media such as shown in
FIG. 1. In particular, a computing device 102 images the
logical contents of the volume 101, rather than imaging the
volume 101 on a sector-by-sector basis. Logical-based cap-
ture is also known as volume-based capture, file-based
capture, or the like. The captured image (e.g., image file 106)
enables the volume 101 to be restored to a state that is
logically equivalent to a prior state. The captured image file
106 includes all the files (e.g., logical files 108) on the
volume 101 to provide a full backup, or a subset of the
logical files 108 (e.g., only modified files, or only files
selected by a user) to provide an incremental backup. In
addition, the imaging process of an embodiment of the
invention occurs while the volume 101 is offline (e.g., the
computing device 102 is executing an operating system such
as a second operating system 110 not associated with the
volume 101) thus enabling the capture of files 108 that are
typically locked when the volume 101 is online. In another
embodiment, the invention operates to defragment the media
in an effective and efficient manner.

[0014] Referring again to FIG. 1, a block diagram illus-
trates an exemplary embodiment of a suitable computing
system environment in which aspects of the invention may
be implemented. The system in FIG. 1 includes the com-
puting device 102 having a processor 112 and memory area
114 associated therewith. The memory area 114 is comprised
of one or more computer-readable media such as hard disks.
While the memory area 114 is shown to be a part of the
computing device 102 in one embodiment, other embodi-
ments contemplate that the memory area 114 is accessible to
the computing device 102 (e.g., via a network). The memory
area 114 stores logical volumes 101, as known in the art,
such as volume #1 through volume #N. As illustrated in FIG.
2, each of the volumes 101 spans one or more partitions of
a computer-readable medium. The memory area 114 further
stores the logical files 108. While the volumes 101 and
logical files 108 are shown to be separate entities in FIG. 1
for ease of illustration, the logical files 108 are actually
associated with one or more of the volumes 101. Further,
some of the logical files 108 comprise a first operating
system 116. The memory area 114 further stores volume
information 118 and partition information 120.

[0015] The computing device 102 is connected to a net-
work 122 and a programmatically remote controllable power
source 124, outlet, or the like. Via the network 122, the
computing device 102 has access to the second operating
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system 110, a network server 126, and one or more scripts
128 (e.g., a capture script and an apply script).

[0016] In one embodiment, the memory area 114 stores
one or more computer-readable media having computer-
executable components. The processor 112 is configured to
execute the computer-executable components. Exemplary
components include a backup component 130, a restore
component 132, and a defragmentation component 134. The
backup component 130 boots the computing device 102 into
an operating system (e.g., a second operating system) such
as a reduced operating system available over the network
122. The operating system may also be a full featured
operating system that is the same as, similar to, or com-
pletely different from the first operating system. Booting
from a reduced operating system enables fast network boot
times. Performing such a network boot allows the backup
component 130 to operate on the volume 101 while the
volume 101 is in offline mode. The backup component 130
identifies one or more volumes 101 of the memory area 114
each spanning one or more partitions. For each of the
partitions, the backup component 130 copies the logical files
108 associated with the partition from the memory area 114
to an image file 106 accessible by the computing device 102.
For example, the image file 106 may be associated with the
memory area 114, local to the computing device 102 (as
shown in FIG. 1), or remote from the computing device 102
(e.g., accessible via the network 122). The backup compo-
nent 130 further obtains the volume information 118 and
partition information 120 for the partition from the memory
area 114 and stores this information in the image file 106.

[0017] The restore component 132 accesses the image file
106 to identify the volumes stored in the accessed image file
106 and the partitions associated with the identified vol-
umes. For each of the identified partitions, the restore
component 132 obtains the volume information 118 and
partition information 120 for the partition. The restore
component 132 further configures the disk associated with
the computing device 102 based on the obtained volume and
partition information 118, 120 and extracts the logical files
associated with each of the identified partitions to the disk to
restore the identified volumes.

[0018] The defragmentation component 134 operates to
defragment the volume 101. Each of the logical files 108
comprises one or more segments. The defragmentation
component 134 writes the segments of each of the logical
files from the image file 106 to contiguous sectors on the
disk to increase the speed of access and retrieval.

[0019] The dashed line around the backup component 130,
the restore component 132, and the defragmentation com-
ponent 134 in FIG. 1 indicate that these three components
may optionally be part of a single utility or tool. Such an
embodiment enables functionality including, for example,
imaging the entire disk while only restoring a subset of files;
and re-imaging, restoring, and defragmenting from (or shar-
ing) the same disk imaging file.

[0020] Referring next to FIG. 3, an exemplary flow chart
illustrates operation of the disk imaging process. In general,
the flow chart in FIG. 3 illustrates the capture of the logical
files and physical layout information associated with one or
more volumes, as predefined or selected by a user. The
captured files and physical layout information are stored, for
example, in an image file that may be later used to restore
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the captured volumes (see FIG. 4). In an alternative embodi-
ment, the method illustrated in FIG. 3 may be used to
selectively capture files and the associated physical layout
information, even if the files are stored in different partitions
or volumes. In such an example, the selected files represent
a subset of the files stored on the disk.

[0021] In FIG. 3, the method includes configuring a net-
work boot controller at 301 to make the computing device to
boot into an operating system (e.g., a second operating
system or a remote operating system). The method boots
into the second operating system at 302 such that the
volumes of the local disk are in offline mode. A first or local
operating system is offline in that no files associated there-
with are executed during the method. In this manner, files on
the volumes that would normally be locked during execution
are available for imaging. The files used by the second
operating system may be remote (e.g., residing on another
computing device over a network), external (e.g., an external
hard disk), removable (e.g., on compact disc, digital versa-
tile disc, floppy disk, or flash memory), and/or internal (e.g.,
on another hard disk, on the same hard disk but in a different
partition, or on the same hard disk and same partition but
with a different root directory).

[0022] For example, if the computing device has a first
operating system (e.g., first operating system 116 in FIG. 1)
associated therewith, the method boots the computing
device into a second operating system (e.g., second operat-
ing system 110 in FIG. 1) that is not associated with the first
operating system. As such, the method is able to copy the
logical files associated with the first operating system, which
files would be locked or otherwise inaccessible if the first
operating system was being executed. For example, the
computing device may boot from an operating system stored
on a compact disc inserted into a compact-disc reader
accessible by the computing device.

[0023] The method further identifies the volumes and
associated partitions of the offline disk to be imaged at 304.
For each of the partitions, the method copies the logical files
associated with the partition to an image file at 306, deter-
mines volume information at 308 and partition information
at 310 for the partition, and stores the determined volume
and partition information in the image file at 312. In one
embodiment, the volume information and partition informa-
tion are stored as separate images in the image file. In
another embodiment, the volume information and partition
information are stored as one of the logical files captured to
the image file.

[0024] The partition information includes, but is not lim-
ited to, one or more of the following: partition type, partition
size, partition offset, hidden status (e.g., hidden or not),
active status (e.g., active or not), and boot sector informa-
tion. The boot sector information comprises all of the boot
sector content captured as a binary file, or a subset of the
content sufficient to recreate to the boot sector on each
partition (e.g., which type of boot sector, what is the loader
file name, etc.).

[0025] There is also information about the volume on each
partition. The volume information includes, but is not lim-
ited to, one or more of the following: volume identifier, drive
letter, label, file system, volume type, volume size, and
volume status, among other information.

[0026] Referring next to FIG. 4, an exemplary flow chart
illustrates application of a disk image to a computer storage
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medium. In general, the method treats the image file as an
offline data file. The method boots the computing device into
an operating system (e.g., as in the description of FIG. 3) at
402 and accesses the image file at 404. The method identifies
one or more volumes stored in the accessed image file at 406
and identifies the partitions associated with the identified
volumes at 408. For each of the identified partitions, the
method obtains the volume information and partition infor-
mation at 410. In one embodiment, the method erases the
disk at 412 to prepare the disk to be reconfigured. In other
embodiments (e.g., those in which only a portion of the disk
are to be reconfigured), the method does not erase the disk.
At 414, the method configures the disk associated with the
computing device based on the obtained volume information
and the obtained partition information. For example, the
method re-formats and/or re-partitions to the disk according
to the number, size, and type of partitions and volumes
indicated in the image file. The method extracts the logical
files associated with each of the identified partitions from the
image file to the disk to restore the identified volumes at 416.

[0027] In one embodiment, the method includes receiving
a selection of the logical files from a user. The received
selection of the logical files represents a subset of the logical
files. In this embodiment, the method only extracts the
selected subset of the logical files to the disk to restore the
identified volumes. Further, the extracted subset of the
logical files may be stored anywhere on the disk (e.g., in the
same or different logical location from where the subset of
logical files were captured, such as to a different logical
drive or directory). For example, files originally in drive C:
may be restored to drive D:, while files originally under
c\xyz may be restored to clabc, d:i\xyz, d:\abc, or
d:\cde\fgh\.

[0028] The offline capture and apply process (e.g., as
illustrated in FIG. 3 and FIG. 4) may be performed without
booting the computing device itself in one embodiment.
Rather, another computing device may access the memory
area while the computer device itself is not booted.

[0029] In a defragmentation embodiment, the method
writes the segments of each of the logical on the disk to
effect defragmentation at 416. Defragmentation, as known in
the art, is the process of rewriting segments of a file to
contiguous sectors on the disk to increase the speed of access
and retrieval. When files are updated, the computing device
tends to save these updates on the largest continuous space
on the disk, which may be in a different sector than the other
segments of the file. When files are thus “fragmented,” the
computing device searches the disk each time the file is
accessed to find all of the file’s segments, which slows down
response time.

[0030] When there are large, contiguous, empty spaces in
a file system, the file system allocates contiguous sectors for
new files. Aspects of the invention create large, contiguous,
empty spaces by formatting the disk, or deleting a plurality
of files. Writing the files back one by one automatically
places them into the resulting contiguous sectors.

[0031] The offline defragmentation aspect of the invention
stores the files in a more optimal manner than typical online
defragmentation solutions. That is, the files are stored proxi-
mal to each other with minimal space between each of the
files. Typical defragmentation systems operate on the disk
while the disk is online (e.g., certain files are being
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executed), which prevents complete defragmentation of the
disk. The offline defragmentation aspect of the invention is
operable with the volume-based imaging solutions described
herein or existing sector-by-sector imaging solutions.

[0032] In one defragmentation example, the method
removes a user-selected subset of content for each partition
from the disk (e.g., delete folders, partitions, or the whole
disk). The method then recreates each partition (e.g., recre-
ate the folders, reformat the partitions with the saved volume
information, or recreate the partitions and format them with
the save volume information). The image is applied to the
recreated partitions.

[0033] Referring next to FIG. 5, an exemplary flow chart
illustrates remote controlled management of software using
a programmatically remote controllable power source. The
image capture and apply method described with reference to
FIG. 5 in part is not limited to the volume-based methods
described above (e.g., with reference to FIG. 3 and FIG. 4).
In one example, aspects of the inventions are operable with
the programmatically remote controllable power sources
such as the Minuteman series of remote power managers
from Para Systems of Carrollton, Tex. In general, the remote
controllable power source includes a networked power strip
that is capable of cycling power to each of its outlets
independently to effect a reboot of the connected computing
devices. The networked power strip has an Internet Protocol
(IP) address associated therewith to allow a networked
computing device to send program commands to the power
strip (e.g., power on a particular outlet, power off a particular
outlet) via network protocols such as the hypertext transfer
protocol, the file transfer protocol, the simple mail transport
protocol, the simple network management protocol, and the
telnet protocol.

[0034] In the example of FIG. 5, the method provides for
automated capture of the contents of selected volumes of a
disk. The method associates a first operating system with a
computing device. The method configures the computing
device at 502 to boot into a second operating system (e.g.,
a network boot into the second operating system of FIG. 1)
and to execute a capture script. The computing device is
operatively connected to a programmatically remote con-
trollable power source. The method communicates with the
programmatically remote controllable power source to
reboot the computing device into the second operating
system at 504. As configured at 502, the second operating
system executes the capture script at 506 to store the
contents of one or more volumes of a first memory area to
a second memory area (e.g., store the volumes to a network
device, local disk, or other volume on the first memory area).
In one embodiment, the contents include data associated
with the first operating system. The second operating system
further executes the capture script to configure the network
boot controller to make the computing device to boot into its
first operating system (e.g., a local operating system) on the
next boot. The capture script then reboots the computing
device into the first operating system (e.g., without the aid
of the remote controllable power source). The stored data in
the second memory area represents a snapshot of the
selected data from the first memory area.

[0035] The method also provides for automated installa-
tion of the captured image to a disk. The method configures
the computing device to boot into the second operating
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system and to execute an apply script. The method includes
another computing device communicating with the pro-
grammatically remote controllable power source to reboot
the computing device into the second operating system. This
other computing device may be the same or different from
a computing device associated with the network boot con-
troller. The second operating system executes the apply
script to apply the contents of the one or more volumes
stored in the second memory area to the first memory area.
Execution of the apply script further configures the com-
puting device to reboot into the first operating system on the
next boot. The apply script further operates to reboot the
computing device into the first operating system (e.g., with-
out the aid of the remote controllable power source).

[0036] The methods illustrated and described herein may
be used to capture and store the contents of one partition of
a disk to another partition of the same disk. Further, the
method may be performed without any human intervention
local to the computing device. In such an embodiment, the
methods may be described as “hands-free.”

[0037] In one embodiment, the invention is operable with
the implementation of Pre-Install Execution Environment
(PXE) protocol from Microsoft Corporation, for example, in
the Remote Installation Service or Windows Deployment
Service of Microsoft Corporation. However, aspects of the
invention are not limited to the PXE protocol. The PXE
server is programmatically configured for the computing
device upon its next boot. In particular, the network boot
loader of the computing device is configured. An offline
network boot operating system image is specified for the
next boot. Although nearly any operating system image will
work in this example, it is desirable to use an OS image that
is relatively small and can execute the function of capture
and restore image. Suitable operating system images
include, but are not limited to, the disk operating system
(DOS) or small-sized variations of Linux. The suitable
operating system images also include supporting binaries
and data files to be used in the capture operation of aspects
of the invention.

[0038] After being rebooted into the suitable operating
system image and executing the capture script, the PXE
server is programmatically configured to change the setup
options for the computing device upon its next reboot. For
example, the PXE server may be configured to disable a
network boot upon the next boot to allow the computing
device to boot into a local operating system.

[0039] The automated software management aspects of
the invention as described and/or illustrated with reference
to FIG. 5 in part support a variety of scenarios. For example,
a full disk image or partial disk image (e.g., selected
partitions) may be captured to a local or remote disk and
restored. The image may be stored to another disk or another
part of the same disk such as another partition, another
folder, or another file. The image may be restored to the
same logical location from which it was captured. In another
example, the image may be restored to a similar directory
structure but under a different logical drive or parent direc-
tory. In yet another example, specified files may be captured
and saved to a network storage medium or a local storage
medium, then applied back to their original locations or
different locations. In a defragmentation example, a target
representing the entire disk or portions thereof (e.g., selected
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partitions, folders, or files) may be captured and saved to a
network storage medium or a local storage medium. The
original target location is erased, reformatted, and/or repar-
titioned as appropriate prior to restoring the captured data to
the target location in an optimal manner.

[0040] Further, the methods illustrated in the figures may
be used to capture and restore different images of the same
computing device using a central controlling computing
device. The central controlling computing device program-
matically decides when to capture and apply an image and
which image to apply. The central controlling computing
device further controls the remote boot controller and the
remote controllable power switch to boot the computing
device into different operating system images. As such,
complex processes such as automated testing, and desktop
software configuration management solutions may be auto-
mated. In addition, multiple such complex processes may
execute on different computing devices in parallel with little
or no intervention among those different computing devices.
In one embodiment, all parts of the central controlling
solution run on one central computing device. In another
embodiment, different parts of the central controlling solu-
tion run on different computing devices but each part only
runs on one device. In yet another embodiment, multiple
computing devices execute the solution co-operatively (e.g.,
each part may be distributed to one of a plurality of
computing devices).

[0041] In one embodiment, one or more computer-read-
able media have computer-executable instructions for per-
forming the methods illustrated in FIG. 3, FIG. 4, and FIG.
5.

[0042] The exemplary operating environments illustrated
in the figures include a general purpose computing device
such as a computer executing computer-executable instruc-
tions. The computing device typically has at least some form
of computer readable media. Computer readable media,
which include both volatile and nonvolatile media, remov-
able and non-removable media, may be any available
medium that may be accessed by the general purpose
computing device. By way of example and not limitation,
computer readable media comprise computer storage media
and communication media. Computer storage media include
volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage
of information such as computer readable instructions, data
structures, program modules or other data. Communication
media typically embody computer readable instructions,
data structures, program modules, or other data in a modu-
lated data signal such as a carrier wave or other transport
mechanism and include any information delivery media.
Those skilled in the art are familiar with the modulated data
signal, which has one or more of its characteristics set or
changed in such a manner as to encode information in the
signal. Wired media, such as a wired network or direct-wired
connection, and wireless media, such as acoustic, RF, infra-
red, and other wireless media, are examples of communi-
cation media. Combinations of any of the above are also
included within the scope of computer readable media. The
computing device includes or has access to computer storage
media in the form of removable and/or non-removable,
volatile and/or nonvolatile memory. The computing device
may operate in a networked environment using logical
connections to one or more remote computers.
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[0043] Although described in connection with an exem-
plary computing system environment, aspects of the inven-
tion are operational with numerous other general purpose or
special purpose computing system environments or configu-
rations. The computing system environment is not intended
to suggest any limitation as to the scope of use or function-
ality of aspects of the invention. Moreover, the computing
system environment should not be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment. Examples of well known computing systems,
environments, and/or configurations that may be suitable for
use in embodiments of the invention include, but are not
limited to, personal computers, server computers, hand-held
or laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, game consoles, personal media players, digital cam-
eras, mobile telephones, network PCs, minicomputers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the
like.

[0044] Embodiments of the invention may be described in
the general context of computer-executable instructions,
such as program modules, executed by one or more com-
puters or other devices. Generally, program modules
include, but are not limited to, routines, programs, objects,
components, and data structures that perform particular
tasks or implement particular abstract data types. Generally,
the data processors of computer 130 are programmed by
means of instructions stored at different times in the various
computer-readable storage media of the computer. Programs
and operating systems are typically distributed, for example,
on floppy disks or CD-ROMs. From there, they are installed
or loaded into the secondary memory of a computer. At
execution, they are loaded at least partially into the com-
puter’s primary electronic memory. Aspects of the invention
described herein includes these and other various types of
computer-readable storage media when such media contain
instructions or programs for implementing the steps
described below in conjunction with a microprocessor or
other data processor. Further, aspects of the invention
include the computer itself when programmed according to
the methods and techniques described herein.

[0045] Aspects of the invention may also be practiced in
distributed computing environments where tasks are per-
formed by remote processing devices that are linked through
a communications network. In a distributed computing
environment, program modules may be located in both local
and remote computer storage media including memory
storage devices.

[0046] In operation, a computer executes computer-ex-
ecutable instructions such as those illustrated in the figures
to implement aspects of the invention. Further, hardware,
software, firmware, computer-executable components, com-
puter-executable instructions, and/or the elements of the
figures constitute means for implementing the methods
illustrated in the figures and described herein.

[0047] The following examples further illustrate aspects
of the invention. In a software testing scenario, developers
often boot a test machine into a known, safe software testing
environment. When a test fails, the test environment may
become corrupted and need to be restored. With aspects of
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the invention, the test environment (e.g., an operating sys-
tem image or an image of application and data files) may be
captured to a network share prior to testing of the software
under development to create a starting point for the software
testing. The imaged data may represent the entire disk or
portion thereof. To reduce bandwidth during testing, the
image (which may be several gigabytes in size) may be
saved locally (e.g., from partition 1 to partition 3). If the
software being tested includes only application files and data
(e.g., no operating system files or data), the imaged data may
represent only the application binaries and data files.

[0048] The imaged data may be restored at any time to
recreate the safe testing environment. These examples illus-
trate the remote, programmatic, automated control of the
testing environment (e.g., no manual intervention required).
In this manner, hundreds of computing devices may reliably
and robustly run hundreds of test cases in parallel, all
controlled by an embodiment running on a central comput-
ing device.

[0049] The order of execution or performance of the
operations in embodiments of the invention illustrated and
described herein is not essential, unless otherwise specified.
That is, the operations may be performed in any order, unless
otherwise specified, and embodiments of the invention may
include additional or fewer operations than those disclosed
herein. For example, it is contemplated that executing or
performing a particular operation before, contemporane-
ously with, or after another operation is within the scope of
aspects of the invention.

[0050] Embodiments of the invention may be imple-
mented with computer-executable instructions. The com-
puter-executable instructions may be organized into one or
more computer-executable components or modules. Aspects
of the invention may be implemented with any number and
organization of such components or modules. For example,
aspects of the invention are not limited to the specific
computer-executable instructions or the specific components
or modules illustrated in the figures and described herein.
Other embodiments of the invention may include different
computer-executable instructions or components having
more or less functionality than illustrated and described
herein.

[0051] When introducing elements of aspects of the inven-
tion or the embodiments thereof, the articles “a,”‘an”*the,”
and “said” are intended to mean that there are one or more
of the elements. The terms “comprising,” including,” and
“having” are intended to be inclusive and mean that there

may be additional elements other than the listed elements.

[0052] As various changes could be made in the above
constructions, products, and methods without departing
from the scope of aspects of the invention, it is intended that
all matter contained in the above description and shown in
the accompanying drawings shall be interpreted as illustra-
tive and not in a limiting sense.

What is claimed is:

1. A method of imaging at least one memory area of a
computer-readable medium associated with a computing
device, said memory area comprising one or more volumes,
said method comprising:
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identifying at least one volume of a memory area asso-
ciated with a computing device, said volume spanning
one or more partitions each having logical files asso-
ciated therewith; and

for each of the partitions of the identified volume:

copying the logical files associated with the partition to
an image file;

determining volume information for the partition;
determining partition information for the partition; and

storing the determined volume information and the
determined partition information in the image file.

2. The method of claim 1, wherein the computing device
has a first operating system associated therewith and
wherein one or more of the logical files associated with each
of the partitions of the identified volume are also associated
with the first operating system, and further comprising
booting the computing device into a second operating sys-
tem not associated with the first operating system.

3. The method of claim 2, wherein copying the logical
files associated with the partition to the image file comprises
copying the logical files associated with the partition includ-
ing the logical files associated with the first operating
system.

4. The method of claim 1, further comprising receiving a
selection of the logical files from a user, said received
selection of the logical files comprising a subset of the
logical files, and wherein copying the logical files associated
with the partition to the image file comprises copying only
the subset of the logical files associated with the partition to
the image file.

5. The method of claim 1, further comprising:

accessing the image file;

identifying the at least one volume stored in the accessed
image file;

identifying one or more partitions associated with the
identified volume;

for each of the identified partitions:
obtaining the volume information for the partition; and
obtaining the partition information for the partition;

configuring the memory area associated with the comput-
ing device based on the obtained volume information
and the obtained partition information; and

extracting the logical files associated with each of the
identified partitions from the image file to the memory
area to restore the identified volumes.

6. The method of claim 5, wherein the computing device
has a first operating system associated therewith, and further
comprising booting the computing device into a second
operating system not associated with the first operating
system.

7. The method of claim 5, further comprising receiving a
selection of the logical files from a user, said received
selection of the logical files comprising a subset of the
logical files, and wherein extracting the logical files associ-
ated with each of the identified partitions to the memory area
to restore the identified volumes comprises extracting only
the subset of the logical files to the memory area to restore
the identified volumes.

Sep. 27, 2007

8. The method of claim 5, wherein each of the logical files
comprises one or more segments, and wherein extracting the
logical files associated with each of the identified partitions
to the memory area to restore the identified volumes com-
prises writing the segments of each of the logical files to
contiguous sectors on the memory area to effect defragmen-
tation.

9. The method of claim 1, wherein the partition informa-
tion comprises one or more of the following: partition type,
partition size, partition offset, hidden status, active status,
and boot sector information.

10. The method of claim 1, wherein the volume informa-
tion includes one or more of the following: volume identi-
fier, drive letter, label, file system, volume type, volume size,
and volume status.

11. The method of claim 1, wherein one or more com-
puter-readable media have computer-executable instructions
for performing the method recited in claim 1.

12. A system comprising:

a memory area for storing volume information, partition
information, and logical files associated with a disk of
a computing device; and

a processor configured to execute computer-executable
components comprising:

a backup component for:

identifying at least one volume of the disk, said
volume spanning one or more partitions having
logical files associated therewith; and

for each of the partitions:

copying the logical files associated with the par-
tition from the memory area to an image file;

obtaining the volume information for the partition
from the memory area;

obtaining the partition information for the parti-
tion from the memory area; and

storing the obtained volume information and the
obtained partition information in the image file;
and

a restore component for:
accessing the image file;

identifying the at least one volume stored in the
accessed image file;

identifying the partitions associated with the identi-
fied volume;

for each of the identified partitions, obtaining the
volume information for the partition and obtaining
the partition information for the partition;

configuring the disk associated with the computing
device based on the obtained volume information
and the obtained partition information; and

extracting the logical files associated with each of the
identified partitions to the disk to restore the
identified volume.
13. The system of claim 12, wherein the backup compo-
nent boots the computing device into a reduced operating
system.
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14. The system of claim 12, wherein each of the logical
files comprises one or more segments, and wherein the
processor is further configured to execute computer-execut-
able components comprising a defragmentation component
for writing the segments of each of the logical files to
contiguous sectors on the disk to implement defragmenta-
tion.

15. A method comprising:

associating a first operating system with a computing
device;

configuring the computing device to boot into a second
operating system and to execute a capture script, said
computing device being operatively connected to a
programmatically remote controllable power source;
and

communicating with the programmatically remote con-
trollable power source to reboot the computing device
into the second operating system, wherein the second
operating system executes the capture script to:

store the contents of one or more volumes of a first
memory area to a second memory area, wherein the
contents comprise data associated with the first oper-
ating system;

configure a remote boot controller to enable the com-
puting device to boot into the first operating system
upon the next reboot; and

reboot the computing device into the first operating
system.
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16. The method of claim 15, further comprising:

configuring the computing device to boot into the second
operating system and to execute an apply script; and

communicating with the programmatically remote con-
trollable power source to reboot the computing device
into the second operating system, wherein the second
operating system executes the apply script to:

apply the contents of the one or more volumes stored in
the second memory area to the first memory area;

configure the computing device to reboot into the first
operating system; and

reboot the computing device into the first operating
system.

17. The method of claim 15, further comprising receiving
a selection of volumes from the user, and wherein the second
operating system executes the capture script to store the
contents of the selected volumes of the first memory area to
the second memory area.

18. The method of claim 15, wherein the first memory
area comprises one or more partitions, and wherein the
second operating system executes the capture script to store
the contents of one of the partitions of the first memory area
to another of the partitions of the first memory area.

19. The method of claim 15, wherein said associating,
said configuring, and said communicating occur without
human intervention local to the computing device.

20. The method of claim 15, wherein one or more
computer-readable media have computer-executable
instructions for performing the method recited in claim 15.
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