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[57] ABSTRACT

A system for backing up data from a computer disk volume
at very high speed by saving a logical image copy of the
volume to a backup medium such as magnetic tape. This
logical image copy can later be restored in its entirety to a
disk volume with a different physical geometry and flaw
map in a disaster recovery mode, significantly reducing the
time required for such disaster recovery compared to other
backup techniques. In addition, the logical image copy on
the backup medium also allows selective file restore with
performance comparable to that achievable using traditional
file-by-file backup/restore methods. The backup process can
thus run considerably faster than conventional approaches
without sacrificing the restore flexibility normally associated
with those approaches.
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SYSTEM FOR BACKING UP COMPUTER
DISK VOLUMES WITH ERROR
REMAPPING OF FLAWED MEMORY
ADDRESSES

FIELD OF THE INVENTION

The present invention relates to a system for backing up
data at high speed from a computer disk volume onto a
backup medium and subsequently restoring some or all of
said data in the event of data loss or corruption.

BACKGROUND OF THE INVENTION

Backing up data and program files (often together referred
to as “data” here) from computer disks has been a well-
known practice for many years. There are two major reasons
why data needs to be backed up. The first reason is that the
disk hardware may fail, resulting in an inability to access
any of the valuable data stored on the disk. This disastrous
type of event is often referred to as a catastrophic failure; in
this case, assuming that backups have been performed, the
computer operator typically “restores” all his files from the
most recent backup. Fortunately, new computer disks and
controllers have become more reliable over the years, but the
possibility of such a disaster still cannot be ignored. The
second reason for backup is that users may inadvertently
delete or overwrite important data files. This type of problem
occurs much more frequently than a catastrophic hardware
failure, and the computer operator typically restores only the
destroyed files from the backup medium (e.g., tapes or
floppy disks) to the original disk.

In general, the backup device is a tape drive, although
floppy disk drives and other remowvable disk drive technolo-
gies are also used. Tape has the advantage of having a lower
cost per byte of storage and thus is preferred in most
applications, particularly those where large amounts of data
are involved (e.g., network file servers, such as those run-
ning Novell’s NetWare software). However, tape also has
several inherent limitations which must be addressed in
order to make its performance acceptable to a user. First,
tape is a sequential access medium, with any attempt at
random access requiring times on the order of tens of
seconds (if not minutes), as opposed to milliseconds for a
disk drive. Second, and somewhat related, the time to stop
a tape drive and back up a little is on the order of seconds,
which is again very large compared to disk times. The result
of all this is that, once the tape drive starts moving the tape,
any attempt to stop, back up, or skip forward will result in
a very large time penalty. Thus, the most desirable way to
use a tape drive is to keep it “streaming”—in other words,
to read or write very large sequential blocks of data.

In this context, a third problem can arise, dealing with the
transfer rate of the tape. One of the most critical parameters
of a backup system is the amount of time (known as the
“backup window”) required to back up a given disk volume.
This is particularly true in multi-user systems or network file
servers, where the system may be effectively shut down
while the backup is occurring. Normally, the backup time is
by far the most important criterion to a user, since restore is
by definition a somewhat extraordinary event (although the
restore time is nonetheless of some interest). If the tape data
rate is too slow, it will be easy to keep the drive supplied
with enough data so that the tape can stream, but a backup
and/or restore operation will be take too much time. On the
other hand, if the data rate is too high, the disk drive will not
be able to keep up with the tape, which will then fall out of
streaming and backup time will increase unacceptably.
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While most tape drives include memory buffers to attempt to
smooth out any loss of streaming due to instantaneous
variations in the rate of data coming from the disk, such
buffers only mildly alleviate the problem. In a word, a tape
drive should be just fast enough but no faster, or perfor-
mance will suffer. This balancing act can lead to problems as
technology evolves, as discussed below.

Historically, disk drive transfer rates have been much
higher than tape transfer rates for mass-market devices. For
example, a DAT (digital audio tape) 4 mm tape drive using
the DDS-2 format has a native transfer rate of 366K bytes/
second, and current Exabyte 8 mm tape drives have a 500 K
byte/second transfer rate. By contrast, it is not uncommon
for disk drive raw transfer rates to be on the order of 3-5 M
bytes/second (although this number does not take into
account any seek latency, as discussed below). However,
recent advances in tape drive technology are pushing the
tape transfer rates higher. For example, current Quantum
DLT (digital linear tape) drives achieve transfer rates of
1.25-1.5 M bytes/second, and the next generation of 4 mm
and 8 mm tape drives promises to increase transfer rates
substantially over current capabilities.

Unfortunately, using conventional backup techniques,
such tape technology advances are not always good news.
Almost all popular backup programs, such as Cheyenne’s
ArcServe and Arcada’s Backup Exec, work on a file-by-file
basis. In other words, during the backup process, the backup
program copies one file at a time from the disk to the tape.
This approach collects pieces of each file, which may not be
contiguous on the disk, into a single sequential block that is
stored on the tape, thus simplifying and speeding up a future
restore process. One useful consequence of this method is
that the data is thus stored on the tape in a format that may
allow files to be transported between computers with dif-
ferent operating systems. With current technologies, it is not
uncommon in a file-by-file approach on network servers for
a full backup (i.e., a backup of all files on the disk) to
consume more time than is available overnight. Fortunately,
an important benefit of file-by-file backup is that an “incre-
mental” backup can fairly easily be performed, in which
only those files which have changed since the last backup are
written to tape. Normally, changed files represent only a
small fraction of the overall disk contents, in which case an
incremental backup can be completed relatively quickly, and
most operating systems maintain an “archive” bit that can
easily be used to tell whether each file has changed or not.
A typical scenario involves performing a full backup once
per week (often over the weekend on a network file server),
with daily incremental backups to minimize the backup
window. Full backups still need to be performed fairly
regularly, because recovering the current file contents from
an initial full backup and a large set of incrementals can be
very time consuming.

As each file is opened and read from the disk in a
file-by-file backup, the file system component of the com-
puter’s operating system gets involved in each step, which
adds overhead time. Even worse, in general the files are not
pulled from the disk in an optimal order with respect to their
physical location on disk. Thus, the disk seek time required
to move the disk head to read the file contents usually
significantly degrades the overall data rate from the disk,
particularly in the case of smaller files where much more
time is spent moving the head to the right location than
actually reading data. The net result is that, while the disk
has a raw (i.e., sequential) transfer rate of several megabytes
per second, once the file system software and disk seek
overheads come into play, the average disk read data rate can
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easily fall below that of the tape drive, which then falls out
of streaming, slowing down the backup process substan-
tially. The paradoxical conclusion is that a doubling of the
tape data rate may in fact slow down the backup time
considerably. Current trends indicate that tape drive transfer
rates are increasing faster than the disk seek times are
decreasing, making it even harder for file-by-file backup
methods to keep future tape drives streaming. For example,
using Cheyenne Arcserve on a NetWare server with a
Quantum DLT drive, which inherently is capable of storing
90 MB/minute, typically results in throughputs which are
only a fraction of the theoretical speed, meaning that the tape
drive is constantly stopping and starting instead of stream-
ing.

An alternate backup method that has been used in the past
to minimize backup time is to perform the backup on an
“image” basis instead of a file-by-file basis. In this approach,
the disk image is read sequentially on a sector-by-sector
basis, resulting in disk transfer times that match the drive’s
rated throughput and are thus much faster than current tape
drive technology, and this speed advantage appears to be
sustainable as technology improves. Without the extra file
system software overhead and without extraneous disk head
movements, an image backup can thus easily keep a tape
drive streaming. However, for several notable reasons,
image backup has never become popular.

One major historical problem with image backup is that
the only option for restoring has almost always been an
image restore, wherein the entire disk image is copied from
tape back to disk. While such an approach makes sense in
the case of catastrophic failure, it is extremely inconvenient
for the most frequent purpose of restore: to retrieve copies
of a few lost or corrupted files. In order to perform such a
partial restore, the user must either overwrite his entire
existing disk (including any files modified since the backup),
which is totally unacceptable, or he must have available an
extra empty disk to which the image can be restored, which
is expensive and often impractical. Clearly, the complete
image restore may take considerably longer in general than
would a selective file restore in a file-by-file system. Also,
the disk to which the image is to be restored must have a flaw
map which is identical to (or a subset of) the flaw map of the
original disk. While most modern disks perform some level
of defect mapping inside the drive, this approach cannot
handle all flaws which develop after production test (e.g.,
during shipment), and such flaw mapping is normally
handled by the operating system’s file system code. Often,
image restore software has required the physical disk geom-
etries of the original backup disk and the restore disk to
match, which is also problematic in the case of catastrophic
failure, because it may not be possible to purchase an
identical disk given the rapid change in the capacity (and
thus geometry) of disk drives.

Another problem is that, from a bottom-line perspective,
for several reasons the speed of image backup has not even
always been faster than that of a file-by-file backup. For
example, with typical image backup it is not possible to
perform an incremental backup, so that each backup session
is a full image backup and thus may be slower than a
file-by-file incremental backup. Also, if the disk is only
partially full, an image backup may be slower than a
file-by-file backup because the former will write a lot of
“unused” disk sectors to tape. Most importantly, in the past
the tape drive transfer rates have often been low enough that
file-by-file backups were able to keep the tape streaming,
removing the one major objection to the file-by-file
approach.
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Some attempts have been made to allow file-by-file
restore from an image backup, normally by “mounting” the
tape image as a disk drive (often in a read-only mode). A few
such products have been commercialized without meeting
any significant market acceptance, mainly because the tape
seek times incurred in reading the disk control and directory
structures are so painfully slow compared to disk drive
speeds. These structures are in general not physically con-
tiguous on the disk, which costs milliseconds when looking
through the directory structures on the disk, but this same
discontiguity costs tens of seconds when performing the
same operation on the tape image.

Recently, one software backup product, SnapBack from
Columbia Data Systems (see LAN Times, Feb. 13, 1995, p.
89), has attempted to make image backup more acceptable
to the user. This product performs image backups of one or
more physical disk partitions to tape and allows subsequent
image restores to the same (or larger) partitions. SnapBack
runs its backups and restores under the MS-DOS operating
system, although it also contains a scheduler for NetWare
which will shut down the NetWare server code at a user-
selected time, exit to MS-DOS to perform the backup, and
then reenter NetWare. Each hard disk on personal computer
contains a partition table, typically on the first sector of the
disk, which identifies the locations, sizes, and types of all the
physical partitions on the disk. On an IBM-compatible
personal computer, these partition types include MS-DOS
FAT partitions, Novell NetWare partitions, OS/2 HPFS
partitions, Microsoft Windows NT NTFES partitions, Unix
partitions, etc. SnapBack claims to be able to back up these
partition types, and it works at the physical level by reading
the physical disk sectors and saving this “image” to tape.

For restore, SnapBack includes the typical full image
restore mechanism, along with the concomitant flaw map
problem, although it does allow the restore target disk to
have different physical geometry than the backup source
disk (as long as it is no smaller than the source). Snapback
includes no way to perform any type of incremental backup,
but it does include a feature whereby a Novell NetWare
partition image tape can be “mounted” as a read-only drive,
allowing the user to access individual files on the tape for
restore.

The physical nature of SnapBack’s operation allows it to
function after a fashion for a wide variety of operating
system disk partitions, but its lack of operating system
specific knowledge also places some severe limits on func-
tionality. For example, to use SnapBack, the operating
system (e.g., NetWare) must be entirely shut down during
the backup process, which is totally unacceptable for many
users. Further, because SnapBack operates at a physical
level instead of a logical level, it is not aware of any logical
information contained within the partition. Thus, the backup
process will always back up the entire disk image even if the
disk is largely empty, slowing performance considerably.
Also, the tape image mount mechanism suffers from the
same severe performance problem discussed previously. In
this case, the slowness is exacerbated by the fact that, during
the mount process, NetWare actually reads in the entire set
of directory and control structures for the entire disk. Since
these structures are not guaranteed to be contiguous on the
disk, the mount process from tape can easily take tens of
minutes, which is particularly disconcerting if the user only
wishes to restore a small handful of files. In fact, this mount
time may well be longer than the time required for a full
image restore!

An additional limitation caused by the physical nature of
the SnapBack image backup is that a NetWare volume which

Page 9 of 19



5,907,672

5

is split into segments on multiple physical disks (a configu-
ration commonly used to increase volume size and
performance) cannot easily be restored except to a set of
physically identical disks, since there are logical and physi-
cal pointers included in the NetWare disk structures which
specify where the segments reside, and SnapBack is
unaware of such pointers. Similarly, a multi-segment vol-
ume cannot be mounted for file-by-file restore in SnapBack.
These limitations are quite severe for the NetWare market,
which currently has by far the largest number of file server
installations and constitutes the dominant market for net-
work backup software. While the SnapBack product con-
tains some significant advances in the image backup, it still
leaves some very significant barriers to user acceptance.

Thus, there are two well-known backup strategies: file-
by-file, which has well-accepted usability characteristics but
whose performance is proving extremely difficult to main-
tain as technology advances, and image, whose performance
can keep up with technology but which has met with almost
universal rejection in the market for the reasons discussed
above.

SUMMARY OF THE INVENTION

It is the goal of the present invention to overcome the
problems historically associated with image backup, thus
allowing for new high-speed tape devices to stream during
the backup process, without forcing the user to accept
compromises in the flexibility or performance of the restore
process.

The backup process of the present invention reads sectors
from the source disk at the logical sector level, thus remov-
ing any reliance on the underlying physical characteristics of
the disk or its interface. Because the sectors are read
sequentially, a backup performed using the present invention
is capable of sustaining a data rate high enough to insure
streaming of even very high-speed tape devices. The system
does not have to be shut down during the backup operation:
the software can allow for the operating system and file
system to continue operation, although access to portions of
the disk volume will be temporarily delayed. During the
backup process, a log is kept of all files which are opened for
write since those files may not contain consistent informa-
tion at restore time. By saving logical sectors, the backup
image takes advantage of any flaw management performed
by the operating system’s file system software, thus making
it possible to restore to the logical image later to a disk with
a different flaw map. Another advantage of using logical
sectors in the present invention is that a disk volume which
spans multiple physical disk segments is saved as a single
logical image and thus can easily be restored to an entirely
different physical disk configuration. In addition, by under-
standing the on-disk volume format, the backup software
may exclude unused or deleted areas of the disk to minimize
backup time significantly.

Abackup image of the present invention may be restored
by completely restoring the logical image to a disk, but it
may also be “mounted” as a read-only volume directly on
the backup tape, allowing the user to restore only selected
files from the backup. The time required for this mount
process is substantially minimized by saving all the volume
control and directory sectors at the beginning of the tape, so
that only a single tape seek is required to complete the
mount. The backup process of the present invention can
determine which sectors need to be included at the begin-
ning of the tape by understanding the on-disk volume
format, or it can use a pseudo-volume technique for deter-
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6

mining this sector set automatically without having any
knowledge of the on-disk volume format.

An incremental image backup, which supports all the
functionality and performance of a full image backup, can
also be performed as part of the present invention. A
software module is kept resident at all times to monitor
which parts of the disk volume have been updated, thus
allowing only those changed portions of the disk volume to
be backed up. This approach speeds up the backup for a
largely unchanged volume: instead of being limited by tape
transfer speeds, it is limited by the (typically much higher)
disk transfer speeds. In an alternate embodiment, a check-
sum method is used on the contents of the disk sectors to
detect changes without requiring any resident software.

BRIEF DESCRIPTION OF THE DRAWINGS

A preferred embodiment of the present invention is illus-
trated in and by the following drawings, in which like
reference numerals indicate like parts and in which:

FIG. 1is a diagram of the layout of a typical NetWare disk
drive;

FIG. 2 is a table of sample NetWare FAT (File Allocation
Table) entries;

FIG. 3 is a diagram of the contents of a NetWare disk
volume and a diagram of the image of the disk volume
stored on tape in accordance with the present invention;

FIG. 4 is a block diagram of a pseudo-volume mount in
accordance with the present invention;

FIG. 5 is a diagram of the format on tape of a full image
backup and an incremental image backup stored in accor-
dance with the present invention;

FIG. 6 is a block diagram of a file-by-file restore from an
image backup, in accordance with the present invention;

FIG. 7 is a flowchart illustrating the file-by-file restore
process of the present invention;

FIG. 8 is a flowchart illustrating the servicing of logical
sector requests during file-by-file restore, in accordance with
the present invention;

FIG. 9 is a flowchart illustrating the image restore process
of the present invention; and

FIG. 10 is an outline of the format of a Novell NetWare
volume table.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The preferred embodiment of the present invention is a
backup software package for a file server running the Novell
NetWare operating system. NetWare has by far the largest
installed base of network file servers, and the market for
NetWare backup software is therefore quite substantial.
However, the general techniques described below can be
readily applied to other operating systems, such as Microsoft
Windows NT, IBM 0S/2, MS-DOS (or compatible operat-
ing system, hereafter referred to generically as DOS), etc.,
so the discussion here is not meant to limit to scope of the
present invention to any particular operating system or file
system.

1. NetWare File System

In the preferred embodiment, the file server has one or
more physical disks attached, as well as a tape drive. As
shown in FIG. 1 (where the layout of a typical NetWare disk
drive is shown in a diagram), in a NetWare system, each
physical disk contains a physical partition table 100, typi-
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cally placed on the first sector(s) of the disk. This table
identifies the physical partitions located on each disk,
including the starting point, size, and partition type (e.g.,
DOS, NetWare, etc.). In a NetWare server, the system first
boots from a DOS diskette or a DOS bootable partition 101
on the hard disk. After DOS has booted, the NetWare server
code is loaded as a DOS application which takes over the
entire computer, effectively taking control away from DOS.
NetWare then loads its device drivers, including those
drivers which allow sector reading and writing of the disk
and tape drives, mounts any NetWare disk volumes found on
the NetWare partition(s) 102, and offers its file services on
the network.

NetWare currently allows only one physical NetWare disk
partition 102 per physical drive. This physical partition is
broken up into two logical regions. The first region 103
contains the “hotfix” sectors. These are sectors set aside to
map out bad sectors in the main data region and typically
constitute a small percentage (1-2%) of the overall physical
partition. The second region 105, which comprises the
remainder of the physical partition, is used for storing
volume data. Each time a write occurs to a NetWare disk, the
operating system performs a physical write-with-verify
operation to the disk. If the verify fails, the bad portion of the
disk is then mapped out by assigning a portion of the hotfix
area 103 to replace it at the logical level. Obviously, if
enough disk flaws develop over time, the pool of unused
sectors in the hotfix area could be exhausted, but presumably
Novell has enough experience in selecting the appropriate
amount to allocate to the hotfix area that such an occurrence
is extremely unlikely.

This technique of dynamically mapping out bad areas of
the disk costs a little in performance, since the verify pass
requires an extra rotation of the disk head, but it has several
notable advantages. First, it allows instant, reliable use of a
new NetWare partition without any extended burn-in periods
that attempt to map out present (and future) disk flaws, as
were required in older versions of NetWare. Second, it
significantly reduces the (already low) probability of failure
on subsequent reads, since the sectors are guaranteed to have
been read successfully from the disk at least once. Further,
the performance disadvantage mentioned above is mitigated
by the fact that most disk accesses are reads, so the overhead
from effectively slowing down write operations is not very
noticeable.

As shown in FIG. 1, the main volume region 105 of a
NetWare partition 102 may be split into multiple segments
106 (currently up to M=8 segments per NetWare partition).
A volume resides in one or more segments, and the mapping
between volumes and segments is established by a volume
table 104, which resides at the beginning of the main volume
region 105. There is one entry in the volume table 104 for
each segment 106 of the partition 102. To improve data
integrity, NetWare stores multiple copies of the volume table
104. Since there may be multiple physical drives in a system,
each with a NetWare partition containing multiple segments,
a NetWare volume can easily be spread across physical
drives. NetWare has utilities that allow an existing volume
to be extended onto other segments, so it is fairly easy (and
quite common) to add a new disk drive and grow an existing
volume onto the new drive, which has its own hotfix region.

The NetWare volume table format is not currently docu-
mented by Novell, although Novell has indicated that it will
be documented in the near future. The exact format of this
structure is outlined in FIG. 10 and was determined during
the development of the present invention by examining the
contents of the logical partitions, with ready help from
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Novell engineers. The definition is given as a C++ language
structure statement, with the double slash (/) indicating a
comment to the end of line. The definition starts at 300 for
the VOLUME_TABLE_ENTRY array (319). The volume
header is a single sector (512 bytes), which is an array of up
to 8 of these records, as shown at 319. Each record describes
one segment of one logical volume. The volume header is
placed at logical sector number 160 in the logical partition,
and it is replicated three more times for robustness at
32-sector intervals thereafter. The NameLen field 301 con-
tains the length of the Name string 302, which is the volume
name and must be unique across volumes. The Sync field
304 and the Flags field 308 are unused in the present
invention. The NumberOfSegments field 305 indicates how
many segments are contained in the volume. The Segment-
Position field 306 indicates which segment of the volume is
described by this entry; for example, a value of zero here
indicates the first segment of a given volume, the value one
indicates the second segment, etc. The StartingSector field
309 indicates which physical sector number in the partition
corresponds to the start of this segment. The SectorsInSeg-
ment field 310 contains the number of sectors in this
segment. The FirstBlockInSegment field 312 indicates the
first logical block number contained in this segment. The
remaining fields are all identical for each entry of segments
contained in a given volume. The BlockShiftFactor field 305
is the base 2 logarithm of the number of sectors per logical
block in the volume. The BlocksInVolume field 311 indi-
cates the total number of blocks in the volume. The FirstPri-
maryFATBlock 313 indicates which logical block in the
volume contains the first FAT block of the volume; the
FirstMirrorFATBlock field 314 indicates the start of the
mirror copy of the FAT. Similarly, the FirstPrimaryDirecto-
ryBlock field 315 indicates the start of the directory blocks
for the volume and the FirstMirrorDirectoryBlock 316 indi-
cates the start of the mirror copy of the directory blocks. All
of these fields can easily be used to identify the segments of
all volumes on the partition, as well as their FAT and
directory block chains.

At a logical level, NetWare views each volume as a linear
group of sectors. All the mapping of parts of volumes to
segments and the flaw mapping into the hotfix region 103 are
transparent at this level. The preferred embodiment per-
forms its sector reads and writes at this logical level, using
an internal NetWare call (LogicalPartitionIO).

At this logical level, a file allocation table (FAT), similar
in spirit to the well-known DOS FAT, is used to record which
logical blocks of the volume are currently in use. All space
in the volume is allocated in terms of blocks, which are
analogous to a DOS cluster. Ablock is a logically contiguous
set of M sectors, where M is always chosen to be a power
of two. Typical block sizes range from 8 sectors (4096 bytes)
to 128 sectors (65536 bytes). In contrast with DOS, where
the FAT is a table of fixed size stored at the beginning of the
volume, the NetWare FAT is itself spread throughout the
volume in blocks, which are linked together using FAT
entries. Each segment of the volume contains enough FAT
blocks to manage its own blocks, thus allowing for simple
extension of existing volumes to new segments. For data
integrity purposes, multiple copies of the FAT are stored.
The volume table entry for each segment contains pointers
to the first FAT block of that segment, but all FAT blocks of
the volume are logically linked together into a single chain
via FAT entries. Thus, space for the FAT is effectively
allocated as if the FAT itself were a file.

FIG. 2 shows a table of sample NetWare FAT entries.
Each FAT entry consists of eight bytes. The first four bytes
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indicate the sequence number 110 of the FAT entry, or the
block number within the file of the associated block.
Normally, these sequence numbers are
sequential (0,1,2, . . .) for sequential blocks in the FAT chain
of each file, but they may not be sequential if sparse files are
used, as illustrated at entry 114. The second four bytes,
which correspond most closely to the DOS FAT entry,
contain the block number 111 of the next FAT entry in this
file. A zero 112 in a FAT entry indicates that the associated
block is unallocated (i.e., available), while a value of all ones
(hex FFFFFFFF) 113 indicates the end of the FAT chain for
this file. [Note: In NetWare 4.x, sub-block allocation is also
used to minimize the unused (“slack™) space in the last block
of a file. This is indicated by setting the most significant bit
of the next block number without the entire entry being
FFFFFFFF; the remaining bits indicate where the final
partial block is stored. For our purposes, this fact is not
relevant other than to know that the upper bit of a next block
number being set indicates that the block in question is in
use and is the end of a FAT chain].

Directory entries for files and subdirectories are also
stored in blocks. Each directory entry contains the file name,
size, and other attributes, including pointers that indicate its
position in the volume directory tree. All directory blocks
are linked together using FAT entries as if the directory
blocks themselves were a file. The volume table entry for the
first segment of the volume contains the logical block
number of the first directory block of the volume.

Both the FAT and the directory entry blocks for the entire
volume can thus be identified by reading the volume table
entry for the first segment of the volume, then using the FAT
entries to follow the singly linked chains for each set of
blocks. When a volume is mounted, NetWare does just this.
It reads the entire FAT into memory, then reads in all the
directory blocks, performing checks on the integrity of the
volume structure. If a problem is found during the mount
process, NetWare informs the system administrator that a
repair utility (VREPAIR) should be run in order to enable
mounting the volume. The directory blocks are cached in
memory, but are not required to fit in memory all at once.

2. Backup

The backup software of the preferred embodiment runs as
a NetWare Loadable Module (NLM), with an accompanying
disk driver. Either from the NetWare console or from an
application running on a network workstation, the user
specifies when a backup is to occur, either by scheduling a
backup operation in advance or by manually invoking an
immediate backup. The NLM then backs up each physical
partition in turn to the tape (or to whatever backup medium
is used). In most instances, the disk contains a small DOS
(boot) partition followed by a NetWare partition. Physical
disk devices other than the boot drive usually contain only
a NetWare partition.

It is possible, although rare, that other types of disk
partitions (e.g., OS/2 HPFS, Window NTFS) exist on a
NetWare drive. The preferred embodiment will perform a
“dumb” (i.e., conventional) image backup of such partitions,
without using any knowledge of the native operating system
or file system associated with that partition, and with all the
concomitant problems of a traditional image backup. This
limitation in the preferred embodiment is accepted as a
conscious decision solely because such partitions are so rare
in the NetWare environment as to be of little commercial
interest, but clearly the techniques of the present invention
could be applied to these other partition types if desired.
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If a DOS FAT partition exists on the drive, it is backed up
using an image backup in the preferred embodiment. As
discussed in the next section, this approach greatly facili-
tates a complete restoration of both partitions of a failed disk
drive, which is otherwise a very painful and time-consuming
process on a NetWare system. In an alternate embodiment,
the DOS partition may be backed up on a file-by-file basis.

In the preferred embodiment, each NetWare volume is
backed up as a single logical image. The volume table is read
and interpreted to understand which segments correspond to
each volume, and the volume table is also saved at the
beginning of the tape to allow a restoration to an identical
physical segment/volume configuration if desired. However,
each volume image can also be independently restored to
any physical disk configuration with enough space to hold
the image. Because each volume is read via the internal
NetWare call (LogicalPartitionIO) that reads logical sectors,
the hotfix map is automatically and transparently used by
NetWare to present an image which is (normally) error-free
and independent of any physical flaws.

To minimize the time required for subsequently mounting
the backup image, the logical sector image of the volume is
not stored in linear sector order on the tape. Instead, as
shown in FIG. 3, all the logical sectors necessary for
NetWare to perform the mount are saved in a FAT/directory
header 122 at the beginning of the volume image on tape.
Control information 120 identifying these sectors, as well as
other information such as the time of the backup, is written
along with the header. The set of sectors saved in the
FAT/directory header 122 includes all the FAT blocks and
the directory blocks of the volume. These blocks are iden-
tified by reading the volume table entry for the first segment
of the volume, which contains pointers to the first FAT and
directory blocks of the volume, and the FAT chain is then
followed to identify all subsequent FAT and directory
blocks. Actually, NetWare stores a duplicate (“mirror”) copy
of both the FAT and directory blocks, but these mirror copies
are not included in the header, although they are backed up
as part of the main volume data. After this header, the
remaining logical sectors, comprising the file data 123, are
appended in a monotonically increasing sector order.

Note that, in the preferred embodiment, it is not the case
that all logical sectors are always included somewhere in the
backup image. For example, in order to minimize backup
time of partially full volumes, the preferred embodiment by
default excludes logical blocks (and thus the associated
logical sectors) which do not contain any file data, such as
124 in FIG. 3. The “empty” blocks are identified by scanning
the FAT to see which FAT entries are zero. The user may
override this operation to force all sectors to be included in
the backup if desired. Similarly, in the preferred
embodiment, the backup software will scan the directory
entries for deleted files, which are retained by NetWare on
a temporary basis. The data blocks, such as 125, associated
with those deleted files will be excluded from the backup
image to minimize backup time, unless the user overrides
this default behavior.

Because the blocks are not logically ordered on tape, a
block map table 121 is pre-computed using the FAT/
directory information and stored along with the header, with
one entry per logical block. Each entry 126 in this table
indicates which tape block in the backup image corresponds
to a given logical block. The table thus allows for instant
lookup of the position of each logical block on the tape at
restore time.

In an alternate embodiment, where the on-disk structure
for the file system is not known, the backup software can
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identify all the sectors required for mount (and save them in
the tape FAT/directory header 122) using the technique
shown in the block diagram of FIG. 4. First, the backup
process presents a “pseudo-volume” 139 to the operating
system 133 to be mounted read-only. Whenever a logical
sector read call 131 is issued by the file system 134, the “disk
driver” logic for the pseudo-volume 139 performs the read
by instead reading logical sectors from the actual logical
volume to be backed up 135. The pseudo-volume disk driver
139 maintains a log of which logical sectors are read during
the mount process. If the file system mount process auto-
matically reads all the directory and control structures for
the disk (as in NetWare), after the pseudo-volume mount is
completed this sector log identifies all the necessary sectors
to be included in the tape image header. Otherwise, the
backup application 138 will need to issue file system calls to
force all such areas of the disk to be accessed so that these
areas can be logged. For example, it may be necessary to
“walk” over the entire directory tree structure of the disk
using the normal findfirst/findnext file calls. Once the sector
logging is complete, the backup application 138 uses this log
to build the header 122 and proceeds to backup in a manner
basically identical to that of the preferred embodiment.
While this pseudo-volume approach does require a knowl-
edge of the operating system entry points for logical sector
reads 131, these entry points are normally well-documented
as part of the device driver interface specifications, so this
method requires much less effort than trying to understand
completely an undocumented on-disk format.

The preferred embodiment also includes a mechanism to
perform “incremental” image backups. A list of modified
(“dirty”) blocks is maintained by a separate NLM which
tracks block write calls. With this technique only the blocks
of the disk which have changed are read during an incre-
mental backup and stored on the tape. It is absolutely
imperative that this NLM be present at all times when the
volume is mounted, or some writes may be missed, totally
negating the integrity of all subsequent incremental backups
until a new full backup is performed.

As shown in FIG. 5, a complete block map table 151,
together with all directory and FAT blocks 152, whether they
have changed or not, are included in an incremental backup
image 150, so that mounting the tape image is still fast. Each
block map table entry points to the modified block in the
incremental backup 154 if that block has changed, else it
points to the original block 153 in the previous backup. To
keep track of the modified blocks, the NLM simply main-
tains a bitmap (one bit per block) indicating which blocks in
each volume have been written. For a 10 GB volume with
4 KB blocks, this amounts to only 320 Kbytes of bitmap,
which can easily be kept in memory. The bitmap file, which
is protected by a cyclic redundancy check (CRC) to verify
that its contents have not been corrupted, is read from the
DOS partition at startup (before any writes to the NetWare
volume can have occurred) and then immediately deleted. At
shutdown, after all the volume has been dismounted so that
no further writes can occur, a new bitmap file is written back
out to the DOS partition. Thus, if a power failure or some
other disorderly shutdown occurs, the absence of a valid
bitmap file indicates that the next backup must be a full
backup. Otherwise, the bitmap indicates exactly which
blocks have changed and therefore which blocks need to be
included in the incremental backup. Note that using this
incremental backup technique does not significantly affect
restore time, although there is a small performance degra-
dation on restore due to having what would otherwise be
contiguous parts of the image on discontiguous portions of
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the tape. It is therefore recommended that full backups be
performed regularly, perhaps on a weekly basis, to minimize
the small cumulative performance degradation on restore.

In an alternate embodiment of incremental image backup,
for each block stored on the tape, a checksum or CRC is also
stored in a table which is appended to the backup image.
Each checksum is large enough to provide a very high level
of confidence that blocks with matching checksums are
identical. For example, if each checksum consists of 128
bits, the probability of a false match for any given block is
approximately 107%; this actually gives much better reli-
ability than the underlying tape and disk storage media,
which typically have error rates on the order of 1072°,
Fortunately, on high end CPUs such as a 486 or Pentium,
such checksums can be computed much faster than data can
be read from disk, assuming that the backup process is
allowed to consume a significant fraction of the available
CPU bandwidth. The checksums are used as follows. On
backups subsequent to the original full backup, the check-
sums for each block are computed and compared to that of
the original backup image. If the two checksums match, it is
assumed that the two blocks match, so the new block is not
stored on tape, but a pointer to the old block is saved in the
block map table for this backup, which cannot be pre-
computed and is therefore appended to the tape image. If the
two checksums do not match, the new block is included in
the image backup. Note that this method does require that
the entire disk image be read and thus is slower than the
preferred embodiment. However, assuming that only a small
fraction of the blocks on the disk has changed, this technique
allows the incremental backup to proceed at speeds limited
only by the disk read time, which is considerably faster than
the tape write throughput which limits the speed of a full
backup. While it has some obvious disadvantages, this
embodiment is probably somewhat easier to implement than
the preferred embodiment because it only involves applica-
tion level code while the latter requires system-level resident
code.

During any backup, file system consistency and integrity
issues can arise if any files on the disk are modified. For
example, in conventional file-by-file backup, if a file is open
for write, the backup application typically skips that file and
adds its name to an exception list that can be perused by the
administrator. This situation alone is normally tolerable,
although there are often files that are nearly always kept
open (e.g., some database files) and therefore would never
be backed up, which would clearly make the backup useless
with respect to those files. An even more insidious situation
can arise when dealing with files whose contents are inter-
related, such as a database data file and its index file(s). If
some of the files are backed up and then all the files are
updated before the remaining files are backed up, the set of
files on the backup tape are at best inconsistent and at worst
dangerous to system integrity should they ever be restored
and used. There is no perfect solution to all these problems
other than to dismount the volume during backup, but only
after each application responds to a broadcast of the impend-
ing dismount by updating and closing all its files in a
consistent manner. However, such a solution is problematic
because there are in general no such broadcasts or protocols
used in NetWare, and because in many installations it is
unacceptable to dismount the volume since some applica-
tions are required to be on-line at all times. Note that merely
dismounting the volume without cooperation from applica-
tions is also an imperfect solution, because the applications
may need to write some data to close their files in a
consistent state.
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In the preferred embodiment, there are two different
user-selectable ways to handle this problem. Neither solu-
tion is perfect, but the combination of the two gives the user
flexibility comparable to that of conventional file-by-file
backup systems. The first option forces the volume being
backed up to be dismounted while the image backup takes
place. This approach has the potential disadvantages dis-
cussed above, but in some environments it provides a very
acceptable solution. The second and more novel option is to
“freeze” the volume during the image backup. In this case,
the volume is kept on-line at all times, but all writes to the
volume are temporarily suspended. Under NetWare 3.12,
this suspension is implemented at the logical sector i/o call
level (LogicalPartitionIO), which is already hooked by the
backup software to read logical sectors. In Netware 4.1, in
order to support Directory Services properly, the WriteFile
and ModifyDirectoryEntry calls also need to be suspended
in a similar fashion. Any application, including the operating
system itself, which attempts to write to the drive will have
its operation temporarily blocked, which does not hang the
system since NetWare is a multi-tasking operating system.
However, instead of suspending all writes to the volume
during the entire backup process, which could be quite
lengthy for large volumes, each write is suspended only until
the point at which the logical sector number being read for
backup exceeds the logical sector range of the requested
write. Using this approach, the backup image is guaranteed
to be identical to the disk image at the time when the backup
started, but the system can resume somewhat normal opera-
tion before the operation is complete. In an alternate
embodiment of this second approach, the driver maintains a
small separate cache which is filled with “original” copies of
blocks which are written during the backup. These original
copies are then written to tape instead of the modified
versions on disk, at which point the original block copy can
be discarded to free up space in the cache. As long as the
cache never fills up, no write operations will ever block, so
this alternate approach may significantly limit (or even
eliminate) the amount of time spent with blocked write calls
in many cases, although clearly this depends on the size of
the cache and the amount of write activity.

By monitoring system file status and file calls, the backup
software of the preferred embodiment also keeps a list of
files which were opened for write at the time the backup
began and those which are created or opened for write
during the backup. This list becomes the exception log,
similar to that of a conventional file-by-file backup, which
identifies those files whose contents on the backup may be
invalid or inconsistent. There are, however, two significant
differences between this exception log and that of a “con-
ventional” exception log. First, the bad news: the time
“window” during which a file will be added to the exception
log in the preferred embodiment is considerably longer than
in the conventional case, where the window for each file
consists only of the time required to back up that one file. In
other words, the exception log will tend to be somewhat
longer in the preferred embodiment, all other things being
equal. While this is a disadvantage of the present invention,
it is not a very significant one in most cases. Second, the
good news: the backup image of the preferred embodiment
contains at least a version (albeit possibly invalid) of the
contents of files on the exception list. In many instances, this
version is actually perfectly good, but it almost always
allows for partial recovery of the file contents which is often
quite welcome after a catastrophic failure. By contrast, in the
conventional case there is not even an inconsistent version
available.
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3. File-By-File Restore

Once a backup image has been written to tape, the
preferred embodiment provides two simple methods for the
user to recover individual files from tape without performing
a full image restore. Both mechanisms are based on mount-
ing the tape image as a NetWare volume, using a pseudo-
disk driver. This is accomplished as shown in the block
diagram of FIG. 6 and the flow charts of FIG. 7 and FIG. 8.

During pseudo-disk driver initialization at blocks 200 and
201 of FIG. 7, the entire tape header is read from the tape
drive 171 via the tape driver software 170 into memory and
entered into the cache 169. Since the header may be too large
to fit into the memory allocated for the cache 169, the cache
logic writes any excess data to a cache file on a NetWare
volume 165 via calls to the operating system 163 and
maintains data structures that can be used to locate the
appropriate cache blocks in the cache file. After block 201,
the logical read/write logic of FIG. 8 is enabled, as discussed
below. At block 202 of FIG. 7, the restore software creates
a (pseudo) internal NetWare drive 168 which is somewhat
larger (by 50% in the preferred embodiment) than the
original volume size. As shown in FIG. 6, the software
“disk” driver for this new drive is added to the system using
the NetWare AddDiskDevice call; the driver effectively
reads from the tape image to process logical read requests
161 from the file system, but the cache 169 is used for the
tape image header to minimize tape seek time. When a block
in the header is requested, in most cases it will be in cache
memory 169, but in the worst case an access to the cache file
on disk drive 166 is required, which is much faster than
accessing the same block on tape would be. In the preferred
embodiment, since a NetWare disk driver cannot make file
i/o calls directly, access to the cache file is achieved by
posting a request to a separate cooperative thread 172 which
does not operate at the driver level and thus can fulfill the
request. During its initialization, the driver also loads in the
block map table 121 from tape 171 and holds it in memory
so that the location of each block on the tape can be instantly
determined.

Logical sector reads and writes 161 are handled by the
pseudo-disk driver 168 as outlined in FIG. 8. Starting at
block 214, the disk driver continually polls at 210 and 215
for any pending read or write requests from the operating
system 164. When a read request is found, processing
continues at block 216. At this point, if the requested disk
blocks are in the cache, processing continues at block 217,
where the blocks are read directly from the cache 169, which
may result in an access to the disk volume 165 via the
cooperative thread 172. If the requested disk blocks are not
in the cache at 216, processing continues at block 218, where
the blocks are read from tape. After blocks 217 and 218,
processing continues back to the beginning at block 215.
When a write request is found at block 210, processing
continues to block 211, where a check is made for the
presence of the disk blocks in the cache. If the disk blocks
are already in the cache, processing continues at block 213.
If the disk blocks are not already in the cache, processing
continues to block 212, where any partial disk blocks of the
request are read from tape into the cache. Note that full disk
blocks to be written do not need to be fetched from tape into
the cache, since the entire disk block contents will be
overwritten in the cache anyway. From block 212, process-
ing continues to block 213, where the requested disk block
writes are posted to the cache. All of these cache operations
may result in blocks being read from or written to the disk
volume 165 via the cooperative thread 172. Such cache
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operations are well understood in the art, and there are
well-known caching strategies that may be employed with-
out affecting the scope of the invention. From block 213,
processing continues back to the beginning at block 215.

As shown in block 203 of FIG. 7, the driver next creates
a NetWare partition (using the MM__CreatePartition Net-
Ware call) large enough to hold a default hotfix size and the
volume size. Creation of this (pseudo) partition will result in
writes to initialize the hotfix and volume table areas of the
partition. These writes are also cached by the cache logic
169, and will effectively be discarded when the tape volume
is eventually dismounted. Once this partition is created, the
driver issues calls at 204 to create a NetWare volume
(writing the volume information using the LogicalParti-
tionlO call) with a size matching the size of the volume that
was backed up, which results in a new volume table entry
being written to the partition (and cached by the driver).
Finally, a command-line request is issued to NetWare to
mount the new volume at 205. At this point, the driver for
the “tape” volume 168 enters a loop 206 processing logical
sector i/o requests 161; since the driver knows the exact
location of each block (in the cache memory 169, in the
cache file on disk 167, or on the tape 171), it can easily
satisfy all read/write requests, as shown in FIG. 8. Only
reads/writes of file contents will result in accessing the tape
171 at blocks 218 and 212, since all the directory and FAT
information is in the cache (169 or 167). Note that, if the
header blocks were not consolidated in one contiguous
region at the beginning of the tape image, this mounting
process could require many minutes of tape seeking. Given
the way the header blocks are stored in the preferred
embodiment, only a single tape seek is required, to the
beginning of the tape image, so the additional overhead
beyond that required for mounting a similar disk volume is
usually measured in seconds (or tens of seconds) instead of
minutes.

Observe that, under NetWare, file read accesses to the
“tape” volume 168 often result in sector-level write
accesses. For example, NetWare maintains a last-accessed
date for each file which is updated (i.e., written) each time
a file is accessed. Similarly, under NetWare version 4, files
may be compressed, and read accesses may result in the file
contents being decompressed and written to disk. Thus, the
cache 169 and its associated logic allow for arbitrary write
access, since the cache can grow dynamically (limited by the
amount of free space on the disk volume 165). In the
preferred embodiment, the user is not given write access to
the volume 168, simply because of the possible confusion
caused by the transient nature of such writing, but in an
alternate embodiment this somewhat arbitrary restriction
can be removed to allow the user to modify the transient
image of the mounted volume 168.

Once the new volume 168 is mounted, the user may
access files on the “tape volume” using any of his normal file
tools, such as Windows file manager. Applications can even
be run from the tape volume just as if they resided on disk.
In practice, although retrieving files from the tape volume is
very slow compared to retrieval times from a disk volume,
the time required to restore only a few files or a single
subdirectory seems to be quite acceptable; i.e., comparable
to the restore time from a conventional file-by-file backup.
In fact, often the total restore time is less, because the user
can easily peruse the file/directory tree using his own tools
to decide which files to restore instead of using a “foreign”
restore tool.

However, in the worst case of a large set of files or a set
of files which is fragmented (i.e., spread all over the tape),
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the extra tape seeks can significantly degrade restore per-
formance. To handle this case, the preferred embodiment
offers an alternate method for restoring individual files
which, from the user’s perspective, operates identically to a
conventional restore from a file-by-file backup. Instead of
giving the user direct access to the mounted volume, a
dedicated restore application allows the user to select (“tag”)
the files he wishes to restore. This application then examines
the volume structure, looking at the FAT and directory
entries for the tagged files to determine an optimal ordering
for restore. In fact, simply by ordering the restore process at
the block level instead of the file level, the restore applica-
tion can guarantee that the entire tagged file set is restored
with no more than a single pass over the tape, which is as
good as the guarantee of any file-by-file system.

Thus, the present invention allows greater flexibility in
restoring individual files than a conventional file-by-file
approach, while at the same time offering comparable (or
better) restore performance.

4. Image Restore

As part of the backup process in the preferred
embodiment, a set of disaster-recover floppy disks can be
created which allow the user to boot DOS from floppy and
load enough of NetWare to access the original tape drivers
so that the disk partitions can be restored. This set of boot
floppies typically only needs to be built once, or at most
every time the NetWare device driver configuration is
changed. In the case of a catastrophic hardware failure, the
user invokes the restore procedure shown in the flow chart
of FIG. 9 by installing a new (unformatted) hard disk,
inserting the disaster-recovery floppies, allowing a full
restore of the entire disk configuration and contents as they
were at the time of the last backup. Using conventional
file-by-file backup, such a recovery process requires the user
first to re-install DOS, then to re-install NetWare, including
all the customizations and drivers which are particular to the
given server’s configuration, then finally to restore all the
files from tape. It is not uncommon for this such a procedure
to consume days of experimentation to re-configure the
system properly. By contrast, use of the disaster-recovery
floppies in the preferred embodiment reduces the time to
minutes or hours at most, depending on the backup image
size, without any manual intervention or configuring.

Normally, after rebooting from the disaster recovery dis-
kettes at block 220 of FIG. 9, the next step in restoring the
volume image from tape is to partition the disk into a DOS
and a NetWare partition, as shown in block 221. From block
221, processing continues to block 222, where the contents
of the DOS partition are restored. Since the on-disk structure
for a DOS FAT volume is entirely documented, the methods
described here for allowing mount of a volume tape image
could easily be applied to allow a file-by-file restore from the
image backup of the DOS partition. However, the DOS
partition on a NetWare system is typically quite small and
does not contain many files that are accessed directly by the
administrator, so in the preferred embodiment this function-
ality is not implemented. Also, because the DOS partition is
so small, usually no disk flaws are encountered during a
conventional image restore of the DOS partition, particu-
larly given that a replacement disk would almost certainly be
a modern disk drive in which initial flaw mapping can be
performed automatically and transparently. In the extremely
rare event that the flaw map on the new partition is incom-
patible with the original image backup and cannot be fixed
by internal drive flaw management, the DOS restore logic
would have to interpret the disk structure from the tape
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image to pull off the DOS files and restore them to the newly
formatted partition, avoiding the flaws. Those of ordinary
skill in the art will understand the steps necessary to imple-
ment this. However, because the probability of encountering
this potential problem is so small, as explained above, the
functionality to handle this worst-case eventuality is
unlikely to ever be necessary.

The alternate embodiment discussed in the above section
on backup, in which a file-by-file backup is performed on the
DOS partition, allows file-by-file restore if desired, as well
as the ability to resize the DOS partition on a new disk on
restore. Unlike the preferred embodiment, this alternate
embodiment would also require some software to format the
DOS partition logically before restoring all of the files.

Once the DOS partition is restored, in the preferred
embodiment the system is rebooted from the DOS partition
at block 223 to bring up the full NetWare environment that
existed at the time of the image backup. The restore software
calls NetWare (MM _ CreatePartition,
MM _ InitializePartitionTable) at block 224 to initialize the
NetWare partition(s) on the physical disk drive(s); this step
builds the hotfix area and an empty volume table. For each
volume selected by the user to be restored from the tape, the
restore software calls NetWare (using LogicalPartitionIO) at
225 to create a new (empty) volume of equal or greater size,
which may span multiple segments, depending on the disk
configuration and the user’s preferences. The logical sector
image of the original volume is then read from tape at 226
and written to the appropriate segment(s) via the internal
NetWare logical sector i/o call (LogicalPartitionIO). Once
all the sectors have been restored to the disk, the restore
software issues a NetWare command-line call at 227 to
mount the restored volume. At this point, the volume is
available for access. When all the requested volumes have
been restored, the restore software exits and the system is
back in its original state at the time of the backup.

In the preferred embodiment, this entire process, includ-
ing booting from floppy and restoring the DOS and Novell
volumes, is totally automatic, other than the fact that the user
must specify which volumes get restored and remove the
boot diskette to allow the final reboot to occur. The process
is so much simpler than a full system restore from a
conventional file-by-file backup that several interesting
applications of this type of restore become feasible. For
example, it is possible to restore the volumes to a separate
(“spare”) server computer just to peruse and use the backup
data without affecting the original server. Similarly, this
technique can be used to transfer the file contents of an
existing server to a new server, presumably with higher
performance and capacity, which is to replace the existing
server. As another example, an image backup tape would
allow a vendor or technician to install a new server con-
taining a pre-configured set of network applications at a
customer site. Today such an operation usually involves the
painful procedure of partitioning the disk, installing DOS,
installing NetWare, then installing the applications, and this
process must be repeated for each new customer. Using the
present invention, the vendor could perform the installation
once at his headquarters, then have a technician simply
perform the image restore at each customer site, resulting in
a considerable savings in time and money.

In the case where only the NetWare partition(s) need to be
restored (but not the DOS partition), the basic flowchart of
FIG. 9 is used, but blocks 220, 222, 223, and part of 221
(creating the DOS partition) are skipped. This case occurs
for example when the contents of the NetWare partition are
lost or deleted through user error or a system crash, but the
DOS partition is not corrupted.
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The invention has been described in an exemplary and
preferred embodiment, but is not limited thereto. Those
skilled in the art will recognize that a number of additional
modifications and improvements can be made to the inven-
tion without departure from the essential spirit and scope.
The scope of the invention should only be limited by the
appended set of claims.

We claim:

1. A method for backing up data in a computer system
from a primary storage means to a backup storage means on
a sector-by-sector basis and restoring data in a computer
system from said backup storage means to a restore storage
means on a sector-by-sector basis, said method comprising
the steps of:

reading a set of logically contiguous sectors from the

primary storage means using a software call of the
operating system that provides access to the files stored
on said primary storage means, said call of said oper-
ating system performing any physical level remapping
necessary to avoid previously detected physical flaws
on said primary storage means,

writing said set of logically contiguous sectors to said

backup storage means,

creating a partition on said restore storage means of a size

at least as large as the size of said primary storage
means,

reading a set of logically contiguous sectors from a

location on said backup storage means,

writing said set of logically contiguous sectors to said

partition of said restore storage means using a software
call to the operating system that provides access to the
files stored on said partition of said restore storage
means, said call of said operating system performing
any physical level remapping necessary to detect and
avoid physical flaws on said restore storage means.

2. The method of claim 1, further including the steps of

writing on said backup storage means a sector directory

table containing information sufficient to indicate the
size of said primary storage means and the location of
each logical sector written to said backup storage
means,

reading said sector directory table from said backup

storage means,

using said sector directory table to determine the sector

numbers and locations of said logically contiguous
blocks to be read.

3. The method of claim 2 wherein said primary storage
means consists one or more disk drive partition(s) in said
computer system, and wherein said operating system call to
read said logically contiguous sectors performs the mapping
necessary to locate said logically contiguous sectors on said
disk drive partition(s).

4. The method of claim 2 wherein said partition created on
said restore storage means is larger than the size of said
original primary storage means.

5. The method of claim 2 wherein said partition created on
said restore storage means spans multiple physical disk
drives.

6. The method of claim 2 wherein unused sectors that do
not contain file data are not read from said primary storage
means and are not stored on said backup storage means, and
wherein the absence of said unused sectors on the backup
storage means is indicated in said sector directory table.

7. The method of any of claims 1-6 wherein deleted
sectors that contain data from deleted files are not read from
said primary storage means and are not stored on said
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backup storage means, and wherein the absence of said
deleted sectors on the backup storage means is indicated in
said sector directory table.

8. The method of any of claims 1-6 wherein an open file
log is maintained of all files which are opened for write
while the backup method is in process.

9. The method of claim 8 wherein said open file log is
written to said backup storage means.

10. The method of any of claims 1-6 wherein said
operating system allows multi-tasking, further including the
step of:

temporarily suspending execution of any tasks that

attempt to write a set of sectors to said primary storage
means until said set of sectors has been read from said
primary storage means by the backup task in prepara-
tion for writing said sectors to said backup storage
means.

11. The method of claim 10, further including the steps of:

maintaining a cache of sectors read from said primary

storage means to be written to said backup storage
means,

detecting an attempted write by a task to a set of sectors

of said primary storage means which has not yet been
backed up,

operative when said sector cache is full, temporarily

suspending executing of said task,

operative when said sector cache is not full, reading said

set of sectors and adding said set of sectors to said
sector cache and then allowing said task to continue
execution without suspension,

checking said sector cache for the presence of any portion

of said set of logically contiguous sectors to be read
from said primary storage means,

operative when no such portion is found in said sector

cache, reading said set of logically contiguous sectors
from said primary storage means,

operative when such portion is found in said sector cache,

reading said portion(s) of said set of logically contigu-
ous sectors from said sector cache, and reading remain-
ing portions not found in said sector cache from said
primary storage means,

whereby no said tasks attempting to write to said primary

storage means will be suspended unless said sector
cache is full.

12. The method of claim 11 wherein said portions of said
set of logically contiguous set of sectors found in said sector
cache are removed from said sector cache after said portions
are read from said sector cache, whereby portions of said
sector cache may be re-used in order to minimize the number
of times that tasks are suspended.

13. The method of any of claims 1-6 wherein only sectors
that have changed since the last backup are written to the
backup storage means.

14. The method of claim 13 wherein detection of changed
sectors further includes the following steps:

computing a checksum (or similar type of function) on

groups of sectors read from said primary storage
means,

comparing said checksum with the corresponding check-

sum stored from the previous backup,

operative when the two checksums do not match,

writing said group of sectors to said backup storage
means,
writing said checksum to said backup storage means,
operative when the two checksums do match,
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setting the entry (or entries) in said sector directory
table corresponding to said group of sectors to point
to the corresponding group of sectors from said
previous backup.
15. The method of claim 13 wherein detection of changed
sectors further includes the following steps:

activating monitor software to detect all writes to said
primary storage means,

maintaining a dirty sector table indicating which groups
of sectors on said primary storage means have been
modified,

using said dirty sector table to determine which groups of

sectors have been changed,

operative when said dirty sector table indicates that said

group of sectors to be backed up has been modified,
writing said group of sectors to said backup storage
means,

operative when said dirty sector table indicates that said

group of sectors to be backed up has not been modified,

setting the entry in said sector directory table corre-
sponding to said group of sectors to point to the
corresponding group of sectors from said previous
backup,

saving said dirty sector table to an auxiliary storage means

when said monitor software is deactivated at system
shutdown.

16. The method of claim 15 wherein said auxiliary storage
means is the same as said primary storage means.

17. The method of any of claims 15 further including the
following steps:

operative when said monitor software is deactivated,

computing a checksum on the contents of said dirty sector

table,

saving said checksum on said auxiliary storage means,

operative when said monitor software is activated,

performing a validity check on said contents of said dirty
sector table using said checksum,

invalidating said checksum on said auxiliary storage

means.

18. The method of claim 17 further including the steps of:

operative when said monitor software is deactivated,

saving an indicator of the time of said deactivation on said
auxiliary storage means,

operative when said monitor software is activated,

verifying that the operating system has not been active to

allow writes to said primary storage means since the
last time a valid dirty sector table was written to said
auxiliary storage means,

operative when said verification fails, invalidating the

contents of said dirty sector table.

19. The method of any of claims 18 wherein the failure of
any checks on the validity of the contents of said dirty sector
table results in all sectors being marked as having been
modified, whereby a complete backup is performed.

20. The method of any of claims 1-6, further including the
steps of:

creating a removable disk which contains all files neces-

sary to boot said computer system into said operating
system, including software drivers that allow access to
said primary storage means and said backup storage
means,

booting said computer system using said removable disk.

21. A method for backing up data in a computer system
from a primary storage means to a backup storage means on
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a sector-by-sector basis and for providing file-by-file access
to said data on said backup storage means, said method
comprising the steps of:

reading a set of logically contiguous sectors from the
primary storage means using a software call of the
operating system that provides access to the files stored
on said primary storage means, said call of said oper-
ating system performing any physical level remapping
necessary to avoid previously detected physical flaws
on said primary storage means,

writing said set of logically contiguous sectors to said

backup storage means,

identifying a control set of logical sectors of said primary

storage means, said control set including sectors
required to mount said primary storage means for file
access by said operating system or to traverse the
directory structure of the files on said primary storage
means,

re-ordering the sequence of writing said sets of logically

contiguous sectors on said backup storage means in
order to group sectors of said control set in closer
physical proximity to one another on said backup
storage means than would occur if said sequence were
ordered strictly by logical sector number,

caching said control set of logical sectors from said

backup storage means to allow fast random access to
said control set,

creating a virtual disk partition of said operating system,

servicing logical sector read requests on said virtual disk

partition,
operative when a sector of said read request is part of said
control set, reading said sector from said control cache,

operative when a sector of said read request is not part of
said control set, reading said sector from said backup
storage means,

mounting said virtual disk partition as a disk volume of

said operating system,
whereby files on said disk volume may be accessed using
normal operating system calls and utilities.

22. The method of claim 21, further including the steps of:

writing on said backup storage means a sector directory

table containing information sufficient to indicate the
size of said primary storage means and the location of
each logical sector written to said backup storage
means,

reading said sector directory table from said backup

storage means,

using said sector directory table to determine the locations

of said sectors when servicing logical sector read
requests.

23. The method of claim 22 wherein said primary storage
means consists one or more disk drive partition(s) in said
computer system, and wherein said operating system call to
read said logically contiguous sectors performs the mapping
necessary to locate said logically contiguous sectors on said
disk drive partition(s).

24. The method of claim 22 wherein unused sectors that
do not contain file data are not read from said primary
storage means and are not stored on said backup storage
means, and wherein the absence of said unused sectors on
the backup storage means is indicated in said sector direc-
tory table.

25. The method of claim 24 wherein deleted sectors that
contain data from deleted files are not read from said
primary storage means and are not stored on said backup
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storage means, and wherein the absence of said deleted
sectors on the backup storage means is indicated in said
sector directory table.

26. The method of claim 21 wherein an open file log is
maintained of all files which are opened for write while the
backup method is in process.

27. The method of any of claims 21-26 wherein said open
file log is written to said backup storage means.

28. The method of any of claims 21-26 wherein said
operating system allows multi-tasking and further including
the step of:

temporarily suspending execution of any tasks that

attempt to write a set of sectors to said primary storage
means until said set of sectors has been read from said
primary storage means by the backup task in prepara-
tion for writing said sectors to said backup storage
means.

29. The method of claim 28, further including the steps of:

maintaining a cache of sectors read from said primary

storage means to be written to said backup storage
means,

detecting an attempted write by a task to a set of sectors

of said primary storage means which has not yet been
backed up,

operative when said sector cache is full, temporarily

suspending executing of said task,

operative when said sector cache is not full, reading said

set of sectors and adding said set of sectors to said
sector cache and then allowing said task to continue
execution without suspension,

checking said sector cache for the presence of any portion

of said set of logically contiguous sectors to be read
from said primary storage means,

operative when no such portion is found in said sector

cache, reading said set of logically contiguous sectors
from said primary storage means,

operative when such portion is found in said sector cache,

reading said portion(s) of said set of logically contigu-
ous sectors from said sector cache, and reading remain-
ing portions not found in said sector cache from said
primary storage means,

whereby no said tasks attempting to write to said primary

storage means will be suspended unless said sector
cache is full.

30. The method of claim 29 wherein said portions of said
set of logically contiguous set of sectors found in said sector
cache are removed from said sector cache after said portions
are read from said sector cache, whereby portions of said
sector cache may be re-used in order to minimize the number
of times that tasks are suspended.

31. The method of any of claims 21-26 wherein only
sectors that have changed since the last backup are written
to the backup storage means.

32. The method of claim 31 wherein detection of changed
sectors further includes the following steps:

computing a checksum (or similar type of function) on

groups of sectors read from said primary storage
means,

comparing said checksum with the corresponding check-

sum stored from the previous backup,

operative when the two checksums do not match,

writing said group of sectors to said backup storage
means,
writing said checksum to said backup storage means,
operative when the two checksums do match,
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setting the entry (or entries) in said sector directory
table corresponding to said group of sectors to point
to the corresponding group of sectors from said
previous backup.
33. The method of claim 31 wherein detection of changed
sectors further includes the following steps:
activating monitor software to detect all writes to said
primary storage means,
maintaining a dirty sector table indicating which groups
of sectors on said primary storage means have been
modified,
using said dirty sector table to determine which groups of
sectors have been changed,
operative when said dirty sector table indicates that said
group of sectors to be backed up has been modified,
writing said group of sectors to said backup storage
means,
operative when said dirty sector table indicates that said
group of sectors to be backed up has not been modified,
setting the entry in said sector directory table corre-
sponding to said group of sectors to point to the
corresponding group of sectors from said previous
backup,
saving said dirty sector table to an auxiliary storage means
when said monitor software is deactivated at system
shutdown.
34. The method of claim 33 wherein said auxiliary storage
means is the same as said primary storage means.
35. The method of claim 33 further including the follow-
ing steps:
operative when said monitor software is deactivated,
computing a checksum on the contents of said dirty sector
table,
saving said checksum on said auxiliary storage means,
operative when said monitor software is activated,
performing a validity check on said contents of said dirty
sector table using said checksum,
invalidating said checksum on said auxiliary storage
means.
36. The method of claim 35 further including the steps of:
operative when said monitor software is deactivated,
saving an indicator of the time of said deactivation on said
auxiliary storage means,
operative when said monitor software is activated,
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verifying that the operating system has not been active to
allow writes to said primary storage means since the
last time a valid dirty sector table was written to said
auxiliary storage means,

operative when said verification fails, invalidating the

contents of said dirty sector table.

37. The method of claim 36 wherein the failure of any
checks on the validity of the contents of said dirty sector
table results in all sectors being marked as having been
modified, whereby a complete backup is performed.

38. The methods of claims 21-26 wherein said control set
is identified by using a knowledge of the file and allocation
format of said primary storage means under said operating
system.

39. The method of any of claims 21-26 wherein said
control set is identified without a complete knowledge of
said file and allocation format of said primary storage
means, using a pseudo-drive technique which includes the
following steps:

creating a temporary virtual disk partition of said oper-
ating system,

servicing logical sector read requests on said temporary
virtual disk partition by performing reads of the corre-
sponding sectors of said primary storage means,

monitoring the set of logical sectors that are read from
said temporary virtual disk partition and adding each
sector read to said control set,

mounting said temporary virtual disk partition as a tem-

porary disk volume of said operating system.

40. The method of claim 39, further including the step of
using operating system calls to traverse the entire directory
tree of said temporary disk volume.

41. The method of any of claims 21-26 wherein some
knowledge of said file and allocation format is used to
eliminate duplicate copies of structures in said primary
storage means from said control set, whereby the size of said
control set is minimized.

42. The method of any of claims 21-26 wherein writes to
said disk volume are allowed by caching said writes to a
temporary storage means.

43. The methods of claim 31 wherein said backup storage
means can also be used to perform a sector-by-sector restore
as in claim 1.
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