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What is claimed is: 

1. An automatic, real~time file management method comprising the steps of: 
detecting when an operating system is about to perfonn an operation on a file; 
suspending the operating system from performing the operation on the file; and 
determining and executing a predetermined function on the file based upon the operation 

to be performed on the file by the operating system and predefined management parameters. 

2. An automatic, real~time file management method comprising the steps of: 
detecting when an operating system is about to perform an operation on a fiie; 
suspending the operating system from performing the operation on the file; 
determining and executing a predetermined function on the file based upon the operation 

to be performed on the file by the operating system and predefined management parameters; and 
releasing the operating system to continue normal operations on the file. 

3. An automatic, real-time file back-up method comprising the steps of: 
detecting when an operating system is about to perform an operation on a file; 

lJg suspending the operating system from performing the operation on the file; and 
detennining and executing a predetermined function on the file based upon the operation 

to be perfonned on the file by the operating system and predefined back-up parameters . 

.::;:: 

, "" 4. An automatic, real-time file back-up method comprising the steps of: 
detecting when an operating system is about to perform an operation on a file; 
suspending the operating system from performing the operation on the file; 
determining and executing a predetennined function on the file based upon the operation 

to be performed on the file by the operating system and predefined back-up parameters; and 
releasing the operating system to continue normal operations on the file. 
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AccuSafe General Architecture. 
Notes: This is the current architecture, and is not intended to be the final product architecture necessarily. 

Planned future capabilities are shown in dashed lines . 

.....---••• .. ••••••n-•••t 

OS I 
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i i ! Feature l 
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AccuSafe.exe A4 AccuSafeMon. 
OCX 

SessMgr. vxd • 

A5 (C and Assembly) 
(Visual Basic) (C and C++) 

Accusafe 
Operational 
Database 
( Arc-11S:ifP mtlh) 
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Preface 
This document provides a detailed technical description of the current AccuSafe prototype. Further 
clarification and discussion 1s available from Steve Williams. 

Note that the sections marked "To be done" are general descriptions of the main efforts that need to be 
applied to these tasks. Addit10nal "TODO" indications within the related source code exist, and should be 
considered part of the necessary effort. Testing and debugging is also required at all levels of the software, 
and should also be considered part of the overall effort. 

The initial version of AccuSafe should be derived to the extent possible from the architecture and the 
foundation represented by the current prototype source code. Areas which must diverge from the prototype 
are described in the following. Additional divergence may be necessary as well. 

The current AccuSafe prototype, and therefore this docwnent, relates only to a version of AccuSafe that is 
believed compatible with the Windows 95 and Windows 98 operating systems. Additional effort must be 
expended to validate this design, and re-architect parts of it, for Windows 2000, Windows NT, Windows 
ME and MAC OS 9. 

The prototype code has been quickly pulled together in order to prove the feasibility of our technical ideas, 
and to create a mechanism where the software can be demonstrated/ operated in a very controlled fashion. 
Code implementation and design is incomplete, is defect ridden, and in no way represents the necessary 
attention-to-detail, correctness or fit-and-finish required in the final product. Error checking and response 
mechanisms are largely missing or are only cursorily implemented, inappropriate hardcode exists, 
algorithms were mcluded to facilitate development speed rather than fmal correcmess, etc. Please overlook 
the hacks that are obvious here. 

Large segments of code found in AccuSafeMon.ocx, as well as the bulk of sessmgr.vxd, fshook.vxd and 
i21helpl.vxd are from the O'Reilly & Associates book entitled Inside the Windows 95 File System. We 
have obtained O'Reilly permission to use their code without royalty or other infringement in our product. 
Further discussion and documentation of the O'Reilly code can be found in the above-mentioned text. 
Most AccuSafe modifications to the original O'Reilly code are noted via "srw" or "AccuSafe" indications 
in comment fields. 

Bold type is used to refer to other functional blocks or numbered block interconnections. 

This document, all ideas it embodies and all prototype code is the exclusive property of Integrity PC 
Innovations, Inc. It cannot be used for any purpose other than that which is specified in written 
contract materials between IPCI and the developer. This material is confidential to IPCI. 

IPCI Company Confidential 2 Printed: 09/21/00 9:43 AM 
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Part 1 - Description of functional blocks 
1.1 OS Notification 

~UmrnJlfl 
This block refers to a future capability to have part of the IntelliQueue process triggered by a file 
change notification from the operating system whenever a driver (fshook.vxd or i21helpl.vxd) 
places a file m the AccuSafe Buffer Area. 

To bf...Qone 
Presently, AccuSafe.exe detects that new files have been placed in the AccuSafe Buffer Area as a 
result of an internal timer event ( with an associated time interval registry entry) that initiates a 
process to examine the AccuSafe Buffer Area for new files. Most of this process doesn't need to 
change as a result of the implementation of the file change notification. 

The file change notification mechanism itself will need to be added to the initialization of 
AccuSafe.exe, and since the notification is cancelled each time a notification occurs, the 
notification will need to be re-enabled after each occurrence. Note too that since wc can miss 
notifications while prior notifications are being processed (this is ok since this isn't in the real­
time portion of the AccuSafe kernel), it will be necessary to retain the timer mechanism currently 
in place, but the timer should be fired at a much decreased frequency. 

Making this change would allow AccuSafe to be more quiescent during periods when no file 
changes were occurring, and would therefore decrease it's performance impact on the user's 
system. 

Estimated LOE 

Main Source Files Loqtion 
The Visual Basic project in \devel6\AccuSafe. 

1.2 Feature Plug-in(s) with respect to AccuSafe.cxe 

Summarv 

This is a future capability that relates to the desire to be able to add additional features to 
AccuSafc via a plug-in scheme. While we intend to be able to add additional features to the 
revision 1 code, we do not require a plug-in-friendly architecture for revision 1. 

To be; Done 
For release 1, there is no effort to be expended in this area. For a future release, a revised plug-in 
enabled overall AccuSafe product architecture will be required. 

Estimated LOE 
0-This is an effort for a future release. 

Main Source Files Location 
None 

1.3 Feature Plug-in(s) with respect to AccuSafeMon.ocx 

Summary 

IPCI Company Confidential 3 Printed: 09/21/00 9:43 AM 
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This is a future capability that relates to the d~sire to be able to add additional features to 
AccuSafe via a plug-in scheme. While we intend to be able to add additional features to the 
revision 1 code, we do not require a plug-in-friendly architecture for revision 1. 

To be Done 
For release 1, there is no effort to be expended in this area. For a future release, a revised plug-in 
enabled overall AccuSafe product architecture will be required. 

Estimated LOE 
0 - This is an effort for a future release. 

Main Source Files Location 
None 

1.4 AccuSafe.exe 

1.5 

Summary 

This block implements the IntelliQueue features of the AccuSafe product, and manages the system 
tray icon and its available right mouse click features. This block is responsible for instantiating 
AccuSafeMon.ocx in order to commence the file-change detection process, and the process that 
copies changed files from the User Disk Space to the AccuSafe Buffer Area(s). 

To be Done 

Estimated LOE 

Main Source Files Location 
The Visual Basic project in \devel6\AccuSafe 

AccuSafeMon.ocx 

Summary 

This block fonnulates the connection between the largely platform-independent AccuSafe.exe 
(IntelliQueue implementation) block, and the platform-specific mechanisms that implement 
AccuSafe's changed file detection and buffer algorithms (sessmgr.vxd, fshook.vxd and 
i21helpl.vxd primarily). Implemented as an ActiveX control, AccuSafeMon.ocx embodies the 
"AccuSafe Kernel" and allows the kernel to be "dropped into" other IPCI-generated applications, 
and the applications of other kernel licensees. In the future, the _AccuSafe Kernel itself may 
become an IPCI product which could be sold as a toolkit component separate from the present 
AccuSafe application. 

AccuSafeMon.ocx is responsible for starting sessmgr.vxd, which is responsible for starting, 
managing and stopping fshook.vxd and i2lhelp1.vxd. Note that sessmgr.vxd is a dynamically 
loaded device driver on Windows 9S and 98, and this dynamic load occurs in AccuSafeMon.ocx. 
Fshook.vxd and i21helpl.vxd are statically loaded device drivers, loaded at system boot-up time, 
but they are enabled and disabled, and managed by the sessmgr.vxd block, and as a result of 
various registry settings that inform sessmgr.vxd as to the desired fshook.vxd and i21helpl.vxd 
operation. 

AccuSafeMon.ocx presently implements 4 methods available to programs that instantiate 
AccuSafeMon.ocx. These methods relate to interconnection A4 on the block diagram. 

AccuSafeMonlnitialize 

IPCI Company Confidential 4 Printed: 09/21/00 9:43 AM 
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This method performs all the initial~ations required by the control, and performs all 
appropriate initializations of the MultiMon-derived O'Reilly code included in the control. 
This method must be called before any of the other methods are called. Currently, this 
method 1s called from by AccuSafe.exe in the Class_Initialize subroutine of the 
AccuSafeMonReceiver class module. This method is called when AccuSafe is initially 
started. 

AccuSafeMonStartTrace 
This method results in sessmgr.vxd being command to start all of the drivers that have 
been registered with it. In the case of this prototype code, the fshook.vxd and 
i21helpl.vxd drivers are the only drivers that are registered with sessmgr.vxd. 
Sessmgr.vxd understands which drivers are registered with it, as well~ information 
about how to start, stop and manage them, via the registry. This method starts the 
process of AccuSafe detecting and responding to file changes. This method is currently 
called by AccuSafe.exe in the Form_Load subroutine of the frmTask.Bar form. 

AccuSafeMonStopTrace 
This method results in sessmgr.vxd being command to stop all of the drivers that have 
been registered with it In the case of this prototype code, the fshook.vxd and 
i21helpl.vxd drivers are the only drivers that are registered with sessmgr.vxd. 
Sessmgr.vxd understands which drivers are registered with it, as well as information 
about how to start, stop and manage them, via the registry. This method stops the process 
of AccuSafe detecting and responding to file changes. This method is currently called by 
AccuSafe.exe m the Form_UnLoad subroutine of the frmTask.Bar form. 

AccuSafeMonShutdown 
This method results in sessmgr.vxd being command to cleanup and shutdown, as well as 
general cleanup and shutdown of the MultiMon-derived O'Reilly code. This method is 
called only when AccuSafe itself is being shutdown. This method is currently called by 
AccuSafe.exe in the Form_UnLoad subroutine of the frmTask.Bar form. 

AccuSafeMon.ocx is also a conduit for generating COM events based on the detecnon of file 
change events by the fshook.vxd and sessmgr.vxd drivers. The process by which this is 
accomplished is not implemented completely or correctly at present, and should be disabled in the 
revision 1 product since such events are not presently used by AccuSafe.exe. The future use of 
such events is now in question as well. From a prototype historical perspective, these events were 
generated by AccuSafeMon.ocx based on the activities of the fshook.vxd and sessmgr.vxd drivers 
in the hope that AccuSafe.exe could be triggered by these events to take care of all the file copies 
from the User Disk Space to the AccuSafe Buffer Area(s). This implementation however, could 
not allow the drivers to hold off the operating system while AccuSafe.exe performed the file 
transfer (AccuSafe.exe can't run while the OS is held off1), and as a result, the file transfers had to 
be performed by the drivers themselves. These comments relate to mterconnectlon A5 on the 
block diagram. 

To be Done 

Estimated LOE 

Main Source Files Location 
The Visual C++ pro_1ect in \devel6\AccuSafeMon. 
Note that this proJect incorporates much of the previously-mentioned O'Reilly & Associates 
source code for Multiivlon. This code is principally ''C" code, but has been wrapped by C++ 
functions where necessary. Much of the included Multuv:lon code is likely to be unnecessary, but 
has been included here "just in case we ever need if' and for the purposes of most quickly getting 
the prototype up-and-running. 
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1.6 sessmgr.vxd 

Summary 

To be Done 

Main Source Files Locat10n 

1.7 AccuSafe.mdb 

Summary 

To be Done 

EsLimated LOE 

Mai11 Source Files Location 

1.8 System Registry 

Summarv 

To be Done 

Estimated LOE 

Mam Source Files Location 

1.9 fshook.vxd 

Summary 
This virtual device driver is responsible for letting AccuSafe detect certain file change operations 
immediately after they are actually performed by the operating system. See the dashed-line 
enc1rcled areas in figures 2 and 3. 

To be Done 

Estimated LOE 

\fain Source Files Location 

Description 

You will note there to be only 4 files in this project: 

Accusafe.c 

AccuSafe specific functions that are used in the fshook and i21helpl device drivers. Note that 
a single instance ofthis c file (which resides in " .. \i21helpl) is #included within the fshook.c, 
i21helpl.c and i2lhelp2.c files. (Yuck! This should be redone so that these functions are all 
in a library that is properly connected into the fshook project). 

IPCI Company Confidential 6 Printed: 09/21/00 9:43 AM 



Page 68 of 296

Basically, these functions are responsible_ for conducting the AccuSafe-required file activities 
whenever a trapped os function is encountered. In fshook.c, you'll fmd calls to the major 
functions in AccuSafe.c for this purpose. AccuSafe.c also implements some prototype-level 
extension, directory, size and application filtering, but this should really all be done not by 
looking at registry entries, but by connecting to the ops db. 

Fshook.c 

In the FileHook() function, under the IFSFN_OPEN case, note that we simply record the file 
names and handles of open files. We do not perfonn any file copes to the buffer area at this 
time, since that has already been handled by the i21helpl.vxd driver (which can see an OPEN 
JUSt before it actually occurs). The list open file handles/names is maintained in fshook.vxd, 
so that when an IFSFN _ CLOSE call occurs, we can match it's file handle, to a name, and call 
the CopyToIQ() function to copy the ftle to the buffer area immediately after a close actually 
occurs. 

In the FileHook() function, under the IFSFN_RENAME case, we copy the file to the buffer 
area via the CopyToIQ() function. This is the destination file for the rename function. The 
source file was copied to the buffer area within the i21helpl.vxd. 

In the FileHook() function, under the IFSFN _DASDIO case, note that a flag is maintained 
within the file name/handle list mentioned earlier, indicating whether or not a write has 
occurred on the particular file. This is so that on a CLOSE, we can be intelligent about not 
copymg a file to the buffer area ifit wasn't written to. 

Also in the FileHook() function, under the IFSFN_DASDIO case, note that IFSFN_CLOSE 
functions are detected. and if the file was written, and the open file list (OFL) contains an 
entry for the handle available with IFSFN _ CLOSE. the file will be copied to the buffer area. 

The AcceptCall() function in fshook.c is where the driver checks to see if the call is one that 
we want to trap within AccuSafe. TI1is relates to the settings in fshook's ApiStates registry 
entry described elsewhere in this document. Note as well, that some AccuSafe-specific 
filtering is done here too, but that in general, the filtering should occur as a result of 
exannnmg the ops db. 

Makefile.mak 

The "C" style makefile. Note that the makefile refers to another larger makefile in the 
$(FSINC)\vxd.mak directory. As described in section "F" of this document, this refers to the 
vxd.mak file found in \devel6\AS-VxDs\fsdev\include. This makefile then refers to many 
other headers and libraries within the \98ddk structure, and the \devel6\AS-V xD structure. 

Vers1on.h 

Holds various defines that are used to set the version information for this vxd. 

l. IO Shared Source Code 

Summarv 

To be Done 

Estimated LOE 

Main Source Files Location 
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1.1 l AccuSafeShellExt.dll 

Summary 

To be Done 

Estimated LOE 

Main Source Files Location 

1.12 AccuSafe Buffer Area(s) Disk Space 

Summarv 

To be Done 

Estimated LOE 

Main Source Files Location 

1.13 AccuSafc Permanent Storage Area(s) Disk Space 

Summary 

To be Done 

Estimated LOE 

Main Source Files Location 

IPCI Company Confidential 8 Printed: 09/21/00 9:43 AM 



Page 70 of 296

1.14 i2lhelpl.vxd 

Summary 

To be Done 

Estimated LOE 

Mam Source Files Location 

Desciption 

This project has contains the accusafe.c, makefile.mak and version.h files described under 
.. \Fshook above. 

i2lhelp1.c 

In the FillABlk() function, under case 0x41, we detect a delete before it actually happens, and 
use the CopyToIQ() function to copy the file that is about to be deleted, to the buffer area. 
Also in the FilABlk() function, under case Ox71 and subcase 0x41, the same delete processing 
is performed. I don't recall what the circumstances are, for having delete processed in these 
two different places. 

In the FillABlk() function, under case 0x56, we detect a rename before it actually happens, 
and use the CopyToIQ() function to copy the file that is about to be renamed, lo the buffer 
area. The fshook.vxd driver will eventually copy the file after it is renamed, to the buffer 
area. Also in the FilABlk() function, under case 0x71 and subcase 0x56, the same rename 
processmg is performed. I don't recall what the circumstances are. for having rename 
processed in these two different places. 

In the F illABlk() function, under case 0x6c, we detect a open before it actually happens, and 
use the CopyToIQ() function to copy the file that is about to be opened, to the buffer area. 
Also in the FilABlk() function, under case 0x71 and subcase 0x6c, the same open processing 
is performed. I don't recall what the circumstances are, for having open processed in these 
two different places. 

User Disk Space 

Summary 

Tobe Done 

Estimated LOE 

Mam Source Files Location 

1.16 AccuSafeRestore.exe 

Summary 

Tobe Done 

Estimated LOJ;;; 

Main Source Files Location 
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1.17 AccuSafe Install Program 

Summary 

To be Done 

Estimated LOE 

Main Source Files Location 

1.18 Multimon.t:xe 

Discussion 

To be done 

Estimated LOE 

Main source files location 
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Part 2 - Description of interconnections 
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Part 3 - Development Environment 
This section describes the general directory structure of the CD ROM that accompanies this document. 

A. \deve)6\AccuSafe 

This is the location of the AccuSafe Visual Basic program. The primary function of this program, is to 
implement the IntelhQueuer. 

B. \devel6\AccuSafeMon 

This is the OCX that controls the operation of the device drivers. 

TODO description. 

C. \devel6\AccuSafeRestore 

This is the restore program. 

TODO description. 

D, \devel6\AccuSafeUnderConstruction 

This is the "under construction" program that is accessed when the user selects the "update" or 
"delete" functions from the drop down menu that appears when right-clicking a file name in Explorer 
or in other standard windows file dialogs. 

E. \devel6\AS-VxDs 

This is the area where all of the AccuSafe-specific device driver code is located . 

.. \bin 

Various files required for building the O'Reilly vxds. I don't believe I've changed any of this . 

.. \Fsdev 

Various files required for building the O'Reilly vxds. I don't believ~ I've changed any of this . 

.. \Fshook 

This is the "fshook. vxd" AccuSafe device driver project. This is a "C" pro1ect, with a makefile that is 
run from within the VC+-r environment during build. The makefile should be converted into a 
normally structured VC++ project, but one that generates C code . 

.. \121helpl 

This is the "i2 lhelp 1. vxd" AccuSafe device driver project. This is a "C" project, with a makefile that 
is run from within the VC++ environment during build. The makefile should be converted into a 
normally structured VC++ project, but one that generates C code. 
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.. \I21help2 

This is the "i21hclp2.vxd" AccuSafe device driver project. This is a "C" project, with a makefile that 
is run from within the vc-,-.+ environment during build. The makefile should be converted into a 
normally structured VC+-r project, but one that generates C code. 

This driver is not used at present . 

.. \Multimon 

This is the slightly tweaked version of O'Reilly's original MultiMon application. This has been 
adjusted only to commumcate with vxd-related registry entries of the form "AccuSafe_" instead of the 
original ·'Mult1Mon _ xxxx''. Building this cxe should leave the result in the \deveJ61AccuSafe 
directorv. 

,,\Sessmgr 

T0D0 

F. \98ddk 

This is the standard Windows 98 device driver kit. Note I.hat separate device driver kits exist for NT, 
2000, etc. Refer to windows documentation for information regarding the contents of this area. 
AccuSafe makes use of header, include and library files from here, and the build process associated 
with the AccuSafe VXDs also uses various executables from here. 

Note that ustr rnvnonment settmgs are necessary to make this work. The associated settings on my 
laptop are as shown below· 

AutoExcc.Bat Entries 

REM AccuSafe-relatcd, Windows 98 DDK environment variables 
REM Short path names are required where sho~11 below. These shmt path names 
REM may differ from computer to computer. 

SET PATH=%PATH'%:C:\98DDK\BIN;C:\Progra~l\rnks\bin 
SET PATH~%PATII%;c:\Progra~ 1 \Micros~4\vc98\Bin 
SET PATff=%PATH%;C:\PROGRA~ 1 \MICROS~4\COMMON\MSDEV98\BIN 

SET FSINC=c: 1devel6\AS-VxDs\fsdev\include 
SET FSLIB=c:\devel6\A.S-Vx.Ds\fsdev\lib 
SET FSBIN=c:1devel6\AS-VxDs\bin 
SET DDKI'.'!C=c:\98ddk\inc\ Win98 
SET DDKLIB c:\98ddk\lib\Win98;c:\98ddk\lib\i386\free 
SET DDKBI:'J=c:\98ddk\hin;c:\98ddk\bin\win98 
SET 
V C3 2INC=c: \Progra~ 1 \Micros~4\vc98\Include;c: \Progra~ l \M 1cros~4 \ vc98\MFC\Include;c: \Pro gr 
a~ 1 \M1cros~4\vc98\lnclude\Sys 
SET VC32B IN=c:\Progra~ 1 \Micros-4\vc98\Bin;c:\Progra~ l \M1cros~4 \common \MSDev98\Bin 
SET V C32LIB=c: \98ddk\lib\i386\free;c:\Progra~ 1 \Micros~4\vc98\Lib 
SET MONH=c:1devel6\AS-VxDs\multimon\common 
SET MONLIB=c: \devel6\AS-VxDs\multimon\monlib 
SET SD Kl 6BIN=c:\98ddk\bin\win98\binl 6 

G. \Distrib\AccuSafe Prototype A.01.200 
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H. \My lnstallations\AccuSaf e 

This is the InstallShield 5.5 (I believe that's the proper version) AccuSafe installation program. The 
only thing knovm for sure here, is that there are too many system-level components being installed. I 
had trouble getting the installed file set correct at the last minute before an out-of-town AccuSafe 
meeting, so simply included "the world" in the installation set. There is much being installed that is 
not necessary for AccuSafe. 

Note too that we 're having trouble presently with installations on some Windows 98 machines ... some 
machines are fine, some are problematic in that AccuSafeMon.ocx fails to register during install, and 
cannot be manually registered either. This would tend to indicate that something is ~ fact missing 
from the install. but the fact that the software can be installed on some clean Windows 98 machines, 
and not on others. 1s confusing. 

The install program gets all of its files from the \distrib\AccuSaf e\Files directory structure, and emits 
its results into the \distrib\AccuSafe\Media directory structure. After a successful install build, the 
contents of the AccuSafe CD can be found in \distrib\AccuSafe\Media\Disk lmages\Diskl. 
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Part 4 - System Registry Utilization 

The following registry entries are presently utilized. Many/all of these should be moved to the ops db. 
Note conunents in italics. Note that the install program sets many of these items at present. 

Check the install program for the latest information on which registry items are installed. 

[HKEY_CURRENT_USER\Software\VB and VBA ProgramSettings\AccuSafe] 
In the final product. any registlJ' settings should appear under an AccuSafe key, not under "VB and VBA 
Program Settings " as is the case here. Note too, we must be careful to deal with the registry in the proper 
fashion for NT installations f admm vs. user, etc.) 

[HKEY_CURRENT_USER\Software\VB and VBA Program Settings\AccuSafe\Settings] 
"RejectDirectory0"="C: \ \Program Files\ \AccuSafe\ \" 
"RejectDirectory 1 "="C: \ \Program Files\ \AccuSafe\ \AccuSaf eBuffer" 
"RejectDirectory2"="C: \\Recycled\\" 
"RejectDirectory3 "="C:\ \ WINDOWS\\" 
These entries are tempormy ones, so that the VXDs have some way to reject files from certain directories, 
from what is actually dealt with automatically. The VXDs should ideally connect to the ops db for this 
information, since we want to allow much finer control over the things that should be included and 
excluded from the automatic capture mechanisms. 

"DriverLogging"="" 

"ComputerID"="srwnb" 
The computer ID cou/dn 'r be read using the normal AP/function. or at feast I couldn't make it work, so the 
compute,· ID 1s hardcoded here. This shouldn't be the case in the final software. 

"DefaultMax Vers1onsStrmg"=" IO" 
A string version for the maximum number of revisions of a file. Right now, this is global, and applies to all 
files. In the final software, this information must be at a much more granular level. and must reside in the 
ops db. 

"SplashScreenMode"="normal" 
A simple mechanism to let the splash screen stay up as it would for a normal use,~ or to immediately vanish 
if we 're doing lots of compile/test cycles. In the splash screen form of the AccuSafe VB application, you 'JI 
find the value for this that allows the splash screen to be in "quick" mode. 

"UserlD"="swilliams" . 
Similar to the computer name issue above, this is the hardcoded user name. It should come from the OS, 
not a registry or ops db entry. I couldn 't get the normal APT function to operate properly. 

"BufferPath"="C: \ \Program Files, \AccuSafe\ \AccuSafeBuffer\ \srwnb\ \swilliams" 
The full path to the AccuSaje buffer. This is old ... the computer name and user name are not part of the 
path used for the buffer area any longer. 

"LogFile"="C:\\Program Files\\AccuSafe\\AccuSafe.log" 
The location of the AccuSafe log file. The population of the log file is not paiticular nice looking, nor 
comprehensive at this time. 

"DefaultCompressionMode"="none" 
We really don 't have any compression yet, so this is just a placeholder for the default compression mode 
that will be applied if the ops db doesn't specify otherwise. 
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"Dev1cePath"="d:\\accusafe" 
The path to the accusafe device. Note that the ops db should contain this information, and should allow for 
different targei devices for dUferent files, extensions, directories, etc. 

"BufferBascPath"="C:\'Program Files\\AccuSafe\\AccuSafeBuffer\\" 
This is the path to the accusafe buffer area. 

"UserType"="" 
This isn't presentlv used, bur the intent was to provide for several ··sophistication levels" of users. and thus 
control the presentatzon of opnons a11djargon appropriately. 

"Comn1onfileProcessmg"=•"otr' 
AccuSafe contains a l'CIJ·' rudimentmy mechanism for eliminating the redundant storage of files that are 
common amongst several users This rums that capability on and off. But, the current mechamsm is not 
sufficient for a robust implementation, and we 'fl likely wait for a subsequent release in order to implement 
the elimination of common .files. 

"DefaultMax Versions ""'dword:OOOOOOOa 
Tiu~· is a numeric version of the number of file revisions to be retained. I don 't recall why we have a 
numeric version and a string version. 

"AccuSafeMonLogDir"="C:\\Prngram Files\\AccuSafe" 
The location of the log file for rhe OC)(. 

''UserName"="Steve Williams" 
User regis1ration name. 

"LogDir"="C: \\Program Files, A.ccuSafe'' 
The directory where the log file is located. 

''BufforCheckFn:quem:y"="2000" 
The number of msec between checks of the AccuSafe buffer area. 

"DefaultVirusScanningMode""""none" 
Placeholder/or retazning the default setting of the AccuS~fe internal vin,s scanning mechanism. Note that 
no such mechanism currentl_v exists, and we 're not planning for such capability in version !. Additionally, 
all such settings should be rerazned in the ops db. 

"SplashLogoFile"="C:\\Program files\\AccuSafe\\fomega-splash.bmp" 
This is the splash screen to be used This value allows for easier rebranding for demos and for the final 
product. 

"InstallDir" ="C: \\Program Files \\AccuSafe" 
This installation directory/or AccuSafe. 

"ExtensionList"="* .doc: *.xis:"'. wn:*.txt;*.ppt; " 
In lieu of having a connection ro the ops db, the VXDs look here to determine whether a file should, or 
should not, be part of the automutic backup mechanism. See also the criteria for rejected directories, and 
the criteria for maximum file srze. 

"DeviceMediaConnectivityMessagelnterval "=" 10000" 
This doesn 't work proper(v at present. but is supposed to be the number of msec between notifications to 
the user that the AccuSafe device, or it's media, cannot be written to (not found, no space, write only, etc.) 

"MaximumFileSize"=dword:005b8d80 
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This is a temporary filter for the VXDs, so that huge fi{es won't be copied during AccuSafe operation. This 
is here primarily to solve a potential prototype problem where huge files are accessed, and our prototype 
can 't handle them properly, or can't do so with any decent pe,formance. 

"AboutBoxSupportLink"="http://www.iomega.com11 

The URL that appears in the about box. Having this adjustable without recompilation assists in quicker 
rebrandingfor demos and for the final product. 

"TempDirForRestore"="C:\\Program Files\\AccuSafe\\Temp\\Restore" 
The location of the temporary directory used by the restore operation. 

"DefaultEncryptionMode"="none" 
Placeholder for the default encryption mode to be used. As with the other similar placeholders, this should 
be retained in the ops db ·Note that no encryption is planned for the first edition of this product. 

"CompanyName"="SM&A Corporation" 
Registered users company name. 

[HKEY _CURRENT_ USER\Software\ VB and VBA Program Settings\AccuSafe\WebSupport\0] 
"Name"="Iomega Home Page" 
"URL"="http://www.iomega.com" 
Populates the AccuSafe icon l'ight mouse click support menu items. 

[HKEY _CURRENT_ USER\Software\ VB and VBA Program Settings\AccuSafe\ WebSupport\l] 
''Name"="Iomega Support" 
"URL"="http://www.iomega.com/support/index.html" 
Populates the AccuSaje icon right mouse click support menu items. 

[HKEY _CURRENT_ USER \Software\ VB and VBA Program Settmgs\AccuSafe\ WebSupport\2) 
"URL"="http://www.iomegadirect.com" 
"Name"="IomegaD1rect" 
Populates the AccuSafe icon right mouse click support menu items. 

[HK.EY _CLASSES_ ROOT\ *\shell] 
@="restore,update.de1ete" 
Adds AccuSafe-related items to the drop down menu when right clicking on a file name within Explorer, or 
in other standard Windows dialogs. 

(HKEY _CLASSES_ ROOT\ *\shell\restore J 
@="&Restore from AccuSafe" 
Text to appear in the drop down menu when right clicking on a file name within Explorer, or in other 
standard Windows dialogs. 

[HKEY _CLASSES_ ROOT\*\shell\restore\command] 
@-''C:\\Program Files\\AccuSafe\\AccuSafeRestore.exe %1" 
Command to be executed when clicking restore from the down menu after right clicking on a file name 
within Explorer, or m other standard Windows dialogs. Note that we shouldn 't do restore this way, but 
should in/act use a Context Menu (like WinZip does-below). The way this is currently implemented, 
there will be one call to AccuSafeRestorefor each file name (or directory name- which isn't currently 
supported) included in a multi-select situation. 

[HKEY _ CLASSES _ROOT1 *\shell\update] 
@="&Update on AccuSafe" 
Text to appear in the drop down menu when right clicking on a file name within Explorer, or in other 
standard Windows dialogs. 
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[HKEY _CLASSES_ ROOT\ *\shell\update\command] _ 
@="C:\\Prograrn Files\\AccuSafe\\AccuSafeUnderConstruction.exe %1" 
This function isn't implemented in the prototype, so we go off to the AccuSafeUnderCcnstruction 
application whenever this right mouse menu item is selected. 

[HKEY _ CLASSES _ROOT\ *\shell\delete] 
@="&Delete from AccuSafe" 
Text ro appear in the drop down menu when right clicking on a file name within Explorer. or in other 
standard Windows dialogs. 

[HKEY _ CLASSES_ROOT\*\shell\delete\commandJ 
@="C:\\Program Files\\AccuSafe\\AccuSafeUnderConstruction.exe %1" . 
This function isn 't implememed in the prototype, so we go off to the AccuSafeUnderConstruction 
application whenever this right mouse menu item is selected. 

[HKEY _CLASSES_ ROOT\ *\shellex\PropertySheetHandlers\{333882E0-F78C-l 1 d3-9099-
444553540000}] 
This is the class ID for Tom Albrecht's property sheet shell extension. This is the right way to add property 
sheets for AccuSafe General behavior, and AccuSafe file-specific behavior to the standard windows 
property sheets. 

[HKEY _CLASSES_ ROOT\*\shellex\ContextMenu.Handlers\WinZip] 
@=" {E0D79304-84BE-11 CE-9641-444553540000}" 
This is an example of how AccuSafe should add items to the right mouse click drop down menu, and how it 
should respond to them being selected. A technique like this should replace the ... \shell\restore ... and 
... \shell\update ... and ... \shell\delete ... techniques used above. 

[HKEY _CLASSES_ ROOT\.AccuSafeFile] 
@="AccuSafe.File" 
This is a connector to another registry entry that tells the OS how to handle files with the extension 
".AccuSafeFile ". We 'II probably not use this, since ifwe implement a name space extension to control the 
user's view of the files if he examines the AccuSafe device directly, we won't need to use this mechanism 
for hiding these files, or making them appear with different icons, etc. Note, this extension is used on the 
backup copy of the actual file. 

[HKEY _ CLASSES _ROOT\.AccuSafelnfo] 
@="AccuSafe.lnfo" 
This IS a connector to another registry entry that tells the OS how to handle files with the extension 
".AccuSafelnfo ". We 'II probab{v not use this, since if we implement a name space extension to control the 
user's view of the files if he examines the AccuSafe device directly, we won't need to use this mechanism 
for hiding these files, or making them appear with different icons, etc. Nqte, this extension is used on the 
information file that is stored in parallel with the actually backed up file. At present, the info file contains 
some original file information (where it was originally stored, the original attributes. the size, etc., but I 
don't believe this file is used for anything right now). 

[HKEY _CLASSES_ ROOT\AccuSafe.File] 
@="AccuSafe Backed Up File" 
"NeverShowExt"="" 
Causes the ".AccuSafeFile extension to never appear in Windows explorer, or other common Windows 
dialogs. The HKEY _CLASSES_ ROO'llAccuSafe.File registry branch is the one that is connected to by the 
HKEY_ CLASSES_ ROOTI..AccuSafeFile registry entries described earlier. 

[HKEY _CLASSES_ ROOT\AccuSafe.File\Defaultlcon] 
@="C:\\Program Files\\AccuSafe\\AccuSafe.Ico" 
Causes files with the ".AccuSafeFile extension to appear with the specified icon. This isn 't really 
necessary, and we should eliminate this complexity, and possible confusion, in the future. 
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[HKEY _ CLASSES _ROOT\AccuSafe.Info] 
@="AccuSafe Information File" 
"NeverShowExt"=''" 
Causes the ".AccuSafelnfo extension to never appear in Windows explorer, or other common Windows 
dialogs. The HKEY_ CLASSES_ROOnAccuSafe.Info registry branch is the one that is connected to by the 
HKEY_ CLASSES_ ROOT\.A ccuSafelnfo registry entries described earlier. 

[HK.BY_ CLASSES_ ROOT\AccuSafe.Info\Defaulticon] 
@="C:\\Program Files\\/\ccuSafe\\AccuSafe.Ico" 
Causes files with the ".AccuSafelnfo extension to appear with the specified icon. This isn't really 
necessary, and we should eliminate this complexity, and possible confusion, in the future. 

[HKEY _LOCAL_ MACHINE\System\CurrentControlSet\Control\SessionManager\K.nown VxDs] 
"SESSMGR"="C:\\PROGRA~ I \\ACCUSAFE\\sessmgr. vxd" 
"FSHOOK"="C:\\PROGRA~ 1 \\ACCUSAFE\\fshook.vxd" 
"l21HELP1"="C:\\PROGRA~l\\ACCUSAFE\\i21helpl.vxd" 
This is how the system knows to load the Accu.Safe VXDs on boot up. The "sessmgr", "fshook" and 
"i21 help I " VXDs are the only ones used by AccuSafe at this time. The "i2 l help2" VxD may be loaded in 
the prototype code, but tt 's not presently used for anything. Note that in order to track file changes that 
occur during system bootup, we 'll need also to use the BootMgr VxD, but there's been no work done on 
this to date. Question. whv isn 't "121 HELP l " in.stalled here? This will result in rename and delete 
functions not being tracked properlv. 

Add i2 I help l. vxd information here. 

[HK.BY_ LOCAL_ MACHINE ISystem\CurrentControlSet\Services\ VxD\AccuSafe _ fshook] 
@=" AccuSafe" 
"StaticVxD"="C:\\PROGRA~ I \\ACCUSAFE\\fshook. vxd" 
This identifies a static ? '.tD (loaded at boot time) as opposed to a dynamic VxD loaded and unloaded 
during system operation. See thefshook code, and the O'Reilly text (Inside the Windows 95 File System) 
for further information on r!ns ropic. AccuSafe makes use only of stallc VxDs at present. 

[HKEY _LOCAL_ MACHINE \System\CurrentControlSet\Services\ V xD\AccuSafe _ fshook\0] 
@=" AccuSafe" 
"ApiStates "==hex: 00 ,00.00, 00, 01, 00, 00 ,00,00,00,00,00,00,00,00, 00,00,00,00, 00, 00, \ 
oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,o1,oo.\ 
oo,oo,oo,oo,oo,oo,oo.oo.oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,01,00,\ 
oo,oo,oo,oo,oo,oo.oo,oo,oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo 

These are binary values that indicate whether or not trapping for a particular file system operation is 
enabled or not. Use the Multi Mon application to enable/disable trapping .. for various Junctions. This 
program ( \deve/6\AccuSafe\Multimon.Exe) has been tweaked slightly for AccuSafe use. and will cause the 
AccuSafe _xxxxx (where xx.,xx = (shook. i2 I help l or i2 I help2) branch rc'gishy entries to be adjusted 
properly. !{you change wl11ch functzons are trapped, be sure to update the corresponding ApiStates in the 
install program, so tlica lllSraff II di ser the ApiStates enr,y in the registry properly upon AccuSafe 
installation. 

"NumApi" =dword:00000030 
The number offunctwns 1hat ca11 be trapped by this VxD. Don't change this value. as it is related 
speci(zcally to the imp!ementatwn of this driver. 

"Enabled"=bex:0 1 
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This indicates that the SessMgr VxD can start this driver, because it is one that the user wishes to have run. 
This is set by the insrall program. and is never changed/or AccuSafe purposes. The 
\devel6\AccuSafe'1Multimon.fac program can adjust this value, but again.for AccuSafe purposes, this 
should not be tweaked. 

"Index"=dword:0000000b 
This has to do with the implementation of this driver, and should not be changed. The SessMgr VxD needs 
this in order to start/ stop I control the specific VxD properly. 

[HKEY _LOCAL_ MA CHINE\System\CurrentControlSet\Services\ V x.D\AccuSafe _ i2 l help I J 
@="AccuSafe" 
"StaticVx.D":"C:\\PROGRA~l\\.ACCUSAFE\\i21helpl.vxd" 
See notes under the.fshook vxd. 

[HKEY _ LOCAL _MACHINE\System\CurrentControlSet\Services\Vx.D\AccuSafe _ i2 lhelp 1 \OJ 
"ApiStates"==hex:00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo., 
oo,oo,oo,oo,oo.oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo.oo,oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,1 
oo,oo,oo,oo,oo.oo,oo.oo.oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,00,1 
oo,oo,oo,oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo.oo.oo.oo.oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo., 
oo,oo,oo,oo,oo,oo.oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo.oo,oo.oo,oo.oo.oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00.00,oo,oo,oo.oo.o 1,00.00,00 

See notes under the /shook vxd. 

"NumApi"=dword:00000072 
See notes under thefshook vxd. 

"Enabled"=hex:0 1 
See notes under the ft hook vxd. 

"Index"-==dword:00000000 
See notes under thefshook vxd. 

[HKEY _LOCAL_ MACHINE\System\CurrentControlSet\Services\ VxD\AccuSafe _ i21 help 1 \1] 
I don't know why the AccuSafe_i2 I helpl\1 branch is necessa,y along with the previously described 
AccuSafe_i21 help/\0 branch. This should be examined. 

"ApiStates"=hex:00.00,00.00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
00,00,00,00.00,00,00.00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo,oo,oo,oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,~o.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
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oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo.oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 

-oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo., 
oo,oo,oo,oo,oo,oo,o 1.00,00,00 

See notes under the jshook vxd. 

"NumApi"=dword:00000072 
See notes under the fthook vxd. 

"Enabled"=hex:0 1 
See notes under thefshook v.xd. 

"Index"=dword:00000001 
(Jg See notes under the fshook vxd. 

(HKEY _LOCAL_MACHINE\System\CurrentControlSet\Services\VxD\AccuSafe _ i2 lhelp2] 
@="AccuSafe" 
"StaticVxd"="C:\\PROGRA~l\\ACCUSAFE\\i2lhelp2.vxd" 
See notes under the ft hook vxd. 

[HKEY _ LOCAL_ MACHINE\System\CurrentControlSet\Services\VxD\AccuSafe _ i2 lhelp2\0] 
"ApiStates"==hex:00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo.oo,oo,oo,oo,oo.oo.oo.oo.oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo.oo,, 
oo,oo,oo,oo.oo,oo,oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo.oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo.oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,, 
oo,oo,oo,oo,oo,oo,o 1,00,00.00 

See notes under thefthook 1:wl. 

"NumApi"=dword:00000072 
See notes under the fshook vxd. 

"Enabled"=hex:00 
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See notes under the {shook vxd. Note at present, that this driver is NOT enabled, and is therefore not 
necessary for AccuSafe operation. We should be able to eliminate this driver altogether for AccuSafe, and 
thus not create the AccuSafe_i2 I help2\0 (or AccuSafe_i21 help2\J) registry branch at all. 

"Index"=dword:00000002 
See notes under the /shook vxd. 

[HKEY _ LOCAL _MACHINE\System\CurrentControlSet\Services\VxD\AccuSafo _i2 I help2\1 J 
I don't know why the AccuSafe _i2 I help2\I branch is necessary along with the previously described 
AccuSafe_i2 l help2W branch. This should be examined. 

"ApiStates"=hex:00,00,00,00.00.00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
00, 00, 00, 00, 00, 00. 00, 00. 00. 00, 00. 00, 00, 00, 00, 00, 00,00, 00, 00,00, 00, 00, 00, 00, \ 
oo,oo,oo,oo,oo,oo.oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
00,00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo,oo.oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo.oo,oo,oo,oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,00,00,00.00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,\ 
oo,oo,oo,oo.oo.oo.oo,oo.oo.oo.oo.oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo.\ 
oo,oo,oo,oo,oo,oo,oo,oo.oo.oo.oo,oo.oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,oo,\ 
00,00,00,00,00,00,01,00.00.00 

See notes undt:r thefs-/wok 1:wl 

"NumApi"=dword:00000072 
See notes under the/shook 1·xd 

"Enabled""-'hex:00 
See notes under the }shook 1,rd Note at present. that this driver is NOT enabled, and is therefore not 
necessary for AccuSc!fe operation. We should be able to eliminate this driver altogether for AccuSafe, and 
thus not create the AccuSaji?_12 I help2\ I (or AccuSafe_i2 J help2\0) registry branch at all 

"Index"=dword:00000003 
See notes under the J~hook 1•xd. 
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-
g. We need to mvesngate the possibility of adding the bootmgr.vxd driver to the set of drivers used by 

AccuSate. Bootmgr.vxd effectively allows detection of file operations while the system is booting up 
(e.g. dunng the SysCritlmt period). Although I don't believe that we can actually copy such changing 
files to the IntelliQueue Buffer area dunng this time (the file system isn't fully available to AccuSafe 
during tlns penod. I don ·t believe), it 1s at least possible to note that files changed, and copy them after 
the system has booted up. ;'llotmg that files changed, is enabled via the event block 
requesttpopulate·notify mechanism described in item "h" above, and it should be noted particularly 
that this mechanism 1s functional dunng the SysCritlnit period. 

h. The i21 help 1 driver is installed at system boot time. by the normal system VXD installation process 
related to 
HKEY _LOCAL_ MACHINE\System\CurrentControlSet\Control\SessionManager\Known VxDs 
registry enn·1es. Further detail about this process is available through a variety of Microsoft resow-ces. 

i. The i21 help 1 driver opera non 1s specified by the 
[HKEY _LOCAL_ \1A CHI'.\ E .System\CurrentControlSet\Serv1ces\VxD\AccuSafe _ i21 help 1) registry 
entries. These entries are created via the \devel6\AccuSafe\Mult1mon.exe program. which is a very 
close dernatlw of the ong111al O'Reilly & Associates MultiMon.Exe program (we have changed it 
only to refer to·· \ccuSaft·_XXX" m the above key. rather than the ongmal "MulttMon_XXX"). 

j. The i2lhelpl driver 1s "'armed" by the sessmgr.vxd. This occurs as a result of the mvocation of the 
StartTrace method of the :\ccuSafeMon.ocx ActiveX control. Refer to the Ctr!Msg_Arm_Monitor 
function m 1:! 1 help 1. 

k. The i21helpl di 1\·er 1s "d1-,armed" by the sessmgr.vxd as a result of the StopTrace method of the 
AccuSafeMon.ocx Act1veX control. Refer to the CtrlMsg_ Sys_ VM_ Temunate function in i2 lhelp 1. 

I. The sessmgr. vxd 1s dynamically loaded, not at system boot time. but via the AccuSafeMon.ocx 
Irutiahze method. 

m. Regarding the AccuSafeFilter function: the intent here is to provide some filtermg for the work of 
i21helpl so that not ALL files that are opened are actually copied immediately to the IntelliQueue 
Buffer Area. AccuSafe must minimize computer/application performance impacts and disk space 
utilization. so 1t 1s necessary that AccuSafe be intelligent about the work it performs. Specifically, 
AccuSafe must be mtelhgent about not operating on files that the user (or AccuSafe) has elected to 
exclude from the automatic backup mechanism. 

Based on the sen ice~ a, ailable to a device driver. It is not believed poss1ble1pract1cal to attempt a 
connect10n directly to the .\ccuSafe Operational Database m order to properly filter file requests 
agamst the various Accu~.1 fc-senable cntena. Therefore. the current prototype code employs a ·'hmt" 
scheme. whereb) file extcns1ons to be mcluded. and duectones to be excluded. can appear w1thm the 
AccuSafe registry area. and therefore can easily be accessed via the 121 help 1 driver. 

"Hints" would be added to the AccuSafe registry area whenever a user adjusts the behavior of 
AccuSafe via the AccuSafe General or AccuSafe File Specific tabs supplied by the AccuSafe Shell 
Extension DLL {AccuSafeShellExt.dll). This hint scheme has many lirrutat1ons. and must be 
augmented. _lJ .. '.t __ ,c:ic:: --J~h(:l\ ,l correct apprn.1d1 hon-:vci. in ~Qill~.J1)rl!l. bur nut~ rhar the hints 
must ah,.;;,.\!- b_c_1_·ur,[!g,..:c ~,'. ~h,n_~;ie riltenng the, orov1de. al\1 m ~ n:pr.:scnr-, a !'.UDCrsct I or an e:\act 
-set) 0(1/1..: t:lt·, :.:.:r th.: L ,;,. "":~ml!~ _m1_m:.'i.tQ bac;!mJ.Ll[thh ca1111_otJ1c itcqnwll~h~d with the him 
sch~m.e, th_-:_n \h' ;;a: ;JW "i'•l, ,,f 1i1i5'>wg_c;.ll~1~?..!.h.m.migh1 __ bc m1,;r9~t1ng_ 10 tht:.u~1:;r. _ l his means that 
rhe_b.b.11 ,cn..:m,· .1.1, ,; c:,'-,', 1),1>1cctH~n HJ 1~~-Accu::Ogl~.~heJl l:\.tcn~ion 1-\lwrc ill~~~'\!:~ 
!.11cl.11u1-:d .:-,cl:.i.:;: v~c • i':>·,i ,w :,~~~s;_11a1rie .. .1,~~~JJ~19n, et!,:. ! h~ :\n;uSafc Sh,;\1 f),.te_tJ~JS)n populates 
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lntelliQueue Buffer Area. The main AccuSp.fe applic~tion will then need to perform this copy, 
with nonnal backup from the IntelliQueue Buffer Area to the AccuSafe Permanent Storage 
Area also occumng. but nonnally so, via the main AccuSafe application. 

Additional thinking and design is required in this area. 

Scheduled Backup 
AccuSafe will also implement the most traditional of all backup methods, the Scheduled Backup. 
AccuSafe will include a user mterface that allows the user to set up to 3 times per day when the 
selected file \\ ill be backed up. 

As wtth the Interval Backup, the mam AccuSafe program must generate periodic events to check 
the AccuSafe Operational Database for files that are due to be backed up (via the user-specified 
schedule for the ass()(:iated file). but have not yet been backed up from the User Disk Space to the 
lntelliQueue Buffer Area. The main AccuSafe application will then need to perform this copy, 
with normal backup from the IntelliQueue Buffer Area to the AccuSafe Permanent Storage 
Area also occurrmg. but normally so. via the main AccuSafe applicauon. 

Additional thmkmg and design 1s required in this area. 

AccuSafe can automatically switch between the various backup modes, depending on encountering 
various tnggermg criteria m terms of backup frequency, bandwidth limits from the PC to the AccuSafe 
Permanent Storage Area. file size, computer/application performance impacts. etc. Such automatic 
shifts are temporary m natui e, and AccuSafe must return to the original backup mode as soon as the 
triggenng cntena 1s no longer present. and after a suitable hysterisis . rhesc a!g0ntllms are not 
implement~d 1r.~ ::,"- t2r<.1\r·, ,~, iJllt have been considered. 

n. Regarding the CopyTolQ function: this function is responsible for copying the identified file from the 
User Disk Space to the IntclliQueue Buffer Area. It must do so with minimal computer/application 
performance degradation. and must be able to copy open files. It is believed that the current 
mechanism allO\\ s for open file copies. but this requires further mvest1gat10n. 

The CopyTolQ limcuon :;1:nerates a unique filename in the lntelliQueue Buffer Area by replacing all 
''1" symbols m th.: "soum.:·· tile name. wtth .. @" symbols in the "destmat1on'' file name. (Source files 
comes from the Cser Ohk Space. and destination files are placed in the IntelliQueue Buffer Area.) 
This results m a flat directory structure within the lntelliQueue Buffer Area, which reduces 
algorithmic complexity 111 the 121 help 1 and fshook drivers and in the AccuSafe applicanon itself, and 
improves processing time for most AccuSafe operations. Unique filename determination 1s the 
responsibility of the GenerateBufferFilename function. 

GenerateBufferFilenamc also appends a "[x]" revision indication mnnediately to the left of the"." 
preceding the (final) filename extension. Here ''x" refers to the revmon number (numbers increase 
with tune) w1thm the IntclliQueue Buffer Area. should multiple revis10ns of this file exist there. It 
should be noted that this rens10n number relates only to the revision number withm the IntelliQueue 
Buffer Area. and specifically 1s not related to the revision number in the AccuSafe Permanent Storage 
Area. This rens1on numbt!r allows the revisions within the IntelliQueue Buffer Area to remain 
chronolog1cally ordered. 

Once a destination tile nnm.: has been determmed via GenerateBufferFilename. the i2lhelpl driver 
makes a fast attempt at dc,e1 mming whether the latest known version of the associated file 1s already 
stored in the IntelliQueul' Buffer Area. and 1f so. determines that 1t need not store the version it 1s 
about to store. Tlus 1s a pc1 formance and disk space management technique, but one ·which 1s also 

IPCI Company Confidential 6Printed: 09/21i0009.'J 1/0009~~-l:~~494)(} 9:43. AM I 



Page 86 of 296

intended to make efficient use of the revision stack by not includmg multiple copies of the same 
rev1s1on w1thm the stack 

1\ote th:.:t 1b-: (.,,ncn!(tl'i u; :.-rfil_~namc : JPt.,inn re~wt~ in fi ii.:n,: J_:_,:-_~_: .Ei;_ ,11 c eon:ptetch lo\.lier case, 
anc)Jpi, ~biuh: :',' .::;,:n:::. .. : :"i the 110:·ma; t1i..::np11e La~1::g ,, .. ,.: . .-. 1:,~L. I ti~·i:ev_e t_hm 1!:ii, is a 
.4,~}'.\;t_il' th<-~pn,:, .;-;..:: c,, •. ,.,ccL c01:\~l'-!,),~~ tu al! k)\',er ,;:;,, .! ,· .. :·: .:,r ::pr;y1ri~o11_p~t1lO~e!>, bur 
il f:(_}Ul_o .il~-'1 :?<::: -.,: . ·s:,; . . 1: 1:r ~_y._tcm tL,)~ 1d,::~_on,;: :}iii,: l,1\\,·: ,,><:(: :· ,_, 1:a1:1c~ .. -.l_ d_g_n·t recall. 
The (;c11enite~1. r11,r1::_i_!, n:·~n~ i,.icu,,n p:·opi:rl, d,,;at" \~ 1rn lc•!1s :.:..~-- 'iil'.:<'c. dl1l1 !he Ille names 
Pl}!_~jde,l b} the t :'¾ '.,l th: • '!'.,'if dr:v~r- are l_Qfl,s_'.11e l1HJ11L',. ; 11, ·-..-Llh ll1 fil.- r:i~q1e⇒ ill_the 
lntelliOueue Bu!kr \.r,-.._ ,:'I\, o!' th<: AccuSafe Permanent !',to rag,- .\n:$. bcn:s! !on!.'. fik names as 
~\<;!), _J':1_1~ ..:O!}]l';'.. 1: ~ 1:·;. '·:,:1:t :;~ It ··daji:~ _to !Jit_;;;irrt;rH pr9.to:,: ;'c lT'..;i1]<.!11la_!Hl)11iJ tl:!r.Affi!.S.af~ 
J~c~ton.~ :w1ru01·• 

Revis10n comparison algonthms are handled m the CompareRevisions funcuon. At present. this 
funct10n simply exammes the latest revision in the IntelliQueue Buffer Area. performmg a byte-by­
byte companson with the file about to be placed in the IntelliQueue Buffer Area. If the comparison 
results mat least one byte difference between the two files, the CopyToIQ function will proceed to the 
FileCopy function. If the two revisions are identical. the file about to be copied is not necessary, and 
therefore the FileCopy function will not be invoked. 

Note that the CompareRe, isions function should be updated so that 1t calculates a checksum of the 
file to be copied to the IntelliQueue Buffer Area. and to compare this \'alue with the checksum value 
of the last rev1s1on t:0p1ed there. This will improve the speed of the operanon. and will allow the 
algorithm to work proper I:,. t"\ en when there are no files m the lntelliQueue Buffer Area (a normal 
state when an AccuSafe P,·. manent Storage device 1s connected to the PC 

Jn_l_uru,c 1:-nc;,., . , ·,H, 

from_t!1e PI l(V ,.,_ \ ',,',>!)~ 

futl\;,ll~lJl 

~o, __ R_e_\larding rh~ FilcCuru 
upened_ t0 the lmd!iQ\!s:, 
!i111Jt;-1J1011 :.nou:c: ',.: "Jm, ., 
thn;s~11IJ val.~1c ~:·,.:c1 ti~c 

t"1k( op} ~riuu d Pll•} ,>,p) 1!1c ;,,)11 ,,, ,_ i. 1..: !ilc: Jli.t~ \\t:l"c f_Qanged 
·, , :'o·,~_1h1,: \Id 11terc~p!s ,~11h1n r~h',,>, \.' ,,t t11e lt Sf'l\_WRITJ-, 

,~1:w1 t_h,, 1\;nc1:,;J1 i\_r.::,_pons:b:, !1» ,,,: ·,di: ,>li'J: :r.:;; th.; li.l~'..!hl!t is beine: 

J~» . .IJ.;r Arca. I lie l,mctwn pr~-,~:;J.:J~ ._,;:, _'\-'::, _!_l.:fO-k::1::.th t'ih.~s, but thi::. 
,:. : 1; :Hjsjipon. the fl}QC.ion prc:~c·n:::, _,;1 1' ·;:-- ·iks gn,,l:cr th,\!ljl ~irs: 
ti:¼ 1-..:gl_:,tr) rill~ limJtalion ,iwJ 1,: _i ,,n ·•,' :,"1>0\ ...:o 

U.b nnper<itJw "'<'l 1•:i,;,: .: ~:1cn ,lg~r,Fc a~ q4itJJy l!~JJo~:iJ;Jic, ,11'c,' ·::e up~'ratm_g "}5t~q1j~ 
£Q.nmlc\dy :,h[~p,,;.,d...:d_wl·, _: th-: Fi!!l_Cpp~ t'urte[i911J.!i pgrfonni_n~ 1: , ,:lll1...::-. Creative t!}i!}~ing should 
~ apnh..:d_herc ,,.,, 111_~;1, :,'J!mg a)! Fi_!eCopy iQvocatl(Jjb tllm .trl' :·<'l <1b~(!lu1d.: rc4µ1g~cL Ihis i_~ 
the rC..Q;'iOll (~lr ti',' '- \l)!!::'.'K, ,,: mt: CQ.m p_~ re_H_1,1v1~ioJ1:•;__!un_1:1 wn "' '" ••• 't'L' 1.·arl 1cr _ •Z<,:dtJ.£tlon of the 
num,lx;r ,)! :·l.'(J.,, , . l· ilct : ,,, 
t11_111Klll.);. .Hl tt:,.: . :. ,i! ' 
mult1p!l' ,,,r1..:, , ·,' ~:1 

/\rt'.,tJ 

'\,\l'H(\Pf', '\ oho .hs: d:·:\:111; :,,,-~, :'c"' :, ,n:lll' ,1· nur ll1CJ)l1Jnlct~ 
"..:J,ll'j:1,•: :ik ,';!ll:11.~ll!OI ,- 0 .':.: l'l) ,:,11 ! 11!.'C{j_t()_t~!:!P 

Tht: FikhQfil__"·_ , ' ,\r:,. 
as s~g_t1ed Ql.-· , .::,;,g_ , 

,::, :":.l9f.'.S:<t!l:i'!.thc lntclliOu~u!,'. J~u!I~,, _\,:t.'il i,) o.,: Pll :~ -,Jll!.!le device. 
,,:\ :rt1\ duL:tL::._..:a::i_il..: c~,1 ,,',l ,,, : ,,:_·i:.Lfi.QL~S,!_.:,icc•-, are available 

for the lnit:l!LQu 
A_rt'.<,I ;,,,.'.:l 
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, :;.,. _ _ • li:,,r_lnieJliQucuc Buffer 

!1i1~liQueuc Buffer 
. : '.. ·., l)C I (;,~l l 5Jli:'.~jt}_9, 

ilfWil)~ rs:m;i,n :i,'c ,•it , ,' ,,Fi.puk'r. Thi,, '>\QlJJ.iJ.J.i:;iL,tll 
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in the lntciliQucu~' Buffer .\n:a no1 consuming the en.tiret\ of the a,aiiab!c computer disk space. 
\.Vhich :·ild\ rent~< '~c c'-',;it·: -'--'LJt:u:)ab:~ 

Step 4 Discussion 

yirtL1ai ::,:\ ,i..e Jl I:'.. '." Is- ,,i'thc ,:.,d..:· :Hele, oth~r tlldll ,cc,i,,ns \vHn ccmm~l1l~ ~)(~m;;,ining 
~:A_c.:q1~;,_, fr,: or ·, . \ . .: , ,. 16 11al O' Rei,'.) 0'. ;\.'::51?C:1.!J~,-~·Pd<;_ !OJ: :';c:: l~ I l1cJQ_i. v_~g_ dri_y_cr for 
Vll!l[fyi9_n. __ ~c,:_1 i .•,i, 1k f•-•i'.ic 1/J,;_ JJ·u1c/u,1•.\_S/_JJ:._1jr; .'iJ_~J_1,l!)i, puidi<1_..;o by_qJ~eil,y_~X:_;\ssociatcs for 
fun11cr inf,>rn;ci,, • J,. • ,1:,,,qnc_d o: ~\...:'.1,•,:,_Qr;,;i_;::,p,·:·:1:h:)<n J.t:,~ u(H,1cir..c_odc in uur 

produc:. 

b, See:~.SJc.!22::.s.~·. 1.;•,,·~b:.· _ i1ir comments abo rekvam to 1hc Csh:9hcJrL~(;!L_..J.:-)Jl1t,:se '·Step'.?"' 
cornmcqt.?..an;_~t~J•'.IC,_h..;:c:,.1Lh:~--:::2 ! help! •• ')V "fshook·· in intt.:rprcul_l_g_'.!~C_!}J. 

L. Rci.'.ilniin_g 1h,' Fii 'iloo!, '.Th [i(ii;: .1i:nc1ir,nbit):,t;d\eG ,lS/l'1'1f]~1at\i"!l[g__c'}.;~J~111 hooh." within 
Win(J1,,,~ l}~,i :w \I' ,h, 1 r1,'s pcrt•1[1J1;1,L,11 wch a !ik ">~tern hooh., qs:rnrim1n~diateh, AFTER 
tl}£_9pc1·,1rn\tL· \ ,: " ,,~ _)\ • ;ii ::ied t!l~ :t5~0~' iat\;:_Q __ liJs act1,,21H:ts c_,)f t: a,t,;i,l tp (ilQ _t lj_)t;I_a1JP!LQf1.h.9 
(' I help i d1. ivu ,, ,·" ., ,1 ::n;r:eci,:t(.:!, Bi TORL the ,':Jerarn'!..'. ,, ,tC':n nerlcl!Tb the associmed 

tik ach,_1~ 

QJ2\:Lk1tlUI ,_ -.ii,d l , ,,: • • 

,,._, l_'_:_\<·n·prt~a lllet\!!.'12 ;::i~c:_,_, I:,•:.:} :1;:J 'J0\.\\ 1 i I (' \it IIJJ:hout furrhter 
:1·c E;c.\l •nstalh:\J_ fik ,YiL_c·;1 __ 11,,,,1-. :_:_,p;1..a1i1_. d :1011-_;\<;;;J1_Safe 

in~_1_2Jl_cti iL'-iJk . n 'L. 11 : 1 1) \rq:pt(,l!L~tr, :1,11: ,rn,wling_.:r,u fjJrc:r111c1: i~ 
d.~)(~l~lh!_'1J '"'Clz·1\.\ 

U: ,: b,~i ·r,. ,m~ncd_in • 1..:achvritc·· l)I' ··\,_11tc ,,nh •• :1ud,;. then \cccptCall will 
rc'\t. :.,c ,,r !;1 ~c. dc1wnd!ng q17 c\}'.Yi1ctl1\T\ll·r1ot c!K ::L,tnibbk fik ).y,tc1)1 

n ,1 -\, •" }P! -~ ::n-;ct_ion- i~ tu b1.!Jntt;r,ccptcc1.h.>_ ~\hun!.::._ ~HH..i h) tf 11.\ccl_}\0~~~ tJJterJn~ b 
,:tt ,.,\'l1 ,y:,: >kr' 2 .lJ('JTl ··11/J. 

1,;; \ ,·,. .. ~.:.\le r !lpn~cs. j I \l \_" Of!)\ h a]\,;1_::' l!]'.t:n.:cprcd, «qd_(hl' .. 1~ SJ!.tXitl£.Q..J~_thc 
~·\\ q ~~ .1i't'':t...' 'v·,.:uS<1,,fr·-1ns~.a)\;d )g\tj_ry_g_ ~1n1r·,._~_pri~;> .. ' 1,:tHry \\Jthin t_!lg 
111". \ i Ii(.> \1.\Ul:\! Sy,tem{'urrt'.JiC1H1!i,)J\,.·1 'ic:n;C{> V\D'-.\C(:U~Illc fshoo 
h ', "'- -~•1,. ,__~',~-,,in v::Ll.<; ;_'"')~'-' !at_;.;:·: ll_~Jl~":-'._, ,_>,. :1..f h~I\\ ,U:,,,:---.i...• ,>1tn._:-., ~fft.; )l"l~~i_LJf!_lJ,g 

I!,·,,,_'·~' r':cn-,• ·:l,.11,cd is aot :)rcsen: on fshook·~ O;)cn File I i~l !OF!.J. then AcceptCall 
IA , , • ., .. :·1 .,:!,, U!.h~n, :~!-'- :11-: tlte nqn:i~ a~~1t;!<l_tc:tL\1 Ith the 11un3cnc tjJi;;Jl@.9h,'. 

i.l\-: .•. ' .. ,Lu ·:t ,1n l!:~L'--. .. U ,O_'.jL~ll-. \\ 1 ll .l:<: d,S![!.!fl1)::u:d [1) .!.9.{tK1!1J1 UP-.JJ!e file handle 
vai:i.:_ .L ~'.1c CiJ_l Then, ,\cceptC:all will return true or t~1be, dc:pending on a) whether or 
110, :.1,· ,n'.--tall::h.,: f'il,; ~)~tern lt)F;\_(~LQ:if..Ji:.1pq:on 10. ,o b1, j_n_t~r-:s:pt9_d bv fahook, 
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11 \ccuSak 

:·h.:: .;p;· S:'Jr.~·.i "\ rt 111nJlK 
un\·:1:( tlll1r'.,1'<·t "-;"T!u> \ \D \ccuSafc fshoo 

After AcccptCaU 111;rt01Tn~ • l • s Drch11 1nai, !rnndl in,2 .md l!llcL·11L Fiirl !no!, con! •m:,.> \vith the 
follo\ving_c2n,f:au, r·~-

n, 
!i~r ,:QJ'i;1· 

fl I )[>J '\ ODCrntton 

~ Poin:c~ IP :,;;1£.ill::..::. :,_:,:-ntric" ;1r-: :ll.>t ~l)l'tcci. hli'> t:,,.1Jl&l :;__l?_Q;(l:_cr 1-9_1hc n1e:'.!l clement in the 
!istJ -; ·., ;1,,i:1tcr_, ,;_ 1 !. i:'thcr,' ;, :-t(' nc\t cntn 

The QLL ~i1ou,d ',' , 1.;C\lL~:: t .:kd :,) h,: 1•1t1:,: ,jn:c~-~ ,c,11s:.1<1blc 1 ·: ·1 ... ,:d ' ~: ,cm ~'.Jl'• ar,;;_~I.OW). and 
lli1~tl1l} dt:gm,.' i:" :,: ;,;~t d,'..:!l'ona- ·r:t,,··r:.;t•;)'1 , ·.i•Ts:n,•.: d\-,·., .. '1, \ lf ! -1..:.a:..:d '.ill,lt'T!~lll':l are 

~i:,te_l1 ''t::, ,\\ 
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Of! .AddE!cmcntToTai! ,add a new node to the OFL) 

OFLDclekfl~mc>nt (dckh.' a ~elected 11ode from the OFL) 

OFLFindFicm.:ntHvHandk ifinc an OF!. nocle bv pa~~ing m tht: numeric liie handle) 

(WLl)um_pTol.o_g 1 Dtt1:1r .i. on. content:, to the lnu_fik. \\t AR!\l/\Ci: mi:, function cannot be 
1/~t.i .. "'!Jt_bir: ina1:'.! Q:'t[1t i! ~-~ ~alls .. Aoj:ng,5(Uti.Llfr.asl}lJ_ock<if'Jhe_~)p_Gf?ti~g ~~\£_I!J.J 

!'i9!:.C_ lb~u_1h; Fil.:! look fl:nct:,):_· ft.lT(l\11l:y ..:qrJl~im,. q29f;__i_:gl_4Li11g_t1J_ ··1~airn,_ blqc;_l~!>:· an~i ::nmllin.1~ name 
blocl~s .. ,md 1:a!I_~ ;o.tlJ£J)J.rccJ.cd <;v!, Controll fum:tion. These ar£ all i!~~ l1)r proper 
Mu!timon opcrattt)l~._bm are a,1: m !!semlv required for AcrnSafo operation. l\o need to chane:cs these. 
unless thev crcat!,' d<.;ll;£.l.,_',_9r :.'1\:-,cm sumifica11t devclopmcnt!tcst,rc!iabilitv fr,:.uc:,, 

The 
I HKCY ).Q( 1'.\ [ . \ 1i\~~l.U \ ! "-\\:cm,(. urrentC ontrolSet'-Scrv1c.:s,V,D' AccuSafr [1hook'.0ApiStates] 
vaiues arc con;;t,::-; ;~.i_\,;iJ,~.: . .? dlld ar:: n.;miled inw the re2istrv b the AccuSate in5tallation 
pro!lrm'1 Dun:,:,: ,-.~·L"·,~' , . \ ,::,i;,1·1\:'}~,1·,c~e ,alc1,:s can be co:it"P ,c:a, m the ",\ccu':,afe-adjusted" 
ver..1()11 ,,·:SLl{,':' \ , \,1(,\ \:, ~\~:<"-.':_,,,__1~1~'!._1.16 multnnon Pi:u~_:_<-_:Qt' l)l'Vl:..ilti\-1on.exe is 
eroduce<;j•, t1,,, \, _tJ:_0.,,·, ._::t;?S _ _si-'_~-.,,'!~....:l~:\:~f)..,·\1uit1.\for ___ \11._lti\fon_\;ult1vl0n.d:,p. l\ote 
that 1fv,11·\\,u~ ,·,<,,, ,. ;,:_,,:_i,: _, ·..: nl _ _t:h:1<. "re- c:iangcd iri :i :\-hilt:\:l(,n -,,..,-.ion. ine corre5ponding 
rei.m,ff} ..:n~rJI:''- i:u.,, <li~,i ~c ~ ·.: ·;;cd 1:1 th1:: >-cc,:.1'.'>al~ m.;-taJJ p£9Jt:..:l •• t_hc~c cil_i,!n;,,;:,, <1r~_Jo be migrated 
to th.: u~cr s "} -,1, ;•; 

NOTE: ~DD ~l vliLAR_ CO\{\lr.vrs l O !'Hr. STEP 2 DISCUSSIOl\. 

General Di~cu-,.,1on 

a. The en1jrc l?.1?.9J: of ,:t~c,ic hc1\: :'.e,;\i~rf'.U!w.ch 1r1_9rc ~~J.i.ng,_paqfq\J~lrh u_n!Jl.'r a .. yariL'ty_9(1m~.ratiM. 
system ~:.9n_g.i_t_ip_n:. rc:i_ul_ti;1g J_rocg1s,~9.r l,iiJf~_i:9_n_t nrogr~m!>, __ L!i£.9.l) .. f.ii11~r~tH 9J)t:r<Jtm_g_ ~11.~~-m. 
revisions. u~c \\ ill1 , iru,-~cann.::-s (and olh0r applications that hook into the fik S\~tcm in the same 
!Jl<l@Gr nun :\~cu-..,di,, _doc~ . .:,: Jo 

b. Workjsyl'CC)'>W'i t(i ;•r;:)ri'''-': ·,:, .:Jr~)r chcd..ing_ r_11cs;,l_1gini&J1J~ hcre._[l) add tbc1111n. s;~irri~ gasc!i. and to 
Ull.Ql\)\:C we .:nir ··.,,.-1:,:·,:,;" ·,,~','!IS..: inc.:~.: ol ,ro_u~J£s __ !n.;,.9;11t.: ..:_.;~y'> . ..::r~>r;, 111 t!Jc ~.ummt code 
-;mll2ll 1.:-,ap i:i \",_i\iih' •s-·1,· ":;;:.; :ii,' ..:hl!\\;C,_and thl}JC_t~rcJ!S'cb~ ,)! crro_h \\!1cr..: thi§.responsc is 
rca~ol]ai·k'. bu:_ 1 1 .1·:11..: :.:-..:., 1,:,t r,,' .,;l,,t•ed mc1fn trE}r~ ..:ar_ch.',) 

c. Lots ot 1,bj':,__co<k I,,, h~•1'1:__,;"< ::.::'._~{: \ ,'.!.\ __ (,1\ll_i.::(i).,_ \\ 1th pri11ian :oc.,L" . ..\!ll __ ;:!lll_\ tn!.!_1na1or technical 
-,_;:,1<1bk_ -m:i\l]H'C~-1 h.:r~tor..:. tlh':·,.; an: o:,lQill:QJlLlcllc !lack~ and 

d. Future1,,-~)(Jt1<:l r•i': . rn . -~'-""'~, .. ::, . . ~., ic;lhelp l. vsd ami ··-"-''-'-"···.2.·· ... • .. ,,. un:unhorized 
disk acc..::~~e'> u :I,, ·\ccu"i,H':.: Permanent ~torage Arca ,ma:or the !ntdliOucuc Buffer Area. This 

ilC_tac:: ,dl /L.:~1,'i)Cl\_-:-r_s ;1<1}:e ac-.:J;~-~JQ.rilt: /}.!;_Ille a_1)d [HHil ofrn~ ~;-it:t;J;l_table that is 

:1 ,21_Qil., "····'·' .• _._:,c_•c,:_, .. ~ llj})l!t'. \\ itb Jl1e indicated 
execurnbk·~ che;; -,ur,1\ o zkt.: :,me if he c:>.ecurnbie is allowed w :;:.·ce,·o the :~piSa!'e Permanent 
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e. Item '_\i' 

lscr Di•cl, Sµ,Hi:_ 

f. Wcng_1e.d_tu ;:,clfxcrcl 
instaH .it'-~t:if bctiH\' = }f :J(,l:r dd~ cdvcrs in the 

IPCI Company Confidential 
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AccuSafe™ Version 1.0 External Reference Specification 

1.0 Introduction 

(ERS Revision A.00.01 01172000) 

17 January, 2000 

This document is the External Reference Specification for the AccuSafe™ product of Integrity PC 
Innovations, Inc. (IPCI). All content of this document is the sole intellectual property of IPCI. 
This document may not be used for any purpose or by any person without the written consent of 
IPCL 

By convention, this document will use the product names AccuSafe™ and AccuSafe 
interchangeably. It is understood that AccuSafe™ is a trademark oflntegrity PC Innovations, Inc. 

Throughout this document, various items are marked as TBD, signifying an area or decision that is 
yet to be determined. This document is therefore a living document, whose contents are expected 
to evolve and become more refined throughout the definition, planning and R&D stages of 
development. It is understood however, that changes to this document beyond the initial non-draft 
release, must be approved by IPCI and applicable development resources, and may have 
ramifications including. but not limited to financial and schedule matters. 

This document includes discussion of features, capabilities and concepts that are currently part of 
the overall AccuSafe product vision. It is not intended that everything described here will be 
implemented in the initial release of the product. The particular feature set of the initial version 
will be determined by the product team, with consideration to factors such as market pull, 
hardware partner-related requirements, technical risk, test risk, cost and schedule. The feature set 
for the initial AccuS'afe release is enumerated elsewhere in this document. 

2.0 AccuSafe Product Vision 

Include more "what it is" information here ... 

AccuSafe™ is a client-based software application that creates data safety, 
integrity, backup, revision control and disaster recovery for the customer without 
user action or intervention. AccuSafe™ is intended for mass distribution to 
millions of customers. The primary target customer is the PC end-user (home­
user, small business, and medium business). We envision a day when 
AccuSafe™ ships standard with every new PC sold as a means of ensuring the 
integrity of the intellectual property stored and created therein. 

AccuSafe™ is being actively marketed by IPCI to several large hardware 
manufacturing companies in order to create large market exposure in a short 
period of time. Sales of AccuSaf e TM are anticipated to occur as direct Internet 
downloads, download evaluations, bundled with targeted hardware, as mailed 
evaluation CD's, through distribution channels to "white box" PC's resellers and 
bundled with OEM PC manufacturers. 
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Commercial Off the Shelf (COTS) ha~dware will be used with AccuSafe™ to 
achieve a variety of configurations both as internal and external devices for 
customer ease-of-use. 

It is envisioned that OEM PC manufacturers will deploy AccuSafe™ as the 
intrinsic backup/recovery tool of choice. The creation of a new product, Personal 
Attached Storage (PAS) is currently in line for development/deployment utilizing 
COTS hardware and USB, FW, and Ethernet interfaces .. 

It is further anticipated that the AccuSafe product will grow in terms of feature set, and will 
migrate beyond the present Microsoft Windows OS family to additional computing platforms 
Mac. Unix, Linux), and will achieve compatibility with a broad range of external storage devices. 
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3.0 Supported Environments 

3.1 Operating Systems 

3.2 

The AccuSafe application will be fully functional, tested and supported on the following 
operating systems: 

Microsoft Windows 95 
Supported service release levels and localizations TBD. 

Microsoft Windows 98 
Supported service release levels and localizations TBD. 

Microsoft Windows NT 4.0 
Supported service release levels and localizations TBD. 

Microsoft Windows 2000 
Supported service release levels and localizations TBD. The Windows 2000 operating 
system will be officially supported only if the final retail version is available to AccuSafe 
QA efforts at least 2 months prior to the market release of AccuSafe. However, design 
for Windows 2000 compatibility is a requirement of this product, and testing on 
Windows 2000 beta releases is required in the event that the final retail version of 
Windows 2000 is not available in time for official AccuSafe support. 

Computer Platforms 

The AccuSafe application will be fully functional, tested and supported on computer 
platforms meeting the following minimum system requirements: 

A. Intel Celeron, Intel Pentium. or AMD K6 processors 
B. 16 MB available RAM 
C. TBD MB available disk space (for program installation and operational data) 
D. TBD MB available disk space (for file repository) 
E. Single hard disk with single or multiple partitions 
F. 4x CD ROM 
G. 3 ½" floppy drive 
H. VGA display 
I. Microsoft-approved keyboard and pointing device (serial mouse, bus mouse, 

trackball, etc.) 

3.3 AccuSafe Media Devices 

IPCI Confidential 

The AccuSafe application will be designed to work with any media device that appears as 
a drive letter to Microsoft Windows. AccuSafe release 1 will be fully tested and 
supported with the following media devices: 

A. AccuSafe-dedicated internal hard drives with single or multiple partitions 
B. Single or multiple directories on internal hard drives used for standard and 

AccuSafe-related file storage 
C. LAN/WAN-connected hard drives 
D. Dial-up-networking-connected hard drives 
E. Anticipated: Fujitsu MO drives on USB or Firewire 
F. Anticipated: Other manufacturers removable drives both internal and external 
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G. Anticipated: IPCI-developed external hard drives connected via USB, Firewire, 
Serial or Parallel ports (the parallel port version is TBD in view ofMicroSolutions 
parallel port storage device patent) 

H. Remainder of list TBD 

4.0 General Architecture 

The following general system architecture is planned, though this can/will be adjusted in pursuit of 
AccuSafe technical and feature set goals. 

f ••••••••-•••• .. ·•••···· .. ·•····· .. -♦, ........................ _,,, ••• -•••••••••••··• ... • .... ·••-HOOO-

~ 
; 
i 

I AccuSafe device 
driver 

(Implementation 
is OS specific.) 

◄ ► 

AccuSafe 
ActiveX control 

with standard 
COM automation 

interface 

--◄---AccuSafe "Kernel" 

.................... -.... --------------·---- -----

This design architecture supports the required ability of AccuSafeTM to work with the Windows 
95, 98. NT and 2000 operating systems in standard, Microsoft-supported WDM (Windows Driver 
Model) technologies. It is TBD as to whether or not WDM is the proper model to be used for 
integration with Windows NT and Windows 2000. The final architecture of the AccuSafe product 
must support AccuSafe features on Windows 95, 98, NT and 2000. 

This architecture further provides for, and highlights the product requirement for the reuse of the 

' .. 
l ccuSafe 
s orage 
r 'edia 
device 

AccuSafe application 
rlrivpr,;;: (nnt 

(Multiple applications may be required/desired for the 
implementation of the various AccuSafe features.) 

AccuSafe 
Operational 

Database 

AccuSafeTM kernel (such being defined as the AccuSafe™ device driver and the AccuSafe™ 

r_► AccuSafc 
Storage Media 

ActiveX control) in Windows applications heyond the AccuSafen.1 application. 

To the extent possible, the selected final architecture should be designed to provide efficient 
opportunities to migrate the AccuSafcnt application to the Mac, Linux, Unix, (etc.) computing 
platforms. 
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Further, the selected architecture must result in negligible PC performance degradation on client 
PCs, and via software features described elsewhere, should also result in low degradation to 
network resources in the event that the AccuSafe Media Device is located on a network 
connection. 

Communications algorithms between functional blocks (shown by double-headed solid arrows 
above) should be implemented using standard Microsoft-supported communications techniques. 
For example, DCOM may be selected as the mechanism of choice between the ActiveX element 
and the application(s), with ODBC/Jet between the application and a Microsoft Access-based 
operational database. 

5.0 General Theory of Operation 

AccuSafe provides the user with true background and real time backup. No scheduling on the part 
of the user is required. No file selection by the user is required. The features offered may be 
individually selected or not selected and controlled or not controlled by the user at their choosing. 
By default, AccuSafe is installed as a complete file integrity and disaster recovery system. Should 
the user decide to limit AccuSafe to a data file integrity system only, this can be done with ease. 
The user has nearly complete control of the AccuSafe behavior. There are only a few areas 
AccuSafe will not allow the user control over for their own protection such as formatting the 
AccuSafe drive while there is still information on it that does not exist on the system drive. 
AccuSafe operates in the background and creates no noticeable system performance degradation 
(less than a 2% increase in average CPU usage and no detectable change in keyboard or mouse 
operations by a power user is considered not noticeable). There is no new user interface for the 
customer to learn, AccuSafe being completely integrated with Windows Explorer. The AccuSafe 
drive can be any Microsoft compatible hard disk, removable disk, mapped network drive, or other 
continuous read/write device that presents itself as a drive letter to Windows Explorer. AccuSafe 
tracks file operations at the interrupt level within the Windows OS, creates a database log of 
relevant file saves and then saves versioned copies of such files on a separate AccuSafe folder on 
the defined AccuSafe drive. A break in the connection between the user PC and the AccuSafe 
drive destination does not interfere with the AccuSafe database tracking of changes that occur. 
Once re-connected to the AccuSafe drive, data will be copied over without user intervention. 

6.0 Application 

The following key product features and attributes should be supported by the AccuSafe 
application. 

6.1 User interface 

The user interface is Windows Explorer. Additionally, 'the AccuSafe icon appears 
minimized on the system tray (right side of the Windows task bar). Similar to utilities 
such as WinZip, AccuSafe is right mouse click context menu driven. Adjustments to the 
AccuSafe behavior and to achieve file or file folder restoration is available upon point 
and right mouse click. System restore functions are available by double-clicking the 
minimized AccuSafe icon. The user should feel new features are now available after 
installing AccuSafe without a new interface. 

6.2 File change monitoring and copying 

IPCI Confidential 

AccuSafe constantly monitors the Windows OS for file activity. File information is 
available and responded to in AccuSafe when a file is opened, copied, deleted, renamed, 
moved or created. High activity system files that are in constant use and updated 
frequently are screened and captured on a periodic basis to enable complete and reliable 
system restore without creating performance issues by recording its every operation. 
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Once a user opens a file (perhaps a Word document for example), AccuSafe records the 
file properties and then does nothing until the user either closes the file without change, 
or makes a change and saves the file. When the save operation occurs, AccuSafe informs 
the IntelliQueuer that the file will require copying to the AccuSafe drive. The capture 
and copy then occurs in the background while the user continues to work. Versions of 
the file are maintained up to the number set in the AccuSafe features (or the 4 versions 
that is the default if not otherwise adjusted by the user). Once the maximum number of 
versions is reached, and another change is made to the file, the oldest version is dropped 
and each previous version is incremented by one. 

a) Changing file contents 

When files are changed on the PC, AccuSafe automatically detects the changes, and 
conducts the normal backup operations specified for the files. 

Users are not allowed to change file contents within the AccuSafe directory structure 
on the AccuSafe device. 

File changes on the AccuSafe device, but outside the AccuSafe directory structure, 
are detected and handled by AccuSafe normally. 

b) Deleting Files 

When files are deleted on the PC, AccuSafe responds with a message asking if the 
corresponding backup files (if any) should simultaneously be deleted on the 
AccuSafe storage device. (Note that this requires careful design, since the user could 
see large AccuSafe intrusion in their workflow if this is a frequent event, such as in 
the automatic deletion of temporary files by various applications [in this case though, 
the temporary files are probably "excluded" from the AccuSafe backup strategy.]) 

When files are deleted on the PC that are not backed up on AccuSafe, a copy of the 
files is made to AccuSafe prior to the delete actually occurring. 

When a user deletes files from the AccuSafe directory structure on the AccuSafe 
storage device, appropriate warnings are presented, but the user is allowed to 
continue the delete operation if they wish. It is TBD if the corresponding files 
should, at the user's option, be deleted from the PC as well. Whenever files are 
deleted on AccuSafe, either directly on AccuSafe, or as a result of deleting them on 
the PC, all revisions and information files are deleted as well. 

File deletions on the AccuSafe device, but outside the AccuSafe directory structure. 
are detected and handled by AccuSafe normally. 

c) Renaming Files 

When files are renamed on the PC, AccuSafe performs the same rename operation 
on the AccuSafe storage device. If the files being renamed are not presently stored 
on AccuSafe, the rename operation causes the backup to occur immediately. 

When a user attempts to rename files on the AccuSafe storage device, appropriate 
warning messages are presented, but the user is allowed to continue the rename 
operation if they wish. It is TBD if the corresponding files should, at the user's 
option, be renamed on the PC as well. Whenever files are renamed on AccuSafe, 
either directly on AccuSafe. or as a result of renaming them on the PC, all revisions 
and information files are renamed as well. 
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File renames on the AccuSafc device, but outside the AccuSafc directory structure, 
arc detected and handled by AccuSafo normally. 

d) Copying Files 

When files are copied on the PC, AccuSafe detects the file writes associated with the 
creation of the new copies, and conducts the normal backup operations specified for 
the files. 

When a user copies files on the AccuSafe device, appropriate warning messages are 
presented, but the user is allowed to continue the copy operation if they wish. It is 
TBD if the corresponding files should, at the user's option, be copied on the PC as 
well. Whenever files arc copied on AccuSafo, either directly on AccuSafe, or as a 
result of copying them on the PC, all revisions and information files are copied as 
well. 

File copies on the AccuSafe device, but outside the AccuSafo directory structure, are 
detected and handled by AccuSafe normally. 

e) Moving Files 

When files are moved on the PC, AceuSafe detects the file writes associated with the 
creation of the new copy, and conducts the normal backup operations specified for 
the files. It is to be investigated if a "move" operation actually results in file writes 
on the PC. or if it is simply conducted via modifications to directory content 
"tables." If file writes don't occur, then appropriate file-move message trapping 
must occur within the AccuSafe kernel in order that AccuSafe can properly detect 
such operation. 

When a user moves files on the AccuSafe device, appropriate warning messages are 
presented, but the user is allowed to continue the move operation if they wish. It is 
TBD if the corresponding file should, at the user's option, be moved on the PC as 
well. Whenever files are moved on AccuSafe, either directly on AccuSafe, or as a 
result of moving them on the PC, all revisions and information files are moved as 
well. 

File moves on the AccuSafe device, but outside the AccuSafe directory structure, are 
detected and handled by AccuSafe normally. 

6.3 AccuSafe backup file format 

IPCI Confidential 

At present, all files backed up as a result of AcrnSafe operations, are backed up in their 
native format, but with an AccuSafe-dirccted file extension. Our selection of native 
format storage is the result of engineering/functionality/performance tradcoffs of criteria 
such as: 

a. K~eping the recovery process technically simple 

b. Maintaining a high performance storage process (restore time isn't as important as 
storage time since restore is a comparatively infrequent event as compared to 
storage) 

c. Providing a simple recovery opportunity/process in the unlikely event that the 
AccuSafe software isn't available, becomes corrupted, or fails in some way 

d. Dealing with a very large (and growing) variety of file formats without the necessity 
to individually code for particular file types 
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e. Ability to deal with file formats from non-Windows computing platforms without the 
necessity for platform-specific or format-specific algorithms within AccuSafe 

Obvious exceptions to our current native format "rule" occur when files are compressed 
and/or encrypted to the AccuSafe target device. 

6.4 AccuSafe information file 

Information regarding the specifics of each backed-up AccuSafe file is kept in a simple 
format for many of the same reasons mentioned in the earlier section regarding AccuSafe 
backup file formats. Such information is kept mainly on the AccuSafe target drive to 
enable the portability of the drive between different computers (and even platforms) 
without the necessity to migrate a "master database" from one computer to another. 

This design allows backed up files (with a .AccuSafeF extension) and database files (with 
a .AccuSafelnfo extension) to be moved from AccuSafe device-to-device and/or 
AccuSafe media-to-media vta simple file copy of the backup file (the database 
information file will always follow the backup file). The AccuSafe information file exists 
in parallel with the actual backup file for each stored file, including all versions, and 
contains information such as the following: 

a. original file date and time 

b. original file location 

c. original file attributes 

d. original file checksum (to add a quick consistency check to the restore process, and 
to help guard AccuSafe files against virus contamination) 

e. links to and/or from duplicate files from other computers attached to an AccuSafe 
device (not storing duplicate files [until they are changed and therefore are no longer 
duplicates] assists in minimizing storage requirements, maintaining high CPU 
performance, minimizing network traffic. etc.) 

f. encryption technique flags and encrypted password 

g. compression technique flags 

h. revision "stack" depth 

i. etc. 

General AccuSafe operational information such as global default values for the items 
mentioned above and extension/basename/directory-based default values are maintained 
in the AccuSafe application database, which is stored in the AccuSafe installation 
directory (and backed up in the AccuSafe directory). At present, our "database" files are 
simple ASCII files. We anticipate retaining this format for the .AccuSafelnfo files. but 
will employ database files for general AccuSafe operational information as we move 
forward from prototype to shrink-wrap software. 

6.S AccuSafe Media Device directory structure 

IPCI Confidential 

AccuSafe utilizes a directory structure on the AccuSafe Media Device that mimics the 
directory structure on the users computer as closely as possible. The directory structure 
also allows for multiple computers to be connected to the same AccuSafe device as 
described below: 

\ 
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Root directory where files and/or directories can be saved. This allows the AccuSafe 
device to be used as general storage as well as AccuSafe-related storage. In other words, 
AccuSafe doesn't require dedicated and complete use of the AccuSafe device/media. 

\AccuSafe 
Root directory for the AccuSafe-related storage. 

\AccuSafe\PCNAME 1 
Root directory for the AccuSafe-related storage for the computer named "PCNAME 1 ". 
The computer's name can be set within the AccuSafe software, but defaults to the 
"Computer Name" set within the Network Neighborhood function of Windows. 

\AccuSafe\ PCNAME2 
Root directory for the AccuSafe-related storage for the computer named" PCNAME2". 

\AccuSafe\ PCNAMEl\C 
Root AccuSafe directory for the "C" drive of the computer named " PCNAME l ". Below 
this directory are subdirectories structured exactly as are the directories on the "C" drive 
of computer" PCNAMEl", and so on. 

Long file/path names that could exceed 255 characters will be truncated when saved but 
the actual file/path name of any length will be saved in the AccuSafe information file. 

6.6 Redundant file e]imination 

IPCI Confidential 

It is anticipated that AccuSafe will be designed to employ a redundant file elimination 
techniquesimilar to the following in order to reduce AccuSafe Media Device disk space 
requirements as well as bandwidth requirements between the PC and the AccuSafe Media 
Device: 

a. Calculate the checksum for the source file. This step is always accomplished, and is 
not strictly a part of the redundant file elimination mechanism. 

b. Look to see if the source file exists in the same directory on the AccuSafe device. 
under each AccuSafe-protected computer's directory structure. For example, 1f the 
source file were "C:\Program Files\Microsoft Office\Office\Excel.exe" on a 
computer named "dan 1 ", and if AccuSafe were storing files for computers named 
danl, keithl and paull, we'd try to find the following "Candidate Master" files of the 
same version on the AccuSafe device. 

\AccuSafe\dan 1 \C\Program Files\Microsoft Office\Office\Excel.exe 
\AccuSafe\keith I \C\Program Files\Microsoft Office\Office\Excel.exe 
\AccuSafe\paul 1 \C\Program Files\Microsoft Office\Office\Excel.exe 

c. For each "Candidate Master" file found, determine if the file size is the same ( or for 
program files, that the version is identical). This is a quick go/no-go check, and is 
done first in order to maintain high algorithm performance for the case of non­
similar files. 

d. If step "c" indicates file similarity, verify the checksums. If the size (or versions) 
and the checksum are the same, then perform a bit level difference test to guarantee 
the files are identical. 

e. If steps "b-d" indicate that the files are identical, then the file of which the source file 
is a duplicate, is now promoted in AccuSafe's "thinking" from "Candidate Master" to 
"Master" status. In this case, the source file will not be copied to AccuSafe. Instead, 
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a tiny placeholder ".AccuSafoFile" file will be created with the same name as the 
source file, in the normal location on AccuSafe. The" .AccuSafeinfo" file will be 
created as usual, and populated with a pointer to the discovered "Master" file. (The 
.AccuSafeinfo file will also carry all the information described elsewhere in this 
document.) Further, the ".AccuSafeinfo" file for the "Master" file, will be adjusted 
to carry a pointer back to the placeholder file(sJ that duplicate it elsewhere on the 
AcrnSafe device. 

f. Users can restore duplicate file in exactly the same way that we showed you in our 
meeting. In fact, the user has no knowledge as to whether or not the file(s) they're 
wanting to restore are duplicate files or not. 

g. Users attempting to delete duplicate files, do so as usual. Users attempting to delete 
"Master" files do so normally too, but in this case AccuSafe then promotes one of the 
duplicates that point to the "Master" file to be the new Master file, with 
corresponding adjustments to all involved .AccuSafeinfo files. Also, "Master" file 
will be copied to one of the duplicate localions, overwriting the place!10lder file 
created under step 'f' above, with the actual Master file. 

h. A problem with this system has been indicated for network attached AccuSafe 
devices in that AccuSafe is not running on the file server but on the workstation. A 
system administrator could therefore delete the "Master" file without AccuSafo 
awareness. This problem is being worked and may indicate the need for a second 
generation "Network Manager" product. 

For the initial AccuSafe software release, we hope to create and maintain a table of all the 
AccuSafo•slorcd files with a particular base name. In the example above. the basename 
\vould be a particular version of "Excel.exe" We'd then modify the above algorithm in 
step "b" to look for all files, in any AccuSafe directories, with the source hasename in 
order to check for duplications. This removes the restriction that the redundant file 
elimination mechanism works only if the files are at the same place in each connected 
computer's directory structure. 

File restoration & revision control 

AccuSafe file restoration is accomplished via the same right mouse click user interface 
used for access to uther AccuSafc rearurcs (icscnbcd in this document. 

AccuSafe users must have the ability to select files to be recovered during a restoration 
operation. Such control should be provided at: 
a) full file name. 
b) base filename (e.g. the full file name without an extension), 
c) file extension. 
d) directory and/or 
e) drive levels. 

Multiple selecLion capabilities must also be providt;<l su that users can select on several 
different items from "a" - "e" above during their specification of what is to be restored. 

The user interface for the restoration capability should allow the use of Windows 
Explorer to select multiple or single drive(s), directory(s) and/or file(s) to be included or 
excluded. Similar to a standard multiple file copy operation using explorer, the user 
should be able to right-click over one of the selected items, and the resulting mouse menu 
should provide direct access to the AccuSafe feature(s) that allow file restoration. From 
the AccuSafe prototype, the following screen shot illustrates the general intended 
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operation. Note the selection of a directory and several files, with the mouse menu 
containing an item entitled "Restore Tram AccuSafe." 
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Upon selection of the Restore From AccuSafe menu item, an intuitive user interface such 
as the one shown on the following page is displayed. From here, the user is provided 
with relevant information about each file within the selection made via the prior display. 
Such information would include the file date and timestamp, the original file location, 
perhaps even a comment supplied by the user to describe a particular revision, etc. A tree 
control approach to the view may be more easily followed by the user. 

The user may select an item (file or directory) from the list presented in this user 
interface, then click the Restore button in order to restore the file from the AccuSafe 
Media Device. Depending on the setting of an appropriate user interface widget, the file 
will be restored to it's original location, or to an alternate location chosen by the user. 

Prior to actually restoring the file, the restoration process should determine that the 
AccuSafe backed up file checksum still matches its checksum when it was originally 
backed up, and warn the user if this is not the case. This will provide at least some 
protection against file corruption from viruses or other causes and alert the user to run a 
virus scan prior to the restore operation. 

Also prior to actually restoring the file, the restoration process should determine if the 
backed up file will overwrite a file of the same name on the users PC, and if so, if the 
version of the file on the users PC is on the top level of the AccuSafe revision "stack". If 
such is not the case, AccuSafe must first backup the users file to the AccuSafe Media 
Device, then perform the restoration function. This will assure that no version of a file is 
lost as a result of the restoration process. 

(Note that the restoration user interface shown on the next page, must be extended to 
cover the multiple file and multiple directory case, and that such extension must be very 
intuitive to the user.) 
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Whenever the restoration user interface is active, the user must be able to easily view the 
backed up file in order to gain additfonal information which will allow him to select the 
proper version to restore. This accomplished by allowing the user to highlight a file, then 
click a View button, which will open the appropriate viewer for that file type, using the 
Windows standard mechanism for determining which viewer is appropriate for which file 
type (e.g. *.doc files use Word as the viewer, *.xls files use Excel, etc.). If the viewer for 
a particular file type cannot be determined, or if the identified viewer is not present, the 
user should be offered the standard Windows mechanism for selecting a viewer as shown 
on the next page. 
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The IntelliQueueing feature of AccuSafe is the feature that most impacts AccuSafe 
application performance and that delivers AccuSafe sophistication and marketplace 
uniqueness The lntelliQueuer (IQ) is responsible for managing all AccuSafe generated 
PC-to-AccuSafe-storage-device file transfer requests in a time-ordered fashion. As such, 
once AccuSafe determines that file transfer is required, it then passes a corresponding 
transfer request to the IntelliQueuer. The IntelliQueuer, operating concurrently to the 
AccuSafe application itself, responds to such requests in time-ordered fashion, by 
performing the requested file transfer. • 

If for example, the file transfer request cannot be accomplished because the AccuSafe 
storage device is not available, the IQ then executes alternate operations to perform the 
requested file transfer to a buffer area, then creates a corresponding "unbuffer" request 
( one that eventually transfers the file out of the buffer area and back to an AccuSafe 
storage device) in the event of delayed action on the request. 

This buffer/unbuffer mechanism is also useful in situations where the user has set 
AccuSafe to meter file transfers to the AccuSafe storage device in order to reduce 
network bandwidth contention during periods of high use. 

The general relationship of the IQ to the rest of the AccuSafe application is as shown in 
the following notional diagram depicting the origination and flow of a file transfer 
request as a result of the OS detection of a file write operation. (Note that methods other 
than OS detection of files writes, can generate IQ file transfer requests (e.g. the manual 
Full Synchronize operation). 
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During the course of normal operation, the IQ makes time-ordered file transfers to the 
AccuSafe storage device as identifiea by #1 in the diagram above. 

If the AccuSafe storage device is unavailable for a normal #1 file transfer, the IQ will 
perform a #2 file transfer. In this case, the IQ will also create a queue entry that will later 
perform a #3 file transfer when an AccuSaf e storage device is eventually detected by the 
IQ. 

The communications with and implementation of the queue database of the IQ should be 
implemented using a standard and simple technologies such as Microsoft Jet 
communications to a Microsoft Access database. It is anticipated that the size of this 
database will dynamically shrink and grow during the course of AccuSafe operation, 
based on the number of file transfer requests that are submitted to the IQ and that are 
processed by it. 

The queue database should be maintained on the client PC (in the AccuSafe installation 
directory), and should have a redundant second copy of constantly updated identical 
contents under the client computer's directory structure on the AccuSafe storage device. 

Notionally, each IQ queue entry contains the following information: 

Element# Description 

1 Source path 

2 Target path 

3 Encryption mode and attributes 

4 Compression mode and attributes 

5 Operation to be performed 

6 Earliest date/time at which to perform the operation (this enables the IQ 
to handle "interval" and "scheduled" backups, and to handle situations 
where the user has set AccuSafe to meter file transfers to the AccuSafe 
storage device (as mentioned earlier)) 

7 File transfer performance mode (optimize for transfer speed, or optimize 
for best PC perfonnance) 

8 TBD 

9 TBD 

10 TBD 

Whether file restoration operations are controlled by the IQ is to be determined. 

6.9 File encryption 

IPCI Confidential 19 Printed: 09/21/00 10:05 AM 



Page 154 of 296

IPCI Confidential 

DRAFT 

AccuSafe will provide features that allow files to be encrypted as they are copied to the 
AccuSafe storage device. Encryption capabilities will be adjustable via the file-specific 
AccuSafe Behavior tab on the file/directory properties dialog described elsewhere in this 
document. Default encryption-related settings will be available to the user via the general 
AccuSafe Behavior tab. 

Several types of encryption algorithms, allowing the user to trade-off encryption strength 
vs. encryption performance, are desired. Such encryption algorithms will include and 
ability, and corresponding user interface, for the user to specify algorithm specific 
parameters such as password, key, etc. The selection of encryption algorithms will be 
based in part on the legality issues associated with their exportation outside the United 
States. Users will be able to enable/disable encryption via the encryption-related features 
available on the file-specific AccuSafe Behavior tab. 

The encryption capabilities should be engineered so that it is easy to download a new 
encryption OCX (for example), in order to provide additional encryption algorithms at 
future points in time. A high level block diagram of the intended "plug-in" nature of the 
encryption modules is shown below. This concept should be utilized as much as possible 
within the design and implementation of the entire AccuSafe system. 
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Users aucmpting to View or Restore cncryplcd files (as described elsewhere in this 
document), will be requested to supply the appropriate security parameters (password, 
key, etc.) by the AccuSafe user interface prior to the file being viewed or restored. 

An "administrator" capability within the AccuSafe client software will provide, among 
other things, the opportunity to decrypt files even if the original encryption security 
parameters (password, key, etc.) are not known. This capability, accessible via a user­
specific "administrator'' password (set during the install process, and adjustable later), 
will not reveal the security parameters on the encrypted files, but will instead simply 
provide decryption capabilities for them. This feature exists, for example, so that the 
files belonging to a departed employee, can be restored in the absence of the required 
security parameters. 

6.10 File compression 
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AccuSafe will provide features that allow files to be compressed as they are copied to the 
AccuSafe storage device. This will allow AccuSafe to minimize bandwidth requirements 
of the PC-to-AccuSafe-storage-device channel, and to minimize storage space 
requirements on the AccuSafe storage device itself. Compression capabilities will be 
adjustable via the file-specific AccuSafe Behavior tab on the file/directory properties 
dialog described elsewhere in this document. Default compression-related controls will 
be available ro the user via the general AccuSafe Behavior tab, also part of this dialog. 

Several types of compression algorithms, allowing the user to trade-off compression ratio 
vs. compression performance, are desired. The selection of available compression 
algorithms will be based in part on the legality issues associated with their exportation 
outside the United States. Compression functions within AccuSafe will be intelligent, in 
that they will examine source file contents in order to determine which of the available 
algorithms should be used on the source file in order to achieve best compression ratio or 
best performance as selected by the user. Users will be able to enable/disable 
compression via the compression-related features available on the file-specific AccuSafe 
Behavior tab. 

As is the case with file encryption capabilities, AccuSafc compression capabilities should 
be engineered so that it is easy to download a new compression OCX (for example). in 
order to provide additional compression algorithms at future points in time. A high level 
block diagram of the intended "plug-in" nature of the compression modules is shown 
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below. This concept should be utilized as much as possible within the design and 
implementation of the entire AccuSafe system. 
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Users attempting to View or Restore compressed files (as described elsewhere in this 
document), will be exposed to a decompression progress indicator prior to the file being 
viewed or restored. 

File include/exclude capability 

AccuSafe users must have the ability to control which files are included and excluded 
within the AccuSafe backup process. A control hierarchy will be employed to eliminate 
contradictions such as selecting a particular file or type within a folder to include, then 
selecting to exclude the entire folder. Such control should be provided at: 
a) full file name, 
b) base filename (e.g. the full file name without an extension), 
c) file extension, 
d) directory and/or 
e) drive levels. 

Multiple selection capabilities must also be provided so that users can select on several 
different items from "a" - "e" above, and easily set the include/exclude status that will 
apply each of the selected items. 

As an example, it must be possible and intuitive for the user to include several directories 
in the backup, then to subsequently exclude some files and/or subdirectories underneath 
the originally selected directory. The reverse case must also be supported. 

The user interface for this include/exclude capability should allow the use of Windows 
Explorer to select multiple or single drive(s), directory(s) and/or file(s) to be included or 
excluded. Similar to a standard multiple file copy operation using explorer, the user 
should be able to right-click over one of the selected items, and the resulting mouse menu 
should provide direct access to the AccuSafe feature(s) that allow inclusion and 
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exclusion. From the AccuSafe prototype, the following screen shot illustrates the general 
intended operation. Note the selection of a directory and several files, with the mouse 
menu containing an item entitled "Adjust AccuSafe Behavior." 
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Subsequent to a user selection of the "Adjust AccuSafe Behavior" menu item, the 
standard tabbed dialog the user presently sees via a selection of the "Properties" menu 
item (see below), should offer users the opportunity to adjust include/exclude criteria (as 
well as other file-specific AccuSafe behavioral properties). It is possible for an 
application to add a tab to the standard dialog shown below, and then to have this tab 
appear whenever an application specific menu item is selected from the mouse menu. 
This is the preferable implementation for the "Adjust AccuSafe Behavior" user interface. 
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When the user selects the file-specific AccuSafe Behavior tab, simple checkboxes and 
other standard control widgets, along with jargon-less text, should be available to-the user 
for selection of the various AccuSafe file-specific capabilities. In the case of the 
include/exclude operation, a 3-state "Include" checkbox, working similar to the Read­
only checkbox in the above dialog, should be sufficient. All selected files will receive 
the include (box checked) or exclude (box not checked) attribute chosen via the "Include" 
checkbox. 

The user should also be presented here with a control widget that allows the 
include/exclude specification to be related to all file extensions, as opposed to specific 
file names and directories, represented within the users selection. 

Note that other file-specific AccuSafe Behavior controls will be presenfon the "AccuSafe 
Behavior" tab. These include, but are not limited to file encryption on/off, file encryption 
password, file compression on/off/type options, backup type (automatic, schedule, 
modified-automatic, etc.), etc. 

All persistent information as to the items selected for inclusion and/or exclusion should 
be stored in the AccuSafe Operational Database. 

An additional tab may be added to this "Properties" dialog for the adjustment of general 
(i.e. non-file-specific) AccuSafe Behavior such as user name, company name, computer 
name, AccuSafe Media Device location, PC-to-AccuSafe-storage-device master transfer 
schedule, file copy performance mode, etc. This tab may be accessed when the user 
clicks on the AccuSafe system tray icon an selects the appropriate operation to adjust 
general AccuSafe Behavior. 

The AccuSafe-modified properties dialog must be available for all files, on all attached 
devices, whenever the AccuSafe software is present on the client PC. This will allow the 
user access to all AccuSafe-related features when viewing the AccuSafe Media Device 
via Explorer, or when viewing non-AccuSafe Media Devices via Explorer. 

6.12 Connectivity to AccuSafe Media Device hardware 

AccuSafe should be able to communicate with any device that appears as a hard drive to 
the AccuSafe application. Such devices are referred to as "AccuSafe Media Devices" for 
the purposes of this ERS. For the initial AccuSafe product release however, connectivity 
to a) internal hard drives, b) network attached drives and c) the USB-attached (Universal 
Serial Bus) Fujitsu Magnito-Optical drive family (TBD is it a family or a single device?) 
is projected. Each of these connectivity options rely on AccuSafe Media Device drivers 
provided either via Microsoft in terms of standard disk and/or network device drivers, or 
via Fujitsu (who OEMs SCM Microsystems/Shuttle drivers and hardware components). 
Creation of AccuSafe Media Device drivers is not a part of the AccuSafe project, 
although compatibility with them is. It is anticipated that the AccuSafe installation will be 
called after the completion of the device installation. 

A UNC path (including directory specifications) as well as a drive letter prefixed path 
(including directory specifications) will be allowed for the specification of the AccuSafe 
storage device. 

6.13 System disaster recovery 
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AccuSafe must implement the capability to completely restore a users system in the event 
of a crashed system hard disk, destroyed files, or other catastrophic event. 
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This will require that AccuSafe be able to generate an "Emergency AccuSafe Boot 
Floppy" (3 ½" media only) at some lime prior to the failure. The contents of this 
emergency boot floppy must be sufficient to redirect the boot device to the AccuSafe 
drive and completely restart the computer from the AccuSafe Media Device, assuming 
that the system files necessary to support this functionality are in fact resident on the 
AccuSafe Media Device, and assuming that the AccuSafe device wasn't the damaged 
hard drive itself. 

Once a restart has been accomplished, the user should be left in a state where they can 
either proceed immediately to system restoration functions, or operate their system as if 
the catastrophic event had not occurred. If the user chooses to operate their system 
normally, they must be able to access the system restoration functions at a later point. 
This combination of capabilities, for example. lets the user restore a failed hard drive 
immediately, or restore later when a replacement drive is obtained. 

These capabilities also allow users to use AccuSafe for the purposes of upgrading to 
larger or newer hard drive on their computer, due to the fact that AccuSafe is able to 
completely rebuild a new hard drive (given that the AccuSafe Media Device is fully 
synchronized with the users system. 

A user interface similar to the following is suggested for easy system restoration 
functions. TBD is the proper and reasonable breakdown for levels of restoration other 
than "System Files" and "User Files." 
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6.14 Splash screen 
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A splash screen, similar in content to the following should be provided during AccuSafe 
startup (as Windows is booting up, or via a manual start). The splash screen should 
appear for a short period of time, but definitely long enough for the user to see that 
AccuSafe is up-and-running. The splash screen should contain messages that show the 
progress of the AccuSafe boot process, as shown by example below, that give the user 
confidence that proper protection is indeed occurring. 

Example sequence of splash screen messages which would appear on the splash screen in 
a location such as that occupied by the text "Initializing" in the example below. 

• Initializing AccuSafe software 
• Verifying AccuSafe software 
• Verifying AccuSafe hardware 
• AccuSafe is on the job! 
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In this splash screen, the displayed company logo (Fujitsu in this example) as well as the 
copyright information must be easily adjustable. 

6.15 AccuSafe Media Device directory look-and-fee] 

IPCI Confidential 

The specific directories and files on an AccuSafe Media Device should have a visual 
appearance, and operation, that clearly differentiates them from files and directories on a 
non-AccuSafe Media Device. 

An example of possible AccuSafe directory look-and-feel is shown below. Note that the 
user is confronted with a very-different-from-usual display upon navigating to an 
AccuSafe directory, and that by selecting the Show Files link on this display, can get to 
the usual Explorer display. Once the user navigates past "show all files" Explorer 
operation should be similar to what they are used to in the non-AccuSafe case. 

All AccuSafe-related files stored in the AccuSafe Media Device directory must be 
hidden, and not visible to the user. This accomplishes two goals: a) it maintains a 
directory structure and file list within the directories, that match the users PC, thus 
increasing familiarity with, and usability of the AccuSafe directory structure, and b) 
reduces the opportunity for the user to accidentally or intentionally corrupt or delete 
AccuSafe-related files. 

An example of the necessity to hide AccuSafe-related files, relates to the user confusion 
that directory clutter that would occur if users could see each file revision which is 
presently named according to the following general format: 

fff f( nnn]. txt.AccuSafeB ackup 

Another similar example relates to the storage of an AccuSafe "housekeeping" file named 
according to the following general format and utilized in the storage of various AccuSafe 
operational parameters (original directory location, original date/time, checksum, etc.). 

ffff.txt.AccuSafeinfo 

These two examples also give further example to the value in hiding the 
·'.AccuSafeBackup" and ".AccuSafelnfo" file extensions as described elsewhere in this 
document. 

Hiding files by marking them as "hidden files" and hiding directory extensions for 
"known" file types using Explorer's Folder Options are not particularly robust 
mechanisms, since the user can override any automatic AccuSafe settings, resulting in 
confusing and cluttered displays. 
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The directory visual appearance shown in the previous display is presently implemented 
in the prototype via the hidden deskfop.ini and folder.htt files within each AccuSafe 
directory. This implementation however isn't robust in that users can disable options that 
allow directories to be displayed in web-content-format, so an alternative method should 
be implemented that yields similar results. Note also that the current implementation is 
made with a very simple adjustment to the desktop.ini and folder.htt files found in the 
\Windows directory on a Windows 98 PC. There are likely to be Microsoft copyright 
ramifications to continuing this practice. 

6.16 AccuSafe file icons 

IPCI Confidential 

Files backed up by AccuSafe on the AccuSafe Media Device should be identified with 
distinctive AccuSafe-related icons, regardless of their native type, when· viewing the 
AccuSafe Media Device directory structure as shown below: 
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6.17 AccuSafe system tray icon 

IPCI Confidential 

An AccuSafe icon in the system tray, as shown on the attached, should a) indicate that 
AccuSafe is operational, b) should provide some visual indication as to the progress of 
copying files, and c) should allow a right-click to access various AccuSafe functionality. 

Item "b" could be implemented in similar fashion to MS-Word's "pulsating disk" status 
bar indication when saving large files (such as this ERS !). 

Rolling the mouse over the AccuSafe system tray icon should result in a standard "tool 
tip" that provides useful AccuSafe operational status information. 
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6.18 AccuSafe file names 

IPCI Confidential 

Visible AccuSafe file names should be identical, and in the same directory structure as 
the user is accustomed to on their PC. Further, the length of the file name, as well as the 
casing of the file name must be maintained as identical to the file name on the user's PC. 

In the case of the prototype, the original native file name is maintained but with an 
appended AccuSafe-related suffix (".AccuSafeBackup"). This allows for AccuSafe­
backed up files to be easily identifiable to various parts of the AccuSafe system software, 
but requires that the option to "hide file extensions of known types" (see below) be 
selected in order to avoid seeing file names such as "temp.txt.AccuSafeBackupFile" in 
Explorer. 
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This is not a robust implementation, since users can adjust the setting of the "hide file 
extensions for known file types" and can become confused at the results. An alternate 
method should be discovered. 

6.19 AccuSafe boot-up operations 

During the boot process, AccuSafe will update Windows system files that cannot be 
easily copied once Windows is up and running. This is particularly true for NT where 
files like Ntuser.dat and Ntuser.log cannot be copied while operational. They can be 
copied during DOS boot up and do not require real-time backup during normal operation. 
AccuSafe will install as a default startup application, unless the user selects otherwise (an 
NT system start up application by default). The AccuSafe monitor will begin house­
keeping checks following Windows boot up and user virus check startup scan completion 
(if any). The AccuSafe database is briefly checked for queued files and the AccuSafe 
device is tested for communications link. Once these quick checks are complete, 
AccuSafe is ready and on the job. 

6.20 AccuSafe W eh Linkages 

IPCI Confidential 

AccuSafe must be capable of launching Internet Explorer or Netscape Navigator in order 
to connect to various URLs that may contain technical support information, product 
(AccuSafc and non-AccuSafe) sales information, etc. These launches should normally be 
performed from the AccuSafe system tray icon menu, and must be implemented in a 
manner that allows them to be very easily adjusted for different menu text and/or 
changing target URLs. 

This feature should also display a pop up message in the event the user does not have 
Internet access indicating that an Internet browser must be installed before this feature 
can be enabled. 

40 Printed: 09/21/00 10:05 AM 



Page 175 of 296

IPCl Confidential 

DRAFT 

Fujiisu home page displayed. here ... 

Internet Explorer or 
Netscape Navigator 
session initiated as a 
result of the user's 
selection of a web 
link menu item from 
the menu available by 
right-clicking the 

41 Print.cd: 09/21/00 I 0:05 AM 



Page 176 of 296

DRAFT 

This linkage must also allow AccuSafe to form an almost-no-user-intervention-required 
connection to a URL in order to determine if a revision to the AccuSafe software is 
available, and if the user needs the revision. If the user elects to install an available 
revision, AccuSafe should handle this activity without undue user intervention. 

6.21 AccuSafe Monitor 

IPCI Confidential 

AccuSafe monitors it's own operation on a continual basis, in order to assure optimal 
data integrity at every possible level. The AccuSafe Monitor and the AccuSafe Advisor 
together perform these self-checks. 

The AccuSafe Monitor performs it's checks each time a file is transferred from the PC to 
the AccuSafe storage device, and does so in a manner that does not interfere with PC 
performance. Primarily, the AccuSafe Monitor assures that connectivity to the AccuSafe 
storage device is properly maintained, and that AccuSafe's application data structures and 
data bases remain internally consistent. 

A second mission of the AccuSafe Monitor is to watch for situations, on a file-by-file 
basis, that may require either automatic or manual intervention to resolve. The AccuSafe 
Monitor will take corrective action under these circumstances, either automatically, or via 
simple Yes/No message boxes presented to the user. The automatic or manual "mode" of 
the AccuSafe Monitor is specified via a related group of settings in the general AccuSafe 
Benhavior tab described elsewhere in this document. 

Additionally, all AccuSafe Monitor "threshold" settings are adjustable via the general 
AccuSafe Benhavior tab. Applicable threshold settings are shown via italics below. 

The AccuSafe Monitor will detect and attempt to resolve situations such as the following: 

a) Situation: Frequent modifications of a file that is excluded from the AccuSafe 
backup mechanism. 

Resolution: Automatically add the file to the "include" list, or inform the user of the 
situation and ask if the file should be added. If the user elects not to add the file, 
then the AccuSafe Monitor will cease user notification regarding this file until a 
specified time period (N days) has elapsed. 

b) Situation: Frequent modifications of a file that is included in the AccuSafe backup 
mechanism, but whose frequent transfer from the PC to the AccuSafe storage device 
may unacceptably limit the bandwidth available to other applications that need to 
communicate on the PC-to-AccuSafe-storage device channel (port, LAN, IDE, etc.). 
This may relate to frequent modifications of small files, or less-frequent 
modifications of large files. 

Resolution: Automatically or via simple inform-and-ask GUI, change the file's 
backup type from "automatic" to "interval" or "scheduled" for a specified time 
period. 

c) Situation: PC-to-AccuSafe-storage-dev1ce communications cannot be established or 
has been interrupted. This could happen during a file transfer between the PC and 
the AccuSafe storage device. 

Resolution: Warn the user via GUI, then using the lntelliQueuer, redirect all such 
file activity to the AccuSafe buffer area until the AccuSafe Monitor again detects 
that connectivity between the PC and the AccuSafe-storage-device can again be 
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established. Note that this kind of operation is "normal" in many cases, since the 
AccuSafe device can be disconnected from, then later reconnected to the client PC. 

Several special "drive spanning"-related situations exist that may be implemented 
using this situation/resolution pair. Note that these, and item "c" itself, may more 
properly be resolved via the IntelliQueuer itself. 

1. Situation: The media in the AccuSafe storage device is full., as might occur 
from time to time when AccuSafe is operating with smaller media types such as 
MO drives, ORB drives, etc. 

Resolution: W am the user via GUI that the media is full, and allow them the 
chance of inserting new media immediately, or holding off the media change to 
a future point. The user would be issued periodic reminders of this situation, but 
it could persist for some time without any adverse affects. Via the 
IntelliQueuer, redirect all file transfer activity to the AccuSafe buffer area until 
the full media situation is resolved by the insertion of a new media with suitable 
storage space. This situation would be automatically detected via AccuSafe, 
which would then use the IntelliQueuer to perform all "queued" file transfers 
from the AccuSafe buffer area to the newly inserted media. 

2. Situation: Similar to c. I above, the AccuSafe storage device becomes full, or 
otherwise unavailable, during a file transfer. 

Resolution: Same resolution as c.1 above, but note that the "restore from 
AccuSafe" features are affected by design decisions that may result in some 
revisions of a file being present on one media, and other revisions on another. 
The situation is further complicated by situations where a file might actually be 
split across multiple AccuSafe media (though it is likely that we would want to 
avoid this situation). Note that as smaller-and-smaller AccuSafe storage devices 
are incorporated into AccuSafe's official support list, this situation, and other 
similar ones, will grow in frequency. 

3. Situation: The media in the AccuSafe storage device is not the one that 
contains the revision history for a particular file. This might occur during 
situations where smaller media devices such as MO drives or ORB drives were 
in use. 

Resolution: Warn the user via GUI that the currently inserted media is not the 
one used for a particular file, and offer the change of changing the media 
immediately, or holding off the change until a later point in time. The user 
would be issued periodic reminders of this situation, but it could persist for some 
time without any adverse affects. Via the IntelliQueuer, redirect all file transfer 
activity for the affected file(s) to the AccuSafe buffer area until the situation is 
resolved by the insertion of a the correct media for the affected file(s). This 
situation would be automatically detected via AccuSafe, which would then use 
the IntelliQueuer to perform the "queued" file transfers destined for the newly 
inserted media. It is possible for file transfers would be queued via the 
IntelliQueuer for several different media under this condition. 

Note: Special attention must be given to the algorithmic design of such a 
feature, in order that it properly retain knowledge of the association of a 
particular media with the location of a particular file's revision history. This 
may involve the detection of the media's serial number (in order to detect one 
media vs. another, or the detection of an AccuSafe-supplied media serial number 
which might be generated/retained by AccuSafe in a file in the AccuSafe 

43 Printed: 09/21/00 l0:05 AM 



Page 178 of 296

DRAFT 

directory on the AccuSafe media. The algorithm must operate properly with c.1 
above, and must allow the user some convenient means for "resetting" AccuSafe 
so that it can, for example, begin storing a file's revision history on a media 
other than the media originally used for that particular file. 

d) Situation: AccuSafe detects that bandwidth between the PC and the AccuSafe 
storage device is causing file transfer times to be elongated beyond normal (e.g. the 
LAN is very busy with other traffic). 

Resolution: AccuSafe can temporarily redirect such file transfer activity to the 
AccuSafe buffer area via the IntelliQueuer, or it may adjust the file backup mode 
from "automatic" to "interval" or "scheduled." 

e) Other situations and resolutions are TBD. 

All actions, manual or automatic, taken by the AccuSafe Monitor should be 
chronologically logged, with the resulting log file being viewable, printable and resizable 
(maximum number of entries) by the user. 

These functions should be implemented so that the user is not constantly barraged with 
messages concerning such "action-not-immediately-required" situations and their 
resolutions, but that they are periodically reminded of steps they need to take to resolve 
the situations. One possibility is to remind the user ever few hours, with a "snooze" 
button on the reminder dialog (similar to Outlook calendar events). Another possibility is 
to remind the user of all such pending matters each time AccuSafe starts (immediately 
after system boot-up for example). 

Note also that it is not imperative that AccuSafe's design include a separate functional 
block labeled AccuSafe Monitor, nor is it require that if such a block exists, that the 
above-described functionality would have to be resident there. Many of these functions 
may be incorporated into AccuSafe within other functional blocks that appear at the 
proper points in the system's design (e.g. items "c" and "d" above may more properly be 
included within the IntelliQueuer itself. 

6.22 AccuSafe Advisor 

IPCI Confidential 

The AccuSafe Advisor is similar in operation to the AccuSafe Monitor. The AccuSafe 
Monitor is responsible for watching for, and acting on, a limited number fairly time 
critical situations. As such, the AccuSafe Monitor is invoked with every file transfer 
from the PC to the AccuSafe storage device. In contrast. the AccuSafe Advisor watches 
for and responds to a larger set of non-time-critical situations. 

The AccuSafe Advisor runs on a scheduled basis, still not impacting PC performance in 
an appreciable manner. 

The AccuSafe Advisor will detect and attempt to resolve situations such as the following: 

a) Situation: AccuSafe Advisor detects that X% of the AccuSafe media is occupied by 
files that haven't been modified in the last Y days. 

Resolution: Present an option to the user asking if they'd like to delete the files in 
question, or to reduce the number of stored revisions of them (if any), warning them 
to be sure that they have backups (AccuSafe can create them) of these files if they 
decide to delete them. 
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b) Situation: AccuSafe Advisor detects that X% of the AccuSafe media is occupied by 
files which no longer exist in the original locations on the client PC. 

Resolution: Present an option to the user asking if they'd like to delete the files in 
question, or to reduce the number of stored revisions of them (if any), warning them 
to be sure that they have backups (AccuSafe can create them) of these files if they 
decide to delete them. 

c) Situation: AccuSafe detects that a system file, or set of them, is not represented in 
AccuSafe, and that as a result, AccuSafe's "restore system" functions cannot 
properly perform. 

Resolution: Present an option to the user, asking if they'd like for AccuSafe to 
automatically conduct the proper backups. 

d) Situation: AccuSafe detects that a file included in the AccuSafe backup strategy is 
not represented in AccuSafe in it's latest version. 

Resolutiion: AccuSafe conducts the backup automatically. 

e) Other situations and resolutions are TBD. 

All actions, manual or automatic, taken by the AccuSafe Advisor should be 
chronologically logged, with the resulting log file being viewable, printable and resizable 
(maximum number of entries) by the user. 

These functions should be implemented so that the user is not constantly barraged with 
messages concerning such "action-not-immediately-required" situations and their 
resolutions, but that they are periodically reminded of steps they need to take to resolve 
the situations. One possibility is to remind the user ever few hours, with a "snooze" 
button on the reminder dialog (similar to Outlook calendar events). Another possibility is 
to remind the user of all such pending matters each time AccuSafe starts (immediately 
after system boot-up for example). 

Note also that it is not imperative that AccuSafe's design include a separate functional 
block labeled AccuSafe Advisor, nor is it required that if such a block exists, that the 
above-described functionality would have to be resident there. Many of these functions 
may be incorporated into AccuSafe within other functional blocks that appear at the 
proper points in the system's design. 

6.23 Feature for the initial AccuSafe release 

To be determined ... 

6.24 Features for future versions 

IPCI Confidential 

The following features are contemplated for future revisions of the AccuSafe product, 
and should therefore be considered during the initial AccuSafe design process so as to not 
inadvertently preclude the possibility of their implementation. Some of these features 
may also be added as priced upgrades to the basic AccuSafe program. 

These features are listed in no particular order, as their priority has not yet been 
established: 

A. Enhanced compression functions that briefly analyze the file type being compressed, 
and the select algorithms for speed or size optimization. 
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B. Official support of additional AccuSafe Device Media hardware. 

C. Official support of Mac, Linux and Unix operating systems. 

D. Disk spanning for use with lower storage capacity AccuSafe Device Media. This 
function would make use of the IntelliQueing mechanism in order to avoid situations 
where the user is constantly being asked to insert a different media. Some of this 
functionality is described under the AccuSafe Montior and IntelliQueuer sections of 
this doucument. 

E. Use of multiple encryption types for optimization of speed and security, and to 
position encryption capabilities to be legally distributed outside the United States. 

F. Integrated virus scanning capabilities, and enhanced virus protection mechanisms. 

G. Enhanced AccuSafe Monitor capabilities. 

H. Enhanced AccuSafe Advisor capabilities. 

I. Block level, and/or byte level file change recording. This will reduce the disk space 
requirements currently associated with the storage of the entire file for each revision 
and will minimize bandwidth requirements on the interface between the client PC 
and the AccuSafe Media Device. 

J. Tie certain AccuSafe features and/or look-and-feel to firmware codes supplied by 
AccuSafe Device Media and/or hardware. 

K. Add "In AccuSafe backup files ... " to the functionality available via the Windows 
Start Menu's "Find" menu capabilities. 

L. Add "In AccuSafe backup files ... " to the functionality available via the Windows 
Explorer's "Tools I Find" menu capabilities. 

M. Enhance the redundant file elimination mechanism so that redundant files can be 
detected and linked (rather than copied) intra-computer or inter-computer. 

7 .0 Install Program 

The AccuSafe installation program will be developed using the industry standard InstallShield 
product. The general form of the install program will follow the form of the prototype AccuSafe 
installation program, and will accomplish the following tasks: 

A. Provide an autorun file and capability for the CD. 

B. Provide a splash screen informing the user of the name of he product to be installed. This 
splash screen should also contain an engaging graphic. 

C. Provide a welcome dialog informing the user of the product name and version they are about 
to install. 

D. A check to see that the software/hardware environment into which the user is about to install 
AccuSafe, is officially supported by AccuSafe. The installation should be aborted for most 
(specific definition of "most" TBD) non-supported environments. See minimum system 
requirements elsewhere in this document. 

E. A radio-button (or similar) selection for the AccuSafe localization (English, French, German. 
etc.) they wish to install, defaulted to the language most appropriate to the version of the 
operating system they are running. 

F. A display of the license agreement in the language they selected. The installation process will 
not continue past this point without the user clicking on an "I accept the license agreement" 
button. 
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G. The opportunity to build AccuSafe product floppy disks so that it can be installed on systems 
that have no CD ROM drive. (TBD if this requirement should be deleted since the 
overwhelming majority of 32-bit operating system machines have CD ROMs.) 

H. The opportunity for the user to enter their name and company name. These items should be 
populated into the Windows registry so that they can be displayed within the About AccuSafe 
dialog of the AccuSafe application. 

I. TBD A password should be required for web and email downloads. This password must not 
be hardcoded, but may be tied algorithmically to a CD serial number, or other such 
mechanism such that the password will work only for this particular installation. 

J. The user should be able to select between Typical, Compact and Custom installations. The 
typical installation should install all AccuSafe-related files. The compact installation should 
install the minimum set of required AccuSafe files (i.e. the help system might be omitted in 
this case). The custom installation should allow the user to choose which product components 
will be installed. 

K. The user should be allowed to select the installation directory for the AccuSafe application, 
with the default being "\Program Files\AccuSafe". The company name is not included in the 
default directory, since there may be several companies selling AccuSafe under their name 
which would require unnecessary differences in the installation program, the application, 
learning products and the technical support process (to name only several) if the company 
name were included. 

L The user should be allowed to select the folder/program group into which the AccuSafe­
related application icons will be installed. The default folder/program group will be 
"AccuSafe" for similar company name issues as mentioned earlier. 

M. The installation process should determine which operating system the user is running, so that 
it can customize the installation appropriately. Customizations include, but are not limited to, 
the installation of particular rules for file inclusion/exclusion from the backup/startup 
processes. 

N. On appropriate operating systems (Windows NT for example), the install program should ask 
the user if AccuSafe should be available to all users (default), or to the particular installing 
user. 

0. The install program should determine the network name of the computer, and give the 
opportunity for the user to use this name, or another user-supplied name, for the AccuSafe 
media directory structure associated with that user's computer. 

P. The install program should ask any other (but limited to less than 5 if possible) questions 
necessary for the configuration of various AccuSafe functions. 

Q. The install program should ask the user for an "AccuSafe administrator" password. This 
password will provide the ability to bypass encryption security parameters and adjust other 
vital AccuSafe operational parameters. 

R. The install program should ask the user for the disk drive to use as a temporary "buffer" area 
for file transfers in the event that the AccuSafe storage device, or it's media, becomes 
unavailable. 

It is anticipated that the AccuSafe application will be installed in stand-alone fashion, in 
which case the install process will attempt to identify a pre-installed AccuSafe storage device. 
If a single AccuSafe device is located, the AccuSafe install program will pre-configure it's 
default storage device accordingly. If multiple AccuSafe devices are found, the install 
program will ask the user which device to use as the default device.The preceding remarks are 
appropriate also to the projected situation where the AccuSafe install program may be 
"called" from the driver installation program for an AccuSafe storage device. For example, 
the Fujitsu MO drive's install program should call the AccuSafe install program (resident on 
the same CD as the MO drivers, or on a separate CD), once the MO drive is installed and 
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operational. Since the installation of hardware drivers often requires a system reboot before 
the hardware device is present, this process may require that the MO drive install program a) 
install the MO drivers and appropriately configure the system, b) reboot the system, then c) 
cause the system to automatically re-enter the install process in order to install the AccuSafe 
software. 

Additionally, the install program should allow the user to "create" an AccuSafe storage device 
on any read/write media seen as a hard drive by the operating system. This allows the user to 
designate a directory on an existing media device as the AccuSafe device, without the 
necessity to actually install a new AccuSafe-related storage device. 

The selected install program environment, InstallShield, has the internal capabilities to 
support the requirements described in this section. 

S. The user should be presented with an opportunity to review, and then if necessary, to change. 
the user-specified, default, and automatically-determined installation settings prior to the 
actual start of the product installation. 

T. The installation program should install all files necessary for the AccuSafe product. This 
process may involve firing of other Microsoft-supplied or third-party-supplied self-extractor 
installations related to Microsoft or third party subsystem installations such as ODBC, Jet, 
MS-Access drivers, etc. Multiple system reboots (and corresponding automatic install 
program restarts) should be kept to an absolute minimum, a single reboot at the end of the 
installation is the goal. The installation program should create a persistent, cumulative, user­
viewable log of its activities for troubleshooting purposes. 

U. The installation process should add all registry entries required by the AccuSafe product, 
including file associations, class associations, and entries corresponding to the automatic start­
up of AccuSafe upon system startup and/or user login. Registry installation areas should be 
selected so that AccuSafe operation for individual users, as well as for "all" users can occur 
properly. 

V. The installation process must configure the registry and/or the StartUp folder, such that 
AccuSafe will be automatically started upon system startup and/or user login. 

W. The installation process should let the user view the ReadMe file at it's conclusion, and/or 
startup AccuSafe. If AccuSafe is being started for the first time on the computer, the user 
should be given the opportunity to accept or decline an automatic background synchronization 
of the AccuSafe Media Device with their hard drive (TBD "C" only, or all local drives) upon 
AccuSafe startup. 

The installation program must be built with potential localization of the entire installation user 
interface in mind. 

The installation program must be as user-friendly and jargon-sparse as possible, since this 
application will be used by an extremely wide variety of PC illiterate and PC expert customers, in 
all areas of the world. 

The installation program must be built with consideration to making it easy to adjust the company 
name associated with the AccuSafe product since it may be distributed by multiple partner 
companies who may be licensed to sell the "XXX AccuSafe" product, where "XXX" is the name 
of the authorized selling company. 

If necessary, the installation program should be built upon the Windows Installer (TBD) in the 
case of Windows 2000. However, it is more important that consistency in installation across the 
various platforms be maintained if at all possible for facilitation of Learning Products, QA and 
Technical Support commonality. 

8.0 Unlnstall Program 
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An Unlnstall capability should be created along with the installation program, again using the 
industry standard InstallShield product. Unlnstall must remove all non-shared, and user 
unmodified files installed during the installation of AccuSafe. Any files that have been modified 
from their default settings subsequent to the installation of AccuSafe must be retained, in order 
that access to any AccuSafe backed-up files can still occur manually, or upon reinstallation of 
AccuSafe. 

Unlnstall should also remove all appropriately-removable AccuSafe registry entries. 

The Unlnstall capability should be available via the standard Start I Settings I Control Panel I 

Add/Remove Programs mechanism within the Windows 95/98/NT mechanism. Windows 2000 
uninstall access mechanism is TBD, but is anticipated to be the same as the necessary mechanism 
for Windows 95/98/NT. 

9.0 Learning Products Plan 

9.1 Help System 

IPCI Confidential 

The AccuSafe application will include a comprehensive on-line help system in standard 
WinHelp format, similar in look and feel to the help system available within Microsoft 
Word. 

HTML format is acceptable alternative to WinHelp format, as long as product installation 
details and installed component licensing agreements are workable. HTML format is 
only acceptable if there are no requirements for the user to have Microsoft Internet 
Explorer installed or selected as the default/only browser. 

The help system will be designed to integrate with the user interface of AccuSafe, 
through specific Help buttons, via right-click "What's This?" functionality, and via Fl 
key accessibility. Further, the Help system will be accessible via an "AccuSafe Help 
System" and "AccuSafe Help Contents and Index" right-click menu items from the 
AccuSafe system tray icon. The help system will also be accessible via an AccuSafe 
Help System icon in the AccuSafe folder/program group. 

The help system will be primarily "how to" oriented, and will cover the major tasks 
expected to be performed by the user during the course of AccuSafe application use. A 
"reference" section will be included as well, giving details of each user interface and 
operational element of the application. 

The help system should be developed using the industry standard RoboHelp tool in order 
to properly prepare for a possible localization process. 

A final table of contents for the help system is TBD, but is expected to be similar to the 
following general outline: 

A. Introduction 
Welcome 
How AccuSafe works 

B. System requirements 
Supported computer hardware 
Supported computer software (operating systems, etc.) 
Supported AccuSafe media devices 
Supported AccuSafe media device drivers 
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C. Installation procedure 
Hardware 
Software 
What happens during installation and how to make adjustments later 

D. Getting started 
High level, quick walk through the major features (may be leveraged from 
and/or to the Getting Started Guide references below). 

E. How To ... 

F. 

Backup a file 
Restore a backed up file 
Synchronize AccuSafe media with your computer 
Work with AccuSafe when there is no external AccuSafe media 
Create an emergency restart disk for use in case of hard drive failure 

Restore your system to a new hard drive from the AccuSafe media 
Restore your system after a corrupted hard drive failure from the AccuSafe 
media 
Encrypt files 
Compress files 
Work with multiple computers attached to an AccuSafe Media Device 
Modify AccuSafe's setup settings 
Adjust individual extension, file and/or directory settings 
Adjust default extension, file and/or directory settings 
Etc. 

Reference ... 
Describes each dialog and control widget 

G. Troubleshooting 
Symptom-oriented 
Step-by-step-oriented 
References to other documents (printed, electronic, web) 

H. Technical Support 
Web site connections 
Email addresses 
Phone and fax numbers 
Hours of support 

I. License linkage 

J. Warranty linkage 

K. ReadMe linkage 

L. Windows Help linkage 

9.2 ReadMe 
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An electronic ReadMe file will be created in Microsoft NotePad/WordPad-compatible 
ASCII *.txt format. This ReadMe file will contain product information generally not 
carried in the Help System, and will focus on the following general topics (final contents 
TBD): 

A. Introduction 
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B. Installation Procedures 
C. Last minute information received too late for inclusion in the help system 
D. Troubleshooting information 
E. Technical support information 

The ReadMe file will be accessible via the help system, and will also be available via a 
Microsoft NotePad icon in the AccuSafe folder/program group. 
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9.3 Getting Started Guide 

9.4 

A brief electronic Getting Started Guide will be created in Microsoft Rich Text Format 
(rtf) very briefly covering the following general topics (final contents TBD). Some of 
this material may be highly leveraged from the help system. 

A. Introduction 
B. System Requirements, including supported software and hardware 
C. Major feature walk through (mostly screen shots, minimal text, lots of white space) 
D. Where to find more product information 
E. Where to find troubleshooting information 
F. Technical support 

The Getting Started Guide will be delivered in electronic form with the AccuSafe 
product, and will be available via a Microsoft Word Reader icon in the AccuSafe 
folder/program group. 

The Getting Started Guide will be printable by the user. 

The Getting Started Guide may also be delivered in printed format to the user with the 
AccuSafe product as a manual-sized document, or as a CD jewel case front-liner. 
Delivery as a front-liner will require graphics design not required for the other-mentioned 
delivery vehicles. 

License File 

A license file containing appropriate terms and condition of AccuSafe product usage will 
be created in Microsoft NotePad/WordPad-compatible ASCII format. The license file 
will be accessible to the user during the installation process, and the user must agree to 
it's terms and conditions in order for AccuSafe to install. 

Further, the license file will be accessible as a file loaded onto the user's computer. via a 
Microsoft NotePad icon in the AccuSafe folder/program group, via a License access 
button and/or menu item within the AccuSafe user interface. 

9.5 CD-Front Liner 

AccuSafe will be distributed by CD (as well as via web and email distribution 
mechanisms). In the case of CD distribution, a CD-Front Liner will be created in the 
event that a jewel case is employed to carry the CD. The front liner may comprise the 
brief Getting Started Guide as described above. In this case, the visual design of the 
Getting Started Guide will be important. 

9.6 CD-Back Liner 
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AccuSafe will be distributed by CD (as well as via web and email distribution 
mechanisms). In the case of CD distribution, a CD-Back Liner will be created in the 
event that a jewel case is employed to carry the CD. 

This CD-Back-Liner will generally contain the following (exact contents TBD): 

A. Product name 
B. Simple artwork 
C. Copyright information 
D. Part number 
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E. Bar coded part number 

9.7 CD Silkscreen 

AccuSafe will be distributed by CD (as well as via web and email distribution 
mechanisms). An attractive silkscreen will be developed in black-and-white and/or four­
color formats for the CD. This silkscreen will generally contain the following (exact 
contents TBD): 

A. The AccuSafe product name (and version number? TBD) 
B. Engaging artwork 
C. Copyright information 
D. A government restricted rights legend and/or key license information 
E. Technical support links 
F. Part number 

9.8 Technical Support Training Materials 

A Microsoft PowerPoint-based or Install Shield DemoShield product training package 
will be created for the AccuSafe product to be used primarily in the training of those 
responsible for technical support of the AccuSafe product. This training package may 
assume a high degree of PC knowledge on the part of the user. 

The package should include lecture-format material interspersed with product 
demonstration and hands-on lab exercises and should be target for a time-requirement of 
no more than 4 hours. Pre-study material should be required, and this material should 
consist of a review of each of the current versions of the Learning Products, as well as 
some hands-on experience with the AccuSafe product itself. 

The package should quickly address AccuSafe's features and system requirements, and 
should otherwise heavily focus on troubleshooting techniques and theory of operation. 

9.9 Generalization 

All learning products should be created within the framework that the AccuSafe product 
may be released through several different companies, who may be branding the product 
to their corporate name (e.g. Fujitsu AccuSafe, and Hewlett-Packard AccuSafe). 
Therefore, to the extent possible, corporate names should be omitted from the learning 
products as they are created. 

9.10 Localization 
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It is anticipated that AccuSafe's market will contain a high mixture of non-US customers. 
As a result, all Learning Products should be designed with localization in mind. 
Primarily, this involves simply the use of standard tools to create the Learning Products, 
but it also considers the fact that localized text may be longer or short (both in word 
count and in real-estate requirements) in local languages as contrasted with the English 
language. 

The tools recommended above for the development of the AccuSafe Learning Products 
are those that are within the skill-set of the Hewlett-Packard Localization Management 
Center in Grenoble, France. It is likely that this unit of HP will be employed to perform 
any necessary AccuSafe Learning Products and/or application localization tasks. 

In the event that localization is performed on AccuSafe learning products, the following 
languages are representative of the possible localization set ( exact definition TBD): 
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A. English 
B. French 
C. German 
D. Italian 
E. Japanese 
F. Korean 
G. Mandarin 
H. Spanish 
I. Taiwanese 

The ReadMe file may be excluded from the localization process so that it's localization 
lead-time doesn't interfere with the timeliness of it's contents. 

10.0 Quality Assurance Plan 

TBD during the phase O process. 

11.0 Manufacturing Plan 

Known, but not yet written. 

12.0 Technical Support Plan 

Known, but not yet written. 

13.0 ERS Change Process 

14.0 

Changes to this ERS after the initial version non-draft release (ERS revision A.01.00), must be 
made via written change order and must be approved and signed by all parties to this ERS. All 
such change orders should be distributed to all owners of copies of this ERS, and should be 
attached to each copy of the ERS. 

It is specifically understood that changes to this ERS may require schedule, financial and/or 
product feature adjustments. 

Approvals 

IN WITNESS WHEROF, the parties signing below have caused this ERS to be 
executed, understood and approved, including knowledge that certain marked 
items are as yet "to be determined" by their respective duly authorized 
representatives. 

Integrity PC Innovations, Inc. 

By: Steven R. Williams 

Title: Vice President, Software Development and AccuSafe Project Manager 

Date: 

Signature: 

Integrity PC Innovations, Inc. 
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By: Warren P. Roach 

Title: President 

Date: 

Signature: 

Science Applications International, Inc. 

By: TBD 

Title: TBD & AccuSafe Project Manager 

Date: 

Signature: 

Science Applications International, Inc. 

By: Bradford E. Tyler 

Title: TBD 

Date: 

Signature: 
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1 System Description 
This document is the System Description Document for the AccuSafe™ product of Integrity PC 
Innovations, Inc. (IPCI). AccuSafe™ is a client-based software application that creates data 
safety, integrity, backup, revision control and disaster recovery for the customer without user 
action or intervention. 

1.1 General Theory of Operation 
AccuSafe provides the user with true background and real time backup. No scheduling on the part of the user is 
required. No file selection by the user is required. The features offered may be individually selected or not selected 
and controlled or not controlled by the user at their choosing. By default, AccuSafe is installed as a complete file 
integrity and disaster recovery system. Should the user decide to limit AccuSafe to a data file integrity system only, 
this can be done with ease. The user has nearly complete control of the AccuSafe behavior. There are only a fe\v 
areas AccuSafe will not allow the user control over for their own protection such as formatting the AccuSafe drive 
while there is still information on it that does not exist on the system drive. AccuSafe operates in the background 
and creates no noticeable system performance degradation (less than a 2% increase in average CPU usage and no 
detectable change in keyboard or mouse operations by a power user is considered not noticeable). The AccuSafe 
drive can be any Microsoft compatible hard disk, removable disk, mapped network drive, or other continuous 
read/write device that presents itself as a drive letter to Windows Explorer. AccuSafe tracks file operations at the 
interrupt level within the Windows OS, creates a database log ofrelevant file saves and then saves versioned copies 
of such files on a separate AccuSafe folder on the defined AccuSafe drive. A break in the connection between the 
user PC and the AccuSafe drive destination does not interfere with the AccuSafe database tracking of changes that 
occur. Once re-connected to the AccuSafe drive, data will be copied over without user mtervention. 

1.2 Supported Platforms/Environments 
The following section contain a description of the supported platforms and environments for the 
AccuSafe product 

1.2.1 Operating Systems 

The AccuSafe application will be fully functional, tested and supported on the following operating systems: 

Microsoft Windows 95 
Supported service release levels and localizations TBD. 

Microsoft Windows 98 
Supported service release levels and localizations TBD. 

Microsoft Windows NT 4.0 
Supported service release levels and localizations TBD. 

Microsoft Windows 2000 
Supported service release levels and localizations 'EBD. The Windows 2000 operating system will be officially 
supported only if the final retail version is available to AccuSafe QA efforts at least 2 months prior to the market 
release of AccuSafe. However, design for Windows 2000 compatibility is a requirement of this product, and testmg 
on Windows 2000 beta releases is required in the event that the final retail version of Windows 2000 is not available 
in time for official AccuSafe support. 



Page 196 of 296

1.2.2 Computer Platforms 

The AccuSafe application will be fully functional, tested and supported on computer platforms meetmg the 
following minimum system requirements: 

A. Intel Celeron, Intel Pentium, or AMD K6 processors 
B. 16 MB available RAM 
C. TBD MB available disk space (for program installation and operational data) 
D. TBD MB available disk space (for file repository) 
E. Single hard disk with single or multiple partitions 
F. 4xCDROM 
G. 
H. 
I. 

3 ½ " floppy drive 
VGA display 
Microsoft-approved keyboard and pointing device (serial mouse, bus mouse, trackball, etc.) 

1.2.3 AccuSafe Media Devices 

The AccuSafe application will be designed to work with any media device that appears as a drive letter to Microsoft 
Windows. AccuSafe release I will be fully tested and supported with the following media devices: 

A. AccuSafe-dedicated internal hard drives with single or multiple partitions 
B. Single or multiple directories on internal hard drives used for standard and AccuSafe-related file storage 
C. LAN/WAN-connected hard drives 
D. Dial-up-networking-connected hard drives 
E. Anticipated: Fujitsu MO drives on USB or Firewire 
F. Anticipated: Other manufacturers removable drives both internal and external 
G. Anticipated: IPCI-developed external hard drives connected via USB, Firewire, Serial or Parallel ports (the 

parallel port version is TBD in view ofMicroSolutions parallel port storage device patent) 

For the initial AccuSafe product release however, connectivity to a) internal hard drives, b) network attached dnves 
and c) the USB-attached (Universal Serial Bus) Fujitsu Magneto-Optical drive family (TBD is it a family or a smgle 
device?) is projected. Each of these connectivity options rely on AccuSafe Media Device drivers provided either via 
Microsoft in terms of standard disk and/or network device drivers, or via Fujitsu (who OEMs SCM 
Microsystems/Shuttle drivers and hardware components). Creation of AccuSafe Media Device drivers is not a part 
of the AccuSafe project, although compatibility with them is. It is anticipated that the AccuSafe installation will be 
called after the completion of the device installation. 

A UNC path (including directory specifications) as well as a drive letter prefixed path (including directory 
specificat10ns) will be allowed for the specification of the AccuSafe storage device. 
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2 Architecture 
The following section discusses the high level architecture of the AccuSafe application. 

2. 1 Architecture Diagram 
The diagram below is the high-level architecture diagram for the AccuSafe application. The 
individual subsystems shown in this diagram will be described in the following sections. 
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Figure 1 - System Architecture 

2.2 Subsystem Descriptions 
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AccuSate Buffer 
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The following sections contain a brief description of each of the subsystems shown in the Figure 
above. 

2.2.1 AccuSafe Kernel 
The kernel watches the operating system, and detects specific events at the operating system 
level that correspond to file reads, writes, deletes, and other fundamental file system activities. 
The kernel translates the event into a message that can be sent to the AccuSafe Core Application 
can use it. This happens real-time, as the user is working as normal on their PC. Once the event 
is detected at the operating system, the rest of the AccuSafe backup process happens as quickly 
as it can - to appear instant to the user. 

2.2.1.1 Kernel Architecture 
< Put General Architecture drawing from Steve's lnformalPrototype Code Walkthrough> 
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2.2.6 Configuration 
The Configuration subsystem is responsible for allowing the user to select what files to backup 
and how to back them up. There will also be application wide settings that can be configured. A 
user interface will be presented to the user and the configuration information will be stored in the 
Operational Database (OpsDB). 

2.2. 7 Operational Database (Ops DB) 
The Operational Database is the repository for AccuSafe configuration information and could 
also hold the IntelliQueue entries. 

2.2.8 Installation 
The AccuSafe installation program will be developed using the industry standard InstallShield 
product. 
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3 Use Cases 
The following diagram represents the high-level system use case diagram. Each of these high­
level use cases will be further broken down into more detailed use cases. 

onitor: Real-\ 
Time ) 

~-/ 

AccuSafe 

Figure 2 System Level Use Case Diagram 

The following sections detail the Use Cases for the AccuSafe application. 
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3.1 File Change 

Description: This use case is responsible for perfonning the real-time backup of a 
user's files without user action or intervention. 

Initiator: This use case is started indirectly when the user performs an action that 
causes a file to be created or modified. 

Pre-conditions: 
• AccuSafe is installed, configured, and operational. 

Post-conditions: 
• File is backed-up on the AccuSafe drive. 

3.1.1 Main Flow 
1. 

2. 

3. 

AccuSafe detects from the 0/S that a file has been created or modified (i.e. 
saved). 
If AccuSafe determines that the file is under AccuSafe control: 
a) AccuSafe determines if there is enough room on the AccuSafe Media Device 

to perform the copy (this will avoid half written files and cleanup). If not 
enough space, user is informed and file is sent to temporary buffer area. 

b) AccuSafe places that file onto the AccuSafe Media Device with the same 
name and in the same directory hierarchy as the original file. 

c) An Information file is created, in the same location, for the newly backed up 
file containing the information described in Section 4.2.3. This file is created 
in the same directory as the backed up file 

Operation is chronologically logged, with the resulting log file being viewable 
and printable by the user. 

3.1.2 Alternate Flows 

3.1.2.1 AccuSafe Media Device is not attached (at Step 2) --- IntelliQueuer 

1. User is informed that AccuSafe Media Device is not connected (time delay 
popup) 

2. Files are copied to temporary buffer area on the local hard drive. 
3. This operation is logged to the IntelliQueue, so that when the AccuSafe Media 

Device is reconnected, the file(s) that have been copied to the temporary buffer 
area will be moved to the AccuSafe Media Device (See Section XXXX for the 
Use Case describing the reconnection of the AccuSafe Media Device). 

3.1.2.2 Version Control is Active (at Step 2) 

If version control is active, the same steps are perfonned by AccuSafe except the file and the 
associated information file are named with a version number on it. Versions of the file are 
maintained up to the number set in the AccuSafe configuration which can be modified by the 
user. 
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3.1.2.3 File Compression (at Step 2) 
If the user has configured the application or this specific file to be compressed, the file will be 
compressed before being copied to the AccuSafe Media Device. See Section 4.3 for a more 
detailed description of file compression. 

3.1.2.4 File Encryption (at Step 2) 
If the user has configured the application or this specific file to be encrypted, the file will be 
encrypted before being copied to the AccuSafe Media Device. See Section 4.4-for a more 
detailed description of file encryption. 

3.1.2.5 Redundant File Elimination (at Step 2) 
It is anticipated that AccuSafe will be designed to employ a redundant file elimination technique similar to the 
following in order to reduce AccuSafe Media Device disk space requirements as well as bandwidth requirements 
between the PC and the AccuSafe Media Device: 

a. Calculate the checksum for the source file. This step is always accomplished, and is not strictly a part of 
the redundant file elimination mechanism. 

b. Look to see if the source file exists in the same directory on the AccuSafe device, under each AccuSafe­
protected computer's directory structure. For example, if the source file were "C:\Program Files\,\1icrosoft 
Office\Office\Excel.exe" on a computer named "danl ", and if AccuSafe were storing files for computers 
named danl, keithl and paull, we'd try to find the following "Candidate Master" files of the same version 
on the AccuSafe device. 

\AccuSafe\danl \C\Program Files\Microsoft Office\Office\Excel.exe 
\AccuSafe\keithl \C\Program Files\Microsoft Office\Office\Excel.exe 
\AccuSafe\paull \C\Program Files\Microsoft Office\Office\Excel.exe 

c. For each "Candidate Master" file found, determine if the file size is the same (or for program files, that the 
version is identical). This is a quick go/no-go check, and is done first in order to maintain high algonthm 
performance for the case of non-similar files. 

d. If step "c" indicates file similarity, verify the checksums. If the size ( or versions) and the checksum are the 
same, then perform a bit level difference test to guarantee the files are identical. 

e. If steps "b-d" indicate that the files are identical, then the file of which the source file 1s a duplicate, 1s now 
promoted in AccuSafe's "thinking" from "Candidate Master" to "Master" status. In this case, the source file 
will not be copied to AccuSafe. Instead, a tiny placeholder ".AccuSafeFile" file will be created with the 
same name as the source file, in the normal location on AccuSafe. The ".AccuSafeinfo" file will be created 
as usual, and populated with a pointer to the discovered "Master" file. (The .AccuSafelnfo file will also 
carry all the information described elsewhere in this document.) Further, the ".AccuSafelnfo" file for the 
"Master" file, will be adjusted to carry a pointer back to the placeholder file(s) that duplicate it elsewhere 
on the AccuSafe device. 

f. Users can restore duplicate file in exactly the same way that we showed you in our meeting. In fact, the 
user has no knowledge as to whether or not the file(s) they're wanting to restore are duplicate files or not. 

g. Users attempting to delete duplicate files, do so as usual. Users attempting to delete "Master" files do so 
normally too, but in this case AccuSafe then promotes one of the duplicates that point to the "Master" file 
to be the new Master file, with corresponding adjustments to all involved .AccuSafeinfo files. Also, 
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5 Operation to be performed 

6 Earliest date/time at which to perform the operation (this enables the IQ 
to handle "interval" and "scheduled" backups, and to handle situations 
where the user has set AccuSafe to meter file transfers to the AccuSafe 
storage device (as mentioned earlier)) 

7 File transfer performance mode ( optimize for transfer speed, or optm11ze 
for best PC perfonnance) 

8 TBD 

9 '.IlBD 

10 lBD 

3.1.4.5 File Deletion 
When files are deleted on the PC, AccuSafe responds with a message asking if the corresponding backup files ( if 
any) should simultaneously be deleted on the AccuSafe storage device. (Note that this requires careful design, smce 
the user could see large AccuSafe intrusion in their workflow if this is a frequent event, such as in the automatic 
deletion of temporary files by various applications [in this case though, the temporary files are probably "excluded" 
from the AccuSafe backup strategy.]) 

\Vhen files are deleted on the PC that are not backed up on AccuSafe, a copy of the files is made to AccuSafe pnor 
to the delete actually occurring. 

When a user deletes files from the AccuSafe directory structure on the AccuSafe storage device, appropriate 
warnings are presented, but the user is allowed to continue the delete operation if they wish. It is TBD if the 
corresponding files should, at the user's option, be deleted from the PC as well. Whenever files are deleted on 
AccuSafe, either directly on AccuSafe, or as a result of deleting them on the PC, all revisions and information files 
are deleted as well. 

File delet10ns on the AccuSafe device, but outside the AccuSafe directory structure, are detected and handled by 
AccuSafe normally. 

3.1.4.6 File Renaming 
When files are renamed on the PC, AccuSafe performs the same rename operation on the AccuSafe storage device. 
If the files being renamed are not presently stored on AccuSafe, the rename operation causes the backup to occur 
immediately. 

When a user attempts to rename files on the AccuSafe storage device, appropriate warning messages are presented, 
but the user is allowed to continue the rename operation if they wish. It is TBD if the corresponding files should, at 
the user's opt10n, be renamed on the PC as well. Whenever files are renamed on AccuSafe, either directly on 
AccuSafc, or as a result of renaming them on the PC, all revisions and information files are renamed as well. 

File renames on the AccuSafe device, but outside the AccuSafe directory structure, are detected and handled by 
AccuSafe normally. 

3.1.4. 7 File Copy 
When files are copied on the PC, AccuSafe detects the file writes assocrnted with the creation of the new copies, anrl 
conducts the normal backup operations specified for the files. 
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When a user copies files on the AccuSafe device, appropriate warning messages are presented, but the user is 
allowed to continue the copy operation if they wish. It is TBD if the corresponding files should, at the user's option, 
be copied on the PC as well. Whenever files are copied on AccuSafe, either directly on AccuSafe, or as a result of 
copying them on the PC, all revisions and information files are copied as well. 

File copies on the AccuSafe device, but outside the AccuSafe directory structure, are detected and handled by 
AccuSafe normally. 

3.1.4.8 File Move 
When files are moved on the PC, AccuSafe detects the file writes associated with the creation of the new copy, and 
conducts the normal backup operations specified for the files. It is to:JJe,investigated if a "move" operation actually 
results in file writes on the PC, or if it is simply conducted via modifications to directory content "tables." If file 
wntes don't occur, then appropriate file-move message trapping must occur within the AccuSafe kernel in order that 
AccuSafe can properly detect such operation. 

When a user moves files on the AccuSafe device, appropriate warning messages are presented, but the user is 
allowed to continue the move operation if they wish. It is TBI:> if the corresponding file should, at the user's option, 
be moved on the PC as well. Whenever files are moved on AccuSafe, either directly on AccuSafe, or as a result of 
moving them on the PC, all revisions and information files are moved as well. 

File moves on the AccuSafe device, but outside the AccuSafe directory structure, are detected and handled by 
AccuSafe normally. 

3.1.5 Outstanding Issues 
The following section contains outstanding issues regarding this Use Case. This section may 
contain unsolved issues as well as proposed high-level design issues. 

3.1.5.1 Backup Decision 
The intelligence for what files should be backed up could be placed in the Kernel or the Monitor. 
The configuration data for the backup decision will originate from the OpsDB. There are two 
possible access methods to this data: 

l. The data can be loaded from the OpsDB and then stored and referenced in 
memory. This will provide for the fastest access but will not be able to know 
about configuration changes made while the application is running (see 'Real­
Time configuration changes below). 

2. A connection to the database can be maintained and all configuration data is 
referenced directly from the database. This will provide real-time 
configuration changes, but has the cost of slower access. 

3.1.5.2 Real-Time configuration changes 

If the AccuSafe backup configuration can be changed real time, then the object responsible for 
deciding which files to backup, needs to be tied to the database directly rather than reading the 
configuration just at start time. Being tied to the database may cause a performance problem 
versus having information in memory. 
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3.1.5.3 Handling a set of files (like Quicken) wf,ere a single file is not meaningful 
How do we handle the situation where a single file is backed up, but it does not stand on its own? 
Quicken has around 5 files that makeup their whole set. If a full backup was initially done, then 
this will not be a problem. 

3.1.6 Sequence Diagram 

Kernel reueves ;111 messages 
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on system COl"lfK.Jurat1on 

Monitor deCJdes il file should be 
backed up and passes to 
lntell1querer Also monitor 
system tor performance 

if backup device 1s connected, 
file 1s copied there. e:se copied 
to temporary buffer are.a 

!ntell1querer 

p 

(tf Oev1ceConnected}{( • .,,, 
/ 

!~-~/' 

BaCKup MecJ:a 

'[J"··--.(No Device Connected)() 
--·-., 

6,.ffer Area 

Figure 3 Sequence Diagram: File Change 

3.1. 7 User Interface (proposed) 
None. This use case occurs transparently to the user, except where the user would need to be 
notified and potentially take action. 

3.1.8 Risk Areas 
None documented at this time. 
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3.2 Restore File 

Description: This use case describes the restoration process of a file or directory that is 
under AccuSafe control. 

Initiator: The user initiates this use case by executing a restore command via the 
AccuSafe application. 

Pre-conditions: 
• AccuSafe is installed and operational. 
• User has selected to perform a restore operation. 

Post-conditions: 
• File is restored to user specified location. 

3.2.1 Main Flow: 
1. A selection of backed-up files in a directory hierarchy is presented to the user. 

Information displayed includes (at a minimum) File Name, Date/Time Stamp, and 
Original Location. 

2. The user will have the ability to view a file before restoration. This will be 
accomplished using the standard windows File Type associations so files will be 
viewed with their native viewer. 

3. User selects directory or file to be restored. This can be a single file/directory or 
multiple files/directories. If a directory is selected, the user will have the ability 
to select all files and subdirectories in the selected directory. 

4. User selects a destination directory and destination file (original is default). User 
will have ability to create new directory. 

5. Users selects to restore selected file. 
6. File(s) residing on AccuSafe drive is/are verified against checksum to make sure 

there is no corruption of file. 
7. File( s )/Directory( s) is/ are restored. 

3.2.2 Alternate Flows 

3.1.2. l If Version Control is active (after Step 3) 
1. When a file is selected for restore, all versions of that file will be displayed. 

These versions are named the same name on the AccuSafe device with the 
exception of a version number. 

2. The user will have the ability to view a particular version and select it for restore. 

3.2.2.2 Overwrite File (before Step 7) 

Also prior to actually restoring the file, the restoration process should determine if the 
backed up file will overwrite a file of the same name on the users PC, and if so, if tl1e 
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version of the file on the users PC is on th~ top level of the AccuSafe revision "stack". If 
such is not the case, AccuSafe must first backup the users file to the AccuSafe Media 
Device, then perform the restoration function. This will assure that no version of a file is 
lost as a result of the restoration process. 

3.2.2.3 Current AccuSafe Media Device does not contain revision history 

In the case that the AccuSafe Media Device is removable media, it could be the case that current 
media does not contain the revision history for a particular file. See Section 4.5 for a discussion 
of drive spanning issues. 

3.2.3 Error Flows 

3.2.3.1 AccuSafe configuration files are damaged 

3.2.3.2 Out of disk space 011 destination drive 

3.2.3.3 Error occurs while attempting to restore file 

3.2.4 Other Requirements 
The following is a list of other requirements that pertain to this Use Case: 

3.2.4.1 File Information 
The current thought is that the Restore functionality will not need to reference 
information in the OpsDB. All information will be obtained from informational files 
associated with each file. The definition of this file is given in Section 4.2.1. 

3.2.4.2 File Selection 
AccuSafe users must have the ability to select files to be recovered during a restoration 
operation. Such control should be provided at: 
a) full file name, 
b) base filename ( e.g. the full file name without an extension), 
c) file extension, 
d) directory and/or 
e) drive levels. 

Multiple selection capabilities must also be provided so that users can select on several 
different items from "a" - "e" above during their specification of what is to be restored. 

The user interface for the restoration capability should allow the user to select multiple or 
single drive(s), directory(s) and/or file(s) to be included or excluded. Similar to a 
standard multiple file copy operation using explorer, the user should be able to right-click 
over one of the selected items, and the resulting mouse menu should provide direct access 
to the AccuSafe feature(s) that allow file restoration. 
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3.2.5 Outstanding Issues 
None documented at this time. 

3.2.6 Sequence Diagram 

AccuSafe User 
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I 
I 
I 
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Restore 
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I 
I 
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FileSysUtil 

GetFUeDirNames() 

File List (Versions)() 

---------------1 

CopyFile() 

status() 

I 
I 
I 
I 

I 

CopyFile() 

status() 

Figure 4 Sequence Diagram - Restore File 

3.2.7 User Interface (proposed) 

3.2. 7.1 Wizard Interface (Novice) 

The Novice interface should be a wizard like interface similar to IoMega 's 1-Step Restore. At the 
novice level, a restore could be accomplished without the person having to understand the file 
system. 
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3.2. 7.2 Window's Explorer Interface (Advanced) 
The Advanced Interface will be a Windows Explorer like interface that allows for maximum 
flexibility and exposes all features of the AccuSafe application.. Custom dialogs are presented 
only where necessary. 
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Figure 5 Restore User Interface (Advanced) 

3.2.8 Risk Areas 
None documented at this time. 
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3.3 Restore System 
AccuSafe must implement the capability to completely restore a users system in the event of a crashed system hard 
disk, destroyed files, or other catastrophic event. 

This will require that AccuSafe be able to generate an "Emergency AccuSafe Boot Floppy'' (3 ½" media only) at 
some ti me prior to the failure. The contents of this emergency boot floppy must be sufficient to redirect the boot 
device to the AccuSafe drive and completely restart the computer from the AccuSafe Media Device, assuming that 
the system files necessary to support this functionality are in fact resident on the AccuSafe Media Device, and 
assuming that the AccuSafe device wasn't the damaged hard drive itself. 

Once a restari has been accomplished, the user should be left in a state where they can either proceed immediately to 
system restoration functions, or operate their system as if the catastrophic event had not occurred. If the user 
chooses to operate their system normally, they must be able to access the system restoration functions at a later 
point. This combination of capabilities, for example, lets the user restore a failed hard drive immediately, or restore 
later when a replacement drive is obtained. 

These capabilities also allow users to use AccuSafe for the purposes of upgrading to larger or newer hard drive on 
their computer, due to the fact that AccuSafe is able to completely rebuild a new hard drive (given that the AccuSafe 
Media Device is fully synchronized with the users system. 

TBD is the proper and reasonable breakdo,1,,11 for levels ofrestoration other than "System Files" and "User Files." 

3.3.1 User Interface (proposed) 
BjAccuSafe Restore System l!llill3 
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Figure 6 Restore System User Interface 

3.3.2 Outstanding Issues 
The following section contains outstanding issues regarding this Use Case. This section may 
contain unsolved issues as well as proposed high-level design issues. 
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3.4 Maintain File 

Description: 

Initiator: 

Pre-conditions: 

This use case describes the functionality that allows the user to interact 
with particular file(s) or directory(s) and perfonn AccuSafe operations 
such as update and delete. 

This use case is initiated when the user right-clicks on a specific file or set 
of files from the UI (Advanced) 

• AccuSafe is installed and operational. This use case could also occur during 

Post-conditions: 

3.4.1 Main Flow: 

3.4.2 Alternate Flows 

3.4.2.J Update file 011 AccuSafe Media Device 

3.4.2.2 Delete from AccuSafe 

3.4.3 Error Flows 
None documented at this time. 

" 3.4.4 Outstanding Issues 
The following section contains outstanding issues regarding this Use Case. This section may 
contain unsolved issues as well as proposed high-level design issues. 

3.4.5 Other Requirements 
None documented at this time. 

3.4.6 Sequence Diagram 
None documented at this time. 

3.4. 7 User Interface (proposed) 
None documented at this time. 

3.4.8 Risk Areas 
None documented at this time. 
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3.5 Configuration 

Description: 

Initiator: 

Pre-conditions: 

This use case describes the process of the User configuring the AccuSafe 
application. This configuration includes which files to backup, scheduling, 
and other performance/disk related parameters. 

The user initiates this use case when desiring to configure how AccuSaf e 
performs its job. 

• AccuSafe is installed and operational. Parts of this use case could also occur 
during AccuSafe installation. 

3.5.1 Main Flow 
The configuration of the AccuSafe application occurs at both the application level and the file 
level. Also, the configuration will be divided into Basic configuration and Advanced 
configuration. Basic configuration will have limited options in order to keep things simple for 
the novice user. The goal of the Basic configuration will be to abstract the file system away 
from the user as well as provide for minimal interaction with the user . Advanced configuration 
will allow the advance user to configure more of the details of how the AccuSafe application 
does its job. 

The flows below describe the different configuration options for the AccuSafe application. Each 
flow title will contain whether the configuration is a file or application level setting ( APP or 
FILE), and whether that setting is considered Basic or Advanced. 

3.5.2 Alternate Flows 

3.5.2.1 (APP:Basic) Selection of Novice or Advanced Restore Interface 
There will be two interfaces for the Restore interface: Novice and Advanced. This 
configuration option will be a toggle for selecting either the Novice or Advanced Restore 
Interface. 

3.5.2.2 (FILE:Advanced) Selecting a file or set of files for backup 

This flow is considered advanced. The default setting for the Novice user will be to backup all 
files on all connected drives using default filters ( See XXX:X:X for details on filters). A 
possible UI is shown in Figure 7Figure 7Figlm: 7 (tlus is: the IoMega 1-Step Backup UI ( can I 
put this in· here as an ex~ple??.?'). 

1. User is presented with a directory/file hierarchy of all connected drives. 
2. User selects a set of file(s)/directory(s) to backup using any of the following 

specifications: 
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a. An entire drive, multiple directories and their contents (recursively), or a 
single file or directory 

b. files based on file type/extension. 
c. files based on their size. 
d. files based on date (e.g. 'Only backup those file with a date> Jan 01, 1999). 
e. files based on drive type (e.g. Hard Drive, Removable, etc .. ) 
f. To NOT backup files based on any of the criteria in the above list. This 

would include the ability to select files for Non-Inclusion that are contained in 
directories that have been selected for inclusion. 

3. (Optional) If desired, user can select to have version control active for this set of 
files. The user will also set the # of revisions per file desired for this set of files. 

4. (Optional) If desired, user can select to compress this set of files (see Section 4.3 
for more details on file compression) 

5. (Optional) If desired, user can select to encrypt this set of files (see Section 4.4 for 
more details on file encryption) 
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Figure 7 Selecting Files for Backup 

3.5.2.3 (FILE:Advanced) Scheduling a file for backup (interval or date specific) 
This flow is a continuation of 3.5.2.2. This configuration can occur for a single file all the way 
up to and including an entire drive. A possible UI is shown in Figure 8Figure 91 +g·Hl.'t•·g, (this is 
from Microsoft Outlook). 

1. User selects to a set of directory/files and then select to schedule them. 
2, The user can then select the interval period of daily, weekly, monthly, yearly, or# 

of saves between backup. 
a. Daily: Select a time 
b. VVeekly: Select a day and a time 
c. A1onthly: Select a date and a time 
d. Yearly: Select a date and a time 
e. # Saves: Select the# of saves that can occur between a single backup. 
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3. The user selects the start date to begin the backup 
4. The user select the number of timis to perform the backup using one of the 

following options: 
a. No End Date 
b. After 'X' amount of times 
c. After a specified date. 
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Figure 89S Scheduling a Backup 

3.5.2.4 (APP:Basic) Selecting the location of the AccuSafe Media Device 

1. User is presented a UI that contains a listing of all currently operational drives 
(with a drive letter). 

2. User selects the drive they wish to use as the AccuSafe Media Device. 
3. (Advanced) User selects the directory that will be the root directory for the 

storage of backup files. 
NOTE: This use case could be performed during application install. 

3.5.2.5 (APP:Advanced) Configuring system monitoring and solutions 
The AccuSafe application will perform system monitoring to prevent the AccuSaf e backup 
process from affecting system performance. There are events that could occur that can affect 
system performance. For each event that can cause a problem, there will be one or more 
solutions. The user, through the Advanced configuration, will be able to select what events are 
monitored for, and the default solution to perform in the case that the events arises. The 
following use cases describe the event/solution pairs for the monitor portion of the AccuSafe 
application (a description of these monitoring events can be found in Section 3.6 'Monitor: Real­
Time' and Section 3.7 'Monitor: NonReal-Time'). 

3.5.2.5.1 Bandwidth Problem 
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1. User selects to activate the 'Bandwidth Problem' Event 
2. User specifies the minimum threshold for what is considered a bandwidth 

problem. 
3. User specifies one of the following solutions: 

a. Automatically redirect output to temporary buffer area until bandwidth 
improves. 

b. Automatically adjust backup to scheduled/interval backup (see Section 
3.5 .2.33 .5 .2.3 3 .~;"b-?:). 

c. If version control is active, automatically reduce# of versions being saved to 
X. 

d. Automatically turn off AccuSafe backup until bandwidth improves. 
e. Prompt user for one of the above solutions. 

4. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

NOTE: This problem will typically only occur when dealing with a AccuSafe Media Device that 
is connected via a network. 

3.5.2.5.2 
1. 
2. 
3. 

4. 

5. 

3.5.2.5.3 

1. 
2. 

3. 

File Changing Frequently 

User selects to activate the 'File Changing Frequently' event. 
User specifies the minimum size for a file before it triggers this event. 
User specifies the frequency threshold in seconds that a file can change before 
triggering this event. 
User specifies one of the following solutions: 
a. Automatically adjust backup to scheduled/interval backup (see Section 

3 .5 .2.33 .5 .2.33 .5 .2.2). 
b. Automatically remove file from backup. 
c. If version control is active, automatically reduce# of versions being saved to 

X. 
d. Prompt user for one of the above solutions. 
User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

Frequent modification of a file excluded from AccuSafe backup 

Users selects to activate the 'Frequent modified of file excluded' event. 
User specifies one of the following solutions: 
a. Automatically add the file to the "include" list 
b. Automatically ignore all files currently excluded from backup. 
c. Prompt user for one of the above solutions. If the user elects not to add the 

file, then the AccuSafe Monitor will cease user notification regarding this file 
until a specified time period (N days) has elapsed. 

User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.4 AccuSafe Media Device is full or unavailable 

1. User selects to activate the 'Drive Full' monitoring event. 
2. User specifies one of the following solutions: 
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a. Automatically switch copying pf files to the AccuSafe Buffer area on local 
hard-drive. 

b. Automatically tum off the backup process. 
c. Prompt user for one of the above solutions. 
d. Prompt user to specify a new AccuSafe Media Device or insert a new media 

disk (in the case of MO or other removable media devices). See Section 4.5 
for issues related to drive spanning. 

3. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.5 Stagnant files on AccuSafe Media Device 
AccuSafe detects that X¾ of the AccuSafe media is occupied by files that haven't been modified 
in the last Y days. 

1. User selects to activate the 'Stagnant Files' monitoring event. 
2. User specifies one of the following solutions: 

a. Automatically delete the files in question. 
b. Automatically reduce the number of revision to X number. 
c. Prompt user for one of the above solutions. 

3. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.6 Deleted Original Files 

Detection ofX¾ of AccuSafe media is occupied by a file or files which no longer exist in 
original locations on the Client PC. 

1. User selects to activate the 'Deleted Original Files' monitoring event. 
2. User specifies one of the following solutions: 

a. Automatically delete the files in question. 
b. Automatically reduce the number of revision to X number. 
c. Prompt user for one of the above solutions. 

3. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.7 Detection of missing system files 

Detection that a system file required for System Restore function is not present on the AccuSafe 
drive. 

1. User selects to activate the 'Deleted Original Files' monitoring event.. 
2. User specifies one of the following solutions: 

a. Automatically conduct proper backups 
b. Prompt user if they would like to conduct proper backup. 

3. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.8 Detection of old file version 
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Detection that a file included in the AccuSafe bac_kup strategy is not represented in AccuSaf e in 
it's latest version. 

1. User selects to activate the 'Old File Version' monitoring event. 
2. User specifies one of the following solutions: 

a. Automatically backup newest version. 
b. Prompt user if they would like to conduct backup of file to newest version. 

3. User selects whether or not to be informed by a time-delay popup message that 
this event has occurred and is being solved (for automatic solutions). 

3.5.2.5.9 Detection of connected device that is not AccuSafe configured 

1. User selects to activate the 'Connection of Non-Configured Device' monitoring 
event. 

2. User specifies what type of devices should be monitored for connection (i.e. Zip, 
MO, etc.) 

3. User specifies one of the following solutions: 
a. Prompt user if they would like to configure this device for AccuSafe use. 

3.5.3 Error Flows 
None documented at this time. 

3.5.4 Other Requirements 

3.5.4.J Default Settings for Novice User 

3.5.4.2 Default Settings for Advanced User 

3.5.5 Outstanding Issues 
None documented at this time. 

3.5.6 Sequence Diagram 
None documented at this time. 

3.5. 7 User Interface 
None documented at this time. 

3.5.8 Risk Areas 
None documented at this time. 
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3. 6 Monitor: Real-Time 

Description: 

Initiator: 

Pre-conditions: 

This use case describes the functionality of AccuSafe that provided real­
time monitoring of files and the system to enhance the integrity and 
performance of the system. 

This use case is initiated by the user modification of a file 
(save/delete/rename/copy). 

• AccuSafe is installed and operational 
• Kernel has detected a modification event 

Post-conditions: 
• File configuration (e.g. frequency of backup) is modified to improve system 

performance or user is informed of a concern and can decide on next action. 

3.6.1 Main Flow: 
1. The monitor is notified of a file modification. 
2. The monitor checks to see if this file is causing performance problems 
3. If file is causing a problem, then the Monitor informs user or preferably makes an 

automatic adjustment to the backup strategy for this file. 
(See alternative flows for specific situations) 

3.6.2 Alternate Flows 

3.6.2.1 Bandwidth Problem 
AccuSafe detects that bandwidth between the PC and the AccuSafe storage device is causing file 
transfer times to be elongated beyond normal (e.g. the LAN is very busy with other traffic). See 
Section 3.5.2.5.13.5.2.5.13.5.:2.1.1 for a list of possible solutions to this problem. 

3. 6.2.2 File Changing Frequently 
Frequent modifications of a file that is included in the AccuSafe backup mechanism, but whose 
frequent transfer from the PC to the AccuSafe storage device may unacceptably limit the 
bandwidth available to other applications that need to communicate on the PC-to-AccuSafe­
storage device channel (port, LAN, IDE, etc.). This may relate to frequent modifications of 
small files, or less-frequent modifications oflarge files. See Section 3.5.2.5.23.5.2.s.2:.. 5- -~ . ...:.; 
for a list of possible solutions to this problem. 

3.6.2.3 File Size is large 
See section 3.6.2.1 for handling of this flow. 
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3.6.2.4 Frequent modification of a file excluded from AccuSafe backup 

A file may be frequently modified, but not currently under AccuSafe control. See Section 
3.5.2.5.33.5.2.5.3:1.5.2.1.3 for a list of possible solutions to this problem. 

3.6.2.5 Detection that AccuSafe Media Device is full or unavailable 

If the AccuSafe Media Device becomes full, files will not be able to be copied to the AccuSafe 
Media Device for backup purposes. See Section 3.5.2.5.4 for a list of possible solutions to this 
problem 

3.6.2.6 User attempts to format the AccuSafe Media Device 
Formatting the AccuSafe Media Device could cause loss of data. Therefore the AccuSafe 
application will detect a format request and prompt the user to verify the operation or completely 
disallow the operation. 

3.6.3 Error Flows 
None documented at this time. 

3.6.4 Other Requirements 
None documented at this time. 

3.6.5 Outstanding Issues 
None documented at this time. 

3.6.6 Sequence Diagram 
None documented at this time. 

3.6.7 User Interface (proposed) 
None documented at this time. 

3.6.8 Risk Areas 
None documented at this time. 
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3. 7 Monitor: Non Real-Time 

Description: 

Initiator: 

Pre-conditions: 

Post-conditions: 

3. 7 .1 Main Flow: 

This use case describes the functionality of AccuSafe that provided 
NonReal-time monitoring of files and the system to enhance the integrity 
and performance of the system. All activity performed should be written 
to the AccuSafe application log 

This use case is initiated by the AccuSafe application periodically to check 
on system status. 

1. AccuSafe performs a system check for the scenarios describe below in 
Alternate flows. 

2. AccuSafe either automatically or by user interaction performs an operation to 
remedy the scenario/problem. 

3.7.2 Alternate Flows 

3. 7.2.J Detection of stagnant jlles on AccuSafe Media Device 
AccuSafe detects that X% of the AccuSafe media is occupied by files that haven't been modified 
in the last Y days. The user may want to conserve space and remove these files. See Section 0 
for a list of possible solutions to this problem. 

3. 7.2.2 Detection of Deleted Original Files 
Detection ofX% of AccuSafe media is occupied by a file which no longer exist in original 
locations on the Client PC. See Section 3.5.2.5.63.5.2.5.6~.5.2:!.6 for a list of possible solutions 
to this problem. 

3. 7.2.3 Detection of missing system files 

Detection that a system file required for System Restore function is not present on the AccuSafe 
drive. See Section 3.5.2.5.73.5.2.5.73.5-.24.-'7 for a list of possible solutions to this problem. 

3. 7.2.4 Detection of old file version 
Detection that a file included in the AccuSafe backup strategy is not represented in AccuSafe in 
it's latest version. See Section 3.5.2.5.83.5.2.5.83.5.2.~ for a list of possible solutions to this 
problem. 
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3. 7 .3 Error Flows 
None documented at this time. 

3. 7 .4 Other Requirements 
None documented at this time. 

3. 7.5 Outstanding Issues 
None documented at this time. 

3.7.6 Sequence Diagram 
None documented at this time. 

3.7.7 User Interface (proposed) 
None documented at this time. 

3.7.8 Risk Areas 
None documented at this time. 
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3.8.3 Error Flows 
None documented at this time. 

3.8.4 Other Requirements 
None documented at this time. 

3.8.5 Outstanding Issues 
None documented at this time. 

3.8.6 Sequence Diagram 
None documented at this time. 

3.8.7 User Interface (proposed) 
None documented at this time. 

3.8.8 Risk Areas 
None documented at this time. 
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3.9 Install Software 
Description: 

Initiator: 

Pre-conditions: 

Post-Conditions: 

This use case describes the process of installing the AccuSafe software. 

This use case is started when the AccuSafe install CD is inserted into the 
CD-ROM drive of the user, or when they explicit ally start the install 
program. 

See Minimum System Requirements. 

AccuSafe is installed and operational. 

Need to include idea of selecting No~ice or Advanced User during the install process. This will 
set the defal:lilt -configuration_fotttb,e.}\~afe: ,@!1{ication. 

The AccuSafe installation program Mll be developed using the industry standard InstallShield product. The general 
form of the install program will follow the form of the prototype AccuSafe installation program, and will 
accomplish the following tasks: 

A. Provide an auto run file and capability for the CD. 

B- Provide a splash screen informing the user of the name ofhe product to be installed, This splash screen should 
also contain an engaging graphic. 

C. Provide a welcome dialog infonning the user of the product name and version they are about to install. 

D. A check to see that the software/hardware environment into which the user is about to install AccuSafe, is 
officially supported by AccuSafe. The installation should be aborted for most ( specific definition of "most" 
'f.BD) non-supported environments. See minimum system requirements elsewhere in this document. 

E. A radio-button ( or similar) selection for the AccuSafe localization (English, French, German, etc.) they wish to 
install, defaulted to the language most appropriate to the version of the operating system they are running. 

F. A display of the license agreement in the language they selected. The installation process will not continue past 
this point without the user clicking on an "I accept the license agreement" button. 

G. The opportunity to build AccuSafe product floppy disks so that it can be installed on systems that have no CD 
ROM drive. ('.'f~I) if this requirement should be deleted since the overwhelming majority of32-bit operatmg 
system machines have CD ROMs.) 

H. The opportunity for the user to enter their name and company name. These items should be populated mto the 
Windows registry so that they can be displayed within the About AccuSafe dialog of the AccuSafe applicatton. 

I. TBD A password should be required for web and email downloads. This password must not be hardcoded, but 
may be tied algorithmically to a CD serial number, or other such mechanism such that the password will work 
only for this particular installation. 

J. The user should be able to select between Typical, Compact and Custom installations. The typical installation 
should install all AccuSafe-related files. The compact installation should install the minimum set of required 
AccuSafe files (i.e. the help system might be omitted in this case). The custom installation should allow the 
user to choose which product components will be installed. 

K. The user should be allowed to select the installation directory for the AccuSafe application, with the default 
being "\Program Piles\AccuSafe". The company name is not included in the default directory, since there may 
be several companies selling AccuSafe under their name which would require unnecessary differences in the 
installation program, the application, learning products and the technical support process (to name only several) 
if the company name were included. 
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L. The user should be allowed to select the folder/progratp. group into which the AccuSafe-related application 
icons will be installed. The default folder/program group will be "AccuSafe" for similar company name issues 
as mentioned earlier. 

M. The installation process should determine which operating system the user is running, so that it can customize 
the installation appropriately. Customizations include, but are not limited to, the installation of particular rules 
for file inclusion/exclusion from the backup/startup processes. 

N. On appropriate operating systems (Windows NT for example), the install program should ask the user if 
AccuSafe should be available to all users (default), or to the particular installing user. 

0. The install program should determine the network name of the computer, and give the opportunity for the user 
to use this name, or another user-supplied name, for the AccuSafe media directory structure associated with that 
user's computer. 

P. The install program should ask any other (but limited to less than S if possible) questions necessary for the 
configuration of various AccuSafe functions. 

Q. The install program should ask the user for an "AccuSafe administrator" password. This password will provide 
the ability to bypass encryption security parameters and adjust other vital AccuSafe operational parameters. 

R. The install program should ask the user for the disk drive to use as a temporary ''buffer" area for file transfers m 
the event that the AccuSafe storage device, or it's media, becomes unavailable. 

It is anticipated that the AccuSafe application will be installed in stand-alone fashion, in which case the install 
process will attempt to identify a pre-installed AccuSafe storage device. If a single AccuSafe device is located, 
the AccuSafe install program will pre-configure it's default storage device accordingly. If multiple AccuSafe 
devices are found, the install program will ask the user which device to use as the default device. The preceding 
remarks are appropriate also to the projected situation where the AccuSafe install program may be "called" 
from the driver installation program for an AccuSafe storage device. For example, the Fujitsu MO drive's 
install program should call the AccuSafe install program (resident on the same CD as the MO drivers, or on a 
separate CD), once the MO drive is installed and operational. Since the installation of hardware drivers often 
requires a system reboot before the hardware device is present, this process may require that the MO drive 
install program a) install the MO drivers and appropriately configure the system, b) reboot the system, then c) 
cause the system to automatically re-enter the install process in order to install the AccuSafe software. 

Additionally, the install program should allow the user to "create" an AccuSafe storage device on any 
read/write media seen as a hard drive by the operating system. This allows the user to designate a directory on 
an existing media device as the AccuSafe device, without the necessity to actually install a new AccuSafe­
related storage device. 

The selected install program environment, InstallShield, has the internal capabilities to support the requirements 
described in this section. 

S. The user should be presented with an opportunity to review, and then if necessary, to change, the user-specified, 
default, and automatically-determined installation settings prior to the actual start of the product installation. 

T. The installation program should install all files necessary for the AccuSafe product. This process may involve 
firing of other Microsoft-supplied or third-party-supplied self-extractor installations related to Microsoft or third 
party subsystem installations such as ODBC, Jet, MS-Access drivers, etc. Multiple system reboots (and 
corresponding automatic install program restarts) should be kept to an absolute minimum, a single reboot at the 
end of the installation is the goal. The installation program should create a persistent, cumulative, user­
viewable log of its activities for troubleshooting purposes. 

U. The installation process should add all registry entries required by the AccuSafe product, including file 
associations, class associations, and entries corresponding to the automatic start-up of AccuSafe upon system 
startup and/or user login. Registry installation areas should be selected so that AccuSafe operation for 
individual users, as well as for "all" users can occur properly. 

V. Toe installation process must configure the registry and/or the StartUp folder, such that AccuSafe will be 
automatically started upon system startup and/or user login. 
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W. The installation process should let the user view the ReadMe file at it's conclusion, and/or startup AccuSafe. If 
AccuSafe is being started for the first time on the computer, the user should be given the opportunity to accept 
or decline an automatic background synchronization of the AccuSafe Media Device with their hard drive (TBD 
"C" only, or all local drives) upon AccuSafe startup. 

The installation program must be built with potential localization of the entire installation user interface in mind. 

The installation program must be as user-friendly and jargon-sparse as possible, since this application will be used 
by an extremely wide variety of PC illiterate and PC expert customers, in all areas of the world. 

The installation program must be built with consideration to making it easy to adjust the company name associated 
with the AccuSafe product since it may be distributed by multiple partner companies who may _be licensed to sell the 
"XXX AccuSafe" product, where "XXX" is the name of the authorized selling company. 

If necessary, the installation program should be built upon the Windows Installer (TBD) in the case of Windows 
2000. However, it is more important that consistency in installation across the various platforms be maintained if at 
all possible for facilitation of Learning Products, QA and Technical Support commonality. 

Unlnstall Program 

An Unlnstall capability should be created along with the installation program, again using the industry standard 
InstallShield product. Unlnstall must remove all non-shared, and user unmodified files installed dunng the 
installation of AccuSafe. Any files that have been modified from their default settings subsequent to the installation 
of AccuSafe must be retained, in order that access to any AccuSafe backed-up files can still occur manually, or upon 
remstallation of AccuSafe. 

Unlnstall should also remove all appropriately-removable AccuSafe registry entries. 

The Unlnstall capability should be available via the standard Start I Settings \ Control Panel I Add/Remove Programs 
mechanism within the Windows 95/98/NT mechanism. Windows 2000 uninstall access mechanism is TBD, but is 
anticipated to be the same as the necessary mechanism for Windows 95/98/NT. 
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4 General Requirements 
This section contains requirements that do not necessarily belong to a single use case. Some of 
these requirements are currently in the "proposed" stage 

4. 1 Operational Database (OpsDB) 
The operational database (OpsDB) will be the configuration data store for the AccuSafe 
Application. Optionally, the OpsDB could also be the store for the IntelliQueuer queue entries. 

4. 2 Backup File/Directory Description 
The following section contains proposed ideas for the file content and directory structure for the 
backup process. 

4.2.1 Backup File Format 
At present, all files backed up as a result of AccuSafe operations, are backed up in their native 
format, but with an AccuSafe-directed file extension. Our selection of native format storage is 
the result of engineering/functionality/performance tradeoffs of criteria such as: 

a. Keeping the recovery process technically simple 

b. Maintammg a high performance storage process (restore time isn't as important as storage time since restore 1s a 
comparatively infrequent event as compared to storage) 

c. Providing a simple recovery opportunity/process in the unlikely event that the AccuSafe software isn't available. 
becomes corrupted, or fails in some way 

d. Dealing with a very large (and growing) variety of file formats without the necessity to individually code for 
particular file types 

e. Ability to deal with file formats from non-Windows computing platforms without the necessity for platform­
specific or format-specific algorithms within AccuSafe 

Obvious exceptions to our current native format "rule" occur when files are compressed and/or 
encrypted to the AccuSafe target device. 

4.2.2 AccuSafe Media Device directory structure 
AccuSafe utilizes a directory structure on the AccuSafe Media Device that mimics the directory 
structure on the users computer as closely as possible. The directory structure also allows for 
multiple computers to be connected to the same AccuSafe device as described below: 

\ 
Root directory where files and/or directories can be saved. This allows the AccuSafe device to be 
used as general storage as well as AccuSafe-related storage. In other words, AccuSafe doesn't 
require dedicated and complete use of the AccuSafe device/media. 

\AccuSafe 
Root directory for the AccuSafe-related storage. 
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\AccuSafe\PCNAMEl 
Root directory for the AccuSafe-related storage for the computer named "PCNAMEI ". The 
computer's name can be set within the AccuSafe software, but defaults to the "Computer Name" 
set within the Network Neighborhood function of Windows. 

\AccuSaf e\ PCNAME2 
Root directory for the AccuSafe-related storage for the computer named" PCNAME2". 

\AccuSafe\ PCNAMEl\C . 
Root AccuSafe directory for the "C" drive of the computer named" PCNAMEl ". Below this 
directory are subdirectories structured exactly as are the directories on the "C" drive of computer 
"PCNAMEl", and so on. 

Long file/path names that could exceed 255 characters will be truncated when saved but the 
actual file/path name of any length will be saved in the AccuSafe information file. 

4.2.3 Information File Format (proposed) 
Infonnation regarding the specifics of each backed-up AccuSafe file is kept in a simple format 
for many of the same reasons mentioned in the earlier section regarding AccuSafe backup file 
formats. Such information is kept mainly on the AccuSafe target drive to enable the portability 
of the drive between different computers (and even platforms) without the necessity to migrate a 
"master database" from one computer to another. 

The AccuSafe information file exists in parallel with the actual backup file for each stored file, 
including all versions, and contains information such as the following: 

a. original file date and time 
b. original file location 
c. original file attributes 
d. original file checksum (to add a quick consistency check to the restore process, and to help guard AccuSafe files 

against virus contamination) 
e. links to and/or from duplicate files from other computers attached to an AccuSafe device (not storing duplicate 

files [until they are changed and therefore are no longer duplicates] assists in minimizing storage requirements, 
maintaining high CPU performance, minimizing network traffic, etc.) 

f. encryption techmque flags and encrypted password 
g. compression technique flags 
h. revision "stack" depth 
i. etc. 

4.2.4 Version Numbers 
If version control is active, each version of the file will be given the same name on the AccuSafe 
Media Device with the exception of a version number will be placed on the file. 

E.g. OrginalFileName ➔ OriginalFileName(l) ➔ OriginalFileName(2) 



Page 227 of 296

The associated infonnation file will follow the same convention. 

4.2.5 AccuSafe Media Device directory look-and-feel 

The specific directories and files on an AccuSafe Media Device should have a visual appearance, and operation. that 
clearly differentiates them from files and directories on a non-AccuSafe Media Device. 

An example of possible AccuSafe directory look-and-feel is shown below. Note that the user is confronted with a 
very-different-from-usual display upon navigating to an AccuSafe directory, and that by selecting the Show Files 
link on this display, can get to the usual Explorer display. Once the user navigates past "show all files" Explorer 
operation should be similar to what they are used to in the non-AccuSafe case. 

All AccuSafe-related files stored in the AccuSafe Media Device directory must be hidden, and not visible to the 
user. This accomplishes two goals: a) it maintains a directory structure and file list within the directories. that match 
the users PC, thus increasing familiarity with, and usability of the AccuSafe directory structure, and b) reduces the 
opportunity for the user to accidentally or intentionally corrupt or delete AccuSafe-related files. 

An example of the necessity to hide AccuSafe-related files, relates to the user confusion that directory clutter that 
would occur if users could see each file revision which is presently named according to the following general 
format: 

ffff[ nnn].txt AccuSafeBackup 

Another similar example relates to the storage of an AccuSafe "housekeeping" file named according to the 
following general format, and utilized in the storage of various AccuSafe operational parameters (original directory 
location, original date/time, checksum, etc.). 

ffff. txt.AccuSafelnfo 

These two examples also give further example to the value in hiding the ".AccuSafeBackup" and ".AccuSafelnfo" 
file extensions as described elsewhere in this document. 

Hiding files by marking them as "hidden files" and hiding directory extensions for "known" file types using 
Explorer's Folder Options are not particularly robust mechanisms, since the user can override any automatic 
AccuSafe settings, resulting in confusing and cluttered displays. 
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The directory visual appearance shown in the previous display is presently implemented in the prototype via the 
hidden desktop.ini and folder.htt files within each AccuSafe directory. This implementation however isn't robust in 
that users can disable options that allow directories to be displayed in web-content~format, so an alternative method 
should be implemented that yields similar results. Note also that the current implementation is made with a very 
simple adjustment to the desktop.ini and folder.htt files found in the \Windows directory on a Windows 98 PC. 
There are likely to be Microsoft copyright ramifications to continuing this practice. 

4.2.6 AccuSafe file icons 
Files backed up by AccuSafe on the AccuSafe Media Device should be identified with distinctive AccuSafe-related 
icons, regardless of their native type, when viewing the AccuSafe Media Device directory structure as shown below: 

Modifying the 
contenu of this 
folder may 
cause your files 
not to be backed 
up properly. 

Select an ,tem to 
.., W Non AccuSille F ' view rts 
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4.2. 7 AccuSafe system tray icon 

1Kll AeeuSafe Back1,p File 

..!.I 
~yCompute! 

An AccuSafe icon in the system tray, as shown on the attached, should a) indicate that AccuSafe is operational, b) 
should provide some visual indication as to the progress of copying files, and c) should allow a right-click to access 
various AccuSafe functionality. 

Item "b" could be implemented in similar fashion to MS-Word's "pulsating disk" status bar indication when saving 
large files (such as this ERS!). 
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Rolling the mouse over the AccuSafe system tray icon shol!ld result in a standard "tool tip" that provides useful 
AccuSafe operational status information. 

Representative 
menu available via 
right-click from 
on the AccuSafe 
system tray icon. 

AccuSafe system 
tray icon. 
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4.3 File Compression 
AccuSafe will provide features that allow files to be compressed as they are copied to the AccuSafe storage device. 
This will allow AccuSafe to minimize bandwidth requirements of the PC-to-AccuSafe-storage-device channel, and 
to minimize storage space requirements on the AccuSafe storage device itself. Compression capabilities will be 
adjustable via the file-specific AccuSafe Behavior tab on the file/directory properties dialog described elsewhere in 
this document. Default compression-related controls will be available to the user via the general AccuSafe Behavior 
tab, also part of this dialog. 

Several types of compression algorithms, allowing the user to trade-off compression ratio vs. C(?mpression 
performance, are desired. The selection of available compression algorithms will be based in part on the legality 
issues associated with their exportation outside the United States. Compression functions within AccuSafe will be 
intelligent, in that they will examine source file contents in order to determine which of the available algorithms 
should be used on the source file in order to achieve best compression ratio or best performance as selected by the 
user. Users will be able to enable/disable compression via the compression-related features available on the file­
specific AccuSafe Behavior tab. 

As is the case with file encryption capabilities, AccuSafe compression capabilities should be engineered so that it is 
easy to download a new compression OCX (for example), in order to provide additional compression algorithms at 
future points in time. A high level block diagram of the intended "plug-in" nature of the compression modules 1s 

shown below. This concept should be utilized as much as possible within the design and implementation of the 
entire AccuSafe system. 

Users attempting to View or Restore compressed files (as described elsewhere in this document), will be exposed to 
a decompression progress indicator prior to the file being viewed or restored. 

4.4 File Encryption 
AccuSafe will provide features that allow files to be encrypted as they are copied to the AccuSafe storage device. 
Encryption capabilities will be adjustable via the file-specific AccuSafe Behavior tab on the file/directory properties 
dialog described elsewhere in this document. Default encryption-related settings will be available to the user via the 
general AccuSafe Behavior tab. 

Several types of encryption algorithms, allowing the user to trade-off encryption strength vs. encryption 
performance, are desired. Such encryption algorithms will include and ability, and corresponding user mterface. for 
the user to specify algorithm specific parameters such as password, key, etc. The selection of encryption algonthms 
will be based in part on the legality issues associated with their exportation outside the United States. Users will be 
able to enable/disable encryption via the encryption-related features available on the file-specific AccuSafe Behavior 
tab. 

The encryption capabilities should be engineered so that it is easy to do\Vllload a new encryption OCX (for 
example), m order to provide additional encryption algorithms at future points in time. A high level block diagram 
of the intended "plug-in" nature of the encryption modules is shown below. This concept should be utilized as much 
as possible within the design and implementation of the entire AccuSafe system. 

Users attempting to View or Restore encrypted files (as described elsewhere in this document), will be requested to 
supply the appropriate security parameters (password, key, etc.) by the AccuSafe user interface prior to the file 
bemg viewed or restored. 

An "administrator" capability within the AccuSafe client software will provide, among other things, the opportumty 
to decrypt files even if the original encryption security parameters (password, key, etc.) are not known. This 
capability, accessible via a user-specific "administrator" password (set during the install process, and adjustable 
later), will not reveal the security parameters on the encrypted files, but will instead simply provide decryption 
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capabilities for them. This feature exists, for example, so tl}at the files belonging to a departed employee, can be 
restored in the absence of the required security parameters. 

4.5 Drive Spanning 
Several special "drive spanning" -related situations exist that may be implemented using this situation/resolution 
pair. 

Situation: The media in the AccuSafe storage device is full., as might occur from time to time 
when AccuSafe is operating with smaller media types such as MO drives, ORB drives, etc. 

Resolution: Warn the user via GUI that the media is full, and allow them the chance of inserting new media 
immediately, or holding off the media change to a future point. The user would be issued periodic reminders of this 
situation, but it could persist for some time without any adverse affects. Via the IntelliQueuer, redirect all file 
transfer activity to the AccuSafe buffer area until the full media situation is resolved by the insertion of a new media 
with suitable storage space. This situation would be automatically detected via AccuSafe, which would then use the 
IntelliQueuer to perform all "queued" file transfers from the AccuSafe buffer area to the newly inserted media. 

Situation: Similar to c.1 above, the AccuSafe storage device becomes full, or otherwise 
unavailable, during a file transfer. 

Resolution: Same resolution as c.l above, but note that the "restore from AccuSafe" features are affected by design 
decisions that may result in some revisions of a file being present on one media, and other revisions on another. The 
situation 1s further complicated by situations where a file might actually be split across multiple AccuSate media 
(though it is likely that we would want to avoid this situation). Note that as smaller-and-smaller AccuSafe storage 
devices are incorporated into AccuSafe's official support list, this situation, and other similar ones, will grow m 
frequency. 

Situation: The media in the AccuSafe storage device is not the one that contains the revision 
history for a particular file. This might occur during situations where smaller media devices such 
as MO drives or ORB drives were in use. 

Resolution: Warn the user via GUI that the currently inserted media 1s not the one used for a particular file, and 
offer the change of changing the media immediately, or holding off the change until a later point m time. The user 
would be issued periodic reminders of this situation, but it could persist for some time without any adverse affects. 
Via the IntelliQueuer, redirect all file transfer activity for the affected file(s) to the AccuSafe buffer area until the 
situation is resolved by the insertion of a the correct media for the affected file(s ). This situation would be 
automatically detected via AccuSafe, which would then use the IntelliQueuer to perform the "queued" file transfers 
destined for the newly inserted media. It is possible for file transfers would be queued via the IntelliQueuer for 
several different media under this condition. 

Note: Special attention must be given to the algorithmic design of such a feature, in order that it properly retain 
knowledge of the association of a particular media with the location of a particular file's revision history. This may 
involve the detection of the media's serial number (in order to detect one media vs. another, or the detection of an 
AccuSafe-supplied media serial number which might be generated/retained by AccuSafe in a file in the AccuSafe 
directory on the AccuSafe media. The algorithm must operate properly with c.1 above, and must allow the user 
some convenient means for "resetting" AccuSafe so that it can, for example, begin storing a file's revision history 
on a media other than the media originally used for that particular file. 
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4. 6 AccuSafe Application Log File {ALF) 
Operations performed by the AccuSafe application will be logged to the AccuSafe Application 
Log File (this is not the IntelliQueuer log). This will include backup operations as well as 
system monitoring/advising operations. The contents of the log file will at a minimum be: 

• Date/Time stamp operation occurred 
• Description of the operation 
• If file operation, source and destination of file. 

The storage for the ALF is TBD. Possible options are: 
• Operational Database 
• Text File on the user's hard drive 
• In the case ofNT/2000, the NT Application log could be used. Since this is 0/S 

dependent, this option will probably not be used. 
Whatever storage option is used, the information should be part of the AccuSafe backup process. 

4. 7 AccuSafe boot-up operations 
During the boot process, AccuSafe will update Windows system files that cannot be easily copied once Windows is 
up and running. This is particularly true for NT where files like Ntuser.dat and Ntuser.log cannot be copied while 
operational. They can be copied during DOS boot up and do not require real-time backup during normal operation. 
AccuSafe will install as a default startup application, unless the user selects otherwise ( an NT system start up 
application by default). The AccuSafe monitor will begin house-keeping checks following Windows boot up and 
user virus check startup scan completion (if any). The AccuSafe database is briefly checked for queued files and the 
AccuSafe device is tested for communications link. Once these quick checks are complete, AccuSafe is ready and 
on the job. 

4.8 AccuSafe Web Linkages 
AccuSafe must be capable of launching Internet Explorer or Netscape Navigator in order to counect to various 
URLs that may contain technical support information, product (AccuSafe and non-AccuSafe) sales information, etc. 
These launches should normally be performed from the AccuSafe system tray icon menu, and must be implemented 
in a manner that allows them to be very easily adjusted for different menu text and/or changmg target URLs. 

This feature should also display a pop up message in the event the user does not have Internet access indicating that 
an Internet browser must be installed before this feature can be enabled. 

This linkage must also allow AccuSafe to form an almost-no-user-intervention-required connection to a URL m 
order to determine if a revision to the AccuSafe software is available, and if the user needs the revision. If the user 
elects to mstall an available revision, AccuSafe should handle this activity without undue user intervention. 
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5 Future Features 
The following features are contemplated for future revisions of the AccuSafe product, and should therefore be 
considered during the initial AccuSafe design process so as to not inadvertently preclude the possibility of their 
implementation. Some of these features may also be added as priced upgrades to the basic AccuSafe program. 

These features are listed in no particular order, as their priority has not yet been established: 

A. Enhanced compression functions that briefly analyze the file type being compressed, and the select algorithms 
for speed or size optimization. 

B. Official support of additional AccuSafe Device Media hardware. 

C. Official support of Mac, Linux and Unix operating systems. 

D. Support for Network Attached Storage ( disk fanns) 

E. Disk spannmg for use with lower storage capacity AccuSafe Device Media. This function would make use of 
the InteliQueuing mechanism in order to avoid situations where the user is constantly being asked to insen a 
different media. Some oftbis functionality is described under the AccuSafe Monitor and IntelliQueuer secnons 
of this document. 

F. Use of multiple encryption types for optimization of speed and security, and to position encryption capab1lmes 
to be legally distributed outside the United States. 

G. Integrated virus scanning capabilities, and enhanced virus protection mechanisms. 

H. Enhanced AccuSafe Monitor capabilities. 

I. Enhanced AccuSafe Advisor capabilities. 

J. Block level, and/or byte level file change recording. This will reduce the disk space requirements current!:, 
associated with the storage of the entire file for each revision and will minimize bandwidth requirements on rhe 
interface between the client PC and the AccuSafe Media Device. 

K. Tie certain AccuSafe features and/or look-and-feel to firmware codes supplied by AccuSafe Device Media 
and/or hardware. 

L. Add "In Acc:uSafe backup files ... " to the functionality available via the Windows Start Menu's "Fmd" menu 
capabilities. 

M. Add "In AccuSafe backup files ... " to the functionality available via the Windows Explorer's "Tools: Find .. 
menu capabilities. 

N. Enhance the redundant file elimination mechanism so that redundant files can be detected and linked (rather 
than copied) intra-computer or inter-computer. 
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MACRO LEVEL RISKS 

Resource Risks 
RISK: Not enough time 
The product must be robust and reliable within what is anticipated to be a very short period of time. The 
end result could be either a product that is incomplete or unreliable by the projected delivery date. Risks 
are primarily financial - a longer than anticipated development time will increase the product cost, and 
potentially create a customer that is so dissatisfied that a partnering agreement could be broken. 

RISK: Not enough money 
If financial resources are not available to complete ALL phases of the project, the project will not succeed. 
Any unanticipated costs, regardless of the source, should be considered a threat. Of primary concern are 
development and testing costs. 

RISK: Not enough manpower 
If enough manpower resources are not available for planning and development, milestone schedules will be 
difficult to maintain, and product robustness is potentially compromised. 

Market Risks 
RISK: No hardware vendor partner 
Without a hardware vendor to partner with, it will be difficult to penetrate the market fully and quickly. 

RISK: Too slow to market 
Right now there isn't another product that has the same anticipated feature set; the introduction of 
AccuSafe will be welcome. If, however, another competitor enters the market before we do, or at about the 
same time with a bigger 'bang' it will be more difficult to get marketing attention and early sales from 
feature hungry users. 

RISK: Vendor requirements not met 

Technology Risks 

RISK: Software conflicts 
The centrality of the product might interfere with other pieces of software. Titis is particularly true if those 
software packages do not abide by Microsoft standards. 

RISK: Runtime error rate too high 
The viability of the product rests upon a very low error rate (support costs). Given the large heterogeneous 
operating environment, this will be difficult to achieve. 

RISK: Basic architecture won 't work 
The first release of AccuSafe is supposed to operate on current Microsoft Windows versions. The 
technology, however, has only been proven at the prototype level on Windows 98 and Windows 95. The 
current prototype available is operable on Windows 98. The development team does not know if the 
architecture will work on all of the operating systems slated for release in Version 1. 

RISK: Pe,formance impact too high 
AccuSafe performs almost all of its activities real-time, while the user is working. It v.ill be difficult. if not 
impossible, to keep AccuSafe from requiring a If AccuSafe has a significant (noticeable) impact on 
pcrfonnance, chances are the user will be dissatisfied with the product and will either discontinue use or 
uninstall the product. 

RISK: A keyfeature won't work 

RISK: Too many features in VI 
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Feature-glut is a possibility - too many features sched~led for the first version can have 2 (minimum) 
negative consequences. First, trying to squeeze too much development and testing into too short a time 
period can negatively impact the schedule. Second, if all of the features are successfully implemented and 
released, the upgrade path can be difficult to plan. There may not be any significantly different features to 
offer to the user so that they stay interested in the product and peruse the website for upgrades ( and 
exposure to advertising). 

Auxiliary Product Risks 
RISK: Unable to support vendor after sale 
RISK: Unable to support end user after sale 
Inadequate support availability is a risk because there is currently (that I know of) no infrastructure at IPCI 
capable of providing support to the extent required by a large and successful product deployment. 

Mit: The product must be built to have minimal support needs. The support structure must be built to be 
very efficient. 

RISK: Learning products not ready by ship date. 
There aren't any specifications, plans, or outlines for the learning products. These documents and tutorials, 
or whatever form they take, must be complete, accurate, and tested with the product - all lengthy and 
involved tasks. With no plans, little time, and no staff of technical writers available, it will be tough to 
complete this task on time. 
This effort must be started early in order to meet target delivery dates. 

RISK: Install program insufficient 
These programs are always difficult to write and very difficult to test completely. 

RISK: Not enough resources for localization. 
This effort takes considerable time and investment per language. Support costs can be high as outsourcing 
is the typical approach (first level). 

Project Management Risks 

RISK: Excesszve recurring engineering costs 
The need for early delivery must be balanced with the recurring costs associated with multiple releases or 
updates. Recurring costs should be kept as decoupled as possible from external vendor actions. 

RISK: Feature Creep 
Late addition ofRl features (receipt of any new information) can add to planning and development time, 
possibly other complications 

Testing Risks 

RISK: Unanticipated Configurations 
The only viable test approach makes reasoned reduction in the number of configurations to uniquely test. 
The probability of missing some is non-zero. 

RISK: Unanticipated use patterns 
The large number of users will likely use the product in unexpected ways. This may cause support issues. 
This might include someone using the OCX for internal reasons. 

RISK: Insufficient Testing 
RISK: Slow Testing 
RISK: Expensive Testing 
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1. Vision Statement 

Create a software application, AccuSafe, which provides data safety, integrity, real-time backup 
and simple recovery of data for the customer without user action or intervention. AccuSafe should 
be able to back up data to any device that can be made to look like a drive letter ( or UNC path) to 
the operating system. Create recovery mechanisms at the file, directory, and system level that are 
simple, reliable, fast, and complete. Position this product for the end user in the home, small 
business, and medium business markets. Provide a foundation for follow on specialty products 
and/or features to extend marketability. Market the product to large hardware vendors for bundling 
with specific data storage products with the ultimate goal that AccuSafe ships with every new PC 
sold. Create the first shippable version of the product by the middle of the second quarter of 2000. 

2. User Research 

Most of the research that specifically addresses user's wants and needs regarding backup and 
recovery software has been gathered from the project team's experience with computer users in 
home and business settings. Although there is the risk that the project team has a greater depth of 
understanding of the technical aspects of backup and recovery than the average user, generally the 
users' need for simplicity and reliability is well understood. It is the awareness of that need, in 
fact, that is driving the development of the AccuSafe product. 

Typical problems reported with current backup and restore technology are: 

• Often the process involves remembering each evening to replace a backup tape or other media 
if the process is automated, or remembering to initiate the backup ifit is done manually. 

• There is no easy verification that the backup has worked except through viewmg of a report 
log file. Examples of potential undetected errors include the tape or diskette-based media 
may sustain degradations with time and hence low integrity, the tape drive may fail, the media 
may be over-written or even break with no one to notice because the backup is occurring 
when the PC is not being used. 

• Most backups are done on a periodic basis - all file changes, moves, and deletions in between 
are subjected to risk ofloss. Even if backups are successfully performed daily there is 
potentially 24 hours of work lost between backups. 

• Existing backup and recovery programs do not adequately compensate for the 'ohno' second 
- that smallest measurable unit of time defined as the amount of time it takes between a user 
pressing the delete key (without the use of the recycle bin) and the realization that the file just 
deleted is one the user has been working on for hours and that it is not on last night's backup 
tape because it didn't exist yesterday. 

• Often backups must be spread across multiple media volumes unless RAID technology or 
newer larger capacity tape drives are being used, and it may become problematic or 
impossible to back up an entire hard drive to one volume of backup media. 

• Many backup programs take advantage of portable, small media such as floppies, tapes, and 
ZIP disks. The cost associated with the number of media needed to accomplish rotation along 
with capacity is large when you compare how many 100 MB ZIP disks are needed to have 
enough storage for your 10 GB hard drive backups, and other similar scenarios. 

• The restoration process for anything other than a single file can be confusing and seem 
complex to the user. The complexity increases with the number of files or directories to be 
restored, and the task can seem impossible when the user is faced with recovering a crashed 
system. There is often little information available to a user on how to restore their system 
fully, easily, and quickly, much less a tool to help them do so. 

• The expense associated with loss of use of the computer while experts are called in to effect a 
system rebuild and restore are motivating factors for the consumer to purchase a truly "hands­
off' backup and recovery system that does it for them. 
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Some features that users like about existing products, or would like to see in them include: 

• Simple installation and use 
• Easy to use, intuitive interface that doesn't require much 'off screen' documentation 
• Custorruzation capability at the file, directory, and file type levels for more sophisticated users 

to select which files are backed up and which are to be restored. 
• Real time detection of file changes, resulting in hands-off, automatic backup without loss of 

changes since the last backup job 
• Fast (instant), easy, restoration of files 
• 'Invisible' behind the scenes operation that doesn't require user interaction to process 
• A product that is not tied to one particular type of backup media 
• A lower cost backup option 

Details of use cases describing the anticipated interactions a user will have with AccuSafe and 
their possible outcomes are detailed in Appendix XX: 

• User installing with default ''typical" configuration 
• User installing with "custom" configuration 
• User unmstalling 
• User adjusting the default selection of all files and directories to backup 
• User adjusting the default number of versions of data files to maintain 
• Admin creation of a scripted set up for everyone** 
• User needs help 
• User wants to restore a file or directory 
• User wants to restore system files to a previous known working condition by date/time 
• User wants to restore the entire system to a new hard disk drive 
• User must recover from a failed primary hard disk or failed system that will no longer boot 
• User wants to browse backed up files 
• User wants to delete backed up files 
• User upgrades software 
• User changes storage location or options 
• The backup device is not available or has no media inserted 
• User uses product on a laptop not currently attached to backup device 

AccuSafe will be marketed not only to users on the individual, small business, and medium 
business levels, but also to large vendors of backup media. The needs of the hardware vendors are 
on a scale relative to their size - the product must enhance the integrity and customer perception 
of their company and products. 

Hardware vendor considerations: 

• Large vendors require that the products they bundle with their hardware be 100% reliable 
with their hardware to ensure that users will not have installation or runtime errors when the 
product is used as directed. 

• Large vendors typically require support for branding (pursue this with a bit more detail). 
• Follow on marketing opportunities can be attractive if the initial product is very successful. 
• Second and third level technical support is generally provided by the software provider; with 

first level support provided by the hardware vendor. 
• Vendors need assurance that the product meets an important customer need and does exactly 

what it says it does. 
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• The vendors want the opportunity to differentiate their otherwise commodity product to the 
end user and PC manufacturers. -

• The vendors must see that the product will produce increased sales, value, and revenue 
without generation of large start up or on-going technical support issues. 

• The product is easy to install and to use and on-line help and learning products are well 
thought out and of high quality and usability. 

• The product awareness material, in addition to training material emphasizes the value of 
AccuSafe as part of the hardware. 

AccuSafe is designed to not require 3rd party licensing of products for incorporation in the 
AccuSafe product. AccuSafe is anticipated to sell at a retail price of $49 unbundled. Updates to 
the software will be provided as free downloads from the Internet. Additional feature modules (if 
any) will be sold separately. It is anticipated that the majority of the sales of the product will 
occur as AccuSafe is bundled with vendor hardware however, Internet download sales will be 
significant if the marketing is done effectively. Retail store, catalog and Internet distribution sales 
are also viable sales avenues. If market acceptance is high, the PC OEM channel will be 
approached for shipment with PC's as a low cost value add (much like anti-virus programs). 

3. Environment Analysis 

There are market trends and characteristics that are both opportunities and threats, depending on 
the development approach taken. They can be divided into 3 categories for discussion -
Technology, Users, and Competition. 

Technology 
On the technology forefront, high volume storage media is considerably less expensive now than it 
was even a year ago, and it is expected that cost per GB will continue to decrease. 

(Strategic Response in italics) 
This makes the AccuSafe product attractive, as AccuSafe's technology does not rely on removable 
media for operation but rather any device that looks like a drive letter (or UNC path) to the 
Windows OS (including some tape devices). It could cause potential problems, though. As storage 
media becomes cheaper and larger, the potential for very large files being manipulated grows. 
The AccuSafe backup methodology should be tested with 'very large files' so that limits can be 
explored. 

"Operating System not included" terminals are being touted as the next wave in user computing 
and interface to world-wide Internet connected appliances. Both the computing capability of 
today's PC and the data created will be stored remotely and no longer locally within a PC box or 
appliance. 

This environment, if it ever gains acceptance, is several years away and has some major hurdles 
to overcome. There is a huge installed PC base that is growing each year. A simple to connect 
and to use data integrity device should enjoy marketability for several more years. 
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The number and type of storage devices is proliferating quickly. The planned flexibility of 
AccuSafe, that, in a nutshell, it can backup to any device that a PC can successfully assign a drive 
letter ( or UNC path) and then read/write to, puts the product in good position to exploit this trend. 
There is the potential for having more than one storage device attached to a machine. On the other 
hand, as the number and type of devices increase, so do potential compatibility issues. 

The development and support plans necessarily need to include ongoing testing, update, 
maintenance, and technical support functions so that the product remains robust and reliable. 
During the planning and development stages, designing the product for testability will help 
mitigate some of the risks presented by increasing variety of hardware and software available to 
consumers. A growing hardware compatibility list is anticipated as AccuSafe is bench tested and 
"certified" with more devices each year. This necessitates an on-going test and compliance 
program that will also serve to allow new features to be quickly tested and offered. 

Not only is the variety of hardware increasing, but the number of active operating systems, their 
service releases, and applications is growing as well. There are four 32-bit Microsoft Windows 
operating systems that are widely used, each of those have multiple service releases as well as 
some OEM versions. Macintosh, Unix, and Linux also each have their own versions and service 
releases. A product that is able to support all of these would be powerful, but difficult to develop 
for and support. 

However, if the product is developed in stable, reusable modules that are consistent in theory, if 
not application, across multiple platforms, the problem and hopefully the fature product releases 
should be manageable. AccuSafe 's architecture lends itself easily to modularity at this level. 

General compatibility issues are compounded by the proliferation of both hardware and software. 
The number of possible combinations of hardware and software is next to impossible to count, 
much less specifically address in development or testing. 

Although it isn't evident what can be done to address this, and nothing can be done to control it, 
placing the responsibility of getting the backup media to work with the system on the hardware 
vendors and the successful installation of the hardware on the user, rather than the AccuSafe 
software, the problem can be reduced and addressed. 

Designing the product to reduce recurring engineering costs will reduce the cost (and pain) of 
keeping up with hardware and software changes. Developing a test strategy by application class. 
that is carefully defined and efficient will also reduce costs and risk associated with keeping pace 
with quickly moving technology. 

Users 
Users present another set of challenges and opportunities. The number of home and small/medium 
business users is growing, as is their dependence on PC's for daily activities essential to their 
home or business. As the number of users grow, one might assume that the 'technical savvy' of 
experienced users is increasing, but so is the number of novice users who just aren't ready for 
complicated solutions to their data safety problems. 

A primary design goal should be designing the product for usability. Inteifaces should be intuitive. 
the help system should be comprehensive, and status information should be presented pictorially 
when possible. Configuring the product to a user's needs should be simple. Designing the 
product to be customizable addresses the needs of more advanced users who are prepared to stray 
from the 'out of the box' setup. 
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An inherent threat, and real risk, is the fact tlmt software integrity and reliability is not only 
critical, but always on fragile ground. Disgruntled customers are good communicators, and 
forums such as product reviews on Internet vendor sites provide them a receptive audience to their 
complaints. If AccuSafe was a word processor that had some malfunctioning formatting features, 
perhaps the product integrity could survive, but it isn't - it will be marketed as a product that 
safely and reliably protects your data. A software bug that compromises in any way, a user's data 
has to be considered a potentially devastating situation. 

Choosing a feature set for the first release that is stable and effective, rather than comprehensive, 
and then thoroughly testing that feature set will be the two most effective actions that can be taken 
to combat this threat. Delivering a product that is not stable_cannot be done. 

The perception of the product will begin as soon as the software is opened and the installation 
begins. The appearance and packaging must convey quality. If there is a 'bug' or mistake, or the 
user has any installation problems that are not anticipated and handled by the installation program, 
the 'scare' could be sufficient enough for the user to mistrust the product and abort the installation. 

The install must be completely safe, and provide the user with many opportunities to see how 
complete and reliable the program is. 

To summarize the user's needs, the product should be as easy to setup as inserting the CD, and as 
reliable as a toaster. 

Competition 
There does not appear to be any competitor with AccuSafe that offers as complete a feature set 
(based on the feature set that is currently targeted for the first release). Appendix YY contains a 
product comparison chart. However, speed to market, perceived and real product reliability, 
successful differentiation, and the ability to take advantage of a partnership with a large hardware 
vendor are going to be deciding factors in the success of the product. The prototype architecture 
for the product relies on features of the operating systems that already exist, which are available 
for anyone to exploit. Competitive products will abound if the marketplace successfully accepts 
AccuSafe. Potential hardware vendor partners will not be willing to wait for long lead time 
development projects that make promises while the competitors gain market share with "similar" 
products. 

A feature-by-feature analysis of the four closest competitive products provided three categories of 
features: 
1. Ones we must have to be as feature-rich as the other products, 
2. Ones AccuSafe will have that are either not in any other products or are not well represented, 
3. Ones that are unique design features not found in competitive products. 

(NOTE: Second Copy 2000 has not been evaluated and is not included in this analysis. It appears 
to be the closest existing competitor, and should be reviewed. It appears to require a manual start 
to the back up process, and to use date/time stamps and the archive attribute to manage its 
backups. Intel is shipping it with one of their new storage devices.) 

1. Features Required to Meet Competition 
• Operable across Windows 95/98/NT4 
• True real time detection of file changes* (methods vary and affect performance) 
• Easy to use and learn 
• Instant restore capability* (file level, not system level) 
• Customizable backup list 
• Ability to include and control files at directory level 
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4. 

• Ability to include and control files at the p.le level 
• Revision control 
• Invisible operation 

2. Differentiating Features Not Common in Competition 
• Integrated to OS 
• Distinctive look target drive 
• Hardware and software solution 
• Control and inclusion of files by type ( wildcards) 
• Encryption and compression control 
• AccuSafe System Monitor 
• AccuSafe Advisor (interception ofuser actions for reconsideration or options) 
• IntelliQueuing- file capture 
• ActiveX, VXD controls 

3. Features Not In Above Categories 
• Instant disaster recovery 
• Complete mirroring (synchronization) 
• Off-Line change capturing (IntelliQueuing) 
• Multiple backup file destination control 
• No measurable (user detectible) system performance degradation 

Feature Category Descriptions 

The AccuSafe Kernel (the combination of the Virtual Device Drivers and ActiveX Control) 
[WATCHMAN] 
The kernel watches the operating system, and detects specific events at the operating system level 
that correspond to file reads, writes, deletes, and other fundamental file system activities. The 
kernel translates the event into a message that can be sent to the ActiveX Control so that the 
AccuSafe Core Application can use it. This happens real-time, as the user is working as nonnal 
on their PC. Once the event is detected at the operating system, the rest of the AccuSafe backup 
process happens as quickly as it can - to appear instant to the user. 

The AccuSafe Core Application [COACH] 
The AccuSafe core application (and the kernel to some extent for performance enhancement) acts 
as a filter for all of the messages sent from the ActiveX control. It accesses the AccuSafe 
Operational Database to determine if the intercepted message regarding a specific file must be 
acted upon or not. The hierarchy of rules in the operational database is interpreted here, and the 
AccuSafe attributes for a particular file, directory or set thereof are collected. If the core 
application determines that action is required, it composes an action message, which is sent to the 
AccuSafe IntelliQueuer. 

The Accu$afe IntelliOueuer [TRAFFIC COP] 
The AccuSafe IntelliQueuer is the 'traffic cop' of the AccuSafe application. All file transfers to 
be performed by AccuSafe are queued through the IntelliQueuer, although if there is a 'green 
light' at the operating system level for the transfer to occur, the queue may exist only momentarily 
if requests are processed immediately. It is the IntelliQueuer that allows AccuSafe to safely 
protect data if the AccuSafe media device is not available -actions are queued and logged, and 
files are backed up to a temporary buffer area. When the device is available again, IntelliQueuer 
automatically processes the queue for actions that can be executed immediately as well as actions 
that are to be performed later. All IntelliQueuer file transfers are logged in FIFO manner up to 
some pre-set limit on size. The log is available to the user, and can be sized according to the 
user's needs. 



Page 242 of 296

The AccuSafe Operational Database [REFEREE] 
The AccuSafe Operational Database is the wliere the core application gets its filter information. It 
contains the system defaults (installed and/or customized) for AccuSafe behavior, and individual 
file and directory specific information as well. Information for every AccuSafe attribute that a file 
can have is contained here for each file or directory that has been selected to receive behavior that 
is different from the system defaults. If no file or directory specific information has been 
indicated, there is not a corresponding entry into the database. 

The AccuSafe Monitor (HOUSEKEEPER} 
The AccuSafe Monitor is responsible for keeping the AccuSafe program running smoothly during 
normal operation ( effecting module restarts within the application if required). The Monitor 
analyzes the file transfers made by the IntelliQueuer, keeps track of the availabili_ty of the 
AccuSafe media device, and the user's system performance - then sends messages to the 
AccuSafe Advisor about items that need attention to keep the system running smoothly.. The 
Monitor also makes some decisions on its own, if the user has allowed it during set up. For 
example, the Monitor can determine that a file is being accessed and saved frequently, and that the 
frequent backups are interfering with system performance. The Monitor can then decide it would 
be better for overall system health if the file was backed up on an interval or scheduled basis rather 
than every time it is saved. Rather than asking the user's permission, the Monitor will make the 
change, log the update such that the action can be reversed as well, then send the message to the 
Advisor so that the user can be notified. System files are also under the care of the Monitor so that 
the system can be restored easily to a recent 'safe' period in time. 

The AccuSafe Advisor [BUTLER] 
The AccuSafe Advisor receives all of the messages that the Monitor sends, but it 'knows' the 
preferences of the user - perhaps the user has told the Advisor that it's okay that fileabc.doc has 
15 revisions available - when the Monitor sends this message, the Advisor ignores it and does not 
present this as an issue to the user again. The Advisor is what keeps the user from being barraged 
with information he doesn't want and keeps the user informed of potential problems and how to 
fix or avoid them. The Advisor also looks at both hardware and software issues that may 
eventually require action from the user, but not immediately. An example would be that on one of 
its regularly scheduled runs, the Advisor notices that 30% of the AccuSafe media device capacity 
1s bemg used by files that the user has not altered on his PC for 2 months the Advisor would 
notify the user of the situation and offer suggestions on what to do ..... 

Installation. Configuration. and User Help [ASSIST ANT] 
This category includes the install and uninstall programs, as well as the parts of the program that 
handle how the user will 'tell AccuSafe what they want'. Simplicity, unobtrusiveness, 
consistency, and integrity are characteristics that most features in this category support. 

The Graphical User Interface [LANDSCAPE] 
The User Interface for AccuSafe builds upon and extends the Operating System via the Windows 
Explorer, rather than presenting a new interface that the user must learn. Extensive use of nght­
chck menu access, Windows Explorer customization, standard file dialog boxes, property pages, 
and the system tray icon make AccuSafe more invisible than visible to the user. Users will know 
it is there, but they don't have to 'make' AccuSafe do anything. 

The AccuSafe Backup Device (STORAGE] 
As a simple explanation, anything that a user's PC can successfully assign either a drive letter or a 
UNC path to qualifies as an AccuSafe Backup Device. On the backup device, whatever it is, is a 
directory structure that mirrors each connected user's PC, AccuSafe backup files, an AccuSafe 
information file for each backed up file, and all the AccuSafe system files necessary for AccuSafe 
operation. The backup files are in native format, except if compression or encryption has been 
applied. Any information required to restore the file is in the information file so that ease of 
portability or restoration is not compromised. There isn't any 'control' programming required for 
the AccuSafe Backup Device, only fl!les for its setup and use. The IntelliQueuer, Monitor, and 



Page 243 of 296

Advisor all interact with the backup device to maintain system health, data integrity, and data 
restoration capability. -

The System and File Recovery Features [LIFEGUARD] 
The Recovery Features are among the most critical in the application-providing an easy backup 
process is only the beginning. Users are provided with simple ways to restore their files and or 
directories easy access, selection, and restoration. In addition to file restoration, AccuSafe's 
disaster recovery features should allow a user to quickly recover from a 'crashed' system and 
begin working again- either as a return to a working system because of system files that were 
rendered non-operational due to corruption or as a tool to complete disk recovery. 

5. Feature Set Priorities 

The features identified as required for inclusion in the first release of AccuSafe are: 

Required Operating System Su12,Port 
• Windows 95SR2 and SR2.5 (B and C) and Windows 98SR1 and SR2 

Required Core A12,Plication Features 
• Complete install/uninstall using InstallShield and user registration/license agreement 
• Disaster Recovery from system file corruption (requires Safe mode functionality and a boot 

floppy if Safe mode will not start that runs something like a "RescueMe" application from a 
DOS prompt). We understand that we have not discussed this very much but it is really 
essential to our target market. 

• Scheduled (not real-time) capture of critical system files to effect system recovery ( during 
windows boot process at start up and then every xx minutes during operation) saving the last 
yy entries. 

• Real-time tracking and backup of file saves, changes, deletions, renames, and copies 
• IntelliQueuing with real-time tracking and continued buffered backup if no backup device is 

present or the device is full (what happens when full) 
• Easy restore of individual files, selected files and directories 
• Vers1oning control 

Required Application Landscape and Connectivity 
• Fused to Windows Explorer 
• Online Help system and Getting Started Guide 
• Files can be viewed and copied without the AccuSafe application being active (native file 

formats) 

Required Hardware Support 
• Intel Pentmm I/II/III processors 
• Internal hard disks 
• Internal Removable disks 
• External parallel port storage devices that support Windows drive letter 
• External USB port storage devices that support Windows drive letter 
• Network mapped drive or UNC path ( complete disaster recovery not supported in this mode 

since network support is required, however system file corruption is supported smce the 
registry copies are stored locally, not on the network drive). 

The second set of features have been identified as features that should be included in release one if 
at all possible: 

#2 Operating System Support 
• NT4 and SP3, 4, 5 
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#2 Core Application Features 
• Complete disaster recovery from a failed/crashed hard disk including emergency boot to the 

AccuSafe device with complete written step-by-step instructions (requires boot floppy that 
runs a "SaveMe" application from a DOS prompt) 

• Localization options other than English 
• Double byte character set support 
• Media spanning 
• Compression of files with standard utility like DynaZip (user selection only and only user 

files) 
• Monitor file change frequency and move to schedule -vs- real-time backup 

#2 Application Landscape and Connectivity 
• AccuSafe directories have differentiating look 
• AccuSafe directory structure mirrors user(s) drive(s) 
• AccuSafe files have unique file icon 
• Web links for tech support and more product information 

#2 Hardware Support 
• AMD K6/7 processors 
• AccuSafe device portable between PC's with same (identical) OS 

A third set of features has been identified as best for inclusion in the second release, but again. if 
they can be included in the first release they should be: 

#3 Operating System Support 
• Mac, Linux, Unix 

#3 Core Application Features 
• Encryption of files (user selection only) 
• Network traffic detection for LAN AccuSafe device and green light despooling 

#3 Application Landscape and Connectivity 
• Software update downloads link (requires version comparisons and authentication coding) 

#3 Hardware Support 
• RISC and Alpha processors 
• IPCI PAS device 
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MICRO LEVEL RISKS 

There are several specific pieces of the AccuSafe application that have been identified as both difficult to 
code and as critical to the success of the application. There are many features of the application that fall 
into one or the other category- but for the purposes of risk analysis the items that fall into both are the ones 
that need the most attention. The features are divided into their respective feature categories as identified 
in the Vision Document. The number preceding each risk is the 'headache factor' that was applied by the 
development team. Five (5) is the maximum number, indicating the most difficult rating. There are not 
priority or other criticality ratings at this time, if they are applied this document will be updated to reflect 
them. 

Adrnimstrative 
RISK: Technical Support Training Package - 4 
The technical support training package will be critical for supporting large vendor's requirements for 
support. The difficulty of providing a comprehensive training packages is in that the best technical 
information won't be available until after testing is complete; users won't be calling wanting to know why 
things work - only why things don't work - many technical issues stemming from hardware and software 
compatibility issues may not surface until the test phase is complete. 

RISK: The Installation Program - 3.5 
The installation program must be flawless and intelligent- one of the tasks it must perform is to detenmne 
early m the installation process the viability of the installation on the user's particular hardware and 
software configuration. It must identify and recognized hardware and software that is not compatible with 
AccuSafe, and suggest 'workarounds' or solutions if they exist, and exit gracefully after explaining the 
problem 1f there is no simple solution. It should also recognized any particular file types or application 
types ( ie- scanner software) that are known to cause problems with AccuSafe very large video files or 
frequently changing database files, for example. As with the technical support package - many of these 
problems may not be known until the test phase is completed. 

AccuSafe Advisor 
RISK: Running the AccuSafe Advisor on a Scheduled Basis 3 
The AccuSafe Advisor is will run on a scheduled basis, which for Windows NT and Windows 98 is not an 
issue as a Task Scheduler is included with the base operating system. However, Windows 95 does not 
provide a scheduler in its base product instead it must be purchased by the user. One of the most 
appealing aspects of the Advisor is that it does not require a user to manually start it, but the product is not 
structured such that either requiring or including an application that adds to the cost of the product is 
feasible. 

RISK: The AccuSafe Advisor 3. 75 
The AccuSafe Advisor as a whole was identified as a difficult part of the program to wnte - the complexity 
of both the 'watching' and 'interpreting' aspects of the Advisor drive the rating. It is a differentiating 
feature, however so moving to phase two is not the best first option. 

RISK: Performance Impact of AccuSafe Advisor - 4.5 
The performance impact must be minimal. This is a difficult yet critical aspect of the program as a whole, 
not just the Advisor - but it will be mentioned in each feature that it is expected to be a significant 
challenge. A 2% CPU perfonnance impact has been set as the threshold of acceptability - the user must 
not perceive that the AccuSafe application is in anyway decreasing the performance of his PC. 

Backup Media 
RISK: Portability of Backup Media - 10 (ten) 
Portability of the AS target drive between platforms ... 
Means: Different hardware - same OS version and SR - is this still a difficulty of l O? 
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AccuSafe Core Atwlication 
RISK: Fully Client Based Application - 3 
AccuSafe is intended to be a client-based application with no server side app required. Some features, 
however, may not be feasible in a network or other multi-user environment without a server side 
application to perform some of the 'watching' and rule-enforcing aspects of the program. 

RISK: The AccuSafe Kernel Theory and Technology - 4 
RISK: Windows 2000 and NT 4. 0 Compatibility- 4. 5 
The core of the AccuSafe application is its ability to monitor the user's file system and detect file activities 
real-time. The core of the product is based on a Windows 95 [I'm using the wrong words here ... could use 
technical word-smithing ... ] file system monitor -written by O'Reilly. It detects these changes at the 
operating system level and after a series of manipulations, AccuSafe is able to interpret and act upon them. 
A goal of the project is for the first version of AccuSafe to run on not only Windows 95, but also Windows 
98, Windows 2000, and Windows NT operating systems. The technology is only proven on Windows 95 
and 98 (is this true?) ifit is not similar enough to Windows NT and, eventually, Windows 2000 - the 
development timeline will be impacted significantly. 

RISK: Encryption Capability During Backup - 16.5 
An encryption requirement is a risky venture for version 1 - basically we don't know how to do it and it 
adds another element to the backup schema that would have significant performance impact. 

RISK: Performance Impact of AccuSafe Core Application - 4.5 
The performance impact must be minimal. This is a difficult yet critical aspect of the program as a whole, 
not Just the Advisor but it will be mentioned in each feature that it is expected to be a significant 
challenge. A 2% CPU performance impact has been set as the threshold of acceptability- the user must 
not perceive that the AccuSafe application is in anyway decreasing the performance of his PC. 

RISK: Determining and Implementing the Rule Hierarchy for AccuSafe - 4 
While it is relatively simple to allow the user to indicate what their backup strategy is - it is much more 
difficult to implement that strategy consistently. The potentially complicated set of rules will be stored in a 
database, which will be queried whenever AccuSafe needs to know what to do with a file or directory. 

GUI 
RISK: Extensive, Customized, yet Controllable Use of the Windows Explorer as the main GUI - 4 
We don't know ifwe can integrate AccuSafe's GUI with the Windows Explorer to such an extent that the 
user cannot override AccuSafe's settings. 

IntelliOueuer 
RISK: Boot Up Process - 5 

RISK: Using the lnte!liQueuer to Momtor File Transfer Performance and Adjust Accordingly 

AccuSafe Momtor 

RISK: Watch and Respond to a Variety of Complex Events - 4 

RISK: Manage Multi- 'Disk' Backup Strategies 7 

RISK: Performance Impact - 5 
The performance impact must be minimal. This is a difficult yet critical aspect of the program as a whole, 
not just the Advisor- but it will be mentioned in each feature that it is expected to be a significant 
challenge. A 2% CPU performance impact has been set as the threshold of acceptability - the user must 
not perceive that the AccuSafe application is in anyway decreasing the performance of his PC. 
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RISK: Detect and Prevent Redundant File Backups 4 

Restore 
RISK: Simple and Full System Recovery - 5 
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AccuSafe Risk Assessment 

This document contains the primary risks identified for the development of AccuSafe. Risks associated 
solely with marketing and management issues that cannot be mitigated by actions of the Development 
Team are not included. Risks are separated into two main categories, Macro Level Risks and Micro Level 
Risks. Macro Level Risks are all risks above the code level~ resources, market, technology, testing, and 
project management. Micro Level Risks are those associated with specific sections of the AccuSafe 
application. If a part of the program has been identified as both critical to the application, and potentially 
very difficult to write, it is included as a risk here. 

An associated spreadsheet, MASTERRISK.XLS, should be considered the Master Risk Document and 
should be updated as such. The Master Risk Document, which has not been completed, should contain 
quantitative measures of perceived risk and impact, as well as assigned action items to mitigate each risk. 
The Master Risk Document is a living document that should be updated and reviewed periodically through 
the design process. The first draft of the document should be completed before the planning phase 
commences in full. However, it cannot be considered comprehensive or very useful until all documents ( 
ERS and Use Cases, primarily) are finished and evaluated. 

MACRO LEVEL RISKS 

Resource Risks 
RISK: Not enough time 
The product must be robust and reliable within what is anticipated to be a very short period of time. The 
end result could be either a product that is incomplete or unreliable by the projected delivery date. Risks 
are primarily financial a longer than anticipated development time will increase the product cost, and 
potentially create a customer that is so dissatisfied that a partnering agreement could be broken. 

RISK: Lack of timely knowledge 
Compressed timeframe does not allow time for development team to learn any new technology that may be 
required to complete the development successfully. 

RISK: Not enough money 
If financial resources are not available to complete ALL phases of the project, the project will not succeed. 
Any unanticipated costs, regardless of the source, should be considered a threat. Of primary concern are 
development and testing costs. 

RISK: Not enough manpower 
If enough manpower resources are not available for planning and development, milestone schedules will be 
difficult to maintain, and product robustness is potentially compromised. 

Market Risks 

RISK: Too slow to market 
Right now there isn't another product that has the same anticipated feature set; the introduction of 
AccuSafe will be welcome. If, however, another competitor enters the market before we do, or at about the 
same time with a bigger 'bang' it will be more difficult to get marketing attention and early sales from 
feature hungry users. 

RISK: Vendor requirements not met 
Part of the problem is that no one knows what the vendor's requirements are the second part of the 
problem is that if we determine what they are, and the product misses them, the vendor may not want to 
include AccuSafe in their product. 

RISK: Product too sophisticated, or not sophisticated enough, for target market 



Page 249 of 296

RISK: Product not successfully differentiated in market after release 
Whether by actual features or perceived features ~ 

RISK: Competitive response (kills) product 
Competition will immediately appear if they aren't there already- the biggest risk is that AccuSafe won't 
be ready to respond back with a continuously differentiated and improving product 

Technology Risks 

RISK: Software conflicts 
The centrality of the product might interfere with other pieces of software. This is particularly true if those 
software packages do not abide by Microsoft standards. 

RISK: Runtime error rate too high 
The viability of the product rests upon a very low error rate (support costs). Given the large heterogeneous 
operating environment, this will be difficult to achieve. 

RISK: Basic architecture won 't work 
The first release of AccuSafe is supposed to operate on current Microsoft Windows versions. The 
technology, however, has only been proven at the prototype level on Windows 98 and Windows 95. The 
current prototype available is operable on Windows 98. The development team does not know if the 
architecture will work on all of the operating systems slated for release in Version l. 

RISK: Performance impact too high 
AccuSafe performs almost all of its activities real-time, while the user is working. If AccuSafe has a 
significant (noticeable) impact on performance, chances are the user will be dissatisfied with the product 
and will either discontinue use or uninstall the product. 

RISK: A key feature can 't be made to work 

RISK: Too many features in VJ 
Feature-glut is a possibility- too many features scheduled for the first version can have 2 (minimum) 
negative consequences. First, trying to squeeze too much development and testing into too short a time 
period can negatively impact the schedule. Second, if all of the features are successfully implemented and 
released, the upgrade path can be difficult to plan. There may not be any significantly different features to 
offer to the user so that they stay interested in the product and peruse the website for upgrades (and 
exposure to advertising). 

RISK: Hardware requirements miss target market 
AccuSafe's runtime resource requirements may be too high for most of the PC's m the target market. 

Auxiliary Product Risks 
RISK: Unable to support vendor after sale 
RISK: Unable to support end user after sale 
Inadequate support availability is a risk because there is currently (that I know of) no infrastructure at IPCI 
capable of providing support to the extent required by a large and successful product deployment. 

RISK: Learning products insufficient for target customer's needs 

RISK: learning products not ready by ship date. 
There aren't any specifications, plans, or outlines for the learning products. These documents and tutorials, 
or whatever form they take, must be complete, accurate, and tested with the product all lengthy and 
involved tasks. With no plans, little time, and no staff of technical writers available, it will be tough to 
complete this task on time. 
This effort must be started early in order to meet target delivery dates. 
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RISK: Install program insufficient 
These programs are always difficult to write and very difficult to test completely. 

RISK: Not enough resources for localization. 
This effort takes considerable time and investment per language. Support costs can be high as outsourcing 
is the typical approach (first level). 

Project Management Risks 

RISK: Excessive recurring engineering costs 
The need for early delivery must be balanced with the recurring costs associated with multiple releases or 
updates. Recurring costs should be kept as decoupled as possible from external vendor actions. 

RISK: Feature Creep 
Late addition of Rl features (receipt of any new information) can add to planning and development time, 
possibly other complications 

Testing Risks 

RISK: Unanticipated Configurations 
The only viable test approach makes reasoned reduction in the number of configurations to uniquely test. 
The probability of missing some is non-zero. 

RISK: Unanticipated use patterns 
The large number of users will likely use the product in unexpected ways. This may cause support issues. 
This might include someone using the OCX for internal reasons. 

RlSK: Insufficient Testing 
RISK: Slow Testing 
RISK: Expensive Testing 
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Product Support Str.ategy for AccuSafe 

1.0 Background 

The AccuSaf e support strategy is driven by the need to keep costs down while serving a very 
large and diverse customer set. This necessarily provides for strategic trade-offs and the need for 
a significant support infrastructure. 

2.0 First Level Support 

It is assumed that first level support will be performed by the customer support organization of 
the major partner(s). This is typical in order to preserve branding, gather market intelligence, and 
manage QA levels. IPCI will need to develop the support material and help desk database files 
required by the support agents. We also recommend that during partner negotiations, IPCI access 
to market intelligence data be included. An efficient strategy would be to create the 'Help' 
material aimed at both the broad audience and the support agents. This is not always possible and 
must be considered based upon the specifics of each partner. 

Support materials must be easily localizable and be a proper combination of lecture, self-study 
and hand-on exercises. Market intelligence is important, particularly for the portions of the 
support materials that will be made available to sales folks rather than technical support folks. 
Part of the market intelligence study may require studies of local/regional products ( e.g. those not 
available on a worldwide market scale). Good technical content must be provided, but with 
higher level approaches to learning the product, and solid low level approaches to common 
problems, solutions and troubleshooting. 

A mechanism whereby support issues can be collected at the first level, and fed back-and-forth 
between the secondary levels must be established. This collection should present itself as a 
localizable "knowledge base" containing problem/solution/configuration/customer information. 
It will be used for spreading support knowledge to a vast audience of support personnel, but 
should also provide an opportunity to conduct studies of frequency vs. problem in order to make 
future improvements to the product and/or it's ancillary materials (support training materials, user 
mterface, feature-set, learning products, install program, etc.) 

It is contemplated that the knowledge base may exist in several language versions simultaneously, 
so it must be of a structure that provides for easy determination of recent changes, then surgical 
strike localizations of those changes. 

To the extent possible, this knowledge base should be implemented using systems and procedures 
that are already known to the major partner(s). Though even here, it will likely be up to IPCI to 
drive the proper deployment of the tracking mechanism. 

Customer access to this knowledge base will allow us to reduce costs, but not requiring the 
involvement of our customer support staff to address each customer question/issue. Localization 
will be important here. 
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Similarly, we need an incident tracking mechanism to keep track of current customer issues, to 
assign them to various people for execution responsibilities, to monitor and track commitments 
made to customers, and to be sure that no customer issues "fall into the crack" without being 
addressed. 

3.0 Second Level Support 

We recommend the following general approach to second level support, usually the most costly 
level for well-crafted products. Given the mass-market target and diverse skill sets this is the level 
that warrants focus. 

First, toll free number support is essential followed with FAQ's available via toll free fax or web 
links. A web page with the most current information and patches must be maintained. 

Second, it will be necessary to instrument the code to remotely determine performance, host 
configuration and fault records. The instrumentation must be integrated with a 'Second Level 
Support' server. We need to be able to have the application, under user control, to send 
instrumented results back to the server. This implies databases to match serial number to user and 
potentially account information. This server must also provide web support for FAQ's, service 
pack upgrades, new product data etc. It will also require email support with at least an auto­
acknowledge function. It is important to recognize that from an engineering development 
perspective this system represents significant investment. It will need to be scaled or phased into 
the product plan as partnerships become viable and as the product markets develop. 

Both second and third level support will require a toll free number support. At least one toll-free 
number, perhaps multiple numbers for different language requirements and time-zone 
requirements may be required. Email, web, fax and FTP connectivity are also important. 

4.0 Third Level Support 

It is important to retain the services of your initial engineering team (at least in part) and bench 
test facility to provide third level support. Should outsourcing be used, include a line item for this 
support. The other option is to have sufficient follow up product development to retain the 
development team. If the job is done right on the product (incentive scheme?), third level support 
should be minimal and hence performed by the team on an ad hoc basis. 

A very key differentiator between companies these days is not so much product innovation 
(though that remains high on the list), but rather excellence of support. We want to absolutely 
lead in this area. 

There are hardware and software configuration availability requirements for proper third level 
support. We must be able to duplicate most anticipated target systems very quickly. This 
includes a process/engineering issue, not just an issue of equipment, since it will not be possible 
to have all manner of equipment on hand and dedicated to the support task. We will need several 
computer hardware configurations that represent items like least possible hardware set, best 
possible hardware set, most frequent hardware set. Additional requirements include the ability to 
quickly load a clean machine with any OS/ServiceRelease/Localization release being supported 
and access to all AccuSafe device hardware and drivers being supported. The ability to access 
potential conflicting application mixes must also be maintained from the original development 
cycle. 
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5.0 International Support 

It will be necessary to contract out international support at the first level. Should foreign 
language speakers be needed for second level support that too will need to be contracted out. 
Options to consider are is to have a 'thin' foreign language support team that can translate back to 
the second level support function. 

At this time, most web support is in English but rapidly becoming multi-lingual. I would 
recommend that the cost for this activity be considered in the planning for each localization 
effort. 

6.0 Conclusion 

Given that market, it will be necessary to have a reasonable sophisticated support structure or 
labor costs will not be contained. This implies building support infrastructure that is fully 
integrated with the product. Planning should include this effort and the resources necessary to 
build and operate. 
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~itsu AccuSafeTM Prototype 
Walk-through 

Integrity PC Innovations, Inc. 
1220 Lake Plaza Drive 

Colorado Springs, CO 80906 
719~579~9734 

I information in this briefin·g is 
confidential to Integrity PC 

Innovations, Inc. 

s information is provided under 

-Disclosure Agreement (NDA). 

AccuSafe -· IPCJ Confidential 
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oftware accompanying these slides is a prototype 
n, intended to prove/demonstrate major technical 
nts, and therefore technical feasibility of the 
ate product. 

tures are missing and/or incomplete 
user interface is Incomplete 
ormance does not match final plans 

report all problems, questions and comments 
ve Williams, steve@ipcl-inc.com, 719-579-9734 

AccuSafe •· IPCI Confidential 

AccuSafo •· IPCI Confidential 
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~ 
Fonts 

Add/Remove 
Prograrm 

Game 
Conlrollers ··-Infrared 

AccuSafe - IPCI Confidential 
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Insert the 
prototype 
CD ... 

... then click 

AccuSafe •· £PC! Confidential 

Windows should 
find the 
AccuSafe install 
program 
automatically ... 

. . . then, click 
Finish 

AccuSafc .• [PC! Confide11t1al 

7 
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Set of supported 
localizations is 
being finalized. 

II 
AccuSafe - lPCl Confidential 

agreement for the 
prototype, and in the 
final product, this will 
appear in the language 
chosen in the previous 
wizard step. As well, 
the entire install 
program may appear 
in the language of the 
user's choice. 

12 
AccuSafe--IPCIConfidential 
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Information relevant 
to the current 
prototype is 
displayed. In the 
final product, this 
may be a localized 
display of the 
Read.Me file or other 
information 

13 
Acl:uSafe - IPCI Confidennal 

14 
AccuSafe - IPCI Confidenbal 
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This should point to a 
directory named 
"AccuSafe" at the 
root level of the media 
and device you wish 
to use as AccuSafe 
data storage. The 
prototype install 
program may or may 
not find a coIU1ected 
AccuSafe device 
automatically, but this 
is a planned feature. 

AccuSafe - IPCI Confidential 

This information lets 
AccuSafe keep the 

IS 

files from one computer 
segregated from the 
files from another 
computer, since 
especially with large 
AccuSafe media, multiple 
computers may be attached 
to one AccuSafe storage 
device. 

16 
AccuSafe - IPCJ Confidential 
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This information lets 
AccuSafe keep the 
files from one user 
segregated from the 
files from another 
user, since especially 
with large AccuSafe 
media, multiple users 
may share a single 
AccuSafe storage 
device. 

17 
AccuSafe •· IPCI Confidential 

18 
AccuSafe - IPCJ Confidential 
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19 
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20 
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This is an artifact of the 
prototype software. 
The final software will 
not include such a dialog, 
but will allow fully 
hierarchical inclusion 
and exclusion by: 

a. File name 
b. Extension 
c. Basename 
d. Directory 

21 
AccuSafe - lPCI Confidential 

22 
AccuSafe - IPCI Confidential 



Page 265 of 296

Warren Roach 

lation progress indications ... 

23 
AccuSafe - IPCI Confidential 

The computer must be 
restarted at the end of 
the installation. This 
causes AccuSafe' s 
drivers to load and lets 
AccuSafe start during 
system bootup. 

24 
AccuSafe •· !PC! Confidential 
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n 1 missing features 
uSafe installation will be combined with hardware 

tallation for maximum ease-of-use. 
• on to view the ReadMe file at the end of install 

tion to start a full system backup (in the background) after 
system reboots at the end of install 
ions to allow power-users to configure AccuSafe at the end 
nstall. Normal users would not need to perform any 
figuration. 
mal install processing to examine OS and application mix, 

that "recommended" include/exclude and backup-type 
rrnation can be preset during install 

25 
AccuSafe - IPCI Confidential 

FUjrrsu 

26 
AccuSafe - !PC! Confidential 
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em tray animated activity indicator ... 

... can be right~clicked for additional 
control options (described later) 

AccuSafe - lPCI Confidential 

ACCllSafe - IPCI Confidential 

27 

User develops 
3 versions of 
a spreadsheet, 
accidentally 
overwriting 
the previous 
versions with 
the later 
versions ... 

28 
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The user realizes that 
he's overwritten his 
file. Via explorer (or 
any other file 
selection dialog), the 
user can right-click 
on the file he's been 
working with, then 
select AccuSafe's 
restore function to 
retrieve the lost 
versions. 

29 
AccuSafe - IPCI Confidential 

AccuSafe displays the 
list of revisions it has 
captured. 

The user selects a 
version from this 
list, then clicks the 
View button to 
determine if this is 
the version he wishes 
to restore ... 

30 
AccuSafe - IPCI Confidential 
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AccuSafe displays 
the revision 
selected, using the 
application that 
created the file. 

If this isn't the 
version that the 
user wanted ... 

AccuSafe - !PC! Confidential 

The user selects 
another revision 
to view ... 

Note: Most backup 
applications don't 
have such a preview 
capability, which 
significantly enhances 
ease-of-use. 

AccuSafe -- IPCI Confidential 

31 

32 
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This is the version 
he wanted to 
restore, so ... 

33 
AccuSafo -- IPCI Confidential 

The user has 
verified this to be 
the proper revision 
to restore. so the 
user clicks Restore 
to retrieve his file. 

34 
AccuSafe - !PC! Confidential 
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afe will save the existing file (if it needs to!) before 
'ting it with the copy the user is about to restore. 

35 
AccuSafe - IPCI Confidential 

36 
AccuSafe - IPCI Confidential 
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The correct 
revision 
is restored ... 

AccuSafe - IPCI Confidential 

to AccuSafe's lntelliQueuing 
no logy, this entire scenario is 
lable to the user whether or not he is 
ally connected to an AccuSafe 
ge device/media 

37 

still wants and needs protection of his files 
ile he's on an airplane, or otherwise away 
m his office. 

38 
AccuSafe - !PC! Confidential 
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AccuSafe 
operation can 
be controlled 
via a convenient 
user interface ... 

39 
AceuSafe •· !PC! Confidential 

AccuSafe augments the 
standard operating system 
dialogs and controls in 
many areas. AccuSafe 
is fused to the operating 
system the user is already 
familiar with, for maximum 
ease of use and functionality. 

40 
AccuSafe - IPCI Confidential 
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~-1.Zi~'.Vi.. \!It "!w.~"'\lt,\li. 

sive control options are available jf the user 
s to use them ... otherwise, AccuSafe makes . 
decisions for the user. 

base name, extension, directory, etc. 
Revision stack depth 
Include/ exclude 
Compression on/off and technique (not Ver. 1) 
Encryption on/off, passwords and technique (not Ver. 1) 
Target AccuSafe device and media ID 
Backup Strategy 

- Automatic, Interval or Scheduled 
Etc. 

41 
AccuSafe - IPCl Confidential 

cuSafe monitors Its own operation, as well as the 
eratlon of the computer to automatically fine-tune it's 
eration for maximum data integrity with minimal disk 
ce use and minimal PC performance degradation. 

42 
A.ccuSafe - IPCI Confidential 
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' / -' 4;..)t,t,t,tJ-... \ {) .,-JL 



Page 275 of 296

Warren Roach 

Additional capabilities 
are available via a 
right-click on the 
AccuSafe system tray 
icon ... 

43 
AccuSafe - !PC! Confidential 

,..,-_. Copy all files from the 
user's system, to the 
AccuSafe device. 

Restore an entire system 
from AccuSafe to a 
blank hard drive 
(not in Version!) ... 

44 
AccuSafe -- !PC! Confidential 
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Users will be able to 
perform disaster 
recovery or clone 
disks using AccuSafe. 

These features are 
planned as AccuSafe 
plug-ins after the 
initial introduction. 

45 
AccuSafe -- !PCI Confidential 

General AccuSafe 
operational controls. 

One-button software 
updates via the web. 

Localized help and 
user interface. 
Languages TBD. 

46 
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a. Hold the OS 
b. Copy the file to a 

buffer area if this 
version of the file 
isn't already under 
AccuSafe. 
Release the OS 

AccuSafe -- IPCI Confidential 

The OS 
deletes 
the file. 

AccuSafc -- IPCI Confidential 

47 

time 

48 
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a. Hold the OS 
b. Copy the "from" 

file to a buffer 
area if this 

TheOS 
renames 
the file. 

AccuSafe 
Intervention: 

a. Hold the OS 
b. Copy the "to" 

file to a buffer 
area if this 

time 

version of the file 
isn't already under 
AccuSafe. 

version of the file 
isn't already under 
AccuSafe. 

c. Release the OS c. Release the OS 
49 

AccuSafe •• IPCI Confidential 

peration (open/ close operation) 

a. Hold the OS and 
the application 

b. Copythe 
file to a buffer 
area if this 
version of the file 
isn't already under 
AccuSafe. 

c. Release the OS 

The OS& The OS& 
application application 
opens and closes and 
reads the writes the 
file file 

The user and / or 
application make 
changes to the file 

time 

Intervention: 

a Hold the OS and 
the application 

b. Copythe 
file to a buffer 
area if this 
version of the file 
isn't already under 
AccuSafe. 

c. Release the OS 
and the application 

Ac~Safe - IPCI Confidential 
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USB 
Parallel 
SCSI 
IEEE 1394 
PCMCIA 
LAN/WAN 
DUN 
FTP 
IP Addressable 
Internal PC Bus 
Etc ... 

~ 
'" 

MO Drives 
CDRWDrives 
Remote Storage 
Hard Drives 
Hierarchical Storage 
Orb 
Zip, Jaz, Clik! 
Tape 
Etc ... 

AccuSafe -- IPC! Confidential 
SI 

Intel1iQueuer managed connection: 
- Can be disconnected / reconnected at will 

(users leaving their office connections 
to AccuSafe devices for temporary travel) 

- Connection bandwidth management 
- Open file conflict resolution 
- Spooling to I from AccuSaf e Target Device. 
- Etc. 

52 
AccuSafe - IPCI Confidential 
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53 
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54 
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Fonts 

Add/Remove 
Programs 

Game 
CcntroRe11t 

. .-
Infrared 

AccuSafe - IPCI Confidential 

AccuSafe - IPCI Confidential 
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57 
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Of course, backed up 
files and other 
related information 
are never removed 
by this process. 

58 
AccuSafe - IPCI Confidential 
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RENAME Pre-IFS (all ops will be per1ormed betore the file 

system 1/0 is accomplished), 

Detect Rename 
about to occur 

a) Ba0kup Type 
b) Include/Exclude 
1,? rlh, :31.<.t: 

Hold off 0/S 

d) AccuSafe 
Generated Activlfy 

e) If close, is this final 
olo:ffl? 

0{ a) Date/Time Stamp 
b) ChedGum 
o) Binary Compare 
d) \RI as the re a write? 

Create Directories 

Ouety Ops DB 
for filter.s 

Ds:o~rrninc, fil<> 

name in buffer are 

~ r-::) Pelformance 
in Buffer .,_ ______ .., 

~Tuning 

,,1 ~.'=-. 
~m ~~ 

i! 

,::; a) Original location 

b) Original Date/Time 
. c) Original attrlb . 

;,,;, ---- ~ 
~:;!} -~ ~ 

Copy File to Buffer 

Msg to IQ about 
this 1ile and where 
the backup resides 

Ignore 

Release 0/S 

Per1orm Rename 
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DELETE Pre./FS (all ops will be performed before the file system 1/0 

is accomplished). 

Detect Delete abou .._ __ .,. 
to occur 

a) Backup Type 
b) Include/Exclude 
u) Fil~ Si"'~ 

Hold off O/S 

d) AccuSafa 
Generattd Activity 

e) 11 close, ls this tin.al 
olose'? 

0{ a) Datt/Time Stamp 
b) Checksum 
c) Blnar, Compare 
d) Was there a write? 

QueiyopsDB 
fi:,r1ilteis 

Determine file 

name in bllffer are 

Crute Directories 
on Buffer 14'-------..1 

;b{:5 a) Original location 
! :.ii) b) Original Date/Time 
j,-: o) Original attrlb 

tJ --- ~ 
.\)11,'ll,' ~~ 
~::.l 

Copy File to Buffer 

Msg to IQ about 
this 1ile and where 
the backup resides 

I nore 

yes 

Release 0/S 

Perform Delete 
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OPEN 

Detect Open 

Ei 

IFS HOo/((all ops will be performed befo1e the file system 

110 is .accomplished). 

... Hold off 01S -- Query Ops DB 
- - for filters 

~ 

' . 
Reoord file name 

and handle 

ignore 

,. 
Release 0/S 

l 

Perform Open 
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OPEN Pre-IFS (all ops will be pelforrned before the file :system 1/0 

is accomplished). 

Detect Open about ____ ... 
Hold off 0/S 

to occur 

a) Backup Type 
b) lnolude/Exolude 
v) Filw Si,1t 
d) AccuSafa 

Generated Activity 
e) If close, is this final 

close? 

0{ a) Date/Time Stamp 
b) Cheekium 
c) Binary Compare 
d) Wasthare a write? 

Query Ops DB 
forfiltel!' 

Determine filoQ 

name in buffer are 

Create Directories 
in Buffer i...------...1 

tJ 
'b--[·j a) Original location 
Llo b) Original Date/Time 
; -~ o) Original attrib 
~·: 

1'.J --....:s_--._ 

Copy File to Buffer 

Msg to IQ about 
this file and where 
the baclcup resides 

ignore 

yes 

Release 0/S 

Pelforrn Open 
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RENAME IFS Hook (all operationswiill be performed after the file 

system 1/0 is accomplished. 

Deteot Rename 
aboutto occur 

Hold off 0/S 

a) Backup Type 
b) Include/exclude 
o) File Size 
d) AccuSa'fe 

Generated Activity 
e) If close, is this final 

olose? 

0-[ a) Date/Time Stamp 
b) Checksum 
c) Binary Compare 
d) Was there a write? 

a) Performance 
Tuning 

*** 

Query Ops DB 
for filters 

Determin,a file 
name in buffer are 

Create Directories 
on Buffer i...--------1 

*** Copy File to Buffer 

Msg to IQ abou 
this1ile and where 
the bad<up reside:. 

nore 

oan't 

yes 

Release 0/S 

Perform Rename 

Perform••• 
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CLOSE IFS Hook (all operationi wiill be performed after the file 

system 1/0 ii accompliihed. 

Detect Close aboutl-__ _.lol 

to occur 

a) BaClkup Type 

Hold off 0/S 
Query Ops DB 

forfiltus 

Determine file 

ignore 

b) Include/Exclude 
c) File Size 
d) A<>ouS.:sfc 

Generated Activity 

name from handle can't 0 ,____~-----.i 

._ ______ ....., 
e) It close, ii this final 

close? 

0--[ a) Date/Time Stamp 
b) Checksum 
c) Binary Compare 
d) Was th ere a write? 

,,....-,_ la) Performance UL Tuning 

Determine file 
n11m• in h11ff,ar '"''"'" 

Create Directories i..1----------' 
on Buffer 

*** Copy File fo Buffer 

a) Original location 
b) Original Date/Time 
c) Original attr1b ***.--__ ..:;_ __ _ 

r·- ~ Msgto 10 about Deletefille name/ 
thiifile and where 1------a~ hd111ll~ t1u1110'"'Euu11l 

the bad<up resides 

problem 

es 

Release 0/S 

Perform Clo:s:e 

Perform••• 
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[57] ABSTRACT 
A vibrating stimulus-response device and method to 
monitor sleep behaviour is described. The self-con­
tained portable device can be used in a home environ­
ment as a preliminary screen before a more extensive 
polysomnographic examination. 
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METHOD AND APPARATUS TO MONITOR 
SLEEP BEHAVIOUR 

2 
nia patients complain of excessive sensitivity to environ­
mental stimulation while many excessively sleepy pa• 
tients complain of failing to respond adequately to envi-
ronmental stimulation. 

FIELD OF INVENTION S There is, therefore, a considerable need for a simple 
This invention relates to a method and apparatus to method and apparatus for sleep monitoring which 

monitor sleep and wakefulness in a human subject. would measure relevant aspects of behaviour, would be 
More particularly this invention relates to a vibratory suitable for home use, could be used to provide a pre-
stimulus-rcsponse device to monitor sleep behaviour. liminary screen to quickly and efficiently identify pa-

10 tients in need of a more intensive evaluation. A wider 
BACKGROUND OF INVENTION 

Sleep can be assessed subjectively, behaviourally or 
physiologically. Of these three approaches, electro­
physiological recordings have over the last thirty-five 
years become the standard approach. This approach- 15 
polysomnography-requires that electrodes be attached 
to the subject, using standard positions, for the continu­
ous monitoring of electroencephalographic (EEG), 
electroculographic (EOG) and electromyographic 
(EMO) activity. The resulting record is scored into 20 
various sleep stages according to internationally ac­
cepted criteria (Rechtschaffen & Kales, 1968. "A man-
ual of standardized terminology, techniques and scoring 
system for sleep stages of human subjects." Brain Infor­
mation Service/Brain Research Institute, Los Angeles, 25 
Calif.) 

While electrophysiological techniques have the ad­
vantage of being non-invasive, relatively unobtrusive, 
and being well tolerated, they have a number of practi-
cal disadvantages. Their application usually requires the 30 
subject or patient to come to a sleep clinic or laboratory 
for an overnight stay under the constant supervision of 
a trained technician, who will spend up to an hour and 
a half connecting and disconnecting the patient to the 
polygraph, and several hours monitoring the sleeping 35 
patient. Such a study will generate an enormous paper 
record-of the order of one third of a mile long, which 
must be scored and evaluated by trained personnel. The 
mathematical reduction of the data is not trivial. Thus 
the electrophysiological testing methods are cumber- 40 
some, expensive and not readily adaptable to ambula­
tory or home based monitoring. 

In addition, there are a number of substantive issues 
which bear on the efficacy of the physiological assess­
ment of sleep. While electrophysiological techniques 45 
assess certain important aspects of sleep, they ignore 
others. Specifically, they do not assess behaviour di­
rectly. The presence of a particular type of brain activ-
ity is not an infallible guarantee that an individual will 
be able to make a specific response such as identifying a 50 

warning signal on a nuclear reactor or navigating a 
vehicle on a motorway. This issue is also pertinent to 
the assessment of individuals complaining of sleep disor­
der. At any given time about one third of the general 
population over the age of eighteen is likely to complain 55 
of having insomnia while a small proportion complain 
of being excessively sleepy. Toe number of individuals 
being referred for sleep-related complaints has in­
creased markedly over the last two decades and contin-
ues to increase as do the number of specialist centres 60 
devoted to their assessment and treatment. While poly­
somnography has an important role in this, its applica­
tion is limited by its availability and by its appropriate­
ness. Even a large sleep disorders centre can only see 
about twelve patients nightly or about 4000 patients a 65 
year while most facilities can only handle 300-1000 
patients per year. Also, polysomnography does not 
address all relevant aspects of a disorder. Many insom• 

spectrum of relevant behaviour could be assessed, the 
costs of the polysomnographic examination may be 
avoided and the frustration of long patient waiting lists 
may be reduced. 

OBJECT OF INVENTION 

Thus, it is one object of the present invention to pro• 
vide a simple vibratory stimulus response device to 
monitor sleep and wakefulness in a human subject. 

Another object is to provide a method for assessing 
sleep behaviour in a human subject. 

BRIEF STATEMENT OF INVENTION 

Thus by one aspect of this invention there is provided 
an apparatus for monitoring sleep behaviour in a human 
subject comprising: 

a housing; vibratory means and subject response 
means contained within said housing; timing means to 
activate said vibratory means at selected time intervals; 
means to record and store each activation event of said 
vibratory means, and subject positive and negative re­
sponse thereto; and means to retrieve and analyze said 
records. 

By another aspect of this invention there is provided 
a method for assessing sleep behaviour in a human sub­
ject, comprising: 

(a) subjecting the subject to a vibratory stimulus at 
selected spaced intervals of time; 

(b) recording the time of each said stimulus and the 
subject's response or lack thereof to each said stimulus; 

(c) recovering stored information; and 
(d) assessing the subject by comparison of said recov­

ered stored information with known standards of sleep 
behaviour. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a sketch of a hand-held unit incorporating 
the invention; 

FIG. 2 is a schematic block diagram of one embodi­
ment of the invention; 

FIG. 3 is a graph illustrating mean sleep onset laten­
cies corresponding to five physiological and two 
behavioural definitions; and 

FIG. 4 is a diagram illustrating behavioural response 
in each stage of sleep. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

As shown in FIG, 1, a preferred embodiment of the 
invention comprises a self-contained vibrator and data 
storage unit 1 which is about 4 inches long, 3.5 inches 
wide, and 0.5 inches thick, which may be hand-held. 
For convenience, and to prevent loss during sleep, the 
unit 1 is provided with a strap loop 2 through which the 
hand 3 is slipped so as to hold the unit firmly in the palm 
of the hand. A response button 4, such as a spring 
loaded micro switch, is conveniently located at one end 
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of the unit so that it can be readily activated by the 
thumb S. It will, of course, be appreciated that the loca-
tion and design of the response button is merely a matter 
of design choice and numerous alternatives will be 
readily apparent to those skilled in the art. 

As shown in FIO. l, the housing 1 contains a power 
source for a patient response sensor 11, a timing circuit 

s 

TABLE ]-continued 
Table of the Major Characteristics of the Stage of Sleee 

Stage Major Clwacteristics 

Stage 3b 
voltage, slow activity to define Slow Wave Sleep. 
A record 111 which at least 20% of the epoch COil· 

sists of waves of 2 cp&" or slowe.- and ampli• 

7, an electro tactile vibrating wiit 8 (such as a Tactile 
Vibrator, supplied by Audiological Engineering Corp., 
Summerville, Mass.) and a microprocessor 9, which is 10 REM 
provided with a signal output 10 which should be com-

tudes greater than 75 µ V peak,to-peak. 
An EEG record in whic:b more than SO% of an epoch 
consists of waves of l c:ps" or slower 1.11d with 
amplitudes greater than 7S ,. V peak•to-peak. 
The appearance of low voltage, mixed frequency EEO 
aetivit;y, and episodic rapid eye movemonts (REMs). 

patible with a computer interface. The power source 6 MT A record In which al least SO% of a page (con-es­
FOnding lo 30 NQOnds) is characcer!zecl by an is conveniently, but not essentially, a conventional long-

life dry cell which provides sufficient power to operate increase in EMG activity. 

the timing circuit, the vibrator and the microprocessor. IS ""r•les per ...,ond 
It will be appreciated that while preferred, it is by no 'stages 3 IJld ore co11U11only rofmed to as Slow Wave Sleep (SWS) 

means essential that power source 6 be internal to unit 1. 
An external power source with appropriate lead in SLEEP ONSET 
wires is also within the scope of this invention. 

The vibrator 8 is preferably an electro tactile vibrator 20 Behavioural versus Physiological Definitions of Sleep 
Onset which provides a 20-40 Hz bandwidth at the selected 

frequency of 160-200 Hz and preferably 180 Hz. The 
timer may be set to trigger the vibrator on either a 
random basis or, more usually, on a timed basis of the 
order of a 0.5 second pulse every 5-10 minutes, The 25 
vibrations are of sufficiently low amplitude that they are 
unlikely to provoke any sleep disturbance in a sleeping 
patient. The time of each vibratory event whether or 
not the patient makes a response to that event and the 
time taken to make that response may be recorded in the 30 
microprocessor data storage device. The stored data 
may be recovered for later analysis using a conventional 
computer interface. 

Experimental Procedures 

Twelve healthy, volunteer, young, female subjecb 
who were medication free were recruited to compare 

3S 

the vibratory stimulus unit to standard polysomno• 
graphic monitoring during a single night of sleep moni­
toring. Before going to sleep the subjects had electrodes 40 
attached as described above for electrophysiological 
monitoring: the resulting sleep records were scored 
according to standard criteria. They then had the vibra­
tory stimulus device l described above fitted to their 45 
preferred hand. The subjects were instructed to sleep 
normally and press switch 4 whenever they felt a vibra­
tory stimulus. The stimulus was a 180 Hz vibration 
administered with a maximum peak-to-peak output of 
1150 mV for 0.5 seconds at an average inter-stimulus 50 
interval of 7 .5 minutes. 

A polysomnographic recording classifies sleep in 
several stages systematized by an international commit-
tee (Recht-schaffen & Kales, 1968. "A manual of stan• 
dardiz.ed terminology, techniques and scoring system 55 
for sleep stages in human sleep subjects. Brain Informa­
tion Service/Brain Research Institute, Los Angeles). 
The major characteristics are summarized in Table l. 

TABLE 1 

The correspondence between behavioural and poly­
somnographic definitions of sleep onset was assessed by 
comparing mean differences among a number of differ• 
ent polygraphic and and behavioural definitions of sleep 
onset. Both the behavioural and physiological defini­
tions of sleep onset are presented in Table 2. 

TABLE 2 
Table of Physiologh::al and Behavioural Definitions 

Definition Definition of' Sleep Onset 

PhYSiologic!J 
I 
2 

3 
4 

~ 

Behavioural 
6 
7 

First epoch of Stage I 
First epoch of Stage I leading to 
Stage 2 
First epoch of Stage 2 
First epoch of Stage 2 followed by > = 8 
min. sleep In next 10 nun. 
First minute of Siage 2 followed by > = 8 
min, sleep in next 9 min. 

First missed response 
Two consecutive missed responses 

The criterion of the first missed response to the vibra­
tory stimulus was chosen as an intuitively plausible 
measure of behaviourally defined sleep onset. Similarly, 
two consecutive missed responses was chosen to iden­
tify the onset of a consolidated sleep period, 

The polysomnographic criteria were selected to in­
clude a variety of definitions employed in the existing 
literature. Briefly, these definitions range from the least 
stringent criterion of the appearance of the rust epoch 
of Stage 1 to a more stringent consolidated criterion 
requiring the subject to have entered the first minute of 
Stage .2 sleep that is followed by nine consecutive min­
utes of sleep (Stage 2, 3, or 4) interrupted by no more 
than one minute of awake. Lying somewhere in the 
middle is the most widely used definition of sleep onset, 
that is the appearance of the first epoch of Stage Z sleep. 

Table of the Major Characteristics of the Stage of Sleep 
Stage Major Characteristics 

Awake Alpha activity and/or low voltage, mixed frequency 
EEG. 

Stage l Relatively low voltage, mixed frequency EEG. 

ro These definitions may be roughly grouped into those 
requiring little or no consolidation (1-3) and those re­
quiring a definite degree of consolidation (4 and 5). 
Mean sleep onset latencies corresponding to each of the 
behavioural and physiological definitions are presented 

Highest voluige is about S0-75 µ V and tends to 
occur in bursts mostly towards the latter polition 
of the !,t,agc. 

Stage 2 Defined by the presence of sleep spindles and/or 
K complexes and the nbsence of sufficient high 

65 in FIG. 3. 
Sleep onset latencies defined by the seven criteria 

were compared in an analysis of variance in which the 
definition of sleep onset was extracted as a within sub-
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6 
jects factor. A significant effect of definition was found tively. This suggests that the more frequently subjects 
(F(6,66)=8 62; p<0.0013). As can be seen in FIG. 3, responded,themoretimetheyspcntawakeandinStage 
this was due mainly to differences between the mean 1, and the less time they tended to spend in SWS 
latency defmed by the physiological criterion of the (r(l0)m:0.592; p<O.O.S). The amount of time spent in 
first appearance of Stage 1 and the two consolidated 5 Stage 2 sleep was also found to be significantly corre-
sleep omet latency dermitions and both of the behaviou- lated with percent responding (r(IO)= -0. 746; 
ral definitions of sleep onset latency. p<0.005). Subjects who responded with greater fre-

Statistical anal~is indicates ~at the es~tes of sl~ quency to the stimulus spent significantly less time in 
onset la~cy P~".1ded by the vtbratory st~ulus device Stage 2 sleep. A significant correlation was also found 
do not. differ Slgn~canJlY from ~ proVJded by the 10 between mean percent responding and shifts to awake 
co~lidated physiological defim~1ons of sl_eep, onset. (r(l0)=0.672; p<0,02), indicatiq that more frequent 

This suggests that the behavioural cntena defme . . . . 
consolidated sleep and can serve as accurate indicators respon~m_g was asSOC1~ted with m?re shifts to awake. 
of the onset of polygraphically defined consolidated A SJgmficant negative co~tton was also found 
slee between mean percent responding and percentage of 

p. lS REM sleep (r(10)= -0.682; p<0.01). Subjects who 
Relationship of Behavioural Response to responded more often to the vibratory stimulus had 

Polysomnographically Defined Sleep Stages significantly less REM sleep than those subjects who 
The mean percent of stimuli responsed to in each responded less f~~Y• Finally, percent n:5ponding 

sleep stage is illustrated in FIG. 4. As anticipated, the 20 was found to be significantly ~~ed with RE~ 
highest level of responding was seen in wakefulness latency (r(l0)-0.614: p<0.03), which tS defined as the 
(AW). During sleep a higher level of responding oc• interval of time between sleep onset and the beginning 
curred in the 'lighter' stages of sleep (Stage 1 and Stage of the first REM period. Thus, REM latency was signif-
2), while little or no responding was seen in the 'deeper' icantly longer for those subjects who responded more 
stages (Stages 3 and 4). An intermediate level of re- 25 frequently to the Vibratory stimulus. 
sponding was found during REM sleep. It is evident that a substantial relationship exists be· 

-rczr t f S • 1 t· SI A hit t tween sleep assessed behaviourally and polygraph• .c.uec s o nmu a 10n on eep re ec ure ically. 
The relationship between the behavioural measure . . . 

and polysomnographic recording was also examined by 30 Sleep DJSturbance Produced by the Vibratory Stunulus 
CC!rrelati~g the total pe~cent responding of the subjects Although the parameters of the stimulus presentation 
with. various polygrap~c measures of sleep. These cor- were chosen so as to minimize the possibility or disturb-
relations are present~d m Ta~le _3. . ing the subjects' sleep, the extent to which sleep might 

Over the whole m~ht, a s1gn1ti~t correlation was differ from that usually experienced was assessed in two 
found ~tween behavioural responding and both total 3s ways: by examining the subjects' subjective appraisal of 
s~eep time (r(I0)= -0. 777; p<0.003) and sleep _ef'fi- their experience and their polysomnographicaJly de-
ciency (r(IO)= -O.Sl9; p<0.OOl). ~us, th~ subJects fined sleep. Itis generally known that sleeping in a new 
~h". responded more fr~ently dunng the rught slept environment produces 8 'first night effect', that is sleep 
SJgmficantly less than subJects who responded less fre• b mo disturbed th that hich occ rs • a 
quently, and their sleep efficiency (calculated by divid- 40 ma~ e re . . .9:11 w u m n 
ing the total sleep time by the total recording time and environment ~hich 15 fanuliar. 
multiplying by 100) was also significantly reduced. . In the mo~m~ subjec~ were ask~ a number of 9ues-

tions to obtam mfonnation on their own expenence 
TABLE 3 du.ring the study, On average subjects estimated that 

Table of Pearson Product Moment Correlation betweeri Mean they experienced 8 vibrations a night while, in fact, they 
Percen1 Responding lllld Sleep Variable1 45 received an average of about SO per night. Half the 

Sleep Va:nabl• • I' subjects indicated that their sleep was the same as a 
Total T,me Recorded ('!'TR) 0.298 a.s. 'normal' night's sleep at home and half indicated that it 
Total Sleep Time (TSTJ - 00•777 <00•000023 was worse, a finding that it is typically obtained after 
Sleep £fficiency (S£) - .819 < . 
Sleep Onset Latency (SOL) o.568 n.s. the first night in a sleep laboratory. 
% Awake (PERAW) 0.838 <0.001 50 A number ofpolygraphic parameters were compared 
: :::: i ~~~ _g:~~ ~g:~ with a sample of approximately the same age who were 
% Stage 3 (PER3) -0.371 n.s. also spending their first night in the laboratory but who 
% Stage 4 (PER4} -0.250 n.s. were allowed to sleep undisturbed. The results indi-
: ~~i~M) -~:~ ~~s SS cated differences in Stage 1, Stage 2, Slow Wave Sleep 
REM Latency (REML) 0.614 <0.05 (Stages 3 and 4) and Movement Time. Overall the de-
No of REM Periods CNREMP) -o.463 n.s. gree of disturbance averaged slightly over 4 percent of 
Shifts to Awake (SHAW) -0.672 <0.02 the total night's sleep. :::~! :~ i1cs~> ~~: ::!: Overall, by both subjective and polysraphic criteria, 
'JI: sws CPERSWS) -0.593 <0.05 60 the sleep of the subjects was disturbed to some degree 
_sh_lli_s_1o_A_"_. _+_1_+;.._M_T ... <S_H_A_w_,_MT> ______ o._664 ___ <_0.02__ by the vibratory units. However, the amount of distur-

bance appears to be quite small and insufficient to inval-
Mean percent responding over the night was also idate the general conclusions regarding the efficacy of 

correlated with the different stages of sleep. It was this device. 
found that, in general, wakefulness (r(l0)=0.838; 65 We claim: 
p<0.0007) and Stage I (r(l0)=0.727; p<0.008) corre- 1. An apparatus for monitoring sleep behaviour in a 
lated positively with behavioural responding, while human subject, comprising: 
'deeper' stages of sleep (Stages 3 and 4) correlated nega- a housing; 

l 
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8 
vibratory means and subject response means con- operable at a frequency ofbctween 160 and 200 Hz with 

talned within said housing; a 20-40 Hz band width. 
timing means to activate said vibratory means at se- 8. A method for assessing sleep behaviour in a human 

lected time intervals for selected periods of time; subject, comprising: 
means to record and store each activation event of 5 (a) subjecting the subject to a vibratory stimulus for a 

said vibratory means, and subject positive and neg- selected period of time at selected spaced intervals 
ative response thereto; and means to retrieve and of time, 
analyze said records. (b) recording the time of each said stimulus and the 

2. An apparatus as claimed in claim t wherein said subject's response or lack thereof to each said stim-
housing is a handheld housing and includes means to lo ulus, 
releasably secure said housing to a subject's hand. (c) recovering stored information; and assessing the 

3. An apparatus as claimed in claim 2 wherein said subject by comparison of said recovered stored 
information with known standards of sleep behav-timing means and said means to record are contained . 

"thin 'd h • iour. 
wi sai ou5mg. . . . ts 9. A method as claimed in claim 8 wherein said vibra• 

4. An apparatus as claimed in claun 3 including a tory stimulus is administered at intervals of between 5 
power source, within said housing, to activate said vi• and 10 minutes over a period of at least 5 hours. 
bratory means, said timing means and said record 10. A method as claimed in claim 9 wherein each said 
means. stimulus is administered for about O.S seconds. 

5. An apparatus as claimed in claim 2 wherein said 20 11. A method as claimed in claim 10 wherein said 
means to releasably secure said housing comprises strap stimulus has a frequency of between 160 and 200 Hz 
means secured at each end in spaced relationship to with a band width of about 20-40 Hz. 
each other to said housing so as to provide a loop 12. A method as claimed in claim 11 wherein said 
through which a hand may be inserted. vibratory stimulus is provided by a hand held vibratory 

6. An apparatus as claimed in claim 5 wherein said 25 means which also contains a timer means and means to 
subject response means comprises a microswitch. record and store information relating to each said stimu-

7. An apparatus as claimed in claim 5 wherein said lus and each response thereto. 
vibratory means comprises an electro tactile vibrator • • • • • 

30 
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