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I, Sam Malek, hereby declare as follows: 

I. QUALIFICATIONS 

1. My qualifications to testify about the patent-in-suit, relevant technology, and the 

prior art are set forth in my curriculum vitae (“CV”), which is attached hereto as Exhibit 1. My 

CV includes my educational background and work history. 

2. I have over 20 years of experience in the general area of computer and software 

technology in a variety of roles, including as a software engineer, software architect, and 

programmer at a variety of companies, as well as a researcher and professor at several universities. 

3. I am currently a Full Professor of Software Engineering with tenure in the 

Informatics Department within the School of Information and Computer Sciences at the 

University of California, Irvine.  I am also the Director of the Software Engineering and Analysis 

Laboratory (“SEAL”).  My general research interests are in the field of software engineering, and 

to date my focus has spanned the areas of software analysis and testing, mobile computing, 

architecture and design, and software dependability and security.  The underlying theme of my 

research has been to devise techniques and tools that aid with the construction, analysis, and 

maintenance of large-scale software systems. 

4. I received my Ph.D. and M.S. degrees in Computer Science from the University 

of Southern California and my B.S. degree in Information and Computer Science from the 

University of California, Irvine.  I have received numerous awards for my research contributions, 

including the Test of Time Award from the Association for Computing Machinery Special Interest 

Group on Software Engineering (2020), National Science Foundation CAREER award (2013), 

GMU Emerging Researcher/Scholar/Creator award (2013), and the GMU Computer Science 

Department Outstanding Faculty Research Award (2011). 

5. I have authored approximately 130 peer-reviewed research publications.  These 
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publications have been highly cited (more than 10,000 times according to scholar.google.com).  I 

have received numerous research grants, totaling to more than 10 million dollars, from a variety 

of organizations, including the National Science Foundation (NSF), Federal Bureau of 

Investigation (FBI), Air Force Office of Scientific Research, Department of Homeland Security 

(DHS), National Security Agency (NSA), Defense Advanced Research Projects Agency 

(DARPA), Office of the Director of National Intelligence, and Army Research Office, among 

others.  Software systems and results produced in my research lab have been adopted for use by 

various organizations in both private (e.g., Boeing, Bosch) and public (e.g., NASA, DHS, FBI) 

sectors. 

6. I also have several years of experience as a software engineer, software architect, 

and programmer at a variety of companies; namely, the Boeing Company, 

PricewaterhouseCoopers Consulting (later acquired by International Business Machines (“IBM”) 

Corporation), FieldCentrix, and Neural Computing Systems Lab.  During my tenure in the 

industry, I gained professional experience in the design, development, and management of large-

scale software engineering efforts.  

7. I have taught software engineering and computer science courses on a regular 

basis at the B.S., M.S., and Ph.D. levels at the universities where I have been employed.  I have 

been a frequent speaker at scientific conferences, symposia, workshops, and gatherings of 

software engineering academics and professionals.  I have served as chair, committee member, 

and reviewer for numerous software engineering journals, magazines, and conferences.  I am 

currently on the editorial board of the ACM Transactions on Software Engineering and 

Methodology, the ACM Transactions on Autonomous and Adaptive Systems, and the Springer 

Journal of Computing.  I am a member of the Association for Computing Machinery (ACM), 

ACM Special Interest Group on Software Engineering (SIGSOFT), and the Institute of Electrical 
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and Electronics Engineers (IEEE).  I have testified at trial and deposition as an expert witness in 

numerous cases in the past five years. 

8. My experience is highly relevant to the technologies at issue in this case and their 

application here.  As set forth above, during my tenure in industry, I contributed to the design and 

development of several large-scale enterprise and e-commerce software systems that were data-

intensive at their core, often involving storage, backup, and replication of data. For instance, as a 

software engineer at Boeing Corporation, I worked on the development of autonomous aerial 

vehicles (nowadays commonly referred to as drones) as part of a military modernization program. 

An important challenge in this project was the delivery, storage, and replication of the high-

resolution video feed produced by a drone in a timely and efficient manner.  

9. As part of my research at the university over the past 15 years, I have conducted 

original research and published peer-reviewed manuscripts related to distributed storage, access, 

and processing of data. For example, in a paper titled “Glide: A Grid-based Lightweight 

Infrastructure for Data-Intensive Environments”, published in the European Grid Conference in 

2005, I worked with collaborators from NASA’s Jet Propulsion Lab in the development of a 

middleware infrastructure for access to data and data storage facilities in the grid.  

10. I was also the Principal Investigator on a research project sponsored by Defense 

Advanced Research Projects Agency (DARPA) called “Engineering Highly Adaptive Resilient 

Software Systems” that pioneered several techniques for replication of a distributed system’s 

computational and data components for improving its reliability. I published the results of this 

work in several peer-reviewed articles, including one titled “Proactive Adaption for Improving 

the Reliability of Mission-Critical, Embedded, and Mobile Software” that appeared in the IEEE 

Transactions on Software Engineering journal in December of 2013.  

11. In addition to reliability, I have investigated how proactive replication and 
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restoration of software/data components can help improve the security of software systems. One 

exemplary article in which I presented the overall idea for the above-mentioned technique is titled 

“Architecture-based Self-protecting Software System,” published in the International Conference 

on Quality of Software Architectures in June 2013. This line of work was subsequently supported 

by a grant from the Air Force Office of Scientific Research in a project called “RASS: Resilient 

Autonomic Software Systems.”  

12. As part of the courses that I regularly teach at the University at both 

undergraduate and graduate levels, I cover topics that are directly related to the technologies at 

issue in this case.  At the graduate level, I have taught courses on Distributed Software 

Architectures and Distributed Software Engineering, and at the undergraduate-level, I have taught 

courses on Internet Applications Engineering and Projects in Software System Design. In these 

courses, among others, I cover various data storage solutions, means of interacting with stored 

data, data processing and optimization mechanisms, and quality tradeoffs associated with how 

and where data is stored. 

13. In my capacity as associate editor of several journals and committee member of 

many conferences, I regularly evaluate the novelty of article submissions related to the 

technologies at issue in this case (e.g., data storage, replication, and recovery techniques) for 

publication in these venues.  

II. SUBJECT MATTER OF OPINIONS 

14. I have been asked by Datanet, LLC (collectively “Plaintiff” or “Datanet”) to 

provide my opinion on certain issues related to claim construction. Specifically, I have been asked 

to provide a rebuttal opinion to Defendant Dropbox, Inc.’s (“Defendant”) expert, Dr. Weissman, 

and his opinions on certain terms identified by Datanet and Defendant for construction in U.S. 

Patent Nos. 10,585,850 (“the ’850 patent”), 8,473,478 (“the ’478 patent”), 9,218,348 (“the ’348 
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patent”) (collectively, the “Patents-in-Suit”). 

15. In particular, I have been asked to respond to Dr. Weissman’s opinions on the 

following claim terms: 

• “responsive to a selection to not restoring the previous version” (’850 Patent, 

claims 6 & 14) 

• “storing the selected previous version … as the current version on the local 

storage location” / “storing the second selected previous version … as the current 

version on the local storage location” (’850 Patent, claims 1, 6, 10, 14, 18) 

• “substantially imperceptible impact … from a user’s point of view” (’850 Patent, 

claims 9 and 17) 

• “retrieving the restorable representation” (’850 Patent, claims 1, 6, 10, 14, 18) 

• “event” (’478 Patent claims 1, 8-11; ’348 Patent claims 1, 8, 12-15, 26, 27) 

• “timer” (’478 Patent claims 8, 10; ’348 Patent claim 26) 

III. COMPENSATION 

16. I am being compensated for time spent on this matter at my usual and customary 

rate of $700 per hour. My compensation is not dependent on the outcome of this proceeding or 

the content or specifics of any of my opinions, statements, or testimony. 

IV. MATERIALS REVIEWED 

17. In considering and forming my opinions, I have reviewed and considered all of 

the information and materials identified in this report as well as the following information: 

18. the ’850, ’478, and ’348 Patents; 

19. the ’850, ’478, and ’348 Patent file histories; 

20. the technical and lay dictionaries cited herein;  

21. Dr. Weissman’s Expert Report and the materials cited therein; and 
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22. all other facts, data, or material identified herein. 

23. In considering and forming my opinions, I have also relied upon my over 20 years 

of experience in the field, along with my education, training, research, and knowledge, though the 

testimony I offer is from the perspective of a person of ordinary skill in the art (“POSITA”). 

V. THE LAW OF CLAIM CONSTRUCTION 

24. For this rebuttal opinion, I have applied Defendant’s expert Dr. Weissman’s 

understanding of currently applicable legal principles, as laid out and set forth in Ex. D of 

Defendant’s Opening Claim Construction Brief. (Dkt. 43-4.) To the extent Dr. Weissman’s 

understanding of currently applicable legal principles is incorrect, I reserve the right to offer a 

revised declaration that does apply the correct currently applicable legal principles. 

VI. OVERVIEW OF THE PATENTS-IN-SUIT 

A. The ’850 Patent 

25. The ’850 Patent” is titled “Automatic Real-Time File Management Method and 

Apparatus.” The ’850 Patent shares the same specification as the ’348 and ’478 Patents. 

26. The ’850 Patent claims, among other things, a “method of restoring a file to a 

previous version of the file, a current version of the file being available at a local storage location.” 

Ex. A, ’850 Patent at claim 1. The claimed method has three primary steps (A) presenting 

information for a collection of one or more previous versions of the file, wherein a restorable 

representation of each version of the previous versions, is retrievable from a remote storage 

location, (B) responsive to a selection to preview a selected previous version of the file, presenting 

a presentable representation of the selected previous version, the presentable representation 

having at least information required for presenting at least a portion of the selected previous 

version, and (C) responsive to a selection to restore the selected previous version, retrieving the 

restorable representation of the selected previous version from the remote storage location and 
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storing the selected previous version as the current version on the local storage location. 

27. I should note that the ’850 Patent shares the same specification with the ’348 and 

’478 Patents. Although this is the case, Mr. Weissman neglects to note that the specification of 

’478 Patent (the parent patent), and therefore the specification of the ’348 and ’850 Patents, 

incorporates by reference Provisional Application No. 60/234,221, filed on Sept. 21, 2000. 

Accordingly, Dr. Weissman’s note that the specification does not support many of the terms used 

in the claims of the ’850 Patent (such as “previewing” and “restoring”) is incorrect. 

B. The Claims 

28. The representative claims of the ’850 Patent in which the disputed terms first 

appear are recited below, with the disputed terms and phrases in bold: 

Claim 1. A method of restoring a file to a previous version of the file, a current 
version of the file being available at a local storage location, comprising the steps 
of: 

(A) presenting information for a collection of one or more previous versions 
of the file, the information for the collection including information indicative 
of at least one or more of previous versions of the file, wherein a restorable 
representation of each version, V, of the previous versions, is retrievable 
from a remote storage location, the restorable representation having at least 
information required for recovering the version V by a computational 
machine with the current version being accessible, the remote storage 
location being accessible through a network; 

(B) responsive to a selection to preview a selected previous version of the 
file based on the presented information for the collection of (A), presenting 
a presentable representation of the selected previous version, the selected 
previous version being one of the previous versions of the file in the 
presented information for the collection, the presentable representation 
having at least information required for presenting at least a portion of the 
selected previous version by the computation machine with the current 
version being accessible; and 

(C) responsive to a selection to restore the selected previous version, 
retrieving the restorable representation of the selected previous version 
from the remote storage location and storing the selected previous version 
by the computational machine as the current version on the local storage 
location, the selected previous version available from the restorable 
representation of the selected previous version. 
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Claim 6. The method of claim 1, further comprising the steps of:  

(B2) after the presenting of (B) and responsive to a selection to not 
restoring the previous version and responsive to a second selection of a 
second previous version of the previous versions, version presenting a 
second presentable representation of the selected second previous version, 
the second presentable representation having at least information required for 
presenting at least a portion of the selected previous version; and  

(C2) responsive to a selection to restore the second selected previous version, 
retrieving the restorable representation of the second selected previous 
version from the remote storage location and storing the second selected 
previous version as the current version on the local storage location, the 
second selected previous version available from the restorable representation 
of the second selected previous version. 

Claim 9. The method of claim 1, wherein the method has a substantially 
imperceptible impact on system performance from a user's point of view by 
delaying one or more operations to prevent a perceptible impact on system 
performance from a user's point of view. 

C. The ’478 and ’348 Patents 

29. Like the ’850 Patent, the ’478 and ’348 Patents are titled “Automatic Real-Time 

File Management Method and Apparatus.” The two patents generally relate to a method for 

archiving files. See, e.g., Ex. B, ’478 Patent at claim 1, Abstract; Ex. C, ’348 Patent at claim 1, 

Abstract. 

30. The patent describes “a method for archiving files . . . include[ing], in a 

computing device, detecting an instruction from a resident program to perform an operation on 

an operating file. Upon detection of the instruction, capturing the operating file temporally 

proximate to the operation being performed on the operating file.” ’478 Patent at 3:22–28. It also 

describes further in connection with archiving files “creating an archive file from the operating 

file and storing the archive file in a first storage location temporally proximate to the operation 

being performed on the operating file” and “the archive file [being moved] from the first storage 

location to the second storage location.” Id. at 3:36-3:47. 

D.  The Claims 

Case 6:22-cv-01142-OLG-DTG   Document 60-5   Filed 08/16/23   Page 10 of 85



 

9 

31. The representative claims of the ’478 and ’348 Patents in which the disputed terms 

first appear are recited below, with the disputed terms and phrases in bold: 

’478 Patent, Claim 1. In a computing device, a method for archiving files 
comprising: 

detecting an instruction by an operating system to perform an operation on 
an operating file; 

creating an archive file from the operating file and storing the archive file in 
a temporary first storage location temporally proximate to the operation being 
performed on the operating file and responsive to detecting the instruction; 

searching the first temporary storage location for the archive file responsive 
to the occurrence of a first event; and 

moving the archive file to a second storage location responsive to a second 
event, the second storage location being a permanent storage location, 

after storing the archive file in the first temporary storage location, updating 
a database to indicate that the archive file is located in the first temporary 
storage location; 

determining a final destination for the archive file; 

moving the archive file from the first temporary storage location to an 
intermediate storage location; 

updating the database to indicate that the archive file is located in the 
intermediate storage location; and 

after moving the archive file to the second storage location, updating the 
database to indicate that the archive file is located in the second storage 
location. 

’478 Patent, Claim 8. In a computing device, a method for archiving files 
comprising: 

detecting an instruction by an operating system to perform an operation on 
an operating file; 

creating an archive file from the operating file and storing the archive file in 
a temporary first storage location temporally proximate to the operation being 
performed on the operating file and responsive to detecting the instruction; 

searching the first temporary storage location for the archive file responsive 
to the occurrence of a first event; and 

moving the archive file to a second storage location responsive to a second 
event, the second storage location being a permanent storage location, 
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wherein the first event includes a message from a timer. 

’348 Patent, Claim 1. A method for archiving files, comprising steps of (a) to (i) 
following: 

the step of detecting an instruction by a resident program in a computing 
device for performing an operation on an operating file; 

the step of creating an archive file from the operating file and storing the 
archive file in a temporary storage location temporally proximate to the 
operation being performed on the operating file and responsive to detecting 
the instruction; 

the step of identifying presence of the archive file in the temporary storage 
location responsive to the occurrence of a first event; 

the step of transmitting the archive file to a second storage location 
responsive to a second event, the second storage location being an 
intermediate or a permanent storage location; 

after storing the archive file in the temporary storage location, updating a 
database to indicate that the archive file is located in the temporary storage 
location; 

determining a final destination for the archive file; 

moving the archive file from the temporary storage location to an 
intermediate storage location; 

updating the database to indicate the archive file is located in the 
intermediate storage location; and 

after moving the archive file to the second storage location, updating the 
database to indicate the archive file is located in the second storage location. 

’348 Patent, Claim 26. The method of claim 15, wherein the first event comprises 
one of the following: a message from a process that created the archive file from the 
operating file, a message from the resident program, or a message from a timer. 

VII. PERSON OF ORDINARY SKILL IN THE ART 

32. For purposes of this declaration, I understand the time of the invention to be 

September 2000, which is the filing date of the provisional application to which the Patents-in- 

Suit claim priority (Provisional Application No. 60/234,221). 

33. For this rebuttal opinion, I applied Dr. Weissman’s understanding of the factors 

relevant to determining the level of ordinary skill in the art at the time of the claimed invention, 
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as laid out and set forth in Ex. D of Defendant’s Opening Claim Construction Brief. (Dkt. 43-4.) 

To the extent Dr. Weissman’s understanding of the factors is incorrect, I reserve the right to offer 

a revised declaration that does apply the correct factors. 

34. Dr. Weissman concluded that a POSITA for purposes of the Patents-in-Suit 

would “have held at least a bachelor’s degree in computer science, electrical engineering, 

computer engineering, or a closely related field, and one or more years of experience in the design 

and development of file management, restoration, and archival systems.” Dr. Weissman 

alternatively concluded that “a POSITA would have a master’s degree or similar post graduate 

work in computer science, electrical engineering, computer engineering, or a closely related 

field.” 

35. Having reviewed and considered the Patents-in-Suit, their prosecution history, 

the state of the art at the time of the invention, including the level of skill of the persons with 

whom I worked, and the above-listed factors, it is my opinion that a POSITA for purposes of the 

Patents- in-Suit would have held a bachelor’s degree in computer science, electrical engineering, 

computer engineering, or a closely related filed, and one or more years of experience in the design 

and development of software for storage and retrieval of files. This level of skill is approximate, 

and more experience would compensate for less formal education, and vice versa.  

36. I have used this level of ordinary skill in the art in forming my opinions as set 

forth in this declaration. My opinions are from the perspective of this level of ordinary skill in the 

art. I meet or exceed this level of skill in the art because I have at least a bachelor’s degree in 

computer science and more than one year of experience in the design and development of software 

for storage and retrieval of files.  

37. I understand Dr. Weissman has offered a slightly different description of a 

POSITA. My opinions would remain the same under Dr. Weissman’s description of POSITA.  
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VIII. DISPUTED TERMS OF THE ’850 PATENT 

A. “responsive to a selection to not restoring the previous version” (claims 6 & 14) 

Dropbox’s Proposed 
Construction 

Datanet’s Proposed Construction 

Indefinite No need for construction; plain and ordinary meaning. 
Alternatively, “Responding to an input (such as, for example 
but not limited to, clicking on another version, or clicking on 
a “cancel,” or interacting with some other input/element) that 
the user does not wish to restore the earlier version it 
selected for preview.” 

38. Dependent claims 6 and 14 depend from independent claims 1 and 10. 

Independent claims 1 and 10 recite a method comprising the step of “retrieving the restorable 

representation of the selected previous version” where the step is “responsive to a selection to 

restore the selected previous version.” 

39. Mr. Weissman noted that he understands that dependent claims incorporate by 

reference all the limitations of the claim to which it refers, and if the requirements of the dependent 

claim are incompatible with the requirements of the independent claims from which they depend, 

then they are indefinite. 

40. Mr. Weissman opined that dependent claims 6 and 14 are “invalid as indefinite 

because their requirements are incompatible with those of the independent claims from which 

they depend.” Specifically, Mr. Weissman concluded: 

[A] POSITA would understand from the claims’ plain language that (1) the 
‘selection to restore the selected previous version’ must occur, and (2) the 
retrieving and storing of ‘the selected previous’ occurs in response to that selection. 
In addition, dependent claims 6 and 14 add the required step of ‘presenting a 
second presentable representation of the selected previous version . . . responsive 
to a selection of not restoring the previous version.’ Therefore, combining the 
requirements of independent claims 1 and 10 with the requirements of claims 6 and 
14, respectively, as I understand is required, claims 6 and 14 require that there be 
a ‘selection to restore the selected previous version’ by virtue of its dependency 
on claims 1 and 10 and that there be a ‘selection of not restoring the previous 
version.’ 

It is my opinion that claims 6 and 14’s requirement are incompatible with the 
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requirements of claims 1 and 10 from which they depend. Specifically, a POSITA 
would understand that one cannot both (1) have “a selection to restore the selected 
previous version” (claims 1 and 10) and (2) have “a selection to not restoring the 
previous version” (claims 6 and 14).  

Thus, in my opinion, a POSITA would not be informed about the scope Claims 6 
and 14 with reasonable certainty because a POSITA would understand that the acts 
of restoring and not restoring cannot be performed simultaneously. 

41. I disagree. In my opinion, Mr. Weissman improperly adds his own requirements 

to the claims. For example, he assumes into the claims a requirement that the restoring and not 

restoring “be performed simultaneously.” Moreover, he fails to note that a selection to restore a 

selected previous version does occur in the dependent claims. 

42. In my opinion, the dependent claims are compatible with their respective 

independent claims. Specifically, a POSITA would understand that, compared to the independent 

claims, the dependent claims comprise an additional user interaction, and would understand that 

this interaction involves choosing not to restore one selected previous version and instead 

choosing to restore a different selected previous version.  

43. Accordingly, and contrary to Dr. Weissman’s conclusion, the independent and 

dependent claims are consistent: both recite that a selection to restore the selected previous 

version is made. That the dependent claims recite an additional step of selecting not to restore 

other versions does not make the dependent claims inconsistent with their respective independent 

claims. A POSITA would understand that a user could select and preview multiple previous 

versions before deciding to restore a selected previous version. For example, before making a 

selection to restore the selected previous version, a user could make selections not restore the 

other multiple previous versions by simply clicking away on another version, clicking on a 

“cancel,” or interacting with some other input or element. In my view, a POSITA would easily 

understand this, and would understand that a system could practice a method comprising 

selections to restore and selections not to restore the selected previous version. 
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44. Moreover, that the dependent claims recite an additional user interaction is 

further evidenced by the language of the dependent claims themselves, which recite an open 

transitional phrase: Claim 6 – “The method of claim 1, further comprising . . .”; Claim 14 – “The 

method of claim 10, further comprising . . ..” 

B. “storing the selected previous version … as the current version on the local 
storage location” / “storing the second selected previous version … as the current 
version on the local storage location” (claims 1, 6, 10, 14, 18) 

Dropbox’s Proposed 
Construction 

Datanet’s Proposed Construction 

Plain and ordinary 
meaning. 

No need for construction; plain and ordinary meaning. 
Alternatively, “Saving the earlier version of the file … as the 
most recent version of the file / saving the second chosen earlier 
version of the file … as the most recent version of the file.” 

45. Independent claims 1, 10, and 18 of the ’850 Patent recite the step of “responsive 

to a selection to restore the selected previous version, retrieving the restorable representation of 

the selected previous version from the remote storage location and storing the selected previous 

version by the computational machine as the current version on the local storage location . . ..” 

Dependent claims 6 and 14 are similar but replace the “selected previous version” with “the 

second selected previous version.” 

46. Dr. Weissman opined that the term is used according to its plain and ordinary 

meaning but argued that no further clarification was needed “to properly reflect that plain and 

ordinary meaning.” Specifically, Dr. Weissman attempted to distinguish between storing a file 

“as the current version” from storing a file “as the most recent version”, as Datanet proposed: 

From this plain language, it is my opinion that a POSITA would understand that 
(1) the restorable representation of the selected previous version is retrieved from 
the remote storage location, (2) in response to “a selection to restore the selected 
previous version,” and (3) the selected previous version is stored as the current 
version by the computational machine on the local storage location. To do so, a 
POSITA would understand that “storing the selected previous version … as the 
current version on the local storage location” is effectively replacing the current 
version that is on the local storage location with the selected previous version. 
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In my opinion, a POSITA would recognize that storing a file “as the current 
version” is different from storing a file “as the most recent version,” as Datanet 
proposes. Consider a hypothetical situation where a file has a total of five versions, 
with the fifth version (“v5”) being “the current version” and the second version 
(“v2”) being “the selected previous version” to be restored. In this scenario, it is 
my opinion that a POSITA would understand the claim language to mean that (i) 
in response to “a selection to restore the selected previous version” (i.e., v2), (ii) 
the restorable representation of the selected previous version (i.e., v2) is retrieved 
from the remote storage location, and (iii) the selected previous version (i.e., v2) is 
stored “as the current version” (i.e., v5) by the computational machine on the local 
storage location. 

Applying Datanet’s proposed construction, however, a POSITA would understand 
that the selected previous version (i.e., v2) could be stored “as the most recent 
version” even if it is stored as completely new version (i.e., a sixth version (“v6”)). 
In my opinion, this would not align with a POSITA’s understanding of the meaning 
of “storing … as the current version on the local storage location.” 

47. I agree with Dr. Weissman that the term is used according to its plain and ordinary 

meaning. The parties seem to agree as well.  

48. To the extent there is any disagreement, I disagree with Dr. Weissman’s quibble 

with Datanet’s alternative proposed construction. Indeed, Dr. Weissman’s hypothetical supports, 

rather than opposes Datanet’s proposal.  

49. According to Dr. Weissman’s hypothetical, a POSITA would understand the 

claim term to mean that the selected previous version to be restored v2 is replacing v5, making 

v2 current version, but would understand Datanet’s proposed construction to mean that the 

selected previous version to be restored “as the most recent version . . . is stored as completely 

new version (i.e., a sixth version (‘v6’)).” This distinction is incorrect and has no basis. 

50. First, in my opinion, there is no basis for a POSITA to conclude that the claim 

term, “storing the selected previous version . . . as the current version” is limited to replacing the 

fifth version (v5) by storing the selected previous version (v2) as current version (v5). Nor is there 

a basis for a POSITA to conclude that “the most recent version” of a file must exist as a completely 

new version number (v6). These are not limitations that would be assumed by a POSITA. 

51. Rather, a POSITA would understand that the claim term can be read as Datanet 
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proposes: storing the selected previous version as the current version is the same as storing it as 

the most recent version. Under Dr. Weissman’s hypothetical, if the current version is stored as 

the 5th of 5 versions (replacing the previous v5), then it is the most recent version. If it is stored 

as the 6th of what are now 6 versions (becoming new version v6), then it is also the most recent 

version. The claim makes clear that the restored version becomes the “current version”—stating, 

“storing the selected previous version by the computational machine as the current version on the 

local storage location”—whether that version gets assigned a new number or not is immaterial 

and not part of the claim limitation. 

C. “substantially imperceptible impact … from a user’s point of view” (claims 9 and 
17) 

Dropbox’s Proposed Construction Datanet’s Proposed Construction 
Indefinite No need for construction; plain and ordinary 

meaning. Alternatively, “computing device 
performance is not affected perceivably by the 
user.” 

 
52. Claim 9 recites: 

The method of claim 1, wherein the method has a substantially imperceptible 
impact on system performance from a user’s point of view by delaying one or more 
operations to prevent a perceptible impact on system performance from a user’s 
point of view. 

53. Claim 17 recites the same, but depends from claim 10 instead of claim 1. 

54. The ’850 Patent describes this delay of one or more operations: 

55. The ’850 Patent describes step 210 of an embodiment wherein “file capture block 

10 detects the instruction and captures the operating file,” id. at 7:9-11, and step 215 of an 

embodiment wherein “the resident program opens the operating file.” (id. at 7:21-22). The ’850 

Patent also describes the performance of step 210: “[s]tep 210 is performed by momentarily 

delaying the execution of step 215 in such a manner as to have little or no perceptible impact on 

system performance from the users point of view” (id. at 7:25-28). 
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56. Accordingly, the ’850 patent recites the step of “file capture block 10 detects the 

instruction and captures the operating file . . . is performed by momentarily delaying the execution 

of [the resident program open[ing] the operating file] in such a manner as to have little or no 

perceptible impact on system performance from the users point of view.” (Id. at 7:9-28). 

57. The provisional application also discusses what would be considered an 

acceptable impact on the computer performance from the user’s point of view: 

 

58. Dr. Weissman nevertheless found “that in light of the specification, a POSITA 

cannot determine the boundaries of these claims with reasonable certainty, and this term is 

indefinite.” Specifically, Dr. Weissman opined: 

In my opinion, this term in view of the intrinsic evidence fails to inform a POSITA 
with reasonable certainty about the scope of the invention. Although dependent 
claims 9 and 17 recite “[t]he method of” independent claims 1 and 10, respectively, 
and add a further requirement: “the method has a substantially imperceptible 
impact on system performance from a user’s point of view by delaying one or more 
operations to prevent a perceptible impact on system performance from a user’s 
point of view,” the claims, specification, and prosecution history provide no 
guidance about what it means for an impact on system performance to be 
“substantially imperceptible…from a user’s point of view.” 

In my experience, what constitutes a “substantially imperceptible impact on system 
performance” may vastly differ from user to user. For example, a second or half-
second delay to one user may be “substantially imperceptible,” while to another 
user such a delay would be perceptible. 

The ’850 Patent describes step 210 of an embodiment wherein “file capture block 
10 detects the instruction and captures the operating file,” id. at 7:9-11, and “[s]tep 
210 is performed by momentarily delaying the execution of step 215 in such a 
manner as to have little or no perceptible impact on system performance from the 
users point of view” (id. at 7:25-28). In my opinion, the specification does not 
explain to a POSITA (i) how the impact of any such delay is determined to be 
“imperceptible,” let alone “substantially imperceptible,” (ii) what factors a person 
should consider when determining whether there is a “substantially imperceptible 
impact,” or (iii) how to account for variance in perceptibility user to user. 
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In my opinion, a POSITA would further understand that what may be a 
“substantially imperceptible impact . . . from a user’s point of view” would vary 
system to system. For example, a POSITA could imagine a program that is run on 
a first system with very low computing power and that is then run a second system 
with very high computing power. The program may freeze or slow the first system 
but not slow the second system at all. Without guidance from the specification, 
however, a POSITA would not be able to decipher whether these system 
variabilities are “substantially imperceptible” to the user. 

Therefore, it is my opinion that in light of the specification, a POSITA cannot 
determine the boundaries of these claims with reasonable certainty, and this term 
is indefinite. 

59. I disagree. In my opinion, in light of the specification, a POSITA would 

understand what step is being performed and what executable operation is being delayed. 

60. Specifically, a POSITA would be familiar with the general guidelines in the 

software industry as to what is a substantially imperceptible delay. For instance, Jakob Nielsen, a 

well-known author in software usability, explained the impact of response time on user perception 

in his seminal book as follows:  

 
Nielsen, Jakob (1993). Usability Engineering. ISBN 0-12-518406-9, Page 135 (Attached as Exhibit 2). 
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61. When combined with the teachings in the specification and the provisional 

application, which in describing the function of the back up program state, “the user must not 

perceive that the [backup] application is in any[ ]way decreasing the performance of [the] PC,” a 

POSITA would clearly understood what is meant by this claim limitation.   

D. “retrieving the restorable representation” (claims 1, 6, 10, 14, 18) 

Dropbox’s Proposed Construction Datanet’s Proposed Construction 
search, locate and return the portrayal, 
depiction or denotation of a version, such as 
an image, picture, symbol, or sign that may be 
restored to a prior version of the file 

No need for construction; plain and ordinary 
meaning. Alternatively, “Finding or getting an 
example rendering of the chosen file as it 
previously existed” 

 
62. Claim 1 states, in part: 

responsive to a selection to restore the selected previous version, retrieving 
the restorable representation of the selected previous version from the remote 
storage location and storing the selected previous version by the computational 
machine as the current version on the local storage station, the selected previous 
version available from the restorable representation of the selected previous 
version.  

63. Dr. Weissman opined: 

In my opinion, the claim’s plain language would make clear to a POSITA that the 
“restorable representation” is a representation “of the selected previous version,” 
and the “restorable representation” is retrieved in response “to a selection to restore 
the selected previous version.” In my opinion, a POSITA would also understand 
from the plain language that the “restorable representation” is retrieved “from the 
remote storage location.” And, in my opinion, POSITA would understand that to 
complete a process of “retrieving” a “restorable representation” would include 
searching for, locating, and returning a “restorable representation” from the remote 
storage location. 

There is no mention of “retrieving the restorable representation” in the ’850 
Patent’s specification. The ’850 Patent discusses “searching … for files” to “mov[e] 
the file” from one location to another. Ex. A, ’850 Patent at 3:40-41. The 
specification further states that, “[i]n keeping with the method, the first storage 
location is searched for an archive file.” Id. at 3:52-53. A POSITA would recognize 
that “retrieving” must include a way of locating—i.e., through a search—before 
returning the file “from” the storage location. 

64. I disagree. In my opinion, the plain and ordinary meaning suffices. Mr. Weissman 

is reading 3 verbs (searching, locating, and returning) into a single verb (retrieving). In my 
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opinion, a POSITA would not understand that a single step, retrieving, requires three other steps, 

searching, locating, and returning. 

65. In Computer Science, “search” is the act of locating information based on 

specified criteria (e.g., keywords), while “retrieval” is the act of obtaining and presenting the 

relevant information. While the retrieved information may have been searched previously if it had 

to be located, it is not always the case that retrieval requires search. Indeed, it is completely 

possible that the information that is retrieved is already located and therefore no search for that 

information is required. Furthermore, “search” and “locate” are essentially synonymous in 

Computer Science, thus including the word “locate” in the construction does not provide any 

additional clarity. Dr. Weissman is importing unnecessary limitations into the meaning of 

“retrieving” to narrow what would be understood by a POSITA.  

IX. DISPUTED TERMS OF THE ’478 AND ’348 PATENTS 

A. “event” (’478 Patent claims 1, 8-11; ’348 Patent claims 1, 8, 12-15, 26, 27) 

Dropbox’s Proposed Construction Datanet’s Proposed Construction 
a triggering notification or message about a 
storage device status or the status of an 
operation performed on a file 

No need for construction; plain and ordinary 
meaning. Alternatively, “happening.” 

 
66. Claims 1 and 8-11 the ‘478 Patent include: “searching the first temporary storage 

location for the archive file responsive to the occurrence of a first event” and “moving the archive 

file to a second storage location responsive to a second event.” Claims 8-11 of the ’478 Patent 

also include: “the first event includes a message from a timer,” “the second event includes a 

message from a timer,” “the second event includes a message indicating when the second storage 

location is available,” and “said first event is different from said second event,” respectively.  

67. Dr. Weissman opined: 

In my opinion, the plain and ordinary meaning to a POSITA of the term “event” in 
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light of the intrinsic and extrinsic evidence is “a triggering notification or message 
about a storage device status or the status of an operation performed on a file.” 

This understanding is also supported by the specification. For example, the 
specification describes “[e]xemplary events” as including “indicating when storage 
device 35 is connected and ready for use, messages indicating when storage device 
35 is inserted/removed, full, defective, etc., and messages indicating when storage 
device 35 is disconnected or unavailable, and messages from a storage device timer 
sent at time intervals controlled by the timer or at time intervals controlled by the 
user.” See, e.g., Ex. B, ’478 Patent, 5:61-6:1; Ex. C, ’348 Patent, 5:66- 6:6. 

Ordinary dictionary definitions also comport with a POSITA’s understanding of 
“event” in light of the foregoing intrinsic evidence. For example, Newton’s 
Telecom Dictionary defines “event” as an “unsolicited communication from a 
hardware device to a computer operating system, application, or driver. Events are 
generally attention-getting messages, allowing a process to know when a task is 
complete.” Ex. D-2 at 300. 

In contrast, it is my opinion that Datanet’s proposed construction does not reflect a 
POSITA’s understanding of the term in light of the intrinsic and extrinsic evidence. 
For example, “happening” is not a term ordinarily utilized by a POSITA in the field. 
In addition, it is my opinion that “happening” is an unclear term that does not find 
support in the ‘478 or ‘348 Patents or their file histories. 

68. I disagree. In my opinion, the plain and ordinary meaning of “event” is 

appropriate.  

69. Dr. Weissman and Dropbox improperly insert far too narrow a meaning to a 

single word, a meaning that is not required by the intrinsic evidence. For example, Dr. Weissman 

highlights “[e]xemplary events” described in the specification. But they are just that, exemplary, 

and not the only events. Indeed, FIG. 4 (shown below) of the ’478 and ’348 Patents illustrates a 

sequence of events (exemplary operation) that does not include a “triggering notification”, as 

Dropbox proposes. 

70. “FIG. 4 is a time line illustrating a sequence of events in another exemplary 

operation in accordance with the invention.” ’478 and ’348 Patents, 3:65-67. 
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71. Moreover, extrinsic evidence available to a POSITA supports a reading of 

“event” as a “happening.” According to Microsoft’s dictionary definition, “event” is “An action 

or occurrence, often generated by the user, to which a program might respond—for example, a 

key press, a button click, or a mouse movement.”: 

 

Microsoft Press (1998). “Microsoft Press Computer User’s Dictionary”, Microsoft Corporation. 
ISBN 1-57231-862-7, p. 133. (Attached hereto as Exhibit 3.) 

 
72. This comports with my own understanding of “event” and Datanet’s proposed 

construction of “happening.” 

73. I have no idea why Dr. Weissman decided to review or rely on “Newton’s 

Telecom Dictionary” as a source for his definition rather than a computer usage dictionary, like 

the Microsoft dictionary cited above.  While we disagree about the credentials of a POSITA, the 

selection of a telecommunications dictionary rather than a computer dictionary is at odds with 
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even Dr. Weissman’s understanding of a person of ordinary skill in the art—which he opines 

would have a degree in “computer science” with experience in archival systems and not 

telecommunications broadly.   

74. I reserve the right to offer additional opinions regarding Dropbox’s proposed 

construction for this term based on its arguments, the evidence it cites, and any opinions offered 

by any other expert in these proceedings. 

B. “timer” (’478 Patent claims 8 & 10; ’348 Patent claim 26) 

Dropbox’s Proposed Construction Datanet’s Proposed Construction 
device or component that measures and reports 
time intervals 

No need for construction; plain and ordinary 
meaning. Alternatively, “a mechanism, control 
device, or software that can count, record or 
indicate time or intervals” 

 
75. Claims 8 and 10 of the ’478 Patent state, in part: “wherein the first event includes 

a message from a timer” and “wherein the second event includes a message from a timer”. Claim 

26 of the ’348 Patent states: “[t]he method of claim 15, wherein the first event comprises one of the 

following: … a message from a timer.” 

76. Mr. Weissman opines: 

In my opinion, the plain and ordinary meaning to a POSITA of the term “timer” in 
light of the intrinsic and extrinsic evidence is “device or component that measures 
and reports time intervals.” 

The specification explains that “messages from an input buffer timer” are “sent at 
time intervals controlled by a timer or at time intervals selected by the user.” Ex. 
B, ’478 Patent, 5:44-47; Ex. C, ’348 Patent, 5:49-51. It also explains that “messages 
from a storage device timer” are “sent at time intervals controlled by the timer or 
at time intervals controlled by the user.” Ex. B, ’478 Patent, 5:66-6:2; Ex. C, ’348 
Patent, 6:4-7. 

Based on the claim language and specification, it is my opinion that a POSITA 
would understand that a timer measures and reports time intervals and these time 
intervals encompass a quantitative passage of time (e.g., 2 seconds). 

In my opinion, a POSITA would not understand “timer” to mean “a mechanism, 
control device, or software that can count, record or indicate time or intervals,” as 
Datanet proposes. In my opinion, Datanet’s proposed construction encompasses 
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features or functionalities that are not typically accomplished by a timer. Datanet’s 
proposed construction would encompass, for example, a timestamp that indicated 
the time at which something occurred (e.g., 1:00 PM). In my experience, timers 
are used to measure time intervals through the passage of time rather than 
indicating the time on a clock.  

I have also reviewed technical definitions of the term and my understanding of the 
term is consistent with how timer is defined in the industry. For example, the 
Microsoft Computer Dictionary defines “timer” as “[a] register (high-speed 
memory circuit) or a special circuit, chip, or software routine used to measure time 
intervals.” Ex. D-3. 

77. I disagree. Dr. Weismann is inappropriately importing limitations from examples 

offered in the specification to narrow the claimed invention. A “timer” does not necessarily 

require computing “time intervals.” A POSITA would understand that a “timer” can be 

implemented in many ways, including for example as a solution that determines when a counter 

reaches a certain threshold, or when certain time is reached, or when the difference between the 

current time and a previously recorded time reaches a certain threshold. A POSITA would 

understand all of these to be exemplary implementations of a “timer”, but only some of those 

involve measuring and reporting a “time interval.”  

78. I reserve the right to offer additional opinions regarding Dropbox’s proposed 

construction for this term based on its arguments, the evidence it cites, and any opinions offered 

by any other expert in these proceedings. 

X. SUPPLEMENTATION 

79. I reserve the right to supplement this declaration based on additional information, 

including but not limited to Dropbox’s claim construction arguments and any opinions offered by 

any other expert in these proceedings. 

 
I declare under penalty of perjury under the laws of the United States that the foregoing is true and 

correct. Executed in Irvine, California this 16th day of August, 2023. 
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1 EDUCATION 

Doctor of Philosophy Computer Science August 2007 
University of Southern California   
Dissertation: A User-Centric Approach for Improving a Distributed Software System’s Deployment 

Architecture 
 

Master of Science Computer Science May 2004 
University of Southern California  
Emphasis on Software Engineering  
 
Bachelor of Science Information and Computer Science December 2000 
University of California, Irvine    

2 EMPLOYMENT HISTORY 

July 2019 – present Professor 
Department of Informatics 

 Donald Bren School of Information and Computer Sciences 
University of California, Irvine 

 
August 2007 – present Director 
 Software Engineering and Analysis Laboratory 

University of California, Irvine 
(August 2007 – June 2015 at George Mason University) 

 
October 2013 – present President 

Cyberonix Inc. 
Irvine, CA 

 
July 2018 – July 2022 Director 
 Institute for Software Research 

University of California, Irvine 
(July 2015 – June 2018 Faculty Member) 

 
July 2015 – June 2019 Associate Professor 

Department of Informatics 
 Donald Bren School of Information and Computer Sciences 

University of California, Irvine 
 

August 2013 – June 2015 Associate Professor 
 Computer Science Department 

Volgenau School of Engineering  
George Mason University 

 
August 2007 – June 2015 Faculty Member 
 C4I Center 

George Mason University 
 
August 2007 – July 2013 Assistant Professor 
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 Computer Science Department 
Volgenau School of Engineering  
George Mason University 

 
January 2003 – May 2007 Graduate Research Assistant 
 Computer Science Department 

University of Southern California 
   
April 2005 – May 2007  Software Architect 
 Boeing Corporation 
 Huntington Beach, CA  
  
December 2000 – May 2002  Software Engineer 

PriceWaterhouseCoopers Consulting (IBM Global Business Services), Los 
Angeles, CA  

 
August 1999 – Nov. 2000 Software Engineer 
 FieldCentrix, Irvine, CA 
 
May 1998 – September 1999  Software Engineer 
 Neural Computing Systems Labs, Irvine, CA 

3 RESEARCH INTERESTS 

• Software Engineering 
• Software Architecture and Design 
• Software Dependability and Security 
• Software Analysis and Testing 
• Software Accessibility 
• Mobile Computing 

4 HONORS, AWARDS, AND STATISTICS 

• H-index: 51 
(scholar.google.com) 

• Citations: 9,927 
(scholar.google.com) 

• Test of Time Award  2020 
18th ACM SIGSOFT International Symposium on the Foundations of Software Engineering  

• Mason Emerging Researcher/Scholar/Creator Award  2013 
George Mason University 

• NSF CAREER Award  2013 
• Outstanding Faculty Research Award  2011 

Computer Science Department, George Mason University 
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• DARPA Computer Science Study Group 2011 – 2014 
Selective early career award given annually to 12 academic panelists 

• ACM Doctoral Dissertation Competition finalist  2007 
Nominated by the University of Southern California 

• Outstanding Graduate Student Researcher Award  2005 
Computer Science Department, University of Southern California 

• USC Viterbi School of Engineering Doctoral Fellow  2004 – 2008  
• Magna Cum Laude  2000 
• Cody Thorne Memorial Scholarship Award  1998 

Awarded annually to the youngest and highest scholastic student of the year  
• Dean’s Honor List 1997 – 2000 

5 RESEARCH GRANTS, GIFTS, AND CONTRACTS  

G29. National Science Foundation 
“Automated Software Engineering Techniques for Improving the Accessibility of Software” 
Duration: 10/1/2022 – 9/30/2026 
Investigator: Sam Malek (PI), Iftekhar Ahmed (Co-PI), and Stacy Branham (Co-PI) 
Award Amount: $1,199,986 

 
G28. UCI, Academic Senate Council on Research, Computing and Libraries (CORCL) Award 

“Learning Neural Network Embedding of Apps for Foundational Advances in Software 
Engineering” 
Duration: 3/18/2022 – 6/30/2022 
Investigators: Sam Malek (PI) 
Award Amount: $2,785 

 
G27. National Science Foundation 

“A General Framework for Automated Test Transfer” 
Duration: 10/1/2021 – 9/30/2025 
Investigators: Sam Malek (PI at UCI), Alessandro Orso (Lead PI at Georgia Tech), and Nenad 
Medvidovic (PI at USC) 
Award Amount: $1,200,000 

 
G26. US Department of Education, Graduate Assistance in Areas of National Need Program 

(GAANN) 
“Graduate Fellowships in Cybersecurity at the University of California, Irvine” 
Duration: 10/1/2021 – 6/30/2024 
Investigators: Sam Malek (PI) 
Award Amount: $1,141,425 

 
G25. UCI, School of Information and Computer Sciences Research Award 

“SAHARA: Software Analysis for Hardware Acceleration with Reconfigurable Architectures” 
Duration: 7/1/2021 – 6/30/2022 
Investigators: Joshua Garcia (PI), Sang-Woo Jun (Co-PI), Alberto Krone-Martins (Co-PI), 
Aparna Chandramowlishwaran (Co-PI), Sam Malek (Co-PI), Crista Lopes (Co-PI), Jim Bullock 
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(Co-PI) 
Award Amount: $75,000 

 
G24. National Science Foundation 

“Research Experiences for Undergraduates (REU) Supplement for Constructing a Community-
Wide Software Architecture Infrastructure” 
Duration: 6/1/2021 – 8/31/2022 
Investigators: Sam Malek (PI) and Joshua Garcia (Co-PI) 
Award Amount: $17,400 

 
G23. UCI, Academic Senate Council on Research, Computing and Libraries (CORCL) Award 

“Mobile Devices for Evaluating Accessibility of Mobile Apps through User Studies” 
Duration: 3/15/2021 – 6/30/2021 
Investigators: Sam Malek (PI) 
Award Amount: $6,990 

 
G22. UCI, School of Information and Computer Sciences Research Award 

“Toward Stemming Accessibility Issues in Software” 
Duration: 7/1/2020 – 6/30/2021 
Investigators: Sam Malek (PI), Iftekhar Ahmed (Co-PI), Stacy Branham (Co-PI) 
Award Amount: $75,000 
 

G21. Google  
“Mining Architectural Information to Stem Technical Debt” 
Duration: 10/3/2019 – 10/2/2020 
Investigators: Sam Malek (PI) 
Award Amount: $42,500 
 

G20. National Science Foundation (NSF) 
“Constructing a Community-Wide Software Architecture Infrastructure” 
Duration: 9/1/2018 – 8/31/2021 
Investigators: Sam Malek (PI at UCI), Joshua Garcia (Co-PI at UCI), Nenad Medvidovic (Lead 
PI at USC), Mehdi Mirakhorli (PI at RIT), Rick Kazman (PI at UH), Yuanfang Cai (PI at Drexel), 
and Lu Xiao (PI at Stevens) 
Award Amount: $1,660,000 

 
G19. Federal Bureau of Investigation (FBI) 

“Analysis of Android Application Packages for Security-Relevant Properties” 
Duration: 9/26/2016 – 9/25/2017 
Investigators: Sam Malek (PI) 
Award Amount: $118,964 

 
G18. National Science Foundation (NSF) 

“Planning and Prototyping a Community-Wide Software Architecture Instrument” 
Duration: 8/1/2016 – 7/31/2018 
Investigators: Sam Malek (PI at UCI), Joshua Garcia (Co-PI at UCI), Nenad Medvidovic (Lead 
PI at USC), and Mehdi Mirakhorli (PI at RIT) 
Award Amount: $130,000 

 
G17. National Science Foundation (NSF) 

“Efficient Formal Analysis of Evolving Software Systems” 
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Duration: 7/1/2016 – 6/30/2020 
Investigators: Sam Malek (PI), Hamid Bagheri (Co-PI) 
Award Amount: $499,170 
 

G16. Air Force Office of Scientific Research (AFOSR) 
“RASS: Resilient Autonomic Software Systems” 
Duration: 10/15/2015 – 10/14/2018 
Investigators: Sam Malek (PI at UCI), Daniel A. Menasce (Lead PI at GMU), Hassan Gomaa 
(Co-PI at GMU) 
Award Amount: $1,016,641 
 

G15. Department of Homeland Security (DHS) 
“Tools for Automated Detection and Assessment of Security Vulnerabilities in Mobile 
Applications” 
Duration: 6/1/2014 – 5/31/2017 
Investigator: Sam Malek (Sole PI) 
Award Amount: $500,000 
 

G14. National Security Agency (NSA) 
“Compositional Analysis of Android Apps for Security Vulnerabilities” 
Duration: 9/5/2014 – 4/24/2015 
Investigator: Sam Malek (Sole PI) 
Award Amount: $200,000 
 

G13. National Security Agency (NSA) 
“Science of Secure Frameworks” 
Duration: 1/1/2014 – 12/31/2016 
Investigators: Sam Malek (PI at UCI), William Scherlis (Lead PI at CMU) and colleagues at 
CMU 
UCI Award Amount: $195,000 
 

G12. Defense Advanced Research Projects Agency (DARPA) 
“Testing Privacy-Preserving Distributed Systems on DETERLab” 
Duration: 11/1/2013 – 2/28/2015 
Investigators: Sam Malek (PI at GMU), Nenad Medvidovic (Lead PI at USC), and Yuriy Brun 
(PI at UMass) 
Award Amount: $300,000 
GMU Award Amount: $84,000 
 

G11. Office of the Director of National Intelligence (ODNI) 
“Automated Approach for Detection and Mitigation of Security Vulnerabilities in Mobile 
Applications” 
Duration: 7/8/2013 – 7/7/2016 
Investigator: Sam Malek (Sole PI) 
Award Amount: $359,372 
  

G10. Intelligence Advanced Research Projects Activity (IARPA) 
“sTile: Private Computing in the Open” 
Duration: 9/27/2013 – 9/26/2014 
Investigators: Sam Malek (PI at GMU), Nenad Medvidovic (Lead PI at USC), and Yuriy Brun 
(PI at UMass) 
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Award Amount: $300,000 
GMU Award Amount: $84,000 
 

G9. National Science Foundation (NSF)  
“CAREER: A Mining-Based Approach for Consistent and Timely Adaptation of Component-
Based Software” 
Duration: 2/1/2013 – 1/31/2019 
Investigator: Sam Malek (Sole PI) 
Award Amount: $451,481 
 

G8. Army Research Office (ARO) 
“Architecture-Based Self-Securing Systems” 
Duration: 10/1/2012 – 9/30/2015 
Investigators: Sam Malek (PI at GMU), William Scherlis (Lead PI at CMU) and colleagues at 
CMU 
GMU Award Amount: $200,000 
 

G7. Federal Bureau of Investigation (FBI) 
“Automated Security Testing and Analysis of Android Applications” 
Duration: 9/12/2012 – 9/11/2014 
Investigator: Sam Malek (Sole PI) 
Award Amount: $90,000 
 

G6. Defense Advanced Research Projects Agency (DARPA)  
“Engineering Highly Adaptive Resilient Software Systems”  
Duration: 4/25/2011 – 5/31/2016 
Investigator: Sam Malek (Sole PI) 
Award Amount: $949,065  
 

G5. National Science Foundation (NSF)  
“Mining the Execution History of a Software System to Infer the Best Time for its Adaptation” 
Duration: 2/1/2012 – 1/31/2014 
Investigator: Sam Malek (Sole PI) 
Award Amount: $80,000 
 

G4. Science Applications International Corporation (SAIC) 
“COTS Very Small Computing Platforms - Tactical” 
Duration: 1/1/2010 – 6/30/2011 
Investigator: Sam Malek (Sole PI) 
Award Amount: $224,470 
 

G3. Science Applications International Corporation (SAIC) 
“COTS Very Small Computing Platforms - Security” 
Duration: 1/1/2010 – 6/30/2011 
Investigator: Sam Malek (Sole PI) 
Award Amount: $99,415 
 

G2. National Science Foundation (NSF)  
“SASSY: Self-Architecting Software Systems” 
Duration: 06/15/2008 – 06/1/2011 
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Investigators: Sam Malek (Co-PI at GMU), Daniel A. Menasce (PI at GMU), Hassan Gomaa 
(Co-PI at GMU), and Joao P. Sousa (Co-PI at GMU)  
Award Amount: $479,996 
 

G1. US Army Topographic Engineering Center  
Duration: 12/20/2006 – 12/20/2010 
Investigators: Sam Malek (Co-PI at GMU), Michael Hieb (PI at GMU), and Mark Pullen (Co-PI 
at GMU) 
Award Amount: $133,187 

6 PUBLICATIONS  

6.1 JOURNAL ARTICLES 

J24. Jun-Wei Lin, Navid Salehnamadi, and Sam Malek. “ROUTE: Roads Not Taken in UI Testing.” 
ACM Transactions on Software Engineering and Methodology (TOSEM), accepted to appear. 

J23. Negar Ghorbani, Reyhaneh Jabbarvand, Navid Salehnamadi, Joshua Garcia, and Sam Malek. 
“DeltaDroid: Dynamic Delivery Testing in Android.” ACM Transactions on Software Engineering 
and Methodology (TOSEM), accepted to appear.  

J22. Joshua Garcia, Ehsan Kouroshfar, Negar Ghorbani, and Sam Malek. “Forecasting Architectural 
Decay from Evolutionary History.” IEEE Transactions on Software Engineering (TSE), Vol. 48, 
No. 7, July 2022.   

J21. Hamid Bagheri, Jianghao Wang, Jarod Aerts, Negar Ghorbani, and Sam Malek. “Flair: Efficient 
Analysis of Android Inter-Component Vulnerabilities in Response to Incremental Changes.” 
Springer Journal of Empirical Software Engineering (EMSE), Vol. 26, No. 54, April 2021.   

J20. Mahmoud Hammad, Hamid Bagheri, and Sam Malek. “DelDroid: An Automated Approach for 
Determination and Enforcement of Least-Privilege Architecture in Android.” Journal of Systems 
and Software (JSS), Special Section on Architecting Autonomous and Smart Systems. Vol 149, 
March 2019.  

J19. Joshua Garcia, Mahmoud Hammad, and Sam Malek. “Lightweight, Obfuscation-Resilient 
Detection and Family Identification of Android Malware.” ACM Transactions on Software 
Engineering and Methodology (TOSEM), Vol. 26, No. 3, January 2018. (Journal First) 

J18. Hamid Bagheri, Eunsuk Kang, Sam Malek, and Daniel Jackson. “A Formal Approach for Detection 
of Security Flaws in the Android Permission System.” Springer Journal on Formal Aspects of 
Computing, Pages 1-20, November 2017.  

J17. Alireza Sadeghi, Hamid Bagheri, Joshua Garcia, and Sam Malek. “A Taxonomy and Qualitative 
Comparison of Program Analysis Techniques for Security Assessment of Android Software.” IEEE 
Transactions on Software Engineering (TSE), Vol. 43, No. 6, June 2017. (Journal First) 

J16. Alireza Sadeghi, Naeem Esfahani, and Sam Malek. “Ensuring the Consistency of Adaptation 
through Inter- and Intra-Component Dependency Analysis.” ACM Transactions on Software 
Engineering and Methodology (TOSEM), Vol. 26, No. 1, May 2017. (Journal First) 

J15. Hamid Bagheri, Joshua Garcia, Alireza Sadeghi, Sam Malek, and Nenad Medvidovic. “Software 
Architectural Principles in Contemporary Mobile Software: from Conception to Practice.” Journal 
of Systems and Software (JSS), Vol. 119, Pages 31-44, September 2016.  
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J14. Naeem Esfahani, Eric Yuan, Kyle R. Canavera, and Sam Malek. “Inferring Software Component 
Interaction Dependencies for Adaptation Support.” ACM Transactions on Autonomous and 
Adaptive Systems (TAAS), Vol. 10, No. 4, February 2016.  

J13. Hamid Bagheri, Alireza Sadeghi, Joshua Garcia, and Sam Malek. “COVERT: Compositional 
Analysis of Android Inter-App Permission Leakage.” IEEE Transactions on Software Engineering 
(TSE), Vol. 41, No. 9, September 2015.   

J12. Eric Yuan, Naeem Esfahani, and Sam Malek. “A Systematic Survey of Self-Protecting Software 
Systems.” ACM Transactions on Autonomous and Adaptive Systems (TAAS), Vol. 8, No. 4, January 
2014. 

J11. Deshan Cooray, Ehsan Kouroshfar, Sam Malek, and Roshanak Roshandel. “Proactive Adaptation 
for Improving the Reliability of Mission-Critical, Embedded, and Mobile Software.” IEEE 
Transactions on Software Engineering (TSE), Vol. 39, No. 12, December 2013.    

J10. Naeem Esfahani, Ahmed Elkhodary, and Sam Malek. “A Learning-Based Framework for 
Engineering Feature-Oriented Self-Adaptive Software Systems.” IEEE Transactions on Software 
Engineering (TSE), Vol. 39, No. 11, November 2013.  

J9. Chris A. Mattmann, Nenad Medvidovic, Sam Malek, George Edwards, and Somo Banerjee. “A 
Middleware Platform for Providing Mobile and Embedded Computing Instruction to Software 
Engineering Students.” IEEE Transactions on Education, Vol. 55, No. 3, pages 425-435, August 
2012. 

J8. Naeem Esfahani, and Sam Malek. “Utilizing Architectural Styles to Enhance the Adaptation 
Support of Middleware Platforms.” Journal of Information and Software Technology (IST), Vol. 
54, No. 7, pages 786-801, July 2012.  

J7. Danny Weyns, Sam Malek, and Jesper Andersson. “FORMS: Unifying Reference Model for 
Formal Specification of Distributed Self-Adaptive Systems.” ACM Transactions on Autonomous 
and Adaptive Systems (TAAS) – Special Issue on Formal Methods for Pervasive, Self-Aware and 
Context-Aware Systems, Vol. 7, No. 1, pages 1-61, April 2012.  

J6. Sam Malek, Nenad Medvidovic, and Marija Mikic-Rakic. “Improving a Distributed Software 
System’s Quality of Service via Redeployment.” IEEE Transactions on Software Engineering 
(TSE), Vol. 38, No. 1, pages 73-100, January/February 2012.  

J5. Danny A. Menasce, Hassan Gomaa, Sam Malek, and Joao Pedro Sousa. “SASSY: A Framework 
for Self-Architecting Service Oriented Systems.” IEEE Software, Vol. 28, No. 6, pages 78-85, 
November/December 2011.  

J4. Sam Malek, Harshini Ramnath Krishnan, and Jayalakshmi Srinivasan. “Enhancing Middleware 
Support for Architecture-Based Development through Compositional Weaving of Styles.” Journal 
of Systems and Software (JSS), Vol. 83, No. 12, pages 2513-2527, December 2010. 

J3. Sam Malek, George Edwards, Yuriy Brun, Hossein Tajalli, Joshua Garcia, Ivo Krka, Nenad 
Medvidovic, Marija Mikic-Rakic, Gaurav Sukhatme. “An Architecture-Driven Software Mobility 
Framework.” Journal of Systems and Software (JSS), special issue on Software Architecture and 
Mobility, Vol. 83, No. 6, pages 972-989, June 2010.  

J2. Sam Malek, Marija Mikic-Rakic, and Nenad Medvidovic. “A Style-Aware Architectural 
Middleware for Resource-Constrained, Distributed Systems.” IEEE Transactions on Software 
Engineering (TSE), Vol. 31, No. 3, pages 256-272, March 2005.  

J1. Nenad Medvidovic, Marija Mikic-Rakic, Nikunj Mehta, and Sam Malek. “Software Architectural 
Support for Handheld Computing.” IEEE Computer – Special Issue on Handheld Computing, Vol. 
36, No. 9, pages 66-73, September 2003.  
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6.2 CONFERENCE PUBLICATIONS  

C95. Syed Fatiul Huq, Abdulaziz Alshayban, Ziayo He, and Sam Malek. “#AllyDev: Understanding 
Contemporary Software Accessibility Practices from Twitter Conversations.” In proceedings of the 
ACM CHI Conference on Human Factors in Computing Systems (CHI 2023), Hamburg, Germany, 
April 2023. (28% acceptance rate) 

C94. Navid Salehnamadi, Ziyao He, and Sam Malek. “Assistive-Technology Aided Manual 
Accessibility Testing in Mobile Apps, Powered by Record-and-Replay.” In proceedings of the 
ACM CHI Conference on Human Factors in Computing Systems (CHI 2023), Hamburg, Germany, 
April 2023. (28% acceptance rate) 

C93. Abdulaziz Alshayban, and Sam Malek. “AccessiText: Automated Detection of Text Accessibility 
Issues in Android Apps.” In proceeding of the 30th ACM Joint European Software Engineering 
Conference and Symposium on the Foundations of Software Engineering (ESEC/FSE 2022), 
Singapore, November 2022. (22% acceptance rate) 

C92. Forough Mehralian, Navid Salehnamadi, Syed Fatiul Huq, and Sam Malek. “Too Much 
Accessibility is Harmful! Automated Detection and Analysis of Overly Accessible Elements in 
Mobile Apps.” In proceedings of the 37th IEEE/ACM International Conference on Automated 
Software Engineering (ASE 2022), Michigan, United States, October 2022. (21% acceptance rate) 

C91. Navid Salehnamadi, Forough Mehralian, and Sam Malek. “Groundhog: An Automated 
Accessibility Crawler for Mobile Apps.” In proceedings of the 37th IEEE/ACM International 
Conference on Automated Software Engineering (ASE 2022), Michigan, United States, October 
2022. (21% acceptance rate) 

C90. Jun-Wei Lin and Sam Malek. “GUI Test Transfer from Web to Android.” In proceedings of the 
15th IEEE International Conference on Software Testing, Verification and Validation (ICST 2022), 
Virtual Event, April 2022. (26% acceptance rate) 

C89. Mahmoud Hammad, Ibrahim Abueisa, and Sam Malek. “Tool-Assisted Componentization of Java 
Applications.” In proceedings of the 19th IEEE International Conference on Software Architecture 
(ICSA 2022), Honolulu, Hawaii, March 2022. (20% acceptance rate)  

C88. Faraz YazdaniBanafsheDaragh and Sam Malek. “Deep GUI: Black-box GUI Input Generation with 
Deep Learning.” In proceedings of the IEEE/ACM Automated Software Engineering Conference 
(ASE 2021), Melbourne, Australia, November 2021. (27% acceptance rate)  

C87. Forough Mehralian, Navid Salehnamadi, and Sam Malek. “Data-Driven Accessibility Repair 
Revisited: On the Effectiveness of Generating Labels for Icons in Android Apps.” In proceedings 
of the ACM Joint European Software Engineering Conference and Symposium on the Foundations 
of Software Engineering (ESEC/FSE 2021), Athens, Greece, August 2021. (24% acceptance rate) 

C86. Navid Salehnamadi, Abdulaziz Alshayban, Jun-Wei Lin, Iftekhar Ahmed, Stacy Branham, and 
Sam Malek. “Latte: Use-Case Assistive-Service Driven Automated Accessibility Testing 
Framework for Android.” In proceedings of the ACM Conference on Human Factors in Computing 
System (CHI 2021), Yokohama, Japan, May 2021. (26% acceptance rate) 

C85. Joshua Garcia, Mehdi Mirakhorli, Lu Xiao, Yutong Zhao, Ibrahim Mujhid, Khoi Pham, Ahmet 
Okutan, Sam Malek, Rick Kazman, Yuanfang Cai, and Nenad Medvidovic. “Constructing a Shared 
Infrastructure for Software Architecture Analysis and Maintenance.” In proceedings of the IEEE 
International Conference on Software Architecture (ICSA 2021),  Stuttgart, Germany, March 2021. 
(28% acceptance rate) 
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C84. Navid Salehnamadi, Abdulaziz Alshayban, Iftekhar Ahmed, and Sam Malek. “ER Catcher: A Static 
Analysis Framework for Accurate and Scalable Even-Race Detection in Android.” In proceedings 
of the 35th IEEE/ACM International Conference on Automated Software Engineering (ASE 2020), 
Melbourne, Australia, September 2020. (22% acceptance rate) 

C83. Jun-Wei Lin, Navid Salehnamadi, and Sam Malek. “Test Automation in Open-Source Android 
Apps: A Large-Scale Empirical Study.” In proceedings of the 35th IEEE/ACM International 
Conference on Automated Software Engineering (ASE 2020), Melbourne, Australia, September 
2020. (22% acceptance rate) 

C82. Reyhaneh Jabbarvand, Forough Mehralian, and Sam Malek. “Automated Construction of Energy 
Test Oracle for Android.” In proceeding of the ACM joint meeting of the European Software 
Engineering Conference and ACM SIGSOFT Symposium on the Foundations of Software 
Engineering (ESEC/FSE 2020), Sacramento, CA, November 2020. (28% acceptance rate) 

C81. Navid Salehnamadi, Abdulaziz Alshayban, Iftekhar Ahmed, and Sam Malek. “A Benchmark for 
Event-Race Analysis in Android Apps.” In proceedings of the 18th ACM International Conference 
on Mobile Systems, Applications, and Services (MobiSys 2020), Poster track, Toronto, Canada, 
June 2020.  

C80. Abdulaziz Alshayban, Iftekhar Ahmed, and Sam Malek. “Accessibility Issues in Android Apps: 
State of Affairs, Sentiments, and Ways Forward.” In proceedings of the 42nd International 
Conference on Software Engineering (ICSE 2020), Seoul, South Korea, May 2020. (22% 
acceptance rate) 

C79. Jun-Wei Lin, Reyhaneh Jabbarvand, and Sam Malek. “Test Transfer Across Mobile Apps Through 
Semantic Mapping.” In proceedings of the 34th International Conference on Automated Software 
Engineering (ASE 2019), San Diego, USA, November 2019. (21% acceptance rate) 

C78. Reyhaneh Jabbarvand, Jun-Wei Lin, and Sam Malek. “Search-Based Energy Testing of Android.” 
In proceedings of the 41st International Conference on Software Engineering (ICSE 2019), 
Montreal, Canada, May 2019. (21% acceptance rate) 

C77. Negar Ghorbani, Joshua Garcia, and Sam Malek. “Detection and Repair of Architectural 
Inconsistences in Java.” In proceedings of the 41st International Conference on Software 
Engineering (ICSE 2019), Montreal, Canada, May 2019. (21% acceptance rate) 

C76. Mahmoud Hammad, Joshua Garcia, and Sam Malek. “SALMA: Self-Protection of Android 
Systems from Inter-Component Communication Attacks.” In proceedings of the 33rd IEEE/ACM 
International Conference on Automated Software Engineering (ASE 2018), Montpellier, France, 
September 2018. (19% acceptance rate) 

C75. Hamid Bagheri, Jianghao Wang, Jarod Aerts, and Sam Malek. “Efficient, Evolutionary Security 
Analysis of Interacting Android Apps.” In proceedings of the 34th IEEE International Conference 
on Software Maintenance and Evolution (ICSME 2018), Madrid, Spain, September 2018. (25% 
acceptance rate - best paper nominee) 

C74. Alireza Sadeghi, Reyhaneh Jabbarvand, Negar Ghorbani, Hamid Bagheri, and Sam Malek. “A 
Temporal Permission Analysis and Enforcement Framework for Android.” In proceedings of the 
40th International Conference of Software Engineering (ICSE 2018), Gothenburg, Sweden, May 
2018. (21% acceptance rate). 

C73. Jun-Wei Lin, Reyhaneh Jabbarvand, Joshua Garcia, and Sam Malek. “Nemo: Multi-Criteria Test-
Suite Minimization with Integer Nonlinear Programming.” In proceedings of the 40th International 
Conference of Software Engineering (ICSE 2018), Gothenburg, Sweden, May 2018. (21% 
acceptance rate). 
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C72. Mahmoud Hammad, Joshua Garcia, and Sam Malek. “A Large-Scale Empirical Study on the 
Effects of Code Obfuscations on Android Apps and Anti-Malware Products.” In proceedings of the 
40th International Conference of Software Engineering (ICSE 2018), Gothenburg, Sweden, May 
2018. (21% acceptance rate).  

C71. Joshua Garcia, Mahmoud Hammad, Negar Ghorbani, and Sam Malek. “Automatic Generation of 
Inter-Component Communication Exploits for Android Applications.” In proceedings of the 11th 
Joint Meeting of the European Software Engineering Conference and the ACM SIGSOFT 
Symposium on the Foundations of Software Engineering (ESEC/FSE 2017), Paderborn, Germany, 
September 2017. (24% acceptance rate) 

C70. Alireza Sadeghi, Reyhaneh Jabbarvand, and Sam Malek. “PATDroid: Permission-Aware GUI 
Testing of Android.” In proceedings of the 11th Joint Meeting of the European Software 
Engineering Conference and the ACM SIGSOFT Symposium on the Foundations of Software 
Engineering (ESEC/FSE 2017), Paderborn, Germany, September 2017. (24% acceptance rate) 

C69. Reyhaneh Jabbarvand and Sam Malek. “µDroid: An Energy-Aware Mutation Testing Framework 
for Android.” In proceedings of the 11th Joint Meeting of the European Software Engineering 
Conference and the ACM SIGSOFT Symposium on the Foundations of Software Engineering 
(ESEC/FSE 2017), Paderborn, Germany, September 2017. (24% acceptance rate) 

C68. Alireza Sadeghi, Naeem Esfahani and Sam Malek. “Mining Mobile App Markets for Prioritization 
of Security Assessment Effort.” In proceedings of the 2nd International Workshop on App Market 
Analytics, Paderborn, Germany, September 2017. 

C67. Mahmoud Hammad, Hamid Bagheri, and Sam Malek. “DELDroid: Determination and 
Enforcement of Least-Privilege Architecture in Android.” In proceedings of the IEEE International 
Conference on Software Architecture (ICSA 2017), Gothenburg, Sweden, April 2017. (22% 
acceptance rate – best paper nominee)  

C66. Hamid Bagheri and Sam Malek. “Titanium: Efficient Analysis of Evolving Alloy Specifications.” 
In proceedings of the 24th ACM SIGSOFT International Symposium on the Foundations of Software 
Engineering (FSE 2016), Seattle, WA, November 2016. (27% acceptance rate) 

C65. Bradley Schmerl, Jeff Gennari, Alireza Sadeghi, Hamid Bagheri, Sam Malek, Javier Camara, and 
David Garlan. “Architecture Modeling and Analysis of Security in Android Systems.” In 
proceedings of the 10th European Conference on Software Architecture (ECSA 2016), Istanbul, 
Turkey, September 2016. (14% acceptance rate for full papers) 

C64. Reyhaneh Jabbarvand, Alireza Sadeghi, Hamid Bagheri, and Sam Malek. “Energy-Aware Test-
Suite Minimization for Android Apps.” In proceedings of the International Symposium on Software 
Testing and Analysis (ISSTA 2016), Saarbrücken, Germany, July 2016. (25% acceptance rate) 

C63. Hamid Bagheri, Alireza Sadeghi, Reyhaneh Jabbarvand Behrouz, and Sam Malek. “Practical, 
Formal Synthesis and Autonomic Enforcement of Security Policies for Android.” In proceedings 
of the 46th Annual IEEE/IFIP International Conference on Dependable Systems and Networks 
(DSN 2016), Toulouse, France, June 2016. (20% acceptance rate)   

C62. Nariman Mirzaei, Joshua Garcia, Hamid Bagheri, Alireza Sadeghi, and Sam Malek. “Reducing 
Combinatorics in GUI Testing of Android Applications.” In proceedings of the 38th International 
Conference on Software Engineering (ICSE 2016), Austin, TX, May 2016. (19% acceptance rate) 

C61. Eric Yuan and Sam Malek. “Mining Software Component Interactions to Detect Security Threats 
at the Architectural Level.” In proceedings of the 13th Working IEEE/IFIP Conference on Software 
Architecture (WICSA 2016), Venice, Italy, April 2016. (20% acceptance rate) 
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C60. Nariman Mirzaei, Hamid Bagheri, Riyadh Mahmood, and Sam Malek. “SIG-Droid: Automated 
System Input Generation for Android Applications.” In proceedings of the 26th IEEE International 
Symposium on Software Reliability Engineering (ISSRE 2015), Gaithersburg, MD, November 
2015. (19% acceptance rate) 

C59. Hamid Bagheri, Eunsuk Kang, Sam Malek, and Daniel Jackson. “Detection of Design Flaws in 
Android Permission Protocol through Bounded Verification.” In proceedings of the 20th 
International Symposium on Formal Methods (FM 2015), Oslo, Norway, June 2015. (26% 
acceptance rate – best paper nominee) 

C58. Ehsan Kouroshfar, Mehdi Mirakhorli, Hamid Bagheri, Lu Xiao, Sam Malek, and Yuanfang Cai. 
“A Study on the Role of Software Architecture in the Evolution and Quality of Software.” In 
proceedings of the 12th Working Conference on Mining Software Repositories (MSR 
2015), Florence, Italy, May 2015. (30% acceptance rate) 

C57. Reyhaneh Jabbarvand, Alireza Sadeghi, Joshua Garcia, Sam Malek, and Paul Ammann. 
“EcoDroid: An Approach for Energy-Based Ranking of Android Apps.” In proceedings of the 4th 
International Workshop on Green and Sustainable Software (GREENS 2015), Florence, Italy, May 
2015. 

C56. Alireza Sadeghi, Hamid Bagheri, and Sam Malek. “Analysis of Android Inter-App Security 
Vulnerabilities Using COVERT.” In proceedings of the 37th International Conference on Software 
Engineering (ICSE 2015), Demonstrations Track, Florence, Italy, May 2015.  

C55. Riyadh Mahmood, Nariman Mirzaei, and Sam Malek. “EvoDroid: Segmented Evolutionary 
Testing of Android Apps.” In proceedings of the 22nd ACM SIGSOFT International Symposium on 
the Foundations of Software Engineering (FSE 2014), Hong Kong, China, November 2014. (22% 
acceptance rate) 

C54. Sam Malek, Hamid Bagheri, and Alireza Sadeghi.” Automated Detection and Mitigation of Inter-
Application Security Vulnerabilities in Android.” In proceedings of the 2nd International Workshop 
on Software Development Lifecycle for Mobile (DeMobile 2014). Hong Kong, China, November 
2014.   

C53. Eric Yuan, Naeem Esfahani, and Sam Malek. “Automated Mining of Software Component 
Interactions for Self-Adaptation.” In proceedings of the 9th International Symposium on Software 
Engineering for Adaptive and Self-Managing Systems (SEAMS 2014), Hyderabad, India, June 
2014. (19% acceptance rate – best paper nominee) 

C52. Alireza Sadeghi, Naeem Esfahani, and Sam Malek. “Mining the Categorized Software Repositories 
to Improve the Analysis of Security Vulnerabilities.” In proceedings of the 17th International 
Conference on Fundamental Approaches to Software Engineering (FASE 2014), Grenoble, France, 
April 2014. (22% acceptance rate)   

C51. Eric Yuan, Sam Malek, Bradley Schmerl, David Garlan, and Jeff Gennari. “Architecture-Based 
Self-Protecting Software Systems.” In proceedings of the 9th International ACM SIGSOFT 
Conference on Quality of Software Architectures (QoSA 2013), Vancouver, Canada, June 2013. 

C50. Naeem Esfahani, Sam Malek, Kaveh Razavi. “GuideArch: Guiding the Exploration of 
Architectural Solution Space under Uncertainty.” In proceedings of the 35th International 
Conference on Software Engineering (ICSE 2013), San Francisco, California, May 2013. (18% 
acceptance rate) 

C49. Kyle R. Canavera, Naeem Esfahani, and Sam Malek. “Mining the Execution History of a Software 
System to Infer the Best Time for its Adaptation.” In proceedings of the 20th ACM SIGSOFT 
International Symposium on the Foundations of Software Engineering (FSE 2012), Cary, North 
Carolina, November 2012. (17% acceptance rate) 

Case 6:22-cv-01142-OLG-DTG   Document 60-5   Filed 08/16/23   Page 41 of 85



Malek Curriculum Vitae May 31, 2023 

 Page 14 of 45 

C48. Naeem Esfahani, Kaveh Razavi, Sam Malek. “Dealing with Uncertainty in Early Software 
Architecture.” In proceedings of the 20th ACM SIGSOFT International Symposium on the 
Foundations of Software Engineering (FSE 2012), New Ideas and Emerging Results track, Cary, 
North Carolina, November 2012. (20% acceptance rate)  

C47. Nariman Mirzaei, Sam Malek, Corina S. Păsăreanu, Naeem Esfahani, Riyadh Mahmood. “Testing 
Android Apps through Symbolic Execution.” In proceedings of the Java Pathfinder Workshop 
(JPF 2012), Cary, North Carolina, November 2012. 

C46. Riyadh Mahmood, Naeem Esfahani, Thabet Kacem, Nariman Mirzaei, Sam Malek, and Angelos 
Stavrou. “A Whitebox Approach for Automated Security Testing of Android Applications on the 
Cloud.” In proceedings of the 7th International Workshop on Automation of Software Test (AST 
2012), Zurich, Switzerland, June 2012.  

C45. Sam Malek, Naeem Esfahani, Thabet Kacem, Riyadh Mahmood, Nariman Mirzaei, and Angelos 
Stavrou. “A Framework for Automated Security Testing of Android Applications on the Cloud.” 
In proceedings of the 6th International Conference on Software Security and Reliability (SERE 
2012), Washington, District of Columbia, June 2012. 

C44. Eric Yuan, and Sam Malek. “A Taxonomy and Survey of Self-Protecting Software Systems.” In 
proceedings of the 7th International Symposium on Software Engineering for Adaptive and Self-
Managing Systems (SEAMS 2012), Zurich, Switzerland, June 2012. (30% acceptance rate – best 
paper nominee) 

C43. Danny Weyns, M. Usman Iftikhar, Sam Malek, and Jesper Andersson. “Claims and Supporting 
Evidence for Self-Adaptive Systems – A Literature Study.” In proceedings of the 7th International 
Symposium on Software Engineering for Adaptive and Self-Managing Systems (SEAMS 2012), 
Zurich, Switzerland, June 2012. (30% acceptance rate) 

C42. Naeem Esfahani, Ehsan Kouroshfar, and Sam Malek. “Taming Uncertainty in Self-Adaptive 
Software.” In proceedings of the 8th joint meeting of the European Software Engineering 
Conference and ACM SIGSOFT Symposium on the Foundations of Software Engineering 
(ESEC/FSE 2011), Szeged, Hungary, September 2011. (16% acceptance rate) 

C41. Pieter Vromant, Danny Weyns, Sam Malek, and Jesper Andersson. “On Interacting Control Loops 
in Self-Adaptive Systems.” In proceedings of the 6th International Symposium on Software 
Engineering for Adaptive and Self-Managing Systems (SEAMS 2011), Honolulu, Hawaii, May 
2011. (27% acceptance rate) 

C40. Ahmed Elkhodary, Naeem Esfahani, and Sam Malek. “FUSION: A Framework for Engineering 
Self-Tuning Self-Adaptive Software Systems.” In proceedings of the 18th ACM SIGSOFT 
International Symposium on the Foundations of Software Engineering (FSE 2010), Santa Fe, New 
Mexico, November 2010. (20% acceptance rate)  

C39. Deshan Cooray, Sam Malek, Roshanak Roshandel, and David Kilgore. “RESISTing Reliability 
Degradation through Proactive Reconfiguration.” In proceedings of the 25th IEEE/ACM 
International Conference on Automated Software Engineering (ASE 2010), Antwerp, Belgium, 
September 2010. (17% acceptance rate) 

C38. Naeem Esfahani, and Sam Malek. “Utilizing Architectural Styles to Enhance Adaptation Support 
in Middleware Platforms.” In proceedings of the 4th European Conference on Software 
Architectures (ECSA 2010), Copenhagen, Denmark, August 2010. 

C37. Deshan Cooray, Sam Malek, and Roshanak Roshandel. “Context-Driven Optimization of Mobile 
Service-Oriented Systems for Improving their Resilience.” In proceedings of the IEEE 
International Workshop on Engineering Mobile Service-Oriented Systems (EMSOS 2010), Miami, 
FL, July 2010. 
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C36. Danny Weyns, Sam Malek, and Jesper Andersson. “FORMS: A Formal Reference Model for Self-
Adaptation.” In proceedings of the 7th IEEE International Conference on Autonomic Computing 
(ICAC 2010), Washington, DC, June 2010. (25% acceptance rate)  

C35. Daniel A. Menasce, Joao Pedro Sousa, Sam Malek, and Hassan Gomaa. “QoS Architectural 
Patterns for Self-Architecting Software Systems.” In proceedings of the 7th IEEE International 
Conference on Autonomic Computing (ICAC 2010), Washington, DC, June 2010. (25% acceptance 
rate) 

C34. Naeem Esfahani, and Sam Malek. “Social Computing Networks: A New Paradigm for Engineering 
Pervasive Software Systems.” In proceedings of the 32nd International Conference on Software 
Engineering (ICSE 2010), New Ideas and Emerging Results Track, Cape Town, South Africa, May 
2010. (25% acceptance rate) 

C33. Danny Weyns, Sam Malek, and Jesper Andersson. "On Decentralized Self-Adaptation: Lessons 
from the Trenches and Challenges for the Future." In proceedings of the ICSE workshop on 
Software Engineering for Adaptive and Self-Managing Systems (SEAMS 2010), Cape Town, South 
Africa, May 2010. 

C32. Joao Pedro Sousa, Zeynep Zengin, and Sam Malek. “Towards Multi-Design of Situated Service-
Oriented Systems.” In proceedings of the ICSE workshop on Principles of Engineering Service 
Oriented Systems (PESOS 2010), Cape Town, South Africa, May 2010. 

C31. Hassan Gomaa, Koji Hashimoto, Minseong Kim, Sam Malek, and Daniel A. Menasce. “Software 
Adaptation Patterns for Service-Oriented Architectures.” In proceedings of the 25th ACM 
Symposium on Applied Computing (SAC 2010), Dependable and Adaptive Distributed Systems 
(DADS) track, Sierre, Switzerland, March 2010. (30% acceptance rate)  

C30. Daniel A. Menasce, John M. Ewing, Hassan Gomaa, Sam Malek, and Joao P. Sousa. “A Framework 
for Utility-Based Service Oriented Design in SASSY.” In proceedings of the Joint WOSP/SIPEW 
International Conference on Performance Engineering (WOSP/SIPEW 2010), San Jose, California, 
January 2010. (25% acceptance rate) 

C29. Ahmed Elkhodary, Sam Malek, and Naeem Esfahani. “On the Role of Features in Analyzing the 
Architecture of Self-Adaptive Software Systems.” In proceedings of the 4th International Workshop 
on Models at Runtime (MRT 2009), Denver, Colorado, October 2009. (20% acceptance rate for full 
papers) 

C28. Naeem Esfahani, Sam Malek, Joao Pedro Sousa, Hassan Gomaa, and Daniel A. Menasce. “A 
Modeling Language for Activity-Oriented Composition of Service-Oriented Software Systems.” In 
proceedings of the ACM/IEEE 12th International Conference on Model Driven Engineering 
Languages and Systems (MODELS 2009), Denver, Colorado, October 2009. (16% acceptance rate)  

C27. Chiyoung Seo, George Edwards, Daniel Popescu, Sam Malek, and Nenad Medvidovic. “A 
Framework for Estimating the Energy Consumption Induced by a Distributed System's 
Architectural Style.” In proceedings of the ESEC/FSE workshop on Specification and Verification 
of Component-Based Systems (SAVCBS 2009), Amsterdam, Netherlands, August 2009. 

C26. Sam Malek, Roshanak Roshandel, David Kilgore, and Ibrahim Elhag. “Improving the Reliability 
of Mobile Software Systems through Continuous Analysis and Proactive Reconfiguration.” In 
proceedings of the International Conference on Software Engineering (ICSE 2009), New Ideas and 
Emerging Results Track, Vancouver, Canada, May 2009. (17% acceptance rate) 

C25. Jesper Anderson, Rogerio de Lemos, Sam Malek, and Danny Weyns. “Reflecting on Self-Adaptive 
Software Systems.” In proceedings of the ICSE 2009 Workshop on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2009), Vancouver, Canada, May 2009.  
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C24. Sam Malek, Naeem Esfahani, Danny Menasce, Joao Sousa, and Hassan Gomaa. “Self-Architecting 
Software Systems (SASSY) from QoS-Annotated Activity Models.” In proceedings of the ICSE 
2009 Workshop on Principles of Engineering Service-Oriented Systems (PESOS 2009), Vancouver, 
Canada, May 2009. (23% acceptance rate)  

C23. Chiyoung Seo, Sam Malek, and Nenad Medvidovic. “Component-Level Energy Consumption 
Estimation for Distributed Java-Based Software Systems.” In proceedings of the 11th International 
Symposium on Component Based Software Engineering (CBSE 2008), Karlsruhe, Germany, 
October 2008.  

C22. Sam Malek. “Dealing with the Crosscutting Structure of Software Architectural Styles.” In 
proceedings of the 32nd Annual IEEE International Computer Software and Applications 
Conference (COMPSAC 2008), Turku, Finland, July 2008. (20% acceptance rate)  

C21. Marija Mikic-Rakic, Sam Malek, and Nenad Medvidovic. “Architecture-Driven Software Mobility 
in Support of QoS Requirements.” In proceedings of the International Workshop on Software 
Architectures and Mobility (SAM 2008), Leipzig, Germany, May 2008.  

C20. Roshanak Roshandel, and Sam Malek. “Refining Reliability Estimation of Mobile Software 
Systems.” In proceedings of the International Workshop on Software Architectures and Mobility 
(SAM 2008), Leipzig, Germany, May 2008. 

C19. Chiyoung Seo, Sam Malek, and Nenad Medvidovic. “Estimating the Energy Consumption in 
Pervasive Java-Based Systems.” In proceedings of the 6th IEEE International Conference on 
Pervasive Computing and Communications (PerCom 2008), Hong Kong, March 2008. 

C18. Sam Malek. “Effective Realization of Software Architectural Styles with Aspects.” In proceedings 
of the 7th Working IEEE/IFIP Conference on Software Architecture (WICSA 2008), Vancouver, 
BC, Canada, February 2008. 

C17. Chiyoung Seo, George Edwards, Sam Malek, and Nenad Medvidovic. “A Framework for 
Estimating the Impact of a Distributed Software System’s Architectural Style on its Energy 
Consumption.” In proceedings of the 7th Working IEEE/IFIP Conference on Software Architecture 
(WICSA 2008), Vancouver, BC, Canada, February 2008.  

C16. George Edwards, Chiyoung Seo, Daniel Popescu, Sam Malek, and Nenad Medvidovic. “Self-* 
Software Architectures and Component Middleware in Pervasive Environments.” In proceedings 
of the 5th International Workshop on Middleware for Pervasive and Ad-Hoc Computing (MPAC 
2007), Newport Beach, California, November 2007. 

C15. Chiyoung Seo, Sam Malek, and Nenad Medvidovic. “An Energy Consumption Framework for 
Distributed Java-Based Systems.” In proceedings of the 22nd IEEE/ACM International Conference 
on Automated Software Engineering (ASE 2007), Atlanta, Georgia, November 2007.  

C14. Nenad Medvidovic, and Sam Malek. “Software Deployment Architecture and Quality-of-Service 
in Pervasive Environments.” In proceedings of the International Workshop on the Engineering of 
Software Services for Pervasive Environments (ESSPE 2007), Dubrovnik, Croatia, September 
2007.  

C13. Sam Malek, Chiyoung Seo, Sharmila Ravula, Brad Petrus, and Nenad Medvidovic. 
“Reconceptualizing a Family of Heterogeneous Embedded Systems via Explicit Architectural 
Support.” In proceedings of the 29th International Conference on Software Engineering (ICSE 
2007), Minneapolis, Minnesota, May 2007. (25% acceptance rate)  

C12. Chiyoung Seo, Sam Malek, George Edwards, Nenad Medvidovic, Brad Petrus, and Sharmila 
Ravula. “Exploring the Role of Software Architecture in Dynamic and Fault Tolerant Pervasive 
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Systems.” In proceedings of the Workshop on Software Engineering of Pervasive Computing 
Applications, Systems and Environments (SEPCASE 07), Minneapolis, Minnesota, May 2007. 

C11. George Edwards, Sam Malek, and Nenad Medvidovic. “Scenario-Driven Dynamic Analysis of 
Distributed Architectures.” In proceedings of the 10th International Conference on Fundamental 
Approaches to Software Engineering (FASE 2007), Braga, Portugal, March 2007. (15% acceptance 
rate)  

C10. Sam Malek, Chiyoung Seo, and Nenad Medvidovic. “Tailoring an Architectural Middleware 
Platform to a Heterogeneous Embedded Environment.” In proceedings of the 6th International 
Workshop on Software Engineering and Middleware (SEM 2006), Portland, Oregon, November 
2006. 

C9. Sam Malek. “A User-Centric Framework for Improving a Distributed Software System’s 
Deployment Architecture.” In proceedings of the doctoral track at the 14th ACM SIGSOFT 
Symposium on Foundation of Software Engineering (FSE 2006), Portland, Oregon, November 
2006. 

C8. Sam Malek, Chiyoung Seo, Sharmila Ravula, Brad Petrus, and Nenad Medvidovic. “Providing 
Middleware-Level Facilities to Support Architecture-Based Development of Software Systems in 
Pervasive Environments.” In proceedings of the 4th International Workshop on Middleware for 
Pervasive and Ad-Hoc Computing (MPAC 2006), Melbourne, Australia, November 2006. 

C7. Sam Malek, Marija Mikic-Rakic, and Nenad Medvidovic. “A Decentralized Redeployment 
Algorithm for Improving the Availability of Distributed Systems.” In proceedings of the 3rd 
International Conference on Component Deployment (CD 2005), Grenoble, France, November 
2005.  

C6. Marija Mikic-Rakic, Sam Malek, and Nenad Medvidovic. “Improving Availability in Large, 
Distributed, Component-Based Systems via Redeployment.” In proceedings of the 3rd International 
Conference on Component Deployment (CD 2005), Grenoble, France, November 2005.  

C5. Christian Mattmann, Sam Malek, Nels Beckman, Marija Mikic-Rakic, Nenad Medvidovic, and 
Daniel Crichton. “GLIDE: A Grid-based Lightweight Infrastructure for Data-intensive 
Environments.” In proceedings of the European Grid Conference (EGC 2005), Amsterdam, 
Netherlands, February 2005. 

C4. Sam Malek, Marija Mikic-Rakic, Nenad Medvidovic. “An Extensible Framework for Autonomic 
Analysis and Improvement of Distributed Deployment Architectures.” In proceedings of the ACM 
SISGSOFT Workshop on Self-Managed Systems (WOSS 2004), Newport Beach, California, 
October 2004. 

C3. Marija Mikic-Rakic, Sam Malek, Nels Beckman, and Nenad Medvidovic. “A Tailorable 
Environment for Assessing the Quality of Deployment Architectures in Highly Distributed 
Settings.” In proceedings of the 2nd International Conference on Component Deployment (CD 
2004), Edinburgh, Scotland, May 2004.  

C2. Marija Mikic-Rakic, Sam Malek, Nels Beckman, and Nenad Medvidovic. “Improving Availability 
of Distributed Event-Based Systems via Run-Time Monitoring and Analysis.” In proceedings of 
the Twin Workshop on Architecting Dependable Systems (WADS 2004), Edinburgh, UK, May 
2004, and Florence, Italy, June 2004.  

C1. Nenad Medvidovic, Sam Malek, and Marija Mikic-Rakic. “Software Architectures and Embedded 
Systems.” In proceedings of the Monterey Workshop on Software Engineering for Embedded 
Systems, Chicago, Illinois, September 24-26, 2003. 
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6.3 BOOK CHAPTERS 

B9. Sam Malek, Hamid Bagheri, Joshua Garcia, and Alireza Sadeghi. “Security and Software 
Engineering.” In Handbook of Software Engineering, Editors Kyo Chul Kang, Richard Taylor, and 
Sungdeok Cha, Springer, 1st edition, 2019.   

B8. Danny Weyns, Nelly Bencomo, Radu Calinescu, Javier Camara, Carlo Ghezzi, Vincenzo Grassi, 
Larse Grunske, Paola Inverardi, Jean-Marc Jezequel, Sam Malek, Raffaela Mirandola, Marco Mori, 
Giordano Tamburrelli. “Perpetual Assurances for Self-Adaptive Systems.” In Software 
Engineering for Self-Adaptive Systems 3, Editors R. de Lemos, D. Garlan, C. Ghezzi, and H. Giese, 
Lecture Notes in Computer Science, Springer, 2017.     

B7. Sam Malek, Kyle Canavera, and Naeem Esfahani. “Automated Inference Techniques to Assist with 
the Construction of Self-Adaptive Software.” In Managing Trade-offs in Adaptable Software 
Architectures. Editors I. Mistrik, N. Ali, J. Grundy, R. Kazman, and B. Schmerl. Elsevier, 2016. 

B6. Naeem Esfahani, and Sam Malek. “Uncertainty in Self-Adaptive Software Systems.” In Software 
Engineering for Self-Adaptive Systems 2, Editors R. de Lemos, H. Giese, H. Müller, and M. Shaw. 
Lecture Notes in Computer Science Hot Topics, Springer, 2013.  

B5. Danny Weyns, Bradley Schmerl, Vincenzo Grassi, Sam Malek, Raffaela Mirandola, Christian 
Prehofer, Jochen Wuttke, Jesper Andersson, Holger Giese, and Karl Goschka. “On Patterns for 
Decentralized Control in Self-Adaptive Systems.” In Software Engineering for Self-Adaptive 
Systems 2, Editors R. de Lemos, H. Giese, H. Müller, and M. Shaw. Lecture Notes in Computer 
Science Hot Topics, Springer, 2012. 

B4. Rogerio de Lemos, Holger Giese, Hausi Muller, Mary Shaw, Jesper Andersson, Luciano Baresi, 
Basil Becker, Nelly Bencomo, Yuriy Brun, Bojan Cikic, Ron Desmarais, Schahram Dustdar, 
Gregor Engels, Kurt Geihs, Karl M. Goeschka, Alessandra Gorla, Vincenzo Grassi, Poala 
Inverardi, Gabor Karsai, Jeff Kramer, Marin Litoiu, Antonia Lopes, Jeff Magee, Sam Malek, Serge 
Mankovskii, Raffaela Mirandola, John Mylopoulos, Oscar Nierstrasz, Mauro Pezze, Christian 
Prehofer, Wilhelm Schafer, Wilhelm Schlichting, Bradley Schmerl, Dennis B. Smith, Joao P. 
Sousa, Gabriel Tamura, Ladan Tahvildari, Norha M. Villegas, Thomas Vogel, Danny Weyns, 
Kenny Wong, Jochen Wuttke. “Software Engineering for Self-Adaptive Systems: A second 
Research Roadmap.” In Software Engineering for Self-Adaptive Systems 2, Editors R. de Lemos, 
H. Giese, H. Müller, and M. Shaw. Lecture Notes in Computer Science Hot Topics, Springer, 2012.  

B3. Jesper Andersson, Rogerio de Lemos, Sam Malek, and Danny Weyns. “Modeling Dimensions of 
Self-Adaptive Software Systems.” In Software Engineering for Self-Adaptive Systems, Editors B. 
H. C. Cheng, R. de Lemos, H. Giese, P. Inverardi, and J. Magee, Lecture Notes in Computer 
Science Hot Topics, Springer, 2009.  

B2. Betty H. C. Cheng, Rogério de Lemos, Holger Giese, Paola Inverardi, Jeff Magee, Jesper 
Andersson, Basil Becker, Nelly Bencomo, Yuriy Brun, Bojan Cukic, Giovanna Di Marzo 
Serugendo, Schahram Dustdar, Anthony Finkelstein, Cristina Gacek, Kurt Geihs, Vincenzo Grassi, 
Gabor Karsai, Holger M. Kienle, Jeff Kramer, Marin Litoiu, Sam Malek, Raffaela Mirandola, 
Hausi A. Müller, Sooyong Park, Mary Shaw, Matthias Tichy, Massimo Tivoli, Danny Weyns, Jon 
Whittle. “Software Engineering for Self-Adaptive Systems: A Research Roadmap.” In Software 
Engineering for Self-Adaptive Systems, Editors B. H. C. Cheng, R. de Lemos, H. Giese, P. 
Inverardi, and J. Magee, Lecture Notes in Computer Science, Springer, 2009.  

B1. Sam Malek, Nels Beckman, Marija Mikic-Rakic, and Nenad Medvidovic. “A Framework for 
Ensuring and Improving Dependability in Highly Distributed Systems.” In Architecting 
Dependable Systems III, Editors R. de Lemos, C. Gacek, and A. Romanowski, Springer Verlag, 
October 2005. 
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6.4 EDITED BOOKS AND JOURNALS 

E2. Danny Weyns, Sam Malek, Jesper Andersson, and Bradley Schmerl. “Introduction to the Special 
Issue on the State of the Art in Engineering Self-Adaptive Software Systems.” Journal of Systems 
and Software (JSS), Vol. 85, No. 12, pages 2675-2677, December 2012.  

E1. Danny Weyns, Sam Malek, Rogerio de Lemos, and Jesper Andersson, eds. “Self-Organizing 
Architectures.” Lecture Notes in Computer Science (LNCS), Springer Verlag, Vol. 6090, 300 pages, 
September 2009. ISBN: 978-3-642-14411-0 

6.5 DISSERTATION  

• Sam Malek. “A User-Centric Approach for Improving a Distributed Software System’s Deployment 
Architecture.” PhD thesis. Computer Science Department, University of Southern California, 2007.  

7 TEACHING  

7.1 UNIVERSITY OF CALIFORNIA, IRVINE 

• INF 117 – Projects in Software System Design 
Terms: Fall 2020, Fall 2021, Fall 2022 
Upper-division undergraduate course for several majors within ICS 
 

• INF 124 / CompSci 137 – Internet Applications Engineering 
Terms: Spring 2016, Spring 2017, Spring 2018, Spring 2019, Spring 2021, Spring 2022 
Upper-division undergraduate course for several majors within ICS 
 

• SWE 221 – Software Architecture 
Terms: Fall 2016, Fall 2017, Fall 2018, Fall 2019, Fall 2022 
Graduate-level core course for Software Engineering M.S. and Ph.D. students  
 

• SWE 264P – Distributed Software Architecture 
Terms: Winter 2020, Winter 2021, Winter 2022, Winter 2023 
Graduate-level core course for Software Engineering MSWE student 
 

• INF 291S – Literature Survey in Software Engineering 
Terms: Fall 2017, Spring 2018, Fall 2018, Spring 2019, Fall 2019, Spring 2020 
Graduate-level seminar course for Software Engineering M.S. and Ph.D. students 

7.2 GEORGE MASON UNIVERSITY 

• SWE 699 / CS 795 / IT 821 – Software Architecture Research Issues 
Terms taught: Spring 2010 
Graduate-level elective course for M.S. and Ph.D. level students 
 

• SWE 699 / CS 795 / IT 821 – Service-Oriented Architecture   
Terms taught: Spring 2009, Fall 2011 
Graduate-level elective course for M.S. and Ph.D. level students  
 

• SWE 622 – Distributed Software Engineering 
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Terms taught: Fall 2007, Spring 2008, Fall 2008, Fall 2009, Spring 2010, Spring 2011, Fall 2011, 
Spring 2012, Fall 2012, Spring 2013, Fall 2013, Spring 2014 
Graduate-level core course for the M.S. degree in Software Engineering 
 

• SWE 443 – Software Architectures 
Terms taught: Spring 2013 
Upper-division undergraduate course for BS CS and BS ACS majors 

7.3 UNIVERSITY OF SOUTHERN CALIFORNIA 

• CS 589 – Software Engineering for Embedded Systems  
Teaching Assistant, Fall 2003; Guest Lecturer, Fall 2004-2006 
 

• CS 377 – Introduction to Software Engineering  
Guest Lecturer, Fall 2006 

8 SUPERVISED STUDENTS AND RESEARCHERS 

8.1 POSTDOCTORAL ASSOCIATES 

ALUMNI 
• Joshua Garcia 

July 2014 – June 2018 
First employment: Assistant Professor, University of California Irvine 

• Hamid Bagheri 
September 2013 – August 2016 
First employment: Assistant Professor, University of Nebraska Lincoln  

• Yonghee Shin 
August 2012 – May 2013 
First employment: Folio Investing  

8.2 DOCTORAL DISSERTATION COMMITTEE CHAIR 

CURRENT  
• Abdulaziz Alshayban 

Status: passed topic proposal 
• Forough Mehralian 

Status: advanced to candidacy 
• Syed Fatiul Huq 

Status: started in Fall 2021 

ALUMNI 
• Navid Salehnamadi 

Graduation date: December 2022 
First employment: Tesla  
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• Negar Ghorbani 
Graduation date: August 2022 
First employment: Meta  

• Jun-Wei Lin 
Graduation date: August 2021 
First employment: MGM Resort International 

• Reyhaneh Jabbarvand 
Graduation date: June 2020 
First employment: Assistant Professor, University of Illinois Urbana-Champaign 

• Mahmoud Hammad 
Graduation date: August 2018 
First employment: Assistant Professor, Jordan University of Science and Technology 

• Alireza Sadeghi 
Graduation date: December 2017 
Dissertation title: Efficient Permission-Aware Analysis of Android Apps 
First employment: Google Inc. 

• Nariman Mirzaei 
Graduation date: August 2016 
Dissertation title: Automated Input Generation Techniques for Testing Android Applications 
First employment: Videology 

• Ehsan Kouroshfar 
Graduation date: May 2016 
Dissertation title: An Empirical Study of the Interplay Between Architecture and Software Quality 
Using Evolutionary History of Software 
First employment: Appian Corporation 

• Eric Yuan 
Graduation date: May 2016 
Dissertation title: Architecture-Based Self-Protecting Software Systems 
First employment: Aerospace Corporation 

• Riyadh Mahmood 
Graduation date: May 2015 
Dissertation title: An Evolutionary Approach for System Testing of Android Applications 
First employment: Harris Corporation 

• Naeem Esfahani 
Graduation date: August 2014 
Dissertation title: Management of Uncertainty in Self-Adaptive Software 
First employment: Google Inc. 

• Ahmed Elkhodary 
Graduation date: December 2011 
Dissertation title: A Learning-Based Approach for Engineering Feature-Oriented Self-Adaptive 
Software Systems 
First employment: U.S. Securities and Exchange Commission 
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8.3 MASTERS DISSERTATION COMMITTEE CHAIR 

CURRENT  
• Ziyao He 

Graduation date: TBD 
Dissertation title: TBD 

• Pooja Naresh Bhatia 
Graduation date: TBD 
Dissertation title: TBD 

ALUMNI 
• Faraz Yazdani 

Graduation date: August 2020 
Dissertation title: Deep-GUI: Towards Platform-Independent UI Input Generation with Deep 
Reinforcement Learning 

• Deshan A. Cooray 
Graduation date: August 2010 
Dissertation title: Resisting Reliability Degradation through Proactive Reconfiguration 
First employment: Verisign Inc. 

8.4 DOCTORAL ADVANCEMENT AND DISSERTATION COMMITTEE MEMBER 

• Yuqi Huai    Advisor: Joshua Garcia  UCI  2022 
• Yasaman Razeghi   Advisor: Sameer Singh  UCI  2022 
• Andrew Truelove   Advisor: Iftekhar Ahmed UCI  2021 
• Jiri Gesi    Advisor: Iftekhar Ahmed UCI  2021 
• Arda Unal    Advisor: Joshua Garcia  UCI  2021, 2022 
• Zhihao Yao    Advisor: Ardalan Amir Sani UCI  2020 
• Farnaz Behrang   Advisor: Alessandro Orso Georgia Tech 2020 
• Farima Farmahinifarahani  Advisor: Cristina Lopes  UCI  2019, 2022 
• Sumaya Almanee   Advisor: Joshua Garcia  UCI  2019, 2022 
• Seyed Mohammad Seyed Talebi Advisor: Ardalan Amir Sani UCI  2019 
• Yingtong Liu   Advisor: Ardalan Amir Sani UCI  2019 
• Julian Lettner   Advisor: Michael Franz  UCI  2018 
• Vaibhav Saini   Advisor: Cristina Lopes  UCI  2018 
• Di Yang    Advisor: Cristina Lopes  UCI  2019 
• Rohan Achar   Advisor: Cristina Lopes  UCI  2019, 2020 
• Yang Feng    Advisor: James Jones  UCI  2019 
• Alexios Voulimeneas  Advisor: Michael Franz  UCI  2018 
• Gabriel Moreno   Advisor: David Garlan  CMU  2017 
• Hsin-Chung Chen   Advisor: Pai Chou  UCI  2016 
• Jing Guan    Advisor: Jeff Offutt  GMU  2015 

Case 6:22-cv-01142-OLG-DTG   Document 60-5   Filed 08/16/23   Page 50 of 85



Malek Curriculum Vitae May 31, 2023 

 Page 23 of 45 

• John D. Mcdowall   Advisor: Larry Kerschberg  GMU  2014 
• Quyen L. Nguyen   Advisor: Arun Sood  GMU  2014 
• Nan Li    Advisor: Jeff Offutt  GMU  2014 
• Ahmed Abu Jbara   Advisor: Alexander Levis GMU  2013 
• Antti Evesti    Advisor: Jukka Riekki  U. of Oulu 2013  
• Sander van der Burg  Advisor: Eelco Visser  Delft U. 2013 
• Zhaohui Wang   Advisor: Angelos Stavrou GMU  2012 
• Julie Street, 2011   Advisor: Hassan Gomaa  GMU  2011 
• Mohammad Abu-Matar  Advisor: Hassan Gomaa  GMU  2011 

8.5 MASTERS DISSERTATION COMMITTEE MEMBER  

• Canyang Shi   Advisor: Joshua Garcia  UCI   2022 
• Aaron Matthews   Advisor: Joshua Garcia  UCI   2021 
• Xiaochen Yu   Advisor: Cristina Lopes  UCI   2021 
• Shrijith Venkatramana  Advisor: Cristina Lopes  UCI   2021 
• Thomas Kwak   Advisor: Andre van der Hoek UCI   2017 
• Andrea Renika Souza  Advisor: Cristina Lopes  UCI   2016 
• Xiang Shen    Advisor: Joao Sousa  GMU   2013 
• Muhammad Faraz Rafi  Advisor: Alexander Levis GMU   2010 
• Koji Hashimoto   Advisor: Hassan Gomaa  GMU   2010 

9 FORMAL PRESENTATIONS 

P56. Invited talk — Test of Time Award: FUSION: a Framework for Engineering Self-Tuning Self-
Adaptive Software Systems, 27th ACM Joint European Software Engineering Conference and 
Symposium on the Foundations of Software Engineering (ESEC/FSE), Sacramento, CA, 
November 2020.  

P55. Invited talk — The Threat in Your Pocket: Trends, Challenges, and Solutions in Mobile 
Application Security, ACM OC Chapter, Irvine, CA, May 2020.  

P54. Invited talk — Mining Architectural Information to Stem Technical Debt, Google, Venice, CA, 
June 2019. 

P53. Invited talk — Mobile Application Security. CPRI-ISR IoT Security Symposium, Irvine, CA, May 
2019.  

P52. Invited talk — Testing and Analysis Techniques for Improving the Quality of Android Apps. 
Google, Mountain View, CA, March 2019.  

P51. Keynote — The Threat in Your Pocket: Trends, Challenges, and Solutions in Mobile Application 
Security. 25th Australasian Software Engineering Conference (ASWEC) and Australasian 
Software Week (ASW), November 2018.  

P50. Advancing Energy Testing of Android Apps. Futurewei Academia Test Forum. Dallas, TX, 
September 2018. 
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P49. Missteps in Framework Design: Consequences and Solutions. Institute for Software Research 
Forum, UC Irvine, June 2018. 

P48. Mining Mobile App Markets for Prioritization of Security Assessment Effort. International 
Workshop on App Market Analytics (WAMA 2017), Paderborn, Germany, September 2017. 

P47. Tools for Automated Detection and Assessment of Security Vulnerabilities in Mobile 
Applications. Department of Homeland Security’s Cyber Security Division R&D Showcase and 
Technical Workshop, Washington DC, July 2017. 

P46. Keynote — Android Security from a Software Architectural Perspective. IEEE International 
Conference on Software Architecture (ICSA 2017), Gothenburg, Sweden, April 2017. 

P45. Energy-Aware Test-Suite Minimization for Android Apps. International Symposium on Software 
Testing and Analysis (ISSTA 2016), Saarbrücken, Germany, July 2016. 

P44. Mobile App Security: Detection and Family Identification of the Malice in your Pocket. Institute 
for Software Research Forum, UC Irvine, May 2016.  

P43. Detection and Family Identification of Android Malware. Department of Homeland Security's 
Cyber Security Division R&D Showcase and Technical Workshop, Washington, DC, February 
2016. 

P42. SIG-Droid: Automated System Input Generation for Android Applications. 26th 
IEEE International Symposium on Software Reliability Engineering (ISSRE 2015), Gaithersburg, 
MD, November 2015. 

P41. Detection and Family Identification of Android Malware. NII Shonan Meeting – Mobile App 
Store Analytics, Kanagawa, Japan, October 2015.  

P40. Automated Detection of Android Inter-Application Vulnerabilities. DHS SWAMP/SQA PI 
meeting, Atlanta, May 2015. 

P39. A Tool for Automated Detection of Inter-Application Security Vulnerabilities in Android. National 
Security Agency, College Park, Maryland, March 2015.  

P38. Automated Analysis and Testing of Mobile Software. University of California Irvine. Computer 
Science Department. March 2015. 

P37. Automated Analysis and Testing of Mobile Software. University of Southern California. 
Computer Science Department. February 2015.  

P36. Automated Analysis and Testing of Mobile Software. College of William and Mary. Computer 
Science Department. February 2015.  

P35. Automated Analysis and Testing of Mobile Software. George Mason University. Computer 
Science Department. February 2015.  

P34. Invited Talk — Automated Detection and Mitigation of Inter-Application Security Vulnerabilities 
in Android. 2nd International Workshop on Software Development Lifecycle for Mobile. Hong 
Kong, China, November 2014. 

P33. Automated Mining of Software Component Interactions for Self-Adaptation. 9th International 
Symposium on Software Engineering for Adaptive and Self-Managing Systems (SEAMS 2014). 
Hyderabad, India, June 2014. 

P32. Keynote — Toward the Making of Software that Learns to Manage Itself. 27th Brazilian 
Symposium on Software Engineering (SBES 2013), Brasilia, Brazil, October 2013.   

P31. Invited Speaker — Automated Security Testing of Mobile Applications. FedMobileCamp hosted 
by NGA/InnoVision, Reston, VA, August 2013. 

P30. Invited Talk — A Framework for Improving a Distributed Software System’s Deployment 
Architecture. Delft University of Technology, Delft, Netherlands, June 2013.   
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P29. Keynote — The Secret Sauce for Succeeding in your PhD Research and Beyond. 35th 
International Conference on Software Engineering (ICSE 2013), Doctoral Symposium track, San 
Francisco, CA, May 2013.  

P28. Automated Security Testing and Analysis of Smartphone Applications. National Security Agency, 
George Mason University, Fairfax, VA, August 2012 

P27. Automated Security Testing of Android Applications for the Military App Store. DARPA 
Computer Science Study Panel, Arlington, VA, April 2012 

P26. Invited Talk — Guided Exploration of the Architectural Solution Space in the Face of 
Uncertainty. Lockheed Martin Architects Workshop, Littleton, Colorado, August 2011 

P25. Taming Uncertainty in Self-Adaptive Software. 8th joint meeting of the European Software 
Engineering Conference and ACM SIGSOFT Symposium on the Foundations of Software 
Engineering (ESEC/FSE 2011), Szeged, Hungary, September 2011 

P24. Invited Talk — Engineering Self-Adaptive Software Systems. Virginia Polytechnic Institute and 
State University, Falls Church, VA, February 2011 

P23. Invited Talk — Engineering Self-Adaptive Software Systems. Sharif University, Tehran, Iran, 
December 2010 

P22. FUSION: A Framework for Engineering Self-Tuning Self-Adaptive Software Systems. 18th ACM 
SIGSOFT International Symposium on the Foundations of Software Engineering (FSE 2010), 
Santa Fe, NM, November 2010 

P21. Reliability Degradation through Proactive Reconfiguration. 25th IEEE/ACM International 
Conference on Automated Software Engineering (ASE 2010), Antwerp, Belgium, September 
2010 

P20. Utilizing Architectural Styles to Enhance Adaptation Support in Middleware Platforms. 4th 
European Conference on Software Architectures (ECSA 2010), Copenhagen, Denmark, August 
2010 

P19. Context-Driven Optimization of Mobile Service-Oriented Systems for Improving their Resilience. 
IEEE International Workshop on Engineering Mobile Service-Oriented Systems (EMSOS 2010), 
Miami, FL, July 2010 

P18. Social Computing Networks: A New Paradigm for Engineering Pervasive Software Systems. 32nd 
International Conference on Software Engineering (ICSE 2010), New Ideas and Emerging 
Results Track, Cape Town, South Africa, May 2010 

P17. Self-Architecting Software Systems (SASSY) from QoS-Annotated Activity Models. International 
Workshop on Principles of Engineering Service Oriented Systems (PESOS 2009), Vancouver, 
Canada, May 2009 

P16. Component-Level Energy Consumption Estimation for Distributed Java-Based Software Systems. 
International Symposium on Component Based Software Engineering (CBSE 2008), Karlsruhe, 
Germany, October 2008 

P15. Dealing with the Crosscutting Structure of Software Architectural Styles. IEEE International 
Computer Software and Applications Conference (COMPSAC), Turku, Finland, July 2008 

P14. Architecture-Driven Software Mobility in Support of QoS Requirements. International Workshop 
on Software Architectures and Mobility (SAM), Leipzig, Germany, May 2008 

P13. Effective Realization of Software Architectural Styles with Aspects. Working IEEE/IFIP 
Conference on Software Architecture (WICSA 2008), Vancouver, BC, Canada, February 2008 
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P12. A Framework for Estimating the Impact of a Distributed Software System’s Architectural Style on 
its Energy Consumption. Working IEEE/IFIP Conference on Software Architecture (WICSA 
2008), Vancouver, BC, Canada, February 2008 

P11. Architecture-Driven Software Mobility in Support of QoS Requirements. Dagstuhl Seminar 08031 
on Software Engineering for Self-Adaptive Systems, Saarbrucken, Germany, January 2008 

P10. Reconceptualizing a Family of Heterogeneous Embedded Systems via Explicit Architectural 
Support. International Conference on Software Engineering (ICSE 2007), Minneapolis, 
Minnesota, May 2007 

P9. A User-Centric Framework for Improving a Distributed Software System’s Deployment 
Architecture. Doctoral track of the Symposium on Foundations of Software Engineering (FSE 
2006), Portland, Oregon, November 2006 

P8. Tailoring an Architectural Middleware Platform to a Heterogeneous Embedded Environment. 
International Workshop on Software Engineering and Middleware (SEM 2006), Portland, 
Oregon, November 2006 

P7. A Decentralized Redeployment Algorithm for Improving the Availability of Distributed Systems. 
International Conference on Component Deployment (CD 2005), Grenoble, France, November 
2005 

P6. Improving Availability in Large, Distributed, Component-Based Systems via Redeployment. 
International Conference on Component Deployment (CD 2005), Grenoble, France, November 
2005 

P5. A User-Centric Approach for Improving a Distributed Software System’s Deployment 
Architecture. USC Center for Software Engineering Annual Research Review, Los Angeles, 
California, March 2005 

P4. An Extensible Framework for Autonomic Analysis and Improvement of Distributed Deployment 
Architectures. ACM SISGSOFT Workshop on Self-Managed Systems (WOSS 2004), Newport 
Beach, California, October 2004 

P3. A Tailorable Environment for Assessing the Quality of Deployment Architectures in Highly 
Distributed Settings. Second International Conference on Component Deployment (CD 2004), 
Edinburgh, Scotland, May 2004 

P2. Improving Availability of Distributed Event-Based Systems via Run-Time Monitoring and 
Analysis. Workshop on Architecting Dependable Systems (WADS 2004) held in conjunction with 
the International Conference on Software Engineering (ICSE 2004), Edinburgh, Scotland, May 
2004 

P1. Improving System Availability in Distributed Environments. USC Center for Software 
Engineering Annual Research Review, Los Angeles, CA, March 2004  

10 PROFESSIONAL SERVICE 

10.1 EDITORIAL BOARDS AND STEERING COMMITTEES  

E6. Associate Editor, ACM Transactions on Software Engineering and Methodology 
(March 2018 – present) 

E5. Associate Editor, ACM Transactions on Autonomous and Adaptive Systems 
(Nov 2017 – present) 
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E4. Associate Editor, Springer Computing Journal 
(February 2011 – present) 

E3. Member, Steering Committee, IEEE International Conference on Software Architecture 
(April 2019 – May 2022) 

E2. Member, Steering Committee, International Symposium on Software Engineering for Adaptive 
and Self-Managing Systems 
(June 2015 – May 2019) 

E1. Associate Editor, IEEE Transactions on Software Engineering 
(February 2014 – February 2018) 

10.2 CONFERENCE AND WORKSHOP ORGANIZATION 

O31. Workshop Co-Chair, International Conference on Software Engineering (ICSE 2023), 
Melbourne, Australia, May 2023 

O30. Co-Organizer, 4th International Workshop on Advances in Mobile App Analysis (A-Mobile 
2021), Ann Arbor, Michigan, October 2022 

O29. Sponsorship Co-Chair, International Conference on Software Engineering (ICSE 2022), 
Pittsburgh, PA, May 2022 

O28. Co-Organizer, 4th International Workshop on Advances in Mobile App Analysis (A-Mobile 
2021), Melbourne, Australia, November 2021 

O27. Co-Organizer, 3rd International Workshop on Advances in Mobile App Analysis (A-Mobile 
2020), Melbourne, Australia, September 2020  

O26. Technical Briefings Co-Chair, 42nd International Conference on Software Engineering (ICSE 
2020), Seoul, South Korea, May 2020 

O25. Program Co-Chair, IEEE International Conference on Software Architecture (ICSA 2020), 
Salvador, Brazil, March 2020 

O24. Co-Organizer, 2nd International Workshop on Advances in Mobile App Analysis (A-Mobile 
2019), San Diego, CA, November 2019  

O23. Co-Organizer, 2nd International Workshop on Establishing a Community-Wide Infrastructure for 
Architecture-Based Software Engineering (ECASE 2019), Montreal, Canada, May 2019 

O22. Co-Organizer, International Workshop on Advances in Mobile App Analysis (A-Mobile 2018), 
Montpellier, France, September 2018 

O21. Program Co-Chair, 5th IEEE/ACM International Conference on Mobile Software Engineering and 
Systems (MobileSoft 2018), Visions Track, Gothenburg, Sweden, May 2018 

O20. Co-Organizer, NSF Sponsored Workshop on Infrastructures and Instruments for Software 
Architecture (REINFORCE), Urbana-Champaign, Illinois, October 2017 

O19. Program Co-Chair, 11th IEEE International Conference on Self-Adaptive and Self-Organizing 
Systems (SASO 2017), Tucson, Arizona, September 2017 

O18. Awards Chair, 39th International Conference on Software Engineering (ICSE 2016), Buenos 
Aires, Argentina, May 2017 

O17. Program Co-Chair, International Workshop on Establishing the Community-Wide Infrastructure 
for Architecture-Based Software Engineering (ECASE 2017), Buenos Aires, Argentina, May 
2017 
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O16. Program Chair, 11th International Symposium on Software Engineering for Adaptive and Self-
Managing Systems (SEAMS 2016), Austin, Texas, May 2016 

O15. Tutorial Co-Chair, 10th Joint Meeting of European Software Engineering Conference and the 
ACM SIGSOFT Symposium on the Foundations of Software Engineering (ESEC/FSE 2015), 
Bergamo, Italy, August 2015 

O14. Proceedings Chair, 22nd International Symposium on the Foundations of Software Engineering 
(FSE 2014), Hong Kong, China, November 2014 

O13. Tutorial Chair, 11th Working IEEE/IFIP Conference on Software Architecture (WICSA 2014), 
Sydney, Australia, April 2014 

O12. Program Chair, 4th ACM SIGSOFT International Symposium on Architecting Critical Systems 
(ISARCS 2013), Vancouver, Canada, June 2013 

O11. Internet Chair, 35th International Conference on Software Engineering (ICSE 2013), San 
Francisco, California, May 2013 

O10. Publicity Chair, 6th IEEE International Conference on Self-Adaptive and Self-Organizing 
Systems (SASO 2012), Lyon, France, September 2012 

O9. Workshop Chair, Joint 10th Working IEEE/IFIP Conference on Software Architecture (WICSA 
2012) and 6th European Conference on Software Architecture (ECSA 2012), Helsinki, Finland, 
August 2012 

O8. Publicity Chair, 5th International Conference on Self-Adaptive and Self-Organizing Systems 
(SASO 2011), Ann Arbor, Michigan, October 3-7 2011 

O7. Posters Chair, 33rd International Conference on Software Engineering (ICSE 2011), Honolulu, 
Hawaii, May 21-28, 2011 

O6. Co-editor, special issue of the Journal of Systems and Software on “State of the Art in Self-
Adaptive Software Systems”, tentative publication date of December 2011 

O5. North America Regional Editor, International Journal of Software Architecture, 2010-2014 

O4. Co-Organizer, ICAC International Workshop on Self-Organizing Architectures (SOAR 2010), 
Cambridge, UK, June 7, 2010 

O3. Co-editor, “Self-Organizing Architectures”, Lecture Notes in Computer Science, Springer Verlag, 
vol. 6090, 300 pages, September 2009, ISBN: 978-3-642-14411-0 

O2. Co-Organizer, WICSA/ECSA International Workshop on Self-Organizing Architectures (SOAR 
2009), Cambridge, UK, Sep 14, 2009 

O1. GMU Software Engineering Seminar Series, 2007- 2015 
http://cs.gmu.edu/~smalek/seminar.html 

10.3 PROGRAM COMMITTEE AND PANEL MEMBERSHIP 

S120. Program Committee Member, 46th International Conference on Software Engineering (ICSE 
2014), Lisbon, Portugal, April 2024.  

S119. Program Committee Member, 22nd ACM Joint European Software Engineering Conference and 
Symposium on the Foundations of Software Engineering (ESEC/FSE 2023), San Francisco, CA, 
November 2023. 

S118. Program Committee Member, 10th International Conference on Mobile Software Engineering and 
Systems (MobileSoft 2023), Melbourne, Australia, May 2023 
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S117. Program Committee Member, 20th IEEE International Conference on Software Architecture 
(ICSA 2023), L'aquila, Italy, March 2023.  

S116. Program Committee Member, 21st ACM Joint European Software Engineering Conference and 
Symposium on the Foundations of Software Engineering (ESEC/FSE 2022), Singapore, 
November 2022 

S115. Program Committee Member, 37th IEEE/ACM International Conference on Automated Software 
Engineering (ASE 2022), Ann Arbor, Michigan, October 2022 

S114. Program Committee Member, 44th International Conference on Software Engineering, Doctoral 
Symposium (ICSE-DS 2022), Pittsburgh, PA, May 2022 

S113. Program Committee Member, 17th International Symposium on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2022), Pittsburgh, PA, May 2022 

S112. Program Committee Member, 19th IEEE International Conference on Software Architecture 
(ICSA 2022), Honolulu, Hawaii, March 2022 

S111.  Program Committee Member, ACM Joint European Software Engineering Conference and 
Symposium on the Foundations of Software Engineering (ESEC/FSE 2021), Athens, Greece, 
August 2021 

S110. Program Committee Member, International Conference on Software Engineering Journal First 
track (ICSE-JF 2021), , Madrid, Spain, May 2021 

S109. Program Committee Member, 8th IEEE/ACM International Conference on Mobile Software 
Engineering and Systems (MOBILESOFT 2021), Madrid, Spain, May 2021 

S108. Panelist, National Science Foundation, May 2021  

S107. Program Committee Member, 4th International Workshop on User Interface Test Automation and 
Testing Techniques for Event-Based Software (INTUITESTBEDS 2021), Porto de Galinha, 
Brazil, April 2021 

S106. Program Committee Member, 18th IEEE International Conference on Software Architecture 
(ICSA 2021), Stuttgart, Germany, March 2021 

S105. Program Committee Member, Language and Tools for Next Generation Testing Workshop 
(LANGETI 2020), Sacramento, CA, November 2020 

S104. Program Committee Member, 11th International Workshop on Automated Software Testing (A-
Test 2020), Sacramento, CA, November 2020 

S103. Program Committee Member, 15th European Conference on Software Architecture (ECSA 2020), 
L’Aquila, Italy, September 2020 

S102. Editor-in-Chief ACM Transactions on Autonomous and Adaptive Systems Search Committee 
Member, September 2020 

S101. Program Committee Member, 3rd International Conference on Science of Cyber Security (SciSec 
2020), Shanghai, China, August 2020   

S100. Program Committee Member, 42nd ACM/IEEE International Conference on Software 
Engineering (ICSE 2020), Seoul, South Korea, May 2020 

S99. Program Committee Member, 3rd International Workshop on User Interface Test Automation and 
Testing Techniques for Event-Based Software (INTUITESTBEDS 2020), Porto, Portugal, March 
2020 
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S98. Program Committee Member, 2nd International Workshop on Software Security from Design to 
Deployment (SEAD 2019), San Diego, CA, November 2019 

S97. Program Committee Member, 14th European Conference on Software Architecture (ECSA 2019), 
Paris, France, September 2019 

S96. Program Committee Member, 10th International Workshop on Automated Software Testing (A-
Test 2019), Tallinn, Estonia, August 2019 

S95. Program Committee Member, 2nd International Conference on Science of Cyber Security (SciSec 
2019), Nanjing, China, August 2019 

S94. Program Committee Member, 41st ACM/IEEE International Conference on Software Engineering 
(ICSE 2019), Montreal, Canada, May 2019 

S93. Program Committee Member, 6th IEEE/ACM International Conference on Mobile Software 
Engineering and Systems (MOBILESOFT 2019), Montreal, Canada, May 2019 

S92. Program Committee Member, 14th Symposium on Software Engineering for Adaptive and Self-
Managing Systems (SEAMS 2019), Doctoral Track, Montreal, Canada, May 2019 

S91. Program Committee Member, 1st International Workshop on Self-Protecting Systems (SPS 2019), 
Umea, Sweden, April 2019 

S90. Program Committee Member, 2nd International Workshop on User Interface Test Automation and 
Testing Techniques for Event-Based Software (INTUITESTBEDS 2019), Xi’an, China, April 
2019 

S89. Program Committee Member, IEEE International Conference on Software Architecture (ICSA 
2019), Hamburg, Germany, March 2019.  

S88. Program Committee Member, 26th ACM Joint European Software Engineering Conference and 
Symposium on the Foundations of Software Engineering (ESEC/FSE 2018), Lake Buena Vista, 
Florida, November 2018 

S87. Program Committee Member, 1st International Workshop on Architectural Knowledge for Self-
Adaptive Systems (AKSAS 2018), Madrid, Spain, September 2018 

S86. Program Committee Member, 12th Workshop on Distributed Software Development, Software 
Ecosystems and Systems-of-Systems (WDES 2018), Madrid, Spain, September 2018 

S85. Program Committee Member, 12th IEEE International Conference on Adaptive and Self-
Organizing Systems (SASO 2018), Trento, Italy, September 2018 

S84. Program Committee Member, 12th European Conference on Software Architecture (ECSA 2018), 
Madrid, Spain, September 2018 

S83. Program Committee Member, 12th Workshop on Distributed Software Development, Software 
Ecosystems and Systems-of-Systems (WDES 2018), Madrid, Spain, September 2018 

S82. Program Committee Member, 1st International Workshop on Architecture Knowledge for Self-
Adaptive Systems (AKSAS 2018), Madrid, Spain, September 2018 

S81. Program Committee Member, 4th International Workshop on User-Interface Test Automation and 
8th International Workshop on Testing Techniques for Event-based Software (INTUITESTBEDS 
2018), Amsterdam, Netherlands, July 2018 

S80. Program Committee Member, 40th International Conference on Software Engineering (ICSE 
2018), Demonstrations Track, Gothenburg, Sweden, May 2018 
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S79. Program Committee Member, 40th International Conference on Software Engineering (ICSE 
2018), Software Engineering in Society Track, Gothenburg, Sweden, May 2018 

S78. Program Committee Member, 5th IEEE/ACM International Conference on Mobile Software 
Engineering and Systems (MOBILESOFT 2018), Gothenburg, Sweden, May 2018 

S77. Program Committee Member, 13th International Symposium on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2018), Gothenburg, Sweden, May 2018 

S76. Program Committee Member, 1st International Workshop on Security Awareness from Design to 
Deployment (SEAD 2018), Gothenburg, Sweden, May 2018 

S75. Program Committee Member, IEEE International Conference on Software Architecture (ICSA 
2018), Seattle, USA, April 2018 

S74. Program Committee Member, 11th European Conference on Software Architecture (ECSA 2017), 
Canterbury, UK, September 2017 

S73. Program Committee Member, 2nd Workshop on Engineering Collective Adaptive Systems (eCAS 
2017), Tucson, Arizona, September 2017 

S72. Search Committee Member, Editor in Chief Search Committee for the ACM Transactions on 
Autonomous and Adaptive Systems, January 2017-June 2017 

S71. Program Committee Member, 4th IEEE/ACM International Conference on Mobile Software 
Engineering and Systems (MOBILESOFT 2017), Buenos Aires, Argentina, May 2017 

S70. Program Committee Member, 39th International Conference on Software Engineering (ICSE 
2017), Buenos Aires, Argentina, May 2017 

S69. Program Committee Member, Joint 5th International Workshop on Software Engineering for 
Systems-of-Systems and 11th Workshop on Distributed Software Development, Software 
Ecosystems and Systems-of-Systems (SESOS/WDES 2017), Buenos Aires, Argentina, May 2017 

S68. Program Committee Member, 12th International Symposium on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2017), Buenos Aires, Argentina, May 2017 

S67. Program Committee Member, International Conference on Software Architecture (ICSA 2017), 
Gothenburg, Sweden, April 2017 

S66. Program Committee Member, International Workshop on App Market Analytics (WAMA 2016), 
Seattle, WA, November 2016 

S65. NSF Panel Member, Computing and Communication Foundations, Arlington, VA, September 
2016 

S64. Program Committee Member, 10th International Conference on Self-Adaptive and Self-
Organizing Systems (SASO 2016), Augsburg, Germany, September 2016 

S63. Program Committee Member, 10th European Conference on Software Architecture (ECSA 
2016), Istanbul, Turkey, September 2016 

S62. Program Committee Member, 13th IEEE International Conference on Autonomic Computing 
(ICAC 2016), Wurzburg, Germany, July 2016 

S61. Program Committee Member, 38th International Conference on Software Engineering (ICSE 
2016), Workshop Proposals, Austin, Texas, May 2016 

S60. Program Committee Member, IEEE/ACM International Conference on Mobile Software 
Engineering and Systems (MOBILESoft 2016), Doctoral Symposium, Austin, Texas, May 2016 
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S59. Program Committee Member, International Workshop on Bringing Architecture Design Thinking 
into Developers' Daily Activities (BRIDGE 2016), Austin, Texas, May 2016 

S58. Program Committee Member, 4th International Workshop on Software Engineering for System-
of-Systems (SESoS 2016), Austin, Texas, May 2016 

S57. Program Committee Member, Symposium and Bootcamp on the Science of Security (HotSoS 
2016), Pittsburgh, PA, April 2016 

S56. Program Committee Member, 13th Working IEEE/IFIP Conference on Software Architecture 
(WICSA 2016) and 10th Federated Conference Series on Component-Based Software 
Engineering and Software Architecture (CompArch 2016), Venice, Italy, April 2016 

S55. Program Committee Member, 3rd International Workshop on Software Development Lifecycle 
for Mobile (DeMobile 2015), Bergamo, Italy, August 2015 

S54. Program Committee Member, 9th European Conference on Software Architecture (ECSA 2015), 
Dubrovnik, Croatia, September 2015 

S53. Program Committee Member, 9th IEEE International Conference on Self-Adaptive and Self-
Organizing Systems (SASO 2015), Cambridge, MA, September 2015 

S52. Program Committee Member, 19th International Software Product Line Conference (SPLC 
2015): New Directions in Systems and Software Product Line Engineering, Nashville, TN, July 
2015 

S51. Program Committee Member, Symposium and Bootcamp on the Science of Security (HotSoS 
2015), Urbana-Champaign, IL, April 2015 

S50. Program Committee Member, 37th International Conference on Software Engineering (ICSE 
2015), Florence, Italy, May 2015 

S49. NSF Panel Member, Computing and Communication Foundations, Arlington, VA, May 2015. 

S48. Program Committee Member, 12th Working IEEE/IFIP Conference on Software Architecture 
(WICSA 2015), Montreal, Canada, May 2015 

S47. Program Committee Member, 10th International Symposium on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2015), Florence, Italy, May 2015 

S46. Program Committee Member, 9th International Workshop on Models at Runtime (MRT 2014), 
Valencia, Spain, September 2014 

S45. Program Committee Member, 5th Testing Techniques and Experimentation Benchmarks for 
Event-Driven Software (TESTBEDS 2014), Vasteras, Sweden, September 2014 

S44. Program Committee Member, 8th European Conference on Software Architecture (ECSA 2014), 
Vienna, Austria, August 2014 

S43. Program Committee Member, IEEE 2nd International Workshop on Engineering Mobile Service 
Oriented Systems (EMSOS 2014), Anchorage, AL, June 2014 

S42. Program Committee Member, 4th International Workshop on the Twin Peaks of Requirements 
and Architecture (TwinPeaks 2014), Hyderabad, India, June 2014 

S41. Program Committee Member, 2nd International Workshop on the Engineering of Mobile-Enabled 
Systems (MOBS 2014), Hyderabad, India, June 2014 

S40. Program Committee Member, 36th International Conference on Software Engineering (ICSE 
2014), Hyderabad, India, June 2014 
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S39. Program committee Member, 9th International Symposium on Software Engineering for 
Adaptive and Self-Managing Systems (SEAMS 2014), Hyderabad, India, June 2014 

S38. Program Committee Member, 11th Working IEEE/IFIP Conference on Software Architecture 
(WICSA 2014), Sydney, Australia, April 2014 

S37. Program Committee Member, Workshop on Architecting Mobile-Enabled Systems (AMeS 
2014), Sydney, Australia, April 2014 

S36. Program Committee Member, Coordination Models, Languages and Applications track, 29th 
ACM Symposium on Applied Computing (SAC 2014), Gyeongju, Korea, March 2014 

S35. NSF Panel Member, Secure and Trustworthy Computing, Arlington, VA, March 2014 

S34. Panelist, American Association for the Advancement of Science (AAAS), Maine Technology 
Institute Development Loan Program, August 2013 

S33. Program Committee Member, 7th IEEE International Conference on Self-Adaptive and Self-
Organizing Systems (SASO 2013), Philadelphia, USA, September 2013 

S32. Program Committee Member, International Workshop on Software Engineering for Systems-of-
Systems (SESoS 2013), Montpellier, France, July 2013 

S31. Program Committee Member, 7th European Conference on Software Architecture (ECSA 2013), 
Montpellier, France, July 2013 

S30. Program Committee Member, 3rd International Workshop on the Twin Peaks of Requirements 
and Architecture (TwinPeaks 2013), Rio de Janeiro, Brazil, July 2013 

S29. Program Committee Member, International Workshop on the Engineering of Mobile-Enabled 
Systems (MOBS 2013), San Francisco, CA, May 2013 

S28. Program Committee Member, 4th International Workshop on Software Engineering for Sensor 
Network Applications (SESENA 2013), San Francisco, CA, May 2013 

S27. Program Committee Member, 2nd International Workshop on the Twin Peaks of Requirements 
and Architecture (TwinPeaks 2013), San Francisco, CA, May 2013 

S26. NSF Panel Member, Computing and Communication Foundations, Arlington, VA, January 2013 

S25. Program Committee Member, Coordination Models, Languages and Applications track, 28th 
ACM Symposium on Applied Computing (SAC 2013), Coimbra, Portugal, January 2013 

S24. Program Committee Member, 1st International Workshop on the Twin Peaks of Requirements 
and Architecture (TwinPeaks 2012), Chicago, Illinois, September 2012 

S23. Program Committee Member, 1st International Workshop on Adaptive Service Ecosystems: 
Nature and Socially Inspired Solutions (ASENSIS 2012), Lyon, France, September 2012 

S22. Program Committee Member, 20th International Symposium on the Foundations of Software 
Engineering (FSE 2012), New Ideas and Emerging Results Track, Research Triangle Park, North 
Carolina, November 2012 

S21. Program Committee Member, 6th IEEE International Conference on Self-Adaptive and Self-
Organizing Systems (SASO 2012), Lyon, France, September 2012 

S20. Program Committee Member, Joint 10th Working IEEE/IFIP Conference on Software 
Architecture (WICSA 2012) and 6th European Conference on Software Architecture (ECSA 
2012), Helsinki, Finland, August 2012 
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S19. Program Committee Member, Workshop on Architectures and Platforms for Knowledge 
Discovery from Data, Helsinki, Finland, August 2012 

S18. Program Committee Member, 15th International ACM SIGSOFT Symposium on Component 
Based Software Engineering (CBSE 2012), Bertinoro, Italy, June 2012 

S17. Program Committee Member, 2nd Workshop on Developing Tools as Plug-ins (TOPI 2012), 
Zurich, Switzerland, June 2012 

S16. Program Committee Member, 34th International Conference on Software Engineering (ICSE 
2012), New Ideas and Emerging Results Track, Zurich, Switzerland, June 2012 

S15. Program Committee Member, 5th International Conference on Self-Adaptive and Self-Organizing 
Systems (SASO 2011), Ann Arbor, Michigan, October 3-7 2011 

S14. Program Committee Member, 25th Brazilian Symposium on Software Engineering (SBES), São 
Paulo, Brazil, September 26-30 2011 

S13. NSF Panel Member, Computer Networks and Systems core, Arlington, VA, March 2011 

S12. Program Committee Member, 5th European Conference on Software Architecture (ECSA 2010), 
Essen, Germany, September 13-16 2011 

S11. Program Committee Member, 33rd International Conference on Software Engineering (ICSE 
2011), ACM Student Research Competition, Honolulu, Hawaii, May 21-28 2011 

S10. Program Committee Member, 1st International Workshop on Engineering Mobile Service 
Oriented Systems (EMSOS), Miami, Florida, July 5 2010 

S9. Program Committee Member, 4th European Conference on Software Architecture (ECSA 2010), 
Copenhagen, Denmark, August 23-26, 2010 

S8. Program Committee Member, 33rd International Conference on Software Engineering (ICSE 
2011), Technical/Research Track, Honolulu, Hawaii, May 21-28, 2011 

S7. Program Committee Member, 3rd IEEE International Conference on Self-Adaptive and Self-
Organizing Systems (SASO 2009), San Francisco, CA, September 14-18, 2009 

S6. NSF Panel Member, Cyber Physical Systems, Arlington, VA, May 2009 

S5. Program Committee Member, International Workshop on Software Architectures and Mobility 
(SAM 2009), Vancouver, Canada, May 2009 

S4. Program Committee Member, Special Session on Software Architecture for Pervasive Systems 
(SAPS), 34th Euromicro Conference in Parma, Italy, September 3-5, 2008 

S3. Program Committee Member, International Conference on Software Engineering Research and 
Practice (SERP'06), Las Vegas, Nevada, June 2006 

S2. Program Committee Member, ISR Graduate Student Research Symposium, Irvine, California, 
June 2005 

S1. Program Committee Member, 39th Hawaiian International Conference on System Sciences, 
Kauai, Hawaii, January 2006 

10.4 REFEREE AND REVIEWER SERVICE  

R22. Journal of Computer Security, 2014 

R21. Elsevier Journal of Pervasive and Mobile Computing, 2014 
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R20. Journal of Computer Science and Technology, 2012 

R19. ACM Transactions on Autonomous and Adaptive Systems, 2010, 2013, 2014, 2015, 2018, 2019 

R18. International Journal of Software and Systems Modeling, 2010 

R17. Journal of Empirical Software Engineering, 2010 

R16. IEEE Computer, 2009 

R15. Journal of Systems and Software, 2009, 2010, 2011, 2012 

R14. ACM Transactions on Software Engineering and Methodology, 2008, 2011, 2012, 2013, 2017 

R13. European Journal of Information Systems, 2008 

R12. Enterprise Information Systems, 2008 

R11. ACM Computing Surveys, 2007, 2008, 2009 

R10. International Software Technology Journal, 2007, 2010, 2016 

R9. IEEE Transactions on Software Engineering, 2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014 

R8. IET Software, 2007, 2008, 2009 

R7. IEEE Software, 2006, 2007, 2008, 2018 

R6. International Working Conference on Software Architecture, outside reviewer, 2007 

R5. International Working Conference on Component Deployment, outside reviewer, 2005 

R4. International Workshop on Software Engineering and Middleware, outside reviewer, 2005 

R3. International Symposium on Component-based Software Engineering, outside reviewer, 2004 - 
2006 

R2. Twin Workshops on Architecting Dependable Systems (WADS), outside reviewer, May 2004 

R1. ACM SISGSOFT Workshop on Self-Managed Systems (WOSS), outside reviewer, October 2004 

11 UNIVERSITY SERVICE 

U21. Director, Graduate Assistance in Areas of National Need Fellowship, UCI, 2021-2025 

U20 Bren Chair Hiring Committee, Informatics Department, UCI, 2022-2023 

U19 MSWE Steering/Admissions Committee, School of Information and Computer Sciences, 2021-
2023 

U18 Distinctions and Awards Committee, School of Information and Computer Sciences, 2021-2023 

U17 Member, Lecturer Review Board, School of Information and Computer Sciences, UCI, 2020-
2021 

U16. Chair, Software Engineering Steering Committee, School of Information and Computer Sciences, 
UCI, 2019-2020 

U15. Health Informatics Recruitment Committee, 2019-2020 

U14. Member, Executive Committee, School of Information and Computer Sciences, UCI 
2018 – 2019 
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U13. Chair, Software Engineering Steering Committee, School of Information and Computer Sciences, 
UCI 
2018 – 2019 

U12. Chair, Cybersecurity Recruitment Committee, School of Information and Computer Sciences, 
UCI 
2017-2018 

U11. Member, Software Engineering Recruitment Committee, Informatics Department, UCI 
2017-2018 

U10. Chair, Software Engineering Admissions Committee, Informatics Department, UCI 
2017 – 2018, 2022-2023 

U9. Member, Software Engineering Steering Committee, School of Information and Computer 
Sciences, UCI 
2017 – 2018 

U8. Member, Executive Committee, School of Information and Computer Sciences, UCI 
2017 – 2018 

U7. Chair, Software Engineering Steering Committee, School of Information and Computer Sciences, 
UCI 
2015 – 2017, 2019-2020 

U6. Member, Graduate Admissions and Recruitment Day Committee, Informatics Department, UCI 
2015 – 2017 

U5. Member, Development and Fundraising Committee, Informatics Department, UCI 
2015 – 2017 

U4. Member, Faculty Recruitment, Computer Science Department, GMU 
2013, 2015 

U3. Member, PhD Admission, Computer Science Department, GMU 
2012 – 2015 

U2. Chair, Software Engineering Seminar Series, Computer Science Department, GMU 
2008 – 2015 

U1. Member, MS-SWE Admissions & Policy, Computer Science Department, GMU 
2007 – 2015 

12 PROFESSIONAL ASSOCIATIONS  

• Association for Computing Machinery (ACM)  
• ACM Special Interest Group on Software Engineering (SIGSOFT) 
• Institute of Electrical and Electronics Engineers (IEEE)  

13 CONSULTING  

• March 2011 – May 2016 Institute for Defense Analyses 
• June 2013 – present  Quandary Peak Research 
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14 LITIGATION CONSULTING 

L54. Attentive Mobile, Inc. v. 317 Labs, Inc. d/b/a Emotive; Stodge Inc. d/b/a Postscript 
Retaining party: Attentive Mobile, Inc.  
Venue: District of Delaware 
Case No.: 1:22-cv-01163-CJB; 1:23-cv-087-CJB 
Counsel: King and Spalding 
Nature of suit: Intellectual Property – Patent 
May 2023 – present 

L53. Teresa E. Mendez Villegas, et al. v. Duarte Nursery, Inc.  
Retaining party: Duarte Nursery, Inc. 
Venue: Superior Court of California, County of Stanislaus  
Case No.: 2014212 
Counsel: Brunn and Flynn 
Nature of suit: Class Action 
April 2023 – present 

L52. Alarm.com v. Vivint, Inc.  
Retaining Party: Alarm.com 
Venue: Eastern District of Texas; and American Arbitration Association 
Case No.: 2:23-cv-00004-JRG-RSP; AAA No. 01-22-0004-5525 
Counsel: Cravath, Swaine & Moore LLP 
Nature of suit: Intellectual Property – Patent 
March 2023 – present 

L51. Vector Flow, Inc. v. HID Global Corp. 
Retaining Party: HID Global Corp. 
Venue: USPTO Patent Trial and Appeal Board 
Case No.: IPR2023-00353 
Counsel: Morgan, Lewis & Bockius LLP 
Nature of suit: Intellectual Property – Patent 
February 2023 – present 

L50. Wildseed Mobile LLC v. Google LLC et al.  
Retaining party: Wildseed Mobile LLC 
Venue: Norther District of California 
Case No.: 3:22-cv-04928 
Counsel: Kramer Day Alberti Lim Tonkovich & Belloli LLP 
Nature of suit: Intellectual Property – Patent 
January 2023 – present 

L49. Datanet LLC v. Microsoft Corporation; and Dropbox Inc. 
Retaining party: Datanet LLC 
Venue: Western District of Washington 
Case No.: 2:22-cv-01545-TL; 6:22-cv-01142-OLG 
Counsel: Messner Reeves LLP 
Nature of suit: Intellectual Property – Patent 
December 2022 – present 

L48. Austin Recht et al. v. TikTok Inc. (f/k/a Musical.ly, Inc.); ByteDance Inc.; Beijing Douyin 
Information Service Co. Ltd. a/k/a ByteDance Technology Co. Ltd.; and Douyin Ltd. a/k/a 
ByteDance Ltd. 
Retaining party: Austin Recht et al. 
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Venue: Central District of California 
Case No.: 2:22-cv-8613 
Counsel: Baron and Budd, P.C. 
Nature of suit: Class Action 
December 2022 – present 

L47. The Receivership Estate of AudienceScience Inc. et al v. Google LLC et al. 
Retaining party: The Receivership Estate of AudienceScience et al 
Venue: Northern District of California 
Case No.: 5:22-cv-04756-EJD 
Counsel: Kramer Day Alberti Lim Tonkovich & Belloli LLP 
Nature of suit: Intellectual Property – Patent 
October 2022 – present 

L46. Dairy, LLC v. Milk Moovement, Inc.  
Retaining party: Dairy, LLC 
Venue: Eastern District of California 
Case No.: 2:21-cv-02233-WBS-AC 
Counsel: Willkie Farr & Gallagher LLP 
Nature of suit: Intellectual Property – Trade Secret 
October 2022 – present 

L45. Webroot Inc. and Open Text Inc. v. Forcepoint LLC; AO Kaspersky Lab; Crowdstrike Inc. 
and Crowdstrike Holdings Inc.; Sophos Ltd; and Trend Micro Inc. 
Retaining party: Webroot, Inc. and Open Text, Inc.  
Venue: Western District of Texas, Waco Division 
Case No.: 22-cv- 00342, 22-cv-00243; No. 22-cv-00241; 22-cv-00240; 22-cv-00239 
Counsel: King & Spalding 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on December 1, 2022 
October 2022 – present 

L44. Ascension Data & Analytics LLC v. Pairprep, Inc. et al.  
Retaining party: Pairprep, Inc.  
Venue: American Arbitration Association 
Case No.: 01-20-0019-3241 
Counsel: Kwun Bhansali Lazarus LLP 
Nature of suit: Intellectual Property – Trade Secret 
Deposition testimony on October 27, 2022 
Arbitration testimony on December 7, 2022 
July 2022 – December 2022 

L43. GoTV Streaming LLC v. Netflix 
Retaining party: GoTV Streaming LLC 
Venue: Central District of California 
Case No.: 2-22-CV-07556 
Counsel: Alavi & Anaipakos PPLC 
Nature of suit: Intellectual Property – Patent 
June 2022 – present 

L42. Broadband iTV, Inc. v. Comcast Corporation; Comcast Cable Communications, LLC; 
NBCUniversal Media, LLC; Charter Communications, Inc., Charter Communications 
Operating, LLC, Charter Communications Holding Company, LLC; Spectrum 
Management Holding Company, LLC; Altice USA, Inc.; CSC Holding, LLC; Cablevision 
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Systems Corp 
Retaining party: Broadband iTV 
Venue: International Trade Commission 
Case No.: 337-TA-1315 
Counsel: Kramer Day Alberti Lim Tonkovich & Belloli LLP 
Nature of suit: Intellectual Property – Patent 
June 2022 – October 2022 

L41. Palmetto Solar, LLC v. Dvinci Energy, Inc. and Walid Halty 
Retaining party: Dvinci Energy, Inc. and Walid Halty 
Venue: Court of Chancery of the State of Delaware 
Case No.: Confidential Filing 
Counsel: Ray and Counsel, P.C.; The Williams Law Firm, P.A. 
Nature of suit: Intellectual Property – Trade Secret 
April 2022 – May 2022    

L40. Daedalus Blue, LLC v. Microsoft Corporation 
Retaining party: Daedalus Blue, LLC 
Venue: Western District of Texas, Waco Division 
Case No.: 6:20-CV-01152-ADA 
Counsel: Bunsow De Mory LLP 
Nature of suit: Intellectual Property – Patent 
January 2022 – October 2022 

L39. Morton v. Henry County 911 Emergency Communications, Harris Systems USA, et al.  
Retaining party: Harris Systems USA 
Venue: Circuit Court of Henry County, Missouri 
Case No.: 19CA-CC00256 
Counsel: Patton & Ryan LLC 
Nature of suit: Personal Injury 
Deposition testimony on October 21, 2021 
October 2021 – November 2021 

L38. Wapp Tech Limited Partnership and Wapp Tech Corp. v. Bank of America, N.A.; and 
Wells Fargo Bank, N.A. 
Retaining party: Wapp Tech Limited Partnership and Wapp Tech Corp 
Venue: Eastern District of Texas, Sherman Division 
Case No.: 4:21-cv-00670-ALM; 4:21-cv-00671-ALM 
Counsel: Heim Payne & Chorush, LLP; Ahmad, Zavitsanos & Mensing PC 
Nature of suit: Intellectual Property – Patent 
August 2021 – November 2022 

L37. Daedalus Blue, LLC v. MicroStrategy Incorporated 
Retaining party: Daedalus Blue, LLC 
Venue: Eastern District of Virginia, Norfolk Division 
Case No.: 20-cv-00551-RCY-RJK 
Counsel: Bunsow De Mory LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on September 1 and 2, 2022  
July 2021 – present 

L36. Scorpcast, LLC dba HaulStars v. MG Freesites Ltd 
Retaining party: Scorpcast, LLC dba HaulStars 
Venue: Eastern District of Texas, Marshall Division 
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Case No.: 2:20-CV-00193-JRG-RSP 
Counsel: Williams Simons & Landis PLLC 
Nature of suit: Intellectual Property – Patent 
April 2021 – August 2021 

L35. Express Mobile Inc. vs. Slack Technologies Inc.; Salesforce.com Inc.; Facebook Inc.; and 
eBay Inc. 
Retaining party:  Express Mobile Inc.  
Venue: Western District of Texas, Waco Division; USPTO Patent Trial and Appeal Board 
Case No.: 3:21-cv-02001-RS; 3:20-cv-08461-WHO; 6:20-cv-00803-ADA; 6:20-cv-802-ADA 
Inter Partes Review No: IPR2021-01224, IPR2021-01226 
Counsel: Feinberg Day Kramer Alberti Lim Tonkovich & Belloli LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on April 26, 2022 
April 2021 – present 

L34. AudioEye Inc. v. Accessibe Ltd.   
Retaining party: AudioEye 
Venue: Western District of Texas, Waco Division; USPTO Patent Trial and Appeal Board 
Case No.: 6:20-cv-00997-ADA 
Inter Partes Review No: IPR2021-00797 
Counsel: Knobbe Martens 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on April 26, 2022 
March 2021 – September 2022 

L33. United Services Automobile Association v. PNC Bank N.A.  
Retaining party: United Services Automobile Association 
Venue: Eastern District of Texas, Marshal Division; USPTO Patent Trial and Appeal Board 
Case No.: 2:20-CV-00319-JRG 
Inter Partes Review No: IPR2021-01248, IPR, IPR2021-01163 
Counsel: Irell & Manella LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on January 13, 2022 and March 18, 2022 
Trial testimony on September 15, 2022 
March 2021 – September 2022 

L32.  Global eTicket Exchange Ltd. v. Ticketmaster L.L.C., and Live Nation Worldwide, Inc.  
Retaining party: Global eTicket Exchange 
Venue: Western District of Texas, Waco Division 
Case No.: 6:21-cv-00399 
Counsel: Leichtman Law PLLC 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on January 26, 2023 and February 2, 2023 
Trial testimony on May 2, 2023 
February 2021 – May 2023 

L31. HEALTHeSTATE LLC v. The United States, ASM Research 
Retaining party: The United States 
Venue: The United States Court of Federal Claims 
Case No.: 18-034 
Counsel: United States Department of Justice 
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Nature of suit: Intellectual Property – Copyright 
February 2021 – January 2022 

L30. RE FormsNet LLC v. Glide Labs Inc. 
Retaining party:  Glide Labs Inc.  
Venue: Superior Court of the State of California, County of San Francisco 
Case No.: CGC-21-588988 
Counsel: Keker, Van Nest & Peters LLP 
Nature of suit: Intellectual Property – Trade Secret 
January 2021 – February 2021 

L29. Monode Marking Products, Inc. V. Columbia Marking Tools, Inc. 
Retaining party: Monode Marking Products 
Venue: Northern District of Ohio, Eastern Division 
Case No.: 1:18-cv-16 
Counsel: McDonald Hopkins 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on February 22, 2021 
January 2021 – June 2021 

L28. HOV Services Inc. v. ASG Technologies Group Inc.  
Retaining party: HOV Services Inc.  
Venue: Southern District of New York 
Case No.: 1:18-cv-09780-PKC 
Counsel: Tarter Krinsky & Drogin LLP 
Nature of suit: Breach of Contract, Software License, and Copyright 
Deposition testimony on July 30, 2021 
October 2020 – present 

L27. Wapp Tech Limited Partnership and Wapp Tech Corp v. Seattle Spinco, Inc., et al.  
Wapp Tech Limited Partnership and Wapp Tech Corp v. Wells Fargo 
Wapp Tech Limited Partnership and Wapp Tech Corp v. Bank of America 
Retaining party: Wapp Tech Limited Partnership and Wapp Tech Corp 
Venue: Eastern District of Texas, Sherman Division 
Case No.: 4:18-cv-00469-ALM; 4:18-cv-00501-ALM; 4:18-cv-00519-ALM 
Counsel: Feinberg Day Kramer Alberti Lim Tonkovich & Belloli LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on January 5, 2021 and February 19, 2021 
Trial testimony on March 2, 2021 and March 5, 2021 
October 2020 – March 2021 

L26. The Hertz Corporation v. Accenture LLP 
Retaining party: Accenture LLP 
Venue: Southern District of New York 
Case No.: 1:19-cv-03508-WHP 
Counsel: Wiggin and Dana LLP  
Nature of suit: Breach of Contract  
March 2020 – May 2020 

L25. Ameranth v. Pizza Hut, Inc., et al.  
Retaining party: Ameranth 
Venue: Southern District of California 
Case No.: 3:11-cv-01810 DMS (WVG) 
Counsel: Caldarelli Hejmanowski Page & Leer LLP, Fabiano Law Firm, P.C., Osborne Law 
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LLC, and Watts Law Offices 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on April 23, 2018, April 25, 2018, May 14, 2018, May 21, 2018, June 29, 
2018, August 31, 2018, September 4, 2018, September 11, 2018, and September 17, 2018 
January 2018 – October 2019 

L24. IPA Technologies, Inc. v. ZTE (USA), Inc. 
Retaining party: ZTE 
Venue: Southern District of California 
Case No.: 17-cv-01858-BAS-JLB 
Counsel: Brinks Gilson & Lione 
Nature of suit: Intellectual Property – Patent 
December 2017 – March 2018 

L23. Financial Information Technologies Inc. v. IControl Systems, USA, LLC 
Retaining party: IControl Systems 
Venue: Middle District of Florida, Tampa Division 
Case No: 8:17-cv-190-T-23MAP 
Counsel: Rocke McLean Sbar 
Nature of suit: Intellectual Property – Trade Secret 
Deposition testimony on January 18, 2018 
Trial testimony on February 28, 2020  
September 2017 – March 2020 

L22. Ford Motor Company v. Versata Software, Inc., F/K/A Trilogy Software, Inc. 
Retaining party: Versata Software, Inc., F/K/A Trilogy Software, Inc. 
Venue: Eastern District of Michigan, Southern Division 
Case No: 15-10628-MFL-EAS (consolidated with 15-11624-MFL-EAS) 
Counsel: Winston and Strawn LLP; Ahmad, Zavitsanos, Anaipakos, Alavi, and Mensing P.C. 
Nature of suit: Intellectual Property – Patent and Trade Secret 
Deposition testimony on December 20 and 21, 2017, and Nov 9, 2018 
Trial testimony on October 12, 13, and 14, 2022 
February 2017 – October 2022 

L21. Financial Information Technologies Inc. v. Mark Lopez 
Retaining party: Mark Lopez 
Venue: Middle District of Florida, Tampa Division 
Case No: 8:15-cv-02784-JSM-AEP 
Counsel: Rocke McLean Sbar 
Nature of suit: Intellectual Property – Trade Secret  
Deposition testimony on March 18, 2017 
January 2017 – September 2017 

L20. Alexander Yershov v. Gannett Satellite Information Network, Inc. d/b/a USA Today 
Retaining party: Gannett Satellite Information Network 
Venue: District of Massachusetts 
Case No: 1:14-cv-13112 
Counsel:  ZwillGen PLLC 
Nature of suit: Class Action  
January 2017 – March 2017 

L19. Chrome Systems Inc. v. Internet Brands Inc., Autodata Solutions Inc., et al. 
Retaining party: Chrome Systems Inc. 
Venue: Judicial Arbitration and Mediation Services, Inc. 
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Case No: 1340012931 
Counsel: Wachtell, Lipton, Rosen & Katz 
Nature of suit: Intellectual Property – Software License  
Deposition testimony on September 7, 2016 
Arbitration testimony on September 16, 2016 
June 2016 – October 2016 

L18. TiVo Inc. v. Samsung Electronics Co., Ltd., et al. 
Retaining party: TiVo Inc. 
Venue: Eastern District of Texas 
Case No: 2:15-cv-1503 
Counsel: Irell & Manella LLP 
Nature of suit: Intellectual Property – Patent 
April 2016 – December 2016 

L17. Lenovo Adware Litigation 
Retaining party: Lenovo 
Venue: Northern District of California, San Jose Division 
Case No: 5:15-md-02624-RMW 
Counsel: K&L Gates 
Nature of suit: Class Action  
April 2016 – July 2018 

L16. Ericsson Inc., et al. v TCL Communication Technology Holdings, LTD, et al. 
Retaining party: TCL 
Venue: Eastern District of Texas; USPTO Patent Trial and Appeal Board 
Case No: 2:15-cv-11 
Inter Partes Review No: IPR2015-01605  
Counsel: Sheppard Mullin Richter & Hampton LLP; Morgan, Lewis, and Bockius LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on February 1, 2016; April 14, 2016; August 29, 2016; October 6, 2017 
Trial testimony on December 6, 2017 
March 2015 – December 2017 

L15. STAR CO Ranger Digital, LLC v. Microsoft Corporation, et al. 
Retaining party: Microsoft Corporation 
Venue: Eastern District of Texas, Marshall Division 
Case No: 2:14-cv-00793 
Counsel:  Klarquist Sparkman, LLP 
Nature of suit: Intellectual Property – Patent 
March 2015 – May 2015 

L14. YYZ, LLC v. Hewlett-Packard Company 
Retaining party: Hewlett-Packard Company 
Venue: District of Delaware 
Case No: 1:13-cv-00136-SLR 
Counsel: Kenyon and Kenyon 
Nature of suit: Intellectual Property – Patent 
December 2014 – February 2015 

L13. Data Engine Technologies LLC v. International Business Machines Corporation  
Retaining party: Data Engine Technologies 
Venue: Eastern District of Texas, Tyler Division 
Case No: 6:13-cv-00858-LED 
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Counsel: Ahmad, Zavitsanos, Anaipakos, Alavi, and Mensing P.C. 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on November 23 and 24, 2015 
February 2014 – December 2015 

L12. Rockstar Consortium US LP and Netstar Technologies LLC v Google Inc. 
Retaining party: Google Inc. 
Venue: Eastern District of Texas, Marshall Division 
Case No: 2:13-cv-00893-JRG-RSP 
Counsel: Quinn Emanuel Urquhart & Sullivan LLP 
Nature of suit: Intellectual Property – Patent 
October 2014 – February 2015 

L11. Optimum Content Protection LLC v. Microsoft Corporation 
Retaining party: Optimum Content Protection 
Venue: Eastern District of Texas, Tyler Division 
Case No: 6:13-cv-00741-KNM 
Counsel: Ahmad, Zavitsanos, Anaipakos, Alavi, and Mensing P.C. 
Nature of suit: Intellectual Property – Patent 
November 2014 – December 2014 

L10. Alarm.com Inc. v. iControl Networks Inc. 
Retaining party: Alarm.com Inc. 
Venue: USPTO Patent Trial and Appeal Board 
Patent Interference No: 106,001 (HHB) 
Counsel: Fish and Richardson P.C. 
Nature of suit: Intellectual Property – Patent 
June 2014 – October 2014 

L9. Thought Inc. v. Oracle Corporation 
Retaining party: Thought Inc. 
Venue: USPTO Patent Trial and Appeal Board 
Inter Partes Review No: IPR2014-00117, IPR2014-00118, IPR2014-00119 
Counsel: Sughrue Mion PLLC 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on August 25 and 26, 2014 
May 2014 – October 2014 

L8. Steve Morsa v. Facebook, Inc. 
Retaining party: Steve Morsa 
Venue: Federal District Court, Central District of California 
Case No: 14-00161-JLS-JPR 
Counsel: Bragalone Conroy PC 
Nature of suit: Intellectual Property – Patent 
April 2014 – December 2014 

L7. United States of America v Alexander Rousseau 
Retaining party: United States of America 
Venue: Southern District of Florida 
Case No: 14-20243-KMM(s) 
Counsel: U.S. Department of Justice 
Nature of suit: Criminal 
Trial testimony on July 15, 2014  
June 2014 – July 2014 
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L6. Clori Isaac v. Geo. Mijilem & Company Inc. DBA SVM L.P., ConocoPhillips, et al. 
Retaining party: Clori Isaac 
Venue: Superior Court of California, County of Los Angeles 
Case No: BC477305 
Counsel: Selman Breitman LLP 
Nature of suit: Class Action 
April 2014 – June 2014 

L5. Miants, LLC, et al. v. Kevin Lasser, et al. 
Retaining party: Miants LLC. 
Venue: State of Michigan, Oakland County Circuit Court 
Case No: 2013-133695-CK 
Counsel: Mantese, Honigman, Rossman & Williamson, P.C. 
Nature of suit: Intellectual Property 
April 2014 – June 2014 

L4. Motorola Mobility Inc. v. Apple Inc. 
Retaining party: Motorola Mobility Inc. 
Venue: U.S. District Court for the Southern District of Florida 
Case No: 1:12-cv-20271-RNS 
Counsel: Quinn Emanuel Urquhart & Sullivan LLP 
Nature of suit: Intellectual Property – Patent 
December 2013 – May 2014 

L3. iControl Networks Inc. v. Alarm.com Inc., et al. 
Retaining party: Alarm.com Inc. 
Venue: U.S. District Court for the Eastern District of Virginia 
Case No: 13-834 (LMB/IDD) (E.D. Va.) 
Counsel: Cravath, Swaine & Moore LLP 
Nature of suit: Intellectual Property – Patent 
Deposition testimony on December 13, 2013 
September 2013 – December 2013 

L2. United States ex rel. Hooper v. Lockheed Martin Corporation 
Retaining party: United States ex rel. Hooper 
Venue: U.S. District Court for the Central District of California 
Case No: 2:08-cv-00561BRO(PJWx) 
Counsel: The Cullen Law Firm PLLC 
Nature of suit: False Claims Act 
August 2013 – January 2014 

L1. Lotchinbek Samatov, Jakhongir Samatov, and SSD Software Solutions v. AirShowBuzz 
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vant for the duration of a certain phenomenon, and can thus have 
low persistence, going away when it is no longer needed. For 
example a message stating that the printer is out of paper should 
be removed automatically once the problem has been fixed. Other 
feedback needs to have medium persistence and stay on the screen 
until the user explicitly acknowledges it. An example in this cate­
gory would be a message stating that the user's output had been 
rerouted to another printer because of some problem with the 
printer specified by the user. Finally, a few types of feedback may 
be so important that they require high persistence, remaining a 
permanent part of the interface. An example might be the indica­
tion of remaining free space on a hard disk. 

Response Time 

Feedback becomes especially important in case the system has long 
response times for certain operations. The basic advice regarding 
response times has been about the same for many years [Miller 
1968; Card et al. 1991]: 

• 0.1 second is about the limit for having the user feel that the 
system is reacting instantaneously, meaning that no special feed­
back is necessary except to display the result. 

• 1.0 second is about the limit for the user's flow of thought to stay 
uninterrupted, even though the user will notice the delay. 
Normally, no special feedback is necessary during delays of 
more than 0.1 but less than 1.0 second, but the user does lose the 
feeling of operating directly on the data. 

• 10 seconds is about the limit for keeping the user's attention 
focused on the dialogue. For longer delays, users will want to 
perform other tasks while waiting for the computer to finish, so 
they should be given feedback indicating when the computer 
expects to be done. Feedback during the delay is especially 
important if the response time is likely to be highly variable, 
since users will then not know what to expect. 

Normally, response times should be as fast as possible, but it is also 
possible for the computer to react so fast that the user cannot keep 
up with the feedback. For example, a scrolling list may move so 
fast that the user cannot stop it in time for the desired element to 
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Escape key n. A key on a computer keyboard that sends the escape (ESC) 
character to the computer. In many applications, the Escape key moves the 
user back one level in the menu structure or exits the program. See also 
Clear key. 
Esc key n. See Escape key. 
ESD n. See electronic software distribution, electrostatic discharge. 
ESDI n . Acronym for Enhanced Small Device Interface. A device that al­
lows disks to communicate with computers at high speeds. ESDI drives typi­
cally transfer data at about 10 Mbps, but they are capable of doubling that 
speed. 
ESP n. See enhanced serial port. 
e-text n. Short for electronic text. A book or other text-based work that is 
available online in an electronic media format. An e-text can be read online 
or downloaded to a user's computer for offline reading. See also ezine. 
Ethernet n. 1. An IEEE 802.3 standard for contention networks. Ethernet 
uses a bus or star topology and relies on the form of access known as Car­
rier Sense Multiple Access with Collision Detection to regulate communica­
tions line traffic . Network nodes are linked by coaxial cable, by fiber-optic 
cable, or by twisted-pair wiring. The Ethernet standard provides for base­
band transmission at 10 Mbps. See also 10Base2, 10Base5, l0BaseF, 
l0BaseT, baseband, bus network, coaxial cable, contention, IEEE, star net­
work, twisted-pair cable. 2. A widely used local area network system devel­
oped by Xerox in 1976, from which the IEEE 802.3 standard was developed. 
etiquette n. See netiquette . 
ETX n. See end-of-text. 
EULA n. See End-User License Agreement. 
even parity n. See parity . . 
event n. An action or occurrence, often generated by the user, to which a 
program might respond-for example, a key press, a button click, or a mouse 
movement. See also event-driven programming. 
event-driven adj. Of, pertaining to, or being software that accomplishes its 
purpose by responding to externally caused events, such as the user press­
ing a key or clicking a mouse button. For example, an event-driven data 
entry form allows the user to click on and edit any field at any time rather 
than forcing the user to step through a fixed sequence of prompts. 
event-driven programming n. A type of programming in which the pro­
gram constantly evaluates and responds to sets of events, such as key presses 
or mouse movements. Event-driven programs are typical of most graphical 
user interfaces. See also event. 
exchangeable disk n. See removable disk. 
exchange sort n. See bubble sort. 
exclusive OR n . A Boolean operation that yields a result of true (1) if and 
only if one of its operands is true (1) and the other is false (0). Acronym: EOR. 
Also called XOR. See also Boolean operator, truth table. Compare AND, OR. 
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