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Nguyen, Cupertino, CA (US) between network connection processors. The data packet

processors each include a data processing engine configured

Correspondence Address: to perform a data processing function over data contained

GERALD B ROSENBERG within predetermined data packets. The network connection

NEW TECH LAW processors include network interfaces coupleable to external

285 HAMILTON AVE data transmission networks and provide for the selective

SUITE 520 routing of said predetermined data packets through said data

PALO ALTO, CA 94301 (US) switch fabric to load balance the processing of the prede-

termined data packets by the plurality of data packet pro-

(21)  Appl. No: 09/976,322 cessors. A network control processor is provided to manage
(22) Filed: Oct. 12, 2001 the other processors connected to the data switch fabric and
to handle predetermined network connection processes. In
Publication Classification the preferred embodiments of the present invention the data
processing engine is preferably configured to perform hard-
(51) Int. CL7 e GO6F 15/16 ware encryption and decryption algorithms called for by the
(52) US. Clo e 709/246; 709/230 IPsec protocol.
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SCALABLE NETWORK GATEWAY PROCESSOR
ARCHITECTURE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is related to the concur-
rently filed application entitled LOAD BALANCED SCAL-
ABLE NETWORK GATEWAY PROCESSOR ARCHI-
TECTURE, by Pham et al. and assigned to the Assignee of
the present Application.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention is generally related to high-
speed computer network infrastructure components and, in
particular, to a scalable network gateway processor archi-
tecture implementing wire-speed compute intensive pro-
cessing operations, such as encryption, compression, proto-
col translation, and other processing of network data
packets.

[0004] 2. Description of the Related Art

[0005] With the continued growth of the Internet and
proliferation of private distributed intranets, increasing the
speed, security, and transactional reliability of network data
transmissions remains a fundamental concern and continu-
ing consideration in the development of new network infra-
structure. The demands on the growth of the Internet,
particularly in terms of speed, have been even more dra-
matic. Network speed requirements even several tiers from
the Internet backbone are rapidly exceeding one gigabit per
second (Gbps) and likely to jump to four, ten Gbps, and even
greater speeds in the very near future. Very high-speed
infrastructure components are therefore widely needed in the
broad construction of the Internet and connected private
distributed intranets.

[0006] Much of this demand for increased network speed,
security, and reliability is driven by the very real efficiencies
that can be obtained by extending complex services and
capabilities to remote network locations and between private
distributed intranets. In most cases, maximizing these effi-
ciencies requires that the network infrastructure connect
remote locations and private distributed intranets at wire
speed—the maximum fundamental speed of the network
connecting any two sites. Network traffic switches and
routers are conventionally designed to operate at wire-
speeds. There are, however, many network functions that, as
conventionally implemented, operate at only a fraction of
current third tier wire-speeds. Network components imple-
menting these functions therefore necessarily impose sig-
nificant bottlenecks in the network traffic between remote
locations and distributed private intranets.

[0007] Network components conventionally recognized as
creating bandwidth limitations are characteristically
required to perform compute intensive operations. In
essence, such network components must limit the rate of
new data packets being received in order not to overwhelm
the buffering capacity of the network component while the
compute intensive function is being performed. Even with
substantial buffering, the inability to timely process received
data packets results in an overall bandwidth limitation that
reduces throughput to a small fraction of the wire-speed of
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the connected infrastructure. The provision of such buffer-
ing, however, also raises problems ensuring security over the
buffered data and transactional reliability through the buffer.

[0008] Examples of compute intensive network compo-
nents include virtual private network (VPN) and secure
sockets layer (SSL) components and components providing
packet protocol conversions, such as between fiber channel
and iSCSI protocols. Conventional VPN components are
used to establish secure virtual private connections over the
public Internet between distributed locations. Security for
such VPN network transmissions over the Internet is typi-
cally implemented using secure internet protocols, such as
the IETF established IPsec protocols. The in-band encryp-
tion protocols of IPsec provide for the encryption of Internet
routed packet data, enabling point-to-point secure delivery
of Ethernet transported data. In many circumstances, such as
typified by corporate intranet environments, local network
traffic requirements may easily aggregate to levels requiring
gigabit Ethernet VPN connections between distributed loca-
tions. While software-only solutions are possible, isolation
of the compute intensive data encryption and decryption
services of IPsec on a hardware-based accelerator is con-
ventionally recognized as necessary to support bandwidths
that are any significant fraction of a gigabit Ethernet con-
nection.

[0009] The SSL protocol similarly involves in-band
encryption and decryption of significant volumes of network
traffic. Although the SSL protocol is implemented as a
presentation level service, which allows applications to
selectively use the protocol, Internet sites typically concen-
trate SSL connections in order to manage repeated transac-
tions between specific clients and servers to effect the
appearance of a state-full connection. As a result, network
traffic loads can easily aggregate again to substantial frac-
tions of a gigabit Ethernet connection. SSL accelerator
network components are therefore needed to implement
hardware-based encryption and decryption services, as well
as related management functions, where the network traffic
is any significant fraction of a gigabit Ethernet connection.

[0010] Unfortunately, conventional network components
capable of any significant in-band compute intensive pro-
cessing of high-throughput rate packet data are incapable of
achieving gigabit wire-speed performance. Typically, a
peripheral accelerator architecture, such as described in U.S.
Pat. No. 6,157,955, is utilized to perform the compute-
intensive functions. Such architectures generally rely on a
bus-connected peripheral array of dedicated protocol pro-
cessors to receive, perform the in-band data processing, and
retransmit data packets. Each protocol processor includes a
hardware encryptor/decryptor unit, local ingress and egress
Ethernet interfaces and a bridging interface, operable
through the peripheral bus. Conventionally, each peripheral
protocol processor may be capable of performing on the
order of 100 megabits of total throughput. The bridging
interface is therefore necessary to aggregate the function of
the peripheral array. Thus, while significant peak accelera-
tions can be achieved for data packets both received and
retransmitted through the local Ethernet interfaces of a
single protocol processor, the aggregate array performance
is actually limited by the performance of the shared periph-
eral bus interconnecting the array. High-speed peripheral
interconnect buses, such as the conventional PCI bus, are
limited to a theoretical maximum throughput of about 4
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Gbps. With the necessary effects of bus contention and
management overhead, and multiple bus transactions to
transport a single data packet, the actual bridged data
transfer of even just four peripheral processors can effec-
tively saturate the peripheral bus. Consequently, the aggre-
gate throughput of such peripheral arrays conventionally fall
well below one Gbps and run more typically in the range of
250 to 400 Mbps. Such rates clearly fail to qualify as
wire-speed in current network infrastructures.

[0011] Consequently, there is a need for a system and
architecture capable of performing compute intensive data
packet processing at wire-speeds in excess of one Gbps and
readily scalable to 4 Gbps and 10 Gbps.

SUMMARY OF THE INVENTION

[0012] Thus, a general purpose of the present invention is
to provide a network component capable of performing
compute intensive data packet processing at wire-speeds.

[0013] This is achieved in the present invention by a
network data processor system having a plurality of data
packet processors coupled through a data switch fabric
between network connection processors. The data packet
processors each include a data processing engine configured
to perform a data processing function over data contained
within predetermined data packets. The network connection
processors include network interfaces coupleable to external
data transmission networks and provide for the selective
routing of said predetermined data packets through said data
switch fabric to load balance the processing of the prede-
termined data packets by the plurality of data packet pro-
cessors. A network control processor is provided to manage
the other processors connected to the data switch fabric and
to handle predetermined network connection processes. In
the preferred embodiments of the present invention the data
processing engine is preferably configured to perform hard-
ware encryption and decryption algorithms called for by the
IPsec protocol.

[0014] Thus, an advantage of the present invention is that
computation-intensive protocol processing functions can be
effectively distributed over a scalable array of data process-
ing engines configured for the specific data processing
function desired. The network connection processors man-
age a dynamically load balanced transfer of data to and
through the data processing engines by way of a high-speed
switch fabric, thereby efficiently aggregating the available
bandwidth of the data processing engines. Consequently, the
network data processor system of the present invention is
capable of operating at or above gigabit wire-speeds utiliz-
ing only a small array of network data processors and,
further, readily scaling to multiple gigabit throughput levels
by, at a minimum, merely expanding the array of network
data processors.

[0015] Another advantage of the present invention is that
the network data processor system is capable of operating as
a comprehensive and centrally manageable protocol pro-
cessing network gateway. All network traffic that is to be
processed can be routed to and through the network gateway.
The included network control processor functions to control
the setup of the network data processor system and establish,
as needed, external network data connections through the
network processor system. Thus, internal and network con-
nection management functions necessary to support high-
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speed data transfers through the network data processor
system are segregated to the control processor, allowing the
compute-intensive network data processing operations to be
isolated on the network data processors.

[0016] A further advantage of the present invention is that
the distribution of data through the data switch fabric allows
the network data processor system to establish a logical,
high-performance data path that is load-balanced across and
through the available array of network data processors. The
limitation on total data packet processing throughput is
therefore effectively the aggregate processing bandwidth of
the available array of network data processors.

[0017] Still another advantage of the present invention is
that the network data processors can be flexibly configured
to implement any of a number of different network protocol
processing functions including particularly those that are
compute intensive. Where, as in the preferred embodiments
of the present invention, the protocol processing is IPsec-
type encryption and decryption, the network data processors
can directly implement hardware encryption and decryption
engines tailored to the specific forms of crypto-algorithms
needed for the intended protocol processing.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] These and other advantages and features of the
present invention will become better understood upon con-
sideration of the following detailed description of the inven-
tion when considered in connection with the accompanying
drawings, in which like reference numerals designate like
parts throughout the figures thereof, and wherein:

[0019] FIG.1 s an illustration of networking environment
utilizing network gateway switches in accordance with a
preferred embodiment of the present invention;

[0020] FIG. 2 is a simplified block diagram illustrating
multiple switched packet data paths implemented in a pre-
ferred embodiment of the present invention;

[0021] FIG. 3 is block diagram illustrating a generalized,
multiple processing level embodiment of the present inven-
tion;

[0022] FIG. 4 provides a block diagram of the preferred

embodiment of the network gateway packet processor of the
present invention;

[0023] FIG. 5 provides a block diagram of an ingress/
egress network processor module constructed in accordance
with a preferred embodiment of the present invention;

[0024] FIG. 6 provides a block diagram of a network
packet processor module constructed in accordance with a
preferred embodiment of the present invention;

[0025] FIG. 7 is a control flow diagram showing the
initialization of the load-balancing algorithm utilized in a
preferred embodiment of the present invention;

[0026] FIG. 8 is a control flow diagram showing the
participatory operations of the data processor engines in
implementing the load-balancing algorithm utilized in a
preferred embodiment of the present invention;

[0027] FIG. 9 is a control flow diagram showing the
message monitoring operation of an ingress processor in

IPR2024-00099
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implementing the load-balancing algorithm utilized in a
preferred embodiment of the present invention;

[0028] FIG.10is a control flow diagram detailing the load
analysis and data processor selection and dispatch operation,
as implemented by an ingress processor in response to the
receipt of a data packet, in accordance with a preferred
embodiment of the present invention;

[0029] FIG. 11 provides a detailed block diagram illus-
trating the input and output port controls of a switch fabric
utilized in a preferred embodiment of the present invention;

[0030] FIG. 12 is a control flow diagram describing the
data processing of an input clear text network data packet by
an ingress processor module in accordance with a preferred
embodiment of the present invention;

[0031] FIG. 13 is a control flow diagram describing the
data processing of a clear text network data packet by an
encrypting network packet processor module in accordance
with a preferred embodiment of the present invention;

[0032] FIG. 14 is a control flow diagram describing the
data processing of an encrypted network data packet by an
egress processor module in accordance with a preferred
embodiment of the present invention;

[0033] FIG. 15 is a control flow diagram describing the
data processing of an input encrypted network data packet
by an ingress processor module in accordance with a pre-
ferred embodiment of the present invention;

[0034] FIG. 16 is a control flow diagram describing the
data processing of an encrypted network data packet by a
decrypting network packet processor module in accordance
with a preferred embodiment of the present invention; and

[0035] FIG. 17 is a control flow diagram describing the
data processing of a decrypted network data packet by an
egress processor module in accordance with a preferred
embodiment of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0036] Network infrastructure devices are required to per-
form a variety of operations to maintain the smooth flow of
network traffic through the Internet and private intranets.
Basic operations, such as performed by network data packet
switches, can easily be performed at wire-speed, here
defined as the maximum bandwidth of the directly con-
nected network. More complex operations, such as the
routing and filtering of network data packets, present a
substantial challenge to accomplish at wire-speeds. While
conventional routers routinely operate at wire-speeds, pro-
tocol processing operations that are more compute intensive,
typically involving data conversions and translations, cannot
conventionally be achieved at significant wire-speeds, rang-
ing from about one Gbps and higher, but rather are band-
width limited typically to below 400 Mbps. The present
invention, however, provides a system and methods for
performing compute-intensive protocol processing opera-
tions with a total throughput readily matching the wire-
speed of the attached network at speeds of about one Gbps
and higher.

[0037] An exemplary virtual private network (VPN) appli-
cation 10 of the present invention is generally shown in FIG.
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1. A VPN gateway 12, constructed and operating in accor-
dance with a preferred embodiment of the present invention,
connects data packet traffic from one or more local area
networks (LANs) 14, 16 through the public Internet 18. A
second VPN gateway 20, also constructed and operating in
accordance with a preferred embodiment of the present
invention, connects data packet traffic between the Internet
18 and other LANs 22, 24. The VPN gateways 12, 20
operate to convert data conveyed by the data packets trans-
ferred through the gateways 12, 20 between clear and
encrypted text, preferably consistent with the in-band
encryption protocols of the IPsec standard. By implementing
the IPsec tunneling mode protocols, the presence and opera-
tion of the VPN gateways 12, 20 is transparent to other
network infrastructure devices within the infrastructure of
the Internet 18 interconnecting the gateways 12, 20.

[0038] The data flow architecture of the VPN gateway 12,
and generally the architecture of the preferred embodiments
of the present invention, is shown in FIG. 2. The system
architecture includes network ingress and egress processors
30, 32, 34, 36 providing a bidirectional connection between
alocal LAN 38 and a wide area network (WAN), such as the
Internet 18. These ingress and egress processors 30, 32, 34,
36 are interconnect through a switch fabric 40 to data packet
processors 42, 44, each representing an array of such pro-
cessors, and a control processor 46. In the preferred embodi-
ments of the present invention, the ingress processors 30, 34
are tasked with filtering and routing functions for network
data packets received on their network connections to the
LAN 38 and Internet 18. The routing function includes
internally directing individual data packets through a fast
processing path to the arrays of data packet processors 42,
44 or through a control processing path to the control
processor 46.

[0039] The control path route is selected for data packets
recognized as being directed to the VPN gateway 12 itself.
Such data packets likely represent control commands used to
configure and manage the VPN gateway 12. The control path
is also selected for network data packets recognized by an
ingress processor 30, 34 as representing or initiating a new
logical network connection through the VPN gateway 12.
Depending on the particular protocol processing responsi-
bilities of the data packet processors 42, 44, the establish-
ment of new network connections may require a network
interaction with the remote gateway 20 to establish mutually
defined protocol parameters. In the case of the IPsec proto-
col, a network exchange is required to mutually establish
various secure authority (SA) parameters for the encryption
and decryption of data. The IPsec and related protocols are
described in RFC2401, RFC2406 and subsequent RFCs that
are publically available from the Internet RFC/STD/FYI/
BCP Archives at www.fags.org/rfcs. The control processor
46 is responsible for handling the IPsec protocol defined
exchanges and internally managing the security authority
parameters developed through the exchanges as necessary to
persist the recognition of the finally established connection.

[0040] Fast path routing is selected for those network data
packets that are recognized by the ingress processors 30, 34
as belonging to a previously established network connec-
tion. In the preferred embodiments of the present invention,
the further choice of fast path routing of data packets is
determined by the type of data packet processing required,
such as data encryption or decryption, and the relative
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availability of the data packet processors 42, 44 to receive
and process data packets. In particular, packets not requiring
processing through the data packet processors 42, 44 are
bypassed between the ingress and egress processors 30, 32,
34, 36.

[0041] For the preferred IPsec processing embodiments of
the present invention, clear text data packets forwarded from
the LAN 38 through the VPN gateway 12 subject to the VPN
encryption protection are routed by the ingress processor 30
through the switch fabric 40 to an available encryption data
packet processor 42. The encrypted data packet is then
returned through the switch fabric 40 to the egress processor
32 and passed onto the Internet 18. Conversely, encrypted
data packets received from the Internet 18 are routed by the
ingress processor 34 through the switch fabric 40 to a
decryption data packet processor 44. The resulting clear text
data packet is then passed to the egress processor 36 for
transferred onto the LAN 38. In the preferred embodiments
of the present invention, a dynamic selection of data packet
processors 42, 44 is performed for each received data packet
based on availability of specific data packet processors to
process data packets results in a per-packet load-balancing
that efficiently maximizes the utilization of the data packet
processors 42, 44.

[0042] An extended protocol processor architecture 50
consistent with the present invention is shown in FIG. 3.
Multiple ingress processors 52 and egress processors 54 can
be provided as part of the architecture 50 to support aggre-
gation of network data traffic from multiple LANs through
a single gateway device. This also allows the ingress and
egress processors 52, 54 to extend the functionality of the
architecture 50 to include data compression, network data
traffic switching and routing, and other compute intensive
packet processing operations on a single gateway device
implementing the architecture 50. Multiple switch fabrics 56
can also be incorporated into the architecture 50 to provide
connection redundancy and increase the effective bandwidth
of the switch fabric 56 through added connection parallel-
ism. Multiple scalable arrays of data packet processors 58
can be directly connected to the switch fabrics 56 to provide
various forms of protocol data processing, characterized as
involving significant computation intensive operations. The
individual data packet processors 58 may be configured to
perform a single protocol conversion operation or multiple
related operations. For example, packet data can be com-
pressed before encryption and decompressed following
decryption. Single data processors 58 can be used to perform
multiple compute intensive operations or the fast path pro-
cessing of network data packets may be extended to include
the transfer of data packets between multiple data packet
processors 58 before finally being forwarded on to an egress
processor 54. Thus, separate data compression/decompres-
sion and encryption/decryption data processors can be
employed for reasons of architectural flexibility and sim-
plicity. Multiple control processors 60 can also be included
for both redundancy and increased capacity for handling
control process flows and protocol negotiations.

[0043] A scalable array of routing processors 62 are pro-
vided to expand the high-speed protocol processing capa-
bilities of the architecture 50. With substantially increasing
wire-speed, the computational capabilities of the ingress
processors 52 may become insufficient to timely perform all
of the required filtering, routing and load-balancing func-
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tions. Thus, at wire-speeds in excess of about 20 Gbps,
limiting the computational responsibilities of the ingress
processors 52 to basic switching and filtering network data
packets may be preferred. In such cases, the array of routing
processors 62, preferably greater in number than the ingress
processors 52, can operate to offload packet processing tasks
from the ingress processors 52. The offloaded tasks can
include the full routing function, including the association of
SA parameters with network data packets, and dynamic
load-balancing distribution of data packets to the available
data packet processors 58. The routing processors can also
be utilized to perform other in-band protocol management
and data processing functions.

[0044] Network data packets processed by the routing
processors 62 can be multiply routed through the switch
fabric 56 to the data packet processors 58, shown as the
switch fabric 56' and data packet processors 58'. Alternately,
the switch fabric 56' may be separate from the switch fabric
56, thereby limiting the bandwidth demands on the switch
fabric 56 caused by multiple transfers of individual data
packets through a common fabric. The use of the separate
switch fabric 56' also allows additional arrays of packet data
processors 58' to be employed within the architecture 50,
thereby increasing the supportable aggregate bandwidth. In
either case, the data packet processors 58' return the pro-
cessed data packets through the switch fabrics 58, 58' using
a logical or physical path connection 64 to an appropriate
egress processor 54.

[0045] A preferred VPN embodiment 70 of the present
invention, representing a specific implementation of the
extended protocol processor architecture 50, is shown in
FIG. 4. A VPN gateway 72 provides a single physical LAN
74 connection supporting multiple logical connections over
a local clear text network and a single physical WAN 76
connection, extending encrypted network connections over
the Internet. The VPN gateway 72 utilizes IBM Packet
Routing Switches PRS28.4G (IBM  Part Number
IBM32211.0572), available from IBM Corporation,
Armonk, N.Y., as the basis for a central crossbar switch
fabric 78 interconnecting an ingress processor 80, an egress
processor 82, a control processor 84 and an array of two to
sixteen crypto processors 86. Pairs of the Packet Routing
Switches are connected in a speed-expansion configuration
to implement sixteen input and sixteen output ports and
provide non-blocking, fixed-length data packet transfers at a
rate in excesses of 3.5 Gbps for individual port connections,
with an aggregate bandwidth in excess of 56 Gbps. For
in-band network data transfers, each ingress processor 80
and egress processor 82 connects to the switch fabric 78
through multiple ports of the fabric 78 to establish parallel
packet data transfer paths though the switch fabric 78 and,
thus, to divide down, as necessary, the bandwidth rate of the
connected networks 74, 76 to match the individual port
connection bandwidth of the switch fabric. Thus, for 4 Gbps
network 74, 76 connections, each ingress processor 80
implements at least three port connections to the switch
fabric 78. Likewise, each egress processor 82 receives at
least three output port connections to the switch fabric 78.
For the preferred embodiment of the VPN gateway 72,
which supports Gigabit Ethernet connections, each ingress
and egress processor 80, 82 requires just a single port
connection each to the switch fabric 78 to easily support the
full bandwidth requirements of in-band network data traffic.
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[0046] Each of the crypto processors 86 preferably imple-
ments a basic two port connection to the switch fabric 78.
Due to the compute intensive function implemented by the
crypto processors 86, the throughput capabilities of the
crypto processors 86 are expected to be less if not substan-
tially less than the bandwidth capabilities of a single switch
fabric port connection. Thus, in the preferred embodiments
of the present invention, each crypto processor 86 need only
implement single input and output connections to the switch
fabric 78.

[0047] Finally, the control processor 84 preferably also
implements a bi-directional two port connection to the
switch fabric 78. While additional ports might be utilized to
support low latency and higher bandwidth operations, the
network protocol handling requirements and system man-
agement functions performed by the control processor 84 are
not anticipated to be limited by a single port connection.
Preferably, the control processor 84 is implemented using a
conventional embedded processor design and executes an
embedded version of the Linux® network operating system
with support for the IPsec protocol.

[0048] In a preferred embodiment of the present invention,
the control processor 84 utilizes the port connections
between the control processor 84 and switch fabric 78 to
transmit effectively out-of-band control information and
receive status information from the ingress, egress, and
crypto processors 80, 82, 86. In-band communications with
external network connected devices, such as for network
protocol negotiations, is accomplished by utilizing the
ingress and egress processors 80, 82 as simple network
access ports. Both the in-band and out-of-band communi-
cations are performed through the existing ports connecting
the ingress, egress, and crypto processors 80, 82, 86 to the
switch fabric 78. Where there are few available ports on the
switch fabric 78, or where simplicity of implementation is a
factor, the control processor 84 may instead connect directly
to an available auxiliary network communications port of an
egress processor 82. The in-band and out-of-band control
processor 84 communication are simply routed to and
through the egress processor 84 as appropriate to the ingress
and crypto processors 80, 86 as well as the networks 74, 76
utilizing the existing network and switch connections of the
egress processor 82.

[0049] While the detailed function of the ingress and
egress processors 80, 82 is somewhat different, the proces-
sors 80, 82 utilize substantially the same communications
processor 90 implementation, as shown in FIG. 5. A high-
performance network protocol processor 92 is used to imple-
ment the functions of the communications processor 90. In
the preferred embodiment of the present invention, the
network processor 92 is an IBM PowerNP NP4GS3 Net-
work Processor (Part Number
IBM32NPR161EPXCAE133), which is a programmable
processor with hardware support for Layer 2 and 3 network
packet processing, filtering and routing operations at effec-
tive throughputs of up to 4 Gbps. The network processor 92
supports a conventional bi-directional Layer 1 physical
interface 94 to a network 96. A basic serial data switch
interface 98 is included in the preferred Network Processor
and provides two uni-directional data-aligned synchronous
data links compatible with multiple port connections to the
switch fabric 78. Preferably, the switch interface 98 can be
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expanded, as needed, through trunking to provide a greater
number of speed-matched port connections to the switch
fabric 78.

[0050] Finally, an array of high-speed memory 100 is
provided to satisfy the external memory and program stor-
age requirements of the network processor 92. Included
within this memory 100 is a data table 102 providing a
dynamic data store for accumulated routing and filtering
information. For implementations of the ingress processor
80 utilized in preferred embodiments of the present inven-
tion, the data table 102 also stores network connection SA
parameter data. The route and filtering data are accumulated
in a conventional manner from inspection of the attached
interfaces and the source addresses of data packets received
through the interfaces. The SA parameter data is explicitly
provided and, as appropriate, modified and deleted by the
control processor 84 in response to the creation, mainte-
nance, and dropping of IPsec connections that are routed
through the VPN gateway 72. Preferably, the SA parameter
data is used by the ingress processor 80 to dynamically
create and attach SA headers to each received IPsec data
packet. Thus, in accordance with the preferred embodiment
of the present invention, each IPsec data packet transferred
to a crypto processor 86 is packaged with all of the necessary
SA information needed for IPsec protocol processing.

[0051] The preferred implementation of a crypto proces-
sor 86 is shown in FIG. 6. The network processor 112 is also
preferably an NP4GS3 Network Processor, including a
switch fabric interface 114. A memory array 116 is provided
for the external memory and program requirements of the
network processor. Optionally, in accordance with an alter-
nate embodiment of the present invention, the memory array
116 also provides storage space for an SA parameter data
table 118. In this alternate embodiment, the SA parameter
association task is off-loaded from the ingress processors 80
and performed by the crypto processors 86. The control
processor 84 explicitly propagates identical copies of the SA
parameter data to each of the crypto processors 86, enabling
the crypto processors 86 to process any data packet received.

[0052] The network processor 112 connects to and sup-
ports high-speed data interchange with a dedicated encryp-
tion/decryption engine 120 through a direct data transfer bus
122. The network processor 112 controls and monitors the
engine 120 via control and status lines 124. Preferably, the
engine 120 is a BCM5840 Gigabit Security Processor,
available from Broadcom Corporation, Irvine, Calif. The
BCMS5840 processor implements a highly integrated sym-
metric cryptography engine providing hardware support for
IPsec encryption and decryption operations. Utilizing the
BCMS5840, each crypto processor 86 is capable of a mini-
mum sustained effective IPsec encryption/decryption and
IPsec authentication rate of 2.4 Gbps.

[0053] In alternate embodiments of the present invention,
the data table 118 can be used to store and share other
information between the crypto processors 86 and, generi-
cally, data processors 58. In particular, a general purpose
microprocessor can be substituted or provided in addition to
the network processor 112 to support data compression and
decompression operations. Compression symbols are iden-
tified dynamically by examination of the clear text data
packets by the general purpose/network processor 112 and
stored to the data table 118. The compression symbol sets are
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also dynamically shared by message transfer through the
control processor 84 with all of the crypto/data processors
86 of both the local and any remote gateways 72. Any
crypto/data processor 86 that subsequently receives a data
packet for decompression therefore has access to the full
complement of compression symbols in use, regardless of
the particular crypto/data processor 86 that originally iden-
tified the symbol.

[0054] In the preferred embodiments of the present inven-
tion, the ingress processor 80 and crypto processors 86
cooperatively execute a load-balancing algorithm as the
basis for determining the internal routing of received data
packets from the ingress processor 80 to the crypto proces-
sors 86. The preferred load-balancing algorithm is optimized
to account for the full processing path of data packets
through the gateway 72. This includes accounting for dif-
ferences in the performance capabilities of the crypto pro-
cessors 86, as may result from parallel use of different types
and revisions of the crypto processors 86, and multiple
routing paths through the switch fabric 78, such as where a
data packet repeatedly traverses the switch fabric 56 for
precessing through multiple data processors 58. The pre-
ferred load-balancing algorithm of the present invention
automatically accounts for these differences in order to
obtain optimal performance from all available resources
within the gateway 72 particularly under heavy loading
conditions.

[0055] The control processor 84 performs a load-balance
initialization process 130, as shown in FIG. 7, on start-up.
In the preferred embodiments of the present invention, the
control processor 84 first calibrates 132 all of the crypto
processors 86 by directing the ingress processor 80 to send
time-stamped calibration vectors through each of the crypto
processors 86. The calibration vectors are preferably dis-
crete sequences of test data packets of varied length (64,
128, ..., 1024, 2048, . . . bytes) and typical packet data
symbol complexity. In alternate embodiments of the gate-
way 72 supporting multiple functions, vectors are also sent
for the supported combinations of processing functions and
switch fabric routes. Thus, where data compression is also
supported, vectors for compression, decompression, encryp-
tion, decryption, and combined compression and encryption
and decompression and decryption are sent.

[0056] The vector data packets are returned to the egress
processor 82, which then reports the total transit time of the
vector packets against the identity of the crypto processor 86
and the vector packet size to the control processor 84. Thus,
actual round-trip transit times for a progression of packet
sizes, correlated against individual crypto processors 86 are
collected and recorded. Upon subsequent analysis of the
recorded data, the control processor 84 creates performance
tables 134 for each of the crypto processors 86. Where
multiple data packet processors are involved in the process-
ing of a data packet, the performance tables are instead
generated on a processing route basis. These performance
tables are then transferred to the ingress processor 80 for
subsequent use as an accurate basis for generating calibrated
estimates of the round-trip transit processing time for real,
subsequently received data packets.

[0057] The control processor 84 can also use vector data
packets to load the crypto processors 86 to force the occur-
rence of packet drops. By subsequently evaluating the
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combined number and size of vector packets pending pro-
cessing by a crypto processor 86 before a loss occurs, the
control processor 84 can determine the effective depth of the
input FIFO implemented by each crypto processor 86.
Upper and lower bounds for each crypto processor 86,
representing a combined size and number of pending data
packets, are then determined. The upper bound is preferably
determined as the point where the combined size of pending
data packets has effectively filled the input FIFO of a
particular crypto processor 86. This effectively filled limit
may be a point where an empirically selected size data
packet cannot be further accommodated by the input FIFO.
The lower bound may be simply determined as a fixed
percentage of the FIFO depth, such as 10%, or a size
dependent on the time necessary for the crypto processor 86
to process one typical data packet. These upper and lower
bounds values, as determined by the control processor 84,
are then dynamically programmed 136 into the respective
crypto processors 86 for use by the cooperative portion of
the load-balancing algorithm executed by the crypto pro-
cessors 86. The ingress processor 80 is then enabled by the
control processor 84 to run 138 a main data packet receipt
event loop.

[0058] The main portion 140 of the load-balancing algo-
rithm executed by the crypto processors 86 is shown in FIG.
8. Whenever a data packet is received 142, the crypto
processor 86 determines whether the threshold of the upper
bound value has been reached 144. If the upper bound is
reached, a busy status message is sent 146 from the crypto
processor 86 to the ingress processor 80. In any event, the
crypto processor 86 begins or continues to process 148 data
packets from the crypto processor input FIFO. As each data
packet is removed from the input FIFO, a comparison is
performed against the lower bound value threshold. When
the lower bound is first reached through the processing of
pending data packets after a busy status message is sent, a
not busy status message is sent 152 to the ingress processor
80. This operation serves to limit the number, and thus the
overhead, of not busy status messages being sent to the
ingress processor 80. An engine status monitoring portion of
the load-balancing algorithm implemented by the ingress
processor 80 automatically recovers from situations where a
not busy message may be dropped by the ingress processor
80. While further packets remain 154 in the input FIFO, the
crypto processor 86 continues processing 148 those packets.
Otherwise, the crypto processor 86 idles waiting to receive
a data packet. The receipt event loop is preferably asynchro-
nous with respect to the processing of data packets 148.

[0059] An engine status monitoring loop 160, executed by
the ingress processor 80 in connection with the main data
packet receipt event loop 138, is shown in FIG. 9. Busy
messages received 164 from the crypto processors 86 cause
the ingress processor 80 to mark the corresponding crypto
processor 86 as being busy 166 and records the time the
message was received. Not busy messages 168 are handled
by the ingress processor 80 as signaling that the crypto
processor 86 is immediately available to accept new data
packets for processing. The ingress processor 80 marks the
crypto processor 86 as ready 170 and records the current
time 172 as the current estimated time-to-complete value
maintained for the crypto processor 86. The monitoring loop
160 then waits 174 for a next message from any of the crypto
processors 86.
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[0060] A load-balancer request process 180, as shown in
FIG. 10, is invoked on the ingress processor 80 whenever a
received data packet is to be internally routed through an
available crypto processor 86. For the preferred embodi-
ments of the present invention, the request process 180
maintains an array of values, corresponding to the array of
crypto processors 86, that store the estimated times that each
crypto processor 86 will have completed processing all data
packets previously provided to that crypto processor 86. The
request process 180 also maintains an array of status values
used to mark the corresponding array of crypto processors
86 as busy or not busy.

[0061] When a request to select the least loaded crypto
processor is received by the request process 180, the first
crypto processor 86 in the array is checked 182 for a busy
status. If the crypto processor 86 is not busy and the
estimated completion time value is past the current time 184,
indicating that the crypto processor 86 is idle, that crypto
processor 86 is immediately selected 186 to process the
received data packet. Based on the size of the particular data
packet and the identity of the selected crypto processor 86,
the corresponding performance table is consulted to deter-
mine an estimated time that the selected crypto processor 86
will complete processing of the received data packet. In the
preferred embodiments of the present invention, the esti-
mated time is based on a linear interpolation through the
vector packet data size values and the size of the current
received data packet. While more complex estimation algo-
rithms can be used, such as algorithms using a best-fit curve
analysis, linear interpolation based on size is believed to
provide a sufficient basis for estimating completion times.
The estimated value is then stored 188 in the estimated
completion time array and the data packet is dispatched to
the selected crypto processor 86.

[0062] Where the crypto processor 86 is currently pro-
cessing data packets 184, as reflected by the estimated time
for completion value is greater than the current time, the
completion time delta is recorded 190, and any further 192
crypto processors 86 are sequentially checked 194 through
the same loop. The loop will break whenever an idle crypto
processor 86 is found 184, 186. Otherwise, when completion
time deltas for all of the crypto processors 86 have been
accumulated 192, the crypto processor 86 represented by the
smallest completion time delta is selected 196. The esti-
mated time to process the current received data packet, again
as determined from the corresponding performance table, is
then added 188 to the existing time to completion value for
the selected crypto processor 86. The data packet is then
dispatched to the selected crypto processor 86.

[0063] The preferred request process 180 also handles the
circumstance where a not busy message from a crypto
processor 86 may have been dropped by the ingress proces-
sor 80 for some reason. Thus, if the status of a crypto
processor 86 is busy 182, but the current time is past the
estimated time to complete 198 the processing of all data
packets previously dispatched to the crypto processor 86, the
status of the crypto processor 86 is directly set to not busy
200 and the estimated time to complete value is set to the
current time 190. The reset crypto processor 86 is then
immediately selected 186 to process the received data
packet. Consequently, crypto processors 86 may not be
inadvertently lost from participation in the operation of the
gateway 72. Conversely, the ingress processor 80 or control
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processor 84 may monitor the number of times and fre-
quency that any crypto processor 86 fails to report not busy
status and, as appropriate, permanently remove the failing
crypto processor 86 from consideration by the request
process 180.

[0064] An alternate load balancing algorithm can be
implemented by utilizing the capabilities of the switch fabric
78 to directly pass a busy status signal from the crypto
processors 86 readable by the ingress processor 80. FIG. 11
provides a detailed view of the port interfaces 220 of the
preferred switch fabric 78. An input port interface 222
includes a serial cell data register 224 that decodes the initial
bytes of a provided data cell, which are prefixed to the cell
data by any of the connected processors 80, 82, 84, 86, to
provide an address for the desired destination output port for
the cell data. Input port logic 226 provides a grant signal 228
to indicate the availability of the selected output port to
accept the cell data. Since the switch fabric 78 is non-
blocking, the grant signal 228 can be immediately returned
to the connected processor 80, 82, 84, 86.

[0065] The grant signal is generated 228 based on the state
of the addressed output port 230. The cell data, which is of
fixed length, is automatically transferred by the switch fabric
78 to an output data queue 232 within the output port 230
provided there is available space within the output data
queue 232 and the output port 232 has been enabled to
receive cell data. Data flow control logic 234 within the
output port 230 manages the state of the output data queue
232 based on cell data space available and whether a send
grant signal is externally applied by the device connected to
the output port 230. The combined resulting output port 230
state information is then available to the processor 80, 82,
84, 86 connected to the input port 222 by way of the grant
signal 228.

[0066] By monitoring the state of the grant signal 228 with
respect to each output port 230 connected to a crypto
processor 86, a communications processor 90, specifically
an ingress processor 80, can selectively manage the distri-
bution of network data packets to individual crypto proces-
sors 86. This management is based on the crypto processors
86 each implementing an input FIFO queue of limited and
defined depth for accepting network data packets for encryp-
tion or decryption processing. In preferred embodiments of
the present invention, this FIFO depth is limited and fixed at
two maximum size network data packets. When the FIFO
queue of a crypto processor 86 is full, the send grant signal
is withdrawn from the corresponding output port of the
switch fabric 78.

[0067] An ingress processor 80 can read the state of the
grant signals of the output port array from control registers
maintained by the switch fabric 78. Alternately, the ingress
processor 80 can attempt to send an empty data cell to a
target addressed output port to directly obtain the grant
signal 228 from the output port. In either case, the ingress
processor 80 can efficiently check or poll the processing
availability state of any and all of the crypto processors 86
without interrupting any current processing being performed
by the crypto processors 86. The checking of the processing
availability can be performed by an ingress processor 80
periodically or just whenever the ingress processor 80 needs
to transfer a network data packet to an available crypto
processor 86. Preferably, availability of individual crypto
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processors 86 is performed on an as needed basis further
qualified by predictive selection of the individual crypto
processors 86 with the least current load. Such predictive
selection can be effectively based on a least-recently-used
algorithm combined with quantitative data, such as the size
of the network data packets transferred on average or in
particular to the different crypto processors 86. Conse-
quently, the ingress processors 80 can implement an effec-
tive load balanced distribution of network data packets to the
array of crypto processors 86.

[0068] In another alternate embodiment of the present
invention, multiple ingress processors 80 can be used to pass
network data packets to the array of crypto processors 86.
The use of multiple ingress processors 80, however, requires
cooperative management to prevent collisions in the distri-
bution of network data packets. Since the switch fabric 78
atomically transfers data as data cells, rather than as com-
plete data frames, cooperative management is required to
preserve the integrity of network data packets distributed by
different ingress processors. In the initially preferred
embodiment of the present invention, the array of crypto
processors 86 is partitioned into fixed encryption and
decryption sub-arrays that are separately utilized by the two
ingress processors 80. As an alternative to using fixed size
sub-arrays, the control processor 84 may be utilized to
monitor the effective load on the sub-arrays, such as by
periodically reviewing the statistics collected by the ingress
processors 80, and dynamically reallocate the crypto pro-
cessors 86 that are members of the different sub-arrays.
Whenever a significant imbalance in the rate of use of the
sub-arrays is identified by the control processor 84, an
out-of-band control message is provided by the control
processor 84 to each ingress processor 80 defining new sets
of sub-arrays to be utilized by the different ingress proces-
sors 80.

[0069] FIG. 12 provides a flow diagram describing the
network packet processing operation 240 of an ingress
processor 80 for network data packets received from a clear
text network in accordance with a preferred embodiment of
the present invention. An ordinary network data packet, as
received 242, includes a conventional IP header 244 and data
packet payload 246. The IP header is examined 250 to
discriminate and filter out 252 data packets that are not to be
passed through the VPN gateway 72. For data packets that
are to be passed, the routing connection is then identified
254 at least as the basis for identifying the SA parameters
that pertain to and control the cryptography protocol pro-
cessing of the data packet by the VPN gateway 72. Once the
route connection is identified, the ingress processor 80
determines 256 whether a corresponding network connec-
tion SA context exits. In the preferred embodiments of the
present invention, the ingress processor 80 depends on the
routing and SA parameter information provided in the data
table 102.

[0070] Where an applicable connection route or SA
parameter context is not found in the data table 102, indi-
cating that the network data packet received corresponds to
an implied new connection request, the data packet is
forwarded 258 through the control path to the control
processor 84 for negotiation of an IPsec connection. The
negotiation is conducted through the appropriate network
connected ingress and egress processors 80, 82, effectively
operating as simple network interfaces, to establish the IPsec
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connection 260 and mutually determine and authenticate the
SA parameters for the connection 262. The control processor
84 then preferably distributes 264 a content update to the
data tables 102 of the ingress processors. This content
update is preferably distributed to the ingress processors 80
through out-of-band control messages, which enter the con-
nection route and SA parameter context into the data tables
102.

[0071] Where a SA context is found 256 in the data table
102 by an ingress processor 80, fast path processing is
selected. The relevant SA parameters are retrieved 266 from
the SA context store and formatted into a SA header 268. A
tunneling IP header 270, IPsec control fields 271, padding
field 272, and Message Authentication Code (MAC) field
273 are also created. These fields are then attached 274 to the
network data packet. An available crypto processor 86 of the
encryption sub-array partition is then selected based on
load-balance analysis 276 and the network data packet is
dispatched 278.

[0072] The operation 280 of a crypto processor 86, oper-
ating to encrypt a network data packet, is shown in FIG. 13.
The network data packet received 282 by a crypto processor
86 preferably includes the SA header 268, tunneling IP
header 270, IPsec control fields 271, padding field 272, and
MAC field 273, as well as the original network data packet
244,246. The crypto processor 86 then adjusts the reportable
load balance availability 284 by issuing, as appropriate, a
busy message to the ingress processor 80. The network
processor 112 of the crypto processor 86 next utilizes the
information provided in the SA header 268 to locate 286 the
beginning of the IP header 244 and encrypt 288 the header
244, packet data 246 and padding field 272 using the SA
header 268 provided parameters. The resulting encrypted
network data packet, which then includes the SA header 268,
tunneling IP header 270, IPsec fields 271, the encrypted
payload 290, and MAC field 273, is then dispatched 292 to
the egress processor 82. The selection of an appropriate
egress processor 82, where multiple egress processors 82 are
present, is determined by the crypto processor 86 from the
route identification information contained in the tunneling IP
header 270.

[0073] When, as shown as the process 300 in FIG. 14, an
egress processor 82 receives 302 the encrypted data packet
from a crypto processor 86, the SA header 268 is removed
304 from the remaining IPsec compliant encrypted data
packet. The resulting data packet 270, 271, 290, 273 is then
forwarded 306 on to the external network attached to the
egress processor 82.

[0074] The operational protocol conversion of encrypted
network data packets to clear text data packets closely
parallels that of the clear text to encrypted conversion
operations 240, 280, 300. As shown in the operational flow
310 of FIG. 15, when an ingress processor 80 receives 312
a network data packet containing an IP header 314, IPsec
fields 316, encrypted packet 318, and MAC field 320, the IP
header 314 is examined 322, the packet is filtered 324, and
routing determined 326. The SA context is checked 328 for
existence. Since an encrypted data packet should not be
received on a connection that has not been previously set up,
non-existence of a matching SA context is treated as a
protocol exception 330 and passed on to the control proces-
sor 84 for handling.
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[0075] The SA parameters are selected 332 to assemble an
SA header 334, which is then attached 336 to the received
network data packet. Based on the applied load-balance
analysis, a crypto processor 82 within the decryption sub-
array is selected 338 and the network data packet is dis-
patched 340 for decryption processing.

[0076] The decryption processing 350 of a network data
packet by a crypto processor 86 is shown in FIG. 16. After
the packet is accepted 352, the busy status of the crypto
processor 86 is reported 354 to the ingress processor 80, as
appropriate. The SA header 334 and tunneling IP header 314
are then examined 356 to identify the beginning and length
of the encrypted packet 318. The encrypted packet 318 is
then decrypted 358 utilizing the SA parameters provided by
the SA header 334. This recovers the encrypted IP header
360, packet data 362, and padding field 364. An egress route
is then determined from the decrypted IP header 360. The
resulting conventional network data packet is then dis-
patched 366 to the determined egress processor 82.

[0077] The decrypted network data packet is finally pro-
cessed 370 by an egress processor 82, as shown in FIG. 17.
Once received 372, the SA header 334, tunneling IP header
218, IPsec fields 316, padding field 364, and MAC field 320
are removed 374. The information contained in the
decrypted IP header 360 is then updated 376, such as to
reflect a correct hop count and similar status data. The
resulting conventional network data packet is then for-
warded 378 by the egress processor 82 onto the attached
external network.

[0078] Thus, a system and methods for providing a high-
performance, scalable network protocol processor has been
described. While the present invention has been described
particularly with reference to the implementation of a virtual
private network gateway device, the present invention is
equally applicable to performing any compute intensive
network protocol processing operations that are advanta-
geously performed at wire speeds.

[0079] In view of the above description of the preferred
embodiments of the present invention, many modifications
and variations of the disclosed embodiments will be readily
appreciated by those of skill in the art. It is therefore to be
understood that, within the scope of the appended claims,
the invention may be practiced otherwise than as specifically
described above.

1. A network data processor system comprising a plurality
of data packet processors coupled through a data switch
fabric between network connection processors, wherein said
data packet processors perform a data processing function
over data contained within predetermined data packets,
wherein said network connection processors include net-
work interfaces coupleable to external data transmission
networks and wherein said network connection processors
provide for the selective routing of said predetermined data
packets through said data switch fabric to load balance the
processing of said predetermined data packets by said plu-
rality of data packet processors.

2. A network data packet processor system providing for
the transfer of packets between first and second networks,
said network data packet processor system comprising:

a) a data packet switch including pluralities of first and
second data ports coupled together to provide for the
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transfer of network data packets between respective
first and second data ports;

b) a plurality of data protocol processors coupled to a like
plurality of said first data ports of said data packet
switch, each data protocol processor being coupled to
a respective first data port through a bidirectional
packet transfer interface and including a protocol pro-
cessing engine providing for the selective conversion of
data contained within a predetermined network data
packet; and

b) input and output data transfer processors coupled to
respective second data ports of said data packet switch,
wherein said input data transfer processor selectively
routes network data packets from said first network to
said plurality of data protocol processors and said
output data transfer processor routes network data
packets from said plurality of protocol processors to
said second network, and wherein said input data
transfer processor balances the load of individual net-
work data packets routed to said plurality of data
protocol processors.

3. A network gateway processor comprising:

a) a switch providing data routing between input, output,
and processing ports;

b) an array of protocol processors coupled to respective
processing ports, each said protocol processor provid-
ing for the conversion of network data packets from a
first form to a second form;

¢) an input processor coupled between a first network and
said input port, said input processor providing for the
load balanced allocation of network data packets
received from said first network to said array of pro-
tocol processors; and

d) an output processor coupled between a second network
and said output port, wherein said array of protocol
processors provide network data packets of said second
form to said output processor for transfer to said second
network.

4. The network gateway processor of claim 3 wherein said
input processor selectively associates conversion control
data with network data packets provided to said array of
protocol processors.

5. The network gateway processor of claim 4 wherein said
conversion control data is provided with each network data
packet provided to said array of protocol processors.

6. The network gateway processor of claim 5 wherein
each said protocol processor includes a data form conversion
engine and wherein operation of said data form conversion
engine is defined by predetermined parameters identified by
said conversion control data and wherein said predetermined
parameters are applied to said data form conversion engine
with respect to a corresponding network data packet.

7. The network gateway processor of claim 6 wherein said
data form conversion engine includes an encryption engine.

8. A method of operating a network gateway coupleable
between first and second networks to implement a compute
intensive data processing function on network data packets
transferred between said first and second networks, said
method comprising:

a) receiving, by a first processor coupleable to said first
network, network data packets;

IPR2024-00099
PALO ALTO NETWORKS EX1004 Page 19



US 2003/0074473 Al

b) selecting, from said received network data packets,
predetermined network packets for routing through
said network gateway;

¢) selectively distributing said predetermined network
data packets to a plurality of second processors so as to
enable utilization of the aggregate performance of said
second processors in performing said compute inten-
sive data processing function;

d) processing, asynchronously, said predetermined net-
work data packets as distributed by said plurality of
second processors to convert each of said predeter-
mined network data packets in accordance with said
compute intensive data processing function to provide
converted network data packets;

e) collecting, by a third processor coupleable to said
second network, said converted network data packets;
and

f) transferring said converted network data packets to said

second network.

9. The method of claim 8 wherein said compute intensive
data processing function one or a combination of functions
selected from a group consisting of data encryption, decryp-
tion, compression, decompression, and protocol translation.

10. The method of claim 8 wherein said compute inten-
sive data processing function is dependent on configuration
parameters and wherein said method further comprising the
steps of;

a) obtaining said configuration parameters; and

b) applying said configuration parameters, within said
step of processing, to control the conversion of each of
said predetermined network data packets.

11. The method of claim 10 wherein said step of obtaining
includes negotiating, by a fourth processor, a set of configu-
ration parameters for a predetermined logical connection
established through said network gateway between said first
and second networks and wherein said step of applying
includes selecting said set of configuration parameters with
respect to a predetermined network packet associated with
said predetermined logical connection.

12. The method of claim 11 further comprising the steps
of:

a) distributing, by said fourth processor to said first
processor, said set of configuration parameters; and

b) associating, by said first processor, said set of configu-
ration parameters with said predetermined network
packet such that said set of configuration parameters is
passed, in combination with said predetermine network
packet by said step of selectively distributing, to a
predetermined one of said plurality of second proces-
sors.

13. The method of claim 11 further comprising the steps

of:

a) distributing, by said fourth processor to said second
processors, said set of configuration parameters; and

b) associating, by a predetermined one of said second
processors, said set of configuration parameters with
said predetermined network packet as passed by said
step of selectively distributing, to said predetermined
one of said plurality of second processors.
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14. The method of claim 12 wherein said compute inten-
sive data processing function one or a combination of
functions selected from a group consisting of data encryp-
tion, decryption, compression, decompression, and protocol
translation.

15. The method of claim 14 wherein said compute inten-
sive data processing function implements a conversion
between an IP protocol and an IPsec protocol.

16. A method of performing compute intensive protocol
transformation functions on network data, said method
comprising the steps of:

a) receiving, through a first network connection, select
network data packets for protocol transformation;

b) distributing said select network data packets to a
plurality of protocol transformation processors;

¢) converting, by said plurality of protocol transformation
processors, said select network data packets in accor-
dance with said protocol transformation to provide
converted network data packets;

d) collecting said converted network data packets from
said plurality of protocol transformation processors;
and

¢) sending said converted network data packets through a

second network connection.

17. The method of claim 16 wherein said step of con-
verting includes determining for each select network data
packet a corresponding set of parameters for use in perform-
ing said protocol transformation, said method further com-
prising the step of dynamically developing said correspond-
ing set of parameters.

18. The method of claim 17 wherein said corresponding
set of parameters is dynamically developed for a logical
connection established between said first and second net-
work connections.

19. The method of claim 18 wherein said protocol trans-
formation is an implementation of a secure IP protocol.

20. The method of claim 19 wherein said logical connec-
tion is a virtual private network and wherein said protocol
transformation implements a conversion between an IP
protocol and an IPsec protocol.

21. A network gateway supporting a compute intensive
protocol processing function for transferred data packets,
said network gateway comprising:

a) a switch fabric implementing programmable channel
transfer of data between first, second, and third fabric
interface ports;

b) an ingress processor coupleable to a first network and
coupled to said first fabric interface port to transfer data
packets defined in accordance with a first protocol
format from said first network to said switch fabric;

¢) an egress processor coupleable to a second network and
coupled to said second fabric interface port to transfer
data packets defined in accordance with a second
protocol format from said switch fabric to said second
network; and

d) a parallel array of protocol processors coupled to
respective instances of said third interface port of said
switch fabric to receive data packets from said ingress
processor and send data packets to said egress proces-
sor, said parallel array of protocol processors imple-
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menting a compute intensive network packet transfor-
mation function between said first and second protocol
formats for data packets passed through said parallel
array of protocol processors;

whereby the aggregate throughput performance of said
parallel array of protocol processors directly supports
the throughput performance of said ingress processor.

22. The network gateway of claim 21 wherein said ingress
processor determines the distribution of received data pack-
ets to the individual protocol processors of said parallel
array.

23. The network gateway of claim 22 further comprising
a control processor coupled within said network gateway to
communicate protocol processing parameters to said parallel
array of protocol processors to selectively control the execu-
tion of said compute intensive network packet transforma-
tion function by the individual protocol processors of said
parallel array.

24. The network gateway of claim 23 wherein said
protocol processing parameters are transferred by said con-
trol processor to said ingress processor and wherein said
ingress processor selectively associates said protocol pro-
cessing parameters with data packets transferred to said
parallel array of protocol processors.

25. The network gateway of claim 23 wherein said
compute intensive network packet transformation function
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implements a secure IP protocol, wherein said protocol
processing parameters are dynamically negotiated by said
control processor according to said secure IP protocol.

26. The network gateway of claim 25 wherein said control
processor is coupled through said switch fabric to transfer
said protocol processing parameters to a data table stored by
said ingress processor, wherein said ingress processor
dynamically attaches headers selectively containing said
protocol processing parameters to data packets prior to
transfer to said parallel array of protocol processors, the
selection of said protocol processing parameters being
dependent on information contained in respective data pack-
ets.

27. The network gateway of claim 26 wherein each
protocol processor of said parallel array includes a data
table, wherein said control processor is coupled through said
switch fabric to transfer said protocol processing parameters
to each said data table, and wherein each protocol processor
of said parallel array determines from received data packet
select parameters of said protocol processing parameters to
use in said compute intensive network packet transformation
function as implemented by respective ones of said parallel
array.
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