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(57) ABSTRACT

A privacy control system provides a centralized process for
managing unsubscribe requests to unsolicited communica-
tions. The system receives reports of unsolicited communi-
cations, determines and follows the corresponding unsub-
scribe processes, and tracks the success of unsubscribe
requests. The system can unsubscribe an individual or group
of'individuals through the centralized process, recording and
monitoring the success of the request, independent of the
email client used by the individuals.
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PRIVACY CONTROL SYSTEM FOR
ELECTRONIC COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application Ser. Nos. 60/523,597, filed Nov. 20, 2003 and
60/536,488, filed Jan. 14, 2004.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to privacy controls for
electronic communication systems and, more particularly,
systems and methods for posting unsubscribe requests from
electronic communication through a centralized process and
monitoring the success of this process.

2. Related Art

Spam has become an increasingly large problem on the
Internet. On a daily basis, billions of unsolicited advertise-
ments are received by millions of individuals. The low cost of
email makes it a great mechanism for advertisers to reach a
large audience of potential customers. Unfortunately, in many
cases, unsolicited emails simply act as an annoyance to Inter-
net users and do nothing but cause frustration and slow pro-
ductivity. Due to the increasing volume of spam and user’s
frustration and annoyance, several different techniques to
reduce spam volume have been attempted.

Spam filters are one of the most common mechanisms of
reducing spam volume. However, the problem with spam
filters is spammers easily figure out ways to trick the filters
and get their mail through. While spam filters are constantly
getting smarter, so too are spammers. In addition, spam filters
often require configuration by ISPs, customers or network
specialists which becomes too cumbersome for most indi-
viduals. Also, spam filters will often block legitimate email,
creating additional problems for users.

Many states have laws which restrict how unsolicited
advertisements can be delivered. Many of these laws simply
enforce that spammers use a valid email address, email does
not contain a misleading subject, and that email advertisers
provide a means for allowing recipients to opt-out or other-
wise unsubscribe. Unfortunately, these laws are difficult to
enforce due to the lack of violation tracking mechanisms and
the difficulty tracking down violators.

There are numerous bills proposed on the Federal level
which propose tightening the ropes on what email advertisers
can do. However, these attempts will likely face tough battles,
as advertisers will lobby hard to prevent such measures, such
as with the proposed Federal Do Not Call List. In addition, the
Federal Government also has very little means to enforce
such laws and would be limited in prohibiting spam from
International parties.

Another mechanism for reducing spam requires a user to
perform one of the many types of unsubscribe processes that
spammers may use. Advertisers who provide an unsubscribe
mechanism generally comply with unsubscribe requests.
However, unscrupulous spammers may not comply with any
request and will only stop after being ordered by a court.
Additionally, even when the users follow the unsubscribe
mechanisms, they usually have specific requirements that
differ only slightly, but since the unsubscribe processes are
usually automated, an error in following the particular
requirements usually results in a failed unsubscribe request.
Accordingly, a user may use the unsubscribe mechanism to
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avoid spam from a particular source but may continue to
receive spam from this source.

Some have proposed offering programs that tie into the
email client that provides the option of automatically deleting
spam and unsubscribing from the source. However, a process
that is dependant on the email client does not provide a
universal solution for email users, since there are hundreds of
email clients in use today and more will continue to develop
as email evolves to new realms. In addition, it does not pro-
vide a centralized mechanism for determining advertisers and
email senders that persistently fail to comply with requests to
unsubscribe from electronic communication. Therefore, it
would be beneficial to have a centralized system that can
assist users with unsubscribing from electronic communica-
tion and monitor of unsubscribe requests by multiple users.

SUMMARY OF THE INVENTION

Itis in view of the above problems and limitations in known
privacy control systems that the present invention was devel-
oped. The present invention provides a centralized system
that manages and tracks the unsubscribe requests for indi-
viduals or groups of individuals wishing to unsubscribe from
future electronic solicitations that is independent of the email
client that these individuals are using.

The present invention provides a single source for receiv-
ing spam reports and requests to unsubscribe from electronic
communication and a process for automatically performing
unsubscribe actions and monitoring the outcome. Accord-
ingly, subscribers to the protection side of the system shall
benefit from a reduction of unsolicited correspondence as
well as other types of communication, if not a complete
elimination without specific software requirements.

Further features and advantages of the present invention, as
well as the structure and operation of various embodiments of
the present invention, are described in detail below with ref-
erence to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and form a part of the specification, illustrate the embodi-
ments of the present invention and together with the descrip-
tion, serve to explain the principles of the invention. In the
drawings:

FIG. 1 illustrates a process overview of the privacy control
system for electronic communication according to the present
invention;

FIG. 2 illustrates a flow diagram of the registration process;

FIG. 3 illustrates a flow diagram of the spam listener pro-
cess;

FIG. 4 illustrates a flow diagram of the unsubscribe prob-
ing process; and

FIG. 5 illustrates a flow diagram of the notification engine
process.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring to the accompanying drawings in which like
reference numbers indicate like elements, FIG. 1 illustrates a
privacy control system 10 for electronic communication. The
privacy control system 10, known as LASHBACK™, prefer-
ably has four basic components: the participant registration
process 12, the spam listener process 14, the unsubscribe
probing process 16 and the notification engine process 18a,
18b. Brief descriptions of these processes are discussed
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below with reference to FIG. 1, followed by a detailed
description of each module. Generally, the system 10 man-
ages and tracks the unsubscribe requests 20a, 205 for partici-
pants 224, 225, who may or may not be registered, indepen-
dent from the email clients that are being used by the
participants. In particular, the privacy control system 10
receives spam notices 24a, 24b from the participants, identi-
fies advertisers 26 from the spam notices 24a, 245, deter-
mines unsubscribe mechanisms 28 corresponding with the
advertisers 26, and sends the unsubscribe requests 20a, 205 to
the advertisers 26 according to the unsubscribe mechanisms
28.

In the preferred embodiment, privacy control is provided in
a centralized system 10 for processing the unsubscribe
requests 20a, 206 from electronic communication and
recording the status 44a, 445 of the requests. In this way, the
centralized privacy control system 10 provides a single source
for users of electronic communication to unsubscribe from
future solicitation that does not require software to be
installed onthe client 22. In addition, it provides a mechanism
for compiling spam report information 30 about which send-
ers and advertisers comply and which ones fail to comply
with these requests. This data can then be used in establishing
a reputation for these senders and advertisers.

For participant registration 12, a web site allows partici-
pants to register. When a participant signs up to use the
system, the participant provides basic information, including
the email address or email addresses 32 for which unsub-
scribe requests are to be processed. A secure database records
and stores participant information 34 as a subscriber set 36.
Each subscriber is provided with a login account to allow
them to change their information or disable participation
from the service at a later point. In the preferred embodiment,
the database stores the addresses of multiple subscribers as a
subscriber set, and it will be appreciated that, under general
set theory as used herein, the subscriber set may include a
single subscriber.

Itwill also be appreciated that, although email addresses 32
are being stored in an address field for the preferred embodi-
ment, the addresses could be any identification scheme for the
subscribers, such as a postal address in a privacy control
system for physical mail, a phone number or other user iden-
tification code for telephony, a device address (such as IRD,
MAC, or subscriber ID) in a privacy control system for broad-
cast or multicast receivers, &/or any other equivalent
schemes. Accordingly, as used herein, spam is a general ref-
erence to unsolicited bulk communications.

The spam listener 14 process allows participants to report
spammer violations and queue an unsubscribe request 38 for
that email. When a subscriber receives an unsolicited email,
they simply forward the violation to a specified email address
that receives the report for the spam listener. As discussed in
detail below, a set of probe email addresses 40 may also be
used to automatically forward reported spam to the spam
listener 14. The spam listener records the alleged violations in
a secure database 42 and tallies the alleged violations. Each
email sent to the spam listener is parsed and violations can be
tallied and reported in the spam reports 30 by any information
in the reported email 24a, 245, including the spammer’s
email address, email header information and URLs listed in
the email, as well as IP addresses and related sender 1D
information contained within the message.

The unsubscribe probing process 16 can be employed on
spam reports that come in to determine parties that abuse
unsubscribe requests. Unsubscribe abuse is when an email
address is posted to an unsubscribe mechanism and added to
future mailing lists by the recipient of the request. Thus,
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rather than suppressing the email address from future email,
more email is sent to the address. This process is able to probe
each unsubscribe mechanism and determine which are
abused, thereby suppressing unsubscribe requests for users
from being made to these mechanisms.

The notification engine 18a, 185 is a program that takes the
unique emails sent to the listener and parses the email in
search of an opt-out mechanism 28. If an opt-out email
address, form, or other mechanism is found in the violating
email or on the web pages referenced in the email, then an
opt-out request can be submitted for each user through the
mechanism provided by the advertiser. A downloadable ver-
sion on the notification engine 185 may be offered to sub-
scribers or the notification engine 18a can run on the preferred
centralized system 10 which may include one or more serv-
ers. [fa subscriber 224 runs the notification engine from their
PC, violators can be notified more quickly. Accordingly, the
opt-out requests can be submitted by the central server, by the
individual users’ computers or by a combination of both the
server and the computers. In all cases, the success 44 of the
request can then be stored and recorded, providing the data
that supports which advertisers and senders abide by unsub-
scribe requests and which fail to do so.

The optional participant registration process 12, as illus-
trated in FIG. 2, is preferably performed through a public web
site. When an individual wants to sign up for the service, they
go to the web site and enter their email address, a secure
password and other participant information. Once the user
submits the request, the participant’s information is stored in
a database and they are officially registered for the service.

As illustrated in FIG. 3, the spam listener process 14
retrieves each reported spam message from this email address
through POP3, MAPI or similar email retrieval process. The
spam listener 14 parses the reported spam and compiles the
information as a spam report 30. Participants preferably for-
ward spam messages 24a or requests to unsubscribe to a
designated email address, and the spam listener parses out the
individual who reported the spam. If the individual who
reported the spam is not a registered participant, the email
addresses of the sender may be determined based on the
headers of the email or other components of the request. The
spam sender’s email address and the email send date, as
determined by the email headers, may be used to uniquely
identify the spam report and the report is recorded in a data-
base 42 and associated with the reporting email address.

Each Uniform Resource Indicator (URI) for each hyper-
link in the reported message is determined, logged and asso-
ciated with the spam report by parsing the actual text of the
message. The URI can be classified as a locator, a name, or
both, and it will be appreciated that the URL is a subset of the
URI that, in addition to identifying the resource, also locates
the resource. This process is performed so spam reports can
be associated with the unique site or sites the spam is trying to
advertise. Additional information may be parsed during this
process, including the IP address of the sender and the Sender
ID listed in the email which can be easily parsed from the
headers of the email report.

Messages may also be sent to the listener via other elec-
tronic means, such as an XML web service or FTP and may
not be the actual message received, but an electronic repre-
sentation of the unsubscribe request and message details. For
example, a button could be integrated with a specific email
program (such as Outlook or Eudora) or through third party
email programs such as Hotmail or Yahoo mail which may
actually forward the spam report via an XML web service or
as a simple email forward to a specific email address. This
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process may be performed real time as reports or made, or
requests could be queued and sent on a batch basis.

The reporting of the messages may also be made by auto-
matically forwarding spam emails 24a to the spam listener
14. In this scenario, an application installed with the user’s
email client automatically filters and determines spam based
on key attributes of email messages. When spam is identified
based on these attributes, the application automatically for-
wards a copy of the email to the spam listener, thus initiating
the unsubscribe process without user intervention.

Accordingly, the spam listener can parse and compile spam
reports according to any one or more of the following actions:
(1) determining and storing unique advertised URIs; (2)
determining and storing the initiating sender IP addresses; (3)
determining and storing the sender ID of the email sender;
and (4) determining and storing unique identifiers to identify
the initiating party based on information sent in the spam
report or electronic unsubscribe request.

Probe email addresses 40 can also be used in a system
where actual user unsubscribe requests are not available or
not preferred. In such a system, the trust of unsubscribe
mechanisms in email can be tested to determine which parties
are honoring unsubscribe requests and which parties are not.
This information could then be used in determining the over-
all trust of senders and advertisers without actually process-
ing requests for a specific user base. The listener process can
be used to check the probes. Any email sent to the probes can
be forwarded to the spam listener.

As illustrated in FIG. 4, the optional unsubscribe probing
process 16 can be used to test the unsubscribe links in spam
reports. While rare, some advertisers and email senders may
abuse requests to unsubscribe by using the email address
submitted and sending more email to it. The unsubscribe
probing process is able to determine these instances by sub-
mitting a probe address, or fake email address, to the unsub-
scribe link advertised in email. The email address submitted
to the unsubscribe link is unique to that link, sender or adver-
tiser and the probing process then listens for email sent to this
probe by checking the email account through POP3, MAPI or
similar email retrieval process. If email is sent to the probe,
outside of unsubscribe confirmations, this process can auto-
matically suppress or otherwise limit unsubscribe requests
for this unique link, advertiser or sender to prevent participant
requests from being abused.

From the description of the spam listener process and
unsubscribe probing process above, it will be appreciated that
probe email accounts can be set up for collecting spam and
forwarding the spam to the listener and/or for testing whether
a specific unsubscribe link is abused. When setting up a probe
email account for abuse testing, there is a one-to-one corre-
lation of aunique probe email address to aunique unsubscribe
link. In this way, the unique email address is submitted to the
unique link and any unsolicited email sent to the probe after it
is submitted to the specific link signifies abuse of the unsub-
scribe request. In comparison, the email accounts used for
collecting spam may be useful to augment data from a sub-
scriber base or can be used as the sole means of gathering
spam reports and unsubscribe data when actual user spam
reports are not desired. Therefore, there does not need to be
any particular correlation between these collecting probes
and unsubscribe links.

The function of the notification engine 18, as illustrated in
FIG. 5, is to determine the unsubscribe mechanism for the
spam report 30 and attempt to opt-out the reporting partici-
pant 22b, 22a from future solicitation. In the preferred
embodiment, the notification engine or instances of the noti-
fication engine reside on the centralized server system. In
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another embodiment, the notification engine 18 can be
installed locally on participant PCs 225 and responsible for
processing an individual’s own requests for unsubscribe.
Generally, this process electronically retrieves the queued
unsubscribe requests via an XML web service, direct network
communication, or other electronic methods of retrieving
data. The notification engine can work in cooperation with the
spam listener 14 process to determine the unsubscribe mecha-
nism for the corresponding spam reports.

The notification engine 18 retrieves queued requests 38 to
unsubscribe from a centralized location through the central-
ized process and/or a client-based process. The centralized
system processes requests for multiple parties in the system
and electronically retrieves requests from a centralized loca-
tion via XML, web or other electronic or network communi-
cation. The client-based system processes individual requests
and electronically retrieves requests from a centralized loca-
tion via XML, web or other electronic or network communi-
cation.

In parsing the received messages, key components are
identified that relate to the unsubscribe mechanism. For
example, each one of the following searches can be per-
formed to determine the unsubscribe mechanism: (1) search-
ing for an email address that accepts unsubscribe requests; (2)
searching for key attributes indicative that a reply action to the
initial sending email address is required for unsubscribe; (3)
searching web pages listed in the spam report for an email
address that accepts unsubscribe requests; (4) searching web
pages listed in the spam report for key components that make
up an unsubscribe request form; (5) searching web pages
listed in the report for key components that make up an email
subscription preferences page or sequence of pages; (6)
searching for one-click unsubscribe links that do not require
any variable input; and (7) searching for other mechanisms,
including mechanisms embedded in the headers of email, or
other third-party electronic unsubscribe and suppression
mechanisms.

If an email address is provided in the spam message along
with key indicators in the email, this may be assumed to be an
opt-out mechanism. An email is then automatically sent to the
email address listed in the message that comes from the email
address from the queued notification with a subject of
REMOVE, UNSUBSCRIBE or the like, which may be based
on key attributes of the email. The process may look for keys
to respond to the sent email with a remove request, which the
notification engine will perform as indicated above.

In addition, each URL listed in the email is examined. The
notification engine examines the corresponding web pages,
searching for opt-out mechanisms. If an email address is
posted on the web page along with key terms, then this is
assumed to be an opt-out mechanism and an opt-out email is
sent to the corresponding address. If certain HTML forms are
provided on the site that may resemble an opt-out form, then
the participant email address is submitted via the mechanism
provided by the notification engine. This process is repeated
for each queued notification. This same automated web
crawling process can be used for determining complex unsub-
scribe processes that do not require input of an email address,
but the setting of email preferences through a web site.

While currently known unsubscribe mechanisms are typi-
cally email-based or web-based, the scope of this process
should not be limited to known unsubscribe mechanisms. It is
reasonably expected that new types of unsubscribe mecha-
nisms for electronic communication will be developed. These
may include mechanisms embedded into the headers of email
or other third-party methods for unsubscribe not yet devel-
oped. This process should not be limited to currently known
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mechanisms, and should include any mechanism used for the
removal from electronic solicitation.

Accordingly, the notification engine 18 can automatically
post unsubscribe requests according to any one or more of the
following mechanisms: (1) sending an email on the behalf of
the reporting email address to the email address determined in
the mechanism search process and using a subject or body
determined in the mechanism search process; (2) posting an
email address to a web-based removal form as determined by
the mechanism search process; (3) navigating an email pref-
erences web page or sequence of web pages and performing
actions as determined by the mechanism search process on
behalf of the reporting user; (4) navigating to a specific hyper-
link in the message, which completely handles the unsub-
scribe process without additional variable input; and (5) post-
ing requests through any other electronic means as
determined by any other mechanism search process.

As suggested above, the unsubscribe mechanism can be
determined and stored by the spam listener and associated
with the spam report as it is received. Preferably, a computer
program automatically determines the unsubscribe function,
although the function could also be determined manually. In
this case, the notification engine would only have to follow
the procedure for the specified mechanism and not be respon-
sible for the actual determination of the unsubscribe mecha-
nism.

In a similar embodiment, a service or application could
allow users to see a list of the stored spam attributes. These
attributes could include the email address of known spam-
mers, the URLs of known products or advertisers, or other
unique identifiers of spam. The user could then choose which
advertisers or senders they want to post unsubscribe requests
for based on this information. In this method, the notification
engine posts the unsubscribe request and the centralized pro-
cess determines the success of the request without having to
receive an actual Spain report from the user.

In all cases, the success of the unsubscribe process by the
notification engine may be logged to a centralized server for
use in determining whether the advertiser is respecting the
unsubscribe request. The notification engine preferably
receives the unsubscribe status and records the success or
failure of unsubscribe requests. The unsubscribe status can be
updated via a web service, web, or other electronic commu-
nication, and can be recorded with relation to the unsubscribe
party or email address, the unsubscribe method used, and the
date and time of the request, as well as any other critical
components of the request which may be used to identify
compliance success or failure. The centralized server can then
provide compiled reports on advertisers, spam senders and
any other spam creators and whether they respect unsubscribe
requests. This data may also be used by legal enforcement
bodies, ISPs and others do determine the reputation of a
particular advertiser or sender.

In view of the foregoing, it will be seen that the several
advantages of the invention are achieved and attained. The
embodiments were chosen and described in order to best
explain the principles of the invention and its practical appli-
cation to thereby enable others skilled in the art to best utilize
the invention in various embodiments and with various modi-
fications as are suited to the particular use contemplated. As
various modifications could be made in the constructions and
methods herein described and illustrated without departing
from the scope of the invention, it is intended that all matter
contained in the foregoing description or shown in the accom-
panying drawings shall be interpreted as illustrative rather
than limiting. Additionally, it will be appreciated that the
general concept of this system can be used for other types of
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unwanted electronic correspondence, not just traditional
e-mail. The system could be used for any type of electronic
communication where any entity wants an increased level of
privacy, such as unsolicited mass mailings, unsolicited phone
calls, and the like (such as, in the future, unsolicited HDTV
advertisements or other broadcast, multicast or other commu-
nication in which communications are directed or otherwise
targeted to users based on a user profile or other user demo-
graphics). Although the particular implementation of the pri-
vacy system may differ depending on the realm of the com-
munication (computer, telephony, mobile, instant
messaging), it will be appreciated that the present embodi-
ment for a spam email system can be used for any type of
communication system that can be computer-controlled. For
example, as communication paths converge and merge (con-
vergence of digital communications), including automated
computer control systems that govern routing systems for the
physical mail, the present invention can be embodied in a
generic privacy system for any one or more of these types of
computer-controlled communication systems. Thus, the
breadth and scope of the present invention should not be
limited by any of the above-described exemplary embodi-
ments, but should be defined only in accordance with the
following claims appended hereto and their equivalents.
What is claimed is:
1. A method for providing privacy control in a communi-
cation system;
receiving at a centralized processor a set of spam notices
from a set of participants;
identifying a set of advertisers from said set of spam
notices, wherein said identifying step is comprised of
parsing said spam notices at said centralized processor;
determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said set of adver-
tisers, wherein said determining step is comprised of
automatically parsing and identifying key attributes
associated with an unsubscribe function, and wherein
said parsing and identifying further comprise the search-
ing step selected from the group of steps consisting of:
searching for an email address in said spam notices;
searching for a reply action key attribute; searching for
an email address in web pages listed in said spam
notices; searching for request form key components in
web pages listed in said spam report; searching for email
subscription key components in web pages listed in said
spam report; and searching for a one-click unsubscribe
link; and
sending from said centralized processor a set of unsub-
scribe requests to said set of advertisers according to said
corresponding set of unsubscribe mechanisms.
2. A method for providing privacy control in a communi-
cation system;
receiving at a centralized processor a set of spam notices
from a set of participants, wherein the set of spam
notices relates to unwanted email filtered by the partici-
pant;
parsing said set of spam notices at said centralized proces-
sor;
identifying at said centralized processor a set of advertisers
from said set of spam notices;
determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said set of adver-
tisers, wherein said parsing, identifying and determining
steps further comprise automatically parsing and iden-
tifying key attributes associated with an unsubscribe
function, and a searching step selected from the group of
steps consisting of: searching for an email address in
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said unwanted email messages; searching for a reply
action key attribute; searching for an email address in
web pages listed in said unwanted email messages;
searching for request form key components in web pages
listed in said unwanted email messages; searching for
email subscription key components in web pages listed
in said unwanted email messages; and searching for a
one-click unsubscribe link;

creating a set of probe accounts; and

sending from said centralized processor a set of unsub-
scribe requests to said set of advertisers according to said
corresponding set of unsubscribe mechanisms and a set
of'unique unsubscribe requests corresponding with said
set of probe accounts.

5

10

corresponding set of unsubscribe mechanisms to unsub-
scribe said participant from future unwanted email sent
by said set of advertisers; and

recording a set of unsubscribe status results corresponding
with said set of unsubscribe requests.

4. A method for unsubscribe processing in a communica-

tion system;

forwarding unwanted email messages to a centralized pro-
cessor;

parsing said unwanted email messages at said centralized
processor;

identifying at the centralized processor advertisers associ-
ated with the unwanted email message;

determining at the centralized processor a set of unsub-

3. A method for providing privacy control in a communi- 15
cation system;
receiving at a centralized processor unwanted email fil-
tered by a participant;
parsing said unwanted email at said centralized processor;
identifying at said centralized Processor a set of advertisers 20

scribe mechanisms corresponding with each advertiser,
wherein said parsing, identifying and determining steps
further comprise automatically parsing and identifying
key attributes associated with an unsubscribe function,
and a searching step selected from the group of steps
consisting of: searching for an email address in said

from said unwanted email independent of any email
client used by said participant;

determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said set of adver-
tisers, wherein said parsing, identifying and determining
steps further comprise automatically parsing and iden-
tifying key attributes associated with an unsubscribe
function, and a searching step selected from the group of

25

unwanted email messages; searching for a reply action
key attribute; searching for an email address in web
pages listed in said unwanted email messages; searching
for request form key components in web pages listed in
said unwanted email messages; searching for email sub-
scription key components in web pages listed in said
unwanted email messages; and searching for a one-click
unsubscribe link; and

steps consisting of: searching for an email address in
said unwanted email messages; searching for a reply 30
action key attribute; searching for an email address in
web pages listed in said unwanted email messages;
searching for request form key components in web pages
listed in said unwanted email messages; searching for
email subscription key components in web pages listed 35
in said unwanted email messages; and searching for a
one-click unsubscribe link;

creating at said centralized processor a spam report relating
said set of advertisers with said unwanted email and said
set of unsubscribe mechanisms; 40

sending from said centralized processor a set of unsub-
scribe requests to said set of advertisers according to said L

sending from the centralized processor a set of unsubscribe
requests to each advertiser according to the correspond-
ing set of unsubscribe mechanisms to unsubscribe a user
from future unwanted email messages sent by said
advertisers.

5. The method of claim 4, further comprising the step of
creating a spam report relating said advertisers with said set of
unwanted email message and said set of unsubscribe mecha-
nisms.

6. The method of claim 4 further comprising the steps of
registering a set of subscribers and creating a set of probe
accounts.
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PRIVACY CONTROL SYSTEM FOR
ELECTRONIC COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application Ser. Nos. 60/523,597, filed Nov. 20, 2003 and
60/536,488, filed Jan. 14, 2004,

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to privacy controls for
electronic communication systems and, more particularly,
systems and methods for posting unsubscribe requests from
electronic communication through a centralized process and
monitoring the success of this process.

2. Related Ant

Spam has become an increasingly large problem on the
Internet. On a daily basis, billions of unsolicited advertise-
ments are received by millions of individuals. The low cost of
email makes 1t a great mechanism for advertisers to reach a
large audience of potential customers. Unfortunately, in many
cases, unsolicited emails simply act as an annoyance to Inter-
net users and do nothing but cause frustration and slow pro-
ductivity. Due to the increasing volume of spam and user's
frustration and annoyance, several different techniques to
reduce spam volume have been attempted.

Spam filters are one of the most common mechanisms of
reducing spam volume. However, the problem with spam
filters is spammers easily figure out ways 1o trick the filters
and get their mail through. While spam filters are constantly
getting smarter, 50 too are spammers. In addition, spam filters
often require configuration by ISPs, customers or network
specialists which becomes too cumbersome for most indi-
viduals. Also, spam filters will often block legitimate email,
creating additional problems for users.

Many states have laws which restrict how unsolicited
advertisements can be delivered. Many of these laws simply
enforce that spammers use a valid email address, email does
not contain a misleading subject, and that email advertisers
provide a means for allowing recipients to opt-out or other-
wise unsubscribe. Unfortunately, these laws are difficult to
enforce due to the lack of violation tracking mechanisms and
the difficulty tracking down violators.

There are numerous bills proposed on the Federal level
which propose tightening the ropes on what email advertisers
cando. However, these attempts will likely face tough battles,
as advertisers will lobby hard to prevent such measures, such
as with the proposed Federal Do Not Call List. In addition, the
Federal Government also has very little means to enforce
such laws and would be limited in prohibiting spam from
International parties.

Another mechanism for reducing spam requires a user to
perform one of the many types of unsubscribe processes that
spammers may use. Advertisers who provide an unsubscribe
mechanism generally comply with unsubscribe requests.
However, unscrupulous spammers may not comply with any
request and will only stop after being ordered by a court.
Additionally, even when the users follow the unsubscribe
mechanisms, they usually have specific requirements that
differ only slightly, but since the unsubscnbe processes are
usually automated, an error in following the particular
requirements usually results in a failed unsubscribe request.
Accordingly, a user may use the unsubscribe mechanism to
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avoid spam from a particular source but may continue to
receive spam from this source.

Some have proposed offering programs that tie into the
email client that provides the option of automatically deleting
spam and unsubscribing from the source. However, a process
that is dependant on the email client does not provide a
universal solution for exnail users, since there are hundreds of
email clients in use today and more will continue to develop
as email evolves to new realms. In addition, it does not pro-
videa centralized mechanism for determining advertisers and
email senders that persistently fail to comply with requests to
unsubscribe from electronic communication. Therefore, it
would be beneficial to have a centralized system that can
assist users with unsubscribing from electronic communica-
tion and monitor of unsubscribe requests by multiple users.

SUMMARY OF THE INVENTION

Itis in view ofthe above problems and limitations in known
privacy control systems that the present invention was devel-
oped. The present invention provides a centralized system
that manages and tracks the unsubscribe requests for indi-
viduals or groups of individuals wishing to unsubscribe from
future electronic solicitations that is independent of the email
client that these individuals are using.

The present invention provides a single source for receiv-
ing spam reports and requests to unsubscribe from electronic
communication and a process for automatically performing
unsubscribe actions and monitoring the outcome. Accord-
ingly, subscribers to the protection side of the system shall
benefit from a reduction of unsolicited correspondence as
well as other types of communication, if not a complete
elimination without specific software requircments.

" Further features and advantages of the present invention, as
well as the structure and operation of various embodiments of
the present invention, are described in detail below with ref-
erence to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and form a part of the specification, illustrate the embodi-
ments of the present invention and together with the descrip-
tion, serve to explain the principles of the invention. In the
drawings:

FIG. 1 illustrates a process overview of the privacy control
system for electronic communication according to the present
invention;

FIG. 2 illustrates a flow diagram of'the registration process;

FIG. 3 illustrates a flow diagram of the spam listener pro-
cess;

FIG. 4 illustrates a flow diagram of the unsubscribe prob-
ing process; and

FIG. 5 illustrates a flow diagram of the notification engine
process.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring to the accompanying drawings in which like
reference numbers indicate like elements, FIG. 1 illustrates a
privacy control system 10 for electronic communication. The
privacy control system 10, known as LASHBACK™, prefer-
ably has four basic components: the participant registration
process 12, the spam listener process 14, the unsubscribe
probing process 16 and the notification engine process 18«,
18b. Brief descriptions of these processes are discussed -
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below with reference to FIG. 1, followed by a detailed
description of each module. Generally, the system 10 man-
ages and tracks the unsubscribe requests 20a, 2056 for partici-
pants 224, 226, who may or may not be registered, indepen-
dent from the email clients that are being used by the
participants. In particular, the privacy control system 10
receives spam notices 24a, 246 from the participants, identi-
fies advertisers 26 from the spam notices 24a, 245, deter-
mines unsubscribe mechanisms 28 corresponding with the
advertisers 26, and sends the unsubscribe requests 20a, 205 to
;hse advertisers 26 according to the unsubscribe mechanisms

In the preferred embodiment, privacy control is provided in
a centralized system 10 for processing the unsubscribe
requests 20a, 20b from electronic communication and
recording the status 44a, 445 of the requests. In this way, the
centralized privacy control system 10 provides a single source
for users of electronic communication to unsubscribe from
future solicitation that does not require soflware to be
installed on the client 22, In addition, it provides a mechanism
for compiling spam report information 30 about which send-
ers and advertisers comply and which opes fail to comply
with these requests. This data can then be used in establishing
a reputation for these senders and advertisers.

For participant registration 12, a web site allows partici-
pants to register. When a participant signs up to use the
system, the participant provides basic information, including
the email address or email addresses 32 for which unsub-
scribe requests are to be processed. A secure database records
and stores participant information 34 as a subscriber set 36.
Each subscriber is provided with a login account to allow
them to change their information or disable participation
from the service at a later point. In the preferred embodiment,
the database stores the addresses of multiple subscribers as a
subscriber set, and it will be appreciated that, under general
set theory as used herein, the subscriber set may include a
single subscriber.

It will also be appreciated that, although email addresses 32
are being stored in an address field for the preferred embodi-
ment, the addresses could be any identification scheme for the
subscribers, such as a postal address in a privacy control
system for physical mail, a phone number or other user iden-
tification code for telephony, a device address (such as IRD,
MAC, or subscriber ID) in a privacy control system for broad-
cast or multicast receivers, &/or any other equivalent
schemes. Accordingly, as used berein, spam is a general ref-
erence to unsolicited bulk communications.

The spam listener 14 process allows participants to report
spammer violations and queue an unsubscribe request 38 for
that email. When a subscniber receives an unsolicited cmail,
they simply forward the violation to a specified email address
that receives the report for the spam listener. As discussed in
detail below, a set of probe email addresses 40 may also be
used to automatically forward reported spam to the spam
listener 14. The spam listener records the alleged violations in
a secure database 42 and tallies the alleged violations. Each
email sent to the spam listener is parsed and violations can be
tallied and reported in the spam reports 30 by any information
in the reported email 244, 245, including the spammier's
email address, email header information and URLSs listed in
the email, as well as IP addresses and related sender ID
information contained within the message.

The unsubscribe probing process 16 can be employed on
spam reports that come in to determine parties that abuse
unsubscribe requests. Unsubscribe abuse is when an email
address is posted to an unsubscribe mechanism and added to
future mailing lists by the recipient of the request. Thus,
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rather than suppressing the email address from fuhure email,
more email is sent to the address. This process is able to probe
each unsubscribe mechanism and determine which are
abused, thereby suppressing unsubscribe requests for users
from being made to these mechanisms.

The notification engine 184, 185 is a program that takes the
unique emails sent to the listener and parses the email in
search of an opt-out mechanism 28. If an opt-out email
address, form, or other mechanism is found in the violating
email or on the web pages referenced in the email, then an
opt-out request can be submitted for each user through the
mechanism provided by the advertiser. A downloadable ver-
sion on the npotification engine 185 may be offered to sub-
scribers or the notification engine 18a can run on the preferred

‘centralized system 10 which may include one or more serv-

ers. Ifa subscriber 225 runs the notification engine from their
PC, violators can be notified more quickly. Accordingly, the
opt-out requests can be submitted by the central server, by the
individual users’ computers or by a combination of both the
server and the computers. In all cases, the success 44 of the
request can then be stored and recorded, providing the data
that supports which advertisers and senders abide by unsub-
scribe requests and which fail to do so.

The optional participant registration process 12, as 1llus-
trated in FIG. 2, is preferably performed through a public web
site. When an individual wants to sign up for the service, they
go to the web site and enter their email address, a secure
password and other participant information. Once the user
submits the request, the participant’s information is stored in
a database and they are officially registered for the service.

As illustrated in FIG. 3, the spam listener process 14
retrieves each reported spam message from this email address
through POP3, MAPI or similar email retrieval process. The
spam listener 14 parses the reported spam and compiles the
information as a spam report 30. Participants preferably for-
ward spam messages 24a or requests to unsubscribe to a
designated email address, and the spam listener parscs out the
individual who reported the spam. If the individual who
reported the spam is not a registered participant, the email
addresses of the sender may be determined based on the
beaders of the email or other components of the request. The
spam sender’s email address and the ematil send date, as
determined by the email headers, may be used to uniquely
identify the spam report and the report is recorded in a data-
base 42 and associated with the reporting email address.

Each Uniform Resource Indicator (URI) for each hyper-
link in the reported message is determined, logged and asso-
ciated with the spam report by parsing the actual text of the
message. The URI can be classified as a locator, a name, or
both, and it will be appreciated that the URL is a subset of the
URI that, in addition to identifying the resource, also locates
the resource. This process is performed so spam reports can
be associated with the unique site or sites the spam is trying to
advertise. Additional information may be parsed during this
process, including the IP address of the sender and the Sender
ID listed in the email which can be easily parsed from the
headers of the email report.

Messages may also be sent to the listener via other elec-
tronic means, such as an XML web service or FTP and may
not be the actual message received, but an electronic repre-
sentation of the unsubscribe request and message details. For
example, a button could be integrated with a specific email
program (such as Qutlook or Eudora) or through third party
email programs such as Hotmail or Yahoo mail which may
actually forward the spam report via an XML web service or
as a simple email forward to a specific email address. This

Page 16 of 19



CERTIFICATE OF CORRECTION (continued)

Page 8 of 10

US 7,620,690 Bl

S

process may be performed real time as reports or made, or
requests could be queued and sent on a batch basis.

The reporting of the messages may also be made by auto-
matically forwarding spam emails 24a to the spam listener
14. In this scenario, an application installed with the user’s
email client automatically filters and determines spam based
on key attributes of email messages. When spam is identified
based on these attributes, the application automatically for-
wards a copy of the email to the spam listener, thus initiating
the unsubscribe process without user intervention,

Accordingly, the spam listener can parse and compile spam
reports according to any one or more of the following actions:
(1) determining and storing unique advertised URIs; (2)
determining and storing the initiating sender IP addresses; (3)
determining and storing the sender ID of the email sender;
and (4) determining and storing unique identifiers to identify
the initiating party based on information sent in the spam
report or electronic unsubscribe request.

Probe email addresses 40 can also be used in a system
where actual user unsubscribe requests are not available or
not preferred. In such a system, the trust of unsubscribe
mechanisms in email can be tested to determine which parties
are honoring unsubscribe requests and which parties are not.
This information could then be used in determining the over-
all trust of senders and advertisers without actually process-
ing requests for a specific user base. The listener process can
be used to check the probes. Any email sent to the probes can
be forwarded to the spam listener.

As illustrated in FIG. 4, the optional unsubscribe probing
process 16 can be used to test the unsubscribe links in spam
reports. While rare, some advertisers and email senders may
abuse requests to unsubscnbe by using the email address
submitted and sending more email to it. The unsubscribe
probing process is able to determine these instances by sub-
mitting a probe address, or fake email address, to the unsub-
scribe link advertised in email. The email address submitted
to the unsubscribe link is unique to that link, sender or adver-
tiser and the probing process then listens for email sent to this
probe by checking the emai! account through POP3, MAPI or
similar email retrieval process. If email is sent to the probe,
outside of unsubscribe confirmations, this process can auto-
matically suppress or otherwise limit unsubscribe requests
for this unique link, advertiser or sender to prevent participant
requests from being abused.

From the description of the spam listener process and
unsubscribe probing process above, it will be appreciated that
probe email accounts can be set up for collecting spam and
forwarding the spam to the listener and/or for testing whether
a specific unsubscribe link is abused. When setting up a probe
email account for abuse testing, there is a one-to-one corre-
lation of a unique probe email address to a unique unsubscribe
link. In this way, the unique email address is submitted to the
unique link and any unsolicited cmail sent to the probe after it
is submitted to the specific link signifies abuse of the unsub-
scribe request. In comparison, the email accounts used for
collecting spam may be useful to augment data from a sub-
scriber base or can be used as the sole means of gathering
spam reports and unsubscribe data when actual user spam
reports are not desired. Therefore, there does not need to be
any particular correlation between these collecting probes
and unsubscnbe links.

The function of the notification engine 18, as illustrated in
FIG. §, is to determine the unsubscribe mechanism for the
spam report 30 and attempt to opt-out the reporting partici-
pant 224, 22a from future solicitation. In the preferred
embodiment, the notification engine or instances of the noti-
fication engine reside on the centralized server system. In
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another embodiment, the notification engine 18 can be
installed locally on participant PCs 226 and responsible for
processing an individual's own requests for unsubscnbe.
Generally, this process electronically retrieves the queued
unsubscribe requests via an XML web service, direct network
communication, or other electronic methods of retrieving
data. The notification engine can work in cooperation with the
spam listener 14 process to determine the unsubscribe mecha-
nism for the corresponding spam reports.

The notification engine 18 retrieves queued requests 38 to
unsubscribe from a centralized location through the central-
ized process and/or a clicot-based process. The centralized
system processes requests for multiple parties in the system
and electronically retricves requests from a centralized loca-
tion via XML, web or other electronic or network communi-
cation. The client-based system processes individual requests
and electronically retrieves requests from a centralized loca-
tiort via XML, web or other electronic or network communi-
cation.

In parsing the received messages, key components are
identified that relate to the unsubscribe mechanism. For
example, each one of the following searches can be per-
formed to determine the unsubscribe mechanism: (1) search-
ing for an email address that accepts unsubscribe requests; (2)
searching for key attributes indicative thata reply action to the
initial sending email address is required for unsubscribe; (3)
searching web pages listed in the spam report for an emait
address that accepts unsubscribe requests; (4) searching web
pages listed in the spam report for key components that make
up an unsubscribe request form; (5) searching web pages
listed in the report for key components that make up an email
subscription preferences page or sequence of pages; (6)
searching for one-click unsubscribe links that do not require
any variable input; and (7) searching for other mechanisms,
including mechanisms embedded in the headers of email, or
other third-party electronic unsubscribe and suppression
mechanisms.

If an email address is provided in the spam message along
with key indicators in the email, this may be assumed to be an
opt-out mechanism. An email is then automatically sent to the
email address listed in the message that comes from the email
address from the queued notification with a subject of
REMOVE, UNSUBSCRIBE or the like, which may be based
on key atiributes of the email. The process may look for keys
to respond to the sent email with a remove request, which the
notification engine will perform as indicated above.

In addition, each URL listed in the email is examined. The
notification engine examines the corresponding web pages,
searching for opt-out mechanisms. If an email address is
posted on the web page along with key terms, then this is
assumed to be an opt-out mechanism and an opt-out email is
sent to the corresponding address. If certain HTML forms are
provided on the site that may resemble an opt-out form, then
the participant email address is submitted via the mechanism
provided by the notification engine. This process is repeated
for each queued nofification. This same automated web
crawling process can be used for determining complex unsub-
scribe processes that do not require input of an email! address,
but the setting of email preferences through a web site.

While currently known unsubscribe mechanisms are typi-
cally email-based or web-based, the scope of this process
should not be limited to known unsubscribe mechanisms. Itis
reasonably expected that new types of unsubscribe mecha-
nisms for electronic communication will be developed. These
may include mechanisms embedded into the beaders of email
or other third-party methods for unsubscribe not yet devel-
oped. This process should not be limited to currently known
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mechanisms, and should include any mechanism used for the
removal from electronic solicitation.

Accordingly, the notification enging 18 can automatically
~ post unsubscribe requests according to any one or more ofthe
following mechanisms: (1) sending an email on the behalf of
the reporting email address to the email address determined in
the mechanism search process and using a subject or body
determined in the mechanism search process; (2) posting an
email address to a web-based removal form as determined by
the mechanism search process; (3) navigating an email pref-
erences web page or sequence of web pages and performing
actions as determined by the mechanism search process on
behalf of the reporting user; (4) navigating to a specific hyper-
link in the message, which completely handles the unsub-
scribe process without additional variable input; and (5) post-
ing requests through any other electronic means as
determined by any other mechanism search process.

As suggested above, the unsubscribe mechanism can be
determined and stored by the spam listener and associated
with the spam report as it is received. Preferably, a computer
program automatically determines the unsubscribe function,
although the function could also be determined manually. In
this case, the notification engine would only have to follow
the procedure for the specified mechanism and not be respon-
sible for the actual determination of the unsubscribe mecha-
nisimi.

In a similar embodiment, a service or application could
allow users to see a list of the stored spam attributes. These
attributes could include the email address of known spam-
mers, the URLs of known products or advertisers, or other
unique identifiers of spam. The user could then choose which
advertisers or senders they want to post unsubscribe requests
for based on this information. In this method, the notification
engine posts the unsubscribe request and the centralized pro-
cess determines the success of the request without having to
receive an actual Spain report from the user.

In al} cases, the success of the unsubscribe process by the
notification engine may be logged to a centralized server for
use in determining whether the advertiser is respecting the
unsubscribe request. The notification engine preferably
receives the unsubscribe status and records the success or
failure of unsubscribe requests, The unsubscribe status can be
updated via a web service, web, or other electronic commu-
pication, and can be recorded with relation to the unsubscribe
party or email address, the unsubscribe method used, and the
date and time of the request, as well as any other critical
components of the request which may be used to identify
compliance success or failure. The centralized server can then
provide compiled reports on advertisers, spam senders and
any other spam creators and whether they respect unsubscribe
requests. This data may also be used by legal enforcement
bodies, ISPs and others do determine the reputation of a
particular advertiser or sender.

In view of the foregoing, it will be seen that the several
advantages of the invention are achieved and attained. The
embodiments were chosen and described in order to best
explain the principles of the invention and its practical appli-
cation to thereby enable others skilled in the art to best utilize
the invention in various embodiments and with various modi-
fications as are suited to the particular use contemplated. As
various modifications could be made in the constructions and
methods herein described and illustrated without departing
from the scope of the invention, it is intended that al} matter
contained in the foregoing description or shown inthe accom-
panying drawings shall be interpreted as illustrative rather
than limiting. Additionally, it will be appreciated that the
general concept of this system can be used for other types of
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unwanted electronic correspondence, not just traditional
e-mail. The system could be used for any type of electronic
communication where any entity wants an increased level of
privacy, such as unsolicited mass mailings, unsolicited phone
calls, and the like (such as, in the future, unsolicited HDTV
advertisements or other broadcast, multicast or other commu-
nication in which communications are directed or otherwise
targeted to users based on a user profile or other user demo-
graphics). Although the particular implementation of the pri-
vacy system may differ depending on the realm of the com-
munication  (computer, telephony, mobile, instant
messaging), it will be appreciated that the present embodi-
ment for a spam cmail system can be used for any type of
communication system that can be computer-controlled. For
example, as communication paths converge and merge (con-
vergence of digital communications), including automated
computer control systems that govern routing systems for the
physical mail, the present invention can be embodied in a
generic privacy system for any one or more of these types of
computer-controlled communication systems. Thus, the
breadith and scope of the present invention should not be
limited by any of the above-described exemplary embodi-
ments, but should be defined only in accordance with the
following claims appended hereto and their equivalents.
What is claimed is:
1. A method for providing privacy control in a communi-
cation system;
receiving at a centralized processor a set of spam notices
from a set of participants;
identifying a set of advertisers from said set of spam
notices, wherein said identifying step is comprised of
parsing said spam notices at said centralized processor;
determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said set of adver-
tisers, wherein said determining step is comprised of
automatically parsing and identifying key attributes
associated with an unsubscribe function, and wherein
said parsing and identifying further comprise the search-
ing step selected from the group of steps consisting of:
searching for an email address in said spam notices;
searching for a reply action key attribute; searching for
an email address in web pages listed in said spam
notices; searching for request form key components in
web pages listed in said spam report; searching for email
subscription key components in web pages listed in said
spam report; and searching for a one-click unsubscribe
link; and
sending from said centralized processor a set of unsub-
scribe requests 10 said set of advertisers according to said
corresponding set of unsubscribe mechanisms.
2. A method for providing privacy control in a communi-
cation system;
receiving at a centralized processor a set of spam notices
from a set of participants, wherein the set of spam
notices relates to unwanted email filtered by the partici-
pant; ,
parsing said set of spam notices at said centralized proces-
sor;
identifying at said centralized processor a set of advertisers
from said set of spam notices;
determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said setof adver-
tisers, wherein said parsing, identifying and determining
steps further comprise automatically parsing and iden-
tifying key attributes associated with an unsubscribe
function, and a searching step selected from the group of
steps consisting of: searching for an email address in
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said unwanted email messages; searching for a reply
action key attribute; searching for an email address in
web pages listed in said unwanted email messages;
searching for request form key components in web pages
listed in said unwanted email messages; searching for
email subscription key components in web pages listed
in said unwanted email messages; and searching for a
one-click unsubscribe link;

creating a set of probe accounts; and

sending from said centralized processor a set of unsub-
scribe requests to said set of advertisers according to said
corresponding set of unsubscribe mechanisms and a set
of unique unsubscribe requests corresponding with said
set of probe accounts.

3. A method for providing privacy control in a communi-

cation system,;

receiving at a centralized processor unwanted email fil-
tered by a participant;

parsing said unwanted email at said centralized processor;

identifying at said centralized Processor a set of advertisers
from said unwanted email independent of any email
client used by said participant;

determining at said centralized processor a set of unsub-
scribe mechanisms corresponding with said set of adver-
tisers, wherein said parsing, identifying and determining
steps further comprise automatically parsing and iden-
tifying key attributes associated with an unsubscribe
function, and a searching step selected from the groupof
steps consisting of: searching for an email address in
said unwanted email messages; searching for a reply
action key attribute; searching for an email address in
web pages listed in said unwanted email messages;
searching for request form key components in web pages
listed in said unwanted email messages; searching for
email subscription key components in web pages listed
in said unwanted email messages; and searching for a
one-click unsubscribe link;

creating at said centralized processor a spam report relating
said set of advertisers with said unwanted email and said
set of unsubscribe mechanisms;

- sending from said centralized processor a set of unsub-
scribe requests to said set of advertisers according to said
corresponding set of unsubscribe mechanisms to unsub-
scribe said participant from future unwanted email sent
by said set of advertisers; and )

recording a set of unsubscribe status results corresponding
with said set of unsubscribe requests.

4. A method for unsubscribe processing in a communica-

tion system;

forwarding unwanted email messages to a centralized pro-
CEsSOT;

parsing said unwanted email messages at said centralized
Processor;

identifying at the centralized processor advertisers associ-
ated with the unwanted email message;

determining at the centralized processor a set of unsub-
scribe mechanisms corresponding with each advertiser,
wherein said parsing, identifying and determining steps
further comprise automatically parsing and identifying
key attributes associated with an unsubscribe function,
and a searching step selected from the group of steps
consisting of: searching for an email address in said
unwanted email messages; searching for a reply action
key attribute; searching for an email address in web
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pages listed in said unwanted email messages; searching
for request form key components in web pages listed in
said unwanted email messages; searching for email sub-
scription key components in web pages listed in said
unwanted email messages; and searching for a one-click
unsubscribe link; and

sending from the centralized processor a set of unsubscribe

requests to each advertiser according to the correspond-
ing set of unsubscribe mechanisms to unsubscribe a user
from future unwanted email messages sent by said
advertisers.

5. The method of claim 4, further comprising the step of
creating a spam report relating said advertisers with said setof
unwanted email message and said set of unsubscribe mecha-
nisms.

6. The method of claim 4 further comprising the steps of
registering a set of subscribers and creating a set of probe
accounts.

7. The method of claim 1 further comprising the step of
tallying alleged violations of said unsubscribe requests at said
centralized processor.

8. The method of claim 1 wherein said identifying step is
independent of any email client used by said set of partici-
pants.

9. The method of claim 1 wherein said determining step is
comprised of manually determining an unsubscribe function
and providing a corresponding unsubscribe procedure.

10. The method of claim 1 further comprising the step of
recording a set of unsubscribe status results corresponding
with said set of unsubscribe requests, wherein said unsub-
scribe mechanisms process said unsubscribe requests and
unsubscribe said set of participants from future spam sent by
said set of advertisers. :

11. The method of claim 1 further comprising the step of
creating a spam report relating said set of advertisers with said
set of spam notices and said set of unsubscribe mechanisms.

12. The method of claim 1 further comprising the step of
registering a set of subscribers from said set of participants.

13. The method of claim 1 further comprising the step of
creating a set of probe accounts.

14. The method of claim 13 further comprising the steps of
submitting a unique probe address according to a correspond-
ing unsubscribe mechanism and checking for any cmail sent
to said unique probe address.

15. The method of claim 2 further comprising the step of
checking for any email sent to said set of probe accounts.

16. The method of claim 2 further comprising the step of
recording a set of unsubscribe status results corresponding
with said set of unsubscribe requests.

17. The method of claim 2 further comprising the step of
creating a spam report relating said set of advertisers with said
set of spam notices and said set of unsubscribe mechanisms.

18. The method of claim 2 further comprising the step of
registering a set of subscribers from said set of participants.

19. The method of claim 3 further comprising the step of
creating a set of probe accounts.

20. The method of claim 19 further comprising the steps of
submitting a unique probe address according to a correspond-
ing unsubscribe mechanism and checking for any email sent
to said unique probe address.

21. The method of claim 3 further comprising the step of
registering a set of subscribers from said set of participants.

* * ¥ x %

Page 19 of 19





