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CLAIMS 

[1pre] An apparatus, comprising: 

[1.a] a processor configured to control one or more functions of a network device 
having a network interface,  

[1.b] wherein the network device is configured to receive data requests and an 
encrypted form of management requests via the network interface,  

[1.c] wherein the management requests are from a remote administrator; 

[1.d] a first bus; and 

[1.e] a bus controller coupled to the processor via the first bus,  

[1.f] wherein the bus controller is also coupled to a second bus of the network 
device that is distinct from the first bus,  

[1.g] wherein the bus controller is configured to receive the encrypted form of 
the management requests from the second bus,  

[1.h] and to convey the encrypted form of the management requests to the 
processor via the first bus; 

[1.i] wherein the processor is configured to decrypt the encrypted form of the 
management requests,  

[1.j] wherein the network device includes a processor configured to facilitate 
operation of the network device, and  

[1.k] wherein the processor of the apparatus is distinct from the processor 
included in the network device. 

[2.] The apparatus of claim 1, wherein the apparatus is configured to provide a 
command line interface to the remote administrator, and wherein the apparatus is 
configured to receive one or more commands to control the one or more 
functions of the network device. 

[3.] The apparatus of claim 1, wherein the bus controller is a peripheral 
component interconnect (PCI) controller. 

[4.] The apparatus of claim 1, wherein the apparatus is configured to receive 
power via a first power circuit, wherein the network device is configured to 
receive power via a second power circuit, and wherein the apparatus is 
configured to cycle the power received by the network device via the second 
power circuit. 
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[5pre] The apparatus of claim 4, wherein the apparatus is configured to: 

[5.a] determine whether the network device is receiving power via the second 
power circuit; and 

[5.b] provide an indication, to the remote administrator, when the network device 
is not receiving power via the second power circuit. 

[6.] The apparatus of claim 1, wherein the processor is configured to establish a 
first virtual private network connection with the remote administrator, and 
wherein the processor is configured to receive the management requests via the 
first established connection. 

[7.] The apparatus of claim 6, wherein the processor is configured to establish a 
second virtual private network connection with an access control server 
configured to authenticate the remote administrator, and wherein the processor is 
configured to receive, via the second established connection, an indication of 
whether the remote administrator is authorized to administer the network device. 

[8.] The apparatus of claim 1, wherein the apparatus is configured to implement 
a firewall that restricts traffic received from the second bus. 

[9.] The apparatus of claim 1, wherein the apparatus is a component within the 
network device. 

[10.] The apparatus of claim 1, wherein the apparatus is a card configured to be 
inserted into the network device via a card interface. 

[11.] The apparatus of claim 1, wherein the network device is a network router 
that includes a plurality of network interfaces, and wherein the processor is 
dedicated to controlling one or more functions of the network router. 

[12pre] A method, comprising: 

[12.a] receiving, by a bus controller of a management device, an encrypted form 
of management requests via a first bus of a network device having a network 
interface,  

[12.b] wherein the network device received the encrypted form of the 
management requests and data requests via the network interface,  

[12.c] wherein the management requests are from a remote administrator; 

[12.d] conveying the encrypted form of management requests from the bus 
controller to a processor of management device via a second bus of the 
management device,  
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CLAIMS 

[12.e] wherein the network device includes a processor configured to facilitate 
operation of the network device, and  

[12.f] wherein the processor of the management device is distinct from the 
processor included in the network device; 

[12.g] decrypting, by the processor, the encrypted form of the management 
requests; and 

[12.h] controlling, by the processor, one or more functions of the network device 
according to the management requests. 

[13] The method of claim 12, wherein the one or more functions are associated 
with a domain name service protocol. 

[14] The method of claim 12, wherein the one or more functions are associated 
with a network time protocol. 

[15] The method of claim 12, wherein the one or more functions are associated 
with a network management protocol. 

[16pre] The method of claim 12, further comprising: 

[16.a] establishing, by the management device, a virtual private network 
connection with an access control server configured to authenticate the remote 
administrator. 

[17] The method of claim 12, further comprising: receiving, by the management 
device, additional management requests from the remote administrator via a 
network interface of the management device, and wherein the additional 
management requests are not received via the first bus of the network device. 

[18] The method of claim 17, wherein the network interface of the management 
device is a telephone-line interface. 

[19pre] The method of claim 12, further comprising: 

[19.a] receiving, by the management device, power via a first power circuit 
separate from a second power circuit of the network device; and 

[19.b] cycling, by the management device, power from the second power circuit 
to reset the network device. 

[20] The method of claim 12, wherein the management device is a card including 
the processor and the bus controller, wherein the card is configured to be inserted 
into the network device via a card interface. 
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[21] The method of claim 12, wherein the network device is a network router 
that includes a plurality of network interfaces, and wherein the processor is 
dedicated to controlling one or more functions of the network router. 



1 
1605250133 

I. INTRODUCTION 

U.S. Patent No. 8,474,016 (the “016 patent”) should never have been 

allowed by the examiner. The independent claims of the 016 patent are directed to 

nothing more than the concept of providing a separate remote management 

controller in a network device, which was well-known in the art, and 

communicating encrypted management requests to that remote management 

controller using in-band communications, which was also well-known in the art. 

Allowance of the 016 patent was obtained through focus on a low-level 

implementation detail, namely a bus controller coupled to a first bus and a second 

bus, which yet again was well-known in the art, as demonstrated by the prior art 

patents and publications addressed herein. The challenged claims of the 016 patent 

should be found unpatentable in view of this prior art, which was not considered by 

the examiner.  

II. STATEMENT OF PRECISE RELIEF REQUESTED 

In accordance with 35 U.S.C. § 311, Petitioner requests cancelation of 

claims 1-3, 6-9, 12, and 14-17 of the 016 patent in view of the following grounds: 

Ground Claims Stat. Basis Prior Art

1 1-3, 6, 9, 12, 17 §103 Neufeld

2 1-3, 6, 9, 12, 17 §103 Neufeld, Frantz, and PCI Bridge Spec

3 2 §103 Neufeld, Frantz, PCI Bridge Spec, and 
Martenson
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4 3 §103 Neufeld, Frantz, PCI Bridge Spec, and 
MacWilliams

5 7, 16 §103 Neufeld, Frantz, PCI Bridge Spec, 
Rossman and RFC1492 

6 8 §103 Neufeld, Frantz, PCI Bridge Spec, and 
Syvanne

7 14 §103 Neufeld, NTP AAPA, Frantz, PCI 
Bridge Spec, and Hrastar

8 15 §103 Neufeld, Frantz, PCI Bridge Spec, and 
RFC1157

9 1-3, 9, 12, 15, 
17

§103 IPMI, Frantz, and Huckins 

10 1-3, 9, 12, 15, 
17

§103 IPMI, IPMIv2.0, and Huckins 

11 6 §103 IPMI, Frantz or IPMIv2.0, Huckins, and 
VPN AAPA and/or Rossman 

12 7, 16 §103 IPMI, Frantz or IPMIv2.0, Huckins, 
Rossman and RFC1492 or RFC2865

13 8 §103 IPMI, Frantz or IPMIv2.0, Huckins, and 
Syvanne

14 14 §103 IPMI, Frantz or IPMIv2.0, Huckins, and 
NTP AAPA and/or Hrastar 

15 15 §103 IPMI, Frantz or IPMIv2.0, Huckins, and 
RFC1157 

III. THE 016 PATENT 

A. Overview of the 016 Patent 

The 016 patent relates to remote management of network devices in a secure 

manner. EX1001, 1:25-31. This remote management is accomplished by a “remote 

management access controller,” which is referred to as a “SMACC” (“Secure 

Management Access Control for Computer Chipset”) in some embodiments. 
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EX1001, 5:46-67. The SMACC manages the network device in accordance with 

management requests received from a remote administrator. Id. The 016 patent 

discloses that the remote administrator can communicate with the SMACC in-band 

using the same network on which the user data requests are received, or out-of-

band using a means other than the network on which the user data requests are 

received. EX1001, 1:53-60; 5:67-6:31. While the independent claims do not 

expressly recite in-band or out-of-band communication of management requests, 

they do recite a “network interface” configured to receive both data requests and 

management requests, which is an in-band communication of management 

requests. EX1001, 22:25-45, 23:23-13:2. In some embodiments, management 

requests are received by the SMACC via a VPN (virtual private network) to 

separate them logically from the user data. Id. 

B. Overview of the 016 Patent File History 

Prior to the start of substantive examination, Applicant amended the claims 

to recite a single “system bus” and a “bus controller” connected to that system bus. 

EX1004, 277. The examiner rejected those claims over prior art referred to as 

Schelling. EX1004, 289. In response, Applicant amended the claims to recite two 

distinct buses, a first bus and a second bus, and require that the “bus controller . . . 

convey the encrypted form of the management requests to the processor” from one 

bus to the other. EX1004, 334. Applicant then argued that Schelling’s bus 
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controller 118 did not satisfy this limitation because that bus controller did not 

convey the encrypted management requests from one bus to another. EX1004, 341. 

Applicant identified support for this two-bus-and-controller arrangement in Figs. 

28 and 29 of the 016 Patent: 

EX1004, 393. The two buses are recited as the “first bus” and the “second bus” in 

the allowed claims. EX1004, 388. The independent claims were allowed after 

Applicant further amended them to require a processor of the network device 

distinct from the SMACC processor. EX1004, 428 and 441. 

C. Priority Date of the 016 Patent 

The 016 patent is not entitled to any priority date earlier than 10/21/2003, 

which is the filing date for Provisional App. No. 60/512,777 to which both the 016 

patent and its parent claim priority. EX1001, 1.  
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The 016 patent claims priority to two earlier provisional patent applications 

filed in January 2003 and June 2002 (and thus expired by the time the application 

for the 016 patent was filed on 11/29/2007) indirectly through its parent 

application, which issued as U.S. Patent No. 7,325,140 (the “140 patent,” 

EX1002). EX1001, 1. These priority claims are ineffective because the 140 patent 

does not claim priority to or mention either of these provisional applications 

(EX1002, page 1 and 1:7-12), and the Federal Circuit has held that such claims are 

not effective unless each application in a series of continuing applications includes 

a specific reference to the earlier application to which priority is claimed. See e.g., 

Encyclopaedia Britannica, Inc. v. Alpine Elecs. of Am., Inc., 609 F.3d 1345, 1351 

(Fed. Cir. 2010) (affirming that “each application in a series of continuing 

applications must contain a specific reference to the original application”); 

Medtronic Corevalve, LLC v. Edwards Lifesciences Corp., 741 F.3d 1359, 1363 

(Fed Cir. 2014) (same); Blue Coat Sys., Inc. v. Finjan, Inc., IPR2016-01444, Paper 

11 at 8 (PTAB July 18, 2017) (same).  

The 016 patent also claims priority as a continuation-in-part of earlier-filed 

application, U.S. Pat. App. No. 10/461,827 filed on 6/13/2003 and issued as U.S. 

Patent No. 7,496,950 (the “950 patent,” EX1036). The 016 patent challenged 

claims are not entitled to priority to this application because, as discussed above in 

Section III.B, those claims require a bus controller that receives management 
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requests on one bus and conveys them to another bus, but the 950 patent does not 

disclose a bus controller of any kind, let alone one that conveys information 

between two buses as claimed in the 016 patent challenged claims. EX1036, 

passim.1 Thus, at best, the 016 patent is entitled to priority no earlier than the 

October 21, 2003 filing date for Provisional App. No. 60/512,777 as discussed 

above. 

D. Person of Ordinary Skill in the Art 

A person of ordinary skill in the art (“POSITA”) at the time of the alleged 

invention of the 016 patent would have had a Bachelors’ degree in electrical or 

computer engineering or a comparable field of study, plus approximately two to 

three years of professional experience in the field of computer and/or network 

design and security or other relevant industry experience.  Additional graduate 

education could substitute for professional experience, and significant experience 

in the field could substitute for formal education.  EX1003, ¶56. 

E. Claim Construction Under 37 C.F.R. § 42.104(b)(3) 

All terms of the 016 patent not specifically addressed below should be 

construed according to their plain and ordinary meaning consistent with the district 

1 The same is true for U.S. Pat. App. No. 10/461,820 referenced in EX1001 at 

1:12-15, which is incorporated by refence but to which priority is not claimed. 
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court’s constructions in the related litigation (EX1040, 1-2); no other express 

construction is necessary to resolve the challenges in this Petition.  See infra 

Section XXI.A.2. 

Petitioner does not contend that its proposed constructions here are complete 

constructions of these limitations or the claims for any other purpose, including for 

issues that have been raised in the related litigation.  Because the prior art asserted 

herein discloses the preferred embodiment within the indisputable scope of the 

claims, the Board need not construe the outer bounds of the claims as part of these 

proceedings.  Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 F.3d 

1013, 1017 (Fed. Cir. 2017) (citing Vivid Techs., Inc. v. Am. Sci. & Eng’g, Inc., 

200 F.3d 795, 803 (Fed. Cir. 1999)) (providing that only those terms that are in 

controversy need be construed, and only to the extent necessary to resolve the 

controversy).  The district court may have to address the outer bounds of the claims 

when addressing infringement.   

1. “the processor” (as used in the term “controlling, by the 
processor, one or more functions of the network device 
according to the management requests”) (claim 12) 

For the purposes of this IPR, this term should be construed as referring to “a 

processor of [the] management device” as recited in claim 12.  However, this 

Petition also demonstrates unpatentability under a construction of this term as 
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referring to “a processor configured to facilitate operation of the network device” 

as recited in claim 12. 

IV. OVERVIEW OF THE PRIOR ART REFERENCES 

A. EX1005 - Neufeld 

Neufeld is entitled “Method and Apparatus for Configuring Security Options 

in a Computer System.’  EX1005, 1.  Neufeld’s background section discusses 

several known concepts associated with remote management of network devices, 

including in-band communication, which Neufeld describes as communicating 

with a managed server over “a standard network connection such as the managed 

server’s normal Ethernet connection,” and out of-band communication over some 

other interface such as modem, a serial port or an Ethernet interface.  EX1005, 

¶¶[0011]-[0012]. Neufeld also discusses on-line communications in which the 

managed server’s operating system is up and running and off-line communications 

in which it is not.  EX1005, ¶[0014].  Neufeld explains that it is advantageous for 

remote server management to enable all of these communication modes.  EX1005, 

¶[0015].  Neufeld further discloses that security is important when communicating 

with a server for remote management, particularly when doing so over the Internet 

or a VPN.  EX1005, ¶¶[0017]-[0023].   

Neufeld discloses a remote management embodiment in which a managed 

server 2 (including a CPU 3 and a monitor 4) is remotely managed by a network 
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administrator on a remote management PC 5 that communicates in-band with 

server 3 via the server’s standard Network N as well as out-of-band via a 

Management Network M as shown below in Neufeld’s Figure 1: 

The remote management PC 5 manages the server 2 by communicating with a 

remote management controller 116 connected to the PCI bus 16 of the CPU 3 as 

shown in Figure 2:2

2 Annotations and emphasis added unless otherwise noted.  
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The remote management controller 116 includes a processor, IOP 156, which is 

connected to a local bridge 166 that in turn is connected to an ATB (address 

translation and bridging unit) 170 that connects the remote management controller 

to the PCI bus 172 of the managed server’s CPU 3 as shown in Figure 3 below.  

The server’s Network Interface Controller (“NIC”) 110 is also connected to the 

PCI bus 172 as shown above. 
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Also connected to the local bus 166 are a slave instrumentation module 152 which 

allows the IOP 156 to control functions of the managed server 2 (e.g., rebooting it), 

and interfaces that provide for out-of-band communication such as the UART 174 

and the Ethernet Interface 180.  EX1005, ¶¶[0053], [0059], [0067].   

B. EX1020 - IPMI 

IPMI is a specification that “define[s] standardized, abstracted interfaces to 

the platform management subsystem.”  EX1020, 1.  “Platform management” refers 

to “the monitoring and control functions that are built into the platform hardware 

and primarily used for the purposes of monitoring of health of the system 

hardware.” Id.  Figure 1-2 below is a block diagram showing the main elements of 

an IPMI implementation: 
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The heart of the system is the Baseboard Management Controller (“BMC”).  

The “BMC provides the intelligence behind the intelligent platform management” 

and (i) manages the interface between the system management software and the 

platform management hardware, (ii) provides autonomous monitoring, event 

logging, and recovery control, and (iii) serves as the gateway between system 

management software and the Intelligent Chassis Management Bus (“ICMB”) and 

Intelligent Peripheral Management Bus (“ICPB”).  EX1020, 9.  IPMI provides 

multiple different interfaces to the platform management system including, as 

shown above, a modem connected to a serial port, a remote management card, the 

ICMB, ICPB (all corresponding to out-of-band connections), and via the system’s 
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“LAN connector” as shown in the upper left-hand corner of Figure 1-2 (an in-band 

connection).  EX1020, 10.  

Additional prior art relied on for the challenges herein will be discussed in 

connection with those challenges below.   

C. Prior Art Status 

Neufeld, IPMI and the additional prior art documents relied on in this 

Petition qualify as prior art on the following statutory bases: 

1. Patents  

Exhibit No. Name Filing Date Issue Date Statutory Basis 

1006 Frantz 1/4/2002 12/4/2003 102(e) 

1011 Martenson 5/30/1996 4/17/2001 102(b), 102(e) 

1012 MacWilliams 4/12/1995 7/22/1997 102(b), 102(e) 

1015 Rossman 2/12/2002 8/21/2007 102(e) 

1017 Hrastar 6/3/2002 6/3/2008 102(e) 

2. Patent Publications 

Exhibit No. Name Filing Date Publication Date Statutory Basis 

1005 Neufeld 5/31/2002 12/4/2003 102(e) 

1007 Huckins 5/19/2001 5/22/2003 102(a), 102(e) 

1016 Syvanne 11/19/2001 5/22/2003 102(a), 102(e) 



14 
1605250133 

3. Non-Patent Publications 

Each of the following documents bears an indicia of publication and/or is 

supported by additional evidence of publication. 

EX1008 (PCI Bridge Spec) is prior art under §102(b) because it was 

published on 12/18/98 as evidenced by EX1027 at 1. 

EX1009 (PCF8584) is prior art under §102(b) because it was published on 

10/27/1997, as evidenced by EX1009 itself at 40 (“Date of release: 1997 Oct 21”; 

FRE §803(16); QSC Audio Prods., LLC v. Crest Audio, Inc., IPR2014-00129, 

Paper No. 41 at 10-11 (P.T.A.B. Apr. 29, 2015)(finding hearsay exception under 

FRE §803(16)) and by its citation in EX1028, 46:9-12.   

EX1013 (RFC1492) is prior art under §102(b) because it was published in 

July 1993 as evidenced by EX1013 at 1 (“Distribution of this memo is unlimited”; 

FRE §803(16)), by its citation in EX1029, 9:36-38, and by its IETF “bibtex” listing 

(EX1035, 1).   

EX1014 (RFC2865) is prior art under §102(b) because it was published in 

June 2000 as evidenced by EX1014 at 1 (“Distribution of this memo is 

unlimited”), by its citation in EX1030, 12:13-15, and by its IETF “bibtex” listing 

(EX1034, 1). 

EX1018 (RFC1157) is prior art under §102(b) because it was published in 

May 1990 as evidenced by EX1018 at 12 (“Distribution of this memo is 
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unlimited”; FRE §803(16)), by its citation in EX1031, 2:10-11, and by its IETF 

“bibtex” listing (EX1033, 1). 

EX1020 (IPMI) is prior art under §102(b) because it was published on 

2/2/2002 as evidenced by EX1020, 1; and by its citation in IPMIv2.0.  EX1023, 6; 

EX1039, 116. 

EX1021 (RFC3414) is prior art under §102(a) because it was published in 

December 2002 as evidenced by EX1021, 1 (listing December 2002 and stating 

“Distribution of this memo is unlimited”) and by its IETF “bibtex” listing 

(EX1032, 1; see also EX1003, ¶71). 

EX1022 (IPFILTER) is prior art under §102(b) because it was published on 

8/28/2000.  EX1022, 2; EX1039, 1, 2 and 36-64 (copy of EX1022).    

EX1023 (IPMIv2.0) is prior art under §102(a) because it was published on 

9/15/03.  EX1023, 1; EX1039, 1, 2, 5 (indicating availability of IPMI 2.0 on 

10/1/03), 30 (“’2.0’ review draft in Q3 2003”) and 110-182 (copy of EX1023).  

EX1037 (DSP0114) is prior art under §102(b) because it was published on 

6/20/2001 as evidenced by EX1037, 1 (listing June 20, 2001, and stating that 

“DTMF specifications and documents may be reproduced for uses consistent with 

this purpose by members and non-members, if attribution is given.”), and by its 

citation in EX1038, 8:17-19. 
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V. GROUND 1: NEUFELD RENDERS OBVIOUS CLAIMS 1-3, 6, 9, 12 
AND 17 

A. Claim 1 

1. [1.pre] 

To the extent the preamble is limiting, Neufeld discloses an apparatus. See, 

e.g., EX1001, Title (“Method and Apparatus for Configuring Security Options in 

a Computer System” EX1001, 1.  Neufeld’s remote management controller 116, 

shown in Figure 2 below, is the claimed “apparatus.”  EX1005, ¶[0043]; EX1002, 

¶80. 

2. [1.a] 

Neufeld discloses this limitation.  Neufeld’s IOP 156 is the claimed 

“processor,” Neufeld’s managed server 2 is the claimed “network device,” and the 

NIC 110 is a “network interface” of the managed server 2.  Neufeld discloses that 
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the remote management controller 116 “includes an Input/Output processor (‘IOP’) 

156, which provides general control and functions as a management processor for 

the remote server management controller 116.”  EX1005, ¶[0054]; EX1003, ¶81; 

see also EX1005, Figs. 2, 3: 
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The IOP 156 controls functions of Neufeld’s managed server 2, such as rebooting, 

modifying BIOS and/or communicating with server operating system features such 

as the Emergency Management Services facility of Windows XP, via the slave 

instrumentation module 152.  EX1005, ¶¶ [0066]-[0074]; EX1003, ¶82.  The CPU 

3 of Neufeld’s managed server 2 has a network interface in the form of a NIC 

(network interface controller) 110 that interfaces to Network N as shown in Figure 

2 above.  EX1005, ¶[0045]; EX1003, ¶83. 

3. [1.b] 

Neufeld discloses and renders obvious this limitation.  Neufeld’s managed 

server 2 is configured to receive both data requests and in-band management 

requests over a Network N from a remote management PC 5 (a “remote 

administrator”) as shown in Figure 1:  
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EX1005, Fig. 1; see also ¶[0011] (referring to in-band, on-line communications).  

Neufeld defines “in-band” communications as communications with the server 

“over a standard network connection, such as the managed server’s normal 

Ethernet connection.”  EX1005, ¶[0011].  A POSITA would have understood and 

found obvious that the “server’s normal Ethernet connection” is the Ethernet 

connection over which normal user (non-administrator) data requests are received.  

EX1003, ¶¶84-85.   

Neufeld further discloses the desirability of providing in-band as well as out-

of-band communications for monitoring and control of the managed server 2.  

EX1005, ¶[0015] (explaining that an “important goal” is to increase the number of 

server problems that can be analyzed and repaired remotely, and that it is “highly 
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desirable” to provide in-band communications to capture the maximum amount of 

information from, and allow control of, the managed server).  Neufeld also 

discloses that “[t]he remote management controller 116 connects to … the 

network N and/or a management network M … to provide functionality for 

accessing, interacting, and monitoring the managed server 2 from the remote 

console 5 as will be more fully described below” and “[t]he remote management 

controller 116 also includes circuitry to route keystrokes to the keyboard controller 

38 from either the local keyboard 52 or from the remote console 5 via the modem 

or NIC 110 which may be coupled to the network M [sic, N].”  EX1005, ¶¶[0043], 

[0047].  See also EX1005, ¶[0045], Figs. 2-3 (showing connection between 

Network N and remote management controller 116); EX1003, ¶¶86-87.  

Neufeld further discloses and otherwise renders obvious the encryption of 

remote management requests sent to the remote management controller 116 via 

Network N.  Neufeld notes that security may be an important issue when remotely 

communicating management requests to the managed server.  EX1005, ¶[0018].  

Consistent with this teaching, Neufeld discloses (1) that “any type of remote access 

would typically utilize encryption techniques” and (2) includes a Table 2 for 

“Network Administrators” that lists the “security setting” for a “Net-admin 1” user 

as “encryption.”  EX1005, ¶[0085], Table 2.  A POSITA would have understood 

and found obvious that “any type of remote access” includes communication of 
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management requests. Further, in light of this disclosure, a POSITA would further 

have understood and found obvious that the “Net-admin 1” user, who is a “network 

administrator,” would access the remote management controller 116 for 

communicating management requests and would do so in encrypted form.  

EX1003, ¶¶88-89.   

Neufeld also discloses that a “network administrator,” who a POSITA would 

understand is the person responsible for managing the server 2 using the remote 

management controller 116, accesses it to send management requests from “home 

or while traveling” using a virtual private network (“VPN”).  EX1005, ¶[0022]; 

EX1003, ¶90.  A POSITA would have understood and found it obvious that 

accessing the remote management controller 116 while traveling or from home 

required transmitting the management requests via the public Internet through NIC 

110 as no Management Network M would be available to the user when traveling 

or at home.  EX1003, ¶¶90-91; see also EX1005, ¶[0035] (network N can be an 

“Internet connection”).   Moreover, it would have been obvious to a POSITA for a 

VPN to employ encryption, as encryption is literally in some definitions of a VPN.  

E.g., EX1019, 3; EX1003, ¶91.  Neufeld further discloses that a user is granted 

privileges for non-critical management functions when using a remote VPN 

connection that is encrypted.  EX1005, ¶[0088], Table 4 (User ID 7); EX1003, ¶91.  
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4. [1.c]  

Neufeld discloses this limitation.  See limitation [1.b] (discussing receiving 

management requests from a “network administrator” at a remote management PC 

5 of Neufeld’s Figure 1). EX1003, ¶92. 

5. [1.d]  

Neufeld discloses this limitation.  Neufeld discloses an “internal local bus 

166” that is part of the remote management controller 116. EX1005 ¶[0056], Fig. 

3; EX1003, ¶93. 

6. [1.e] 

Neufeld discloses and renders obvious this limitation.  Neufeld discloses an 

address translation and bridging (ATB) unit 170 coupled to IOP 156 via the local 

bus 166 as shown in annotated Figure 3 below.  EX1005, ¶¶ [0056]-[0057]; 

EX1003, ¶94.   
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The ATB 170 resides on the compatibility segment of PCI bus 172, which 

itself is an extension PCI bus 16 of Figure 2.  EX1005, ¶¶[[0057]-[0058].  Neufeld 

discloses that the ATB 170 “is constructed to allow the remote server management 

controller 116 to decode bus cycles on the PCI bus 172 and to communicate over 

the PCI bus 172 by initiating PCI bus cycles.”  EX1005, ¶[[0057].  This description 

parallels the description of the SMACC processor utilizing a controller chip to 

access necessary bus in Figures 28 and 29 in the 016 patent.  EX1001, 11:9-12.  

ATB 170 therefore includes a bus controller.  EX1003, ¶95.      

Should the Board determine that the ATB 170 does not include a bus 

controller, a POSITA would have found it obvious to include a bus controller in 

ATB 170.  It was known in the art and customary for a bus bridge that links a 
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primary bus to a secondary bus to include a bus controller to control the secondary 

bus.  EX1003, ¶96; see also Ground 2 below. 

7. [1.f] 

Neufeld discloses or renders obvious this limitation.  In addition to being 

coupled to the local bus 166, ATB 170 is coupled to a second distinct bus, the PCI 

bus 172 as shown in Figure 3 below.  EX1005, ¶[[0057], Fig. 3; EX1003, ¶97. 

8. [1.g] 

As discussed above, Neufeld discloses and/or renders obvious to a POSITA 

that the remote management controller 116 receives in-band communications 

including management requests from the remote management PC 5 via the NIC 

110.  EX1003, ¶¶98-99; see also limitation [1.b]; EX1005, ¶[0043] (“remote 

management controller 116 connects to . . . the Network N . . . to provide 
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functionality for accessing, interacting, and monitoring the managed server 2 from 

the remote console 5”),  ¶[0047] (“[t]he remote management controller 116 also 

includes circuitry to route keystrokes to the keyboard controller 38 from either the 

local keyboard 52 or from the remote console 5 via the modem or NIC 110 which 

may be coupled to the network M [sic, N]”), Figs. 2-3 (showing connection 

between Network N and remote management controller 116).  As shown in Figure 

2, the NIC 110 is connected to the PCI bus 16 in the server CPU 3.  As discussed 

above for limitation [1.f], the PCI bus 172 of Figure 3 is an extension of the PCI 

bus 16 of Figure 2.  Thus, the ATB 170 receives the encrypted management 

requests from the remote management PC 5 through the NIC 110 via the PCI bus 

172. 
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9. [1.h] 

Neufeld discloses or renders this limitation obvious to a POSITA.  See limitation 

[1.g] establishing that management requests are received by the ATB 170.  Neufeld 

further discloses that the ATB 170 is connected to IOP 156 via the first bus 166.  
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See limitation [1.e]; see also EX1003, ¶100; EX1005, Fig. 3.  

Neufeld further discloses that IOP 156 provides general control and functions as 

the management processor for the remote management controller 156, and that the 

IOP 156 dictates the control and monitoring functions performed via the slave 

instrumentation module 152.  EX1005, ¶¶[0054], [0066]; see also [1.a] above. A 

POSITA therefore would have understood and found it obvious that IOP 156 

would be configured to receive the encrypted form of the management requests 

and to decrypt and act on them, because IOP 156 is a processor and therefore can 

be programmed to perform these functions, and because the other devices in the 

remote management controller 110 are directed toward specific functions that do 

not include decrypting or acting on remote management requests.  EX1003, ¶101.  

To the extent that Neufeld does not disclose this limitation, it would have been 
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obvious to a POSITA to provide for in-band communication of management 

requests from the remote management PC 5 to the IOP 156 of the remote 

management controller 116 for the reasons above and  in light of Neufeld’s 

disclosure of the desirability of providing for in-band communication to control the 

managed server at ¶[0015] and the need to decrypt management requests in order 

to act on them.  EX1003, ¶102. 

10. [1.i]  

Neufeld discloses and renders obvious this limitation.  As discussed above, 

Neufeld’s IOP 156 receives remote management requests in encrypted form.  See

limitations [1.b], [1.e], and [1.h].  Neufeld at least implies, and a POSITA would 

have understood, that the IOP 156 will decrypt the encrypted management requests 

because without decryption the IOP 156 would be unable to act on them.  EX1003, 

¶103.  To the extent that Neufeld does not disclose that the IOP 156 decrypts 

encrypted management messages, configuring it to do so would have been obvious 

to a POSITA for the reasons discussed above for limitation [1.h].   

11. [1.j]  

Neufeld discloses this limitation.  Neufeld’s managed server 2 includes a 

CPU 3 with multiple processors 10 that facilitate operation of the managed server 

2.  EX1005, ¶[0038] and Fig. 2 (annotations added); EX1003, ¶104. 
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12. [1.k]   

Neufeld discloses this limitation.  The IOP 156 in the remote management 

controller 116 is distinct from the processors 10 of the managed server CPU 3. 

EX1003, ¶105. 

B. Claim 2   

Neufeld renders claim 1 obvious and therefore also renders claim 2 obvious 

because Neufeld discloses the limitations of claim 2 and/or renders them obvious.  

Neufeld incorporates by reference U.S. Pat. App. No. 09/438,253 (“Emerson,” 

EX1010).  EX1005, ¶¶[0028], [0032].  Emerson discloses that a “remote console,” 

which a POSITA would understand to correspond to the remote management PC 5, 

may initiate a telnet session with the managed server and exchange “standard telnet 
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formatted commands.”  EX1010 at 16.  A POSITA would have understood that a 

telnet session utilizes a command line interface and therefore Neufeld discloses 

this limitation of claim 2.  EX1003, ¶106.  Further, implementing a command line 

interface for a remote administration would have been obvious to a POSITA 

because the use of a command line interface via telnet or SSH (secure shell) was 

very well-known and one of the most common ways to remotely administer 

devices at the time of the 016 patent.  EX1003, ¶107; see also EX1001, 12:28-33 

(admitting that telnet and SSH are “protocols that are typically utilized for 

management of a device”).  Emerson discloses this connection being established 

over a modem, which a POSITA would understand corresponds to out-of-band 

communications with the remote management controller 116 via a modem as 

discussed in Neufeld at ¶¶ [0045] and [0060].  Neufeld further discloses that the 

remote management controller 116 controls one or more functions of the managed 

server 2 as discussed above in connection with limitation [1.a].  EX1003, ¶¶107-

108.  Thus, Neufeld discloses and renders obvious claim 2.  

C. Claim 3 

Neufeld renders claim 1 obvious and therefore also renders claim 3 obvious 

because Neufeld discloses or renders obvious the limitations of claim 3.  Neufeld 

discloses that bus 172/16 to which local bus 166 is connected via the ATB 170 is a 

PCI bus.  EX1005, ¶¶[0039], [0057].  To the extent that a bus controller with a PCI 
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bus input/output is a PCI bus controller, Neufeld discloses the limitations of claim 

3. In any event, Neufeld discloses that the purpose of the local bus 166 is to allow 

communication between the logical components of the embedded I/O controller 

150 and the remote management controller 116, and does not specify how to 

implement the local bus 166 but instead characterizes the implementation as a 

design choice that is not crucial to Neufeld’s invention.  EX1005, ¶[0056].  It 

would have been obvious to a POSITA in light of the above to implement 

Neufeld’s internal local bus 166 as a PCI bus like the PCI bus 172/16, and to 

implement Neufeld’s ATB 170 as a PCI-PCI bus controller/bridge.  EX1003, 

¶¶109-110; see also Introduction to Ground 2.  A POSITA would have been 

motivated to implement Neufeld’s local bus 166 as a PCI bus because Neufeld’s 

Figure 3 discloses multiple peripheral I/O devices (e.g., UARTs 174, Ethernet 

interface 180, USB interface 184) connected to the local bus 166, and a POSITA 

would have recognized that many existing I/O devices at the time were configured 

for connection to a PCI bus as shown for example in Figure 2 of Neufeld with the 

NIC 110 (which a POSITA would have recognized as commonly being 

implemented as an Ethernet NIC) connected to PCI bus 16.  Selecting a PCI bus 

implementation for the local bus 166 would therefore have allowed use of such 

existing components.  EX1003, ¶111.  A POSITA would further have been 

motivated to choose a PCI bus implementation for local bus 166 as there were a 
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finite number of identified predictable choices for implementing a bus at the time, 

and the PCI bus standard was very well-known in the art.  EX1003, ¶112; see also 

Uber Techs. v. X One, Inc., 957 F.3d 1334, 1340 (Fed. Cir. 2020) (finding 

substitution of one known plotting techniques for another obvious).  A POSITA 

would have recognized that a PCI bus implementation would have been sufficient 

to meet the bandwidth requirements for the Neufeld’s local bus 166 and the remote 

management functions supported by that bus.  EX1003, ¶113.  A POSITA would 

have had a reasonable expectation of success as implementing a PCI bus involved 

no more than routine skill in the art.  Id. 

D. Claim 6 

Neufeld renders claim 1 obvious and therefore also renders claim 6 obvious 

because Neufeld discloses or renders obvious the limitations of this claim.  See

discussion of receiving management requests at the remote management controller 

116 from the remote management PC 5 over Network N via a VPN in Section 

IV.A and limitations [1.a], [1.b], [1.c] and [1.g].  A POSITA would have 

understood and found it obvious that Neufeld’s IOP 156 would establish the VPN 

with the remote management PC 5 to ensure that any security breach of other 

portions of the managed sever 2 does not result in a security breach of remote 

management controller 116 or compromise its ability to react to such security 

breaches of the other portions of the managed server 2.  EX1003, ¶¶114-115. 
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E. Claim 9 

Neufeld renders claim 1 obvious and therefore also renders claim 9 obvious 

because Neufeld discloses the limitations of this claim.  The remote management 

controller 116 is a device within the CPU 3 of the managed server 2.  EX1005, 

¶[0043] (“Further attached to the PCI bus 16 is a remote management controller 

116.”), Fig. 2; EX1003, ¶116. 

F. Claim 12 

1. [12.pre] 

To the extent that the preamble is a limitation, Neufeld discloses it.  See, 

e.g., EX1005, Title (“Method and Apparatus for Configuring Security Options in a 

Computer System”); EX1003, ¶117. 

2. [12.a]  

Neufeld discloses or renders obvious this limitation.  See limitations [1.a], 

[1.b], [1.e] and [1.g] (note: the “first bus” of claim 12 corresponds to the “second 

bus” of claim 1); EX1003, ¶118. 

3. [12.b]  

Neufeld discloses this limitation.  See limitation [1.b]; EX1003, ¶119. 

4. [12.c]  

Neufeld discloses this limitation. See limitation [1.c]; EX1003, ¶120. 
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5. [12.d]  

Neufeld discloses or renders obvious this limitation.  See limitations [1.c] 

and [1.h] (note the “second bus” of claim 12 corresponds to the “first bus” of claim 

1); EX1003, ¶121. 

6. [12.e]  

Neufeld discloses this limitation.  See limitation [1.j]; EX1003, ¶122. 

7. [12.f]   

Neufeld discloses this limitation.  See limitation [1.k]; EX1003, ¶123. 

8. [12.g]   

Neufeld discloses or renders obvious this limitation.  See limitation [1.i]; 

EX1003, ¶124. 

9. [12.h] 

To the extent that “the processor” in this limitation refers to “a processor of 

management device” (see Section III.E.1), Neufeld discloses it.  See limitation 

[1.a] (discussing IOP 156 controlling aspects of CPU 3 of managed server 2).  To 

the extent that “the processor” in this limitation refers to “a processor configured to 

facilitate operation of the network device,” Neufeld discloses and renders it 

obvious.  See limitation [1.j] (discussing processor 10 that facilitates operation of 

the managed server 2) and the discussion in Neufeld at ¶[0074] of the remote 

management controller 116 communicating with the Emergency Management 

Services (“EMS”) facility of the Windows XP operating system.  A POSITA 
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would have understood and found obvious one of the processors 10 in the CPU 3 

of the managed server 2 executes the EMS facility of the operating system because 

Neufeld discloses that the operating system is separate from the remote 

management controller 116.  EX1005, ¶[0014]; EX1003, ¶¶125-127. 

G. Claim 17  

Neufeld renders this claim obvious because Neufeld render obvious claim 12 

and discloses the limitations of this claim.  As discussed above, Neufeld discloses 

out-of-band communications between the remote management PC 5 and the 

remote management controller 116 of the managed server 2.  E.g., EX1005, 

¶[0014]; EX1003, ¶128; see also limitation [1.b].  Examples of out-of-band 

communications include, with reference to Figs. 2 and 3, communications sent to 

the remote management controller 116 over the Management Network M via the 

Ethernet interface 180, standard modems attached to the UART interface 174, and 

via the keyboard 52 and/or mouse 54.  EX1005, ¶¶ [0060]-[0064].  These out-of-

band communications are all received other than via the PCI bus 16 and/or the PCI 

bus 172, which correspond to the first bus of claim 12.  EX1003, ¶128. 

VI. GROUND 2:  NEUFELD IN COMBINATION WITH FRANTZ AND 
PCI BRIDGE SPEC RENDERS OBVIOUS CLAIMS 1-3, 6, 9, 12 AND 
17 

A. Introduction 

To the extent not disclosed or rendered obvious by Neufeld, Neufeld in 

combination with Frantz would have rendered obvious to a POSITA the 
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requirements in claims 1 and 12 for encryption and decryption of in-band 

management requests from the remote management PC 5 to the remote 

management controller 116.  It would have been obvious to a POSITA to encrypt 

such management requests as disclosed in Frantz (EX1006, 3:34-41) in view of the 

disclosure in Neufeld at, e.g., ¶[0022] regarding the need for security, particularly 

when a network administrator uses a remote management PC 5 from the 

administrator’s home or while the administrator is traveling.  This is because a 

POSITA would have understood that using the remote management PC 5 from the 

administrator’s home or while the administrator is traveling would require the 

administrator to communicate with the remote management controller 116 over the 

public Internet, which Neufeld’s ¶[0022] discusses as being problematic.  EX1003, 

¶¶129-130.  A POSITA would have been motivated to do so in order to provide for 

better security.  EX1003, ¶131.  A POSITA also would have been motivated to do 

so because Neufeld and Frantz have a common assignee and common inventor, 

and because Neufeld’s Figure 3 is nearly identical to Frantz’s Figure 2.  EX1005, 

Fig. 3; EX1006, Fig. 2; EX1003, ¶131.   
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A POSITA also would have been motivated to encrypt in-band 

communication of management requests as taught by Frantz because a hacker’s 

chances of gaining access to secure data on the managed server 2 would be 

improved if the hacker had access to such management requests.  EX1006, 3:19-41 

and 10:50-63 (discussing encryption of management communications); EX1003, 

¶132.  A POSITA would have had a reasonable expectation of success in so doing 
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because encryption was well-known to a POSITA at the time of the 016 patent and 

involved no more than routine skill.  EX1003, ¶133.  

To the extent not disclosed or rendered obvious by Neufeld alone or in 

combination with Frantz, Neufeld and Frantz in combination with PCI Bridge Spec 

would have rendered obvious to a POSITA including a bus controller in Neufeld’s 

ATB 170.  Neufeld discloses that the ATB 170 bridges the PCI bus 172 to local 

bus 166, but does not disclose a bus protocol for the local bus 166 or an 

implementation for the ATB 170.  A POSITA would have recognized that the local 

bus 166 could have been implemented as a PCI bus because Neufeld states that the 

type of local bus 166 is a design choice that is not critical, and a POSITA would 

have understood that a PCI bus would have been acceptable for the relatively low 

(with respect to, e.g., the front side bus for Neufeld’s CPU 3) bandwidth that 

would be necessary for Neufeld’s remote management controller 116 carrying 

encrypted management communications.  EX1005, ¶[0056]; EX1003, ¶134.  

Accordingly, a POSITA would have looked to a reference such as PCI Bridge Spec 

that discloses a PCI-to-PCI bridge for guidance on implementing Neufeld’s ATB 

170 as a bridge between the system PCI bus 172 and a PCI implementation of local 

bus 166.  PCI Bridge Spec discloses an implementation of a PCI-to-PCI bridge 

device as shown in Figure 1-1 below that includes a PCI bus controller for the 

secondary interface/local bus 166.  EX1008, 11 (defining primary and secondary 
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interfaces), 13, Figure 1-1 (illustrating bridge as including secondary master 

interface PCI-PCI Bridge 2 (highlighted)), 109 (disclosing bridge device providing 

arbiter for secondary bus), 119 (discussing secondary bus reset signal and 

secondary bus parking during reset); EX1003, ¶135.  Bus arbitration is often 

performed by a bus controller.  EX1003, ¶135.   

Other bus bridging devices known in the art similarly include bus controllers 

for a secondary bus.  See, e.g., EX1007, ¶[0026], Fig. 1 (disclosing a PCI-to-non-

PCI bus controller that “can also be referred to as a bus bridge”); EX1009, 3 

(disclosing a parallel bus-to-I2C bridging device that controls the I2C bus);  

EX1003, ¶136.  A POSITA would have had a reasonable expectation of success in 

including bus controller functionality in ATB 170 because implementing bus 
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controllers in bus bridges was well-known to a POSITA at the time of the 016 

patent and involved no more than routine skill.  EX1003, ¶136.   

Addressed below are the specific limitations of claims 1 and 12 to which 

Frantz and PCI Bridge Spec are relevant for this Ground 2, which again is based on 

the combination of Neufeld with Frantz and PCI Bridge Spec.  The analysis for all 

other limitations and claims is the same for Ground 1 above.  EX1003, ¶137. 

B. Claim 1 

1.  [1.b] 

In the Neufeld-Frantz-PCI Bridge Spec combination, Frantz discloses the 

encryption of in-band management requests as covered by this limitation for the 

reasons discussed in the Introduction to Ground 2.  Frantz discloses a remote 

console applet 606 in a client computer 72 that corresponds to Neufeld’s remote 

management PC 5, and a managed server 20 with a remote server management 

controller 200 that corresponds to Neufeld’s managed server 2 and remote 

management controller 116.  EX1006, 5:4-40 and Figs. 2-3 (highlighting added); 

EX1003, ¶¶139-140.  
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The remote console applet 606 on the client computer 72 is used to 

communicate control (management) information to the remote management server 
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controller 200 on the managed server 20.  For example, Frantz discloses that 

management requests may be sent in encrypted form using a Secure Sockets Layer 

protocol by an administrator using remote console applet 606 via link 605 to a web 

browser 604 at a client device 72, which communicates over link 608 with remote 

console server 602 via web browser 600 and link 601 as shown in Figure 3.  

EX1006, 9:8-10:39; EX1003, ¶142.  A POSITA would have found it obvious to 

encrypt Neufeld’s management messages in light of these disclosures for the 

reasons discussed above in the Introduction to Ground 2.  EX1006, 3:19-41 and 

10:50-63; EX1003, ¶143. 

2. [1.g]  

The encryption requirement of this limitation would have been obvious to a 

POSITA over Frantz for the same reasons discussed above in connection with 

limitation [1.b].  EX1003, ¶144. 

3. [1.h] 

The encryption requirement of this limitation would have been obvious to a 

POSITA over Frantz for the same reasons discussed above in connection with 

limitation [1.b].  EX1003, ¶45. 

To the extent not disclosed or rendered obvious by Neufeld alone, the 

requirement for the bus controller to convey encrypted management requests from 

the second bus to the processor via the first bus would have been obvious to a 
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POSITA in view of PCI Bridge Spec for the reasons discussed above in the 

Introduction to Ground 2.  PCI Bridge Spec discloses devices that act as a 

combination of a bridge between two busses and a controller for at least one of 

those busses.  EX1003, ¶146.   

4. [1.i] 

Neufeld in combination with Frantz renders obvious the decryption of in-

band management requests as required by this limitation.  Encrypting in-band 

management requests would have been obvious as discussed above in connection 

with limitation [1.b], and decrypting them would have been obvious to a POSITA 

because a POSITA would have understood that encrypted requests must be 

decrypted in order for them to be processed.  EX1003, ¶147. Frantz discloses and  

renders obvious that Frantz’s IOP 302 receives and decrypts encrypted in-band 

management requests.  For example, Frantz discloses that management requests 

may be sent in encrypted form using a Secure Sockets Layer protocol by an 

administrator using remote console applet 606 via link 605 to a web browser 604 at 

a client device 72, which communicates over link 608 with remote console server 

602 via web browser 600 and link 601 as shown in Figure 3.  EX1006, 9:8-10:39.  

Frantz further discloses that the “web server 600 may be a functional block of the 

firmware stack that is executing on the IOP 302,” and the web “server decrypts” 

data.  EX1006, 8:63-66, 10:17-21.  Thus, a POSITA would have understood and 
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found obvious that IOP 302 receives and decrypts in-band management requests.  

EX1003, ¶¶148-149.   

Further, Frantz discloses that the remote console server 602 of Frantz’s 

remote management controller 200 employs an encryption/decryption algorithm 

such as RC4 for management request communications with the remote console 

applet 606.  EX1006, 11:8-26.  Accordingly, a POSITA would have found it 

obvious to configure Neufeld’s IOP 156 to decrypt encrypted management 

requests from the remote management PC 5.  EX1003, ¶150. 

C. Claim 12 

Neufeld in combination with Frantz and PCI Bridge Spec renders obvious 

limitations [12.a], [12.b], [12.d] and [12.g] of claim 12 for reasons substantially 

similar to those discussed in Ground 2 for limitations [1.b], [1.g], [1.h], and [1.i].  
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All other limitations of claim 12 are disclosed or obvious for the reasons discussed 

in Ground 1.  EX1003, ¶151. 

VII. GROUND 3:  NEUFELD IN COMBINATION WITH MARTENSON 
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC AND MARTENSON RENDERS OBVIOUS CLAIM 2 

A. Claim 2  

Claim 1 is obvious over Neufeld alone for the reasons discussed above for 

Ground 1 and is obvious over Neufeld in combination with Frantz and PCI Bridge 

Spec for the reasons discussed above for Ground 2.  To the extent that claim 2 is 

not also obvious over these references as applied in Grounds 1 and 2, claim 2 

would have been obvious to a POSITA in view of the references in either Ground 1 

or 2 in combination with Martenson (EX1011).  Martenson, which is directed 

toward a “System for Network Resource Management,” discloses performing 

remote management of a managed network device “via a command line interface 

initiated over a Telnet session to perform management operations [on the managed 

network device].”  EX1011, title and 5:42-52.  The use of a command line 

interface for performing management functions and for other uses was well-known 

to POSITAs at the time of the 016 patent.  EX1003, ¶¶152-154.  A POSITA would 

therefore have found it an obvious choice to implement Martenson’s command line 

interface for both in-band and out-of-band management requests in Neufeld’s 

system to facilitate the use of Neufeld’s system by network administrators.  
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EX1003, ¶155; see also EX1005, ¶¶[0028], [0032] (incorporating Emerson by 

reference Emerson); EX1010 at 16 (utilizing “standard telnet formatted 

commands”).  A POSITA would have had a reasonable expectation of success in 

doing so as this involved nothing more than routine skill.  EX1003, ¶155.   

VIII. GROUND 4: NEUFELD IN COMBINATION WITH MACWILLIAMS 
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC AND MACWILLIAMS RENDERS OBVIOUS CLAIM 
3 

A. Claim 3  

Claim 1 is obvious over Neufeld alone for the reasons discussed above for 

Ground 1 and is obvious over Neufeld in combination with Frantz, and PCI Bridge 

Spec for the reasons discussed above for Ground 2.  To the extent that claim 3 is 

not obvious over those references as applied in Ground 1, claim 3 would have been 

obvious to a POSITA in view of the references in either Ground 1 or 2 in 

combination with MacWilliams (EX1012).  Neufeld teaches that the 

implementation details of local bus 166 are a matter of design choice, and 

MacWilliams teaches that the PCI bus has adequate bandwidth to be used as a 

main memory bus for low end or entry level systems rather than the type of high 

performance local bus necessary for maximum processor-cache-memory 

performance.  EX1012, 3:23-44; EX1003, ¶¶156-157.   

A POSITA would have recognized that Neufeld’s remote management 

controller 116 is the kind of low-end system that could employ a PCI bus 
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implementation for the local bus 166 and would have found it obvious to do so and 

to configure Neufeld’s ATB 170 as a PCI-PCI bus controller/bridge to allow the 

PCI implementation of Neufeld’s local bus 166 to communicate with Neufeld’s 

PCI bus 172.  EX1003, ¶158.   

A POSITA would have been motivated to do so (i) given the implementation 

of bus 172 as a PCI bus, which indicates that a PCI bus had the bandwidth 

necessary to support the video graphics controller 114/frame buffer 118/display 4 

of Figs. 2 and 3; and (ii) because Neufeld’s Figure 3 discloses multiple peripheral 

I/O devices (e.g., UARTs 174, Ethernet interface 180, USB interface 184) 

connected to the local bus 166, and a POSITA would have recognized that many 

existing I/O devices at the time were configured for connection to a PCI bus as 

shown for example in Figure 2 of Neufeld with the NIC 110 (which a POSITA 

would have recognized as commonly being implemented as an Ethernet NIC) 

connected to PCI bus 16, and therefore selecting a PCI bus implementation for the 

local bus 166 would have allowed use of such existing components.  EX1003, 

¶¶159-160.  A POSITA would have had a reasonable expectation of success as 

such an implementation was within the skill level of a POSITA and involve using 

known elements according to their established functions to yield predictable 

results.  Id. 
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IX. GROUND 5: NEUFELD, ROSSMAN AND RFC1492, OR NEUFELD, 
FRANTZ, PCI BRIDGE SPEC, ROSSMAN AND RFC1492, RENDER 
OBVIOUS CLAIMS 7 AND 16 

A. Claim 7 and Claim 16  

Claims 1 and 6 (from which claim 7 depends) are obvious over the 

references discussed above in Ground 1 and claim 12 (from which claim 16 

depends) is obvious over the references discussed above in Ground 2.  Claims 7 

and 16 are obvious over those references as applied to claims 1, 6 and 12 in 

Grounds 1 or 2 in further combination with Rossman and RFC1492 (EX1013).  

EX1003, ¶161.  The use of access severs such as RADIUS servers (an “access 

control server” as recited in claims 7 and 16) to authenticate a user such as a 

remote administrator as described in RFC1492 was very well known in the art at 

the time of the 016 patent. In light of this, a POSITA would have found it obvious, 

and would been motivated, to configure Neufeld’s remote management controller 

116/IOP 156 to establish a connection to such an access server in order to use such 

an access server to simplify management and authentication of multiple remote 

administrator users and access profiles, such as disclosed in Neufeld at Tables 2-4.  

EX1013, 1-2; EX1003, ¶162.   

A POSITA would further have found it obvious employ a virtual private 

network (VPN) connection when connecting to such a RADIUS server (“access 

control server”) as taught by Rossman (EX1015) at 20:35-37 and would have been 
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motivated to do so in order to enhance security.  A POSITA would have had a 

reasonable expectation of success in so doing because access control servers such 

as RADIUS and TACACS as well as VPNs were well-known in the art, and their 

implementations were well within the skill level of a POSITA and involved no 

more than ordinary skill.  EX1003, ¶163.   

X. GROUND 6: NEUFELD IN COMBINATION WITH SYVANNE  
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC, AND SYVANNE RENDER OBVIOUS CLAIM 8 

A. Claim 8 

Claim 1 (from which claim 8 depends) is obvious over the references cited 

above in Grounds 1 and 2 for the reasons stated therein.  Claim 8 is obvious over 

those references as applied in either Grounds 1 or 2 in further combination with 

Syvanne.  EX1003, ¶164.  Syvanne discloses protecting a computing device by 

installing a “personal firewall,” which is a firewall implemented in software that 

executes locally on the device, “in addition to or instead of a firewall on an internal 

network.”  EX1016, ¶¶[0003], [0010], [0029]. Such locally executing software 

firewalls were well-known to a POSITA, and an example of such a firewall is the 

free firewall named IP Filter, but other locally executing software firewalls such as 

ipfw and ipchains were also known in the art.  EX1022 at 1; EX1003, ¶165.  

Syvanne discloses the use of a personal firewall on a laptop that will be exposed to 

a foreign network such as the Internet.  EX1016, 1:35-50.  A POSITA would have 
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understood that, with respect to Neufeld’s remote management controller 116, the 

managed server 2 including the NIC 110 and bus 172 (via which in-band 

management messages from the Network N are received) would constitute a 

foreign network.  EX1003, ¶166.  A POSITA therefore would have been motivated 

to implement such a firewall on the IOP 156 of Neufeld’s remote management 

controller 116 (in addition to any firewall that may be implemented in the managed 

server 2) to protect the remote management controller from exposure to such a 

foreign network in view of Syvanne’s teaching.  EX1003, ¶166.  A POSITA would 

have had a reasonable expectation of success as doing so would have involved only 

routine skill and such firewalls were well-known in the art.  EX1003, ¶167. 

XI. GROUND 7: NEUFELD IN COMBINATION WITH NTP AAPA AND 
HRASTAR AND/OR NEUFELD IN COMBINATION WITH 
FRANTZ, PCI BRIDGE SPEC, NTP AAPA AND HRASTAR 
RENDERS OBVIOUS CLAIM 14 

A. Claim 14 

Claim 12 (from which claim 14 depends) is obvious over the references 

cited above in Grounds 1 and 2 for the reasons stated therein.  Claim 14 is obvious 

over those references as applied to claim 12 in either Grounds 1 or 2, in further 

combination with applicant admitted prior art and Hrastar.  EX1003, ¶168.  

Keeping accurate track of time is important to any management and security 

function including in such domains as systems management and security of 

networked devices, instances being the detection of “man in the middle” attacks, 
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anomaly detection and event reconstruction, the reliable implementation of 

financial transactions, and for reliable backup processes when a system recovery is 

necessary. EX1003, ¶169. The use of Network Time Protocol (NTP) to maintain an 

accurate clock on network devices on a network for those purposes was well-

known to a POSITA at the time of the 016 patent as discussed in the “Background 

of the Invention” section of the 016 patent. EX1001, 3:30-36 (“NTP AAPA”); see 

also EX1003, ¶169.  It was also known in the art to allow configuration of network 

devices to enable or disable the use of an NTP server to synchronize the time on 

the network device.  E.g., EX1017 at 18:32-39, 20:1-8 (describing configuring 

NTP using a command line interface); EX1003, ¶170. It would have been obvious 

to a POSITA in view of these disclosures to configure Neufeld’s remote 

management controller 116 with the ability to configure (e.g., enable and disable) 

the use of NTP by Neufeld’s managed server, which is a function of the managed 

server.  EX1003, ¶170.  A POSITA would have been motivated to do so by 

Neufeld’s disclosure of the desirability of allowing remote management of network 

device.  EX1005, ¶[0015]; EX1003, ¶171.  A POSITA would have had a 

reasonable expectation of success as doing so involved no more than routine skill.  

Id.   
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XII. GROUND 8: NEUFELD IN COMBINATION WITH RFC1157 
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC AND RFC1157 RENDERS OBVIOUS CLAIM 15 

A. Claim 15. 

Claim 12 (from which claim 15 depends) is obvious over the references 

cited above in Grounds 1 and 2 for the reasons stated therein.  Claim 15 is obvious 

over those references as applied to claim 12 in either Grounds 1 or 2, in further 

combination with RFC1157.  EX1003, ¶172.  RFC1157 describes the “Simple 

Network Management Protocol,” or “SNMP”.  The references relied on for 

Grounds 1 and 2 do not specify a protocol for management messages, and a 

POSITA would therefore have looked to known protocols to implement such 

management messages.  SNMP is a “simple protocol by which management 

information for a network element may be inspected or altered by logically remote 

users.”  EX1018, 2.  A subsequent version of SNMP, referred to as SNMPv3 

(RFC3414), was updated to include message level security and enhanced user 

authentication.  EX1021, 1.  It would have been obvious to a POSITA to configure 

Neufeld’s remote management controller 116 to utilize a known network 

management protocol such as SNMP as described in RFC1157 for management 

requests sent by Neufeld’s remote management PC 5.  EX1003, ¶¶173-174.  Such 

management requests could include requests such as setting a parameter indicating 

a time until a reboot of the network device as discussed in RFC1157.  EX1018, 7.  
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A POSITA would have been motivated to use SNMP, or the updated SNMPv3 

version, for management messages as they were widely-used protocols and as such 

offered the potential for leveraging existing SNMP implementations.  EX1003, 

¶174.  A POSITA would have had a reasonable expectation of success as doing so 

involved nothing more that the use of known components according to their 

established functions and involved no more than routine skill.  EX1003, ¶175.  

XIII. GROUND 9: IPMI IN COMBINATION WITH FRANTZ AND 
HUCKINS RENDERS OBVIOUS CLAIMS 1-3, 9, 12, 15 AND 17  

A. Motivation to Combine IPMI with Frantz and Huckins 

As discussed above and in more detail below, IPMI discloses a Baseboard 

Management Controller, or BMC, that provides remote “Intelligent Platform 

Management” for a network device. EX1020, 9.  Although IPMI does not disclose 

encryption for in-band management messages received via a LAN at the BMC, it 

would have been obvious to modify IPMI to encrypt these management messages 

as taught by Frantz to improve security for the IPMI system for the same reasons 

discussed above in Ground 2 and explained in further detail below.  IPMI also 

discloses that the BMC receives the in-band management messages sent over the 

LAN via a sideband interface, but does not include implementation details for this 

sideband interface.  A POSITA would therefore look to prior art references such as 

Huckins for such implementation details as explained in further detail below. 
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B. Claim 1 

1. [1.pre] 

To the extent the preamble is limiting, IPMI discloses an apparatus as shown 

in Figure 1-2 below.  EX1003, ¶¶176-180. 

2. [1.a] 

IPMI discloses this limitation. IPMI’s BMC is the claimed “processor,” 

portions of IPMI’s platform other than the BMC and the components of the 

platform corresponding to the first bus and bus controller identified below are the 

claimed “network device,” and the LAN Connector and/or the Network (LAN) 

Controller is the claimed “network interface” because they are the interface to the 

LAN as show below in Figure 1-2.  EX1003, ¶181. 
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IPMI discloses that the BMC is a microcontroller that provides the 

intelligence behind Intelligent Platform Management.  EX1020, 9.  A 

microcontroller is a type of processor.  EX1003, ¶182.  IPMI further discloses that 

the “BMC manages the interface between system management software and the 

platform management hardware, provides autonomous monitoring, event logging, 

and recovery control, and serves as the gateway between system management 

software and the IPMB and ICMB.”  EX1020, 9.  With respect to controlling 

platform functions, IPMI discloses that in an entry-level system, all management 

functions can be integrated into the BMC.  Id.  The BMC can, for example, in 

response to receipt of an IPMI management message, cause a power off or system 

network interface

processor apparatus
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reset via manipulation of a watchdog timer.  IPMI, 267 and 274 (chassis control 

command with value 3h for “hard reset”).  These management functions are 

examples of control of platform functions.  EX1003, ¶183. 

3. [1.b] 

IPMI in combination with Frantz renders this limitation obvious.  IPMI’s 

platform is configured to receive both data requests from normal users and in-band 

management requests from a remote management system via the LAN 

Connector/Network (LAN) Controller of Figure 1-2: 

EX1020, 106.  IPMI discloses that the IPMI LAN interface will usually be 

accomplished using a LAN Controller that can be shared for both BMC and system 

network interface
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use.  Id.  A POSITA would have recognized or at least have found obvious that 

sharing the LAN Controller involves receiving and transmitting user data messages 

to the parts of the platform that handle typical platform tasks for normal users in 

addition to receiving and transmitting IPMI messages with the BMC.  Id.; EX1003, 

¶185.  IPMI discloses that the LAN Controller detects UDP (user data protocol) 

datagrams that include management messages sent to the BMC from a remote 

management system console over an Ethernet LAN connection and transfers those 

UDP datagrams to the BMC via a “sideband interface” as shown in Figure 12-1 

below, which illustrates an embedded LAN Controller Implementation.  EX1020, 

106.   

IPMI discloses that the IPMI management messages sent from the remote 

management system in the UDP datagrams via the LAN interface conform to an 

RMCP (Remote Management Control Protocol).  EX1020, 107.  IPMI further 

states that the common IPMI messaging protocols do not use encrypted packets, 
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but does not state why encrypted packets are not used, nor does it require that 

packets containing IPMI management messages are not encrypted.  EX1020, 108.   

Thus, IPMI does not teach away from encryption for such messages.  EX1003, 

¶¶186-188 (noting that “Ping/Pong” packets do not include IPMI management 

messages, and the statement that “IPMI messaging does not need to use the 

secondary port” because IPMI messaging protocols and authentication mechanisms 

do not use encrypted packets is not a statement that encryption cannot or should 

not be used).  Moreover, IPMI discusses a secure secondary RMCP port (port 

298h), which suggests to a POSITA sending encrypted IPMI management message 

packets.  EX1020, 108, 119, 232 and 252; EX1003, ¶189.   

A POSITA would have recognized that encrypting the payloads of packets 

would improve security, particularly in view of the teaching in Frantz of the 

desirability of making such in-band communication of management requests 

secure due to the sensitive nature of such management information and that a 

hacker’s chances of gaining access to secure data on the managed server 2 would 

be improved if the hacker had access to such management information, and the use 

of encryption in order to do so.  EX1006, 3:19-41; 10:50-63; EX1003, ¶189.  

Additionally, other references from the relevant time period such as the “Alert 

Standard Format” (“ASF”) specification DSP0114, which defines the interface 

between a management console and a managed device using RMCP 
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communications, discloses the possibility of designing-in security mechanisms 

within the RMCP packet structure, which a POSITA would recognize as including 

encryption in Section 2.4.  EX1037, 7.  DSP0114 also allows for customization of 

the data block based on the IANA Enterprise Number in the RMCP packet.  

EX1037, 19.  A POSITA would recognize this as a mechanism that would allow 

the use of encrypted packet payloads with IPMI messages.  EX1003, ¶¶190-191.   

The desirability of using encryption further have been apparent to a POSITA in 

view of the ability to perform highly sensitive operations such as setting user 

passwords using IPMI commands.  EX1020, 227; EX1003, ¶192.  Accordingly, a 

POSITA would have found it obvious, and would have been motivated, to encrypt 

the IPMI message portions (the payload of the RCMP packets, not any headers 

encapsulating such messages) of at least some of IPMI’s UDP datagrams.  

EX1003, ¶192.  A POSITA would have had a reasonable expectation of success in 

doing so as encryption technology was well-known to a POSITA and would have 

involved the application of only routine skill.  EX1003, ¶193.   

4. [1.c] 

IPMI discloses this limitation as IPMI discloses that IPMI management 

messages are received from an administrator at a remote management system.  See

limitation [1.b] of this Ground 9; EX1003, ¶194.  
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5. [1.d] 

IPMI discloses this limitation.  EX1003, ¶195.  IPMI discloses a sideband 

interface between the Network (LAN) Controller and the BMC that is implemented 

over an I2C bus.  EX1020, 9, 106, Figs. 1-2, 12-1:  

first bus

first bus
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6. [1.e] 

IPMI in combination with Huckins renders obvious this limitation.  As 

discussed above, IPMI discloses in Figure 12-1 a “Network (LAN) Controller” that 

connects to a PCI bus on the managed platform and that includes a side-band 

interface to an I2C bus or SMBus on which in-band IPMI management messages 

received from a remote management system are sent to the BMC, but does not 

explain how to implement such a network controller with such a side-band 

interface.  EX1003, ¶196.  Thus, a POSITA would look to prior art sources for 

guidance as to how to implement such a side-band interface.  Id.  

In IPMI Figure 12-1 above, the Network (LAN) Controller must interface to 

a PCI bus.  A POSITA would have recognized that one way to implement a side-

band connection using a Network (LAN) Controller that interfaces with a PCI bus 

is by (1) adding a bridge between the PCI bus to which the Network (LAN) 

Controller interfaces and the side-band bus, which IPMI identified in Figure 12-1 

as an I2C bus or an SMBus, and (2) configuring the Network (LAN) controller to 

direct packets addressed to the BMC to the bridge.  EX1003, ¶196.  A POSITA 

would therefore look to known implementations of a bridge between a PCI bus and 

an I2C bus or an SMBus.  EX1003, ¶196.   

Huckins discloses a “non-PCI bus controller 126” that “can also be referred 

to as a bus bridge.” EX1007, ¶[0026].  This bus controller-bridge can connect a 
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non-PCI device 133 connected to a non-PCI bus 132 to a system 100 over a PCI 

bus 131 as illustrated in Figure 1 below.  EX1007, ¶[0026].  Huckins discloses that 

the non-PCI bus may be “one of many types of bus protocols available,” and I2C 

was a well-known bus type available at the time of the 016 patent.  EX1007, 

¶[0040]; EX1003, ¶197. 
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A POSITA would have found it obvious to implement a network 

controller/side-band interface as described in IPMI by combining Ethernet LAN 

controller logic with a PCI-I2C bus controller and bridging device of the type 

described in Huckins as shown in the modified version of Figure 12-1 below.  

EX1003, ¶198.   

In this modified version of Figure 12-1, the Network (LAN) Controller is 

implemented using known Ethernet Interface logic with additional Sideband logic 

that recognizes UDP datagram packets directed toward the management port which 

carry IPMI management messages.  EX1003, ¶199.  These packets can be 

differentiated from packets carrying normal user data based on IP addresses and/or 

or UDP port numbers.  Id.  Those packets are transmitted over the PCI bus (the 

second bus of limitation [1.f] as discussed below) to a PCI-I2C bus controller-
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bridge of the type described in Huckins.  EX1007, ¶[0026]; EX1003, ¶199.  The 

packets are then transmitted from the PCI-I2C bus controller-bridge over the 

I2C/first bus to the BMC (the claimed processor).  EX1007, ¶[0026]; EX1003, 

¶199.  The normal user data packets are transmitted from the Ethernet Logic to the 

system PCI bus for normal processing by the managed platform.  EX1003, ¶199.  

This is a straightforward implementation of a Network (LAN) controller with side-

band logic as described in IPMI that would have been obvious to, and well within 

the skill level of, a POSITA at the time of the 016 patent.  EX1003, ¶200.  A 

POSITA would have had a reasonable expectation of success in implementing the 

IPMI Network (LAN) Controller in this manner.  Id.   

7. [1.f] 

IPMI in combination with Huckins renders obvious this limitation.  As 

discussed for limitation [1.e] and illustrated in the modified version of Figure 12-1 

above, the PCI-I2C bus controller-bridge in this exemplary implementation is also 

coupled to a second bus, the PCI bus, which is distinct from the I2C/first bus.  

EX1003, ¶201. 

8. [1.g] 

IPMI in combination with Frantz and Huckins renders obvious this 

limitation.  EX1003, ¶202.  As discussed above for limitation [1.b] of this Ground 

9, IPMI in combination with Frantz renders obvious that encrypted IPMI 
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management messages would be sent from the Remote Management System over 

the network to the LAN Controller.  Id.  Additionally, IPMI in combination with 

Huckins renders obvious that the encrypted IPMI management messages destined 

for the BMC would be sent from the Ethernet Logic and Side-band Logic to the 

PCI-I2C bus controller-bridge via the PCI/second bus as discussed above in 

connection with limitation [1.e].  EX1003, ¶203.  The PCI-I2C bus controller-

bridge would be configured for receipt of such messages over the PCI bus as 

discussed in EX1007, ¶[0026].  EX1003, ¶203. The path of these management 

messages from the remote management system to the BMC is illustrated by the 

blue arrow in the annotated modified version of Fig. 12-1 below. 
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9. [1.h] 

IPMI combined with Frantz and Huckins renders this limitation obvious to a 

POSITA for the reasons discussed above in connection with limitations [1.b] and 

[1.e] of this Ground 9. EX1003, ¶204. 

10. [1.i] 

IPMI combined with Frantz and Huckins renders this limitation obvious.  As 

discussed above in connection with limitations [1.b], [1.e] and [1.h] of this Ground 

9, the IPMI-Frantz-Huckins system renders obvious the receipt of in-band 

encrypted IPMI management messages by the BMC.  Frantz discloses, or at least 

renders obvious to a POSITA, to configure the BMC to decrypt these encrypted 

messages because without decryption the BMC would not be able to act on them.  

See EX1006, 10:27-39 (discussing decrypting encrypted communications); 

EX1003, ¶205. 

11. [1.j] 

IPMI discloses this limitation.  IPMI’s managed platform includes at least 

one “main processor” that executes an operating system to facilitate operation of 

the platform.  EX1020, 8 and 9; EX1003, ¶206. 

12. [1.k] 

IPMI discloses this limitation.  The main processor is distinct from the BMC 

and the BMC can operate when the main processor becomes unavailable.  See

limitations [1.g], [1.h] and [1.j]; EX1003, ¶207. 
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C. Claim 2 

Claim 1 is obvious for the reasons discussed above in this Ground 9.  Claim 

2 is obvious for the same reasons and because IPMI further discloses the 

limitations of claim 2.  IPMI provides a terminal mode in which ASCII text 

commands may be entered in a command line interface at a dumb terminal.  

EX1020, 148-149.  Examples of ASCII text commands are shown in the excerpt of 

Table 13-13 below.  EX1020, 153.  Thus, the modified IPMI system discussed 

above for Ground 9 includes the limitations of claim 2.  In any event, including a 

command line interface in the modified IPMI system would have been obvious to a 

POSITA because such the provision of such interfaces for creating management 

messages well-known to a POSITA.   EX1003, ¶¶208-209. 



69 
1605250133 

D. Claim 3 

Claim 1 is obvious for the reasons discussed above in this Ground 9.  Claim 

3 is obvious for the same reasons and because IPMI and Huckins render obvious 

the limitations of claim 3.  See limitation [1.e] in this Ground 9.  See also EX1007, 

¶[0026] (“The non-PCI bus controller 126 is capable of receiving and transmitting 

signals to and from the system 100 on the PCI bus 131.”).  A POSITA would 

recognize the hardware controller as being a PCI controller (on its PCI bus 

connection) and a controller for the non-PCI bus (on its other non-PCI bus 

connection) since the hardware controller presents itself to the PCI bus as a PCI 

controller, allowing non-PCI devices to be accessible on a PCI bus as if they were 
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PCI compliant.  EX1003, ¶201.  “A PCI to non-PCI translator 302 is included in 

the hardware controller 301. This translator 302 is to translate data, commands, 

interrupts, and other information between the PCI and non-PCI bus protocols.”  

EX1007, ¶[0032]; see also Huckins at ¶[0030] (“…the PCI system views the 

hardware controller 201 as a P2P bridge on the PCI bus 212.”).  For instance, the 

hardware controller handles PCI controller functions such as memory mapping, 

including direct memory mapping (DMA), serving as a PCI memory controller. 

EX1007, ¶¶[0029][0033].  Additional evidence includes Huckins at ¶[0018] 

(discussing functionality of device), ¶[0019] (“Similarly, a hardware controller has 

to translate the upstream non-PCI commands into PCI commands to the host. As a 

result, embodiments of the present invention also manage a mapping between the 

PCI device identification (ID) and the non-PCI device ID in order to properly route 

communication traffic to and from the PCI bus”), ¶[0027] (“The hardware 

controller 201 may also be referred to as a bus bridge as the hardware controller 

201 functions as a bridge to communications between a first bus 212 compatible 

with the PCI protocol and a second bus 213 having a non-PCI compatible 

protocol.”), ¶[0029] (“The hardware controller 201 of this embodiment also 

includes a direct memory access (DMA) controller for each I/O device to handle 

the accesses to the associated memory Space.”), Figure 2.  Such functionality 

indicates that Huckins’ device serves as a controller for both the PCI bus and non-
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PCI bus because its hardware controller 201 engages with the PCI bus as a regular 

PCI bus controller mediating PCI protocol access with the devices on the non-PCI 

bus.  EX1003, ¶211. 

E. Claim 9 

IPMI combined with Frantz and Huckins renders obvious the limitations of 

claim 1 for the reasons discussed above in this Ground 9, and further renders 

obvious the limitations of claim 9.  The claimed apparatus includes a processor, a 

first bus, and a bus controller. EX1001, 22:25-45.  As discussed above for 

limitation [1.e], IPMI discloses an embodiment with an embedded LAN Controller 

in Figure 12-1: 

As further discussed above for limitation [1.e], a potential implementation of the 

apparatus of claim 1 is illustrated below: 
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Because IPMI discloses that the LAN Controller is “embedded” in this 

implementation, a POSITA would have understood or at least found it obvious that 

this LAN Controller along with PCI-I2C bus controller and the I2C bus is 

embedded in a device with the BMC that is a component of the managed platform 

device.  EX1020, 106; EX1003, ¶§212-215. 

F. Claim 12 

1. [12.pre] 

To the extent that the preamble is a limitation, IPMI discloses it. IPMI 

discloses methods of operation for the BMC on the managed platform.  EX1020, 

106; EX1003, ¶216.  

2. [12.a] 

See limitations [1.a], [1.b], [1.e] and [1.g] of Ground 9 (note: the first bus of 

claim 12 corresponds to the second bus of claim 1); EX1003, ¶217. 
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3. [12.b] 

See limitation [1.b] of Ground 9 (note: the first bus of claim 12 corresponds 

to the second bus of claim 1); EX1003, ¶218. 

4. [12.c] 

See limitation [1.c] of Ground 9; EX1003, ¶219. 

5. [12.d] 

See limitation [1.h] of Ground 9 (note: the second bus of claim 12 

corresponds to the first bus of claim 1); EX1003, ¶220. 

6. [12.e] 

See limitation [1.j] of Ground 9; EX1003, ¶221. 

7. [12.f] 

See limitation [1.k] of Ground 9; EX1003, ¶222. 

8. [12.g] 

See limitation [1.i] of Ground 9; EX1003, ¶223. 

9. [12.h] 

To the extent that “the processor” in this limitation refers to “a processor of 

management device” as recited in claim 12, IPMI discloses it.  See limitation [1.a] 

of Ground 9 (discussing BMC controlling functions of managed platform 

according to IPMI management requests).  To the extent that “the processor” in 

this limitation refers to “a processor configured to facilitate operation of the 

network device” as recited in claim 12, IPMI discloses it and/or renders it obvious.  
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See limitation [1.j] of Ground 9 (discussing main processor that facilitates 

operation of the managed platform ).  EX1003, ¶¶224-225. 

G. Claim 15 

Claim 12 (from which claim 15 depends) is obvious for the reasons 

discussed above in this Ground 9.  Claim 15 is obvious for the same reasons and 

because IPMI discloses or renders obvious the limitations of claim 15.  IPMI 

discloses that it is “used best in conjunction with system management software 

running under the operating system” and that it is “management software neutral” 

and provides “monitoring and control functions that can be exposed through 

standard management software interfaces such as DMI, WMI, CIM, SNMP, etc.”  

EX1020, 8, Fig. 1-1: 

IPMI specifically discloses using SNMP for LAN alerting.  EX1020, 16 and 116.  

In light of these disclosures, it would have been obvious to a POSITA to use 
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SNMP (which a POSITA would have recognized as referring to system network 

management protocol) in an IPMI system.  EX1003, ¶§226-227. 

H. Claim 17 

Claim 12 (from which claim 17 depends) is obvious for the reasons 

discussed above in this Ground 9.  Claim 17 is obvious for the same reasons and 

because IPMI discloses or renders obvious the limitations of claim 17.  IPMI 

discloses out-of-band communications of IPMI management requests via, e.g., a 

terminal mode connection over a serial interface as discussed above for claim 2 of 

Ground 9; see also EX1020, 15; 122-123 and 148-150; EX1003, ¶228.  IPMI 

management request messages received via the serial interface are not received via 

the first bus or the second bus discussed above for limitations [1.e] and [12.a] 

because the serial interface is connected to the BMC via a different path 

represented by the wide blue arrow through the “Serial Port Sharing” box 

connected to the “Serial Connector” as shown in Figure 1-2 below.  EX1003, ¶229. 
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XIV. GROUND 10: IPMI IN COMBINATION WITH IPMIV2.0 AND 
HUCKINS RENDERS OBVIOUS CLAIMS 1-3, 9, 12, 15 AND 17 

A. Introduction 

Ground 9 above relies on Frantz in combination with IPMI and Huckins to 

render obvious claims 1-3, 8, 12 and 17.  In that combination, Frantz discloses the 

limitations in claims 1 and 12 that relate to encryption and decryption of in-band 

IPMI management messages sent to IPMI’s BMC.  As an alternative to Ground 9, 

this Ground 10 relies on IPMIv2.0 rather than Frantz for the limitations of claims 1 

and 12 relating to encryption and decryption of in-band IPMI management 

messages sent to IPMI’s BMC.  The analysis in this Ground 10 for all other 

limitations and claims is the same for Ground 9 above.  EX1003, ¶230.   
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IPMIv2.0 presented proposed additions to the then-existing IPMI 

specification, version 1.5 (EX1020), in primarily two areas: an enhanced version of 

RMCP from IPMI, referred to in IMPIv2.0 as “RMCP+”, and SOL (“Serial Over 

LAN”).  EX1023, 6.  RMCP+ “is an enhanced protocol for transferring IPMI 

messages and other type of payloads to an IPMI-based BMC over IP.”  Id.  

Particularly relevant to Ground 10 is that RMCP+ includes support for encrypting 

IPMI messages and other payloads using AES-128 (Advanced Encryption 

Standard, 128 bit) in a CBC (cipher block chaining) mode.  EX1023, 6 and 21-22.   

It would have been obvious to a POSITA to modify IPMI to include the 

encryption enhancements in IPMIv2.0 in order to improve security for IPMI 

management messages, including at least IPMI management messages setting user 

passwords as disclosed in IPMIv2.0.  EX1023, 7; EX1003, ¶¶231-232.  A POSITA 

would have been motivated to do so in order to enhance security of the IPMI BMC 

and associated managed platform.  EX1003, ¶232.  A POSITA would have had a 

reasonable expectation of success as doing so involved the exercise of only routine 

skill and encryption and decryption were well-known to a POSITA.  Id. 

Specific limitations involving encryption are discussed below. 
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B. Claim 1 

1. Limitations [1.b], [1.g] and [1.h] 

IPMI in combination with IPMIv2.0 and Huckins renders obvious the 

encryption requirements of these limitations as pertains to in-band IPMI 

management requests for the reasons discussed in the Introduction to Ground 10.  

EX1003, ¶235. 

2. Limitation [1.i] 

IPMI in combination with IPMIv2.0 and Huckins renders obvious the 

decryption of in-band management requests.  IPMIv2.0 discloses the decryption of 

encrypted payload data at 22 and 36.  IPMIv2.0, 22, 36.  In any event, a POSITA 

would have found it obvious to configure the BMC to decrypt encrypted IPMI 

management messages in order for the BMC to be capable of acting on them.  

EX1003, ¶236. 

C. Claim 12 

IPMI in combination with IPMIv2.0 and Huckins renders obvious the 

portions of limitations [12.a], [12.b], [12.d] and [12.g] of claim 12 directed toward 

encryption and decryption for reasons substantially similar to those discussed in 

Ground 10 for limitations [1.b], [1.g], [1.h], and [1.i].  All other limitations of 

claim 12 are obvious for the reasons discussed in Ground 9.  EX1003, ¶237. 
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D. Claims 15 and 17 

IPMI in combination with IPMIv2.0 renders obvious claim 12 as discussed 

above in this Ground 10.  Claims 15 and 17 are obvious for the reasons discussed 

in Ground 9 for claims 15 and 17.  EX1003, ¶238-239. 

XV. GROUND 11: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND VPN AAPA OR ROSSMAN AND/OR IPMI IN COMBINATION 
WITH IPMIV2.0, HUCKINS, AND VPN AAPA OR ROSSMAN 
RENDERS OBVIOUS CLAIM 6 

A. Claim 6 

Claim 1, from which claim 6 depends, is obvious over the references 

discussed above in Grounds 9 and 10.  Those references as applied to claim 1 in 

either Ground 9 or 10 in combination with VPN AAPA (as defined below) and/or 

Rossman render obvious claim 6.  Virtual Private Networks (VPNs) were well-

known in the art at the time of the 016 patent.  Indeed, the 016 patent’s 

“Background of the Invention” section admits that firewall/VPN appliances were 

existing technology which could be used to protect in-band management traffic 

between a user interface on the managed device and a central location from which 

the device is managed.  EX1001, 3:53-59 (“VPN AAPA”).  Rossman similarly 

discloses VPNs as known technology.  EX1015, 2:24-28.  For all of the reasons 

discussed in Grounds 9 and 10 for limitation [1.b], it would have been obvious to a 

POSITA to encrypt in-band IPMI management messages.  EX1003, ¶¶240-241.  It 

would further have been obvious to a POSITA to utilize existing VPN technology 
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as discussed in AAPA and Rossman for such in-band management messages 

because VPNs provide such encryption and further enhances security for such in-

band messages.  EX1003, ¶241.   

XVI. GROUND 12: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
ROSSMAN AND RFC1492AND/OR IPMI IN COMBINATION WITH 
IPMIV2.0, HUCKINS , ROSSMAN AND RFC1492, RENDER 
OBVIOUS CLAIMS 7 AND 16 

A. Claims 7 and 16 

Claims 1, 6 and 12 are obvious over the references discussed above in 

Grounds 9-11.  Claims 7 (dependent on claims 1 and 6) and 16 (dependent on 

claim 12) are obvious over those references as applied in any of Grounds 9, 10 or 

11 in combination with Rossman and RFC1492 as cited in Ground 5 above, for 

similar reasons stated therein.  EX1003, ¶242.  In particular, a POSITA would have 

been motivated to use a RADIUS access server (the claimed “access control 

server”) in order to simplify management and authentication of multiple users and 

access profiles as described in RFC1492, and would further have been motivated to 

employ VPN technology to communications with such an access sever in order to 

ensure security of such communications as taught by Rossman for the reason 

discussed above in Ground 5.  EX1003, ¶243. 
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XVII.GROUND 13: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND SYVANNE AND/OR IPMI IN COMBINATION WITH 
IPMIV2.0, HUCKINS AND SYVANNE RENDER OBVIOUS CLAIM 8 

A. Claim 8 

Claim 1 (from which claim 8 depends) is obvious over the references 

discussed above in Grounds 9-10.  Claim 8 is obvious over those references as 

applied in either Grounds 9 or 10 in combination with Syvanne for reasons similar 

to those discussed in Ground 6.  As discussed in Ground 6, IPMI’s BMC can be 

reached in-band via a public network such as the Internet, in the same was as 

Neufeld’s remote management controller 116. A POSITA would therefore have 

found it obvious to add a locally executing firewall to IPMI’s BMC, as taught by 

Syvanne, “in addition to or instead of a firewall on an internal network.”  EX1016, 

¶¶[0003], [0010], [0029]; EX1003, ¶244; see also EX1022 at 1 (discussing locally 

executing firewalls).  A POSITA would have been motivated to do so to improve 

security of the BMC.  EX1003, ¶244.  A POSITA would have had a reasonable 

expectation of success as such modifications would have involved no more than 

routine skill and this technology was well-known.  EX1003, ¶245. 

XVIII. GROUND 14: IPMI IN COMBINATION WITH FRANTZ, 
HUCKINS, NTP AAPA AND HRASTAR AND/OR IPMI IN 
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COMBINATION WITH IPMIV2.0, HUCKINS, NTP AAPA AND 
HRASTAR RENDER OBVIOUS CLAIM 14 

A. Claim 14 

Claim 12 (from which claim 14 depends) is obvious over the references 

discussed above in Grounds 9-10.  Claim 14 is obvious over those references in 

either Ground 9 or 10 in combination with NTP AAPA and Hrastar for reasons 

similar to those discussed in Ground 7.  A POSITA would have recognized that 

keeping accurate track of time is important for IPMI’s managed device as it is for 

Neufeld’s managed server.  The use of NTP to maintain an accurate clock was 

well-known as discussed in the background section of the 016 patent.  EX1001, 

3:30-36.  It was also known to allow configuration of network devices to enable or 

disable the use of an NTP server for time synchronization.  E.g., EX1017, 18:32-

39, 20:1-8 (describing use of a command line interface). It would have been 

obvious to a POSITA to configure IPMI’s remote management system with the 

ability to configure the use of NTP by IPMI’s managed device (which is a function 

of the managed device) via the BMC in light of these disclosures.  A POSITA 

would have been so motivated to increase convenience, and would have had a 

reasonable expectation of success as doing so involved no more than routine skill. 

EX1003, ¶246.   
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XIX. GROUND 15: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND RFC1157 AND/OR IMPI IN COMBINATION WITH IPMIV2.0, 
HUCKINS, AND RFC1157 RENDER OBVIOUS CLAIM 15 

A. Claim 15 

Claim 12 (from which claim 15 depends) is obvious over the references 

discussed above in Grounds 9-10.  Claim 15 is obvious over those references in 

combination with RFC1157 for reasons similar to those discussed in Ground 8.  As 

discussed therein, RFC1157 describes SNMP, and a subsequent version - SNMPv3 

(RFC3414) - included message level security.  EX1021, 1.  It would have been 

obvious to a POSITA to configure IPMI’s BMC to utilize a network management 

protocol such as SNMP or SNMPv3 for management requests sent by IPMI’s 

remote management system.  A POSITA would have been motivated to do so 

because these were well-known protocols for which software implementations 

were available.  A POSITA would have had a reasonable expectation of success as 

doing so involved nothing more that the use of known components according to 

their established functions and involved no more than routine skill. EX1003, ¶247.   

XX. DISCRETIONARY DENIAL IS NOT WARRANTED 

A. 35 U.S.C. § 314(a) Analysis 

The Board should not exercise its discretion to deny institution as the 

challenges in this Petition present compelling evidence of unpatentability, and 

because Petitioner hereby stipulates that, if institution is granted, Petitioner will not 

raise in the parallel district court litigation identified below any defense based on 
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the same grounds raised, or that could have been raised, in this Petition. “Interim 

Procedure for Discretionary Denials in AIA Post-Grant Proceedings with Parallel 

District Court Litigation” dated June 21, 2022, at 4-5 and 7-8 (“the PTAB will not 

discretionarily deny institution if Petitioner presents a Sotera stipulation.”).   

B. 35 U.S.C. § 325(b) Analysis 

The Board should not exercise its §325(d) discretion to deny institution as 

none of the references relied on in this Petition were considered by the examiner.  

EX1001, 1-2.  To the extent that the references relied on in this Petition are found 

to be cumulative of prior art that has been considered by the examiner, the 

examiner made a material error by not rejecting the claims over the references 

relied on herein because these references establish unpatentability for the reasons 

discussed in this Petition. 

XXI. COMPLIANCE WITH FORMAL REQUIREMENTS 

A. Mandatory Notices Under 37 C.F.R. §§ 42.8(b)(1)-(4) 

1. Real Party-In-Interest 

Petitioner hereby names Lenovo (United States) Inc. as a real-party-in-

interest and further identifies Lenovo Group Ltd. as a real party-in-interest solely 

because Lenovo Group Ltd. is named as a defendant in the parallel district court 

case listed below. 
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2. Related Matter 

The 016 patent is subject to the following action: Intellectual Ventures II 

LLC v. Lenovo Group Ltd., Case No. 6:23-cv-00307-ADA-DTG, filed on April 26, 

2003. 

3. Lead and Backup Counsel 

Lead Counsel Backup Counsel

James M. Heintz 
Reg. No. 41,828 
DLA Piper LLP 
One Fountain Square 
11911 Freedom Drive, Suite 300 
Reston, VA 20190-5602  
Phone: + 1 703 773 4000 
Fax: + 1 703 773 5000 
jim.heintz@us.dlapiper.com

Gianni Minutoli 
Reg. No. 41,198 
DLA Piper LLP 
One Fountain Square 
11911 Freedom Drive, Suite 300 
Reston, VA 20190-5602  
Phone: + 1 703 773 4000 
Fax: + 1 703 773 5000 
gianni.minutoli@us.dlapiper.com

4. Service Information 

Service information for lead and backup counsel is provided in the 

designation of lead and backup counsel above.  Petitioner agrees to accept 

electronic service at the email addresses above and at DLA-LenovoIPR-

IV@us.dlapiper.com. 

B. Proof of Service on the Patent Owner 

As identified in the attached Certificate of Service, a copy of this Petition in 

its entirety is being served by emailing a copy of same (by agreement) to the 

attorneys of record for the Patent Owner. 
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C. Power of Attorney 

Powers of attorney are being filed with designation of counsel in accordance 

with 37 C.F.R. § 41.10(b). 

D. Standing 

In accordance with 37 C.F.R. §42.104(a), Petitioner certifies that the 016 

patent is available for inter partes review and that Petitioner is not barred or 

estopped from requesting an inter partes review challenging the patent claims on 

the grounds identified in this Petition. 

E. Fees 

The undersigned authorizes the Director to charge the fee specified by 37 

C.F.R. § 42.15(a) and any additional fees that might be due in connection with this 

Petition to Deposit Account No. 50-3266. 

XXII. PRESERVATION OF RIGHTS 

Petitioner reserves all rights to any benefit of changes resulting from 

challenges based on the recent Supreme Court decision in Loper Bright. Loper 

Bright Enters. v. Raimondo, No. 22-451, slip op. at 35 (U.S. June 28, 2024). 

XXIII. CONCLUSION 

All challenged claims of the 016 patent should be found unpatentable for the 

reasons discussed in this Petition. 
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Dated:  August 2, 2024  Respectfully submitted, 

   /James M. Heintz/ 

James M. Heintz 
Reg. No. 41,828 
DLA Piper LLP 
One Fountain Square 
11911 Freedom Drive, Suite 300 
Reston, VA 20190-5602  
Phone: + 1 703 773 4000 
Fax: + 1 703 773 5000 
Jim.heintz@us.dlapiper.com 

Attorney for Petitioner Lenovo (United 
States) Inc. 
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CERTIFICATION UNDER 37 CFR § 42.24(d) 

Under the provisions of 37 CFR § 42.24(d), the undersigned hereby certifies 

that the word count for the foregoing Petition for Inter Partes Review totals 13,995 

as calculated by Microsoft Word, which is less than the 14,000 allowed under 37 

CFR § 42.24(a)(i). 

Dated:  August 2, 2024         Respectfully submitted, 

   /James M. Heintz/ 

James M. Heintz 
Reg. No. 41,828 
DLA Piper LLP 
One Fountain Square 
11911 Freedom Drive, Suite 300 
Reston, VA 20190-5602  
Phone: + 1 703 773 4000 
Fax: + 1 703 773 5000 
Jim.heintz@us.dlapiper.com 

Attorney for Petitioner Lenovo (United 
States) Inc. 
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CERTIFICATE OF SERVICE 

Pursuant to 37 C.F.R. §§ 42.6(e) and 42.105(b), the undersigned hereby 

certifies that a copy of the foregoing Petition for Inter Partes Review and all 

Exhibits was provided to Patent Owner by emailing a copy of same (by agreement) 

to the following attorneys of record for the Patent Owner: 

Brian M. Seeve 
Bseeve@princelobel.com

Jonathan DeBlois 
Jdeblois@princelobel.com

Matthew D. Vella 
Mvella@princelobel.com

Robert R. Gilman 
Rgilman@princelobel.com

Karl Anthony Rupp 
Krupp@soreylaw.com

Dated:  August 2, 2024  Respectfully Submitted, 

   / James Heintz/ 

James M. Heintz, Reg. No. 41,828 

Attorney for Petitioner Lenovo (United 
States) Inc.


