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I. INTRODUCTION 

Petitioner challenges claims 1-3, 6-9, 12, and 14-17 (hereinafter, “Challenged 

Claims”) of the US 8,474,016 (hereinafter “‘016 Patent”) on 15 Grounds.  

The Challenged Claims are directed to in-band remote management systems 

and require the reception (at a network device) of in-band remote management 

requests from a remote administrator. Neufeld (the primary reference relied on in 

Grounds 1-9) fails to meet this limitation, because Neufeld’s solution relies only on 

out-of-band remote management requests to control a network device.  

The Challenged Claims also differentiate between an apparatus and a network 

device, and recite a bus controller (of the apparatus) coupled to both a first bus (of 

the apparatus) and a second bus (of the network device), where the processor of the 

apparatus is “distinct from the processor included in the network device.” In its 

mappings for Grounds 9-15, the Petition conflates these limitations by treating the 

bus controller and the first bus as parts of the network device. Additionally, 

Petitioner’s proposed combination for Grounds 9-15 relies on the use of a PCI bus 

within a LAN controller to transmit management data to a Baseboard Management 

Controller, which is fundamentally at odds with both the architecture of the PCI bus 

and common design practices recognized by those of ordinary skill in the art at the 

time. Finally, as discussed more fully below, the reliance in Grounds 9-15 on 

encryption in the context of in-band communication over a network interface is not 
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applicable to the internal communication path identified as the “first bus” in the 

Challenged Claims. 

For at least these reasons, the patentability of the Challenged Claims should 

be confirmed. 

II. SPECIFICATION OF ‘016 PATENT 

A. Background 

The ‘016 Patent is directed to the needs of network administrators to access 

network elements for regular maintenance or “to perform trouble shooting and 

resolving problems.” EX1001, 1:39-43. In discussing the state of the art, the ‘016 

Patent identified two classes of remote management systems, namely, “in-band” 

systems and “out-of-band” systems. As explained in the ‘016 Patent: 

... A number of means have been developed to provide for remote 
management of these systems. Remote management of the elements 
can be provided in-band (the remote administrator communicates with 
the system using the same network as the user data for the managed 
system) or out-of-band (the remote administrator communicates with 
the system using a means other than the network utilized by the user 
data of the managed system). Id., 1:53-60 (emphasis added).  

Next, the ‘016 Patent identified some of the pros and cons of “in-band” 

systems and “out-of-band” systems: 

... One of the primary purposes of the remote management connection 
is to assist the remote administrator or technician in troubleshooting 
network problems. With in-band management, if a network problem 
has hindered connectivity to a network element, management 
connectivity to that element could be lost when it is needed the most. 
An out-of-band management solution is more likely to allow the 
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administrator or technician to still remotely access the network element 
to troubleshoot and resolve the network problem in a timely manner. 
Id., 2:35-44. 

While out-of-band systems had advantages , the ‘016 Patent explained that 

the cost of dedicated and secure out-of-band systems was generally prohibitive: 

... While a dedicated and secure out-of-band network would be the most 
preferable solution for out-of-band management from a security 
standpoint, the cost of such a solution is generally prohibitive. While 
some form of public shared network, such as the Public Switched 
Telephone Network (PSTN) or an Integrated Services Digital Network 
(ISDN) provides the most cost effective solution for a diverse out-of-
band connection, the security of such solutions is a major concern. Id., 
2:52-60. 

The ‘016 Patent also explained that “most protocols used for assisting in the 

remote management of network elements do not provide for the confidentiality or 

integrity of the information being transmitted between the remote administrator and 

the network element . ... For instance, the protocol most frequently utilized for 

remote login to network elements (Telnet) transmits traffic in the clear (anyone who 

can tap into or sniff the network can capture and understand the traffic).” Id., 3:4-14. 

Next, the ‘016 Patent discussed that in order to control the costs of in-band

remote management solutions, “user traffic and management traffic are being 

commingled at multiple locations throughout the management path. ... User traffic 

and device management traffic comes in over the same user interface, uses the same 

memory and buffers, and is processed by the same processor. The commingling of 
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user traffic and management traffic can compromise the security of the device 

management.” Id., 3:20-29. 

Given all of the concerns with existing remote management solutions, the 

‘016 explained that “[i]t would take a number of different devices configured to work 

together to address most of the concerns. This would require a number of additional 

devices in an environment where rack space is very expensive.” Id., 4:4-8. 

B. Objects Of The Invention 

After discussing the shortcomings of existing solutions, the ‘016 Patent 

identified several “objects of the invention.” In connection with “in-band” remote 

management, the ‘016 Patent stated: 

[An] object of the invention is to define a virtual management 
interface for controlling management traffic that will flow over the in-
band interfaces. The virtual management interface provides for logical 
separation of the management data from the user data even when the 
management data and the user data will transit the same physical 
network. Id., 4:23-28 (emphasis added). 

* * * 
Yet another object of the invention is to be able to securely 

manage the device through in-band connections to the virtual 
management interface, the network enabled management connection, 
or the console port. Id., 5:13-16 (emphasis added). 

Other objects of the invention included providing for the “confidentiality and 

integrity of the information transmitted between the remote administrator and the 

management interfaces.” Id., 4:49-52. 
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C. Summary Of The Invention 

The disclosure of the ‘016 Patent includes numerous embodiments, many of 

which are not claimed in the ‘016 Patent.1 Aspects of the Summary of the Invention 

pertinent to the claims of the ‘016 Patent described, inter alia, a secure chipset with 

a separate processor for implementing remote management functions: 

The present invention addresses the foregoing problems, as well 
as other problems, by providing an exemplary embodiment of a Secure 
Management Access Control for Computer Chipset (SMACC) for 
inclusion in devices that are to be enabled for remote management. In 
this preferred exemplary embodiment, the SMACC functions are 
implemented on a separate processor with separate flash and 
memory; ... 

A primary function of the SMACC is to provide for the 
separation of management data from user data both within the device 
being managed and while the management information is in transit. 
Within the device, the SMACC sets up a separate processor for 
receiving management information and interacting with the control 
functions of the device. Remote management functions will pass 
through the SMACC processor. Id., 5:48-6:11 (emphasis added). 

Aspects of the Summary of the Invention pertinent to the claims of the ‘016 

Patent also described an in-band path that used both the user data interface and the 

user network of the managed device for remote management of such device: 

... A VMI [virtual management interface] is also established for 
logically separating management traffic from user data when the in-
band path is to be used for management data. The VMI is the interface 

1 As discussed in Section III(C), infra, the Application that matured into the ‘016 
Patent was the subject of a restriction requirement. Other aspects of the disclosure 
in the ‘016 Patent are claimed in USP 7,325,140 (parent) and USP 7,496,950 
(grandparent). 
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between the SMACC chipset and the user data interfaces. The VMI 
utilizes existing and developing technology such as VPN to build 
secure tunnels between the SMACC chipset and the management center 
while utilizing the user data interfaces of the managed device and the 
user network to provide the transport of the management data cost 
effectively. Id., 6:21-29 (emphasis added). 

In addition, the aspects of Summary of the Invention described the use of 

encryption to preserve the confidentiality and integrity of the management traffic:

... The VPN tunnels also utilize encryption to provide for the 
confidentiality and integrity of the management traffic utilizing the 
network. Id., 6:66-7 (emphasis added). 

D. Detailed Description Of The Invention 

Figure 1 (reproduced below with annotations) illustrates one embodiment of 

“the positioning of the SMACC chipset within the managed device.” Id., 11:1-2.  
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In the annotated version of Figure 1 above, the components of the “SMACC chipset” 

are positioned in the red dotted box, and the components of the “managed device” 

are positioned in the blue dotted box. The SMACC chipset includes, inter alia, a 

separate SMACC processor (thick black box labelled “SMACC”) and a separate 

SMACC bus (green box). The managed device includes, inter alia, a system CPU 

(pink box), a CPU bus (purple box), a system bus (e.g., a PCI bus) (yellow box), and 

a user data interface (brown box). The separation between the components of the 

SMACC chipset and the components of the managed device is also illustrated in 
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Figure 2 (reproduced below with colored annotations), which illustrates the SMACC 

chipset (red box) and managed device (blue box) each comprising a separate circuit 

with a separate power connection from a power supply.  

In discussing Figure 2, the ‘016 Patent refers to the managed device as “the SMACC 

enabled device,” and differentiates between the SMACC processor (thick black box 

in figure above) and the “main processor of the SMACC enabled device” (pink box 

above labelled “CPU”). Id., 11:30-33. 

The Detailed Description explained that Figures 1, 14 and 28-29 illustrated 

different architectures for implementing the invention: 

FIG. 1 illustrates the positioning of the SMACC chipset within 
the managed device. In a preferred exemplary embodiment, the 
SMACC processor has its own flash, Non-Volatile Random Access 
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Memory (NVRAM), and Random Access Memory (RAM) for 
operating, however, an alternative exemplary embodiment as illustrated 
in FIG. 14 is also possible in which the SMACC processor utilizes the 
same flash, NVRAM, and RAM chips as the main processor ... In these 
exemplary embodiments, it may be necessary to utilize a controller chip 
for the SMACC processor to access the necessary bus as illustrated 
in FIGS. 28 and 29. Id., 11:1-13 (emphasis added). 

The architectures shown in Figures 28 and 29 (reproduced below with 

annotations) correspond to examples of subject matter claimed in the ‘016 Patent. 

In Figures 28 and 29, the SMACC processor, SMACC Bus and Bus Controller 

(red boxes) are components of the SMACC chipset used to remotely manage the 

“managed device.” In the annotated figures, a component of the managed device 

(either its System PCI Bus in Figure 28 or its System CPU Bus in Figure 29) is 

shown in the blue boxes. While in Figure 28, the System (PCI) Bus is the only 
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illustrated component of the managed device, a person of ordinary skill would have 

understood that the System PCI Bus was part of the managed device as a whole 

which included other components such as the CPU and user data interface of the 

managed device illustrated in Figures 1 and 2. EX2007, ¶56-57. For example, in 

Figure 2 (reproduced again below), the user data interface (brown box) of the 

managed device is shown as directly connected to the System Bus (e.g., System PCI 

Bus) (orange box) of the managed device, and the CPU (pink box) of the managed 

device is shown as having an indirect connection to the System Bus via the System 

Controller. Id. 

Set forth below is an illustration created by Patent Owner in which original 

Figure 28 (which illustrated only the System PCI Bus (orange box) in the managed 
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device) has been supplemented to include two other components of the managed 

device, namely, the user data interface (brown box) which, as in Figures 1 and 2, is 

shown as directly connected to the System Bus (e.g., System PCI Bus) (orange box) 

of the managed device, and the CPU (pink box) of the managed device which, as in 

Figures 1 and 2, is illustrated with an indirect connection to the System PCI Bus. Id., 

¶58: 

Support for the illustration above, in which original Figure 28 is shown in 

conjunction with the user data interface and CPU of the managed device, can be 
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found throughout the specification. Id., see also, EX1001, 5:52-6:11 (describing 

implementation of SMACC functions on a separate processor); 9:10-17 (discussing 

connection of SMACC chipset to managed device including connection via a 

Peripheral Component Interconnect (PCI) bus); 10:39-42 (describing SMACC 

processor that uses controller chip to access the System PCI bus of the managed 

device in Figure 28); 10:43-47 (describing SMACC processor that uses controller 

chip to access the System CPU bus of the managed device in Figure 29); 11:9-13 

(describing use by the SMACC processor of controller chip to access the necessary 

bus); and 13:5-7 (explaining that “it is likely that the SMACC card would not be on 

the same bus as the main CPU.”) 

The Detailed Description also disclosed embodiments where a remote 

administrator remotely manages the managed device using in-band communications, 

such that management traffic goes over the same physical network as user data and 

passes through the same user data interface (brown box in figures shown above) of 

the managed device: 

The Virtual Management Interface (VMI) logically separates 
management traffic from user data when they are going to utilize the 
same interfaces on the managed device and the same physical 
network. ... The VMI allows any of the user interfaces to be utilized for 
management traffic while still protecting .... Id., 12:10-24 (emphasis 
added). 

* * * 
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The use of the VMI for connecting to the SMACC processor for 
management of the device allows the management data to [be] logically 
isolated from user data, but still physically use the user data network. ... 
The normal operational method of reaching the SMACC processor 
would be through the in-band network to the VMI, and only then a path 
to the VMI is not available would the secondary network need to be 
utilized. Since the secondary network often has lower performance 
characteristic, it is likely that the in-band path through the VMI will 
also provide for a faster connection when the in-band data network 
connections are available. Id., 17:64-18:10 (emphasis added). 

III. PROSECUTION HISTORY 

The ‘016 Patent matured from U.S. Appl. 11/946,976, filed November 29, 

2007. As originally filed, independent claim 1 was generic in that it covered both in-

band and out-of-band management systems. EX1004, 33. In addition, original claim 

1 did not require a management processor (e.g., the SMACC processor) to be distinct 

from the processor (e.g., CPU) of the managed device. Id. 

A. First Office Action 

In the First Office Action, the Examiner rejected all claims as anticipated by 

USP 6,859,841 (Narad). Id., 116-126. In response, the Applicant amended the 

independent claims to require, inter alia, that there be a management processor (e.g., 

the SMACC processor) “separate from” the processors of the managed device 

(referred to in the amended claim as “said computer system’s” processors.) Id., 164. 

In the remarks, the Applicant distinguished Narad as follows: 
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... Applicant’s claims have been amended to make it clear that 
applicant is referring to a management apparatus dedicated to device 
management and implemented with its own dedicated processor. ... 

Narad column 1, lines 51-57 mentions network infrastructure 
applications in general and column 4, lines 12-39 discloses methods of 
accelerating network infrastructure applications, but neither disclosure 
deals with any specific application such as controlling device 
management or device management functions communicating with 
administrators or services in the network. Id., 174-175 (emphasis 
added). 

B. Second Office Action 

In the Second Office Action, the Examiner rejected claim 1 as obvious over 

Narad in view of USP 6,532,507 (Falik). Id., 196-198. The Examiner acknowledged 

that Narad was “silent on the capability of showing one or more management 

processors for controlling access to said device management function,” but found 

this limitation obvious over Falik. Id., 198. In response, the Applicant amended 

claim 1 and added new claim 34, which recited: 

34. (New) A management device, comprising: 
a processor configured to control one or more functions of a 

network device based on management requests from a remote 
administrator, wherein the network device is configured [to] handle 
data requests received via a network interface of the network device, 
and wherein the network device is configured to receive, via the 
network interface, an encrypted form of the management requests; and 

a bus controller configured to receive the encrypted form of the 
management requests from a system bus of the network device, and to 
convey the encrypted form of management requests to the processor; 

wherein the processor is configured to decrypt the encrypted 
form of the management requests. Id., 243.
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In contrast to original claim 1, new claim 34 was directed to in-band remote 

management. Claim 34 recited a “network device” (the managed device) having its 

own network interface (“a network interface of the network device”) and its own 

system bus (“a system bus of the network device”), wherein the management requests

from the remote administrator were “received via [the] network interface of the 

network device.” Claim 34 was limited to in-band remote management because the 

claim required the management requests to be received via the network interface of 

the network device (the managed device). EX2007, ¶63. 

C. Third Office Action  

The Third Office Action was a three-way Restriction Requirement. Id., 264-

265. In response, the Applicant elected claims 34-41 and amended claim 34 to 

require that the “bus controller” be “coupled to a system bus of the network device 

[the managed device]”: 

34. (Currently Amended) An apparatus management device, 
comprising: 

a processor configured to control one or more functions of a 
network device having a network interface based on management 
requests from a remote administrator, wherein the network device is 
configured to receive handle data requests and an encrypted form of 
management requests received via [[a]] the network interface of the 
network device, and wherein the management requests are from a 
remote administrator network device is configured to receive, via the 
network interface, an encrypted form of the management requests; and 

a bus controller coupled to a system bus of the network device, 
wherein the bus controller is configured to receive the encrypted form 
of the management requests from [[a]] the system bus of the network 
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device, and to convey the encrypted form of the management requests 
to the processor; 

wherein the processor is configured to decrypt the encrypted 
form of the management requests. Id., 289-290.

D. Fourth Office Action 

In the Fourth Office Action, the Examiner rejected claim 34 as obvious over 

USP 6,954,864 (Schelling) in view of USP 7,120,692 (Hesselink). Id., 289-290. In 

response, the Applicant further amended claim 34 as follows: 

34. (Currently Amended) An apparatus, comprising: 
a processor configured to control one or more functions of a 

network device having a network interface, wherein the network device 
is configured to receive data requests and an encrypted form of 
management requests via the network interface, wherein the 
management requests are from a remote administrator; and 

a management bus; and 
a bus controller coupled to the processor via the management bus 

and coupled to a system bus of the network device distinct from the 
management bus, wherein the bus controller is configured to receive 
the encrypted form of the management requests from the system bus, 
and to convey the encrypted form of the management requests to the 
processor via the management bus; 

wherein the processor is configured to decrypt the encrypted 
form of the management requests. Id., 334. 

Elements of amended claim 34 can be mapped to Figure 28 of the ‘016 Patent 

as shown below. Figure 28 is on the left, and corresponding elements from amended 

claim 34 are on the right. EX2007, ¶66. Amended claim 34 recited a “management 

bus” (purple box) that was “distinct from” the “system bus” (orange box) of the 

“network device.” Amended claim 34 also required that the bus controller be 



17 

coupled to “the processor via the management bus” (yellow connections) and also 

coupled to the “system bus” of the network device (green connection). 

E. Advisory Action 

The Examiner issued an Advisory Action stating that the claim amendments 

raised new issues, and asserting that there was no support in the specification for “a 

management bus.” Id., 349-350.  

F. Fifth Office Action 

The Applicant filed a Request for Continued Examination and resubmitted the 

previous claim amendments. Id., 353-366. The Applicant also explained where the 

limitation of “a management bus” was supported in the specification: 

... the Examiner asserts that the newly recited “management bus” is not 
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supported by the Specification. Applicant respectfully disagrees. 
Paragraph [0092], for example, indicates that, in some embodiments, 
“it may be necessary to utilize a controller chip for the SMACC 
processor to access the necessary bus as illustrated in FIGS. 28 and 29.” 
Figs 28 and 29 depict this controller chip and the processor as being 
coupled via an SMACC interface bus. With respect to the term 
“management,” Applicant notes that this term is supported by the 
SMACC acronym, which is defined in paragraph [0040] as “Secure 
Management Access Control for Computer Chipset (SMACC)” 
(emphasis added). Still further, paragraph [0042] describes the SMACC 
“processor [as] receiving management information and interacting with 
the control functions of [a] device.” Id., 362 (emphasis added). 

The Examiner responded with a non-final rejection on the ground that the 

specification failed to provide support for “a management bus.” Id., 375-376.  

G. Sixth Office Action 

Next, the Applicant amended claim 34 as shown below by replacing “a 

management bus” with “a first bus,” and replacing “a system bus” with a “second

bus.” 

34. (Currently Amended) An apparatus, comprising: 
a processor configured to control one or more functions of a 

network device having a network interface, wherein the network device 
is configured to receive data requests and an encrypted form of 
management requests via the network interface, wherein the 
management requests are from a remote administrator; 

a management first bus; and 
a bus controller coupled to the processor via the management 

first bus, wherein the bus controller is also coupled to a system second 
bus of the network device that is distinct from the management first bus, 
wherein the bus controller is configured to receive the encrypted form 
of the management requests from the system second bus, and to convey 
the encrypted form of the management requests to the processor via the 
management first bus; 
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wherein the processor is configured to decrypt the encrypted 
form of the management requests. Id., 388. 

In response to the Examiner’s rejection, the Applicant stated: 

Applicant respectfully submits that a “first bus” and a “second 
bus” are supported by the Specification. For example, Fig. 28 depicts 
an “SMACC Bus” in addition to a “System PCI Bus”; Fig. 29 depicts 
an “SMACC Bus” in addition to a “System CPU Bus.” Various forms 
of the “SMACC Bus” are also depicted with other buses in Figs. 1, 2, 
9-14, 17-20, and 23-27. Paragraph [0092] recites “[i]n these exemplary 
embodiments, it may be necessary to utilize a controller chip for the 
SMACC processor to access the necessary bus as illustrated in FIGS. 
28 and 29.” Paragraph [0107] recites “it is likely that the SMACC card 
would not be on the same bus as the main CPU.” Accordingly, these 
portions support the claims recitation of the “first bus” and “second bus.” 
Id., 393. 

The Examiner responded with a Final rejection, in which claim 34 was 

rejected as obvious over Schelling (USP 6,954,864), in view of Watanabe et al (USP 

7,058,740), and further in view of Hesselink (USP 7,120,692). Id., 404-406. 

H. Response After Final Rejection and Notice of Allowance  

In response, the Applicant amended claim 34 to further recite that “the 

network device includes a processor configured to facilitate operation of the network 

device” (e.g., the network device includes a CPU), and that “the processor of the 

apparatus [e.g., the SMACC processor] is distinct from the processor included in 

the network device.” Id., 428. The Examiner responded with a Notice of Allowance. 

Id., 440-441.  
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Upon issuance, amended claim 34 of the Application became claim 1 of the 

‘016 Patent. 

IV. CLAIMS OF ‘016 PATENT 

Claim 1 of the ‘016 Patent recites: 

1. An apparatus, comprising:
a processor configured to control one or more functions of a 

network device having a network interface, wherein the network device 
is configured to receive data requests and an encrypted form of 
management requests via the network interface, wherein the 
management requests are from a remote administrator; 

a first bus; and 
a bus controller coupled to the processor via the first bus, wherein 

the bus controller is also coupled to a second bus of the network device 
that is distinct from the first bus, wherein the bus controller is 
configured to receive the encrypted form of the management requests 
from the second bus, and to convey the encrypted form of the 
management requests to the processor via the first bus; 

wherein the processor is configured to decrypt the encrypted 
form of the management requests, wherein the network device includes 
a processor configured to facilitate operation of the network device, and 
wherein the processor of the apparatus is distinct from the processor 
included in the network device. 

Set forth below is a diagram illustrating the hardware components recited in claim 1 

and how such components are interrelated as specified in the claim. In connection 

with each component, corresponding language from claim 1 is set forth. EX2007, 

¶77. 
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In addition to specifying the physical relationships between the hardware 

components illustrated above, claim 1 specifies that management requests issued by 

a network administrator traverse an in-band path to reach the network device, and 

thereafter traverse a specific path through the hardware components. EX2007, ¶78. 

Set forth below is a diagram illustrating the path traversed by the data requests (solid 

blue line) and management requests (solid red line) recited in the claim, along with 

the corresponding language from the claim. Id. 
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Consistent with the portions of the Summary of the Invention and Detailed 

Description of the Invention discussed above, claim 1 of the ‘016 Patent is directed 

to an in-band remote management system because the management requests pass 

through the same user data interface as user data requests, and the management 

requests therefore go over the same physical network as the user data requests. 

EX2007, ¶79; EX1001, 6:21-29 (discussing use of a VMI “for logically separating 

management traffic from user data when the in-band path is to be used for 

management data. ... The VMI ... utiliz[es] the user data interfaces of the managed 

device and the user network to provide the transport of the management data cost 

effectively”); 12:22-24 (“The VMI allows any of the user interfaces to be utilized for 

management traffic while still protecting the management interface and traffic”); 
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and 17:64-18:5 (“The use of the VMI for connecting to the SMACC processor for 

management of the device allows the management data to [be] logically isolated 

from user data, but still physically use the user data network. ... The normal 

operational method of reaching the SMACC processor would be through the in-band 

network to the VMI....”) 

V. PRIOR ART RELIED ON IN THE PETITION 

A. Neufeld  

Neufeld is the primary reference for Grounds 1-8. As discussed below, in 

contrast to the Challenged Claims which are directed to an in-band remote 

management system, Neufeld is directed to an out-of-band remote management 

system. EX2007, ¶80. 

1. Background Set Forth In Neufeld 

In discussing the “Background of the Related Art,” Neufeld disparages in-

band systems in which communication with the server is “only possible when the 

server is able to communicate over its normal network connection” in favor of out-

of-band communication which Neufeld characterized as “a much more powerful tool

for server management” which does not require the managed server to be able to 

communicate over its normal network communication, or to even be online. EX1005, 

[0011]-[0014] (emphasis added). Neufeld’s stated goal is to provide for “lights out” 

management, which means the capability to provide remote management even when 
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the managed server is unable to communicate over its normal network 

communication, or even when offline -- a capability that is only possible with an out-

of-band remote management system. Id., [0011]-[0014] and [0076]; EX2007, ¶81. 

Having concluded that out-of-band systems were “a much more powerful tool 

than in-band systems,” Neufeld went on to identify a shortcoming in out-of-band

systems related to security that needed to be addressed: 

In a typical remote management system, a user (typically, a 
member of the network management team) can initiate an out-of-band
session with the dedicated server management computer hosted in the 
managed server via a remote console application program being 
executed on a client computer. Id., [0017]-[0018] (emphasis added). 

* * * 
... it is believed to be desirable to alter authentication services and 
possibly to restrict access rights and privileges in some instances to 
improve security. For example, if a network administrator logs onto the 
system from a physically secure location where the network 
administrator’s identification can be determined for the network 
administrator even to access the facility, the amount of user 
authentication and the number of restrictions placed upon a user in such 
a location need not be as onerous as user authentication procedures and 
restrictions placed upon users attempting to access the server from 
locations outside of the physically secure facility. ... 

The present invention may be directed to certain issues discussed 
above. EX1005, [0022]-[0023]. 

The specification of Neufeld disclosed an out-of-band remote management 

system where, inter alia, access privileges varied depending on how far “the access 

point is removed from a direct connection in the secure physical location of the 

managed server.” Id., [0083].  
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2. Figure 1 of Neufeld 

Figure 1 of Neufeld (reproduced below with annotations) depicts “a 

connection diagram of a managed server and a remote management console 

according to one embodiment.” Id., [0025].  

In Figure 1, “a managed server 2 [is] connected to a remote console 5 by a network 

N [labelled in blue].” Id., [0034]. A network identification card (NIC 110) in the 

managed server 2 serves to connect to the managed server to network N (blue). Id., 

Figure 2 and [0045]. A remote server management controller 116 co-located with 

managed device 2 separately connects to a management network M (labelled in red) 

using an Ethernet interface 180. Id., Figures 2-3 and [0061]. An administrator 
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operating management PC 5 sends out-of-band management communications over 

management network M (labelled in red) to the remote server management 

controller 116 co-located with managed device 2 via the Ethernet interface. Id., 

[0062] (“The user may, thus, engage in out-of-band communication with the remote 

server management controller 116 for the purpose of diagnosing, correcting and/or 

preventing problems with the managed server 2.”) EX2007, ¶84. 

3. Figure 2 of Neufeld 

Figure 2 of Neufeld (reproduced below with annotations) depicts “a block 

diagram of the managed server according to the embodiment of FIG. 1.” EX1005, 

[0026]. Consistent with Figure 1, Figure 2 depicts two distinct network connections. 

Specifically, out-of-band management communications (from, e.g., remote 

management PC 5) are sent over the management network M (labelled in red) to the 

remote server management controller 116 co-located with managed device 2. Id., 

[0062]. Consistent with Figure 1, the management network M (labelled in red) is 

shown in Figure 2 as being different from network N (blue) which connects to the 

managed server 2 via NIC 110. EX2007, ¶85. 
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4. Figure 3 of Neufeld 

Figure 3 of Neufeld (reproduced below with annotations) depicts “a block 

diagram of the remote management controller of FIG. 2.” EX1005, [0027]. 

Consistent with the earlier figures, Figure 3 illustrates Management Network M (red) 

as a separate network that connects to the Remote Management Controller (RMC) 

116 via an Ethernet interface 180. Id., [0061] (“The Ethernet interface 180 provides 

the main external communication interface between the remote server management 

controller 116 and the outside world. ... [T]his connection is typically used to couple 

the remote management controller 116 to the management network M.”) EX2007, 

¶86. 
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5. Petitioner Acknowledges That Neufeld Contains An Error In 
Paragraph [0047] But Fails To Explain The Rationale 
Supporting Petitioner’s Edited Rendition Of The Sentence  

The Petition purports to quote the last sentence of paragraph [0047] of Neufeld 

but includes the Latin phrase “sic” to signal an error in the text in the reference. 

Below is a comparison of the actual wording of the subject sentence recited in 

Neufeld and the edited rendition of the same sentence set forth in the Petition: 
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Actual Wording of Neufeld Petitioner’s Rendition 

The remote management controller 116 
also includes circuitry to route 
keystrokes to the keyboard controller 38 
from either the local keyboard 52 or 
from the remote console 5 via the 
modem or NIC 110 which may be 
coupled to the network M. EX1005, 
[0047] (emphasis added).

The remote management controller 116 
also includes circuitry to route 
keystrokes to the keyboard controller 38 
from either the local keyboard 52 or 
from the remote console 5 via the 
modem or NIC 110 which may be 
coupled to the network M [sic, N]. 
Petition, 20 and 25 (emphasis added).

Thus, Petitioner acknowledges that the subject sentence contains an error. 

Patent Owner agrees that there is an error because, inter alia, the language of the 

sentence is inconsistent with the figures; however, Patent Owner disagrees that a 

POSITA would have corrected the error in the manner proposed by Petitioner, i.e., 

by replacing “M” with “N” at the end of the sentence. EX2007, ¶88. 

Neufeld ties together Figures 1-3 by stating that “FIG. 2 is a block diagram of 

the managed server of FIG. 1,” and that “FIG. 3 is a block diagram of the remote 

management controller of FIG. 2.” EX1005, [0026]-[0027] (emphasis added). These 

figures collectively depict a system where the Management Network M is connected 

to the remote Management Controller (RMC) 116 via Ethernet interface 180 (or 

UART or ICMB), and separately depict Network N being connected to the managed 

device 2 via Network Interface Card (NIC) 110.  However, the subject sentence in 

Neufeld mixes up this correspondence between the network M and N and their 

respective connections to Ethernet Interface 180 and NIC 110 when it states that 
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“[t]he remote management controller 116 also includes circuitry to route keystrokes 

to the keyboard controller 38 from ... NIC 110 which may be coupled to the network 

M.” EX1005, [0047] (emphasis and coloring added). Petitioner and Patent Owner 

agree that the subject sentence contains an error. EX2007, ¶89. 

There are at least two approaches for correcting the subject sentence to align 

the correspondence between networks M and N and their respective connections to 

Ethernet Interface 180 and NIC 110 with the figures. One approach is to change “M” 

to “N” as argued in the Petition.  The other approach -- which is much more 

consistent with Neufeld as a whole -- is to change “NIC 110” to “Ethernet Interface 

180.” EX2007, ¶90. These two alternatives are set forth below: 

Erroneous Sentence 
From Neufeld

Petitioner’s Proposal For 
Correction

Patent Owner’s Proposal 
For Correction

The remote management 
controller 116 also 
includes circuitry to route 
... via the modem or NIC 
110 which may be 
coupled to the network M. 

EX1005, [0047] 
(emphasis and coloring 
added). 

The remote management 
controller 116 also 
includes circuitry to route 
... via the modem or NIC 
110 which may be 
coupled to the network M 
N.  

Petition, 20 and 25 
(emphasis and coloring 
added)

The remote management 
controller 116 also 
includes circuitry to route 
... via the modem or NIC 
110 Ethernet Interface 
180 which may be 
coupled to the network M.

Petitioner provides no rationale why the subject sentence should be corrected in the 

manner suggested in the Petition. Given Neufeld’s singular focus as an out-of-band

remote management solution, a POSITA would have understood that remote 
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management commands destined for the RMC 116 in Neufeld would have 

necessarily remained on Neufeld’s Management Network M. Moving Neufeld’s 

remote management commands to Network N as suggested by Petitioner would 

transform Neufeld from an out-of-band solution to an in-band solution, which makes 

no sense in the context of the reference as a whole which began by disparaging in-

band systems in which communication with the server is “only possible when the 

server is able to communicate over its normal network connection” in favor of out-

of-band communication which Neufeld characterized as “a much more powerful tool

for server management.” EX1005, [0011]-[0014] (emphasis added); see also, [0059] 

(discussing the establishment of “out-of-band communication sessions”); [0060] 

(discussing use of “an external communication device to engage in an out-of-band

communication session with remote server management controller 116”); [0061] 

(“The Ethernet interface 180 provides the main external communication interface 

between the remote server management controller 116 and the outside world. ... For 

example, this connection is typically used to couple the remote management 

controller 116 to the management network M”); [0062] (“The user may, thus, engage 

in out-of-band communication with the remote server management controller 116 

for the purpose of diagnosing, correcting and/or preventing problems with the 

managed server 2”); and EX2007, ¶91. 
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6. Neufeld’s Remote Server Management Controller Is 
Configured To Snoop On The Managed Server 

Neufeld repeatedly emphasizes the role of RMC 116 in passively “snooping” 

system activity—such as display configurations and keyboard input at the managed 

server 2. EX1005, [0047]-[0048]. This snooping functionality is described in 

Neufeld itself, as well as in U.S. Pat. No. 5,898,861, incorporated by reference into 

Neufeld in connection with Neufeld’s description of its snooping functionality. 

EX2007, ¶92. Paragraph [0047] of Neufeld describes in part how the RMC 116 

“snoops” on the managed server 2:  

The remote management controller 116, as described in more 
detail below, includes circuitry for snooping the PCI bus for 
configuration transactions between the processor 10 and the video 
graphics controller 114 to determine configuration and mode 
information, such as whether the video graphics controller is in text or 
graphics mode. More specifically, the remote management controller 
116 snoops indexed input/output (I/O) ports of the video graphics 
controller 114 to provide a set of shadow registers corresponding to 
mode information. These I/O ports are particularly helpful for legacy 
video graphics array (VGA) compatibility mode. In addition, the 
shadow registers of the remote management controller 116 provide a 
set of registers for the I/O processor 156 to access independently of the 
operating system running on processor 10, thereby preventing any 
conflicts that could arise if both processors were trying to access the 
indexed I/O ports simultaneously. The remote management controller 
116 also snoops and stores configuration information sent by the 
processor 10 to the video graphics controller 114.. ... EX1005, [0047] 
(emphasis added). 

As explained by Dr. Mishra, “snooping” refers to the remote management 

controller’s ability to passively monitor activity on the system’s PCI bus and extract 
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information without interfering with normal operations of the managed server. For 

example, when the managed server’s main processor communicates with the video 

graphics controller to update display settings or write screen data to memory, the 

remote management controller 116 “snoops” (listens in) on the data being sent across 

the bus to detect whether the video controller is operating in text or graphics mode 

and capture content written to the video frame buffer. The captured information 

allows the RMC 116 to reconstruct the server’s video output and transmit it to a 

remote console, enabling administrators to view the server’s screen even if the 

operating system of the managed device has crashed or has not yet loaded. 

Importantly, the snooping process is non-intrusive: the RMC 116 does not initiate 

bus transactions or modify any data—it simply observes communication. This 

passive design ensures that RMC 116 can operate independently of the managed 

server’s operating system and not interfere with its normal functions, making it well-

suited for out-of-band remote management. EX2007, ¶93. 

The transmission to a remote administrator of information obtained from 

snooping is not equivalent to the reception by the managed device 2 of management 

requests transmitted from the remote administrator (as recited in claim 1 of the ‘016 

Patent), because these communications travel in opposite directions. Claim 1 of the 

‘016 Patent recites management requests that are received by the network device 

“from a remote administrator,” which travel in the opposite direction of snooping 
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information that is transmitted by the network device and received by the remote 

administrator. EX2007, ¶94. 

The “snooping” functionality described in paragraph [0047] of Neufeld 

includes the “snooping” of keystrokes, as underscored by the final sentence of that 

paragraph, which provides: 

... This keyboard functionality is more fully explained in U.S. Pat. No. 
5,898,861, entitled “Transparent Keyboard Hot Plug.” EX1005, [0047]. 

U.S. Pat. No. 5,898,861 (“the ‘861 patent”) uses the term “snooping” over 50 times. 

See, e.g., EX2006, 10:13-18 (“... serial data is simply passed directly between the 

primary keyboard 157 and the 8042 keyboard controller 156. It is, however, 

“snooped” by the virtual keyboard 204, so the state of the primary keyboard 157 is 

thus tracked by the SMM 212 software through system management interrupt from 

the IRC 170 to the CPU 50.”)  

As described in the ‘861 Patent, the term “snooping” refers to the capability 

of a system component—specifically, an integrated remote console (IRC)—to 

passively monitor communication between a physical keyboard and a standard 8042-

keyboard controller without interfering with that communication. See, e.g., EX2006, 

10:8-18 and 22:9-21. The IRC monitors, or “snoops,” the serial scan codes 

transmitted over the clock and data lines by the physical keyboard to track the 

keyboard’s operational state (e.g., key presses, LED indicators, repeat rates). Id. This 

enables the system to preserve and emulate the keyboard’s behavior via a virtual 
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keyboard. As with Neufeld, the snooping described in the ‘861 Patent is non-

intrusive; the IRC does not alter or delay the signals it observes. EX2007, ¶96. This 

functionality aligns with the broader snooping framework described in Neufeld, 

where RMC 116 observes system bus traffic. Both disclosures utilize snooping to 

facilitate out-of-band management, enabling remote access and control even when 

the operating system of the managed device is non-functional. The ‘861 Patent thus 

provides foundational support for understanding how keyboard snooping operates 

within Neufeld’s remote management architecture. EX2007, ¶97. 

B. Intelligent Platform Management Interface Specification V1.5 
(IPMI) 

IPMI is a standardized protocol used to remotely manage and monitor servers, 

even when the main OS is down or the system is powered off. To accomplish this, 

IPMI leverages out-of-band communication, providing several different dedicated 

management ports, including auxiliary IPMB connectors for communications via 

remote management cards, an Intelligent Chassis Management Bus (ICMB) bridge, 

and a serial connector. These management ports can be seen in FIG. 1-2 of IPMI 

(reproduced below). While IPMI is primarily designed for out-of-band management, 

there is a form of in-band communication available. EX2007, ¶98. 
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“At the heart of the IPMI architecture is a microcontroller called the 

Baseboard Management Controller or, BMC.”  

The BMC provides the intelligence behind Intelligent Platform 
Management. The BMC manages the interface between system 
management software and the platform management hardware, 
provides autonomous monitoring, event logging, and recovery control, 
and serves as the gateway between system management software and 
the IPMB and the ICMB. EX1020, 31. 

In terms of in-band-communication, as can be seen from FIGs. 1-2 of IPMI, 

the BMC shares a network interface with the managed system’s network traffic. The 

communication path for such in-band-communication is highlighted in orange in 
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FIGs. 1-2 above. EX2007, ¶100. FIG. 12-1 of IPMI (reproduced below) is a block 

diagram of this interface (referred to in IPMI as the embedded LAN Controller 

Implementation). 

Using the embedded LAN Controller Implementation, IPMI messages may be 

transferred “between the BMC [green] and a remote management system (remote 

console) [gold] over an Ethernet LAN connection using UDP under IPv4. The UDP 

datagrams are formatted to contain IPMI request and response messages....” EX1020, 

128. The LAN controller [brown] “has the ability to detect UDP datagrams sent to a 

‘management port.’ Any datagrams received on that port are forwarded on a ‘side-

band’ interface [orange] that allows them to be delivered to, or received by, the 

BMC.” Id. “The BMC can use this same interface to inject datagrams onto the LAN. 

These datagrams are interleaved with the network packets that are generated by 

system software.” Id.; EX2007, ¶101. 
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C.  Huckins 

Huckins discloses that a non-PCI bus controller 126 is coupled on a PCI bus 

131 to an I/O Controller hub 130. The non-PCI bus controller 126 is capable of 

receiving and transmitting signals to and from the system 100 on the PCI bus 131. 

EX2007, ¶102. 

D. Intelligent Platform Management Interface Specification v2.0 
(IPMI v2.0) 

IPMI v2.0 is a standardized protocol that proposed additions to the IPMI 

specification. RMCP+ is the working name for an enhanced protocol transferring 

IPMI messages and other types of payloads to an IPMI-based BMC over IP. EX1023, 

7; EX2007, ¶103.  

VI. GROUND 1 FAILS TO DEMONSTRATE THE UNPATENTABILITY 
OF THE CHALLENGED CLAIMS BY A PREPONDERANCE OF THE 
EVIDENCE 

As explained in Section IV, claim 1 specifies that management requests from 

an administrator traverse an in-band path to reach the network device.2 By contrast, 

Neufeld is directed to an out-of-band remote management system. Petitioner’s 

assertion that Neufeld discloses in-band management requests rests on Petitioner’s 

2 As discussed above, claim 1 of the ‘016 Patent is directed to an in-band remote 
management system because the claim requires that the management requests pass 
through the same user data interface as user data requests, and such management 
requests therefore go over the same physical network as the user data requests. 
EX2007, ¶104, note 1; EX1001, 6:21-29, 12:22-24 and 17:64-18:5. 
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edited rendition of the erroneous sentence at the end of paragraph [0047] of Neufeld, 

discussed above in Section VII(A)(5). However, Petitioner has failed to demonstrate 

by a preponderance of the evidence that a POSITA reading Neufeld as a whole 

(without knowledge of the ‘016 Patent) would have interpreted the erroneous 

sentence as referring to in-band communications, when the singular focus of 

Neufeld’s solution was an out-of-band system. EX2007, ¶104. While the arguments 

below refer to the language of claim 1, the arguments also apply to independent 

claim 12, which has substantively identical limitations to those of claim 1 relied on 

below. 

A. Neufeld’s Managed Server Does Not Receive “In Band” Remote 
Management Commands 

Petitioner’s assertion that Neufeld discloses or suggests the transmission of 

in-band remote management commands from the remote management PC to the 

managed server is directly at odds with the express teachings of the reference. As 

described repeatedly and unequivocally throughout the specification, Neufeld is 

directed to an out-of-band remote management system in which the RMC 116 

operates independently of the host operating system and transmits commands to 

external consoles via dedicated interfaces such as Ethernet interface 180, UART, or 

ICMB. EX1005, [0059]-[0062]. The only mention of in-band communication in 

Neufeld appears in the background section, where it is contrasted with out-of-band 

communication to highlight the limitations of in-band communication and 
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underscore the advantages of the out-of-band solution proposed in the reference. Id., 

[0011]-[0012]; see also, Section VII(A)(1). Petitioner’s attempt to characterize 

Neufeld as supporting in-band management is inconsistent with the entire thrust of 

Neufeld. EX2007, ¶105. 

Petitioner states, “Neufeld’s managed server 2 is configured to receive both 

data requests and in-band management requests over a Network N from a remote 

management PC 5 (a “remote administrator”),” Pet., 18. However, the aspect of this 

statement relating to “in-band” management is predicated on Petitioner’s edited 

rendition of the last sentence of [0047] of Neufeld.  As discussed above, Petitioner’s 

chosen revision is fundamentally opposed to the solution disclosed in Neufeld. 

EX2007, ¶106. For example, Neufeld states:  

The embedded I/ O controller 150 provides a plurality of 
communication interfaces that can be employed to establish 
out-of-band communication sessions with the remote server 
management controller 116. EX1005, [0059]. 

* * * 

A user may, accordingly, use an external communication device 
to engage in an out-of-band communication session with the 
remote server management controller 116 via the UART 
interface 176 or the ICMB interface 178. Id., [0060]. 

* * * 

... a user may connect remotely to the remote server 
management controller 116 via the Ethernet interface 180. Such 
a connection may be made, for example, using a remote console 
application running on a client computer anywhere on the 
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network that includes managed server 2. The user may, thus, 
engage in out-of-band communication with the remote server 
management controller 116 for the purpose of diagnosing, 
correcting and/or preventing problems with the managed server 
2. Id., [0062]. 

There is no discussion in Neufeld’s solution of control being performed based 

on transmission of “in-band” management requests to the RMC 116. Instead, 

Neufeld is directed to remote management of a server using out-of-band 

management requests. EX2007, ¶107. 

As shown in the annotated version of Figure 2 below, the RMC 116 (purple

box) is directly connected to the Management Network M (red). EX2007, ¶108. 

Neufeld explains that RMC 116 is connected to its own network interface, Ethernet 

Interface 180, which is depicted as distinct from the server’s primary NIC 110 (blue
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box) in Figure 2. The Ethernet Interface 180 allows the RMC 116 to communicate 

with a remote console over a Management Network M. This architecture ensures 

that administrators can access, monitor, and control the server via the RMC even 

when the host OS is unbootable or the primary network interface is non-functional. 

EX2007, ¶108; EX1005, [0034].  Neufeld describes this aspect of its solution as 

follows: 

 The logic of the remote server management controller 116 is 
broken down into three main functional blocks. The first of 
these three functional blocks is an embedded I/O controller 150, 
which is essentially an independent computer system that is 
integrated within the managed server 2. The second and third 
functional blocks of the remote server management controller 
116 are a slave instrumentation module 152 and a remote 
console redirection module 154. As described below, the 
embedded I/O controller 150 monitors and controls a wide 
range of conditions in the managed server 20 via the slave 
instrumentation module 152 and the remote console redirection 
module 154. EX1005, [0053] (emphasis added). 

Accordingly, RMC 116 includes its own I/O processor, memory, and 

firmware, enabling it to emulate keyboard and mouse inputs, redirect video output, 

and process security policies autonomously. EX2007, ¶109; EX1005, [0034] 

(discussing operation “independent of an operating system”), [0037] (discussing 

operation “without reliance or interference with the operating system”) and [0053] 

(characterizing components of RMC 116 as “essentially an independent computer 

system.”) RMC 116 can receive commands and authentication credentials directly 

from a remote console without relying on the managed server’s software stack. 
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EX1005, [0034] As Dr. Mishra explains: “This is the essence of out-of-band 

management: providing a side channel that remains operational regardless of the 

state of the main system.” EX2007, ¶109. The only discussion in Neufeld of “in-

band” communication is in the “Background of the Related Art” where “in-band” 

solutions are disparaged in favor of “out-of-band” solutions such as the one offered 

by Neufeld. EX1005, [0011]-[0012] (quoted in Section V(A)(1)). While Neufeld 

mentions in-band solutions as existing in the related art, Neufeld goes on to 

emphasize the advantages of out-of-band solutions and then focuses solely on 

proposing its own out-of-band solution. EX2007, ¶110; EX1005, [0011]-[0012]; 

[0059]-[0062]; see also, Sections VII(A)(1)-(5). Specifically, Neufeld 

acknowledges that in-band communication refers to accessing the server over its 

standard network interface, and that doing so is only possible when the operating 

system is online and the network stack is functional. This form of management is 

described as inherently limited, because it cannot be used when the server is down 

or otherwise unable to communicate over its primary network path; EX2007, ¶110; 

EX1005, [0011]. 

In contrast to server management based on in-band communication, Neufeld 

discloses server management based on out-of-band communication, which enables 

server management even when the OS is not operational. Id., [0034]. Neufeld 

describes various alternative channels for server management based on out-of-band 
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access—such as via a modem, serial port, dedicated Ethernet interface, or other 

communication paths that bypass the server’s normal network stack. Id., [0059]-

[0062]. As discussed above, Neufeld’s RMC 116 is designed for independent out-

of-band communication, and Neufeld’s RMC 116 remains operational even when 

the server being managed is powered off or unresponsive. Thus, while Neufeld 

acknowledges in-band communication as a known technique (albeit a disparaged 

one), Neufeld’s solution is not directed to in-band server management and instead 

focuses exclusively on remote server management using out-of-band management 

requests. EX2007, ¶111. 

Since Neufeld fails to disclose server management using in-band management 

requests, Neufeld fails to meet the limitations of claim 1 of the ‘016 Patent specifying 

that management requests issued by an administrator traverse an in-band path to 

reach the network device.  EX2007, ¶112. 

B. Petitioner Cannot Identify a “Second Bus” in Neufeld That Is 
Distinct from the “First Bus.” 

As explained above, the better approach for correcting the erroneous sentence 

in paragraph [0047] of Neufeld is to change “NIC 110” to “Ethernet Interface 180.” 

This is the better approach because it aligns with Neufeld as a whole, which is 

focused on transmission of out-of-band remote management requests to RMC 116. 

When “NIC 110” is changed to “Ethernet Interface 180”, Petitioner’s argument that 
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Neufeld has the “first bus” and “second bus” as recited in claim 1 evaporates. 

EX2007, ¶113. 

As explained above, during prosecution, claim 34 (which became claim 1 of 

the ‘016 Patent) was amended to recite a “first bus” (e.g., the SMACC bus) that was 

“distinct from” the “second bus” (e.g., the PCI system bus) of the “network device.” 

See, Sections III(D)-(G). When the subject sentence in paragraph [0047] of Neufeld 

is read in concert with the rest of the reference such that commands from Neufeld’s 

remote management PC are received by the RMC 116 via an out-of-band 

communication that goes through Ethernet interface 180 and is therefore 

communicated internally within the RMC 116 to ATB 170 through the local bus 166, 

Petitioner’s attempt to satisfy the “second bus” limitation by relying on either the 

PCI bus 172 or the internal local bus 166 of Neufeld fails. EX2007, ¶114; EX1005, 

[0056]-[0057]. 

More specifically, since internal local bus 166 is part of the RMC 116, internal 

local bus 166 cannot be a “second bus of the network device” distinct from the first 

bus, as required by the claims. Contrary to the requirement that the “second bus” be 

a bus “of the network device,” local bus 166 is completely inaccessible to the 

managed server 2 (which the Petition maps to “the network device.”) EX2007, ¶115. 

Neufeld explains that “the internal local bus 166 exists to allow communication 

between and among the logical components of the embedded I/O controller 150.” 
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EX1005, [0056]. As shown below, commands that are received by the Ethernet 

interface 180 are communicated to ATB 170 via local bus 166. EX2007, ¶115. 

Accordingly, the ATB 170 receives the user commands via an internal bus 

166 that allows for communication within the remote server management controller 

116. However, the internal bus 166 cannot be the “second bus” recited in the claims 

because the claims expressly require “a second bus of the network device that is 

distinct from the first bus.” In the case of Neufeld, the commands are not received 

from a second bus of the network device (i.e., managed server 2) and are instead 

received via a local bus 166 that is internal to RMC 116 and completely inaccessible 

to the managed server 2. EX2007, ¶116. 

In addition, the internal bus 166 cannot be the “second bus” because the claim 

expressly requires “a second bus of the network device that is distinct from the first 
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bus.” EX2007, ¶117. Specifically, the Petition alleges that element 1.d (“a first bus”) 

is met because “Neufeld discloses an “internal local bus 166” that is part of the 

remote management controller 116.” Petition, 22. In addition, the Petition provided 

the following annotated version of Figure 3 (reproduced below). 

However, the claims explicitly require the “first bus” and the “second bus” be 

distinct. Therefore, the local bus 166 cannot satisfy both the “first bus” and the 

“second bus” recited in the Challenged Claims. EX2007, ¶118. 

Thus, when the erroneous sentence in paragraph [0047] of Neufeld is read in 

concert with the rest of the reference, Petitioner’s argument that Neufeld has the 

“first bus” and “second bus” recited in claim 1 falls apart. EX2007, ¶119. 

C. Petitioner’s Attempt to Identify the PCI Bus as the “Second Bus” 
Misreads Neufeld’s Out-of-Band Architecture and 
Mischaracterizes the Nature of Passive Snooping 
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The Petition alleges that the PCI bus 172 is the second bus because “the ATB 

170 receives the encrypted management requests from the remote management PC 

5 through the NIC 110 via the PCI bus 172.” Petition, 25. Petitioner relies on its 

proposed edit to the erroneous sentence in paragraph [0047] of Neufeld for this 

proposition, which, as discussed above, is inconsistent with Neufeld as a whole. 

Moreover, Petitioner’s assertion that management commands are received by RMC 

116 over PCI bus 172 reflects a fundamental misunderstanding of the architecture 

disclosed in Neufeld. A POSITA would have understood that the only reason 

Neufeld connects RMC 116 to PCI bus 172 is to allow RMC 116 to perform the 

passive snooping function described above. EX2007, ¶120; see, Section VII(A)(6). 

Rather than describing the receipt of management commands via the PCI bus 172, 

Neufeld repeatedly emphasizes the role of RMC 116 in passively “snooping” system 

activity—such as display configurations and keyboard input. See, Section VII(A)(6). 

Petitioner’s attempt to recast passive observation of activities as reception of 

commands from a remote administrator should be rejected. As discussed above, the 

snooping described in Neufeld has absolutely nothing to do with receiving 

management requests from a remote administrator, as recited in claim 1 of the ‘016 

Patent. EX2007, ¶120; see also, Section VII(A)(6).   

D. Petitioner Misconstrues Neufeld’s Out-of-Band Architecture by 
Mischaracterizing the RMC’s Passive Monitoring as In-Band 
Command Reception 
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Petitioner fundamentally misunderstands the architecture disclosed in 

Neufeld by conflating the passive, out-of-band monitoring functions of RMC 116 

with the active reception of encrypted management requests from a remote 

administrator. In fact, the RMC 116 operates independently of the managed server’s 

main data path, using its direct connections to the PCI bus and input devices solely 

to observe system activity without interfering with or participating in normal bus 

communications. EX2007, ¶121; EX1005, [0037] (“without reliance or interference 

with the operating system.”). Neufeld makes clear that RMC 116 receives 

management requests from an external, remote administrator through a dedicated 

out-of-band channel—”The Ethernet interface 180 provides the main external 

communication interface between the remote server management controller 116 and 

the outside world.” EX1005, [0061]. Thus, any suggestion that the RMC receives 

encrypted in-band management commands over the NIC 110 is inconsistent with 

Neufeld’s disclosed solution. EX2007, ¶121. 

Instead, the Petitioner is erroneously conflating receiving an “encrypted form 

of the management requests” with parts of the managed server that are monitored by 

the RMC 116. Specifically, the Petitioner is paradoxically alleging that the RMC 116 

snoops on the managed server 2 to receive the “the management requests” to deliver 

back to the managed server 2. However, this “Rube Goldberg” architecture is not 

taught by Neufeld. Instead, Neufeld teaches that “The Ethernet interface 180 
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provides the main external communication interface between the remote server 

management controller 116 and the outside world.” EX2007, ¶122; EX1005, [0061]. 

Relying upon Paragraph [0043] of Neufeld, the Petition alleges, “Neufeld 

discloses and/or renders obvious to a POSITA that the remote management controller 

116 receives in-band communications including management requests from the 

remote management PC 5 via the NIC 110.” Petition, 24-25. However, ¶[0043] of 

Neufeld states: 

 Further attached to the PCI bus 16 is a remote management 
controller 116. The remote management 
controller 116 connects to the keyboard controller 38, the 
network N and/or a management network M, a keyboard 52, 
and a mouse 54 to provide functionality for accessing, 
interacting, and monitoring the managed server 2 from 
the remote console 5 as will be more fully described below. 

Paragraph [0043] is describing the hardware-level connections that enable the 

RMC 116 to perform passive out-of-band monitoring of the server—not active in-

band communication. EX2007, ¶124. Paragraph [0043] informs a person of ordinary 

skill in the art that the RMC 116 is physically connected to system components such 

as the PCI bus and keyboard controller, which allows it to snoop on system activity 

without relying on or interfering with the host operating system. The mention of 

network N or a management network M does not imply that the RMC uses NIC 110 

to receive management requests through the server’s primary network path; to the 

contrary, the Neufeld makes clear that the RMC’s external communications are 
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handled through a dedicated interface (e.g., Ethernet interface 180), and that the 

entire system is designed to operate independently of any software on the managed 

server. Instead, the reference to network N is simply identifying that RMC 116 is 

able to snoop on the data being sent/received by the managed device via the network 

N. RMC 116 could not snoop on such traffic unless it was connected to Network N. 

Thus, Paragraph [0043] describes the hardware context for the RMC’s out-of-band 

functionality—not a software-dependent in-band communication path. EX2007, 

¶124. 

Accordingly, paragraph [0043] is simply describing that RMC 116 connects 

to the PCI bus in order to access, interact with and monitor the managed sever 2. As 

Patent Owner’s expert explains, this underscores the remote management 

controller’s (RMC’s) ability to passively monitor, or “snoop,” system activity by 

virtue of its direct connections to both the PCI bus and the keyboard controller. By 

being attached to the PCI bus, the RMC is positioned to observe bus-level 

transactions, including configuration and memory operations involving components 

like the video controller, allowing it to capture display data for redirection to a 

remote user. The RMC’s connection to the keyboard controller further enables it to 

snoop keyboard input—monitoring scan codes transmitted from a physical keyboard 

to the system’s 8042 controller—so that it can emulate or replicate those keystrokes 

remotely. These hardware-level connections enable the RMC to collect input/output 



52 

state information non-intrusively, without requiring cooperation from the host 

operating system, and are foundational to its out-of-band management capabilities, 

such as remote console control and system diagnostics. EX2007, ¶125. 

Neufeld makes clear that its management system operates independent of an 

operating system (“OS”) running on the managed server. EX2007, ¶126. For 

example, Neufeld states: 

The managed server 2 includes special circuitry and software for 
capturing, analyzing, compressing and transmitting video activity to the 
remote console 5 independent of an operating system (“OS”). The 
special circuitry and software operate without regard to the existence 
or type of OS present on the managed server 2. Therefore, the present 
technique may be useful for accessing, interacting, and/or monitoring 
the managed server 2 from the remote console 5 even before its OS has 
been loaded. More specifically, the video displayed on monitor 4 is 
capable of being viewed on a monitor 8 independent of the OS. EX1005, 
[0034]. 

Neufeld further explains: 

In the operation of the present technique, video data is captured, 
analyzed, compressed, and transmitted to the remote console 5 by 
circuitry and software in the managed server 2 without reliance or 
interference with the operating system. Id., [0037].

Accordingly, as explained by Patent Owner’s expert, a core tenant of Neufeld 

is that the remote administrator is able to access the managed server 2 independent 

of any software system including the operating system running on the managed 

server. EX2007, ¶128.  
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The RMC 116 requires the host server to run software in order to send data 

over NIC 110 because unlike Ethernet interface 180, the RMC 116 lacks direct, 

independent control of the NIC hardware. As Patent Owner’s expert explains:  

In typical server architectures, NIC 110 is initialized and 
managed by the host operating system, which configures the network 
interface, assigns IP addresses, and handles all protocol-level 
communication. If the RMC attempts to use this same NIC, it must 
either pass its management data through the host’s networking stack or 
rely on a specialized sideband interface, such as NC-SI, that supports 
out-of-band communication. Without such hardware support, the RMC 
cannot independently transmit data over NIC 110, as it would lack 
access to essential network services like ARP resolution, routing, and 
protocol handling. In such cases, software on the host system is needed 
to coordinate or tunnel RMC communications through the NIC. 
EX2007, ¶129. 

As a result, the RMC 116 would necessarily depend on host software to 

transmit data through NIC 110 to network N, rendering such communication in-band 

rather than out-of-band. This dependency is fundamentally at odds with the goal of 

Neufeld’s out-of-band management, which is to maintain remote access even when 

the host operating system is down or unresponsive. EX2007, ¶130. 

Accordingly, Petitioner’s attempt to twist ¶[0043] of Neufeld to allege that 

RMC 116 receives management requests from the remote console 5 via NIC 110 is 

fundamentally at odds with the OS/software independence required in Neufeld’s 

system. For the RMC 116 to send data over the PCI 32/33 over NIC 110 to Network 

N would require the involvement of the operating system. EX2007, ¶131.
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VII. GROUNDS 2-8 FAIL FOR THE SAME REASONS AS GROUND 1 

Grounds 2-8 fail for the same reasons as Ground 1, as they are premised on 

the same flawed interpretation of Neufeld as Ground 1. The additional references 

cited in Grounds 2 through 8 are not alleged, nor do they purport, to disclose the 

missing limitations. Accordingly. Petitioner has failed to carry its burden in Grounds 

2-8. 

VIII. GROUND 9 FAILS TO DEMONSTRATE THE UNPATENTABILITY 
OF THE CHALLENGED CLAIMS BY A PREPONDERANCE OF THE 
EVIDENCE3

A. Petitioner’s Attempt To Characterize The First Bus And Bus 
Controller As Part Of The “Network Device” Contradicts The 
Plain Language And Structural Separation Expressly Recited In 
Claim 1 

In Grounds 9-15, the Petition relies on IMPI (EX1020) as the primary 

reference. Petitioner’s identification of “the components of the platform 

corresponding to the first bus and bus controller” as the claimed “network device” 

is fundamentally inconsistent with the language of claim 1. EX2007, ¶133. Repeated 

below is a diagram illustrating the hardware components recited in claim 1, and how 

such components are interrelated as specified in the claim. In connection with each 

component, the corresponding language from claim is set forth. Id. 

3 While the arguments below refer to the language of claim 1, the arguments apply 
equally to independent claim 12 which has substantively identical limitations to 
those of claim 1 relied on below. 
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Claim 1 explicitly distinguishes between two separate entities: (i) the 

apparatus, which comprises a processor, a first bus, and a bus controller, and (ii) the 

network device, which includes a second processor, a network interface, and a 

second bus. The claim further recites that the bus controller is coupled to both the 

first bus (of the apparatus) and a second bus (of the network device), and that the 

processor of the apparatus is “distinct from the processor included in the network 

device.” This structural separation was required by the Examiner during prosecution 

as discussed in Section III, and is not merely implied—rather, it is expressly recited 

and functionally significant. For example, the bus controller serves as a 

communication bridge between the apparatus and the network device, receiving 

encrypted management requests from the network device’s second bus and 
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conveying them to the apparatus processor over the first bus. This architectural 

delineation cannot be ignored without rewriting the claim. EX2007, ¶134. 

Specifically, the Petition states “the components of the platform 

corresponding to the first bus and bus controller identified below are the claimed 

“network device,” and the LAN Connector and/or the Network (LAN) Controller is 

the claimed “network interface” because they are the interface to the LAN as show 

below in Figures 1-2. Petition, 55. Thus, the Petition is advancing a mapping where 

the network device includes a first bus and a bus controller -- which fails to satisfy 

the claim language. EX2007, ¶135.

Petitioner’s attempt to treat the “first bus and bus controller” as part of the 

network device improperly collapses the two explicitly distinct systems into a single 

entity, thereby erasing the detailed architectural boundaries that were defined over 

the course of numerous Office Actions during the prosecution of the ‘016 Patent. 

See, Section III. EX2007, ¶136.  

Moreover, Petitioner’s mapping effectively nullifies the final clause of the 

claim, which expressly recites that “the processor of the apparatus is distinct from 

the processor included in the network device.” Treating the apparatus and the 

network device as overlapping or identical structures is incompatible with this 

limitation and renders it superfluous, violating the well-settled principle that claims 

should be construed to give effect to all limitations. EX2007, ¶137; Bicon, Inc. v. 
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Straumann, 441 F.3d 945, 950 (Fed. Cir. 2006) (“Claims are interpreted with an eye 

toward giving effect to all terms in the claim.”). 

Because the Petition relies on an interpretation of the claim that is contrary to 

its plain and unambiguous language, and fails to identify structures in IPMI that 

satisfy the recited claim limitations—particularly the distinction between the 

apparatus and the network device—the Petition fails to meet its burden of 

demonstrating that IPMI anticipates or renders obvious the Challenged Claims. 

EX2007, ¶138. 

B. Petitioner’s Reliance On PCI-Based Intra-Controller 
Communication Is Fundamentally Flawed, As It Contradicts 
Established PCI Architecture Principles And Introduces 
Unjustified Complexity With No Articulated Technical Benefit. 

Petitioner’s proposed combination, which relies on the use of a PCI bus within 

the LAN controller to transmit management data to the BMC, is fundamentally at 

odds with both the architecture of the PCI bus and common design practices 

recognized by those of ordinary skill in the art. EX2007, ¶139; Petition, 64-65. As 

IPMI and Huckins both make clear, the PCI bus is not designed to facilitate direct 

communication between devices without coordination by a centralized controller 

such as the I/O Hub. Indeed, as Patent Owner’s expert explains, the PCI bus 

architecture requires that all inter-device communication be mediated by the CPU or 

system chipset, rendering any inter-device communication over the PCI bus not only 

inefficient but architecturally incoherent. The Petition offers no rationale why a 
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POSITA would modify a LAN controller to use a PCI bus for internal 

communication—an approach that would unnecessarily complicate the design, 

reduce throughput, consume valuable PCI bandwidth, and increase power 

consumption. Such a configuration would defy the efficiencies sought in network 

controller design and be inconsistent with established principles of hardware 

architecture. Absent any articulated motivation or technical benefit for incorporating 

a PCI bus in this manner, the Petition fails to provide a persuasive reason why a 

POSITA would have adopted the proposed combination. Accordingly, Petitioner’s 

reliance on this configuration cannot support a finding of obviousness. EX2007, 

¶139. 

The IPMI reference explains that “There are two implementations that are 

likely to be used to deploy an IPMI LAN Interface using a shared LAN controller. 

The first implementation uses an embedded LAN controller, as shown in Figure 12-

1, and the second uses a LAN controller on an add-in card, as shown in Figure 12-

2.” 
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The Petition (at 64) relies upon the Embedded LAN Controller 

Implementation and provides a version of Figure 12-1, including elements from 

Huckins annotated in green. 

To support the proposed combination, the Petition alleges: 

In this modified version of Figure 12-1, the Network (LAN) 
Controller is implemented using known Ethernet Interface logic with 
additional Sideband logic that recognizes UDP datagram packets 
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directed toward the management port which carry IPMI management 
messages. EX1003, ¶199. These packets can be differentiated from 
packets carrying normal user data based on IP addresses and/or or UDP 
port numbers. Id. Those packets are transmitted over the PCI bus (the 
second bus of limitation [1.f] as discussed below) to a PCI-I2C bus 
controller bridge of the type described in Huckins. Petition, 64-65. 

However, the Petition offers no explanation why a POSITA would be 

motivated to design a LAN controller that utilizes a PCI bus connection to 

communicate data within the LAN controller. As Dr. Mishra explains: 

The PCI bus, or Peripheral Component Interconnect bus, is a 
parallel data bus standard used in computer systems to connect 
peripheral devices—such as network interface cards, sound cards, and 
storage controllers—to the central processing unit (CPU) and main 
memory. It provides a shared communication pathway where multiple 
devices can exchange data with the processor and memory using a 
common set of address, data, and control lines. EX2007, ¶143 

Accordingly, in the PCI bus architecture, devices typically do not 

communicate directly with each other as suggested by the Petitioner. Instead, for 

components to exchange data with each other, the data needs to be coordinated by a 

centralized controller. Id. 

Huckins confirmed this understanding of the PCI bus architecture. For 

example, Huckins explains that “The PCI protocol is commonly associated with a 

type of the local I/O bus. Some examples are the audio controller, firmware hub 

(flash BIOS) 128, data storage 124, legacy I/O controller containing user input and 

keyboard interfaces, a serial expansion port such as Universal Serial Bus (USB), 
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wireless transceivers, and a network controller 134.” EX1007, [0026]. As illustrated 

in Figure 1 of IPMI (annotated below), although the network controller and the audio 

controller, are both PCI devices, the devices cannot communicate directly with each 

other over the PCI bus. EX2007, ¶144. 

Instead, for the network controller and the audio controller to communicate, 

the data must traverse the I/O Controller Hub 130. Therefore, Huckins confirms that 

in the PCI architecture devices cannot communicate directly and instead require the 

coordination of a centralized controller. EX2007, ¶145. 

Accordingly, as explained by Dr. Mishra, it would be nonsensical for a LAN 

controller to utilize a PCI bus architecture to communicate data within the LAN 
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controller as suggested by the Petition. Id. As illustrated below, such a configuration 

would require external coordination by the I/O controller hub 130. Id. 

As illustrated above, in the Petition’s proposed combination that requires the 

PCI architecture, the data would have to be received by the network controller, 

routed to the Non-PCI Device (I2C controller) over the PCI bus by the I/O Control 

Hub, and then onward to the BMC. This external coordination increases the LAN 

controller’s complexity, decreases the LAN controller’s throughput, decreases the 

PCI bus’s bandwidth and increases power consumption. All of these are completely 
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superfluous when communicating data within the same LAN controller. EX2007, 

¶146.  

Therefore, the Petition has failed to explain why the data received by the LAN 

controller and destined for the BMC would ever leave the LAN controller and be 

placed on the PCI bus. Further, the Petition has failed to show why a POSITA would 

graft on the additional complexity of using a PCI bus to communicate data within a 

single component. EX2007, ¶147. 

As a result, the Petition’s proposed use of the PCI bus to facilitate internal 

communication within a single LAN controller reflects a fundamental 

misunderstanding of both the architecture and intended use of the PCI bus. As 

confirmed by both the IPMI specification and Huckins, the PCI bus is designed to 

support communication between peripheral devices and the central system, not for 

routing data within a single integrated component. Requiring a LAN controller to 

offload management data onto the PCI bus only to route it back internally via the 

I/O Controller Hub introduces unnecessary design complexity, reduces system 

performance, and consumes additional bandwidth and power, all without technical 

justification. The Petition offers no credible explanation for why a skilled artisan 

would adopt such an inefficient and counterintuitive design choice, especially when 

simpler and more direct alternatives exist. EX2007, ¶148. 
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C. Petitioner’s Reliance On In-Band Encryption Is Misplaced, As The 
Cited Art Does Not Disclose Encrypted Requests Over The Out-Of-
Band I²C First Bus. 

Petitioner contends that limitation 1.h—”to convey the encrypted form of the 

management requests to the processor via the first bus”—is rendered obvious by the 

combination of IPMI, Frantz, and Huckins, relying solely on prior arguments related 

to limitations 1.b and 1.e. However, as detailed below, the Petition’s reliance on 

encryption in the context of in-band communication over a network interface is 

entirely misplaced when applied to the internal communication path identified as the 

“first bus.” The Petition offers no analysis or evidence suggesting that encryption 

would be applied to the internal, out-of-band “side-band” connection within the 

embedded LAN controller, nor does it cite any reference that teaches or suggests 

encrypting data transmitted over such a connection. Instead, the Petition identifies 

the first bus as an I²C interface, a protocol that, as explained by Dr. Mishra and 

confirmed by industry standards, is a low-level, unencrypted communication 

protocol used for short-range signaling between chips on the same circuit board. 

EX2007, ¶149. 

The entirety of the Petitioner’s mapping of limitation [1.h] is reproduced 

below. 

IPMI combined with Frantz and Huckins renders this limitation 
obvious to a POSITA for the reasons discussed above in connection 
with limitations [1.b] and [1.e] of this Ground 9. EX1003, ¶204. 
Petition, 67. 
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For completeness, though it matches the Petition verbatim, paragraph 204 of 

the declaration of Petitioner’s expert (EX1003) provides:  

204. IPMI combined with Frantz and Huckins renders this 
limitation obvious to a POSITA for the reasons discussed above in 
connection with limitations [1.b] and [1.e] of this Ground 9. 

With respect to limitation 1.b, the Petition states: 

[1.b] wherein the network device is configured to receive data requests 
and an encrypted form of management requests via the network 
interface. Petition, ix. 

With regard to limitation 1.b in Ground 9, the Petition states: 

A POSITA would have recognized that encrypting the payloads 
of packets would improve security, particularly in view of the teaching 
in Frantz of the desirability of making such in-band communication of 
management requests secure due to the sensitive nature of such 
management information and that a hacker’s chances of gaining access 
to secure data on the managed server 2 would be improved if the hacker 
had access to such management information, and the use of encryption 
in order to do so. Petition, 59. 

This discussion is clearly related to why a POSITA would encrypt the 

management requests that are received over the network interface as required by 1.b. 

However, this discussion has no connection to the internal “side band” connection 

that the Petition identifies as the first bus, as shown below. EX2007, ¶154. 
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The “side-band” connection is the epitome of an out-of-band signal as it is 

only accessible from within the embedded LAN controller. Accordingly, Petitioner’s 

argument regarding the desirability of making an in-band communication secure 

from hackers is completely irrelevant to an out-of-band signal that would be virtually 

impossible for the hacker to access. EX2007, ¶155. 

The Petitioner further argues with regard to limitation 1.b that: 

Additionally, other references from the relevant time period such 
as the “Alert Standard Format” (“ASF”) specification DSP0114, which 
defines the interface between a management console and a managed 
device using RMCP communications, discloses the possibility of 
designing-in security mechanisms within the RMCP packet structure, 
which a POSITA would recognize as including encryption in Section 
2.4. EX1037, 7. DSP0114 also allows for customization of the data 
block based on the IANA Enterprise Number in the RMCP packet. 
EX1037, 19. Petition, 59-60. 

Here, as identified by the Petition, the ADF specification “defines the 

interface between a management console and a managed device using RMCP 
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communications.” Petition, 59-60. The Petition does not allege, nor does the ADF 

have anything to do with, the internal communications within the management 

console or the managed device. Instead, the standard defines how the management 

console and the managed device communicate over a public network. EX2007, ¶157. 

Similarly, with regard to limitation 1.e of Ground 9, the Petition does not 

explain why communication along the “side-band” connection of IPMI is encrypted. 

In fact, the Petition’s discussion of limitation 1.e is completely silent with regard to 

the word “encrypt” or “encryption.” See, Petition, 62-65. At most, as illustrated 

below, the Petition alleges that the first bus is the I2C bus. EX2007, ¶158. 

However, the I2C bus is not inherently encrypted. Instead, I²C (which stands 

for Inter-Integrated Circuit) is a low-speed, two-wire serial communication protocol 

developed by Philips in the 1980s. It is widely used for short-distance 

communication between integrated circuits on the same circuit board, particularly in 
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embedded systems and system management applications. The protocol relies on two 

lines: the Serial Data Line (SDA), which carries the data, and the Serial Clock Line 

(SCL), which carries the clock signal. Communication on the I²C bus is always 

initiated by a master device—typically a microcontroller or CPU—which controls 

the clock and selects the slave device to communicate with using a 7-bit or 10-bit 

address. Data is exchanged in bytes, and each byte is followed by an 

acknowledgment bit to confirm successful transmission. EX2007, ¶159. 

As Dr. Mishra explains: 

I²C and SMbus are low-level, lightweight serial communication 
interfaces designed primarily for short-range, intra-board 
communication between chips—such as sensors, memory modules, and 
microcontrollers—on the same motherboard or hardware platform. 
Because of their simplicity and minimal overhead, these protocols do 
not include any built-in features for encryption, authentication, or 
integrity checking. They were developed under the assumption that the 
bus environment is physically secure and isolated from external threats. 
EX2007, ¶160. 

Therefore, I²C does not necessarily require that the communication be 

encrypted. EX2007, ¶161. The use of inherency, “a doctrine originally rooted in 

anticipation, must be carefully circumscribed in the context of obviousness” and 

“[t]he mere fact that a certain thing may result from a given set of circumstances is 

not sufficient to establish inherency.” Par Pharm., Inc. v. TWi Pharm., Inc., 773 F.3d 

1186, 1194-95 (Fed. Cir. 2014). “The limitation at issue necessarily must be present 

in order to be inherently disclosed by the reference.” Southwire Co. v. Cerro Wire 
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LLC, 870 F.3d 1306, 1310-11 (Fed. Cir. 2017). Therefore, obviousness cannot be 

established by the mere fact that something may happen. Instead, to meet the high 

standard of inherency, the alleged feature must necessarily be present in the cited 

reference.  

In the present case, the Petitioner has not met this high standard of showing 

that the I2C is inherently encrypted. Instead, as explained by Dr. Mishra, “I2C relies 

upon the fact that out-of-band communication within an embedded device is 

physically secure and isolated from external threats which would render any 

additional layer of security superfluous.” EX2007, ¶161. Therefore, Petitioner has 

failed to show that IPMI inherently or expressly teaches a system that is configured 

“to convey the encrypted form of the management requests to the processor via the 

first bus,” as recited in the Challenged Claims. 

As a result, Petitioner fails to establish that the combination of IPMI, Frantz, 

and Huckins renders limitation: “to convey the encrypted form of the management 

requests to the processor via the first bus” (1.h) obvious. Petitioner’s arguments 

focus on encrypting management requests transmitted over in-band network 

interfaces and do not address the internal communication path identified as the “first 

bus.” The Petition provides no explanation or evidence to support why encryption 

would be applied to the internal “side-band” connection within the embedded LAN 

controller, which is inherently out-of-band. Because the cited references do not teach 
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or suggest encrypting management requests transmitted over the first bus, the 

Petition does not demonstrate that this limitation is rendered obvious. EX2007, ¶162. 

IX. GROUNDS 10-15 FAIL FOR THE SAME REASONS AS GROUND 9. 

Grounds 10 through 15 fail for the same reasons as Ground 9. Each of these 

grounds relies on the IPMI Specification as the primary reference, but IPMI fails to 

disclose the architectural separation between the claimed apparatus and the network 

device, or the conveyance of encrypted management requests via a first bus that is 

distinct from a second bus of the network device. The additional references cited in 

Grounds 10 through 15—are not alleged to disclose, and do not disclose, these 

missing features. For these reasons, Petitioner has not carried its burden with respect 

to the Grounds 10-15. 

X. CONCLUSION 

For the above reasons, Patent Owner respectfully requests that the Board 

confirm the patentability of the Challenged Claims. 

Respectfully submitted, 

Dated: May 14, 2025  By: /Brandon R. Theiss/  
Brandon R. Theiss 
Registration No. 70,507 
Counsel for Patent Owner 
Intellectual Ventures II LLC 
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The undersigned certifies that pursuant to 37 C.F.R. § 42.6(e), a copy of the 

foregoing PATENT OWNER’S RESPONSE was served via email (as consented 

to by counsel) on May 14, 2025 to lead and backup counsel of record for Petitioners 

as follows: 

James Heintz 
Jim.heintz@us.dlapiper.com 

Gianni Minutoli 
gianni.minutoli@us.dlapiper.com 

DLA Piper LLP 
One Fountain Square 
11911 Freedom Drive 
Suite 300 
Reston, VA 20190-5602 
Service email: DLA-LenovoIPR-IV@us.dlapiper.com 

Dated: May 14, 2025  By: /Brandon R. Theiss/  
Brandon R. Theiss 
Registration No. 70,507 
Counsel for Patent Owner 
Intellectual Ventures II LLC


