United States Patent

US010460590B2

(12) ao) Patent No.: US 10,460,590 B2
Strack 45) Date of Patent: Oct. 29,2019
(54) METHOD AND SYSTEM FOR MOBILE 6,918,519 B2* 7/2005 Vor Keller .......... E05B 47/0603
DURESS ALARM 224/188
8,116,724 B2* 2/2012 Peabody .............. GO8B 25/016
(71) Applicant: Tyco Integrated Security, LL.C, Boca N ) 455/404.2
Raton, FL (US) 8,630,820 B2 12014 Amis ..o Ggg/;l;(g)i;lf
(72) Inventor: Darryl Strack, Charlotte, NC (US) 8,830,054 B2*  9/2014 Welss ..o G();i](S) /%g/g()(ﬁ
. 9,154,740 B2* 10/2015 Levinson ............... HO4N 7/18
(73) A551gnee: TYCO INTEGRATED SECURITY, 9,185,536 Bl* 11/2015 Johnson ... ... HOAW 4/16
LLC, Boca Raton, FL (US) 9,338,627 B1* 5/2016 Singh ...... .. GOGF 3/0416
9,395,132 B2* 7/2016 Stewart ................. F41A 17/063
(*) Notice: Subject to any disclaimer, the term of this 9,404,698 B2* 82016 Stewart ................ F41A 17/063
patent is extended or adjusted under 35 3,352,2% g%: ggg}g ?aﬁlrill ...... . G%%lz \’2\/52(385
U.S.C. 154(b) by 0 days. e, onnson
9,483,932 B2* 11/2016 Amis ....... ... GO1S 19/16
9,495,860 B2* 11/2016 Lett ...... . GO8B 25/001
(21) - Appl. No.: 15/220,126 9,606,721 B2* 32017 Park GOGF 3/0488
. 9,642,131 B2* 52017 Bohlander .......... HO4W 4/025
(22) Filed:  Jul. 26, 2016 9.658.012 B2* 52017 Stewart ............. FA1A 17/063
(65) Prior Publicati Dat 9,658,013 B2* 5/2017 Stewart .... .. F41A 17/063
rior Fublication Data 9,843,915 B2* 12/2017 Bohlander HO04W 4/02
US 2018/0033288 Al Feb. 1. 2018 2001/0029321 Al* 10/2001 Beetz .....ccccoeovvvrnee A61N 1/37
e 600/300
(51) Int. CL (Continued)
GO8B 25/01 (2006.01) . . .
GOSB 27/00 (2006.01) Primary Examiner — Joseph H Fe.lld
GOSB 25/00 (2006.01) Assistant Examiner — Rufus C Point
(52) US.CL (74) Attorney, Agent, or Firm — HoustonHogle LLP
CPC ... GO8B 25/016 (2013.01); GOSB 27/001
(2013.01); GOSB 25/006 (2013.01) (57) ABSTRACT
9 ?}flcd OfClaSSIﬁcatmn gi)%rlghzs/om; GOsB 27/001  During a potential security event, a mobile application
S . enters an alarm state and records audio, video and location
See application file for complete search history. event data and forwards the event data to a monitoring
(56) References Cited center, which stores the event data and takes appropriate

U.S. PATENT DOCUMENTS

6,412,207 B1* 7/2002 Crye ..o F41A 17/02
42/70.01
6,823,621 B2* 11/2004 Gotfried ............... F41A 17/066
42/70.01

100

EXHIBIT 1029
Page 1 of 25

114

action such as notifying local law enforcement. The alarm
state is triggered manually, by the use of wireless sensors, or
by arming the mobile application and then determining if it
has been disarmed within a predetermined period of time.

20 Claims, 14 Drawing Sheets

e s ‘\/"\_\
Pubiic/Private Network §

N

}

U

1167

i userprofite
i database 120

{ meldent repoit
i database 124

Samsung v. Fendgo
IPR2024-00114
Exhibit 1029



phan_b
Text Box
Samsung v. Fendgo
IPR2024-00114
Exhibit 1029



US 10,460,590 B2

Page 2
(56) References Cited 2013/0214925 Al*  8/2013 Weiss ..occcoovenrnnen GO8B 25/001
340/539.11
U.S. PATENT DOCUMENTS 2013/0231077 Al* 9/2013 Cahill ............... GO8B 25/008
455/404.2
2002/0072348 Al* 6/2002 Wheeler .............. GO08B 25/016 2014/0167955 Al* 6/2014 Mahajan ........... GO8B 21/0269
455/404.2 340/539.12
2004/0152961 Al* 8/2004 Carlson ................. A61B 5/1112 2014/0273849 Al* 9/2014 Lee ....ccccoevvevnnn. GOG6F 1/1694
600/301 455/41.2
2006/0208857 Al* 9/2006 Wong ........c.c..... F41C 33/0209 2014/0366421 Al* 12/2014 Arif ..o F41A 17/063
340/5.82 42/70.11
2008/0222565 Al* 9/2008 Taylor .........ccccn. GO5B 15/02 2015/0009011 A1* 12015 Cahill ............... GO8B 25/008
715/810 340/7.58
2009/0231125 Al1* 9/2009 Baldus ................. A61B 5/0006 2015/0173674 Al* 6/2015 Hayes ................. A61B 5/681
340/539.12 600/301
2010/0285771 Al* 11/2010 Peabody .............. GO8B 25/016 2015/0369559 Al* 12/2015 Del Rosario ......... F41C 33/029
455/404.2 340/686.4
2011/0046920 A1*  2/2011 AMIS .ooovevvvevrvnrnne GO1S 19/16 2016/0173832 Al* 6/2016 Stewart .................. F41A 17/20
702/181 348/158
2011/0275435 A1* 11/2011 Torre ....ccocvevvvvvrnnne A63F 13/42 2016/0196733 Al* 7/2016 Brasch ........... GO8B 21/0407
463/37 340/573.4
2011/0281550 A1* 11/2011 Peabody .............. GO08B 25/016 2016/0270740 Al* 9/2016 Raisoni ............ AG61B 5/746
455/404.2 2016/0286156 AL* 92016 KOVAC wovvcrrimrrrrreces HO4N 5/772
2012/0108999 Al*  5/2012 Leininger ............ A61B 5/0004 2016/0321903 Al* 11/2016 Smits ..... GO6F 19/3418
600/546 2016/0345874 A1* 12/2016 Raisoni ................ A61B 5/002
* 2017/0031449 Al* 2/2017 Karsten ..... GOGF 19/3418
ORI AT e Mos0r 01701316 AL 52007 Boblander .. HUN 77
2013/0005294 AL* 172013 Levinson .......c....... 1{405451%25 2017/0316675 Al* 112017 Bauer ... GOSB 21/0269
. . :
2013/0007788 AL* 12013 Levinson ... HO4N 7/18 2019/0110181 Al 4/2019 Kavantsaari ............ HO4L 67/24
725/13 * cited by examiner

EXHIBIT 1029
Page 2 of 25



US 10,460,590 B2

Sheet 1 of 14

Oct. 29, 2019

U.S. Patent

21 sseqeep
wodas uepinw

| 227 Bojwena |

(77 sseqayep
aposd seen

BT wssis Duopuow

Vi Oid

¥0L

EXHIBIT 1029

Page 3 of 25



US 10,460,590 B2

Sheet 2 of 14

Oct. 29, 2019

U.S. Patent

gl Ol

s /

SIOMFEN BIEAIH N
e

PHh e

14 S

P o’ .l; ]
vl I\\))!

y
4
//

V4

Ve

Vs

o lI//,
ﬁ 0%t

N

AN

€0

EXHIBIT 1029

Page 4 of 25



US 10,460,590 B2

Sheet 3 of 14

Oct. 29, 2019

U.S. Patent

RGO BROHNG OO DUBUE - QLBUWN | SHodsy
N * mu m H._ ESH0GIT DUUH00 DULND DoIardoSiD MUDUIM Uaa0L5g 780 BISLOTY Jiatsy | gisu | zuodey
o71 UOURIG BDISING DBRIET 30U Snodsng £ QIO SO0 Gioudl | piswn | Lpodey
¥l T TSI SIS ST PRIEPOLY | DRTERIY (I Nouey
2L , PEpERY SUHT BT | NPT
- ;
¥
ualid  bpodey U SUORYY | USMIBIS RiIJeseyl UBNALJUBAT [U UGBS0 upug | U uiteg P U gia jueay
o4 - SIBT0 AIB0L DBUGIBUSI] Beiboig Uff  ~  JUMBID UH-aeys | puonean - CLOWN | SO0LINT T uass
GOl SIB0RID AQIBOL DBUDIEdSIT | S19I0WOD g | OXa BURrQOS | QUONBODT | ZiBum LB | CO0QWNT | U8R
ol mﬁomom.wéau POIED SJUHUD0 DOJKa | ReHID0,f LYl [ | OX0 JOLUN-S0)5 | oUONeI0 | - Q18 | 2000 [ 9IeaT
CHR -~ Bl pARED SRBIINO DRG]} SISIILULD ~ jAeyds dad-BOR{ FuonEIoT T goum Gelull | 200d4NT T QIuesy
- - - SIBIHLDD 7 16GIUB00 YouBIg | FUOIIER0T | JOUH gBuiE | 004N | pIUsal
784 |puodey pwnd pajEs SoRjucs palxe seaibiig uf | ~ EAUBLFGOS | L HOREIOT - coull | 100dNS FQIu8sy
Lol - P00 paeny (SIORIUOD DAB L IMGWI0N | (] UXB IBUFSQZ ] LUoe0sT | yeu ¢oul 11 00dING [ TIussg
- Lodey - e e ¥ (e DUsoy | LUGHEIOT | Bl LB 110045 | Lusss
S ORA] pOUey oy . _ et}
i B g H
oy gy OO SUOWY TS | pway | POTOOM | DO [ gy A0 | ey
U § 74 w»»»»»«
LIS [ Jas0M Xy H 181 UouDY | 1 IR Uonoy | ueuawn | U 1877 uonoy | UBuSuD | N JINZ
Josasdng ymedsig BB S BYHO ymedsity ARoN {EnuRly
‘SIOLOAGIRON § AN mEeg | dooeyg yojedsig enuEn ‘senyo Agieey AoN | UMD ung EO0dNZ
CICSIATRUNTS BIED Sl FRO BNURR BNUBW
”w»m%o\soo Ol 5&. a9 | IED Mm@m.&oo wai | Busunosn SO HED SSIREI00 8 1 Aguds asddoy AL
IR0
LIOBIARUNG BIRR S5dD BOHO e
. : . £} 4 N X 1y
| IONITMOT &1 AN EI9I90 | IR0 'SRl pe ERUBN  EOHOG HBD SIBRIOD MEL] enueiy L0033
ity SULAL Y fosperenm)
STUSAD D 7 b EESS]
SRR | OURUIESE] ORI PUEN v U |uery e

EXHIBIT 1029

Page 5 of 25



US 10,460,590 B2

Sheet 4 of 14

Oct. 29, 2019

U.S. Patent

BIRP Sty PUB 0SDIADIDNE SR
{081 SPIZMIO] LSS0 ME 1230} wﬁmwgg soed BUIORION ‘912 |

moﬁwwua;mmzmﬁ mcﬁumﬁ%m ”raaﬁaﬁwcmw@noﬁﬁw W
LUORRRENOU § J85N U0 SIDRIUCD O] UBIE SpUDS 1S1uen Buuopuop viZ

o
UBEHIRITRY ADTHAT mntomcmé AL} DTIORUQIL Q

DB BORGEIEP B DRIOIS 81 BIBD CBDIA DUR GIpNY "ZLZ

e Buporuow
30 sy AsueBisiwn 0 suoyd SiOOUS S IBSN WIS [BO SRS DUR BIRD G8DIA DU OIPNE PepICDSes
FBUKURSAS DUR BIED UOREONDY ST Y 2310 BULCHUcIY OF MR spuss uoreandde epaow 0Lz

} i bos
|
|
|

TUBPIA
150 DUR SIRYS LOIEE SIMUS SOREodde SPION 807

w

Q”MWW

pue cipne Buuones 5

{08 L

HORNY N BLUNI0A SRIOY)
UBAG BB JUBISW Spoelsn
uonenydde spgop ang

MWQ

m
|
m
|
m |
| |
m M
m |
w |
| |

M
|
|
u
w
W
|
m
|
|
u
w
|
|
m
W
M

|

M HBAR ot
L e ey vogeAoR [enven
w cowm% e w BLapoinu 'SReAY Uuee
e jieyEu yns uonemdde
W BEaUN vd f!i\m spgows sweiboud Je8n 2oz

g

| | M |
SOIRIOSSY JUSHLIB0IONT Ben uogroyddy I
WO 827 Buoguop SHROPY

‘Ba ‘usiparn fleuoisseoud ;s oy olisury Nueg

EXHIBIT 1029
Page 6 of 25



US 10,460,590 B2

Sheet 5 of 14

Oct. 29, 2019

U.S. Patent

“BIBP SdD PUB 0RPINOIRNE BUH
~IR0J BDIBAIO] JUSLIBOMIUG M8 JROD] FDBIICS INU0T BULGIUGK ‘017 m

P w
yopenoy #5i 4By Bunoenudde woy ey JusAssd 0118l VDRRDINU w _
% JO8N UD SOIRIDOSSE JOUIC OF LR SpUBs nual Buuogusiy L7
. " ;i W _
fruosEesd Aunoes Japwo Bupopuous AG pelopuDs mf
A _

pUE BSEORIBD W DBIOIS SIEIED CBPWA DUB OIPNY 'F1Z
“JEpIBs Bunoyunus
30 sy Asualiows o suoyd SHGOW S J88M WO IR0 SOIERIUL DUR ‘BIED GADIA DUE GIRNE PRDIOORI _
fBURLERNS PUS L1BP HORBLD] Sy Ui Japen Bupopuous 0] USIE spues uogeadde spaon 0Le

| )
|

W OREHA
150G PUS SIS WIEE SIS voREsYdSE oIaol 807

|

L o e

puE oipng Suipioost s

{Aeuds sodded sAzids

SN} pIeAR wRR spejap

uoseagdde agaop; 0Ze

O

yoneaydds O
BRAON P00 apgout suedosd 1osn gLz

Aeids sedded o asn
Baipmou 'spussp wee
s gy vonpaydde

H
|
“
|
|
_
_
“
|
|
_
|

|

| w

m W WiBAD -

| W WelE Jus W

IO SICRUOUL

| w w

| | y

| W |

SRIBIDORSY SISDInRI SUET uogroydty
PO wey Bupioyuop BRAOW
Ba prenn Qunsesg

EXHIBIT 1029

Page 7 of 25



US 10,460,590 B2

Sheet 6 of 14

Oct. 29, 2019

U.S. Patent

‘uonessdde

spaous AQ paproud

LHORRD0} St D) KITOP0
drpoeg seymedsp |

G Ol

JBUBIOND MET 62T |

By

pewet prueind o vy Buidinou yojeden JueuRMOuE
RB] O BIBD S4D YA HBE Shuss Japies Bunopiop g7z

m |
| |
| QAT PUB OSRIYOINNE SRR SPUBAINS ‘CURGEDS JUSAS |
M W

otk

R §
BruoIssaId AUNTes B1e BulOHUoW A DBIOYUCLU

DU SSRGEIED LI POIYS S DIRG CODIA PUB BIINY "ZLF

>

!
“
W
|
u

|

_ TBIED S0 U0 PESEG S4800 a0ued sanr AQBsU SayoU uonesidde spaow e _

“iBes BuLoyuous _

0 @? founbiaum 0y auoud %a@&. BIE60 WOH HOD ST pUE &mv COLHA DUR DIDNE DOTLIONSS
FBuliseans pue BIBP UOHRI0] 54D Ui Biue BuLoiuow of Ve spues uogesydde sgopy 012 |

_ _
|

| |
| _
| |
_ _
m |
|

_

SRIBIDOESY UBUBOIOHY
IO ;e

o
g

|

|
|
|
|
|

|

Isuan
BlaionutiN

JEOHI B0

ﬂwmvw} ?
nuw oipne Bupuooal swbag pUR S1RIs LUBR SIS uoRRsddE SRQON "80T \ A

!
|
|
|
_
_
|
|
|

UBAS _
teepr URRU SIotep
uoyeoydde ByaoW VEZ
§

~
m
.wmo.,,o w
LIBIE RIS |
10§ RIGHUOUL

SISy BIDY

‘wodEasm DoUS-GISe
und Buacuas Jasn
Buipriots suoas duwe

pqou sueaboid

vopemndde w P o
FHOH w08 (o010 eay0d) oS 727

h

i
|
|
piwisul g uoneoydde _
}
_

uopenddy
SPGOW

498}

EXHIBIT 1029

Page 8 of 25



US 10,460,590 B2

Sheet 7 of 14

Oct. 29, 2019

U.S. Patent

|

DOIROPR 51 BIED DORIA DUR OIPNE DU ‘OaDiA pul oipne Buipsoons sdois uoneoRdde BEQo YIE

|
|
|
M
|
|
M
w
|
|
_
|
|
|
M

SRWIVOVEY
1B

|

w

RIBGRDIOMT
Az

9 'Old
m

|

sy SSeang 50 UoneItdE BIGOW 2V

W
|
M
m
|

W

UM $SEINE sues unpeondder apnow 702

|
m
m
|
m

8en
B uuon

w
|
M
m
|
m
w
w CRDIA DUB OIPNE SRI00R mmmmum%m BIGOW L7 O
|
m
%
m
w
W

{iuang on) ove Bubliopa sedodury

|
=
C

piiteisd
SSBINYD WEAJOESD 0}

?

“$SL sReInD esned o

woRdn 5108188 185N 'BEZ

A

o

m
m
|
ungdo S108eS J88N OrE |
m
m
|

ISUAT SERIND PUBIXE O

uogdo SjI0les JOR} 9eY m

w
M
!
M
m

sy |

SELIND BISAIDY OF LOPNY

sasveud pue Butpgng |

Emom»ﬂmwcmwcmmﬁwﬁmm
o1 Jo ‘e oy aberd m

O Buped wsjus aesn m
f usns Buue O uogoasp

oy esuosn: uf pouLe |

_

M

st uogeogdde yaol 0EE
T i
|
|

|
|
|

uopesddy
BPUOW

4380

EXHIBIT 1029

Page 9 of 25



US 10,460,590 B2

Sheet 8 of 14

Oct. 29, 2019

U.S. Patent

201 SPIBMIOS TUBIISSIGIIS ME RI0] SIOEIUOS BT BULICHUDW QL7

“urgeoo; et ufiy Puyoemdde won wayy Juasmd O} P LOREORIOU
1960 UG SOIBIDOSSE 1910 O] UOIE SHUST Jepas BuLiouuow piz

L Old

BIBD S DUR OODINIDNE B108

DLE SOBGRIEN L DRIOIS S 2IED DOMA PUR LY ZLE

‘wmmowmmmw?a AJN0Ss JLepes wzmmoxcoﬁ Ag paaonucw @

H

|

i

asn Ay pesned i ‘papUEXS ‘peleARneep BuUeq oM SoaOXE IO SeEmIng ope

w
|
m
W
|
m
W
|

M

SHIRIDOSEY
DY

i

_

{

|

_
_
_
_
|
_

|

ot

IBRRs BLLIOYUoW
10 atly AousDraiug 0) ououd BINOUI'S I9eN WY oD Se18nIY DUB 'BLED CUIA DU OIDNE DBIOIDI
BURUBBHS DUR 2IBD UOHES0E Sd Y i2us0 BOUOIIUCIY O LalR SPuss UoResddR spaops 0L

SRS LWUBR UR SIS mo,umomamm [YAOW BYT
|

W

OUPIA DUR SIPNE Spabons udnesydde BEuow bor

m

SR BShunk s woqeondds ogow "2

|
m
|
W
M

OISR
e

muen
Bunoguop

{yusa) oy Bumios, ssAoidug

!

09,

|
|
W
|
|
|
W

|

(iown |

SRAING RALOL O} UOUNY

sossoud pue Buipng |

E@w»&mﬁﬁmwmmﬁm%@ |
O IO oy aene oBried

Bunped sanus Josn) W

iens BumLIw jO UOROBIeD

0} B5uDdses U pauLe |

1 uoenydde aoW 0CE ;

A

U

uoyendy
SREOWNY

|
|
|

38503

EXHIBIT 1029

Page 10 of 25



US 10,460,590 B2

Sheet 9 of 14

Oct. 29, 2019

U.S. Patent

S5 SDIBAIG] JUDLISTUGRIB M} {200] SICERIOD BIUeD BULDIUON 'g(2

8 Old

HIEP S PUE CHPINOIPTE BUK

M

‘uopeno; ¥su ybiy Bunoemdde wioy way neaaid 0} 18 UOREROY w
S JOBN UO SORINOSSE OUI0 0F HBE spuss JaluEs BULIORUOK P12

3

“uoisaaosd Aunoss enns Bubiopuous Ag peIoyuGL ?M

RIE SSBURIND U DRUCIS Bt RIBH DOMA DU DIpHY 217 L p

t

|

f

an g pasned 10 DUPUBING ‘PIEALSBER

|
|
|
|
|
|
|
|
|

BREOSIY
SBYO

t

_

m
_
_
_
_
|
_
_
|

_

{eai-

"o Bulopuow
10 oty Anveliieuus o) ououd BRIOW S D6 LG B0 SHJRIRY DUE HIBR OBDIA JUE QIIDE DEPINODS
(BURREBNS PUE BIEPD UONESH] Sd45 Ui 2uas BuLopucit 0 Lo spuas uoyeidde BIGoW L7

L

PIRLS ULBIR OB SISl ummmum&m SULOPE QBT

M

OR{HA PUR MPNE STUCOAU cmwwmvmaam SPOH L2

m

B SSAUND SUMS uneodde 800w ZEY

|
M
w
|
|

WSO
ey

8D
Butioiion

‘Do ‘ruosseid sjesy poy wheueyy ueg

Butey mopm w@mxa U SRBIYT G2

(X

@

|

Q wisas Suuue 10 uopIRep m
0} a8 u0dsos W pauLe

st uoneoydde ool Brz |

W
|
_
|
|
|
_

|

{onenod _

QS UG patRY wucmwmmm_

QR BOUBIIUS S0P
uogeonide siqou §6)

>
|
|
|

|

m

m
|
|

uoneoyddy
SHOOW

1880

EXHIBIT 1029

Page 11 of 25



US 10,460,590 B2

Sheet 10 of 14

Oct. 29, 2019

U.S. Patent

Lol 0L Ol
o s e

$p.Z000 suog
KE ) HOCE
DL mm JUBPIDLY 81888
: wf,i@% mamL

BISRE IO IOLY W

walaoyesnomidsng ¢

\

MOPAIAR UBROIG
WISHRPUBA 1Y

Buusd( youesy

EXHIBIT 1029

Page 12 of 25



U.S. Patent Oct. 29, 2019 Sheet 11 of 14 US 10,460,590 B2

S
o

e

o

5
5
5

S

S
=

R
e e
e

3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
i
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3

108

A

FIG. 12

-:’:~:~;’;’;’;’:’;’;’>‘¥.

1

EXHIBIT 1029
Page 13 of 25



U.S. Patent Oct. 29, 2019 Sheet 12 of 14 US 10,460,590 B2

934

7

i

FIG. 15

o

T,

830

FIG. 14

3
3
3
3
3
3
3
3
3
3
3
3
3
2
3
3
3
3
3
3
3
3
3
3
3
3

108

EXHIBIT 1029
Page 14 of 25



US 10,460,590 B2

Sheet 13 of 14

Oct. 29, 2019

U.S. Patent

VDG
SRR

B BBuRdusuesg

X e

L aeAniug

SOBESIURHDY

I P IGLITDL
LRSI - &t
i T B S

22

«&@m&a,&w\

R0 20 e
spydunny  jguoneowti esfocug M,w\ Mwmm cwwﬁmw {
pEryss roppetepy
syl ipunsenoth aadoihuen wwm«wwmw mpwmwﬂ”m\ 7
SRR 4 I puonese sakung WW, wmww meMm% ¢
%o fruesmotfestariugl VO sog | g
o (oo
S L E ]
SaeuRa  ouE m%wmmm cwv.ﬁ% 2
. " G GLE0] waee i
A poocs Al et SECLE Tt ktodabod Thoiiom IR 1
e BRLEL ,»Gwvru.m\ﬂ.
ey St it oed i caviget il B g ,&MM HIAT
LHOERIOT S0%

EXHIBIT 1029

Page 15 of 25



US 10,460,590 B2

Sheet 14 of 14

Oct. 29, 2019

U.S. Patent

eaAuiig

LeaAohiaeg

7L ucyeoc ‘Leasodiumy
WO UOBBARDE SOIS )

EXHIBIT 1029

Page 16 of 25



US 10,460,590 B2

1
METHOD AND SYSTEM FOR MOBILE
DURESS ALARM

BACKGROUND OF THE INVENTION

Entities such as companies and agencies in which there is
significant risk of harm to employees or agents often use
personal security systems to mitigate the risk. Some
examples of the entities include banks, check cashing com-
panies, pawn shops, realtors, private security companies,
insurance companies, law enforcement agencies, and indi-
vidual citizens, among others.

A trend has been to implement these personal security
systems on mobile computing devices (e.g. applications or
apps executing on smart phones or tablet devices). These
devices work in cooperation with a monitoring center. The
monitoring center can be administered by the entity, a third
party company (for example, a private security company), or
a law enforcement agency. In one example, the employee or
agent calls the monitoring center directly to report a suspi-
cious individual. In another example, the employee or agent
calls the monitoring center directly at the beginning of a
routine sequence of actions and stays on the call with the
monitoring center until the employee or agent verbally
confirms that they have completed the sequence (for
example, opening a branch of a bank or check cashing
service and stays on the phone with the monitoring center
until they have arrived safely at the branch and the opening
process is complete).

Personal security systems have also included a trigger
mechanism that, when activated, causes the mobile appli-
cation executing on the mobile computing device to contact
the monitoring center and/or activate other security features.
Examples of the trigger mechanism include a virtual panic
button.

Some personal security systems record information about
the user’s surroundings. This information can be forwarded
to the monitoring center and/or to a law enforcement agency
to be used in investigating a security event and providing aid
to users involved in a security event. Typically, mobile
computing devices include various mechanisms by which
information about the surrounding environment can be
recorded. Examples include microphones for recording
audio information, cameras for recording video information,
and global navigation satellite system receivers for deter-
mining location information (for example, GPS coordi-
nates). In one example, audio and video information is
recorded in response to a particular event, such as the user
pressing the virtual panic button. In another example, the
mobile application records audio and video information
continuously initiated by a countdown timer elapsing, but
then records audio and video information at a higher frame
rate in response to the user pressing the virtual panic button.

SUMMARY OF THE INVENTION

One common problem with many proposed systems is
that they require the user of the mobile computing device to
take action in some way to activate the security features. As
a result, they do not always increase the safety of the user or
the user’s environment in situations in which the user cannot
perform the action required to activate the security features.
For example, an employee of a bank can become incapaci-
tated before they are able to press the virtual panic button.
In a further example, a security guard or law enforcement
officer could be preoccupied by a dangerous incident and
thus unable to call for backup. In both situations, the amount
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of time that passes before the user is able to actively trigger
the security features of the mobile application decreases the
effectiveness of the personal security system.

The intent of the invention is to record information from
the user’s surroundings and/or notify the monitoring center
when the user has limited time to, or is unable to, actuate a
trigger mechanism such as the virtual panic button.

One embodiment implements a trigger mechanism that
can be activated with limited or no user input when the
mobile application detects a potential security event. Upon
activation of the trigger mechanism, the mobile application
can enter an alarm state, which indicates that a potential
security event has occurred at the user’s location. In an
alarm state, the mobile application might begin recording
and/or sending information from the user’s surroundings,
including audio, video and location information. This infor-
mation is sent to the monitoring center along with possibly
an alert indicating that there is a potential security event. The
audio, video and location information is then stored and
monitored by a technician at the monitoring center. An alert
can be sent to a predetermined list of contacts (for example,
a text message is sent to the user’s coworkers warning them
not to approach). Local law enforcement is notified and
provided with the audio, video and location information.

The trigger mechanism for causing an alarm state can be
activated by the user pressing and holding a physical button
of the device such as the “volume up” button for a prede-
termined period of time, or by the user pressing a wireless
alarm button on the body of the user (for example, clipped
to the user’s belt), or a virtual button displayed on the
device’s touchscreen display, among other examples. On the
other hand, the trigger mechanism can also be activated
automatically, with no specific action by the user, when the
mobile application detects (via wireless sensors) that the
user has unholstered their weapon or discharged pepper
spray, among other examples.

Another embodiment implements a mobile duress timer,
which is a timer set and initiated by the user any time that
there is a risk of incapacitation. The timer can be extended,
paused or deactivated by the user. When the timer is
initiated, audio, video and location information is recorded
by the mobile application and possibly buffered at a moni-
toring center. Certain predetermined actions are performed if
the user deactivates the timer (for example, the recorded
information is discarded). On the other hand, if the timer
expires, the mobile application enters an alarm state, and the
information is sent to the monitoring center. A proper
analysis and response can thus be initiated immediately
upon expiration of the mobile duress timer without further
acts by the user.

The mobile duress timer can be started by the user
pressing a button or series of physical or virtual buttons
displayed on the touch screen display of the user’s mobile
computing device, for example. On the other hand, the
duress timer can also be started automatically, with no input
from the user. For example, the app executing on the device
can start the duress timer automatically when it detects, via
geo-fencing, that the user is in a location where the risk of
harm is significant by reference to location information
generated by the GPS chipset in the device.

In one example, the user is an employee of a bank who is
responsible for opening a branch of the bank. As the user
arrives at the bank branch, they start the duress timer by
pressing a button on the mobile application. The mobile
application begins recording audio, video and location infor-
mation. After completing the bank branch opening process,
they deactivate the duress timer, and the recorded informa-
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tion is possibly immediately discarded. On the other hand, if
the user becomes incapacitated (for example, if attacked and
becomes unconscious), the duress timer expires, and the
mobile application enters an alarm state. The recorded
information is sent to the or moved from a buffer in
monitoring center, stored, and monitored, the local police
are notified, and a text message is sent to other employees
of the bank branch warning them not to approach the bank
branch, in one specific example.

In another example, the user is an employee of a check
cashing company who is responsible for opening a store
branch. As the user arrives at the branch, the mobile appli-
cation detects (via geo-fencing) arrival at the branch at the
approximate time that the branch is scheduled to open, and
the duress timer starts automatically, and audio, video and
location information is recorded. When the opening process
has been completed, the employee deactivates the timer, and
the information is discarded.

In another example, the user is an employee of a company
who is leaving work at a late hour and notices a suspicious
looking group of people near their car. In one specific
example, the employee might press the volume up button on
their mobile device for longer than three seconds, which
arms the device and starts the duress timer. The app execut-
ing on the device begins recording audio, video and location
information and possibly starts sending this information to
the monitoring center. When the user is safely in their car,
the duress timer is deactivated, and the information is
discarded.

In another example, the user is an employee of a bank who
is inspecting an abandoned/foreclosed property owned by
the bank. As the user arrives at the abandoned property, the
mobile application detects (via geo-fencing) the arrival at a
property that is known to be abandoned, and the duress timer
starts automatically.

In another example, the user is a police officer who
removes his gun from its holster. The mobile application
detects that the gun has been removed from its holster (via
a wireless sensor) and automatically enters an alarm state.
Audio, video and location information is recorded and sent
to the monitoring center, and an alert is sent to the nearest
active police officers informing them that a potential lethal
event is occurring.

In this way, the personal security system initiates
responses to security events with limited or no input from
the user, thus decreasing the amount of time necessary to
respond, and increasing the effectiveness of the security
system at preventing or mitigating harm to users during a
security event as well as pre-event and historical audio and
video.

In general, according to one aspect, the invention features
a method for responding to potential security events. The
method comprises specifying alarm events and configuring
a set of alarm actions to be performed in response to
detecting the alarm events. A mobile application, executing
on a mobile computing device, detects the alarm events,
records event data and forwards the event data to a moni-
toring center in response to detecting the alarm events. The
monitoring center executes the alarm actions and stores the
received event data.

In embodiments, the alarm events include a manual
activation event that is triggered by pressing one or more
buttons on the mobile computing device in a predetermined
manner and an activation event that is detected by a wireless
body sensor. The alarm actions can include notifying a
predetermined list of contacts of the potential security event
and/or notifying nearby law enforcement officers of the
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potential security event. The monitoring center can be a law
enforcement agency, and the alarm actions can include
dispatching backup law enforcement officers to the location
of a potential security event. The event data includes audio,
video, and global navigation satellite system location data
recorded by the mobile application.

In general, according to another aspect, the invention
features a method for responding to potential security
events. The method comprises specifying one or more
arming events, expiration actions, and disarming actions. A
mobile application executing on a mobile computing device
detects the arming events, records event data, forwards the
event data to a monitoring center, and determines whether
the mobile application has been disarmed in response to the
arming events. Actions are executed in response to failing to
detect disarming actions.

In general, according to another aspect, the invention
features a mobile duress alarm system. The system com-
prises a mobile computing device executing a mobile appli-
cation for detecting alarm events and recording event data
and forwarding the event data to a monitoring center in
response to detecting the alarm events. The monitoring
center executes alarm actions to be performed in response to
detecting the alarm events and stores the received event data.

In embodiments, the alarm events include a manual
activation event that is triggered by pressing one or more
buttons on the mobile computing device in a predetermined
manner and an activation event that is detected by a wireless
body sensor. The alarm actions include notifying a prede-
termined list of contacts and/or law enforcement of the
potential security event. The monitoring center can be a law
enforcement agency, and the alarm actions can include
dispatching backup law enforcement officers to the location
of a potential security event. The event data includes audio,
video and global navigation satellite system location data
recorded by the mobile application.

In general, according to another aspect, the invention
features a mobile duress alarm system. The system com-
prises a mobile computing device executing a mobile appli-
cation. The application can detect arming events, record
event data, and forward the event data to a monitoring
center. It also determines whether the mobile application has
been disarmed in response to the arming events. The moni-
toring center will then execute actions in response to failing
to receive an indication that the mobile application was
disarmed.

The above and other features of the invention including
various novel details of construction and combinations of
parts, and other advantages, will now be more particularly
described with reference to the accompanying drawings and
pointed out in the claims. It will be understood that the
particular method and device embodying the invention are
shown by way of illustration and not as a limitation of the
invention. The principles and features of this invention may
be employed in various and numerous embodiments without
departing from the scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings, reference characters refer
to the same parts throughout the different views. The draw-
ings are not necessarily to scale; emphasis has instead been
placed upon illustrating the principles of the invention. Of
the drawings:

FIG. 1A is a block diagram of a mobile duress alarm
system according to the present invention;



US 10,460,590 B2

5

FIG. 1B is a block diagram of a mobile application of a
mobile duress alarm system executing on the mobile com-
puting device according to the present invention;

FIG. 2 is a diagram of a user profile database, event log
and incident report database of the mobile duress alarm
system,

FIG. 3 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the user manually triggers an alarm event;

FIG. 4 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the user discharges pepper spray;

FIG. 5 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the user is a law enforcement officer and they remove
their gun from its holster;

FIG. 6 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the mobile application becomes armed and then is
disarmed by the user;

FIG. 7 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the user arms the mobile application and then allows the
armed state of the mobile application to expire;

FIG. 8 is a sequence diagram illustrating a method
employed by the mobile duress alarm system in the event
that the duress timer is activated using geofencing and then
allowed to expire;

FIG. 9 shows the branch opening screen of the graphical
user interface of the mobile application that is displayed on
the touchscreen display of the mobile computing device;

FIG. 10 shows the duress timer screen of the mobile
application that is displayed on the touchscreen display of
the mobile computing device;

FIG. 11 shows the create incident: report screen of the
mobile application that is displayed on the touchscreen
display of the mobile computing device;

FIG. 12 shows the extend timer screen of the mobile
application that is displayed on the touchscreen display of
the mobile computing device;

FIG. 13 shows the alarm state screen of the mobile
application that is displayed on the touchscreen display of
the mobile computing device;

FIG. 14 shows the video recording screen of the mobile
application that is displayed on the touchscreen display of
the mobile computing device;

FIG. 15 shows the call emergency number screen of the
mobile application that is displayed on the touchscreen
display of the mobile computing device;

FIG. 16 shows a screen of the monitoring center appli-
cation;

FIG. 17 illustrates an example of a screen of a mobile
computing device of a contact after the contact has received
an alert text message from the monitoring center of the
mobile application that is displayed on the touchscreen
display of the mobile computing device;

FIG. 18 illustrates an example of a screen of a mobile
computing device of a contact after the contact has received
an alert message from the monitoring center via the mobile
application of the mobile application that is displayed on the
touchscreen display of the mobile computing device.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The invention now will be described more fully herein-
after with reference to the accompanying drawings, in which
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illustrative embodiments of the invention are shown. This
invention may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein; rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to those
skilled in the art.

As used herein, the term “and/or” includes any and all
combinations of one or more of the associated listed items.
Further, the singular forms and the articles “a”, “an” and
“the” are intended to include the plural forms as well, unless
expressly stated otherwise. It will be further understood that
the terms: includes, comprises, including and/or comprising,
when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
elements, components, and/or groups thereof. Further, it will
be understood that when an element, including component
or subsystem, is referred to and/or shown as being connected
or coupled to another element, it can be directly connected
or coupled to the other element or intervening elements may
be present.

FIG. 1A is a block diagram of a mobile duress alarm
system 100 constructed according to the principles of the
present invention.

The system 100 includes a mobile and/or embedded
application 102 executing on a mobile computing device
104 (e.g. a smart phone, tablet, etc.) and a monitoring center
116 connected via a network 114. The network 114 can be
a public network (such as the internet), a private network
(such as a corporate network) or a combination public and
private network.

The mobile application 102 receives input from the user
103 and the user’s environment. The mobile computing
device 104 includes a graphical user interface (GUI) 106
rendered on a display 108 (e.g. a touchscreen display). The
GUI 106 includes various screens that communicate infor-
mation to the user 103 and enable the user 103 to input
information by selecting virtual buttons and keys (for
example, of a keyboard). In one example, virtual buttons are
displayed on the screens of the GUI as shapes and/or text.
The text and shapes communicate to the user what input
option the virtual button represents. The mobile computing
device 104 also typically includes physical buttons 112,
which are on the outside of the mobile computing device (for
example, the volume up and volume down buttons of a smart
phone). The mobile application 102 also records data from
various components of the mobile computing device 104
such as the microphone, camera or global navigation satel-
lite system (GNSS) receiver chipset. Additionally, in some
embodiments, the mobile computing device 104 receives
input from various external components such as wireless
buttons and sensors.

In general, during a potential security event, which is an
event during which a user 103 is inferred to be in danger or
incapacitated, the mobile application 102 accesses and
records event data. Some examples of event data are audio
data recorded by a microphone, video data recorded by a
camera, and location data recorded by a GNSS receiver (for
example, a GPS receiver). The event data is sent to the
monitoring center 116 over the network 114, and the moni-
toring center 116 monitors the event data and responds
according to the information received by the mobile appli-
cation 102.

The mobile application 102 determines that a potential
security event exists based on a combination of user input
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and detected information about the user 103 and the user’s
surroundings. For example, the user 103 can press a prede-
termined physical button 112, virtual button 110, or wireless
button to trigger a potential security event directly. On the
other hand, a potential security event can be automatically
inferred to exist based on information such as the amount of
time elapsed since the detection of user input by the mobile
application 102, or the detection by the mobile application
102 that the user 103 has entered a certain geographical
location, among other examples.

The monitoring center 116 includes a monitoring system
118, a user profile database 120, an event log 122, an
incident report database 124, one or more workstations 126,
a monitoring center application 128 and one or more tech-
nicians or operators 130. The user profile database 120
includes a list of the criteria for determining whether a
potential security event exists and actions to be taken by the
monitoring center 116 in response to the potential security
event. During a potential security event, the monitoring
system 118 receives event data and stores it in the event log
122, which is a database that stores data pertaining to
potential security events such as the ID of the involved user
103, the date, time and location, and the status, among other
information. The incident report database 124 stores infor-
mation that is potentially relevant to potential security
events and that is directly reported by the user 103 (for
example, by using the mobile application 102 to fill out and
submit a form). The monitoring center application 128
executing on the workstation 126 accesses and displays
information from the user profile database 120, event log
122 and incident report database 124, which is monitored by
the technician 130. Actions in response to potential security
events are then initiated by the technician 130 and/or out
wally by the monitoring center application 128.

In one embodiment, the monitoring center 116 is admin-
istered by an entity that employs the user 103. In another
embodiment, the monitoring center 116 is administered by a
third party entity (for example, a third party security com-
pany). In another embodiment, the monitoring center 116 is
a law enforcement agency such as a dispatch center.

Among other actions, in response to a potential security
event, the monitoring center 116 sends alert messages to
contacts 134 of the user 103, which are individuals to be
notified of a potential security event. Examples of contacts
134 include coworkers, supervisors, family members, and
emergency contacts. The contacts 134 of each user 103 are
listed in the user profile database 120. In the illustrated
embodiment, contacts 134 are notified of the potential
security event via mobile computing devices 104 connected
to the network 114. In one embodiment, the contact 134-1
receives notification of a potential security event via a
message displayed on the mobile application 102-1 execut-
ing on the mobile computing device 104-1. In other embodi-
ments, the contacts 134 receive notification of a potential
security event via telephone, voicemail, text message, email,
among other examples.

FIG. 1B is a block diagram showing the mobile applica-
tion 102 executing on the mobile computing device 104. The
mobile computing device 104 includes an operating system
140, a wide area network (WAN) process 142, a Bluetooth
process 144, a GNSS receiver process 146, a WAN interface
148, and a Bluetooth interface 150. The operating system
140 directs the basic functionality of the mobile computing
device 104, including the WAN process 142, Bluetooth
process 144, GNSS receiver process 146 and the mobile
application 102. The wide area network process 142 sends
and receives data to and from the operating system 140 and
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the wide area network interface 148, which in turn connects
wirelessly to the network 114, for example, via WiFi or a
cellular data service. The Bluetooth process 144 sends and
receives data to and from the operating system 140 and the
Bluetooth interface 150, which in turn connects wirelessly to
devices such as a wireless sensor 152 or a wireless alarm
button 154. It should be noted that the mobile computing
device 104 includes various other processes and interfaces
that are not illustrated.

The wireless sensor 152 is attached to a holster 154 for a
weapon such as a gun, pepper spray, or an electro-shock
weapon, or to the weapon itself. In one embodiment, the
sensor 152 sends an alarm signal to the mobile application
102, via a BlueTooth connection when a gun or electro-
shock weapon is removed from the holster 154. In another
embodiment, the sensor 152 sends an alarm signal to the
mobile application 102 when pepper spray is discharged.

The wireless alarm button 156 is attached to the body of
the user 103 and sends an alarm signal to the mobile
application 102 when the button is pressed by the user 103.

In other embodiments, the mobile duress alarm system
100 interfaces with other external devices that are not
illustrated, including devices that allow connectivity at the
device or database level.

FIG. 2 is a diagram of the user profile database 120, event
log 22 and incident report database 124.

In general, the user profile database 120 stores configu-
ration settings for each user related to how it is determined
that a potential security event exists and what actions will be
taken in response. These configuration settings can be speci-
fied by the individual user 103 or by a party associated with
the individual user 103, such as the user’s employer or a
security contractor or are specified as part of profiles asso-
ciated with different types of users, among other examples.
When a potential security event is determined to exist, the
mobile application 102 enters an alarm state, which is a state
during which information about the user and the user’s
surroundings is recorded by the mobile application 102 and
forwarded to the monitoring center 116, and during which
the monitoring center 116 takes certain actions in response
to the potential security event. The user profile database 120
includes instant alarm events, instant alarm actions, arming
events, expiration actions, disarming actions, a maximum
reset count, and a notification list for each user 103. Instant
alarm events are events that will directly trigger the mobile
application 102 to enter an alarm state. Instant alarm actions
are actions to be taken by the monitoring center 116 in
response to instant alarm events. Arming events are events
that will arm the mobile application 102. When the mobile
application 102 is armed, the armed state of the application
can be disarmed, extended, or allowed to expire. If the
armed state of the mobile application 102 is allowed to
expire, an alarm event will be triggered. On the other hand,
if the mobile application 102 is disarmed, it is determined
that no potential security event exists, and an alarm event is
not triggered. Expiration actions are actions taken by the
monitoring center 116 when the mobile application 102 is
not disarmed and the armed state of the mobile application
102 is allowed to expire. Disarming actions are events taken
by the monitoring center 116 when the mobile application is
disarmed. The maximum reset count is the maximum num-
ber of times that the armed state of the mobile application
102 can be extended before an alarm state is triggered.

In one embodiment, a duress timer is used to determine
the armed or disarmed status of the mobile application 102.
In this example, when the mobile application 102 is armed,
the duress timer starts at a predetermined amount of time and
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counts down. When the duress timer reaches zero, the armed
state of the mobile application 102 expires, and the mobile
application 102 enters an alarm state. When the duress timer
is extended, additional time is added to the duress timer, and,
in effect, the amount of time between the start of the duress
timer and potential expiration increases. Finally, when the
duress timer is paused, it temporarily stops counting down.

Additionally, the user profile database 120 also includes a
user ID and a notification list, which is a list of contacts 134
to be notified by the monitoring center 116 during a potential
security event, after the mobile application 102 has entered
an alarm state and notified the monitoring center 116.

In the illustrated example, the user EMPOO1’s instant
alarm events include “Manual”, which indicates that an
alarm event will be triggered if the user 103 presses a
predetermined sequence of virtual buttons 110, physical
buttons 112, or wireless alarm buttons 156. EMP001’s
instant alarm actions include “Text Contacts” and “Call
Police”, which indicates that when the mobile application
102 enters an alarm state, the monitoring center 116 will
send a text message to the contacts 134 “Coworkerl” and
“Supervisorl” in the user’s 103 notification list, and the
monitoring center 116 will notify local law enforcement of
the potential security event. EMP001’s aiming events
include “Manual”, which indicates that the mobile applica-
tion 102 will be armed if the user 103 presses a predeter-
mined sequence of virtual buttons 110, physical buttons 112,
or wireless alarm buttons 156. The expiration actions for
EMPO0O01 include “Text Contacts” and “Call Police”, which
indicates that when the armed status of the mobile applica-
tion 102 is allowed to expire (and the mobile application 102
thus enters an alarm state), the monitoring center 116 will
send a text message to the contacts 134 in the notification list
and will notify local law enforcement. The disarming actions
include “Delete A/V, GPS data”, which indicates that when
the mobile application 102 is disarmed, the audio, video and
location information recorded by the mobile application 102
is discarded after a predetermined period of time.

In other examples, instant alarm events can include “Pep-
per spray”’, which indicates that the mobile application 102
will enter an alarm state if the wireless sensor 152 has
detected that the user 103 has discharged pepper spray, and
“Gun drawn”, which indicates that the mobile application
102 will enter an alarm state if the wireless sensor 152 has
detected that the user 103 has removed their gun from its
holster. Instant alarm actions can include “Notify nearby
officers”, which indicates that, during an alarm state, the
monitoring center 116 will notify on-duty officers that are
located near the user 103, and “Notify Dispatch”, which
indicates that, during an alarm state, the monitoring center
116 will notify local law enforcement dispatchers. Arming
events can include “Geofencing”, which indicates that the
mobile application 102 will be armed if the user 103 is
determined to have entered a predetermined geographical
location (for example, if the mobile application 102 detects
via the GPS receiver of the mobile computing device 104
that the user 103 is within a defined range of latitude and
longitude coordinates). Expiration actions can include “Dis-
patch backup officers”, which indicates that upon expiration
of the armed status of the mobile application 102, backup
officers will be dispatched by the monitoring center 116 to
the location of the user 103.

The event log 122 stores information about potential
security events, including an event ID, a pointer to the user
ID of the involved user 103, a recorded start and end time
of the potential security event, location information, an
event type, which is a class of potential security events with
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customized arming and response settings, a reset count,
which is the number of times during the potential security
event that the armed state of the mobile application 102 was
extended, a status description including whether the poten-
tial security event is ongoing, a list of actions taken by the
monitoring center 116, a pointer to an incident report, and
audio and video data received from the mobile application
102. In embodiments, the location data can include GNSS
data, such as GPS coordinates, and/or address information.

In the illustrated example, Event2 involves the user 103
“EMPO001.” The potential security event started at “time3”,
was resolved at “time4”, and was located at “Locationl”.
The event type is “SOS-timer exp.”, which indicates that the
potential security event was reported to the monitoring
center 116 by the mobile application 102 after the applica-
tion was armed and then the armed status of the application
was allowed to expire (for example, if the duress timer
expired without being stopped or paused). The reset count is
0, which indicates that the armed state of the mobile
application 102 was never extended. The status is “Com-
plete”, indicating that the potential security event has been
resolved and is not ongoing. The actions taken include
“Texted contacts” and “Called police”, which indicates that
the monitoring center 116 sent a text message to the contacts
134 in the user’s 103 notification list informing them of the
potential security event, and that the monitoring center 116
notified local law enforcement of the potential security
event. In this example, there is no pointer to an incident
reports, which indicates that there were no previously
reported incidents in the incident report database 124 that
were determined to be relevant to Event2. Finally, the audio
and video data relevant to Event2 recorded by the mobile
application 102 and forwarded to the monitoring center 116
are stored in Filet.

In other examples, the event type can include “Closing
(late)”, indicating that the mobile application 102 was armed
by the user 103 during a closing sequence (for example, a
bank employee closing a bank branch late at night and then
walking to their car alone). A similar example is “Branch
opening”, indicating that the mobile application 102 was
armed by the user 103 during the opening procedure (for
example, a bank employee arriving at a bank branch in the
morning and opening it). Other examples include “SOS-
manual” indicating that the mobile application 102 entered
an alarm state upon the user 103 pressing a predetermined
sequence of virtual buttons 110, physical buttons 112 or
wireless alarm buttons 156, “SOS-pep. spray”, indicating
that the mobile application 102 entered an alarm state upon
the wireless sensor 152 detecting that the user 103 has
discharged pepper spray, and “SOS-gun drawn”, indicating
that the mobile application 102 entered an alarm state upon
the wireless sensor 152 detecting that the user 103 removed
their gun from their holster.

The event type can determine the manner in which an
alarm state is triggered, or the manner in which the moni-
toring center 116 responds. For example, the event type
“Branch opening” may have an initial duress timer setting of
fifteen minutes, whereas the event type “Closing (late)” may
indicate an initial duress timer setting of five minutes, and an
additional event type (not illustrated) “Property inspection”
may indicate an initial duress timer setting of two hours. In
a further example, the event type “SOS-gun drawn” may
automatically dispatch nearby law enforcement officers to
the location of the potential security event, whereas the
event type “SOS-timer exp” may require the technician 130
to monitor the event data and attempt to make contact with
the user 103 before notifying law enforcement.
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The incident report database 124 includes information
that is potentially relevant to potential security events such
as an incident report ID, a time created, a time updated, a
status, uploaded photographs, and a description entered by
the user 103 submitting the incident report.

In one example, Reportl was created at “timel4” and
updated at “timel5”. The status is “Complete” indicating
that the incident report has been resolved (for example, an
investigation was conducted and no threat was determined to
exist). The uploaded photos include “Photol”, and the
description indicates that the user 103 witnessed a suspi-
cious vehicle parked outside of a branch (for example, of a
bank). In this example, a pointer to Reportl is included in
the event log 122 for Eventl, indicating that Reportl
includes information that is relevant to Eventl in the event
log 122.

FIG. 3 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the user
manually triggers an alarm event. In step 202, the user
programs the mobile application 102 to include manual
activation as an instant alarm event, and this setting is stored
in the user profile database 120. In examples, manual
activation can include pressing a virtual button 110 on the
GUI 106 of the mobile application 102, pressing and holding
a physical button 112 for a predetermined period of time (for
example, pressing the volume up button on the mobile
computing device 104 for greater than 1 second), or pressing
the wireless Maim button 156. In step 204, the mobile
application 102 monitors for detection of any instant alarm
events. In step 206, the mobile application 102 detects an
instant alarm event such as the user 103 holding the volume
up button on the mobile computing device 104. In step 208,
the mobile application 102 enters an alarm state and begins
recording audio, video and location information. In step 210,
the mobile application 102 sends an alert to the monitoring
center 116 with event data including GPS location data and
streaming and/or recorded audio and video data. The mobile
application 102 also initiates a telephone call from the
mobile computing device 104 to an emergency telephone
line of the monitoring center 116. In step 212, the event data
is stored in the event log 124 and monitored by a technician
130. In step 214, the monitoring center 116 sends an alert to
notify contacts 134 on the user’s 103 notification list that a
potential security event is occurring or has occurred and to
avoid approaching the area, for example. Finally, in step
216, the monitoring center 116 contacts and forwards real
time event data to local law enforcement.

In one example, a bank employee leaving a bank branch
late at night is attacked and holds down the volume up
button on their smart phone, triggering the mobile applica-
tion 102 to enter an alarm state and record audio and video
data of the attack, as well as GPS location data. This event
data is forwarded to the monitoring center 116, stored in the
event log 122, and monitored by a technician 130. A text
message is then sent to all employees of the bank branch
informing them of the incident and warning them not to
approach the bank branch. Local law enforcement is notified
and provided with the event data by the monitoring center
116. Law enforcement officers arrive on the scene to inter-
vene and use the event data provided by the monitoring
center in their investigation of the incident.

FIG. 4 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the user 103
discharges pepper spray. In step 218, the user 103 programs
the mobile application 102 to include pepper spray as an
instant alarm event, and this setting is stored in the user
profile database 120. In step 204, the mobile application
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monitors for instant alarm events, and in step 220, an instant
alarm event is detected when the wireless sensor 152 detects
that pepper spray has been discharged. The rest of the
method in steps 208 through 216 proceeds as previously
described.

In one example, a security guard armed with pepper spray
confronts and attempts to apprehend an intruder. During the
confrontation, the security guard sprays pepper spray to
subdue the intruder. Upon detection by the wireless sensor
152 that pepper spray has been discharged, the mobile
application 102 enters an alarm state and forwards recorded
event data the monitoring center 116. The monitoring center
116 monitors the event data, determines that backup is
necessary, and calls local law enforcement on the security
guard’s behalf.

FIG. 5 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the user 103
is a law enforcement officer and they remove their gun from
its holster. In step 222, the user 103 programs the mobile
application 102 to include removing a weapon from its
holster as an instant alarm event, and this setting is stored in
the user profile database 120. The mobile application 102
detects an instant alarm event in step 224 when the user 103
removes their gun or electro-shock weapon from its holster.
Event data is recorded and sent to the monitoring center. In
step 225, the mobile application 102 notifies law enforce-
ment officers that are determined to be nearby based on GPS
data that a potential security event exists. In step 226, the
monitoring center also alerts law enforcement dispatch and
forwards the event data in real time. Finally, in step 228, law
enforcement dispatch dispatches backup officers to the GPS
location provided by the mobile application 102.

In one example, a police officer removes their gun from its
holster in the process of apprehending a suspect. The wire-
less sensor 152 detects that the gun has been unholstered and
the mobile application 102 enters an alarm state. Backup
officers are automatically notified of the situation and arrive
on the scene to provide backup. Law enforcement receives
the event data from the monitoring center 116, monitors it in
real time, dispatches further backup if necessary, and uses
the event data in a subsequent investigation of the incident.

FIG. 6 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the mobile
application 102 becomes armed and then is disarmed by the
user 103. In step 230, the mobile application 102 is armed
in response to the detection of an arming event associated
with the user 103 in the user profile database 120. In step
232, the mobile application starts a duress timer, and in step
234, the mobile application 102 begins recording audio and
video data. In step 236, the user 103 manually selects the
option to extend the duress timer, thus providing additional
time before the duress timer expires. In step 238, the user
103 selects an option to pause the duress timer, which
subsequently stops counting down temporarily. In step 240,
the user 103 selects an option to deactivate the duress timer,
thus disarming the mobile application 102 and stopping the
duress timer in step 242. Finally, in step 244 the mobile
application 102, which has not entered an alarm state, stops
recording event data, and the event data is deleted.

In one example, an employee of a company is returning
to their car after working late at night. The employee arms
the mobile application 102 by pressing a virtual button 110
on the GUI 106 of the mobile application 102. The duress
timer is set at five minutes and begins counting down and
recording audio and video data. When there is one minute
left on the duress timer, the employee extends the duress
timer, by pressing another virtual button 110. When the
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employee gets into their car safely, they press another virtual
button 110 to deactivate the duress timer, indicating that no
potential security event exists. As a result, the mobile
application 102 stops recording audio and video data and
deletes the audio and video data already recorded.

In another example, the mobile application 102 automati-
cally detects that the employee is returning to their car using
geofencing, and since it is later than a predetermined thresh-
old of time, the mobile application 102 automatically
becomes armed and starts the duress timer.

FIG. 7 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the user
arms the mobile application and then allows the armed state
of the mobile application to expire. Steps 230 through 234
proceed as previously described. However, in step 246, the
duress timer expires without being deactivated, extended or
paused by the user 103. As a result, the mobile application
102 enters an alarm state in step 248, and the monitoring
center is notified as previously described in steps 210
through 216.

In this example, the employee returning to their car after
working late arms the mobile application 102 as before.
However, on their way to their car, the employee becomes
incapacitated (for example, after being attacked). As a result,
the duress timer expires, and the monitoring center 116 is
notified and provided with recorded event data. Local law
enforcement is then called and arrives on the scene to
intervene.

FIG. 8 is a sequence diagram illustrating the method for
the mobile duress alarm system in the event that the duress
timer is activated using geofencing and then allowed to
expire. In step 248, the mobile application 102 is armed in
response to the detection of an arming event associated with
the user 103 in the user profile database 120, specifically an
arming event involving the detection by the mobile appli-
cation 102 that the user 103 has entered a geofence. The
mobile application 102 is armed as previously described in
steps 232 and 234, and the duress timer expires and an alarm
state is triggered as previously described in steps 246 and
248.

In one example, a real estate professional is inspecting a
property known to be abandoned. Upon entering a prede-
termined range of geographical coordinates associated with
the abandoned property, the mobile application 102 is armed
automatically, and the duress timer is set to two hours.
During the inspection, the mobile application 102 records
audio and video data, lithe real estate professional completes
the inspection with no issues, they would manually disarm
the mobile application 102. However, if the real estate
professional becomes incapacitated, the mobile application
102 will automatically enter an alarm state after two hours,
and the monitoring center 116 will be notified, provided with
recorded event data, and law enforcement would be notified
and sent to the property to intervene.

FIGS. 9-17 illustrate an example of screens of the GUI
106 for both the mobile application 102 and for the moni-
toring center application 128 in one embodiment of the
invention in which a bank uses the mobile duress alarm
system to monitor employees completing a branch opening
procedure.

FIG. 9 shows the branch opening screen 902. The current
location, determined by the GPS receiver of the mobile
computing device 104, is displayed on the top and in the
middle of the screen, including a map pointing to the current
location. The initiate branch opening button 904 is displayed
on the bottom of the screen. When selected, the initiate
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branch opening button 904 starts the duress timer and
advances to the duress timer screen 906.

FIG. 10 shows the duress timer screen 906, which is
displayed when the initiate branch opening button 904 is
selected. As on the branch opening screen 902, the current
location is displayed. Also displayed is a create incident
report button 908, an extend timer button 910, a done button
912, and a duress timer status text 914. When selected, the
create incident report button 908 advances to the create
incident report screen 916. The extend timer button 910
advances to the extend timer screen 918. The done button
912, when selected, stops the duress timer and disarms the
mobile application 102. The duress timer status text 914
displays the number of minutes and seconds left before the
duress timer expires and the mobile application 102 enters
an alarm state.

FIG. 11 shows the create incident report screen 916,
which is displayed when the create incident report button
908 is selected. The create incident report screen 916 allows
the user 103 to fill out one of a series of forms, including
uploading a photo, and submit the form to the monitoring
center 116 to be stored in the incident report database 124.

FIG. 12 shows the extend timer screen 918, which is
displayed when the extend timer button 910 is selected. The
extend timer screen 918 includes multiple options for the
amount of time by which to extend the duress timer that can
be selected by the user 103 and an OK button 920. When
selected, the OK button 920 extends the duress timer by the
amount selected by the user 103.

FIG. 13 shows the alarm state screen 922, which is
displayed when the duress timer expires and the mobile
application 102 enters an alarm state. The alarm state screen
922 displays a real-time view of the video data being
recorded 924, status information, a cancel slider graphic
926, which, when selected, cancels the alarm state, and a call
emergency number button 928, which, when selected, ini-
tiates a call from the mobile computing device 104 to the
emergency line of the monitoring center 116.

FIG. 14 shows the video recording screen 930, which is
displayed when the real-time view of the video data being
recorded 924 is selected by the user 103 on the alarm state
screen 922. The video recording screen 930 provides an
enlarged view of the real-time view of the video data being
recorded 924 and also includes a stop button 932, which,
when selected, causes the mobile application 102 to stop
recording video data.

FIG. 15 shows the call emergency number screen 934,
which is displayed when the call emergency number button
928 is selected on the alarm state screen 922. The call
emergency number screen 934 can also be displayed if a
telephone call to the emergency line of the monitoring center
116 is initiated automatically as part of the instant alarm
actions or expiration actions stored associated with the user
103 in the user profile database 120.

FIG. 16 shows a screen of the monitoring center appli-
cation 128. The screen includes general status information
for multiple ongoing and completed potential security
events, along with detailed status information for a selected
potential security event. The detailed status information
includes real-time and recorded video and audio data and a
map displaying the current location of the potential security
event.

FIG. 17 illustrates an example of a screen of the mobile
computing device 104 of one of the contacts 134, after the
contact has received an alert message from the monitoring
center 116. In this example, the contact has received a text
message from the monitoring center 116.
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FIG. 18 illustrates an example of a screen of the mobile
computing device 104-1 of once of the contacts 134-1, after
the contact has received an alert message from the moni-
toring center 116. In this example, the contact has received
a message via the mobile application 102-1.

While this invention has been particularly shown and
described with references to preferred embodiments thereof,
it will be understood by those skilled in the art that various
changes in form and details may be made therein without
departing from the scope of the invention encompassed by
the appended claims.

What is claimed is:

1. A method for responding to potential security events
comprising:

specifying one or more arming events, expiration actions,
and disarming actions for a user;

a mobile application executing on a mobile computing
device of the user detecting the specified arming events
for the user, starting recording event data including
recording audio and video data by the mobile comput-
ing device in response to detecting the specified arming
events for the user,

buffering the recorded event data including the audio and
video data recorded by the mobile computing device,

executing the specified disarming actions for the user in
response to determining that the mobile application was
disarmed by the user within a predetermined time
period including stopping recording the audio and
video data and deleting the recorded audio and video
data; and

executing the specified expiration actions for the user in
response to determining that the mobile application was
not disarmed by the user within the predetermined time
period including sending the recorded audio and video
data to the monitoring center and streaming recorded
audio and video data to the monitoring center.

2. The method according to claim 1, wherein the arming
events include manual activation by pressing one or more
buttons on the mobile computing device.

3. The method according to claim 1, wherein the arming
events include the mobile computing device entering a
predefined geographic area, which is detected by the mobile
application through the use of geo-fencing.

4. The method according to claim 1, wherein the event
data includes audio, video and global navigation satellite
system location data recorded by the mobile application.

5. The method according to claim 1, wherein the moni-
toring center stores the event data in response to the mobile
application being armed and not being disarmed within a
predetermined time period.

6. The method according to claim 1, wherein the expira-
tion actions include notifying a specified list of contacts for
the user of the potential security event.

7. The method according to claim 1, wherein the expira-
tion actions include notifying law enforcement of the poten-
tial security event.

8. The method according to claim 1, in which the moni-
toring center is a law enforcement agency, and the set of
expiration actions includes dispatching backup law enforce-
ment officers to the location of the potential security event.

9. The method according to claim 1, further comprising
providing the recorded event data to law enforcement enti-
ties investigating the potential security events.

10. The method according to claim 1, further comprising
the mobile application initiating a call from a mobile phone
of the user to an emergency line of the monitoring center in

EXHIBIT 1029
Page 24 of 25

10

15

20

25

30

35

40

45

50

55

60

65

16

response to determining that the mobile application was not
disarmed by the user within the predetermined time period.

11. A mobile duress alarm system comprising:

a mobile computing device of a user executing a mobile
application for detecting specified arming events for the
user, starting recording event data including recording
audio and video by the mobile computing device in
response to detecting the specified arming events for
the user, the mobile computing device executing speci-
fied disarming actions for the user in response to
determining that the mobile application was disarmed
by the user within a predetermined time period includ-
ing stopping recording the audio and video data and
deleting the recorded audio and video data, the mobile
computing device in response to determining that the
mobile application was not disarmed by the user within
the predetermined time period sending the recorded
audio and video data to a monitoring center and stream-
ing recorded audio and video data to the monitoring
center; and

the monitoring center for receiving the event data includ-
ing the recorded audio and video data and executing
specified expiration actions for the user in response to
determining that the mobile application was not dis-
armed by the user within the predetermined time
period.

12. The system according to claim 11, wherein the mobile
application is armed in response to the user pressing one or
more buttons on the mobile computing device.

13. The system according to claim 11, wherein the mobile
application is armed in response to the mobile computing
device entering a predefined geographic area, which is
detected by the mobile application based on data received by
a global navigation satellite system receiver of the mobile
computing device.

14. The system according to claim 11, wherein the event
data includes audio, video and global navigation satellite
system location data recorded by the mobile application.

15. The system according to claim 11, wherein the moni-
toring center stores the event data in response to the mobile
application being armed and not being disarmed within a
predetermined time period.

16. The system according to claim 11, wherein the moni-
toring center notifies a specified list of contacts for the user
of the potential security event in response to the mobile
application being armed and not being disarmed within a
predetermined time period.

17. The system according to claim 11, wherein the moni-
toring center notifies law enforcement of the potential secu-
rity event in response to the mobile application being armed
and not being disarmed within a predetermined time period.

18. The system according to claim 11, wherein the moni-
toring center is a law enforcement agency, and the moni-
toring center dispatching backup law enforcement officers to
the location of the potential security event in response to the
mobile application being armed and not being disarmed
within a predetermined time period.

19. The system according to claim 11, wherein the moni-
toring center provides the recorded event data to law
enforcement entities investigating the potential security
events in response to the mobile application being armed
and not being disarmed within a predetermined time period.

20. The system according to claim 11, wherein the mobile
application initiates a call from a mobile phone of the user
to an emergency line of the monitoring center in response to
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determining that the mobile application was not disarmed by
the user within the predetermined time period.

#* #* #* #* #*
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