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DECLARATION OF NATHANIEL E FRANK-WHITE

| am a Records Request Processor at the Internet Archive. | make this declaration
of my own personal knowledge.

The Internet Archive is a website that provides access to a digital library of Internet
sites and other cultural artifacts in digital form. Like a paper library, we provide
free access to researchers, historians, scholars, and the general public. The Internet
Archive has partnered with and receives support from various institutions,
including the Library of Congress.

The Internet Archive has created a service known as the Wayback Machine. The
Wayback Machine makes it possible to browse more than 450 billion pages stored
in the Internet Archive's web archive. Visitors to the Wayback Machine can search
archives by URL (i.e., a website address). If archived records for a URL are
available, the visitor will be presented with a display of available dates. The visitor
may select one of those dates, and begin browsing an archived version of the Web.
Links on archived files in the Wayback Machine point to other archived files
(whether HTML pages or other file types), if any are found for the URL indicated
by a given link. For instance, the Wayback Machine is designed such that when a
visitor clicks on a hyperlink on an archived page that points to another URL, the
visitor will be served the archived file found for the hyperlink’s URL with the
closest available date to the initial file containing the hyperlink.

The archived data made viewable and browseable by the Wayback Machine is
obtained by use of web archiving software that automatically stores copies of files
available via the Internet, each file preserved as it existed at a particular point in
time.

The Internet Archive assigns a URL on its site to the archived files in the format
http://web.archive.org/web/[Year in yyyy][Month in mm][Day in dd][Time code in
hh:mm:ss]/[Archived URL] aka an “extended URL”. Thus, the extended URL
http://web.archive.org/web/19970126045828/http://www.archive.org/ would be the
URL for the record of the Internet Archive home page HTML file
(http://www.archive.org/) archived on January 26, 1997 at 4:58 a.m. and 28
seconds (1997/01/26 at 04:58:28). The date indicated by an extended URL applies
to a preserved instance of a file for a given URL, but not necessarily to any other
files linked therein. Thus, in the case of a page constituted by a primary HTML file
and other separate files (e.g., files with images, audio, multimedia, design
elements, or other embedded content) linked within that primary HTML file, the
primary HTML file and the other files will each have their own respective extended
URLs and may not have been archived on the same dates.

Attached hereto as Exhibit A are true and accurate copies of screenshots of the
Internet Archive's records of the archived files for the URLS and the dates specified
in the attached coversheet of each printout.
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7. Attached hereto as Exhibit B are true and accurate copies of the Internet Archive's
records of the archived files for the URLs and the dates specified in the attached
coversheet of each file.

8. I declare under penalty of perjury that the foregoing is true and correct.

DATE: December 12, 2022 Nathanidd & Franf-U iz

Nathaniel E Frank-White
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https://web.archive.org/web/20031009145023/http:/developer.intel.com/design/servers/IPMI/
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# Home Computing ~ * Business Computing  * Developer # Resller / Solutions Advanced Search

Developer

Hardware Design

Software Development

Download Software/Drivers

= - Intelligent Platform
SesckeiTrains & ol Management Interface

R&D/ntiatives

New revision available (updated on 10/1/03):

« IPMI v2.0 DRAFT specifications for Adopters Review

. in This document presents proposals for new "Serial Over LAN" and "RMCP+" (Remote
JTechnologies Management Control Protocol+) extensions to the IPMI v1.5 specifications.

Intel® SMaRT Tool

Server Support + Addenda, Errata, and ClI document revision 4 for IPMI v1.5 rev 1.1

Resellers & Dealers specification

Communiy This revision lists the cumulative addenda, errata, and clarifications against the rev.
Industry Technologies and 1.1 release of the IPMI v1.5 specification. This errata adds two items, E268 and E291,
‘Srecifications that were missing in the errata 3 document but were present in the associated 9/12/03
Intel® Solution Services markup.

Intel® Technical
Documentation Center « |PMI v1.5 rev 1.1 specification markup for errata revision 4

This is a version of the IPMI v1.5 rev 1.1 specifications with revisions marked per the

Addenda, Errata, and Clarifications document revision 4. This replaces the 9/12/03
1PMI Home markup that accompanied errata 3. The previous markup missed including the
—— optional 5th byte for the Get Chassis Status command that was part of errata E317.

‘Specifications

Recent Updates (updated on 5/02/03):

Developer

License Agreements « IPMIv15C Test Suite (ICTS) Prototype 5.05 4/15/03

Industry Adopters Includes IPMI v1.0 and IPMI v1.5 automated conformance tests, IPMI v1.5 CMDTOOL
‘Support for manual IPMI v1.5 testing, support for PCI* card based IPMB and SMBus testing,
SAF.TE Home and support for IPMI v1.5 new interfaces including LAN, Serial and SMBus. ICTS 5.05

is the latest update and adds new functional and interface protocol tests for IPMI 1.5
and includes some bug fixes as well.

+ ICMB Specification V1.0 Document Revision 1.3 4/2/03
ICMB v1.0 Revision 1.3 adds hew commands for supporting Group Chassis Control
capabilities. Group Chassis Control provides a mechanism to enable power, reset,
and diagnostic interrupt control of multiple chassis using a single broadcast command
on the ICMB.

» |PMI v1.5 Reference Driver for 1A-64 and IA-32 under Windows* .NET/2000 OS
IPMI 1.5 reference driver implementation for IA-64 and 1A-32 under Windows*
NET/2000 OS available to IPMI adopters only.

« IPMI v1.5 Revision 1.1 2/20/02
Intel Corporation, Hewlett Packard Company, NEC Corporation, and Dell Computer
Corporation are pleased to announce the availability of revision 1.1 of the Intelligent
Platform Management Interface (IPMI) v1.5 specifications. This update of the IPMI
v1.5 specification incorporates important errata and addenda that address issues
discovered in the original revision 1.0 release of the specification. A companion
addenda and errata document (revision 5, below) separately lists the errata and
addenda that have been included.

To receive notification of website updates and upcoming industry events, please send us
your email address and name using the feedback form.

Intel Corporation, Hewlett Packard Company, NEC Corporation, and Dell Computer
Corporation are pleased to announce the availability of version 1.5 of the Intelligent Platform

Interface (IPMI) if i IPMI defines common interfaces to "intelligent"
hardware used to monitor a server's physical health characteristics, such as temperature,
voltage, fans, power supplies and chassis. These capabilities provide information that
enables system management, recovery, and asset tracking which help drive down the total
cost of ownership (TCO). The new interfaces in IPMI v1.5 facilitate the management of rack-
mounted Internet servers and systems in remote environment over serial, modem and LAN
connections. A superset of version 1.0, IPMI v1.5 also includes new capabilities to
automatically alert IT managers of system errors and enable immediate system recovery.
These new capabilities combined with the remote management functionality allow IT
managers to manage their servers and systems, regardless of system health, power state or
supported i media. The il Il will enable
server OEMs to quickly bring new server hardware with these advanced capabilities to
market efficiently and cost effectively. See IPMI v1.5 and IPMI v1.0 press announcements for
additional information.

Contributors Agreement:

Before contributing feedback to the IPMI ificati a Contril greement must be
signed. Al feedback will be carefully tracked, evaluated and incorporated as appropriate
however there is no guarantee that feedback will be included in the future releases of the
specifications. Please follow the steps below:

1. Download and print the Contributors Agreement.
2. Sign the Contributors Agreement
3. Fax Contributors Agreement to (please include your email address):
Intel Corporation
Attn: IPMI Initiative
Fax: (503) 712-1428
4. A website address will be sent to you via email immediately upon receiving your
signed Contributors Agreement. From this website you will be able to provide your
feedback.

Adopters Agreement:

Before implementing the IPMI, IPMB or ICMB specifications, a royalty-free reciprocal patent
license must be signed. Please follow the steps below to sign the IPMI Adopters Agreement:

1. Download and print 2 copies of the Adopters Agreement.
2. Sign both copies and send to:

Intel Corporation

JF5-301

5200 N.E. Elam Young Parkway
Hillsboro, OR 97124-6497

Attn: Fadi Zuhayri

3. Include mailing address. One copy will be sent back for your records.
For general questions and comments submit your feedback here.

THESE SPECIFICATIONS ARE PROVIDED "AS IS" WITH NO WARRANTIES, and subject
to change without notice

back to top

Legal Information | Privacy Poli ©2003 Intel Corporation
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https://web.archive.org/web/20030610155215/http://support.intel.com/idf/us/spr2003/presentations/S03US
OSAS41_0S.pdf
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Advances in Intelligent Platform
Management

Tom Slaight

Server Management Architect
Enterprise Platforms Group

Intel Corporation

- Intal
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Agenda

* IPMI Update
* New system directions for IPMI
* New components for IPMI
e IPMI future directions

e Summary

| i [Pp——

. vl
In Itanium® is a trademark or registered trademark of Intel Corporation or its subsidiaries in the United States or (FD |
other countries.” Lenov n"lm .
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Introduction

* Audience:
Architects, Technical Managers, Firmware
Leads, and Hardware Designers

—Involved in architecture, component selection,
debug, test, or design of server baseboard and
peripheral management subsystems

* Focus: IPMI-based implementations
— Hardware and software components

Lenov
Ex. 1039 - Page 104
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IPMI

 Defines a standardized,

Intelligent

Platform abstracted, message-based
Management interface to intelligent platform
Interface management hardware

 Defines standardized records for
describing platform management
devices and their characteristics

Promoters:‘ In'l'el H[ﬁfn EE&"ESFH NEC H DAL \

Adopters: Over 138 and growing

http://developer.intel.com/design/servers/ipmi

intel
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Initiative News

United States Home | Select a Location o wtact U= | About Intel
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Download Software/Drivaers
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RE&Dnitiatives

® sarver home

New \0‘

e‘ o erence Driver for 18-54 and 14-32 under YWindows® NET/Z2000 O5
eference driver implementation for lA-B4 and 1A-32 under
ws META000 O available ta IPMI adapters anly.

((\‘b»o dated on 8/05/02):;

Senver Building Blodks

tanium™ Processor Family
Hardware Developers
Resource Center

\.
cotes Bes g 60 IPMI 1.5 Conformance Test Suite (ICTS) Prototype 5.02
o e i ool QQ Includes IPMI 1.0 and IPMIw1.5 automated conformance tests, IPMI w15 CMOTOOL
for manual [PMI v1.5 testing, support for PCI card based IPMB and SMBus testing,
and support for IPMI 1.5 new interfaces including LAN, Serial and SMBus. ICTS 5.02
15 an update to ICTS 5.01 and adds new tests for IPMI 1.5 commands and includes

Toolz & Resou
UT(E DL s E = =

developer.intel.com/design/servers/ipmi Dﬂ@mfr

Commu

Related Sits

lnté * Other names and brands may be claimed as the property of others. LenovEOIUM .
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New system directions for IPMI
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New System Directions for IPMI

 Modular Systems

— Advanced TCA &
General Modular

 Low Cost Systems
— Low cost BMCs
—Add-in BMCs

 Group Managed Systems
—IPMI for Group Chassis Control

IPMI grows to enable competitive B
features across server classes |Developer
| al

i I'Itel LenovE™OIUM

Ex. 1039 - Page 14ipring 2003



IPMI v1.5 Architecture

LAN MODEM Remote ICMB
Mgmt. Card

q

| Serial

Bridge
Controller

1

IPMB (12C)

RS-232

Baseboard NV Store

SMBus/PCl Mgmt. Bus Mgmt.

Controller
|2C/SMBUS (BMC)

SENSORs
& control
circuitry

PCI

System Interface
System Bus

Satellite

Mgmt.
Controller

sensors
& control
circuitry

I12C /| SMBus

FRU SEEPROM

Chassis

il'ltel. IPMI Messages

8

—Intel
Develoosr
Lenovm -J
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Modular Systems _ Rergg;z g’llgmt
IPMI Architecture | Smer [ ww

compute. [|compute. []|i/o node mgmt
node node module

“Satellite || Sateliite |§] Satellite

Controller |l Controlier [ij] Controller

Backplane Mgmt Bus

NMN| Satellite
chassis {AD {AD Controller

IPMI Messages <=

Intel
More info in OSAS135: “Using IPMI Platform Ba*ﬁJ;;_:,.ar
Management In Modular Computer Systems” LenoviFOIUM —
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Modular Systems

IPMI Spec Extensions

e Entity information
extensions to identify node
location in a given chassis

* Options to coordinate
Node/FRU removal and
replacement

« Management Bus ‘failover’

status

— Supports redundant
management bus
connections

intgl

10

Intel
[Developer
LenovFalm -J
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Low-cost systems

Baseline ‘mini’ BMCs

 IPMI Conformant ‘Baseline’ BMC
— Covers mandatory IPMI BMC features

* ‘Turnkey’ firmware with limited
customization and chassis support

—“NVRAM” configurable to motherboard
sensors

— Minimized support for IPMI options
— E.g. May be ‘LAN only’
— May have limited options such as # of Users

 Small, low pin-count packaging...

Intel

_,,-'__._._,_._,. _.-J.

intel LenovFDnJm. .
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Low-cost Systems

SSIF - SMBus System Interface
SSIF LAN ‘side-

IPMI system I/F / band’ A
SMBus

South
=ile[s[-=8 smBAlert
System Bus /

sensor
polling
bus

Monitor

Sensor
FRU Connections

12 Ex. 1039 - Page 19ifxing 2000



Low-cost Systems

SSIF - SMBus System Interface

* Provides BMC system interface access via SMBus

— Low pin count
— Relies on controller-specific SMBus drivers

* BMC accessed as SMBus Slave device
— Requests delivered using ‘Block Write’ protocol
— Responses retrieved using ‘Block Read’ protocol
— SMBAIlert signal status change/message available
— ‘Get Status’ command allows interface status to be
polled

— Includes ability to write/read more than 32 data bytes
using two SMBus transactions

* New ‘Reserve Device’ command
— Optional command directs BMC to suspend access to
specified device for xx milliseconds
— Resolves access to ‘shared’ SMBus devices r Intel |

- J e R T
e W LML ]

intel LenovFDnJm.l'
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Low-cost Systems

SSIF - Message Formats

Write _Message:
Sends encapsulated IPMI message data to controller

Format: Slave Addr | 0b, CMD=Write_Msg, Length,
Message Data, CHECKSUM

Read Message:
Retrieves encapsulated IPMI message data from controller

Format: Slave Addr | 0b, CMD=Read_Msg, Slave Addr | 1b,
Length, Message Data, CHECKSUM

Get Status:

Indicates message data available for reading, or error/busy status
of interfaces
Format: Slave Addr | 0b, CMD=Get_Status, Slave Addr | 1b,
Length, Message Data, CHECKSUM —Intel
| Developer

i nté LenovE™OIUM : |

. wpring L0003
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Low-cost systems

Multi-level BMC Options

RS-232
chassis
r—
1

LAN

o4
|| | ] || J

SMBus
SMBAlert
PCI

E1ET') Baseline

BMC
System Bus /

Acts as ‘Satellite
Controller’ to ‘Full’ BMC

1
1
1
1
1
|
DOWer, reset |
:
|
|
|

sensor
connections

Intel
. Low Cost Options enable IPMI [Developer
ll'ltel for all Server classes LenovérORUM —
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Group Managed Systems

ICMB Group Chassis Control

Chassis Control single broadcast
— power on/off, reset, diagnostic interrupt

* Group-specific operation enables, e.qg.
— “Group 1” enabled for power-on, -off, reset
— “Group 2” enabled for power-on only

Enables Power/reset sequencing

 Enables ‘one button’ power on

— e.g. pressing power button on compute
chassis automatically powers up
associated peripheral chassis

e Enables ‘service lockouts’

— e.g. powering down a chassis blocked until
all ‘controlling members’ have requested
same power state

intel

16

| Develooer

Lenovj 'DI um

Ex. 1039 - Page 23411
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Group Management Systems

ICMB Group Chassis Control

Chassis A Chassis A
Group 10 Group 10
Control Members: H1, H2 Control Members: H1, H2
Host! |Host Capabilities: Pwr off Capabilities: Pwr off
H1 H2
Members: H1
Capabilities: Pwr on/off, reset

ICMB

Up to 255 different control groups per ICMB
Each chassis can belong to up to 4 control groups

A single ‘Group Chassis Control’ command can be targeted to
4 different control groups

Each group has up to 16 ‘controlling members’
Members can ‘request’ or ‘force’ the control state —Intel

e
_,-"T.-' _rJ_.-'._.-r

Lenovj ﬂ-' Ul _| I
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Agenda

* New components for IPMI
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e W LML ]
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Components

National Semiconductor “Mini” BMC

e PC87431M* - Targets IPMI LAN remote mgmt.
— supports monitoring by local mgmt. s/w via SMBus
— configurable sensor polling

* Internal FLASH, RAM, NVRAM
— up to 512 bytes NV available for OEM use

e Authenticated IPMI LAN support for:

— System reset, SMI/NMI, and power control
— settable ‘Boot Options’

— FRU, System Event Log, and SDR access
— Sensor access

— Alerting via IPMI/PET SNMP Traps
e Platform Event Filtering

— configurable actions on events

— power control, reset, fault light, NMI/SMI, and alert

. sveloper
|
Inu * Other names and brands may be claimed as the property of others. LenovFﬁm :
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Components

IPMI Software
IPMI Web Site

e Reference drivers

— for Itanium™ Architecture and IA-32 under
Windows* .NET/2000 and Linux

 |[PMI Conformance Test Suite

— Serves as both validation and development tool

developer.intel.com/design/servers/ipmi

L] I |
Inu * Other names and brands may be claimed as the property of others. Lenovj orum -
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Components

IPMI Software
OSA Technologies

 Management Applications for IPMI
— “Remote Console” applications
and IPMI Drivers
* Firmware engineering also available
— SDKs for popular BMCs

— Supports IPMI v1.5 and
out-of-band access (serial, LAN)

* IDF LAB Thursday

““Exploring Remote Manageability Building Blocks
for Next Generation Servers and Devices”

IPMI components improve TTM —Intel
: and reduce design cost |Developer
Inté LenovFDn.'n |

. apring L0
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 |[PMI future directions
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IPMI Future Directions

Technology Transitions

2003 2004
Q1 | Q2 | Q3 | @4 O Q2 | Q3 | Q4

Technology

EulllBMCTw/dedicated [EAN

Full BMCs
EUNRBIVIGESdEenandsEAN

Blade BMCs Blade-focused BMCs + side-band LAN

BaselineBMCs [N

Add:on|BMCSTE. SEUNBCEataEehioption

integrated BMCs . 'BMC+%77 combined |

IPMI o0

EVIEWYieliy

Update next IDF [Devsloper
té Lenova.:ﬂ'l.I'ﬁ-J

Ex. 1039 - Page 304115 20005

i42). ()

23



IPMI Future Directions

IPMI ‘2.0’ Proposals

intel

Serial redirection over LAN

Terminal mode extensions (improved ‘CLI’

ASF Alignment

— Common authentication protocols

)

— Smoothes ASF to IPMI transition between desktop and

sub-entry server systems

Modular (blade) support
— blade/chassis relationship, blade power mgmt.,
— AdvancedTCA support (formerly ‘CompactPCI')

IPMI over Web
— enabling technology for IPMI over Web (may be

IPMI continues to evolve

valuable new capabilities

etc.

post 2.0)

Ex. 1039 - Page 3%pring 2003






intel

Summary

* IPMI grows to enable competitive features
across server classes

* Third party components improve TTM and
reduce design cost

 |IPMI continues to evolve valuable new
capabilities

developer.intel.com/design/servers/ipmi
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Glossary

BMC
FRU

ICMB

IPMB

IPMI

OOB

PEF

Baseboard Management Controller.

Field Replaceable Unit. A field replaceable component such as a
board, module, fan, power supply, etc.

Intelligent Chassis Management Bus. The ICMB provides a
dedicated management bus that enables delivering IPMI messages
and alerts between multiple host and peripheral chassis.

Intelligent Platform Management Bus. Name for the architecture,
protocol, and implementation of a special bus that interconnects the
baseboard and chassis electronics and provides a communications
media for system platform management information.

Intelligent Platform Management Interface. IPMI defines a common,
abstracted, and self-descriptive interface for platform management
hardware that monitors server characteristics such as temperature,
voltage, fans, power supplies, and chassis.

Out-of-Band. System platform management access that does not
involve going through the OS or other software running on the main
processors of the managed system.

Platform Event Filtering. A feature in IPMI that enables the BMC to
generate a selectable action (e.g. power on/off, reset, send Alert,
etc.) when a configurable event occurs on the management system.

LenovFﬁm : |

Ex. 1039 - Page 3411



Glossary

SAF

SAF-HPI

SAF-TE

SDR

SEL

Service Availability Forum. Standards body consisting of Telco
platform and software vendors that is defining RAS standards
including UCMI

Server Availability Forum - Hardware Platform Interface. Name for a
set of APIs and structures for representing and accessing platform
management hardware.

SCSI Accessed Fault-Tolerant Enclosures. SAF-TE provides a
mechanism that enables RAID fault information to be sent to the
hot-swap backplane via SCSI.

Sensor Data Record. SDRs provide the information that tells
management software what sensors, events, management
controllers, and FRU information is available from a given IPMI
implementation.

System Event Log. A non-volatile storage area and associated
interfaces for storing system platform event information for later
retrieval.

Lenovj ﬂl Ul | I
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IP Filter Based Firewalls HONTO

Brendan Conoboy <synk@swcp.com>
Erik Fichtner <emf@obfuscation.gr

Mon Aug 28 23:41:36 EDT 2000

Abstract: This document is intended to introduce aneser to the IP Filter firgalling package
and, at the same time, teach the user some basic fundamentals of geabictfasgn.

1. Introduction

IP Filter is a great little firgall package. It does just aboutverything other free fineals (ipfwadm,
ipchains, ipfw) do, bt it's dso portable and does neat $tilife others dom’ Thisdocument is intended to
malke ome cohesie €nse of the sparse documentation presentjaale for ipfilter Some prior &miliar
ity with paclet filtering will be useful, he@ever too much &miliarity may mak this document a aste of
your time. For greater understanding of fwells, the authors reccomend readiBgilding Internet kre-
walls, Chapman & Zwicl, O'Reilly and Associates; antiCP/IP lllustrated, \Wlume 1 Stevens, Addison-
Wesley.

1.1. Disclaimer

The authors of this document are not responsible fpdamages incurred due to actionsaalbased
on this document. This document is meant as an introductiouiltbnig a firavall based on IP-Filter If
you do not feel comfortable taking responsibility for yownaactions, you should stop reading this docu-
ment and hire a qualified security professional to install yowvdiréor you.

1.2. Copyright

Unless otherwise stated, MO documents are cgpighted by their respeet aithors. HQVTO
documents may be reproduced and distat in whole or in part, in gmedium plysical or electronic, as
long as this cogright notice is retained on all copies. Commercial redigtidln is allaved and encour
aged; havever, the authors wuld like to be notified of ary such distrilutions.

All translations, dewiative works, or aggrgate works incorporating anHOWTO documents must be
covered under this copight notice. That is, you may not produce a detive work from a HQVTO and

Lenovo
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impose additional restrictions on its distriilon. Exceptions to these rules may be granted under certain
conditions; please contact the WO coordinator

In short, we wish to promote dissemination of this information through ag channels as possible.
However, we do wish to retain cogright on the HOVTO documents, and awld like to be rotified of ary
plans to redistribte the HOVTOs.

1.3. Where to obtain the important pieces
The oficial IPF homepage is athttp://coombs.anu.edu.au/ avalon/ip-filteim|>
The most up-to-dateevsion of this document can be found<dittp://wwwobfuscation.ay/ipf/>

2. BasicFirewalling

This section is designed tarhiliarize you with ipfilters syntax, and firevall theory in general. The
features discussed here are featuresllybond in ary good firavall package. This section will gie you a
good foundation to ma&kreading and understanding the adwed sectionery easy It must be emphasized
that this section alone is not enough tidda good firevall, and that the adanced section really is required
reading for apbody who vants to bild an efective scurity system.

2.1. ConfigFile Dynamics, Order and Pecedence

IPF (IP Filter) has a config file (as opposed tq sayning some command @g and agin for each
new rule). Theconfig file drips with Unix: Theres ane rule per line, the "#" mark denotes a comment, and
you can hee a ule and a comment on the same lifxtraneous whitespace is alled, and is encouraged
to keep the rules readable.

2.2. BasicRule Processing

The rules are processed from top to bottom, each one appended after. ahoiheuite simply
means that if the entirety of your config file is:

block in all
pass in all
The computer sees it as:
block in all
pass in all

Which is to say that when a pa&ticomes in, the first thing IPF applies is:

block in all

Should IPF deem it necessary tovaan to the net rule, it would then apply the second rule:

pass in all

At this point, you might \ant to ask yourself "auld IPF m@e m to the second rule?'f you're
familiar with ipfwadm or ipfw you probably wn’t ask yourself this.Shortly after you will become bwil-
dered at the weird ay paclets are alays getting denied or passed whenytheouldnt. Mary packet fil-
ters stop comparing pagts to rulesets the moment the first match is made; IPF is not one of them.

Unlike the other pacddt filters, IPF keps a flag on whether or nossigping to pass the paek
Unless you interrupt the fig IPF will go through the entire ruleset, making its decision on whether or not
to pass or drop the paskbased on the last matching rulEhe scene: IP Filtes’an duty. It's been been
scheduled a slice of CPU timé.has a checkpoint clipboard that reads:
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block in all
pass in all

A packet comes in the inteate and is time to go to wrk. Ittakes a look at the paek it tales a look at
the first rule:

block in all

"So far | think I will block this packt" says IPF It takes a look at the second rule:

pass in all

"So far | think | will pass this pa&k" says IPF It takes a look at a third ruleThere is no third rule, so it
goes with what its last mettion was, to pass the pastkonwvard.

It's a good time to point out thawen if the ruleset had been

block in all
block in all
block in all
block in all
pass in all
that the paost would still hare gone through.There is no cumulaté dfect. Thelast matching rule alays

takes precedence.

2.3. Controlling Rule Processing

If you have experience with other paek filters, you may find this layout to be confusing, and you
may be speculating that there are problems with portability with other filters and speed of rule matching.
Imagine if you had 100 rules and most of the applicable ones were the first 10. dhktdoeva terrible
overhead for gery paclet coming in to go through 100 rulegesy time. Fortunately there is a simple
keyword you can add to gmrule that maks it tale action at that matchThat keyword isquick .

Heres a nodified copy of the original ruleset using tlopiick  keyword:
block in quick all
pass in all

In this case, IPF looks at the first rule:

block in quick all

The packt matches and the search &0 The packt is epunged without a peeplhere are no notices,
no logs, no memorial servic&€ake will not be sered. Sowhat about the ne rule?

pass in all

This rule is neer encountered. Itould just as easily not be in the config file at dlhe sweeping
match ofall and the terminal éyword quick from the preious rule mak certain that no rules are fol-
lowed aftervard.

Having half a config file laid to aste is rarely a desirable staten the other hand, IPF is here to
block paclets and as configured,sttbing a \ery good job Nonetheless, IPF is also here to let some pack-
ets through, so a change to the ruleset toenttak possible is called for

2.4. Basidfiltering by IP address

IPF will match packts on may criteria. Theone that we most commonly think of is the IP address.
There are some blocks of address space from which we shougddgee trafic. Onesuch block is from
the unroutable netorks, 192.168.0.0/16 (/16 is the CIDR notation for a netmask. may be moredmil-
iar with the dotted decimal format, 255.255.0lBF accepts both)lf you wanted to block 192.168.0.0/16,
this is one &y to do it:

block in quick from 192.168.0.0/16 to any
pass in all

Now we havea less stringent ruleset that actually does something foLets. imagine a paekt comes in
from 1.2.3.4.The first rule is applied:

Lenovo
Ex. 1039 - Page 39



block in quick from 192.168.0.0/16 to any
The packt is from 1.2.3.4, not 192.168.*.*, so there is ho mafe second rule is applied:

pass in all

The packt from 1.2.3.4 is definitely a part afl , so0 the packt is sent to whater it's destination hap-
pened to be.

On the other hand, suppose wevdha m@mcket that comes in from 192.168.1.Zhe first rule is
applied:

block in quick from 192.168.0.0/16 to any

Theres a match, the packt is dropped, and thatthe end. Again, it doesrt move b the second rule
because the first rule matches and containquitek keyword.

At this point you can tild a fairly extensve st of definitve aldresses which are passed or béatk
Since weve dready started blocking ate address space from entering ounfag lets tale care of the
rest of it:

block in quick from 192.168.0.0/16 to any
block in quick from 172.16.0.0/12 to any
block in quick from 10.0.0.0/8 to any
pass in all

The first three address blocks are the unroutable IP gpace.

2.5. Controlling Your Interfaces

It seems ery frequent that companiesvieainternal netwrks before the want a link to the outside
world. In fact, it's probably reasonable to say tlzathe main reason people considenvialis in the first
place. Themachine that bridges the outsidend to the inside warld and vice ersa is the routerWhat
separates the router fromyasther machine is simple: It has more than one iatexf

Every paclet you recige mwmes from a netark interface; gery paclet you transmit goes out a net-
work interface. Sayyour machine has 3 intades,lo0 (loopback),xl0 (3com ethernet), antln0
(FreeBSD$ generic tunnel intedce that PPP uses)tbyou dont want packts coming in on théun0
interface?

block in quick on tunO all
pass in all

In this case, then keyword means that that data is coming in on the namedanterflfa packet comes
in on tun0 , the first rule will block it. If a paclet comesn on 100 orinon xI0 , the first rule
will not match, the second rule will, the patkvill be passed.

2.6. UsingIP Addr ess and Interface ©gether

It's en odd state of déirs when one decides it best tovhahetun0 interface up, bt not allav any
data to be recied from it. The more criteria the firgall matches aginst, the tighter (or looser) the fire-
wall can become.Maybe you vant data fromtunO , but not from 192.168.0.0/167This is the start of a
powerful firewall.

block in quick on tunO from 192.168.0.0/16 to any
pass in all
Compare this to our pvious rule:

block in quick from 192.168.0.0/16 to any

pass in all

The old vay, dl traffic from 192.168.0.0/16, gerdless of inteidice, vas completely bloadd. Thenew
way, usingon tun0 means that i§ anly blocked if it comes in on theuinO interface. Ifa paclet arrived
on thexlO interface from 192.168.0.0/16, itould be passed.

T See rfc1918 akhttp://wwwfags.og/rfcs/rfc1918.html>
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At this point you can tild a fairly extensve st of definitve aldresses which are passed or béatk
Since weve dready started blocking pate address space from entertngO , lets tale care of the rest of
it:

block in quick on tunO from 192.168.0.0/16 to any

block in quick on tunO from 172.16.0.0/12 to any

block in quick on tun0 from 10.0.0.0/8 to any

block in quick on tunO from 127.0.0.0/8 to any

pass in all
You've dready seen the firstidock s, ut not the fourth.The fourth is a lagely wasted class-A netwk
used for loopbackMuch softwvare communicates with itself on 127.0.0.1 so blocking it fromxaereal

source is a good idea.

Theres a \ery important principle in paek filtering which has only been alluded to with thevgia
network blocking and that is this: When you kmtheres certain types of data that only comes from certain
places, you setup the system to onlywltbat kind of data from those placds. the case of the unroutable
addresses, you knothat nothing from 10.0.0.0/8 should be g ontun0 because you ka ro way to
reply to it. It's an illegitimate packt. Thesame goes for the other unroutables as well as 127.0.0.0/8.

Many pieces of soft@re do all their authentication based upon the gt&ckriginating IP address.
When you hae an internal netwrk, say 20.20.20.0/24, you kndhat the only trdfc for that internal net-
work is going to come éthe local ethernetShould a padkt from 20.20.20.0/24 ané ove a FPP dialup,
it's perfectly reasonable to drop it on the floarput it in a dark room for interr@gion. Itshould by no
means be allwed to get to its final destinatiorYou can accomplish this particularly easily with what you
already knav of IPE The nav ruleset vould be:

block in quick on tun0 from 192.168.0.0/16 to any
block in quick on tunO from 172.16.0.0/12 to any
block in quick on tunO from 10.0.0.0/8 to any
block in quick on tun0 from 127.0.0.0/8 to any
block in quick on tun0 from 20.20.20.0/24 to any
pass in all

2.7. Bi-Directional Filtering; The "out" K eyword

Up until nav, we've keen passing or blocking inbound fiaf To darify, inbound trdfic is all trafic
that enters the firgall on ary interface. Cowersely, outbound trdfic is all trafic that leaes on any inter
face (whether locally generated or simply passing through)s means that all paets coming in are not
only filtered as thg enter the firavall, they're also, filtered as tlgeexit. Thusfar theres been an implied
pass out all that may or may not be desiraBLIe]ust as you may pass and block incominditrafou
may do the same with outgoing fiaf

Now that we knav theres a way to filter outbound pae€its just lile inbound, its yp to us to find a
concievable use for such a thingdne possible use of this idea is ek spoofed paeks from &iting your
own network. Insteadf passing aptraffic out the routeryou could instead limit permitted tfeif to pack-
ets originating at 20.20.20.0/2%ou might do it like this:

pass out quick on tunO from 20.20.20.0/24 to any
block out quick on tun0 from any to any

If a paclet comes from 20.20.20.1/32, it gets sent out by the first Huepaclet comes from 1.2.3.4/32 it
gets blockd by the second.

You can also mad smilar rules for the unroutable addresséfssome machine tries to route a patk
through IPF with a destination in 192.168.0.0/16ywbt drop it? The worst that can happen is that yibu’
spare yourself some bandwidth:

block out quick on tun0 from any to 192.168.0.0/16
block out quick on tun0 from any to 172.16.0.0/12
block out quick on tun0 from any to 10.0.0.0/8

In the narravest vievpoint, this doest’enhance your securitylt enhances werybody elses scurity, and
that's a rice thing to do.As another viepoint, one might suppose that because nobody can send spoofed

T This can, of course, be changed by using -DIFER_DERULT_BLOCK when compiling ipfilter on your system.
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paclets from your site, that your site has leakig as a relay for craeks, and as such is less of ayédr

You'll lik ely find a number of uses for blocking outbound p#sk Onehing to alvays keep in mind
is that in and out directions are in reference to younéitenever any ather machine.

2.8. LoggingWhat Happens; The "log" K eyword

Up to this point, all blookd and passed pagtk hae keen silently blockd and silently passedJsu-
ally you want to knav if you're being attacéd rather than wender if that firevall is really buying you ag
added benefitsWhile | wouldn't want to log gery passed pa&ht, and in some casegegy blocked packt,
| would want to knav about the blockd paclkts from 20.20.20.0/24To do this, we add théog keyword:

block in quick on tun0 from 192.168.0.0/16 to any
block in quick on tun0 from 172.16.0.0/12 to any
block in quick on tunO from 10.0.0.0/8 to any
block in quick on tun0 from 127.0.0.0/8 to any
block in log quick on tun0 from 20.20.20.0/24 to any

pass in all

So far, our firewall is pretty good at blocking paeks coming to it from suspect placest theres ill more
to be done.For one thing, we'e accepting paelts destined amvhere. Onehing we ought to do is mak
sure packts to 20.20.20.0/32 and 20.20.20.255/32 get dropped on the Tioao otherwise opens the
internal netwrk for a smurf attackThese tw lines would prevent our typothetical netwrk from being
used as a smurf relay:

block in log quick on tunO from any to 20.20.20.0/32
block in log quick on tun0 from any to 20.20.20.255/32

This brings our total ruleset to look something lihis:

block in quick on tunO from 192.168.0.0/16 to any
block in quick on tun0 from 172.16.0.0/12 to any
block in quick on tun0 from 10.0.0.0/8 to any
block in quick on tunO from 127.0.0.0/8 to any

block in log quick on tun0 from 20.20.20.0/24 to any
block in log quick on tunO from any to 20.20.20.0/32
block in log quick on tunO from any to 20.20.20.255/32
pass in all

2.9. CompleteBi-Dir ectional Filtering By Interface

So far we hae aly presented fragments of a complete rule¥ghen youre actually creating your
ruleset, you should setup rules forly direction and eery interface. Thelefault state of ipfilter is to pass
paclets. Itis as though there were arvigible rule at the kginning which statepass in all and
pass out all . Rather than rely on some @eft behaiour, make everything as specific as possible,
interface by interdice, until gery base is ceered.

First well start with theloO interface, which wants to run wild and freeSince these are programs
talking to other on the local system, go ahead a&mg it unrestricted:

pass out quick on lo0

pass in quick on loO
Next, theres thexlO interface. Lateion well begin placing restrictions on thd0 interface, lot to start
with, we'll act as thoughwerything on our local netark is trustvorthy and gve it much the same treat-
ment adoO :

pass out quick on xI0
pass in quick on xI0

Finally, theres thetunO interface, which we/e keen half-filtering with up until ne:

block out quick on tun0 from any to 192.168.0.0/16
block out quick on tun0 from any to 172.16.0.0/12
block out quick on tunO from any to 10.0.0.0/8

pass out quick on tunO from 20.20.20.0/24 to any
block out quick on tun0 from any to any

block in quick on tunO from 192.168.0.0/16 to any
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block in quick on tun0 from 172.16.0.0/12 to any
block in quick on tun0 from 10.0.0.0/8 to any
block in quick on tunO from 127.0.0.0/8 to any

block in log quick on tun0 from 20.20.20.0/24 to any

block in log quick on tunO from any to 20.20.20.0/32

block in log quick on tunO from any to 20.20.20.255/32

pass in all
This is a pretty significant amount of filtering alreagsotecting 20.20.20.0/24 from being spoofed or
being used for spoofing-uture @amples will continue to skwone-sideness,ut keep in mind that i for
brevity’s sake, and when setting up youwo ruleset, adding rules fovery direction and eery interface is

necessary

2.10. Contmwlling Specific Piotocols; The "proto" K eyword

Denial of Service attacks are as rampantudfeboverflow exploits. Mary denial of service attacks
rely on glitches in the OS'TCP/IP stack.Frequently this has come in the form of ICMP pat&k. Wly
not block them entirely?

block in log quick on tunO proto icmp from any to any

Now any ICMP trafic coming in fromtunO will be logged and discarded.

2.11. Filtering ICMP with the "icmp-type" K eyword; Mer ging Rulesets

Of course, dropping all ICMP isrfeally an ideal situationWhy not drop all ICMP?Well, because
it's wseful to hae partially enabled.So maybe you ant to leep some types of ICMP tfiafand drop other
kinds. Ifyou want ping and traceroute toovk, you need to let in ICMP types 0 and Htrictly speaking,
this might not be a good ideaythf you need to weigh security @igst conenience, IPF lets you do it.

pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 0

pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 11
Remember that ruleset order is importaBince wefe doing gerything quick we must haee aur pass es
before outblock s, so we really ant the last three rules in this order:

pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type O

pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 11
block in log quick on tunO proto icmp from any to any

Adding these 3 rules to the anti-spoofing rules is a bitytri€ne error might be to put theweCMP rules
at the bginning:

pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type O
pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 11
block in log quick on tunO proto icmp from any to any

block in quick on tun0 from 192.168.0.0/16 to any

block in quick on tunO from 172.16.0.0/12 to any

block in quick on tun0 from 10.0.0.0/8 to any

block in quick on tun0 from 127.0.0.0/8 to any

block in log quick on tunO from 20.20.20.0/24 to any

block in log quick on tunO from any to 20.20.20.0/32

block in log quick on tun0 from any to 20.20.20.255/32

pass in all
The problem with this is that an ICMP type 0 paickom 192.168.0.0/16 will get passed by the first rule,
and neer blocked by the fourth rule Also, since waquick ly pass an ICMP ECHO_REFL(type 0) to
20.20.20.0/24, wek just opened oursedg back up to a nasty smurf attack and nullified those last tw

block rules.Oops. D avoid this, we place the ICMP rules after the anti-spoofing rules:

block in quick on tun0 from 192.168.0.0/16 to any
block in quick on tun0 from 172.16.0.0/12 to any
block in quick on tunO from 10.0.0.0/8 to any
block in quick on tun0 from 127.0.0.0/8 to any

block in log quick on tun0 from 20.20.20.0/24 to any

block in log quick on tunO from any to 20.20.20.0/32

block in log quick on tun0 from any to 20.20.20.255/32

pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type O
pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 11
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block in log quick on tunO proto icmp from any to any
pass in all

Because we block spoofed fiafbefore the ICMP rules are processed, a spoofecepaeaker makes it to

the ICMP rulesetlt’s very important to &ep such situations in mind when giag rules.

2.12. TCPand UDP Ports; The "port" K eyword

Now that weve darted blocking paaits based on protocol, we can start blocking @ackased on
specific aspects of each protocdlhe most frequently used of these aspects is the port nuiSmices
such as rsh, rlogin, and telnet are a&wcomwenient to hae, but also hideously insecure agst network
sniffing and spoofing.One great compromise is to only alldhe services to run internallthen block
them aternally This is easy to do because rlogin, rsh, and telnet use specific TCP ports (513, 514, and 23
respectiely). As such, creating rules to block them is easy:

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port = 513

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port =514

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port = 23
Make aure all 3 are before theass in all and thg'll be closed dffrom the outside (ledéng out
spoofing for breity’s sake):

pass in quick on tunO proto icmp from any to 20.20.20.0/24 icmp-type 0

pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type 11

block in log quick on tunO proto icmp from any to any

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port = 513

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port =514

block in log quick on tunO proto tcp from any to 20.20.20.0/24 port = 23
pass in all

You might also vant to block 514/udp (syslog}l11/tcp & 111/udp (portmap), 515/tcp (Ipd), 2049/tcp and
2049/udp (NFS), 6000/tcp (X11) and so on and so fortlu can get a complete listing of the ports being
listened to by usingetstat -a (orlIsof -i , if you have it installed).

Blocking UDP instead of TCP only requires replagingto tcp  with proto udp . The rule for
syslog would be:
block in log quick on tunO proto udp from any to 20.20.20.0/24 port = 514
IPF also has a shorthandyto write rules that apply to boghoto tcp andproto udp  at the same
time, such as portmap or NF3he rule for portmap auld be:

block in log quick on tunO proto tcp/udp from any to 20.20.20.0/24 port = 111

3. Advanced Firewalling Intr oduction

This section is designed as an immediate Yalljp to the basic sectionContained bel are both
concepts for achnced firavall design, and adanced features contained only within ipfiltédnce you are
comfortable with this section, you should be ableuitdba \ery strong firevall.

3.1. RampantParanoia; or The Default-Deny Stance

Theres a hg problem with blocking services by the port: sometimey theve RPC based pro-
grams are terrible about this, lockd, statdnenfsd listens places other than 2048s awfully hard to pre-
dict, and gen worse to automate adjusting all the timé&/hat if you miss a servicethstead of dealing
with all that hassle, lets stantes with a clean slateThe current ruleset looks Bkhis:

Yes, we really are startingzer. The first rule weae going to use is this:

block in all
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No network trafic gets through. None. Not a peeyou're rather secure with this setufot terribly use-
ful, but quite secureThe great thing is that it doesmake much more to makyour box rather secure, yet
useful too. Lets say the machine this is running on is a webegangthing more, nothing lesdt doesnt
even do DNS lookups. It just wants to tak connections on 80/tcp and thaif. We can do that.We an do
that with a second rule, and you alreadywhow:

block in on tunO all

pass in  quick on tunO proto tcp from any to 20.20.20.1/32 port = 80
This machine will pass in port 80 tfiaffor 20.20.20.1, and dgreverything else.For basic firavalling, this
is all one needs.

3.2. Implicit Allow; The "k eep state" Rule

The job of your fireall is to prevent unwanted trafic getting to point B from point AWe havegen-
eral rules which say "as long as this petcls to port 23, i dkay." We havegeneral rules which say "as
long as this paak has its FIN flag set, st'ckay." Our firewalls don't know the bginning, middle, or end
of arny TCP/UDP/ICMP sessionThey merely hae vague rules that are applied to all petsk WW're left to
hope that the paek with its FIN flag set ishreally a FIN scan, mapping our servicé§e hope that the
paclet to port 23 isrt’an atempted hijack of our telnet sessioWwhat if there vas a vay to identify and
authorize indiidual TCP/UDP/ICMP sessions and distinguish them from port scanners and DoS attacks?
There is aay, it's alled keeping state.

We want covenience and security in oné.ots of people do, that'why Cscos hae an "established"
clause that lets established tcp sessions go thrdpfi.has establishedlpfwadm has setup/established.
They al have tis feature, bt the name isary misleading.When we first sa it, we thought it meant our
paclet filter was leeping track of what &s going on, that it kmeif a connection vas really established or
not. Thefact is, thg're all taking the paakt’'s word for it from a part of the paekarybody can lie about.
They read the TCP paek's flags section and thesethe reason UDP/ICMP dadnivork with it, they have
no such thing.Anybody who can create a pathkvith bogus flags can get by a il with this setup.

Where does IPF come in to play here, you agée¥l, unlike the other firevals, IPF really can &ep
track of whether or not a connection is establish&ad it'll do it with TCP UDP and ICMPnot just TCP
Ipf calls it keeping stateThe keyword for the ruleset ikeep state

Up until nov, we've ld you that paokts come in, then the ruleset gets cleglpackts go out, then
the ruleset gets chee#f. Actually what happens is paets come in, the state table gets cleg¢ckhen
*maybe* the inbound ruleset gets chedk packts go out, the state table gets clegigkhen *maybe* the
outbound ruleset gets chetk Thestate table is a list of TCP/UDP/ICMP sessions that are unquestion-
adely passed through the fiml, circumventing the entire rulesetSound lile a ®rious security hole?
Hang on, it5 the best thing thatver happened to your fiveall.

All TCP/IP sessions a a $art, a middle, and an endvém though thg're sometimes all in the same
paclet). You cant havean end without a middle and you camdvea mddle without a start.This means
that all you really need to filter on is thegbming of a TCP/UDP/ICMP sessioiif. the beginning of the
session is allwed by your firgval rules, you really vant the middle and end to be alled too (lest your IP
stack should werflow and your machines become useled§geping state all@s you to ignore the middle
and end and simply focus on blocking/passing sessions. Ithe nev session is passed, all its subsequent
paclets will be alleved through.If it's Hocked, none of its subsequent patskwill be alleved through.
Heres an example for running an ssh ser{and nothing it an ssh sesr):

block out quick on tun0 all

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 22 keep state
The first thing you might notice is that thereb "pass out" praision. Infact, theres anly an all-inclusie
"block out" rule. Despite this, the ruleset is compleihis is because byeleping state, the entire ruleset is
circumwented. Oncehe first SYN packt hits the ssh segy date is created and the remainder of the ssh
session is allwed to take pace without interference from the fivell. Here’s another &ample:

block in quick on tun0 all
pass out quick on tunO proto tcp from 20.20.20.1/42 to any keep state
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In this case, the sesvis running no servicednfact, it's ot a serer, it's a dient. Andthis client doesn’
want unauthorized paeits entering its IP stack at alHowever, the client vants full access to the internet
and the reply paes that such priedge entails.This simple ruleset creates state entries eryenew out-
going TCP sessionAgain, since a state entry is created, these T@P sessions are free to talk back and
forth as thg please without the hinderance or inspection of thevéiteuleset. We mentioned that this also
works for UDP and ICMP:

block in quick on tunO all
pass out quick on tunO proto tcp from 20.20.20.1/42 to any keep state
pass out quick on tunO proto udp from 20.20.20.1/42 to any keep state

pass out quick on tunO proto icmp from 20.20.20.1/42 to any keep state

Yes Virginia, we can ping.Now we're keeping state on TCRIDP, ICMP. Now we can male autgoing
connections as though theyeb firewall at all, yet would-be attacérs cart get back in. This is \ery handy
because there'mo need to track den what ports wee listening to, only the ports weant people to be
able to get to.

State is pretty hangiut it's dso a bit tricly. You can shoot yourself in the foot in strange and mys-
terious vays. Considethe following ruleset:

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 23

pass out  quick on tunO proto tcp from any to any keep state

block in quick all

block out quick all
At first glance, this seems to be a good setye. dlow incoming sessions to port 23, and outgoing ses-
sions agwhere. Naturallypaclets going to port 23 will hee reply paclets, hut the ruleset is setup in such
a way that the pass out rule will generate a state entry\angtiging will work perfectly At least, youl
think so.

The unfortunate truth is that after 60 seconds of idle time the state entry will be closed (as opposed to
the normal 5 days)This is because the state trackever saw the original SYN paadht destined to port 23,
it only sav the SYN ACK. IPFis very good about follwing TCP sessions from start to finishit it’s not
very good about coming into the middle of a connection, woiteethe rule to look lik this:

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 23 keep state
pass out quick on tunO proto tcp from any to any keep state

block in quick all

block out quick all

The additional of this rule will enter theeny first packt into the state table angeeything will work as

expected. Oncéhe 3-way handshakhas been witness by the state engine, it is athik 4/4 mode, which
means it etup for long-term dataxehange until such time as the connection is tomndwherein the
mode changes a@. You can see the current modes of your state tablepidtat -s

3.3. StatefulUDP

UDP is stateless so naturallysi@é bt harder to do a reliable job okkping state on itNonetheless,
ipf does a pretty good job/NVhen machine A sends a UDP patto machine B with source port X and des-
tination port Y ipf will allow a reply from machine by to machine A with source port Y and destination
port Y. This is is a short term state entaymere 60 seconds.

Heres an example of what happens if we use nslookup to get the IP address oBensmmvcom:

$ nslookup www.3com.com

A DNS paclet is generated:

17:54:25.499852 20.20.20.1.2111 > 198.41.0.5.53: 51979+

The packt is from 20.20.20.1, port 2111, destined for 198.41.0.5, porA53) second state entry is cre-
ated. Ifa packet comes back from 198.41.0.5 port 53 destined for 20.20.20.1 port 2111 within that period
of time, the reply paak will be let through.As you can see, milliseconds later:

17:54:25.501209 198.41.0.5.53 > 20.20.20.1.2111: 51979 g: www.3com.com
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The reply packt matches the state criteria and is let throughthat same moment that patkis let
through, the stateagevay is dosed and no meincoming packts will be alleved in, @en if they claim to
be from the same place.

3.4. StatefullCMP

IPFilter handles ICMP states in the manner that ooeldvecpect from understanding Wo CMP is
used with TCP and UDRnd with your understanding of \wkeep state  works. There are twgeneral
types of ICMP messages; requests and repli&en you write a rule such as:

pass out on tun0 proto icmp from any to any icmp-type 8 keep state

to allov outbound echo requests (a typical ping), the resultant icmp-type @tghek comes back will be
allowed in. This state entry has a @eift timeout of an incomplete 0/0 state of 60 secontlsus, if you
are leeping state on gnoutbound icmp message that will elicit an icmp message in,rgply need a
proto icmp [...] keep state rule.

However, the majority of ICMP messages are status messages generated bgikomenfUDP (and
sometimes TCP), and in 3.4.x and greater IPFiltengs|@MP error status message (semp-type 3
code 3 port unreachable, acmp-type 11  time exceeded) that matches an aetgate table entry that
could hae generated that message, the ICMP padk let in. For example, in older IPFilters, if you
wanted traceroute to ovk, you needed to use:

pass out on tun0 proto udp from any to any port 33434><33690 keep state
pass in on tun0 proto icmp from any to any icmp-type timex

whereas n@ you can do the right thing and justdp state on udp with:

pass out on tun0 proto udp from any to any port 33434><33690 keep state

To provide some protection a@nst a third-party sneaking ICMP messages through yowdfireehen an
active onnection is knen to be in your state table, the incoming ICMP gahdk checkd not only for
matching source and destination addresses (and ports, when appliaablénbpart of the payload of the
paclet that the ICMP message is claiming &sxgenerated by

3.5. FIN Scan Detection; "flags" Keyword, "k eep frags" Keyword
Lets go back to the 4 rule set from thevvas section:

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 23 keep state
pass out quick on tunO proto tcp from any to any keep state
block in quick all
block out quick all
This is almost, bt not quite, satisfctory The problem is that & ot just SYN packts that'e allaved to

go to port 23, anold paclet can get throughWe aan change this by using tiags option:

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 23 flags S keep state

pass out  quick on tunO proto tcp from any to any flags S keep state

block in quick all

block out quick all
Now only TCP packts, destined for 20.20.20.1, at port 23, with a lone SYN flag will bevedlon and
entered into the state tabl&.lone SYN flag is only present as theryfirst packt in a TCP session (called
the TCP handshal and thas really what we vanted all along.Theres & least tvo advantages to thisNo
arbitrary packts can come in and mala mess of your state tabléAlso, FIN and XMAS scans willdil
since thg set flags other than the SYN flagNow all incoming paclets must either be handslealor hae
state alreadylf anything else comes in, #'robably a port scan or a fygd packt. Theres cne exception
to that, which is when a pagkcomes in that'fragmented from its jourye IPF has praisions for this as
well, thekeep frags  keyword. WIth it, IPF will notice and &ep track of paaks that are fragmented,

T Some examples usélags S/SA  instead oflags S . flags S  actually equates tlags SI/AUPRFS  and matches ainst only the SYN
paclet out of all six possible flags, whiflags S/SA  will allow paclkets that may or may notVvethe URG, PSH, FIN, or RST flags s&ome
protocols demand the URG or PSH flags, &f8IAFR would be a better choice for thesewwer we feel that it is less secure to blindly U#SA
when it isnt required. Buit's your firewall.
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allowing the &pected fragments to to go throughets revrite the 3 rules to log fgeries and alle frag-
ments:

pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 23 flags S keep state keep frags

pass out quick on tunO proto tcp from any to any keep state flags S keep frags

block in log quick all

block out log quick all
This works becausevery paclet that should be alleed through mads it into the state table before the
blocking rules are reached. The only scan thes’'tmdetect is a SYN scan itseltf you're truely vorried

about that, you mightven want to log all initial SYN paackts.

3.6. Respondinglo a Blocked Packet

So far, dl of our blocled packts hae keen dumped on the flagdogged or not, wee reve sent
arything back to the originating hosSometimes this ish'the most desirable of responses because in
doing so, we actually tell the attakthat a paait filter is presentlt seems adr better thing to misguide
the attackr into beli@ing that, while thera no packet filter running, thereg’likewise no services to break
into. Thisis where &ncier blocking comes into play

When a service ishifunning on a Unix system, it normally lets the remote hostvkmith some sort
of return packt. InTCR this is done with an RST (Reset) patkWhenblocking a TCP paak, IPF can
actually return an RST to the origin by using teirn-rst keyword.

Where once we did:
block in log on tunO proto tcp from any to 20.20.20.0/24 port = 23
pass in all

We night now do:
block return-rst in log from any to 20.20.20.0/24 proto tcp port = 23

block in log quick on tun0
pass in all

We reed tvo block statements sina@turn-rst only works with TCRand we still want to block pro-
tocols such as UDPCMP, and others.Now that this is done, the remote side will get "connection refused"”
instead of "connection timed out".

It's dso possible to send an error message when somebody sendstag@addDP port on your sys-
tem. Whereasnce you might hae wsed:

block in log quick on tunO proto udp from any to 20.20.20.0/24 port = 111
You could instead use threturn-icmp  keyword to send a reply:

block return-icmp(port-unr) in log quick on tun0 proto udp from any to 20.20.20.0/24 port = 111

According toTCP/IP lllustrated port-unreachable is the correct ICMP type to return when no service is lis-
tening on the port in questiorYou can use anICMP type you lile, lut port-unreachable is probably your
best bet.It's dso the dediult ICMP type foreturn-icmp

However, when usingreturn-icmp , you'll notice that its not very stealtly, and it returns the

ICMP paclet with the IP address of the fivdl, not the original destination of the patk Thiswas fixed
in ipfilter 3.3, and a e keyword; return-icmp-as-dest , has been addedThe nev format is:

block return-icmp-as-dest(port-unr) in log on tun0 proto udp from any to 20.20.20.0/24 port = 111

3.7. Fancy Logging Techniques

It is important to note that the presence of lige keyword only ensures that the patkwill be
awailable to the ipfilter logging déce; /dev/ipl . In order to actually see this log information, one must
be running thépmon utility (or some other utility that reads frofdev/ipl ). Thetypical usage ofog
is coupled withipmon -s  to log the information to syslogAs of ipfilter 3.3, one can moeven control
the logging behdor of syslog by usindpg level keywords, as in rules such as this:
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block in log level auth.info quick on tunO from 20.20.20.0/24 to any

block in log level auth.alert quick on tunO proto tcp from any to 20.20.20.0/24 port = 21
In addition to this, you can tailor what information is being logdeat.example, you may not be interested
that someone attempted to probe your telnet port 500 timegoh are interested that thprobed you
once. Yu can use théog first keyword to only log the first>ample of a paadt. Of course, the
notion of "first-ness" only applies to patk in a specific session, and for the typical kddckackt, you
will be hard pressed to encounter situations where this does whatpecet.eHavever, if used in conjunc-
tion with pass andkeep state , this can be aaluable leyword for keeping tabs on tré.

Another useful thing you can do with the logs is ¢é&f track of interesting pieces of the petak
addition to the header information normally being logghdilter will give you the first 128 bytes of the
paclet if you use théog body keyword. You should limit the use of body logging, as it msiyour logs
very verbose, bt for certain applications, it is often handy to be able to go back aadathkk at the
paclet, or to send this data to another application that xamiee it further

3.8. Puttinglt All T ogether

So nav we havea pretty tight firavall, but it can still be tighter Some of the original ruleset we
wiped clean is actuallyery useful. I'd suggest bringing back all the anti-spoofing &tufhis leaves s
with:

block in on tun0

block in quick on tun0 from 192.168.0.0/16 to any
block in quick on tun0 from 172.16.0.0/12 to any
block in quick on tunO from 10.0.0.0/8 to any
block in quick on tun0 from 127.0.0.0/8 to any

block in log quick on tun0 from 20.20.20.0/24 to any

block in log quick on tunO from any to 20.20.20.0/32

block in log quick on tun0 from any to 20.20.20.255/32

pass out quick on tunO proto tcp/udp from 20.20.20.1/32 to any keep state

pass out quick on tunO proto icmp from 20.20.20.1/32 to any keep state
pass in quick on tunO proto tcp from any to 20.20.20.1/32 port = 80 flags S keep state

3.9. Improving Performance Wth Rule Groups

Let's extend our use of our fivell by creating a much more complicated, and we hope more applica-
ble to the real wrld, example configuration ¢t this &kample, wefe going to change the intade names,
and netwrk numbers.Let's assume that we ka three interfices in our fir@al with interfacesxlO , xI1
andx|2 .

xl0 is connected to our external network 20.20.20.0/26
xI1 is connected to our "DMZ" network 20.20.20.64/26
xI2 is connected to our protected network 20.20.20.128/25

We'll define the entire ruleset in one®p, since we figure that you can read these ruleswy no

block in quick on xI0 from 192.168.0.0/16 to any
block in quick on xI0 from 172.16.0.0/12 to any
block in quick on xI0 from 10.0.0.0/8 to any
block in quick on xI0 from 127.0.0.0/8 to any

block in log quick on xI0 from 20.20.20.0/24 to any
block in log quick on xI0 from any to 20.20.20.0/32
block in log quick on xI0 from any to 20.20.20.63/32
block in log quick on xIO from any to 20.20.20.64/32
block in log quick on xI0 from any to 20.20.20.127/32
block in log quick on xI0 from any to 20.20.20.128/32
block in log quick on xI0 from any to 20.20.20.255/32
pass out on xI0 all

pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 80 flags S keep state
pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 21 flags S keep state
pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 20 flags S keep state
pass out quick on xI1 proto tcp from any to 20.20.20.65/32 port = 53 flags S keep state
pass out quick on xI1 proto udp from any to 20.20.20.65/32 port = 53 keep state

pass out quick on xI1 proto tcp from any to 20.20.20.66/32 port = 53 flags S keep state
pass out quick on xI1 proto udp from any to 20.20.20.66/32 port = 53 keep state

block out on xI1 all

pass in quick on xI1 proto tcp/udp from 20.20.20.64/26 to any keep state

block out on xI2 all
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pass in quick on xI2 proto tcp/udp from 20.20.20.128/25 to any keep state

From this arbitarary>ample, we can already see that our ruleset is becoming unwigtdynake matters
worse, as we add more specific rules to our DMZ ndtywe add additional tests that must be parsed for
evay paclet, which affects the performance of t0 <->xI2 connections. Ifou set up a fingall with

a ruleset lile this, and you hee lots of bandwidth and a moderate amount of cperyene that has aavk-
station on thel2 network is going to come looking for your head to place on a plaBerto keep your
head <-> torso netwk intact, you can speed things along by creating rule groRuse groups allew you

to write your ruleset in a treaghion, instead of as a linear list, so that if your pbks nothing to do with
the set of tests (sasll thosexI1l rules) those rules will ver be mnsulted. 15 smawvhat like having mul-

tiple firewalls all on the same machine.

Here's a smple example to get us started:

block out quick on xI1 all head 10

pass out quick proto tcp from any to 20.20.20.64/26 port = 80 flags S keep state group 10

block out on xI2 all
In this simplistic @ample, we can see a small hint of thevpoof the rule grouplf the paclet is not des-
tined forxI1 , thehead of rulegroup 10 will not match, and we will go on with our testd.the paclet
does match foxll , the quick keyword will short-circuit all further processing at the rootele(rule
group 0), and focus the testing on rules which belomgdap 10 ; namely the SYN check for 80/tcpln
this way, we can re-write the ab@ rles so that we can maximize performance of ouvéie

block in quick on xI0 all head 1

block in quick on xI0 from 192.168.0.0/16 to any group 1
block in quick on xI0 from 172.16.0.0/12 to any group 1
block in quick on xI0 from 10.0.0.0/8 to any group 1
block in quick on xI0 from 127.0.0.0/8 to any group 1
block in log quick on xI0 from 20.20.20.0/24 to any group 1
block in log quick on xI0 from any to 20.20.20.0/32 group 1
block in log quick on xI0 from any to 20.20.20.63/32 group 1
block in log quick on xI0 from any to 20.20.20.64/32 group 1

block in log quick on xI0 from any to 20.20.20.127/32 group 1
block in log quick on xI0 from any to 20.20.20.128/32 group 1
block in log quick on xI0 from any to 20.20.20.255/32 group 1
pass in on xI0 all group 1

pass out on xI0 all

block out quick on xI1 all head 10
pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 80 flags S keep state group 10
pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 21 flags S keep state group 10
pass out quick on xI1 proto tcp from any to 20.20.20.64/26 port = 20 flags S keep state group 10
pass out quick on xI1 proto tcp from any to 20.20.20.65/32 port = 53 flags S keep state group 10

pass out quick on xI1 proto udp from any to 20.20.20.65/32 port = 53 keep state group 10
pass out quick on xI1 proto tcp from any to 20.20.20.66/32 port = 53 flags S keep state
pass out quick on xI1 proto udp from any to 20.20.20.66/32 port = 53 keep state group 10

pass in quick on xI1 proto tcp/udp from 20.20.20.64/26 to any keep state
block out on xI2 all
pass in quick on xI2 proto tcp/udp from 20.20.20.128/25 to any keep state

Now you can see the rule groups in acti¢tor a host on thexl2 network, we can completely bypass all
the checks igroup 10 when wefe not communicating with hosts on that nextv

Depending on your situation, it may be prudent to group your rules by protocaljars/machines,
or netblocks, or whater makes it flav smoothly.

3.10. "Fastroute"; The Keyword of Stealthiness

Even though wet forwarding some paelts, and blocking other pasts, were typically behaing
like a well behaed router should by decrementing the TTL on the paeid ackneledging to the entire
world that yes, there is a hop heBut we can hide our presence from inquigitgpplications lile unix
traceroute which uses UDP pat& with \arious TTL \alues to map the hops betweem wtes. Ifwe want
incoming traceroutes toawk, but we do not \ant to announce the presence of oumfdeas a hop, we can
do so with a rule lik this:
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block in quick on xI0 fastroute proto udp from any to any port 33434 >< 33465

The presence of tHastroute keyword will signal ipfilter to not pass the patkinto the Unix IP stack
for routing which results in a TTL decremerithe paclkt will be placed gently on the output intmé by
ipfilter itself and no such decrement will happépfilter will of course use the systesnfouting table to
figure out what the appropriate output inded really is, bt it will take care of the actual task of routing
itself.

Theres a eason we usedlock quick in our xample, too.If we had usegbass , and if we had
IP Forwarding enabled in oureknel, we wuld end up hang two paths for a paakt to come out of, and
we would probably panic oureknel.

It should be noted, heever, that most Unix krnels (and certainly the ones underlying the systems
that ipfilter usually runs on) ka far more dicient routing code than whakists in ipfilter and this
keyword should not be thought of as ayto imprae the operating speed of your firdl, and should only
be used in places where stealth is an issue.

4. NAT and Proxies

Outside of the corporate dronment, one of the biggest enticements ofafaktechnology to the
end user is the ability to connectvel computers through a commoxternal interéce, often without the
approval, knowledge, or gen consent of their service primer. To those &miliar with Linux, this concept
is calledIP Masqueading but to the rest of the evld it is knawn by the more obscure nameNétwork
Address Tanslation,or NAT for short.

4.1. MappingMany Addr esses Into One Addess

The basic use of AT accomplishes the same thing that Lireui¥® Masquerading function does, and
it does it with one simple rule:

map tun0 192.168.1.0/24 -> 20.20.20.1/32

Very simple. Whenever a packet goes out théun0 interface with a source address matching the CIDR
network mask of 192.168.1.0/24 tt this pathvill be revritten within the IP stack such that its source
address is 20.20.20.1, and it will be sent on to its original destinafibe. system alsodeps a list of what
translated connections are in progress so that it can perfornvéngerand remap the response (which will
be directed to 20.20.20.1) to the internal host that really generated tlet. pack

There is a draback to the rule we ha just written, though.n a lage number of cases, we do not
happen to kn@ what the IP address of our outside link is (if iaisingtun0 or ppp0 and a typical ISP)
so it males setting up our AT tables a chore.Luckily, NAT is snart enough to accept an address of 0/32
as a signal that it needs to go look at what the address of thaadeteeflly is and we canwete our rule
as follavs:

map tun0 192.168.1.0/24 -> 0/32

Now we can load ouiipnat rules with impunity and connect to the outsideri without haing to edit
arything. You do hae o runipf -y  to refresh the address if you get disconnected and redial or if your
DHCP lease changes, though.

Some of you may be amdering what happens to the source port when the mapping hapighs.
our current rule, the paeks source port is changed to the firsagable port on the WT host. Therecan
be instances where we do not desire this \ieltamaybe we ha another firavall further upstream we
have © pass through, or perhaps we use ti#d Most for other things and we wish to limit the amount of

T To be pedantic, what IPFilter prades is really called N&T, for Network and Port Addressranslation, which means we can changg @frthe
source and destination IP Addresses and their source and destinatioTp@tsAT only allows one to change the addresses.

t1 This is a typical internal address space, sinsedti-routable on the Real Internet it is often used for internalarksy You should still block
these paodts coming in from the outsideowd as discussed earlier
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ports that the NT system can consumeipnat helps us here too with thertmap keyword:

map tun0 192.168.1.0/24 -> 0/32 portmap tcp/udp 20000:30000

Our rule nev shoehorns all the translated connections (which cawnbe udp, or tcp/udp ) into the port
range of 20000 to 30000.

4.2. MappingMany Addr esses Into a Bol of Addresses

Another use common use ofAN is to take a gnall statically allocated block of addresses and map
mary computers into this smaller address spadéis is easy to accomplish using what you alreadywkno
about thamapandportmap keywords by writing a rule lig ©:

map tun0 192.168.0.0/16 -> 20.20.20.0/24 portmap tcp/udp 20000:60000

Also, there may be instances where a remote application requires that multiple connections all come from
the same IP addres®Ve can help with these situations by tellingA\Nto datically map sessions from a

host into the pool of addresses andrkvsome magic to choose a port. This uses a ¢yerdkd map-

block as follows:

map-block tun0 192.168.1.0/24 -> 20.20.20.0/24

4.3. Oneto One Mappings

Occasionally it is desirable tove@a ystem with one IP address behind thenaléto appear to hae
a ompletely diferent IP addressOne example of hav this would work would be a lab of computers
which are then attached tanious netwrks that are to be put under some kind of tésthis example, you
would not want to ha&e o reconfigure the entire lab when you could placeAT Nystem in front and
change the addresses in one simple plage. an do that with theimap keyword, for bidirectional map-
ping. Bimap has some additional protections on it to ensure avkrgiate for the connection, whereas
themap keyword is designed to allocate an address and a source porinaiid tiee packt and go on with
life.

bimap tun0 192.168.1.1/32 -> 20.20.20.1/32
will accomplish the mapping for one host.

4.4, SpoofingServices

Spoofing servicesWhat does that va o do with arything? Plenty Lets pretend that we Y a
web serer running on 20.20.20.5, and since weefptten increasingly suspicious of our netl security
we desire to not run this semvon port 80 since that requires a brief lifespan as the root Bsgrhov do
we run it on a less piiedged port of 8000 in thisarld of "arything dot com"?How will anyone find our
sener? We an use the redirectiomdilities of NAT to solve this problem by instructing it to remapyan
connections destined for 20.20.20.5:80 to really point to 20.20.20.5:8D0i8.uses thedr keyword:

rdr tun0 20.20.20.5/32 port 80 -> 192.168.0.5 port 8000

We @an also specify the protocol here, if wanted to redirect a UDP service, instead of a TCP service
(which is the defult). For example, if we had a hogpot on our firavall to impersonate the popular Back
Orifice for Windows, we could sheel our entire netwrk into this one place with a simple rule:

rdr tun0 20.20.20.0/24 port 31337 -> 127.0.0.1 port 31337 udp

Another useful thing thatdr provides is the ability to seleegly redirect connections from specific hosts.
For example, if you had a trusted computer that yanied to access onergion of a service, while you
wanted the rest of theavld to access a dérent \ersion, you could accomplish this with the fellag type

of rdr ruleset:

rdr tunO from 1.2.3.4/32 20.20.20.5/32 port 80 -> 192.168.0.5 port 8001 tcp
rdr tun0 20.20.20.5/32 port 80 -> 192.168.0.5 port 8000 tcp

Lenovo
Ex. 1039 - Page 52



-17-

An extremely important point must be made abmirt : You cannot easilyt use this feature as a "reflec-
tor". E.g:

rdr tun0 20.20.20.5/32 port 80 -> 20.20.20.6 port 80 tcp

will not work in the situation where .5 and .6 are on the same LAheert. Thadr function is applied
to paclets that enter the fingll on the specified inteate. Whera packet comes in that matchesdr
rule, its destination address is thewriten, it is pushed intipf for filtering, and should it successfully
run the @untlet of filter rules, it is then sent to the unix routing cdsimce this paaddt is stillinboundon
the same intedice that it will need to lea the system on to reach a host, the system gets confRediéc-
tors dont work. Neitherdoes specifying the address of the irgeef the paait just came in onAlways
remember thatdr destinations mustxé out of the firevall host on a diferent interbce. Tt

4.5. Transparent Proxy Support; Redirection Made Useful

Since you'e installing a firevall, you may hae decided that it is prudent to use a proxy for ynah
your outgoing connections so that you can further tighten your filter rules protecting your interioaknetw
or you may hee mn into a situation that theAY mapping process does not currently handle properly
This can also be accomplished with a redirection statement:

rdr xI0 0.0.0.0/0 port 21 -> 127.0.0.1 port 21

This statement says thatyapacket coming in on the&l0 interface destined for graddress (0.0.0.0/0) on
the ftp port should be weitten to connect it with a proxy that is running on th&INystem on port 21.

This specific gample of FTP proxying does lead to some complications when used with web
browsers or other automatic-login type clients that arevareof the requirements of communicating with
the proxy There are patches faiS Hrewall Toolkit'sftp-gw to mate it with the nat process so that it can
determine where you were trying to go and automatically send you tkers. proxy packages mowork
in a transparent proxy einonment (Squid forxemple, located dittp://squid.nlannet works fine.)

This application of thedr keyword is often more useful when you wish to force users to authenti-
cate themsebs with the proxy(For example, you desire your engineers to be able to surf the welob
would rather not hae your call-center stafloing so.)

4.6. MagicHidden Within NAT; Application Proxies

Sinceipnat provides a method to vaite paclets as the traverse the firevall, it becomes a con-
venient place to bild in some application &l proxies to mak u for well knavn deficiencies of that
application and typical firealls. For example; FTP We can male aur firewall pay attention to the paeks
going across it and when it notices that éealing with an Actie FTP session, it can write itself some tem-
porary rules, much likwhat happens witkeep state , so that the FTP data connectiororks. 0 do
this, we use a rule lk:

map tun0 192.168.1.0/24 -> 20.20.20.1/32 proxy port ftp ftp/tcp

You must alvays remember to place thigoxy rule before ary portmap rules, otherwise when
portmap comes along and matches the maand revrites it before the proxy gets a chance twkon it.
Remember that ipnat rules are first-match.

There also xst proxies for "rcmd" (which we suspect is beldy r-* commands which should be
forbidden agway, thus we heen’'t looked at what this proxy does) and "raudio" for Real Audio PNM
streams. Likwise, both of these rules should be put befoyepamtmap rules, if youtre doing MT.

T Yes. There is aay to do this.It's © corvoluted that | refuse to use it, thougBmart people who require this functionality will transparently redi-
rect into something l& TIS plug-gw on 127.0.0.1Stupid people will set up a dummy loop intexé pair and doubleweite.

11 This includes 127.0.0.1, by thayv That's an 100. Neathuh?
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5. Loadingand Manipulating Filter Rules; The ipf Utility

IP Filter rules are loaded by using ipé utility. The filter rules can be stored inydile on the sys-
tem, hut typically these rules are stored /&tc/ipf.rules , lusr/local/etc/ipf.rules , or
letcl/opt/ipflipf.rules

IP Filter has tw sets of rules, thactive setand theinactive set By default, all operations are per
formed on the acte ®t. You can manipulate the inagti ®t by adding! to theipf command line. The
two sts can be toggled by using #se command line optionThis is \ery useful for testing merule sets
without wiping out the old rule set.

Rules can also be rewenl from the list instead of added by using thecommand line option,ut it
is generally a safer idea to flush the rule set thatrgadrking on with-F and completely reload it when
making changes.

In summary the easiest ay to load a rule set ipf -Fa -f /etc/ipf.rules . For more
complicated manipulations of the rule set, please sdpffi¢ man page.

6. Loadingand Manipulating NAT Rules; The ipnat Utility

NAT rules are loaded by using thpmat utility. The NAT rules can be stored inafile on the sys-
tem, hut typically these rules are stored/@tc/ipnat.rules , lusr/local/etc/ipnat.rules ,
or /etc/opt/ipf/ipnat.rules

Rules can also be rewenl from the list instead of added by using thecommand line option,ut it
is generally a safer idea to flush the rule set thatrgawdrking on with-C and completely reload it when
making changesAny active mappings are not fected by-C, and can be remed with -F .

NAT rules and actie mappings can bexamined with thel command line option.
In summarythe easiest ay to load a )T rule set idpnat -CF -f /etc/ipnat.rules

7. Monitoring and Dehugging

There will come a time when you are interested in what yowrdirés actually doing, and ipfilter
would be incomplete if it did’havea full suite of status monitoring tools.

7.1. Theipfstat utility

In its simplest formjpfstat displays a table of interesting data aboutvhmur firewall is per
forming, such as e mary packets hae keen passed or bloe#, if they were logged or not, o mary
state entries v@ been made, and so oieres an example of something you might see from running the
tool:

# 1 pfstat
input packets: blocked 99286 passed 1255609 nomatch 14686 counted O
output packets: blocked 4200 passed 1284345 nomatch 14687 counted O
input packets logged: blocked 99286 passed 0
output packets logged: blocked 0 passed 0
packets logged: input 0 output 0
log failures: input 3898 output 0
fragment state(in): kept O lost 0
fragment state(out): kept O lost 0
packet state(in): kept 169364 lost 0
packet state(out): kept 431395 lost 0
ICMP replies: 0 TCP RSTs sent: 0
Result cache hits(in): 1215208 (out): 1098963
IN Pullups succeeded: 2 f ailed: 0
OUT Pullups succeeded: 0 f ailed: O
Fastroute successes: 0 f ailures: 0
TCP cksum fails(in): 0 (out): 0

Packet log flags set: (0)
none

ipfstat s also capable of stving you your current rule listUsing the-i or the-o flag will shav the
currently loaded rules for in or out, respedff. Adding a-h to this will provide more useful information
at the same time by shlong you a "hit count" on each rul&or example:

# i pfstat -ho
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2451423 pass out on xI0 from any to any
354727 block out on pppO0 from any to any
430918 pass out quick on ppp0 proto tcp/udp from 20.20.20.0/24 to any keep state keep frags

From this, we can see that perhaps tlsex@hething abnormal going on, since wee'gt a lot of bloclked
paclets outbound, ven with a very permissie pass out rule. Somethinchere may warrant further
investigation, orit may be functioning perfectly by desigipfstat cant tell you if your rules are right or
wrong, it can only tell you what is happening because of your rules.

To further debig your rules, you may ant to use then flag, which will shev the rule number ne to each
rule.

# i pfstat -on

@1 pass out on xI0 from any to any

@2 block out on ppp0 from any to any

@3 pass out quick on ppp0 proto tcp/udp from 20.20.20.0/24 to any keep state keep frags

The final piece of really interesting information thgfstat  can preide us is a dump of the state table.
This is done with thes flag:

# i pfstat -s
281458 TCP
319349 UDP
0 | CMP
19780145 hits
5723648 misses
0 maximum
0 no nemory
1 active
319349 expired
281419 closed
100.100.100.1 -> 20.20.20.1 ttl 864000 pass 20490 pr 6 state 4/4

pkts 196 bytes 17394 987 -> 22 585538471:2213225493 16592:16500
pass in log quick keep state
pkt_flags & b =2, pkt_options & ffffffff = 0

pkt_security & ffff = 0, pkt_auth & ffff= 0

Here we see that we V@ me state entry for a TCP connectiofhe output will \ary slightly from \ersion

to version, lut the basic information is the samé/e can see in this connection that wevéa filly estab-

lished connection (represented by the 4/4 st@ther states are incomplete and will be documented fully
later) We can see that the state entry has a timeveodi 240 hours, which is an absurdly long timet s

the deéult for an established TCP connectioithis TTL counter is decrementegleey second that the

state entry is not used, and will finally result in the connection beirgeg@uf it has been left idle.The

TTL is also reset to 864000 wheneethe state IS used, ensuring that the entry will not time out while it is
being actiely used. We an also see that weyepassed 196 paeks consisting of about 17kBovth of

data @er this connection.We @an see the ports for both endpoints, in this case 987 and 22; which means
that this state entry represents a connection from 100.100.100.1 port 987 to 20.20.20.1 poe 22ally

big numbers in the second line are the TCP sequence numbers for this connection, which helps to ensure
that someone isheasily able to inject a fged packt into your sessionThe TCP windw is dso shavn.

The third line is a synopsis of the implicit rule thatsagenerated by theep state  code, shwing that

this connection is an inbound connection.

7.2. Theipmon utility

ipfstat is great for collecting snapshots of wisagbing on on the systemubit’s dten handy to
have sme kind of log to look at andaich &ents as thg happen in time. ipmon is this tool. ipmon is
capable of watching the paak log (as created with theg keyword in your rules), the state log, or the nat
log, or aly combination of the three.This tool can either be run in the fgreund, or as a daemon which
logs to syslog or a filelf we wanted to vatch the state table in actiopmon -0 S would shav this:

# i pmon-0S

01/08/1999 15:58:57.836053 STATE:NEW 100.100.100.1,53 -> 20.20.20.15,53 PR udp

01/08/1999 15:58:58.030815 STATE:NEW 20.20.20.15,123 -> 128.167.1.69,123 PR udp

01/08/1999 15:59:18.032174 STATE:NEW 20.20.20.15,123 -> 128.173.14.71,123 PR udp

01/08/1999 15:59:24.570107 STATE:EXPIRE 100.100.100.1,53 -> 20.20.20.15,53 PR udp Pkts 4 Bytes 356
01/08/1999 16:03:51.754867 STATE:NEW 20.20.20.13,1019 -> 100.100.100.10,22 PR tcp

01/08/1999 16:04:03.070127 STATE:EXPIRE 20.20.20.13,1019 -> 100.100.100.10,22 PR tcp Pkts 63 Bytes 4604
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Here we see a state entry for ateenal dns requestfafur nameserer, two xntp pings to well-knan time
seners, and aery short lved outbound ssh connection.

ipmon is also capable of stwing us what padkts hae been logged.For example, when using
state, youl often run into packts like this:

f5!5%%03r.]883|147 ppp0 @0:2 b 100.100.100.103,443 -> 20.20.20.10,4923 PR tcp len 20 1488 -A
What does this mean@he first field is obious, it's a tmestamp. Theecond field is also pretty wbus,
it's the interfice that thisvent happened onThe third field@0:2 is something most people miss. This is
the rule that caused theeat to happen.Remembeipfstat -in ? If you wanted to knav where this
came from, you could look there for rule 2 in rule groupT@e fourth field, the little "b" says that this
paclet was blocled, and youl generally ignore this unless yaa’'logging passed pagts as well, which
would be a little "p" instead. The fifth and sixth fields are pretty sqdfamatory they say where this paek
came from and where itag going. The senth ("PR") and eighth fields tell you the protocol and the ninth
field tells you the size of the pastk Thelast part, the "-A" in this case, tells you the flags that were on the
paclet; Thisone was an &£K paclet. Wty did | mention state earlierDue to the often laggy nature of
the Internet, sometimes patk will be rgenerated. Sometimegmu’ll get two copies of the same pastk
and your state rule whichekps track of sequence numbers wiNéadready seen this paek so it will
assume that the pastkis part of a dfeérent connection.Eventually this pacit will run into a real rule and
have o be dealt with. You'll often see the last paekof a session being closed get logged because the
keep state  code has already torn o the connection before the last petickas had a chance to reak
it to your firavall. Thisis normal, do not be alarmedAnother &kample packt that might be logged:

12:46:12.470951 xI0 @0:1 S 20.20.20.254 -> 255.255.255.255 PR icmp len 20 9216 icmp 9/0
This is a ICMP router diseery broadcastWe @an tell by the ICMP type 9/0.
Finally, ipmon also lets us look at theAY table in action.

# i pmon-oN

01/08/1999 05:30:02.466114 @2 NAT:RDR 20.20.20.253,113 <- -> 20.20.20.253,113 [100.100.100.13,45816]

01/08/1999 05:30:31.990037 @2 NAT:EXPIRE 20.20.20.253,113 <- -> 20.20.20.253,113 [100.100.100.13,45816] Pkts 10 Bytes 455
This would be a redirection to an identd that lies tovjate ident service for the hosts behind oWTIN

since thg are typically unable to prade this service for themses with ordinary natting.

8. SpecificApplications of IP Filter - Things that don't fit, but should be mentioned anyway

8.1. Keep State Vith Servers and Flags.

Keeping state is a good thingytht’'s quite easy to maka nistake in the direction that you ant to
keep state  in. Generallyyou want to hae akeep state  keyword on the first rule that interacts
with a paclet for the connection. One common migtdkat is made when mixing state tracking with filter
ing on flags is this:

block in all

pass in quick proto tcp from any to 20.20.20.20/32 port = 23 flags S
pass out all keep state

That certainly appears to alloa mnnection to be created to the telnet eeron 20.20.20.20, and the
replies to go backlf you try using this rule, yoll'see that it does ark--Momentarily Since wetre filter
ing for the SYN flag, the state entryveefully gets completed, and the deft time to lve for an incom-
plete state is 60 seconds.

We @n sole this by revriting the rules in one of tovways:

T For a technical presentation of the IP Filter stateful inspection engine, please see the whRe@apeteful TCPaRket Filtering in IP Filter, by
Guido \van Rooij. This paper may be found abttp://wwwiae nl/uses/guido/papes/tcp_filteringps.gz>
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1
block in all
pass in quick proto tcp from any to 20.20.20.20/32 port = 23 keep state
block out all
or:
2)
block in all

pass in quick proto tcp from any to 20.20.20.20/32 port = 23 flags S keep state
pass out all keep state

Either of these sets of rules will result in a fully established state entry for a connection to yewur serv

8.2. CopingWith FTP

FTP is one of those protocols that you justehia St back and ask "What the heck wereythigink-
ing?" FTPhas maw problems that the fieall administrator needs to deal withWhat's worse, the prob-
lems the administrator musade are dferent between making ftp clientsovk and making ftp seers
work.

Within the FTP protocol, there aredviorms of data transfecalled actve and passie. Active rans-
fers are those where the samconnects to an open port on the client to send dadaversely passve
transfers are those where the client connects to therderreciee cata.

8.2.1. Runningan FTP Sewrer

In running an FTP seey, handling Active FTP sessions is easy to setujt.the same time, handling
Passive FTP sessions is a big problerfirst well cover how to handle Actve FTP, then mae o to Pas-
sive. Generally we can handle Actie FTP sessions l&we would an incoming HTTP or SMTP connec-
tion; just open the ftp port and letep state  do the rest:

pass in quick proto tcp from any to 20.20.20.20/32 port = 21 flags S keep state
pass out proto tcp all keep state

These rules will allev Active FTP sessions, the most common type, to your ftpesarm 20.20.20.20.

The net challenge becomes handling€8ve FTP connectionsWeb browsers dedult to this mode,
so it's becoming quite popular and as such it should be supporfiee.problem with pasg mnnections
are that for eery passie mnnection, the seer starts listening on aweport (usually abee 1023). Thisis
essentially lile aeating a n& unknavn service on the seev Assuming we ha a god firavall with a
default-dery policy, that nev service will be blockd, and thus Aote FTP sessions are brek. Dont
despair! Theres hope yet to be had.

A persons first inclination to solving this problem might be to just open up all portgeatfi?3. In
truth, this will work:

pass in quick proto tcp from any to 20.20.20.20/32 port > 1023 flags S keep state

pass out proto tcp all keep state
This is somehat unsatisictory though. Byletting everything abae 1023 in, we actually open oursel
up for a number of potential problem®Vhile 1-1023 is the designated area for serservices to run,
numerous programs decided to use numbers higher than 1023, such as nfsd and X.

The good nes is that your FTP seev gets to decide which ports get assigned tveagatissions.
This means that instead of opening all portsvahi®23, you can allocate ports 15001-19999 as ftp ports
and only open that range of your fual up. In wu-ftpd, this is done with theassive ports option in
ftpaccess . Please see the man pageftpaccess for details in wu-ftpd configurationOn the ipfil-
ter side, all we need do is setup corresponding rules:

pass in quick proto tcp from any to 20.20.20.20/32 port 15000 >< 20000 flags S keep state
pass out proto tcp all keep state

If even this solution doesh’satisfy you, you can wlays hack IPF support into your FTP semor FTP
sener support into IPF
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8.2.2. Runningan FTP Client

While FTP serer support is still less than perfect in JFHFP client support has beerorking well
since 3.3.3.As with FTP serers, there are types of ftp client transfers: pagsiand actve.

The simplest type of client transfer from theiia’ s gandpoint is the pasg transfer Assuming
you're keeping state on all outbound tcp sessions, yagsinsfers will vork already If you're not doing
this alreadyplease consider the folldang:

pass out proto tcp all keep state

The second type of client transfective, is a bt more troublesome,ub nonetheless a sas problem.
Active ransfers cause the sernto open up a second connection back to the client for datavtthflmugh.
This is normally a problem when thesed frewall in the middle, stopping outside connections from com-
ing back in. To olve this, ipfilter includes aipnat proxy which temporarily opens up a hole in the fire-
wall just for the FTP serr to get back to the clienEven if youre not usingpnat to do nat, the proxy is
still effective. The following rules is the bare minimum to add to ihieat configuration file ¢p0 should

be the interdce name of the outbound netk connection):

map ep0 0/0 -> 0/32 proxy port 21 ftp/tcp
For more details on ipfiltes internal proxies, see section 3.6

8.3. AssortedKernel Variables

There are some usefuétnel tunes that either need to be set for ipf to function, or are just generally
handy to knav about for luilding firewalls. Thefirst major one you must set is to enable t?warding,
otherwise ipf will do ery little, as the underlying ip staclowt actually route paodts.

IP Forwarding:

openbsd:
net.inet.ip.forvarding=1

freebsd:
net.inet.ip.forvarding=1

solaris:
ndd -set /de/ip ip_forwarding 1

Ephemeral Port Adjustment:

openbsd:
net.inet.ip.portfirst = 25000

freebsd:
net.inet.ip.portrange.first = 25000 net.inet.ip.portrange.last = 49151

solaris:
ndd -set /d@tcp tcp_smallest_anon_port 25000
ndd -set /d@/tcp tcp_lagest_anon_port 65535

Other Useful dlues:

openbsd:
net.inet.ip.sourceroute = 0
net.inet.ip.directed-broadcast = 0

freebsd:
net.inet.ip.sourceroute=0
net.ip.accept_sourceroute=0

solaris:
ndd -set /de/ip ip_forward_directed_broadcasts 0
ndd -set /de&ip ip_forward_src_routed 0
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ndd -set /de/ip ip_respond_to_echo_broadcast 0
In addition, freebsd has some ipf specific sysatiables.

net.inet.ipf.fr_flags: 0
net.inet.ipf.fr_pass: 514
net.inet.ipf.fr_active: 0
net.inet.ipf.fr_tcpidletimeout: 864000
net.inet.ipf.fr_tcpclosewait: 60
net.inet.ipf.fr_tcplastack: 20
net.inet.ipf.fr_tcptimeout: 120
net.inet.ipf.fr_tcpclosed: 1
net.inet.ipf.fr_udptimeout: 120
net.inet.ipf.fr_icmptimeout: 120
net.inet.ipf.fr_defnatage: 1200
net.inet.ipf.fr_ipfrttl: 120
net.inet.ipf.ipl_unreach: 13
net.inet.ipf.ipl_inited: 1
net.inet.ipf.fr_authsize: 32
net.inet.ipf.fr_authused: 0
net.inet.ipf.fr_defaultauthage: 600

9. Funwith ipf!

This section doeshhecessarily teach you whing nev about ipf, hut it may raise an issue or aw
that you haen’t yet thought up on yournn, or tickle your brain in a ay that you iment something inter
esting that we heaen't thought of.

9.1. LocalhostFiltering

A long time ago at a warsity far, far avay, Weitse \énema created the tcp-wrapper package, and
eve since, it's been used to add a layer of protection to wekvservices all wer the world. Thisis good.
But, tcp-wrappers ha flaws. For starters, theonly protect TCP services, as the name suggesiso,
unless you run your service from inetd, or youehgoecifically compiled it with libwrap and the appropri-
ate hooks, your service isrprotected. Thideaves ggantic holes in your host securityWWe can plug
these up by using ipf on the local hoBor example, my laptop often gets plugged into or dialed into net-
works that | dort specifically trust, and so, | use the fallmg rule set:

pass in quick on lo0 all
pass out quick on lo0 all

block in log all
block out all

pass in quick proto tcp from any to any port = 113 flags S keep state
pass in quick proto tcp from any to any port = 22 flags S keep state
pass in quick proto tcp from any port = 20 to any port 39999 >< 45000 flags S keep state

pass out quick proto icmp from any to any keep state

pass out quick proto tcp/udp from any to any keep state keep frags
It's been like that for quite a while, and | kien’t suffered ay pain or anguish as a result ofvireg ipf
loaded up all the timelf | wanted to tighten it up more, | could switch to using t#d Kkp proxy and |
could add in some rules to peat spoofing. But even as it stands nw, this box is &r more restrictie
about what it presents to the local netkwand bgond than the typical host doeshis is a good thing if
you happen to run a machine that wloa lot of users on it, and youant to mak sure oneof them
doesnt happen to start up a service Yheern't supposed to.Ilt won’t stop a malicious haat with root
access from adjusting your ipf rules and starting a servipeagnbut it will keep the "honest" folks hon-
est, and your weird services safe, cozy aadmveren on a malicious LAN. A big win, in my opinion.
Using local host filtering in addition to a sontet less-restrictie "main firavall" machine can sok mary
performance issues as well galitical nightmares lik "Why doesnt ICQ work?" and "Wly can't | put a
web serer on my evn workstation! Its MY WORKSTATION!!" Another very big win. Who says you
cant havesecurity and conenence at the same time?
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9.2. WhatFirewall? Transparent filtering.

One major concern in setting up a\iedl is the intgrity of the firavall itself. Can somebody break
into your firavall, thereby sulbserting its ruleset?This is a common problem administrators masef par
ticularly when thg're using firevall solutions on top of their Unix/NT machineSome use it as angure-
ment for blackbox hardare solutions, under the flad notion that inherant obscurity of their closed sys-
tem increases their securityWe havea better vay.

Many network admins aredmiliar with the common ethernet bridgé&his is a deice that connects
two sparate ethernet@ments to ma&kthem one.An ethernet bridge is typically used to connect separate
buildings, switch netwrk speeds, andxeend maximum wire lengthsHubs and switches are common
bridges, sometimes thee just 2 ported déces called repeaterdRecent ersions of Linux, OpenBSD,
NetBSD, and FreeBSD include code towah$1000 PCs into $10 bridges, to@Vhat all bridges tend to
have in common is that though thesit in the middle of a connection betweenotwachines, the ta
machines do’know the bridge is thereEnter ipfilter and OpenBSD.

Ethernet bridging tads place at Layer2 on the ISO statR.tales place on Layer3P Filter in pri-
marily concerned with Layer3ubdabbles in Layer2 by avking with interbices. Bymixing IP filter with
OpenBSDs lridge deice, we can create a fwell that is both iwisible and unreachableThe system
needs no IP address, it dogswen need to reeal its ethernet addres3.he only telltale sign that the filter
might be there is that latenés omavhat higher than a piece of cat®wd normally mak it, and that
paclets dont seem to ma& it to their final destination.

The setup for this sort of ruleset is surprisingly simple, imoOpenBSD, the first bridge dee is
namedbridge0 . Say we hae wo ehernet cards in our machine as wgl) andxI1 . To turn this
machine into a bridge, all one need do is enter thewolpthree commands:

brconfig bridge0 add xI0 add xI1 up

ifconfig xI0 up

ifconfig xI1 up
At ths point, all trafic ariving onxIl0 is sent oukll and all trafic onxI1 is sent oul0 . You'll note
that neither intedice has been assigned an IP address, nor do we need assigdl timags considered,
it's likely best we not add one at all.

Rulesets beh@ essentially the as thevadys hare. Though there is aridge0 interface, we don’
filter based on it.Rules continue to be based upon the particular agerivefe using, making it important
which netvork cable is plugged into which nedvk card in the back of the machinkets start with some
basic filtering to illistrate what'happened. Assuntbe netvork used to look lik this:

20.20.20.1 < > 20.20.20.0/24 network hub

That is, we hee a puter at 20.20.20.1 connected to the 20.20.20.0/24onletwAll paclets from the
20.20.20.0/24 netork go through 20.20.20.1 to get to the outsiadeldvand vice ersa. Nev we add the
Ipf Bridge:

20.20.20.1 <------- /xI0 IpfBridge xI1/------- > 20.20.20.0/24 network hub
We dso have the following ruleset loaded on the IpfBridge host:

pass in quick all

pass out quick all
With this ruleset loaded, the netikk is functionally identical As far as the 20.20.20.1 router is concerned,
and as dr as the 20.20.20.0/24 hosts are concerned, thendtwork diagrams are identicalNow lets
change the ruleset some:

block in quick on xI0 proto icmp
pass in quick all
pass out quick all

Still, 20.20.20.1 and 20.20.20.0/24 think the rekvis identical, ht if 20.20.20.1 attempts to ping
20.20.20.2, it will neer get a reply What's more, 20.20.20.2 an'’t even get the packt in the first place.
IPfilter will intercept the paakt before it @en gets to the other end of the virtual wireVe an put a
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bridged filter agwhere. Usinghis method we can shrink the netk trust circle dan an indvidual host
level (given enough ethernet cards:-)

Blocking icmp from the wrld seems kind of sillyespecially if youte a sysadmin and kkpnging
the world, to traceroute, or to resize your MTWUets construct a better ruleset andetaftvantage of the
original key feature of ipf: stateful inspection.

pass in  quick on xI1 proto tcp keep state

pass in  quick on xI1 proto udp keep state

pass in  quick on xI1 proto icmp keep state

block in quick on xI0
In this situation, the 20.20.20.0/24 netk (perhaps more aptly called tkid network) can nev reach the
outside vorld, hut the outside wrld cant reach it, and it cabfigure out wh, dther. The router is accessi-
ble, the hosts are aatj but the outside wrld just cant get in. Even if the router itself were compromised,

the firavall would still be actre and successful.

So far, we've keen filtering by intedice and protocol onlyEven though bridging is concerned
layer2, we can still discriminate based on IP addréssmally we hae a £w rvices running, so our
ruleset may look li& this:

pass in  quick on xI1 proto tcp keep state
pass in  quick on xI1 proto udp keep state
pass in  quick on xI1 proto icmp keep state
block in quick on xI1 # nuh-uh, we're only passing tcp/udp/icmp sir.
pass in  quick on xI0 proto udp from any to 20.20.20.2/32 port=53 keep state
pass in  quick on xI0 proto tcp from any to 20.20.20.2/32 port=53 flags S keep state
pass in  quick on xIO proto tcp from any to 20.20.20.3/32 port=25 flags S keep state
pass in  quick on xI0 proto tcp from any to 20.20.20.7/32 port=80 flags S keep state
block in quick on xI0
Now we havea retwork where 20.20.20.2 is a zone serving nameege20.20.20.3 is an incoming mail

sener, and 20.20.20.7 is a web serv
Bridged IP Filter is not yet perfect, we must confess.

First, You'll note that all the rules are setup using ithedirection instead of a combination iof
andout . This is because theut direction is presently unimplimented with bridging in OpenBSis
was ariginally done to preent vast performance drops using multiple indeds. Wrk has been done in
speeding it up, Wt it remains unimplimentedif you really want this feature, you might try your hand at
working on the code or asking the OpenBSD people yau can help.

Second, using IP Filter with bridging mekthe use of IPE'NAT features inadvisable, if not wo-
right dangerous.The first problem is that it euld give avay that theres a fitering bridge. The second
problem would be that the bridge has no IP address to masquerade with, which will most assuredly lead to
confusion and perhaps arkel panic to bootYou can, of course, put an IP address on the outbound inter
face to mak NAT work, but part of the glee of bridging is thus diminished.

9.2.1. UsingTransparent Filtering to Fix Network Design Mistakes

Many organizations started using IP well beforethteought a firevall or a subnet wuld be a good
idea. Nav they haveclass-C sized netwks or lager that include all their sesvs, their vorkstations, their
routers, cdiee malers, eerything. Thehorror! Renumberingvith propper subnets, trusiids, filters, and
so are in both time consuming arpensve. The &pense in hardare and man hours alone is enough to
malke nost oganizations unwilling to really sok/the problem, not to mention thewdatime involved. The
typical problem netark looks like this:

20.20.20.1  router 20.20.20.6  unix server
20.20.20.2  unix server 20.20.20.7 nt workstation
20.20.20.3  unix server 20.20.20.8 nt server
20.20.20.4 win98 workstation 20.20.20.9 unix workstation
20.20.20.5 intelligent switch ~ 20.20.20.10 win95 workstation

Only it's eout 20 times layer and messier and frequently undocumentedally, you'd haveall the trust-
ing serers in one subnet, all theovk- stations in anotheand the netwrk switches in a thirdThen the
router would filter paclets between the subnetsyigg the workstations limited access to the sas; noth-
ing access to the switches, and only the sysadmiorkstation access to the @ pot. I've reve seen a
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class-C sized netwk with such coherayc IP Fiter can help.

To dart with, wete going to separate the roytére workstations, and the sems. D do this wete
going to need 2 hubs (or switches) which we probably alreags; rad an IPF machine with 3 ethernet
cards. Vé're going to put all the sesvs on one hub and all theoikstations on the otheNormally wed
then connect the hubs to each atlleen to the routerinstead, wee going to plug the router into IRF’
xl0 interface, the seers into IPFSxI1 interface, and the @rkstations into IPE'xI2 interface. Oumet-
work diagram looks something Bkhis:

| 20.20.20.2 unix server

router (20.20.20.1) | 20.20.20.3 unix server
| / | 2 0.20.20.6 unix server
| / xl1 | 20.20.20.7 nt server
B /xI0 IPF Bridge <
xI2 | 20.20.20.4 win98 workstation

| 20.20.20.8 nt workstation
| 2 0.20.20.9 unix workstation
| 2 0.20.20.10 win95 workstation

Where once thereas nothing bt interconnecting wires, motheres a fitering bridge that not a single host
needs to be modified to t@kdvantage of. Presumably wee dready enabled bridging so the netk is
behaing perfectly normally Furthet we’re starting dfwith a ruleset much I aur last ruleset:

pass in  quick on xI0 proto udp from any to 20.20.20.2/32 port=53 keep state

pass in  quick on xI0 proto tcp from any to 20.20.20.2/32 port=53 flags S keep state
pass in  quick on xI0 proto tcp from any to 20.20.20.3/32 port=25 flags S keep state
pass in  quick on xI0 proto tcp from any to 20.20.20.7/32 port=80 flags S keep state
block in quick on xI0

pass in  quick on xI1 proto tcp keep state

pass in  quick on xI1 proto udp keep state

pass in quick on xI1 proto icmp keep state

block in quick on xI1 # nuh-uh, we're only passing tcp/udp/icmp sir.

pass in  quick on xI2 proto tcp keep state

pass in  quick on xI2 proto udp keep state

pass in  quick on xI2 proto icmp keep state

block in quick on xI2 # nuh-uh, we're only passing tcp/udp/icmp sir.

Once agin, trafic coming from the router is restricted to DNS, SM&Rd HTTP At the moment, the
seners and the warkstations canxehange trdfc freely Depending on what kind of genization you are,
there might be something about this netivdynamic you don’like. Perhapyou dont want your vork-
stations getting access to your sgsvat all?Take thexI2 ruleset of:

pass in  quick on xI2 proto tcp keep state

pass in  quick on xI2 proto udp keep state

pass in  quick on xI2 proto icmp keep state

block in quick on xI2 # nuh-uh, we're only passing tcp/udp/icmp sir.

And change it to:

block in quick on xI2 from any to 20.20.20.0/24

pass in  quick on xI2 proto tcp keep state

pass in  quick on xI2 proto udp keep state

pass in  quick on xI2 proto icmp keep state

block in quick on xI2 # nuh-uh, we're only passing tcp/udp/icmp sir.

Perhaps you ant them to just get to the sers to get and send their mail with IMARE&sily done:

pass in  quick on xI2 proto tcp from any to 20.20.20.3/32 port=25
pass in  quick on xI2 proto tcp from any to 20.20.20.3/32 port=143
block in quick on xI2 from any to 20.20.20.0/24
pass in  quick on xI2 proto tcp keep state
pass in  quick on xI2 proto udp keep state
pass in  quick on xI2 proto icmp keep state
block in quick on xI2 # nuh-uh, we're only passing tcp/udp/icmp sir.
Now your workstations and seevs are protected from the outsiderld, and the sesrs are protected from

your workstations.

Perhaps the opposite is true, maybe yauntwour vorkstations to be able to get to the sesy lut
not the outside wrld. After all, the n&t generation of xploits is breaking the clients, not the sns/ In
this case, you change thel2 rules to look more lik this:
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pass in  quick on xI2 from any to 20.20.20.0/24

block in quick on xI2
Now the serers hae free reign, bt the clients can only connect to the sesv W\ might want to batten
down the hatches on the sers, too:

pass in quick on xI1 from any to 20.20.20.0/24

block in quick on xI1
With the combination of these twthe clients and seagrs can talk to each othéut neither can access the
outside vorld (though the outsidearid can get to the e services from earlier) The whole ruleset auld
look something lik this:

pass in  quick on xI0 proto udp from any to 20.20.20.2/32 port=53 keep state
pass in  quick on xI0 proto tcp from any to 20.20.20.2/32 port=53
pass in  quick on xI0 proto tcp from any to 20.20.20.3/32 port=25
pass in  quick on xIO proto tcp from any to 20.20.20.7/32 port=80
block in quick on xI0
pass in  quick on xI1 from any to 20.20.20.0/24
block in quick on xI1
pass in  quick on xI2 from any to 20.20.20.0/24
block in quick on xI2
So remembemwhen your netwrk is a mess of twisty IP addresses and machine classes, transparent filtered

bridges can soksa poblem that wuld otherwise bewied with and perhaps somedaypéoited.

9.3. Drop-Safe Logging Wth dup-to and to.

Until now, we've keen using the filter to drop paak. Insteaaf dropping them, lets consider pass-
ing them on to another system that can do something useful with this informatamdkiee logging we
can perform with ipmon.Our firavall system, be it a bridge or a routean hae & mary interfaces as we
can cram into the system\We can use this information to create a "drop-safe" for our gtackA good
example of a use for thisauld be to implement an intrusion detection ra@tw For starters, it might be
desirable to hide the presence of our intrusion detection systems from our reskrsetthat we candep
them from being detected.

Before we get started, there are some operational characteristics that we neesl riotenak If we
are only going to deal with bloek paclkts, we can use either the keyword or thefastroute
keyword. (We'll cover the diferences between theseattater) Ifwe're going to pass the patk like we
normally would, we need to maka @py of the packt for our drop-safe log with thdup-to  keyword.

9.3.1. Thedup-to Method

If, for example, we vanted to send a cgpmf everything going out thelI3 interface of to our drop-
safe netwrk onedO, we would use this rule in our filter list:

pass out on xI3 dup-to ed0 from any to any

You might also hae a reed to send the pagkdirectly to a specific IP address on your drop-safearktw
instead of just making a cpmwf the packt out there and hoping for the be3b do this, we modify our
rule slightly:

pass out on xI3 dup-to ed0:192.168.254.2 from any to any

But be varned that this method will alter the copied ptskdestination address, and may thus degstine
usefulness of the logFor this reason, we reccomend only using thevkm@address method of logging
when you can be certain that the address thargdogging to corresponds in somaymo what you'e
logging for (e.g.: dort’use "192.168.254.2" for logging for both your web serand your mail seer,
since youll have a tard time later trying to figure out which systerasithe taget of a specific set of pack-
ets.)

This technigue can be used quitieefively if you treat anlP Addresson your drop-safe netwk in
much the same ay that you wuld treat aMulticast Goup on the real internet. (e.g.: "192.168.254.2"
could be the channel for your http frafanalysis system, "23.23.23.23" could be your channel for telnet
sessions, and so on.)you don’t even need to actually hee tis address set as an address or alias yofan
your analysis system$Normally, your ipfilter machine wuld need to ARP for the medestination address
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(usingdup-to ed0:192.168.254.2 style, of course) it we can woid that issue by creating a static
arp entry for thischannel"on our ipfilter system.

In general, thoughdup-to ed0 is all that is required to get aweopy of the paclkt over to our
drop-safe netark for logging andxseamination.

9.3.2. Theto Method

Thedup-to method does k& an immediate dnaback, though.Since it has to maka ©py of the
paclet and optionally modify it for its medestination, it5 going to tale a while to complete all this ark
and be ready to deal with thexh@aclet coming in to the ipfilter system.

If we dont care about passing the patko its normal destination and we were going to blockyit an
way, we an just use theo keyword to push this paeit past the normal routing table and force it to go out
a dfferent interfice than it wuld normally go out.

block in quick on xI0 to edO proto tcp from any to any port < 1024

we useblock quick for to interface routing, because éKastroute , theto interface code will
generate tw packet paths through ipfilter when used wjithss , and likely cause your system to panic.
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Introduction

* Audience:
Architects, Technical Managers,
Firmware Leads, and Hardware

Designers

—Involved in architecture, component selection,
debug, test, or design of server platform and
peripheral management subsystems

* Focus: IPMI-based implementations

— Hardware components
— Hardware and firmware development tools

' Devel
eveloper
'ntd" Forum-
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Disclaimers
* A good starting point

— ... but not a comprehensive list of vendors or
available technology

— Listing of particular vendors and products does
not constitute an endorsement by Intel or the IPMI
Promoters

* No guarantees on accuracy of

information provided

— Contact vendors directly for complete
specifications and availability information

“Architect’s Pick”
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* IPMI Update & Architecture
Overview

 Baseboard Management &
Enclosure/Peripheral
Controllers

e Sensor Devices -

» Putting it all together - /4
design advice and tools

s Summary
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* Defines a standardized,

Intelligent abstracted, message-based
Platform interface to intelligent platform
Management  management hardware
Interface

* Defines standardized records for
describing platform management
devices and their characteristics

Adopters: Over 125 and growing

http://developer.intel.com/design/servers/ipmi
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United States Home | Select a Location

“Products

* Home Computing

Developer

Hardware Design

Software Development

Download Scftwarae/Drivers

Design Support/Services
Events, Training & Pubs

R&DInitiatives

Support

* Business  ® Dewveloper  *® Reszeller! Pryg

e
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* ASF 2.0

— Alert Standard Format specification from DMTF

— Adds authenticated remote power and reset
control over ASF 1.0

— Near finalization

* PICMG 3.x / AdvancedTCA*
— IPMI additions for PICMG 3.x support

— Network function for “AdvancedTCA” commands
— Slot/Connector type for “AdvancedTCA” boards

IPMI evolves with new management standards

< Inted
I r
* Other names and brands may be claimed as the property of others. DEU?:?PQ
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Platiorm Management Technologies

System Health
& Security Alerts

Health Alerts (Temperature, Voltage, Fan, etc. -- 128 definable
alerts)

Security Alerts (Chassis Intrusion, LAN Heartbeat, System
Password Violation)

BIOS Messages & Alerts

OS Hung Watchdog Timer

Authenticated
Remote Control**

Processor Missing (startup Watchdog)
Power up/down/cycle/reset
Boot & Boot Path Options

Status Info

System State
System ASF Capabilities
Presence Ping/Pong

Monitoring

Abstracted Local and Remote Monitoring
Health Sensor "Present Reading" Access (Temperature, Voltage,
Fan, etc.

Inventory and
Logging

FRU/Inventory Data Access
Event Logging

Extended Out-of-
Band Access

Serial/lModem Access
Text-based Access

Inter-Chassis Access
Multi-level, Multi-user Security

Extended Alerting

Alerts to multiple destinations
Paging via Modem

Automatic Actions

Platform Event Filtering (PEF) - Configurable, Event-based

automatic recovery & alerts

Scalability /
Extensibility

** IPMI supports multi-user as well as multilevel authentication

Utilizes independent BMC
"Unlimited" Events & Sensors
Extensible Sensor/Event Busses

-Inted
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ASF/IPMI Typical Applications

P
Back-end Servers

(Database, App, Storage)

Mid-Tier Servers IPMI 1.5
(File, Application, Storage)

Eront=end Servers,c
Appliances f
(DINS;Wel, IViail; Frles Print)

ASF 2.0 Workstations

g Desktop

Mobile

IPMI and ASF are complementary
intel.. and cooperating technologies Developer

Forum-
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IPMI v1.9 Architecture

Remote
Mgmt. Card

ICMB

<(-?i;-)>

ICMB,

» - ~

Controller

ﬁAux. IPMBIj

IPMB (I2C)

Enclosure

intgl.
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Mgmt Baseboard NV Store
" Netwk'| SMBus / PCI Mgmt. Bus glélf, onitorin
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pCl I2C /| SMBus ?S“;%)er FRU circuit
SENSORs i FRU SEEPROM
ii:::ittzl System Interface
Baseboard System Bus | Chassis ‘
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* IPMI Update & Architecture
Overview

- Baseboard Management &
Enclosure/Peripheral Controllers

e Sensor Devices

* Putting it all together —
design advice and tools

e Summary

. - Inted
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BMC Features to look for..

system Interface

* Built-in System Interfaces

— For IPMI, three types possible:
— KCS (Keyboard Controller Style) most popular.
— BT (Block Transfer) is fastest.

— SMIC (Server Mgmt. Interface Chip) for implementation via
external ASIC or FPGA [not recommended for new designs]

* “Low glue” connection to chip set

— IPMI specifications support memory mapped implementations
as well as original I/O mapped

* System Interface interrupt support
* Multiple Built-in System Interfaces

— KCS for ACPI EC (Embedded Controller) interface

— Additional interface can support OEM differentiation and/or
SMI Handler access

i Dgw:'rgloper
INtal.
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BMC Features to look for...

12G/SMBus Support

 Recommend three Master-Slave interfaces for

general purpose server BMC
— For IPMB, PCI SMBus, and LAN/future

 Interfaces support multiple slave addresses

— One fixed for I°C broadcast (00h) for IPMB
— One programmable for device as IPMI target
— Second programmable for snoop/SMBus host target

* Multiple private management bus support

— Reduces need for external I°C bus multiplexing
— Can be ‘bit banged’ using /O pins for simple sensor devices

« SMBus and I2C compatibility

— For PCI SMBus and IPMB support and sensor device
flexibility

intd o Dgw:rgloper
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BMC Features to look for...

Flexible 1/0

» Selectable open-drain or driven outputs
— Reduces need for external pullups
— Can implement ‘bit banged’ private 12C/SMBus

» 3.3V Standby operation with 5V
tolerance

— IPMB, SSI power supply FRU and other signals
still 5V

* High current outputs (>12 mA)
— For direct LED drive

* Multiple External Interrupts
— For asynchronous event capture

= < Inted
Developer
Intd" Forum-
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BMC Features to look for..

UARTS and Fan Monitoring/Gontrol

* Multiple UARTs with hardware
handshake support

— For ICMB & IPMI-over-Modem support
— For redirection over LAN features

— To support redundant connections for
modular server designs

* Timers or Counters for Tach FAN
Speed monitoring

* Pulse-width Modulator (PWM) or
D/A outputs for FAN Speed control

intd o D}énw:}gloper
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* Need for at least 7 voltages is common
— E.g. Processor 1 & 2, 3.3V, 3.3Vaux, 5V, 12V, -12V

* Many server systems require more

— >2 processors, SCSI terminations, bus, cache/chipset, etc.
— 19 or more is not unhcommon!

* Conversion rate usually not an issue...

— A single converter with analog multiplexing works well

* But accuracy, tolerance, and resolution are

— Recommend at least 8-bit resolution, +/-1 bit tolerance, and
+/-1% accuracy

intel Low accuracy paid for with system margins S
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BMC Features to look for..

Firmware support
* Development and Debug Support

— Vendor-provided debug tools
— Test port or emulator support

— Commercial high-level language & code debugging tools
— Commercial RTOS options

 IPMI Firmware / SDK

— Typical SDKs support customer-developed
extensions for ‘Value added’ features

— Vendors may also offer customization services

Firmware and SDKs yield faster TTM for

IPMI-based designs

< Inted
Developer
Forum-
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BMC Features to look for..

Extensibility, Headroom, and Low Cost

* Low Power Consumption
— <50 mA is a pretty good target
e Scalability

— Can one controller fit multiple products?
— ...O0r is it part of a ‘family’ that can?

* ROM/RAM Upgrade Path

e Performance Headroom

— Authentication & Encryption for potential future interfaces, e.g.
Web, demands compute power

* External Expansion Capability

 Package and Board Space

— BGA packaging can provide higher density
— Watch tradeoffs between package size & overall solution cost

e Low Unit Cost

-Inted
Developer
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Management Gontrollers

= new since last presentation

system LED special IPMI
product core I/F I2C A/D serial type App drv features F/IW Avail.

Contact vendor

Contactvendor... |
oom | compat | viatoa [ms| | [T ] ™
Semi. compat.| vialSA [ m/s

H8/3337Y H8 1 KCS SCI BMC
“-I----Hﬂ

H8S/2148 H8S 4 KCS 2 Y Y SCi BMC D/A,
R A R A N N I i I I
ol P I > I I
compat. req'd m/s Bridge
80C552 8032 external 1 Sat/
% |compat| e mslen| | e | | |™|™
Zircon BL| ARM7/ [2KCSvia| 2 [6* BMC | yes |2 PWM, 2 fan| yes
I i e v i il Il v
Zircon UL | ARM7/ [2KCSvia| 2 [6* BMC | yes |3 PWM, 4 fan| yes
o e 1 D R e

** Comparators

. Continued next page

.Inted

L
Intel.. * Other names and brands may be claimed as the property of others. DEU?-I-?,Eer
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Management Gontrollers

system
I2C A/D serial type

Mfr. product core I/
Zircon CP | ARM7/ | BT, 2 KCS
128 QFP TDMI LPC/ISA

Zircon Lite | ARM7/ | BT, 2 KCS
160 PQFP | TDMI LPC/ISA

VSC210 R3000
SMIC/ BT
via LPC
Vitesse Semi. VSC215 R3000 3 KCS/
SMIC/ BT
via LPC
W83910F 8032
via LPC

special IPMI
features F/IW Avail.

2 PWM, 4 fan | yes
tach

8 PWM, yes
ICMB assist,
12 fan tach

2 PWM, 4 fan | yes
tach

fan tach, yes
ICMB assist

fan tach, yes
ICMB assist

PWM, LCD yes
Module I/F,
4 temp diode

BMC availability expanding

to match server segments

* Other names and brands may be claimed as the property of others.
Page 20
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Qlogic* Zircon UL
— Target applications: 1P/2P Servers
— 32 GPIO (max), 4 Fan tach, 3 PWM
— 128-pin PQFP
— Virtual Storage Interface — supports ‘virtual floppy’

— Universal Serial Interface
— for serial redirection / headless

— Samples: now, Production: 4Q02

Qlogic Zircon BL

— Target applications: server blades, high-end
workstations

— 18 GPIO (max), 2 fan tach, 2 PWM

— 100-pin PQFP

— Virtual Storage Interface

— Universal Serial Interface

— Samples: now, Production: 4Q02 "

L
|nte|, * Other names and brands may be claimed as the property of others. De”?:fger
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National Semiconductor* PC87431M
“mini-BMC”

* Targets IPMI-based LAN remote mgmt.

— supports monitoring by local mgmt. s/w via SMBus
— configurable polling of sensors similar to ASF

* Authenticated IPMI LAN support for:

— System reset, SMI/NMI, and power control
— settable ‘Boot Options’

— FRU, System Event Log, and SDR access
— Alerting via IPMI/PET SNMP Traps

 “PEF-like” configurable actions on events
— power control, reset, fault light, NMI/SMI, and alert

* Internal FLASH, RAM, NVRAM
— up to 512 bytes NV available for OEM use

M Intel
lntd.. * Other names and brands may be claimed as the property of others. Developer
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Enclosure/Peripheral Gontrollers

Exampie Block Diagram
<€) |PMI Messages

ICMB

Chassis
Mgmt. Bd.

Chassis
Drive LEDs & Mamt:
Slot Status Control

SCSI BUS SCSI Interface ¢

I o — —

SEL
SDRs
FRU

SAF-TE
Commands

e SAF-TE = SCSI Accessed Fault-Tolerant Enclosures

tel e SES = ANSI SCSI Enclosure Services

Page 23
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Enclosure Management Gontrollers

 SAF-TE and SES Firmware

— Extensible / customizable?
— Configurable LED definitions?

 [IPMI Firmware /| SDK
— IPMB Support?

e Support for external sensors or FRU

devices
— e.g. FAN & power monitoring

Firmware and SDKs yield faster TTM

for Enclosure/Peripheral Controllers

]
intgl.
Page 24
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* IPMI Update & Architecture
Overview

 Baseboard Management &
Enclosure/Peripheral Controllers

» Sensor Devices 1 ,//

e Putting it all together — ﬁ
design advice and tools I—O:»
)

e Summary

= —
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sensors and Monitors with 12G/SMBus

 Board Temperature Sensors

— Temperature sensor in package
— May include digital outputs for fan control

* Processor Temperature Sensors

— Thermal diode monitors plus built-in temperature
— May include automatic fan control

* Hardware Monitors

— Voltages for board and processors
— Processor VID (voltage ID) monitor
— Temperatures
— built-in plus remote thermal diodes for processors
— Fan speeds
— Digital /0 or PWM for fan speed control

intel,_ Focus on dual-processor monitoring 55 oper
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sensors and Monitors with 12G/SMBus

 Other composite sensor devices

— Focus on specific areas
— Disk drive enclosure monitoring

— Fan monitoring & control and voltage monitoring for
processors

— Fan and voltage monitoring for >2-way systems
— See examples in backup slides

* Sensor Trend: Automatic Fan Control
— Noise Reduction becomes more difficult for pedestal
servers

— Need for more granular / gradual speed control
— Audible FAN Speed Cycling disconcerting to user

— Need for per-fan or per-zone control
— Driving all fans to same speed produces higher than

needed noise levels

-Inted
Developer
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* IPMI Update & Architecture
Overview

- Baseboard Management &
Enclosure/Peripheral
Controllers

 Sensor Devices

* Putting it all together —
design advice and tools

e Summary
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12G/SMBus Application

SMBus and I2C not directly compatible

— Timing and Electricals are close, but not identical
— But masters and slave devices can be designed to work with both

— And I2C and SMBus slave devices can typically be used on same
bus

» Slave Devices: Only use devices with data integrity
checks on IPMB and PClI SMBus

— Place other devices on ‘Private Management Busses’ behind
management controllers or other integrity-checked device

Masters: Include support for clearing the ‘Stuck 0’
condition

Design for SMBus and I°C compatibility

< Inted

See IPMI Web Site for more info Inted
Developer
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12G/SMBus Application

 Multiplexing required when dealing with address option
shortages or conflicts

 Conversion required when dealing with different bus voltage
levels

* |solation required when unpowered devices would ‘short out’
bus

* Repeater functionality when driving long busses or many
loads (e.g. PClI SMBus)

3.3V
SV C’ower Suppl;D
Standby \_SEEPROM DIMM < FRU > 33V
SEEPROM SEEPROM :
1

~ ISOL |
Mux

- ISOL |
intd. 'D}lani.tr:loper
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12G/SMBus Application

Philips Semiconductor®
PCA9516 “5 channel I°C Hub”

— Allows multiple additional
400 pF bus segments

— Segments can be individually isolated

— Supports level translation
(5V tolerant pins)

— Pins “Hi-Z” when device un-powered.
— Supports multi-master arbitration across the repeater

Possible applications:

Supporting PClI Management Bus on >8 PCI Slots, isolating SMBus
to ‘hot-plug PCI’ slots, driving I12C to multiple system boards

PCA9515 single segment I2C Bus Repeater
also available

Developer
Forum-

L
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12C/SMBus Testing

Testers & Monitors

e Generators and monitors available

— Standalone and PC Hosted
— Ready to run software
— Software libraries and SDKs enable IPMI message parsing

« Some tool vendors our developers have used

— Microcomputer Control Corporation
http://www.mcc-us.com/

— Calibre UK Ltd
http://www.calibreuk.com/

— Card also supported in IPMI conformance test suite

— Telos EDV Systementwicklung GmbH
http://www.lucit.de/

intd o Dgw:'rgloper
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12C/SMBus Testing

IPMI Messaging Testing
* IPMITOOL

— simple messaging utility available from IPMI
Web Site

* Debug tools from component
vendors

» Software from I2C tester vendors

—use SDKs to extend tool for IPMI message
parsing

 [IPMI Conformance Test

intd o D}énw:}gloper

Page 33 rl."..'I’I..l"‘!‘ .



IPMI Conformance Test
 Automated testing for IPMI v1.5 & v1.0

— generates command conformance reports

* Performs System interface accessible testing

— KCS and SMIC interfaces, Watchdog Timer, BMC Sensors

— System event log (SEL), sensor data record (SDR), and FRU
access

— IPMB, ICMB testing
 KCS protocol test

IPMI v1.5 LAN, Serial, IPMB, and PCI SMBus
test support

* Platform Event Filtering (PEF) and alerting

* Also usable as debug and development aid

— TCL script-based testing is user extensible
— Examples provided

Speeds development and conformance testing s

intd Developer
@ r———
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OSA Technologies

WMI Management OSA Platform
Applications Frameworks Controll
* Platform Mgmt. = -
Custo
S/W and F/W for g;nﬂ:mrrl MS WMI Re;s:ﬁy
IPMI & PICMG 3.x| ™ OSA
OSA WMI Connectors | ¥ 0sA WBEM
 Modular Mapper aeppe
Architecture
— Extensible
_ Scaleable across
product lines OSA IPMI Firmware
Baseboard Management Controller
inteL Dgi.trréroper
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intgl.

* IPMI Update & Architecture
Overview

- Baseboard Management &
Enclosure/Peripheral
Controllers

e Sensor Devices -

» Putting it all together - /4
design advice and tools

s Summary

—
Developer
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siimmary

* New Iinitiatives and specifications
enable competitive server
management features

* Management controllers and sensor
devices available to fit your design
and feature differentiation needs

* Tests & tools reduce system cost and
design effort

* Help available today...

= < Inted
Developer
Intd" Forum-
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Resource Information

Gomponent & Tool Vendors”

* Agilent Technologies

contact.tm.agilent.com/tmo/datasheets/EnglishPRMC_ERMC.html, Niki Haines, niki_haines@agilent.com
* Analog Devices, Inc.

www.analog.com/pc & /temp-sensors, Paul Errico - paul.errico@analog.com

 Pallas Semiconductor
www.dalsemi.com

* Hitachi Semiconductor (America), Inc.
semiconductor.hitachi.com

e Micro Computer Control Corporation
www.mcc-us.com, Ed Thompson, ed.thompson@mcc-us.com
* National Semiconductor Corporation
www.national.com/appinfo/tempsensors/ & /advancedio, Hezi Friedman, hezi.friedman@nsc.com
* Philips Semiconductors
www.philipslogic.com/products/i2c, Joe Kochanski, joseph.kochanski@phlips.com
e OSA Technologies
www.osatechnologies.com, Steve Rokov, steve.rokov@osatechnologies.com
* Qlogic Corporation
www.qlogic.com, Mark Byrne-Quinn, mark.byrne-quinn@gqlogic.com

e Texas Instruments
www.ti.com

* Vitesse Semiconductor Corporation
www.vitesse.com, Tom Brokaw,brokaw@vitesse.com

 Winbond Electronics Corporation

www.winbond.com.tw, Chad M.C. Wu, mcwu0@winbond.com.tw v

L
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Resource Information

Organizations / Specifications

* |IPMI (Intelligent Platform Management Interface)
Specifications
— http://developer.intel.com/design/servers/ipmi

SMBus Specifications

— System Management Bus (SMBus) Specification, Version 2.0, August 3, 2000
http://lwww.smbus.org

I2C Specifications

— The I2C-BUS Specification, Version 2.1, January 2000
http://[semiconductors.philips.com/

DMTF Pre-OS Working Group / ASF Specifications™

— http://lwww.dmtf.org

PICMG / AdvancedTCA - PCI Industrial Computers
Working Group
— http://lwww.picmg.org

. -Inted
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ABIT Computer Corp.

Acer Inc.

Advanced Micro Devices, Inc.
Agilent Technologies GmbH
Alberta Microelectronics
Allion Computer Inc.
American Megatrends Inc.
Arima Computer Corp.

ASIS LTD.

ASUSTek Compulter, Inc.
Avian Communications

Axil Compulter, Inc.

Blue Wave Systems

Bull S.A.

Celestica

C&D Technologies, Inc.
ColoWATCH, Inc.
Communication Automation Corporation
Concurrent Technologies PLC
CyberGuard Corporation
Cyclades Corpoation

Data General Corporation
Decru, Inc.

Dell Computer Corporation
Egenera, Inc.

ElanVital Corporation
Ericsson UAB

Evans & Sutherland

Eversys Corporation

Exabyte Corporation

First International Computer, Inc.
Flextel SpA

FORCE Computers GmbH
Freedom Technologies Corporation
Fujitsu, Ltd.

GoAhead Software, Inc.
HADCO Corporation

HCL Infosystems Ltd.
Hewlett-Packard Company
Hewlett-Packard GmbH

tal.

Hitachi Ltd.

Hybricon Corporation
I-Bus/Phoenix Corporation
InnoMedialLogic, Inc.

Intel Corporation

Integra Micro Systems (P) Ltd.
Interphase Corporation
InterWorks Computer Products
Inventec Corporation

Ipex ITG

JMC Products

Kaparel Corporation

L-3 Communications Corp.
Legend (Beijing) Limited
Linux NetworX, Inc.

Lynux Works, Inc.

Macrolink, Inc

Magnetek, Inc.

Micro-Star International
Mirapoint, Inc.

MIiTAC International Corp.
Mitsubishi Electric Corp.
Information Systems Engineering Center
Motorola Computer. Group
National Semiconductor Corp.
NEC Corporation

Nematron Corporation
Network Appliance, Inc.
Network Engines, Inc.
Network Storage Solutions, Inc.
NOCpulse, Inc.

Olivetti Computers Worldwide
OSA Technologies

PEP Modular Computers
Performance Technologies, Inc.
Phoenix Technologies Ltd.
Pigeon Point Systems
Pinnacle Data Systems, Inc.
Praim, Inc.

Qlogic Corporation

Quanta Computer Inc.

Page 40

Radisys Corporation
RAMIX Inc.
Reliance Computer Corporation
Samsung Electronics Co., LTD
Sanera Systems, Inc.
SANgate Systems, Inc.
SBS Technologies, Inc.
Scenix Semiconductor, Inc.
Siemens AG
Silicon Graphics, Inc.
SKY Computers, Inc.
Stan Cox & Associates
Standard Microsystems Corporation
StrataLight Communications, Inc.
Stratus Computer Systems Ireland Ltd.
Summit Microelectronics, Inc.
Sun Microsystems
Super Micro Computer, Inc.
Symphony Group Intl. Co., Ltd.
Synergy Microsystems
Teknor Applicom, Inc.
T-Netix, Inc.
Tatung Co.
Tektronix
Texas Micro Corporation
Toshiba Corporation
Trimm Technologies
Trilogic Systems, LLC
Tyan Computer Corporation
Universal Scientific Industrial
Corp.
USAR Systems, Inc.
VIA Technologies, Inc.
Vitesse Semiconductor Corp.
Vividon, Inc.
Vooha, Inc.
Watrin System Design
Winbond Electronics Corp.
Wistron Corporation
Ziatech Corporation
ZNYX Networks, Inc.
-Inted
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server Management Gontrollers,
sensors, and Tools

Intel Corporation
Questions?

Please remember to turn in
your session survey form.
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This presentation will be
posted September 26"

http://www.intel.com/idf

Attendee password will be sent two weeks
after the conference via email.
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Vitesse Semiconductor” USC093

I2C Enhanced Backplane Controller

— Designed as a companion component to enclosure
management processors
— I12C bus
— 8 Fan-speed monitor inputs
— 8 Programmable PWM outputs

— 64 12mA, programmable, bi-directional I/O pins with individually
selectable one of 7 LED flash rates

— 32 GPIO pins can be uses as FC-AL port bypass control pins

— Programmable interrupt control for 64 interrupt sources (l/O,
bypass input transitions, and fan speed thresholds)

— 100-pin PQFP pkg.
— SSCO050 is a subset of the VSC055 (e.g. 4 fans & PWM, 40 GPIO,
52 interrupt sources)*

. -Inted
lntd.. * Other names and brands may be claimed as the property of others. DEUEIDp‘er
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https://web.archive.org/web/20031002054319/http://www.intel.com/design/servers/ipmi/RMCP+_and_SOL_
Proposals.pdf
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- IPMI -

Intelligent Platform Management
Interface Specification

Proposed extensions for IPMI v2.0:
RMCP+ and Serial Over LAN
DRAFT 9/15/03

Intel Hewlett-Packard NEC Dell
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IPMI RMCP+ and SOL Proposals

Revision History

Date Modifications
9/15/03 Release for Adopter review

Copyright © 2003 Intel Corporation, Hewlett-Packard Company, NEC
Corporation, Dell Computer Corporation, All rights reserved.

INTELLECTUAL PROPERTY DISCLAIMER

THIS SPECIFICATION ISPROVIDED “ASI1S” WITH NO WARRANTIES WHATSOEVER INCLUDING ANY
WARRANTY OF MERCHANTABILITY, FITNESS FOR ANY PARTICULAR PURPOSE, OR ANY WARRANTY
OTHERWISE ARISING OUT OF ANY PROPOSAL, SPECIFICATION, OR SAMPLE.

NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL
PROPERTY RIGHTS IS GRANTED OR INTENDED HEREBY..

INTEL, HEWLETT-PACKARD, NEC, AND DELL DISCLAIM ALL LIABILITY, INCLUDING LIABILITY FOR
INFRINGEMENT OF PROPRIETARY RIGHTS, RELATING TO IMPLEMENTATION OF INFORMATION IN
THIS SPECIFICATION. INTEL, HEWLETT-PACKARD, NEC, AND DELL, DO NOT WARRANT OR
REPRESENT THAT SUCH IMPLEMENTATION(S) WILL NOT INFRINGE SUCH RIGHTS.

I°C isatrademark of Philips Semiconductors. All other product names are trademarks, registered trademarks, or
servicemarks of their respective owners.

1°C is atwo-wire communications bus/protocol developed by Philips. IPMB is asubset of the 12C bus/protocol and was
developed by Intel. Implementations of the 12C bus/protocol or the IPMB bus/protocol may require licenses from
various entities, including Philips Electronics N.V. and North American Philips Corporation.

Intel, Hewlett-Packard, NEC, and Déll retain the right to make changes to this document at any time, without notice.
Intel, Hewlett-Packard, NEC, and Dell make no warranty for the use of this document and assume no responsibility for
any error which may appear in the document nor does it make a commitment to update the information contained
herein.
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1. Introduction

This document presents proposed additions to the IPMI specification. At thistime, it is
planned that these proposals will be included in revised IPM1 specification that will be
issued as“IPMI v2.0". The document is being provided to IPMI Adopters for comment.

The proposals in this document are provided for information only. Within this document
the term “1PMI v2.0” is used to denote or highlight elements that are different or in
addition to the present IPM|I v1.5 specification. It does not imply that the proposals have
been formally reviewed and accepted by the IPMI Promoters, nor whether they will be
included in any future IPMI specification in part or in whole. All proposals are subject to
review and approval by the IPM1 Promoters (Intel, HP, NEC and Dell) and are subject to
change without prior notice.

The proposals in this document primarily cover the following areas: RMCP+ and SOL.
Other proposal areas that have been publicly discussed are being worked on as well.
These areas were not available in suitable form for IPMI Adopter review at thistime.

1.1 Reference Documents
The following documents are companion and supporting specifications for this document:

[AES] Advanced Encryption Sandard, FIPS 197, November 2001.
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[ASF 2.0] Alert Standard Format (A SF ) Specification Version 2.0, 23 April 2003,
©2000-2003, Distributed Management Task Force, Inc.
http://www.dmitf.org

[RFC2104] RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H.
Krawczyk, IBM, M. Bellare, UCSD, R. Canetti, IBM, February 1997.
http://www.ietf.org/rfc/rfc2104.txt

[RFC2404] RFC 2404, The Use of HMAC-SHA-1-96 within ESP and AH, C. Madson,
Cisco Systems Inc., R. Glenn, NIST, November 1998.
http://www.ietf.org/rfc/rfc2404.txt

[SHA-1] NIST, FIPS PUB 180-2: Secure Hash Standard, August 2002.
http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

[MODES] Recommendation for Block Cipher Modes of Operation: Methods and
Techniques, NIST Special Publication 800-38A, December 2001.
http://csrc.nist.gov/publications/ni stpubs/800-38a/sp800-38a. pdf
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[MSFT EMS] Building Hardware and Firmware to Complement Microsoft Windows
Headless Operation, Version 1.00, July 16, 2002.
http://www.microsoft.com/whdc/hwdev/platform/server/headl ess/

1.2 SOL Overview

SOL stands for “Serial over LAN” and is the working name for the specification of IPMI
interfaces for redirecting baseboard serial controller traffic over an IPMI session via
RMCP+. This can be used to enable asynchronous serial-based OS and pre-OS
communication over a connection to the BMC. SOL is specified in Section 4, Serial Over
LAN and Section 4.10, SOL Interaction with Windows.NET Escape Sequences.

1.3 RMCP+ Overview

RMCP+ is the working name for an enhanced protocol for transferring IPMI messages
and other types of payloadsto an IPMI-based BMC over IP. RMCP+ is specified in
Section 2, RMCP+ Protocols, and Section 3, RMCP+ Support and Payload Commands.

RMCP+ includes:;

* Support for multiple payload types over an IPMI session. These include both
‘standard’ and ‘ OEM’ payloads. Payload support enables types of traffic other than
IPM1 messages to be simultaneously carried over an IPM1 session. The specification
also allows a separate session to be established for carrying payloads.

* Enhanced user authentication algorithms. RMCP+ includes more robust session
set-up and key handling algorithms than those for IPM1 over LAN in IPMI v1.5.

* Encryption support. IPM| messages and other payloads can be encrypted under an
IPM1 session. This enables confidentiality for remote operations such as setting user
passwords and for SOL.

* Better alignment with the ASF 2.0. The RMCP+ follows many of the packet format
and authentication elements defined for RM CP (Remote Management Control
Protocol) as specified in the Distributed Management Task Force “ASF 2.0”
specification. (See [ASF 2.0] in the Reference Documents section.) This helps make it
easier to create remote management applications that can work with both ASF 2.0 and
IPM1 v2.0 -based remote management connections.

2. RMCP+ Protocols

This section presents the packet formats, algorithms, and protocols associated with
RMCP+. The following lists the main characteristics of RMCP+:

* Usesan ASF 2.0 -based authentication algorithms and steps for establishing a session.
(Commands corresponding to the ASF 2.0 RSP/RAK P messages, however, are
defined under the IPMI message class rather than under the ASF message class. The
commands vary dightly from their ASF 2.0 counterparts, but are close enough to
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make it straightforward to create asingle set of code that can connect to either IPMI
or ASF -based systems.)

» Supports encrypted payloads.
» Authenticated sessions can be established on any UDP port, including port 26Fh
» Multiple payload types are supported over asingle session

* A mix of authenticated and unauthenticated packets can be supported over asingle
session

* RMCPH+ is specified under the IPM1 message classin RMCP. The packets remain
conformant with the RM CP specification at the RMCP packet level.

» There can be amix of encrypted and unencrypted payloads over a single session

2.1 Differences with IPMI v1.5 Authentication

The following presents an overview of some of the key differences aswell as similarities
between IPMI v1.5 and RMCP+ user setup and authentication mechanisms:

* |IPMI v1.5 had ahook that would allow packets under a session to have different
authentication signatures than the type of signature that was negotiated to open
the session. Thishook was to include a‘ Authentication Type' field that specified
the type of authentication on a per-packet basis. This capability was not used in
the specification. Thus, to simplify things a packet can only have two types of
authentication: the type of authentication selected in the “ Open Session”
command or “none” - thusthe * Authentication Type' field is deleted and instead
the presence or absence of the “Integrity Data” field is used to indicate whether a
given packet in the session is authenticated or not.

* For RMCP+, the IPMI Get Session Challenge request and response messages and
Activate Session messages are replaced by the Open Session and RAKP_x
M essages:
1. The RMCP RSSP Open Session Request, RSSP Open Session Response, and

RAKP_1 messages, combined, correspond roughly to the IPMI Get Session
Challenge request.

2. The RMCP RAKP_2 messagecorresponds roughly to an IPMI Get Session
Challenge response.

3. The RMCP RAKP_3 messagecorresponds roughly to an IPMI Activate
Session request.

4. Note that there’ s no corresponding response message to acknowledge that the
RAKP_3 message. However, as an A SF message there will be an RMCP
ACK that is sent back if the RMCP sequence number is not FFh.

* ASF 2.0 authentication defined ‘ Roles’ such as User and Administrator, where a
key (password) was associated with each role. IPMI v1.5 authentication
associated a key with each User Name where a “privilege level’ (such as User or
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Administrator) was configured for each user name. These two approaches are
merged in RMCP+. The BMC can be configured with ‘null’ user names, whereby
key lookup is done based on *privilege level only’, or with non-null user names,
where the key lookup for the session is determined according to the user name.

* RMCP+ supports HMAC using SHA-1 for authentication. We expect that this
type of authentication will be significantly slower than IPMI v1.5 Authentication
for agiven processor (which uses asimple MD2 or MD5 signature). First, RMCP
uses SHA-1 which, while more robust, is computationally more intensive.
Probably more significant is the use of HMAC which requires that the hashing
algorithm is run twice on the datafor each packet.

IPMI v1.5 Single Session ID for BMC and remote console pick unique, random starting ‘incoming’
BMC and console and ‘outgoing’ sequence numbers

RMCP+ Separate Session IDs for | BMC and remote console pick their own session IDs.
BMC and console

2.2 IPMI v1.5 Discovery and Sessions under IPMI v2.0/RMCP+

To enable backward compatibility, an IPMI1 v2.0 BMC that supports RMCP+ for IPMI
messaging and standard payloads is required to simultaneously support IPMI v1.5 Packet
formats. For a given BMC, users must be equally configurable for IPMI v2.0 or v1.5
access.

2.3 Support for IPMI v2.0 Capabilities under IPMI v1.5

IPM1 v2.0-specific capabilities related to payloads (e.g. Serial Over LAN) are only
available over IPMI v2.0/RMCP+ sessions. Otherwise, new IPMI v2.0 commands and
command extensions are available under IPMI v1.5 sessions.

2.4 VLAN Support

VLAN support is optional, but recommended, for BMC access via IPMI 1.5 packet and
IPM1 v2.0 packet formats. A BMC that supports VLAN on a channel is required to
support it for both packet formats. A BMC is not required to support VLAN equally
across all LAN channels. Thisis alowed because some LAN connections may not have
hardware that supports VLAN with a LAN connection to the BMC.

When aVLAN ID is configured into the LAN parameters, the BMC will only accept
packets with that VLAN tag. Thisincludes all RMCP and RM CP+ packets as well as
DHCP and ARP packets. Conversely, all BMC-generated packets will include the given
VLAN tag.

2.5 IPMI Messages Encapsulation Under RMCP

For LAN transfers, IPMI messages are a special class of data encapsulated in an IPMI Session packet.
The IPMI Session packets are encapsulated in RM CP packets, which are encapsulated in UDP
datagrams. Thisisillustrated in the following figure. The same type of encapsulation is used for IPMI

9
Lenovo
Ex. 1039 - Page 119



IPMI RMCP+ and SOL Proposals

serial/modem messages via PPP, except the Ethernet Framing is replaced with a packet that uses PPP
Framing and | P protocol type.

Figure 2-1, IPMI LAN Packet Layering

Ethernet Framing
MAC Address

IP/UDP
IP Address, RMCP Port #

RMCP message
Class=IPMI
RMCP Sequence# = FFh

IPMI Session
Header

Session ID

Session Sequence #
Authentication Type
AuthCode

IPMI Message
NetFn
LUN

Seq#
CMD
Data

2,51 RMCP/ASF and IPMI Byte Order

Please take note of the following:

Multi-byte fields in RMCP/ASF fields are specified as being transmitted in ‘Network Byte Order’ - meaning
most-significant byte first.
RMCP and ASF-specified fields are therefore transferred most-significant byte first.

The IPMI convention is to transfer multi-byte numeric fields least-significant Byte first. Therefore, unless
otherwise specified:
Data in the IPMI Session Header and IPMI Message fields are transmitted least-significant byte first.

10
Lenovo

Ex. 1039 - Page 120



IPMI RMCP+ and SOL Proposals

2.6 Example IPMI over LAN Packet

The following table shows the format and fields for IPMI messages encapsulated in an RM CP packet
that isitself encapsulated within an 1Pv4 UDP packet delivered over Ethernet.

The table includes a set of columns under the label “Format”. The first column shows the format used
for IPMI over LAN asoriginally defined in the IPMI v1.5 specification, the second column shows the
format for authenticated packets delivered using RM CP per the ASF 2.0 specification. This columnis
shown for reference only. The third column shows the format of packets for RMCP+.

802.1q™”

IP Header

UDP Header

RSP Header

Table 2-1, RMCP Packet Format for |IPMI via Ethernet

Format Value
RMCP /
RMCP / ASF IPMI 2.0
IPMI 1.5 RMCP | “RMCP+"
Field 26Fh 298h 26Fh
Destination Address 6 Dest. MAC Address for 802.3
Source Address 6 Source MAC Address for 802.3
TPI 2 Tag Protocol Identifier
=8100h
VLAN TAG - user priority 3-bits User Priority™
default = 000b, configurable
VLAN TAG - CFI 1-bit Canonical Format Indicator = Ob
VLAN TAG - VLAN ID 12-bits 0’s = no VLAN
Frame Type 2 0800h
Version 4-bits 4h for IPv4
Header Length 4-bits 5h
(length of IP header in units of 4-
bytes)
Precedence 3-bits 000b™
Service Type (Type of Service) 4-bits 1000b™
(minimize delay)
reserved 1-bit Ob
Total Length 2
Identification™ 2 note™
Flags 3-bits 010b™
(don't fragment)
Fragment Offset 13-bits 0_0000_0000_0000b""
Time-to-Live 1 40n™
Protocol 1 11h
Header Checksum 2
Source IP Address 4
Destination IP Address 4 (28 bytes)
Source Port 2
Destination Port 2 26Fh, 298h
UDP Length 2
UDP Checksum 2 (36 bytes) Some payloads may
not use the UDP checksum, in
which case this field gets set to
0's. The receiver must accept the
packet and ignore the checksum
field in this case.
Session ID 4
Session Sequence # 4
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RMCP Header

IPMI Session
Header

IPMI Payload

Version

06h (ASF 2.0)

Reserved

RMCP Seq #

FFh for IPMIP

Class of Message

N

07h for IPMI

Auth Type / Format

RlR|R—-

NEIRIRE

[7:4] - reserved

[3:0] - Authentication Type /
Format
Oh = none
1h = MD2
2h = MD5
3h =reserved
4h = straight password / key
5h = OEM proprietary
6h = Format = RMCP+ (IPMI
v2.0 only)
all other = reserved

Payload Type

Payload Type

[7] - Ob = payload is unencrypted
1b = payload is encrypted

[6] - Ob = payload is
unauthenticated (no
AuthCode field)
1b = payload is authenticated
(AuthCode field is present)

[5:0] = payload type. See Table
2-17, Payload Type
Numbers.

OEM IANA

This field is only present when
Payload Type = 02h (OEM
Explicit)

byte 1:3 - OEM IANA

byte 4 - reserved

OEM Payload ID

This field is only present when
Payload Type = 02h (OEM
Explicit). The definition and values
of this field are specified by the
company or body identified by the
OEM IANA field.

IPMI v2.0 RMCP+ Session ID

note™ Session ID is 0000_0000h
for messages that are sent
‘outside’ of a session.

Session Sequence Number

note®™ For IPMI v2.0 “RMCP+"
there are separate sequence
numbers tracked for authenticated
and unauthenticated packets.
0000_0000h is used for packets
that are sent ‘outside’ of a
session.

IPMI v1.5 Session ID

note™ Session ID is 0000_0000h
for messages that are sent
‘outside’ of a session.

Msg. Auth. Code Code
(AuthCode)

(not present when
Authentication Type set to
‘none’.)

16

IPMI Msg/Payload length

Payload length in bytes.
1-based.

Confidentiality Header

var

For encrypted payloads, based on
encryption type for given payload.
The confidentiality header is not
encrypted.

Payload Data

var

var

var

For IPMI v2.0: IPMI, SOL, KVM,
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IPMI  Session
Trailer’®/
RSP Trailer

MAC level

etc. per Payload Type field.

Confidentiality Trailer

var

For encrypted payloads, based on
encryption type for given payload.
The confidentiality trailer is
typically encrypted along with the
Payload Data.

Integrity PAD

var

var

Added as needed to cause the
number of bytes in the data range
covered by the AuthCode
(Integrity Data) field to be a
multiple of 4 bytes (DWORD). If
present, each Integrity Pad byte is
set to O0h.

Pad Length

indicates how many pad bytes
were added so that the amount of
non-pad data can be determined.

Next Header

Reserved in IPMI v2.0. Set to 00h
when writing, ignore when read.

AuthCode (Integrity Data)

var

var

For IPMI v1.5 this field is as
specified by Auth Type.

For IPMI v2.0 (RMCP+) if this field
is present, then it is calculated
according to the Integrity
Algorithm that was negotiated
during the session open process.
See Table 2-19, Integrity
Algorithm Numbers.

This field is absent when the
packet is unauthenticated.

Legacy PAD™ 1

legacy PAD not needed for IPMI
v2.0

CRC 4

4

4

. Some LAN adapter chips may have a problem where packets of overall lengths 56, 84, 112, 128, or 156
are not handled correctly. The PAD byte is added as necessary to avoid these overall lengths. Remote
console software must use the PAD byte when formatting packets to any 10/100 Ethernet device that
accepts RMCP packets.

. RMCP Messages with class=IPMI should be sent with an RMCP Sequence Number of FFh to indicate that
an RMCP ACK message should not be generated by the message receiver.

. Default value for packets transmitted from the BMC. Can be overridden via a configuration parameter
setting.

. Value used for packets transmitted from the BMC. The BMC ignores the value of this parameter (except
for checksum calculations) on received packets.

. BMC should increment this field each time it sends a new packet.

. Default value for packets transmitted from the BMC. Bit offset 1 (fragment bit) can be overridden via a
configuration parameter setting.

. Default value for packets transmitted from the BMC. The BMC is not required to support receiving
fragmented packets. Packets with a non-zero fragment offset and/or a flags field bit 2 = 1b (“more
fragments” may be silently discarded.)

. The Session ID and Session Sequence Number must be non-zero for commands executed during an
active session. All 0's (0000_0000h) for the Session ID and/or Session Sequence Number (null Session
ID, null Session Sequence Number) are special values only used for messages and commands that can
be executed prior to establishing a session, e.g. Get System GUID, Get Channel Authentication
Capabilities, Get Session Challenge, and RSSP, or RAKP messages. When the Session ID is
0000_0000h, the Sequence Number field is ignored, however the Session Sequence Number should
still be set to 0000_0000h. In addition, for IPMI v2.0 RMCP+ packets, unless otherwise indicated bits 7:6
in the payload type field must also indicate that the packet is both unauthenticated and unencrypted.
Note that the IPMI v1.5 Activate Session uses a null (all 0's) Session Sequence Number before a
session is activated, but does not use a null Session ID. Instead, it uses the Temporary Session ID
given by the BMC in the response to the Get Session Challenge command.

9. For IPMI v2.0 RMCP+ packets, the IPMI Session Trailer is absent whenever the Session ID is

0000_0000h, or whenever bit 6 in the payload type field indicates the packet is unauthenticated

10. Four bytes only present for IEEE 802.1q “VLAN" formatted packets
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11. The use and interpretation of this number is defined in ISO/IEC 15802-3.

2.7 Discovering Support For IPMI over IP Connections

There are two mechanisms for discovering whether a given system (IP Address) supports
IPMI v1.5 and/or IPM1 v2.0 connections. Thefirst isthe *RMCP Ping discovery’
mechanism where the BMC returns whether IPM1 is supported via the supported entities
field of the Ping response (a.k.a. the *Pong’ message). The BMC can optionally return
values in the Ping response indicating what level of IPMI connection(s) (IPMI v1.5
and/or IPMI v2.0) it supports.

The second mechanism isan ‘IPMI command discovery’ mechanism where the remote
consol e discovers that the system supports IPMI by issuing a Get Channel Authentication
Capabilities command to determine support for IPMI v1.5/1PMI v2.0 connections. BMCs
that support IPM1 v2.0/RM CP+ must support the Get Channel Authentication
Capabilities command in both the IPMI v1.5 and IPMI v2.0 packet formats. It is
recommended that a remote console use the IPM1 v1.5 formats until it has confirmed
IPMI v2.0 support.

When the remote console decides to connect to the discovered system, it can use the Get
Channel Authentication Capabilities and (for IPMI v2.0) the Get Channel Cipher Suites

commands to determine which authentication, integrity, and confidentiality algorithm
Cipher Suite(s) can be used for establishing the connection.

2.8 Channel Security Discovery Commands

Table 2-2, Channel Security Discovery Commands

Section
Command Defined Oo/M
Get Channel Authentication Capabilities 2.9 o
Get Channel Cipher Suites 2.10 o

1. Mandatory if session-based channels are implemented.
2. Mandatory if IPMI v2.0 / RMCP+ session-based channels are implemented.

2.9 Get Channel Authentication Capabilities Command

This command is sent in unauthenticated (clear) format. This command is used to retrieve
capability information about the channel that the message is delivered over, or for a
particular channel. The command returns the authentication algorithm support for the
given privilege level. When activating a session, the privilege level passed in this
command will normally be the same Requested Maximum Privilege level that will be
used for a subsequent Activate Session command.

BMC implementations of 1P-based channels must support the Get Channel
Authentication Capabilities Command using the IPM1 v1.5 packet format. BM Cs that
support IPM1 v2.0 RMCP+ must also support the command using the IPMI v2.0/RMCP+
format.
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The Get Channel Authentication Capabilities command can aso be used as a ho-op
‘Ping’ to keep a session from timing out.

Table 2-3, Get Channel Authentication Capabilities Command
Session Request Data authentication type = NONE
session seg# = null (0’s)
session ID = null (0’s)
AuthCode = NOT PRESENT

IPMI Request Data 1 Channel Number
[7]1- 1b = get IPMI v2.0+ extended data.

Ob = Backward compatible with IPMI v1.5. Result data only returns
bytes 1:9, bit [7] of byte 3 (Authentication Type Support) returns
as 0b, byte 5 returns 00h.

[6:4] - reserved
[3:0] - channel number.
Oh-7h, Fh = channel numbers
Eh = retrieve information for channel this request was issued on.
2 Requested Maximum Privilege Level
[7:4] - reserved
[3:0] - requested privilege level

Oh = reserved

1h = Callback level

2h = User level

3h = Operator level

4h = Administrator level

5h = OEM Proprietary level
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Session Response Data authentication type = NONE
session seg# = null (0’s)
session ID = null (0’s)
AuthCode = NOT PRESENT
IPMI Response Data 1 Completion Code

2 Channel Number
Channel number that the Authentication Capabilities is being returned
for. If the channel number in the request was set to Eh, this will return
the channel number for the channel that the request was received on.
3 Authentication Type Support
Returns the setting of the Authentication Type Enable field from the
configuration parameters for the given channel that corresponds to the
Requested Maximum Privilege Level.
[7]1- 1b =IPMI v2.0+ extended capabilities available. See Extended
Capabilities field, below.
Ob = IPMI v1.5 support only.
[6] - reserved
[5:0] - IPMI v1.5 Authentication type(s) enabled for given Requested
Maximum Privilege Level
All bits:  1b = supported
Ob = authentication type not available for use.

[5] - OEM proprietary (per OEM identified by the IANA OEM ID in
the RMCP Ping Response)
[4] - straight password / key
[3] - reserved
[2] - MD5
[1] - MD2
[0] - none
4 [7:5] - reserved

Following bits apply to IPMI v1.5 and v2.0:
[4] - Per-message Authentication status
Ob = Per-message Authentication is enabled. Packets to the BMC must
be authenticated per Authentication Type used to activate the
session, and User Level Authentication setting, following.
1b = Per-message Authentication is disabled. Authentication Type ‘none’
accepted for packets to the BMC after the session has been
activated.

[3] - User Level Authentication status
Ob = User Level Authentication is enabled. User Level commands must
be authenticated per Authentication Type used to activate the
session.
1b = User Level Authentication is disabled. Authentication Type ‘none’
accepted for User Level commands to the BMC.

[2:0] - Anonymous Login status
This parameter returns values that tells the remote console whether
there are users on the system that have ‘null’ usernames. This can be
used to guide the way the remote console presents login options to the
user. (see IPMI v1.5 specification sections 6.9.1, ‘Anonymous Login’
Convention and 6.9.2, Anonymous Login )

[2] - 1b = Non-null usernames enabled. (One or more users are enabled
that have non-null usernames).

[1] - 1b = Null usernames enabled (One or more users that have a null
username, but non-null password, are presently enabled)

[0] - 1b = Anonymous Login enabled (A user that has a null username
and null password is presently enabled)
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5 For IPMI v1.5: - reserved

For IPMI v2.0+: - Extended Capabilities
[7:2] - reserved

[1]-  1b = channel supports IPMI v2.0 connections.
[0] - 1b = channel supports IPMI v1.5 connections.
6:8 |OEMID

IANA Enterprise Number for OEM/Organization that specified the
particular OEM Authentication Type. Least significant byte first.
Return 00h, 00h, 00h if no OEM authentication type available.

9 OEM auxiliary data.

Additional OEM-specific information for the OEM Authentication Type.
Return 00h if no OEM authentication type available.

2.10 Get Channel Cipher Suites Command

This command can be executed prior to establishing a session with the BMC. The
command is used to look up what authentication, integrity, and authentication algorithms
are supported. The agorithms are used in combination as ‘ Cipher Suites'.

The datais accessed 16-bytes at atime starting from List Index field value of 0 in the
request and then repeating the request incrementing the List Index field each time until
fewer than 16-bytes of algorithm data (or no algorithm data) is returned in the response,
or the maximum List Index value has been reached.

A given Cipher Suite may only be available for establishing a session at a particular
maximum privilege level or lower. For example, a Cipher Suite that has a privilege level
of ‘Admin’ can therefore be used for any privilege level, while a privilege level of User
can only be used for establish sessions with a Maximum Requested Privilege Level of
User or Callback.

Because the authentication algorithm specifies the steps for authenticating the user, itisa
necessary part of session establishment. Therefore an authentication algorithm number is
required for all Cipher Suites. It is possible that a given Cipher Suite may not specify use
of an integrity or confidentiality algorithm. If the Cipher Suite has integrity and/or
confidentiality of 'none’, then all the same steps for establishing a session are used (open
session request/response, RAKP messages) - but the integrity (AuthCode) and
confidentiality fields will be absent in packets for that are sent under the session.
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Table 2-4, Get Channel Cipher Suites Command

IPMI Request Data 1 Channel Number
[7:4] - reserved
[3:0] - channel number.
Oh-7h, Fh = channel numbers
Eh = retrieve information for channel this request was issued on.
2 Payload Type.
[7:6] - reserved
[5:0] - Payload Type number
Typically 00h (IPMI).

The Payload Type number is used to look up the Security Algorithm support
when establishing a separate session for a given payload type.
3 List Index.
[7]1- 1b =list algorithms by Cipher Suite
0Ob = list supported algorithms
[6] - reserved
[5:0] - List index (00h-3Fh)
00h = get first set of algorithm numbers. BMC returns up to sixteen (16)
bytes per index. Oh selects the first set of 16, 1h selects the next
set of 16, and so on. The BMC will return 0 bytes of supported
algorithm numbers when the indexed range exceeds the number
of available algorithms. A return of 0 bytes of supported algorithm
numbers, or a return of fewer than 16 numbers indicates that the
full list has been read. Note that Cipher

IPMI Response Data 1 Completion Code

Channel Number
Channel number that the Authentication Algorithms are being returned
for. If the channel number in the request was set to Eh, this will return
the channel number for the channel that the request was received on.
(3:18) | Cipher Suite Record data bytes, per Table 1-4, Cipher Suite Record Format.
Record data is ‘packed’; there are no pad bytes between records. It is
possible that record data will span across multiple List Index values.

The BMC returns Cipher Suite Record data 16-bytes at a time, starting from
List Index 00h.

2.10.1 Cipher Suite Records

The data from the Get Channel Cipher Suites command isissued as Cipher Suite records.
Tag bits are used to delimit different fields in the record. Each record starts off with
header bytes that are tagged with the value 11b (for this version of the specification, there
isonly one header byte). Following the header bytes are algorithm number bytes for the
different algorithms that form the Cipher Suite. Each byte is tagged with the type of
algorithm the number is for. Cipher Suite records are required to list algorithmsin the
order: Authentication Algorithm number first, Integrity Algorithm numbers next, and
Confidentiality Algorithm numbers last.

If more than one algorithm of agiven typeislisted in the Cipher Suite Record, then any
one of the algorithms can be used in combination with the other types. For example, if a
Cipher Suite response returns both MD5 and MD2 as Authentication and Integrity
algorithms, and 'RC4 for confidentiality, then the allowed combinations are [MD2, MD2,
IRC4], [MD2, MD5, |RC4], [MD5, MD2, |RC4], and [MD5, MD5, !RC4]. |.e. aremote
consol e can negotiate for those combinations when establishing a session.
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Table 1-4, Cipher Suite Record Format

bytes | Tag bits [7:6] | Data bits [5:0]

1 11b Header.
Byte 1 - Cipher Suite ID.

This value is used a numeric way of identifying the Cipher Suite on the platform.
It's used in commands and configuration parameters that enable and disable
Cipher Suites. See Table 2-6, Cipher Suite IDs.

(2:4) 11b Byte 1:3 - OEM IANA

Least significant byte first. These bytes are present in the record for an OEM
Cipher Suite number. 3-byte IANA for the OEM or body that defined the Cipher
Suite.

var 00b Authentication Algorithm Number.
A Cipher Suite is only allowed to utilize one Authentication algorithm. See Table
2-18, Authentication Algorithm Numbers

var 01b Integrity Algorithm Number(s). See Table 2-19, Integrity Algorithm Numbers
var 10b Confidentiality Algorithm Number(s). See Table 2-20, Confidentiality Algorithm
Numbers

2.10.2 Cipher Suite IDs

The following table provides the number ranges and assignments for Cipher Suite IDs.
The Cipher Suite ID values are used as away to identify different Cipher Suitesin
configuration parameters and IPM| commands.

The OEM IDs do not correspond to a particular Cipher Suite, but are handles that can be
used to identify the Cipher Suite on a particular implementation of aBMC. 1.e. the OEM
Cipher Suite corresponding to “80h” can be different from one BMC to the next. These
handles can, however, be used in configuration parameters and commands the same way
asthe IPMI-defined Cipher Suite IDs.

The Get Channel Cipher Suites command will return the algorithms used to form a given
Cipher Suite (those numbers can then be used by a remote console in the commands for
establishing a session). For OEM defined Cipher Suites, the Get Channel Cipher Suites
command will also return the IANA for the OEM or body that defined the Cipher Suite.

Table 2-6, Cipher Suite IDs

ID characteristics Cipher Authentication Integrity Confidentiality
Suite Algorithm Algorithm(s) Algorithm(s)
1 S (01h, 00h, | RAKP-HMAC-SHAL1 | None None
00h)
2 S, A (01h, 01h, | RAKP-HMAC-SHAl1 | HMAC-SHA1-96 None
00h)
3 S,AE (01h, 01h, | RAKP-HMAC-SHA1 | SHA1 HMAC- AES-CBC-128
01h) SHA1-96
80h- OEM specified OEM OEM specified OEM specified OEM specified
BFh specified
COh- reserved - - - -
FFh
Key:

S = authenticated session setup (correct role, username and password/key required to
establish session)

A = authenticated payload data supported.

E = authentication and encrypted payload data supported
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2.11 RMCP/ASF Pong Message (Ping Response)

Table 2-7, RMCP Packet Fields for AS- Presence Pong Message (Ping Response)
size In
Field bytes | value

UDP Header Source Port 26Fh

Destination Port from Ping request

UDP Length per UDP

UDP Checksum per UDP

RMCP Header Version 6 = RMCP Version 1.0

Reserved 00h

RMCP Sequence Number FFh for IPMI™

Class of Message 06h = ASF

ASF Message IANA Enterprise Number 4542 = ASF IANA

Message Type 40h = Presence Pong

Message Tag from Ping request

Reserved 00h

Data Length 16 (10h)

IANA Enterprise Number If no OEM-specific capabilities exist, this
field contains the ASF IANA (4542) and
the OEM-defined field is set to all zeroes
(00000000h). Otherwise, this field
contains the OEM'’s IANA Enterprise

Number and the OEM-defined field
contains the OEM-specific capabilities.

N

IN N N N Y R R R R NN

For IPMI v2.0 this field can contain the
IPMI IANA for 'quick discovery'. If the
IANA = IPMI (00001BF2h, 7154 decimal)
then the OEM-defined field is used to tell
the remote console what level of IPMI
over LAN command support is available,
provided the ‘IPMI supported’ bit in the
supported entities field (below) is also set.

This is recommended for new
implementations, but is not mandatory. If
the IPMI IANA is not provided, the ‘IPMI
supported’ bit indicates that the remote
console must use the Get Channel
Authentication Capabilities command to
determine the level of IPMI over LAN
support.

OEM-defined 4
This field can contain OEM-defined values;
the definition of these values is left to the
manufacturer identified by the preceding
IANA Enterprise number.

For IANA = IPMI (byte 1 returned first):

byte 1:

[7:2] - reserved

[1]1- 1b = supports IPMI v2.0/RMCP+
connections.

[0]- 1b= supports IPMI v1.5
connections.
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byte 2:4 - reserved (return as 00h)
Supported Entities 1 81h for IPMI

[7] 1b = IPMI Supported

[6:4] Reserved

[3:0] 0001b = ASF Version 1.0

Supported Interactions'™ 1 Reserved for future definition by ASF
specification, set to 00000000b
Reserved 6 Reserved for future definition by ASF

specification, set to 00 00 00 00 00 00h

2.12 AES-CBC-128 Encrypted Payloads

The following table summarizes the contents of the IPMI Payload when AES-CBC
encryption is used.

Table 2-8, AES- CBC Encrypted Payload Fields

Field Size Sub field Description
Confidentiality 16 Initialization Vector For the AES algorithm in CBC mode, this field must
Header be a 16-byte random value generated uniquely for
each message (packet).
Payload Data variable | Payload Data
Confidentiality variable | Confidentiality Pad Added to the Data field to be encrypted (including
Trailer the Confidentiality Pad Length field) so that they
have a length that is a multiple of the block size of
algorithm being used. For the AES algorithm, the
block size is 16 bytes.
1 Confidentiality Pad Defines the number of Confidentiality Pad bytes
Length present in the message. For the AES algorithm, this

number will range from 0 to 15 bytes. This field is
mandatory. If no Confidentiality Pad bytes are
required, the Confidentiality Pad Length field is set
to 00h. If present, the value of the first byte of
Confidentiality Pad shall be one (01h) and all
subsequent bytes shall have a monotonically
increasing value (e.g., 02h, 03h, 04h, etc). The
receiver, as an additional check for proper
decryption, shall check the value of each byte of
Confidentiality Pad. Some messages may not
require padding if the messages already provide the
necessary alignment.

2121 Generating the Initialization Vector

The initialization vector (IV) should be unpredictable. In particular, for any given
plaintext, it must not be possible to predict what the next 1V will be from the last 1V. For
AES-CBC-128, the IV is recommended to be a 16-byte random number generated by a
high quality random number generation process. See Section 2.25, Random Number
Generation.
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212.2 Encryption with AES

AES-128 uses a 128-bit Cipher Key. The Cipher Key isthefirst 128-bitsof key “K2”,
K2 is generated from the Session Integrity Key (SIK). See Section 2.24, Generating
Additional Keying Material.

Once the Cipher Key has been generated it is used to encrypt the payload data. The
payload datais padded to make it an integral numbers of blocksin length (ablock is 16
bytesfor AES). The payload is then encrypted one block at atime from the lowest data
offset to the highest using Cipher_Key as specified in [AES)].

2.12.3 CBC (Cipher Block Chaining)

When CBC isused, before a block of payload datais encrypted it isfirst exclusive-ORed
with the previous ciphertext block (or in the case of thefirst block, with theinitialization
vector). For AES, this means that the each 16-byte block of plaintext payload datais
exclusive-ORed with the previous 16-bytes of encrypted data before being encrypted. See
[MODES] for information on CBC.

For AEC-CBC-128 encrypted payloads under IPM1 v2.0 RMCP+, CBC does not span
between packets, it only applies to blocks within a packet. Instead, each individual packet
is encrypted using a different initialization vector. Thus, packets can be decrypted even if
an intermediate block islost.

2.13 RMCP+ Authentication

RM CP+ session establishment messages are specified under the IPMI Message class for
RMCP. The following messages are specified:

RSSP Open Session Request
RSSP Open Session Response
RAKP Message 1

RAKP Message 2

RAKP Message 3

agbrwpNE

The Payload Type field identifies which message is being carried in the IPM| Payload
portion of the packet.

2.13.1 RSSP Open Session Request

The remote consol e sends this RSSP message to the managed system to open a protected
session. The client responds with an RSSP Open Session Response message. Following
the Remote Console Session ID field, this message contains one or more Authentication
Payload proposals, one or more Integrity Payload proposals, and one or more
Confidentiality Payload proposals. If the RSSP Open Session Request is accepted, the
BMC has found a Cipher Suite that matches up with the one or more combinations of the
algorithm proposals.
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Note: Whilethe format of the RSSP Open Session Request incorporates payload
fields that can support multiple algorithms of each type, this revision of
the specification only requires supporting one (1) algorithm or empty
‘wildcard’ field for each security algorithm payload type in the request.

The format of thismessageis as follows:

Table 2-9, RSSP Open Session Request
byte Data field

IPMI Session Header Payload Type = RSSP Open Session Request
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h
IPMI Payload 1 Message Tag - Selected by remote console.
2 | Reguested Maximum Privilege Level (Role)
[7:4] - Reserved for future definition by this specification, set to Oh
[3:0] - Requested Maximum Privilege Level (Role).

0Oh = Highest level matching proposed algorithms.
BMC will pick the Cipher Suite returned in the RSSP Open Session
Response by checking the algorithms proposed in the RSSP Open
Session Request against the Cipher Suites available for each privilege
level, starting with the “OEM Proprietary level” and progressing to lower
privilege levels until a match is found. The resultant match results in an
‘effective’ maximum privilege level for the session. The resultant level is
returned in the RSSP Open Session Response.

1h = CALLBACK level

2h = USER level

3h = OPERATOR level

4h = ADMINISTRATOR level

5h = OEM Proprietary level

3:4 | reserved - write as 00_00h

5:8 | Remote Console Session ID. Selected by the remote console to identify

packets that are received for the given session by the remote console

9:13 | Authentication Payload. Identifies the authentication type that the managed

system wants to use for the session.

byte 1 - Payload Type

00h = authentication algorithm

byte 2:3 - reserved = 0000h

byte 4 - Payload Length in bytes (1-based).

00h = Null field (“wildcard”). BMC picks algorithm based on Requested
Maximum Privilege Level and that matches with the proposed Integrity
and Confidentiality payloads. If the Requested Maximum Privilege
Level is ‘unspecified’ the BMC picks algorithm based on the Integrity
and Confidentiality algorithm proposals starting from the highest
privilege level until a match is found.

byte 5 - Authentication Algorithm

[7:6] - reserved
[5:0] - Authentication Algorithm (See Table 2-18, Authentication Algorithm
Numbers)

byte 6:8 - reserved

14:18 | Integrity Payload. Identifies the integrity type that the managed system wants

to use for the session.

byte 1 - Payload Type

01h = integrity algorithm
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byte 2:3 - reserved = 0000h

byte 4 - Payload Length in bytes(1-based)

00h = Null field (“wildcard”). BMC picks algorithm based on Requested
Maximum Privilege Level and that matches with the proposed Authentication
and Confidentiality payloads. If the Requested Maximum Privilege Level is
‘unspecified’ the BMC picks algorithm based on the Authentication and

Confidentiality algorithm proposals starting from the highest privilege level until
a match is found.

byte 5 - Integrity Algorithm
[7:6] - reserved
[5:0] - Integrity Algorithm (See Table 2-19, Integrity Algorithm Numbers)
byte 6:8 - reserved
19:23 | Confidentiality Payload. Defined confidentiality algorithms are:
byte 1 - Payload Type
02h = confidentiality algorithm
byte 2:3 - reserved = 0000h
byte 4 - Payload Length in bytes (1-based)
00h = Null field (“wildcard”). BMC picks algorithm based on Requested
Maximum Privilege Level and that matches with the proposed Authentication
and Integrity payloads. If the Requested Maximum Privilege Level is
‘unspecified’ the BMC picks algorithm based on the Authentication and Integrity
algorithm proposals starting from the highest privilege level until a match is
found.
byte 5 - Confidentiality Algorithm
7:6] - reserved
[5:0] - Confidentiality Algorithm (See Table 2-20, Confidentiality Algorithm
Numbers)
byte 6:8 - reserved

2.13.2 RSSP Open Session Response

A managed system sends this RSSP message to the management console in response to
an RSSP Open Session Request message. Following the Status Code, Mgt Console and
Managed System Session ID fields, this message contains a single Authentication
payload, asingle Integrity payload, and a single Confidentiality payload. These payloads
represent the proposals that the managed system selected from the list offered by the
management console.

The format of this message’ s Data section is as follows:

Table 2-10, RSSP Open Session Response
byte  data field

IPMI Session Header Payload Type = RSSP Open Session Response
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h

IPMI Payload 1 Message Tag - Selected by remote console.

2 RSSP Status Code - Identifies the status of the previous message. If the previous
message generated an error, then only the Status Code, Reserved, and Remote Console
Session ID fields are returned. See Table 1-15, RSSP and RAKP Message Status Codes.
The session is then immediately closed at the BMC.
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Maximum Privilege Level (Role) - Indicates the Maximum Privilege Level allowed for the

session based on the security algorithms that were proposed in the RSSP Open Session
Request.
[7:4] - Reserved for future definition by this specification, set to Oh
[3:0] - Requested Maximum Privilege Level (Role).

0Oh = unspecified (returned with error completion code).

1h = CALLBACK level

2h = USER level

3h = OPERATOR level

4h = ADMINISTRATOR level

5h = OEM Proprietary level

reserved - write as 00h

5:8

Remote Console Session ID The Remote Console Session ID specified by RSSP Open
Session Request message associated with this response.

9:12

Managed System Session ID The Session ID selected by the Managed System for this
new session. The Bypass Session ID (All 0’s) is not valid in this context.

13:20

Authentication Payload This payload defines the authentication algorithm proposal
selected by the Managed System to be used for this session (see Table 2-9, RSSP Open
Session Request for the definition of this payload). A single algorithm will be returned. The
‘Null field’ is not allowed.

21:28

Integrity Payload This payload defines the integrity algorithm proposal selected by the
Managed System to be used for this session (see Table 2-9, RSSP Open Session
Request for the definition of this payload). A single algorithm will be returned. The ‘Null
field’ is not allowed.

29:36

Confidentiality Payload This payload defines the confidentiality algorithm proposal
selected by the Managed System to be used for this session (see Table 2-9, RSSP Open
Session Request for the definition of this payload). A single algorithm will be returned. The
‘Null field’ is not allowed.

2.14 Close Session Command

This IPMI command is used to immediately terminate a session in progress. It istypicaly
used to close the session that the user is communicating over, but it can also be used to
other terminate sessionsin progress (provided that the user is operating at the appropriate
privilege level, or the command is executed over a non-authenticated channel - e.g. the

system interface).

Request Data
Response Data

Table 2-11, Close Session Command
byte data field
1:4 Session ID

1 Completion Code
87h = invalid session ID in request

2.15 Session Termination
The following actions can terminate a session:

* The Close Session command
e Session Inactivity Timeout (Per IPMI v1.5 section 6.11.13, Session Inactivity Timeouts)

Terminating a session causes any payloads that were activated under that session to be
automatically deactivated. Terminating one session will not cause other sessions to
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terminate. If multiple sessions are opened by a remote console they will need to be
terminated individually.

216 RAKP Messages

RAKP Messages are transferred in the payload portion of an IPMI over LAN packet with
aFormat field set to “RMCP+”. The Payload Type field indicates which RAKP message
isheld in the IPMI Payload portion of the packet.

2.16.1 RAKP Message 1

A remote consol e sends this RAKP message to the managed system to begin the session
authentication process. The remote consol e selects a Remote Console Random Number, a
Maximum Requested Privilege Level (Role), and an optional User Name and sends them
to the managed system along with the Managed System Session ID specified by the client
on the previous RSSP Open Session Response.

Upon receiving RAKP Message 1, the managed system verifies that the message contains
an active Managed System Session ID and that a session can be created using the given
user information and security algorithm proposal. The managed system responds with an
RAKP Message 2.

FYI: RAKP Message 1 corresponds roughly to an IPM1 v1.5 Get Session Challenge
request message. RAKP Message 2 corresponds roughly to an IPMI Get Session
Challenge response message.

The format of the IPM| Session Header, Payload, and Session Trailer for the RAKP
Message 1 is shown in the following table.

Table 2-12, RAKP Message 1
byte data field

IPMI Session Header Payload Type = RAKP Message 1
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h

IPMI Payload 1 Message Tag - Selected by remote console.

2:4 | reserved - write as 00_00h

5:8 Managed System Session ID

The Managed System’s Session ID for this session, returned by the Managed System on
the previous RSSP Open Session Response message.

9:24 | Remote Console Random Number
Random number selected by the Remote Console
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25 | Requested Maximum Privilege Level (Role)

[7:5] - Reserved for future definition by this specification, set to 000b

[4]1- Ob = Username/Privilege lookup. Both the Requested Privilege Level and User
Name are used to look up password/key. The BMC will search the user entries
starting with USER ID 1 and use the first entry that matches the specified user
name and has a Maximum Privilege Level that matches the Requested
Privilege Level. This can be used in combination with ‘null’ user names to
enable a password that is just based on the requested privilege level.

1b = Name-only lookup. User Name alone is used to look up password/key.
Privilege Level field acts as a ‘Maximum Requested Privilege Level’ ala IPMI
v1.5. The rules for privilege level handling are summarized as follows:

« If the Requested Privilege Level is greater than the privilege limit for the
channel/user, the user will be allowed to connect but will be restricted to the
channel/user privilege limit that was configured for the user.

« If the Requested Privilege Level is less than the channel/user privilege limit,
the user will be allowed to connect and Request Privilege Level will become
the effective privilege limit for the user. |.e. the user will not be able to raise
their privilege level higher than the Requested Privilege Level.

[3:0] - Requested Maximum Privilege Level
Oh = reserved
1h = CALLBACK level
2h = USER level
3h = OPERATOR level
4h = ADMINISTRATOR level
5h = OEM Proprietary level

26:27 | reserved - write as 0000h

28 | User Name Length

00h  No name present

01h-10h Name length

11h-FFh Reserved for future definition by this specification

29:44 | User Name ASCII character Name that the user at the Remote Console wishes to assume
for this session. No NULL characters (00h) are allowed in the name. Sixteen-bytes, max.

2.16.2 RAKP Message 2

The managed system sends this RAKP message to a remote consol e in response to the
receipt of an RAKP Message 1. Once RAKP Message 1 has been validated the managed
system selects a Managed System Random Number and computes a Key Exchange
Authentication Code over the values specified by the RAKP agorithm. The managed
system sends those values along with the Managed System Globally Unique ID (GUID)
and the Remote Console Session ID (sent by the console on the previous RSSP Open
Session Request) to the remote console.

Upon receiving RAKP Message 2, the remote console verifies that the Remote Console
Session ID is active and that the Managed System GUID matches the managed system
that the remote console has associated with the session. The remote consol e then
validates the AuthCode (Integrity Check Value) and responds with an RAKP Message 3.

The format of an RAKP Message 2 message’ s Data section is as follows:
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Table 2-13, RAKP Message 2
byte data field

IPMI Session Header Payload Type = RAKP Message 2
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h «<TBD:need to verify whether this is 0 or not.

IPMI Payload 1 Message Tag - Selected by remote console.
2 RSSP Status Code - Identifies the status of the previous message. If the

previous message generated an error, then only the Completion Code,
Reserved, and Remote Console Session ID fields are returned. If the
Remote Console Session ID field is indeterminate (as would be the case if
the Managed System Session ID in RAKP Message 1 were invalid) then
the Remote Console Session ID field will be set to all zeros.

On error, the remote console can attempt to correct the error and send a
new RAKP Message 1. Note that the remote console must change the
Message Tag value to ensure the BMC sees the message as a hew
message and not as a retry.

See Table 1-15, RSSP and RAKP Message Status Codes for the status
codes defined for this message.

3:4 Reserved - write as 00_00h.

5:8 Remote Console Session ID - The Remote Console Session ID specified
by the RSSP Open Session Request message associated with this
response.

9:24 Managed System Random Number - Random number selected by the
managed system.

25:40 Managed System GUID - The Globally Unique ID (GUID) of the Managed
System. This value is specified by the client system’s SMBIOS
implementation.

41:N Key Exchange Authentication Code

An integrity check value over the relevant items specified by the RAKP
algorithm for RAKP Message 2. The size of this field depends on the
specific Authentication Algorithm (e.g. for RAKP-HMAC-SHA1 the
Authentication Algorithm would be HMAC using SHA1) that was identified
in the RSSP Open Session Response.

2.16.3 RAKP Message 3

A remote consol e sends this RAKP message to a managed system in response to the
receipt of an RAKP Message 2. Once it validates RAKP Message 2, the remote console
creates a Session Integrity Key using the values specified by the RAKP agorithm. The
remote console then computes an Integrity Check Value over the values specified by the
RAKP algorithm, and sends that along with the Managed System Session ID (sent by the
managed system on the previous RSSP Open Session Response message) to the managed
system.

After receiving RAKP Message 3, the managed system verifies that the Managed System
Session ID is active and then validates the Integrity Check Value. If the Integrity Check
Valueisvalid, the managed system creates a Session Integrity Key using the values
specified by the RAKP agorithm. With the shared Session Integrity Key in place,
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integrity protected messages can now be exchanged between the remote console and the
managed system.

The format of an RAKP Message 3 message’ s Data section is as follows:

Table 2-14, RAKP Message 3
byte data field

IPMI Session Header Payload Type = RAKP Message 3
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h «<TBD:need to verify whether this is 0 or not.

Message Tag - Selected by remote console.

RSSP Status Code Identifies the status of the previous message. If the
previous message generated an error, then only the Completion Code,
Reserved, and Managed System Session ID fields are returned.

If the BMC receives an error from the remote console, it will immediately
close the session if the Key Exchange Authentication code (below) is valid.

See Table 1-15, RSSP and RAKP Message Status Codes for the status
codes defined for this message.

3:4 Reserved - write as 00_00h.

5:8 Managed System Session ID

The Managed System’s Session ID for this session, returned by the
managed system on the previous RSSP Open Session Response
message.

9:N Key Exchange Authentication Code

An integrity check value over the relevant items specified by the RAKP
algorithm for Message 3. The size of this field depends on the specific
Authentication Algorithm that was selected when the session was created.

2.16.4 RAKP Message 4

A managed client sends this RAKP message to a management console in response to the
receipt of an RAKP Message 3. Once RAKP Message 3 has been validated, the managed
client computes an Integrity Check Value over the values specified by the RAKP
algorithm. The managed client then sends the Mgt Console Session ID and the Integrity
Check Value to the management console.

Upon receiving RAKP Message 4, the management console verifies that the Mgt Console
Session ID is active and then validates the Integrity Check Value.

The format of an RAKP Message 4 message’ s Data section is as follows:
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IPMI Session Header

byte

Table 1-14, RAKP Message 4
data field

Payload Type = RAKP Message 4
Session Sequence Number = 00_00_00_00h
Session ID = 00_00_00_00h < TBD:need to verify whether this is 0 or not.

Message Tag - Selected by remote console.

RSSP Status Code - Identifies the status of the previous message. If the
previous message generated an error, then only the Status Code,
Reserved, and Management Console Session ID fields are returned. See
2.1.3.6.1 for the status codes defined for this message.

3:4

Reserved - Reserved for future definition by this specification set to
000000h.

5:8

Mgt Console Session ID The Mgt Console Session ID specified by the
RSSP Open Session Request (83h) message associated with this
response.

9:N

Integrity Check Value An integrity check value over the relevant items
specified by the RAKP algorithm for Message 4. The size of this field
depends on the specific algorithm that was selected when the session was
created.

217 RSSP and RAKP Message Status Codes
The table below lists the status codes for specific RSSP and RAKP messages.

Table 1-15, RSSP and RAKP Message Satus Codes

Status Description Message
Code
RSSP
Open
Session RAKP RAKP RAKP
Response Msg 2 Msg 3 Msg 4

00h No errors X X X X
01lh Insufficient resources to create a X

session
02h Invalid session 1D X X X X
03h Invalid payload type X
04h Invalid authentication algorithm X
05h Invalid integrity algorithm X
06h No matching authentication payload X
07h No matching integrity payload X
08h Inactive session ID X X X
09h Invalid role X
0Ah Unauthorized role X
0Bh Insufficient resources to create a X

session at the requested role
0Ch Invalid name length X
0Dh Unauthorized name X
OEh Unauthorized GUID X
OFh Invalid integrity check value X X
10h Invalid confidentiality algorithm X
11h No Cipher Suite match with proposed X

security algorithms

12h-FFh Reserved for future definition by this
specification
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2.18 IPMI v2.0 RMCP+ Payload Types

The Payload Type field in the IPMI v2.0/RM CP+ packet carries a Payload Type Number
that identifies what type of payload field is being carried in that particular packet.

The Payload Type Numbers (also referred to as payload types) are classified into three
main categories. Standard Payload Types - used to identify payloads that are specified by
the IPMI specifications, Session Setup Payload Types - used to identify payloads that are
for session setup messages specified by the IPM1 specifications, and OEM Payload Types
that are used to identify payloads that are specified by a given OEM.

The following table lists the assignment and ranges of the Payload Type Numbers. The
complete identification of an OEM Payload is given by the combination of athree-byte
IANA 1D for the OEM plus atwo-byte OEM Payload ID that is assigned and defined by
the given OEM. These can either be carried explicitly in each packet (adding six bytes of
overhead) or an application can elect to use an OEM Payload Type Handle. The OEM
Payload Type Handle in the Payload Type provides a value that represents a particular
OEM IANA and OEM Payload ID on a system. The Get Channel Payload Support
command is used discover what OEM Payloads (if any) are used on the managed system,
and to associate the OEM Payload Type number with the OEM IANA ID and Payload
ID.

OEM Payload Handle assignments can vary from system to system. For example,
“OEMQ” on one system may not correspond to the same type of OEM Payload as
“OEMO” on another system. Software that uses OEM Payload Handles must not assume
that a given OEM Payload Handle number will correspond to a particular OEM |ANA
and Payload ID combination across multiple systems. Software must use the Get
Channel Payload Support command to discover the relationship.

Associated with each payload typeis aformat version number that provides information
on the backward compatibility with different versions of the payload type. See Section
3.9, Get Channel Payload Version Command, for more information.
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Table 2-17, Payload Type Numbers

number* | type major format minor format
version version
Standard Payload Types
Oh IPMI Message 1h Oh
1h SOL (serial over LAN) 1h Oh
2h OEM Explicit (This payload type indicates that the OEM specified OEM specified
packet includes explicit OEM IANA and OEM according to OEM | according to OEM
Payload ID fields, rather than using an OEM IANA and OEM IANA and OEM
Payload Type Handle to identify the type of Payload ID. Payload ID.
payload. When used, this option adds 6 bytes to
the overhead of the packet.)
Session Setup Payload Types
10h RSSP Open Session Request 1h Oh
11h RSSP Open Session Response 1lh Oh
12h RAKP Message 1 1h Oh
13h RAKP Message 2 1h Oh
14h RAKP Message 3 1h Oh
15h RAKP Message 4 1h Oh
OEM Payload Type Handles
20h-27h OEM payloads OEMO through OEM7, respectively. | OEM specified OEM specified
according to OEM | according to OEM
IANA and OEM IANA and OEM
Payload ID. Payload ID.
all other reserved

* The payload type number is a 6-bits (00h-3Fh).

2.19 Session Sequence Numbers

The session sequence number is a 32-bit, unsigned, value. The session sequence number
isused for protecting against replay attacks. The session sequence number is not used for
matching IPMI requests and responses or tracking lost packets. The IPM1 Sequence (Seq)
field, or similar field in the particular payload is used for that purpose. The sender of the
packet increments the session sequence number for every packet that gets transmitted
even if the payload of the content isa‘retry’. Session Sequence Numbers are generated
and tracked on a per-session basis. |.e. there are separate sets of sequence numbers and
sequence number handling for each session.

Sequence numbers only apply to packets that are transmitted within the context of an
IPMI session. Certain IPMI commands and protocol messages are accepted ‘ outside of a
session’. For these packets, the sequence number fields are aways set to 0000_0000h.

2.20 IPMI v1.5 Session Sequence Number Handling

For IPMI v1.5 sessions, there are just two Session Sequence Numbers associated with a
given session: the Inbound Session Sequence Number and the Outbound Session
Sequence Numbers. (The inbound and outbound directions are defined with respect to the
BMC. Inbound messages are from the remote console to the BMC, while outbound
messages are from the BMC to the remote console.) The inbound and outbound sequence
numbers are updated and tracked independently. |.e. since the number of incoming
packets and outgoing packets will typically vary, the inbound and outbound sequence
numbers will not stay in lock step with one another.
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The BMC and the remote console independently select the starting session sequence
number for the messages they receive. Typically, thisis done using a random number in
order to further reduce the likelihood of a playback attack. The remote console sets the
starting values for the outbound session sequence number when it sends the first Activate
Session command for an authenticated session. The Activate Session response is the first
authenticated outbound (BM C to remote console) message. This response message uses
the initial outbound session sequence number value that the remote console delivered in
the prior Activate Session command request. The BMC must increment the outbound
session sequence number by one (1) for each subsequent outbound message from the
BMC.

The first authenticated inbound message uses the initial inbound (remote console to
BMC) session sequence number value that was returned by the BMC in the response to
the Activate Session command. The remote console must increment the inbound session
sequence number by one (1) for each subsequent message it sends to the BMC.

2.20.1 IPMI v1.5 Inbound Session Sequence Number Tracking and
Handling
Session sequence numbers are tracked on a per-session basis. At aminimum, the BMC is
required to track that the inbound sequence number isincreasing, and to silently discard
the packet if the sequence number is eight counts or more from than the last value
received. (An implementation is allowed to contain a proprietary configuration option
that enables alarger sequence number difference, aslong as the standard of +eight can be
restored.)

An implementation can elect to terminate the session if it receives a number of sequence
numbers that are more than eight counts from the last value received.

Valid packets (packets with good data integrity checks and signature) to a given session
that have the same inbound sequence number as an earlier packet are considered to be
duplicate packets and are silently discarded (even if the message content is different).

2.20.2 IPMI v1.5 Out-of-order Packet Handling
In order to avoid closing a session because a packet was received out-of-order, the BMC
must implement one of two options:

Option 1: Advancing eight-count (or greater) window. Recommended. Track
which packets have been received that have sequence numbers up to eight counts
less than the highest |ast received sequence number, tracking which of the prior
eight sequence numbers have been received. Also accept packet with sequence
numbers that are up to eight counts greater than the last received sequence
number, and set that number as the new value for the highest sequence number
received. Thisoption isillustrated in Appendix A - Previous Sequence Number

Tracking.
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Option 2: Drop any packets with sequence numbers that are lower than the last
valid value received. While simpler than option 1, this option is not recommended
except for resource-constrained implementations due to the fact that any out-of -
order packets will require the remote console to timeout and retransmit.
Sequence number wrap-around must be taken into account. When a sequence number
advances from FFFF_FFFFh to 0000_0000h, the an eight count window will range from
FFFF_FFF9h to 0000_0000h. The next window would go from FFFF_FFFAh to
0000_00001h, etc.

When dropping packets because of sequence number, any packet with anillegal,
duplicate, or out-of-range sequence can be dropped without having to verify the packet
integrity data (AuthCode) signature first. When accepting packets, the BMC must apply
any packet integrity and authentication code checks before accepting the packet’s
sequence number.

2.20.3 IPMI v1.5 Outbound Session Sequence Number Tracking and
Handling

The remote consoleis required to handle outbound session sequence number tracking in

the same manner as the BMC handles the inbound session sequence number, except that

Option 2 (above) should not be used as a means of handling out-of-order packets.

2.21 IPMI v2.0 RMCP+ Session Sequence Number Handling

For IPMI v2.0 RMCP+ sessions, there are two sets of Session Sequence Numbers for a
given session. One set of inbound and outbound sequence numbersis used for
authenticated (signed) packets, and the other set is used for unauthenticated packets. The
inbound and outbound sequence numbers for authenticated packets are updated and
tracked independently from the inbound and outbound sequence numbers for
unauthenticated packets.

IPM1 v2.0 RMCP+ Session Sequence Numbers are used for rejecting packets that may
have been duplicated by the network or intentionally replayed.

Theindividual Session Sequence Numbersis are initialized to zero whenever asession is
created and incremented by one at the start of outbound processing for a given packet
(i.e. thefirst transmitted packet hasa ‘1’ as the sequence number, not 0). Session
Sequence numbers are incremented for every packet that is transmitted by a given sender,
regardless of whether the payload for the packet isa‘retry’ or not.

For IPM1 v2.0 RMCP+ packets, sequence numbers don’t wrap. If the sequence number
reaches FFFF_FFFFh the session is automatically closed and must be re-established by
the remote console.

When dropping packets because of sequence number, any packet with anillegal,
duplicate, or out-of-range sequence can be dropped without having to verify the packet
integrity data (AuthCode) signature first. When accepting packets, the BMC must apply

34
Lenovo
Ex. 1039 - Page 144



IPMI RMCP+ and SOL Proposals

any packet integrity and authentication code checks before accepting the packet’s
sequence number.

2.21.1 IPMI v2.0 RMCP+ Sliding Window

IPMI v2.0 RMCP+ uses a‘dliding window’ for tracking sequence numbers for received
packets. This dliding window is used for rejecting packets that have sequence numbers
that are significantly out-of-range with respect to the sequence number for the most
recently accepted packet while allowing a number of out-of-order packets to be accepted.

In order for a packet to be accepted by the BMC, its sequence number must fall within a
32 count sliding window, where packets will be accepted if they are within plus 15 or
minus 16 counts of the highest sequence number that was previously accepted, and they
are not duplicates of any previously received sequence numbers.

2.22 Authentication, Integrity, and Encryption Algorithm
Numbers
The Authentication Algorithm Number specifies the type of authentication “handshake”
process that is used and identifies any particular variations of hashing or signature
algorithm that is used as part of the process. For example, RAKP-HMAC-SHA 1 specifies
the use of RAKP messages for the key exchange portion of establishing the session, and
that HMAC-SHA1 is used to create the Key Exchange Authentication Code that isa
parameter in RAKP Message 2 and RAKP Message 3.

Table 2-18, Authentication Algorithm Numbers

Mandatory /

number* | type Optional1

00h none M

01h RAKP-HMAC-SHA1 M

02h RAKP-HMAC-MD5-128 O

03h RAKP-MD5-128 (0]
COh-FFh OEM (0]

all other reserved

* The number range is limited to six (6) bits (00h-3Fh)

The Integrity Algorithm Number specifies the algorithm used to generate the contents for
the AuthCode “signature” field that accompanies authenticated IPMI v2.0/RMCP+
messages once the session has been established. Unless otherwise specified, the
algorithm applies to the packet data starting with the AuthType/Format field up to and
including the field that immediately precedes the AuthCode field itself. The AuthCode
field isa common part of the IPMI

Table 2-19, Integrity Algorithm Numbers

! Mandatory/Optional is with respect to BMC support. It is recommended that remote consoles support all
specified algorithmsin order to support maximum number of BMC implementations.
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Mandator){ /

number* | type Optional

00h none M

01h HMAC-SHA1-96 M

02h HMAC-MD5-128 (0]

03h MD5-128 (6]
COh-FFh OEM O
all other reserved

* The number range is limited to six (6) bits (00h-3Fh)

The Confidentiality Algorithm Number specifies the encryption/decryption algorithm
field that is used for encrypted payload data under the session. The ‘encrypted’ bit in the
payload type field being set identifies packets with payloads that include datathat is
encrypted per this specification. When payload datais encrypted, there may be additional
“Confidentiality Header” and/or “Confidentiality Trailer” fields that are included within
the payload. The size and definition of those fieldsis specific to the particular
confidentiality algorithm.

Table 2-20, Confidentiality Algorithm Numbers

Mandatory /
number* | type Optional1
00h none M
01h AES-CBC-128 M
(See Section 2.12, AES-CBC-128 Encrypted Payloads, for more information)

02h RC4-128-MD5 )
COh-FFh OEM )
all other reserved

* The number range is limited to six (6) bits (00h-3Fh)

2.23 RSSP Authenticated Key-Exchange Protocol (RAKP)

RSSP can support a number of different authentication and key exchange protocols
during its Creation phase. For this specification, the mandatory-to-implement
authentication and key exchange protocol is the RSSP Authenticated Key-Exchange
Protocol (RAKP). RAKP (defined below) was developed based on the Authenticated
Key Exchange Protocol (AKEP) defined by Bellare and Rogaway in [BR1].

RAKP uses pre-shared symmetric keys and HMA C-based integrity algorithmsto
mutually authenticate a remote console to a given managed system and to generate pair-
wise unigue symmetric keying material that can be used with a number of integrity and
confidentiality algorithmsto provide protection for RMCP messages. For this
specification, RAKP shall use the HMAC-SHA1 integrity algorithm defined in
[RFC2104] and the HMAC-SHA 1-96 integrity algorithm defined in [RFC2404].

RAKP also supports the concept of remote console user “roles’ and optionally
“usernames’ (e.g. operator “x” or administrator “y”), which are established by RAKP
when asession is created.

Examples of behavior that can be controlled include the roles that the managed system
can use to establish sessions (e.g. operator-only sessions) and the roles and names
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(optional) allowed to execute each RM CP message the managed system might receive
during agiven session.

Before a given managed system’s RM CP implementation can become operational, it
must be configured with various RM CP-related parameters. Thisincludes installing user
passwords (keys) and usernames, setting up access rights for the individual users, and
configuring which Cipher Suites are used for authenticated and/or encrypted transfers
with the managed system.

The managed system can be configured with keys for each username, or ‘null’ usernames
can be used, in which case the key is associated solely with agiven privilege level (role).
The different user keys are specified using the notation Kjuinj, where UID represents the
User ID number that is used in the user-specific configuration commands in IPMI.

The user keys are ‘ shared secrets between the BM C and the remote consol &(s).
RAKP/RSSP does not include a secure, confidential mechanism for installing and
distributing user keys between BM Cs and remote consoles. The installation and
distribution of user keys can typically be accomplished with a software utility that uses
OS-provided mechanisms for the secure transfer of keys. If authentication and encryption
are available, an *Admin’ level user can use IPMI commands such as Set User Password
for remotely updating and configuring user key and privilege information over an
authenticated and confidential session to the BMC.

An additional key, Kg, is used for key generation operations. The scope of these keys
(shared by multiple managed systems and the remote console or pair-wise unique for
each managed system and the remote console) isalocal policy issuethat is determined
by the equipment owner at the time of installation.

Once this and other necessary RMCP-related datais installed in the managed system and
the managed system isinitialized, the remote console can initiate sessions with the
managed system. Following the exchange of RM CP Presence Ping/Pong and RSSP
Open Session Reguest/Response messages (exchanging session IDs and selecting RAKP
for use), the remote console starts the RAKP protocol. First, the remote console selects a
random number, Ry, arequested role, Roley, a user name length, ULengthy, a user
name (optional — denoted by < > below), UNamey,;, and the managed system’ s session
ID, SID(, and sends them to the managed system as Message 1.

Message 1: Remote Console —» Managed System
SIDc, Rm, Rolem, ULengthym, < UNamew >
After receiving Message 1, the managed system verifies that the value SIDc is active and
that a session can be created using Roley;, ULengthy;, and (optional), UNamey, for the

given selections for security algorithms.

If the request is valid, the managed system then sel ects a random number, R¢, and sends
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to the remote console as Message 2 the values SIDy;, R¢, and GUID¢ as well asthe
HMAC per [RFC2404] of thevalues (SIDM, SIDc, Rum, R, GUID(, Roley, ULengthM,
< UNamey; >) generated using key Kuip; selected by the given username, UNamey;, and
role, Roley;.

Message 2: Managed System —» Remote Console

SIDwm, Rc, GUIDc,
HMACK[U|D] (SIDm, SIDc, Rm, Rc, GUIDc, Rolem, ULengthw, <

UNamew >)

Where:

SIDy = Remote_Console_Session_ID

SIDc = Managed_System_Session_ID

Rwm = Remote Console Random_Number

Rc = Managed System Random Number

GUID¢ = Managed_System_GUID

Roley = Requested Privilege Level (Role) (this is the entire
byte holding the Requested Privilege Level field)

ULengthy = User Name Length byte

UNamey = User Name bytes (if present)

After receiving Message 2, the remote console verifies that the value SIDy is active and
that GUID¢ matches the managed system that the remote console is expecting to
communicate with. The remote console then validates the HMAC. If the HMAC is
valid, the remote console creates the Session Integrity Key (SIK) by generating an
HMAC per [RFC2104] of the concatenation of Ry, R¢, Roley;, ULengthy, and
(optional) UNamey; using key K¢ (note — no truncation).

SIK = HMACkc (Rw | Rc | Rolem | ULengthy | < UNamey >)

Then the remote console sends to the managed system as Message 3 the value SID¢ and
the HMAC per [RFC2404] of the values (R¢, SIDy, Roley;, ULengthy;, < UNamey; >)
generated using key Kjuip; selected by the username, UNamey;, and role Roley;.

Message 3: Remote Console —P» Managed System

SIDc, HMACk yp) (Rc, SIDm, Rolem, ULengthy, < UNamewm >)

After receiving Message 3, the managed system verifies that the value SIDc is active and
then validatesthe HMAC. If the HMAC isvalid, the managed system creates the SIK by
generating an HMAC per [RFC2104] of the concatenation of Ry, R¢, Roley;, ULengthy,
and (optional) UNamey; using key K¢ (note — no truncation).
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SIK = HMACkc (Rw | Rc | Rolem | ULengthy | < UNamey >)

The managed system then sends to the management console as Message 4 the values
SIDy;, and the HMAC per [RFC2404] of the values (Ry, SID¢, GUID¢) generated using
key SIK. The managed system then transitions into the Message Transfer session state,

Message 4: Managed System —» Mgt Console
SIDM, HMACgik (Rm, SIDc, GUID(¢)

After receiving Message 4, the management console verifies that the value SIDy, is active
and then validates the HMAC. If the HMAC isvalid, the management console has
verification that mutual authentication with the managed system was successful and that
the same pair-wise unique SIK was successfully generated on both ends of the
connection. The management console then transitions into the Message Transfer session
state (the session is how active and, if authentication or authentication/encryption have
been enabled, the transfer of authenticated and authenticated/encrypted payloads can
commence).

The same RAKP steps are followed for session establishment even if the Cipher Suite
indicates that there are no integrity or encryption algorithms required for the session.

2.24 Generating Additional Keying Material

Because this specification supports both integrity and confidentiality servicesfor a
session, RSP needs more keying material than can be provided by SIK alone. Asaresult,
all keying material for the RSP integrity and confidentiality algorithms will be generated
by processing a pre-defined set of constants using HMAC per [RFC2104], keyed by SIK.

K1 = HMAC3|K (const 1)
Kz = HMAC3|K (const 2)
K; = HMACgsk (const 3)

These constants are constructed using a hexadecimal octet value repeated up to the
HMAC block sizein length starting with the constant 01h. This mechanism can be used
to derive up to 255 HMA C-block-length pieces of keying material from asingle SIK.
For the mandatory-to-implement integrity and confidentiality algorithms defined in this
specification, processing the first two (2) constants will generate the require amount of
keying material.

Const 1 = 0x01010101010101010101 01010101010101010101
Const 2 = 0x02020202020202020202 02020202020202020202
Const 3 = 0x03030303030303030303 03030303030303030303
Const 255 = OxFFFFFFFFFFFFFFFFFFFF  FFFFFFFFFFFFFFFFFFFF
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2.25 Random Number Generation

Algorithms for authentication (data integrity) and confidentiality (for Initialization
Vectors) depend on "quality” random numbers for their security. Quality in this context
means that the numbers must be random in a cryptographic sense (i.e., they must be
genuinely unpredictable). To ensure that a baseline-level of quality random numbers are
provided for remote consoles and managed systems, this specification recommends the
following a gorithm be used for random number generation for use in authentication and
dataintegrity algorithmsif no other higher-quality source of random numbersis available
(e.g., ahardware random number generator).

2.25.1 Random Number Key

Each BMC is configured with a 160-bit key, Kg, which is unique for each managed
system. The value of this key cannot be reused during the lifetime of Ky and K¢. The
Set Security Keys command can be used for setting this key. Note that to avoid the
possibility of run-time software changing this key, the BMC includes an option for the
key to be locked so that run-time software cannot change the key.

2.25.2 Random Number Generator Counters

The managed system maintains two (2) 32 bit counters, Cp and Cq. Cp is used to count
the number of device power cycles and its valueis saved in non-volatile storage. Cq iS
used to count the number of random number generation requests per power cycleand is
volatile. Whenever anew Ky isinstalled in non-volatile storage, the counters are reset to
zero (0). Once initialized, Cp isincremented by one (1) after each power cycle and its
new value is again saved in non-volatile storage. Cy, is reset to zero (0) on each power
cycle (i.e., itsvaueis not saved across power cycles).

2.25.3 Random Number Generator Operation

The managed system creates arandom number by generating an HMAC per [RFC2104]
of the concatenation of Cp and Cq using key Kg using the SHA1 hash function. The
output of this generator is a 160-bit pseudo-random number. Uses that require fewer bits
can draw the required number of bits from the 160-bit value. Since the value is random, it
shouldn’t matter which bits are used. Most implementations will ssmply take either the
most-significant ‘N’ bits or |east-significant, whichever is most convenient.

Random Number = HMACkr (Cp | Cq)

Cy isincremented by one (1) after each random number generation request. After each
power cycle, the value of Cq isreset to zero (0) (i.e., its value is not saved across power
cycles). If during a given power cycle, Cq, rolls-over to zero, the managed system must
increment Cp by one (1) and save its new value back into non-volatile storage.
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2.26 Extended LAN Configuration Data

Table 2-21, Extended LAN Configuration Data, lists new configuration parameters for
IPM1 v2.0/RMCP+. Parameters are read-write and non-volatile unless otherwise
specified. The IPM1 Set/Get LAN Configuration Parameters commands are used for
accessing this configuration data.

Table 2-21, Extended LAN Configuration Data

Parameter # Parameter Data (non-volatile unless otherwise noted) 1

802.1g VLAN ID (12-bit) | 20 | Byte 1:

[7:0] - Least significant 8-bits of the VLAN ID. 00h if VLAN ID not used.
Byte 2:

[71- VLAN ID enable.

Ob = disabled, 1b = enabled. If enabled, the BMC will only accept
packets for this channel if they have 802.1q fields and their VLAN ID
matches the

[6:4] - reserved
[3:0] - most significant four bits of the VLAN ID

802.1q VLAN Priority 21 | Byte 1:
[7:5] - reserved

[2:0] - Value for Priority field of 802.1q fields. Ignored when VLAN ID enable
is Ob (disabled) - See 802.1g VLAN ID parameter, above. Setting is
network dependent. By default, this should be set to 000b.

IPMI v2.0 Messaging 22 | This parameter provides a count of the number (8 max.) of fixed Cipher Suites for
Fixed Cipher Suite use with IPMI Messaging on the given channel.

Entry Support

(Read Only) Software can find out what security algorithms are associated with given Cipher Suite

ID by using the Get Channel Cipher Suites command. In addition, there are Cipher
Suite IDs assigned for standard Cipher Suites (see Table 2-6, Cipher Suite 1Ds)

byte 1:
[7:4] - reserved
[3:0] - Fixed Entry count
Number of configurable Cipher Suite entries, 1-based, 8h max.
Configurable entries follow the non-configurable entries. E.g. if there are
eight total entries, and three are configurable, then entries A:E would be
non-configurable and F:H would be configurable.

IPMI v2.0 Messaging 23 | This parameter contains zero to eight (8) bytes of fixed Cipher Suite IDs for Cipher
Fixed Cipher Suite Suites that can be used for establishing an IPMI messaging session with the BMC.
Entries The number of bytes supported is given in the preceding parameter.

byte 1: Cipher Suite ID entry A. 00h = unspecified.
byte 2: Cipher Suite ID entry B. 00h = unspecified.

byte 8: Cipher Suite ID entry H. 00h = unspecified.
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Parameter

Parameter Data (non-volatile unless otherwise noted) 1

IPMI v2.0 Messaging
Fixed Cipher Suite
Privilege Levels

24

This parameter allows the configuration of which privilege levels are associated with
each fixed Cipher Suite. The total number of nibbles supported (zero to eight)
matches the number of fixed Cipher Suite IDs.

byte 1: Maximum Privilege Level for 1st and 2nd Cipher Suites
[7:4] - Maximum Privilege Level for 2nd Cipher Suite
[3:0] - Maximum Privilege Level for 1st Cipher Suite
0Oh = Unspecified (given Cipher Suite is unused)
1h = Callback level
2h = User level
3h = Operator level
4h = Administrator level
5h = OEM Proprietary level
byte 2: Maximum Privilege Level for 3rd and 4th Cipher Suites
byte 3: Maximum Privilege Level for 5th and 6th Cipher Suites
byte 4: Maximum Privilege Level for 7th and 8th Cipher Suites

IPMI v2.0 Messaging
Configurable Cipher

Suite Entry Support

(Read Only)

25

This parameter provides a count of the number (8 max.) of configurable Cipher
Suites for use with IPMI Messaging on the given channel.

byte 1:
[7:4] - reserved
[3:0] - Configurable Entry Count.
Total number of bytes of Configurable Cipher Suite entries in the
following parameter. 1-based. 8h max.

IPMI v2.0 Messaging
Configurable Cipher
Suite Entries

26

This parameter contains zero to eight (8) bytes of configurable Cipher Suite IDs for
Cipher Suites that can be used for establishing an IPMI messaging session with the
BMC.

Note: this parameter may be unsupported if the preceding parameter (Configurable
Entry Count) = Oh.

byte 1: Cipher Suite ID entry A. 00h = unspecified.

byte 2: Cipher Suite ID entry B. 00h = unspecified.

byte 8: Cipher Suite ID entry H. 00h = unspecified.

IPMI v2.0 Messaging
Fixed Cipher Suite
Privilege Levels

27

This parameter allows the configuration of which privilege levels are associated with
each fixed Cipher Suite. The number of nibbles supported (zero to eight) matches the
number of configurable Cipher Suite IDs.

byte 1: Maximum Privilege Level for configurable Cipher Suites A & B
[7:4] - Maximum Privilege Level for Cipher Suite B
[3:0] - Maximum Privilege Level for Cipher Suite A
Oh = Unspecified (given Cipher Suite is unused)
1h = Callback level
2h = User level
3h = Operator level
4h = Administrator level
5h = OEM Proprietary level
byte 2: Maximum Privilege Level for configurable Cipher Suites C & D
byte 3: Maximum Privilege Level for configurable Cipher Suites E & F
byte 4: Maximum Privilege Level for configurable Cipher Suites G & H
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3. RMCP+ Support and Payload Commands

The following sections list the commands associated with discovering, enabling, and
activating payloads under IPMI v2.0/RMCP+. Also included in this section are updates
and additions to IPM| commands to support IPMI v2.0/RM CP+ sessions, authentication,
and configuration.

Table 3-1, RMCP+ Support and Payload Commands

Section
Command Defined O/M
Activate Payload 31 o
Deactivate Payload 3.2 o
Suspend/Resume Payload Encryption Command 3.3 o
Get Payload Activation Status 34 o
Get Payload Instance Info 35 o
Set User Payload Access Command 3.6 o
Get User Payload Access Command 3.7 oM
Get Channel Payload Support Command 3.8 ot
Get Channel Payload Version Command 3.9 ot
Get Channel OEM Payload Info Command 3.10 o4
Set User Password 3.11 oF!
Set Channel Security Keys 3.12 (0]
1. Mandatory if standard payloads other than IPMI Messaging are available on

the channel.

Mandatory if OEM payloads are available on the channel.

Mandatory if session-based channels are supported.

Mandatory for standard payloads per Table 3-4, Payload-specific Encryption
Behavior, when a channel supports CipherSuites that allow a session to be
established with a standard Cipher Suite that supports encryption.

Eal N

3.1 Activate Payload Command

This command is used for activating and deactivating a payload type under agiven IPM|
session. The ability to execute this command is determined via the user’s privileges as
assigned viathe Set User Payload Access command.

The Activate Payload command may return a port number that is separate from the port
number for the session that the command was issued under. In this case, the remote
console must establish a session on the port number that the Activate Session command
returned. The remote console must then issue the Activate Payload command on that port
number in order to actually activate the payload. It is possible that the remote console
already had a session active on the given port number. If the privileges associated with
that session are sufficient (thiswill typically be the case unless the remote console
activated the session at a privilege level that was lower than the maximum level for the
user) the remote console can re-use the existing session and just use the Activate Payload
command to activate the new payload type.

BMCs may have limited resources for handling multiple sessions. It is highly
recommended that a remote console avoids creating multiple sessions and shares sessions
for multiple payloads whenever possible.
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byte

Table 3-2, Activate Payload Command
data field

Request Data 1

[7:6] - reserved
[5:0] - payload type (See Table 2-17, Payload Type Numbers)

Payload Instance
[7:4] - reserved
[3:0] - payload instance. 1-based. Oh = reserved.

3:6

Auxiliary Request Data. Additional payload-specific parameters to configure
behavior of the payload when it becomes activated. Ignored if no auxiliary
data is specified for given payload type.

For Payload Type = SOL:
byte 1
[7] - Encryption Activation

1b: Activate payload with encryption. All SOL payload data from the
BMC will be encrypted, if encryption was negotiated at the time of
session activation.

Ob: Activate payload without encryption. BMC will send all SOL
payload data unencrypted, if that option is allowed. (An SOL
configuration parameter allows a system to be configured to
require encryption for all SOL transfers)

[6] - Authentication Activation

[5:4] - reserved

[3:2] - Shared Serial Alert Behavior

The following settings are determine what happens to serial alerts if IPMI

over Serial and SOL are sharing the same baseboard serial controller.
11b: Reserved

10b: Serial/modem alerts succeed while SOL active.

01b: Serial/modem alerts deferred while SOL active.

00b: Serial/modem alerts fail while SOL active.

[1]- Reserved

[0]- SOL Activation Request

The BMC asserts RTS and DCD/DSR to the baseboard serial controller
and starts accepting characters as soon as SOL is activated.

1b: Request Activate SOL (no-op if SOL already activated)

Ob: Deactivate SOL (no-op if SOL already deactivated)

byte 2:4 reserved - write a 00h

Response Data 1

Completion Code

Generic plus the following command-specific completion codes:

80h: Payload already active on another session (required).
This will be returned any time an attempt is made to activate a payload
type when that type is already activated for another session, and when
the BMC only supports one instance of that payload type running at a
time.

81lh: Payload type is disabled (optional). Given payload type is not
configured to be enabled for activation.

82h: Payload activation limit reached. Cannot activate given payload type
because the maximum number of simultaneous instances of that
payload type are already running.

83h: Cannot activate payload with encryption.

84h: Cannot activate payload without encryption. BMC requires encryption
for all payloads for given privilege level.

2:5

Auxiliary Response Data.
For Payload = SOL: reserved. Return as 00_00_00 00h.

6:7

Inbound Payload Size
Maximum size of payload data field from remote console to BMC. Excludes
size of confidentiality header and trailer fields, if any. 1-based.

8:9

Outbound Payload Size
Maximum size of payload data field from BMC to remote console. Excludes
size of confidentiality header and trailer fields, if any. 1-based.
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10:11 | Payload UDP Port Number

UDP port number that payload can be transferred over. If the port number is
same as the port that was used to establish the IPMI session, then SOL
payload transfers are now available under that IPMI session on that port.
Otherwise, the remote console will need to establish a separate IPMI Session
to the specified Port Number using the same IP Address, username and
password/key information that was used to establish the IPMI session. SOL
Ppayload transfers will then be available over that session.

If the remote console already has an IPMI session established on that port for
a different payload type, the SOL payload type will now also be available over
that session - provided that the session was established at a privilege level
that matches the privilege level and authentication required for SOL.
Otherwise, the remote console will need to close that session and re-
establish it at the necessary privilege level.

12:13 | Payload VLAN Number - FFFFh if VLAN addressing is not used.

3.2 Deactivate Payload Command

This command is used to terminate use of a given payload on an IPMI session. Thistype
of traffic then becomes freed for activation by another session, or for possible re-
activation under the present session. The Deactivate Payload command does not cause
the session to be terminated. The Close Session command should be used for that
purpose. A remote console application does not need to explicitly deactivate payload(s)
prior to terminating a session. When a session terminates all payloads that were active
under that session are automatically deactivated by the BMC.

Table 3-3, Deactivate Payload Command
byte data field

Request Data 1 [7:6] - reserved

[5:0] - payload type (See Table 2-17, Payload Type Numbers)

2 Payload Instance

[7:4] - reserved

[3:0] - payload instance. 1-based. Oh = reserved.

3:6 | Payload Auxiliary Data. Additional parameters to configure behavior of the
payload when it becomes deactivated. Ignored if no auxiliary data is specified
for given payload type.

For Payload Type = SOL: (no auxiliary data) write as 0000_0000h

Response Data 1 Completion Code

Generic plus the following command-specific completion codes:

80h: Payload already deactivated.

81lh: Payload type is disabled (optional). Given payload type is not
configured to be enabled for activation.

3.3 Suspend/Resume Payload Encryption Command

This command enables a remote consol e to control whether payload data from the BMC
is sent encrypted or not. Since encryption can be a significant burden on software, this
command provides a mechanism to allow higher performance by operating without
encryption and only activating encryption when it is required for data confidentiality.
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The extent at which this command can control encryption of datafrom the BMC is
dependent on the payload definition. Some payload definitions may use a mix of
encrypted and unencrypted payload data transfers. For example, a payload may
implement a ‘ request/response’ protocol, where the BMC would return an encrypted or
unencrypted response based on whether the request from the remote console was
encrypted or unencrypted. In this case, the command may only affect datathat is
autonomously generated by the BMC. Other payload definitions may just use whatever
encryption the session was activated with, and offer no ‘run-time’ control of
encryption/decryption, while other payload definitions may be ‘ stream based’ whereitis
desirable for the remote console to be able to select when payload datais from the BMC
is encrypted or not.

Table 3-4, Payload-specific Encryption Behavior

Payload Type = IPMI Messaging

e Encrypted requests from the remote console will get encrypted responses from the BMC.

«  The Suspend/Resume Payload Encryption command controls whether asynchronous
(unrequested) messages from the BMC are encrypted or not.

e PET Traps (which are actually separate from IPMI Messaging) are always sent unencrypted.

Payload Type = SOL

e The SOL configuration parameters allow configuring the system to require that SOL data be
encrypted.

«  The BMC will transmit SOL payload data according to encryption settings that were selected when
the payload was activated unless over-ridden by SOL configuration parameters.

e The Suspend/Resume Payload Encryption command controls whether SOL Payload data is
encrypted or not.

Table 3-5, Suspend/Resume Payload Encryption Command
byte data field

Request Data 1 [7:6] - reserved
[5:0] - payload type (See Table 2-17, Payload Type Numbers)
2 Payload Instance
[7:4] - reserved
[3:0] - payload instance. 1-based. Oh = reserved.
3 [7:2] - reserved
[4:0] - Operation
1h = Resume/Start encryption on all transfers of specified payload data
from the BMC
Oh = Suspend encryption on all transfers of specified payload
messages from the BMC
Response Data 1 Completion Code
Generic plus the following command-specific completion codes:
80h: Operation not supported for given payload type.
81h: Operation not allowed under present configuration for given payload
type.
82h: Encryption is not available for session that payload type is active
under.
83h: The payload instance is not presently active.

3.4 Get Payload Activation Status Command

This command returns what and how many instances of a given payload type are
presently activated, and how many total instances can be activated.
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Table 3-6, Get Payload Activation Satus Command

byte

data field

Request Data 1

Payload Type Number - number of the payload type to retrieve status for.
See Table 2-17, Payload Type Numbers.

2:4

OEM IANA (used to look up information by IANA and OEM Payload ID when
Payload Type Number = “OEM Explicit’, 00_00_00h otherwise.)

5:6

OEM Payload ID (used to look up information by IANA and OEM Payload ID
when Payload Type Number = “OEM Explicit” 0000h otherwise.)

Response Data 1

Completion Code

Instance capacity
[7:4] - reserved.

[3:0] - Number of instances of given payload type that can be simultaneously
activated on BMC. 1-based. Oh = reserved.

[71- 1b=instance 8 is activated.
Ob = instance 8 is deactivated.

[6] - 1b=instance 7 is activated.
Ob = instance 7 is deactivated.

[0] - 1b=instance 1 is activated.
Ob = instance 1 is deactivated.

[7]1- 1b =instance 16 is activated.
Ob = instance 16 is deactivated.

[6] - 1b =instance 15 is activated.
Ob = instance 15 is deactivated.

[0]- 1b=instance 9 is activated.
Ob = instance 9 is deactivated.

3.5 Get Payload Instance Info Command

This command returns information about a specific instance of a payload type. Itis
primarily used by software that may want to negotiate with an application that is
presently using the given payload type. It accomplishes this by using the Session ID
returned from this command with the Get Session Info command to look up the
addressing information for the party that activated the payload. The application may then
use that information to establish adirect dialog with the application that presently ‘owns’

the payload (note that this inter-application communication is not defined in the IPM|

specifications).
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Table 3-7, Get Payload Instance Info Command

byte

data field

Request Data 1

Payload Type Number - number of the payload type to retrieve status for.

2:4

OEM IANA (used to look up information by IANA and OEM Payload ID when
Payload Type Number = “OEM Explicit”, 00_00_00h otherwise.)

5:6

OEM Payload ID (used to look up information by IANA and OEM Payload 1D
when Payload Type Number = “OEM Explicit” 0000h otherwise.)

Payload Instance. 1-based. Oh = reserved.

Response Data

Completion Code

2:5

Session ID - ID of session that instance is presently activated on.
00_00_00_00h if given instance is not activated. Remote software can
use this information with the Session Info command to

4:11

Payload-specific information (8-bytes)

For Payload Type = SOL:

Byte 1: Port Number
A number representing the system serial port that is being redirected.
1-based. Oh = unspecified. Used when more than one port can be
redirected on a system.

Byte 2:8 = reserved.

3.6 Set User Payload Access Command

IPMI v2.0 introduces the Set User Payload Access and Get User Payload Access
commands. These commands can be thought of as extensions to the Set User Access and
Get User Access commands, respectively. The Set User Payload Access command
controls whether the specified user has the ability to activate the specified payload type

on the given channdl.

The Set User Payload Access command uses bitfields to allow a configuration utility to
use a single command to set enable/disable multiple payloads at atime. Standard
payloads are set separately from OEM payload enables. The command would be issued at
least once with Standard payl oads selected to set the configuration for Standard payloads,

and then at least once with OEM Payloads selected to set the configuration for OEM

payloads.
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Table 3-8, Set User Payload Access Command

byte

data field

Request Data 1

Channel Number
[7:4] - reserved
[3:0] - Channel Number

User ID
Standard/OEM Select
[71- 1b=set OEM Payload Enables
Ob = set Standard Payload Enables
[6] - reserved.
User ID
[5:0] - User ID. 000000b = reserved.

Payload enables 1

For Standard/OEM Select = Ob (standard):

[7:6] - reserved for standard payload enable 3

[5:4] - reserved for standard payload enable 2

[3:2] - standard payload enable 1 (SOL Payload enable)

Controls whether the user can activate SOL Payloads.

[1:0] - standard payload enable 0 (IPMI v2.0 messaging payload enable)
Controls whether the user can use IPMI messages beyond those
required for supporting any other enabled payloads.

00b = don't change present payload enable setting

01b = enable user to activate payload on this channel

10b = reserved

11b = disable user ability to activate payload on this channel

For Standard/OEM Select = 1b (OEM):
[7:6] - OEM 3 payload enable
00b = don’t change present payload enable setting
01b = enable user to activate payload on this channel
10b = reserved
11b = disable user ability to activate payload on this channel
[5:4] - OEM 2 payload enable
[3:2] - OEM 1 payload enable
[1:0] - OEM 0 payload enable

Payload Enables 2

For Standard/OEM Select = Ob (standard):

[7:6] - reserved for standard payload enable 7
[5:4] - reserved for standard payload enable 6
[3:2] - reserved for standard payload enable 5
[1:0] - reserved for standard payload enable 4

For Standard/OEM Select = 1b (OEM):

[7:6] - OEM 7 payload enable
[5:4] - OEM 6 payload enable
[3:2] - OEM 5 payload enable
[1:0] - OEM 4 payload enable

Payload Enables 3
reserved - write as 00h.

Payload Enables 4
reserved - write as 00h.

Response Data 1

Completion Code.

Note: an implementation will not return an error completion code if the user
access level is set higher than the privilege limit for a given channel. If it is
desired to bring attention to this condition, it is up to software to check the
channel privilege limits set using the Set Channel Access command and
provide notification of any mismatch.
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3.7 Get User Payload Access Command

The Get User Payload Access command returns the user payload enabl e settings that

were set using the Set User Payload Access command.

Table 3-9, Get User Payload Access Command

byte

data field

Request Data 1

Channel Number
[7:4] - reserved
[3:0] - Channel Number

User ID
Standard/OEM Select
[71- 1b = get OEM Payload Enables
Ob = get Standard Payload Enables
[6] - reserved.
User ID
[5:0] - User ID. 000000b = reserved.

Response Data 1

Completion Code

Payload enables 1

For Standard/OEM Select = 0b (standard):

[7:6] - reserved for standard payload enable 3

[5:4] - reserved for standard payload enable 2

[3:2] - standard payload enable 1 (SOL Payload enable)

Controls whether the user can activate SOL Payloads.

[1:0] -standard payload enable O (IPMI v2.0 messaging payload enable)
Controls whether the user can use IPMI messages beyond those
required for supporting any other enabled payloads.
00b = don’t change present payload enable setting
01b = enable user to activate payload on this channel
10b = reserved
11b = disable user ability to activate payload on this channel

For Standard/OEM Select = 1b (OEM):

[7:6] - OEM 3 payload enable
00b = don’t change present payload enable setting
01b = enable user to activate payload on this channel
10b = reserved
11b = disable user ability to activate payload on this channel
[5:4] - OEM 2 payload enable
[3:2] - OEM 1 payload enable
[1:0] - OEM 0 payload enable

Payload Enables 2

For Standard/OEM Select = 0b (standard):

reserved - write as 00h.

For Standard/OEM Select = 1b (OEM):

[7:6] - OEM 7 payload enable
[5:4] - OEM 6 payload enable
[3:2] - OEM 5 payload enable
[1:0] - OEM 4 payload enable

Payload Enables 3
reserved.

Payload Enables 4
reserved.
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3.8 Get Channel Payload Support Command

This command enables |ocal and remote console software to determine what payl oads are
enabled on the given BMC. The command returns a bitfield indicating which Payload
Type numbers can be activated on the given channel.

Table 3-10, Get Channel Payload Support Command
byte data field

Request Data 1 Channel Number

[7:4] - reserved

[3:0] - Channel Number
Response Data 1 Completion Code

2 [7] = Standard payload type #7 supported

[0] = Standard payload type #0 supported
3 [7] = Standard payload type #15 (OFh) supported

[0] = Standard payload type #8 supported
4 [7] = Session Setup payload type #7 supported

[0] = Session Setup payload type #0 supported
5 [7] = Session Setup payload type #15 (OFh) supported

[0] = Session Setup payload type #8 supported
6 [7] = Payload type 27h (OEM7) used

[0] = Payload type 20h (OEMO) used
7 [7] = Payload type 2Fh (OEM15) used

[0] = Payload type 28h (OEM8) used
8:9 [ reserved. Return as 0000h

3.9 Get Channel Payload Version Command

This command returns version information for the given payload type. The version
number has major and minor parts. The major part of the version should only increment
when there are significant changes to the payload format, commands, or payl oad-specific
protocols that break backward compatibility with earlier versions. The minor part of the
version increments when there are extensions to the payload format that are significant
but are backwards compatible with earlier versions under the same major version
number. An example of amgjor change would be a change to the payload activation
process that would prevent earlier applications from activating the given payload type.
An example of aminor format version change would be the definition of commands for
new functions that did not exist under the previous format, but if unused, do not interfere
with the operation of older applications.
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Table 3-11, Get Channel Payload Version Command

Request Data 1 Channel Number

[7:4] - reserved

[3:0] - Channel Number

2 Payload Type Number. (See Table 2-17, Payload Type Numbers)

3:5 | OEM IANA. When Payload Type Number is 02h (OEM Explicit) this field
holds the OEM IANA for the OEM payload type to return version
information for. Otherwise, this field is set to 00_00_00h.

6:7 | OEM Payload ID. When Payload Type Number is 02h (OEM Explicit) this field
holds the OEM Payload ID for the OEM payload type to return version
information for. Otherwise, this field is set to 0000h.

Response Data 1 Completion Code

2 Format Version

[7:4] - Major Format Version. BCD encoded (0 to 9)

[3:0] - Minor Format Version. BCD encoded. (0 to 9)
Software should present version data to the user in the format
“major.minor” - e.g. 10h > “1.0”

3.10 Get Channel OEM Payload Info Command

This command provides a mechanism for software to determine the OEM Payload Type
Number that corresponds to a particular type of OEM Payload, or vice versa. The
command also returns the format version of the payload.

Table 3-12, Get Channel OEM Payload Info Command

Request Data 1 Channel Number
[7:4] - reserved
[3:0] - Channel Number
2 Payload Type Number. (See Table 2-17, Payload Type Numbers). Use “OEM
Explicit” to look up information by OEM IANA/OEM Payload ID.
3:5 | OEM IANA. When Payload Type Number is 02h (OEM Explicit) this field
holds the OEM IANA for the OEM payload type to look up information
for. Otherwise, this field is set to 00_00_00h.
6:7 | OEM Payload ID. When Payload Type Number is 02h (OEM Explicit) this field
holds the OEM Payload ID for the OEM payload type to look up
information for. Otherwise, this field is set to 0000h.
Response Data 1 Completion Code
80h = OEM Payload IANA and/or Payload ID not supported.
2 Payload Type Number. (See Table 2-17, Payload Type Numbers) This is
always returned as the OEM Payload Type number (OEMO-OEM7).
“OEM Explicit” is not returned for this parameter.
3:5 [ OEM IANA. IANA for the OEM that has defined the OEM payload type.
6:7 | OEM Payload ID. Payload ID value, specified by the OEM the defined the
payload type.
8 Format Version
[7:4] - Major Format Version. BCD encoded (0 to 9)
[3:0] - Minor Format Version. BCD encoded. (0 to 9)
Software should present version data to the user in the format
“major.minor” - e.g. 10h > “1.0”

3.11 Set User Password Command

This command is used to set and change user passwords and to enable and disable User
IDs. If no password protection is desired for a given user, the password must be stored as
an ASCII null-string. The management controller firmware will force the remaining
fifteen bytes to 00h and store the password as sixteen bytes of 00h.
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If this command is not supported, then the implication is that only User 1 with afixed,
null password is supported.

The password is stored as a 16-byte or 20-byte (for IPMI v2.0) ‘octet string’. All values
(0-255) are allowed for every byte. The management controller does not check the format
or interpret values that are passed in with the Set User Password command.

Software is allowed to place additional restrictions on what passwords can be entered, in
which case it is the responsibility of configuration software and console software to stay
in synch with that definition. For example, remote console software could restrict
passwords to the printable ASCII character set in order to ssmplify direct keyboard entry.

If thisis done, any companion configuration utility should ensure that the user does not
configure the managed system with non-printable passwords. Otherwise, it would be
possible for the management controller to be configured with passwords that could not be
entered via the remote console utility.
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Table 3-13, Set User Password Command
byte data field

Request Data 1 User ID.

For IPMI v2.0, the BMC shall support 20-byte passwords for all
supported user IDs that have configurable passwords. The BMC shall
maintain an internal tag that indicates whether the password was set as
a 16-byte or as a 20-byte password.

A 16-byte password can be used in algorithms that call for a 20-byte
password. In this case, the 16-byte password is padded with O’s to 20-
bytes.

The ‘test password’ operation shall return the ‘test failed’ error
completion code if an attempt is made to test a password that was
stored as a 20-byte password as a 16-byte password (per ‘password
size’ bit 7), and vice versa.

[7]1- password size
1b = set 20-byte user password/key.
Ob = set 16-bytes user password/key (IPMI v1.5 backward compatible)
[6] - reserved.
[5:0] - User ID. 000000b = reserved. (User ID 1 is permanently associated
with User 1, the null user name).
2 [7:2] - reserved
[1:0] - operation
00b = disable user
01b = enable user
10b = set password
11b = test password
For password size = 16 bytes:
3:18 | 16-byte Password data. This is a required, fixed length field when used for the
set- and test password operations. If the password is entered as an ASCII
string, it must be null (00h) terminated and 00h padded if the string is shorter
than 16 bytes. This field need not be present if the operation is ‘disable user’
or ‘enable user'. If this field is present for those operations, the BMC will
ignore the data.
For password size = 20 bytes:
3:22 [ 20-byte Password data. This is a required, fixed length field when used for the
set- and test password operations. If the password is entered as an ASCII
string, it must be null (00h) terminated and 00h padded if the string is shorter
than 16 bytes. This field need not be present if the operation is ‘disable user’
or ‘enable user'. If this field is present for those operations, the BMC will
ignore the data.
Response Data 1 Completion Code. Generic, plus following command-specific completion
codes:
80h = password test failed (mandatory)

3.12 Set Channel Security Keys Command

The Set Channel Security Keys command provides a standardized interface for
initializing system unique keys that are used for the pseudo-random number generator
key (Kgr) and the key-generation key (K) used for RMCP+. Thisis mainly to provide a

common interface for BMCs that are not pre-configured with these values.

The command includes a mechanism that allows specified keysto be ‘locked’. Once
locked, the key value cannot be read back or rewritten via standard IPM1 commands. It is
possible, however, that a firmware update or re-installation procedure may cause the keys

54
Lenovo

Ex. 1039 - Page 164



IPMI RMCP+ and SOL Proposals

to be cleared or unlocked. Software utilities responsible for BMC initial installation and
setup should check to see whether keys have been locked and if not, should initialize
them appropriately and lock them.

If this command is not supported, it indicates that the keys are either permanently pre-
configured, or that they are only configurable viaan OEM/BM C-specific mechanism.

Table 3-14, Set Channel Security Keys Command
byte data field

Request Data 1 Channel Number

[7:4] - reserved

[3:0] - Channel Number

2 Operation

[7:2] - reserved

[1:0] - Operation

00b = read key

BMC returns value of specified key, provided key has not yet been
locked. Some BMCs may allow the key to be re-written if it does
not match the expected value. Other BMCs may only allow one
‘set’ operation. If the key value has not yet been initialized, the
BMC will return O’s for the key value. Utility software responsible
for BMC installation and initial setup can use this Operation to
also check to see whether keys have been initialized and locked.

01lb = setkey
BMC writes given key value to non-volatile storage.

10b = lock key
BMC locks out modification or reading the key value. Once a key
has been locked, it is not cannot be rewritten or read via IPMI
specified commands.

11b = reserved
3 Key ID
[7:0] - key ID.
00h = RMCP+ “KR” key
01h = RMCP+ “KG" key
all other = reserved
(4:M) | Key value. Value for specified key. Used for “set” Operation only. Otherwise,
this field is not used in the request. The BMC will ignore any bytes following
the ‘Key ID’ byte.
Response Data 1 Completion Code. Generic, plus following command-specific completion
codes:
80h = Cannot perform set / confirm. Key is locked (mandatory)
81h = insufficient key bytes
82h = too many key bytes
83h = key value does not meet criteria for specified type of key
(2:N) | Key value.
The BMC returns data the specified key value when the Operation is set to
“confirm key”. Otherwise, the BMC returns no additional bytes past the
completion code.

4. Serial Over LAN

Serial over LAN (SOL) isthe specification of packet formats and protocols for
transmitting serial data over LAN using IPMI over LAN packets. Thetypical goal of this

55
Lenovo
Ex. 1039 - Page 165



IPMI RMCP+ and SOL Proposals

capability isto redirect the traffic to/from aloca asynchronous serial controller interface.
This enables communication over LAN with local software that only understands how to
communicate through alocal serial controller. This can be used for implementing a
virtual remote serial terminal for enabling the user or remote software interaction with
serial-based interfaces for operating systems (e.g. “command-line” interfaces and Linux
console) and management services (e.g. Microsoft’ s serial-based Emergency
Management Services (EMYS)).

4.1 SOL and Serial Port Sharing

Serial-over-LAN has been designed to be able to work alongside the Serial Port Sharing
capability of IPMI. This supports an implementation where traffic to/from the serial
controller interface on the baseboard can be routed either to the BMC, SOL, or to the
system’ s seria port connector. To accomplish this, the specifications define commands to
control the routing of the serial stream using the serial multiplexer logic, also referred to
asthe ‘mux’. Table 4-1, Mux Settings describes the basic connections that support Serial-
over-LAN. When Seria Port Sharing is used with SOL, the mux has three settings:

Table 4-1, Mux Settings

Setting Description

System | The mux connects the serial connector on the chassis to the system serial controller. The RxD line is

routed so the BMC can snoop incoming serial traffic for escape sequences and character patterns.

BMC The mux connects the serial connector on the chassis to the BMC. The mux circuitry also places the

hardware handshake lines to the baseboard serial controller into a steady state.

The mux is set to connect the baseboard serial controller directly to the BMC.

Note that there is no requirement that SOL is used with seria port sharing. SOL can be
implemented with a dedicated serial controller interface where the interface only provides
traffic for SOL connections. Seria Port Sharing can be implemented on a separate port if
desired, or not at all.

The IPMI specifications do not specify the hardware design and implementation of SOL
or Seria Port Sharing. Figure 4-1, SOL with Serial Port Sharing, presents an example
block diagram for the purposes of illustrating the concept of SOL when used with Serial
Port Sharing.

The example figure shows the signal routing when the mux is set to *SOL’. The bold
lines represent the flow of data. The interconnections and blocks shown are to illustrate
the functional relationships between the system management elements, and do not map
directly to the exact circuit implementation of the architecture.

When the mux is set to *SOL’, the serial connection at the back of the box isisolated
from both the baseboard serial controller and the BMC and the serial connector cannot be
used for communicating with the BMC or the system. However, when SOL isnot in use,
the BMC can alow the seria connector to be used for functions such as the
communicating with the BMC vialPMI over Serial, or asaregular seria port.
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Refer to Section 4.10, SOL Interaction with Windows.NET Escape Sequences, and
Section 4.11, SOL Payload Activated with Serial Port Sharing for additional information
on the interaction between SOL and Seria Port Sharing.

MODEM

L

Serial Port Connector
(E.g. 'COM2')

R

Serial Port Transceivers

Control

SMBus

LAN

LAN Traffic LAN Traffic
to/from BMC I A to/from System

/

control j
switching ({ o ‘ 1
A
TXD — BMC
o) TxD
v RxD
RxD BMC - Baseboard
~e RxD x Management
TxD > Controller
(BMC)
control
v Control > switching >
‘ System Interface ‘
v v
System Bus

Baseboard Serial Controller

System Bus
(e.g. ISA or PCI)

| Packet

Routing

Network Interface Chip
(LAN Controller)

System Bus

Figure 4-1, SOL with Serial Port Sharing

4.2 SOL Operation Overview

SOL operation is conceptually straightforward. A remote management application can
establish an IPMI-over-LAN session with the BMC. Once the session is established, the
remote console can request that the SOL be activated. If SOL is used with Serial Port
Sharing, this causes the BMC to set the mux to *SOL’.
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From this point, any outgoing characters from the baseboard serial controller are
assembled into packets by the BMC and sent to the remote console over the LAN.
Conversely, in-bound LAN packets carrying characters for the system serial controller
have their character data extracted by the BMC and delivered to the baseboard seria
controller.

The SOL character datais carried as SOL Messages that are carried in UDP datagrams.
The packet format is that for IPMI v2.0 RMCP+ with the Payload Type set to “SOL”.
The SOL Payload includes fields that are used for supporting acknowledge and retries of
SOL messages, and for supporting functions such as flushing buffers or temporarily
suspending serial traffic using flow control.

4.3 SOL Security
Authentication and encryption are handled at the RMCP+ level.

4.4 SOL Sequence Numbers

At the session level, SOL Payloads share the session sequence numbers for authenticated
and unauthenticated packets with other packets under the IPMI session. At the payload
level, SOL packets include their own message sequence numbers that are used for
tracking missing and retried SOL messages.

4.5 Flow Control

Flow Control is used to help ensure that serial datais not lost because of differencesin
the throughput between the serial controller interface and the network interface. When
SOL isused with aphysical serial controller, flow control on the serial controller sideis
accomplished by the BMC controlling and monitoring the hardware handshake signal
lines (RTS, CTS, DCD/DSR, DTR) on the serial controller.

Some implementations may have the serial controller function integrated into the BMC or
another device. Such implementations may not have physical hardware flow control
lines, but there must be internal control capabilities that accomplish the same thing.

Flow control on the network side is handled by use of acknowledges (ACKs) and
negative-acknowledges (NACKs) that indicate whether the BMC is ready to accept more
data or not.

4.6 Bit Rate Handling

Some implementations of SOL will connect pins for a serial interface on the BMC to the
pinsfor the serial interface of aseria controller for the system. For standard
microcontroller serial interfaces, the BMC would need to know the bit rate setting of the
motherboard serial controller in order for the BMC’ s serial controller to be in synch.
Thus, there is a non-volatile configuration setting for setting the bit rate for SOL in the
BMC.
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Other implementations may incorporate an embedded serial controller in the BMC or
may have hardware mechanisms that alow the BMC to get the bit rate setting directly
from the system serial controller. In this case, the non-volatile configuration bit rate
setting is not used.

4.7 SOL Payload Data Format

Table 4-2, SOL Payload Data Format, specifies the fields that make up the SOL Payload
in an RMCP+ packet.

Table 4-2, SOL Payload Data Format

Field Size Description

Packet Sequence 1 Sequence Number for this packet.

Number Sequence numbers must be non-zero. Multiple outstanding sequence
numbers are not supported in this version of the specification. Retried packets
use the same sequence number as the first packet.

[7:4]
Reserved
[3:0]
Packet sequence number. Oh = ACK-Only packet.

Packet ACK 1 Sequence Number for packet being ACK’'d or NACK’d.

INACK Sequence [7:4]

Number Reserved. Write as Oh.

(Future spec may use this to specify a range of packets being
acknowledged)

[3:0]: Packet sequence number being ACK’d/NACK'd.
Oh: Informational packet. No request packet being ACK’d or NACK'd.

Accepted 1 Accepted Character Count 1-based.

Character count This field indicates the number of characters accepted from the packet, if any.
00h = Packet received but no data bytes accepted.

For BMC-to-Console:

In order to improve throughput, the BMC is allowed to append additional
characters to a packet when it resends it. To support this, the remote console
must accept retried packets (packets with the same packet sequence number)
and check to see if the packet contains additional data. If the packet does
contain addition data, the remote console should accept the data and
acknowledge the packet using the packet sequence number and return the
count of the number of characters that it had received.

The console must either accept all packet data sent to it or NACK the entire
packet. It is not allowed to accept partial packet data.

For Console-to-BMC:

The BMC is allowed to accept partial packet data by NACK’ing the packet and
returning a character offset that is less than the data length sent by the remote
console. The remote console would then send the next packet starting with the
first byte of data that the BMC rejected.

Operation / Status 1 BMC to Remote Console: Remote Console to BMC:
Operations are executed before Note: Operations are executed before
character data is transferred. character data is transferred.

[7] reserved [7] reserved
[6] [6] ACK/NACK
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Field

Size

Description

1b: Packet is being NACK'd. The
BMC is unable to accept all
character data from packet.
Note: Operation field is still
accepted even if packet is
NACK'd.

0Ob: ACK. BMC ready to accept
next packet of character data.
[5][1]
A NACK packet with this status
will be automatically sent one
time after this bit changes state.
(Whenever the system enters or
leaves a power state where
character transfers to the system
serial controller are possible)

A NACK packet with “Character
transfer is unavailable” status will
also be sent for each character
transfer request from the remote
console when the systemis in a
powered-down or sleep state.

1b: Character transfer is
unavailable because system
is in a powered-down or sleep
state.

Ob: SOL character transfer is
available.

[4][2]
A NACK packet with this status
will be automatically sent one
sent once, just before the BMC
deactivates SOL because of a
front panel power-button or a
reset.

1b: SOL is
deactivated/deactivating.
[Remote console can use this
to tell if SOL was deactivated
by some other party, or by
local pushbutton reset or
power on/off].

Ob: SOL is active.
[3] Transmit Overrun

1b: characters were dropped
between transmitting this
packet and the previous
packet, because the system
did not pay attention to
hardware flow control.

Ob: no characters were lost
between this packet and the
preceding packet.

[2] Break
1b: A break condition from the

system has been detected.
The BMC will generate this

1b: NACK. Packet is being NACK'd
by the remote console.
0b: ACK. Packet is being ACK’'d by
the remote console.
[5] Ring/WOR
Assert RI (may not be supported on
all implementations) - Goal is to
allow this to be used for generating
a WOR.
[4] Break

1b: Generate BREAK (300 ms,
nominal)

[3] CTS Pause
1b: Deassert CTS (clear to send) to
the baseboard serial controller.
This is the default state when
SOL is deactivated.
Ob: Let BMC control CTS.
[2] Drop DCD/DSR
1b: Deassert DCD/DSR to
baseboard serial controllerOb:
Assert DCD/DSR to baseboard
serial controller.
[1] Flush Inbound
1b: Drop (flush) data from remote
console to BMC [not including
data carried in this packet, if
any]
[0] Flush Outbound
1b: Flush Outbound Character Data

(flush data from BMC to remote
console)

60

Lenovo
Ex. 1039 - Page 170




IPMI RMCP+ and SOL Proposals

Field Size Description

only on one packet at the start
of the break.

0b: no break detected
[1:0] Reserved

Character Data varies | Data length, in bytes, is equal to the IPMI Message/SOL Message Length field
in the Session Header, minus the bytes for the Packet Sequence Number,
through and including the Operation Field.

1. If the system is powered down or in certain sleep states, the baseboard serial controller will not be available for
transferring characters. When the BMC receives data from the remote console, and the system is powered down or
sleeping, the BMC can use this bit to return status to indicate to the remote console why the characters it received
may not be able to be transferred to the system. Note that this is an ‘advisory’ bit. The BMC will still attempt to put
characters into the system serial controller in case that the serial controller is configured to wake the system under
this condition. It is mandatory that the BMC returns this bit when the system is powered down (S4/S5). The BMC
may not be able to differentiate other system sleep states, in which case the bit should be returned as 0b (transfers
available).

2. The BMC issues this status when the payload is deactivated for due to the following conditions: a. The payload is
deactivated because of a manual power down or reset. (An implementation is recommended to have a local manual
“pushbutton” reset or power-off to deactivate an SOL payload. This is provided as a way of terminating remote
control connections for local servicing.) b. The SOL payload is deactivated via the Deactivate Payload or Close
Session commands. These command may have been issued from another session. (System software operating
through the system interface, and users with Admin privilege have the ability to issue the Deactivate Payload and
Close Session commands to other sessions).

4.8 Activating SOL using RMCP+ Authentication

To use SOL aremote console or remote application must first establish an IPM| Session
with the BMC. Thisis accomplished by sending the specified IPM1 and RMCP+
RSSP/RAK P messages to the BMC with the appropriate user name, role, and
password/key information. If the remote console plans to use encryption with SOL, the
console must also negotiate an encryption algorithm at the time that the IPMI session is
established.

Once the IPMI session has been established, the Get Channel Payload Support command
can be used to retrieve the present availability of SOL and the version of SOL.

If SOL isnot already active on another session, the next step is to issue the Activate
Payload command. The command will return information about what seria input and
output data buffer sizes are available on the BMC as well as the UDP port number over
which SOL packets can be transferred.

The port that was used for establishing the IPMI session may not be the same port
number that SOL is available over. Some implementations transfer SOL payloads
available over a separate UDP port in order to provide better performance. If the Activate
Payload command returns a port number that is different than the port number that was
used to establish the IPMI session, the remote console must establish a separate IPM|
Session to the specified port number using the same IP Address, username and
password/key information that was used to establish the IPM1 session.

Note that if a second session has already been established on that port number for a
different payload type, the existing session can also be used for SOL payloads, provided
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that the session was established at a privilege level that matches the privilege level and
authentication required for SOL. Otherwise, the remote console will need to close that
session and re-establish it at the necessary privilege level.

4.9 SOL Packet Acknowledge and Retries
A packet acknowledge is of one of two types:

* An ACK, indicating that the packet has been received and d| its data has been accepted

* A NACK, indicating that the packet was received but some or all of the data could not be
accepted

To improve efficiency, the packet acknowledgment information can be carried in a
packet that also carries the SOL character data. Conversely, a packet can be an ACK-only
packet that carries ACK or NACK information, but no data. However, packets are only
acknowledged if they contain character data. Therefore, ACK-only packets themselves
are not acknowledged.

Except for ACK-only packets, the remote console must acknowledge each SOL packet
that it receives. If the BMC does not receive an ACK packet within atimeout interval, the
BMC will resend (retry) the packet. The number of retries and the amount of time
between retries are configurable through the SOL Configuration Parameters. Once the
number of retries has been met the BMC will drop the packet and the data will be
lost.

If the remote console wants to temporarily stop the BMC from accepting characters from
the system, it should use the “CTS Pause” bit in the control/status byte. Whether this
stops the system from transmitting is dependent on whether the system software pays
attention to the CTS (hardware handshake) status or not. If the system continues to send
charactersto the BMC, the BMC will attempt to transmit them to the remote console.

It is possible that additional characters could be received from the system serial controller
while the BMC was waiting for aretry timeout. In order to improve throughput, the BMC
is allowed the option of appending additional charactersto a packet whenever it resends
it. To support this, the remote console must accept retried packets (packets with the same
packet sequence number) and check to seeif the packet contains additional data. If the
packet does contain addition data, the remote console should accept the data and
acknowledge the packet using the packet sequence number and character offset value that
it had received.
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Table 4-3, Remote Console to BMC SOL Packet Handling

Packet fields from remote console:

ACK/
NACK

ACK’d/INACK’d
Segi#

Accepted
Character Count

Function / BMC Action

ACK

Seq # from BMC data
packet

Non-zero
matches character
count from BMC

“Completion ACK”
BMC processing for specified packet is done.

A packet from the remote console with an ACK and an
Accepted Character Count for the full amount of data
for the packet indicates that the remote console has
successfully accepted the packet.

ACK

Seq # from BMC data
packet

Non-zero
less than character
count from BMC

“Partial ACK”
BMC immediately retransmits specified packet

It is possible that the remote console may have missed
a BMC retry where the BMC had appended more data
to the packet (retry intervals should be configured to
avoid this scenario). If the BMC receives an ACK for
less than the last amount of transmitted data, the BMC
will cease appending data to the packet and will
retransmit the packet until it receives an ACK from the
remote console with an Accepted Character Count for
the full amount of packet data.

NACK

Seq # from BMC data
packet

“Suspend NACK”
BMC stops sending specified packet.

The remote console would use the Suspend NACK if it
were temporarily out of buffer space for characters
already queued up in the BMC and did not want those
characters to get dropped. The BMC stops sending /
retrying specified packet and waits until it gets either a
“Partial ACK”, “Completion ACK”, “Resume ACK” or a
Flush Outbound operation from the remote console.
The BMC will deassert CTS when it gets near running
out of buffer space for characters from the system. If
characters continue to come in (CTS is ignored by the
system) a transmit overrun condition can occur.

ACK

Seq # from BMC data
packet

“Resume ACK”
BMC immediately retransmits specified packet.
Cancels a “Suspend NACK”".

A packet from the remote console with an ACK and an
Accepted Character Count of zero (0) bytes will cause
the BMC to immediately retransmit the packet with the
corresponding sequence number to the remote
console. This can be used as a way to get the BMC to
restart transmission after a Suspend NACK from the
remote console.

ACK

Oh

“Control-only Packet”
BMC performs operation specified in the control/status
field.

For FLUSH operation:

A packet from the remote console with a “Flush
Outbound” operation will cause the BMC to cease any
retries in progress and the BMC will start accumulating
character data anew. The remote console can use this
as a recovery mechanism if it gets ‘lost’ in the
sequence from the BMC.

See packet format table for info on other functions.
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4.10 SOL Interaction with Windows.NET Escape Sequences

The Microsoft .NET Emergency Management Services specification (See [MSFT EMS])
defines certain character sequences for performing the following operations:

System Hard Reset <ESC>R<ESC>r<ESC>R
Invoke Service Processor (i.e. switch to BMC) <ESC>(
Exit Service Processor (with optiona prompt) Q

Exit Service Processor (without confirmation prompt) <ESC>Q

The specification also requires that a switch to the Service Processor is acknowledged by
sending an <ESC>* seguence to the remote consol e:

Acknowledge Switch to Service Processor <ESC>*

Typicaly, the input escape sequences would be received by the BMC over the
serial/modem connection. In this case, the sequences for Invoking and Exiting the service
processor would control the serial/modem mux setting associated with serial port sharing.
However, there are separate streams for SOL and BMC traffic, so unlike serial port
sharing there is no need for a mux to switch between console traffic to the system seria
controller and traffic to the BMC.

Therefore, since you can always send commands to the BMC the BMC itself does not
snoop for or handle Windows .NET Escape sequences in the SOL character data.
However, aremote console application can emulate support for the Windows .NET
headl ess sequences by filtering for the Windows .NET escape sequences prior to placing
the datain an SOL packet. If the Windows .NET escape sequences are detected, the
remote console can then take the appropriate actions. For example, if the Reset sequence
is detected, the remote console would send the IPM1 command for a system reset.

4.11 SOL Payload Activated with Serial Port Sharing

The following lists the behavior of certain IPMI commands while SOL is activated. This
applies only when the SOL is being used in conjunction with Serial Port Sharing.

« The Set Channel Access command is accepted for the serial channel, but while
SOL is activated the Channel Access Mode is forced to ‘disabled’. Attempting to
change the access mode while SOL is activated will result in a D5h completion
code. The access mode shall be saved when SOL is activated, and restored
when SOL is deactivated.

« The Set Serial/Modem Configuration Parameters and Get Serial/Modem
Configuration Parameters commands are accepted for the serial/modem channel
and have no special behavior while SOL is activated.

« The UDP proxy commands, Set PPP UDP Proxy Transmit Data, Get PPP UDP
Proxy Transmit Data, Send PPP UDP Proxy Packet, Get PPP UDP Proxy
Receive Data, will receive a D5h error completion code while SOL is activated.
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« The Callback command will receive a D5h error completion code when the
command is targeted to the serial/modem channel being used for SOL and SOL
is activated. The Set User Callback Options and Get User Callback Options
commands will be accepted.

« The Send Message Command will receive a D5h error completion code when the
command is targeted to the serial/modem channel being used for SOL and SOL
is activated.

« The Alert Immediate Command will receive a D5h error completion code when
the command is targeted to the serial/modem channel being used for SOL and
SOL is activated.

« While SOL is activated, the Set Serial/Modem Mux command will respond to the
requested operations as follows:

Table 4-4, Set Serial/Modem Mux Command Oper ation while SOL Active

Operation Response
Oh = get present mux setting/status only Accepted. BMC returns that mux is set to ‘System’
1h = request switch of mux to system Accepted
2h = request switch of mux to BMC Rejected (see response data for command)
3h = force switch of mux to system Allowed
4h = force switch of mux to BMC BMC returns D5h completion code

5h = block requests to switch mux to system BMC returns D5h completion code

6h = allow requests to switch mux to system Accepted

7h = block requests to switch mux to BMC BMC returns D5h completion code

8h = allow requests to switch mux to BMC Accepted
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5. SOL Commands

The following commands are specific to the SOL Payload type.

Table 5-1, SOL Commands

Section
Command Defined Oo/M
SOL Activating 5.1 o
Set SOL Configuration Parameters 5.2 ot
Get SOL Configuration Parameters 5.3 o

1. Mandatory if the SOL Payload type is implemented.

5.1 SOL Activating Command
This command provides a mechanism for the BMC to notify aremote application that a

SOL payload is activating on another channel. The primary use for thiscommand isin
conjunction with Serial Port Sharing to notify an application that is connected to the
system serial port that they have lost their connection because another application has

activated SOL and the baseboard seria controller is now being used for SOL.

Request Data

Response Data

Table 5-2, SOL Activating Command

byte data field

1 SOL Session State
[7:4] - reserved
[3:0] - Session State

0Oh = SOL Activating (Shared serial connection about to be lost because
BMC is about to switch it over for SOL use)

2 SOL Payload Instance

3 SOL format version, major (SOL Payload Format version. See Table 2-17,
Payload Type Numbers.

4 SOL format version, minor (SOL Payload Format version. See Table 2-17,
Payload Type Numbers.

1 Completion Code

The request message is a message that is asynchronously generated by the
BMC. The BMC will not wait for a response from the remote console before
dropping the serial connection to proceed with SOL, therefore the remote
console does not need to respond to this command.
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5.2 Set SOL Configuration Parameters Command

This command is used for setting parameters such as the network addressing information required for

SOL payload operation.

Table 5-3, Set SOL Configuration Parameters Command

Request Data

Response Data

byte data field
1 [7:4] - reserved
[3:0] - Channel number.
2 Parameter selector
3:N | Configuration parameter data, per Table 5-5, SOL Configuration Parameters
1 Completion Code

80h = parameter not supported.

81h = attempt to set the ‘set in progress’ value (in parameter #0) when not in
the ‘set complete’ state. (This completion code provides a way to
recognize that another party has already ‘claimed’ the parameters)

82h = attempt to write read-only parameter

5.3 Get SOL Configuration Parameters Command

This command is used for retrieving the configuration parameters from the Set SOL Configuration

command.

Table 5-4, Get SOL Configuration Parameters Command

Request Data

Response Data

byte

data field

1

[7]1- Ob = get parameter

1b = get parameter revision only.
[6:4] - reserved
[3:0] - Channel number.

Parameter selector

Set Selector. Selects a given set of parameters under a given Parameter
selector value. 00h if parameter doesn't use a Set Selector.

Block Selector (00h if parameter does not require a block number)

Completion Code.
Generic codes, plus following command-specific completion code(s):
80h = parameter not supported.

[7:0] - Parameter revision.
Format: MSN = present revision. LSN = oldest revision parameter is backward
compatible with. 11h for parameters in this specification.

The following data bytes are not returned when the ‘get parameter revision
only’ bit is 1b.

3:N

Configuration parameter data, per Table 5-5, SOL Configuration Parameters
If the rollback feature is implemented, the BMC makes a copy of the existing
parameters when the ‘set in progress’ state becomes asserted (See the Set In
Progress parameter #0). While the ‘set in progress’ state is active, the BMC
will return data from this copy of the parameters, plus any uncommitted
changes that were made to the data. Otherwise, the BMC returns parameter
data from non-volatile storage.
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Table 5-5, SOL Configuration Parameters

Parameter # | Parameter Data (non-volatile unless otherwise noted)™"

Set In Progress 0 | datal - This parameter is used to indicate when any of the following parameters are

(volatile) being updated, and when the updates are completed. The bit is primarily provided to
alert software than some other software or utility is in the process of making changes to
the data.

An implementation can also elect to provide a ‘rollback’ feature that uses this
information to decide whether to ‘roll back’ to the previous configuration information, or
to accept the configuration change.
If used, the roll back shall restore all parameters to their previous state. Otherwise, the
change shall take effect when the write occurs.
[7:2] - reserved
[1:0] - 00b = set complete. If a system reset or transition to powered down state
occurs while ‘set in progress’ is active, the BMC will go to the ‘set
complete’ state. If rollback is implemented, going directly to ‘set
complete’ without first doing a ‘commit write’ will cause any pending write
data to be discarded.
01b = set in progress. This flag indicates that some utility or other software is
presently doing writes to parameter data. It is a notification flag only, it is
not a resource lock. The BMC does not provide any interlock mechanism
that would prevent other software from writing parameter data while.
10b = commit write (optional). This is only used if a rollback is implemented.
The BMC will save the data that has been written since the last time the
‘set in progress’ and then go to the ‘set in progress’ state. An error
completion code will be returned if this option is not supported.
11b = reserved

SOL Enable 1 | Byte 1:
[7:1]: Reserved

[0]: SOL Enable.
Note, this controls whether the SOL payload type can be activated.
Noter that whether an SOL stream can be established is also
dependent on the Access Mode and Authentication settings for the
corresponding LAN channel. The enabled/disabled state and access
mode settings for the serial/modem channel have no effect on SOL.

1b = enable SOL payload
Ob = disable SOL payload
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Parameter # | Parameter Data (non-volatile unless otherwise noted)™"

SOL Authentication 2 | Byte 1: SOL Authentication Enable
[7]: Force SOL Payload Encryption

1b: Force encryption. If the Cipher Suite for the session supports
encryption this setting will force the use of encryption for all SOL
payload data.

Ob: Encryption controlled by remote console. Whether SOL Packets are
encrypted or not is selectable by the remote console at the time the
payload is activated (using the Activate Payload command) and can
be changed during operation via the Suspend/Resume Payload
Encryption command.

[6]: Force SOL Payload Authentication

1b: Force Authentication. If the Cipher Suite for the session supportes
authentication this setting will force the use of authentication on all
SOL Payload data.

Ob: Authentication controlled by remote software. Note that for the
standard Cipher Suites, if encryption is used authentication must also
be used. Therefore, while encryption is being used software will not be
able to select using unauthenticated payloads.

:4]: Reserved

[3:0]: SOL Privilege Level. Sets the minimum operating privilege level that is
required to be able to activate SOL using the Activate Payload command.

Oh: reserved

1h: reserved

2h: USER level

3h: OPERATOR level

4h: ADMINISTRATOR level
5h: OEM Proprietary level
all other: Reserved

Character Accumulate 3 | Byte 1: Character Accumulate Interval in 5 ms increments. 1-based. This sets
Interval & Character the typical amount of time that the BMC will wait before transmitting a partial
Send Threshold SOL character data packet. (Where a partial packet is defined as a packet

that has fewer characters to transmit than the number of characters specified
by the Send Threshold - see next field in this parameter). A packet will not be
sent

00h = reserved

Byte 2: Character Send Threshold. 1-based. The BMC will automatically send
an SOL character data packet containing this number of characters as soon
as this number of characters (or greater) has been accepted from the
baseboard serial controller into the BMC. This provides a mechanism to tune
the buffer to reduce latency to when the first characters are received after an
idle interval. In the degenerate case, setting this value to a ‘1’ would cause the
BMC to send a packet as soon as the first character was received.

This can be useful if the character accumulate interval is large. If the BMC is
waiting for an acknowledge from the previous packet, it will ignore this
threshold and continue to collect data until it has a full packet's worth.
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Parameter # | Parameter Data (non-volatile unless otherwise noted)™"!

SOL Retry 4 | Byte 1: Retry Count
[7:3] - Reserved

[2:0] - Retry count. 1-based. 0 = no retries after packet is transmitted. Packet
will be dropped if no ACK/NACK received by time retries expire.

Byte 2: Retry Interval. 1-based. Retry Interval in 10 ms increments. Sets the
time that the BMC will wait before the first retry and the time between retries
when sending SOL packets to the remote console.

00h: Retries sent back-to-back

SOL non-volatile bitrate | 5 | This configuration parameter is not supported if the implementation does not
(non-volatile) have a BMC serial controller that can be potentially configured

Serial communication with the BMC when SOL is activated always occurs
using 8 bits/character, no parity, 1 stop bit, and RTS/CTS (hardware) flow
control.

Note: If SOL is enabled for multiple LAN channels, the BMC uses the serial
communication settings for the channel over which the Activate SOL
command was initially received. The settings for other channels are ignored.

Data 1
[7:4] - Reserved

[3:0] - Bit Rate. 1-5h = reserved. Support for bit rates other than 19.2 kbps is
optional. The BMC must return an error completion if a requested bit rate is
not supported. It is recommended that the parameter out-of-range (C9h) code
be used for this situation.

Oh: Use setting presently configured for IPMI over serial channel used by
BIOS serial redirection. The setting will be used even if the access mode
for the serial channel is set to ‘disabled’. Note: IPMI specification can allow
more than one serial channel.

6h: 9600 bps

7h: 19.2 kbps

8h: 38.4 kbps

9h: 57.6 kbps

Ah: 115.2 kbps

all other = reserved

SOL volatile bit rate 6 | Set volatile version of SOL Serial Settings. Data follows that for the SOL non-
(volatile) volatile bit rate parameter.
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Appendix A - Previous Sequence Number
Tracking

The following illustrates how a method for tracking the last eight received sequence numbers can be used
for handling out-of-sequence packet reception. The method illustration assumes that the receiver tracks the
highest received sequence number that has been accepted, shown as ‘Highest Received’ column, and which
of the previous eight sequence numbers have been received, shown as the ‘Previously Received List’.

Note that for implementation, the previously received list can be implemented as a bit field where
1=received, O=not received, and the bit positions correspond to sequence numbers for Highest Received-1,
Highest Received-2, Highest Received-3, etc. The handling of wrap-around of the sequence number is not
shown and is left to the reader.

1. Startup initialization. Highest Received session sequence number is set to value that was sent with the
Activate Session command. The Previously Received List isinitialized as if the preceding eight
sequence numbers were received. This prevents a packet with a sequence number less than the initial
value from being accepted. For this example, assume the initial sequence number is 40.

Initial values are:
Highest Received Previously Received List

40 39 | 38 | 37 | 36 | 35 | 34 | 33 | 32
Y Y Y Y Y Y Y Y

2. Packet 41 isreceived. Packet is accepted because it is no more than 8 counts greater than the Highest
Received value from step 1. Highest Received becomes 41. Previously received list gets ‘ pushed up’.
Updated values are:

Highest Received Previously Received List

41 40 | 39 | 38 | 37 | 36 | 35 | 34 | 33

Y Y Y Y Y Y Y Y

3. Packet 44 received. Accepted because it is within 8 counts of the last Highest Received. Highest
Received becomes 44. Previous received list gets pushed up by 2. Note that packets 43 and 42 are
listed as unreceived. Updated values are:

Highest Received Previously Received List

44 43 42 41 40 39 38 37 36

N N Y Y Y Y Y Y

4. Packet 39 received. Dropped because it is a duplicate with previoudy received packet. No update to
Highest Received and Previously Received List. Updated values are:
Highest Received Previously Received List
44 43 | 42 | 41 | 40 39 38 37 36
N N Y Y Y Y Y Y

5. Packet 42 received. Accepted becauseit is listed as unreceived on the Previoudly Received List. Packet
42 listed asreceived. No update to Highest Received because 42 is not higher than 44. Updated values
are:

Highest Received Previously Received List
44 43 | 42 | 41 | 40 | 39 | 38 | 37 | 36
N Y Y Y Y Y Y Y
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Appendix B - Command Assignments
The following isto be added to Table G-1 to cover the new command assignments for
IPM1 v2.0. (See Appendix G in IPMI v1.5 specification for key.)

Table B-1, Command Number Assignments and Privilege Levels

| section | NetFn CMD [CcC|]UJ] O ]A
BMC Device and Messaging Commands
Activate Payload App 48h x>
Deactivate Payload App 49h X°
Get Payload Activation Status App 4Ah X
Get Payload Instance Info App 4Bh X
Set User Payload Access App 4Ch
Get User Payload Access App 4Dh X
Get Channel Payload Support App 4Eh X
Get Channel Payload Version App 4Fh X
Get Channel OEM Payload Info App 50h X
unassigned App 51h - - - -
Master Write/Read App 52h X
Get Channel Authentication Capabilities App 53h p p p p
Get Channel Cipher Suites App 54h p p p p
Suspend/Resume Payload Encryption App 55h x°
Set Channel Security Keys App 56h X
SOL Commands
SOL Activating Transport 20h
Set SOL Configuration Parameters Transport 21h X
Get SOL Configuration Parameters Transport 22h X

5. A session operating at Callback, User, or Operator can only use this command to terminate their own session. An
Administrator or system software can use the command to terminate any session.
9. The Suspend/Resume command may be blocked by a configuration option for the particular payload type that forces
encryption to be used. In this case, an Admin level command would typically be required to change the configuration.
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