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METHOD AND SYSTEM TO PROVIDE 
SECURE IN-BAND MANAGEMENT FOR A 

PACKET DATA NETWORK 

FIELD OF THE INVENTION 

The present invention relates generally to communication 
networks. More particularly, the present invention relates to 
a method and system to provide secure in-band management 
for a packet data network. 

BACKGROUND OF THE INVENTION 

A communication network includes a collection of inter 
connected network devices, which allow users to access 
data. A popular network is the Internet. The Internet is a 
worldwide system of interconnected networks that allow 
data (“packets”) to pass between network boundaries. The 
Internet uses an Internet Protocol (IP) to provide routing and 
forwarding services. A common network device that pro 
vides IP services is a router. A router routes and forwards 
packets using an optimal path. A common function per 
formed on the IP network is router management. Router 
management is the process of con?guring a router to provide 
necessary services. 

Typically, router management can be performed using 
either an out-of-band or an in-band management con?gura 
tion. FIG. 1 illustrates a prior art out-of-band management 
con?guration 100 for a router 102 connected to a separate 
management network 104. An out-of-band management 
con?guration requires a separate network (i.e., connections 
and communication lines) instead of using existing data 
links of the routers to facilitate the router management 
process. Referring to FIG. 1, router 102 includes two sets of 
data links, which are core input/output data links 120 and 
customer input/ output data links 122. Each of these two sets 
of data links can receive and transmit packets. In addition, 
router 102 includes management ports 124, router con?gu 
ration management module 110, and routing and forwarding 
module 112. Management devices 106 manage and commu 
nicate with router 102 via management network 104 and 
management ports 124. 

Router con?guration module 110 receives management 
commands from management devices 106 and perform 
management operations for router 102 using the received 
management commands. For example, a user of one of the 
management devices 106 can input a management command 
via a command line interface (CLI) to router 102. Routing 
and forwarding module 112 receives packets on data links 
120 and 122 and selectively routes and forwards the packets 
on data links 120 and 122. 

FIG. 2 illustrates a prior art network 200 for a plurality of 
routers 102-1 through 102-7 using an out-of-band network 
management con?guration. Router 102 of FIG. 1 can rep 
resent the plurality of routers 102-1 through 102-7 of FIG. 
2. Data links are normally grouped in pairs of one input data 
link and one output data link. Each pair having one bi 
directional data path between two network devices. This is 
illustrated in FIG. 2 by showing bi-directional customer 
input/output data links 220 and 222. The plurality of routers 
102-1 through 102-7 can selectively forward data packets 
from any input data link to any output data link in accor 
dance with the source and destination information contained 
in the data packet. 

Referring to FIG. 2, a plurality of management links 226 
couple routers 102-1 through 102-7 with management 
devices 106. Management links 226 transmit management 
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2 
commands from management devices 106 to routers 102-1 
through 102-7 via management network 104. Furthermore, 
management devices 106 can receive responses such as, for 
example, status of management command actions, alarms, 
traps, or noti?cations from routers 102-1 through 102-7 via 
management links 226 and management network 104. 
Hence, con?guration 100 and network 200 provide out-of 
band management because management communication is 
carried on a separate network 104 instead of using existing 
data links. 
A disadvantage of using out-of-band management is that 

it requires a separate management network. That is, separate 
management network 104 requires extra equipment, addi 
tional con?guration, and extra data links to connect routers 
102-1 through 102-7 to management devices 106. Although 
out-of-band management can be made secure by using 
separate management network 104, separate management 
network 104 adds another layer of complexity for managing 
network devices. 

FIG. 3 illustrates a prior art in-band management con 
?guration 300 for router 302 having an internal management 
connection 311. An in-band management con?guration uses 
current network infrastructure to facilitate the router man 
agement process. Referring to FIG. 3, router 302 includes 
internal management connection 311 between routing and 
forwarding module 312 and router con?guration manage 
ment module 310. Router 302 also includes management 
ports 324, core input/output data links 320, and customer 
input/output data links 322. Thus, router 302 can receive 
management commands using the current network infra 
structure (i.e., by using core input/output data links 320). 

FIG. 4 illustrates a prior art in-band management con 
?guration 400 for router 402 supporting virtual private 
network (VPN) modules 431A through 431C having an 
internal management connection 411. A VPN is a private 
data network that makes use of the currently implemented 
network by using a tunneling protocol for security purposes. 
VPN data links 422A through 422C connect with VPN 
modules 431A through 431C, respectively. The VPN mod 
ule 431A facilitates private communication on data links 
422A either on this router, or attached to the same modules 
on different routers. The same applies to the other VPN 
modules and corresponding links. 

Referring to FIG. 4, router 402 includes internal manage 
ment connection 411 between generic routing and forward 
ing module 412 and router con?guration management mod 
ule 410. Router 402 also includes management ports 424, 
core data links 420, VPN data links 422A through 422C, and 
data links 423. Thus, router 402 can also receive manage 
ment commands using the current network infrastructure 
(i.e., by using core data links 420). 
A disadvantage of using the prior art an in-band manage 

ment schemes is a lack of security for carrying management 
tra?ic. That is, the management traffic or commands are 
carried on non-secure data links (e.g., core data links 420). 
Thus, prior art in-band management con?guration schemes 
are susceptible to unauthoriZed management entry or inter 
ception of management commands. 

SUMMARY OF THE INVENTION 

A method and system to provide secure in-band manage 
ment for a packet data network are disclosed. For one 
embodiment, in a network device for con?guring a virtual 
private network (VPN), management traf?c is received over 
the VPN. The network device is managed using the man 
agement traf?c received over the VPN. An in-band manage 
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ment system is created by con?guring a virtual private 
network (VPN) for a network device and linking the VPN to 
a management device or a management function. By using 
the VPN to carry management traf?c and to create the 
in-band management system, management of the network 
device can be made secure. 

Other features and advantages of the present invention 
will be apparent from the accompanying drawings, and from 
the detailed description, which follows below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example 
and not intended to be limited by the ?gures of the accom 
panying drawings in which like references indicate similar 
elements and in which: 

FIG. 1 illustrates a prior art out-of-band management 
con?guration for a router connected to a separate manage 
ment network; 

FIG. 2 illustrates a prior art out-of-band management 
network for a plurality of routers; 

FIG. 3 illustrates a prior art in-band management con 
?guration for a router having an internal management con 
nection; 

FIG. 4 illustrates a prior art in-band management con 
?guration for a router supporting virtual private networks 
having an internal management connection; 

FIG. 5 illustrates an exemplary diagram of a network 
environment in which the present invention can be imple 
mented; 

FIG. 6 illustrates an in-band management con?guration 
for a router using a virtual private network to carry man 
agement traffic according to one embodiment; 

FIG. 7 illustrates an in-band management con?guration 
for a router using a virtual private network to carry man 
agement traf?c according to another embodiment; 

FIG. 8 illustrates a ?ow chart of an operation to provide 
in-band management according to one embodiment; and 

FIG. 9 illustrates a ?ow chart of an operation to create an 
in-band management system using a virtual private network 
according to one embodiment. 

DETAILED DESCRIPTION 

A method and system to provide secure in-band manage 
ment for a packet data network are described. For one 
embodiment, in a network device for con?guring a virtual 
private network (V PN), management tra?ic is received over 
the VPN. The network device is managed using the man 
agement traf?c received over the VPN. An in-band manage 
ment system is created by con?guring a virtual private 
network (VPN) for a network device and linking the VPN to 
a management device or a management function. By using 
the VPN to carry management traf?c and to create the 
in-band management system, management of a network can 
be made secure. 

In the following description, network management tech 
niques are described with respect to a network router that 
provides routing and forwarding services. The network 
management techniques described herein, however, are not 
intended to be limited to any particular type of network 
device and can be implemented with other types of network 
devices that provide routing and forwarding services such 
as, for example, network switches, bridges, hubs, or gate 
ways. The network devices can also perform Internet Pro 
tocol (IP) or Multiprotocol Label Switching (MPLS) ser 
vices. 

Furthermore, in the following description, network man 
agement techniques are described in the context of packet 
data networks such as the Internet. Nevertheless, other types 
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4 
of networks and data units can implement the management 
techniques described herein such as an asynchronous trans 
fer mode (ATM) network for ATM cells. 

FIG. 5 illustrates an exemplary diagram of a network 
environment 500 in which the present invention can be 
implemented. Referring to FIG. 5, the network environment 
500 includes a plurality of interconnected routers 502-1 
through 502-7 that can con?gure and support virtual private 
networks (VPNs) on VPN data links 520 and 522. Altema 
tively, network environment 500 can support a combination 
of VPNs and non-VPNs. In the example of FIG. 5, a 
management VPN 550 can be used to carry management 
tra?ic for network environment 500. Management VPN 550 
is a VPN with several “customer” links, i.e., VPN data links 
520 and 522. In one embodiment, management VPN 550 is 
not used by an actual “customer” but used by the network 
provider or network management personnel to manage 
securely routers 502-1 through 502-7. Because management 
tra?ic is carried on a VPN, the management traf?c can be 
secure. 

For one embodiment, management devices 506 can be 
directly connected to routers 502-1 through 502-7. Manage 
ment devices 506 can be a workstation, computer, server, or 
other like device. In one embodiment, routers 502-5 and 
502-7 are connected to management devices 506 via links 
511-1 and 511-2, which connect to management VPN 550. 
In an alternate embodiment, management devices 506 can 
be omitted and management tra?ic can be passed internally 
within routers 502-1 through 502-7 using management VPN 
550. Furthermore, each of the routers 502-1 through 502-7 
can jointly support the management VPN 550 to carry 
management traf?c. 
A management process can be performed on each of the 

routers 502-1 through 502-7 using management VPN 550. 
Management devices 506 can include terminals or network 
management equipment for command line interface (CLI) 
control of routers 502-1 through 502-7. For example, a user 
via a command line interface (CLI) terminal can send a 
management command on management VPN 550 to con 
?gure one of the routers 502-1 through 502-7 to perform a 
speci?c capability, e.g., to tear down a link, even though the 
terminal is generally not connected directly to the routers 
501-1 through 502-7. 

Routers 502-1 through 502-7 also perform routing and 
forwarding functions for network environment 500. Routers 
502-1 through 502-7 can support a number of routing 
protocols such as a Border Gateway Protocol (BGP), Rout 
ing Internet Protocol (RIP), Intermediate System to Inter 
mediate System Protocol (IS-IS), or an Open Shortest Path 
First Protocol (OSPF). A routing protocol allows a router to 
use an optimal path to forward packets through the network. 
Routers 502-1 through 502-7 can also perform IP layer 3 
switching or multiprotocol label switching (MPLS) for 
network environment 500. 

FIG. 6 illustrates an in-band management con?guration 
600 for router 602 using management VPN module 655 to 
carry management traf?c according to one embodiment. 
Router 602 can be used for routers 502-1 through 502-7 in 
FIG. 5. Referring to FIG. 6, router 602 includes core data 
links 620, generic routing and forwarding module 612, a 
plurality of VPN modules VPN module 1 (656) through 
VPN module 3 (658), VPN data links 622, non-VPN cus 
tomer data links 623, management VPN links 624-1 and 
624-2, management ports 624, management device link 613 
(optional link), and router con?guration management mod 
ule 610. 
Management VPN links 624-1 to 624-2 connect manage 

ment VPN module 655 to router con?guration management 
module 610 via management ports 624. Thus, management 
tra?ic can be sent to router con?guration management 
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module 610 via management VPN module 655. Alterna 
tively, router 602 can be directly connected to a management 
device via management device link 613. Router con?gura 
tion management module 610 can receive management 
traf?c to perform functions, e.g., adding a link or a customer, 
tearing doWn a link, or con?guring a neW card for a router. 
For one embodiment, a user initiates the sending of the 
management traf?c. Alternatively, an automated process can 
be used for sending management traf?c. In one embodiment, 
one of the management ports 624 can be an asynchronous 
serial port designed primarily for direct connection With a 
terminal for providing a command line interface (CLI). In 
one embodiment, management VPN module 655 connects to 
management ports 624 using terminal server module 660 via 
management VPN link 624-2. 

The generic routing and forWarding module 612 performs 
basic routing and forWarding of data packets for router 602. 
That is, generic routing and forWarding module 612 can 
maintain routing tables, Which are used to send packets to a 
destination using an optimal path. The generic routing and 
forWarding module 612 is coupled to management VPN 
module 655 and to VPN module 1 (656) through VPN 
module 3 (658). Each of the VPN modules 655 through 658 
can perform VPN-related encapsulation, routing, and for 
Warding functions on packets passing through router 602. 

The encapsulation process entails adding extra headers to 
the each data packet to identify VPN membership and 
access; furthermore, during the encapsulation process, the 
data packet may be encrypted using IP security (IPSec) 
process or another data encryption process. In this Way, the 
packets are kept private and secure. Furthermore, some 
routing and/or forWarding functions may be speci?c to the 
VPNs, Which can also be carried out by the VPN modules 
656 through 658. The generic routing and forWarding mod 
ule 612 can also be coupled to non-VPN customer data links 
623. Thus, generic routing and forWarding module 612 can 
selectively forWard packets received on core data links 620 
to VPN data links 622 or non-VPN customer data links 623. 

FIG. 7 illustrates an in-band management con?guration 
700 for router 602 using management VPN module 655 to 
carry management traf?c according to another embodiment. 
In the example of FIG. 7, an internal management VPN link 
711 is used instead of an external management VPN links 
624-1 to 624-2. Internal management VPN link 711 connects 
management VPN module 655 to router con?guration mod 
ule 610. Thus, management tra?ic can be sent to router 
con?guration management module 610 internally via man 
agement VPN module 655 and internal management VPN 
link 711. 

The netWork management techniques for a router 
described herein can be implemented by hardWare and/or 
softWare contained Within router 602 of FIGS. 6 and 7. For 
example, router 602 can include a netWork processor to 
execute code or instructions stored in a machine-readable 
medium to perform the operations as described in FIGS. 8 
and 9. The machine-readable medium may include a mecha 
nism that provides (i.e., stores and/ or transmits) information 
in a form readable by a machine such a processor, computer, 
or a digital processing device. For example, a machine 
readable medium may include a read only memory (ROM), 
random access memory (RAM), magnetic disk storage 
media, optical storage media, or ?ash memory devices. The 
code or instructions can be represented by carrier Wave 
signals, infrared signals, digital signals, and by other like 
signals. 

FIG. 8 illustrates a How chart of an operation 800 to 
provide in-band management according to one embodiment. 
For purposes of explanation, operation 800 begins at opera 
tion 802. Referring to FIG. 8, at operation 802, management 
traf?c is carried on a virtual private netWork (VPN). For 
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example, user or an automated process can send manage 
ment traf?c on management VPN 655. 
At operation 804, the netWork is managed using the 

management traf?c carried on the VPN. For example, router 
602 can perform a management process to add a link or a 
customer, to tear doWn a link, or to con?gure itself to handle 
a neW card that has been inserted. 

FIG. 9 illustrates a How chart of an operation 900 to create 
an in-band management system using a virtual private 
netWork (V PN) according to one embodiment. For purposes 
of explanation, operation 900 begins at operation 902. 
Referring to FIG. 9, at operation 902, a VPN is con?gured. 
For example, generic routing forWarding module 612 can 
con?gure core data links 620 and VPN data links 622 to 
support management VPN module 655. 
At operation 904, management VPN module 655 is linked 

to a management device or a management function. For 
example, router 602 can link management VPN module 655 
to management devices 606 or to router con?guration man 
agement module 610 (“management function”). 

Thus, a method and system to provide secure in-band 
management for a packet data netWork have been described. 
In the foregoing speci?cation, the invention has been 
described With reference to speci?c exemplary embodiments 
thereof. It Will, hoWever, be evident that various modi?ca 
tions and changes may be made thereto Without departing 
from the broader spirit and scope of the invention as set forth 
in the appended claims. The speci?cation and draWings are, 
accordingly, to be regarded in an illustrative sense rather 
than a restrictive sense. 

What is claimed is: 
1. A method for secure in-band management of a netWork 

device that provides routing and forwarding services, the 
method comprising: 

transferring data betWeen core data links and customer 
data links Where the customer data links including 
Virtual Private NetWork (VPN) data links and non 
VPN data links; 

dedicating one of the VPN data links to the transfer of 
management commands; 

linking the dedicated VPN data link to a source of 
management commands; 

using the VPN to transfer management commands from 
the source of the management commands to the net 
Work device; and 

transferring management commands betWeen the dedi 
cated VPN data link and a router con?guration man 
agement module. 

2. The method of claim 1 wherein transferring manage 
ment commands betWeen the dedicated VPN data link and 
a router con?guration management module includes trans 
ferring management commands through a management port 
of the router con?guration management module. 

3. The method of claim 1 Wherein the netWork device is 
one of a netWork sWitch, a netWork bridge, a netWork hub, 
and a netWork gateWay. 

4. The method of claim 1 Wherein the netWork device can 
perform one of Internet Protocol (IP) services, Multiprotocol 
Label SWitching (MPLS) services, and Asynchronous Trans 
fer Mode (ATM) services. 

5. The method of claim 1 Wherein the source of the 
management commands is one of a management device and 
a management function. 

6. A netWork device that provides routing and forWarding 
services, the netWork device comprising: 

a routing and forWarding module to transfer data betWeen 
core data links and customer data links in accordance 
With source and destination information contained in 
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the data, the customer data links including Virtual 
Private Network (VPN) data links and non-VPN data 
links; 

a router con?guration management module to perform 
management operations for the network device accord 
ing to received management traf?c; and 

a management VPN module coupled to the routing and 
forwarding module, to one of the VPN data links, and 
to the management VPN module, the management 
VPN module to transfer management tra?ic between 
the router con?guration management module and the 
one of the VPN data links; 

a management port coupled to the router con?guration 
module to receive the non-VPN management com 
mands for the router con?guration module. 

7. The network device of claim 6 wherein the network 
device is one of a network switch, a network bridge, a 
network hub, and a network gateway. 

8. The network device of claim 6 wherein the network 
device can perform one of Internet Protocol (IP) services, 
Multiprotocol Label Switching (MPLS) services, and Asyn 
chronous Transfer Mode (ATM) services. 

9. The network device of claim 6 wherein the source of 
the management commands is one of a management device 
and a management function. 

10. A network device that provides routing and forward 
ing services, the network device comprising: 
means for transferring data between core data links and 

customer data links where the customer data links 
including Virtual Private Network (V PN) data links and 
non-VPN data links; 

means for dedicating one of the VPN data links to the 
transfer of management tra?ic; 

means for linking the dedicated VPN data link to a source 
of management commands; 

means for using the VPN to transfer management com 
mands from the source of the management commands 
to the network device; and 

means for transferring management commands between 
the dedicated VPN data link and a router con?guration 
management module. 

11. The network device of claim 10 wherein the means for 
transferring management commands between the dedicated 
VPN data link and a router con?guration management 
module includes means for transferring management com 
mands through a management port of the router con?gura 
tion management module. 

12. The network device of claim 10 wherein the network 
device is one of a network switch, a network bridge, a 
network hub, and a network gateway. 

13. The network device of claim 10 wherein the network 
device can perform one of Internet Protocol (IP) services, 
Multiprotocol Label Switching (MPLS) services, and Asyn 
chronous Transfer Mode (ATM) services. 

14. The network device of claim 10 wherein the source of 
the management commands is one of a management device 
and a management function. 

15. A machine-readable storage medium providing 
instructions, when executed by a processor, cause the pro 
cessor to perform an operation comprising: 

transferring data between core data links and customer 
data links where the customer data links including 
Virtual Private Network (VPN) data links and non 
VPN data links; 
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8 
dedicating one of the VPN data links to the transfer of 
management commands; 

linking the dedicated VPN data link to a source of 
management commands; 

using the VPN to transfer management commands from 
the source of the management commands to the net 
work device; and 

transferring management commands between the dedi 
cated VPN data link and a router con?guration man 
agement module. 

16. The machine-readable storage medium of claim 15 
wherein transferring management commands between the 
dedicated VPN data link and a router con?guration man 
agement module includes transferring management com 
mands through a management port of the router con?gura 
tion management module. 

17. The machine-readable storage medium of claim 15 
wherein the network device is one of a network switch, a 
network bridge, a network hub, and a network gateway. 

18. The machine-readable storage medium of claim 15, 
further providing instructions, which if executed by the 
processor, further cause the processor to perform an opera 
tion comprising one of performing lntemet Protocol (IP) 
services, performing Multiprotocol Label Switching 
(MPLS) services, and performing Asynchronous Transfer 
Mode (ATM) services. 

19. The machine-readable storage medium of claim 15 
wherein the source of the management commands is one of 
a management device and a management function. 

20. A data network comprising: 
a plurality of network devices that provide routing and 

forwarding services for the data network including 
transferring data between core data links and customer 
data links, the customer data links including Virtual 
Private Network (V PN) data links and non-VPN data 
links, wherein each of the plurality of network devices 
includes: 
a routing and forwarding module to transfer data 

between core data links and customer data links in 
accordance with source and destination information 
contained in the data; 

a router con?guration management module to perform 
management operations for the network device 
according to received management traf?c; and 

a management VPN module coupled to the routing and 
forwarding module, to one of the VPN data links, 
and to the management VPN module, the manage 
ment VPN module to transfer management traf?c 
between the router con?guration management mod 
ule and the one of the VPN data links. 

21. The data network of claim 20 wherein each of the 
plurality of network devices is one of a network switch, a 
network bridge, a network hub, and a network gateway. 

22. The data network of claim 20 wherein the plurality of 
network devices can perform one of lntemet Protocol (IP) 
services, Multiprotocol Label Switching (MPLS) services, 
and Asynchronous Transfer Mode (ATM) services. 

23. The data network of claim 20 wherein the source of 
the management commands is one of a management device 
and a management function. 
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