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Secure Management Access Control for Computers, Embedded and Card Embodiment

Cross Reference To Related Applications

[01] The present application is a continuation in part based on U.S. Patent Application Ser.
No. 10/461,827, filed June 13, 2003. The present application claims priority from U.S.
Provisional Application Ser. No. 60/ 512,777, filed October 21, 2003. The present invention is
related to the invention described in co-owned, co-pending patent application no. 10/461,820
filed on June 13, 2003, incorporated herein by reference.

Technical Field of the Invention

[02] The present invention relates in general to methods and apparatus used in managing
devices or systems in a communication network and more particularly to methods and apparatus
for remote management of these devices or systems in a secure manner.

Background of the Invention

[03] In distributed computer networks the vast majority of the networking elements are not
in the same geographic location or easily accessible by the skilled technicians or network
administrators typically responsible for normal maintenance of the elements. Not only do these
technicians and administrators require regular access to the network elements for maintenance,
but they also need timely access to the network elements when problems arise in order to
perform trouble shooting and resolving problems. The more quickly a network administrator can
access the elements in the network for troubleshooting the shorter the mean-time-to-repair.
(MTTR) an outage in the network.

[04] In general, it is not practical to require physical access to the systems for general
maintenance or troubleshooting and repair. The costs would be prohibitive, both in time and
personal, to require a skilled technician to be dispatched for every required activity on a system.
This has driven a strong requirement to provide for remote management of network elements and
servers. A number of means have been developed to provide for remote management of these
systems. Remote management of the elements can be provided in-band (the remote
administrator communicates with the system using the same network as the user data for the
managed system) or out-of-band (the remote administrator communicates with the system using
a means other than the network utilized by the user data of the managed system). Typically,
when out-of-band remote management is utilized, the administrator is connecting to a console or

management port on the system.
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[05] However, the security of the network elements and servers is a concern when remote
management is allowed. For a system to be secure, it must first of all be physically secure from
attack. Without physical security, it is almost certain an attacker can compromise a system. If
management of the system requires physical access to the system then the security of the
management is as strong as the physical security. But, as stated above, in most networks this is
not practical. It is important, though, to realize that opening up a device to remote management
allows a larger window for attackers to utilize in an attack. The use and security of remote
management must be carefully considered.

[06] The struggle to find a workable compromise between the utility of remote
management of devices and the need to maintain the security of the devices can clearly be seen
in “The Router Security Configuration Guide” published by the National Security Agency. On
page 49 of the guide it is recommended that a terminal (or computer) be a stand-alone device
protected from unauthorized access. This goes back to requiring physical access to the network
element in order to access the console or management port. On page 47 the guide also states,
“Permitting direct dial-in to any vital piece of network infrastructure is potentially very risky...”.
In-band management methods often depend to one degree or another on the security of the
network the element is a part of to protect the management traffic. While this MIGHT provide a
reasonable level of protection from external attacks (initiated from outside the network), it
generally will not provide a sufficient level of protection from an internal attack (initiated from
inside a network). To help reduce the vulnerability to internal attack, the “The Router Security
Configuration Guide” has recommendation using a dedicated network or at least dedicated
network segments for remote network administration of routers. Building out a dedicated
network for management would be quite expensive for most networks.

[07] There are definite advantages to having an out-of-band remote management
connection to network elements that utilize connectivity that is diverse from the primary network
connection. One of the primary purposes of the remote management connection is to assist the
remote administrator or technician in troubleshooting network problems. With in-band
management, if a network problem has hindered connectivity to a network element, management
connectivity to that element could be lost when it is needed the most. An out-of-band
management solution is more likely to allow the administrator or technician to still remotely

access the network element to troubleshoot and resolve the network problem in a timely manner.

Lenovo
Ex. 1004 - Page 8



Also, the out-of-band management connection providing connectivity to the console or
management port of an element might be available for the initial configuration of the device
whereas an in-band management connection might not be available for initial configuration. It is
also possible that some functions can only be performed using the console or management port
of the element. An example of this would be Password Recovery on a Cisco router. While a
dedicated and secure out-of-band network would be the most preferable solution for out-of-band
management from a security standpoint, the cost of such a solution is generally prohibitive.
While some form of public shared network, such as the Public Switched Telephone Network
(PSTN) or an Integrated Services Digital Network (ISDN) provides the most cost effective
solution for a diverse out-of-band connection, the security of such solutions is a major concern.
[08] The most straightforward means of providing out-of-band connectivity to a network
element is to place a modem on the console port of a networking element connecting it to the
PSTN. However, any perimeter security for the network such as firewalls and access-lists has
just been completely bypassed, providing a vulnerable point for intruders to attack. If an attacker
knows or can determine the phone number of the modem then the only security is the logon
protection on the networking element itself. War dialers will generally find phone numbers
connected to modems.

[09] It is important to realize that most protocols used for assisting in the remote
management of network elements do not provide for the confidentiality or integrity of the
information being transmitted between the remote administrator and the network element or
strong authentication of the parties involved. This is especially critical if a public shared
network such as the PSTN is utilized for the out-of-band connectivity. For instance, the protocol
most frequently utilized for remote login to network elements (Telnet) transmits traffic in the
clear (any one who can tap into or sniff the network can capture and understand the traffic). It
would not be uncommon for a remote administrator to be transmitting passwords and device
configurations over such a connection. If an attacker were able to insert himself in the middle of
such a connection, even more attacks would be possible.

[10] In order to control the cost of remote management solutions, user traffic and
management traffic are being commingled at multiple locations throughout the management
path. The use of the user data network for the transport of management traffic is one place this

commingling of data occurs. There is also a commingling of user and management data in the
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device itself. User traffic and device management traffic comes in over the same user interface,
uses the same memory and buffers, and is processed by the same processor. The commingling of
user traffic and management traffic can compromise the security of the device management.

[11] Maintenance and troubleshooting of network element problems can often be
facilitated by having the element maintain an accurate time clock. One way of keeping the clock
accurate on an element is to allow the network to set the clock utilizing a protocol such as
Network Time Protocol (NTP). If an attacker were able to alter or interfere with NTP, the
smooth operation of the network could be interfered with.

[12] Some network elements utilize Hypertext Transfer Protocol (HTTP) or Hypertext
Transfer Protocol over Secure Socket Layer (HTTPS) for managing the network element. HTTP
transmits information in the clear and is susceptible to impersonation and data compromise.
Often HTTPS is only authenticating the server to the client. For remote management, mutual
authentication can be important.

[13] A common difficulty in maintaining the elements of a network is keeping the
software on the elements updated with patches that protect them from new exploits by hackers
and crackers. One of the functions of firewalls is to protect the elements behind them from these
exploits so that it is not as critical to keep protected elements updated. However, this does
require the firewalls to be updated regularly to protect the elements from new exploits. Keeping
the firewalls updated can be difficult.

[14] Some of these concerns can be addressed by technology existing today. A
firewall/Virtual Private Network (VPN) appliance could be utilized to protect management
traffic that flows from a user interface on the managed device to a central location providing
services for the management of the device. This would protect the management data while it
flows over the in-band network. A terminal server could be utilized to allow an administrator to
dial into the managed device over an out-of-band network. Some terminal servers will even
allow the connection from the administrator to the terminal server to be encrypted for protection
of the management data. However, this does not solve all the concerns. The terminal server
does not fully support a centralized mechanism to verify an administrator should have access to
the managed device, especially if the in-band network is down. The VPN/Firewall does not
support connection to the console port of the managed device. Even having both a VPN/Firewall

and a terminal server would leave gaps in the protection.
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[15] It would take a number of different devices configured to work together to address
most of the concerns. This would require a number of additional devices in an environment
where rack space is very expensive. Having another two or three devices in the rack is quite
expensive in more ways than just the cost of the equipment.

[16] An object of the invention is to provide for the secure management of devices without
requiring additional devices taking up additional rack space by embedding the necessary
hardware and software for secure management of the device in the device to be managed.

[17] Another object of the invention is to separate user traffic from device management
traffic, logically and/or physically, both in the device and while in transit over a network.

(18] Another object of the invention is to establish a network enabled management
interface for the secure remote management of the device. While similar to a console interface,
the secure interface is to be engineered to secure remote access.

[19] Another object of the invention is to define a virtual management interface for
controlling management traffic that will flow over the in-band interfaces. The virtual
management interface provides for logical separation of the management data from the user data
even when the management data and the user data will transit the same physical network.

[20] Another object of the invention is to utilize standard packet filtering firewall methods
to restrict access to the management interfaces of the device, both real and virtual, based on
factors such as the source address of the connection request.

[21] Another object of the invention is to use a means of authentication, including the
possibility of strong authentication, to verify the identity of the administrator and restrict access
to the management interfaces based on the identity of the administrator.

[22] Another object of the invention is to use an Access Control Server (ACS) to allow for
centralized authentication and authorization of administrators as well as to log accounting
information.

[23] Another object of the invention is to restrict functions and protocols allowed to access
the management interfaces to those necessary for remote management of that network element.
[24] Another object of the invention is to dynamically update the rules used for restricting
access to the management interfaces.

[25] Another object of the invention is to provide for the confidentiality and integrity of

the information transmitted between the remote administrator and the management interfaces.
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[26] Another object of the invention is to monitor the management interfaces for proper
functioning and alert management software upon failure.

[27] Another object of the invention is to monitor management interfaces for possible
attacks and report possible attacks to Intrusion Detection System management software.

[28] Another object of the invention is to provide for secure connections to a network
providing network services both utilizing the managed device’s user data connections and over a
dedicated secure network enabled management connection.

[29] Another object of the invention is to access network services such as ACS, Domain
Name Server (DNS), NTP, Network Management Stations, Logging Servers, and Intrusion
Detection Systems management stations over either an in-band network connection or over the
network enabled management connection (or both) and dynamically switch between which
network is being utilized for the service.

[30] Another object of the invention is to allow a remote administrator or technician to
access the management interfaces via either an in-band connection or a network enabled
management connection (or both).

[31] Yet another object of the invention is to provide auditing information about attempted
connections (successful and unsuccessful) to the management interfaces.

[32] Yet another object of the invention is to alert management software on unsuccessful
attempts to connect to management interfaces.

[33] Yet another object of the invention fs to be able to securely manage the device
through in-band connections to the virtual management interface, the network enabled
management connection, or the console port.

[34] A further object of the invention is to enable securing a plurality of management
protocols for managing the device, both over in-band connections to the virtual management
interface and over the secure network enabled management connection. Exemplary protocols to
be secured include telnet, ssh, http, https, snmp, dns, tftp, fip, ntp, and xml.

[35] A further object of the invention is to provide the end-point for an in-band or out-of-
band connection between the network segments providing network services and the management
interfaces on the managed devices which can be secured using protocols such as IPSec or may be

unsecured.
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[36] A further object of the invention is to provide the ability for the managed device to
switch which management path is being utilized for management network services, in particular,
the managed device can utilize in-band connections for management network services when
available and switch to using a network enabled management connection for management
network services when an inband connection is not available.

[37] A further objective of the invention is to enable the secure management of other
devices that are collocated with the managed device.

(38] A further objective of the invention is to provide for the ability to easily upgrade
existing hardware to support secure management of the device.

[39] Finally, it is an object of the present invention to accomplish the foregoing objectives

in a simple and cost effective manner.

Summary of the Invention

[40] The present invention addresses the foregoing problems, as well as other problems,
by providing an exemplary embodiment of a Secure Management Access Control for Computer
Chipset (SMACC) for inclusion in devices that are to be enabled for remote management. In this
preferred exemplary embodiment, the SMACC functions are implemented on a separate
processor with separate flash and memory; however, this is not intended to limit the
implementation of these features to separate chipsets in a device. These features also can be
combined with other hardware and software features such as being integrated with a modem or
with the main processor of a device. Some of the features of the SMACC can also be
implemented separately. Such implementations would still be within the spirit and scope of this
invention.

[41] An additional exemplary embodiment of the invention implements the SMACC
processor and supporting chips on a card that can be inserted into the device to be managed. In
this implementation, management of the device is controlled by the card and the administrator
must connect to the card to manage the device. The administrator will be able to connect to the
SMACC card through the Virtual Management Interface (VMI) or directly through a SMACC
interface on the SMACC card.

[42] A primary function of the SMACC is to provide for the separation of management

data from user data both within the device being managed and while the management
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information is in transit. Within the device, the SMACC sets up a separate processor for
receiving management information and interacting with the control functions of the device.
Remote management functions will pass through the SMACC processor. The SMACC also
provides for a separate interface for management functions that is network enabled to facilitate
remote management. Various embodiments of the invention allow for different types of
interfaces to be utilized for the network enabled management interfaces. Exemplary interfaces
could include POTS connections to the PSTN, Packet Cellular connections to a cellular
provider’s infrastructure, an Ethernet interface to a broadband modem and the Internet, or a
wireless connection. The types of interfaces are not limited to those in this list to be within the
scope of this invention. A VMI is also established for logically separating management traffic
from user data when the in-band path is to be used for management data. The VMI is the
interface between the SMACC chipset and the user data interfaces. The VMI utilizes existing
and developing technology such as VPN to build secure tunnels between the SMACC chipset
and the management center while utilizing the user data interfaces of the managed device and the
user network to provide the transport of the management data cost effectively. The VPN
technology provides the logical separation, confidentiality, and integrity of the management
traffic while it is in transit.

[43] Another primary function of the SMACC is to protect the management interfaces
from attack. This is accomplished through a combination of firewall, VPN, and authentication
and authorization applications. The SMACC chipset implements the logic to support VPN
tunnels to the management center, thus protecting the management traffic between the
management interface on the SMACC (VMI or SMACC interface) and the management center.
The firewall functionality protects the SMACC chipset from access by unauthorized parties, both
internal and external, and from unauthorized protocols. An exemplary embodiment of the
SMACC can be configured to only allow the protocols necessary for managing the device to
access the SMACC. No other protocols will be allowed through the interface. The
authentication and authorization of administrators can either be configured and accomplished
locally to the SMACC, and/or centralized services can be accessed at the management center
utilizing the secure management interfaces to the management center (VMI or SMACC

interface). The SMACC implements the client protocol for exemplary services such a Remote
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Authentication Dial-In User Service (RADIUS) protocol, Terminal Access Controller Access
Control System (TACACS+), or Lightweight Directory Access Protocol (LDAP).

[44] The SMACC allows the use of shared networks including public networks such as the
Internet, the Public Switched Telephone Network (PSTN), or a corporate backbone network for
secure network management while still providing for the confidentiality, integrity, and logical
separation of the management data. In an exemplary embodiment, this is accomplished by
utilizing Virtual Private Networking (VPN) technology to build secure tunnels between one or
more management interface on the SMACC and the management center providing network
resources for management. The VPN tunnels provide for logical separation of the management
traffic from any other traffic utilizing the network. The VPN tunnels also utilize encryption to
provide for the confidentiality and integrity of the management traffic utilizing the network.
SMACC increases both the security and the availability of remote management of devices.

[45] The SMACC allows for access controls both on what remote devices can connect to
the management interfaces of the SMACC (and can therefore access the management functions
of the managed device), and what administrators (users) are allowed to connect to the
management interfaces of the SMACC. In an exemplary embodiment of the invention, what
devices are allowed to connect to the SMACC can be filtered by network level addresses such as
Internet Protocol (IP) addresses or calling telephone numbers, as well as by presenting valid
credentials such as a certificate or proof of a shared secrete. Administrators can also be
challenged for valid credentials and authorization. The SMACC can check these credentials
either in a locally maintained database on the SMACC or by utilizing centralized authentication
services at the management center. The SMACC optionally implements one or more
authentication clients such as a RADIUS, TACACS+, or LDAP client to utilize the centralized
authentication services.

[46] In a preferred exemplary embodiment of the SMACC, the SMACC can be configured
to monitor the various management interfaces for connectivity and report the loss of connectivity
to the management center. This includes interfaces that are to be available even if they are not
currently being utilized to transport management data. One example of this is when a POTS line
is connected to a SMACC interface and is configured to be a backup for management data if the
connection to the management center via the VMI is not available. In this situation, the SMACC

can be configured to be checking the available of the connection to the PSTN even when it is not
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being utilized for management data. It is critical for that POTS connection to be there if it is
needed. Other types of interfaces can also be checked for availability by the SMACC processor.
If the SMACC detects a management interface that it is monitoring as being unavailable, it
reports this to the management center over another available management interface using
protocols such as Simple Network Management Protocol (SNMP), trap or syslog.

[47] In a preferred exemplary embodiment of the SMACC, the SMACC can utilize
network services to provide a centralized and scalable solution for secure remote management of
the network. Some of the network services accessed can include an ACS to provide for
centralized authentication and authorization at the user level, a NTP server to provide time
synchronization for the managed device, a DNS to provide secure name resolution for the
managed device, a logging server to provide for centralized logging, a network management
station to provide for centralized management of the managed device utilizing a protocol such as
SNMP, and an intrusion detection/prevention management system.

[48] The SMACC implements the clients to access and utilize these services. The
SMACC can access the centralized service via the VMI and through a connection to the
backbone network (or an operations support network) or via a SMACC interface through an out-
of-band network, such as the PSTN or a packet cellular network, to the management center. In a
preferred exemplary embodiment of the SMACC, the clients running on the SMACC can access
the servers at the management center over any available management interface and the interface
being utilized can change depending on the conditions at the time.

[49] The SMACC may have information it can configure to send to the management
center concerning its own operation and the operation of the managed device (or proxy managed
devices). This information can be sent to the management center utilizing protocols such as
SNMP traps, or remote syslog records as well as other possible proprietary or stands based
protocols. The SMACC will utilize the first available management interface in a preferred
priority list for transporting this information back to the management center. This information
can include auditing information, operational information, and alerts as well as other possible
information.

[50] A preferred exemplary embodiment of the SMACC will detect attempts to access the
management interfaces by unauthorized systems or users. The SMACC can be configured to

report these attempts to the management center. The SMACC can also be configured to detect
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and report attempts to utilize unauthorized protocols to access the management interfaces to the
SMACC.

[51] An exemplary embodiment of the SMACC enables remote administrators to access
the managed device via the SMACC by first accessing the management center and then
connecting to the SMACC via the secure tunnel from the management center to the SMACC.
The plurality of possible paths may exist from the management center to the SMACC, both
utilizing the VMI on the SMACC and SMACC interfaces on the SMACC. The remote
administrator will be able to utilize any of these interfaces to connect from the management
center to the SMACC.

[52] A variety of exemplary embodiments are possible supporting various protocols for
the management of the managed device via the SMACC. These protocols can utilize any of the
SMACC management interfaces. Example management protocols that can be supported include:
telnet, ssh, http, https, snmp, dns, tftp, ftp, ntp, and xml. This is not intended to be an exhaustive
list of possible protocols for which there might be requirements for supporting for the
management of a device.

[53] An additional exemplary embodiment of the SMACC allows the SMACC processor
to be utilized as a secure management proxy for other devices collocated with the device
containing the SMACC. User interfaces on the managed device can be specified as proxy
management interfaces. Proxy Management Interfaces can be either Console Interfaces or
Dedicated Management Segments and will connect to a proxy managed device. A proxy
managed device does not have a SMACC, but is being managed via a collocated device that does
have a SMACC. Since the communications between the proxy managed device and the SMACC
enabled device may not be secure, it can be important for the proxy managed device and the
SMACC enabled device to be physically secured together.

[54] The SMACC processor will control data in and out of the interfaces configured as
proxy management interfaces for the passing of management information between the proxy
managed device and the SMACC. In a preferred exemplary embodiment, proxy console
management interfaces will be restricted to management data only and will be serial interfaces
providing a terminal emulation program type of access to the console or management interface
on the proxy managed device collocated with the SMACC enabled device. In an exemplary

embodiment of the invention, the proxy dedicated management segment is also restricted to
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management data only in order to provide for physical separation of management data from user
data, however, an additional exemplary embodiment of the invention would allow the segment to
support both user data and management data. In the exemplary embodiment in which the
management segment will support both management data and user data, the SMACC and
optionally support utilizing VPN technology to logically separate the management data from user
data. The VPN technology could also be utilized to ensure confidentiality and integrity of the
management data between the SMACC and the proxy managed device.

[55] In a preferred exemplary embodiment of the SMACC that supports proxy
management of collocated devices, the SMACC can implement both application level proxies for
the management protocols to be supported as well as an application level tunnel for passing
management traffic between the proxy managed device and the management center.

[56] An additional exemplary embodiment of the current invention implements the
SMACC chipset on a card that can be connected to a system. In the illustrated exemplary
embodiment, the card connects to the managed system via a Peripheral Component Interconnect
(PCI) bus, but this should not be taken to limit the current invention to a PCI implementation.
Any connection of the card to a system to be managed is within the scope of the current
invention. The use of a card connecting to a system provides for greater opportunity to utilize
the SMACC with existing hardware and hardware designs.

[57] The SMACC provides for the separation of management data from user data both in
the device being managed and while the management data is in transit. Since there is a very
strong need for securing remote management and for separating management data from user
data, yet this has not been done primarily because it has been considered too expensive to
implement, this invention is clearly not obvious to one of ordinary skill in this area. This
invention combines existing building blocks along with additional new and innovative features
and concepts to solve the shortcomings in remote management in an integrated and affordable

solution.

Brief Description of the Drawings

[58] Fig. 1 is a block diagram for an exemplary embodiment of the embedded SMACC

chip set within a device to be monitored;
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[59] Fig. 2 is a block diagram for an exemplary embodiment of the embedded SMACC

chip set within a device to be monitored along with a power supply;

[60] Fig. 3 illustrates the interfaces to the SMACC processor;

[61] Fig. 4 illustrates network connectivity to the management interfaces;

[62] Fig. 5 illustrates an additional design for connectivity to the management interfaces;
[63] Fig. 6 illustrates the packet filtering for access to the SMACC;

[64] Fig. 7 illustrates the selection of a secure path for management services;

[65] Fig. 8 illustrates changing which management path is used for management services;
[66] Fig. 9 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset including an integrated modem; ‘

[67] Fig. 10 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset including an Ethernet SMACC interface;

[68] Fig. 11 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset including an integrated packet cellular interface;

[69] Fig. 12 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset including an slot interface for an interchangeable card for a SMACC interface card,
[70] Fig. 13 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset including multiple SMACC interfaces;

[71] Fig. 14 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset without dedicated flash, nvram, or ram chips;

[72] Fig. 15 illustrates a sample circuit for monitoring the voltage on a telephone line;
[73] Fig. 16 illustrates a process for monitoring a telephone line for connectivity to a

central office;

[74] Fig. 17 is a block diagram of an exemplary embodiment of the embedded SMACC
chipset with an external UPS;

[75] Fig. 18 is a block diagram of an exemplary embodiment of a SMACC card for
interfacing to a managed device;

[76] Fig. 19 is a depiction of the system architecture of an exemplary embodiment of a
system with a SMACC card;

[77] Fig. 20 is a block diagram of an exemplary embodiment of a system with an

embedded SMACC showing a user interface configured as a proxy management interface;
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[78] Fig. 21 illustrates a user interface configured as a proxy management interface;

[79] Fig. 22 illustrates a SMACC enabled device acting as a proxy management system for
another collocated device providing both a console connection to the collocated device and a
management segment connection to the collocated device;

[80] Fig. 23 is a block diagram of an exemplary embodiment of the SMACC card
including an Ethernet SMACC interface;

[81] Fig 24 is a block diagram of an exemplary embodiment of the SMACC card including
a Packet Cellular SMACC interface;

[82] Fig. 25 is a block diagram of an exemplary embodiment of the SMACC card
including an analog modem based SMACC interface;

[83] Fig. 26 is a block diagram of an exemplary embodiment of the SMACC card
including multiple SMACC interfaces;

[84] Fig. 27 is a block diagram of an exemplary embodiment of the SMACC card in which
dedicated proxy management interfaces are included on the card;

[85] Fig. 28 is a block diagram of an exemplary embodiment of the SMACC processor
connecting to a PCI bus in which a controller chip is required for the SMACC processor to
access the PCI Bus;

[86] Fig. 29 is a block diagram of an exemplary embodiment of the SMACC processor
connecting to the system Central Processing Unit (CPU) bus of the system the SMACC is being
embedded in in which a controller chip is required for the SMACC processor to access the
system CPU bus;

[87] Fig. 30 is a block diagram of an exemplary embodiment of the SMACC chipset with
an additional chip to implement the VPN technology;

[88] Fig. 31 illustrates an exemplary power up sequence for a system that has both a
SMACC processor and a main processor; and

[89] Fig. 32 illustrates Fast Hangup.

Detailed Description of the Preferred Embodiment

Fig. 1 illustrates the positioning of the SMACC chipset within the managed device.
In a preferred exemplary embodiment, the SMACC processor has its own flash, Non-Volatile
Random Access Memory (NVRAM), and Random Access Memory (RAM) for operating,
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however, an alternative exemplary embodiment as illustrated in Fig. 14 is also possible in which
the SMACC processor utilizes the same flash, NVRAM, and RAM chips as the main processor
and such implementations are not excluded. In these exemplary embodiments, it may be
necessary to utilize a controller chip for the SMACC processor to access the necessary bus as
illustrated in Figs. 28 and 29.

[90] The Flash chip is intended to safe the programs and microcode for the SMACC
processor, the NVRAM to store operating parameters and configurations, and the RAM to act as
the operating memory for the SMACC processor. It should be noted that additional chips can be
included for additional security or to offload processing from the SMACC processor while still
being included in the intent of this invention. An additional exemplary embodiment of the
SMACC chipset, as illustrated in Fig. 30, included a dedicated chip for providing IPSec.

[91] It is also likely in time that system on chip (SOC) capabilities will continue to expand
to the point where it could be economical to use a processor for the SMACC processor that
includes some or all of the flash, or NVRAM on the same chip as the SMACC processor. To do
so is still considered to be within the scope of this invention.

[92] Fig. 2 illustrates the option of the SMACC processor and supporting chips having a
power circuit from the power supply that is different from the circuit utilized for the main
processor of the SMACC enabled device. This would enable a couple of significant features. It
would allow the inclusion of a small Uninterruptible Power Supply (UPS) that could then
selectively provide power only to the SMACC when there is a power loss. The SMACC could
then report the power loss over the SMACC interface that could still be operational even in the
event of a loss of power (such as could be the case with a PSTN connection or if the SMACC
interface is a cellular network connection). This way the UPS would not have to be large enough
to provide power for the entire device while reporting the power outage. An additional feature
enabled by a separate circuit for the SMACC chipset is the ability to reload and power cycle the
SMACC chipset and the main device discreetly. The main device can be reloaded while the
SMACC remains operational allowing for the secure remote monitoring and control of the
device boot process over the SMACC interface. The SMACC processor can also be reloaded
without the main device being reloaded at the same time.

[93] A preferred exemplary embodiment as illustrated in Fig. 31 allows for the device to

be configured such that on power up, the SMACC chipset receives power first and is allowed to
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load before the main device is powered up. This allows the main device boot process to be
monitored over the SMACC interface on power up. An alternate exemplary embodiment
provides for separate power switches for the two circuits such that they could be powered up
separately. An additional exemplary embodiment includes separate connections to an external
power source or outlets such that common remote power management solutions could be utilized
to power up the SMACC separately from the main device.

[94] In a preferred exemplary embodiment of the SMACC, as shown in Fig. 3, the
SMACC has two types of interfaces for transporting management traffic between the SMACC
and the management center:

[95] Virtual Management Interface (VMI) — logically separates management traffic from
user data traffic when a user interface on the managed device is going to be utilized for the
network connection, and

[96] SMACC Network Enabled Management Interface — provides a physically separate
interface for the management network connection rather than the user interfaces on the managed

device.

Virtual Management Interface (VMI)

[97] The Virtual Management Interface (VMI) logically separates management traffic
from user data when they are going to utilize the same interfaces on the managed device and the
same physical network. In a preferred exemplary embodiment of the current invention, the VMI
will utilize a Virtual Private Network (VPN) mechanism such as [PSec to encrypt, protect and
logically separate the management traffic before the traffic is passed to the user interfaces. The
managed device is designed such that management traffic is not allowed to be sent directly to the
user interfaces. All management traffic must go through one of the management interfaces (the
VMI or the SMACC interface). The VMI allows any of the user interfaces to be utilized for

management traffic while still protecting the management interface and traffic.

SMACC Network Enabled Management Interface (SMACC Interface)
[98] The SMACC interface is an interface that is dedicated for management traffic for
management of the device. The SMACC interface is a network enabled interface and therefore

is able to support the full range of protocols that are typically utilized for management of a

Lenovo
Ex. 1004 - Page 22



device such as SNMP, Trivial File Transfer Protocol (TFTP), File Transfer Protocol (FTP),
DNS, SysLog, Telnet, Secure Shell (SSH), or HTTP. The SMACC interface will also control
access to the management functions of the device and protect the management traffic in transit
through the utilization of VPN technology such as [PSec. The SMACC interface can be utilized
to connect to a central location that provides for these network services as well as for remote
administrator access.

[99] Several embodiments of the SMACC with different types of physical interfaces for a
SMACC interface are illustrated. Fig. 9 illustrates an embodiment in which the physical
SMACC interface is an integrated analog modem for connection to a PSTN. Fig. 10 illustrates
an embodiment of the SMACC in which the physical SMACC interface is an integrated Ethernet
interface. This embodiment would be particularly useful it the SMACC interface is going to be
connected to a broadband modem and the out-of-band connection is going to be over the
Internet. Fig. 11 illustrates an embodiment of the SMACC in which the SMACC interface is an
integrated cellular interface for connectivity to a packet cellular network. This embodiment
would be both for inclusion in transmission equipment where it would be difficult to break out a
circuit for monitoring the equipment, and where the primary circuit is a Digital Subscriber Line
(DSL) where disruption of the DSL circuit could also disrupt a POTS line. Fig. 12 illustrates an
embodiment of the SMACC in which the SMACC interface includes a card slot such as a
Personal Computer Memory Card International Association (PCMCIA) card for inclusion of
different types of interface cards. There are exemplary embodiments only are not intended to
limit the SMACC to these types of interfaces. Other types of interfaces are also within the scope
of this invention.

[(100] A SMACC is not limited to only one SMACC interface in implementation. Fig. 13
illustrates an embodiment of the SMACC that includes multiple SMACC interfaces.

SMACC Card

[101] The SMACC can also be implemented as a card for insertion into a device to be
SMACC enabled. An exemplary embodiment of a SMACC card is depicted in Fig. 18. Fig. 19
illustrates the architecture of a system that has a SMACC card inserted into a slot. In this
situation, it is likely that the SMACC card would not be on the same bus as the main CPU and

the main CPU could well already have its own console port.
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[102] There are also a number of exemplary embodiments of SMACC cards with different
exemplary embodiments included. Fig. 25 illustrates an embodiment in which the physical
SMACC interface is an integrated analog modem for connection to a PSTN. Fig. 23 illustrates
an embodiment of the SMACC card in which the physical SMACC interface is an integrated
Ethernet interface. This embodiment would be particularly useful it the SMACC interface is
going to be connected to a broadband modem and the out-of-band connection is going to be over
the Internet. Fig. 24 illustrates an embodiment of the SMACC card in which the SMACC
interface is an integrated cellular interface for connectivity to a packet cellular network. This
embodiment would be both for inclusion in transmission equipment where it would be difficult
to break out a circuit for monitoring the equipment and where the primary circuit is a DSL line
where disruption of the DSL circuit could also disrupt a POTS line. There are exemplary
embodiments only are not intended to limit the SMACC to these types of interfaces. Other types
of interfaces are also within the scope of this invention.

[103] A SMACC card is not limited to only one SMACC interface in implementation. Fig.
26 illustrates an embodiment of the SMACC card that includes multiple SMACC interfaces.

Proxy Management Interfaces

[104] In an additional exemplary embodiment of the SMACC in which the SMACC can be
utilized to manage additional devices collocated with the SMACC enabled device, there is a third
type of management interface as illustrated in Figs. 20 and 21. A proxy management interface is
not utilized for communicating management data between the SMACC and the remote
management center. Rather, a proxy management interface is utilized for communicating
management data between a collocated device and the SMACC in which the SMACC is going to
act as a proxy for the device providing it with a secure connection to the management center.
The SMACC may also provide the proxy managed device with proxy applications for the
management of the device.

[105] The connections between the SMACC enabled device and the proxy-managed device
(as illustrated in Fig. 22) can be either connections to the console port on the proxy managed
device, and or a dedicated management segment.

[106] When the connection between the SMACC enabled device and the proxy-managed

device, illustrated in Fig. 22, is to a console or management interface on the proxy-managed
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device, the interface is generally a serial interface and is dedicated for management data. This
interface is also typically only used to provide a command line interface for the device.

[107] The dedicated management segment, also illustrated in Fig. 22, typically can support
some sort of networking protocol. In this exemplary embodiment of the SMACC, the dedicated
management segment supports the Transmission Control Protocol/Internet Protocol (TCP/IP)
protocol for networking. This allows a more complete suite of management protocols to be
utilized for the management of the proxy managed device. The SMACC enabled device can be
utilized to protect Telnet, SSH, TFTP, FTP, HTTP, HTTPS, DNS, NTP, Extensible Markup
Language (XML), syslog records, RADIUS transactions, TACACS+ transactions, LDAP
transactions, or other protocols for the proxy managed device. Some protocols or services might
be configured to be passed through from the proxy-managed device to the management center
utilizing an application level gateway on the SMACC for passing this information on. Other
applications, such as SNMP, might be implemented as a proxy on the SMACC.

[108] In a preferred exemplary embodiment of the SMACC with proxy management
capabilities, the proxy management segments to the proxy managed devices (as illustrated in
Figs. 20-22) shoﬁld be dedicated for management data between the SMACC and the proxy
managed device. This provides the separation of the management data as recommended in the
NSA guidelines. The interface type for the dedicated management segment can be any type of
interface supported by both the SMACC enabled device and the proxy managed device.

[109] However, in some environments, the dedication of an interface for management data
may be greater than a customer can support. For this environment, and alternative embodiment
of the SMACC proxy function supports the use of proxy management segments that allows both
management data addressed and routed to the SMACC and user data over the same interface.
Another alternative embodiment for the SMACC proxy function when the proxy interface is a
Local Area Network (LAN) interface is the use of Virtual LANs (VLANS) for separating
management traffic from user traffic. VLANS are not as secure as utilizing physically separate
interfaces, but for many customers this would be acceptable. One VLAN would point to the
SMACC and another VLAN would be utilized for user data. Another alternative embodiment
for the SMACC proxy function would be to utilize a VPN tunnel between the SMACC and the

proxy managed device. This is an option when the proxy managed device supports the VPN

Lenovo
Ex. 1004 - Page 25



technology on the interface and allows some aggregation of the VPN tunnels at the SMACC
enabled device so that every device does not need a VPN tunnel back to the management center.
{110] An additional exemplary embodiment of the SMACC illustrated in Fig. 26 includes
additional interfaces as part of the SMACC chipset dedicated as proxy management interfaces.
This would be especially useful when a SMACC card is being utilized to SMACC enable a
device that does not have an abundance of native user interfaces (for example, a server). This
would allow a card to be inserted into a system to manage that system and would allow the card
to also manage other collocated systems even if the SMACC enabled system does not have the
additional interfaces. These interfaces could be a combination of serial interfaces to be utilized
as console proxy management interfaces and interfaces of any type to be utilized as dedicated

management segments.

Access to Network Services

[111] To effectively manage a large number of devices, it is important for the devices to
have access to a set of services provided through a network. These services are often centrally
located at a network operations center (NOC) or management center, as depicted in Fig. 4, or at
an Application Service provider (ASP). A SMACC enabled device will be able to be configured
to securely access these network services over the user interfaces utilizing the VMI or over the
SMACC interfaces. There are significant advantages in a network design that allows the
management service to be accessed over either type of interface. Typically the network services
like an ACS server, a DNS server, a logging server, a network management station, or an NTP
server will need to be accessed.

[112] There are a number of ways the management interfaces of a SMACC enabled device
can be utilized in a network for remote management of the network elements. Some of the

sample configurations include:

o Secure Management Access via remote administrator dial over PSTN

. Secure Management Access via Gateway or Network Access Server (NAS) to Out-of-
Band Network

o Network Services provided via Out-of-Band Network

Secure Management Access via remote administrator dial direct to SMACC
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[113] In this scenario shown in Fig. 4, the remote administrator is using his work station to
directly dial the PSTN phone number for the managed device in order to access a SMACC
interface on the managed device. In a preferred exemplary embodiment, the SMACC sets up a
point-to-point Internet Protocol (IP) connection to the remote administrator and the remote
administrator would run a secure client such as secure shell or an HTTPS client on his
workstation for communicating with the SMACC interface. This would secure the
communications between the remote administrator and the SMACC.

[114] The SMACC can and should be configured to perform authentication and
authorization of the remote administrator before allowing access to the management functions
for the managed device. While the SMACC could be configured with a database of authorized
administrators, it is also possible to utilize an ACS to authenticate and authorize a remote
administrator. The SMACC utilizes its VMI to access network services such as an ACS in the
network using a protocol such as RADIUS, TACACS+, or LDAP. This would allow centralized
authentication and authorization of the administrators. In this type of configuration, if
connectivity to the network services is down, the SMACC would not be able to utilize a central

ACS and would have to revert to allowing access based on a locally maintained database.

Secure Management Access via Gateway to Out-of-Band Network

[115] Fig. 5 shows another configuration that can be used to allow remote administrators
access to a SMACC enabled managed device. A gateway or Network Access Server (NAS) is
utilized to dial out to the SMACC interface on the managed device from a secure network that
provides the needed network services. When the administrator initiates a connection to the
address of the SMACC interface, the gateway will initialize a connection to the SMACC
interface (using a VPN tunnel) if a connection is not already up. The SMACC interface can then
also utilize the VPN tunnel back to the management center to access the needed network services
(including an authentication/authorization server) if the services are not available over the VML
[116] The out-of-band network does not have to be a PSTN network. For instance, in Fig.
5, if the SMACC'’s connection to the out-of-Band network is a DSL connection to an Internet
Service Provider (ISP) and the Network Operations Center Network has a gateway to the internet

this diagram would work as well.

Lenovo
Ex. 1004 - Page 27



Network Services provided via Out-of-Band Network

[117] One difficulty with using a centralized ACS is that, on occasion, a network
administrator is attempting to access a network element during problem determination when the
network connectivity is down. Requiring an administrator to know a locally configured
password on the managed device to access the management interface to a network element every
time network access was down would risk the security of the system. Too many people would
have access to the password.

[118] A major advantage of the network design in Fig. 5 is the utilization of the out-of-band
network connection for connectivity to the ACS for authentication and authorization as well as
other network services. If the SMACC interface is utilizing a broadband connection such as
DSL to access an ISP and then is utilizing a VPN client to connect to a VPN gateway on the in-
band data network, not only can this VPN tunnel be used for remote administrator access to the
SMACC interface, but the VPN tunnel can also be used by the SMACC interface to access
network services at the network operations center. The managed device can be configured to
always utilize the out-of-band connection for network services, or only to utilize it when they are
not available over the VMI because the user network connections are down. The connection
between the User Data Network and the Internet would be able to utilize VPN services that exist
today for VPN gateways.

[119] In the configurations where a VPN tunnel is being built across the out-of-band
network as shown in Fig. 5, the network administrator may decide to allow the remote
administers to use the telnet protocol to access the managed device if they trust the security of
the Network Operations Center Network. The telnet traffic would travel in the clear between the
remote administer and the gateway. In the exemplary embodiment, the gateway would
encapsulate the traffic in an Internet Protocol Security (IPSec) tunnel providing for data
confidentiality and integrity as it travels across the “untrusted” out-of-band network. The
SMACC would then receive the traffic from the IPSec tunnel and would proxy the management
of the rest of the device.

[120] The SMACC can be configured to filter packets on various criteria such as origin IP
address or telephone number. For example, as shown in Fig. 6, if a packet is not from a valid
source, log information will be recorded and the packet will be discarded. If the destination of

the packet is for the managed device, the packet will continue to be processed. If the destination
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is not for the managed device, the packet may optionally be logged and will be discarded. The
management interfaces of the SMACC can also be configured to only allow the specific
interfaces necessary for management of the device. If the packet is not for a necessary protocol,
it will optionally be logged and discarded.

[121] The SMACC can make extensive use of network services in order to facilitate the
remote management of SMACC enabled devices. These services can include a centralized
authentication server, a network time server (utilizing a protocol such as network time protocol
(NTP)), remote logging servers, and network management stations for reporting. The SMACC is
set up to be able to access these network servers over the VMI interface or over the SMACC
interface. There are circumstances where it would be useful to utilize the VMI interface when
connectivity is available and only use the SMACC interface when the in-band connections for
the VMI are not available. The SMACC can be configured to attempt to connect to network
services according to a priority list starting at the top of the list, see Fig. 7.

[122] In the event that an existing connection of a network service is lost, the SMACC can
attempt to reestablish a connection to the network service over another interface, as shown in
Fig. 8. The SMACC can be configured to give preference to the VMI or to the SMACC
interface.

[123] An exemplary embodiment of the SMACC interface may include an integrated
modem, as illustrated in Fig. 9, consisting of an interface to a telephone line and a Data Circuit-
terminating Equipment (DCE) interface for a connection to Data Terminal Equipment (DTE).
Additional exemplary embodiments of the SMACC interface may include one or more of the
network interfaces illustrated by Figs. 10 and 11 which include but is not limited to an Ethernet
interface or a cellular interface. In particular, this application would be well suited for cellular
packet data.

[124] An additional exemplary embodiment is depicted in Fig. 12 in which the SMACC
interface on a device can be a card where the user can select the type of interface they want for
the SMACC interface by plugging the appropriate card into the SMACC slot.

[125] An additional alternate exemplary embodiment is illustrated in Fig. 13 in which there
can be multiple SMACC interfaces for dedicated management access. This provides for
additional redundancy and reliability of the SMACC interface functionality over multiple
networks. ‘

Lenovo
Ex. 1004 - Page 29



[126] Fig. 14 depicts an additional exemplary embodiment in which the SMACC processor
does not have its own dedicated Flash, RAM, or NVRAM, but rather shares these resources with
the main processor. In this embodiment, segments of these resources would be dedicated for use
by the SMACC processor.

[127] Command, Control, and Monitoring functions for the device being managed are
passed through the SMACC processor. This will include configuration commands, operational
commands, monitoring commands and updates, etc. Only user data will not have to pass through
the SMACC processor. SNMP traps and remote syslog messages will also be passed through the
SMACC and sent on either the VMI or a SMACC interface.

[128] When an administrator is logged into the SMACC processor for controlling the
managed device, there will also be commands for configuring and controlling the SMACC
processor itself. This will include configuration of parameters for the SMACC interface, the
Virtual Management Interface, configuration of connectivity parameters for the gateway device
at one or more management centers, configuration of network services located at the
management center, configuration of access controls restricting what administrators are
authorized to access the management functions of the device, as well as other possible functions
and commands. Among the possible services to be configured on the SMACC for utilizing are
network management stations utilizing SNMP or XML, TFTP servers, FTP servers, remote
syslog servers, NTP servers, and DNS servers.

[129] The availability of multiple and diverse paths for reporting status information to
monitoring stations or allowing for remote configuration of the device are significant advantages
of designs where only one or non-diverse paths are utilized. The use of the SMACC interface to
connect to and protect traffic over a diverse network allows the device to regularly report on the
status of the device and its connections even in the face of a loss of the network connection. This
status information can be reported via standardized means such as Simple Network Management
Protocol (SNMP), or via private protocols, or a combination of both either over the VMI when it
is available and/or over the SMACC interface. This is especially important if status information
is to be communicated when the user interfaces are down.

[130] It is also possible to configure the SMACC processor to receive console messages
and log messages, filter the messages, and send an alert over either the VMI and/or the SMACC

interface for certain error conditions such as a particular interface going down. If the interface
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that went down were the interface the router would normally utilize for connectivity to the
management center, the SMACC interface might be the only way the alert gets sent.

(131] The use of the VMI for connecting to the SMACC processor for management of the
device allows the management data to logically isolated from user data, but still physically use
the user data network. This has the possibility of reducing charges for the secondary network
utilized by the SMACC interface, especially if charges for the secondary network are based upon
connect time or packet/byte counts. The normal operational method of reaching the SMACC
processor would be through the in-band network to the VMI, and only then a path to the VMI is
not available would the secondary network need to be utilized. Since the secondary network
often has lower performance characteristic, it is likely that the in-band path through the VMI will
also provide for a faster connection when the in-band data network connection(s) are available.
[132] The exemplary embodiment of the SMACC interface includes a POTS connection to
the PSTN depicted in Fig. 9. An additional exemplary embodiment includes a means of
automatically monitoring the status of the connection to the telephone network. This monitoring
can be accomplished by measuring the voltage levels of the telephone line with a circuit similar
to Fig. 15 and/or by periodically taking the line off-hook and checking for dial tone as shown in
the flow chart in Fig. 16. If the SMACC detects the connection to the telephone network is
malfunctioning it will notify a monitoring station using the management connection over the
VMI or if additional SMACC interfaces are operational, over another SMACC interface.

[133] In the exemplary embodiment depicted in Fig. 2 where a UPS is incorporated to
supply a limited amount of power to the SMACC processor and chipset on the loss of power to
the managed device, an additional exemplary embodiment allows the SMACC processor to
monitor the supply of external power to the power supply. The exemplary embodiment depicted
in Fig. 17 utilizes an external UPS to provide a limited supply of power in the event of a power
outage and provide a management connection from the external UPS to the SMACC for
management of the UPS. This would include notification by the UPS to the SMACC on the loss
of external power. If the SMACC detects a power loss from the external power source, it will
notify the management center of the loss of power. It is likely that the VMI will not be able to be
utilized for this notification if power has been lost, but for certain secondary networks such as
the PSTN network or a cellular network, it is likely that the SMACC interface to that secondary

network would be able to be used to report the outage.
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[134] In yet another exemplary embodiment of the SMACC processor as depicted in Fig. 2,
the SMACC processor can provide a means of “cycling” the power for the managed device. |
When logged into the SMACC processor, the administrator could issue the “power cycle”
command to cycle the power for the circuit for the main processor (circuit 2 in Fig. 2). Allowing
an administrator to power cycle device while connected to SMACC processor over a SMACC
interface allows the remote administrator to see all the boot commands for the managed device.
[135] In order to defend against denial-of-service attacks on the PSTN line the SMACC
Interface receives Caller ID on the calls it receives. Filtering of calls based on Caller ID can be
performed by the SMACC processor. In an exemplary embodiment, calls from an unauthorized
source will be answered and immediately disconnected as illustrated in Fig. 32. Notification of
the attack can be made to the management center (over the VMI or a SMACC interface). If the
VMI does not have an operational path to the mahagement center and a SMACC interface is not
available, the SMACC processor can be configured to bring up a SMACC interface to report the
attack to the management center.

[136] The VMI allows the SMACC processor to utilize data network ports to securely
tunnel management traffic to the management center. The SMACC will run a suitable Virtual
Private Network (VPN) protocol such as IPSec over the VMI. This allows the SMACC to take
advantage of many services available at the management center such as network management
applications, Network Time Protocol Servers, Log Server, Access Control Servers, and provide
remote access to the managed device and more specifically the SMACC over the data network.
Examples of protocols exemplary embodiments of the SMACC could utilize to allow an
administrator access to the SMACC include but are not limited to HTTP, HTTPS, Telnet, or
Secure Shell.

[137] The SMACC has the capability to provide management information to a network
management station. This could be implemented via standardized protocols such as SNMP or
via proprietary protocols. The SMACC can be configured to allow a remote network
management station to query the SMACC for information and/or for the SMACC to initiate
sending information to the network management station. The SMACC can be configured to send
selected information on a periodic basis as well as send selected information when specified
threshold conditions are met or error conditions occur. This is referred to as setting traps for

information to be sent. Some management protocols also allow operating parameters of the
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SMACC to be changed by the remote administrator using the protocol. This information will be
sent over either the VMI or over a SMACC Interface and will be encrypted using a VPN
protocol.

[138] SMACC access to the management center servers allows the SMACC to access an
NTP Server and a log server. The NTP server allows the SMACC to maintain an accurate time
source and to use the time source for time stamping log information. The SMACC could also
log events both locally and remotely at a log server over the network. Keeping proper log and
audit information is a vital part of network management.

[139] An additional service the SMACC can utilize through the VMI or the SMACC
Interfaces is an Access Control Server (ACS). The SMACC will run a client for authentication
and can communicate with one or more ACS using standardized protocols such as RADIUS or
proprietary protocols. This would allow the SMACC to authenticate and authorize users
connecting to the SMACC and determine their privileges on the SMACC. If a protocol such as
TACACS+ is being used the SMACC would also be able to provide accounting information to
the ACS.

[140] The advantages of using an ACS connected over the network is the user information,
passwords and privileges can be configured on one central system rather than having to be
configured in every device in the network. For larger networks with a large number of
administrators centralized authentication is mandatory. The SMACC would be able to perform
authentication and authorization using the connection to an ACS over the VMI or SMACC
Interface. Allowing the SMACC to connect to the ACS over either the VMI or a SMACC
Interface greatly improves the availability of the ACS to the managed device and the SMACC.
[141] In an exemplary embodiment, the SMACC might typically report ongoing network
status information and alerts to a network management station using a protocol such as SNMP
over the VMI. However, there are times when the SMACC will report network status
information and alerts over a secondary network such as the PSTN using a SMACC interface.
Typically, this would occur when the SMACC has lost connectivity to the Network Management
Station via the VML One primary condition the SMACC might want to report in this manner
would be the failure of all of the managed device interfaces that could provide a path to the VMI
to the management center. A secondary network and a SMACC Interface would then be the only
way the SMAC could report the outage. Another event might be the loss of power to the site
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since the in-band connections could well be down due to the loss of power. To send the alert via
a secondary network, the SMACC would initiate a connection using a SMACC Interface to the
Management Center. Once this connection is established, the SMACC can send the alerts or
status information to the Network Management Station over a secondary network not affected by
the power outage (such as a PSTN or cellular network).

[142] As indicated above, one of the events that it might make sense to report over SMACC
interface would be the loss of power at the site. The SMACC can be configured to report the
loss the main external power source to the power supply. Upon detecting loss of power from the
main power supply, the SMACC would be configured to bring up a connection to the
management center over a SMACC interface utilizing a secondary network resistant to the
affects of a power failure and send the alert to the log server and/or management station. This
would provide a Network Management Center quick notification that the underlying cause of a
network problem is a power outage at the remote location. This can save significant time during
the problem determination process and help get the proper personal involved more quickly.

[143] An exemplary embodiment as depicted in Fig. 2 for providing the SMACC with
power for reporting the power outage would include building a power supply with a small UPS
and multiple circuits for the power. One circuit would provide power to the SMACC processor
and its supporting chips including at least one SMACC Interface. This circuit would be backed
up by the UPS. The second circuit would provide power to the rest of the managed device.
When power is lost, the UPS would then only have to supply power to the SMACC chips
allowing a smaller UPS to be utilized. The SMACC will monitor the power supply for loss of
external power and send the alert when that event occurs.

[144] An additional exemplary embodiment in which there is only one circuit or the UPS
backs up both circuits would have the SMACC shutting down the main device when there is a
power outage saving power and allowing a smaller UPS to be utilized to enable reporting power
outages. Yet another exemplary embodiment would utilize an external UPS as depicted in Fig.
17. The SMACC can be configured to designate a user interface as a UPS monitoring interface.
Data from that interface would then be sent to the SMACC and the SMACC would be notified
when external power has failed. At that point the SMACC can do a controlled shutdown of the
main processor and report the outage over a SMACC interface. Shutting down the main

processor right away would reduce power requirements and allow a smaller extern UPS to be
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utilized. The SMACC could also be configured to forward any other log information or problem
determination information. The SMACC could also be configured to keep the SMACC interface
active for a specified length of time or as long as sufficient power remained in the UPS

[145] The SMACC can also be configured to provide notification to the Management
Center when power is restored to the site. When power is restored the SMACC can be
configured to wait a determined length of time (perhaps on the order of minutes) to give the
network device time to boot and the in-band connection time to reestablish. At the end of that
time the SMACC will check the VMI. If the VMI is able to access the Management Center via
the in-band connection, the SMACC will send the notification of power restoration to the
Management Center via the VMI. If the VMI is not up, then the SMACC will establish a
connection over a SMACC Interface to report the power restoration.

[146] An exemplary embodiment of the SMACC that utilizes a POTS connection can
monitor the physical connectivity of a telephone line to the SMACC interface that includes an
integrated modem and send an alert if the telephone line is disconnected. Access to the SMACC
can assist with problem determination and resolution when there is an outage in the network. It
might be that the telephone connection to the SMACC interface does not get used very often. It
is not unheard of for a telephone line to a modem on a console port to have stopped working for
weeks and months before being needed and then discovered to not be functional. When it is
needed, such as when there is an outage, it is important to know that the telephone connection
will be there and working. Monitoring the connection to the line assists in doing this.

[147] When a telephone line is in the on-hook state, the line generally carries a voltage. In
the USA this is in the vicinity of ~48V. To monitor a line that is in the on-hook state it is
important to draw very little current if any at all. A FET transistor circuit as depicted in Fig. 15
would be a good candidate for this circuit. A connection from the telephone line would be
connected to the gate of the FET transistor. While a high enough negative voltage was
maintained on the line, the FET would be in pinch off state and no current would flow between
the source and the drain. If the negative voltage was removed from the line and the voltage at
the gate went to zero, the FET would allow current to begin flowing between the source and the
drain on the transistor. The circuit could detect the flowing current or the circuit could be
designed so that the cun'”ent flow caused a voltage drop at the output to the circuit. This voltage

drop could be noted and used to trigger an alert that the line has been disconnected while at the
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same time drawing very little if any current in the steady state condition. This circuit would
provide the most accurate indication of the status of the connectivity of the telephone line when
the integrated modem portion of the SMACC interface is in the on hook state.

[148] In situations where it is desirable not to physically monitor the voltage on the
telephone line, a method for periodically monitoring the status of the telephone line is possible as
depicted in Fig. 16. The SMACC can be configured to periodically request the SMACC
interface to go off-hook and dial a telephone number to test for line status. If no telephone
number is provided to dial the SMACC interface can go off-hook and monitor for dial tone. If
dial tone is returned the SMACC will consider the line still connected. While this will not
provide for continuous monitoring of the connectivity, it will still detect the line being
disconnected in a timely manner. If the telephone line is currently in use for a connection, the
SMACC will consider the line connected and will not need to do the test. The frequency at
which this test is performed can be configured.

[149] For a SMACKC interface to be as beneficial as possible, it is important for the access
connection to the secondary network to be available for legitimate traffic. In the case of a POTS
connection, this access could be taken away by an attack on the local loop connecting the
SMACC interface to the PSTN local service provider. If an unauthorized user dials in
repeatedly, even though they do not get authorized, they are still tying up the local loop
connecting the SMACC interface to the central office. In fact, large ISPs have come under
attack by Distributed DoS attacks where illegitimate traffic ties up their modem pools so the
legitimate users cannot get access to the ISP.

[150] A first step is to monitor caller-id and to note the caller-id of connections that failed
to authenticate. In some situations, it is reasonable to limit allowed calls to a set of
preconfigured origination numbers. In other situations the originating number can be monitored
and if a number of failures to authenticate originate from the same number then the SMACC can
be configured for fast failure for some length of time. When a number is not in the list of
authorized originating numbers or is flagged for fast failure, the SMACC interface will not
attempt to authenticate the user, but will perform a fast hang-up as illustrated in Fig. 32. The
SMACC will simply answer the call and immediately hang up on that call. The SMACC can
also be configured to reject calls that are marked as P (Private) or O for a set length of time when

the SMACC interface is under attack.
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[151] Many improvements, modifications, and additions will be apparent to the skilled
artisan without departing from the spirit and scope of the present invention as described herein

and defined in the following claims.
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What is claimed is:

1. A remote management system for securely managing a network device in a computer
network, comprising:

at least one secure management access controller in direct communication with the
network device;

a remote connection means for remotely communicating with the secure management
access controller; and

at least one network communication means for connecting the network device to the

computer network.

2. The system of claim 1 wherein the at least one secure management access controller

includes a flash chip, non-volatile random access memory and random access memory.

3. The system of claim 1 wherein the at least one secure management access controller is

embedded in the network device to be managed.

4. The system of claim 1 wherein the at least one secure management access controller
accesses a flash chip, non-volatile random access memory and random access memory

embedded in a main processor on the network device.

5. The system of claim 1 wherein the network device includes a card reader and the at least
one secure management access controller is embedded in a card capable of being read by the

card reader.

6. The system of claim 1 wherein the remote connection means comprises:
a communication system; and

a secure management access controller interface device.

7. The system of claim 6 wherein the communication system is selected from the group

consisting of a Public Switched Telephone Network, a broadband connection and a Virtual
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Private Network and the interface device is selected from the group consisting of an analog
modem, a broadband modem, an Ethernet interface, a cellular interface and a card slot for

accepting interface cards.

8. The system of claim 1 wherein the at least one network communication means is selected

from the group consisting of a local area network, a serial interface and a network connection.

9. The system of claim 1 wherein the at least one network communication means supports at
least one protocol selected from the group consisting of Transmission Control Protocol/Internet
Protocol, Simple Network Management Protocol, Telnet, Trivial File Transfer Protocol, File
Transfer Protocol, Hypertext Transfer Protocol, Hypertext Transfer Protocol over Secure Socket

Layer and Secure Shell.

10.  The system of claim 1 wherein user and management communications are transmitted to
the at least one secure management access controller and the at least one controller further
comprises a virtual management interface for separating the user communications from the

management communications.

11.  The system of claim 10 wherein the virtual management interface includes a protection

means for protecting the management data.

12.  The system of claim 10 wherein the virtual management interface includes a secure
transmission tunnel to protect management communications and a firewall to protect the at least

one management access controller from unauthorized access.

13.  The system of claim 1 wherein the at least one the management access controller includes
a monitoring means for monitoring the status of at least one computer network component and a
network interface for reporting a status of the at least one computer network component to a

network management station.

Lenovo
Ex. 1004 - Page 39



14.  The system of claim 1 further comprising:
a network power supply;
a monitoring means for monitoring the status of the network power supply; and

a reporting means for reporting the status of the network power supply.

15.  The system of claim 1 further comprising an independent power supply for supplying

power to the management access controller.

16.  The system of claim 1 further comprising a means for monitoring connection attempts

made through the management access controller.

17. A remote management method for securely managing a network device in a computer
network, comprising:
connecting a remote administrator to a secure management access controller in direct
communication with the device to be managed,
verifying the identity of the remote administrator;
securing the connection between the remote administrator and the network device; and
‘providing a network communication means between the network device and the

computer network.

18.  The method of claim 17 in which the remote administrator is connected by means of a

communication system and a secure management access controller interface device.

19.  The method of claim 17 further comprising the step of:
providing a virtual management interface for separating user communications and
management communications which are transmitted to the at least one secure management

access controller.

20.  The method of claim 17 in which the virtual management interface includes a secure
transmission tunnel to protect management communications and a firewall to protect the secure

management access controller from unauthorized access.
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ABSTRACT OF THE INVENTION

A computer network management system for remotely managing a network device. The

system includes a secure management access controller which is in direct communication with
the network device. The secure management access controller provides access for remotely and
securely managing a network. The secure management access controller further separates
management communications from user communications to ensure the security of the
management communications. The system further includes network and power monitoring and
notification systems. The system further provides authentication and authorization capabilities

for security purposes.
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U.S. Patant and Trademark Office, U.S. Departmant of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissloner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Secure management access control for computers, embedded and card embodiment

(Title of the Invention)
the specification of which
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I:' was filed on (MM/DD/YYYY) as United States Application Number or PCT Intemational
Application Number and was amended on (MM/DD/YYYY) (if applicable).
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and the national or PCT international filing date of the continuation-in-part application.
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before that of the application on which priority is claimed.

Prior Forelgn Application Forelgn Filing Date Priority Certified Copy Attached?
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D Additional foreign application numbers are fisted on a supplemental priority data sheet PTO/SB/02B attached hereto.

minutes to complete, including gathering, preparing, and submitting the complated application form to the USPTO. Tims will vary depending upon the individual
case. Any commants on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information
Officar, U.S. Patant and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
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false statements may jeopardize the validity of the application or any patent issued thereon.

NAME OF SOLE OR FIRST INVENTOR:
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Family Name or Surname

Jeffrey Alan
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Inventgr'g Signature /) . Date
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Resiﬁnce: City State . Country Citizenship
Colorado Springs Colorado us us
Mailing Address
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1935,_no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Complete if Known

Substitute for form 1449/PTO

Application Number
Filing Date 20 October 2004
INFORMATION DISCLOSURE Pt Ramed e | Sartey Joffeey A
STATEMENT BY APPLICANT At Unit
(Use as many sheets as necessary) Examiner Name -
\_Sheet [1 [ of [2 Attorney Docket Number |036864.0006
U. S. PATENT DOCUMENTS
Examiner | Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No.! MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? #<™* Figures Appear
US- 2002/0064149 A1 05/30/2002 |lsaac K. Elliott
US- 6,335,927 B1 01/01/2002 |lsaac K. Elliott
US- 6,560,222 B1 05/06/2003 |Gregory E. Pounds
US- 2002/0001302 A1 01/03/2002 |Scott K. Pickett
US- 5 689,566 11/18/1997  |Minhtam C. Nguyen
US- 2003/0093563 A1 05/15/2003  |Bruce F. Young
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Us-
us-
Us-
uUs-
us-
us-
us-
us-
us-
us-
uUs-
us-
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No.' Date Applicant of Cited Document Where Relevant Passages
s . . MM-DD-YYYY Or Relevant Figures Appear | T°
Country Code” "Number " “Kind Code” (if known)
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Examiner Date
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“"EXAMINER: Imitial 1 reference considered, whether of not citation is in confarmance with MPEP 609, Draw fine through citation if not in conformance and not
considered. Include copy of this form with next communication to _applicant. ’Applicant's unique citation designation number (optional). “See Kinds Codes of
USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3 Enter Office that issued the document, by the two-letter code (WIPQO Standard ST.3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ®Kind of document by
the appropriate symbols as indicated on the document under WIPQO Standard ST.16 if possible. 8 Applicant is to place a check mark here if English language
Translation is attached.
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to lake 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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Approved for use through 04/30/2003. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Complete if Known

> required to respond to a collection of information unless it contains a valid OMB control number.

@slitute for form 1449/PTO

Application Number

INFORMATION DISCLOSURE

Filing Date

20 October 2004

STATEMENT BY APPLICANT

First Named Inventor

Jeffrey A. Carley

(Use as many sheets as necessary)

Art Unit

Examiner Name

Sheet |2 of |2

Attorney Docket Number

036864.0006

NON PATENT LITERATURE DOCUMENTS

Examiner | Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of

Initials* No.! the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue T?
number(s), publisher, city and/or country where published.
HARIKRISHNAN, HARI; Advanced security for data, voice, and video access ideal for smalt offices and
teleworkers; Introducing Cisco 836 and SOHO 96 Secure Broadband Routers,Cisco.com; March, 2003; Pages
1-14,
Hardware you need FAST,; Symbiat (online); Copyright 2002; Pages 1-2.
—_—

Examiner
Signature

Date
Considered

considered. Include copy of this form with next communication

to applicant.

1 Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
This collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 120 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:

Commissioner for Patents, Washington, DC 20231.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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F EB 2 2 200§ Approved for use through 14/30/2005. OMB 0651-0035
.S. Patant and Trademark OfSce; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no perons are required to respond to & coltaction of informalion untess it dlsplays a valld OMB control number.

Application Number 10/869,561

REVOCATION OF POWER OF Filing Date 10/20/2004

ATTORNEY WITH First Named Inventor Carley
NEW POWER OF ATTORNEY o A
AND
Examiner Name N/A
CHANGE OF CORRESFONDENCE ADDRESS Attomey Dockel Number | ENGEDIS

| hereby revake all previous powers of attorney given in the above-identified application.

D A Power of Attorney is submitted herewith.

OR
) hereby appoi;lt. the practitioners associated with the Customer 31704
Please change the corespondence address for the above-identified application to:
The address associated with
Customer Number:
OR
Firm or John H. Thomas, P.C.
Individual Name
Address 536 Granite Avenue
City Richmond | State  Virginia l 2ip 23226
Country USA
Telephone (804) 344-8130 I Emaill  jthomas@ip-counsal.n
| am the:

[] Applicant/inventor.

Assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enciosed. (Form PTO/SB/96)

‘e R IR —— - eme——r — -1 BIGNATURE of Applicant or As'si'gnee of Record
Signature C } c

Name C. Craig y%lmore

Date /{ /%'5 m Telephone faf - 72 é —_ /0 AP

NOTE" Signatures of all the inventors or assigness of record of the entire interest or thelr representative(s) ane required. Submit muttiple forms if more than ene
slgnature is requirad, see below®.

“Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.38  The Information is required to obtain or retain 2 benefit by the public which ks to file (2nd by the USPTO b
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earned patent term adjustment. See 37 CFR 1.704(b).
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4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X Claim(s) 1-20 is/are rejected.
7)[J Claim(s) ______ is/are objected to.
8)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)(X] The drawing(s) filed on 20 October 2004 is/are: a)[ ] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[J The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.
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2] cCertified copies of the priority documents have been received in Application No. __
3.0 cCopies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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Application/Control Number: 10/969,561 Page 2
Art Unit: 2135

DETAILED ACTION

1. This action is responsive to the communication filed on October 20, 2004.

Claims 1-20 are pending. At this time, claims 1-20 are rejected.
Information Disclosure Statement

2. The information disclosure statements (IDS) filed on October 20, 2004.
The submission is in compliance with the provisions of 37 CFR 1.97. Accordingly, the
information disclosure statement is being considered by the examiner.

Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35

U.S.C. 102 that form the basis for the rejections under this section made in this Office

action:

A person shall be entitled to a patent unless —
(b) the invention was patented or described in a printed publication in this or a foreign country or in public

use or on sale in this country, more than one year prior to the date of application for patent in the United
States. '

4. Claims 1-13, 16-20 are rejected under 35 U.S.C. 102(b) as being

anticipated by Nessett et al (US 5,968,176).
a. Referring to claim 1:

i. Nessett teaches a remote management system for securely
managing a network device in a computer network (column 1, lines 31-39 of Nessett),
comprising:

(1)  at least one secure management access controller in
direct communication with the network device [i.e., Figure 1, a network 10 includes a
plurality of nodes. At least one node in the network comprises a network
management station 11 or other security policy server. Other nodes in equipment
13, a router witch 12, a remote access equipment 13, a router 14, an end station
including a network interface card and its supporting driver software 15, and a
repeater 16. Thus, a variety of network devices are included in the network 10.
The switch 12, remote access equipment 13, router 14, end station network
interface card 15, and repeater 16 all include security policy management agents
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22, 23, 24, 25 and 26 respectively (column 6, lines 64-67 through column 7, lines
1-7 of Nessett). In addition, Nessett further discloses substantial technology has
been developed for the purposes of securing networks. The security features
which have been developed include at least the following product categoriesﬁ (1)
filtering, (2) access control, (3) protected communications, (4) security assist, and
(5) security policy management. Filtering involves the dropping or transforming
of packets or frames based on values within their headers or within their data.
Access control invdlves deciding whether a user or a user initiated
communication should be given access to a particular computing resource
(column 1, lines 14-25 and column 3, lines 58-63 of Nessett)];

(2) a remote connection means for remotely
communicating with the secure management access controller (column 3, lines 20-27
and lines 52-57; (column 6, lines 64-67 through column 7, lines 1-7; and column 1,
lines 14-25 and column 3, I.ines 58-63 of Nessett); and

(3) at least one network communication means for
connecting the network device to the computer network [i.e., the most basic products
in the set of nodes are Network Interface Cards (NICs) and Modems. A NIC is an
I/0 device that attaches to an end system through its internal I/O bus, providing
the end system access to a Local Area Network, such as Ethernet, Fast Ethernet,
Gigabit Ethernet, Token Ring, FDDI, and ATM. In the case of ATM, certain NICs
may provide access to an ATM Wide Area Network (column 11, lines 25-31 of
Nessett)].

b. Referring to claim 2:

i. Nessett further teaches:
(1)  wherein the at least one secure management access
controller includes a flash chip, non-volatile random access memory and random
access memory (column 5, lines 45-47; column 20, lines 46-49 of Nessett).

C. Referring to claim 3:

i. Nessett further teaches:
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(1) wherein the at least one secure management access
controller is embedded in the network device to be managed [i.e., Figure 1, a network
10 includes a plurality of nodes. At least one node in the network comprises a
network management station 11 or other security policy server. Other nodes in
equipment 13, a router witch 12, a remote access equipment 13, a router 14, an
- end station including a network interface card and its supporting driver software
15, and a repeater 16. Thus, a variety of network devices are included in the
network 10. The switch 12, remote access equipment 13, router 14, end station
network interface card 15, and repeater 16 all include security policy management
agents 22, 23, 24, 25 and 26 respectively (column 6, lines 64-67 through column 7,
lines 1-7), whereby the processor or CPU or microprocessor is embedded in each
of these nodes that makes up of the network].

d. Referring to claim 4:

i This claim has limitations that is similar to those of claims 2
and 3, thus it is rejected with the same rationale applied against claims 2 and 3 above.
e. Referring to claim 5:

I. Nessett further teaches:
(1)  wherein the network device includes a card reader
and the at least one secure management access controller is embedded in a card
capable of being read by the card reader (column 12, lines 10-15 of Nessett).

f. Referring to claim 6:

i This claim has limitations that is similar to those of claim 1,
thus it is rejected with the same rationale applied against claim 1 above.
g. Referring to claim 7:

i. Nessett further teaches:
(1)  wherein the communication system is selected from
the group consisting of a Public Switched Telephone Network, a broadband connection
and a Virtual Private Network and the interface device is selected from the group

consisting of an analog modem, a broadband modem, an Ethernet interface, a cellular
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interface and a card slot for accepting interface cards (column 11, lines 25-35 of
Nessett).
h. Referring to claim 8:

I. Nessett further.teaches:

(1) wherein the at least one network communication
means is selected from the group consisting of a local area network, a serial interface
and a network connection [i.e., the most basic products in the set of nodes are
Network Interface Cards (NICs) and Modems. A NIC is an /O device that attaches
to an end system through its internal I/O bus, providing the end system access to
a Local Area Network, such as Ethernet, Fast Ethernet, Gigabit Ethernet, Token
Ring, FDDI, and ATM. In the case of ATM, certain NICs may provide access to an
ATM Wide Area Network (column 11, lines 25-31 of Nessett)].

i. Referring to claim 9:

I Nessett further teaches:

' (1) wherein the at least one network communication
means supports at least one protocol selected from the group consisting of
Transmission Contro! Protocol/internet Protocol, Simple Network Management Protocol,
Telnet, Trivial File Transfer Protocol, File Transfer Protocol, Hypertext Transfer
Protocol, Hypertext Transfer Protocol over Secure Socket Layer and Secure Shell [i.e.,
virtually all of network intermediate systems and NICs must be configured or
otherwise managed in some way. Generally, this is accomplished through the
Simple Network Management Protocol (SNMP), which assumes each managed
device implements agent functionality controlled by remote management
software. Normally, multiple agents are managed by a given management
station. Network devices normally provide an SNMP agent that will respond to
get and set requests from an SNMP manager which allow site administrators to
manége networking equipment from an integrated systems perspective, rather
than on a device by device basis (column 16, lines 31-42)].

J. Referring to claims 10-11, 16:
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i. These claims have limitations that is similar to those of claim
1, thus they are rejected with the same rationale applied against claim 1 above.
k. Referring to claim 12: ‘

i. Nessett further teaches:

(1)  wherein the virtual management interface includes a
secure transmission tunnel to protect management communications and a firewall to
protect the at least one management access controller from unauthorized access
(column 3, lines 20-40 of Nessett).

l. Referring to claim 13:

i. Nessett further teaches:
(1) wherein the at least one the management access
controller includes a monitoring means for monitoring the status of at least one
computer network component and a network interface for reporting a status of the at
least one computer network component to a network management station (column 3,
lines 41-57 of Nessett).
m. Referring to claims 17-20:

I These claims have limitations that is similar to those of
claims 1, 10, and 12, thus they are rejected with the. same rationale applied against
claims 1, 10, and 12 above.

Claim Rejections - 35 USC § 103

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for

all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

6. Claims 14-15 rejected under 35 U.S.C. 103(a) as being unpatentable over
Nessett et al (US 5,968,176), and further in view of Grob et al (US 6,894,994 B1).
a. Referring to claim 14:
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I. Nessett teaches a remote management system for securely
managing a network device in a computer network (column 1, lines 31-39 of Nessett).
However Nessett is silent about monitoring the power supply.

il. Whereas, Grob further teaches:

(1)  Network interface 128 further provides the physical
interfaces for connections to power supplies, the BACKHAULS (e.g., via T1/E1 or
Ethernet), GPS antenna, alarm contacts, and others. Network interface 128 also
typically includes a serial port connection for interfacing to an external computer for
local configuration and provisioning. Network interface 128 may also include an
interface to the MPTs. Network interface 128 performs AC power conversion and
conditioning and supplies DC power to other subsystems in access point 120. Access
_point 120 supports external alarm inputs and external relay contact outputs that are
configurable by the system operator (column 27, lines 1-12 of Grob). In addition,
Grob also discloses the access terminal 110 only listens to the control channel during its
slot and stays asleep the rest of the time to conserve battery power. This battery power
is meant for keeping the system running without interrupting in case there is a power
outage (column 22, lines 7-9 of Grob).

iii. It would have been obvious to a person having ordinary skill
in the art at the time the invention was made to:

(1)  combine the teaching of Grob into Nessett's system
for improved high data rate, wireless packet data communications system (column 1,
lines 25-26 of Grob).

|v The ordinary skilled person would have been motivated to:

" (1) combine the teaching of Grob into Nessett's system
since security is an increasingly important issue for network users, both inside
énterprises operating so called intranets, and for world wide global data networks.
Substantial technology has been developed for the purposes of securing networks. The
security features which have been developed include at least the following product
categories: (1) filtering, (2) access control, (3) protected communications, (4) security

assist, and (5) security policy management (column 1, lines 11-19 of Nessett).
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b. Referring to claim 15:

i The combination of teaching between Nessett and Grob

teaches the claimed subject matter. Grob further teaches:
(1)  an independent power supply for supplying power to
the management access controller [i.e., battery power (column 22, line 9)].
Conclusion
7. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Thanhnga (Tanya) Truong
whose telephone number is 571-272-3858.

If attempts to reach the examiner by telephone are unsuccessful,
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and
phone numbers for the organization where this application or proceeding is assigned is
571-273-8300.

Any inquiry of a general nature or relating to the status of this
application or proceeding should be directed to the recepfionist whose telephone

number is 571-272-2100.
W g G

TBT It

October 27, 2006
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AR 03 2007

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE /

Applicant(s): Jeffrey Alan Carley
Application No.: 10/969,561

Filed: October 20, 2004

Title: SECURE MANAGEMENT ACCESS

CONTROL FOR COMPUTERS,
EMBEDDED AND CARD EMBODIMENT

Attorney Docket No.: ENGEDI 6

Conf. No.: 3106
Group Art Unit: 2135

Examiner: Thanhnga B. Truong

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT

Dear Sir:

In response to the Office Action of November 2, 2006, please amend this application as

follows:

Amendments to the Claims are reflected in the listing of claims beginning on p. 2 of this

paper; and

Remarks begin on p. 6 of this paper.
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IN THE CLAIMS:

1. (Currently amended) A remote device management communication system for

securely _controlling access to management applications and communications to and from said
management applications on managing-a network devices in a distributed computer network _that

includes one or more network services, one or more secure management access controllers, and

one or more managed network devices, the remote device management system comprising:
at least one secure management access controller in-direct-communication-with-the

connected to one or more data bus of said managed network device for the communication of

device management data;

an out-of-band access remete connection means for connecting said one or more network
services or remote users remetely-communieating with said the secure management access

controller for management of said network device; and

at least one ne

computernetwork virtual management interface connection means for connecting said one or

more network services or remote users with said secure management access controller:

wherein said virtual management interface connection means provides logical separation

of management data from user data and utilizes user interfaces of said managed network element

for connecting said one or more network services or remote users with said secure management

access controller.

2. (Previously presented) The system of claim 1 wherein the at least one secure
management access controller includes a flash chip, non-volatile random access memory and

random access memory.

3. (Previously presented) The éystem of claim 1 wherein the at least one secure

management access controller is embedded in the network device to be managed.

4. (Previously presented) The system of claim 1 wherein the at least one secure
management access controller accesses a flash chip, non-volatile random access memory and

random access memory embedded in a main processor on the network device.

2
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5. (Previously presented) The system of claim 1 wherein the network device
includes a card reader and the at least one secure management access controller is embedded in a

card capable of being read by the card reader.

6. (Currently amended) The system of claim 1 wherein the out-of-band access
remeote connection means comprises:
a communication system; and

a secure management access controller interface device.

7. (Previously presented) The system of claim 6 wherein the communication system
is selected from the group consisting of a Public Switched Telephone Network, a broadband
connection and a Virtual Private Network and the interface device is selected from the group
consisting of an analog modem, a broadband modem, an Ethernet interface, a cellular interface

and a card slot for accepting interface cards.

8. (Previously presented) The system of claim 1 wherein the at least one network
communication means is selected from the group consisting of a local area network, a serial

interface and a network connection.

9. (Previously presented) The system of claim 1 wherein the at least one network
communication means supports at least one protocol selected from the group consisting of
Transmission Control Protocol/Internet Protocol, Simple Network Management Protocol, Telnet,
Trivial File Transfer Protocol, File Transfer Protocol, Hypertext Transfer Protocol, Hypertext

Transfer Protocol over Secure Socket Layer and Secure Shell.

10. (Previously presented) The system of claim 1 wherein user and management
communications are transmitted to the at least one secure management access controller and the
at least one controller further comprises a virtual management interface for separating the user

communications from the management communications.

3
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11.  (Previously presented) The system of claim 10 wherein the virtual management

interface includes a protection means for protecting the management data.

12.  (Previously presented) The system of claim 10 wherein the virtual management
interface includes a secure transmission tunnel to protect management communications and a

firewall to protect the at least one management access controller from unauthorized access.

13.  (Previously presented) The system of claim 1 wherein the at least one the
management access controller includes a monitoring means for monitoring the status of at least
one computer network component and a network interface for reporting a status of the at least

one computer network component to a network management station.

14. (Previously presented) The system of claim 1 further comprising:
a network power supply;
a monitoring means for monitoring the status of the network power supply; and

a reporting means for reporting the status of the network power supply.

15.  (Previously presented) The system of claim 1 further comprising an independent

power supply for supplying power to the management access controller.

16.  (Previously presented) The system of claim 1 further comprising a means for

monitoring connection attempts made through the management access controller.

17.  (Currently amended) A remote management communications method for securely

managing _access to network management applications and communication of network

management data to and from a network device in a computer network, comprising:
connecting a remote administrator to a secure management access controller connected to

one or more data bus of said managed network device for the communication of device

management data i#
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verifying the identity of the remote administrator; securing the connection between the
remote administrator and the network device; and
providing a network communication means between the network device and the computer

network.

18.  (Previously presented) The method of claim 17 in which the remote administrator
is connected by means of a communication system and a secure management access controller

interface device.

19.  (Previously presented) The method of claim 17 further comprising the step of:
providing a virtual management interface for separating user communications and
management communications which are transmitted to the at least one secure management

access controller.

20. (Previously presented) The method of claim 17 in which the virtual management
interface includes a secure transmission tunnel to protect management communications and a

firewall to protect the secure management access controller from unauthorized access.
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REMARKS

Applicant submits this response to the Office Action mailed November 2, 2006. Claims
1-13 and 16-20 have been rejected as being anticipated by Nessett et al. Claims 14 and 15 have
been rejected as being unpatentable over Nessett in combination with Grob. In view of the
foregoing amendments, and for one or more of the following reasons, Applicant submits that all
of the claims of the present application are in condition for allowance.

Claims 1 and 17 have been amended to recite a data bus-based connection between a
secure management access controller and a network device being managed, to enable the secure
communication of device management data. Support for the claim amendments is found at least
in [1] 0019 and 0056 and in Figure 28. Nessett does not teach or suggest such a data bus
connection between a secure management access controller and a managed network device, nor
the communication of device management data over such a connection as recited by amended
Claims 1 and 17. Therefore, amended Claims 1 and 17 are not anticipated by Nessett. Further,
Grob also does not teach or suggest such a data bus connection between a secure management
access controller and a managed network device, nor the communication of device management
data over such a connection as recited by amended Claims 1 and 17. In fact, neither of the cited
references teach or suggest bus-based device management connections between management
components and managed devices. As such, amended Claims 1 and 17 are patentably distinct
from the cited references. Since Claims 2-16 depend from independent Claim 1 and Claims 18-
20 depend from independent Claim 17, these dependent claims are also patentably distinct from

the cited references for at least the reasons described above.
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CONCLUSION

In view of the foregoing remarks, Applicant respectfully submits that all of the claims of

the present application are in condition for allowance. It is respectfully requested that a Notice of
Allowance be issued in due course. The Examiner is encouraged to contact Applicant’s
undersigned attorney to resolve any remaining issues in order to expedite examination of the
present application.

It is not believed that extensions of time or fees for net addition of claims are required,
beyond those that may otherwise be provided for in documents accompanying this paper.
However, in the event that additional extensions of time are necessary to allow consideration of
this paper, such extensions are hereby petitioned under 37 CRF § 1.136(a), and any fee required
therefore (including fees for net addition of claims) is hereby authorized to be charged to Deposit
Account No. 50-2127.

Respectfully submitted,

Date: April 2, 2007 g‘é?/‘;?—:—/»

Brian J. Teague
Reg. No. 55,670

JOHN H. THOMAS, P.C.
536 Granite Avenue
Richmond, Virginia 23226
Phone: (804) 344-8130

Fax: (804) 644-3643
E-Mail: info@ip-counsel.net

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being deposited with the United States Postal
Service with sufficient postage as first class mail in an envelope addressed to the appropriate -
address at the U.S. Patent and Trademark Office required under 37 C.F.R. §1.1(a) on April 2,
2007.

by: %
Brian J. Teagxf/
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Jeffrey Alan Carley
Application No.: 10/969,561

Filed: October 20, 2004

CONTROL FOR COMPUTERS,

Attorney Docket No.: ENGEDI 6

EMBEDDED AND CARD EMBODIMENT

Conf. No.: 3106

Group Art Unit: 2135

Title: SECURE MANAGEMENT ACCESS | Examiner: Thanhnga B. Truong

PETITION FOR AN EXTENSION OF TIME

Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

In the matter of the above-identified application, applicants hereby

respectfully petition for an extension of time to permit the filing of a response within
the second month subsequent to the expiration of the shortened statutory period set
in the outstanding Office Action mailed November 2, 2006.

A payment in the amount of $225.00 (small entity) to cover the fee required
for the requested extension of time is attached hereto.

It is respectfully requested that any shortage in the fee be charged to the
deposit account of John H. Thomas, P.C., Deposit Account No. 50-2127 (Case:

Engedi 6).

Date: April 2, 2007

536 Granite Avenue

Richmond, Virginia 23226
Phone: (804) 344-8130

Fax: (804) 644-3643

E-Mail: bteague@ip-counsel.net

Respectfully submitted,

25—

Brian J. Teagu
Reg. No. 55,670

4/04/2007 EAYALEWL 00000001 10363561

225,00 o
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark QOffice
Address: (l;,'g)l\gM]‘SSIONER FOR PATENTS

0. Box

i, Vigghtis 22313-1450
WWRAUEPIO. GOV

l APPLICATION NUMBER | FILING OR 37! (c) DATE | FRSTNAMEDAPPLICANT |  ATTY. DOCKETNO/TITLE |
10/969,561 10/20/2004 ' Jeffrey Alan Carley ENGEDI6

CONFIRMATION NO. 3106

John H. Thomas, P.C.
John H. Thomes, P. IR S

Richmond, VA 23226 ~ *0C000000023499098"
Date Mailed: 04/23/2007

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/27/2007.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
OFFICE COPY
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alecxandria, Viggotia 22313-1450
www.aeplo. Bov

| APPLICATION NUMBER | FILING OR 37! (c) DATE |  FIRSTNAMEDAPPLICANT |  ATTY.DOCKETNO.TITLE |
10/969,561 10/20/2004 Jeffrey Alan Carley 036864.0006

CONFIRMATION NO. 3106

22487 1S MULLEN o OO O

FOUNTAIN PLAZA THREE, SUITE 200 "0C000000023499028"
721 LAKEFRONT COMMONS
NEWPORT NEWS, VA 23606

Date Mailed: 04/23/2007

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/27/2007.

o The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Office of Initial Patent Examination (571) 272-4000, or 1-800-PTO-9199
OFFICE COPY
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USplo.gov

APPLICATION NO. FILING DATE | - FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. 1
10/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6 3106
7590 06/26/2007 )
EXAMINER
John H. Thomas, P.C. I ]
536 Granite Avenue TRUONG, THANHNGA B
Richmond, VA 23226 . .
S _ I ART UNIT l PAPER NUMBER |
' 2135
| MAIL DATE - | DELIVERY MODE I
06/26/2007 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07) : e 1004 . P Len;):j
X. - Page



Application No. Applicant(s)

10/969,561 CARLEY, JEFFREY ALAN
Office Action Summary Examiner ArtUnit

Thanhnga B. Truong 2135

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER 1S LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1] Responsive to communication(s) filed on 03 April 2007.
2a)[] This action is FINAL. . 2b)[X] This action is non-final.
3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)[X Claim(s) 1-20 is/are pending in the application.

43) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) ____is/are allowed.
8)[] Claim(s) ____is/are rejected.
7)] Claim(s) _____is/are objected to.
8)X] Claim(s) 1-20 are subject to restriction and/or election requirement.

Application Papers

9)[0 The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on is/are: a)[_] accepted or b)["] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)d The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(JAIl b)[] Some * c)[] None of:
1.[J Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

' AU I35
Attachment(s)
1) [] Notice of References Cited (PTO-892) 4) [ interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date.
3) [0 Information Disclosure Statement(s) (PTO/SB/08) 5) (] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./MaﬂQﬂmwO?
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Application/Control Number: 10/969,561 ' Page 2
Art Unit: 2135

DETAILED ACTION

1. This action is responsive to the communication filed on April 3, 2007.

Claims 1-20. At this time, claims 1-20 are being restricted.
EIeétion/Restrictions

2. This application contains claims directed to the following patentably

distinct species: '
Species 1. Figures 4 and 5 associate with claims 1-16
Species 2:  Figures 7 and 8 associate with claims 17-20

3. The species are independent or distinct because each of the various

disclosed species details a mutual exclusive characteristic of:
i. A remote device management system for network connectivity to
the management interfaces.
’ il A remote management communication method of a secure path for
management services.

4 Applicant is required under 35 U.S.C. 121 to elect a single disclosed
species for prosecution on the merits to which the claims shall be restricted.

5. Applicant is advised that a reply to this requirement must include an
identification of the species that is elected consonant with this requirement, and a listing
of all claims readable thereon, including any claims subsequently added. An argument
that a claim is allowable or that all claims are generic is considered nonresponsive
unless accompanied by an election.

6. Upon the allowance of a generic claim, applicant will be entitled to
consideration of claims to additional species which depend from or otherwise require all
the limitations of an allowable generic claim as provided by 37 CFR 1.141. If claims are
added after the election, applicant must indicate which are readable upon the eleéted
species. MPEP § 809.02(a).

7. Applicant is advised that the reply to this requirement to be complete must

include (i) an election of a species or invention to be examined even though the
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Application/Control Number: 10/969,561 ‘ Page 3
Art Unit: 2135

requirement be traversed (37 CFR 1.143) and (ii) identification of the claims
encompassing the elected invention. '

8. The election of an invention or species may be made with or without
traverse. To reserve a right to petition, the election must be made with traverse. If the
reply does not distinctly and specifically point out supposed errors in the restriction
requirement, the election shall be treated as an election without traverse.

9. Should applicant traverse on the ground that the inventions or species are
not patentably distinct, applicant should submit evidence or identify such evidence now
of record showing the inventions or species to be obvious variants or clearly admit on
the record that this is the case. In either instance, if the examiner finds one of the
inventions unpatentable over the prior art, the evidence or admission may be used in a
rejection under 35 U.S.C.103(a) of the other invention.

10.  Applicant is reminded that upon the cancellation of claims to a non-elected
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) if one
or more of the currently named inventors is no longer an inventor of at least one claim
remaining in the application. Any amendment of inventorship must be accompanied by
a request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(i).

11.  Any inquiry concerning this communication or earlier communications from
the examiner should be directed to Thanhnga B. Truong whose telephone number is
571-272-3858. The examiner can normally be reached on First Shift.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner's supervisor, Kim Vu can be reached on 571-272-3859. The fax phone
number for the organization where this application or proceeding is aésigned is 571-
273-8300.
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Application/Control Number: 10/969,561 Page 4
Art Unit: 2135 |

Information regarding the status of an application may be obtained from
the Patent Application Information Retrievél (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). '

sze Py

June 19, 2007 .Au 2\35‘
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicani(s): Jeffrey Alan Carley
Application No.: 10/969,561

Filed: October 20, 2004

Title: SECURE MANAGEMENT ACCESS

CONTROL FOR COMPUTERS,
EMBEDDED AND CARD EMBODIMENT

Attormey Docket No.: ENGEDI 6

Conf. No.: 3106
Group Art Unit: 2135

Examiner: Thanhnga B. Truong

Commissioner Tor Patents
P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT

Dear Sir:

In response to the Office Action of June 26, 2007, please amend this application as follows:

Amendments to the Claims are reflected in the listing of claims beginning on p. 2 of this

paper; and

Remarks begin on p. 5 of this paper.
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IN THE CLAIMS:

1. (Previously presented) A remote device management communication system for
securely controlling access to management applications and communications to and from said
management applications on network devices in a distributed computer network that includes one
or more network services, one or more secure management access controllers, and one or more
managed network devices, the remote device management system comprising:

at least one secure management access controller connected to one or more data bus of
said managed network device for the communication of device management data;

an out-of-band access connection means for connecting said one or more network
services or remote users with said secure management access controller for management of said
network device; and

at least one virtual management interface connection means for connecting said one or
more network services or remote users with said secure management access controller;

wherein said virtual management interface connection means provides logical separation
of management data from user data and utilizes user interfaces of said managed network element
for connecting said one or more network services or remote users with said secure management

access controller.

2. {(Previously presented) The system of claim 1 wherein the at least one secure
management access controller includes a flash chip, non-volatile random access memory and

random access memory.

3 (Previously presented) The system of claim 1 wherein the at least one secure

managenient access controller is embedded in the network device to be managed.

4. (Previously presented) The system of claim 1 wherein the at least one secure
management access controller accesses a flash chip, non-volatile random access memory and

random access memory embedded in a main processor on the network device.
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5. (Previously presented) The system of claim 1 wherein the network device
includes a card reader and the at least one secure management access controller is embedded in a

card capable of being read by the card reader.

6. {(Previously presented) The system of claim 1 wherein the out-of-band access
connection means comprises:
a communication system; and

a secure management access controller interface device.

7. (Previously presented) The system of claim 6 wherein the communication system
is selected from the group consisting of a Public Switched Telephone Network, a broadband
connection and a Virtual Private Network and the interface device is selected from the group
consisting of an analog modem, a broadband modem, an Ethernet interface, a cellular interface

and a card slot for accepting interface cards.

8. (Previously presented) The system of claim 1 wherein the at least one network
communication means is selected from the group consisting of a local area network, a serial

interface and a network connection.

9. (Previously presented) The system of claim 1 wherein the at least one network
communication means supports at least one protocol selected from the group consisting of
Transmission Control Protocol/Internet Protocol, Simple Network Management Protocol, Telnet,
Trivial File Transfer Protocol, File Transfer Protocol, Hypertext Transfer Protocol, Hypertext

Transfer Protocol over Secure Socket Layer and Secure Shell.

10.  (Previously presented) The system of claim 1 wherein user and management
communications are transmitted to the at least one secure management access controller and the
at least one controller further comprises a virtual management interface for separating the user

communications from the management communications.
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11.  (Previously presented) The system of claim 10 wherein the virtual management

interface includes a protection means for protecting the management data.

12, (Previously presented) The system of claim 10 wherein the virtual management
interface includes a secure transmission tunnel to protect management communications and a

firewall to protect the at least one management access controller from unauthorized access.

13. (Previously presented) The system of claim 1 wherein the at least one the
management access controller includes a monitoring means for monitoring the status of at least
one computer network component and a network interface for reporting a status of the at least

one computer network component to a network management station.

14.  (Previously presented) The system of claim 1 further comprising:

a network power supply;
a monitoring means for monitoring the status of the network power supply; and

a reporting means for reporting the status of the network power supply.

15. (Previously presented) The system of claim 1 further comprising an independent

power supply for supplying power to the management access controller.

16.  (Previously presented) The system of claim 1 further comprising a means for

monitoring connection attempts made through the management access controller.

17-20. (Canceled)

4
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REMARKS
Applicant submits this response to the Office Action mailed June 26, 2007. Claims 1-20
have been restricted. Applicant elects Species 1 associated with Claims 1-16. Applicant is

canceling Claims 17-20 without prejudice, reserving the right to re-file Claims 17-20.

(]
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CONCLUSION

Applicant respectfully submits that all of the claims of the present application are in

condition for allowance. It is respectfully requested that a Notice of Allowance be issued in due
course. The Examiner is encouraged to contact Applicant’s undersigned attorney to resolve any
remaining issues in order to expedite examination of the present application.

It is not believed that extensions of time or fees for net addition of claims are required,
beyond those that may otherwise be provided for in documents accompanying this paper.
However, in the event that additional extensions of time are necessary to allow consideration of
this paper, such extensions are hereby petitioned under 37 CRF § 1.136(a), and any fee required
therefore (including fees for net addition of claims) is hereby authorized to be charged to Deposit
Account No. 50-2127.

Respectfully submitted,

Date: July 17, 2007 _6_—}‘

Brian J. Teague
Reg. No. 55,670

JOHN H. THOMAS, P.C.
536 Granite Avenue
Richmond, Virginia 23226
Phone: (804) 344-8130

Fax: (804) 644-3643
E-Mail: info@ip-counsel.net

6
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‘ DERWENT
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device$1 or "apparatus” or unit$l or | EPO; JPO;
module$1))) DERWENT

8/30/07 11:52:57 AM

C:\Documents and Settings\ttruong4\My Documents\EAST\Workspaces\Case-10969561-102004.wsp
Ex. 1004 - Page 128

Page 1 -
Lenovo




EAST Search History

597 0
598 12461
599 282
S10 0
0
S10 1938
1
S10 27
3
S10 1
4
S10 7931
5
S10 17
6
S10 0
7
$10 11166
8
S10 219
9

S96 and (("virtual" adj
"management” adj "interface") with
("logical" with separat$3))

709/224

598 and ("remote" with
("management” adj (system$1 or
device$1 or "apparatus” or unit$1 or
module$1)))

S99 and (("virtual" adj
"management” adj "interface™) with
("logical" with separat$3))

713/182

$101 and ("remote” with
("management" adj (system$1 or
device$1 or "apparatus” or unit$1 or
module$1))) ‘

5103 and (("virtual" adj
"management” adj "interface") with
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module$1)))
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File server having snapshot application data groups

US Pat. 5403639 - Filed Sep 2, 1992 - Storage Technology Corporation
Furthermore, automatic data transfer interface 1610 is used to transfer data ...
~ Dynamic Virtual Device to Logical Device Mapping 35 With respect to data ...

Apparatus for compressing data in a dynamically mapped virtual data storage subsystem
US Pat. 5247638 - Filed Jun 18, 1990 - Storage Technology Corporation

Storage Dynamic Virtual Device to Logical Device Mapping path 200-0 is ...

complete front end/backend separation, the data tion, an optical device interface ...

Incremental disk backup system for a dynamically mapped data storage subsystem
US Pat. 5210866 - Filed Sep 12, 1990 - Storage Technology Corporation

100 consists of three abstract layers: virtual, logical and ... The data storage
management system fined by the virtual track directory 900 into the exact ...

Data record copy system for a disk drive array data storage subsystem
US Pat. 5410667 - Filed Apr 17, 1992 - Storage Technology Corporation

cache memory and one of the channel interface of a virtual track. ... Each logical
device is complete front end/backend separation, the data stor- 60 ...

Method for providing a virtual execution environment on a target computer using a virtual ...
US Pat. 4961133 - Filed Aug 10, 1989 - VISystems, Inc.

The routing of data and information through the blackboard switch 5 logic 36 ...

This separation of the processes 40 from the process management interface ...

Virtual software machine which preprocesses application program to isolate executlon
US Pat. 5067072 - Filed Oct 1, 1990 - VISystems, Inc.
The routing of data and information through the blackboard switch logic 36 and

.. This separation of the processes 40 from the process management interface ...

Dynamically. mapped data storage subsystem having multiple open destage cylinders and method of .¢.
US Pat. 5581724 - Filed May 12, 1995 - Storage Technology Corporation

Dynamic virtual Device to Logical Device Mapping With respect to data transfer

.. Because of the complete front end/backend separation, the data storage ...

Virtual software machine for enabling CICS application software to run on UNIX based computer ...
US Pat. 6006277 - Filed Jan 26, 1996 - BEA Systems, Inc.

The routing of data and information through the blackboard switch logic 36 and

... This separation of the processes 40 from the process management interface ...

Fault tolerant disk array data storage subsystem

“US Pat. 5459857 - Filed Sep 27, 1994 - Storage Technology Corporation
Dynamic Virtual Device to Logical Device Mapping With respect to data transfer
... Because of the complete front end/backend separation, the data storage ...
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Phantom duplex copy group apparatus for a disk drive array data storge subsystem
US Pat. 5239659 - Filed Jun 19, 1991 - Storage Technology Corporation

The virtual layer functions as a conventional large tected a bad disk drive

" transmits a ... The data storage management system oper- This is accomplished by ...
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Advanced Patent Search
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Patent Search ¢

Patents Patents 1 - 10 on virtual management interface with management data. (0.34 seconds)

Method for configuration and management of storage resources in a storage network
US Pat. 6640278 - Filed Jan 12, 2000 - Dell Products L.P.

The Ethernet connection 144 supports an Ethernet interface for management protocols

and possibly for data transfer. The network interface 146 is one of ... :

Method for providing a virtual execution environment on a target computer using a v:rtual
US Pat. 4961133 - Filed Aug 10, 1989 - VISystems, Inc.

Data access interface process ("DAI") knows the symbolic (ie, ... This scheme

enables the virtual management interface 42 to exhibit direct or ...

Virtual storage system and method

US Pat. 4467421 - Filed Jun 2, 1982 - Storage Technology Corporation
Furthermore, the virtual storage system of the present invention comprises means
... job management, data management, interface with the con- 30 sole and ...

Virtual software machine which preprocesses application program to isolate execution ...
US Pat. 5067072 - Filed Oct 1, 1990 - VISystems, Inc.

For example, data access interface process ("DAl") 40a is controlled by a data

.. Once This scheme enables the virtual management interface notified of the ...

Method and system for managing data migration for a storage system

US Pat. 6654830 - Filed Dec 6, 1999 - Dell Products L.P.

The Ethernet connection 144 supports an Ethernet interface for management protocols
and possibly for data transfer. The network interface 146 is one of ...

Virtual device architecture having memory for storing lists of driver modules
US Pat. 6553408 - Filed Jul 2, 1999 - Dell Products L.P.

The Ethernet connection 144 supports an Ethernet interface for management protocols
and possibly for data transfer. The network interface 146 is one of ...

BandW|dth management processes and systems for asynchronous transfer mode networks usmq .
US Pat. 6097722 - Filed Dec 13, 1996 - Nortel Networks Corporation

For instance, as shown in TABLE 3, data traffic, such as e-mail and file ...

150 uses the ATM switch management interface to delete virtual channels until ...

Dynamic control processes and systems for asynchronous transfer mode networks
US Pat. 5953338 - Filed Dec 13, 1996 - Northern Telecom Limited

For instance, as shown in TABLE 3, data traffic, such as e-mail and file ...

150 uses the ATM switch management interface to delete virtual channels until ...

Voice over data telecommunications network architecture

US Pat. 6614781 - Filed Nov 20, 1998 - Level 3 Communications, Inc.

tgs 232,234 also provide a management interface for remote management, ...
voice virtual private network (VPN) that is overlaid on an IP data network 112. ...
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US Pat. 5920861 - Filed Feb 25, 1997 - InterTrust Technologies Corp.
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... Objects and/or data within a distributed, rights management poses (eg, ...
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.usplo.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 09/06/2007 I EXAMINER l
TRUONG, THANHNGA B
John H. Thomas, P.C.
536 Granite Avenue [ ART UNIT PAPER NUMBER l

Richmond, VA 23226 2135

DATE MAILED: 09/06/2007

APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

10/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6 3106
TITLE OF INVENTION: SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS, EMBEDDED AND CARD EMBODIMENT

I APPLN. TYPE I SMALL ENTITY I ISSUE FEE DUE PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE l DATE DUE

nonprovisional YES $700 $300 $0 $1000 12/06/2007

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box Sa on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

I1I. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
Lenovo

Ex. 1004 - Page 137

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting thc ISSUE FEE and PUBLICATION FEE (if requi[ed{). Blocks | through 5 should be completed where

apé)ropriale. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or dirccted otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal, This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

7590 09/06/2007
Certificate of Mailing or Transmission
John H. Thomas, P.C. lshereb cer}if that this II;‘ee? Transmittal isf befipg dclpositcd'lwith the Unlited
4 tates Postal Service with sufficient postage for first class mail in an envelope
5:? 6 Granite Avenue addressed to the Mail Stog) ISSUE FEE address above, or bein facsimrlc
Richmond, VA 23226 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. I CONFIRMATION NO.
10/969,561 10/20/2004 Jeffrey Alan Carlcy ENGEDI6 3106
TITLE OF INVENTION: SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS, EMBEDDED AND CARD EMBODIMENT
[ APPLN. TYPE SMALL ENTITY l ISSUE FEE DUE | PUBLICATION FEE DUE l PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE l
nonprovisional YES $700 $300 30 $1000 12/06/2007
l EXAMINER | ART UNIT | CLASS-SUBCLASS I
TRUONG, THANHNGA B ‘ 2135 713-182000
1. Chanfe of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) the names of up to 3 registcred patent attorneys 1
{d change of corresgaondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an ass%%nee is identificd below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : O individuat O Corporation or other private group entity (J Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
O 1ssue Fee (J A check is cnclosed.
O publication Fee (No small cntity discount permitted) a Payment by credit card. Form PTO-2038 is attached.
O Advance Order - # of Copies O The Director is hereby authorized to charge the required fcc?s), any deficiency, or credit any
overpayment, to Deposit Account Number enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Qa Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)

an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.14. This collection is estimated to take 1% minutes to complete, including gathering, preparing, and

submitting the completed application form to the USPTO. Time will va; dcgendin% upon the individual case. Any comments on the amount of time you require to com;;)letc

this form and/or S\éggestionq for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

Rcl)x 14(510" A\I/qxap 'ng,z\:{{r 1{1;:;32313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
exandria, Virginia - .

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DPEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WwWwWw.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR |ATTORNEYDOCKETNO.| CONFIRMATION NO. I
10/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6 3106
7590 09/06/2007 L EXAMINER I
John H. Thomas. P.C TRUONG, THANHNGA B
) ,P.C.
536 Granite Avenue | ART UNIT PAPER NUMBER |
Richmond, VA 23226 2135

DATE MAILED: 09/06/2007

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 257 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 257 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.
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Application No. Applicant(s)

. o 10/969,561 CARLEY, JEFFREY ALAN
Notice of Allowability Examiner Art Unit
Thanhnga B. Truong 2135

) -- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If notincluded
herewith {or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS -
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 7/17/07.
2. [X] The allowed claim(s) is/are 1-16. ‘

3. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(d Al b)[J Some* c¢)[JNone ofthe:
1. [0 Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

" Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [[] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawmg Review ( PTO-948) attached -
1) (J hereto or 2) [] to Paper No./Mail Date
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ___

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1. 121(d).

6. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submltted Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attéchment(s)
1. [ Notice of References Cited (PTO-892) ' 5. [J Notice of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PT0-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [J Information Disclosure Statements (PTO/SB/08), 7. X Examiner's Amendment/Comment
Paper No./Mail Date :
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [0 Examiner's Statement of Reasons for Allowance
of Biological Material
' : 9. [] Other : .
T.B. Truonfe)\/
AU 2135 .
U.S. Patent.and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper NLo./MaiI Date 082407
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Application/Control Number: 10/969,561 | Page 2
Art Unit: 2135

DETAILED ACTION

1. Applicant's amendment filed on July 17, 2007 has been entered. Claims
1-20 are pending. Claims 17-20 are cancelled by the applicaht. '
Election/Restrictions
2. Applicant’s election without traverse of species 1 in the reply filed on July
17, 2007 is acknowledged. '

Claims 17-20 are withdrawn and cancelled from further consideration
pursuant to 37 CFR 1.142(b) as being drawn to a nonelecte’d species 2, there being no
allowable generic or linking claim. Election was made without traverse in the reply filed
on July 17, 2007. |

Responsé to Argument

2. Applicant's arguments filed July 17, 2007 have been fully considered and

are persuasive. ' |
Allowable Subject Matter

3. Claims 1-16 are allowed. The following is an examiner's statement of
reasons for allowance: The prior art does not disclose a remote device management
communication system for securely controlling access to management applications mad
communications to and from said management applications 0i1 network devices in a
distributed computer network that includes one or more netWork services, one or more
secure management access controllers, and one or more managed network devices,

the remote device management system comprising: at least one secure management

" access controller connected to one or more data bus of said managed network device

for the communication of device management data; an out-of-band access connection
means for connecting said one or more network services or remote users with said
secure management access controller for management of said network device; and at
least one virtual management interface connection means for connecting said one or
more network services or remote users with said secure management access éontroller;
wherein said virtual management interface connection means provides logical

separation of management data from user data mad utilizes user interfaces of said

Lenovo
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Application/Control Number: 10/969,561 | Page 3
Art Unit: 2135 ‘

managed network element for connecting said one or more network services or' remote
users with said secure management access controller as set forth in claim 1.

Any comments considered necessary by applicant must be submitted no
later than the payment of the issue fee and, to avoid processing delays, should
preferably accompany the issue fee. Such submissions should be clearly labeled
“Comments on Statement of Reasons for AIIowance

4. Any |an|ry concerning this communication or earlier commumcatlons from
the examiner should be directed to Thanhnga (Tanya) Truong whose telephone number
is 571-272-3858.

If attempts to reach the éxaminer by telephone are unsuccessful, the
examiner's supervisor, Kim Vu can be reached on 571-272-3859. The ce'ntrall fax
.number for the organization where this application or proceeding is assigned is 571-
273-8300. |

Any inquiry of a general nature or relating to the status of this application
or proceeding should be directed to the receptionist whose telephone number is 571-
272-2100.

< | T ' é TVQM
TBT FKIW\WJ/ Bxamiduc AUZI2S

August 24, 2007
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e . Application/Control Nb. Applicant(s)/Patent under
Issue Classification 10/969.561 , Reexamination
CARLEY, JEFFREY ALAN
Examiner Art Unit
Thanhnga B. Truong 2135
ISSUE CLASSIFICATION
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS " SUBCLASS _ CLAIMED NON-CLAIMED
713 ' 182 Hlos|L| 9 100 /
CROSS REFERENCES p /
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
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— W/ JV?’\ 6 m Total Claims Allowed: 16
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(L nstruments Exanfiner) ¥ (Date : :
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address;: COMMISSIONER FOR PATENTS

P.0. Box 1450
Alexandria, Virginia 22313-1450
WWW.USpLo.gov .

BIB DATA SHEET »
CONFIRMATION NO. 3106

SERIAL NUMBER FILINSAgrrE 371(c) CLASS GROUP ART UNIT ATTOBNE&DOCKET
10/969,561 10/20/2004 73 2135 ENGEDI6
RULE
APPLICANTS

Jeffrey Alan Carley, Colorado Springs, CO;

*k CONTINUING DATA khhkkhRkhhdhkkhhhkhkrihkikhki
This application is a CIP of 10/461,827 06/13/2003
and claims benefit of 60/512,777 10/21/2003

*k FoRE'GN APPLICATIONS dedede de dede de e o dededode deoke do Aok dede e ek el .
** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** ** SMALL ENTITY **

01/07/2005 :
Foreign Priority claimed U ves a No | STATEOR | SHEETS TOTAL INDEPENDENT
35 USC 119(a-d) conditions met D_ Yes wNo ] ;“ﬂfévfgﬁée COUNTRY DRAWINGS CLAIMS CLAIMS
Vgnﬁed and /T.r:(?gng/GA B T8T co 32 20 - 2
Acknowledged “Examiner's Signature Tnitials’
ADDRESS

John H. Thomas, P.C.
536.Granite Avenue
Richmond, VA 23226

UNITED STATES
TITLE
Secure management access control for computers, embedded and card embodiment
|0 All Fees
CEES: Authority has been divenin P |0 1.16 Fees (Filing)
FILING FEE : Authority has been given-in Paper , : ——
RECEIVED |No. ____'to chargelcredit DEPOSIT ACCOUNT |0 1.17 Fees (Processing Ext. of time) |
395 No. for following: - 1|3 1.18 Fees (1ssue) |
‘ ’ ' |El Other |
|0 Credit |
BIB (Rev. 05/07).
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Application/Control No.

10/969,561

Applicant(s)/Patent under
Reexamination

CARLEY, JEFFREY ALAN

Examiner

Thanhnga B. Truong

Art Unit
2135

SEARCHED
Class Subclass Date Examiner
726 2-3 8/4/2007 TBT
709 223-224 |  8/4/2007 TBT
709 217,219 8/4/2007 TBT
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Class Subclass Date Examiner
713 182 8/4/12007 78T
726 2-3 8/4/2007 TBT
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE -
’ _ Commissioner for Patents
' P.O. Box 1450
Alexandria, Virginia 22313-1456
or Fax (571)-273-2885%

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated anlgss co{r_rchlid betow or directed otherwise in Biock 1, by (a) specifyving a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications, :

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block § for any change of address) Noter A certificate of .malin}g can only be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be wsed for any other accompanying
{)aperls. Each additionai paper, such as an agsignment or formal drawing, must
have its own certificate of mailing or transmisston.

7590 09/06/2007
Certificate of Mailing or Transmission

John H. Thomas, P.C. 1 hereby certify that this Fee(s) Transmittal is being deposited with the United
; States Postal Service with sufficient postage for ﬁr%t cl}a)ss mat] in an envelope
53?6 Granite Avenue addressed to the Mail Stop ISSUE’ FEE address above, or bein facsim?le

Richmond, VA 23226 transmitted to the USPTO (571} 273-2885, on the date indicated below.
Eﬂlth lell {Depositer's name)
(Signature)
Docanber 3, 2007 {Date)

l APPLICATION NO. FILENG DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO, i CONFIRMATION NO.
16/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6 3106

TITLE OF INVENTICON: SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS, EMBEDDED AND CARD EMBODIMENT

i APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE 1 PUBLICATION FEE DUE I PREV, PAID ISSUE FEE TOTAL FEE{S) DUE DATE DUE
nonprovisional YES 5700 _ 3300 50 $1000 12/06/2007
I ' EXAMINER. | ART UNIT I CLASS-3UBCLASS I
TRUONG, THANHNGA B 2135 713-182000
1. Change of correspondence address oy indication of "Fee Address" {37 2. For printing on the patent front page, Hst
CFR 1.363). (1) the names of up to 3 registered patent attorneys i John H. Thomas, P.C.
[ Change of correspondence address {or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. {2} the name of a single firm (having as & member a 2
[ *Fee Address” indication (or "Fee Address" Ingication form registered attorney or agent) and the names of up to
PTO/SB/4T; Rev 03-02 or more recent} attached. Use of a Customer 2 registered patent atlorneys or agents. [f no name is 3
Number is reguired, listed, o name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Uniess an ass%nee is identified below, no assignee data will appear on the patent. I an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A} NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Enged:l. TeChnO:l.Ogi@S, Inc. leglma m’ V:i.‘rginia 23451

Please check the appropriate assignee category or categories (will not be printed on the patent) : O IndividualJ@'Comoration or other private group entity [} Government

4a, The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
& Issue Fee kKl ousaxonasex Online Payment
Publication Fee (Ne small entity discount permitted) ) Payment by credit card, Form PTO-2038 is attached,
(] Advance Order - # of Copies 1 The Director is hereby authorized to charge the requircd fcc%s), any deficiency, or credit any
“overpayment, to Deposit Account Number (). ]27 ___ (enclosc an extra copy of this form).

bl 2, Applicant claims SMALL ENTITY status. See 37 CFR {27, Y Applicant is no longer claiming SMALL ENTITY status, See 37 CFR 1.27{g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

u'“_::j’
Authorized Signature W pate _ Pecember 3,2007

Typed or printed name __m_g,_’}:@cu{ Registration No. ' 55,670
This collection of information is required by 37 CFR_1.311. The information is required to obtain or retain & benefit by the public which is to file (and by the USPTO to process)

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is cstimated to take 12 minutes to complete, including gathering, preparing, and

submitting the completed application form to the USPTQ. Time will varg deﬁ‘““‘? upon the individual case, Any comments on the amount of time you require to complete

this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S, Department of Commerce, P.O.

g?x 143Q, A\lﬁxap ;13%’;3@&2{%2313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ARDDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
exandria, Virginia - .

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control aumber.
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Electronic Patent Application Fee Transmittal

Application Number:

10969561

Filing Date:

20-Oct-2004

Title of Invention:

SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS,
EMBEDDED AND CARD EMBODIMENT

First Named Inventor/Applicant Name:

Jeffrey Alan Carley

Filer: John H. Thomas
Attorney Docket Number: ENGEDI6
Filed as Small Entity
Utility Filing Fees
Description Fee Code Quantity Amount SuILoj-STS(tg)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:

Publ. Fee- early, voluntary, or normal 1504 1 300 300
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl issue fee 2501 1 720 Lenov7020
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1020
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Electronic Acknowledgement Receipt

EFS ID: 2537810
Application Number: 10969561
International Application Number:
Confirmation Number: 3106

Title of Invention:

SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS,
EMBEDDED AND CARD EMBODIMENT

First Named Inventor/Applicant Name:

Jeffrey Alan Carley

Correspondence Address:

John H. Thomas, P.C.

536 Granite Avenue

Richmond VA
us 8043448130

jthomas@ip-counsel.net

23226

Filer:

John H. Thomas

Filer Authorized By:

Attorney Docket Number: ENGEDI6
Receipt Date: 03-DEC-2007
Filing Date: 20-OCT-2004
Time Stamp: 14:30:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Electronic Funds Transfer

Payment was successfully received in RAM

$1020
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RAM confirmation Number 8475

Deposit Account

Authorized User

File Listing:
Document __— . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)
116304
1 Issue Fee Payment (PTO-85B) feetransmittal.pdf no 1
14a471d2617283d901{77bd 305{70031b6
33be07
Warnings:
Information:
8324
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
5ab91938c42{74¢38d97a8ad0e96{198
361caadé
Warnings:
Information:
Total Files Size (in bytes): 124628

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/969,561 01/29/2008 7325140 ENGEDI6 3106
7590 01/09/2008

John H. Thomas, P.C.
536 Granite Avenue
Richmond, VA 23226

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 257 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Jeffrey Alan Carley, Colorado Springs, CO;

IR103 (Rev. 11/05) e 1004 PLen;)’\S/;
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

10/969,561 7325140 2135 9200

OB O

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 31704 on 04/06/2011
« Correspondence Address
« Maintenance Fee Address
« Power of Attorney Address

The address of record for Customer Number 31704 is:

31704

Thomas & Karceski, P.C.
536 GRANITE AVENUE
RICHMOND, VA 23226

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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Electronic Acknowledgement Receipt

EFSID: 11063114
Application Number: 10969561
International Application Number:
Confirmation Number: 3106

Title of Invention:

SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS, EMBEDDED

AND CARD EMBODIMENT

First Named Inventor/Applicant Name:

Jeffrey Alan Carley

Customer Number:

31704

Filer:

Dean M. Munyon/Dawn Deluca

Filer Authorized By:

Dean M. Munyon

Attorney Docket Number: ENGEDI6
Receipt Date: 27-SEP-2011
Filing Date: 20-0CT-2004
Time Stamp: 19:34:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
Assi howing of hi 37 427858
ssignee showing of ownership per
1 CFR 3.73(b). sb0096.pdf no 2
cedd80e37d785887762fb05083106f7ed 98
31d10
Warnings:
Information: Lenovo
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] ] 856263
Engedi_Technologies_Inc_US_
2 Power of Attorney POA. pdf no 1

d1262¢c9219f1fadb9ef6ff5a91d9bf8b35b¢
bb3

Warnings:

Information:

227415
3 Miscellaneous Incoming Letter Engedi_Technologies_Inc_US_ no 1
9 DRATS.pdf
71eea674980e2d4a80868535d 1f789836f5|
<38d

Warnings:

Information:

Total Files Size (in bytes); 1511536

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: INFINITE BAY TELECOM LIMITED LIABILITY COMPANY

Application No./Patent No.: 7325140 Filed/Issue Date: January 29, 2008
Titled:

Secure management access control for computers, embedded and card embodiment

INFINITE BAY TELECOM LIMITED LIABILITY CC 5 LIMITED LIABILITY COMPANY

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assighee of the entire right, title, and interest in;

2. |:| an assighee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached.

OR
B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: Jeffrey Alan Carley To: Engedi Technologies, Inc.
The document was recorded in the United States Patent and Trademark Office at
Reel 015611 , Frame 0986 , orforwhich a copy thereof is attached.
2. From: Engedi Technologies, Inc. To: Infinite Bay Telecom Limited Liability Company
The document was recorded in the United States Patent and Trademark Office at
Reel 026849 , Frame 0251 , orforwhich a copy thereof is attached.
3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orforwhich a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Dean M. Munyon/ September 27, 2011
Sighature Date

Dean M. Munyon Attorney (Reg. No. 42,914)
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. Lenovo
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;

and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov
[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6
CONFIRMATION NO. 3106
35690 POA ACCEPTANCE LETTER
MEYERTONS, HOOD, KIVLIN, KOWERT & GOETZEL, P.C.
P.O. BOX 398

IR A
AUSTIN, TX 78767-0398 000000050173702

Date Mailed: 10/06/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 09/27/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/sibrahim/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. 2OV
APPLICATIONNUMBER | FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/969,561 10/20/2004 Jeffrey Alan Carley ENGEDI6
CONFIRMATION NO. 3106
31704 POWER OF ATTORNEY NOTICE
Thomas & Karceski, P.C.

536 GRANITE AVENUE

IR A
RICHMOND, VA 23226 000000050173680

Date Mailed: 10/06/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 09/27/2011.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/sibrahim/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Atty. Dkt. No:  6257-62709 Title: SECURE MANAGEMENT
Application No:  10/969561 ACCESS CONTROL FOR
COMPUTERS, EMBEDDED AND
Patent No: 7325140 CARD EMBODIMENT
. Examiner: TRUONG, THANHNGA B
Filing Date: 10-20-2004

Group/Art Unit: 2135
Inventor(s): Jeffrey Alan Carley

mmmmmmmmmm

STATEMENT REGARDING CHANGE FROM SMALL ENTITY STATUS

Patentee is no longer entitled to small entity status in the above-referenced patent.

No fees are believed necessary; however if any fees are required, the
Commissioner is hereby authorized to immediately charge the fees or credit any
overpayment to Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C. Deposit Account No.
501505/6257-62709/DMM.

Respectfully submitted,

Date: October 10, 2011 By: _/Dean M. Munyon/
Dean M. Munyon
Reg. No. 42,914

Meyertons, Hood, Kivlin, Kowert & Goetzel, P.C.
P. O. Box 398

Austin, Texas 78767

(512) 853-8800
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Electronic Acknowledgement Receipt

EFSID: 11151158
Application Number: 10969561
International Application Number:
Confirmation Number: 3106

Title of Invention:

SECURE MANAGEMENT ACCESS CONTROL FOR COMPUTERS, EMBEDDED

AND CARD EMBODIMENT

First Named Inventor/Applicant Name:

Jeffrey Alan Carley

Customer Number:

35690

Filer:

Dean M. Munyon/Dawn Deluca

Filer Authorized By:

Dean M. Munyon

Attorney Docket Number: 6257-62709
Receipt Date: 10-OCT-2011
Filing Date: 20-0CT-2004
Time Stamp: 14:49:19

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
D tD t FileN . . .
Number ocument Lescription rie Mame Message Digest | Part/.zip| (ifappl.)
16724
1 Miscellaneous Incoming Letter SEC.pdf no 1
cdca2a7110e1c6d0b8f000000920daaf27¢c5)

bda9

Warnings:

Information: Lenovo
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Total Files Size (in bytes):| 16724

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Lenovo
Ex. 1004 - Page 164




Case §:122-cv-00702-ADA-DTG Document 2 Filed 08/30/22 Page lof i

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Western District of Texas, Waco Division on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:22-cv-703 6/30/2022 for the Western District of Texas, Waco Division
PLAINTIFF Format m/diyyyy DEFENDANT
HEWLETT PACKARD ENTERPRISE CO.

INTELLECTUAL VENTURES Il LLC

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

17,325,140 1/29/2008 Intellectual Ventures Il LLC

2 8,474,016 6/25/2013 Intellectual Venturesf Il LLC

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

Lenovo




Case 6:22-cv-00703 Document 2 Filed 06/30/22 Page 1of1

AD 120 (Rev. 08/10)

. Mail Stop 8 REPORT ON THE
TO: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Western District of Texas, Waco Division on the following

[]Trademarksor [ Patents. ( [ the patent action involves 35 U.S.C. § 202.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

6:22-cv-703 6/30/2022 for the Western District of Texas, Waco Division
PLAINTIFF DEFENDANT
INTELLECTUAL VENTURES lI LLC HEWLETT PACKARD ENTERPRISE CO.

PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
17,325,140 1/29/2008 intellectual Ventures I LLC
2 8,474,016 6/25/2013 Intellectual Venturesf Il LLC
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[[] Amendment [0 Answer [C] Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Dircetor
Copy 2-—Upon filing document adding patent(s), mail this copy te Director Copy 4—Casc file copy

Lenovo
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Case 6:23-cv-00068 Document 2 Filed 02/02/23 Page 1 of 1

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas on the following
] Trademarks or {fl Patents. ( [J the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:23-cv-68 21212023 Western District of Texas
PLAINTIFF DEFENDANT
Intellectual Ventures Il LLC Lenovo Group Limited
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
! 7,325,140 1/28/2008 Intellectual Ventures Il LLC
2 8,474,016 6/25/2013 Intellectual Ventures Il LLC
3
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment O Answer (] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT . DA TN . .
TRADEMARK NO. OR TRADEMARK. HOLDER OF PATENT OR TRADEMARK
|
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this cepy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy
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Case 6:23-cv-00068-ADA Document 10 Filed 04/21/23 Page 1of 1

AO 120 (Rev. 08711

TO- Mail Stop 8 REPORT ON THE
: Direclor of the LS. Patent apd Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliznce with 35 ULS.C. § 290 andior 15 1LS.C. § 1116 you arc herchy advised that a court action has been
[iled in the U8, District Court Weslern District of Texas on the [ollowing
[l Trudemarks or [ Patents.  { [J the patent action involves 35178.C.§ 292 x:
NOCKET NO. DATE FIL.ED 1.8 TISTRICT COURT
8:23-cv-0068 21212023 Waestern District of Texas
PLAINTITT DITINDANT

intellectual Ventures 11 LLC

Lenovo Group Limited

PATLENL OR DAILL O PATLNT N
TRADEMARK NO. OR TRADLMARK HOLDER OF PATENT OR TRADEMARK
1 7,325,140 1/28/2008 Inteliectual Ventures Il LLC
28,474,016 6/25/2013 Intellectual Ventures Il LLC

3

4

5

In the above——entitled case, the following patent(s) trademark(s) have been included:

DATE I 40R034

INCLUDED BY

M Amendmernt [ Amwer [0 Cros Bill_ [0 Othor Pleading
R B A AR [IOLDER CT PATENT OR TRADEMARK
1 7,089,443 B/8/2006 Intellectual Ventures It LLG
2 7,623,439 11/24/2009 Intellectual Ventures I LLC
3 7,646,835 11272010 Intellectual Ventures 11 L.LC
4
5

In the above

emithed case, the Jollowing decision Tas been rendered or judgement issued:

DECTSION-IUIDGFEMENT

CILERK

(BY) DEPUTY CTFRK

DATE

Copy 1—Upon initiation of action, mail this copy to Dircctor

Copy 2—Upon filing documcnt adding patcni(s), mail this copy to Dircctor

Copy 4+—Casc file copy

Copy 3—VUpon termination of action, mail this copy te Director

Lenovo
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Case 6:23-cv-00307 Document 2 Filed 04/26/23 Page 1 of 1

AD 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313.1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas on the following

O Trademarks or A Patents. ( [J thé_;;;{ént action involves 35 U.S.C. §292.)

DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:23-cv-307 4/26/2023 Waestern District of Texas
PLAINTIFF DEFENDANT

Intellectual Ventures | LLC and Lenovo Group Limited

Intellectual Ventures Il LLC

TR;I:)];;&ATR(};RNO. %‘;TER?;)PE?;AEIT; HOLDER OF PATENT OR TRADEMARK
1 7,325,140 1/29/2008 Intellectual Ventures Il LLC
2 8,474,016 6/25/2013 Intellectual Ventures [1 LLC
3 7,089,443 8/8/2006 Intellectual Ventures | LLC
4 7623,439 11/24/2009 Intellectual Ventures | LLC
5 7,646,835 1/12/2010 Intellectual Ventures Il LLC

In the above—entitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[J Amendment [ Answer [] Cross Bill [J Other Pleading
TRigﬂlgI:/IN/:R%RNO. %?QTER()A};;ﬁiglz HOLDER QF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy te Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy L
enovo
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Case 6:23-cv-00088-ADA  Document 12 Filed O6/0E

X5
e
B
XS
"G
1451
o
o]
fonst
jo)
=
[

AO 120 (Rev. 08/10)

Mail 5t6p 8 REPORT ON THE
Birector of the 1.8, Patent and Trademark Office FILING OR DETERMINATION OF AN
PO, Box 1430 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1458 TRADEMARK

T0:

In Complianse with 35 UR.C. § 290 andfor 153 U.R.CL § 1116 vou are hereby advised that a court action has been
4 i the U.S. Dhstnict Court Weastern District of Texas ot the following

] Trademarks or B Patents.  ( ] the patent action invoives 33 US.C. § 292.):

HT RO DATE FILEDL LR DISTRICT COURT ]
G:23-0v-58 21212023 Western District of Texas

PLAINTIFF DEFENDANT
intellectual Ventures i LLC Lenovo Group Limited

PATENT OR DATE OF PATENT T TV (4E D AT (o .
HOLDER OF PATENT OR TRADEMARK
TRADEMARK NO. R TRAIEMARK HOLDER OF PATERT OR IRADEMARK

17,325,140 1/29/2008 intellectual Ventures I LLC

18474016 G/25/2013 intsflectuat Ventures H LLC

h]

In the above—entitlad case, the following patent(sy trademark(s} have been included:

DATE INCLUDEDR INCLUDED BY
71 Amendment O Answer [ Cross il ] Gther Pleading

PATENT OR DATE OF PATENT

- e o o HOLDER OF PATENT OR TRADEMARK
TRATEMARK NO. O TRADEMARK OLDER OF PATENT OR TRADEMARK

In the above-—eutitled case, the following dacision hias been renderad or judgement issuad:

DECISIONAUDGEMENT

4/26/2023 - Notice of Voluntary Dismissal - Doc #11

CLERK {5 Yol PUTY CLERK

PHILIP J. DEVLIN

. ‘ DATE
"m,_Q,Q 06/08/2023

Copy I—Upon initiation of action, mal this copy to Director  Copy 3—Upon terminativn of action, nail this copy to Director
{opy 2—pon filing document adding pateni(s), mail this copy to Director Copy 4—Case file copy
Lenovo
Ex. 1004 - Page 170
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T0:

Mail Stop 8
Birector of the 1.5, Patent and Trademark Oifice

B0 Box 1458
Alexandria, VA 22313-1458

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Complianse with 35 UR.C. § 290 andfor 153 U.R.CL § 1116 vou are hereby advised that a court action has been

] Trademarks or

W Pateunis.

3 in the U.S. Thatnat Court

Weastern District of Texas on the following

( ] the patent action involves 33 T1L8.C. § 292

T
&

NO. DATE FILED

2212023

LR DISTRICT COURT ]
Western District of Texas

PLAINTIFF
intellectual Ventures i LLC

DEFENDANT
Lenovo Group Limited

PATENT OR
TRADEMARK NO.

DATE OF PATENT
DR TRATDEMARK

HOLDER OF PATERNT OR TRADEMARK.

17,325,140

112912008

intellectual Ventures I LLC

18474016

G/25/2013

intsllectual Ventures I LLGC

h]

In the above—entitlad case, the following patent(sy trademark(s} have been included:

DATE INCLUDED

INCLUDEDBY
71 Amendment

O Answer [ Cross il ] Gther Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
O TRADEMARK

HOLDER OF PATERNT OR TRADEMARK.

{n the above——

ertitied case, the following decision has been renderad or judgement issuad:

DECISIONAUDGEMENT

412642023 - Wotize of Voluntary Dismissal - Doc #11

CLERK

PHILIP J. DEVLIN

(BY) ) DEPUTY CLERK

DATE

06/08/2023

Copy 1—Upon initistion of action, mall this copy to Direcior
Lopy 2—pon filing decument adding pateni(s), mail this copy to Birector

Vv
Copy 3—Upon termination of action, matl this copy te Director
Copy 4—Case file copy
Lenovo

Ex. 1004 - Page 171
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se §:23-

ov-000EE-ARA  Dooum

ent 10 Filed 04/217/23 Page lofl

T

Mail Stop 8

Birector of the U.S. Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-14588

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

{n Compliance with 35 US.C

filed in the U.S. Ihstnct Court

7] Trademarks or

i Patents.

§ 290 and/or 15 U.S.C. § 1116 vou are hereby advised that a court action has been

Western District of Texas on the folowing

( ] the patent action involves 33 US.C. § 202.)

DOCEERT NG,

DATE FILED

LS. DISTRICT COURT

8:23-cv-0068 21212023 Western District of Texas
PLAINTIFF DEFENDANT
intellectual Ventures I LLC Lenovo Group Limited
PATENTOR DATE OF PATENT ST TSR PATEINT OR TR ATERARK

TRADEMARK NGO, ORTRADEMARK HOLDER OF PATERNT OR TRADEMARK
17,325,140 172912008 intellectual Ventures HLLC
2 8474018 §/25/2013 intellectual Ventures 1 LLC
4
5

In the above—entitled case, the following pateni(sy trademark(s} have

been included:

DATE }\(‘,%5 2{}23

INCLUDED BY

i Amendment

[ Answer 3 Cross Bill [ Gther Pleading

PATENT OR

TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

17,089,443 8/8/2006 intellectual Ventures 1 LLC
27,823,439 11/24/2009 Intellectual Ventures 1 LLC
37648835 111272010 inteliectual Ventures It LLC
4
5

{n the above-—eniitled case, the following decision has been rendered or judgement tssued:

DECISIONAUDGEMENT

CLERK (BY) DEPUTY CLERI DATE

Copy 1—Upon initiation of action, mail this copy o Director  Copy 3—Upon termination of action, mail this copy te Director
{opy 2—Upon filing document adding patent(s), mail this copy to Birector

Lenovo
Ex. 1004 - Page 172
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