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CLAIMS 

[1pre] An apparatus, comprising: 

[1.a] a processor configured to control one or more functions of a network device 
having a network interface,  

[1.b] wherein the network device is configured to receive data requests and an 
encrypted form of management requests via the network interface,  

[1.c] wherein the management requests are from a remote administrator; 

[1.d] a first bus; and 

[1.e] a bus controller coupled to the processor via the first bus,  

[1.f] wherein the bus controller is also coupled to a second bus of the network 
device that is distinct from the first bus,  

[1.g] wherein the bus controller is configured to receive the encrypted form of 
the management requests from the second bus,  

[1.h] and to convey the encrypted form of the management requests to the 
processor via the first bus; 

[1.i] wherein the processor is configured to decrypt the encrypted form of the 
management requests,  

[1.j] wherein the network device includes a processor configured to facilitate 
operation of the network device, and  

[1.k] wherein the processor of the apparatus is distinct from the processor 
included in the network device. 

[2.] The apparatus of claim 1, wherein the apparatus is configured to provide a 
command line interface to the remote administrator, and wherein the apparatus is 
configured to receive one or more commands to control the one or more 
functions of the network device. 

[3.] The apparatus of claim 1, wherein the bus controller is a peripheral 
component interconnect (PCI) controller. 

[4.] The apparatus of claim 1, wherein the apparatus is configured to receive 
power via a first power circuit, wherein the network device is configured to 
receive power via a second power circuit, and wherein the apparatus is 
configured to cycle the power received by the network device via the second 
power circuit. 
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[5pre] The apparatus of claim 4, wherein the apparatus is configured to: 

[5.a] determine whether the network device is receiving power via the second 
power circuit; and 

[5.b] provide an indication, to the remote administrator, when the network device 
is not receiving power via the second power circuit. 

[6.] The apparatus of claim 1, wherein the processor is configured to establish a 
first virtual private network connection with the remote administrator, and 
wherein the processor is configured to receive the management requests via the 
first established connection. 

[7.] The apparatus of claim 6, wherein the processor is configured to establish a 
second virtual private network connection with an access control server 
configured to authenticate the remote administrator, and wherein the processor is 
configured to receive, via the second established connection, an indication of 
whether the remote administrator is authorized to administer the network device. 

[8.] The apparatus of claim 1, wherein the apparatus is configured to implement 
a firewall that restricts traffic received from the second bus. 

[9.] The apparatus of claim 1, wherein the apparatus is a component within the 
network device. 

[10.] The apparatus of claim 1, wherein the apparatus is a card configured to be 
inserted into the network device via a card interface. 

[11.] The apparatus of claim 1, wherein the network device is a network router 
that includes a plurality of network interfaces, and wherein the processor is 
dedicated to controlling one or more functions of the network router. 

[12pre] A method, comprising: 

[12.a] receiving, by a bus controller of a management device, an encrypted form 
of management requests via a first bus of a network device having a network 
interface,  

[12.b] wherein the network device received the encrypted form of the 
management requests and data requests via the network interface,  

[12.c] wherein the management requests are from a remote administrator; 

[12.d] conveying the encrypted form of management requests from the bus 
controller to a processor of management device via a second bus of the 
management device,  
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CLAIMS 

[12.e] wherein the network device includes a processor configured to facilitate 
operation of the network device, and  

[12.f] wherein the processor of the management device is distinct from the 
processor included in the network device; 

[12.g] decrypting, by the processor, the encrypted form of the management 
requests; and 

[12.h] controlling, by the processor, one or more functions of the network device 
according to the management requests. 

[13] The method of claim 12, wherein the one or more functions are associated 
with a domain name service protocol. 

[14] The method of claim 12, wherein the one or more functions are associated 
with a network time protocol. 

[15] The method of claim 12, wherein the one or more functions are associated 
with a network management protocol. 

[16pre] The method of claim 12, further comprising: 

[16.a] establishing, by the management device, a virtual private network 
connection with an access control server configured to authenticate the remote 
administrator. 

[17] The method of claim 12, further comprising: receiving, by the management 
device, additional management requests from the remote administrator via a 
network interface of the management device, and wherein the additional 
management requests are not received via the first bus of the network device. 

[18] The method of claim 17, wherein the network interface of the management 
device is a telephone-line interface. 

[19pre] The method of claim 12, further comprising: 

[19.a] receiving, by the management device, power via a first power circuit 
separate from a second power circuit of the network device; and 

[19.b] cycling, by the management device, power from the second power circuit 
to reset the network device. 

[20] The method of claim 12, wherein the management device is a card including 
the processor and the bus controller, wherein the card is configured to be inserted 
into the network device via a card interface. 
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[21] The method of claim 12, wherein the network device is a network router 
that includes a plurality of network interfaces, and wherein the processor is 
dedicated to controlling one or more functions of the network router. 
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I. INTRODUCTION 

1. I have been retained by counsel for Lenovo (United States) Inc. 

(“LUS”) as an expert witness in the above-captioned proceeding.  I have been 

asked to provide my opinion about the patentability of claims of U.S. Patent Nos. 

8,474,016 (“the ’016 patent”), and claims of U.S. Patent No. 8,325,140 (“the ’140 

patent”) (collectively, “the IV patents” or “asserted IV patents”). 

2. I have been retained at my normal rate of $550 per hour. No part of 

my compensation is dependent on the outcome of this proceeding or the specifics 

of my testimony. 

A. Background and Qualification 

3.  A detailed record of my professional qualifications, including a list of 

publications, awards, and professional activities are set forth in my current 

Curriculum Vitae, a copy of which is attached as Appendix A.  This Curriculum 

Vitae lists may of the publications that I have authored or co-authored. 

4. I received a Dr. Scient. in Informatics in 1986 from the University of 

Oslo, Norway and a thesis-based Cand. Scient. (Master of Science equivalent) with 

minor in mathematics and statistics in 1982 from the University of Oslo, Norway.  

My doctoral thesis was “On Hierarchical Abstraction and Partial Correctness of 

Concurrent Structures.” 
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5. My professional background is in the design of computer programs 

and software development spanning a career of over 30 years in the field. Relevant 

expertise includes cybersecurity and the design and operation of embedded, server 

and networked systems, with handheld systems such as mobile devices and phones, 

and with user interfaces and secure architecture and protocol design for such 

systems. 

6. I was on the faculty in the department of Informatics at the University 

of Bergen in Bergen, Norway, from 1987 to 1998, first as “førsteamanuensis” 

(Associate Professor equivalent) and then awarded the rank of full Professor in 

1990.  I served as Department Chair of Informatics between 1993 and 1995.  I was 

also a visiting and consulting Professor at Stanford University from 1989 to 1998 

in its Electrical Engineering Department.  In 1997, I also served as the Director of 

the Computer Science Program at the College of Notre Dame. 

7. I was on the faculty in the Department of Computer Science at 

California Polytechnic State University in San Luis Obispo, California, from 1997 

to 2002—first as an Associate Professor, then as Associate Chair in 1999, and 

lastly as Professor and Chair of the Computer Science Department from 2000 to 

2002. 

8. I was also on the faculty in the departments of Computer Engineering 

and Computer Science at San Jose State University in San Jose, California, from 
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2002 to 2022 as a tenured Professor.  I served as Chair of the Computer 

Engineering Department from 2002 to 2013, and as Director of the Cybersecurity + 

Big Data Initiative at San Jose State University from 2013 to 2014. 

9. I was also the Founding Director of the Silicon Valley Big Data and 

Cybersecurity Center at San Jose State University from 2014 to 2016. I was in 

charge of the development of the Cloud Computing and Virtualization and the 

Enterprise Software Technologies specializations within the MS Software 

Engineering degree program. The specializations were introduced in 2011 and built 

on our deep background in enterprise systems development coupled with a close 

engagement with the software engineering communities of Silicon Valley.  Besides 

the consultative processes of industry engagement in the development, the 

specializations benefited from the employment of cloud computing and 

virtualization practitioners as lecturers for core courses.  Recognizing the 

importance of the subject matter to future software engineers, we also included it 

as part of the undergraduate BS Software Engineering degree. 

10. Over the course of my career, I have worked with remote-accessed 

computer systems for some three decades, starting with the very early systems 

(such as based on the X Window Systems in the late 1980s). 

11. I have served as Co-Director of the National Science Foundation 

(NSF) Center for Research in Ubiquitous Secure Technologies at the University of 
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California-Berkeley in Berkeley, California from 2005 to 2016. I also have served 

as a member of the California Task Force on Cyber Security from 2014 to 2016. 

12. I also have extensive consulting experience in the design of computer 

programs and software development.  My consulting experience has involved 

middleware systems analysis, systems risk evaluation, mobile device technologies, 

networked military command-and-control systems, satellite and land-based 

information and communication systems, secure systems and networks design, 

network security and supporting protocols, networked media systems and user 

interface designs among others. A recurring theme in my work has been the design 

of reliable and secure systems in a networked enterprise context. 

13. I have received several honors and awards over the course of my 

career, including the Fulbright-Hayes Fellowship, the Carl-Erik Fröberg Award, a 

Certificate of Recognition from the California State Assembly, and a Certificate of 

Special Recognition from the U.S. House of Representatives. 

14. I have served on many professional committees and organizations.  

For example, I am a member of the Fulbright Association, and a Senior Member of 

the Institute of Electrical and Electronics Engineers (IEEE) and of the Association 

for Computing Machinery (ACM).  I also serve as Vice Chair of Operations of the 

international Engineering Accreditation Commission of ABET, Inc. The 

Engineering Accreditation Commission of ABET defines the global standards for 
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engineering education and determines whether programs are up to those standards 

or not. 

15. I have authored or co-authored more than 50 publications including 

technical paper, textbooks, textbook chapter, and article, and have deliver 

numerous presentations including keynotes at several international conferences and 

workshops.  These publications of topics including, but not limited to: cyber 

security, network security and protocols, privacy, architecture of programming 

languages, software design prototyping and engineering, distributed system design 

and architecture, concurrent processing, and user interfaces. 

16. Examples of publications I have authored or co-authored on the topic 

of security are:  

 Sigurd Meldal, Kristen Gates, Russell Smith, and Xiao Su. “Security, 
Safety and Privacy – Pervasive Themes for Engineering Education.” In 
Proceedings of the International Conference on Engineering Education 
(ICEE), March 2008. 

 Daniel Manson, Sigurd Meldal, Carol Sledge, Stephen M. Maurer, John 
C. Mitchell, Erich Spengler, Janos Sztipanovits, and Javier Torner. 
“Learning Modules for Security, Privacy and Information Assurance in 
Undergraduate Engineering Education.” In Proceedings of the 36th 
Annual Frontiers in Education Conference (FIE), October 2006. 

 Sigurd Meldal and David C. Luckham. “NSA’s MISSI Reference 
Architecture – From Prose to Precise Specification.” In Requirements 
Targeting Software and Systems Engineering, Lecture Notes in Computer 
Science (LNCS) 1526, pp. 293–329. Springer-Verlag, 1998. 
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 Peter C. Ölveczky  and Sigurd Meldal. “Specification and Prototyping of 
Network Protocols in Rewriting Logic.” In Proceedings of Norsk 
Informatikkonferanse (NIK ‘98), November 1998. 

17. I have authored numerous publications in system architecture and 

design.  Relevant examples of such publications include:   

 David C. Luckham, James Vera, and Sigurd Meldal. “Key Concepts in 
Architecture Definition Languages.” In Foundations of Component 
Based Systems, pp. 23–46. Cambridge University Press, 2000. 

 Sigurd Meldal and A. I. Vermesan. “Verification Oriented Development 
of Knowledge Based Systems.” In New Review of Applied Expert 
Systems, vol. 2, pp. 91–104. 1996. 

 Sigurd Meldal. “Reference Architectures and Conformance.” In 
Proceedings of the International Workshop on Requirements Targeting 
Software and Systems Engineering (RTSE), April 1998. 

 Sigurd Meldal. “Supporting Architecture Mappings in Concurrent 
Systems Design.” In Proceedings of the 1990 Australian Software 
Engineering Conference (ASWEC ‘90), May 1990. 

18. I have also authored several publications in software design and 

implementation.  Relevant examples of such publications include:   

 Sigurd Meldal, Gene L. Fisher, Daniel J. Stearns, and Peter C. Ölveczky. 
“Software Prototyping.” In Wiley Encyclopedia of Electrical and 
Electronics Engineering. Wiley Online Library, 1999. 

 John Mitchell, Sigurd Meldal, and Neel Madhav. “An Extension of 
Standard ML Modules with Subtyping and Inheritance.” In Information 
and Control, vol. 71, pp. 95–130. 1991. 

 Daniel J. Stearns, C. S. Turner, and Sigurd Meldal. “Ten Pounds in a 
Five-Pound Sack: Providing Software Engineering Students with 
Management Experience.” In Proceedings of the International 
Conference on Engineering Education (ICEE), August 2001. 
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 Neel Madhav and Sigurd Meldal. “An Object-Oriented Approach to 
Formal Specification of Reactive Systems.” In Proceedings of the 11th 
International Conference on Distributed Computing Systems (ICDCS),
May 1991. 

B. Information Considered 

19. My opinions are based on my years of education, research, and 

experience, as well as my study of relevant materials.  In forming my opinions, I 

have considered the material identified in this declaration and in the Petition. 

20. I may rely upon these materials and/or additional materials to respond 

to arguments raised by Intellectual Ventures (“IV”).  I may also consider additional 

documents and information in forming any necessary opinions, including 

documents that may not yet have been provided to me. 

21. My analysis of the materials is ongoing and I will continue to review 

any new material as it is provided.  

22. This declaration represents only those opinions I have formed to date. 

I reserve the right to revise, supplement, or amend my opinions stated herein based 

on new information and on mu continuing analysis of the materials provided. 

II. LEGAL STANDARDS 

A. Legal Standards for Prior Art 

23. I understand that a patent or other publication must first qualify as 

prior art before it can be used to invalidate a patent claim. 
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24. I understand that a U.S. or foreign patent qualifies as prior art to an 

asserted patent if the date of issuance of the patent is prior to the invention of the 

asserted patent. 

25.  I further understand that a printed publication, such as an article 

published in a magazine or trade publication, qualifies as prior art to an asserted 

patent if the date of publication is prior to the invention of the asserted patent. 

26. I understand that a U.S. or foreign patent also qualifies as prior art to 

an asserted patent if the date of issuance of the patent is more than one year before 

the filing date of the asserted patent.  

27. I further understand that a printed publication, such as an article 

published in a magazine or trade publication, constitutes prior art to an asserted 

patent if the publication occurs more than one year before the filing date of the 

asserted patent. 

28. I also understand that a U.S. patent qualifies as prior art to the asserted 

patent if the application for that patent was filed in the United Stated before the 

invention of the asserted patent. 

B. Legal Standards for Obviousness 

29. I understand that a patent claim is unpatentable if the differences 

between the claimed subject matter and the prior art are such that the subject 
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matter as a whole would have been obvious at the time the invention was made to a 

person of ordinary skill in the pertinent art. 

30. I understand that a person of ordinary skill in the art provides a 

reference point from which the prior art and claimed invention should be viewed. 

This reference point prevents one from using his or her own insight or hindsight in 

deciding whether a claim is obvious. 

31. I also understand that an obviousness determination includes the 

consideration of various factors such as (1) the scope and content of the prior art, 

(2) the differences between the prior art and the asserted claims, (3) the level of 

ordinary skill in the pertinent art, and (4) the existence of secondary considerations 

such as commercial success, long-felt but unresolved needs, failure of others, etc. 

32. I understand that an obviousness evaluation can be based on a 

combination of multiple prior art references.  

33. I also understand that the prior art references themselves may provide 

a suggestion, motivation, or reason to combine, but other times the nexus linking 

two or more prior art references is simple common sense.  

34. I further understand that obviousness analysis recognizes that market 

demand, rather than scientific literature, often drives innovation, and that a 

motivation to combine references may be supplied by the direction of the 

marketplace. 
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35. I understand that if a technique has been used to improve one device, 

and a person of ordinary skill in the art would recognize that it would improve 

similar devices in the same way, using the technique is obvious unless its actual 

application is beyond his or her skill. 

36. I also understand that practical and common sense considerations 

should guide a proper obviousness analysis, because familiar items may have 

obvious uses beyond their primary purposes. I further understand that a person of 

ordinary skill in the art looking to overcome a problem will often be able to fit 

together the teachings of multiple publications. I understand that obviousness 

analysis therefore takes into account the inferences and creative steps that a person 

of ordinary skill in the art would employ under the circumstances. 

37. I understand that a particular combination may be proven obvious 

merely by showing that it was obvious to try the combination. For example, when 

there is a design need or market pressure to solve a problem and there are a finite 

number of identified, predictable solutions, a person of ordinary skill has good 

reason to pursue the known options within his or her technical grasp because the 

result is likely the product not of innovation but of ordinary skill and common 

sense. 

38. The combination of familiar elements according to known methods is 

likely to be obvious when it does no more than yield predictable results. When a 
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work is available in one field of endeavor, design incentives and other market 

forces can prompt variations of it, either in the same field or a different one. If a 

person of ordinary skill can implement a predictable variation, the patent claim is 

likely obvious. 

39. It is further my understanding that a proper obviousness analysis 

focuses on what was known or obvious to a person of ordinary skill in the art, not 

just the patentee. Accordingly, I understand that any need or problem known in the 

field of endeavor at the time of invention and addressed by the patent can provide a 

reason for combining the elements in the manner claimed. 

40. I understand that a proposed obviousness combination does not need 

to be the preferred, or most desirable, combination available, in order to render a 

claim obvious. Instead, there must be something that suggests the desirability of 

the propose combination, not necessarily something that suggests that the proposed 

combination is the most desirable combination available. 

41. Similarly, I understand that for purposes of obviousness, when a 

motivating benefit comes at the expense of another benefit, that does not nullify 

the proposed obviousness combination or modification. Likewise, a proposed 

obviousness combination does not fail merely because it may be inferior to other 

systems used for the same use. 
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42. I also understand that a determination of obviousness based on 

teachings from multiple references does not require an actual, physical substitution 

of elements between the multiple references. Likewise, the test for obviousness is 

not whether the features of a secondary reference may be bodily incorporated into 

the structure of the primary reference. Instead, the test is whether a claim is 

rendered obvious by the teachings of the prior art as a whole. 

43. I understand that a claim can be obvious in light of a single reference, 

without the need to combine references, if the elements of the claim that are not 

found explicitly or inherently in the reference can be supplied by the common 

sense of one of skill in the art. 

44. I understand that secondary indicia of non-obviousness may include: 

(1) a long felt but unmet need in the prior art that was satisfied by the invention of 

the patent; (2) commercial success of processes covered by the patent; (3) 

unexpected results achieved by the invention; (4) praise of the invention by others 

skilled in the art; (5) taking of licenses under the patent by others; (6) deliberate 

copying of the invention; (7) failure of others to find a solution to the long felt 

need; and (8) skepticism by experts. 

45. I also understand that there must be a relationship between any such 

secondary considerations and the invention. I further understand that 
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contemporaneous and independent invention by others is a secondary consideration 

supporting an obviousness determination. 

46. In sum, my understanding is that prior art teachings are properly 

combined where a person of ordinary skill in the art having the understanding and 

knowledge reflected in the prior art and motivated by the general problem facing 

the inventor, would have been led to make the combination of elements recited in 

the claims. Under this analysis, the prior art references themselves, or any need or 

problem known in the field of endeavor at the time of the invention, can provide a 

reason for combining the elements of multiple prior art references in the claimed 

manner. 

47. I understand that obviousness in an inter partes review must be shown 

by a preponderance of the evidence. 

III. OVERVIEW OF THE ‘016 PATENT  

A. Summary of the ‘016 Patent 

48. The 016 patent relates to remote management of network devices in a 

secure manner.  EX1001, 1:25-31.  This remote management is accomplished by a 

“remote management access controller,” which is referred to as a “SMACC” 

(“Secure Management Access Control for Computer Chipset”) in some 

embodiments.  EX1001, 5:46-67.  The SMACC manages the network device in 

accordance with management requests received from a remote administrator.  Id.   
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49. The ‘016 patent discloses that the remote administrator can 

communicate with the SMACC in band using the same network as the user data for 

the managed device, or out-of-band using a means other than the network used by 

users of the managed device.  EX1001, 1:53-60; 5:67-6:31.  Although the 

independent claims do not expressly recite in-band or out-of-band communication 

of management requests, they do recite a “network interface” configured to receive 

both data requests and management requests, which is an in-band communication 

of management requests.  EX1001, 22:25-45 and 23:23-13:2. 

50. In some embodiments of the ‘016 patent, the in-band management 

requests are received by the SMACC via a VPN (virtual private network) to 

logically separate them from the user data.  Id. 

B. The ‘016 Patent Prosecution History 

51. Prior to the start of substantive examination, the Applicant amended 

the claims to recite a single “system bus” and a “bus controller” connected to that 

system bus.  EX1004, 277 (2/30/11 Response at 2).   The examiner rejected those 

claims over prior art referred to as Schelling.  EX1004, 289 (3/13/12 Rejection at 

3).   

52. In response, the Applicant amended the claims to recite two distinct 

buses, a first bus and a second bus, and require that the “bus controller . . . convey 
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the encrypted form of the management requests to the processor” from one bus to 

the other.  EX1004, 334 (4/30/12 Response at 2).   

53. The Applicant then argued that Schelling’s bus controller 118 did not 

satisfy this limitation because that bus controller did not convey the encrypted 

management requests from one bus another.  EX1004, 341 (4/30/12 Response at 

9).  Support for this two bus and controller arrangement was identified by the 

Applicant as Figs. 28 and 29 of the 016 Patent: 

EX1004, 393 (10/19/12 Response at 8).  The two buses were recited as the 

first bus and the second bus in the allowed version of the claims.  EX1004, 

388 (10/19/12 Response at 3). 
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54. The independent claims were allowed after PO further amended them 

to require a processor of the network device distinct from the SMACC processor.  

EX1004, 428 (1/23/13 Response at 2) and 441 (2/25/13 Notice of Allowance at 2).   

C. Priority Date of the 016 Patent 

55. I have been instructed by counsel for Petitioner that the 016 patent is 

not entitled to any priority date earlier than October 21, 2003, and I have applied 

that instruction in my analysis when forming my opinions.  

D. Person of Ordinary Skill in the Art 

56. A person of ordinary skill in the art (“POSITA”) at the time of the 

alleged invention of the 016 patent would have had a Bachelors’ degree in 

electrical or computer engineering or a comparable field of study, plus 

approximately two to three years of professional experience in the field of 

computer and/or network design and security or other relevant industry experience.  

Additional graduate education could substitute for professional experience, and 

significant experience in the field could substitute for formal education.   

57. In this regard, all of the technologies, techniques, methods, and 

components disclosed in Neufeld, Frantz, Huckins, Martenson, and all other 

refences described below, would have been within the knowledge of such a person 

of ordinary skill in the art. 
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E. Claim Construction Under 37 C.F.R. § 42.104(b)(3) 

58. I understand from counsel for LUS that claims in this IPR should be 

construed in accordance with their "ordinary and customary meaning" as 

understood by one of ordinary skill in the art at the time of the invention. 

59. In this declaration, I apply the claim language's ordinary and 

customary meaning, unless indicated otherwise.  Except as indicated below, I do 

not believe that any express construction is necessary for the issues on which I 

opine in this declaration. 

1. “the processor” (as used in the term “controlling, by the 
processor, one or more functions of the network device 
according to the management re-quests”) (claim 12) 

60. For the purposes of this IPR, I have been asked to address 

unpatentability of this term as meaning “a processor of the management device” as 

recited in claim 12 as well as “a processor configured to facilitate operation of the 

network device” as recited in claim 12.  I have complied with that request.  I have 

been informed that, because I addressed unpatentability under both constructions, 

it is not necessary to address indefiniteness for the purposes of this IPR.  However, 

I reserve the right to form and offer an opinion as to whether this term is indefinite 

if asked to do so in another proceeding, including but not limited to a district court 

proceeding involving the 016 patent. 
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IV. PRIOR ART REFERENCES 

61. The prior art references in the challenges for which I have offered an 

opinion, and the basis on which those references qualify as prior art, are as follows: 

B. Patents  

62. I have been informed that the patents listed below qualify as prior art 

under the statutory bases shown in the corresponding row of the table. 

Exhibit No. Name Filing Date Issue Date Statutory Basis 

1006 Frantz 1/4/2002 12/4/2003 102(e) 

1011 Martenson 5/30/1996 4/17/2001 102(b), 102(e) 

1012 MacWilliams 4/12/1995 7/22/1997 102(b), 102(e) 

1015 Rossman 2/12/2002 8/21/2007 102(e) 

1017 Hrastar 6/3/2002 6/3/2008 102(e) 

C. Patent Publications 

63. I have been informed that the patent publications listed below qualify 

as prior art under the statutory bases shown in the corresponding row of the table. 

Exhibit No. Name Filing Date Publication Date Statutory Basis 

1005 Neufeld 5/31/2002 12/4/2003 102(e) 

1007 Huckins 5/19/2001 5/22/03 102(a), 102(e) 

1016 Syvanne 11/19/2001 5/22/2003 102(a), 102(e) 

D. Non-Patent Publications 

64. Each of the following documents bears an indicia of publication 

and/or is supported by additional evidence of publication. 
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65. EX1008 (PCI Bridge Spec) is prior art under §102(b) because it was 

published on 12/18/98 as evidenced by EX1027 at 1. 

66. EX1009 (PCF8584) is prior art under §102(b) because it was 

published on October 27, 1997 as evidenced by EX1009 itself at 40 (“Date of 

release: 1997 Oct 21”; FRE §803(16)) and by its citation in EX1028, 46:9-12. 

67. EX1013 (RFC1492) is prior art under §102(b) because it was 

published in July 1993 as evidenced by EX1013 at 1 (“Distribution of this memo is 

unlimited”; FRE §803(16)), by its citation in EX1029, 9:36-38), by its IETF 

“bibtex” listing (EX1035, 1).  The citation to RFC1492 in WO99/57846 at 25 is 

further evidence that this document was published at least by the publication date 

of that document on November 11, 1999.  

68. EX1014 (RFC2865) is prior art under §102(b) because it was 

published In June 2000 as evidenced by EX1014 at 1 (“Distribution of this memo 

is unlimited”;),by its citation in EX1030, 12:13-15), and by its IETF “bibtex” 

listing (EX1034, 1).  I am also personally aware that RFC documents such as this 

are published and available to those of skill in the art as of the dates listed in the 

IETF bibtex listing. 

69. EX1018 (RFC1157) is prior art under §102(b) because it was 

published in May 1990 as evidenced by EX1018 at 12 (“Distribution of this memo 

is unlimited”; FRE §803(16)), by its citation in EX1031, 2:10-11), and by its IETF 
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“bibtex” listing (EX1033, 1).  The citations to RFC1157 in U.S. Patent No. 

6,067,585 at 27:7-14 and Table 4 is further evidence that RFC1157 was published 

at least by the issue date of that patent on May 23, 2000. 

70. EX1020 (IPMI) is prior art under §102(b) because it was published on 

2/2/2002 as evidenced by EX1020, 1; and by its citation in IPMIv2.0.  EX1023, 6. 

71. EX1021 (RFC3414) is prior art under §102(a) because it was 

published in December 2002 as evidenced by EX1021, 1 (listing December 2002 

and stating “Distribution of this memo is unlimited”) and by its IETF “bibtex” 

listing (EX1032, 1).  I am also personally aware that RFC documents such as this 

are published and available to those of skill in the art as of the dates listed in the 

IETF bibtex listing. 

72. EX1023 (IPMIv2.0) is prior art under §102(a) because it was 

published on 9/15/03.  EX1023, 1; EX1039, 5 and 23.  

73. EX1037 (DSP0114) is prior art under §102(b) because it was 

published on 6/20/2001 as evidenced by EX1037, 1 (listing June 20, 2001 and 

stating that “DTMF specifications and documents may be reproduced for uses 

consistent with this purpose by members and non-members, if attribution is 

given”), and by its citation in EX1038, 8:17-19. 
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V. GROUND 1: NEUFELD RENDERS OBVIOUS CLAIMS 1-3, 6, 9, 12 
AND 17 

74. Neufeld is entitled “Method and Apparatus for Configuring Security 

Options in a Computer System.’  EX1005, 1.  Neufeld’s background section 

discusses several known concepts associated with remote management of network 

devices, including in-band communication, which Neufeld describes as 

communicating with a managed server over “a standard network connection such 

as the managed server’s normal Ethernet connection,” and out of-band 

communication over some other interface such as modem, a serial port or an 

Ethernet interface.  EX1005, ¶¶[0011]-[0012].  

75. Neufeld also discusses on-line communications in which the managed 

server’s operating system is up and running and off-line communications in which 

it is not.  EX1005, ¶[0014].  Neufeld explains that it is advantageous for remote 

server management to enable all of these communication modes.  EX1005, 

¶[0015].  Neufeld further discloses that security is important when communicating 

with a server for remote management, particularly when doing so over the Internet 

or a VPN.  EX1005, ¶¶[0017]-[0023].   

76. Neufeld discloses a remote management embodiment in which a 

managed server 2 (including a CPU 3 and a monitor 4) is remotely managed by a 

network administrator on a remote management PC 5 that communicates in-band 
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with server 3 via the server’s standard Network N as well as out-of-band via a 

Management Network M as shown below in Neufeld’s Fig. 1: 

77. The remote management PC 5 manages the server 2 by 

communicating with a remote management controller 116 connected to the PCI 

bus 16 of the CPU 3 as shown in Fig. 2: 
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78. The remote management controller 116 includes a processor, IOP 

156, which is connected to a local bridge 166 that in turn is connected to an ATB 

(address translation and bridging unit) 170 that connects the remote management 

controller to the PCI bus 172 of the managed server’s CPU 3 as shown in 

highlighted Fig. 3 below.  The server’s Network Interface Controller (“NIC”) 110 

is also connected to the PCI bus 1721 as shown above. 
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79. Also connected to the local bus 166 are a slave instrumentation panel 

which allows the IOP 156 to control functions of the managed server 2 (e.g., 

rebooting it), and interfaces that provide for out-of-band communication such as 

the UART 174 and the Ethernet Interface 180. 

A. Claim 1 

1. [1.pre] 1. An apparatus, comprising: 

80. To the extent the preamble is limiting, Neufeld discloses an apparatus. 

See, e.g., Neufeld’s title: “Method and Apparatus for Configuring Security 

Options in a Computer System.” EX1001, 1.  Neufeld’s remote management 

controller 116, shown in Fig. 2 below, is the claimed “apparatus.”  EX1005, 

¶[0043]. 
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2. [1.a] a processor configured to control one or more 
functions of a network device having a network interface, 

81. Neufeld discloses this limitation.  Neufeld’s IOP 156 is the claimed 

“processor,” Neufeld’s managed server 2 is the claimed “network device,” and the 

NIC 110 is a “network interface” of the managed server 2.  Neufeld discloses that 

the remote management controller 116 “includes an Input/Output processor (‘IOP’) 

156, which provides general control and functions as a management processor for 

the remote server management controller 116.”  EX1005, ¶[0054];  see also

EX1005, Figures. 2 and 3 (highlighting added): 
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82. The IOP 156 controls functions of Neufeld’s managed server 2, such 

as rebooting, modifying BIOS and/or communicating with server operating system 

features such as the Emergency Management Services facility of the Windows XP, 

via the slave instrumentation module 152.  Neufeld, ¶¶ [0066]-[0074].   

83. The CPU 3 of Neufeld’s managed server 2 has a network interface in 

the form of a NIC (network interface controller) 110 that interfaces to Network N 

as shown in Fig. 2 above.  EX1005, ¶[0045]. 

3. [1.b] wherein the network device is configured to receive 
data requests and an encrypted form of management 
requests via the network interface, 

84. Neufeld discloses and renders obvious this limitation.  Neufeld’s 

managed server 2 is configured to receive both data requests and in-band 

Lenovo
Ex. 1003 - Page 40



27 

management requests over a Network N from a remote management PC 5 (a 

“remote administrator”) as shown in Figure 1:  

EX1005, Fig. 1; see also ¶[0011] (referring to in-band, on-line communications).   

85. Neufeld defines “in-band” communications as communications with 

the server “over a standard network connection, such as the managed server’s 

normal Ethernet connection.”  EX1005, ¶[0011].  A POSITA would have 

understood the “server’s normal Ethernet connection” to be the Ethernet 

connection over which normal user (non-administrator) data requests are received, 

or at least would have found it to be obvious.   

86. Neufeld further discloses the desirability of providing in-band as well 

as out-of-band communications for monitoring and control of the managed server 
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2.  EX1005, ¶[0015] (explaining that an “important goal” is to increase the number 

of server problems that can be analyzed and repaired remotely, and that it is 

“highly desirable” to provide in-band communications to capture the maximum 

amount of information from, and allow control of, the managed server).   

87. Neufeld also discloses that “[t]he remote management controller 116 

connects . . .  the network N and/or a management network M . . . to provide 

functionality for accessing, interacting, and monitoring the managed server 2 from 

the remote console 5 as will be more fully described below” and (“[t]he remote 

management controller 116 also includes circuitry to route keystrokes to the 

keyboard controller 38 from either the local keyboard 52 or from the remote 

console 5 via the modem or NIC 110 which may be coupled to the network M [sic, 

N].”  EX1005, ¶¶[0043], [0047] (emphases added).  See also EX1005, ¶[0045] and 

Figs. 2-3 (showing connection between Network N and remote management 

controller 116).  

88. Neufeld further discloses and therwise renders obvious the encryption 

of remote management requests sent to the remote management controller 116 via 

Network N.  Neufeld notes that security may be an important issue when remotely 

communicating management requests to the managed server.  EX1005, ¶[0018].  

Consistent with this teaching, Neufeld discloses that “any type of remote access 

would typically utilize encryption techniques” and includes a Table 2 for “Network 
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Administrators” that lists the “security setting” for a “Net-admin 1” user as 

“encryption”.  EX1005, ¶[0085] (emphasis added) and Table 2.   

89. A POSITA would have recognized or at least found it obvious that 

“any type of remote access” includes communication of management requests, and 

that the “Net-admin 1” user, who is a Network Administrator that would send 

management requests, would access the remote management controller 116 for 

communicating such management requests and would do so in encrypted form in 

light of this disclosure.   

90. Neufeld also discloses that a “network administrator,” who a POSITA 

would understand is the person responsible for managing the server 2 using the 

remote management controller 116, accesses it to send management requests from 

home or while traveling using a virtual private network (“VPN”).  EX1005, 

¶[0022].   

91. A POSITA would have understood or at least found obvious that 

accessing the remote management controller 116 while traveling or from home 

required transmitting the management requests via the public Internet through NIC 

110 as no Management Network M would be available to the user when traveling 

or at home.  See EX1005, ¶[0035] (network N can be an “Internet connection”).   

Moreover, a POSITA would have understood and found it obvious that a virtual 

private network would employ encryption because this was extremely well-known 
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in the art and encryption is even in the definition of a VPN according to the 

Microsoft Computer Dictionary.  EX1019, 3.  In any event, Neufeld also discloses 

a user granted privileges for non-critical management functions when using a 

remote VPN connection that is encrypted.  EX1005, ¶[0088] Table 4, User ID 7. 

4. [1.c] wherein the management requests are received from a 
remote administrator; 

92. Neufeld discloses this limitation.  See limitation [1.b] (discussing 

receiving management requests from a “network administrator” at a remote 

management PC 5 of Neufeld’s Figure 1). 

5. [1.d] a first bus; and 

93. Neufeld discloses this limitation.  Neufeld discloses an “internal local 

bus 166” that is part of the remote management controller 116. EX1005 ¶[0056] 

and Fig. 3 (emphasis added). 
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6. [1.e] a bus controller coupled to the processor via the first 
bus; 

94. Neufeld discloses and renders obvious this limitation.  Neufeld 

discloses an address translation and bridging (ATB) unit 170 coupled to IOP 156 

via the local bus 166 as shown in annotated Fig. 3 below.  EX1005, ¶¶ [0056]-

[0057].   

95. The ATB170, which Neufeld discloses resides on the compatibility 

segment of PCI bus 172, which itself is an extension PCI bus 16 of Fig. 2, is a bus 

controller.  EX1005, ¶¶[[0057]-[0058].  Neufeld discloses that the ATB 170 “is 

constructed to allow the remote server management controller 116 to decode bus 

cycles on the PCI bus 172 and to communicate over the PCI bus 172 by initiating 

PCI bus cycles.”  EX1005, ¶[[0057].  ATB 170 therefore includes a bus controller.   
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96. In the event that the Board determines that the ATB 170 does not 

include a bus controller, a POSITA would have found it obvious to include a bus 

controller in ATB 170.  It was known in the art and customary for a bus bridge that 

links a primary bus to a secondary bus to include a bus controller to control the 

secondary bus.   See also Ground 2 below. 

7. [1.f] wherein the bus controller is also coupled to a second 
bus of the network device that is distinct from the first bus 

97. Neufeld discloses or render obvious this limitation.  In addition to 

being coupled to the local bus 166, ATB 170 is coupled to a second distinct bus, 

the PCI bus 172 as shown in Fig. 3 below.  EX1005, ¶[[0057] and Fig. 3 

(highlighting added). 
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8. [1.g] wherein the bus controller is configured to receive the 
encrypted form of the management requests from the 
second bus, 

98. As discussed above, Neufeld discloses and/or renders obvious to a 

POSITA that the remote management controller 116 receives in-band 

communications including management requests from the remote management PC 

5 via the NIC 110.   see also limitation [1.b] and EX1005, ¶[0043] (“remote 

management controller 116 connects to . . . the Network N . . . to provide 

functionality for accessing, interacting, and monitoring the managed server 2 from 

the remote console 5”),  ¶[0047] (“[t]he remote management controller 116 also 

includes circuitry to route keystrokes to the keyboard controller 38 from either the 

local keyboard 52 or from the remote console 5 via the modem or NIC 110 which 

may be coupled to the network M [sic, N]”) and Figs. 2-3 (showing connection 

between Network N and remote management controller 116).   

99. As shown in Fig. 2, the NIC 110 is connected to the PCI bus 16 in the 

server CPU 3.  As discussed above for limitation [1.f], the PCI bus 172 of Fig. 3 is 

an extension of the PCI bus 16 of Fig. 2.  Thus, the ATB 170 receives the 

encrypted management requests from the remote management PC 5 through the 

NIC 110 via the PCI bus 172. 
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9. [1.h] and to convey the encrypted form of the management 
requests to the processor via the first bus; 

100. Neufeld discloses and/or renders this limitation obvious to a POSITA.  

See limitation [1.g] establishing that management requests are received by the 

ATB 170.  Neufeld further discloses that the ATB 170 is connected to IOP 156 via 

the first bus 166.  See limitation [1.e]; see also EX1005, Fig. 3. 

101. Neufeld further discloses that IOP 156 provides general control and 

functions as the management processor for the remote management controller 156, 

and that the IOP 156 dictates the control and monitoring functions performed via 
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the slave instrumentation module 152.  EX1005, ¶¶[0054], [0066].  A POSITA 

therefore would have understood and found it obvious that IOP 156 would be 

configured to receive the encrypted form of the management requests and to 

decrypt and act on them, because IOP 156 is a processor and therefore can be 

programmed to perform these functions, and because the other devices in the 

remote management controller 110 are directed toward specific functions that do 

not include decrypting or acting on remote management requests.    

102. To the extent that Neufeld does not disclose this limitation, it would 

have been obvious to a POSITA to provide for in-band communication of 

management requests from the remote management PC 5 to the IOP 156 of the 

remote management controller 116 in light of Neufeld’s disclosure of the 

desirability of providing for in-band communication to control the managed server 

at ¶[0015] and the need to decrypt management requests in order to act on them. 

10. [1.i] wherein the processor is configured to decrypt the 
encrypted form of the management requests 

103. Neufeld discloses or renders obvious this limitation.  As discussed 

above, Neufeld discloses or renders obvious that remote management requests are 

received at the IOP 156 in encrypted form.  See limitations [1.b], [1.e], and [1.h].  

Neufeld at least implies that the IOP 156 will decrypt the encrypted management 

requests because without decryption the IOP would be unable to act on them.  To 

the extent that Neufeld does not disclose that the IOP 156 decrypts encrypted 
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management messages, configuring it to do so would have been obvious to a 

POSITA for the reasons discussed above for limitation [1.h].   

11. [1.j] wherein the network device includes a processor 
configured to facilitate operation of the network device, and 

104. Neufeld discloses this limitation.  Neufeld’s managed server 2 

includes a CPU with multiple processors 10 that facilitate operation of the 

managed server 2.  EX1005, ¶[0038] and Fig. 2 (highlighting added). 

12. [i.k] wherein the processor of the apparatus is distinct from 
the processor included in the network device. 

105. Neufeld discloses this limitation.  The IOP 156 in the remote 

management controller 116 is distinct from the processors 10 of the managed 

server CPU 3. 
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B. Claim 2.  The apparatus of claim 1, wherein the apparatus is 
configured to provide a command line interface to the remote 
administrator, and wherein the apparatus is configured to receive 
one or more commands to control the one or more functions of the 
network device. 

106. Neufeld renders claim 1 obvious and therefore also renders claim 2 

obvious because Neufeld discloses the limitations of claim 2 and/or renders them 

obvious.  Neufeld incorporates by reference U.S. Pat. App. No. 09/438,253 

(“Emerson,” EX1010).  EX1005, ¶¶ [0028], [0032].  Emerson discloses that a 

“remote console,” which a POSITA would understand to correspond to the remote 

management PC 5, may initiate a telnet session with the managed server and 

exchange “standard telnet formatted commands.”  EX1010 at 16.   

107. A POSITA would have understood, or at least found it obvious, that a 

telnet session utilizes a command line interface.  Implementing a command line 

interface for a remote administration would have been obvious to a POSITA 

because command line interfaces via Telnet or SSH (secure shell) were very well-

known and the use of a command line interface via Telnet or SSH was one of the 

most commonly-used ways to remotely administer devices at the time of the 016 

patent.  Indeed, the ’016 patent admits that both Telnet and SSH are “protocols that 

are typically utilized for management of a device.”  EX1001, 12:28-33.  Emerson 

discloses this connection being established over a modem, which a POSITA would 

understand corresponds to out-of-band communications with the remote 
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management controller 116 via a modem as discussed in Neufeld at ¶¶[0045] and 

[0060].   

108. Neufeld further discloses that the remote management controller 116 

controls one of more functions of the managed server 2 as discussed above in 

connection with limitation [1.a]. 

C. Claim 3. The apparatus of claim 1, wherein the bus controller is a 
peripheral component interconnect (PCI) controller. 

109. Neufeld renders claim 1 obvious and therefore also renders claim 3 

obvious because Neufeld renders the limitations of claim 3 obvious.  Neufeld 

discloses that bus 172/16 to which local bus 166 is connected is a PCI bus.  

EX1005, ¶¶[0039], [0057].  Neufeld discloses that the purpose of the local bus 166 

is to allow communication between the logical components of the embedded I/O 

controller 150 and the remote management controller 116, and does not specify 

how to implement the local bus 166 but instead characterizes the implementation 

as a design choice that is not crucial to Neufeld’s invention.  EX11005, ¶[0056].   

110. It would have been obvious to a POSITA in light of the above to 

implement Neufeld’s internal local bus 166 as a PCI bus like the PCI bus 172/16,, 

and to configure Neufeld’s ATB 170 as a PCI-PCI bus controller/bridge.   

111. A POSITA would have been motivated to implement Neufeld’s local 

bus 166 as a PCI bus because Neufeld’s Fig. 3 discloses multiple peripheral I/O 

devices (e.g., UARTs 174, Ethernet interface 180, USB interface 184) connected to 

Lenovo
Ex. 1003 - Page 52



39 

the local bus 166, and a POSITA would have recognized that many existing I/O 

devices at the time were configured for connection to a PCI bus as shown for 

example in Fig. 2 of Neufeld with the NIC 110 (which a POSITA would have 

recognized as commonly being implemented as an Ethernet NIC) connected to PCI 

bus 16, and therefore selection of a PCI bus implementation for the local bus 166 

would have allowed use of such existing components.   

112. A POSITA would have been motivated to choose a PCI bus 

implementation for local bus 166 as there were a finite number of identified 

predictable choices for implementing a bus at the time, and the PCI bus standard 

was very well-known in the art.   

113. A POSITA would further have recognized that a PCI bus 

implementation would have been sufficient to meet the bandwidth requirements for 

the Neufeld’s local bus 166 and the remote management functions supported by 

that bus.  A POSITA would have had a reasonable expectation of success as 

implementing a PCI bus involved no more than routine skill in the art.  

D. Claim 6. The apparatus of claim 1, wherein the processor is 
configured to establish a first virtual private network connection 
with the remote administrator, and wherein the processor is 
configured to receive the management requests via the first 
established connection. 

114. Neufeld renders claim 1 obvious and therefore also renders claim 6 

obvious because Neufeld discloses or renders obvious the limitations of this claim.  
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See discussion of receiving management requests at the remote management 

controller 116 from the remote management PC 5 over Network N via a VPN in 

Section IV.A and limitations [1.a], [1.b], [1.c] and [1.g].   

115. A POSITA would have understood and found it obvious that 

Neufeld’s IOP 156 would establish a VPN connection with the remote 

management PC 5 to ensure that any security breach of other portions of the 

managed sever 2 does not result in a security breach of remote management 

controller 116 or compromise its ability to react to such security breaches of the 

other portions of the managed server 2. 

E. Claim 9. The apparatus of claim 1, wherein the apparatus is a 
component within the network device. 

116. Neufeld renders claim 1 obvious and therefore also renders claim 9 

obvious because Neufeld discloses the limitations of this claim.  The remote 

management controller 116 is a device within the CPU 3 of the managed server 2.  

EX1005, ¶[0043] (“Further attached to the PCI bus 16 is a remote management 

controller 116.”) and Fig. 2. 

F. Claim 12 

1. [12.pre] A method, comprising: 

117. To the extent that the preamble is a limitation, Neufeld discloses it.  

See, e.g., EX1005 at title (“Method and Apparatus for Configuring Security 

Options in a Computer System”) (emphasis added). 
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2. [12.a] receiving, by a bus controller of a management 
device, an encrypted form of management requests via a 
first bus of a network device having a network interface 

118. Neufeld discloses or renders obvious this limitation. See limitations 

[1.a], [1.b], [1.e] and [1.g] (note: the first bus of claim 12 corresponds to the 

second bus of claim 1). 

3. [12.b] wherein the network device received the encrypted 
form of the management requests and data requests via the 
network interface, 

119. Neufeld discloses this limitation. See limitation [1.b] (note: the first 

bus of claim 12 corresponds to the second bus of claim 1). 

4. [12.c] wherein the management requests are from a remote 
administrator; 

120. Neufeld discloses this limitation. See limitation [1.c]. 

5. [12.d] conveying the encrypted form of management 
requests from the bus controller to a processor of 
management device via a second bus of the management 
device, 

121. Neufeld discloses and renders obvious this limitation. See limitations 

[1.c] and [1.h] (note: the second bus of claim 12 corresponds to the first bus of 

claim 1). 

6. [12.e] wherein the network device includes a processor con-
figured to facilitate operation of the network device, and 

122. Neufeld discloses this limitation. See limitation [1.j]. 
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7. [12.f] wherein the processor of the management device is 
distinct from the processor included in the network device; 

123. Neufeld discloses this limitation. See limitation [1.k]. 

8. [12.g] decrypting, by the processor, the encrypted form of 
the management requests; and 

124. Neufeld discloses or renders obvious this limitation. See limitation 

[1.i]. 

9. [12.h] controlling, by the processor, one or more functions 
of the network device according to the management re-
quests. 

125. To the extent that “the processor” in this limitation refers to “a 

processor of management device” as recited in claim 12, Neufeld discloses it.  See

limitation [1.a] (discussing IOP 156 controlling aspects of CPU 3 of managed 

server 2).   

126. To the extent that “the processor” in this limitation refers to “a 

processor configured to facilitate operation of the network device” as recited in 

claim 12, Neufeld discloses it and renders it obvious.  See limitation [1.j] 

(discussing processor 10 that facilitates operation of the managed server 2) and the 

discussion in Neufeld at ¶[0074] of the remote management controller 116 

communicating with the Emergency Management Services (“EMS”) facility of the 

Windows XP operating system.   

127. A POSITA would have understood and found it obvious that the EMS 

facility of the operating system would be executed by one of the processors 10 in 
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the CPU 3 of the managed server 2 because Neufeld discloses that the operating 

system is separate from the remote management controller 116.  EX1005, ¶[0014]. 

G. Claim 17. The method of claim 12, further comprising: receiving, 
by the management device, additional management requests from 
the remote administrator via a network interface of the 
management device, and wherein the additional management 
requests are not received via the first bus of the network device. 

128. Neufeld renders this claim obvious because Neufeld render obvious 

claim 12 and discloses the limitations of this claim.  As discussed above, Neufeld 

discloses out-of-band communications between the remote management PC 5 and 

the remote management controller 116 of the managed server 2.  E.g., EX1005, 

¶[0014];  see also limitation [1.b].  Examples of out-of-band communications 

include, with reference to Figs. 2 and 3, communications sent to the remote 

management controller 116 over the Management Network M via the Ethernet 

interface 180, standard modems attached to the UART interface 174, and via the 

keyboard 52 and/or mouse 54.  EX1005, ¶¶ [0060]-[0064].  These out-of-band 

communications are all received other than via the PCI bus 16 and/or the PCI bus 

172, which correspond to the first bus of claim 12. 

VI. GROUND 2:  NEUFELD IN COMBINATION WITH FRANTZ AND 
HUCKINS AND/OR PCI BRIDGE SPEC RENDERS OBVIOUS 
CLAIMS 1-3, 6, 9, 12 AND 17 

A. Introduction 

129. To the extent not disclosed or rendered obvious by Neufeld, Neufeld 

in combination with Frantz would have rendered obvious to a POSITA the 
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requirements in claims 1 and 12 for encryption and decryption of in-band 

management requests from the remote management PC 5 to the remote 

management controller 116.   

130. It would have been obvious to a POSITA to encrypt such management 

requests in view of the disclosure in Neufeld at, e.g., ¶[0022] of the need for 

security, particularly when a network administrator uses a remote management PC 

5 from the administrator’s home or while the administrator is traveling, which a 

POSITA would have understood as requiring the administrator to communicate 

with the remote management controller 116 over the public Internet.   

131. A POSITA would have been motivated to do so in order to provide 

for better security.  A POSITA also would have been motivated to do so in light of 

the facts that Neufeld and Frantz have a common assignee, a common inventor, 

and that Neufeld’s Figure 3 is nearly identical to Frantz’s Figure 2.  EX1001, 1, 

and Fig. 3; EX1006, 1 and Fig. 2.   

132. A POSITA would still further have been motivated to do by the 

teaching in Frantz of the desirability of making such in-band communication of 

management requests secure due to the sensitive nature of such management 

information and that a hacker’s chances of gaining access to secure data on the 

managed server 2 would be improved if the hacker had access to such management 

information.  EX1006, 3:19-41 and 10:50-63.   
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133. A POSITA would have had a reasonable expectation of success in so 

doing because encryption was well-known to a POSITA at the time of the 016 

patent and involved no more than routine skill. 

134. To the extent not disclosed or rendered obvious by Neufeld alone or in 

combination with Frantz,, Neufeld and Frantz in combination with PCI Bridge 

Spec would have rendered obvious to a POSITA to include a bus controller in 

Neufeld’s ATB 170.  A POSITA would have recognized that the local bus 166 

could have been implemented as a PCI bus because Neufeld states that the 

implementation of local bus 166 is a design choice that is not critical, and a 

POSITA would have understood that a PCI bus would have been acceptable for the 

relatively (with respect to, e.g., the front side bus for Neufeld’s CPU 3) low 

bandwidth that would be necessary for Neufeld’s remote management controller 

116.  EX1005, ¶[0056].   

135. PCI Bridge Spec discloses including in a PCI-to-PCI bridge device as 

shown in Figure 1-1 below a PCI bus controller for the secondary interface/local 

bus 166.  EX1008, 11 (defining primary and secondary interfaces), 13 and Figure 

1-1 (illustrating bridge as including secondary master interface)(annotations 

added), 109 (disclosing bridge device providing arbiter for secondary bus), and 119 

(discussing secondary bus reset signal and secondary bus parking during reset).  

Bus arbitration is often performed by a bus controller. 
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136. Other bus bridging devices known in the art similarly include bus 

controllers for a secondary bus.  See, e.g., Huckins (disclosing a PCI-to-non-PCI 

bus controller that “can also be referred to as a bridge”) and PCF8584 (disclosing a 

parallel bus-to-I2C bridging device that controls the I2C bus).  EX1007, ¶[0026] 

and Fig. 1; EX1009, 3.  A POSITA would have had a reasonable expectation of 

success in including bus controller functionality in ATB 170 because 

implementing bus controllers in bus bridges was well-known to a POSITA at the 

time of the 016 patent and involved no more than routine skill. 

137. Addressed below are the specific limitations of claims 1 and 12 to 

which Frantz and PCI Bridge Spec are relevant for this Ground 2, which again is 

based on the combination of Neufeld with Frantz and PCI Bridge Spec.  The 
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analysis for all other limitations and claims is the same for Ground 1 above and is 

incorporated here by reference. 

138. The reference numbers used for the limitations of claims 1 and 12 

apply equally to Ground 2 and all further grounds in this petition, and the claim 

language corresponding to those reference numbers will not be repeated below. 

B. Claim 1 

1.  [1.b] wherein the network device is configured to receive 
data requests and an encrypted form of management 
requests via the network interface, 

139. In the Neufeld-Frantz-PCI Bridge Spec combination, Frantz discloses 

the encryption of in-band management requests as covered by this limitation for 

the reasons discussed in the Introduction to Ground 2.   

140. Frantz discloses a remote console applet 606 in a client computer 72 

that corresponds to Neufeld’s remote management PC 5, and a managed server 20 

with a remote server management controller 200 that corresponds to Neufeld’s 

managed server 2 and remote management controller 116.  EX1006, 5:4-40 and 

Figs. 2-3 (highlighting added).  
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141. The remote console applet 606 on the client computer 72 is used to 

communicate control (management) information to the remote management server 

controller 200 on the managed server 20.  EX1006, 9:8-44.  

142. For example, Frantz discloses that management requests may be sent 

in encrypted form using a Secure Sockets Layer protocol by an administrator using 

remote console applet 606 via link 605 to a web browser 604 at a client device 72, 

which communicates over link 608 with remote console server 602 via web 

browser 600 and link 601 as shown in Fig. 3.  EX1006, 9:8-10:39. 

143. A POSITA would have found it obvious to encrypt communications 

Neufeld’s management messages in light of these disclosures for the reasons 

discussed above in the Introduction to Ground 2.  See, e.g., EX1006, 3:19-41 and 

10:50-63. 

2. [1.g] wherein the bus controller is configured to receive the 
encrypted form of the management requests from the 
second bus, 

144. The encryption requirement of this limitation would have been 

obvious to a POSITA over Frantz for the same reasons discussed above in 

connection with limitation [1.b]. 
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3. [1.h] and to convey the encrypted form of the management 
requests to the processor via the first bus; 

145. The encryption requirement of this limitation would have been 

obvious to a POSITA over Frantz for the same reasons discussed above in 

connection with limitation [1.b]. 

146. To the extent not disclosed or rendered obvious by Neufeld alone, the 

requirement for the bus controller to convey management requests from the second 

bus to the processor via the first bus would have been obvious to a POSITA in 

view of PCI Bridge Spec for the reasons discussed above in the Introduction to 

Ground 2.  All of these references disclose devices that act as a combination of 

bridge between two busses and a controller for at least one of those busses.   

4. [1.i] wherein the processor is configured to decrypt the 
encrypted form of the management requests 

147. Neufeld in combination with Frantz renders obvious the decryption of 

in-band management requests as required by this limitation.  Encrypting in-band 

management requests would have been obvious as discussed above in connection 

with limitation [1.b], and decrypting them would have been obvious to a POSITA 

because a POSITA would have understood that encrypted requests must be 

decrypted in order for them to be processed.   

148. Frantz discloses or at least renders obvious that Frantz’s IOP 302 

receives and decrypts encrypted in-band management requests.  For example, 
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Frantz discloses that management requests may be sent in encrypted form using a 

Secure Sockets Layer protocol by an administrator using remote console applet 

606 via link 605 to a web browser 604 at a client device 72, which communicates 

over link 608 with remote console server 602 via web browser 600 and link 601 as 

shown in Fig. 3.  EX1006, 9:8-10:39.   

149. Frantz further discloses that the “web server 600 may be a functional 

block of the firmware stack that is executing on the IOP 302,” and the web “server 

decrypts” data.  EX1006, 8:63-66, 10:17-21.  Thus, a POSITA would have 

understood or at least found obvious that IOP 302 receives and decrypts in-band 

management requests.   

150. For example, Frantz discloses that the remote console server 602 of 

Frantz’s remote management controller 200 employs an encryption/decryption 

algorithm such as RC4 for management request communications with the remote 

Lenovo
Ex. 1003 - Page 65



52 

console applet 606.  EX1006, 11:8-26.  Accordingly, a POSITA would have found 

it obvious to configure Neufeld’s IOP 156 to decrypt encrypted management 

requests from the remote management PC 5. 

C. Claim 12 

151. Neufeld in combination with Frantz and PCI Bridge Spec renders 

obvious the portions of limitations [12.a], [12.b], [12.d] and [12.g] of claim 12 

directed toward encryption and decryption for reasons substantially similar to those 

discussed in Ground 2 for limitations [1.b], [1.g], [1.h], and [1.i].  All other 

limitations of claim 12 are obvious for the reasons discussed in Ground 1. 

VII. GROUND 3:  NEUFELD IN COMBINATION WITH MARTENSON 
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC AND MARTENSON RENDERS OBVIOUS CLAIM 2.  

152. Claim 1 is obvious over Neufeld alone for the reasons discussed 

above for Ground 1, and is obvious over Neufeld in combination with Frantz and 

PCI Bridge Spec for the reasons discussed above for Ground 2.   

153. To the extent that claim 2 is also not obvious over these references as 

applied in Grounds 1 and 2, claim 2 would have been obvious to a POSITA in 

view of the references in either Ground 1 or 2 in combination with Martenson 

(EX1011).   

154. Martenson, which is directed toward a “System for Network Resource 

Management,” discloses performing remote management of a managed network 
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device “via a command line interface initiated over a Telnet session to perform 

management operations [on the managed network device].”  EX1011, title and 

5:42-52.  The use of a command line interface for performing management 

functions and for other uses was well-known to POSITAs at the time of the 016 

patent.   

155. A POSITA would therefore have found it an obvious choice to 

implement Martenson’s command line interface for both in-band and out-of-band 

management requests in Neufeld’s system to facilitate the use of Neufeld’s system 

by network administrators.  A POSITA would have had a reasonable expectation 

of success in doing so as this involved nothing more than routine skill.   

VIII. GROUND 4:  NEUFELD IN COMBINATION WITH 
MACWILLIAMS AND/OR NEUFELD IN COMBINATION WITH 
FRANTZ, PCI BRIDGE SPEC AND MACWILLIAMS RENDERS 
OBVIOUS CLAIM 3.  

156. Claim 1 is obvious over Neufeld alone for the reasons discussed 

above for Ground 1, and is obvious over Neufeld in combination with Frantz and 

Huckins, PCI Bridge Spec and PCF8584 for the reasons discussed above for 

Ground 2.  To the extent that claim 3 is also not obvious over those references as 

applied in Grounds 1 and 2, claim 3 would have been obvious to a POSITA in 

view of the references in either Ground 1 or 2 in combination with MacWilliams 

(EX1012).   
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157. Neufeld teaches that the implementation details of local bus 166 are a 

matter of design choice, and MacWilliams teaches that the PCI bus has adequate 

bandwidth to be used as a main memory bus for low end or entry level systems 

rather than the type of high performance local bus necessary for maximum 

processor-cache-memory performance.  EX1012, 3:23-44.   

158. A POSITA would have recognized that Neufeld’s remote 

management controller 116 is the kind of low-end system that could employ a PCI 

bus implementation for the local bus 166 and would have found it obvious to do so 

and to configure Neufeld’s ATB 170 as a PCI-PCI bus controller/bridge to allow 

the PCI implementation of Neufeld’s local bus 166 to communicate with Neufeld’s 

PCI bus 172.   

159. A POSITA would have been motivated to do so (i) given the 

implementation of bus 172 as a PCI bus, which indicates that a PCI bus had the 

bandwidth necessary to support the video graphics controller 114/frame buffer 

118/display 4 of Figs. 2 and 3; and (2) because Neufeld’s Fig. 3 discloses multiple 

peripheral I/O devices (e.g., UARTs 174, Ethernet interface 180, USB interface 

184) connected to the local bus 166, and a POSITA would have recognized that 

many existing I/O devices at the time were configured for connection to a PCI bus 

as shown for example in Fig. 2 of Neufeld with the NIC 110 (which a POSITA 

would have recognized as commonly being implemented as an Ethernet NIC) 
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connected to PCI bus 16, and therefore selecting a PCI bus implementation for the 

local bus 166 would have allowed use of such existing components.   

160. A POSITA would have had a reasonable expectation of success as 

such an implementation was within the skill level of a POSITA and involve using 

known elements according to their established functions to yield predictable 

results. 

IX. GROUND 5: NEUFELD, ROSSMAN AND RFC1492, OR NEUFELD, 
FRANTZ, PCI BRIDGE SPEC, ROSSMAN AND RFC1492, RENDER 
OBVIOUS CLAIMS 7 AND 16 

A. Claim 7. The apparatus of claim 6, wherein the processor is 
configured to establish a second virtual private network 
connection with an access control server configured to 
authenticate the remote administrator, and wherein the processor 
is configured to receive, via the second established connection, an 
indication of whether the remote administrator is authorized to 
administer the network device. 

B. Claim 16. The method of claim 12, further comprising: 
establishing, by the management device, a virtual private network 
connection with an access control server configured to 
authenticate the remote administrator 

161. Claims 1 and 6 (from which claim 7 depends) and claim 12 (from 

which claim 16 depends) are obvious over the references discussed above in 

Grounds 1 and 2.  Claims 7 and 16 are obvious over those references as applied in 

Grounds 1 or 2 in further combination with Rossmann and RFC1492 (EX1013). 

162. The use of access severs such as RADIUS servers was very well-

known in the art at the time of the ‘016 patent, and a POSITA would have been 
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found it obvious and been motivated to configure Neufeld’s remote management 

controller 116/IOP 156 to establish a connection to such an access server in order 

to use such an access sever in order to simplify management and authentication of 

multiple remote administrator users and access profiles such as disclosed in 

Neufeld at Tables 2-4.  EX1014, 1-8; EX1013, 1-2.   

163. A POSITA would further have found it obvious employ a virtual 

private network (VPN) connection when connecting to such a RADIUS server as 

taught by Rossman (EX1015) at 20:35-37 and would have been motivated to do so 

in order to enhance security.  A POSITA would have had a reasonable expectation 

of success in so doing because access control servers such as RADIUS as well as 

VPNs were well-known in the art, and their implementations were well within the 

skill level of a POSITA and involved no more than ordinary skill. 

X. GROUND 6: NEUFELD IN COMBINATION WITH SYVANNE  
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC, AND SYVANNE RENDER OBVIOUS CLAIM 8 

A. Claim 8. The apparatus of claim 1, wherein the apparatus is 
configured to implement a firewall that restricts traffic received 
from the second bus. 

164. Claim 1 (from which claim 8 depends) is obvious over the references 

cited above in Grounds 1 and 2 for the reasons stated therein.  Claim 8 is obvious 

over those references as applied in either Grounds 1 or 2 in further combination 

with Syvanne.   
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165. Syvanne discloses protecting a computing device by installing a 

“personal firewall,” which is a firewall implemented in software that executes 

locally on the device, “in addition to or instead of a firewall on an internal 

network.”  EX1016, ¶¶[0003], [0010], [0029].  Such locally executing software 

firewalls were well-known to a POSITA and an example of such a firewall is the 

free firewall named IP Filter, but other locally executing software firewalls such as 

ipfw and ipchains were also known in the art.  EX1022 at 1.   

166. Syvanne discloses the use of a personal firewall on a laptop that will 

be exposed to a foreign network such as the Internet.  EX1016, ¶[0003].  A 

POSITA would have understood that Neufeld’s remote management controller 

116, particularly given that it can be reached in-band via the Network N (i.e., the 

public Internet), would similarly be exposed to such a foreign network and 

therefore would have been motivated to implement such a firewall on the IOP 156 

of Neufeld’s remote management controller 116 in view of Syvanne’s teaching.   

167. A POSITA would have had a reasonable expectation of success as 

doing so would have involved only routine skill and such firewalls were well-

known in the art. 
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XI. GROUND 7: NEUFELD IN COMBINATION WITH NTP AAPA 
HRASTAR AND/OR NEUFELD IN COMBINATION WITH 
FRANTZ, PCI BRIDGE SPEC, NTP AAPA AND HRASTAR 
RENDER OBVIOUS CLAIM 14 

A. Claim 14. The method of claim 12, wherein the one or more 
functions are associated with a network time protocol. 

168. Claim 12 (from which claim 14 depends) is obvious over the 

references cited above in Grounds 1 and 2 for the reasons stated therein.  Claim 14 

is obvious over those references as applied to claim 12 in either Grounds 1 or 2 in 

further combination with applicant admitted prior art and Hrastar.   

169. Keeping accurate track of time is important to any management and 

security function in a networked system. The use of the Network Time Protocol 

(NTP) for maintaining accurate and synchronized clocks on network devices on a 

network for those purposes was well-known to a POSITA at the time of the ‘016 

patent and it admits as much in the background section: 

Maintenance and troubleshooting of network element problems can 
often be facilitated by having the element maintain an accurate time 
clock. One way of keeping the clock accurate on an element is to 
allow the network to set the clock utilizing a protocol such as Network 
Time Protocol (NTP). If an attacker were able to alter or interfere with 
NTP, the smooth operation of the network could be interfered with. 

EX1001, 3:30-36 (“NTP AAPA”).  NTP allows one to answer the very basic 

question: Did an event, such as the sending of a message, happen before or after an 

event on another device, and what is the time between two events? NTP is a tool to 

ensure that there is no perception of time jumping forwards and backwards - all 
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devices engaged in a particular process agree on what the time is. The protocol has 

been in ubiquitous use since its introduction in 1985, e.g., in such domains as 

systems management and security of networked devices, instances being the 

detection of “man in the middle” attacks, anomaly detection and event 

reconstruction, the reliable implementation of financial transactions, and for 

reliable backup processes when a system recovery is necessary.   

170. It was also known in the art to allow configuration of network devices 

to enable or disable the use of an NTP server to synchronize the time on the 

network device.  E.g., Hrastar at 18:32-39 and 20:1-8 (describing configuring NTP 

using a command line interface). It would have been obvious to a POSITA in view 

of these disclosures to configure Neufeld’s remote management controller 116 

with the ability to configure (e.g., enable and disable) the use of NTP by Neufeld’s 

managed server, which is a function of the managed server.   

171. A POSITA would have been motivated to do so by Neufeld’s 

disclosure of the desirability of allowing remote management of network device.  

EX1005, ¶[0015].  A POSITA would have had a reasonable expectation of success 

as doing so involved no more than routine skill.   
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XII. GROUND 8: NEUFELD IN COMBINATION WITH RFC1157 
AND/OR NEUFELD IN COMBINATION WITH FRANTZ, PCI 
BRIDGE SPEC AND RFC1157 RENDER OBVIOUS CLAIM 15 

A. Claim 15. The method of claim 12, wherein the one or more 
functions are associated with a network management protocol. 

172. Claim 12 (from which claim 15 depends) is obvious over the 

references cited above in Grounds 1 and 2 for the reasons stated therein.  Claim 15 

is obvious over those references as applied to claim 12  in either Grounds 1 or 2, in 

further combination with RFC1157 and/or RFC3414.   

173. RFC1157 describes the “Simple Network Management Protocol,” or 

“SNMP” (a.k.a. “SNMPv1”).  SNMP is a “simple protocol by which management 

information for a network element may be inspected or altered by logically remote 

users.”  EX1018, 2.  A subsequent version of SNMP, referred to as SNMPv3, was 

updated to include message level security.  EX1021, 1.   

174. It would have been obvious to a POSITA to configure Neufeld’s 

remote management controller 116 to utilize a network management protocol such 

as SNMP or SNMPv3 as described in RFC1157 and RFC3414 for management 

requests sent by Neufeld’s remote management PC 5.  Such management requests 

could include requests such as setting a parameter indicating a time until a reboot 

of the network device as discussed in RFC1157.  EX1018, 7.  A POSITA would 

have been motivated to use SNMP or SNMPv3 as they were well-known protocols.   
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175. A POSITA would have had a reasonable expectation of success as 

doing so involved nothing more that the use of known components according to 

their established functions and involved no more than routine skill.  

XIII. GROUND 9: IPMI IN COMBINATION WITH FRANTZ AND 
HUCKINS RENDERS OBVIOUS CLAIMS 1-3, 9, 12, 15 AND 17  

176. As discussed in more detail below, IPMI discloses a Baseboard 

Management Controller, or BMC, that provides remote “Intelligent Platform 

Management” for a network device. EX1020, 9.  Although IPMI does not disclose 

encryption for in-band management messages received via a LAN at the BMC, it 

would have been obvious to modify IPMI to encrypt these management messages 

as taught by Frantz to improve security for the IPMI system for the same reasons 

discussed above in Ground 2 and explained in further detail below.  IPMI also 

discloses that the BMC receives the in-band management messages sent over the 

LAN via a sideband interface, but does not include implementation details for this 

sideband interface.  A POSITA would therefore look to prior art references such as 

Huckins for such implementation details as explained in further detail below.   

177. IPMI is a specification that “define[s] standardized, abstracted 

interfaces to the platform management subsystem.”  EX1020, 1.  “Platform 

management” refers to “the monitoring and control functions that are built in to the 

platform hardware and primarily used for the purposes of monitoring of health of 
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the system hardware.” Id.  Fig. 1-2 below is a block diagram showing the main 

elements of an IPMI implementation: 

178. The heart of the system is the Baseboard Management Controller, or 

BMC.  The “BMC provides the intelligence behind the intelligent platform 

management” and (i) manages the interface between the system management 

software and the platform management hardware, (ii) provides autonomous 

monitoring, event logging, and recovery control, and (iii) serves as the gateway 

between system management software and the Intelligent Chassis Management 

Bus (“ICMB”) and Intelligent Peripheral Management Bus (“ICPB”).  EX1020, 9.   
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179. IPMI provides multiple different interfaces to the platform 

management system including, as shown above, a modem connected to a serial 

port a remote management card, the ICMB, ICPB (all corresponding to out-of-

band connections), and via the system’s LAN connector (an in-band connection).  

IPMI, 10. Additional prior art I rely on for this ground is discussed below.   

A. Claim 1 

1. [1.pre] An apparatus, comprising: 

180. To the extent the preamble is limiting, IPMI discloses an apparatus as 

shown in Figure 1-2 below. 

2. [1.a] a processor configured to control one or more 
functions of a network device having a network interface, 

181. IPMI discloses this limitation. IPMI’s BMC is the claimed 

“processor,” IPMI’s platform is the claimed “network device,” and the LAN 
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Connector and/or the Network (LAN) Controller is the claimed “network 

interface” as show below in the annotated version of Figure 1-2. 

182. IPMI discloses that the BMC is a microcontroller that provides the 

intelligence behind Intelligent Platform Management.  EX1020, 9.  A 

microcontroller is a type of processor.  IPMI further discloses that the “BMC 

manages the interface between system management software and the platform 

management hardware, provides autonomous monitoring, event logging, and 

recovery control, and serves as the gateway between system management software 

and the IPMB and ICMB.”  EX1020, 9.   

network interface

processor

platform
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183. With respect to controlling platform functions, IPMI discloses that in 

an entry-level system, all management functions can be integrated into the BMC.  

Id.  The BMC can, for example, in response to receipt of an IPMI management 

message, cause a power off or system reset via manipulation of a watchdog timer.  

IPMI, 267 and 274 (chassis control command with value 3h for “hard reset”).  

These management functions are examples of control of platform functions. 

3. [1.b] wherein the network device is configured to receive 
data requests and an encrypted form of management 
requests via the network interface, 

184. IPMI in combination with Frantz renders this limitation obvious.  

IPMI’s platform is configured to receive both data requests from normal users and 

in-band management requests from a remote management system via the LAN 

Connector/Network (LAN) Controller of annotate Fig. 1-2: 
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EX1020, 106.   

185. IPMI discloses that the IPMI LAN interface will usually be 

accomplished using a LAN Controller that can be shared for both BMC and system 

use.  Id.  A POSITA would have recognized or at least have found obvious that the 

LAN Controller involves receiving and transmitting user data messages to the parts 

of the platform other than the BMC that handle typical platform tasks for normal 

users in addition to receiving and transmitting IPMI messages with the BMC.   

186. IPMI discloses that the LAN Controller detects UDP (user data 

protocol) datagrams that include management messages sent to the BMC from a 

remote management system console over an Ethernet LAN connection and 

network interface
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transfers those UDP datagrams to the BMC via a “sideband interface” as shown in 

Figure 12-1 below, which illustrates an embedded LAN Controller 

Implementation.  EX1020, 106.   

187. IPMI discloses that the IPMI management messages sent from the 

remote management system in the UDP datagrams via the LAN interface conform 

to an RMCP (Remote Management Control Protocol).  EX1020, 107.   

188. IPMI further states that the common IPMI messaging protocols do not 

use encrypted packets, but does not state why encrypted packets are not used, and 

does not state not to encrypt packets containing IPMI management messages.  

IPMI thus does not teach away from encryption for such messages.  EX1020, 108 

(noting that “Ping/Pong” packets do not include IPMI management messages, and 

statement that “IPMI messaging does not need to use the secondary port” because 

IPMI messaging protocols and authentication mechanisms do not use encrypted 

packets is not a statement that encryption cannot or should not be used).   
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189. Moreover, IPMI discusses a secure secondary RMCP port (port 298h), 

which suggests to a POSITA sending encrypted IPMI management message 

packets.  EX1020, 108, 119, 232 and 252.  A POSITA would have recognized that 

encrypting the payloads of packets would improve security, particularly in view of 

the teaching in Frantz of the desirability of making such in-band communication of 

management requests secure due to the sensitive nature of such management 

information and that a hacker’s chances of gaining access to secure data on the 

managed server 2 would be improved if the hacker had access to such management 

information, and the use of encryption in order to do so.  EX1006, 3:19-41; 10:50-

63.   

190. Additionally, the “Alert Standard Format” (“ASF”) specification 

DSP0114, which defines the interface between a management console and a 

managed device using RMCP communications, discloses the possibility of 

designing-in security mechanisms within the RMCP packet structure, which a 

POSITA would recognize as including encryption in Section 2.4.  EX1037, 7.   

191. DSP0114 also allows for customization of the data block based on the 

IANA Enterprise Number in the RMCP packet.  EX1037, 19.  A POSITA would 

recognize this as a mechanism that would allow the use of encrypted packet 

payloads with IPMI messages.    
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192. The desirability of using encryption further have been apparent to a 

POSITA in view of the ability to perform highly sensitive operations such as 

setting user passwords using IPMI commands.  EX1020, 227.  Accordingly, a 

POSITA would have found it obvious, and would have been motivated, to encrypt 

the IPMI message portions (the payload of the RCMP packets, not any headers 

encapsulating such messages) of at least some of IPMI UDP datagrams.   

193. A POSITA would have had a reasonable expectation of success in 

doing so as encryption technology was well-known to a POSITA and would have 

involved the application of only routine skill.   

4. [1.c] wherein the management requests are received from a 
remote administrator; 

194. IPMI discloses this limitation as IPMI disclose that IPMI management 

messages are received from an administrator at a remote management system.  See

limitation [1.b] of this Ground 9.  

5. [1.d] a first bus; and 

195. IPMI discloses this limitation.  IPMI discloses a sideband interface 

between the Network (LAN) Controller and the BMC that is implemented over an 

I2C bus.  EX1020, 9, 106, and annotated versions of Figures 1-2 and 12-1:  
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6. [1.e] a bus controller coupled to the processor via the first 
bus; 

196. IPMI in combination with Huckins renders obvious this limitation.  

As discussed above, IPMI discloses in Fig. 12-1 a “Network (LAN) Controller” 

that connects to a PCI bus on the managed platform and that includes a side-band 

first bus

first bus
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interface to an I2C bus or SMBus on which in-band IPMI management messages 

received from a remote management system are sent to the BMC, but does not 

explain how to implement such a network controller with such a side-band 

interface.  In IPMI Figure 12-1 above, the Network (LAN) Controller must 

interface to a PCI bus.  A POSITA would have recognized that one way to 

implement a side-band connection using a Network (LAN) Controller that 

interfaces with a PCI bus is by (1) adding a bridge between the PCI bus to which 

the Network (LAN) Controller interfaces and the side-band bus, which IPMI 

identified in Fig. 12-1 as an I2C bus or an SMBus, and (2) configuring the Network 

(LAN) controller to direct packets addressed to the BMC to the bridge.  A POSITA 

would therefore look to known implementations of a bridge between a PCI bus and 

an I2C bus or an SMBus. 

197. Huckins discloses a “non-PCI bus controller 126” that “can also be 

referred to as a bus bridge.” EX1007, ¶[0026].  This bus controller-bridge can 

connect a non-PCI device 133 connected to a non-PCI bus 132 to a system 100 

over a PCI bus 131 as illustrated in Figure 1 below (highlighting added).  EX1007, 

¶[0026].  Huckins discloses that the non-PCI bus may be “one of many types of 

bus protocols available,” and I2C was a well-known bus type available at the time 

of the 016 patent.  EX1007, ¶[0040]. 
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198. A POSITA would have found it obvious to implement a network 

controller/side-band interface as described in IPMI by combining Ethernet LAN 

controller logic with a PCI-I2C bus controller and bridging device of the type 

described in Huckins as shown in the modified version of Fig. 12-1 below.   
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199. In this modified version of Figure 12-1, the Network (LAN) 

Controller is implemented using known Ethernet Interface logic with additional 

Sideband logic that recognizes UDP datagram packets directed toward the 

management port which carry IPMI management messages.  These packets can be 

differentiated from packets carrying normal user data based on IP addresses and/or 

or UDP port numbers.  Those packets are transmitted over the PCI bus (the 

claimed second bus of limitation [1.f]) to a PCI-I2C bus controller-bridge of the 

type described in Huckins.  EX1007, ¶[0026].  The packets are then transmitted 

from the PCI-I2C bus controller-bridge over the I2C/first bus to the BMC (the 

claimed processor).  EX1007, ¶[0026].  The normal user data packets are 

transmitted from the Ethernet Logic to the system PCI bus for normal processing 

by the managed platform.   
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200. This is a straightforward implementation of a Network (LAN) 

controller with side-band logic as described in IPMI that would have been obvious 

to, and well within the skill level of, a POSITA at the time of the 016 patent.  A 

POSITA would have had a reasonable expectation of success in implementing the 

IPMI Network (LAN) Network (LAN) Controller in this manner.   

7. [1.f] wherein the bus controller is also coupled to a second 
bus of the network device that is distinct from the first bus 

201. IPMI in combination with Huckins renders obvious this limitation.  

As discussed for limitation [1.e] and illustrated in the modified version of Figure 

12-1 above, the PCI-I2C bus controller-bridge in this exemplary implementation is 

also coupled to a second bus, the PCI bus, which is distinct from the I2C/first bus. 

8. [1.g] wherein the bus controller is configured to receive the 
encrypted form of the management requests from the 
second bus, 

202. IPMI in combination with Frantz and Huckins renders obvious this 

limitation.  As discussed above for limitation [1.b] of this Ground 9, IPMI in 

combination with Frantz renders obvious that encrypted IPMI management 

messages would be sent from the Remote Management System over the network to 

the LAN Controller.   

203. Additionally, IPMI in combination with Huckins renders obvious that 

the encrypted IPMI management messages destined for the BMC would be sent 

from the Ethernet Logic and Side-band Logic to the PCI-I2C bus controller-bridge 
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via the PCI/second bus as discussed above in connection with limitation [1.e].  The 

PCI-I2C bus controller-bridge would be configured for receipt of such messages 

over the PCI bus as discussed in EX1007, ¶[0026].  The path of these management 

messages from the remote management system to the BMC is illustrated by the 

blue arrow in the annotated modified version of Fig. 12-1 below. 

9. [1.h] and to convey the encrypted form of the management 
requests to the processor via the first bus; 

204. IPMI combined with Frantz and Huckins renders this limitation 

obvious to a POSITA for the reasons discussed above in connection with 

limitations [1.b] and [1.e] of this Ground 9.  

10. [1.i] wherein the processor is configured to decrypt the 
encrypted form of the management requests 

205. IPMI combined with Frantz and Huckins renders this limitation 

obvious.  As discussed above in connection with limitations [1.b], [1.e] and [1.h] 

Lenovo
Ex. 1003 - Page 89



76 

of this Ground 9, the IPMI-Frantz-Huckins system renders obvious the receipt of 

in-band encrypted IPMI management messages by the BMC.  Frantz discloses, or 

at least renders obvious to a POSITA, to configure the BMC to decrypt these 

encrypted messages because without decryption the BMC would not be able to act 

on them.  See EX1006, 10:27-39 (discussing decrypting encrypted 

communications). 

11. [1.j] wherein the network device includes a processor 
configured to facilitate operation of the network device, and 

206. IPMI discloses this limitation.  IPMI’s managed platform includes at 

least one “main processor” that executes an operating system to facilitate operation 

of the platform.  EX1020, 8 and 9. 

12. [1.k] wherein the processor of the apparatus is distinct from 
the processor included in the network device. 

207. IPMI discloses this limitation.  The main processor is distinct from the 

BMC and the BMC can operate when the main processor becomes unavailable.  

See limitations [1.g], [1.h] and [1.j]. 

B. Claim 2. The apparatus of claim 1, wherein the apparatus is 
configured to provide a command line interface to the remote 
administrator, and wherein the apparatus is configured to receive 
one or more commands to control the one or more functions of the 
network device. 

208. Claim 1 is obvious for the reasons discussed above in this Ground 9.  

Claim 2 is obvious for the same reasons and because IPMI further discloses the 

limitations of claim 2.  IPMI provides a terminal mode in which ASCII text 
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commands may be entered in a command line interface at a dumb terminal.  

EX1020, 148-149.  Examples of ASCII text commands are shown in the excerpt of 

Table 13-13 below.  EX1020, 153.   

209. The modified IPMI system discussed above in this ground 9 therefore 

includes the limitations of claim 2.  In any event, including a command line 

interface in the modified IPMI system would have been obvious to a POSITA 

because such the provision of such interfaces for creating management messages 

well-known to a POSITA. . 
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C. Claim 3. The apparatus of claim 1, wherein the bus controller is a 
peripheral component interconnect (PCI) controller. 

210. Claim 1 is obvious for the reasons discussed above in this Ground 9.  

Claim 3 is obvious for the same reasons and because IPMI combined with Huckins 

renders obvious the limitations of claim 3.  See limitation [1.e] in this Ground 9.  

See also EX1007, ¶[0026] (“The non-PCI bus controller 126 is capable of 

receiving and transmitting signals to and from the system 100 on the PCI bus 

131.”).   

211. A POSITA would recognize the “hardware controller” as being a PCI 

controller (on its PCI bus connection) and a controller for the non-PCI bus (on its 

other, non-PCI bus connection), since the hardware controller presents itself to the 

PCI bus as a PCI controller, thereby allowing non-PCI devices to be accessible on 

a PCI bus as if they were PCI compliant. “A PCI to non-PCI translator 302 is 

included in the hardware controller 301. This translator 302 is to translate data, 

commands, interrupts, and other information between the PCI and non-PCI bus 

protocols.”  EX1007, ¶[0032]; see also Huckins at ¶[0030] (“…the PCI system 

views the hardware controller 201 as a P2P bridge on the PCI bus 212.”).  For 

instance, the hardware controller handles PCI controller functions such as memory 

mapping, including direct memory mapping (DMA), serving as a PCI memory 

controller. EX1007, ¶¶[0029][0033]. Additional evidence is found in Huckins at 

¶[0018] (discussing functionality of device); ¶[0019] (“Similarly, a hardware 
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controller has to translate the upstream non-PCI commands into PCI commands to 

the host.  As a result, embodiments of the present invention also manage a 

mapping between the PCI device identification (ID) and the non-PCI device ID in 

order to properly route communication traffic to and from the PCI bus”); ¶[0027] 

(“The hardware controller 201 may also be referred to as a bus bridge as the 

hardware controller 201 functions as a bridge to communications between a first 

bus 212 compatible with the PCI protocol and a second bus 213 having a non-PCI 

compatible protocol.”); ¶[0029] (“The hardware controller 201 of this embodiment 

also includes a direct memory access (DMA) controller for each I/O device to 

handle the accesses to the associated memory Space.”) and Fig. 2.  Such 

functionality indicates that Huckins’ device serves as a controller for both the PCI 

bus and non-PCI bus because its hardware controller 201 engages with the PCI bus 

as a regular PCI bus controller (see discussion of memory mapping earlier in this 

paragraph) that mediates PCI protocol access with the devices on the non-PCI bus. 

D. Claim 9. The apparatus of claim 1, wherein the apparatus is a 
component within the network device. 

212. IPMI combined with Huckins renders obvious the limitations of claim 

1 for the reasons discussed above in this Ground 9, and further renders obvious the 

limitations of claim 9.  The claimed apparatus includes a processor, a first bus, and 

a bus controller. EX1001, 22:25-45.   
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213. As discussed above for limitation [1.e], IPMI discloses an 

embodiment with an embedded LAN Controller in Figure 12-1: 

214. As further discussed above for limitation [1.e], a potential 

implementation of the apparatus of claim 1 is illustrated below: 

215. Because IPMI discloses that the LAN Controller is “embedded” in 

this implementation, a POSITA would have understood or at least found it obvious 
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that this LAN Controller along with PCI-I2C bus controller and the I2C bus is 

embedded in a device with the BMC that is a component of the managed platform 

device.  EX1020, 106. 

E. Claim 12 

1. [12.pre] A method, comprising: 

216. To the extent that the preamble is a limitation, IPMI discloses it. IPMI 

discloses methods of operation for the BMC on the managed platform.  EX1020, 

106.  

2. [12.a] receiving, by a bus controller of a management 
device, an encrypted form of management requests via a 
first bus of a network device having a network interface 

217. IPMI discloses this limitation. See limitations [1.a], [1.b], [1.e] and 

[1.g] of Ground 9 (note: the first bus of claim 12 corresponds to the second bus of 

claim 1).  

3. [12.b] wherein the network device received the encrypted 
form of the management requests and data requests via the 
network interface, 

218. IPMI discloses this limitation. See limitation [1.b] of Ground 9 (note: 

the first bus of claim 12 corresponds to the second bus of claim 1). 

4. [12.c] wherein the management requests are from a remote 
administrator; 

219. IPMI discloses this limitation. See limitation [1.c] of Ground 9. 

5. [12.d] conveying the encrypted form of management 
requests from the bus controller to a processor of 
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management device via a second bus of the management 
device, 

220. IPMI discloses this limitation. See limitation [1.h] of Ground 9 (note: 

the second bus of claim 12 corresponds to the first bus of claim 1). 

6. [12.e] wherein the network device includes a processor con-
figured to facilitate operation of the network device, and 

221. IPMI discloses this limitation. See limitation [1.j] of Ground 9. 

7. [12.f] wherein the processor of the management device is 
distinct from the processor included in the network device; 

222. IPMI discloses this limitation. See limitation [1.k] of Ground 9. 

8. [12.g] decrypting, by the processor, the encrypted form of 
the management requests; and 

223. IPMI discloses this limitation. See limitation [1.i] of Ground 9. 

9. [12.h] controlling, by the processor, one or more functions 
of the network device according to the management re-
quests. 

224. To the extent that “the processor” in this limitation refers to “a 

processor of management device” as recited in claim 12, IPMI discloses it.  See

limitation [1.a] of Ground 9 (discussing BMC controlling functions of managed 

platform according to IPMI management requests).   

225. To the extent that “the processor” in this limitation refers to “a 

processor configured to facilitate operation of the network device” as recited in 

claim 12, IPMI discloses it and/or renders it obvious.  See limitation [1.j] of 
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Ground 9 (discussing main processor that facilitates operation of the managed 

platform ). 

F. Claim 15. The method of claim 12, wherein the one or more 
functions are associated with a network management protocol. 

226. Claim 12 (from which claim 15 depends) is obvious for the reasons 

discussed above in this Ground 9.  Claim 15 is obvious for the same reasons and 

because IPMI discloses or at least renders obvious the limitations of claim 15.  

IPMI discloses that it is “used best in conjunction with system management 

software running under the operating system” and that it is “management software 

neutral” and provides “monitoring and control functions that can be exposed 

through standard management software interfaces such as DMI, WMI, CIM, 

SNMP, etc.”  EX1020, 8 (emphasis added) and Fig. 1-1 (highlighting added): 

227. IPMI specifically discloses using SNMP for LAN alerting.  EX1020, 

16 and 116.  In light of these disclosures, it would have at least been obvious to a 

POSITA to use SNMP (which a POSITA would have recognized as referring to 
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system network management protocol) in an IPMI system.  A POSITA would have 

been motivated to do so at least because software implementing SNMP was widely 

available and a POSITA would have been familiar with its implementation. 

G. Claim 17. The method of claim 12, further comprising: receiving, 
by the management device, additional management requests from 
the remote administrator via a network interface of the 
management device, and wherein the additional management 
requests are not received via the first bus of the network device. 

228. Claim 12 (from which claim 17 depends) is obvious for the reasons 

discussed above in this Ground 9.  Claim 17 is obvious for the same reasons and 

because IPMI discloses or renders obvious the limitations of claim 17.  IPMI 

discloses out-of-band communications of IPMI management requests via, e.g., a 

terminal mode connection over a serial interface as discussed above for claim 2 of 

Ground 9; see also EX1020, 15; 122-123 and 148-150.   

229. IPMI management request messages received via the serial interface 

are not received via the first bus or the second bus discussed above for limitations 

[1.e] and [12.a] because the serial interface is connected to the BMC via a different 

path represented by the wide blue arrow through the “Serial Port Sharing” box 

connected to the “Serial Connector” as shown in the of Fig. 1-2 below (annotation 

added). 
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XIV. GROUND 10: IPMI IN COMBINATION WITH IPMIV2.0 AND 
HUCKINS RENDERS OBVIOUS CLAIMS 1-3, 9, 12, 15 AND 17 

A. Introduction 

230. Ground 9 above relies on Frantz in combination with IPMI and 

Huckins to render obvious claims 1-3, 8, 12 and 17.  In that combination, Frantz 

discloses the limitations in claims 1 and 12 that relate to encryption and decryption 

of in-band IPMI management messages sent to IPMI’s BMC.  As an alternative to 

Ground 9, this Ground 10 relies on IPMIv2.0 rather than Frantz for the limitations 

of claims 1 and 12 relating to encryption and decryption of in-band IPMI 

management messages sent to IPMI’s BMC.  The analysis in this Ground 10 for all 

other limitations and claims is the same for Ground 9 above and is incorporated 

here by reference.   

231. IPMIv2.0 presented proposed additions to the then-existing IPMI 

specification, version 1.5 (EX1020), in primarily two areas: an enhanced version of 

RMCP from IPMI, referred to in IMPIv2.0 as “RMCP+”, and SOL (“Serial Over 

LAN”).  EX1023, 6.  RMCP+ “is an enhanced protocol for transferring IPMI 

messages and other type of payloads to an IPMI-based BMC over IP.”  Id.  

Particularly relevant to Ground 10 is that RMCP+ includes support for encrypting 

IPMI messages and other payloads using AES-128 (Advanced Encryption 

Standard, 128 bit) in a CBC (cipher block chaining) mode.  EX1023, 6 and 21-22.   
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232. It would have been obvious to a POSITA to modify IPMI to include 

the encryption enhancements in IPMIv2.0 in order to improve security for IPMI 

management messages, including at least IPMI management messages setting user 

passwords as disclosed in IPMIv2.0.  EX1023, 7.  A POSITA would have been 

motivated to do so in order to enhance security of the IPMI BMC and associated 

managed platform.   

233. A POSITA would have had a reasonable expectation of success as 

doing so involved the exercise of only routine skill and encryption and decryption 

were well-known to a POSITA. 

234. Specific limitations involving encryption are discussed below. 

B. Claim 1 

1. Limitations [1.b] wherein the network device is configured 
to receive data requests and an encrypted form of 
management requests via the network interface,  

[1.g] wherein the bus controller is configured to receive the 
encrypted form of the management requests from the 
second bus,  

[1.h] and to convey the encrypted form of the management 
requests to the processor via the first bus; 

235. IPMIv2.0 in combination with IPMI renders obvious the encryption 

requirements of these limitations as pertains to in-band IPMI management requests 

for the reasons discussed in the Introduction to Ground 10. 
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2. Limitation [1.i] wherein the network device includes a 
processor configured to facilitate operation of the network 
device 

236. IPMIv2.0 in combination with IPMI renders obvious the decryption of 

in-band management requests.  IPMIv2.0 discloses the decryption of encrypted 

payload data at 22 and 36.  IPMIv2.0, 22, 36.  In any event, a POSITA would have 

found it obvious to configure the BMC to decrypt encrypted IPMI management 

messages in order for the BMC to be capable of acting on them. 

C. Claim 12 A method, comprising: 

[12.a] receiving, by a bus controller of a management device, an 
encrypted form of management requests via a first bus of a 
network device having a network interface 

[12.b] wherein the network device received the encrypted form of 
the management requests and data requests via the network 
interface, 

[12.c] wherein the management requests are from a remote 
administrator; 

[12.d] conveying the encrypted form of management requests 
from the bus controller to a processor of management device via a 
second bus of the management device, 

[12.e] wherein the network device includes a processor con-
figured to facilitate operation of the network device, and 

[12.f] wherein the processor of the management device is distinct 
from the processor included in the network device;  

[12.g] decrypting, by the processor, the encrypted form of the 
management requests; and 
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[12.h] controlling, by the processor, one or more functions of the 
network device according to the management re-quests. 

237. IPMIv2.0 in combination with IPMI renders obvious the portions of 

limitations [12.a], [12.b], [12.d] and [12.g] of claim 12 directed toward encryption 

and decryption for reasons substantially similar to those discussed in Ground 10 

for limitations [1.b], [1.g], [1.h], and [1.i].  All other limitations of claim 12 are 

obvious for the reasons discussed in Ground 9. 

D. Claim 15. The method of claim 12, wherein the one or more 
functions are associated with a network management protocol. 

238. Claim 12 (from which claim 15 depends) is obvious over IPMIv2.0 in 

combination with IPMI and Huckins for the reasons discussed above in this 

Ground 10.  Claim 15 is obvious for the same reasons discussed above in 

connections with claim 15 of Ground 9.  

E. Claim 17. The method of claim 12, further comprising: receiving, 
by the management device, additional management requests from 
the remote administrator via a network interface of the 
management device, and wherein the additional management 
requests are not received via the first bus of the network device. 

239. Claim 12 (from which claim 17 depends) is obvious over IPMIv2.0 in 

combination with IPMI and Huckins for the reasons discussed above in this 

Ground 10.  Claim 17 is obvious for the same reasons discussed above in 

connections with claim 17 of Ground 9. 

XV. GROUND 11: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND VPN AAPA OR ROSSMAN AND/OR IPMI IN COMBINATION 
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WITH IPMIV2.0, HUCKINS, AND VPN AAPA OR ROSSMAN 
RENDER OBVIOUS CLAIM 6 

A. Claim 6. The apparatus of claim 1, wherein the processor is 
configured to establish a first virtual private network connection 
with the remote administrator, and wherein the processor is 
configured to receive the management requests via the first 
established connection. 

240. Claim 1 from which claim 6 depends is obvious over the references 

discussed above in Grounds 9 and 10.  Those references as applied to claim 1 in 

combination with VPN AAPA (as defined below) and/or Rossman render obvious 

claim 6.  Virtual Private Networks (VPNs) were well-known in the art at the time 

of the 016 patent.  Indeed, the 016 patent’s “Background of the Invention” section 

admits that firewall/VPN appliances were existing technology which could be used 

to protect in-band management traffic between a user interface on the managed 

device and a central location from which the device is managed.  EX1001, 3:53-59 

(“VPN AAPA”).   

241. Rossman similarly discloses VPNs as known technology.  EX1015, 

2:24-28.  For all of the reasons discussed in Grounds 9 and 10 for limitation [1.b], 

it would have been obvious to a POSITA to encrypt in-band IPMI management 

messages.  It would further have been obvious to a POSITA to utilize existing 

VPN technology as discussed in AAPA and Rossman for such in-band 

management messages because VPNs provide such encryption and further 

enhances security for such in-band messages.   
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XVI. GROUND 12: CLAIMS 7 AND 16 

Claim 7. The apparatus of claim 6, wherein the processor is configured 
to establish a second virtual private network connection with an access 
control server configured to authenticate the remote administrator, and 
wherein the processor is configured to receive, via the second 
established connection, an indication of whether the remote 
administrator is authorized to administer the network device. 

Claim 16. The method of claim 12, further comprising: establishing, by 
the management device, a virtual private network connection with an 
access control server configured to authenticate the remote 
administrator. 

242. Claims 1, 6 and 12 are obvious over the references discussed above in 

Grounds 9-11.  Claims 7 and 16 are obvious over those references as applied in 

Grounds 9-11 in combination with the RFC1492 and/or Rossman cited in Ground 

5 above, for similar reasons stated therein.   

243. In particular, a POSITA would have been motivated to use a RADIUS  

access server in order to simplify management and authentication of multiple users 

and access profiles as described in RFC1492, and would further have been 

motivated to employ VPN technology to communications with such an access 

sever in order to ensure security of such communications as taught by Rossman for 

the reason discussed above in Ground 5. 
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XVII.GROUND 13: IPMI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND SYVANNE AND/OR IPMI IN COMBINATION WITH 
IPMIV2.0, HUCKINS AND SYVANNE 

A. Claim 8. The apparatus of claim 1, wherein the apparatus is 
configured to implement a firewall that restricts traffic received 
from the second bus. 

244. Claim 1 (from which claim 8 depends) is obvious over the references 

discussed above in Grounds 9-10.  Claim 8 is obvious over those references as 

applied in Grounds 9-10 in combination with Syvanne for reasons similar to those 

discussed in Ground 6. As discussed in Ground 6, IPMI’s BMC can be reached in-

band via a public network such as the Internet, in the same was as Neufeld’s 

remote management controller 116. A POSITA would therefore have found it 

obvious to add a locally executing firewall to IPMI’s BMC, as taught by Syvanne, 

“in addition to or instead of a firewall on an internal network.”  EX1016, ¶¶[0003], 

[0010], [0029]. A POSITA would have been motivated to do so to improve 

security of the BMC.   

245. A POSITA would have had a reasonable expectation of success in 

modifying IPMI in this manner as such modifications would have involved no 

more than routine skill and such firewall technology was well-known in the art. 

XVIII. GROUND 14: IPMI IN COMBINATION WITH FRANTZ, 
HUCKINS, NTP AAPA AND HRASTAR AND/OR IPMI IN 
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COMBINATION WITH IPMIV2.0, HUCKINS, NTP AAPA AND 
HRASTAR RENDER OBVIOUS CLAIM 14 

A. Claim 14. The method of claim 12, wherein the one or more 
functions are associated with a network time protocol. 

246. Claim 12 (from which claim 14 depends) is obvious over the 

references discussed above in Grounds 9-10.  Claim 14 is obvious over those 

references in combination with NTP AAPA and Hrastar for reasons similar to 

those discussed in Ground 7 as a POSITA would have recognized that keeping 

accurate track of time is important for IPMI’s managed device as it is for Neufeld’s 

managed server.  The use of Network Time Protocol (NTP) for maintaining an 

accurate clock on network devices on a network for those purposes was well-

known to a POSITA at the time of the 016 patent as discussed in the “Background 

of the Invention” section of the 016 patent. EX1001, 3:30-36.  It was also known in 

the art to allow configuration of network devices to enable or disable the use of an 

NTP server to synchronize the time on the network device.  E.g., EX1017 (Hrastar) 

at 18:32-39 and 20:1-8 (describing configuring NTP using a command line 

interface). It would have been obvious to a POSITA in view of these disclosures to 

configure IPMI’s remote management system with the ability to configure (e.g., 

enable and disable) the use of NTP by IPMI’s managed device (which is a function 

of the managed device) via the BMC.  A POSITA would have been motivated to 

do so in view of the desirability of allowing remote management of network 
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device.  A POSITA would have had a reasonable expectation of success as doing 

so involved no more than routine skill. 

XIX. GROUND 15: IMPI IN COMBINATION WITH FRANTZ, HUCKINS, 
AND RFC1157 OR RFC3414 AND/OR IMPI IN COMBINATION 
WITH IPMIV2.0, HUCKINS, AND RFC1157 RENDER OBVIOUS 
CLAIM 15 

A. Claim 15. The method of claim 12, wherein the one or more 
functions are associated with a network management protocol. 

247. Claim 12 (from which claim 15 depends) is obvious over the 

references discussed above in Grounds 9-10.  Claim 15 is obvious over those 

references in combination with RFC1157 for reasons similar to those discussed in 

Ground 8.  RFC1157 describes the “Simple Network Management Protocol,” or 

“SNMP” (a.k.a. “SNMPv1”).  SNMP is a “simple protocol by which management 

information for a network element may be inspected or altered by logically remote 

users.”  EX1018, 2.  A subsequent version of SNMP, referred to as SNMPv3, was 

updated to include message level security.  EX1021, 1.  It would have been 

obvious to a POSITA to configure IPMI’s BMC to utilize a network management 

protocol such as SNMP or SNMPv3 as described in RFC1157 and RFC3414 for 

management requests sent by Neufeld’s remote management PC 5.  Such 

management requests could include requests such as setting a parameter indicating 

a time until a reboot of the network device as discussed in RFC1157.  EX1018, 7.  

A POSITA would have been motivated to use SNMP or SNMPv3 as they were 
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well-known and widely-used protocols for which software implementations were 

available.  A POSITA would have had a reasonable expectation of success as 

doing so involved nothing more that the use of known components according to 

their established functions and involved no more than routine skill. 
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