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“private” public networks and the extremely “public” Internet as we think of
it is anything but distinct; because these network service providers are fre-
quently also Internet service providers, the confusion is further compounded.

If you've done a search on the World Wide Web for the keywords virtual pri-
vate network or VPN, you’ve probably even discovered that for years compa-
nies like Pacific Bell have been marketing an extended telephone service us-
ing the same terms.

Thanks to all this confusion, it can be very hard to understand exactly what
qualifies as a VPN, how a VPN can be implemented, and exactly what a VPN
can and cannot do for you. That’s what we’ll explain for you here.

1.1 Whatls a VPN?

Very simply put, a virtual private network uses a public network’s infrastruc-
ture to make the connections among geographically dispersed nodes, instead
of using cables owned or leased exclusively for one single network’s use, as is
typical for a wide area network (WAN). To the user, a VPN looks just like a pri-
vate network, hence the virtual in its name, even though it is sharing a web of
cables with the traffic of hundreds or thousands of other users at the same
time. It has all the characteristics of a private network—limited access to only
authorized users, for example—even though it is sharing the same public in-
frastructure with other users. Another way to describe it is that a VPN is a log-
ical local area network (LAN) that connects an organization’s geographically
dispersed sites in a way that makes them all appear to be part of one single
network.

There are a variety of public networks that can be employed to make a
VPN'’s connections, but the most prominent and most public network avail-
able is, of course, the Internet. Because the Internet is everywhere and the
Internet is where most of the VPN development is taking place, and because it
is, as we'll see, the most ubiquitous and cost-effective medium for a VPN,
we’ll concentrate on VPNs running over it in this book. We will devote Chap-
ter 4 to VPNs implemented through other networking services, and we will
explain the differences in detail at that time, but since the Internet is the
predominant medium and the technology is essentially the same regardless
of the network being used, the Internet is where we will concentrate our
discussion.

To illustrate how a VPN differs from a typical WAN, let’s look at a leased-
line network, as shown in Figure 1-1, and then show how a VPN differs from
it. For the sake of simplicity, this is only a three-node network, a company
headquarters and two branch offices linked together with three leased lines.
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Figure 1-2 The same company using a VPN instead of leased lines.

Internet. Each office requires a single connection, most commonly a leased
line and commonly referred to as a local loop, to the nearest public network
point of presence (POP). That POP may be only a few feet away or it may be
miles away. From that POP the data is carried by the web of connections—the
cables, routers, and switches that make up the public network—to the POP
serving the destination office, then through the local loop at that end on to
their final destination.

As you can see, the connections—the local loops—between your com-
pany’s offices and the public network are dramatically shortened. They can
even be the “dry copper” connection provided by your local telephone service,
perhaps an Integrated Services Digital Network (ISDN) connection. The costs
for these short connections are correspondingly lower.

Within the cloud, however, as opposed to the leased-line design, there is no
one single connection between point A and point B. Instead there is a web or
matrix of cables connected by routers that the messages travel through. By us-
ing a public network—the Internet, for example—a network shared by hun-
dreds or thousands or millions of other users, the cost of all those miles of ca-
ble is shared. We'll see further on in this chapter that this sharing can produce
impressive savings.

It is also much more fail-safe than a single leased line, since a message can
take any one of a number of different routes to its destination. It provides a re-
dundancy, a safety net, that virtually guarantees that the traffic will continue
to flow reasonably smoothly. If one cable is cut, the message will simply be
routed automatically around the break to its destination, a service that is not
generally available with a leased line.
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