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8 Chapter 1: Why Build a Virtual Private Network?

We'll go into detail about the power, politics, and use of various encryption tech-
niques in Chapter 2.

Tunneling

Many VPN packages use tunneling to create a private network, including several
that we review in this book: the AltaVista Tunnel, the Point-to-Point Tunneling
Protocol (PPTP), the Layer 2 Forwarding Protocol, and IPSec’s tunnel mode. VPNs
allow you to connect to a remote network over the Internet, which is an IP net-
work. The fact is, though, that many corporate LANs don't exclusively use IP
(although the trend is moving in that direction). Networks with Windows NT serv-
ers, for instance, might use NetBEUI, while Novell servers use IPX. Tunneling
allows you to encapsulate a packet within a packet to accommodate incompatible
protocols. The packet within the packet could be of the same protocol or of a
completely foreign one. For example, tunneling can be used to send IPX packets
over the Internet so that a user can connect to an IPX-only Novell server remotely.

With tunneling you can also encapsulate an IP packet within another IP packet.
This means you can send packets with arbitrary source and destination addresses
across the Internet within a packet that has Internet-routable source and destina-

tion addresses. The practical upshot of this is that you can use the reserved (not
Internet-routable) IP address space set aside by the Internet Assigned Numbers

Authority (IANA) for private networks on your LAN, and still access your hosts
across the Internet. We will look at how and why you would do this in later chap-
ters.

Other standards that many VPN devices use are X.509 certificates, the Lightweight
Directory Access Protocol (LDAP), and RADIUS for authentication.

VPN Solutions

A VPN is a conglomerate of useful technologies that originally were assembled by
hand. Now the networking companies and ISPs have realized the value of a VPN
and are offering products that do the hard work for you. In addition, there is an
assortment of free software available on the Internet (usually for Unix systems)
that can be used to create a VPN. In this book, we're going to look at some of the
commercial and free solutions in detail. Which one you choose for your network
will depend on the resources available to you, the platforms you run, your net-
work topology, the time you wish to spend installing and configuring the soft-
ware, and whether or not you want commercial-level support. We can't cover
every vendor and product in this book; they change too quickly. Instead, we offer
guidelines you can use on all networks and details on a few stable products that
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