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CLIENT ROAMING IN A DISTRIBUTED 
MULTI-BAND WIRELESS NETWORKING 

SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. provisional patent 
application Ser. No. 62/406,325, filed Oct. 10, 2016, and is 
a continuation-in-part of U.S. patent application Ser. No. 
15/287,706, filed Oct. 6, 2016; Ser. No. 15/287,711, filed 
Oct. 6, 2016; and Ser. No. 15/271,912, filed Sep. 21, 2016, 
each of which application is incorporated herein in its 
entirety by this reference thereto. 

FIELD 

The invention relates to a distributed multi-band wireless 
networking system. More particularly, the invention relates 
to client roaming in a distributed multi-band wireless net­
working system. 

BACKGROUND 

In an indoor envirolllllent, such as a large house or an 
office, a single access point (AP) often may not be able to 
cover the entire indoor area. 

One straightforward attempt to solve this problem is to 
increase the transmission power. However, solely relying on 
increasing the transmission power on the AP would be a 
poor solution. In addition to regulatory bodies that limit the 
transmission power of the AP, it is typical that the wireless 
local area network (WLAN) communications link between 
an AP and a client is highly asymmetrical, that is, the client's 
transmission power is usually lower than the AP's transmis­
sion power. The client's antenna efficiency conventionally is 
also lower than the AP. Moreover, a portable client, e.g. a 
mobile phone, often is hand held by a user, and because of 
the signal absorption and disruption by the human body, 
signals from such portable client may reach the AP at even 
lower powers. Yet, many commonly used WLAN protocols 
require each side of the link to receive an acknowledgement 
(ACK) for the packets that are transmitted, e.g. in a down­
link direction. If one side of the WLAN link cannot receive 
from the other side of the link, no packet can be transmitted 
to the other side of the link. 

2 
user's main AP and receiving Internet connection from the 
main AP. Then, clients such as mobile phones, laptops, and 
desktop computers, and smart devices can associate to the 
range extender. 

In many of these settings, it is up to the connection client 
to decide what happens, e.g. what action or reaction to take 
when a certain type of issues takes place, such as poor 
reception, in the wireless mesh network, which may 
adversely affect the efficiency and stability of such network. 

10 For example, roaming between the main AP and repeater can 
be a common issue where the clients may be stuck in a 
connection with the main AP or a repeater mesh point and 
may not roam to the mesh point that can provide the clients 
with the best throughput. All too often, roaming between 
multiple range extenders and the main AP may not function 

15 as designed, and different roaming methods may be required 
for different types of clients. 

IEEE 802.11, commonly referred to as Wi-Fi, is widely 
used for wireless communications. Many deployed imple­
mentations have effective ranges of only a few hundred 

20 meters. To maintain communications, devices in motion that 
use it must handoff from one access point to another. 

Handoffs are already supported under the preexisting 
standard. The fundamental architecture for handoffs is iden­
tical for 802.11 with and without 802.llr, i.e. the mobile 

25 device is entirely in charge of deciding when to hand off and 
to which access point it wishes to hand off. 

The key negotiation protocol in 802. l l i  specifies that, for 
802.lX-based authentication, the client is required to rene­
gotiate its key with the RADIUS or other authentication 

30 
server supporting Extensible Authentication Protocol (EAP) 
on every hando:ff. This is a time-consuming process. 

The 802.11 Working Group standards k, r, and v let clients 
roam more seainlessly from AP to AP within the same 
network. IEEE 802.llk  and 802.llr are industry standards 
that enable seamless Basic Service Set (BSS) transitions in 

35 the WLAN envirolllllent. The 802.llk standard provides 
information to discover the best available access point. 

The 802.llk standard helps a device to speed up its search 
for nearby APs that are available as roaming targets by 
creating an optimized list of channels. When the signal 

40 strength of the current AP weakens, the device scans for 
target APs from this list. 

802.llk is intended to improve the way traffic is distrib­
uted within a network. In a wireless LAN, each device 
normally connects to the AP that provides the strongest 

45 signal. Depending on the number and geographic locations 
of the subscribers, this arrangement can sometimes lead to 
excessive demand on one AP and under-utilization of others, 
resulting in degradation of overall network performance. In 
a network conforming to 802.llk, if the AP having the 
strongest signal is loaded to its full capacity, a wireless 

50 device is connected to one of the underutilized APs. Even 
though the signal may be weaker, the overall throughput is 
greater because more efficient use is made of the network 
resources. 

Instead of one AP with high transmission power and high 
performance antennas, an attractive alternative is using a 
multitude of smaller APs that are deployed in the environ­
ment in a scattered, distributed manner. These smaller APs 
form a wireless mesh network, and therefore are also called 
mesh points. When a client device establishes connection 
with one of the mesh points, the mesh points can forward the 
traffic to the mesh point that is connected to the gateway, 
which in tum communicates the traffic to the outside world, 55 

e.g. wide area network (WAN) and/or the Internet. However, 
there are also many challenges associated with implement­
ing these wireless mesh networks, especially in a home 
environment where a layman user may be involved in 
installing and configuring these mesh points. 

In 802. llk, the following steps are performed before 
switching to a new access point: the access point determines 
that a client is moving away from it, the access point informs 
the client that it should prepare to switch to a new access 
point, the client requests a list of nearby access points, the 
access point provides a site report to the client, the client 

60 moves to best access point based on the report. 
Generally speaking, as mentioned above, a better alter­

native to an access point (AP) with large transmission power 
is a wireless mesh network with a multitude of smaller APs, 
deployed in the environment in a scattered, distributed 
manner. These smaller APs ( or mesh points) are often 65 

marketed as so-called "range extenders" or "repeaters." A 
range extender generally works by associating itself to a 

In 802.1 lk, therefore, roaming from AP to AP is client­
centric. 

SUMMARY 

Embodiments of the invention herein extend roaming 
techniques, for example but not by way of limitation, such 
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as those set forth in 802.llk, to AP-based client roaming in 
a distributed multi-band wireless networking system. In 
particular, embodiments of the invention provide a series of 
algorithms for comparing signals and making decisions at 
the AP on when to switch a client from one AP to another AP 5 

in a distributed multi-band wireless networking system. The 
invention exploits to advantage the fact that the APs can 
communicate with each other via the dedicated backhaul. 

high band. One of the bands can be dedicated to the wireless 
communications among the wireless networking devices of 
the system. Such wireless communications among the wire-
less networking devices of the system is referred to herein as 
backhaul communications. The other two bands can be used 
for wireless communications between the wireless network-
ing devices of the system and client devices. The wireless 
communications between the wireless networking devices 
of the system and client devices are referred to herein as 

DRAWINGS 

FIG. 1 is a block schematic diagram showing a backhaul 
link established between two mesh points in the mesh 
network according to the invention; 

10 front haul communications. 

FIG. 2 is a flow diagram showing a roaming decision 15 

process according to the invention; 

In some embodiments, the system uses the 5 GHz high 
band for backhaul communications by default, and uses the 
2.4 GHz band and 5 GHz low band for front haul commu­
nications. For example, when the 2.4 GHz band is used for 
front haul communications, each unit of the system can 
operate on a different channel in the 2.4 GHz band. A band 

FIG. 3 is a flow diagram showing the use of a calibration 
procedure as part of a roaming decision process according to 
the invention; 

can include multiple channels. 

FIG. 4 is a flow diagram showing the use of monitor mode 20 

in connection with a roaming decision according to the 
invention; 

Embodiments of the invention herein extend roaming 
techniques, for example but not by way of limitation, such 
as those set forth in 802.llk, to AP-based client roaming in 
a distributed multi-band wireless networking system. In 
particular, embodiments of the invention provide a series of 
algorithms for comparing signals and making decisions at 
the AP on when to switch a client from one AP to another AP 

FIG. 5 is a block schematic diagram that shows that 
monitor mode being triggered in middle mode according to 
the invention; 

FIG. 6 is a flow diagram showing the use of monitor mode 
in connection with a fast channel switch according to the 
invention; 

25 in a distributed multi-band wireless networking system. The 
invention exploits to advantage the fact that the APs can 
communicate with each other via the dedicated backhaul. 

FIG. 7 is a process flow diagram showing the use of 
802.llv BTM to guide a client move after an 802.ll k  30 

measurement is made according to the invention; and 

FIG. 1 is a block schematic diagram showing a backhaul 
link established between two mesh points in the mesh 
network. Those skilled in the art will appreciate that the 
invention is readily used in any type of network configura-

FIG. 8 is a block schematic diagram showing a machine 
in the example form of a computer system within which a set 
of instructions for causing the machine to perform one or 
more of the methodologies discussed herein may be 35 

executed. 

tion, e.g. mesh, star, etc. In FIG. 1, two APs 10a, 10b each 
include three radios 18a-20a and 18b-20b, respectively. The 
APs use their radios to communicate with various clients 
14-17. Those skilled in the art will appreciate that the 
number of radios can be varied. Key to an embodiment of 
the invention is the use of one radio in each AP as a channel 
that establishes a dedicated backhaul 11. The backhaul may 
be used to perform such control and management functions, 

DESCRJPTION 

Embodiments of the invention exploit to advantage a 
multi-band, e.g. tri-band, wireless networking system. In 
some embodiments, the multi-band wireless networking 
system includes multiple wireless networking devices. At 
least one of the wireless networking devices is connected to 
the Internet and serves as a router. The remaining wireless 
networking devices serve as satellites that are wirelessly 
connected to the router via a wireless channel (a band), 
which is dedicated to the communications between the 
wireless networking devices, i.e. a dedicated backhaul. Both 
the router and the satellites provide wireless network con­
nections, e.g. Wi-Fi connections, to client devices, such as 
desktop computers, laptop computers, tablet computers, 
mobile phones, wearable smart devices, game consoles, 
smart home devices, etc. The router and the satellites 
together provide a single wireless network having broad 
coverage to the client devices. The multi-band wireless 
networking system dynamically optimizes the wireless con­
nections of the client devices without the need ofreconnect­
ing. An example of the multi-band wireless networking 
system is the NETGEAR® Orbi® system. Such systems are 
exemplified in U.S. patent application Ser. No. 15/287,711, 
filed Oct. 6, 2016 and Ser. No. 15/271,912, filed Sep. 21, 
2016, each of which application is incorporated herein in its 
entirety by this reference thereto. 

In some embodiments, the wireless networking devices of 
the system include radio components for three wireless 
bands, such as 2.5 GHz band, 5 GHz low band, and 5 GHz 

40 for example, as a controlling entity that coordinates with 
other APs to make a roaming decision and that instructs a 
client to execute a roaming decision. 

Besides regular WLAN services, e.g. data packet for­
warding to and from the gateway and the Internet, that are 

45 provided by the mesh network in FIG. 1 to client devices, in 
a number of implementations, the mesh points themselves in 
the mesh network can use one or more telecommunication 
circuits to form one or more dedicated backhaul links among 
the mesh points. Such backhaul links may also be used to 

50 perform control and management functions, for example, as 
the controlling entity that instructs a mesh point to execute 
a roaming decision for a client. In addition, or as an 
alternative, such backhaul links can be used to provide more 
throughput, and/or to provide fault tolerance to the mesh 

55 network, e.g. to provide redundancy against temporary inter­
ference, etc. 

The decision for a best channel for each unit can be made 
based on various factors, such as network topology, number 
of interfering APs on each channel for each unit, noise on 

60 each channel for each unit, interference duration as percent­
age of time for each unit, type of network traffic supported 
for each unit, etc. Techniques to provide automated mesh 
point survey and guided installation for assisting the instal­
lation and configuration of a wireless mesh network are 

65 described in U.S. patent application Ser. No. 1 5/287,706, 
filed Oct. 6, 2016, which application is incorporated herein 
in its entirety by this reference thereto. 
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Such techniques include roaming, where a multiple 
device wireless mesh network may have a network control 
system, which may be centralized or distributed, and the 
network controller can decide, for example, with which 
mesh point each client should associate, when a client 5 

should roam, etc. In embodiments of the invention, roaming 
is implemented amongst a plurality of APs, e.g. APl and 
AP2, where each AP has three channels, i.e. three radios, that 
are on different channels (see FIG. 1). 

Embodiments of the invention use the ability of APs to 10 

communicate via a dedicated backhaul to effect radio 
resource management (RRM), i.e. the system level manage­
ment of co-channel interference, radio resources, and other 
radio transmission characteristics in wireless communica­
tion systems, for example cellular networks, wireless local 15 

area networks, and wireless sensor systems. RRM involves 
strategies and algorithms for controlling parameters, such as 
transmit power, user allocation, beamforming, data rates, 
handover criteria, modulation scheme, error coding scheme, 
etc. One objective of RRM is to use the limited radio- 20 

frequency spectrum resources and radio network infrastruc­
ture as efficiently as possible. 

FIG. 2 is a flow diagram showing a roaming decision 
process according to the invention. With regard to embodi­
ments of the invention, the received signal strength indicator 25 

(RSSI) in telecommunications is a measurement of the 
power present in a received radio signal. Embodiments of 
the invention conduct, e.g. an 802.l l k  RSSI measurement 
when different APs are on different channels for roaming 
purposes. However, many clients cannot take advantage of 30 
802. l l k, e.g. with multiple channel requests. In embodi­
ments of the invention, an AP requests that the client conduct 
an 802.1 l k  response on a current channel (200) and conduct 
uplink/downlink calibration (202). After that, the system 
uses the calibration to estimate downlink power based on 35 

uplink power (204). 
In embodiments of the invention, the AP measures the 

receive signal strength of the packets that the client is 
sending every time a packet is received. The response 
802.1 l k  reports the signal strength of the AP' s signal at the 40 

client side. Therefore, the delta between the signal strength 
of client at the AP and signal strength of AP at the client can 
be measured and averaged to account for fading and system 
inaccuracy. 

6 
the client traffic type and makes sure the Quality of Service 
can be met on the target channel. 

Embodiments of the invention conduct uplink/downlink 
calibration using 802.l lk, as noted above. FIG. 3 is a flow 
diagram showing the use of a calibration procedure as part 
of a roaming decision process according to the invention. 
When a client supports 302.1 l k, the system performs the 
802.l lk measurement to determine the difference in power 
(300). Later, the system can use the information and does not 
need to ask for an 802 .1 l k  measurement on the serving AP 
if other APs are on other channels. The system asks for a 
measurement report on the current channel and receives the 
802. l lk report (302). The system compares the downlink 
power mentioned in the 802.1 l k  report to the RSSI of the 
802.1 l k  report packet (304) and determines a delta mea­
surement (306). Several measurements may be made so the 
power difference can be averaged over multiple measure­
ments and the measurement is therefore more accurate. 
When the delta measurement moves to a certain point, e.g. 
when the candidate channel is better than the serving chan­
nel by X dB, for example 5 dB or 10 dB, the system also 
checks channel loading on the candidate channel, the system 
determines that it is time to start looking at other channels 
(308), and the system then tells the client to look at other 
channels (310). 

A key feature of the invention is that a measurement can 
be made at an AP using 802.l lk  without the need for the 
client to roam on the serving channel because the client does 
not have to see an RSSI report from the AP and the client 
does not have to make a roaming decision as per 802.l l k. 
Accordingly, with regard to the invention there is almost no 
impact on what the client does. The client is idle and when 
it is idle it can receive a signal from any AP. 

As outlined above, the client sends the 802. l lk report to 
the AP indicating how well the AP signal is received at the 
client. The AP takes over the responsibility of determining 
when the client needs to roam. The AP looks at the signal 
from the client based on what the client tells it in the 802.1 l k  
packets that it sends back to the AP. When the client 
indicates that the signal is getting weaker, the AP tells the 
client to begin looking at other channels, e.g. find a better 
AP. Because the AP is in constant communication with the 
other APs via the dedicated backhaul, the APs can coordi­
nate this process and make the decision for the client with 

The system conducts 802.l lk  on a candidate AP (unit) 
(206), and infers an 802. l lk  measurement based on a last 
received packet on the serving AP (208). In embodiments of 
the invention, the 802. l l k  measurement on the current 
channel can be skipped because the delta between uplink 
and downlink node is known. The last received packet can 

45 regard to changing channels to access another, more robust 
AP vis a vis the client. The client does not have to select a 
new AP from a list of APs, as per 802.ll k  because this 
decision is made for it by the APs. 

The system can also help with rate control. Because the 
50 difference between client link to the AP and AP link to the 

be used to measure the receive signal of client at the AP side 
and the signal strength of the client at the AP side can be 
inferred from that. Therefore, after 802.l l k  on the potential 
destination channel is performed, the delta between signal 
strength on new channel and the current channel, as seen by 55 

the client, is known. 
Embodiments of the invention, using the backhaul for 

communications between the APs, compare the downlink 
measurement on another AP with an estimated downlink 
power on the current AP (210). Then, a decision is made 60 

whether or not the client should be instructed to roam (212). 
In embodiments of the invention, the system looks at the 

RSSI of the client on current channel and the RSSI of the 
client on another channel. If the other channel has an RSSI 
which is better by some margin and there is enough air time 65 

on the channel that the client traffic can be serviced, then the 
client is moved to the new channel. The system also checks 

client is known, the system can use packets received from 
the client on the AP as a measure of a rate that can work on 
the downlink. In other words, the client AP communication 
link is highly asymmetric and there is difficulty in effecting 
rate control because it is not possible to measure an asym­
metric link. Accordingly, embodiments of the invention use 
the 802. l lk exchange to estimate the asymmetry. 

Embodiments of the invention operate in monitor mode, 
or RFMON (Radio Frequency MONitor) mode, which 
allows a computer, i.e. and AP, with a wireless network 
interface controller (WNIC) to monitor all traffic received 
from the wireless network. Unlike promiscuous mode, 
which is also used for packet sniffing, monitor mode allows 
packets to be captured without having to associate with an 
access point or ad hoc network first. 

A packet analyzer, also known as a network analyzer, 
protocol analyzer or packet sniffer or, for particular types of 
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networks, an Ethernet sniffer or wireless sniffer, is a com­
puter program or piece of computer hardware that can 
intercept and log traffic that passes over a digital network or 
part of a network. As data streams flow across the network, 
the sniffer captures each packet and, if needed, decodes the 
packet's raw data, showing the values of various fields in the 
packet, and analyzes its content according to the appropriate 
RFC or other specifications. 

FIG. 4 is a flow diagram showing the use of monitor mode 
in connection with a roam..ing decision according to the 
invention. Embodiments of the invention operate in a moni­
tor mode for legacy clients with APs on the same channel 

8 
FIG. 6 is a flow diagram showing the use of monitor mode 

in connection with a fast channel switch according to the 
invention. The monitor mode can be on different channels. 
Significantly, channel switch coordination can be performed 

5 over the dedicated backhaul. The system asks the non­
serving AP to come to the channel of the serving AP (600), 
makes a measurement (602), and then goes back to current 
channel (604) and sends the measurement data back to 
serving AP over the dedicated backliaul (606). The AP sends 

10 a control packet on its channel indicating it is oflline for a 
time period (608). In this case, the uplink RSSI is measured 
and compared between different APs Oil different channels 
(610) and a roaming decision is made (612). ( 400). With the monitor mode, other APs can go to sniffing 

mode to detect clients (402). The APs coordinate their 
15 operation via the dedicated backhaul (404). A limited num­

ber of clients can be sniffed. If another AP is better suited to 
handle a client by some margin, roaming can be triggered 

APs are calibrated so that RSSI measurement is more 
accurate than the client. In embodiments of the illvelltion, 
for example, the AP can be calibrated in the production line 
so the signal is transmitted Oil different chailllels is consistent 
alld very reliable. If a client operates with 802.11 it may be 
prefera hie not to use monitor mode. However, monitor mode ( 406). Once another AP is deemed better, the system can use 

a different roaming mechanism to conduct the roaming 
(408). 

20 is more accurate than 802. l l k  if the AP is calibrated. 

Embodiments of the invention send a DE-authentication 
packet to the client and disconnect the client on the current 
channel. The client then tries to look for the AP by sending 
the probe request. The system does not respond on the 25 

current channel, and the client then look for the AP on all 
other channels. The system responds on the channel to 
which the client is to be directed. It is only possible to use 
this technique with the client occasionally because the client 
may blacklist the AP. As such, the timing of this technique 30 

is adjusted based on the client type and what is learned from 
the field. 

Embodiments of the illvention determine when clients that 
have 802. l lk should use 802. l lk and when they should use 
monitor mode. 

Some APs have limited slots to monitor clients. If the slots 
are limited and some clients are being monitored, thell 
802.1 l k  clients may take a lower priority in using monitor 
mode. The AP can also determine over time if the client 
RSSI measurement is inaccurate by comparing multiple 
measurements from cliellts. If the client supports 802.l l k  
and the RSSI is less accurate, then the client can get higher 
priority for monitor mode than an 802. l l k  client with more 
accurate measurements. Also, some clients are slow in 
responding to 802. l l k. In such cases, monitor mode may 
help speed up the process, which can provide another 

As discussed above, embodiments of the invention moni­
tor client selection. Legacy clients with an RSSI smaller than 
a predetermined value X can be monitor mode candidates. 
Clients with which an 802. l l k  request fails can be candi­
dates for roaming. Clients with which 802. l lk  measure­
ments are not accurate can be used. When an 802. l lk  
measurement has a delay that i s  larger than a desired level, 
the client may be a candidate for monitor mode. Monitor 
mode can be used to calibrate transmit and receive power 
differences. 

35 parameter to be used in giving priority to the client. 
802. l l v  BTM 

FIG. 7 is a process flow diagram showing the use of 
802.11 v BSS transition management (BTM) to guide a client 
move after an 802.l lk measurement is made according to 

40 the invention. In FIG. 7, an access point (AP) 70 commu­
nications with a client 71. With regard to BTM, the AP sends 
a BSS transition management request frame (702) to the 
cliellt providillg an MLME-BTM indication (704)/ The 
client engages in STA roaming evaluatioll and makes a 

FIG. 5 is a block schematic diagram that shows that 
monitor mode being triggered in middle mode according to 
the invention. In FIG. 5, three APs 50-52 coordinate their 
operation via a dedicated backliaul. Each AP produces a 
signal that can be received at a client. The strength of the 
signal with regard to the client is shown for each AP by 
concentric circles, where a current AP is shown having a 
filled circle, indicating signal strength. However, the client 50 

is moving as shown by the shifting of the client from 
position 54a to 54b to 54c. At position 54b, the client is in 
the middle of the three APs. At this point, monitor mode 
could be triggered to roam the client from AP 50 to another, 
nearer AP, such as AP 52. 

45 decision (706) and selld an MLME-BTM response (708), 
which optionally provides a BSS transition management 
response frame (710) to the AP. Thereafter, the client goes 
through STA reassociation or Fast BSS transitioll (712) and 
STA reassociation is complete (714). 

In embodiments of the invention, BSS transition manage-
mellt enables an AP to request non-AP STAs to transition to 
a specific AP, or to indicate to a non-AP STA a set of 
preferred APs, due to network load balancing or BSS 
termination. Thus, BSS transitioll management allows the 

55 network's control layer to influence client roaming behavior 
by providing it with the load informatioll of nearby access 
points. In embodiments of the invention, BTM is used to 
guide the client to go from one AP to another AP, if the 
system decides to steer the client. For 802. l lk capable 

The system monitor mode can use a fast channel switch. 
In such case, the AP must hop to another channel to make a 
measurement. Coordination needs to be done for the AP so 
it can hop to the other channel and hop back. The AP needs 
to make sure when it jumps to the other channel that the 
current client does not treat the AP as disconnected. 

The AP can only move off of a channel occasionally. If it 
has moved off a channel recently, it may need to delay the 
next move by a certain interval X. The AP can also send 
packets reserving airtime for a transmission but not proceed 
with the transmission. This can be done by sending 
CTS2SELF packets or faking RTS/CTS. 

60 clients, the client managemellt framework uses the actual 
beacon report generated by the client in response to a beacon 
report request sent by the AP. This beacon report replaces the 
virtual beacon report for that client. For 802.11 v capable 
clients, the controller uses the 802.11 v BSS Transition 

65 message to steer clients to the desired AP upon receiving a 
client steer trigger from the AP. BTM is used only when it 
is supported by the client. 
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Computer Implementation 
FIG. 8 is a block diagram of a computer system that may 

be used to implement certain features of some of the 
embodiments of the invention. Tue computer system may be 
a server computer, a client computer, a personal computer 5 

(PC), a user device, a tablet PC, a laptop computer, a 
personal digital assistant (PDA), a cellular telephone, an 
iPhone, an iPad, a Blackberry, a processor, a telephone, a 
web appliance, a network router, switch or bridge, a console, 
a hand-held console, a 01and-held) gaming device, a music 10 

player, any portable, mobile, hand-held device, wearable 
device, or any machine capable of executing a set of 
instructions, sequential or otherwise, that specify actions to 
be taken by that machine. 

The computing system 80 may include one or more 15  

central processing units ("processors") 85, memory 81, 
input/output devices 84, e.g. keyboard and pointing devices, 
touch devices, display devices, storage devices 82, e.g. disk 
drives, and network adapters 83, e.g. network interfaces, that 
are connected to an interconnect 86. 20 

In FIG. 8, the interconnect is illustrated as an abstraction 
that represents any one or more separate physical buses, 
point-to-point connections, or both connected by appropriate 
bridges, adapters, or controllers. The interconnect, therefore, 
may include, for example a system bus, a peripheral com- 25 

ponent interconnect (PCI) bus or PCI-Express bus, a Hyper­
Transport or industry standard architecture OSA) bus, a 
small computer system interface (SCSI) bus, a universal 
serial bus (USB), IIC (12C) bus, or an Institute of Electrical 
and Electronics Engineers (IEEE) standard 1394 bus, also 30 

referred to as Firewire. 
The memory 81 and storage devices 82 are computer­

readable storage media that may store instructions that 
implement at least portions of the various embodiments of 
the invention. In addition, the data structures and message 35 

structures may be stored or transmitted via a data transmis­
sion medium, e.g. a signal on a co=unications link. 
Various co=unications links may be used, e.g. the Internet, 
a local area network, a wide area network, or a point-to-point 
dial-up connection. Thus, computer readable media can 40 

include computer-readable storage media, e.g. non-transi­
tory media, and computer-readable transmission media. 

Tue instructions stored in memory 81 can be implemented 
as software and/or firmware to program one or more pro­
cessors to carry out the actions described above. In some 45 

embodiments of the invention, such software or firmware 
may be initially provided to the processing system 80 by 
downloading it from a remote system through the computing 
system, e.g. via the network adapter 83. 

Tue various embodiments of the invention introduced 50 

herein can be implemented by, for example, progra=able 
circuitry, e.g. one or more microprocessors, progra=ed 
with software and/or firmware, entirely in special-purpose 
hardwired, i.e. non-progra=able, circuitry, or in a combi­
nation of such forms. Special-purpose hardwired circuitry 55 

may be in the form of, for example, one or more ASICs, 
PLDs, FPGAs, etc. 

Although the invention is described herein with reference 
to the preferred embodiment, one skilled in the art will 
readily appreciate that other applications may be substituted 60 

for those set forth herein without departing from the spirit 
and scope of the present invention. Accordingly, the inven­
tion should only be limited by the Claims included below. 

Tue invention claimed is: 65 

1. A method for effecting client roaming in a distributed 
multi-band wireless networking system, comprising: 

10 
wirelessly interconnecting a plurality of wireless net­

working devices via a wireless channel which is dedi­
cated for co=unications between said wireless net­
working devices; 

said interconnected wireless networking devices collec­
tively comprising a single, multi-band wireless network 
providing broad coverage to said client devices; and 

said multi-band wireless network dynamically optimizing 
wireless connections to said client devices by compar­
ing signals received from said client devices at said 
wireless networking devices and making decisions to 
switch a client from one wireless networking device to 
another wireless networking device; 

wherein said decision to switch said client is made for said 
client by said multi-band wireless network indepen­
dently of said client; 

said decision at said wireless networking devices to 
switch a client from one wireless networking device to 
another wireless networking device further comprising: 

a first one of said wireless networking devices requesting 
that a client conduct an 802. l lk  response on a current 
channel; 

said first wireless networking device receiving from said 
client a received signal strength indicator (RSSI) mea­
surement of the power present in a received radio signal 
at said client; 

said first wireless networking device conducting an 
uplink/downlink calibration; 

said first wireless networking device using said calibra­
tion to estimate downlink power based on uplink 
power; 

said first wireless networking device conducting an 
802.l lk  response on a second, candidate wireless net­
working device; 

said first wireless networking device inferring an 802.1 l k  
measurement based on a last received packet on said 
second, candidate wireless networking device; 

said first and second wireless networking devices using 
said dedicated wireless channel for co=unications 
between said wireless networking devices to compare a 
downlink measurement on second wireless networking 
device with an estimated downlink power on said first 
wireless networking device; and 

one or both of said first and second wireless networking 
devices making a decision whether or not the client 
should be instructed to roam. 

2. A method for effecting client roaming in a distributed 
multi-band wireless networking system, comprising: 

wirelessly interconnecting a plurality of wireless net­
working devices via a wireless channel which is dedi­
cated for co=unications between said wireless net­
working devices; 

said interconnected wireless networking devices collec­
tively comprising a single, multi-band wireless network 
providing broad coverage to said client devices; and 

said multi-band wireless network dynamically optimizing 
wireless connections to said client devices by compar­
ing signals received from said client devices at said 
wireless networking devices and making decisions to 
switch a client from one wireless networking device to 
another wireless networking device; 

wherein said decision to switch said client is made for said 
client by said multi-band wireless network indepen­
dently of said client; 

when a client supports 802.llk, a first wireless network­
ing device performing an 802.llk measurement to 
determine a difference in power; 
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11 
said first wireless networking device requesting a mea­

surement report on a current channel and receiving said 
802.llk report from said client indicating how well a 
signal from the first wireless networking device is 
received at the client; 5 

said first wireless networking device comparing downlink 
power provided in said 802 .11 k report to an RSSI of an 
802.l lk report packet; 

said first wireless networking device determining a delta 
10 measurement between downlink power provided in 

said 802.llk report and said RSSI of said 802.llk 
report packet; 

said first wireless networking device determining that said 
client should look at other channels when said delta 

15 measurement equals or exceeds a predetermined value; 
and 

said first wireless networking device instructing said 
client to look at other channels. 

3. A method for effecting client roaming in a distributed 20 

multi-band wireless networking system, comprising: 
wirelessly interconnecting a plurality of wireless net­

working devices via a wireless channel which is dedi­
cated for communications between said wireless net-
working devices; 25 

said interconnected wireless networking devices collec­
tively comprising a single, multi-band wireless network 
providing broad coverage to said client devices; and 

said multi-band wireless network dynanrically optimizing 
wireless connections to said client devices by compar- 30 

ing signals received from said client devices at said 
wireless networking devices and making decisions to 
switch a client from one wireless networking device to 
another wireless networking device; 

wherein said decision to switch said client is made for said 35 

client by said multi-band wireless network indepen­
dently of said client; 

said decision at said wireless networking devices to 
switch a client from one wireless networking device to 
another wireless networking device further comprising: 40 

said multi-band wireless network operating a first one or 
more of said wireless network devices in a monitor 
mode for legacy clients with wireless network devices 
on a same channel; 

said multi-band wireless network operating a second one 45 

or more of said wireless network devices in a sniffing 
mode to detect said clients; 

said wireless network devices coordinating their opera­
tion with each other via said wireless channel which is 
dedicated for communications between said wireless 50 

networking devices; 
said multi-band wireless network detennining when a 

wireless network device other than a wireless network 
device currently in communication with said client is 
better suited to handle a client by a predetermined 55 

margin; and 
said multi-band wireless network triggering roaming 

when a wireless network device other than a wireless 
network device currently in communication with said 
client is detennined better suited to handle said client. 60 

4. The method of claim 3, wherein monitor mode candi­
dates comprise any of the following clients: 

legacy clients having an RSSI smaller than a predeter­
mined value; 

clients with which an 802.llk request fails; 65 
clients with which 802.llk measurements are not accu­

rate; and 

12 

clients in which an 802.llk measurement has a delay that 
is larger than a predetermined level. 

5. The method of claim 3, further comprising: 
said multi-band wireless network using monitor mode to 

calibrate transmit and receive power differences. 
6. The method of claim 3, further comprising: 
said multi-band wireless network performing a fast chan­

nel switch, in which a wireless network device hops to 
a channel other than a channel with which it commu­
nicates with a client to make a measurement and then 
hops back to said channel which it communicated with 
said client without said client treating said wireless 
network device as disconnected. 

7. A method for effecting client roaming in a distributed 
multi-band wireless networking system, comprising: 

wirelessly interconnecting a plurality of wireless net­
working devices via a wireless channel which is dedi­
cated for communications between said wireless net­
working devices; 

said interconnected wireless networking devices collec­
tively comprising a single, multi-band wireless network 
providing broad coverage to said client devices; and 

said multi-band wireless network dynamically optimizing 
wireless connections to said client devices by compar­
ing signals received from said client devices at said 
wireless networking devices and making decisions to 
switch a client from one wireless networking device to 
another wireless networking device; 

wherein said decision to switch said client is made for said 
client by said multi-band wireless network indepen­
dently of said client; 

said multi-band wireless network performing monitor 
mode on different channels; 

said multi-band wireless network coordinating a channel 
switch via said wireless channel which is dedicated for 
communications between said wireless networking 
devices; 

said multi-band wireless network requesting a non-serv­
ing wireless network device operating on a first channel 
to move to a serving wireless network device operating 
on a second channel; 

said non-serving wireless network device making a mea­
surement on said second channel; 

said non-serving wireless network device returning to said 
first channel; 

said non-serving wireless network device sending said 
measurement back to said serving wireless network 
device via said wireless channel which is dedicated for 
communications between said wireless networking 
devices; 

said serving wireless network device sending a control 
packet on said second channel indicating that it is 
offline for a predetermined interval; 

said multi-band wireless network measuring an uplink 
RSSI with at least two wireless network devices; 

said multi-band wireless network comparing said mea­
sured RSSI between at least two wireless network 
devices on different channels; and 

said multi-band wireless network making a client roanring 
decision. 

8. An apparatus for effecting client roaming in a distrib­
uted multi-band wireless networking system, comprising: 

a plurality of wireless networking devices wirelessly 
interconnected via a wireless channel which is dedi­
cated for communications between said wireless net­
working devices; 
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said interconnected wireless networking devices compris­
ing a single, multi-band wireless network providing 
broad coverage to said client devices; and 

said multi-band wireless network comprising at least one 
processor that dynamically optimizes wireless connec- 5 

tions to the client devices by comparing signals 
received from said client devices at said wireless net­
working devices and that makes decisions at said 
wireless networking devices to switch a client from one 
wireless networking device to another wireless net- 10 

working device; 
wherein said decision to switch said client is made by said 

multi-band wireless network independently of said 
client; 

said processor making said decision at said wireless 15 

networking devices to switch a client from one wireless 
networking device to another wireless networking 
device by executing programmed steps in which: 

a first one of said wireless networking devices requests 
that a client conduct an 802.llk response on a current 20 

channel; 
wherein said first wireless networking device receives 

from said client a received signal strength indicator 
(RSSI) measurement of the power present in a received 
radio signal at said client; 25 

said first wireless networking device conducts an uplink/ 
downlink calibration; 

said first wireless networking device uses said calibration 
to estimate downlink power based on uplink power; 

said first wireless networking device conducts an 802. l lk  30 

response on a second, candidate wireless networking 
device; 

said first wireless networking device infers an 802.l l k  
measurement based on a last received packet on said 
second, candidate wireless networking device; 

35 said first and second wireless networking devices use said 
dedicated wireless channel for communications 
between said wireless networking devices to compare a 
downlink measurement on second wireless networking 
device with an estimated downlink power on said first 
wireless networking device; and 40 

one or both of said first and second wireless networking 
devices make a decision whether or not the client 
should be instructed to roam. 

9. An apparatus for effecting client roaming in a distrib­
uted multi-band wireless networking system, comprising: 45 

a plurality of wireless networking devices wirelessly 
interconnected via a wireless channel which is dedi­
cated for communications between said wireless net­
working devices; 

said interconnected wireless networking devices compris- 50 

ing a single, multi-band wireless network providing 
broad coverage to said client devices; and 

said multi-band wireless network comprising at least one 
processor that dynamically optimizes wireless connec­
tions to the client devices by comparing signals 
received from said client devices at said wireless net- 55 

working devices and that makes decisions at said 
wireless networking devices to switch a client from one 
wireless networking device to another wireless net­
working device; 

wherein said decision to switch said client is made by said 60 

multi-band wireless network independently of said 
client; and 

further comprising said processor executing programmed 
steps in which: 

when a client supports 802.llk, a first wireless network- 65 

ing device performs an 802.l l k  measurement to deter­
mine a difference in power; 

14 
said first wireless networking device requests a measure­

ment report on a current channel and receiving said 
802.1 l k  report from said client indicating how well a 
signal from the first wireless networking device is 
received at the client; 

said first wireless networking device compares downlink 
power provided in said 802.1 lk report to an RSSI of an 
802.ll k  report packet; 

said first wireless networking device determines a delta 
measurement between downlink power provided in 
said 802.llk report and said RSSI of said 802. l lk 
report packet; 

said first wireless networking device determines that said 
client should look at other channels when said delta 
measurement equals or exceeds a predetermined value; 
and 

said first wireless networking device instructs said client 
to look at other channels. 

10. An apparatus for effecting client roaming in a distrib­
uted multi-band wireless networking system, comprising: 

a plurality of wireless networking devices wirelessly 
interconnected via a wireless channel which is dedi­
cated for communications between said wireless net­
working devices; 

said interconnected wireless networking devices compris­
ing a single, multi-band wireless network providing 
broad coverage to �aid client devices; and 

said multi-band wireless network comprising at least one 
processor that dynamically optimizes wireless connec­
tions to the client devices by comparing signals 
received from said client devices at said wireless net­
working devices and that makes decisions at said 
wireless networking devices to switch a client from one 
wireless networking device to another wireless net­
working device; 

wherein said decision to switch said client is made by said 
multi-band wireless network independently of said 
client; 

said processor making said decision at said wireless 
networking devices to switch a client frorn one wireless 
networking device to another wireless networking 
device further comprising executing programmed steps 
in which: 

said multi-band wireless network operates a first one or 
more of said wireless network devices in a monitor 
mode for legacy clients with wireless network devices 
on a same channel; 

said multi-band wireless network operates a second one or 
more of said wireless network devices in a sniffing 
mode to detect said clients; 

said wireless network devices coordinate their operation 
with each other via said wireless channel which is 
dedicated for communications between said wireless 
networking devices; 

said multi-band wireless network determines when a 
wireless network device other than a wireless network 
device currently in communication with said client is 
better suited to handle a client by a predetermined 
margin; and 

said multi-band wireless network triggers roaming when 
a wireless network device other than a wireless network 
device currently in communication with said client is 
determined better suited to handle said client. 

11. The apparatus of claim 10, wherein monitor mode 
candidates comprise any of the following clients: 

legacy clients having an RSSI smaller than a predeter­
mined value; 
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clients with which an 802. l lk  request fails; 
clients with which 802.llk measurements are not accu­

rate; and 

16 
where� said dec)sion to switch said client is made by said 

multi-baud wireless network independently of said 
client; AND 

cli�nts in which an 802.1 l k  measurement has a delay that 
1s larger than a predetermined level. 

further comprising said process programmed to execute 
5 steps in which: 

12. The apparatus of claim 10, wherein said multi-band 
wireless network uses monitor mode to calibrate transmit 
and receive power differences. 

13_. The apparatus of claim 10, further comprising: 
said processor programmed to execute steps with which 10 

said multi-band wireless network performs a fast chan­
nel switch, in which a wireless network device hops to 
a channel other than a channel with which it commu­
nicates with a client to make a measurement and then 
hops back to said channel which it communicated with 15 

said client without said client treating said wireless 
network device as disconnected. 

14. An apparatus for effecting client roaming in a distrib­
uted multi-band wireless networking system, comprising: 

a �lurality of wireless networking devices wirelessly 20 

rnterconnected via a wireless channel which is dedi­
cated for communications between said wireless net­
working devices; 

said interconnected wireless networking devices compris­
ing a single, multi-band wireless network providing 25 

broad coverage to said client devices; and 
said multi-band wireless network comprising at least one 

processor that dynamically optimizes wireless connec­
tions to the client devices by comparing signals 
received from said client devices at said wireless net- 30 
working devices and that makes decisions at said 
wireless networking devices to switch a client from one 
wireless networking device to another wireless net­
working device; 

said multi-band wireless network performs monitor mode 
on different channels; 

said multi-band wireless network coordinates a channel 
switch via said wireless channel which is dedicated for 
communications between said wireless networking 
devices; 

said _multi-band wireless network requests a non-serving 
wireless network device operating on a first channel to 
move to a serving wireless network device operating on 
a second channel; 

said non-serving wireless network device makes a mea­
surement on said second channel· 

said non-serving wireless network device returns to said 
first channel; 

said non-serving wireless network device sends said mea­
surement back to said serving wireless network device 
via said wireless channel which is dedicated for com­
munications between said wireless networking devices· 

said serving wireless network device sends a controi 
packet on said second channel indicating that it is 
o:flline for a predetermined interval; 

said multi-band wireless network measures an uplink 
RSSI with at least two wireless network devices· 

said multi-band wireless network compares said 'mea­
sured RSSI between at least two wireless network 
devices on different channels; and 

said multi-band wireless network makes a client roaming 
decision. 

* * * * * 
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