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Control No. Patent Under Reexamination

90/014,624 & 90/014,827 10484511
Office Action in Ex Parte Reexamination Examiner ArtUnit [ AIA (FITF) Status
ERON J SORRELL 3992 No

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -~

a. [¥] Responsive to the communication(s) filed on 29 March 2022
(] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

b. ¥ This action is made FINAL.
c. L] A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter.

Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parfe reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).

If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days

will be considered timely.

Partl THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:
1. [J Notice of References Cited by Examiner, PTO-892. 3. Interview Summary, PTO-474.

2. Information Disclosure Statement, PTO/SB/08. 4.0 :
Partll SUMMARY OF ACTION

1a. Claims 1-30 are subject to reexamination.
1b. (J Claims ___ are not subject to reexamination.
2. Claims 31-66 have been canceled in the present reexamination proceeding.
3. Claims 6-8,10,13,15-16,18-19 and 23 are patentable and/or confirmed.
4. Claims 1-5,9,11-12,14,17,20-22 and 24-30 are rejected.
5. [J Claims ____ are objected to.
6. [J Thedrawings, fledon ____are acceptable.
7. [J The proposed drawing correction, filed on ______hasbeen (7a) () approved (7b) [} disapproved.
8. [ Acknowledgment is made of the priority claim under 35 U.S.C. 119(a)-(d) or (f).

a) LJAI b) [] Some* c) [INone of the certified copies have
1 [0 been received.
2 (O not been received.
3 [ been filed in ApplicationNo.
4 (] been filed in reexamination Control No.
5 ] been received by the International Bureau in PCT application No.
* See the attached detailed Office action for a list of the certified copies not received.

9. [J Since the proceeding appears to be in condition for issuance of an ex parfe reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under £x parfe Quayle, 1935 C.D.
11,453 O.G. 213.

10. ] Other:

cc: Requester (if third party requester)

U.S. Patent and Trademark Office
PTOL-466 (Rev. 08-13) Office Action in Ex Parte Reexamination Part of Paper No. 20220505
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Application/Control Number: 90/014,624 + 90/014,827 Page 2
Art Unit: 3992

DETATILED ACTION
Brief Summary of the Proceeding

A Third Party filed a Request for Ex Parte Reexamination of
claims 1-5, 9, 11, 12, 14, 17, 20-22, and 25-30 of U.S. Patent
No. 10,484,511 to Shribman et al. (“the ‘511 Patent”), said
Request being granted the filing date of December 4, 2020 and
assigned control number 90/014,624.

The Request raised at least one substantial new question of
patentability and an Order Granting Request for Ex Parte
Reexamination was mailed on January 21, 2021 in which it was
determined that claims 1-30 would be subject to reexamination.

A non-final Office action was mailed on May 24, 2021 in
which claims 1-5, 9, 11, 12, 14, 17, 20-22, and 25-30 were
rejected under 35 USC § 102 (b) and/or 35 USC § 103 (a).

The Patent Owner filed a response to the May 24, 2021
Office action on July 22, 2021. The response included arguments
toward the outstanding rejections and new claims 31-66.

Another Third Party filed a Request for Ex Parte
Reexamination of c¢laims 1-5, 9, 14, 17, 20-22, 25, and 27-30 of
the ‘511 Patent, said Request being granted a filing date of
August 11, 2020 and assigned control number 90/014,827.

The second Request also raised at least one substantial new
question of patentability and an Order Granting Request for Ex

Parte Reexamination was mailed on September, 2021.
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On November 8, 2021 a Decision Merging Proceedings
90/014,624 and 90/014,827 was mailed.

On February 7, 2022 a non-final Office action was mailed in
which 1-5,9,11-12,14,17,20-22, and 24-66 were rejected under 35
USC § 102 (b) and/or 35 USC § 103 (a).

On March 29, 2022 the Patent Owner filed their response to
the February 7, 2022 Office action. That response included an
amendment to the claims canceling claims 31-66 and Remarks

directed toward the outstanding Rejections.

Prior Art Listing
The following patents/printed publications were cited in

90/014,624:

<
]

Servers, " Prentice Hall PTE,
20y ("Luoctonan™) ;

i. Luoctonen A.,
(

1998 (1SRN

Relter and Avid D, Rubln,
Anonymity for Webh Trans ]
aticn and &S
{NMovember

<5

i, al
Cache
A
b
ornia
1V, J.5. Patent No. ©,701,374 to Gupta et al, ("Gupta’;);
A Postal, J., "Internet Protoc . REC 781,
DOT 10,1 7487/ RFECOT9L, (TEEC V917

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

6 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 4
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vi. D, Wessels and K. Claf TICE and the Sguid
Web Cache, ™ in I1EEE Jcournal on Selected Areas

in Communlcatlons, vol. 12, no. 3, pp. 345-357;

Bpril 1998, doi: 10,1108/49,669042 ("Wezszsela®);
- =] o W S T T Faas 5 . 3 5 13 - T o
Vil Wessels, "Sgulid; The Definitive Guide,” ISBN 10;
2780586001629, ISBN-13: 278-0596001629,
OfkReilliy Maedia; 18t BEd. (January 1, 2004) ("The Squid
S I 1
Book™)

The following patents/printed publications were cited in
90/014,827:

viii. U.S. Patent No. 6,389,462 to Cohen et al. which issued
on May 14, 2002 (“Cohen’);

ix. U.S. Patent No. 6,785,705 to Rocherlakota which issued
on August 21, 2004 (“Kockerlakota”); and

X. Network Working Group, Request for Comments (RFC} 2616
HTTP/1.1 (RFC 2616).
Information DRisclosurs Statementis)

With respect to the Information Disclosure Statements
(PTO/SB/08A and 08B or its equivalent) filed on March 29, 2022,
the material has been considered with this action, the
information cited thereon has been considered to the extent
suggested in the MPEP. Note that MPEP §§ 2256 and 2656 indicate
that degree of consideration to be given to such information
will be normally limited by the degree to which the party filing
the information citation has explained the content and relevance

of the information.
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Any duplicate citations noticed by the examiner have been

lined through.

Status of the Claims

T. Claims 1-5, 9, 11, 12, 14, 17, 21, 22, 24, 29, and 30 are
rejected under 35 USC § 103(a) as being obvious over RFC 2187 in
view of Wessels; Claims 25-27 are rejected under 35 USC § 103 (a)
as being obvious over RFC 2187 in view of Wessels and further in
view and RFC 791; Claim 28 is rejected under 35 USC § 103(a) as
being obvious over RFC 2187 in view of Wessels and further in
view of The Squid Book; and Claim 20 is rejected 35 USC § 103 (a)
as being obvious over RFC 2187 in view of Wessels and further in

view of RFC 791 and The Squid Book.

IT. Claims 1-5, 9, 14, 17, 20-22, 25, and 27-30 are rejected
under 35 USC § 102 (b) as being anticipated by Crowds. Claim 26
is rejected under 35 USC 103 (a) as being obvious over Crowds in

view of RFC 791.

III. Claims 1, 14, 20-22, 23, and 27-29 are rejected under 35
USC § 103 (a) as being obvious over Kocherlakota in view of AAPA

and RFC 2616.

Claim Interpretation

Oxylabs LT, UAB v. Bright Data Ltd.
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Application/Control Number: 90/014,624 + 90/014,827 Page 6
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The claims of the 511 will be given thelr broadest

reasonable Interpretation pursuant Lo MPEP 2258(1) (&) .

Statutory Basis for Prior Art Rejections

35 USC § 102
The following is a quotation of the appropriate paragraphs
of pre-AIA 35 U.S.C. 102 that form the basis for the rejections
under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a
printed publication in this or a foreign country or in
public use or on sale in this country, more than one
yvear prior to the date of application for patent in
the United States.

35 USC § 103
The following is a quotation of pre-AIA 35 U.S.C. 103 (a)
which forms the basis for all obviousness rejections set forth

in this Office action:

(a) A patent may not be obtained though the invention
is not identically disclosed or described as set forth
in section 102, if the differences between the subject
matter sought to be patented and the prior art are
such that the subject matter as a whole would have
been obvious at the time the invention was made to a
person having ordinary skill in the art to which said
subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was
made.
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Claim Rejections

I. ICP-based Rejections

Claim 1-5, 9, 11, 12, 14, 17, 21, 22, 24, 29, and 30 are
rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable
over RFC 2187 in view of "“ICP and the Squid Web Cache” by

Wessels and Claffy (hereinafter “Wessels”).

Referring to claim 1, RFC 2187 teaches a method for
fetching, by a first client device (see local cache in the
figure on page 4 reproduced below), a first content identified
by a first content identifier (see “URLs” at page 4) and stored
in a web server (see “origin server” at page 4, for use with a

first server, the method by the first server comprising:

Oxylabs LT, UAB v. Bright Data Ltd.
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receiving, from the first client device, the first content
identifier;

RFC 2187 discloses, “Local cache receives an HTTP[1]
request from a cache client.” See page 7. See also page 4 which
discloses the requests are URLs.);

selecting, in response to the receiving of the first
content identifier from the first client device, a cache in the
network

RFC 2187 discloses that if none of the other peer caches
have the requested content, a cache is selected to forward the
request to and the selected cache is used to fetch the content.

See page 13 at § 5.3.9., “Since MISS replies were received from

Oxylabs LT, UAB v. Bright Data Ltd.
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Application/Control Number: 90/014,624 + 90/014,827 Page 9
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all peers, we must either select a parent cache or the origin
server.. .. we forward the request to the peer with the lowest RTT
to the origin server.”

sending, in response to the selecting, the first content
identifier to the web server using the selected cache;

RFC 2187 teaches forwarding the request to the selected
cache which is used to fetch the content. See page 13 at §
5.3.9., “Since MISS replies were received from all peers, we
must either select a parent cache or the origin server.. .. we
forward the request to the peer with the lowest RTT to the
origin server.” See page 11 at § 5.2.5 “If the replying cache 1is
a patent of the querying cache, the ICP OP MISS indicates an
invitation to fetch the URL through the replying cache.”

receiving, in response to the sending, the first content
from the web server

RFC 2187 teaches the content is fetched through the parent
cache or the origin server. See page 11 at § 5.2.5; and

sending the received first content to the first client
device

RFC 2187 discloses ICP 1s used to select a location from
which to retrieve an object (see abstract) and further discloses
ICP adds delay to HTTP transactions. See page 5. See also page
7, “Local cache receives an HTTP[1] request from the cache

client.” As described by RFC 2187, an HTTP transaction starts

Oxylabs LT, UAB v. Bright Data Ltd.
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Application/Control Number: 90/014,624 + 90/014,827 Page 10
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with the HTTP request and would end with the requested object
being returned to the requesting client.

wherein the first content comprises a web document or
object and wherein the first content identifier comprises a
Uniform Resource Locator (URL).

RFC 2187 discloses"..the general flow of document requests..
when a cache does not hold the requested object.” See page 3.
See page 4 which discloses the requests are URLs.

RFC 2187 fails to explicitly disclose the first server
stores a group of IP addresses and selecting an IP address from
the group of IP addresses in response to receiving the first
content identifier from the first client device. RFC 2187,
however, discloses that hosts are identified by their IP address
(See page 14, “..inside hosts can be specified by their IP
addresses as well.”) and further discloses the first server
performing an ICP guery/response process whereby at the
conclusion the first server determines where to forward the
request (See page 7 at § 5, “Applying the Protocol”.).

RFC 2187 also fails to explicitly disclose the retrieved
web objects being a web-page, audio, or wvideo.

Wessels, a paper further describing ICP and its specific
application in software called ‘Squid’ which is software

designed to run on web caches, teaches selecting, in response to

Oxylabs LT, UAB v. Bright Data Ltd.
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Application/Control Number: 90/014,624 + 90/014,827 Page 11
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the receiving of the first content identifier from the first
client device, an IP address from the group.

Wessels teaches, "“The cache originating the ICP QUERY
collects the reply messages and then chooses a peer cache to
retrieve an object.” See page 6. See also figure 2 which shows
the structure of ICP messages including the SENDER HOST ADDRESS.
Note that collecting the query responses would include
collecting the host address of the responding peers, one of
which is selected to retrieve the object.

Wessels is analogous to the claimed invention because
Wessels discloses a method sending and receiving HTTP requests
and replies between web clients and servers like the claimed
invention. (See section 1.1). Wessels discloses reducing the
time it takes to process the requests through the use of web
caches or proxy caches that may store a copy of the requested
content locally (see section 1). Increasing the speed of
requested content is the problem described in the abstract of
the ‘511 Patent.

Wessels is properly combinable with RFC 2187 as they by the
same authors, published around the same time, and describe the
same subject matter, namely the internet caching protocol and
its application with different levels of detail. Wessels
provides a greater level of detail and/or specificity with

respect to certain features mentioned in RFC 2187. A POSITA

Oxylabs LT, UAB v. Bright Data Ltd.
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Application/Control Number: 90/014,624 + 90/014,827 Page 12
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having possession of both references would recognize they could
use Wessels to determine specific implementation details of the
general steps disclosed by RFC 2187.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention combine the
teachings of RFC 2187 and Wessels such that the first server
stores a group of IP addresses from which one IP address is
selected in response to receiving the first content identifier
in RFC 2187. A POSITA having possession of both references would
recognize they describe the same subject matter, namely the
internet caching protocol and its application with different
levels of detail. A POSITA would readily recognize they could
use Wessels to determine specific implementation details of the

general steps disclosed by RFC 2187.

Referring to claim 2, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and Wessels
further teaches each of the IP addresses in the group is
assoclated with a respective client device that is identified
over the Internet using a respective IP address. See page 6 at §
3.1 the cache queries its peers and collects their responses

which include their respective IP address. See figure 2 on page

Oxylabs LT, UAB v. Bright Data Ltd.
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5. The peers are clients with respect to other web caches higher

up the hierarchy.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to modify RFC
2187 such that the first server stores a group of IP addresses
wherein each of the IP addresses in the group is associated with
a respective client device that is identified over the Internet
using a respective IP address. A POSITA having possession of
both references would recognize they describe the same subject
matter, namely the internet caching protocol and its application
with different levels of detail. A POSITA would readily
recognize they could use Wessels to determine specific
implementation details of the general steps disclosed by RFC

2187.

Referring to claim 3, RFC 2187 in view of Wessels teaches
the method according to claim 2 (as shown above), and RFC 2187
further teaches sending of the first content identifier to the
web server comprises sending, by the first server, the first
content identifier to the client device addressed by the
selected IP address. RFC 2187 discloses, “If the peers are using

ICP FLAG SRC RTT feature, we forward the request to the peer

Oxylabs LT, UAB v. Bright Data Ltd.
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with the lowest RTT to the origin server.” See page 13 at §
5.3.9. Note the peer with the lowest RTT is a client with

respect to the origin server.

Referring to claim 4, RFC 2187 in view of Wessels teaches
the method according to claim 3 (as shown above), and RFC 2187
further teaches wherein the sending of the first content
identifier to the web server further comprises sending, by the
client device addressed by the selected IP address, the first
content identifier to the web server, and receiving, from the
web server, the first content. RFC 2187 discloses “If the peers
are using ICP FLAG SRC RTT feature, we forward the request to
the peer with the lowest RTT to the origin server.” See page 13
at § 5.3.9. Note one of the caches lsg selected to which
forward the request. That selechted cache 1s then used to fetch

the reguested content from the corigin server.

Referring to claim 5, RFC 2187 in view of Wessels teaches
the method according to claim 3 (as shown above), and RFC 2187
further teaches wherein the receiving of the first content from
the web server comprises receiving the first content from the

client device addressed by the selected IP address. See also

Oxylabs LT, UAB v. Bright Data Ltd.
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page 11 at § 5.2.5. “fetching the URL through the replying
caches. See also page 13 at § 5.3.9, “If the peers are using
ICP FLAG SRC RTT feature, we forward the request to the peer

with the lowest RTT to the origin server.”

Referring to claim 9, RFC 2187 in view of Wessels teaches
the method according to claim 2 (as shown above), and Wessels
further teaches wherein each of the IP addresses in the group is
assoclated with a respective client device that is identified
over the Internet using a respective IP address and is currently

online.

Wessels teaches a cache queries its peers and collects
their responses which include the responding peer’s respective
IP address. See figure 2 on page 5. See also page 6 at § 3.1.
The peers are clients with respect to the web cache higher up
the hierarchy. See also page 14, “.hosts can be specified by IP
addresses as well.” See also Wessels § 4.4 at page 9, Note that

only the alive peers respond.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to include the
first server storing a group of IP addresses wherein each of the

IP addresses in the group is associated with a respective client

Oxylabs LT, UAB v. Bright Data Ltd.
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device that is identified over the Internet using a respective
IP address and is currently online. A POSITA having possession
of both references would recognize they describe the same
subject matter, namely the internet caching protocol and its
application with different levels of detail. A POSITA would
readily recognize they could use Wessels to determine specific
implementation details of the general steps disclosed by RFC

2187.

Referring to claim 11, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and Wesssels

further teaches by the first server:

sending, a ‘keep alive’ message to each of the client
devices that are identified over the Internet using by the
stored IP addresses; and waiting for a response to the ‘keep

alive’ message from each of the client devices.

Wessels teaches using the ICP QUERY message is used
determine if peers are reachable or ‘alive’ and the first server
waits for 20 consecutive queries without a response before
determining a peer to be ‘dead’ and marking it as such. See §

4.4 at page 9.
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It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to incorporate
sending keep alive messages to each client and wait for
responses to the messages into the process performed by the
first server of RFC 2187 in order to reduce the possibility of
incurring a two-second timeout while implementing ICP as

suggested by RFC 2817. See page 2 at § 5.1.4.

Referring to claim 12, RFC 2187 in view of Wessels teaches
the method according to claim 11 (as shown above), and Wessels
further teaches that responsive to not receiving, by the first
server, a response to the ‘keep alive’ message from a client
device, removing the IP address of the non-responsive third

client device from group of IP addresses

Wessels discloses that after 20 consecutive queries without
a reply, the server removes the peer from the list of peers it

expects replies from. See § 4.4 at page 9.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to incorporate
sending keep alive messages to each client and wait for
responses to the messages into the process performed by the

first server of RFC 2187 in order to reduce the possibility of
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incurring a two-second timeout while implementing ICP as

suggested by RFC 2817. See page 2 at § 5.1.4.

Referring to claim 14, RFC 2187 in view of Wessels
discloses the method according to claim 1 (as shown above), and
RFC 2187 further discloses the method is for use with a
criterion stored in the first server, wherein the selecting is

according to, or based on, the criterion.

RFC 2187 discloses, “We essentially always choose the peer
with the lowest RTT.” See page 9 at § 4.3. The determined round
trip time to the origin server 1s used as the selection

criterion.

Referring to c¢laim 17, RFC 2187 in view of Wessels
discloses the method according to claim 14 (as shown above), and
RFC 2187 further discloses wherein the criterion is based on, or

comprises, a response time when communicating.

RFC 2187 discloses, “We essentially always choose the peer
with the lowest RTT.” See page 9 at § 4.3. The determined round

trip time is a response time.
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Referring to claim 21, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and RFC 2187
further teaches the first server is a Transmission Control
Protocol/Internet Protocol (TCP/IP) server that communicates
over the Internet with client devices based on, according to, or

using, TCP/IP protocol or connection.

RFC 2187 discloses the first server being a TCP server. RFC
2187 discloses marking a peer down “when a TCP connection fails,
and up again when a diagnostic TCP connection succeeds.” See §

5.1.3 at page 9.

Referring to claim 22, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and RFC 2187
further teaches the first server communicates over the Internet
based on, or according to, one out of UDP, DNS, TCP, FTP, POP#,

SMTP, or SQL standards.

RFC 2187 discloses, “..ICP uses UDP as an underlying

transport..”. See page 9 at § 5.1.4
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Referring to claim 24, RFC 2178 in view of Wessels teaches
the method according to claim 1 (as shown above), and Wessels
further teaches for use with a second client device (sibling

cache), the method further comprising, by the first server:

receiving a message from the second client device and
responsive to the receiving of the message from the second
client device, adding the IP address of the second device to the

group of IP addresses.

Wessels discloses, "“The cache originating the ICP QUERY
collects the reply messages and then chooses a peer cache.” See
page 6 at § 3.1. The sibling or peer caches would be considered
a client with respect to a higher-level cache or origin server

it makes requests from.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to include the
receiving a message from the second client device and responsive
to the receiving of the message from the second client device,
adding the IP address of the second device to the group of IP
addresses. A POSITA having possession of both references would
recognize they describe the same subject matter, namely the
internet caching protocol and its application with different

levels of detail. A POSITA would readily recognize they could
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use Wessels to determine specific implementation details of the

general steps disclosed by RFC 2187.

Referring to claim 29, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and RFC 2187
further teaches the method is for use with a software
application that includes computer instructions that, when
executed by a computer processor, cause the processor to perform

the steps of the claim 1.

RFC 2187 discloses, “Squid and Harvest allow for complex
hierarchical configurations.” See page 4 at § 2. Note that Squid

is a software package.

Referring to claim 30, RFC 2817 in view of Wessels teaches
the method according to claim 1, and RFC 2187 further teaches
wherein the web server comprises a web server that is a
Hypertext Transfer Protocol (HTTP) server responding to HTTP and
addressed in the Internet using a web server Internet Protocol

(IP) address.

RFC 2187 discloses when the local cache (‘first server’)

receives an HTTP request from a client it can send the request
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directly to the origin server. See the figure on page 4. RFC
2187 further describes the HTTP transactions which include HTTP
request and HTTP replies. See page 5. HTTP transactions use IP

addresses.

Claims 25, 26, and 27 are rejected under pre-AIA 35 U.S.C.
103(a) as being unpatentable over RFC 2187 in view of Wessels as

applied to claim 1 above, and further in view of RFC 791.

Referring to claim 25, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and RFC 2187
further teaches forwarding the request to a parent cache with
the lowest RTT to the origin server. See § 5.3.9. at page 13.
The request is forwarded to the parent cache with the lowest RTT
to the origin server so the parent cache issue the request using
the content identifier to the origin server and such a request

would have the parent cache as the source.

RFC 2187 in view of Wessels fails to explicitly disclose
using the selected IP address as the source address when sending

the first content identifier to the web server.
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RFC 791 is the Internet Program Protocol (IP Protocol)
Specification which sets forth the manner of transmitting data
between sources and destinations on interconnected systems. RFC
791 is analogous to the claims because the claims are directed
toward requesting and receiving data over a network making use

of IP Protocol addresses.

RFC 791 teaches that the when sending transmissions from a
source to a destination connected over the internet underlying
packets comprise headers that include the source and destination

addresses (see figure 4 at page 11).

It would be obvious to combine the teachings of RFC 791
with RFC 2187 because RFC 2187 discloses the use of IP addresses
(see page § 6 at page 14). One concerned with implementing the
system described in RFC 2187 would logically look to RFC 791 as

it is the protocol specifying IP transactions.

Referring to claim 26, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), and RFC 791
further teaches forwarding the request to a parent cache with
the lowest RTT to the origin server. See § 5.3.9. at page 13.
The request is forwarded to the parent cache with the lowest RTT

to the origin server so the parent cache can issue the request
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using the content identifier to the origin server and such a

request would have the parent cache as the source.

RFC 2187 in view of Wessels fails to explicitly disclose
using the selected IP address as the source address when sending

the first content identifier to the web server.

RFC 791 is the Internet Program Protocol (IP Protocol)
Specification which sets forth the manner of transmitting data
between sources and destinations on interconnected systems. RFC
791 is analogous to the claims because the claims are directed
toward requesting and receiving data over a network making use

of IP Protocol addresses.

RFC 791 teaches that the when sending transmissions from a
source to a destination connected over the internet underlying
packets comprise headers that include the source and destination

addresses (see figure 4 at page 11).

It would be obvious to combine the teachings of RFC 791
with RFC 2187 because RFC 2187 discloses the use of IP addresses
(see page § 6 at page 14). One concerned with implementing the
system described in RFC 2187 would logically look to RFC 791 as

it is the protocol specifying IP transactions.
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Referring to claim 27, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), RFC 2187
further teaches the client sending HTTP requests and the ICP
peers such as the first server having IP addresses. See page 7,
Note that access control entries, that allow requests to HTTP
and ICP ports, specifies source IP addresses of customer cache

machines.

RFC 2187 in view of Wessels fails to explicitly disclose
the first client device is identified by a first IP address, MAC

address, or hostmane.

RFC 791 is the Internet Program Protocol (IP Protocol)
Specification which sets forth the manner of transmitting data
between sources and destinations on interconnected systems. RFC
791 is analogous to the claims because the claims are directed
toward requesting and receiving data over a network making use

of IP Protocol addresses.

RFC 791 discloses that TCP/IP packets must include source
and destination IP addresses in the header of each TCP packet.

See figure 4 at page 11.

It would be obvious to combine the teachings of RFC 791
with RFC 2187 because RFC 2187 discloses the use of IP addresses

(see page § 6 at page 14). One concerned with implementing the
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system described in RFC 2187 would logically look to RFC 791 as

it is the protocol specifying IP transactions.

Claim 28 is rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over RFC 2187 in view of Wessels as applied

to claim 1 above, and further in view of The Squid Book.

Referring to claim 28, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), RFC 2187

further teaches the software package “Squid” implementing ICP.

RFC 2187 in view of Wessels does not explicitly disclose
storing, operating, or using by the first server, a server

operating system.

The Squid Book, a manual detailing the Squid software
package referenced in RFC 2187, discloses the Squid software
package runs on Unix or Windows thereby disclosing storing,

operating, or using a server operating system.

It would have been obvious to one of ordinary skill in the
art at the time of the Patent Owner’s invention to include using

a server operating system by the first server because an
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operating system is a requirement to run the Squid software

disclosed by RFC 2187.

Claim 20 is rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over RFC 2187 in view of Wessels as applied
to claim 1 above, and further in view of RFC 791 and The Squid

Book.

Referring to claim 20, RFC 2187 in view of Wessels teaches
the method according to claim 1 (as shown above), however RFC
2187 in view of Wessels fails to explicitly disclose the first
client device is addressed over the Internet using a first IP
address, and the method further comprising storing, in the first

server, the first IP address.

RFC 791 is the Internet Program Protocol (IP Protocol)
Specification which sets forth the manner of transmitting data
between sources and destinations on interconnected systems. RFC
791 is analogous to the claims because the claims are directed
toward requesting and receiving data over a network making use
of IP Protocol addresses. RFC 791 discloses that any device that

communicates over the internet is addressed using an IP address
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(see figure 4 at page 11) which would include the first client

device in RFC 2187.

It would therefore be obvious to one of ordinary skill in
the art at the time of the Patent Owners invention to include an
IP address for the client device of RFC 2187 because an IP
address is required for network communications and the client

device is RFC 2187 makes requests for content over a network.

RFC 2187 in view of Wessels discloses the first server may
run the Squid proxy caching software (See RFC 2187 page 6 at §
4.1, “In Squid, to configure parent and siblings in a
hierarchy..” See also Wessels page 3, “Harvest, NetCache and
Squid all support ICP” and “Most Web caching systems in use

today, including Squid, are demand driven from clients..”).

REFC 2187 in view of Wessels and RFC 791 fails to explicitly

disclose storing, in the first server, the first IP address.

Squid teaches proxy servers maintaining access logs which
store IP addresses of the clients that access 1t (see page 216).
The client in Squid would correspond to the client making the

HTTP request in RFC 2187,

It would have been obvious to one of ordinary skill in the

art at the time of the Patent Owner’s invention to include the
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first server maintaining an access log storing the clients IP
address. One of ordinary skill in the art would have been
motivated to make such modification in order to keep track of

who is using the system for administrative purposes.

1T. Crowds-based Rejections
Claim(s) 1-5, 9, 14, 17, 20-22, 25, and 27-30 are rejected

under pre-AIA 35 U.S.C. 102(b) as being anticipated by Crowds.

Feferring to claim 1, Crowds teaches a method (see flgure 2
reproduced beslow for reference) for fetching by a first client
device {(itondo D), a first content identified a first content

51, for

identifier {(URL) and stored in a web server (webh server
use with a first server (jondo 4 that stores a group of IP

addresses, the method by the first server comprising:
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iexifiatene wnad wely server of cach path ave labeded the sgmel

Fig. % Pathz in » sweed 14

Crowds disclioses a nmethod of executing web transactions

Trom a user’s compulter to web server. The user 1ls represented by

‘

a process running on her cor called a Jondo {the clalimed

first client device, for exanmpis

Jondae 53, The user’s regquest Lo

a web server {(fThe reguest [o fetch content stored in the web

device running 1ts cown jondce {the claimed first server, fozr

= e T g o e oo PR R \ PR 3 L T [ o
Jondo 4), before belng sent to The web gerver b, See

i PR 1% r)' NN Ex e .y one Yy T
Leaches, o helng browsing anonvmously,

rther teaches the firs

e Fam o = = - - F T oA s o o o~ . e o L R
server stores a group of IP addresses. Crowds staltes, “..the
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crowd. 22 Al 3. See alszso page 87, V.the blender adds the
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new jondoe {(1.e., its IP address, port number, account name} to
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ite list of members, and reports tfiszs list to the jondo.”).
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raeceiving, from the first client device, the first content

identifier;
Crowds describes a process by whicgh dondo 4 {(“first

zerver”) receives a web vequest for content, inciuding a URL

{(*first content identifier”™), from jondc 2 {“first ciient

device”) and discloses {he example path b—d—o—gerver o {see page

selecting, in response to the receiving of the
first content identifier from the first client device, an IP

address from the group:

Crowds discleses, “More precisely, the Jondo gicks a Jondo
from the crowd {(possibly itself) at random, and forwards the

See page 73, The Jondos are identlifled by thelr

T o e o ‘ PR e E o~ =4 - M- i S e A 4
1P address. See page 39 and figure 2. The act of jondo 4

=t jonds in the path

Limitation.

sending, in response to the selecting, the first content

identifier Lo the web server using Tthe selected IP address:

TR VNN P B I R R ] o~ ey LA R C—. oy e = - N N L i
Crowds discloses the “random path ¢f jondos® 1s what
LA - e a f R S ~ - P, | S -y 1
carries 1ts users’ transactions to and from Their intended wed
TR » o sy g Ao b P - i} cny ey o
servers, see page 73, In v cath discussed above,
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S A / (R e - ¥ VR p c — . b
Jondo 4 (Yflrst server’) sends the web reguest o web server 5

only after the selection of

addressz of donde & is used to create the TCP/IP connectilion

between jcondos 4 and 6, The selected IP address of Jondo &, as
the final ‘Jondo in the path, 1s also used to send the web

regeliving, in response to the sending, the first conteant

from the waeb server; and

Crowds discls replies traverse the same path

gsending the received first content to the first client

device,

wharein the first content comprises a web-page, an audioc,
or a video content, and wherein the first content identifier

comprises a Uniform Resource Locator {(URLY .

Crowds disclicses the servers are web servers and The
S gy N PN R € - - R oy e ey o e P RSP I [ Moy - - R "
responses wnclude web pages. Crowds slates, upon returning a

P PR . S b oy 4= on oy - B T SR S
weo-Dade O Lhgl palln Convainlng

e R O R o S & o SN 5 S P a4
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90/014,827 Page 33

4

e e DS oo . A | Sap—— RN Ay e P . s T PR =
cade o4 Flgure 4 3Snows tne mean iatency in miliilseconds of
felirieving wel: pages oL vVarlolds silies.,
Y ey e oy o : o] SRS R P, jEp—— P - 2
Feferring to ¢laim 2, Crowds teaches the method according

to glaim 1,

wherein each of the IP addresses in the group is

azsociated with a2 respective client device that iz identifisd

over the Internet using a respective IF address.

—~
(OB

iimitations

ol
[N

1 as shown above.

aim

Crowds further discloses Tthe crowd membership 1ist is stored by
cach member of the crowd and 1ir IP addresses of each
nember of the crowd. See page 87, “Fach member maintaine ite own
iist of crowd membership.” See alsoe figure ¢ which shows a list
of available Jondeos with their respective IP addresses.
Referring to c¢laim 3, Crowds Leaches the method according

to alaim 2,

to the web server comprises sending, by

wharein the sending of the first content identifier

the first server, the

first content identifier to the client device addressed by ths

selectaed IP address.

Crowds teaches jondo 4 (‘the first

server’) sends the web

request containing the first content identifier to web server 5
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using the jondo path that includes jondo 6 which is addressed by

the selected IP address. See page 73, example path 5-4-6-server.

Referring to oclaim 4, Cn ‘hes the method according
to claim 3, wherein the sending of the first content identifier
to the web server further comprises sending, by the client

device addressed by the selected IP address, the first content

identifier to the web server, and receiving, Lrom the wab

server, the first content.

e Ay o Ny 1 N L : T e o T T o ;o R
Crowds teaches the method of claim 3 as shown above. Crowds

cloges the example path 5-4~o-server 5. See page 7. To create

b {

this path, Jondo ¢ ('the client device addressed by the selected

TS e e e e Y , e I PR GOE S e A~ rar NP =

TP address?) sends The content i1dentifier To web server 5.

SRIEVN PR ey 1 e 1 e T o e - AL} N g o o T - NP N . f- Tev s ey oo, [P N A
Crowds also discloses “lserver repllies traverse Lhe same path,
-~ I 7 7 ¥ ¥ 7 Qe vhNE s 7/J Qe = v ey ; 'J xR 22 o f
QnLy I cvelze 28 Rade /4. oo also page /o0 | nes o4 SRS

Referring to claim 5, CTrowds 235 the method according
to claim 3, wherein the receiving of the first content from the
wab server comprises receiving the first content from the olient

device addressed byv the selected IP address.

ez the method of claim 4 a3s shown above. Crowds

P R S P T e I s I ] P TR, B, -
discloses the example path b-4-0-gerver. See page 7. Crowds also
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hM - o i ~ 7 ~
dis . traverse Che game pati, onliy in
o o N " - ©o - s "
reverse,” See page 74, See also page 75 (lines 32-33 of the
paeudocodea) .

3

g Lo elaim 2, Crowds teaches the method according

.

te claim 2, wherein each of the IP addresses in the group is
agseociated with a respective client device that ig identified
oveyr the Internef using & respecitive IP address and is currently

online.

Crowds teaches the method of claim 2 as shown above. Crowds
also fteaches that each jonds maintains a list of the current

crowd membership which 1z updated as crowd

delet

PR o S = 1. S T S RN | i £
ed. See Lade o/, nACH menbelr oL Uhe Crowd mainliinsg iis
- ] + e -~ ~ .7 ~ N SR = ! g s e - ~
own 115t of the crowd membership. updated when the jondo

i S . - gy . T P oy ]
receives notices of new or deleted members.l”.

Referring to claim 14, Crowds teaches the methed according
to claim 1, the method for use with a criterion stored in the
fFirst server, wherein the selecting iz acoording to, or based

on, the criterion.

Crowds teaches the method of claim 1 ag shown above. Crowds

ARV

= - P B N T a1~ W e P In 5 - ~ o ~ 7 -~ R .
Turther discloses that “when this jondo receives the reguest 1t
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Fiimae a hianamed ~oirn Fo dararminsg whotrhar or netr Fo Forws el Fhe
TLIDE A& Qlaszea Celn TOo Qecerpineg wnevher or ol TO DOrWaina il

reguest o another jondoy the coin indicates to forward with a
SN S S AR - G~ N o PP T g - N PRI
probakbility pr.” See page 73, The probabnlliiy pr 1s the clalmed

criteria.

to claim 17, Crowds teachez the method according
to oclaim 14, wherein the criterion is based on, or Comprises, a

rasponsa btime when communicating.

Crowds teaches The method of claim 14 as shown above.

Crowds

infiitenced bhv modifving the orobabilify m-.” Therefore the
L0 L e Ol LY 0L L VLY L DLl L LDy [DF. Liknz N Sy L
N S - e I - Y oW

criterion 1s based on latency Dee page #ma.,

-~

Referring to claim 20, Crowds teaches the method according
to oclaim 1, wherein the first client device is addressed over
the Internet using a first Internet Protocol {(IP} address, and
the methoed further comprising storving, in the first server, the

fFirvat IP address.

Crowds teaches the method of claim

1 {as shown above), and

/

further discloses ecach memb of the crowd

and Sondo by sitores the crowd membership list
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IP address of all tThe crowd membership including itsg own IP

s
o€
e

address. See page

Referring to ¢laim 21, Crowds teaches the method according
te claim 1, wherein the first server is a Transmission Control
Protocol//Internat Protocel (TCR/IP) server that communicates
over the Internset with client devices based on, accezding teo, or

uging, TCPR/IP protocel or connection.

Ore

Crowds teaches the method ¢f claim 1 (as shown above), and

Crowdes further discloses the jondes communicate over TCPR/IP

Feferving to «laim 22, Crowds teaches the method acocording
to claim 1, wherein the first server communicates over the
Internet based on, or asccording to, one coubt of UDP, DHE, TCP,

FTE, POPH, SMTP, or B3QL standards.

the method of ¢laim 1 (as shown above), and

Crowds further discloses the jondos communicates according to
the TCP standard. Zee page 81,
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Referring to claim 25, Crowds teaches the method according
to claim 1, wherein the sending of the first content identifier
to the web server comprises using the selected IP address as a

source address.

Crowds discloses the method of claim 1 (as shown above).
Crowds further discloses the example path 5-4-6-server 5. See
page 73. When the content request is forwarded from jondo 6
(whose IP address was selected by jondo 4) to the server, the IP

address of jondo 6 is used as a source address.

Referring to claim 27, Crowds teaches the method according
to claim 1, wherein the first client device is identified by a
first Internet Protocol (IP) address, Media Access Control (MAC)

address, or a hostname.

Crowds discloses the method of claim 1 (as shown above).

Crowds disclose

&)}

sach member of the crowd {(incliuding jonds 4 and

Jondo b)) storing the crowd membershle list which includes tThe IF

address of all the crowd membershlp including its own IF
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Referring to claim 28, Crowds teaches the method according
to claim 1, further comprising storing, operating, or using, by

the first server, a server operating system.

Crowds discloses the method of claim 1 (as shown above).
Crowds further discloses implementation tests were executed on
computing devices running Sun0OS 4.1.4 which is a UNIX based

operating system for workstations and servers. See page 82.

Referring to claim 29, Crowds teaches the method according
to claim 1, for use with a software application that includes
computer instructions that, when executed by a computer
processor, cause the processor to perform the steps of the claim

1.

Crowds discloses the method of claim 1 (as shown above).
Crowds further discloses 1400 copies of the Crowds code were
distributed at the time of its writing. See page 91. The Crowds

code 1s a software application including computer instructions.

Referring to claim 30, Crowds teaches the method according
to claim 1, wherein the web server comprises a web server that

is a Hypertext Transfer Protocol (HTTP) server responding to
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HTTP requests and addressed in the Internet using a web server

Internet Protocol (IP) address.

Crowds discloses the method of claim 1 (as shown above).
Crowds further discloses the system sends requests to “web
servers” after being passed to a random member of the crowd. See
page 67. Crowds further teaches the servers are HTTP servers
responding to HTTP requests. See pages 82-83. Crowds further
teaches the web servers are addressed in the Internet using a
web server IP address (see pages 66-76 “IP addresses of the

client and server computers..”).

Claim 2% is rejected under pre-Ald 35 U.8.C. 103{a} as
being unpatentable over Crowds in wview of RPC 721.
Referring to claim 26, Crowds teaches the method of clainm

urther teaches the jondos having

th

1 {as shown above), and Crowds

NI T T s gn et A 5 ey f e en ey wmey v S N P IO SV = I TR
TCR/TP connections {see page 81) however Crowds Tails ifo

explicitiy teach sending, by the first server, the selectesd IFP

address in response Lo the gelecting,
BFC 791 feaches including the destination address in the

headers of packets used for communicating between the source of

2 packelt and its destination in order for the destination
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determine the data is int

- .l \
[ S B

It would have been obvious Lo one o

cordinary skill in the

for it (see figure 4 and page

art at the Time of the Patent COwners invention to modify the

O T N

teachings of Crowds with the above teachings of

R S Trs oy oy v 1 e
RFC 721 because

Crowds zuggests using IP addresses for communication and RFC 791

15 the industry-accepted standard for IP communication.

ITI. Focherlazkota-based Rejsctions

Claims 1, 14, 20-22, 25, and 27-29 are rejected under pre-

ATA 35 U.S.C. 103(a) as being unpatentable over Kocherlakota in

view of Admitted Prior Art in the ‘511 Patent and further in

view of RFC 2616.

Referring to claim 1, Hocherlakolta teaches

fFatching, by a first client device {see item 11

a method for

oty By
=S y

in figure 1), a

firet content identified by a first ceontent identifiesr (URLs)

and stored in a weab server (see server 15 in figure 1), for use

with a first server (zeo proxy 17 in figure 1)

that stores a

identifiers of other proxy servers in the form of URLs (zee line

66 of column 3 to

ESTVEr COmprising:

Copied from 90014624 on 06/21/2022

15 of column 4), the method by the first
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Fig. 1

18

- 1

regeiving, from the first client device, the first content

identifier:

Froxy 17 receives a URL from client device 11. Hocherliakota
disciloses, “the URL of web server 15, or any other web server,
can be sent from the client to the internet via the chained

proxies 17, 19 and 21.7 See lines 22-31 of <olumn 4.

selecting, in response Lo the receiving of the
firset content identifier from the first client device, an

identifier for a proxy server from the group;

Kocherlakota disclosing skipping certaln proxies pased on
the URL thereby selecting a proxy out of the group of proxies.

pe lines 18-26 of column b,
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sending, in response to the selecting, the first content

identifier to the web server using the selected identifier:

Kocherlakota teaches sending the TRL fo web server via the

regeliving, in response to the sending, the first conteant

from the web server:

Kocherlakota discicses, “After the establishment of proxy
sessions the client can surf the web through the established
chain of proxy servers.” Note that surfing the web is
interpreted as receiving requested web pages. See lines 31-33 of

column 2.

sending the received first content to the first client

deviace,

Kocherlakota discloses, VAfter the establishment of proxy
sessions the client can surf the web through the established
chain of proxy servers.” The client surfs the web indicating the

content is sent to the client. See lines 31-33 of column 2.

wherein the first content comprises a web-page, an audio,
or a video content, and wherein the first content identifier

comprises a Uniform Resource Locator {(URLY .

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

46 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 44
Art Unit: 3992

Kocherlakota discloses The content conprises welh pages

providing an examples ¥ lucent.com’ among obhers alt lines 18-26

5. Kocherlakota alsoe digclosgses the content identifiers

Tan access

oy e m sy s e Facos v N o Ty e A e Sy AP S SN B R N B S . -3
the internet by sending URLs Through the chained first and

I

second proxies, See lines 4-7 of column 2.

Focherlakota does not

storas a group of 1P addresses
selecting step to ke used in the gendling step, however this

Timitatlon would have been Lo one of ordinary skill in

the art at the time of the invention,

N

- o s e G vt - 77 T -
Kocheriakota discloses proxy server 17 sgtores informaticon

rdentifving the other proxy servers fhe user wanis Lo make use

3 to line 1% of column 4} .
Kocheriakceta discloses the ildentifving information comprises the
URL of the other proxy servers.

A PCSITA would have known that the URLs disclosed by

Kocherlakota directly correspond to IP addresses, and have been

PR JR T R A T s e e - 5
aware of the DNE name resolution procgess fon

[

address licokups for corresponding URLs. T this point the b1

performing IP address lockups was

th

Patent admits the process o

known at the lines 4-18 of column 13}
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e

R¥C 2616, which

Patent, documents

g

the

Dy Worid

to

The
inter

aSre

o 3

(\]_I‘]_r H

the

Webh

claimed

medgiaries

Srovements o8

90/014,624 + 90/014,827

is identified as pricr art in the *H11

HTTP ol which 11

T oy en
nas

seen widely use

I

informat init 1290,

global “lon

1I1V¢

That

and

function

a8

DNS

REC Z

kups,

egarding loo

m'vc

Z3y) the results name

- = PRI ey o b 3 i en ey Ty e h) 1% LrFTTey - e -
ocokups are cached {see page 84, I8 HTTP clients cache the
L - . 7 1 . I -~ - - N - - - - PR et
regults of host name lockups in order to achisve a periorman:
T rovemant 7
improvement. I

1d

WL

such

nave bheen

Paltent

obwvious o

Owner’ s invention to _he

that the proxy server is an HTTF server

and widely used

v
b

World Wide Web. To this point the 211 Patent adwmits HITTP
servers are tygpical. Ses line 62 ¢of ccoliumn 4. It further woulid
have been obvious To modify The proxy 17 of Koecherliakota

that 1t stores a group of IP correspond to the
group of UkLs stored for the additicnal proxy servers. One of

ordinary skiil would

modification 1in

number of name

Copied from 90014624 on 06/21/2022

order

lockup

have to make such

motivated

been

to lmprove perfod

esses by storing the result in DNS

gfal)

<l
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Referring to ¢laim 14, the combination of Kocherlakota,
Agmitted Prior Art and RFC 2016 teaches the method according to
alaim 1, and Focherlakota further teaches for use with

a criterion stored in the first server, wherein the selecting

is according to, or based on, the ariterion.

The combination of Kocheriakota, Admitted Frior Art, and

E

516 teaches the method of claim 1 {as shown abovel and

Kocheriakota further discloses the selectlon based on a ‘askip’

or Yiump to’ command. The command is the claimed criterion {see

T e ae T Y e e e g
lines 2~10 of column 5.

Referring to claim 17, the combination of Kocherlakota,

~

i A
>

Admitted Prior Art, and RFC 216 teaches the method according to
alaim 14, wherein the coritericon iz based on, or comprisss, a

response time when communicating.

The combination of EKocherliakota and RFC 2616 teaches the
method ¢f claim I {as shown above) and Kocherlakota further
discloses tThe selechion tased on the ‘skip’ or *junp to’ command

Looa proxy for reducing the amount of time spent retrieving data

{zes lines 21-26 ¢of ccoliumn 5, “skip the second proxy and To

the third proxv.; 2ee alsce lines &7 of

column 3 whervein Kocherlakoba describes the wailt limiting proxyv.
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Referring to claim 20, the combinaticn of Kocherlakots,
Admitted Frior Art, and RFC 26146 teaches the method accerding teo
claim 1, wherein the firvst client device 1s addressed over ths
Internet using a first Internsat Protocol (IR} address, and ths
method further comprising storing, in the first server, the

first IP address.

The combination of EKocherliakota, Admitted Prior Art, and
RFC Z261¢ teaches the method of cilaim 1 as shown above.
Kocherliakota further discloses, “An anonymity proxy establishes
a session with a client using the client's IP address and user

information and requests information from the internet without

identifying the requesting client.” See lines 22-27 of column 1.

Referring to claim 21, the combination of Kocherlakota,

Admitied Pricr Axt, and BFC 2816 teaches the method accezding to

<

claim 1, and renders obvious the limitation of the first server

0

is & Transmission Control Protocel/Internst Frotoool {(TCR/IR)
server that communicates over the Internet with client devices

based on, according to, or using, TCF/IP protocol or connection.
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The combination of A, Admitted Frior Art, and

I K
>

16 teaches the method according to claim 1, as

above, and whlile Kocherlakota doezs not expliicitly disclose

Transmigsion Control

)
h
}._I .
I}
95!
it

wherein the

Protocol/Internet Protocol {(TCR/IF) server That communicales

over the Internet with client devices based on, acoor

TCP/IP protocol cr connection, a POSITA would have found

this obvious given the teachings Kochevlakolta and RFC 2816,

Additionally in the art

at the time (=ee lines 22-24 <of ccoliumn 17).

TC 2616 defines HTTPR/1.1 and 1is specificall

owards communicaticng beltween as

in Kocherlakota., RE¥C 2616 disclo:

usually takes place over TCP/IP connections. Ses § 1.4,

at tTime

= D k) PENE T - 7 :
of the Patent Cwner’s

of Kocherlakota such that the proxy server ls a TCP/IP server

becauvse TCP/IP is notoriously well known in the art for use in

the World Wide Web. Using a well-known protocol for

COMMUNLCH would be beneficial to promote interoperability

with other devices on the Internet.
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Referving to ¢laim 22, the combination of Kocherlakota,
Admitted Prior Art, and RFC 2¢18 teaches the methoed according to

ritation of the first servey

claim 1, and renders obviocus the 1i
comnunicates over the Internet based on, or according to, one

oult of UDP, DHE, TCOP, FTP, PCOP#, SMTP, or 8QL standards.

and BE¥C 2610 teaches

Cion of Kocherla

The comblina

) ’\C’-"

method according to claim 1, az shown zabove. A POSITA would have

kniown that the UkLs :rlakota directiy
corraespond to 1P addresses, and have been aware of the DNS name

rescliutlon process for IP address lockups for

correspending URLs. To this gpoint the Y211 Patent admiits the

rrocess of performing 1P address lockups was known at tThe fTime

{zee lines 4-18 of colu C N

It would have been obvious to one of ordinary akill in the

the teschings

time of the Patent Cwner’s invention to mod

jal}
+
b

{

nf Kocherlakota such that the proxy server communicates over The

Lo, one out of UDP, DNS, TCF,

Internet bhased on, or
FTP, PCP#, SMTP, or SOL standards. Using a well-known protocol

for communication would be bheneficial To promcete

intercperablllity with other devices on the Internet.
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Referrving toe claim 25,

n

Admitted Prior Art, and RFC to

wn

claim 1 {zs shown abovel, and the combination further teaches
The limitation sending <f the first content identifier to the
wab server comprising using the selected IP address as a source

addreaess.

Rocheriakeota and RFC 2616 feaches The methed of claim i,

aa shown above. Kocherliakota as modified by RFC 2612 further
b1

es proxy server 17 sending the reguest Lo welb ssrver 15

uging the IP address stored for proxy 18 as the scurce of the

request to web server 15, See
would have known the basics of IP protocol communication
including the use of the sendersg 1P address in The packet
r'\L "Q"‘:l‘

...... SRl S

Referring to c¢laim 27, The combinaticn of Kocherlakota,
Admitted Frior Art, and RFC 26146 teaches the method accerding teo
claim 1, and Kocherlakoba teaches the first client device is

identified by a first Internet Protocel {IP} address, Media

Access Control (MACY address, or a hostnams.

The combination of cheriakcta and RFC 26l6¢ teaches the
method of clalm 1 as shown abeve. Kocheriakota further teaches,

"An anonymity proxy establishes a session with a client using

Oxylabs LT, UAB v. Bright Data Ltd.
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the client's IP address and user information and requests
information from the internet without identifying the requesting

4

client.” See lines 22-27 of column 1.

Referring to claim 28, the combination of Kocherlakota,

~ o
P I
>

Admitted Prior Art, and RFC 216 teaches the method according to

alaim 1, and renders cobvicus storing, operating, oy using, by

the first server, a server operating system.

The combination of Kocherliakota and RFC 2616 teaches the
method ¢f claim L as shown abpove. Koecheriakota disicses The

VEOXLEes Delng servers U hat communicatlon over

iines 10-16 of

:vlakota further teaches the first

. VR o ST O P P - o T o I LN —
server sends, receives, and analyzes and applet. See lines 1-4

It would have been obvious Lo one of ordinary skill in the
art at the time of the Patent Cwner's invention to include an

operating system on tThe first server. The usage of an operating

syvabem Lo execute processes described by Kocherlakota 13 a

standard part of the server disclosed by Kocherlazkots and would

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

54 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 52
Art Unit: 3992

Referring to ¢laim 28, The combination of Kocherlakota,
Admitted Prior Art, and RFC 2¢18 teaches the methoed according to
alaim 1, and Focherliakota tesachess the method for use with
a seftware application that includes compulter instructions

that, when executed by a computer processor, causse the procassor

to perform the steps of the claim 1.

y

The combination of Kocherliakoeta and REFC 2616 teaches the
method claim 1, as shown akbove, and XHocherliakota further
Teaches, "As a part of the session, web proxy 17 returns an
applet to client 11 where it is executed as is well known. The
applet, which is received and executed in a step 103 (FIG. 3)
presents a window as shown in FIG. 2, on the client computer.
The applet window presents a number of information lines into
which the client can enter identities of up to three proxy
servers, the port number of each proxy server and an optional

user name and password associated with each identified proxy

server.” See lines 21-37 of column 3.

Response to Arguments

35 USC § 305 Rejections

Regarding claim 31.

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

55 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 53
Art Unit: 3992

The Patent Owner argues that claim 31 includes an
additional limitation and thus is inherently narrower than any
of the original claims. (See Remarks, page 8).

The Examiner finds this argument moot as claim 31 has been

canceled with the Patent Owner’s latest filing.

I. ICP-based Rejections
General

The Patent Owner’s argument that the outstanding Office
action is vague and unclear as 1t does not map claim elements to
elements in the prior art is not persuasive. The 0Office action
maps the claim limitations to specific elements in the prior art
and even includes a figure to reference in the body of the

rejection.

a. Non-analogous references/b. Improper problem definition
The Patent Owner’s argument that Wessels is not analogous
art and that the cited prior art does not teach away from the
claimed invention is not persuasive. (See Remarks, pages 9-11).
The rejection states Wessels i1s analogous to the claimed
invention in that both involve methods for sending HTTP requests
from clients to servers and receiving response from the servers

at the clients. (See 3/29/22 Office action, page 11).
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RFC 2187 does not avoid fetching content from the web
server. In fact, the requested content must be fetched from the
web server before it can be cached for future requests. RFC 2187
explicitly teaches, “The local cache can retrieve.. .. some
requests directly from the origin servers.” (See RFC 2187, page
4). The cited prior art has the function of retrieving requested
web content from web servers and the structure includes clients,
first servers (proxy caches), and web servers (origin servers).
This i1s the same function and structure of the claimed

invention.

c. No rationale provided.

The Patent Owner’s argument that the Office action fails to
cite any citing from Wessels or any motivation to modify RFC
2187 to supplement RFC 2187 with Wessels teaches of the content
identifier comprising a URL is not persuasive. (See Remarks at
page 11-12).

While the Office action does mention Wessels teaches URLs,
it was only to point out similarities between the two
references. The Office action states RFC 2187 teaches the
content identifiers comprise URLs, thus there is no need to
supplements the reference to supply that teachings. (See Office

action at page 10, which cites RFC 2187 at page 4).
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d. No rationale provided.

The Patent Owner’s arguments that there is no rationale
provided for combining RFC 2187 and Wessels is not persuasive.
The Patent Owner argues the rationale amounts to “circular
logic” and fails to provide any objective reason to combine the
teachings of the references. (See Remarks, pages 12-14).

The rationale to combine the teachings of RFC 2187 and
Wessels is that both references teach toward the same ICP
protocol, but with different levels of specificity regarding
implementation details of the protocol. One of ordinary skill in
the would readily recognize that one reference which discloses
general steps could be supplemented with a reference teaching
specific details when both references are toward the exact same

subject matter.

Regarding claim 1.

a. Unclear mapping

The Patent Owner argues the mapping of claim elements to
the prior art is unclear. (See Remarks, page 14).

The Examiner disagrees. Claim 1 recites a client, a first
server, and a web server. The citations from RFC 2187 in the
body of the claim make it clear the “client” is mapped to the
local cache clients in figure 1 on page 4, the claimed ‘first

server’ is the local cache and the claimed ‘web server’ is the
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origin server disclosed at page 4. This is the same mapping

understood by the Patent Owner. (See Remarks, pages 8-9).

b. Improper citing of the claim element

The Patent Owner’s argument that the action improperly
cites a recited claim element as selecting a cache in the
network instead of selecting an IP address from the group is not
persuasive. (See Remarks, pages 14-15).

The rejection states that RFC 2187 does not explicitly
disclose selecting an IP address from a group of stored IP
addresses. What RFC 2187 teaches is selecting a cache from a
group of caches in the network. Wessels adds the teaching that
the other network caches IP addresses would be stored as a
result of the ICP Query process. The rejection states that

Wessels teaches selecting an IP address from the group.

c. Regarding the ‘first server’.

Regarding the ‘first server’, the Patent Owner’s argument
that the RFC 2187 is silent with respect to a server or any
specific implementation of the “local cache” is not persuasive.
(See Remarks, page 15).

RFC 2187 discloses the local cache is a web cache that
receives and services requests from the client therefore

performing the role of a server (see § 5 “local cache receives
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an HTTP[1l] request from a client.”, see also § 5.1.1, “Obviously
cache hits will not need ICP because the request is satisfied

immediately.”)

d. tselecting’ and ‘sending’

The Patent Owner’s argument o the cited

ari relating to the ‘selecting” and ‘sendng’ steps are
describing different events is not psrsuasive. (See Remarks,

pages 15-10) .

The Examiner ig not picking and choosing from different

emioodiments o satisly the ciaim L

in RFC 2187 iz performed when it is determined that

or parent cache the requested content. One of

the origin server. The cited passage Ifrom 5,.3.9 discioszes that
when all peers miasg, a cache lg selected to forward the reguest
t¢. The passage from 2.2.5% makes 1t clear that when another
cache receives The forwarded reguesh {(the parent in that
example), the reguested content 1s felched from

the origin

server using that cache as the source of the reguest.

2, ‘receiving’ and ‘sending’
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ar’ =

S o)

Lhe ‘recelving’ and ‘sending’

AT GUMaL

90/014,624 + 90/014,827 Page 58

5 AT @
JLERP N

1t that the Ject ragarding

limitations

Droperly

supported is not pesrsuasive. (See Remarks, page 16).
The discussicn about what one of ordinary skill would

TeCcodgn Lie oy understand was

corresponding

( N

cited wpassage

ordinary skiil. For exampls,

Through

to desoribe how

1d

~717 Y
WioU e

interpreted

A
SLIEC

a passage which cusses a child

a parent cache would be interpreted

az Lhe che Ul v oreceiving the data after is it
et he parent cache. As another mple, 1n a passags
desoribing added delay when procesgsing HTTP transachions using

ICP, a PCEITA the HTTP transaction would
comprise a reguest and the reply.
Regarding claim 2.

‘he Patent Cwner’s argument that the rejection is unciear

and that R¥FC 2187 isg silent
of the peer caches 1ls not

with

P Wy

resgeect to the implementation

(See Remarks, pages 16-17).

The figure on page 4 shows a hierarchy of web caches, and
slioling caches and parent caches are mentioned at & 4.1 on page
6. A web cache Tthali makes reguests Lo and receives responses
from ancther web cache tThat is higher in the hierarchy or the

igin gerver would te a client,
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Az mentioned above, A POSITA having possession of both
references would recognize they could use Wessels to further
expand ascertain specific implementation details of the general

steps disclosed by RFC 2187,

Improper combining

The Patent Owner’s argument that the rejection uses an
improper motivation to combine RFC 2187 and Wessels and that
combining the references would change the principle operation of

RFC 2187. (See Remarks, pages 17-18).

The motivation statements for the rejections of claim 1 and
2 are substantially similar because they concern the same
limitation which is directed toward the group of IP addresses
and that teaching was from Wessels for both claims. RFC 2187
teaches collecting query responses and Wessels teaches the
response includes the senders IP address. The Patent Owner’s
contention that peer caches only send hits is simply incorrect.
RFC 2187 states, “Since MISS replies were received from all

peers..” (See RFC 2187, page 13).

Improper rationale.
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The Patent Owner’s arguments that there is no rationale
provided for combining RFC 2187 and Wessels is not persuasive.
The Patent Owner argues the rationale amounts to “circular
logic” and fails to provide any objective reason to combine the
teachings of the references. (See Remarks at pages 18-19).

The rationale to combine the teachings of RFC 2187 and
Wessels is that both references teach toward the same ICP
protocol, but with different levels of specificity regarding
implementation details of the protocol. One of ordinary skill in
the would readily recognize that one reference which discloses
general steps could be supplemented with a reference teaching
specific details when both references are toward the exact same
subject matter.

As mentioned above, the motivation statements for the
rejections of claim 1 and 2 are substantially similar because
they concern the same limitation which is directed toward the
group of IP addresses and that teaching was from Wessels for

both claims.

Regarding claims 3-5.

The Patent Owner’s argument with respect to claims 3-5 are

not persuasive. (See Remarks, pages 20-22).
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As discussed above, the sslecting step in RFC 2187 is

performed when iif isg determined thalt none of the peer cachsas

Lhe parent cache has Lhe reguesled content. One of {he caches

nust be selected to forward the requesth To. That selected cache

used to fetch the reguested content from the origin

5

closes that when all

o
0y

zerver. The cited passage from 5.3.9 di
pears miss, a cache 13 gselected To forward the reguest to. The

passage from 5.2.5 makes 1t clear that when another cache

eceives The forwarded reguest {(ithe parent Iin that exampie), the

il

quested content is fetched from the origin server using that

Q0

cache as the source of the request.

Regarding claim 9.

The Patent Owner’s arguments that the rejection fails to
address the “.. is currently online” and the rationale to combine

is improper are not persuasive. (See Remarks, pages 22-24).

The rejection addressed the “currently online” limitation
citing page 9 of RFC 2187 which discloses determining if a

client is up or down.

RFC 2187 and Wessels both describe the same ICP protocol.
Wessels provides specific details on how the protocol is
implemented. A POSITA having possession of both references would

recognize they could use Wessels to further expand certain
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specific implementation details of the general steps disclosed

by RFC 2187.

Regarding claim 11.

The Patent Owner’s argument that the prior art fails to
teach the claimed ‘keep alive message’ and the arguments
regarding the rationale to combine are also not persuasive. (See
Remarks, page 25).

RFC 2187 discloses using the responses to ICP guery
messages or lack thereof as a means of determining whether the
peer is active satisfying the claim requirement.

The Patent Owner’s argument that, “In contrast, the
Wessels reference only teaches (i) sending by one crowd members
to all peers, havingthe same functionality..” appears to be

misplaced as Wessels does not reference “crowd members”.

RFC 2187 and Wessels both describe the same ICP protocol.
Wessels provides specific details on how the protocol is
implemented. A POSITA having possession of both references would
recognize they could use Wessels to determine certain specific
implementation details of the protocol not explicitly stated in

RFC 2187.

Regarding claim 12.
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The Patent Owner’s argument that the prior art fails to
teach removing an IP address from the group is not persuasive.

(See Remarks, page 26).

RFC 2187 discloses determining if a peer is up/down and and
if down marking it as such. If it later comes back up, the
marking is changed. (See RFC 2187, page 9). RFC 2187 thus
differentiates between peers it expects to hear from (‘the
claimed group’) and peers 1t does not expect to hear from as

well as adding and removing from the group.

The Patent Owner’s argument regarding the motivations to
combine are not persuasive. (See Remarks, page 26). The
motivation statements are the same or substantially similar
because the limitation being supplemented both involve the keep

alive message.

Regarding claims 14 and 17.

The Patent Owner arguments regarding claims 14 and 17 are
not persuasive. The Patent Owner argues that the Office action
admits RFC 2187 fails to disclose ‘selecting’ and therefore
cannot be relied on to teach that the selecting is based on a

criterion. (See page 27 of the Remarks).
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The Examiner disagrees the Patent Owner’s argument
regarding the Office actions statement as to the selecting step.
The Office action states RFC 2187 teaches ‘selecting’ a cache
from a group of caches. Wessels was used to supplement the
teaching that the selecting a cache would involve selecting an

IP address from a group of IP addresses.

Regarding claim 21.

The Patent Owner’s argument regarding the ‘client device’

in claim 21 is not persuasive. (See Remarks, page 28).

First, it is noted that the “client devices” in claim 21
can be different from the “first client device” recited in claim
1. Second, RFC 2187 discloses the caches comprise IP addresses
indicating communication with the IP protocol. See RFC 2187,
page 7, “IP address of the customer cache machine..”. Further,
RFC 2187 discloses the caches may check the source IP address of

ICP messages which indicates communication with the IP protocol.

Regarding claim 24.

The Patent Owner’s argument that RFC 2187 fails to teach a
second client device is not persuasive. (See Remarks, pages 28-

29) .
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Fach of the peers may be properly interpreted as a client
device as they send requests to and receive replies from web

caches higher in the hierarchy or from the web server.

Improper rationale.

The Patent Owner’s arguments regarding the rationale to

combine is also not persuasive. (See Remarks, pages 29-30).

RFC 2187 and Wessels both describe the same ICP protocol.
Wessels provides specific details on how the protocol is
implemented. A POSITA having possession of both references would
recognize they could use Wessels to determine certain specific
implementation details of the protocol not explicitly stated in

RFC 2187.

Regarding combination with RFC 791

a. non-analogous art/b. improper rationale to combine

The Patent Owner’s arguments that RFC 791 is non-analogous
to claimed invention and that rationale to combine is improper

are not persuasive. (See Remarks, pages 30-32).

RFC 791 is the Internet Program Protocol (IP Protocol)
Specification which sets forth the manner of transmitting data

between sources and destinations on interconnected systems. RFC
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791 is analogous to the claims because the claims are directed
toward requesting and receiving data over a network making use
of IP Protocol addresses. Requesting and receiving data over a
network using IP addresses is not distinct from ICP. One
function of ICP 1is receiving requests and providing responses

over a network. (See RFC 2187, page 7).

The Patent Owner’s argument that RFC 791 is overly broad
because field of endeavor should not be characterized as broadly
as entire industries i1s not persuasive. (See Remarks, pages 32-

33).

It would be obvious to combine the teachings of RFC 791
with RFC 2187 because RFC 2187 discloses the use of IP addresses
(see page § 6 at page 14). One concerned with implementing the
system described in RFC 2187 would logically look to RFC 791 as

it is the protocol specifying IP transactions.

Regarding claim 25.

The Patent Owner’s argument that the prior art combination
does not teach the recited features in the claim is not

persuasive. (See Remarks, pages 33-34).
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The IP address sent in the communications from the parent
cache to the origin server use the address of the parent cache
as the sender and not the address of the local cache which

corresponds to the claimed first server.

Regarding claim 26.

The Patent Owner’s argument that the prior art combination
does not send an IP address 1s not persuasive. (See Remarks,

page 34).

The senders IP address is sent with the Request so that so

the responding entity will know where to send the response.

The Patent Owner’s argument that there is an improper
rationale to combine is also not persuasive. (See Remarks, page

34-35).

It would be obvious to combine the teachings of RFC 791
with RFC 2187 because RFC 2187 discloses the use of IP addresses
(see page § 6 at page 14). One concerned with implementing the
system described in RFC 2187 would logically look to RFC 791 as

it is the protocol specifying IP transactions.
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Regarding claim 28,

The Patent Owner’s arcument that the Zguld reference is

e

non-analogous art is not persuasive. (See Remarks, pages 35-36).

The Sguid ook is mentioned in RFC 2187 and describes a

avallable practical Inplemental:
protocol described in RFC 2187. The Squid ook details a system
wherein a ient makes requests for web content whereln
comprises a filrst client, a filret server, and a contenti

iike the claimed invention.

3 argument aid book dossn’t

teach a server operating system and that 1t ig

elements In Sguld i3 being referrved o 1z not pevsuasive. (See

Remarks, page 36).

The Sguid book disclceses a scftware package tLhat runs on

can service requests for content from a client device. The Sguid

ook discloses part of the coperating reguiremsents

A
operating system. Giliven Those facts a POSITA would find it
obvious fto include an operating svstem into the ilccal cache of
RFC 2187 which is a server therefors the cperating svyvstem would

AR

be a server operating system.
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Regarding claim 20.

The Patent Owner’s argument that action fails to show the
combination of references teaches any storing of the client IP

address is not persuasive. (See Remarks, page 40).

The rejection references Squid’s disclosure of access logs
that store IP addresses of clients that access it. See Office

action at page 28.

IT. Crowds-based rejections

General .

The Patent Owner argues the Office action on page 30 fails
to explain which recited claim element is being equated to the

‘blender’ . (See Remarks, page 41).

The ‘blender’ itself is not mapped to any claim element,
however it is mentioned in citation showing the jondos store a

group of IP addresses which is a claim limitation.

Regarding claim 1.
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a. No teaching of a ‘first server’.

The Patent Owner argument that in Crowds, there is no
teaching of the claimed first server is not persuasive. (See
Remarks, pages 41-42).

A computer can be both a client and a server depending on
what role it is playing at a particular time. For example, Jjondo
4 can be a server with respect to jondo 5 because jondo 4
provides (or serves) requested content to jondo 5 when the
replies are traversing the same jondo path as the request. Jondo
4 runs on a different computer than jondo 5 thus satisfying the

client/server architecture in the claim.

b. Changing principle of operation

The Patent Owner’s argument that Office action changes the
principle operation of the Crowds reference is not persuasive.

(See Remarks, page 42).

The action maps elements in the reference to elements
recited in the claims without any modification the teachings of
Crowds. The jondos in Crowds are distinct devices as each run on

separate computers. (See Crowds, page 82).
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c. teaching away.

The Patent Owner’s arguments that Crowds affectively
teaches away from the claimed invention is not persuasive. (See

Remarks, page 43).

The question of whether a reference “teaches away from a

claimed invention is inapplicable to an anticipation analysis.
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Ers B ] AT TN N [ ALY DT [ P N RS Yo Yol LT e -
ca3d ] 47 UskPozd 1516 ; Lh22-23 (Fed. Cir. 1298} (The

Taught away from the claimed invention. "The fact that a modem
with a single carrier data signal ig shown to be less than

optimal dcoes not vitiate the fact that it is disclosed.™) .,

See Upsher-Smith Labks. v. Pamlab, LLC, 412 ¥.3d4 1319, 1323, 7%
i S TS 1Tt A LR I SOVOE N T o SNSRI B S SO S AR
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TSEQ2d 1843, 1948 (Fed., Clr. 1929 {(Claimed conposi

anticipated by prior art inherently mel claim

Timitation of "sufficient aevation”™ even though refevence taught

away from aly entrapmnent or purposeiul aeration.). See also MPEP
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d. Regarding “sending.. to the web server.”

The Patent Owner’s argument that Crowds at best describes
sending to another jondo, but does not teach or suggest any
sending to the web server as recited in the claims is not

persuasive. (See Remarks at page 43).

In the rejection in the Office action, Jondo 5 sends the
request to web server 5 using jondo 4 and jondo 6 as the “path
of jondos” that carries web transactions “to and from their

intended web servers.” (See Crowds, page 73).

Regarding claim 2.

The Patent Owner argues that Crowds fails to teach each of
the IP addresses in the group is associated with a respective
client device that is identified over the Internet using a

respective IP address. (See Remarks, page 44).

The Examiner disagrees. As mentioned above, sach compuler
in the system can be both a client and a server depending on iis
role with respect to ancther computer. (rowds Teaches the Gondos

store a 1Llst of crowd members including rezspective IP address.

Fegarding claim 3.
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The Patent Cwner argues b claim regquires sending the
fivet identifier from the first server to the selected client
which is a device distinct from the sever device and Crowds
Teaches a menber sending the reguest to another member. (Ses
Remarks, page 44} .

The Examiner diszsagrees. Jondso 4 and jonds ¢ run on distinact

computars,

Regarding claim 5,

Regarding claim &, the Patent Owner argues that claim
equires receiving the first content from tLhe web server
comprises receiving the first content from the cllent device
distinct from a server and Crowds fteaches receliving content at a

n

client device from another cllient device. (See Remarks, page

—
o)
0]
e
s3]}
=1
I._I.
i
D
"
(o}
}_l
U
o
fe]
l——e
[#)]

i The system can oe both a client and a server de C‘CLC‘L_I’I" ono 1Ts

role with respect Lo ancther compuber.

Regarding claim 9.

The Patent Owner’s argument that Crowds fails to teach the
IP addresses 1in the group are associated with a client device
that is currently online is not persuasive. (Ses Remarks, page

453 .
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Crowds discloses members are removed from the membership
list if they fail. (See Crowds, page 87 referencing line 25 of
figure 3). Further Crowds describes a jondo failure as a broken
TCP/IP connection indicating the jondo is not currently online.

(See Crowds, page 81).

Regarding claim 14,

The Patent QOwner arguement Lhatl

a criterion is nob persuasive, {See Remarks, page 45-46) .
A critericn is merely a fTest ¢r standard used as the kasis

for a decision. The value P can be modified by & u

used for decid

ing on whether or nob to forward

3 < N
another Jondo.

Regarding claim 17.

The Patent Owner’s argument that Crowds fails to teach the

criterion is based on or COmprises a response Tihle wien

communicating is not persuasive. {(See Remarks, page 46).

wis discloses smaller values of PL have better
performance. {See Crowds, page 84). Further figures 4 and 5 show
perfornance is related to response time for retrieving the

requested content,
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Regarding c¢laim Z{,.

The Patent Qwner arvgues that the claim recit
wddress of a client device is stored in

ig a device that is distinct from a <li

1t device. In contrast,
the Crowds reference 1s directed to storing the address of a

client device in ancother olient device.?” |

e

;
i
)
9]
D
i
fass
o))
™
(i
~
=
8N
o]
T
o
[}
—
v

The Examiner disagrees. Jondos 4, 5, and 6 are ail
separate devices and each compulber in the svstem can be both a
client and a server depending on i1ts role with rezpect to

another computer

Regarding Claim 21,

The Patent Owner’s arguments that Crowds only discloses
failures using TCP/IP and not communication between jondos and
the that the claimed client and server are distinct devices are
not persuasive. [(Ses Remarks, vage 47)

Crowds discloses detecting failures by the TCP/IP
connection breaking to the jondo (emphasis added). The jondos
communicate over a TCP/IP connection. Jondos 4, 5, and ¢ are all
separate devicesg and each computer in the syvstem can be both a
client and a server depending on its role wiith respecht to

another computer

Regarding Claim 22.
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The Patent Owner’s arguments that Crowds only discloses
failures using TCP/IP and not communication between jondos and

the that the claimed client and server are distinct devices are

not persuasive. (See Remarks, pages 47-4%),

Crowds discloses detecting failures by the TCP/IP
connection breaking to the jondo (emphasis added). The jondos
communicate over a TCP/IP connection. Jondos 4, 5, and £ are all
separate devices and each compubter in the system can be both a

client and a server depending on i1ts role with rezpect to

another computer

Regarding Claim 28,

The Patent Owner’s arguments that the citsd passage refers
Lo jondes that are clearly described as client devices, no
server ls disciocsed in general, and & server running a server
operating system in particular are not persuasive. Further, the
argument tThat Crowds only Teaches a case study of a simuiation

invelving a iimited number of compulters in a cicsed laboraiory

is not persuasive. {Zoe Remarks, page 46-47).

Clalm 22 reguires that the first server to store z first
server operating system. Crowds Gondos running SunCs

which 1s a UNIX based operating svstem for workstations and

n

ches that at the time of publishing

3
~

e m g e s O PV ~ -3 J,-. -
servers. Crowds further te

.
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There was 1400 copies of the software distributed upon reguest

and thalt an active crowd being maintained on the Internet. {(See

RN oy e 3N
Crowds, pags 8i).

The Patenit Owner's arguments fhat REC 781 iz a non-

analogous reference, and There 1s an improper rationale for The

combinats not persuasive. (See Hemarks, page 49-52).

>C’

Q)

Initially, 1t is not clear is the first argument pertsa
T Owner only discusased RYC
2187 and Wessels., However, assuming this argument is direcied
toward the combination of Crowds and RFC 791, the Examiner

disagrees. Crowds discloses the

IP addresz {See Crowds, figure ©

TCP/IP communication paths {(See Id., page

21y . RFC 791 18 the standard governing the IP protocol and it

use, One of ordinary skill in fthe art at the time of the Patent

-

Cwner's inventicon would have found it obvicus to lock o REC 79
for particular implementation details about communicaticons using

“he IP protocol not iy disclosed by Crowds.

Regarding claim 26.
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The Patent Owner’s argument that the prior art combination
fails to teach the sending the selected IP address in response
to the selecting is not persuasive. (See Remarks, page 52).

RFC 791 teaches sending the destination address, the IP
address of the selected jondo, in the headers of the IP packets.
Crowds teaches communications using TCP/IP connections but does
not specifically disclose the particular implantation details of
those communications. One of ordinary skill in the art would

logically look to the IP protocol standard for such details.

Cohen based Rejections

The Patent Owner’s arguments regarding the Cohen-based
rejections have been fully considered. While most of the
arguments are not persuasive, the Examiner finds one of the

Patent Owner’s points compelling as explained below.

Regarding claim 1.

With respect to claim 1, the Patent Owner argues that the

rejection uses improper mapping and further argues that Cohen

fails to teach certain claim limitations. (See Remarks, pages
53-54).
a. Improper mapping — ‘first server’.
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The Patent Owner’s argument that the claimed first server
is improperly equated to the proxy redirector is not persuasive.
{See Femarks, page 23,

The proxy redirector performs all of the claimed functions
of the first server. Additionally, Cohen discloses the proxy
redirector is a Linux machine - a computer, that comprises a
network interface and provides services to connected client

devices. (See Cohen, line 49 of column 7 to line 10 of column

8) .

b. No teaching of a limitation.

The Patent Owner’s arguments that Cohen fails to teach
specific claim limitations are overall persuasive. The Patent
Owner argues that Cohen fails to teach a first server “receiving
from the first client device, the first content identifier;” and
“selecting, in response to the receiving of the first content
identifier from the first client device, an IP address from the

144

group;” as required by claim 1. (See Remarks, pages 53-54).
Upon further review of Cohen and claim 1 as a whole, the

Examiner finds the Patent Owner’s argument persuasive. Cohen

fails to teach, “selecting, in response to receiving the first

content identifier, an IP address from the group,” and “sending
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in response to the selecting, the first content identifier to

144

the web server,” as required by claim 1 (emphasis added).

Cohen discloses a process for retrieving requested objects
from web servers. (See Cohen, figures 3 and 4). In response to a
client browser making a request for an object by specifying a
logical URL, a sequence of events is initiated to retrieve the
requested object. Initially, the logical URL is used to
determine an IP address, via a DNS connected to the Internet and
accessible through the proxy redirector, for an origin server
known to have the requested content. The IP address of a
selected origin server which is then returned to the client. The
client uses that IP address to in a handshaking process to
establish a TCP connection with the selected origin server.
However, instead of establishing a TCP connection with the
selected origin server, the proxy redirector intercepts the
initial handshaking request, and transparently establishes a TCP
connection with a selected proxy server. Once that TCP
connection is established, the client then sends GET request(s)
comprising a complete URL for the requested content. Those GET
request (s) are intercepted and manipulated by the proxy
redirector to convert the complete URL to an absolute URL which
is then forwarded to the selected proxy cache for servicing. If

the selected proxy cache does not have the requested content,

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

83 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 81
Art Unit: 3992

that cache will then establish a separate TCP connection to the
determined origin server in order to retrieve the content.

As summarized above, Cohen teaches sending a logical URL to
the proxy redirector to determine an IP address and also sending
a GET request(s) comprising a complete URL which are intercepted
by the proxy redirector. The proxy redirector on the other hand
sends an absolute URL to the selected proxy cache. That is to
say, Cohen teaches a different content identifier being sent
from the client to the proxy redirector (either a logical URL or
a complete URL) than is sent by the proxy redirector to the web
server (an absoluter URL). The claim requires the same content
identifier in the selecting step and the subsequent sending
step.

For the reasons stated above, the Patent Owner’s arguments
with respect to claim 1 are overall persuasive and the rejection
of the claim based on Cohen is withdrawn. Further, since claims
17, 20, 25, and 28 depend on claim 1, those rejections based on

Cohen are also withdrawn.

IV. Kocherlakota based rejections

Regarding combination with RFC 2616

a. Non-analogous reference

The Patent Owner’s argument that RFC 2616 is non-analogous

art is not persuasive. {3See Remarks, pages 59-00;.

Oxylabs LT, UAB v. Bright Data Ltd.

Copied from 90014624 on 06/21/2022 IPR2024-00126, EX. 2002

84 of 93



Application/Control Number: 90/014,624 + 90/014,827 Page 82
Art Unit: 3992

RFC 2616 is Memo documenting the Hypertext Transfer
Protocol standard, which is a Request/Response based standard
concerned with transferring data across the Internet. RFC 2616
is analogous to the claims because the claims are directed

toward requesting and receiving data over a network.

b. Improper rationale for combining with RFC 2616

The Patent Owner’s argument that the rationale for
combining Kocherlakota with RFC 2616 is improper for amounting
to nothing more than conclusory statement is not persuasive.
(See Remarks, pages 60-61).

Adding a DNS cache to store recently used or frequently
accessed IP addresses would increase performance by reducing the
number of IP lookups. Storing IP address lookup results would
not change the principle operation because the DNS server would
still need to perform and the IP address lookup initially, but
would not have to be done each time the corresponding web page
is accessed. Further, storing IP addresses would not disrupt the
anonymity features of the proxy server preserving its principle

operation.

Improper reliance on AAPA

The Patent Owner’s argument that reliance on AAPA is

improper because it relies upon facts gleaned only through
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hindsight and there is no rationale for its combination is not
persuasive. (See Remarks, pages 01-832),

Per MPEP 2152.03, admissions of prior art by can be used
for both anticipation and obviousness determinations. The
admitted prior art was referenced to illustrate the process of
translating a URL to an IP address 1s a necessary step that
would be performed when surfing the web as disclosed by
Kocherlakota not to modify or combine teachings with
Kocherlakota to arrive at the claimed invention. (See
Kocherlakota, lines 31-33 of column 2). Further the fact of
translating a URL to an IP address through a DNS process is not
only in the Patent Owner’s disclosure. Such a process 1is
notoriously well known in the art and described in RFC 2616 at

pages 94-95.

Regarding claim 1.

a. No teaching of a limitation

The Patent Owner’s argument that Kocherlakota fails to
teach the ‘selecting’ is in response to and after the receiving
the URL is not persuasive.

The Patent Owner refers to the configuration of the proxy
chain as the claimed selecting, however the selecting in
Kocherlakota 1s occurs after the proxy chain has been

established. Kocherlakota teaches, “when a URL matching
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*.lucent.com or *.fr is transmitted to the first proxy, the
services of that proxy are to be skipped as defined by the "x"
in box 249.” (See Kocherlakota, lines 18-26 of column 5). The
next proxy to service the request cannot be determined until
after the URL is received at the first client. For example, 1if
the French language URL is received (as indicated by *.fr), then
the foreign language translation proxy although, next in the
chain, is skipped, thereby selecting the proxy after the foreign

language translation proxy to service the request.

Regarding claim 14.

The Patent Owner’s argument that the ‘skip’ or ‘jump’
commands are not a ‘criterion’ as required by claim 14 is not
persuasive.

A criterion can be anything by which a determination is
made. The next proxy to service the users request is determined

in part by the ‘skip’ or ‘jump’ command.

Regarding claim 17.

The Patent Owner’s argument that the ‘skip’ and ‘jump’ is

not based on a response time is persuasive. (See Femarks, pages

While Kocherlakota does disclose a wait limiting proxy, the

‘skip’ and ‘jump’ commands are not themselves based on a
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response time. The commands may result in an improved response
time, but are not based on a response time.

The Rejection of claim 17 is withdrawn.

Regarding claim 20.

The Patent Owner’s argument that cited passage in the
rejection of claim 20 is in the background section and not
relevant to figure 1 is not persuasive. (See Remarks, page 65).

Kocherlakota’s system incorporates an anonymity server
known in the art into the system illustrated in figure 1. The
anonymity proxy server described in the background section is
the same anonymity proxy server 17 in figure 1 and described at
lines 63-67 of column 2, and is the same anonymity proxy server
specified in the applet in figure 2 (see item 201 in figure 2

which has the same URL described in the background section).

Regarding claim 25.

The Patent Owner’s argument Kocherlakota fails to teach
using the selected IP address as the source address is not
persuasive. {(See Faemarks, page &6hH).

Sending the content identifier to the web server may

include sending the content identifier to an intermediary which
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then sends the content identifier to the web server, which is

what occurs in the system described by Kocherlakota.

Regarding Claim 28.

The Patent Owner’s arguments regarding claim 28 are not
persuasive. The Patent Owner appears to be arguing that a POSITA
would have to make speculative assumptions about the meaning of
claim language. The rejections does not rely on any speculation
or assumptions, rather the rejections points out that the proxy
server 1s a ‘server’ that executes processes for
sending/receiving data and analyzing applet data and states it
would be obvious to a POSITA to an include an operating system

in the proxy server of Kocherlakota to manage those processes.

Regarding Claim 30

The Patent Owner’s argument with respect to claim 30 is

persuasive. The rejection is withdrawn.

Amendments in Reexamination Proceedings
Patent owner is notified that any proposed amendment to the
specification and/or claims in this reexamination proceeding
must comply with 37 CFR 1.530(d)-(J), must be formally presented
pursuant to 37 CFR 1.52(a) and (b), and must contain any fees

required by 37 CFR 1.20(c). See MPEP 2250(IV) for examples to
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assist in the preparation of proper proposed amendments in

reexamination proceedings.

Conclusion

THIS ACTION IS MADE FINAL.

A shortened statutory period for response to this action is
set to expire 2 from the mailing date of this action.

Extensions of time under 37 CFR 1.136(a) do not apply in
reexamination proceedings. The provisions of 37 CFR 1.136 apply
only to “an applicant” and not to parties in a reexamination
proceeding. Further, in 35 U.S.C. 305 and in 37 CFR 1.550¢(a), it
is required that reexamination proceedings “will be conducted
with special dispatch within the Office.”

Extensions of time in reexamination proceedings are
provided for in 37 CFR 1.550(c). A request for extension of time
must specify the requested period of extension and it must be
accompanied by the petition fee set forth in 37 CFR 1.17(g). Any
request for an extension in a third party requested ex parte
reexamination must be filed on or before the day on which action
by the patent owner is due, and the mere filing of a request
will not effect any extension of time. A request for an
extension of time in a third party requested ex parte
reexamination will be granted only for sufficient cause, and for

a reasonable time specified. Any request for extension in a
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patent owner requested ex parte reexamination (including
reexamination ordered under 35 U.S.C. 257) for up to two months
from the time period set in the Office action must be filed no
later than two months from the expiration of the time period set
in the Office action. A request for an extension in a patent
owner requested ex parte reexamination for more than two months
from the time period set in the 0Office action must be filed on
or before the day on which action by the patent owner is due,
and the mere filing of a request for an extension for more than
two months will not effect the extension. The time for taking
action in a patent owner requested ex parte reexamination will
not be extended for more than two months from the time period
set in the Office action in the absence of sufficient cause or
for more than a reasonable time.

The filing of a timely first response to this final
rejection will be construed as including a request to extend the
shortened statutory period for an additional two months. In no
event, however, will the statutory period for response expire
later than SIX MONTHS from the mailing date of the final action.

See MPEP § 2265.
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ALL correspondence relating to this ex parte reexamination
proceeding should be directed as follows:

Please mail any communications to:

Attn: Mail Stop "Ex Parte Reexam”
Central Reexamination Unit

Commissioner for Patents

P. 0. Box 1450 Alexandria VA 22313-1450

Please FAX any communications to:

(571) 273-9900
Central Reexamination Unit

Please hand-deliver any communications to:

Customer Service Window

Attn: Central Reexamination Unit
Randolph Building, Lobby Level
401 Dulany Street

Alexandria, VA 22314

By EFS-Web
Registered users of EFS-Web may alternatively submit

such correspondence via electronic filing system EFS-Web,
at

EFS-Web offers the benefit of quick submission to the
particular area of the Office that needs to act on the
correspondence. Also, EFS-Web submissions are "soft
scanned”" (i.e., electronically uploaded) directly into the
official file for the reexamination proceeding, which
offers parties the opportunity to review the content of
their submissions after the "soft scanning" process is
complete.

Any inguiry concerning this communication or earlier
communications from the Reexamination Legal Advisor or Examiner,
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or as to the status of this proceeding, should be directed to
the Central Reexamination Unit at telephone number (571) 272-
7705.

Signed:

/ERON J SORRELL/
Primary Examiner, Art Unit 3992

Conferees: /JOSEPH R POKRZYWA/
Primary Examiner, Art Unit 3992

/M.E/
Supervisory Patent Examiner, Art Unit 3992
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