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(57) ABSTRACT

A contextual deep linking server receives arequest associated
with a valid contextual deep link from a client device, the
contextual deep link associated with link data indicating a
particular configuration of an application. The server also
receives, after determining that the client device has stored a
previously generated fingerprint, stored contextual informa-
tion for the client device identified by a locally stored finger-
print that matches the previously generated fingerprint. The
server then generates, after determining that the client device
does not have the previously generated fingerprint. a unique
fingerprint of the client device based on a plurality of char-
acteristics of the client device and determining contextual
information of the request based on a characteristic of the
client device. The server also transmits a response to the client

Int. CI. device that is selected based on the contextual information of
HO4W 4/00 (2006.01) the client device such that the response is operable on the
HO41, 29406 (2006.01) client device.
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CONTEXTUAL DEEP LINKING OF
APPLICATIONS

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 62/096,833, filed Dec. 24, 2014, and
claims the benefit of U.S. Provisional Application No.
62/079,512, filed Nov. 13, 2014, both of which are incorpo-
rated by reference in their entirety.

BACKGROUND
[0002] 1. Field of Art
[0003] The disclosure generally relates to the field of

mobile applications, and specifically to contextual deep link-
ing of mobile applications.

[0004] 2. Description of Art

[0005] The development of application ecosystems on cli-
ent devices (such as the ecosystem associated with “applica-
tion stores” on smartphones) has created a system where
users can easily install new applications and immediately add
new functionality to their client devices. This is because the
applications that are provided by the ecosystem are semi-
standardized to provide a unified installation process, and
may use standardized library functions provided by the eco-
system. However, as the number of applications provided by
these ecosystems increase, the environment on a user’s client
device becomes less cohesive as unlike with hyperlinks on the
Internet, each application on the client device is unable to
easily link to a section of another application on the client
device through the application installation process. Addition-
ally, users are unable to direct other users to particular sec-
tions of these applications either, especially in the case where
the other user does not have the application installed on his or
her client device. This creates a situation where users are
forced to operate each application in semi-isolation. Hence,
what was lacking was a method of easily directing users to
sections within applications and passing data to applications,
regardless of the type of client device the user and whether the
application is installed on the client device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The disclosed embodiments have advantages and
features which will be more readily apparent from the
detailed description, the appended claims, and the accompa-
nying figures (or drawings). A briefintroduction of the figures
is below.

[0007] FIG. 1 illustrates an example system capable of
contextual deep linking

[0008] FIG.2 illustrates the client link module according to
an embodiment.

[0009] FIG. 3 illustrates the server link module according
to an embodiment.

[0010] FIG. 4 is a flow chart illustrating an exemplary
method for generating a contextual deep link according to one
embodiment.

[0011] FIG. 5 is a flow chart illustrating an exemplary
method for responding to a request associated with a contex-
tual deep link with a context based response according to one
embodiment.

[0012] FIG. 6 is an interaction diagram illustrating an
exemplary interaction for requesting and transmitting link
data according to one embodiment.
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[0013] FIG.7isablock diagram illustrating components of
anexample machine able to read instructions from amachine-
readable medium and execute them in a processor (or con-
troller).

DETAILED DESCRIPTION

[0014] The Figures (FIGS.) and the following description
relate to preferred embodiments by way of illustration only. It
should be noted that from the following discussion, alterna-
tive embodiments of the structures and methods disclosed
herein will be readily recognized as viable alternatives that
may be employed without departing from the principles of
what is claimed.

[0015] Reference will now be made in detail to several
embodiments, examples of which are illustrated in the
accompanying figures. It is noted that wherever practicable
similar or like reference numbers may be used in the figures
and may indicate similar or like functionality. The figures
depict embodiments of the disclosed system (or method) for
purposes of illustration only. One skilled in the art will readily
recognize from the following description that alternative
embodiments of the structures and methods illustrated herein
may be employed without departing from the principles
described herein.

Configuration Overview

[0016] Disclosed by way of example embodiments is a
system for creating and using contextual deep linking In an
embodiment, a contextual deep linking server receives a
request associated with a valid contextual deep link from a
client device. The contextual deep link is associated with link
data indicating a particular configuration of an application.

[0017] Theserverretrieves, in response to determining that
the client device has stored an indicator of a previously gen-
erated fingerprint, stored contextual information for the client
device identified by a locally stored fingerprint that matches
the previously generated fingerprint as determined by the
indicator stored on the client device. This contextual infor-
mation is stored on the contextual deep linking server. Oth-
erwise, the contextual deep linking server generates, in
response to determining that the client device does not have
an indicator of a previously generated fingerprint, a unique
fingerprint of the client device based on characteristics of the
client device and determining contextual information of the
request based on a characteristic of the client device. These
characteristics may include the IP address, operating system
version, hardware identifier, operating system provided iden-
tifier, and other characteristics that when combined may cre-
ate a unique fingerprint for the client device.

[0018] The contextual deep linking server then transmits a
response to the client device that is selected based on the
contextual information of the client device such that the
response is operable on the client device. For example, if the
contextual information indicates that the client device sup-
ports an application ecosystem, the response can cause the
client device to open the application specified in the link data
of the contextual deep link. Otherwise, if the client device
does not support an application ecosystem, the response can
cause the client device to open a landing page on a web
browser with more information about the application. As
another example, if the application is not installed, the
response can cause the client device to open an application
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that interfaces with an application store where the user may
download and install the application.

Example Contextual Deep Linking System

[0019] FIG. 1 illustrates an example system 100 capable of
contextual deep linking The system 100 includes one or more
client devices 120, an application store 140, an application
server 130, and a contextual deep linking server 110.
Although the illustrated system 100 includes the elements
shown in FIG. 1, in other embodiments the system 100 may
include different elements. Furthermore, the functionalities
of each element may be distributed differently among the
elements in other embodiments.

[0020] The network 150, which can be wired, wireless, or a
combination thereof, enables communications among the cli-
ent devices 120, the application store 140, the application
server 130, and the contextual deep linking server 110 and
may include the Internet, a LAN, VLAN (e.g., with VPN),
WAN, or other network. In one embodiment, the network 150
uses standard communications technologies and/or proto-
cols, such as Hypertext transfer Protocol (HTTP), Transmis-
sion Control Protocol/Internet Protocol (TCP/IP), Uniform
Resource Locators (URLs), and the Doman Name System
(DNS). In another embodiment, the entities can use custom
and/or dedicated data communications technologies instead
of, or in addition to, the ones described above.

[0021] The application store 140 is a component in an
application ecosystem (e.g., a mobile application ecosystem)
that provides a centralized location for client devices to sub-
mit requests for applications to be installed on the client
device 120. The application store 140 provides an interfacing
application that may be preinstalled on the client devices 120.
The application store 140 also includes a database of avail-
able applications along with application metadata such as
installation requirements, application permissions, and so on.
The application store 140 receives requests to install applica-
tions from the interfacing application. In response to the
request, the application store 140 transmits the data used to
install the application to the client device 120.

[0022] The client devices 120 are electronic devices used
by users to perform functions such as consuming digital con-
tent, executing software applications, browsing websites
hosted by web servers on the network 150, downloading files,
and interacting with the application store 140, the application
server 130, and the contextual deep linking server 110. For
example, the client devices 120 may be dedicated e-readers,
smartphones, wearables (e.g., smartwatches or pendants), or
tablets, laptops, or desktop computers configured similar to
an exemplary machine (or computing system) described with
FIG. 7.

[0023] Each client device 120 includes one or more appli-
cations 121 that when executed by the client device 120
perform various functions as defined by the application devel-
oper. The application 121 may utilize the operating system
and hardware features of the client device 120, and may
interface with the user using one or more input/output com-
ponents of the client device 120. Examples of applications
121 include a navigation application, an online radio appli-
cation, an electronic (e-) commerce application, a local busi-
ness reviews application, and so on.

[0024] In one embodiment, one or more applications 121
support contextual deep links. A contextual deep link indi-
cates a particular configuration for an application 121. In
some cases, this configuration is simply a reference to a
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location in an application 121, such as a section within the
application 121. For example, a particular location in a
crowd-sourced review application may be a review page fora
local restaurant. This link to a location in the application 121
by itself may also be known as a deep link. In other cases, this
configuration includes particular settings, parameters, vari-
ables, and other options for the application 121. For example,
aparticular set of settings for an e-commerce application may
set a certain referral bonus for a particular user account.
[0025] Inoneembodiment, the contextual deep link may be
a Uniform Resource Locator (URL). Furthermore, when a
client device 120 makes a request associated with a contex-
tual deep link for the application 121, the client device 120
receives from the contextual deep linking server 110 a
response that is based on the contextual information of the
client device 120. The contextual information may include
the platform of the client device 120 (e.g., mobile or desktop),
the type and version of the operating system executing on the
client device 120, whether the application 121 is installed on
client device 120 already, and so on. As the response is con-
textual and not fixed, any client device 120 is able to operate
on the response. This allows for the use of the contextual deep
link across all client device platforms.

[0026] As an example, a contextual deep link may be au
URL in the format of “http://link-provider.com/[application
identifier]/[unique identifier]”. In this example, “link-pro-
vider.com” is the domain name associated with the entity
performing the operations coordinating the contextual deep
linking This may be associated with a specialized server such
as a contextual deep linking server as described below. The
“[application identifier]” is a unique character string identi-
fier that identifies the application in question. The “[unique
identifier]” is another unique character string identifier that
identifies the particular link. Note that other embodiments of
a contextual deep link may have a different combination of
identifiers in a URL (e.g., the URL may include a query
string). When a user clicks (or interacts) with the contextual
deep link, a request is made to the “link-provider.com” server
which receives the unique identifiers and is able to send a
contextually valid response to the client device 120 of the
user. For example, if the user is using a mobile device that
supports a mobile application ecosystem, the server may
detect this contextual information and respond with a redi-
rection to the application store on the user’s client device 120
if the user does not have installed the application referenced
in the link.

[0027] To support contextual deep linking, in one embodi-
ment, an application 121 includes a client link module 122
that requests contextual deep links from the contextual deep
linking server 110 and retrieves link data related to contextual
deep links from the contextual deep linking server 110. To
create a contextual deep link to send to a second client device
120, the first client link module 122 on a first client device 120
requests the contextual deep link from the contextual deep
linking server 110. The first client link module 122 also sends
link data to the contextual deep linking server 110, indicating
a particular configuration of the application 121. The first
client link module 122 then receives newly generated contex-
tual deep link from the contextual deep linking server 110.
[0028] When the second client device 120 sends a request
associated with the contextual deep link (e.g., as a result of
receiving a tap interaction to the contextual deep link from a
user), the second client device 120 receives a response from
the contextual deep linking server 110. If the application 121
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indicated by the link data of the contextual deep link is
already installed on the second client device 120, then the
response includes a link that causes the second client device
1211to open or initiate the application 121 on the second client
device 120. When the application 121 initiates, the second
client link module 122 on the application 121 of the second
client device 120 transmits a request to the contextual deep
linking server 110 for any link data. The second client link
module 122 then uses the received link data to configure the
application 121. If the application 121 indicated by the link
data of the contextual deep link is not installed on the second
client device 120, the response includes a link that causes the
second client device 121 to open or initiate an application that
interfaces with the application store 140 and which causes the
application store application to open a landing page of the
application 121.

[0029] In another embodiment, to create a contextual deep
link, the client link module 122 does not initially request a
contextual deep link from the server. Instead, the client link
module 122 may independently generate a contextual deep
link according to a particular format that also includes the link
data for which the application is configured to associate with
the contextual deep link. In one embodiment, this format is
“link-provider.com/key=[application identifier]?[link data],”
where the “application identifier” represents an identifier of
the application as described above, and the “link data” repre-
sents a query string with the link data that the application is
configured to associate with the independently generated
contextual deep link.

[0030] When the second client device 120 sends a request
associated with the contextual deep link, the request is made
to the contextual deep linking server 110. The contextual deep
linking server 110 identifies the link data indicated in the
independently generated contextual deep link and stores the
link data. The contextual deep linking server 110 generates a
new contextual deep link, and associates the newly stored link
data with the newly generated contextual deep link. The con-
textual deep linking server 110 responds to the request from
the second client device 120 with this newly generated con-
textual deep link. The second client device 120 is directed to
the location indicated by the newly generated contextual deep
link, and receives response data that causes the second client
device 120 to perform one or more actions as described above
for the non-independently generated contextual deep link.
[0031] In one embodiment, the responses described above
are performed in real time by the contextual deep linking
server 110 such that there is no delay or no delay beyond a
threshold or user perceptible time period between a request
made to the contextual deep linking server 110 and aresponse
by the contextual deep linking server 110. By having the
responses be made in real-time or near real-time, the user
does not easily perceive any delay in determining the context
or configuring the application based on the link data, thus
providing a seamless experience.

[0032] Insomeembodiments, this client link module 122 is
provided by the developer of the contextual deep linking
system to the developer of the application 121 as a plug-in or
library that is inserted into the application 121.

[0033] In some embodiments, the client device 120
includes a web browser 123 that can transmit requests asso-
ciated with contextual deep links. In such a case, the contex-
tual deep link takes the form of a Hypertext Markup Lan-
guage (HTML) hyperlink. The web browser 123 displays the
hyperlink contextual deep link and if a user clicks, taps, or
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interacts with the hyperlink, the web browser 123 submits a
request to the contextual deep linking server 110 indicated by
the hyperlink. The web browser 123 then receives a response
based on the context of the client device 120 that is executing
the web browser 123.

[0034] The contextual deep linking server 110 generates
contextual deep links in response to requests from applica-
tions, sends responses to client devices making requests for
valid contextual deep links, and provides analytics regarding
the contextual deep links to application owners. As illus-
trated, the contextual deep linking server 110 includes a
server link module 115, an analysis module 116, and an
analytics store 117.

[0035] The server link module 115 generates contextual
deep links in response to requests and transmits responses to
requests associated with valid contextual deep links that are
selected based on the context of the client device making the
request.

[0036] In one embodiment, the server link module 115
receives requests from applications 121 to generate contex-
tual deep links. When the server link module 115 receives
such a request, it generates a new contextual deep link and
associates that link with the information associated with the
request. The server link module 115 may also receive link
data along with the request. As described above, this link data
describes information that the application 121 has requested
to be associated with the generated contextual deep link and
can indicate a particular configuration of an application 121.
The server link module 115 stores this link data and associates
it with the generated contextual deep link.

[0037] The server link module 115 also responds to
requests associated with contextual deep links. When the
server link module 115 receives a request from a client device
120 associated with a contextual deep link, the server link
module 115 determines if the client device 120 has stored an
indicator of a unique fingerprint (e.g., in a cookie). If such an
indicator of a fingerprint exists, the server link module 115
retrieves previously stored contextual information about the
client device 120 based on the fingerprint. If no fingerprint
exists, the server link module 115 generates one based on
characteristics of the client device 120 (e.g., network address,
operating system version, and so on). The server link module
115 also determines contextual information for the client
device 120 based on the characteristics of the client device
120. Based on the contextual information, the server link
module 115 transmits a response back to the client device 120
such that the response is operable on the client device 120.
[0038] Additionally, the server link module 115 may
receive a request for link data from an application 121 on a
client device 120. The server link module 115 once again
determines the fingerprint of the client device 120 and
retrieves any link data that is associated with a contextual
deep link that has a recently associated request from a client
device 120 with the same fingerprint. The server link module
115 sends this link data to the client device 120.

[0039] The analysis module 116 analyzes requests associ-
ated with contextual deep links to provide analytics informa-
tion for an owner of an application. An owner of an applica-
tion may be the developer of the application 121 or an entity
that owns the legal rights to the application 121. The types of
analytical information that the analysis module 116 provides
to the owner may include the client devices 120 that have
clicked on contextual deep links, known information about
client devices 120 including characteristics of the client
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devices 120, as well as inferred profile information of the
users of the client devices based on their contextual deep link
interaction history.

[0040] The analysis module 116 may also provide informa-
tion to the owner of an application 121 regarding some the
actions that a user performs in the application 121 that was
referenced by a contextual deep link. Examples of such
actions may include the sections in the application that a user
subsequently accessed, any sponsored content that the user
subsequently consumed in the application 121, and so on. In
one embodiment, the analysis module 116 provides the infor-
mation described above to the owner via a web interface.
[0041] In one embodiment, the contextual deep linking
server 110 receives from the owner of the application tagging
information associated with each contextual deep link. The
tagging information may be included in the link data or a
separate tag data for the contextual deep link. The analysis
module 116 provides the tagging information to the owner for
each contextual deep link that has been interacted with and
which has tagging information associated with it. Examples
of tags include tags indicating campaigns, tags indicating
referral programs, tags indicating invites, and so on.

[0042] The analytics store 117 stores the data that the
analysis module 116 uses to provide analytics information to
the owner. This data may include the data described above
that is used by the analytics module 116. In one embodiment,
the data in the analytics store 117 is received from the server
link module 115.

[0043] The application server 130 provides any server side
functionality that is needed for one or more of the applications
121. While a single application server 130 is illustrated, in
other embodiments more than one application server 130 may
be used to support different applications 121. Although the
application server 130 is illustrated with a client link module
122, in other embodiments the application server 130 also
includes additional components, such as server-side applica-
tion module to process server-side functions of the applica-
tion 121, a web server, and/or a database to store server-side
data related to the application 121. As with the functionality
of the application 121, the functionality of the application
server 130 is primarily determined by the owner of the appli-
cation 121 itself.

[0044] In one embodiment, the application server 130
includes a client link module 122 that may perform the same
functions as the client link module 122 on the application 121.
The client link module 122 may be used to request a contex-
tual deep link from the contextual deep linking server 110.
The client link module 122 on the application server 130
provides this generated contextual deep link to client devices
120 that connect to the application server 130. For example,
the application server 130 may include a web server, and the
application server 130 may receive a web page request from
aclient device 120. In response, the client link module 122 on
the application server 130 may request a contextual deep link
and present this to the user of the client device 120 via the web
server.

[0045] The system 100 described above presents an
improved method in computer networks of sending a link that
indicates a particular configuration within an application of
anapplication ecosystem based on the contextual information
of the client device making the request associated with the
link. Such a system may be used to at least address an issue in
computer networks of how to identify a client device through
separate requests to a server in order to send link data asso-
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ciated with a contextual deep link to the client device. Addi-
tionally, such a system may be used to at least address anissue
in computer networks of how to provide access to a deeper
level of an application, such as to provide access to a location
inanapplication, or to provide access to a configuration of the
application. An application can request a contextual deep link
that indicates a particular configuration within the applica-
tion, and a contextual deep linking server responds with the
newly generated contextual deep link. When a user of a client
device interacts with the contextual deep link, the contextual
deep linking server determines the context of the client device
by determining the characteristics of the client device, and
transmits a response to the client device that is appropriate
based on the context. The contextual deep linking server also
associates the contextual deep link with a fingerprint of the
client device.

[0046] The response may initiate an application on the
user’s client device, which submits a request to the contextual
deep linking server for link data associated with any recently
used contextual deep links The contextual deep linking server
matches the fingerprint provided by the application with a
fingerprint associated with a contextual deep link and sends
the associated link data to the application, which can then be
used to configure the application, thus allowing data to be
passed to cross-application and cross-device.

Example Client Link Module of an Application

[0047] FIG. 2 illustrates the client link module 122 of FIG.
1 according to an embodiment. As illustrated, the client link
module 122 includes a link request module 210, a fingerprint
generation module 220, a device information module 230, a
link data retrieval module 240, an application configuration
module 250, and a deep link database 260. Although the
illustrated client link module 122 includes the elements
shownin FIG. 2, in other embodiments the client link module
122 may include different elements. Furthermore, the func-
tionalities of each element may be distributed differently
among the elements in other embodiments.

[0048] Thedeep link database 260 stores indicators ofloca-
tions within the application 121 and/or other configuration
information that are indicated in link data for contextual deep
links. Locations are pages, sections, content items, and any
other element in the application that a user can navigate to.
For example, in an Internet radio application, a location may
include a particular radio station’s landing page within the
application. In one embodiment, the deep link database 260
stores the indications of these locations in a hierarchical tree
that matches the navigation structure of the application. Thus,
for each location in the application, the deep link database
260 may include an indicator of the location itself as well as
branches to indicators representing the various subsequent
locations that can be reached directly from that location. In
one embodiment, the deep link database 260 includes a map-
ping between an internal set of indicators for a location and
the external indicator of the location used for the contextual
deep link.

[0049] Inone embodiment, the deep link database 260 also
stores information regarding discount rates and codes, refer-
ral information, and other details regarding data that may be
transmitted via link data. For example, the link data may
indicate a discount code, and the deep link database 260
stores the discount rate information regarding this discount
code. When the link data with that discount code is received
by the client link module 122, the client link module 122
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retrieves the detailed discount information from the deep link
database 260 indicated by the discount code.

[0050] To create the deep link database 260, a developer of
an application 121 may manually enter each location or other
data into the deep link database 260. In one embodiment, the
locations are automatically gathered by the client link module
122 while a user uses the application 121 and visits different
locations within the application 121. In another embodiment,
the client link module 122 crawls the various locations in the
application 121 to populate the deep link database 260.
[0051] The link request module 210 transmits generation
requests for new contextual deep links to the contextual deep
linking server 110. In some cases, the link request module 210
receives a request from the application 121 to request a new
contextual deep link in order to transmit link data to another
client device 120. As described above, link data indicates a
particular configuration for the application 121. In one
embodiment, the configuration information in the link data
indicates a location in the application, and this location indi-
cator may be retrieved by the link request module 210 from
the deep link database 260. In another embodiment, the con-
figuration information in the link data includes other infor-
mation for the application. For example, the link data may
include referral data that the intended recipient application of
the link data can use to automatically fill out a referral code
field.

[0052] To request the new contextual deep link, the link
request module 210 may transmit a request for a new contex-
tual deep link to the contextual deep linking server 110. This
request includes the link data that the application 121 intends
for the recipient of the newly generated contextual deep link
to access. Subsequent to the request, the link request module
210receives the newly generated contextual deep link, and/or
may receive a status/error message from the contextual deep
linking server 110. As noted above, in some embodiments, the
client link module 122 may independently generate a contex-
tual deep link. In such a case, the link request module 210
does not contact the contextual deep linking server 110.
[0053] Insomeembodiments, the contextual deep link is in
the form of a URL, with the domain name being associated
with the contextual deep linking server 110, and with a query
string being a randomly generated unique variable that is used
to uniquely identify the contextual deep link. In another
embodiment, the domain name is associated with the owner
of the application, and the contextual deep link, when inter-
acted with, causes a redirect to the contextual deep linking
server 110.

[0054] The fingerprint generation module 220 generates a
unique fingerprint for the client device 120 based on one or
more characteristics of the client device 120. The character-
istics of the client device 120 are information about the client
device 120 that may be used to uniquely identify the client
device 120. The information about the client device may
include its network address (e.g., IP address), operating sys-
tem type and version, list of other installed applications,
geographic location, device model information, screen size,
and so on. A characteristic of the client device 120 may also
include a tracking identifier unique to the client device 120
and generated by the operating system of the client device 120
for the purposes of tracking the client device 120. To generate
the fingerprint, the fingerprint generation module 220 takes
one or more of these characteristics and generates a unique
value that is unique to the client device. In one embodiment,
the fingerprint generation module 220 generates the finger-
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print by using a hashing algorithm, such as MDS5 or SHA-1,
on values that represent the characteristics. For example, the
fingerprint generation module 220 may hash a string com-
prising the example characteristics listed above into a unique
hash value that represents the fingerprint. In other embodi-
ments, the fingerprint generation module 220 generates the
fingerprint by appending together one or more values repre-
senting the characteristics.

[0055] The number of characteristics to use when generat-
ing the fingerprint may be the minimal number of character-
istics needed to ensure a high level or percentage of unique-
ness among all potential client devices. To compute this
minimal number, the contextual deep linking server 110 may
increase the number of characteristics until the different per-
mutations of these characteristics when generating a finger-
print exceeds a predetermined number or are larger than the
number of estimated client devices in existence or which may
be encountered by acertain value or by an order of magnitude.
The rumber of characteristics to use may also be set manually
by an administrator. Certain characteristics may be excluded
by the fingerprint generation module 220 from being used to
generate the fingerprint if they are only available on certain
platforms of client devices 120, if they would not be exposed
by a web browser executing on the client device 120 to a web
server during a page request, or if they may risk revealing an
unnecessary amount of extraneous information.

[0056] The device information module 230 collects device
information of the client device 120 that can be submitted to
the contextval deep linking server 110. Device information
includes any information of the client device 120 that can be
used by the contextual deep linking server 110 to determine
contextual information about the client device 120. Device
information for the client device 120 may include the char-
acteristics as described above, a list of installed applications,
or configuration settings. As the device information module
230 is part of the application 121, it is able to collect more
detailed information about the client device 120 than what
would be exposed via a web browser or network request from
the client device 120 to the contextual deep linking server
110.

[0057] Inoneembodiment, the device information module
230 collects at least the list of applications installed on the
client device 120 such that the contextual information for the
client device 120 includes a known list of applications that are
available to link to on the client device 120.

[0058] The link data retrieval module 240 retrieves any link
data from the contextual deep linking server 110 when the
application 121 isinitialized. An application 121 is initialized
on a client device 120 when it begins execution. This may
mean that the application was not resident in the volatile
memory of the client device 120 or may only have had a stub
application or background process executing. Initialization
may also occur when an application 121 regains focus on a
client device after it has lost focus, or when an application is
newly installed.

[0059] After initialization of the application 121, the link
data retrieval module 240 transmits a request to the contextual
deep linking server 110 to request link data, if any. Along with
the request, the link data retrieval module 240 also sends the
fingerprint of the client device 120 as generated by the fin-
gerprint generation module and may also send device infor-
mation as collected by the device information module 230 to
the contextual deep linking server 110. The link data retrieval
module 240 then receives any link data that is associated with
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the fingerprint from the contextual deep linking server 110. In
one embodiment, this link data is sent to the application
configuration module 250.

[0060] The application configuration module 250 receives
the link data and configures the application based on infor-
mation in the link data. As noted above, link data includes
configuration information for the application. In particular, in
oneembodiment, the link data includes one or more key value
pairs. These key value pairs may be arranged in a parameter
table. The key of the key value pair describes a particular
application configuration property, and the value associated
with that key describes how to configure that property. The
value may be in the form of a numerical value, computer
instructions, text, binary data, and so on.

[0061] Insomeembodiments, when the key value pair indi-
cates a location in the application, the application configura-
tion module 250 determines the location associated with that
location indicator and configures the application 121 to
present the location to the user of the client device 120. The
application configuration module 250 may present the loca-
tionto the user by looking up the location indicator in the deep
link database 260 to find the mapped location or navigational
path to the location for the application.

[0062] Insome embodiments, when the key of a key value
pair in the link data indicates a different property for the
application 121, the application configuration module 250
configures the property based on the value. The particular
method in which the property is configured is based on the
application. For example, if the application is a navigation
application, and a key in a key value pair of the link data
indicates a navigation destination property, the application
configuration module 250 may configure the application to
set the navigation destination to the data in the value of the key
value pair.

Example Server Link Module of a Contextual Deep Linking
Server

[0063] FIG. 3 illustrates the server link module 115 of FIG.
1 according to an embodiment. As illustrated, the server link
module 115 includes a link generation module 310, a finger-
print generation module 320, a fingerprint matching module
330, a contextual response module 340, a contextual data
store 350, a link data store 360, and a link data module 370.
Although the illustrated server link module 115 includes the
elements shown in FIG. 3, in other embodiments the server
link module 115 may include different elements. Further-
more, the functionalities of each element may be distributed
differently among the elements in other embodiments.
[0064] The fingerprint generation module 320 generates a
unique fingerprint of the client device 120 based on one or
more characteristics of the client device 120. In some cases,
the server link module 115 receives a request associated with
a contextual deep link from a client device 120 that is unable
to independently generate a fingerprint or has not transmitted
a fingerprint to the server link module 115. In such a case, the
fingerprint generation module 320 generates a unique finger-
print of the client device 120 based on the characteristics of
the client device 120.

[0065] In one embodiment, the contextual deep link is a
URL and the contextual deep linking server 110 receives a
request associated with the contextual deep link from a web
browser 123 of a client device 120. The fingerprint generation
module 320 generates a fingerprint in this case based on the
characteristics of the client device 120 that are exposed by the
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web browser 123 and present in the request. These character-
istics may include network address (e.g., IP address), operat-
ing system version, operating system type, device model
information, and screen size. Some of these characteristics
may be determined using the user agent field provided by the
web browser 123. Some of these characteristics may be deter-
mined by executing instructions, such as JavaScript code, on
the web browser 123.

[0066] As described above for the fingerprint generation
module 220 on the client link module 122, the fingerprint
generated by the fingerprint generation module 320 may be a
hash or other unique identification format.

[0067] After generating the fingerprint for the client device
120, the fingerprint generation module 320 stores the finger-
print locally in one or more data stores. The fingerprint gen-
eration module 320 also stores an indicator of the fingerprint
on the client device 120. The indicator may be any string or
other value that may be uniquely generated. In one embodi-
ment, the fingerprint generation module 320 stores the indi-
cator in a cookie on the web browser 123 of the client device
120. The indicator of the fingerprint stored on the client
device 120 may be used to retrieve the indicated fingerprint
from a local data store.

[0068] A benefit of storing an indicator of the fingerprint
instead of the fingerprint itself on the client device 120 is that
one client device 120 may be associated with multiple finger-
prints. This may be due to the method in which a fingerprint
is generated. For example, a fingerprint may be generated
based on a timestamp or network address, and so the finger-
print may change for the same client device 120. Thus, storing
an indicator of a fingerprint on the client device 120 allows the
contextual deep linking server 110 to associate that client
device 120 with multiple fingerprints without necessarily
having to change the value of the indicator.

[0069] The contextual data store 350 stores contextual
information regarding client devices 120 that the server link
module 115 has connected to or encountered. As described
above, contextual information may include the platform type
(e.g., mobile or desktop), as well as other characteristics of
the client device 120 such as the type and version of the
operating system executing on the client device 120. Contex-
tual information stored in the contextual data store 350 may
also include other information received from the client device
120, such as information received from the client device 120
that was collected by the device information module 230 as
described above. These may include a list of installed appli-
cations on the client device 120 and other detailed informa-
tion about the client device 120. Each set of contextual infor-
mation for a client device 120 may be associated with a
unique client device identifier. In some cases, this identifier is
the fingerprint that is generated by the fingerprint generation
module 220 and/or the fingerprint generation module 320 for
the client device 120. For each new client device 120 that has
not previously been encountered, the server link module 115
may add a new entry into the contextual data store 350 with
the contextual information for the new client device 120 and
its associated fingerprint.

[0070] The client information module 380 collects contex-
tual information about a client device 120 to store into the
contextual data store 350. In one embodiment, the client
information module 380 collects the contextual information
from the client device 120 that is based on the characteristics
of the client device 120 that are exposed in the request made
by the client device 120, as described above for the fingerprint
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generation module 320. In one embodiment, the client infor-
mation module 380 collects the contextual information from
the client device 120 based on information received from the
client device 120 via the device information module 230.
[0071] The link data store 360 stores generated contextual
deep links and associated link data and fingerprints for those
client devices 120 that have interacted with the contextual
deep links. As described above, link data is data that may be
submitted by a client device 120 for a request to generate a
new contextual deep link, and a fingerprint is a unique iden-
tifier for a client device 120 that is generated by the fingerprint
generation module 220 and/or the fingerprint generation
module 320. Once a new contextual deep link is generated, an
entry for that link, and any associated link data, is stored in the
link data store 360 by the server link module 115. Once a
client device 120 transmits a request associated with that
contextual deep link, a fingerprint may be generated for that
client device 120. This fingerprint is then stored in the link
data store 360 by the server link module 115 and associated
with contextual deep link in the link data store 360.

[0072] The link generation module 310 generates contex-
tual deep links in response to requests made by the client link
module 122. In response to the request from the client link
module 122 to generate a contextual deep link, the link gen-
eration module 310 generates a link with a unique identifier.
As described above, in some embodiments, the contextual
deep link is a URL, with a randomly generated query string. In
one embodiment, the link generation module 310 also
receives the link data from the client link module 122. The
link generation module 310 stores this link data in the link
data store 360 along with the unique identifier for the gener-
ated contextual deep link. The link generation module 310
then transmits the contextual deep link that was generated to
the client link module 122.

[0073] The fingerprint matching module 330 finds matches
between stored fingerprints and fingerprints indicated by or
newly generated for client devices 120. Fingerprints are
stored in both the contextual data store 350, which stores
contextual information for client devices 120, and in the link
data store 360, which stores link data for contextual deep
links.

[0074] In some cases, the contextual deep linking server
110 receives a request from a client device 120 associated
with a contextual deep link that includes an indicator to a
unique fingerprint, where the indicator was previously stored
on the client device 120 by the fingerprint generation module
320.

[0075] In other cases, the contextual deep linking server
110 receives a request from a client device 120 for any link
data that includes a fingerprint. This fingerprint may have
been generated by the fingerprint generation module 220 in
the client link module 122.

[0076] Inyetother cases, the contextual deep linking server
110 receives a request from a client device 120 associated
with a contextual deep link that does not include an indicator
of a fingerprint. Instead, the fingerprint generation module
320 generates a fingerprint for the client device 120 in the
method described above.

[0077] Inthe above cases, the fingerprint matching module
330 searches the contextual data store 350 and the link data
store 360 for previously stored fingerprints matching the fin-
gerprints received from the client device 120, indicated by an
indicator of a fingerprint received from the client device 120,
or matching a newly generated fingerprint generated by the
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fingerprint generation module 320. In one embodiment, the
fingerprint matching module 330 finds a match when the
fingerprint received from or indicated by the client device 120
and the previously stored fingerprint match exactly. In other
embodiments, the fingerprint matching module 330 finds a
match when the fingerprint received from or indicated by the
client device 120 and the previously stored fingerprint match
on a threshold number of elements (e.g., this may be the case
when the fingerprint is composed of a number of separate
elements).

[0078] Upon a match in the contextual data store 350, the
fingerprint matching module 330 indicates to the contextual
response module 340 that a matching fingerprint exists in the
contextual data store 350 and indicates the matching finger-
print. Upon a match in the link data store 360, the fingerprint
matching module 330 indicates to the link data module 370
that a matching fingerprint exists in the link data store 360 and
indicates the matching fingerprint. Upon no match, the fin-
gerprint matching module 330 indicates that no match exists.

[0079] The contextual response module 340 determines the
contextual information for client devices 120 based on the
fingerprint of the client devices 120 and provides a response
to the client device 120 based on the contextual information
of the client device.

[0080] After receiving a request from the client device 120
associated with a contextual deep link, the contextual
response module 340 may receive an indication of a matching
fingerprint in the contextual data store 350 from the finger-
print matching module 330. The contextual response module
340 retrieves the matching contextual information from the
contextual data store 350 to determine the proper context for
the client device 120 and the correct response for the request
from client device 120.

[0081] In one embodiment, for a client device 120 that
supports an application ecosystem, the contextual response
module 340 uses the matching contextual information to
determine whether the application 121 that the contextual
deep link includes link data for is installed on the client device
120. As noted above, the contextual information may include
a list of applications installed on the client device 120. While
this information is received by the contextual deep linking
server 110 from an application 121, the information can be
received from an application 121 that is different from the
application for which the contextual response module 340 is
checking the installation status.

[0082] If the application is installed, the contextual
response module 340 includes in the response a message that
causes the client device 120 to initiate (e.g., open or bring into
focus) the application 121 associated with the contextual
deep link. For example, the response may include a URL
identifying the application 121 that causes the operating sys-
tem on the client device 120 to initiate the application.

[0083] Ifthe application 121 is not installed, the contextual
response module 340 includes in the response a message
redirecting the client device 120 to the application page of the
application store 140 of the application ecosystem to allow
the user to install the application. For example, the response
may include a URL identifying the landing page for the
application 121 in an application store interfacing application
that causes the operating system on the client device 120 to
initiate the application store interfacing application and the
application store interfacing application to display the land-

ing page.
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[0084] In one embodiment, when no contextual informa-
tion is available for the contextual response module 340 to
determine whether the application 121 is installed, the con-
textual response module 340 defaults to sending the message
that redirects the client device 120 to the application store
140.

[0085] Inoneembodiment, the contextual response module
340 uses the matching contextual information to determine
the platform type of the client device 120. Once the contextual
response module 340 determines the platform type of the
client device 120, the contextual response module 340
responds to the request of the client device 120 with a
response that can be executed by the specific platform type of
the client device 120. Examples of contextual information
that may be used by the contextual response module 340 to
determine the platform type of the client device 120 includes
the operating system type and version, user agent informa-
tion, device model, and so on.

[0086] When the platform type is one that includes an
application ecosystem, the contextual response module 340
may include in the response one of the responses described
above depending on whether the application is installed or not
installed.

[0087] When the platform type is one that does not support
an application ecosystem, the contextual response module
340 may include in the response a message that causes the
client device 120 to be redirected to an alternative element
that is supported by the client device 120. This alternative
element presents information to the user regarding the appli-
cation and may also include an interface option to allow the
user to send another or the same contextual deep link to a
client device 120 of the user’s that supports an application
ecosystem.

[0088] Forexample, the client device 120 may be a desktop
computer that has an operating system that does not support
an application ecosystem, and the request associated with the
contextual deep link may have been received by the contex-
tual deep link server 110 from the web browser 123 of the
client device 120 (e.g., by clicking on a hyperlink for the
contextual deep link). The response provided by the contex-
tual response module 340 may include a redirection for the
web browser 123 to an alternative landing page that includes
an option for the user to send a text message to the user’s
smartphone that supports the application ecosystem. The text
message that is sent to the smartphone may include the same
contextual deep link or a newly generated contextual deep
link with the same associated link data. As another example,
the contextual response module 340 may send a message to
the client device 120 redirecting the web browser 123 of the
client device 120 to a banner or landing page introducing the
application 121 or displaying web-based version of the appli-
cation.

[0089] After sending the contextual response to the client
device 120 for a contextual deep link, the contextual response
module 340 modifies the entry in the link data store 360 for
the contextual deep link with the fingerprint for the client
device 120 that made the request associated with the contex-
tual deep link.

[0090] The link data module 370 responds to link data
requests from the client device 120 with link data. This
request may be made by the application 121 of the client
device 120. After receiving a request from the client device
120 for link data, the link data module 370 may receive an
indication of a matching fingerprint in the link data store 360
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from the fingerprint matching module 330. The link data
module 370 retrieves the matching link data from the link data
store 360 for the matching fingerprint and returns this link
data to the client device 120.

[0091] Inmany cases, the fingerprint matching module 330
may not find amatching fingerprint. The link data module 370
can receive a link data request from the application 121 of the
client device 120 upon each initiation of the application 121.
However, only in certain cases will link data be available.
These cases include when the contextual deep linking server
110 has recently received a request associated with a contex-
tual deep link from the client device 120 upon which the
application is installed. In those cases, a fingerprint is asso-
ciated with link data in the link data store 360.

[0092] In one embodiment, the link data module 370 also
determines a timestamp at which the fingerprint was added to
an entry of link data in the link data store 360. If that times-
tamp is beyond a certain range (e.g., 2 hours), the link data
module 370 does not retrieve the associated link data for
transmission to the client device 120. This “expires” the link
data and may help to prevent a scenario where a first client
device 120 with a fingerprint sends a request associated with
acontextual deep link and a second client device 120 with the
same fingerprint later requests an associated link data. With-
out a means to expire old requests, the link data module 370
may in these cases send the link data to the second client
device 120 although the link data was not intended for the
second client device 120. However, such a scenario would be
unlikely and would only occur when the two client devices
120 involved have enough similar characteristics such that the
fingerprints for the two client devices 120 are the same.
[0093] Inoneembodiment, once a link data is successfully
retrieved, the link data module 370 removes the entry for that
link data from the link data store 360. This means that each
link data entry is used once to transfer link data.

Example Application Search Engine Using Contextual Deep
Links

[0094] In some embodiments, the server link module 115
also includes a server deep link database that includes loca-
tions for each application 121 that it supports and which is
similar to the deep link database 260 on the client device 120.
In addition, each entry for a location in the server deep link
database may be associated with various metadata for the
location, such as a title. These locations may be received from
the deep link database 260 of each client link module 122,
may be directly received from the developer of the applica-
tion, or may be received from the client link module 122 as the
client link module 122 gathers the locations that a user
browses through in an application.

[0095] The server deep link database allows the server link
module 115 to receive search requests from client devices 120
for the various locations stored in the server deep link data-
base for associated applications. The server link module 115
responds to these search requests by providing ranked search
results, thus providing a search capability for locations inside
applications. Fach entry in the ranked search results includes
alocation to an application. The search results may be ranked
on popularity or metadata collected for each location and
stored in the server deep link database. The location results
may also indicate whether the user’s client device 120 has the
associated application installed based on the contextual infor-
mation stored for the user’s client device 120 in the contextual
data store 350.
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[0096] If the user selects one of these location results, the
server link module 115 creates an entry in the link data store
360 with the location from the result and the fingerprint of the
client device 120. The server link module 115 responds to the
user’s client device 120 with a response similar to the
response for a contextual deep link associated with the same
link data, as described above for the contextual response
module 340. For example, if the user’s client device 120 has
the associated application installed, the response would cause
the user’s client device 120 to initiate the application and
retrieve the link data indicating the location from the search
results.

Example Flows

[0097] FIG. 4 is a flow chart illustrating an exemplary
method 400 for generating a contextual deep link according to
one embodiment. In one embodiment, FIG. 4 attributes the
steps of the method 400 to the server link module 115 of the
contextual deep linking server 110. However, some or all of
the steps may be performed by other elements. In addition,
some embodiments may perform the steps in parallel, per-
form the steps in different orders, or perform different steps.
Also, it is noted that in one example embodiment the steps
and/or modules may be embodied as instructions, e.g.,
instructions 724, that may be executed by the processor 702
described with respect to FIG. 7.

[0098] The contextual deep linking server 110 receives 410
a link creation request for a contextual deep link from the
client device 120 with link data indicating a particular con-
figuration of an application 121. As noted above, the configu-
ration of the application 121 may include a location in the
application 121 or other configuration information.

[0099] The contextual deep linking server 110 generates
420 a contextual deep link including a randomly generated
identifier. As noted above, the contextual deep link may be a
URL with the randomly generated identifier as a query string
of the URL.

[0100] The contextual deep linking server 110 stores 430
the link data in association with generated contextual deep
link. As noted above, the link data can be retrieved by refer-
encing its associated contextual deep link. The contextual
deep linking server 110 transmits 440 the contextual deep link
to the client device 120.

[0101] FIG. 5 is a flow chart illustrating an exemplary
method 500 for responding to a request associated with a
contextual deep link with a context based response according
to one embodiment. In one embodiment, FIG. 5 attributes the
steps of the method 500 to the server link module 115 of the
contextual deep linking server 110. However, some or all of
the steps may be performed by other elements. In addition,
some embodiments may perform the steps in parallel, per-
form the steps in different orders, or perform different steps.
Also, it is noted that in one example embodiment the steps
and/or modules may be embodied as instructions, e.g.,
instructions 724, that may be executed by the processor 702
described with respect to FIG. 7.

[0102] The contextual deep linking server 110 receives 510
a request associated with a valid contextual deep link from a
client device 120. As noted above, the contextual deep link
may be represented by a hyperlink, and the request may be a
HTTP request.

[0103] The contextual deep linking server 110 determines
at 520 if the client device 120 has stored an indicator of a
previously generated fingerprint. This may be stored in a
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cookie on the client device 120. The previously generated
fingerprint is a fingerprint that was previously generated by
the contextual deep linking server 110 during a previous
encounter with the client device 120. In other words, the
contextual deep linking server 110 determines whether the
particular client device 120 has been encountered before. As
noted previously, a fingerprint is unique and is generated
based on the characteristics of the client device 120.

[0104] Ifthe client device 120 does not have an indicator of
a previously stored fingerprint, the contextual deep linking
server 110 generates 530 a unique fingerprint of client device
based on a plurality of characteristics of the client device. As
noted above, this fingerprint may be stored on the contextual
deep linking server 110 and may be indicated by an indicator
stored on the client device 120.

[0105] Subsequently, the contextual deep linking server
110 determines 550 contextual information of the request
based on a characteristic of the client device 120 and associ-
ates the contextual information with the generated finger-
print. This contextual information may include information
such as device model, operating system type, and other char-
acteristics as described above. The contextual information
and the fingerprint may be stored on the contextual deep
linking server 110.

[0106] Alternatively, if the client device 120 does have a
previously stored fingerprint, the contextual deep linking
server 110 retrieves 540 stored contextual information for the
client device 120 identified by a locally stored fingerprint
matching the previously generated fingerprint. As described
above, the contextual deep linking server 110 matches the
fingerprint stored on the client device 120 with a locally
stored fingerprint to find the associated contextual informa-
tion stored on the contextual deep linking server 110.

[0107] The contextual deep linking server 110 transmits
560 aresponse to the client device that is selected based on the
context of the client device such that the response is operable
on the client device 120. As noted previously, this response
may be different based on the contextual information. For
example, if the client device 120 is determined to be a desktop
computer not supporting an application ecosystem, the con-
textual deep linking server 110 may transmit a response that
redirects the client device 120 to a landing page. If the client
device 120 supports an application ecosystem, the contextual
deep linking server 110 may transmit a response that causes
the client device 120 to initiate the application associated with
the link data of the contextual deep link. If the contextual
information indicates that the application in not installed, the
contextual deep linking server 110 may transmit a response to
redirect the user to the application store.

[0108] FIG. 6 is an interaction diagram illustrating an
exemplary interaction 600 for requesting and transmitting
link data according to one embodiment. In one embodiment,
FIG. 6 attributes the steps of the interaction 600 to the appli-
cation 121 and the contextual deep linking server 110. How-
ever, some or all of the steps may be performed by other
elements. In addition, some embodiments may perform the
steps in parallel, perform the steps in different orders, or
perform different steps. Also, it is noted that in one example
embodiment the steps and/or modules may be embodied as
instructions, e.g., instructions 724, that may be executed by
the processor 702 described with respect to FIG. 7.

[0109] Initially, the application 121 is initiated 610 or
started. This may occur when the client device 120 automati-
cally starts the application 121 in response to a user interact-
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ing with a contextual deep link as described above. For
example, the response from the contextual deep link may
cause the client device 120 to direct the user to an application
store to install the application 121. Once the application 121
is installed, it may be initiated automatically or by the user.
The application 121 generates 620 a unique fingerprint based
on a plurality of characteristics of the client device 120. The
characteristics may include a hardware identifier, IP address,
or other identifier or combination of identifiers of the client
device 120 that can uniquely identify the client device 120.
Theapplication 121 sends a message 630 including a link data
request and the fingerprint to the contextual deep linking
server 110.

[0110] The contextual deep linking server 110 selects link
dataidentified by a locally stored fingerprint matching at least
a threshold number of elements of the received fingerprint.
The locally stored fingerprint is stored at the contextual deep
linking server 110. Once a locally stored fingerprint is found
that matches the fingerprint received from the application
121, the contextual deep linking server 110 selects the link
data associated with this fingerprint. This link data may be
stored in the link data store 360.

[0111] The contextual deep linking server 110 sends a mes-
sage 650 with the selected link data to the application 121.
[0112] The application 121 configures itself based on the
received link data, the link data having one or more configu-
ration parameters corresponding to a particular configuration
of the application. This may occur in the same method as
described above for the application configuration module
250.

Example Machine Architecture

[0113] FIG.7is ablock diagram illustrating components of
an example machine able to read instructions from a machine-
readable medium and execute them in a processor (or con-
troller). Specifically, FIG. 7 shows a diagrammatic represen-
tation of a machine in the example form of a computer system
700. The computer system 700 can be used to execute instruc-
tions 724 (e.g., program code or software) for causing the
machine to perform any one or more of the methodologies (or
processes) described herein. In alternative embodiments, the
machine operates as a standalone device or a connected (e.g.,
networked) device that connects to other machines. In a net-
worked deployment, the machine may operate in the capacity
of a server machine or a client machine in a server-client
network environment, or as a peer machine in a peer-to-peer
(or distributed) network environment. The computer system
700 is used to execute the processes and functionality
described in FIGS. 1-6.

[0114] The machine may be a server computer, a client
computer, a personal computer (PC), a tablet PC, a set-top
box (STB), a smartphone, an internet of things (IoT) appli-
ance, a network router, switch or bridge, or any machine
capable of executing instructions 724 (sequential or other-
wise) that specify actions to be taken by that machine. Fur-
ther, while only a single machine is illustrated, the term
“machine” shall also be taken to include any collection of
machines that individually or jointly execute instructions 724
to perform any one or more of the methodologies discussed
herein.

[0115] The example computer system 700 includes one or
more processing units (generally processor 702). The proces-
sor 702 is, for example, a central processing unit (CPU), a
graphics processing unit (GPU), a digital signal processor
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(DSP), a controller, a state machine, one or more application
specific integrated circuits (ASICs), one or more radio-fre-
quency integrated circuits (RFICs), or any combination of
these. The computer system 700 also includes a main memory
704. The computer system may include a storage unit 716.
The processor 702, memory 704 and the storage unit 716
communicate via a bus 708.

[0116] Inaddition, the computer system 706 can include a
static memory 706, a display driver 710 (e.g., to drive a
plasma display panel (PDP), a liquid crystal display (LCD),
or a projector). The computer system 700 may also include
alphanumeric input device 712 (e.g., a keyboard), a cursor
control device 714 (e.g., a mouse, a trackball, a joystick, a
motion sensor, or other pointing instrument), a signal genera-
tion device 718 (e.g., a speaker), and a network interface
device 720, which also are configured to communicate via the
bus 708.

[0117] The storage unit 716 includes a machine-readable
medium 722 on which is stored instructions 724 (e.g., soft-
ware) embodying any one or more of the methodologies or
functions described herein. The instructions 724 may also
reside, completely or at least partially, within the main
memory 704 or within the processor 702 (e.g., within a pro-
cessor’s cache memory) during execution thereof by the com-
puter system 700, the main memory 704 and the processor
702 also constituting machine-readable media. The instruc-
tions 724 may be transmitted or received over a network 726
via the network interface device 720.

[0118] While machine-readable medium 722 is shown in
an example embodiment to be a single medium, the term
“machine-readable medium” should be taken to include a
single medium or multiple media (e.g., a centralized or dis-
tributed database, or associated caches and servers) able to
store the instructions 724. The term “machine-readable
medium” shall also be taken to include any medium that is
capable of storing instructions 724 for execution by the
machine and that cause the machine to perform any one or
more of the methodologies disclosed herein. The term
“machine-readable medium” includes, but not be limited to,
data repositories in the form of solid-state memories, optical
media, and magnetic media.

Additional Considerations

[0119] The contextual deep linking system as disclosed
provides benefits and advantages that include the ability for
the contextual deep link to be able to function under any
context of the client device. A deep link that was generated
without an understanding of the context of the client device
would instead provide a link that might not function properly
depending on the context of the client device. This would
create an error message on the client device. Instead, the
current disclosure can create a contextual deep link that does
not cause an error under any context.

[0120] To achieve this, in one embodiment, the contextual
deep linking system identifies client devices with unique
fingerprints as disclosed above and gathers contextual infor-
mation for the client devices, associating this contextual
information with the fingerprint. As the system is used across
multiple applications, it can gather contextual information
across platforms and be able to have more information about
each client device than each application can gather individu-
ally.

[0121] Another advantage is that the system can pass link
data from an application or other entity requesting a contex-
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tual deep link to any other application that is indicated in the
link data and for which the link data provides a particular
configuration. This is unlike other systems, which are not
standardized across applications and platforms and so are
limited in scope.

[0122] Throughout this specification, plural instances may
implement components, operations, or structures described
as a single instance. Although individual operations of one or
more methods are illustrated and described as separate opera-
tions, one or more of the individual operations may be per-
formed concurrently, and nothing requires that the operations
be performed in the order illustrated. Structures and function-
ality presented as separate components in example configu-
rations may be implemented as a combined structure or com-
ponent. Similarly, structures and functionality presented as a
single component may be implemented as separate compo-
nents. These and other variations, modifications, additions,
and improvements fall within the scope of the subject matter
herein.

[0123] Certain embodiments are described herein as
including logic or a number of components, modules, or
mechanisms, for example, as illustrated in FIGS. 1, 2, and 3.
Modules may constitute either software modules (e.g., code
embodied on a machine-readable medium or in a transmis-
sion signal) or hardware modules. A hardware module is
tangible unit capable of performing certain operations and
may be configured or arranged in a certain manner. In
example embodiments, one or more computer systems (e.g.,
astandalone, client or server computer system) or one or more
hardware modules of a computer system (e.g., a processor or
a group of processors) may be configured by software (e.g.,
an application or application portion) as a hardware module
that operates to perform certain operations as described
herein.

[0124] Invarious embodiments, a hardware module may be
implemented mechanically or electronically. For example, a
hardware module may comprise dedicated circuitry or logic
that is permanently configured (e.g., as a special-purpose
processor, such as a field programmable gate array (FPGA) or
an application-specific integrated circuit (ASIC)) to perform
certain operations. A hardware module may also comprise
programmable logic or circuitry (e.g., as encompassed within
a general-purpose processor or other programmable proces-
sor) that is temporarily configured by software to perform
certain operations. It will be appreciated that the decision to
implement a hardware module mechanically, in dedicated
and permanently configured circuitry, or in temporarily con-
figured circuitry (e.g., configured by software) may be driven
by cost and time considerations.

[0125] The various operations of example methods
described herein may be performed, at least partially, by one
Or more processors, e.g., processor 702, that are temporarily
configured (e.g., by software) or permanently configured to
perform the relevant operations. Whether temporarily or per-
manently configured, such processors may constitute proces-
sor-implemented modules that operate to perform one or
more operations or functions. The modules referred to herein
may, in some example embodiments, comprise processot-
implemented modules.

[0126] The one or more processors may also operate to
support performance of the relevant operations in a “cloud
computing” environment or as a “software as a service”
(SaaS). For example, at least some of the operations may be
performed by a group of computers (as examples of machines
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including processors), these operations being accessible via a
network (e.g., the Internet) and via one or more appropriate
interfaces (e.g., application program interfaces (APIs).)
[0127] The performance of certain of the operations may be
distributed among the one or more processors, not only resid-
ing within a single machine, but deployed across a number of
machines. In some example embodiments, the one or more
processors 702 or processor-implemented modules may be
located in a single geographic location (e.g., within a home
environment, an office environment, or a server farm). In
other example embodiments, the one or more processors or
processor-implemented modules may be distributed across a
number of geographic locations.

[0128] Some portions of this specification are presented in
terms of algorithms or symbolic representations of operations
on data stored as bits or binary digital signals within a
machine memory (e.g., a computer memory). These algo-
rithms or symbolic representations are examples of tech-
niques used by those of ordinary skill in the data processing
arts to convey the substance of their work to others skilled in
the art. As used herein, an “algorithm” is a self-consistent
sequence of operations or similar processing leading to a
desired result. In this context, algorithms and operations
involve physical manipulation of physical quantities. Typi-
cally, but not necessarily, such quantities may take the form of
electrical, magnetic, or optical signals capable of being
stored, accessed, transferred, combined, compared, or other-
wise manipulated by a machine. It is convenient at times,
principally for reasons of common usage, to refer to such
signals using words such as “data,” “content,” “bits,” “val-
ues,” “elements,” “symbols,” “characters,” “terms,” “num-
bers,” “numerals,” or the like. These words, however, are
merely convenient labels and are to be associated with appro-
priate physical quantities.

[0129] Unless specifically stated otherwise, discussions
herein using words such as “processing,” “‘computing,” “cal-
culating,” “determining,” “presenting,” “displaying,” or the
like may refer to actions or processes of a machine (e.g., a
computer) that manipulates or transforms data represented as
physical (e.g., electronic, magnetic, or optical) quantities
within one or more memories (e.g., volatile memory, non-
volatile memory, or a combination thereof), registers, or other
machine components that receive, store, transmit, or display
information.

[0130] As used herein any reference to “one embodiment”
or “an embodiment” means that a particular element, feature,
structure, or characteristic described in connection with the
embodiment is included in at least one embodiment. The
appearances of the phrase “in one embodiment” in various
places in the specification are not necessarily all referring to
the same embodiment.

[0131] Some embodiments may be described using the
expression “coupled” and “connected” along with their
derivatives. For example, some embodiments may be
described using the term “coupled” to indicate that two or
more elements are in direct physical or electrical contact. The
term “coupled,” however, may also mean that two or more
elements are not in direct contact with each other, but yet still
co-operate or interact with each other. The embodiments are
not limited in this context.

[0132] As used herein, the terms “comprises,” “comptis-
ing,” “includes,” “including,” “has,” “having” or any other
variation thereof, are intended to cover a non-exclusive inclu-
sion. For example, a process, method, article, or apparatus
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that comprises a list of elements is not necessarily limited to
only those elements but may include other elements not
expressly listed or inherent to such process, method, article,
or apparatus. Further, unless expressly stated to the contrary,
“or” refers to an inclusive or and not to an exclusive or. For
example, a condition A or B is satisfied by any one of the
following: A is true (or present) and B is false (or not present),
A is false (or not present) and B is true (or present), and both
A and B are true (or present).

[0133] In addition, use of the “a” or “an” are employed to
describe elements and components of the embodiments
herein. This is done merely for convenience and to give a
general sense of the invention. This description should be
read to include one or at least one and the singular also
includes the plural unless it is obvious that it is meant other-
wise.

[0134] Upon reading this disclosure, those of skill in the art
will appreciate still additional alternative structural and func-
tional designs for a system and a process for generating and
responding to contextual deep links through the disclosed
principles herein. Thus, while particular embodiments and
applications have been illustrated and described, it is to be
understood that the disclosed embodiments are not limited to
the precise construction and components disclosed herein.
Various modifications, changes and variations, which will be
apparent to those skilled in the art, may be made in the
arrangement, operation and details of the method and appa-
ratus disclosed herein without departing from the spirit and
scope defined in the appended claims.

What is claimed is:

1. A method comprising:

receiving, at a server, from a client device, a request asso-

ciated with a valid contextual deep link, the contextual
deep link associated with link data indicating a particu-
lar configuration of an application;
retrieving, respousive to determining that the client device
has stored an indicator of a previously generated finger-
print, stored contextual information for the client device
associated with a locally stored fingerprint indicated by
the indicator of the previously generated fingerprint;

associating the link data for the valid contextual deep link
with the locally stored fingerprint;
transmitting, to the client device, a response that s selected
based on the contextual information of the client device;

receiving, from an application of the client device, a link
data request and a fingerprint generated by the applica-
tion;

selecting the link data identified by locally stored finger-

print matching at least a threshold number of elements of
the received fingerprint; and

transmitting, to the application of the client device, the link

data.

2. The method of claim 1, further comprising;

generating, responsive to determining that the client device

does not have an indicator of the previously generated
fingerprint, a unique fingerprint of the client device
based on a plurality of characteristics of the client device
and determining contextual information of the request
based on a characteristic of the client device.

3. The method of claim 1, wherein the contextual informa-
tion of the client device indicates an environment that does
not support an application ecosystem, and wherein the
response indicates a network location that includes an inter-
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face to allow a user to forward the valid contextual deep link
to a second client device of the user that supports an applica-
tion ecosystem.

4. The method of claim 1, wherein the contextual informa-
tion of the client device indicates an environment that sup-
ports an application ecosystem and indicates the application
referenced in the valid contextual deep link is installed on the
client device, and wherein the response includes data that
causes the client device to initiate the application referenced
in the valid contextual deep link.

5. The method of claim 1, wherein the contextual informa-
tion of the client device indicates an environment that sup-
ports an application ecosystem and indicates the application
referenced in the valid contextual deep link is not installed on
the client device, and wherein the response includes data that
causes the client device to initiate an application store appli-
cation installed on the client device and pass an identifier of
the application referenced in the valid contextual deep link to
the application store application.

6. The method of claim 1, wherein the stored contextual
information includes a list of apps installed on the client
device detected based information previously received from a
second application on the client device.

7. The method of claim 1, wherein the link data indicates a
specific location in the application.

8. A system comprising:

a processor; and

a non-transitory computer readable storage medium stor-

ing instructions thereon, that when executed by the pro-

cessor, causes the processor to:

receive, from a client device, a request associated with a
valid contextual deep link, the contextual deep link
associated with link data indicating a particular con-
figuration of an application;

retrieve, responsive to determining that the client device
has stored a previously generated fingerprint, stored
contextual information for the client device identified
by alocally stored fingerprint that matches the previ-
ously generated fingerprint;

associate the link data for the valid contextual deep link
with the locally stored fingerprint;

transmit a response to the client device that is selected
based on the contextual information of the client
device,

receive, from an application of the client device, a link
data request and a fingerprint generated by the appli-
cation;

select the link data identified by locally stored finger-
print matching at least a threshold number of elements
of the received fingerprint; and

transmit, to the application of the client device, the link
data.

9. The system of claim 8, wherein the non-transitory com-
puter readable storage medium stores further instructions
thereon, that when executed by the processor, causes the
processor to:

generate, responsive to a determination that the client

device does not have an indicator of the previously gen-
erated fingerprint, a unique fingerprint of the client
device based on a plurality of characteristics of the client
device and determining contextual information of the
request based on a characteristic of the client device.

10. The system of claim 8, wherein the contextual infor-
mation of the client device indicates an environment that
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supports an application ecosystem and indicates the applica-
tionreferenced in the valid contextual deep link is installed on
the client device, and wherein the response includes data that
causes the client device to initiate the application referenced
in the valid contextual deep link.

11. The system of claim 8, wherein the contextual infor-
mation of the client device indicates an environment that
supports an application ecosystem and indicates the applica-
tion referenced in the valid contextual deep link is not
installed on the client device, and wherein the response
includes data that causes the client device to initiate an appli-
cation store application installed on the client device and pass
an identifier of the application referenced in the valid contex-
tual deep link to the application store application.

12. The system of claim 8, wherein the non-transitory
computer readable storage medium stores further instructions
thereon, that when executed by the processor, causes the
processor to:

receive, from the client device, a search request with an

identifier to search a database, the database including a
plurality of location entries for a plurality of applica-
tions;

search the database for a plurality of candidate location

entries based on the identifier;
rank the plurality of candidate location entries based on the
contextual information of the client device and an asso-
ciated metadata of each candidate link data entry;

provide, to the client device, a list indicating the ranked
plurality of candidate location entries;

receive a selection of one of the plurality of candidate

location entries in the list; and

send, to the client device, a second contextual deep link

associated with link data including the selected candi-
date location entry.

13. A non-transitory computer storage readable medium
configured to store instructions, the instructions when
executed by a processor cause the processor to:

receive, from a client device, a request associated with a

valid contextual deep link, the contextual deep link asso-
ciated with link data indicating a particular configura-
tion of an application;

retrieve, responsive to determining that the client device

has stored a previously generated fingerprint, stored
contextual information for the client device identified by
a locally stored fingerprint that matches the previously
generated fingerprint;

associate the link data for the valid contextual deep link

with the locally stored fingerprint;

transmit a response to the client device that is selected

based on the contextual information of the client device;
receive, from an application of the client device, a link data
request and a fingerprint generated by the application;
select the link data identified by locally stored fingerprint
matching at least a threshold number of elements of the
received fingerprint; and

transmit, to the application of the client device, the link

data.

14. The computer readable storage medium of claim 13,
wherein the non-transitory computer readable storage
medium stores further instructions thereon, that when
executed by the processor, causes the processor to:

generate, responsive to a determination that the client

device does not have an indicator of the previously gen-
erated fingerprint, a unique fingerprint of the client
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device based on a plurality of characteristics of the client
device and determining contextual information of the
request based on a characteristic of the client device.

15. The computer readable storage medium of claim 13,
wherein the contextual information of the client device indi-
cates an environment that supports an application ecosystem
and indicates the application referenced in the valid contex-
tual deep link is installed on the client device, and wherein the
response includes data that causes the client device to initiate
the application referenced in the valid contextual deep link.

16. The computer readable storage medium of claim 13,
wherein the contextual information of the client device indi-
cates an environment that supports an application ecosystem
and indicates the application referenced in the valid contex-
tual deep link is not installed on the client device, and wherein
the response includes data that causes the client device to
initiate an application store application installed on the client
device and pass an identifier of the application referenced in
the valid contextual deep link to the application store appli-
cation.

17. The computer readable storage medium of claim 13,
wherein the stored contextual information includes a list of
apps installed on the client device detected based information
previously received from a second application on the client
device.

18. The computer readable storage medium of claim 13,
wherein the contextual deep link is associated with a prior
link generation request from the application of a second client
device submitted with the link data.

19. The computer readable storage medium of claim 13,
wherein the non-transitory computer readable storage
medium stores further instructions thereon, that when
executed by the processor, causes the processor to:

receive, from the client device, a search request with an

identifier to search a database, the database including a
plurality of location entries for a plurality of applica-
tions;

search the database for a plurality of candidate location

entries based on the identifier;
rank the plurality of candidate location entries based on the
contextual information of the client device and an asso-
ciated metadata of each candidate link data entry;

provide, to the client device, a list indicating the ranked
plurality of candidate location entries;

receive a selection of one of the plurality of candidate

location entries in the list; and

send, to the client device, a second contextual deep link

associated with link data including the selected candi-
date location entry.

20. A method comprising:

receiving a request associated with a valid contextual deep

link from a client device, the contextual deep link asso-
ciated with link data indicating a particular configura-
tion of an application;

associating the link data for the valid contextual deep link

with the client device;

receiving a link data request from an application of the

client device;

selecting the link data identified associated with the client

device; and

transmitting the link data to the application of the client

device.
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