
Case 2:22-cv-00334-JRG-RSP Document 2 Filed 08/29/22 Page 1 of 1 PagelD #: 117 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Eastern District of Texas on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2 :22-cv-00334 8/29/2022 Eastern District of Texas 

PLAINTIFF DEFENDANT 

LIONRA TECHNOLOGIES LIMITED PALO AL TO NETWORKS, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 7,685,436 3/23/2010 Lionra Technologies Limited 

2 8,566,612 10/22/2013 Lionra Technologies Limited 

3 7,921,323 4/5/2011 Lionra Technologies Limited 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I rmn DEPUTY CLERK 

Copy 1-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 



Case 2:22-cv-00322 Document 2 Filed 08/19/22 Page 1 ot 1 Page!D #: 147 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Eastern District of Texas on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2 :22-cv-00322 8/19/2022 Eastern District of Texas 

PLAINTIFF DEFENDANT 

LIONRA TECHNOLOGIES LIMITED FORTINET, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 7,302,708 11/27/2007 Lionra Technologies Limited 

2 7,685,436 3/23/2010 Lionra Technologies Limited 

3 7,921,323 4/5/2011 Lionra Technologies Limited 

4 8,566,612 10/22/2013 Lionra Technologies Limited 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I rmn DEPUTY CLERK 

Copy 1-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 



Case 2:22-cv-00305-JRG-RSP Document 2 Filed 08/08/22 Page 1 of 1 PagelD #: 144 

AO 120 (Rev. 08/10) 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P.O. Box 1450 

REPORT ON THE 
FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Eastern District of Texas on the following 

D Trademarks or ~Patents. ( D the patent action involves 35 U.S.C. § 292.): 

DOCKET NO. DATE FILED U.S. DISTRICT COURT 
2:22-cv-305 8/8/2022 Eastern District of Texas 

PLAINTIFF DEFENDANT 

LIONRA TECHNOLOGIES LIMITED CISCO SYSTEMS, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 7,916,630 3/29/2011 Lionra Technologies Limited 

2 8,566,612 10/22/2013 Lionra Technologies Limited 

3 7,921,323 4/5/2011 Lionra Technologies Limited 

4 7,302,708 11/27/2007 Lionra Technologies Limited 

5 7,685,436 3/23/2010 Lionra Technologies Limited 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

D Amendment D Answer D Cross Bill D Other Pleading 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 

2 

3 

4 

5 

In the above-entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

I rmn DEPUTY CLERK 

Copy 1-Upon initiation of action, mail this copy to Director Copy 3-Upon termination of action, mail this copy to Director 
Copy 2-Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 



UNIIBD STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID 

10/903,785 7685436 2436 16387 

PAIR Correspondence Address/Fee Address Change 

The following fields have been changed to Customer Number 140558 on 04/25/2016 via Private PAIR in view 
of the certification copied below that authorized the change. 

• Correspondence Address 

The address for Customer Number 140558 is: 
140558 
Davidson, Berquist, Jackson & Gowdey LLP 
Harris Corporation 
8300 Greensboro Drive 
Suite 500 
McLean, VA 22102 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given 
power of attorney in this application 

Signature: IKimani Clark/ 

Name: Kimani Clark 

Registration Number: 45969 



UNIIBD STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID 

10/903,785 7685436 2436 16387 

PAIR Correspondence Address/Fee Address Change 

The following fields have been changed to Customer Number 140558 on 04/25/2016 via Private PAIR in view 
of the certification copied below that authorized the change. 

• Maintenance Fee Address 

The address for Customer Number 140558 is: 
140558 
Davidson, Berquist, Jackson & Gowdey LLP 
Harris Corporation 
8300 Greensboro Drive 
Suite 500 
McLean, VA 22102 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given 
power of attorney in this application 

Signature: IKimani Clark/ 

Name: Kimani Clark 

Registration Number: 45969 



UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE PATENT NO. 

10/903,785 03/23/2010 7685436 

42624 7590 03/03/2010 

DAVIDSON BERQUIST JACKSON & GOWDEY LLP 
4300 WILSON BL VD., 7TH FLOOR 
ARLINGTON, VA 22203 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

2551-0032 4954 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 830 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

John M. Davis, Brentwood, TN; 
Richard J. Takahashi, Phoenix, AZ; 

IR103 (Rev. 10/09) 



I llrnll 11111111111111111111!11 Iii 11111111111111 lllll llm I 1111 
Bib Data Sheet 

FILING OR 371 (c) 

SERIAL NUMBER DATE CLASS 
10/903,785 07/30/2004 713 

RULE 

APPLICANTS 
John M. Davis, Brentwood, TN; 
Richard J. Takahashi, Phoenix, AZ; 

** CONTINUING DATA************************* 
This appln claims benefit of 60/507,976 10/02/2003 

** FOREIGN APPLICATIONS ******************** 

IF REQUIRED, FOREIGN FILING LICENSE GRANTED 
** 10/04/2004 

Foreign Priority claimed □ yes □ no 

35 use 119 (a-d) conditions □ yes □ no □ Met after 
STATE OR 
COUNTRY met Allowance 

Verified and TN 
A.cknowledged Examiner's Sianature Initials 

ADDRESS 
42624 

TITLE 

SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

FILING FEE FEES: Authority has been given in Paper 

UNITED STA1'ES DEPARTMENT OF COMMERCE 
United States Potent and Trademark Office 
Addn,,.: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Al•xandria. Vusinia 22313-1450 
....,,..u,pto.gov 

CONFIRMATION NO. 49~4. 

GROUP ART UNIT ATTORNEY 
DOCKET NO. 

2436 2551-0032 

SHEETS TOTAL INDEPENDENT 
DRAWING CLAIMS CLAIMS 

10 29 4 

I □ All Fees I 
I □ 1.16 Fees ( Filing ) I 
□ 1.17 Fees ( Processing Ext. of 

RECEIVED No. to charge/credit DEPOSIT ACCOUNT time) 
874 No. for following: I □ 1.18 Fees ( Issue ) I 

I □ Other I 
I □ Credit I 



,-- PART B - FEE(S) TRANSMITTAL 
; 

Complete and send this form, together witl ,1licable fee(s), to: Mail Mail Stop ISSUE 1 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required), Blocks 1 through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
ind/cated unless cor!ecte~ below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
mamtenance fee notlficat10ns. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

42624 7590 11/03/2009 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers, Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

DAVIDSON BERQUIST JACKSON & GOWDEY LLP 
4300 WILSON BLVD., 7TH FLOOR 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelor.e 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. ARLINGTON, VA 22203 

(Depositot's name) 

(Signature) 

(Date) 

APPLICA TJON NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO 

10/903,785 07/30/2004 John M. Davis 2551-0032 • 4954 

TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

APPLNTYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisi~nal YES $755 

EXAMINER ARTUNIT 

0 TRAORE, FATOUMATA 2436 

1. Change of corre_spondence adchess or indication of "Fee Address" (37 
::::FR 1.363). · . 

0 Change of ;onespondence address ( or Change of Con-espondence 
Address form PTO/SB/122)'attached. . 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. · -

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

713-,192000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, . 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1055 02/03/2010 

pavidson Berquist 

2 _;Jackson &, Gowdey, LLP 

3 _____________ _ 

l, ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE; Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B} RESIDENCE: (CITY and STA TE OR COUNTRY) 

ITT Manufacturing Enterprises, Inc. Wilmington, DE 

>]ease check the appropiiate assignee categmy or categories (will not be printed on the patent) : D Individual ~ Corporation or other private group entity D Government 

la. The following fee(s) are submitted: 

~ Issue Fee 

~ Publication Fee (No small entity discount permitted) 

D Advance Order - # of Copies ---------

i. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

D A check is enclosed. 

D Payment by credit card. Form PTO-2038 is attached. 
~The Di1ector is hereby ~uthorized to charge the reauire\i,fee(s), any deficiency, or credit. any 

overpayment, to Deposlt Account Number _ 50186V ·tenclose an extra copy ofth1s form), 

& b. Applicant is no longer claiming SMALL ENTITY status. See 3 7 CFR 1.27(g)(2). 

'10TE: The Issue Fee and Publication Fee (ifrequired) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other patty in 
nterest as shown by the records of the United States Patent and Trademark Office. 

#- ~. Authorized Signature ~-~ Date ___ F_eb_ru_a_ry~l ,_2_0_1_0 ____ ~ 

Typed or printed name ___ ._K_i_m_a_n_i_C_la_r_k __________ _ Registration No. ___ :
4_5_,9_6_9 ___ ~------

"his collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
m application. Confidentiality: is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparmg, and 
ub1mtting the completed applicat10n form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
his fo1m and/or sug1;estions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
3ox 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
~lexandria, Virginia 22313-1450. · 
Jnder the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

'TOL-85 (Rev. 08/07) Approved for use through 08/31/2010. 0MB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



Electronic Patent Application Fee Transmittal 

Application Number: 10903785 

Filing Date: 30-Jul-2004 

Title of Invention: SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

First Named Inventor/Applicant Name: John M. Davis 

Filer: Kimani Clark 

Attorney Docket Number: 2551-0032 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl issue fee 1501 1 1510 1510 

Publ. Fee- early, voluntary, or normal 1504 1 300 300 



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1810 



Electronic Acknowledgement Receipt 

EFSID: 6919823 

Application Number: 10903785 

International Application Number: 

Confirmation Number: 4954 

Title of Invention: SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

First Named Inventor/Applicant Name: John M. Davis 

Customer Number: 42624 

Filer: Kimani Clark 

Filer Authorized By: 

Attorney Docket Number: 2551-0032 

Receipt Date: 01-FEB-2010 

Filing Date: 30-JUL-2004 

Time Stamp: 13:51:25 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1810 

RAM confirmation Number 137 

Deposit Account 501860 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size(Bytes)/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 



1 Issue Fee Payment (PTO-85B) 
lssue_Fee_ Transmittal_2551-00 

32_ 12-1-1 0.pdf 

262811 

no 1 
Sd 12b80385b522753db0509422ca608cf5d 

6fb67 

Warnings: 

Information: 

31831 

2 Fee Worksheet (PTO-875) fee-info.pdf no 2 
5 284d4cbb5 f3 90824 3 5 db 7f3 cS e9a5 6a d 1 5 

bc5a1 

Warnings: 

Information: 

Total Files Size (in bytes) 294642 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

42624 7590 11/03/2009 

DAVIDSON BERQUIST JACKSON & GOWDEY LLP 
4300 WILSON BL VD., 7TH FLOOR 
ARLINGTON, VA 22203 

EXAMINER 

TRAORE, FATOUMATA 

ART UNIT PAPER NUMBER 

2436 

DATE MAILED: 11/03/2009 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

10/903,785 07/30/2004 John M. Davis 2551-0032 4954 

TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE I/O INTERFACE 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional YES $755 $300 $0 $1055 02/03/2010 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOW ARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOT AL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOT AL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 3 

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. 



PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

42624 7590 11/03/2009 

DAVIDSON BERQUIST JACKSON & GOWDEY LLP 
4300 WILSON BL VD., 7TH FLOOR 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. ARLINGTON, VA 22203 

(Depositor's name) 

(Signature) 

(Date) 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

10/903,785 07/30/2004 John M. Davis 2551-0032 4954 

TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE I/O INTERFACE 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional YES $755 

EXAMINER ART UNIT 

TRAORE, FATOUMATA 2436 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

713-192000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1055 02/03/2010 

2 ______________ _ 
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Notice of Allowability 
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10/903,785 
Examiner 

FATOUMATA TRAORE 

Applicant(s) 

DAVIS ET AL. 
Art Unit 

2436 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. IZ! This communication is responsive to communications filed on 10/06/2009 and telephonic interview on 10/29/2009. 

2. IZ! The allowed claim(s) is/are 1-3, 5, 7-9, 11, 12, 14-22, 30-33. 

3. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) D including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 
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Paper No./Mail Date __ . 
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each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 
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1. D Notice of References Cited (PTO-892) 

2. D Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

4. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

U.S. Patent and Trademark Office 

5. D Notice of Informal Patent Application 

6. [8] Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

7. [8J Examiner's AmendmenUComment 

8. [8J Examiner's Statement of Reasons for Allowance 

9. D Other __ . 
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Examiner-Initiated Interview Summary 

Application No. 

10/903,785 

Examiner 

Applicant(s) 

DAVIS ET AL. 

Art Unit 

2436 

All Participants: 

(1) FA TOUMA TA TRAORE. 

(2) KIMANI CLARK. Reg. No. 45,969. 

Date of Interview: 29 October 2009 

Type of Interview: 
[81 Telephonic 
D Video Conference 
D Personal (Copy given to: D Applicant 

Exhibit Shown or Demonstrated: D Yes 
If Yes, provide a brief description: 

Part I. 

Rejection(s) discussed: 
NIA 

Claims discussed: 
Claims 1, 6, 14 

Prior art documents discussed: 
NIA 

Part II. 

FATOUMATA TRAORE 

Status of Application: __ 

(3) __ . 

(4) __ . 

Time: 3:00PM 

D Applicant's representative) 

□ No 

SUBSTANCE OF INTERVIEW DESCRIBING THE GENERAL NATURE OF WHAT WAS DISCUSSED: 
The examiner contacted Applicant's representative, Kimani Clark (Reg. No. 45,969), to get authorization to amend claims 1 and 14 
and to cancel/ claims 6 and 34 in order to put the appfication in condition of allowance 

Part Ill. 

D It is not necessary for applicant to provide a separate record of the substance of the interview, since the interview 
directly resulted in the allowance of the application. The examiner will provide a written summary of the substance 
of the interview in the Notice of Allowability. 

D It is not necessary for applicant to provide a separate record of the substance of the interview, since the interview 
did not result in resolution of all issues. A brief summary by the examiner appears in Part 11 above. 

(Applicant/ Applicant's Representative Signature - if appropriate) 

U.S. Patent and Trademark Office 

PTOL-413B (04-03) Examiner Initiated Interview Summary Paper No. 20091023 



Application/Control Number: 10/903,785 

Art Unit: 2436 

DETAILED ACTION 

Page 2 

1. This is in response to the amendment filed October 6, 2009. Claims 1, 5 and 14 have 

been amended. Claims 4, 10, 13, 23-29 have been cancelled. Claims 1-3, 5-9, 11-12, 14-22 and 

30-34 are pending and have been considered below. 

Response to Arguments 

2. Applicant's arguments filed 04/27/2009 with respect to the prior art rejection of the 

claims have been fully considered and they are persuasive. 

EXAMINER'S AMENDMENT 

3. An examiner's amendment to the record appears below. Should the changes and/or 

additions be unacceptable to applicant, an amendment may be filed as provided by 3 7 CFR 

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 

payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 

Kimani Clark Reg. No. 45,969 on 10/29/2009. 

The application has been amended as follows: 

Amend Claims 1, 5 and 14: 

1. (Currently Amended) A security processor to process incoming packets and outgoing 

packets, the security processor comprising: 

a switching system to send the outgoing packets and receive the incoming packets; 

a packet engine, coupled to the switching system, to handle classification processing for 

the incoming packets received by the packet engine from the switching system and the outgoing 

packets sent by the packet engine to the switching system, wherein the packet engine is one of a 
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plurality of packet engines and substantially all of the incoming packets and outgoing packets to 

the security processor transit one of the plurality of packet engines, and wherein the incoming 

packets and outgoing packets are provided with a tag upon ingress to one of the plurality of 

packet engines and the tag determines an egress path within the security processor upon exit 

from a corresponding cryptographic core; 

a cryptographic core, coupled to the packet engine and receiving the incoming packets 

from the switching system via the packet engine and communicating the outgoing packets to the 

switching system via the packet engine, to provide encryption and decryption processing for 

packets received from and sent to the packet engine, wherein the packet engine is interposed 

between the switching system and the cryptographic core; 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the packet 

engine and responsive to at least one packet matching a signature stored in the signature 

database. 

5. (Amended) The security processor of claim [[4]] l wherein the cryptographic core is one of a 

plurality of cryptographic cores coupled one-to-one to the plurality of packet engines and 

substantially all of the incoming and outgoing packets to the security processor transit a 

corresponding one of the plurality of cryptographic cores after transiting one of the plurality of 

packet engines. 

14. (Currently Amended) A security processing system comprising: 

(a) a security processor comprising: 

a switching system to send outgoing packets and to receive incoming packets; 

a packet engine, coupled to the switching system, to handle classification 

processing for the incoming packets received by the packet engine from the switching 

system and the outgoing packets sent by the packet engine to the switching system.,_ 

wherein the packet engine is one of a plurality of packet engines and substantially all of 

the incoming packets and outgoing packets to the security processor transit one of the 

plurality of packet engines, and wherein the incoming and outgoing packets are provided 



Application/Control Number: 10/903,785 

Art Unit: 2436 

Page 4 

with a tag upon ingress to one of the plurality of packet engines and the tag determines an 

egress path within the security processor upon exit from a corresponding cryptographic 

a cryptographic core, coupled to the packet engine and receiving the incoming 

packets from the switching system via the packet engine and communicating the outgoing 

packets to the switching system via the packet engine, to provide encryption and 

decryption processing for packets received from and sent to the packet engine, wherein 

the packet engine is interposed between the switching system and the cryptographic core; 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the 

packet engine and responsive to at least one packet matching a signature stored in the 

signature database; and 

a local data bus coupled to the switching system; and 

(b) a memory coupled to the local data bus. 

Cancel claims 6 and 34 

Allowance 

4. Claims 1-3, 5, 7-9, 11, 12, 14-22 and 30-33 are allowed. 

Examiner's Statement of Reason for allowance 

5. The following is an examiner's statement ofreasons for allowance: 

Narad et al (US 6,157,955) is relates to a general-purpose programmable packet-processing 

platform for accelerating network infrastructure applications which have been structured so as to 

separate the stages of classification and action. Network packet classification, execution of 

actions upon those packets, management of buffer flow, encryption services, and management of 
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Network Interface Controllers are accelerated through the use of a multiplicity of specialized 

modules. A language interface is defined for specifying both stateless and stateful classification 

of packets and to associate actions with classification results in order to efficiently utilize these 

specialized modules .. 

Wu et al (US 7,493,659) is directed to intrusion detection and analysis system and method are 

disclosed. The system includes a data-monitoring device comprising a capture engine operable to 

capture data passing through the network and configured to monitor network traffic, decode 

protocols, and analyze received data. The system further includes an intrusion detection device 

comprising a detection engine operable to perform intrusion detection on data provided by the 

data-monitoring device. Application program interfaces are provided and configured to allow the 

intrusion detection device access to applications of the data-monitoring device to perform 

intrusion detection. The system also includes memory for storing reference network information 

used by the intrusion detection device to determine if an intrusion has occurred. 

Savarda et al (US 2003/0196091) is directed to a packet is processing by encapsulating the 

packet with a packet-object header if the packet does not have a packet-object header. The 

encapsulated packet is processed based on information contained in the packet-object header 

using a plurality of transform modules that are coupled to each other in a series or pipeline 

configuration. The plurality of transform modules process the encapsulated packet independent 

of each other. 

6. The prior art of record taken alone or in combination do not teach or render obvious the 

limitations as recited in independent claims 1 and 14. The cited references, whether alone or in 

combination fail to disclose or suggest the following limitation : " a packet engine, coupled to 
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the switching system, to handle classification processing for the incoming packets received by 

the packet engine from the switching system and the outgoing packets sent by the packet engine 

to the switching system, wherein the packet engine is one of a plurality of packet engines and 

substantially all of the incoming and outgoing packets to the security processor transit one of the 

plurality of packet engines, and wherein the incoming and outgoing packets are provided with a 

tag upon ingress to one of the plurality of packet engines and the tag determines an egress path 

within the security processor upon exit from a corresponding cryptographic core; a 

cryptographic core, coupled to the packet engine and receiving incoming packets from the 

switching system via the packet engine and communicating outgoing packets to the switching 

system via the packet engine, to provide encryption and decryption processing for packets 

received from and sent to the packet engine, wherein the packet engine is interposed between the 

switching system and the cryptographic core; a signature database; and an intrusion detection 

system coupled between the cryptographic core and the packet engine and responsive to at least 

one packet matching a signature stored in the signature database" 

Any comments considered necessary by applicant must be submitted no later than the payment 

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. 

Such submissions should be clearly labeled "Comments on Statement of Reasons for Allowance. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to FATOUMATA TRAORE whose telephone number is (571)270-

1685. The examiner can normally be reached on Monday- Friday ( every other Friday off) EST. 
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supervisor, Nasser Moazzami can be reached on 571 272 4195. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Thursday October 29, 2009. 

IF. T./ 

Examiner, Art Unit 2436 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 
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OK TO ENTER: /F.T./ 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re PA TENT Application of: 

DA VIS, John M., et al 

Appl. S.N.: 10/903,785 

Filing Date: July 30, 2004 

Title: SYSTEM AND METHOD FOR A SECURE 
1/0 INTERFACE 

Confirmation No.: 

Attorney Docket: 

Group Art Unit: 

4954 

2551-0032 

2436 

Examiner: TRAORE, Fatoumata 

Date: August 28, 2009 

AMENDMENT AFTER FINAL 

Hon. Commissioner of Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In response to the Final Office Action mailed July 20, 2009, Applicants request that the 

application be amended as follows: 

Amendments to the claims are reflected in the listing of the claims which begins on page 2; 

and 

Remarks begin on page 7. 
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I I lcrypto or encrypt$3 or IEPO; JPO; I i I I 
I I ldecrypt) same (switch lDERWENT; I i I I 
I I 1$3 or rout$3)) IIBM TDB I i I I 

: ~,,,,,,,,,,,,,,,,,~ ~"''''''''''''''''''.: "''''''''''''''''''''''''''''''''''''''''''''''''''''''. ~ "''''' - ''''''''''''''''''''''''''' ~,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,.: ''''''''''''''''''''' ~ '''''''''''''''''''''''''''''''''''''''''' ~ 
1S6 1132 !(packet same classificat IU&PGPUB; IADJ !ON 12008/10/20 I 
I I l$3samepolic$3same lusPAT; I i 114:12 I 
I I l(cryptograph$3 or lusocR; FPRS; I i I I 
I I lcrypto or encrypt$3 or IEPO; JPO; I i I I 
I I !decrypt$ or securit$3) lDERWENT; I i I I 
I I lsame ( switch$3 or rout I I BM TDB I i I I 
I I l$3 or buffer or input or I - I i I I 
I I lport)) I I i I I 

:~ ~ .. ~ ~ ' ~ I 

1s1 1201 1("5764645").PN. OR lu&PGPUB; IADJ !ON l2oos110120 I 
I I 1("6157955").URPN. lusPAT; usocR I i 116:21 I iss ........... i 12 ............. !S2 · and .. S7 ................................ iu& PGPUB; .............. ¼DJ............................ foN ............ boos; 10120 .............. I 
I I I lusPAT; I : l16:22 I 
I I I lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I lDERWENT; I i I I 
I I I 11 BM TDB I i I I 
iS9 i6 i"6983366".pn. or iu&~PUB; iADJ ioN i2oos110120 I 
I I l"20040010545".pn. or lusPAT; I i 117:18 I 
I I 1"20030014627" .pn. lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I lDERWENT; I i I I 
I I I 11 BM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 
! 
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EAST Search History 

: ..................................... ,n ..................................... , n-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.- -i n-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. -. ............................................................................ y,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. \ 

1s10 lo !packet adj engine IU&PGPUB; IADJ !ON 12009/06/03 I 
I I lnear9 switch$3 adj lusPAT; I i los:52 I 
! I lsystem near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
l l 1steganography) near9 jl BM_ TDB l i l I 
I I !intrusion adj detect$3 I I i I I 
!s11 io ipacket adj engine iu&PGPUB; bR ioN i2009/06/03 I 
I I lnear9 switch$3 adj lusPAT; I i los:52 I 
I I !system near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
I I lsteganography) near9 11 BM TDB I i I I 
I I lintrusion adj detect$3 I - I i I I 

; ~-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.v ~ .. ,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ .. ,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-." ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.• : -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.• ! 
!S12 lo lpacket near9 (classificat IU&PGPUB; IOR !ON 12009/06/03 I 
I I 1$3 classif$4) near9 luSPAT; I i los:53 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 IDERWENT; I i I I 
I I lsteganography) near9 11 BM TDB I ! I I 
I I lintrusion adj detect$3 I - I i I I 

:~ ~ ~ ~ ~ : ~ I 

1S13 lo I packet near9 ( classificat I U& PGPUB; loR !ON 12009; 06/ 03 I 
I I l$3 classif$4) near9 lusPAT; I i los:54 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I l(cryptographic encrypt IEPO; JPO; I i I I 
I I 1$3 encod$3 !DERWENT; I i I I 
I I lsteganography) near9 11 BM_ TDB I i I I 
I I lintrusion I I i I I 

: ~ --~~~~~~~~~~~~~~~~- ~ "~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- : ~~~~~~~~~~~~~~~~~~~~- ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- ~ 
1S14 12 !packet near9 (classificat IU&PGPUB; IOR !ON 12009/06/03 I 
I I l$3 classif$4) near9 lusPAT; I i los:54 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I l(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
I I lsteganography) 11 BM TDB I i I I 

~~ ................................... ;n ..................................... \ n ............................................................................................................. ; n .......... - ...................................................... ~ ~ ............................................................................... : .......................................... ~ ~n .............................................................................. ~ ! 
1S15 140 !processor same packet IU&PGPUB; loR !ON 12009/06/03 I 
I I lsame (classificat$3 lusPAT; I i los:57 I 
I I lclassif$4) same switch lusocR; FPRS; I i I I 
I I l$3 same IEPO; JPO; I i I I 
I I !(cryptographic encrypt !DERWENT; I i I I 
I I l$3 encod$3 11 BM TDB I i I I 
I I lsteganography) I - I i I I 

: ~ ~~~~~~~~~~~~~~~~~- ~ "~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ '~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· : ~~~~~~~~~~~~~~~~~~~~- ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- ~ 

1S16 152 !security near4 IU&PGPUB; IOR !ON 12009/06/03 I 
I I !processor same luSPAT; I i 110:50 I 
I I lintrusion adj detect$3 lusocR; FPRS; I ! I I 
j ~ ~ ~EPO; JPO; ~ I ~ ! 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 
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....................................................... ~ ........................................................... , ....................................................................................................................................................................... .; ............................................................................................................................................................................................................................................ , ................................................................................................................................................................................................... \ 

1S17 19 lsecur$3 adj processor IU&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9(traffic near4 lusPAT; I i l13:08 I 
! I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I !intrusion near3 dtect IEPO; JPO; I i I I 
I I l$3) near6 packet !DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ ~ ~ I 

Ism l317 lswitch$3 near4 system lu&PGPUB; loR :ON 12009/06/03 I 
I I lnear9 (traffic near4 lusPAT; I ! l13:46 I 
I I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I 1$3) near6 packet !DERWENT; I i I I 
I I l l1BM TDB I i I I 
: ~ , .............................................. ~ ............................................................... ~ .............................................................................................................................................................................. ~ ........................... - .................................................................................. ~ , .................................................................................................................. ~ ................................................................ : , ...................................................................................................................... ! 
!S19 lo lswitch$3 near4 system lu&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9 (traffic near4 luSPAT; I i l13:47 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 IDERWENT; I i I I 
I I lsignature near9 (match 11 BM TDB I i I I 
I I 1$3 compar$3 identif$4) I - I i I I 

~ ~ ~~~··············· : .................... , ~ ........................................................... ~ ......................................... ~ ....................................... , ; ...................... ~ .......................................... ! 
l~o lo lswitch$3 near4 system IU&PGPUB; loR !ON 12009/06/03 I 
I I lnear9 (traffic near4 lusPAT; I i l13:48 I 
I I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I 1$3) near6 packet near9 !DERWENT; I i I I 
I I !signature 11 BM TDB I i I I 
i~1----·---- i2 --------------- iswitch$3 · near4 · system -- i U& ~PUB; ______________ ioR ------------------------------- ioN ------------ boo9/ 06/ 03 ______________ I 
I I lnear9 (traffic near4 luSPAT; I i 113:49 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 IDERWENT; I i I I 
I I I( cryptographc encrypt 11 BM TDB I ! I I 
I I 1$3 encipher$3 encod I - I i I I 
j ~ ~$3) ~ ~ I ~ ! 
:\ ................................ ~ ........................................ ~ ~ .................................................................................................................. ~ ................................................................................. ~ ........................................................................... ~: ........................................... \ ................................................................................ ~ 

1~2 12 lswitch$3 near4 system lu&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9 (traffic near4 luSPAT; I i 113:49 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 !DERWENT; I i I I 
I I !(cryptographic encrypt 11 BM_TDB I i I I 
I I l$3 encipher$3 encod I I i I I 
j ! ~$3) ! ~ I ~ ! 
• 1S23 --------· f 184 ---------· i113/ 1 92. eels.------------------------· f U& PGPUB; ----------·--· !DR-------------------------------- ioN ------------· i2009; 06/ 03 -------------- I 
I I I lusPAT; I : 114:02 I 
I I I lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ ! 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 
I 
I 
I 
I 
I 
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1S24 196099 lpacket and switch$3 lu&PGPUB; IOR !ON 12009/06/03 I 
I I land (cryptographic lusPAT; I i 114:05 I 
! I lencrypt$3 encipher$3 lusocR; FPRS; I i I I 
I I lencod$3 intrusion IEPO; JPO; I i I I 
I I lnear3 detect$3 traffic !DERWENT; I i I I 
I I lnear3(flow analyz$3 11 BM TDB I i I I 
I I lspann$3 manag$3 ) I - I i I I 
I I lpolic$3 signature) I I i I I 
.!S25 --------- 61 ------------- ~3 'and, S24 ------------------------- fu& PGPUB; ------------- f oR ------------------------------- ioN ------------ !2009; 06/ 03 ____________ _, I 
I I I lusPAT; I i 114:06 I 
I I I lusocR; FPRS; I : I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ .................................... ~ ........................................... ~ ...................................................................................................................... ~ .................. - ....................................................... ~ ............................................................................. ~ ........................................... ~ ................................................................................... ! 
1S27 lo lhash near9 intrusion IU&PGPUB; !ADJ !ON 12009/06/03 I 
I I lnear S11 detection luSPAT; I i l17:21 I 
I I lnear6 signature lusocR; FPRS; I i I I 

~ ~ ~ ~ ~ EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 
: \ .............................................. ~ ............................................................... ~ ......................................................................................................................................................................... ~ ........................... - .................................................................................. ~ ................................................................................................................... : ................................................................ \ ....................................................................................................................... ! 
1S28 lo !hash near9 intrusion lu&PGPUB; IADJ !ON 12009/06/03 I 
I I lnear2detectionnear6 luSPAT; I i 117:21 I 
I I !signature lusocR; FPRS; I i I I 
j ~ ~ ~ EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

: ~ .................................................... ~ ........................................................... ~ ....................................................................................................................................................................... ~ ................... - .................................................................................. ~ ...................................................................................................................... : ......................................................... '"' ~ ........................................................................................................................ '"' ~ 

1S29 lo !hash near9 intrusion IU&PGPUB; IOR !ON 12009/06/03 I 
I I !adj detection near6 luSPAT; I i 117:22 I 
I I lsignature lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 

IS3o 1244261 lhash$3 near9 intrusion lu&PGPUB; loR !ON 12009/06/03 I 
I I !adj detectionand lusPAT; I i 117:22 I 
I I !signature lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 

:~ ' ~ ~ - ~ ~ ~ I 

1S31 lo lhash$3 near9 intrusion IU&PGPUB; loR !ON 12009/06/03 I 
I I ladj detectionand and luSPAT; I i l17:22 I 
I I !signature lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 
: \ ............................... ~ ........................................ ~ ~ ............................................................................................................... ~ ~ .................. - ...................................................... , ~ ........................................................................... ~ : ........................................... \ ............................................................................... , ! 
1S32 16 ihash$3 near9 intrusion lu&PGPUB; IOR !ON 12009/06/03 I 
I I ladj detection and luSPAT; I i h 7:22 I 
I I !signature lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I 11 BM TDB I i I I 

:~ ~ ~ ~ - ' : ~ I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
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EAST Search History 

• .,_.,..,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_~ O:"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"• .; "'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"• ' "'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'"'" .,_.,..,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_v ,.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_ .,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_ \ 

1S33 lo !security near6 IU&PGPUB; IADJ !ON 12009/07/16 I 
I I lprocessorandpacket lusPAT; I i l16:14 I 
I I lnear4 (engine unit lusocR; FPRS; I i I I 
I I lclassif$4 classificat$3) IEPO; JPO; I i I I 
I I land (intrusion near4 !DERWENT; I ! I I 
I I ldetect$3) 11 BM TDB I i I I 

~ ~ nnnnnnnn~•: nnnnnnnnnn ~nnnnnnnnnnnnnnnnnnnnnnnnnnnnn• ~nnnn~ - nnnnnnnnnnnnn~• ~ nnnnnnnnnnnnnnnnnnn~ :~nnnnnnnnnn• ~nnnnnnnnnnnnnnnnnnnn~• ! 
1S34 lo !packet near4 (engine IU&PGPUB; IADJ !ON 12009/07/16 I 
I I I unit classif$4 classificat lusPAT; I i l16: 15 I 
I I 1$3) same (intrusion lusocR; FPRS; I i I I 
I I lnear4 detect$3) IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I l l1BM TDB I i I I 

: ~.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_v ~.,..,..,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_ ~ .,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_ ~.,..,..,_.,_.,_.,_.,_.,_.,_ - .,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_.,_. ~ ''''''''''''''''''''''''''''''''''''" ~ ,,,,,,,,,,,,,,,,,,,,,. ~,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,. ! 
1S35 1220 lpacket near4 (engine IU&PGPUB; IOR !ON 12009/07/16 I 
I I lunit classif$4 classificat luSPAT; I i l16: 15 I 
I I l$3) same (intrusion lusocR; FPRS; I i I I 
I I lnear4 detect$3) IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I l l1BM TDB I i I I 
iS36 i131 isecurity near6 iu&~PUB; ioR ioN !2009/07/16 I 
I I lprocessor and packet lusPAT; I i l16: 15 I 
I I lnear4 (engine unit lusocR; FPRS; I i I I 
I I lclassif$4 classificat$3) IEPO; JPO; I i I I 
I I land (intrusion near4 !DERWENT; I i I I 
I I ldetect$3) 11 BM TDB I i I I 

: ~,,,,,,,,,,,,,,,,,. ~"''''''''''''''''''• ~ "''''''''''''''''''''''''''''''''''''''''''''''''''''''• ~ "''''' - ''''''''''''''''''''''''''' ~,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,v: ''''''''''''''''''''' ~ '''''''''''''''''''''''''''''''''''''''''' ~ 
1S37 130 !security near6 IU&PGPUB; IOR !ON 12009/07/16 I 
I I lprocessor same packet lusPAT; I i l16: 15 I 
I I lnear4 (engine unit lusocR; FPRS; I i I I 
I I lclassif$4 classificat$3) IEPO; JPO; I i I I 
I I land (intrusion near4 !DERWENT; I i I I 
I I ldetect$3) 11 BM TDB I i I I 

~ ~ nnnnnnnn~•: nnnnnnnnnn' ~nnnnnnnnnnnnnnnnnnnnnnnnnnnnn• ~nnnn~ - nnnnnnnnnnnnnu ~ nnnnnnnnnnnnnnnnnnn~ :~nnnnnnnnnn• ~nnnnnnnnnnnnnnnnnnnn~• ! 
IS38 141 !security near6 IU&PGPUB; loR !ON 12009/07/16 I 
I I lprocessor and packet lusPAT; I i h 6:25 I 
I I lnear4 (engine unit lusocR; FPRS; I i I I 
I I lclassif$4 classificat$3) IEPO; JPO; I i I I 
I I lsame(intrusion near4 !DERWENT; I i I I 
I I ldetect$3) 11 BM TDB I i I I 
iS54 --------j4539 _______ i113;1-53.ccls.--71-3;1-60.-- iu&~PUB; ______________ ioR ----------------------------·--ioN ------------ boo9110123 ______________ I 
I I lccls. 713/192.ccls. luSPAT; I i l16:36 I 
I I l713/193.ccls. lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I :~ ~ ~ ~ - ~ : ~ ~ 
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. .,. .................................................... ,:, .......................................................... ' ....................................................................................................................................................................... ' .................................................................................................................................................................................................................................................................................................................................................................................. \ 

IS55 !254 l(switch$3 control$4 lU&PGPUB; IOR !ON 12009/10/23 I 
I I lselect$3 chang$3 swap luSPAT; I i 116:45 I 
I I 1$4 exchang$3) near5 lusocR; FPRS; I i I I 
I I l(system device module IEPO; JPO; I i I I 
I I lprogram component) lDERWENT; I i I I 
I I lsame Packet near5 11 BM TDB I i I I 
I I l(engine device I - I i I I 
I I lcomponent system) I I i I I 
I I lsame ( classif$4 I I i I I 
I I lclassificat$3 categorizat I I i I I 
I I l$3 categorisat$3 I I i I I 
I I lcategoriz$3 group$3 I I i I I 
I I lsort$3) same (crypto I I i I I 
I I lcryptograph$3 encrypt I I i I I 
I I l$3 encod$3 decrypt$3 I I i I I 
I I lscrambl$3) I I ! I I 
fS56 ........ i5 ................ 1S54 · and .. S55 .......................... i U& PGPUB; .............. ioR .............................. foN ............ 6009; 10/ 23 .............. I 
I I I lusPAT; I : l16:47 I 
I I I lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I lDERWENT; I i I I 
I I I IIBM TDB I i I I 

: ~ ................................... ~ ........................................ ~ ................................................................................................................ ~ ................... - .................................................................................. ~ ...................................................................................................................... : ........................................... ~ ............................................................................ ,,,, ~ 

IS59 l42 l((swich$3 control$4) lU&PGPUB; IOR !ON 12009/10/23 I 
I ! !same packet same !usPAT; I i j16:50 I 
l l l(classificat$3 classif$3 lUSOCR; FPRS; l i l I 
I I jgroup$3 caterorizat$3 IEPO; JPO; I i I I 
I I lcaterogisat$3) same lDERWENT; I ! I I 
I I I( cryptograph$3 encrypt 11 BM TDB I i I I 
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AMENDMENT AFTER FINAL 

Hon. Commissioner of Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

In response to the Final Office Action mailed July 20, 2009, Applicants request that the 

application be amended as follows: 

Amendments to the claims are reflected in the listing of the claims which begins on page 2; 

and 

Remarks begin on page 7. 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

AMENDMENTS TO THE CLAIMS 

Please amend the claims as follows: 

1. (Currently Amended) A security processor to process incoming and outgoing packets, the 

security processor comprising: 

a switching system to send and receive packets; 

a packet engine, coupled to the switching system, to handle classification processing for 

the incoming packets received by the packet engine from the switching system and the outgoing 

packets sent by the packet engine to the switching system, wherein the packet engine is one of a 

plurality of packet engines and substantially all of the incoming and outgoing packets to the 

security processor transit one of the plurality of packet engines; 

a cryptographic core, coupled to the packet engine and receiving incoming packets from 

the switching system via the packet engine and comnrnnicating outgoing packets to the switching 

system via the packet engine, to provide encryption and decryption processing for packets 

received from and sent to the packet engine, wherein the packet engine is interposed between the 

switching system and the cryptographic core; 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the packet 

engine and responsive to at least one packet matching a signature stored in the signature database. 

2. (Original) The security processor of claim 1 wherein the packet engine is further operable to 

handle security context management processing for the incoming and outgoing packets. 

3. (Original) The security processor of claim 1 further comprising: 

a local data bus coupled to the switching system; and 

a modulo engine coupled to the local data bus. 

4. (Canceled) 

2 
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Filed: July 30, 2004 

5. (Amended) The security processor of claim [[4]] l wherein the cryptographic core is one of a 

plurality of cryptographic cores coupled one-to-one to the plurality of packet engines and 

substantially all of the incoming and outgoing packets to the security processor transit a 

corresponding one of the plurality of cryptographic cores after transiting one of the plurality of 

packet engines. 

6. (Amended) The security processor of claim [[4]] l wherein the incoming and outgoing packets 

are provided with a tag upon ingress to one of the plurality of packet engines and the tag 

determines the egress path within the security processor upon exit from the corresponding one of 

the plurality of cryptographic cores. 

7. (Original) The security processor of claim 3 wherein the packet engine, the cryptographic core, 

and the modulo engine are formed on a single chip. 

8. (Original) The security processor of claim 7 further comprising a control processor, coupled to 

the local data bus, for exception handling of the incoming and outgoing packets. 

9. (Original) The security processor of claim 7 further comprising a key management engine 

coupled to the local data bus. 

10. (Canceled). 

11. (Original) The security processor of claim 7 wherein the security processor handles 

substantially all security processing for the incoming and outgoing packets. 

12. (Original) The security processor of claim 11 wherein the security processor further handles 

substantially all network processing for the incoming and outgoing packets. 

13. (Canceled). 

3 
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14. (Currently Amended) A security processing system comprising: 

(a) a security processor comprising: 

a switching system to send outgoing and to receive incoming packets; 

a packet engine, coupled to the switching system, to handle classification 

processing for the incoming packets received by the packet engine fi:om the switching 

system and the outgoing packets sent by the packet engine to the switching system~ 

wherein the packet engine is one of a plurality of packet engines and substantially all of the 

incoming and outgoing packets to the security processor transit one of the plurality of 

packet engines; 

a cryptographic core, coupled to the packet engine and receiving incoming packets 

from the switching system via the packet engine and communicating outgoing packets to 

the switching system via the packet engine, to provide encryption and decryption 

processing for packets received from and sent to the packet engine, wherein the packet 

engine is interposed between the switching system and the cryptographic core; 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the 

packet engine and responsive to at least one packet matching a signature stored in the 

signature database; and 

a local data bus coupled to the switching system; and 

(b) a memory coupled to the local data bus. 

15. (Original) The security processing system of claim 14 further comprising a modulo engine 

coupled to the local data bus. 

16. (Original) The security processing system of claim 15 further comprising a key management 

engine coupled to the local data bus. 

17. (Original) The security processing system of claim 14 wherein the memory and the security 

processor are within the same cryptographic boundary. 

4 
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18. (Original) The security processing system of claim 14 wherein the security processor is 

formed on a single chip. 

19. (Original) The security processing system of claim 14 further comprising: 

a memory interface coupled to the local data bus, wherein the memory is coupled to the 

local data bus using the memory interface; and 

a translator coupled to the memory interface to perform translation of data received by the 

memory interface from the memory. 

20. (Original) The security processing system of claim 19 wherein the translator performs 

stcganographic translation of the received data. 

21. (Original) The security processing system of claim 19 wherein the translator performs 

encryption translation of the received data. 

22. (Original) The security processing system of claim 14 wherein the security processor is 

operable to (i) execute boot code to load firmware for execution by the security processor and 

(ii) authenticate the boot code using a mechanism internal to the security processor prior to 

operation of the security processor. 

23-29. (Canceled) 

30. (Previously Presented) The security processor of claim 1 wherein the packet engine is further 

operable to add at least one of an IP header or a MAC address to the outgoing packets. 

31. (Previously Presented) The security processor of claim 1 wherein the packet engine is further 

operable to remove an IP header from the incoming packets. 

32. (Previously Presented) The security processor of claim 1, wherein the at least one packet 

matching the signature stored in the signature database comprises a plain text packet. 

5 
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33. (Previously Presented) The security processing system of claim 14, wherein the at least one 

packet matching the signature stored in the signature database comprises a plain text packet. 

34. (Previously Presented) The security processor of claim 23, wherein the at least one packet 

matching the signature stored in the signature database comprises a plain text packet. 

6 
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REMARKS 

Claims 1-3, 5-9, 11-12, 14-25 and 30-33 are pending in the application. Applicants thank 

the Examiner for the indication of allowance of claims 4 and 6 (Office Action dated July 20, 2009, 

p. 12). In response, Applicants have amended claims 1 and 14 to include the indicated allowable 

limitations of claim 4. Applicants have canceled claims 4, 23-25 and 34 without prejudice, and 

amended claims 5 and 6 to depend from claim 1 (which now includes the limitations of claim 4) 

instead of claim 4. Pending claims 2-3, 5-9, 11-12, 15-22 and 30-33 depend from claims 1 and 14 

which include the indicated allowable limitations of claim 4, and as such, those claims are also 

allowable. Accordingly, the application should be in condition for allowance, and Applicants 

respectfully request the timely issuance of a Notice of Allowance. 

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2551-0032. 

The Commissioner is hereby authorized to charge any fee specifically authorized herein (including the one-month 
extension of time), or any missing or insufficient fee(s) filed, or asserted to be filed, or which should have been filed 
herewith or concerning any paper filed hereafter, and which may be required under Rules 16-18 (missing or 
insufficiencies only) now or hereafter relative to this application and the resulting Official Document under Rule 20, or 
credit any overpayment, to our Accounting/ Order Nos. shown above, for which purpose a duplicate copy of this sheet 
is attached. 

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue 
fee transmittal sheet is filed. 

CUSTOMER NUMBER 

1111111111 

Davidson Berquist Jackson & Gowdey LLP 
Phone: 703.894.6400 
Fax: 703.894.6430 
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DETAILED ACTION 

Page 2 

1. This is in response to the amendment filed April 27 2009. Claims 1, 14, 23 have been 

amended. Claims 10, 13, and 26-29 have been cancelled. Claims 32-34 have been added. 

Claims 1-9, 11, 12, 14-25 and 30-34 are pending and have been considered below. 

Response to Arguments 

2. Applicant's arguments filed 04/27/2009 have been fully considered but they are not 

persuasive. Applicant amended claims 1, 14 and 25 to add the limitations of cancelled 10 in 

combination with newly added limitations. In response to applicant's argument that "In fact, 

signatures are not discussed in the ~955 patent at all. Thus, the independent claims and all the 

dependent claims are not anticipated by the ~955 patent, and the Office Action has not alleged 

that the limitations missing from the ~955 patent are taught by any of the secondary references". 

The examiner submits that in intrusion detection system a signature is generated by hashing 

information about a packet such as header information or the plain text packet (see column 14, 

lines 20-67). In response to applicant argument about the newly added limitations, the examiner 

submits the limitation are taught by the newly find prior art Wu et al US 7,493,659. 

Claim Rejections - 35 USC§ 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

a. A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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4. Claims 1-3, 5, 10, 14-17, 23-25 and 30-34 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Narad et al (US 6,157,955) in view of Wu et al (US 7493,659). 

Claims 1 and 14: Narad et al discloses a security processor to process incoming and 

outgoing packets, the security processor comprising: 

1. A switching system to send and receive packets (Fig. 2, items 104 106); 

11. A packet engine, coupled to the switching system, to handle classification 

processing for the incoming packets received by the packet engine from the 

switching system and the outgoing packet sent by the packet engine to the 

switching system (each Ethernet MAC receives packets into buffers addressed by 

buffer points obtained from a producer-consumer ring and then passes the buffer 

(that is, passes the buffer pointer) to a classification Engine for processing, and 

from there to the Policy Processor)(column 6, line 55 to column 7, line 6, line 63 

to column 8, line 20; Fig.2 ); 

111. A cryptographic core, coupled to the packet engine and receiving 

incoming packets from the switching system via the packet engine and 

communicating outgoings packets to the switching system via the packet engine 

to provide encryption and decryption processing for packet received from and 

sent to the packet engine, wherein the packet engine is interposed between the 

switching system and the cryptographic core (alternatively the action code 108 

may choose to send the packet to the attached cryptographic processor (Crypto) 

246 for encryption, decryption compression, decompression, security key 
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management, parsing of IP SEC headers, or other associated functions) (column 

8, line 67 to column 9, line 25); 

1v. a signature database (hash table)(column 14, lines 20-67); and 

v. an intrusion detection system coupled between the cryptographic core and 

the packet engine and responsive to at least one packet matching a signature 

stored in the signature database 

v1. A local data bus coupled to the switching system (Fig. 2); and 

(1) Memory coupled to the local data bus (Fig. 2). 

Narad et al do not explicitly discloses an intrusion detection system coupled between the 

cryptographic core and the packet engine and responsive to at least one packet matching a 

signature stored in the signature database. However, Wu et al discloses a network 

intrusion detection and analysis processor which further discloses an intrusion detection 

system coupled between the cryptographic core and the packet engine and responsive to 

at least one packet matching a signature stored in the signature database ( column 2, lines 

28-46; column 5, line 43 to column 5, line 3).Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to modify the 

teaching ofNarad et al such as to couple the intrusion detection system between the 

cryptographic core and the packet engine. On would have been motivated to do so in 

order to accurately detect various intrusions hidden in high-speed network traffic as 

taught by Wu et al (column 2, lines 5-10). 

Claim 2: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further disclose that the packet engine is 
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further operable to handle security context management processing for the incoming and 

outgoing packets (column 9, lines 1-55) 

Claims 3 and 15: Narad et al and Wu et al disclose a distributed processing in a 

cryptographic acceleration chip as in claims 1 and 14 above, and Narad et al further 

disclose that the security processor comprises: 

1. A local data bus coupled to the switching system (Fig. 2); and 

11. A modulo engine coupled to the local data bus (Fig. 2., item 110) 

Claim 5: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and Narad et al further discloses that the 

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one to the 

plurality of packet engines and substantially all of the incoming and outgoing packets to 

the security processor transit a corresponding one of the plurality of cryptographic cores 

after transiting one of the plurality of packet engines (column 7, lines 63 to column 9, 

lines 65) 

Claims 10: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and Narad et al further discloses an intrusion 

(filtering/blocking) detection system coupled between the cryptographic core and the 

packet engine (column 4, lines 40-50) 

Claim 16: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 15 above, and further disclose a key management engine 

coupled to the local data bus (column 7, lines 1-5). 
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Claims 7, 17 and 18: Narad et al and Wu et al disclose a distributed processing in a 

cryptographic acceleration chip as in claims 3 and 14 above, and Narad et al further 

disclose that the memory and the security processor are within the same cryptographic 

boundary (Fig.2). 

Claim 23: Narad et al and Wu et al disclose an Internet security processor comprising: 

1. A first interface to couple to the trusted network and to the un-trusted 

network(Fig. 2); 

11. A second interface to couple to a host processor(Fig. 2); 

a switching system operable to selectively couple to the first interface or the 

second interface(Fig. 2); 

111. A local data bus, coupled to the switching system (Fig.2, Fig.3); 

1v. a .switching system operable to selectively couple to the first interface or 

the second interface; 

v. A plurality of packet engines coupled to the switching system to handle 

classification processing for incoming packet received by the plurality of packet 

engines from the switching system and outgoing packet sent by the plurality of 

packet engines to the switching system(column 6, line 55 to column 7, line 6, line 

63 to column 8, line 20; Fig.2); 

v1. a plurality of cryptographic cores each coupled to one of the plurality of 

packet engines to communicate with the switching system via the plurality of 

packet engines and to provide encryption and decryption processing for packet 

received from and sent to the plurality of packet engines, wherein the plurality of 
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packet engines are interposed between the switching system and the plurality of 

cryptographic cores (column 8, line 67 to column 9, line 25); and 

v11. A control processor, coupled to the local data bus, to control data packet 

flow within the security processor system (Fig.2, Fig.3). 

Claim 24: Narad et al and Wu et al disclose an Internet security processor as in claim 23 

above, and Narad et al further discloses that the security processor is operable to act as a 

firewall to deny or accept a data packet and to implement a secure communication 

channel with another computing device in the un-trusted network ( column 13 lines 25-

58). 

Claim 25: Narad et al discloses an Internet security processor as in claim 24 above, and 

Narad et al further discloses that the security processor implements data packet security 

and authentication functions to support the secure communication channel (column 13, 

lines 25-58). 

Claim 30: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claims I above, and Narad et al further disclose wherein the packet 

engine is further operable to add at least one of an IP header or MAC address to the 

outgoing packets ( column 20, lines 50-67) 

Claim 31: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claims 1 and 14 above, and further disclose wherein the packet 

engine is further operable to remove at least one of an IP header from the incoming 

packets (column 20, lines 50-67). 
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Claims 32, 33 and 34: Narad et al and Wu et al disclose a distributed processing in a 

cryptographic acceleration chip as in claims 14 and 23 above, and Wu et al 'further 

discloses wherein the at least one packet matching the signature stored in the signature 

database comprises a plain text packet (column 5, lines 43-67). 

5. Claims 8, 9, 11, 12, 19, 21 and 22 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Narad et al (US 6,157,955) in view of Wu et al (US 7493,659) in further view 

of Savarda et al (US 2003/0196081). 

Claim 8: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 7 above, while neither of then explicitly disclose a control 

processor coupled to the local data bus, for exception handling of the incoming and 

outgoing packets. However, Savarda et al further discloses a control processor coupled to 

the local data bus, for exception handling of the incoming and outgoing packets (The 

packet inspection/outbound policy module 108 may be configured with multiplexing 

circuitry to integrate the outbound and inbound packet streams into a single stream for 

pipeline processing in the packet co-processor 100. In addition, the packet 

inspection/outbound policy module 108 may be further configured to inspect packet­

objects to ensure their integrity) (paragraph [0031]). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made to 

handle exception of incoming and outgoing packets in Narad et al's disclosure. On 

would have been motivated to do so in order to maintain system integrity. 
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Claim 9: Narad et al, Wu et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Narad et al further discloses that 

a key management engine coupled to the local data bus (column 7, lines 1-5). 

Claim 11: Narad et al, Wu et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Narad et al further discloses that 

the security processor handles substantially all security processing for the incoming and 

outgoing packets (column 7, line 62 to column 9, line 65). 

Claim 12: Narad et al, Wu et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 11 above, and Narad et al further discloses 

that the security processor further handles substantially all network processing for the 

incoming and outgoing packets (column 7, line 62 to column 9, line 65). 

Claim 19: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and Narad et al further discloses a memory 

interface coupled to the local data bus, wherein the memory is coupled to the local data 

bus using the memory interface (Fig. 2), but does not explicitly discloses a translator 

coupled to the memory interface to perform translation of data received by the memory 

interface from the memory. However, Savarda et al discloses a system fro processing a 

packet object using multiple pipelined processing modules, which further discloses a 

translator coupled to the memory interface to perform translation of data received by the 

memory interface from the memory ( the SAD contains parameter information about each 

SA. Such parameters may include the security protocol algorithms and keys for 

Authentication Header (AH) or Encapsulating Security Payload (ESP) security protocols, 
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sequence numbers, protocol mode, and SA lifetime. For outbound packets, the SPD is 

consulted to determine ifIPSec processing is required and/or if other processing or 

discarding of the packet is to be performed. If IP Sec is required, then the outbound SAD 

is searched for an existing SA that matches the packet profile) (paragraphs [0004], 

[0009], [0024], and [0026]). Therefore, it would have been obvious to one having 

ordinary skill in the art at the time the invention was made to include a translator in 

Narad et al disclosure. On would have been motivated to do so in order to maintain 

system integrity by not allowing unauthorized access to the system. 

Claim 21 Narad et al, Wu et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, and Savarda et al further discloses 

that the translator performs encryption translation of the received data (the cryptographic 

chip may perform the encryption, decryption, and/or authentication transforms as 

required. After completion of the cryptographic operations, the system processor may 

further process the packet to finish any remaining IPSec transforms) (paragraphs [0007], 

0026] and Fig.6). Therefore, it would have been obvious to one having ordinary skill in 

the art at the time the invention was made to encrypt received data in N arad et al 

disclosure. On would have been motivated to do so in order to maintain system integrity 

by not allowing unauthorized access to the system. 

Claim 22: Narad et al and Wu et al disclose a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, but does not explicitly discloses a step of 

executing a boot code or a step authenticating the code. However, Savarda et al discloses 
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a system for processing a packet object using multiple pipelined processing modules, 

which further discloses 

Execute boot code to load firmware for execution by the 

security processor (One approach is based primarily on software. For example, 

dedicated software modules may be developed for execution on a workstation to 

implement the IP packet manipulations, encryption, and authentication operations 

associated with the IPSec protocol) (paragraphs [0006], [007], [0019]); and 

Authenticate the boot code using a mechanism internal to the 10 security 

processor prior to operation of the security processor (This approach, however, 

may be limited in its performance as the system processor performs many or all of 

the functions. Encryption, decryption, and/or authentication are typically 

processor intensive) (paragraphs [0006], [007], [0019]). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time 

the invention was made to execute and encrypt the code in Narad et al's disclosure. On 

would have been motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 

6. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al (US 

6,157,955) in view of Wu et al (US 7493,659) and Savarda et al (US 2003/0196081) as applied 

to claim 19 above, in further view of Carr et al (US 6788800). 

Claim 20: Narad et al, Wu et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, while neither of them explicitly 
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discloses a translator performing steganographic translation of the received data. 

However, Carr et al discloses an authentication object using embedded data, which 

further discloses a step of performing steganographic translation of the received data (it 

also steganographically embeds security data into product) (column 1, lines 38-49). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time 

the invention was made to modify the combine system Narad et al, Wu et al and Savarda 

et al such as to perform steganographic translation. On would have been motivated to do 

so in order to maintain system integrity by not allowing unauthorized access to the 

system. 

Allowable Subject Matter 

7. Claims 4 and 6 are objected to as being dependent upon a rejected base claim, but would 

be allowable if rewritten in independent form including all of the limitations of the base claim 

and any intervening claims. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Fatoumata Traore whose telephone number is (571) 270-1685. 

The examiner can normally be reached Monday through Thursday from 7:00 a.m. to 4:00 p.m. 

and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone number for 

Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft or Informal faxes, 
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which will not be entered in the application, may be submitted directly to the examiner at (571) 

270-2685. 

Any inquiry of a general nature or relating to the status of this application or proceeding 

should be directed to the Group Receptionist whose telephone number is (571) 272-2100. 

Friday, July 17, 2009. 

IF. T./ 

Examiner, Art Unit 2436 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 
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: ..................................... ,n ..................................... , n-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.- -i n-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. -. ............................................................................ y,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. \ 

1s10 lo !packet adj engine IU&PGPUB; IADJ !ON 12009/06/03 I 
I I lnear9 switch$3 adj lusPAT; I i los:52 I 
! I lsystem near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
l l 1steganography) near9 jl BM_ TDB l i l I 
I I !intrusion adj detect$3 I I i I I 
!s11 io ipacket adj engine iu&PGPUB; bR ioN i2009/06/03 I 
I I lnear9 switch$3 adj lusPAT; I i los:52 I 
I I !system near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
I I lsteganography) near9 11 BM TDB I i I I 
I I lintrusion adj detect$3 I - I i I I 

; ~-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.v ~ .. ,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ .. ,-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-." ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. ~ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.• : -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.• ! 
!S12 lo lpacket near9 (classificat IU&PGPUB; IOR !ON 12009/06/03 I 
I I 1$3 classif$4) near9 luSPAT; I i los:53 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I !(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 IDERWENT; I i I I 
I I lsteganography) near9 11 BM TDB I ! I I 
I I lintrusion adj detect$3 I - I i I I 

:~ ~ ~ ~ ~ : ~ I 

1S13 lo I packet near9 ( classificat I U& PGPUB; loR !ON 12009; 06/ 03 I 
I I l$3 classif$4) near9 lusPAT; I i los:54 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I l(cryptographic encrypt IEPO; JPO; I i I I 
I I 1$3 encod$3 !DERWENT; I i I I 
I I lsteganography) near9 11 BM_ TDB I i I I 
I I lintrusion I I i I I 

: ~ --~~~~~~~~~~~~~~~~- ~ "~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- : ~~~~~~~~~~~~~~~~~~~~- ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- ~ 
1S14 12 !packet near9 (classificat IU&PGPUB; IOR !ON 12009/06/03 I 
I I l$3 classif$4) near9 lusPAT; I i los:54 I 
I I lswitch$3 near9 lusocR; FPRS; I i I I 
I I l(cryptographic encrypt IEPO; JPO; I i I I 
I I l$3 encod$3 !DERWENT; I i I I 
I I lsteganography) 11 BM TDB I i I I 

~~ ................................... ;n ..................................... \ n ............................................................................................................. ; n .......... - ...................................................... ~ ~ ............................................................................... : .......................................... ~ ~n .............................................................................. ~ ! 
1S15 140 !processor same packet IU&PGPUB; loR !ON 12009/06/03 I 
I I lsame (classificat$3 lusPAT; I i los:57 I 
I I lclassif$4) same switch lusocR; FPRS; I i I I 
I I l$3 same IEPO; JPO; I i I I 
I I !(cryptographic encrypt !DERWENT; I i I I 
I I l$3 encod$3 11 BM TDB I i I I 
I I lsteganography) I - I i I I 

: ~ ~~~~~~~~~~~~~~~~~- ~ "~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ "~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ '~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· : ~~~~~~~~~~~~~~~~~~~~- ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~- ~ 

1S16 152 !security near4 IU&PGPUB; IOR !ON 12009/06/03 I 
I I !processor same luSPAT; I i 110:50 I 
I I lintrusion adj detect$3 lusocR; FPRS; I ! I I 
j ~ ~ ~EPO; JPO; ~ I ~ ! 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 
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....................................................... ~ ........................................................... , ....................................................................................................................................................................... .; ............................................................................................................................................................................................................................................ , ................................................................................................................................................................................................... \ 

1S17 19 lsecur$3 adj processor IU&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9(traffic near4 lusPAT; I i l13:08 I 
! I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I !intrusion near3 dtect IEPO; JPO; I i I I 
I I l$3) near6 packet !DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ ~ ~ I 

Ism l317 lswitch$3 near4 system lu&PGPUB; loR :ON 12009/06/03 I 
I I lnear9 (traffic near4 lusPAT; I ! l13:46 I 
I I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I 1$3) near6 packet !DERWENT; I i I I 
I I l l1BM TDB I i I I 
: ~ , .............................................. ~ ............................................................... ~ .............................................................................................................................................................................. ~ ........................... - .................................................................................. ~ , .................................................................................................................. ~ ................................................................ : , ...................................................................................................................... ! 
!S19 lo lswitch$3 near4 system lu&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9 (traffic near4 luSPAT; I i l13:47 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 IDERWENT; I i I I 
I I lsignature near9 (match 11 BM TDB I i I I 
I I 1$3 compar$3 identif$4) I - I i I I 

~ ~ ~~~··············· : .................... , ~ ........................................................... ~ ......................................... ~ ....................................... , ; ...................... ~ .......................................... ! 
l~o lo lswitch$3 near4 system IU&PGPUB; loR !ON 12009/06/03 I 
I I lnear9 (traffic near4 lusPAT; I i l13:48 I 
I I ltlow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I 1$3) near6 packet near9 !DERWENT; I i I I 
I I !signature 11 BM TDB I i I I 
i~1----·---- i2 --------------- iswitch$3 · near4 · system -- i U& ~PUB; ______________ ioR ------------------------------- ioN ------------ boo9/ 06/ 03 ______________ I 
I I lnear9 (traffic near4 luSPAT; I i 113:49 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 IDERWENT; I i I I 
I I I( cryptographc encrypt 11 BM TDB I ! I I 
I I 1$3 encipher$3 encod I - I i I I 
j ~ ~$3) ~ ~ I ~ ! 
:\ ................................ ~ ........................................ ~ ~ .................................................................................................................. ~ ................................................................................. ~ ........................................................................... ~: ........................................... \ ................................................................................ ~ 

1~2 12 lswitch$3 near4 system lu&PGPUB; IOR !ON 12009/06/03 I 
I I lnear9 (traffic near4 luSPAT; I i 113:49 I 
I I lflow span$4 manag$3 lusocR; FPRS; I i I I 
I I lintrusion near3 detect IEPO; JPO; I i I I 
I I l$3) near6 packet near9 !DERWENT; I i I I 
I I !(cryptographic encrypt 11 BM_TDB I i I I 
I I l$3 encipher$3 encod I I i I I 
j ! ~$3) ! ~ I ~ ! 
• 1S23 --------· f 184 ---------· i113/ 1 92. eels.------------------------· f U& PGPUB; ----------·--· !DR-------------------------------- ioN ------------· i2009; 06/ 03 -------------- I 
I I I lusPAT; I : 114:02 I 
I I I lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ ! 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 
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1S24 196099 lpacket and switch$3 lu&PGPUB; IOR !ON 12009/06/03 I 
I I land (cryptographic lusPAT; I i 114:05 I 
! I lencrypt$3 encipher$3 lusocR; FPRS; I i I I 
I I lencod$3 intrusion IEPO; JPO; I i I I 
I I lnear3 detect$3 traffic !DERWENT; I i I I 
I I lnear3(flow analyz$3 11 BM TDB I i I I 
I I lspann$3 manag$3 ) I - I i I I 
I I lpolic$3 signature) I I i I I 
.f 825 --------- 61 ------------- ~3 'and, S24 ------------------------- fu& PGPUB; ------------- f oR ------------------------------- ioN ------------ !2009; 06/ 03 -------------- I 
I I I lusPAT; I i 114:06 I 
I I I lusocR; FPRS; I : I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 
[S26 -------- i2 --------------- j .. 7 424 7 44". pn. ---------------------- i u& ~PUB;-------------- !ADJ------------------------------ ioN ------------ boo9; 06/ 03---------------1 

I I I lusPAT; I : !11:16 I 
I I I lusocR; FPRS; I i I I 

~ ~ ~ ~ ~ EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 
: \ .............................................. ~ ............................................................... ~ ......................................................................................................................................................................... ~ ........................... - ................................................................................. , ~ ................................................................................................................... : ................................................................ \ ....................................................................................................................... ! 
1S27 lo !hash near9 intrusion lu&PGPUB; IADJ !ON 12009/06/03 I 
I I lnearS11detection luSPAT; I i 117:21 I 
I I lnear6 signature lusocR; FPRS; I i I I 
j ~ ~ ~ EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ .................................................... ~ ........................................................... ~ ....................................................................................................................................................................... ~ ................... - .................................................................................. ~ ...................................................................................................................... : ........................................... ~ .................................................................................... ~ 

1S28 lo !hash near9 intrusion IU&PGPUB; IADJ !ON 12009/06/03 I 
I I lnear2detectionnear6 luSPAT; I i 117:21 I 
I I lsignature lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I 

:~ ~ ~ ~ - ~ : ~ I 

IS29 lo lhash near9 intrusion lu&PGPUB; loR !ON 12009/06/03 I 
I I !adj detection near6 lusPAT; I i 117:22 I 
I I !signature lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 

:~ ' ~ ~ - ~ ~ ~ I 

IS3o 1244261 lhash$3 near9 intrusion IU&PGPUB; loR !ON 12009/06/03 I 
I I ladj detectionand luSPAT; I i l17:22 I 
I I !signature lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I l1BM TDB I i I I 
:\ .............................................. ~ ............................................................ ~ ~ ...................................................................................................................................................................... ~ ~ ........................... - ................................................................................. , ~ ................................................................................................................ ~: ................................................................ \ ...................................................................................................................... , ! 
1S31 lo ihash$3 near9 intrusion lu&PGPUB; IOR !ON 12009/06/03 I 
I I ladj detectionand and luSPAT; I i h 7:22 I 
I I !signature lusocR; FPRS; I i I I 
j ~ ~ ~EPO; JPO; ~ I ~ j 
I I I I DERWENT; I i I I 
I I I 11 BM TDB I i I I 

:~ ~ ~ ~ - ' : ~ I 
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1S32 16 lhash$3 near9 intrusion lu&PGPUB; IOR !ON 12009/06/03 I 
I I !adj detection and lusPAT; I i h 7:22 I 
I I lsignature lusocR; FPRS; I i I I 
I I I IEPO; JPO; I i I I 
I I I I DERWENT; I i I I 
I I I IIBM TDB I i I I :~ ~ ~ ~ - ~ : ~ ! 
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IN THE UNITED ST ATES PATENT AND TRADEMARK OFFICE 

In re PA TENT Application of: 

DA VIS, John M., et al 

Appl. S.N.: 10/903,785 

Filing Date: July 30, 2004 

. SYSTEM AND METHOD FOR A 
ntle: SECUREliOINTERFACE 

Hon. Commissioner of Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

RESPONSE 

Confirmation No.: 

Attorney Docket: 

Group Art Unit: 

4954 

2551-0032 

2136 

Examiner: TRAORE, Fatoumata 

Date: April 27, 2009 

In response to the Office Action mailed October 27, 2009, Applicants request a three­

month extension of time to file this response and request that the application be amended as 

follows: 

Amendments to the specification begin on page 2; 

Amendments to the claims are reflected in the listing of the claims which begins on page 3; 

and 

Remarks begin on page 9. 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

AMENDMENTS TO THE SPECIFICATION 

Please replace the paragraph beginning on page 15, line 27, with the following rewritten 

paragraph: 

Packet engines 228 may each be interposed between coupled to a cryptographic core 232 

and the switching system 208 as shown in Figure 2. Packet engines 228 may each comprise 

microprocessors customized for packet operations such as, for example, packet processing and 

classification. Examples of packet engines suitable for use with the present invention are 

described in detail in U.S. patent application Ser. No. 09/880,701 (entitled "METHOD AND 

SYSTEM FOR HIGH-SPEED PROCESSING IPSEC SECURITY PROTOCOL PACKETS" 

filed by Lee P. Noehring et al. on Jun. 13, 2001), which is incorporated by reference herein. Each 

packet engine 228 may, for example, process packets needing initial NAT processing and 

firewall table entry setup, process packets conesponding to existing NAT and firewall tables, 

and process IPSec packets. 

2 



Appln. of: DA VIS, John M. 
Serial No.: I 0/903,785 
Filed: July 30, 2004 

AMENDMENTS TO THE CLAIMS 

Please amend the claims as follows: 

I. (Currently Amended) A security processor to process incoming and outgoing packets, the 

security processor comprising: 

a switching system to send and receive packets; 

a packet engine, coupled to the switching system, to handle classification processing for 

the incoming packets received by the packet engine from the switching system and the outgoing 

packets sent by the packet engine to the switching system; [[and]] 

a cryptographic core, coupled to the packet engine and receiving incoming packets from 

the switching system via the packet engine and communicating outgoing packets to the switching 

system via the packet engine, to provide encryption and decryption processing for packets 

received from and sent to the packet engine, wherein the packet engine is interposed between the 

switching system and the cryptographic core~ 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the packet 

engine and responsive to at least one packet matching a signature stored in the signature database. 

2. (Original) The security processor of claim I wherein the packet engine is further operable to 

handle security context management processing for the incoming and outgoing packets. 

3. (Original) The security processor of claim 1 further comprising: 

a local data bus coupled to the switching system; and 

a modulo engine coupled to the local data bus. 

4. (Original) The security processor of claim I wherein the packet engine is one of a plurality of 

packet engines and substantially all of the incoming and outgoing packets to the security processor 

transit one of the plurality of packet engines. 

3 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

5. (Original) The security processor of claim 4 wherein the cryptographic core is one of a plurality 

of cryptographic cores coupled one-to-one to the plurality of packet engines and substantially all 

of the incoming and outgoing packets to the security processor transit a corresponding one of the 

plurality of cryptographic cores after transiting one of the plurality of packet engines. 

6. (Original) The security processor of claim 4 wherein the incoming and outgoing packets are 

provided with a tag upon ingress to one of the plurality of packet engines and the tag determines 

the egress path within the security processor upon exit from the corresponding one of the plurality 

of cryptographic cores. 

7. (Original) The security processor of claim 3 wherein the packet engine, the cryptographic core, 

and the modulo engine are formed on a single chip. 

8. (Original) The security processor of claim 7 further comprising a control processor, coupled to 

the local data bus, for exception handling of the incoming and outgoing packets. 

9. (Original) The security processor of claim 7 further comprising a key management engine 

coupled to the local data bus. 

10. (Canceled) 

11. (Original) The security processor of claim 7 wherein the security processor handles 

substantially all security processing for the incoming and outgoing packets. 

12. (Original) The security processor of claim 11 wherein the security processor further handles 

substantially all network processing for the incoming and outgoing packets. 

13. ( Cancelled) 

14. (Currently Amended) A security processing system comprising: 

4 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

(a) a security processor comprising: 

a switching system to send outgoing and to receive incoming packets; 

a packet engine, coupled to the switching system, to handle classification 

processing for the incoming packets received by the packet engine from the switching 

system and the outgoing packets sent by the packet engine to the switching system; 

a cryptographic core, coupled to the packet engine and receiving incoming packets 

from the switching system via the packet engine and communicating outgoing packets to 

the switching system via the packet engine, to provide encryption and decryption 

processing for packets received from and sent to the packet engine, wherein the packet 

engine is interposed between the switching system and the cryptographic core; 

a signature database; and 

an intrusion detection system coupled between the cryptographic core and the 

packet engine and responsive to at least one packet matching a signature stored in the 

signature database; and 

a local data bus coupled to the switching system; and 

(b) a memory coupled to the local data bus. 

15. (Original) The security processing system of claim 14 fmiher comprising a modulo engine 

coupled to the local data bus. 

16. (Original) The security processing system of claim 15 further comprising a key management 

engine coupled to the local data bus. 

17. (Original) The security processing system of claim 14 wherein the memory and the security 

processor are within the same cryptographic boundary. 

18. (Original) The security processing system of claim 14 wherein the security processor is 

formed on a single chip. 

19. (Original) The security processing system of claim 14 fmiher comprising: 

5 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

a memory interface coupled to the local data bus, wherein the memory is coupled to the 

local data bus using the memory interface; and 

a translator coupled to the memory interface to perform translation of data received by the 

memory interface from the memory. 

20. (Original) The security processing system of claim 19 wherein the translator performs 

steganographic translation of the received data. 

21. (Original) The security processing system of claim 19 wherein the translator performs 

encryption translation of the received data. 

22. (Original) The security processing system of claim 14 wherein the security processor is 

operable to (i) execute boot code to load firmware for execution by the security processor and 

(ii) authenticate the boot code using a mechanism internal to the security processor prior to 

operation of the security processor. 

23. (Currently Amended) A security processor to connect a trusted network to an un-trusted 

network for data packet communication, the security processor comprising: 

a first interface to couple to the trusted network and to the un-trusted network; 

a second interface to couple to a host processor; 

a switching system operable to selectively couple to the first interface or the second 

interface; 

a local data bus, coupled to the switching system; 

a plurality of packet engines coupled to the switching system to handle classification 

processing for incoming packets received by the plurality of packet engines from the switching 

system and outgoing packets sent by the plurality of packet engines to the switching system; 

a plurality of cryptographic cores each coupled to one of the plurality of packet engines to 

communicate with the switching system via the plurality of packet engines and to provide 

encryption and decryption processing for packets received from and sent to the plurality of packet 

6 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

engines, wherein the plurality of packet engines are interposed between the switching system and 

the plurality of cryptographic cores; 

a signature database; 

an intrusion detection system coupled between the plurality of cryptographic cores and the 

plurality of packets engine and responsive to at least one packet matching a signature stored in the 

signature database and 

a control processor, coupled to the local data bus, to control data packet flow within the 

security processor. 

24. (Original) The security processor of claim 23 wherein the security processor is operable to act 

as a firewall to deny or accept a data packet and to implement a secure communication 

channel with another computing device in the untrusted network. 

25. (Original) The security processor of claim 24 wherein the security processor implements data 

packet security and authentication functions to support the secure communication channel. 

26.-29. (Cancelled) 

30. (Previously Presented) The security processor of claim 1 wherein the packet engine is further 

operable to add at least one of an IP header or a MAC address to the outgoing packets. 

31. (Previously Presented) The security processor of claim 1 wherein the packet engine is further 

operable to remove an IP header from the incoming packets. 

32. (New) The security processor of claim 1, wherein the at least one packet matching the 

signature stored in the signature database comprises a plain text packet. 

33. (New) The security processing system of claim 14, wherein the at least one packet matching 

the signature stored in the signature database comprises a plain text packet. 

7 
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Serial No.: 10/903,785 
Filed: July 30, 2004 

34. (New) The security processor of claim 23, wherein the at least one packet matching the 

signature stored in the signature database comprises a plain text packet. 

8 



Appln. of: DA VIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

REMARKS 

Favorable reconsideration of this application, in view of the present amendment and in 

light of the following discussion, is respectfully requested. After entry of this amendment, claims 

1-9, 11, 12, 14-25 and 30-34 will be pending in this application. 

Claims 1, 14 and 23 have been amended herewith. Claim 10 has been canceled herewith 

and its subject matter incorporated into the independent claims. Thus, the changes are supported 

by the originally filed drawings and specification (including original claim 10), and the changes do 

not introduce any new matter. Furthermore, the addition of claims 32-34 is supported starting at 

the last paragraph of page 30 of the specification and by Figure 3. 

In the outstanding Office Action, the specification was objected to as not including 

antecedent basis for a portion of the independent claims. The specification has been updated to 

include the "interposed" language in light of the objection to the specification. This change is 

supported by the originally filed specification. For example, Figure 2 illustrates packet engines 

228 interposed between the switching system 104 and cryptographic cores 232. 

In addition, the previously pending claims were rejected under 35 U.S.C. 102/103 as being 

anticipated by or rendered obvious by U.S. Patent No. 6,157,955 (hereinafter "the '955 patent"), 

either alone or in combination with at least one other reference. Those rejections, however, have 

been rendered moot by the amendments to the independent claims. Each of the independent 

claims now recites "a signature database" and "an intrusion detection system ... responsive to at 

least one packet matching a signature stored in the signature database." Such a positively recited 

limitation is not taught by the applied references. 

In light of the inclusion of the subject matter of claim 10 into the independent claims, the 

previous rejection of claim 10 will be discussed hereafter. The outstanding Office Action asserts 

that the '955 patent "discloses an intrusion filtering/blocking) detection system coupled between 

the cryptographic core and the packet engine." The Office Action cites col. 4, lines 40-50, of the 

'955 patent in support of this assertion. However, that section describes a programming language 

generally and does not describe the claimed "intrusion detection system ... responsive to at least 

one packet matching a signature stored in the signature database." In fact, signatures are not 

discussed in the '955 patent at all. Thus, the independent claims and all the dependent claims are 

9 
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Serial No.: 10/903,785 
Filed: July 30, 2004 

not anticipated by the '955 patent, and the Office Action has not alleged that the limitations 
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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

Page 2 

1. A request for continued examination under 37 CFR 1.114, including the fee set 

forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 

application is eligible for continued examination under 37 CFR 1.114, and the fee set 

forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on August 

11, 2008 has been entered. Claims 1, 14 and 23 have been amended. Claims 13 and 

26-29 have been cancelled. Claims 31 and 32 have been added. Claims 1-12, 14-25 

and 30-31 are pending and have been considered below. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-12, 14-25, 30 and 31 have been 

considered but are moot in view of the new ground(s) of rejection. 

Specification 

3. The specification is objected to as failing to provide proper antecedent basis for 

the claimed subject matter. See 37 CFR 1.75(d) (1) and MPEP § 608.01 (o). Correction 

of the following is required: Claims 1, 14 and 23 recite the limitation of "wherein the 

packet engine is interposed between the switching system and the cryptographic core". 



Application/Control Number: 10/903,785 

Art Unit: 2436 

Claim Rejections - 35 USC§ 102 

Page 3 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1-6, 10, 14-17, 23-25, 30 and 31 are rejected under 35 U.S.C. 102(b) as 

being anticipated by Narad et al (US 6,157,955). 

Claims 1 and 14: Narad et al discloses a security processor to process incoming 

and outgoing packets, the security processor comprising: 

i. A switching system to send and receive packets (Fig. 2, items 104 

106); 

ii. A packet engine, coupled to the switching system, to handle 

classification processing for the incoming packets received by the packet 

engine from the switching system and the outgoing packet sent by the 

packet engine to the switching system (each Ethernet MAC receives 

packets into buffers addressed by buffer points obtained from a producer­

consumer ring and then passes the buffer (that is, passes the buffer 

pointer) to a classification Engine for processing, and from there to the 

Policy Processor)(column 6, line 55 to column 7, line 6, line 63 to column 

8, line 20; Fig.2 ); 

iii. A cryptographic core, coupled to the packet engine and receiving 

incoming packets from the switching system via the packet engine and 
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communicating outgoings packets to the switching system via the packet 

engine to provide encryption and decryption processing for packet 

received from and sent to the packet engine, wherein the packet engine is 

interposed between the switching system and the cryptographic core 

(alternatively the action code 108 may choose to send the packet to the 

attached cryptographic processor (Crypto) 246 for encryption, decryption 

compression, decompression, security key management, parsing of 

IPSEC headers, or other associated functions) (column 8, line 67 to 

column 9, line 25); 

iv. A local data bus coupled to the switching system (Fig. 2); and 

(1) Memory coupled to the local data bus (Fig. 2). 

Claim 2: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses that the packet 

engine is further operable to handle security context management processing for 

the incoming and outgoing packets (column 9, lines 1-55) 

Claims 3 and 15: Narad et al discloses a distributed processing in a 

cryptographic acceleration chip as in claims 1 and 14 above, and further 

discloses that the security processor comprises: 

i. A local data bus coupled to the switching system (Fig. 2); and 

ii. A modulo engine coupled to the local data bus (Fig. 2., item 110) 

Claim 4: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses the packet engine is 
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one of a plurality of packet engines and substantially all of the incoming and 

outgoing packets to the security processor transit one of the plurality of packet 

engines (Fig. 3, items 208, 238, 212,242). 

Claim 5: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses that the 

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one 

to the plurality of packet engines and substantially all of the incoming and 

outgoing packets to the security processor transit a corresponding one of the 

plurality of cryptographic cores after transiting one of the plurality of packet 

engines (column 7, lines 63 to column 9, lines 65) 

Claim 6: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses the incoming and 

outgoing packets are provided with a tag upon ingress to one of the plurality of 

packet engines and the tag determines the egress path within the security 

processor upon exit from the 5 corresponding one of the plurality of cryptographic 

cores ( column 9, lines 16-27) 

Claims 10: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses an intrusion 

(filtering/blocking) detection system coupled between the cryptographic core and 

the packet engine (column 4, lines 40-50) 
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Claim 16: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 15 above, and further discloses a key management 

engine coupled to the local data bus (column 7, lines 1-5). 

Claims 7, 17 and 18: Narad et al discloses a distributed processing in a 

cryptographic acceleration chip as in claims 3 and 14 above, and further 

discloses that the memory and the security processor are within the same 

cryptographic boundary (Fig.2). 

Claim 23: Narad et al discloses an Internet security processor comprising: 

i. A first interface to couple to the trusted network and to the un-

trusted network(Fig. 2); 

ii. A second interface to couple to a host processor(Fig. 2); 

a switching system operable to selectively couple to the first interface or 

the second interface(Fig. 2); 

iii. A local data bus, coupled to the switching system (Fig.2, Fig.3); 

iv. a .switching system operable to selectively couple to the first 

interface or the second interface; 

v. A plurality of packet engines coupled to the switching system to 

handle classification processing for incoming packet received by the 

plurality of packet engines from the switching system and outgoing packet 

sent by the plurality of packet engines to the switching system(column 6, 

line 55 to column 7, line 6, line 63 to column 8, line 20; Fig.2); 



Application/Control Number: 10/903,785 

Art Unit: 2436 

vi. a plurality of cryptographic cores each coupled to one of the 

Page 7 

plurality of packet engines to communicate with the switching system via 

the plurality of packet engines and to provide encryption and decryption 

processing for packet received from and sent to the plurality of packet 

engines, wherein the plurality of packet engines are interposed between 

the switching system and the plurality of cryptographic cores (column 8, 

line 67 to column 9, line 25); and 

vii. A control processor, coupled to the local data bus, to control data 

packet flow within the security processor system (Fig.2, Fig.3). 

Claim 24: Narad et al discloses an Internet security processor as in claim 23 

above, and Narad et al further discloses that the security processor is operable to 

act as a firewall to deny or accept a data packet and to implement a secure 

communication channel with another computing device in the un-trusted network 

(column 13 lines 25-58). 

Claim 25: Narad et al discloses an Internet security processor as in claim 24 

above, and Narad et al further discloses that the security processor implements 

data packet security and authentication functions to support the secure 

communication channel (column 13, lines 25-58). 

Claim 30: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claims1 above, and further discloses wherein the packet 

engine is further operable to add at least one of an IP header or MAC address to 

the outgoing packets (column 20, lines 50-67) 
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Claim 31: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claims 1 and 14 above, and further discloses wherein the 

packet engine is further operable to remove at least one of an IP header from the 

incoming packets (column 20, lines 50-67). 

Claim Rejections - 35 USC§ 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

a. A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be patented 
and the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 8, 9, 11, 12, 19, 21 and 22 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Narad et al (US 6, 157,955).in view of Savarda et al (US 

2003/0196081 ). 

Claim 8: Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Savarda et al further 

discloses a control processor coupled to the local data bus, for exception 

handling of the incoming and outgoing packets (The packet inspection/outbound 

policy module 108 may be configured with multiplexing circuitry to integrate the 

outbound and inbound packet streams into a single stream for pipeline 

processing in the packet co-processor 100. In addition, the packet 

inspection/outbound policy module 108 may be further configured to inspect 

packet-objects to ensure their integrity) (paragraph [0031 ]). Therefore, it would 
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have been obvious to one having ordinary skill in the art at the time the invention 

was made to handle exception of incoming and outgoing packets in Narad et al's 

disclosure. On would have been motivated to do so in order to maintain system 

integrity. 

Claim 9: Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Narad et al further 

discloses that a key management engine coupled to the local data bus (column 

7, lines 1-5). 

Claim 11: Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Narad et al further 

discloses that the security processor handles substantially all security processing 

for the incoming and outgoing packets (column 7, line 62 to column 9, line 65). 

Claim 12: Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 11 above, and Narad et al further 

discloses that the security processor further handles substantially all network 

processing for the incoming and outgoing packets (columnl, line 62 to column 9, 

line 65). 

Claim 19: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and Narad et al further discloses a 

memory interface coupled to the local data bus, wherein the memory is coupled 

to the local data bus using the memory interface (Fig. 2), but does not explicitly 

discloses a translator coupled to the memory interface to perform translation of 
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data received by the memory interface from the memory. However, Savarda et 

al discloses a system fro processing a packet object using multiple pipelined 

processing modules, which further discloses a translator coupled to the memory 

interface to perform translation of data received by the memory interface from the 

memory (the SAD contains parameter information about each SA. Such 

parameters may include the security protocol algorithms and keys for 

Authentication Header (AH) or Encapsulating Security Payload (ESP) security 

protocols, sequence numbers, protocol mode, and SA lifetime. For outbound 

packets, the SPD is consulted to determine if IPSec processing is required 

and/or if other processing or discarding of the packet is to be performed. If IPSec 

is required, then the outbound SAD is searched for an existing SA that matches 

the packet profile) (paragraphs [0004], [0009], [0024], and [0026]). Therefore, it 

would have been obvious to one having ordinary skill in the art at the time the 

invention was made to include a translator in Narad et al disclosure. On would 

have been motivated to do so in order to maintain system integrity by not 

allowing unauthorized access to the system. 

Claim 21 Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, and Savarda et al further 

discloses that the translator performs encryption translation of the received data 

(the cryptographic chip may perform the encryption, decryption, and/or 

authentication transforms as required. After completion of the cryptographic 

operations, the system processor may further process the packet to finish any 
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remaining IPSec transforms) (paragraphs [0007], 0026] and Fig.6). Therefore, it 

would have been obvious to one having ordinary skill in the art at the time the 

invention was made to encrypt received data in Narad et al disclosure. On would 

have been motivated to do so in order to maintain system integrity by not 

allowing unauthorized access to the system. 

Claim 22: Narad et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, but does not explicitly discloses a step of 

executing a boot code or a step authenticating the code. However, Savarda et al 

discloses a system for processing a packet object using multiple pipelined 

processing modules, which further discloses 

i. Execute boot code to load firmware for execution by the 

security processor (One approach is based primarily on software. For 

example, dedicated software modules may be developed for execution on 

a workstation to implement the IP packet manipulations, encryption, and 

authentication operations associated with the IPSec protocol) (paragraphs 

[0006], [007], [0019]); and 

ii. Authenticate the boot code using a mechanism internal to the 10 

security processor prior to operation of the security processor (This 

approach, however, may be limited in its performance as the system 

processor performs many or all of the functions. Encryption, decryption, 

and/or authentication are typically processor intensive) (paragraphs 

[0006], [007], [0019]). 
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Therefore, it would have been obvious to one having ordinary skill in the art at 

the time the invention was made to execute and encrypt the code in Narad et al's 

disclosure. On would have been motivated to do so in order to maintain system 

integrity by not allowing unauthorized access to the system. 

8. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et 

al (US 6,157,955). in view of Savarda et al (US 2003/0196081) as applied to claim 19 

above, in further view of Carr et al (US 6788800). 

Claim 20: Narad et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, while neither of them 

explicitly discloses a translator performing steganographic translation of the 

received data. However, Carr et al discloses an authentication object using 

embedded data, which further discloses a step of performing steganographic 

translation of the received data (it also steganographically embeds security data 

into product) (column 1, lines 38-49). Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to modify 

the combine system Narad et al and Savarda et al such as to perform 

steganographic translation. On would have been motivated to do so in order to 

maintain system integrity by not allowing unauthorized access to the system. 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Fatoumata Traore whose telephone number is (571) 

270-1685. The examiner can normally be reached Monday through Thursday from 7:00 

a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 

number for Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft 

or Informal faxes, which will not be entered in the application, may be submitted directly 

to the examiner at (571) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the Group Receptionist whose telephone number is 

(571) 272-2100. 

FT, 

Tuesday, October 21, 2008 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 
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RECEIVED" .. -. 
FAXCENTIR 

AUG 11 2008 

CLAIMs·:-·· 

P. 07 

1. (Ciiir~ii.tli A.t;p.~ded) A security processor to proc ·s i:nco.inirig·ana-outgoirigpa.c"kets;lne·-:-·-- ·····-··--·-···· 
' ................ ···--··· .. ·---·· -······ .... ~·-~·······-·- ··- ... ~-···· .. 

security ~o~sSQr :comprising: 

. a switching system to send and receive packets 

. a packet engine) coupled to the switching syste • to baridle c~sificatioii )n·ocessiiig for···· 

. the i~qor;ning ·ackets received b th e swi~lii~-if~sleiri ~at!i~-0:iif6~nf-:· ···-·····-····-· 

. . . ;i, ~ryp:tog;r~phic core, coup)ed to the packet e . in~ and eefllmUBieating ·receiving incoming · · · · · 
....... _ --- . -··· .......... ' ..... - -~ ' ·- ·-- ... -- .. ~ ... - --··· .......... ,,.,._, ~'" ~ 

8ftEl e~gemg packets [[to]] from the switching system via 1he·J)acket:engfu.e arid ·co~tiriicatiilg · · 

ackets to the switchln s "proviae·encryption·ana~ ---··-· · -----·--·· 
-- • ~_ .. HO. _,. 0, 0 •. • .... , • - , ........ -•-~· --- o, .. -. , "H ... ~,-" ··•-·· 

decryption processing for packets rece1 ="--"'r==--:= . ket engine. wherein thlf packet 
.: ... . " osed between the - · - --· ·· ···· · ·· ··· - · · · 

2. (Original) The· security processor 0£ claim 1 where· the p~ket e~ipiie-is further ·6.peraole~to · ·· · · 
handle security context management processing for . iricomiiig·aoc;r outgoiilifpackets: ...... - ········· 

3 .. (Original) Tq.e security processor of claim 1 furthe 

... ·. a:l.ocaf 4ai:a bus coupled to the switching syste . 

a modulo engine coupled to the local data bus. 

4. (Original) Toe security processor of claim 1 where the packet engine "is one· of a·plutality•of" · 

packet t':ln.gi:Q.e:; .~d substantially all of the incoming 

transit one. of th~ plurality of packet engines. 

5. (Original) The secmity processor of claim 4 wh 

~f cryptographi~ cores coupled one-to-one to the pl 

2 

d outgoing packets to the security processor 
. . . . - .: . ' ... ' . -.. .. . . ' ... 

n the crypfogfaphic·core: ils"one·o-ra-plmatity••·· · 

· ity of packef e~gu:ie_s_ arid sub~t,rui.~~t all 
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of the incoming and outgoing packets to the security p . cessor 1:tansifii conespondfri~ bniforthe·-··· ·····-···-·- · 

plurality .of cryptographic cores after transiting one of e ph.l!~ity p_~packet engin~s.: .. 

6. (Original) The security processor of claim 4 wh~rei the incoming arid outgoing packets ate · 

pfQ.vi4.e<! :wi~ a tag upon ingress to one of the plurali of packet ciigiries and tbtftag;" detertiiines · : 
.. . . . .. ··•· .. ·-·--··-···---~ -~---······---·-~----·----· '·---····-···---

th~ egress pa¢. within tt:i.e security processor upon exit oi:n the: C(?:f:I~-~P.':l1.1:~ Ol!-t: of_~~-P.!~~~- ............. . 

of cryptographic cores. 

7_. (QJ;igµial) T~~ :security process.or of claim 3 wher~i the·p~k~t. ~~~~;:_~~-:~t?~~P~_c_~!ei_: · ·· ···· ·· ···· 
and the modulo engine are formed on a single chip . 

. 8. (Original). The.security processor of claim 7 :furth_e comprising ,fcontrolprocessot; "coupled to· · · ·· ···-··· ·· 
' . . . :. .. . . . ... . ~ . ., 

the local data bus, for exception handling of the inco g and outgoing packets·~·-·· --~~---····-··-···- ..... ·- :·-- -:··-· · 

coupled to the. lo.cal data bus. . . 
_ .. - •~- •••••·.,,., .. ,,.. --•• • ---•n•.•-•--•-'""'""' •~..,..,-.,,._..., --

10. (Original) Tb,e security processor of claim 1 furth r coml?~~i~~ -~ intrusion_det~on _s~stem 

co{:.pJed between the cryptographic core and the pac~ engin~.: ~. 

11. (Original) 'IJ:ie security processor of claim 7 wher in the securitr in:oc_essor ~anc!f es 

su,b~J:jal,ly aj.l -~urity processi~ for the incoming d out~~i.ng .1'.~c~~'.. _ 

12 .. (Origi.pal) 1),le se~urity processor of claim 11 wh rein th~ _s~o/ ~oces~o~ -~~r -~~:5:·.· _· 
subs~tially ali° ~etwork processmg for the incoming . d outgoing· packets.. . _ - . . ~ .. · _ ··· ···· · ·· ···· · 

13. (Cancelled) 

14 .. (C.~ntly_!\mended) ·A sec\lrity processing syst m com~~~:- _ ..... . .. - ... _ ....... _ ..... _., .. ___ ....,,.,, -·· ,., ___ , ... _, 
- ·ca) ai5i::~µnty processor comprising: .. · .,,-· 

3 
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a switching system to send outgoing an to receive·mcoming packets~· 

a p~cket engine, coupled to the switc ·. system, to" handle classificatioif ·-
• • -- MO-•-••• 0 •• ••- • • 0 •• - -• •-•-•a•••-"• •,O•-- -•- •-••- • 0,00 ••••-• 

process:in"g°for the incoming ackets 

'system and the outgoing packets sent b 

ne ftorif me SWJ.tcruir -· .... · · ... ·· ··· · 
to e swiic ··· ·· ·-··· ..... ··- · · .... · · ·· ·· · ... ·· · ··· 

,. . 

a_~zy_ptographic core, coupled to the pa et erigirie·a:o.a-s-enimimieilfi.ni recefv:ili~C- · · ··· · · -· · · -· 
.. . . . . ... . .. - ,,._,, ... , ., ...... , ...... _.,, ..... - .... ···------·--··- -- --··· ·-· -·- -··· 

incoming ~ eutgoiag packets [[to]] from the witchin~ ~Y.~~ via ~e pack~ :engine and 
communica s stem via the B.cket en ine to· provide 

. encry:r,µ9.µ, and decryption processing for pac~ received from and sent to the packet 
. . .. , .. , ··-··-· ..... ,~ ... -... ---- ··- ..... -........... _, ___ ,,_, ............... .._ ···-· 

engine. wherein 

... czyptographic core; and 
'J' .••• '4 ..... • ... •• •,.,•, 

a Jocal data bus coupled to the switchin · system~ a,nd_~·:: 
(b) a me:cnory coupled to the local data bus. 

15: ( Original.) The security processing system of cl . . 14 further coiripiisfug a~6d~1o en~irie· · 

coupled to the lo.cal data bus. . ... -~· .. ···-······~· . .,_, ··-··-·· "·--·······-·.' ........ .. 

lq_. (Qtjginal) T]:t_e_security processing system of cl ·.. 15 further com.prising a key management 
• ·• 0 -•••HOO,-•••"••• •• 000 -• ••••••-•••••••• ••-•·••·•·••••-•• --• .... ,, 

engine coupled to· the local data bus. 

17. (Original) The security processing srstem of cl · 

processor are within the same cryptographic bound 

18. (Original) The security processing system of cl · 

form¢. on, a sin_gle chip. 

19.. (Qrj.giniµ) .Tue security processing system of cl · 

a memory interface coupled to the local data 

· · . loc.al daw.. _bµ~ i.:g;fug the memory interface; and 

14 w1:>,ere~ :ttie meinory ·and ~e ·security 

14 wherein the security p:ro~ssoris 

l4 ~~-~~~l?~~fi~::.·.:. · · .: .. -.:··_ .. _·-·-··•-•.•·-- · ··--•.• .. ····· 
- ~- .. --·--- .. ··"•·-·-·~·- ..... 

, wherem·the-·riieiiiory is coup1ed tc>"tne·· · · 

:~ - ..:. ... . ... ..... . ... ..;. .. 

a, 1;rat1.S41,JQr coupled to the memory mterface t . pe,:foini trarisfati.oii of data teceivea"5y-tne· · ··· · · -- · · ·. · ··-
• - - .. •• •-•• •• • ••••••.. • • ••- .. • ••-<"• -•••~ -•~••·-•;•••~-- H••·• .. •-n•• •-~ 

... memory inter~~ from. the memory. 

4 
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20. (Original) _Th~ security processing system of c 

steganographic tt:anslation of the received data. 

· 19 wherein tli1ftia:iislator peif~itms · - ·· -·· ·· · ·· - · · · - ···-·- · 

21.· (Original) The security processing system· of cl . . 19 wherein tn;e· t:ransla.tot perlom:.ts · · · .... .. · · ... .. . .. · · ..... . 

. encryptfon.ttanslation of the received clata.. 

22. (Original) The security processing system of cl ' 14 wherein the' seciirity'p:roc~ssor is · · "' · · 

. operable to (i) execute boot code to load firmware for xecution byllie· security" proce~ssor"accr·-- -.... ______ · ~-
(ii) authenticate ·the boot code using a mechanism inte 

op~E:tti9:tl; ofthe]~~(?wity pro¢essor. 

to the security ·process\J:r pf,f ot to· · .... · · · · .. 

23. (Cµqently A.,mended) A security processor to co ect a trusted 'rietwork to ·an iiri=tru.sted .... • · 

network for data packet communication, the security cicessor comprising: 

.. a·first inte~ace to couple to the trusted networ . and to the-w:i.:fi:ustoo.'riefwork;~------·----' ·-·· · ·-·-·- · ···-··· 

a second interface to couple to a host processo ; 

. a .S'Witchipg system operable to selectively cou · 1e to the first Triteiface. or ffie ·secc5nd · · ···· ·· 
' . .. ' ' ·-~··· ""'"'" "'""'"'' ' ............... ,_, __ .,_,.,_,,:, .... '. -..... ,_ ······-

interface; 

a local data bus, coupled to the switching syst 

a plurality of packet engines coupled to the s. tching sy~IIl __ !:O ~le c!_~si~c_a~~~­

processing for [[the]] incoming ~acjk~e~tsur~:e:9:ce~i,Yv~ed;tbh.t!tLlll!:Y]!!JJ!Jt:.Q;(m~~~ill!!aJ;rQJ;;QJ;~ 

. svvitchlng system.an4 outgoing packets filS:e~n!lt_.!2b~~~m!lltY..Q!.,ruY~~run~LKlu!!~!:Yll&!YAg 

system; 

. . -~ Rlwa..lj.!Y of cryptographic cores each couple tci one ofthe ·plurality of pacRet engines to 
. . . .. ·--•~"-••·-~ -·-~·"'·•- ..... _ - ···--·- ....... _~,.-.... ,. .... , .... -.... _,,.,_ .. , ..... _ 

. . coromunic.1;1,t!;l. -w.tli the switching system via the pl ity of packet engines and to provide · · · · · .. · · .. 

e~crypti~n ~d-·d~cryption proce~-s~g- for packets ~ ived from aii<.i senf fo the·p1iliality"orpa.c1cet~·--•--::._·:.=: 

engine wherein the 

ihe .piuralltv of cryptographic cores; and 

a c::ontrol processor, coupled to the local data us, to cotifror:~ata packet ·t1ow within 'fhe•·· · ··· ······ - · 

securHY. proce~~o.r. 
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· 24. (Original) The security processor of claim 23 whe · · the sec~ty processor is o~erab!ift~ a.cf · · · · . .... · · 
. as a firewall fo. det,1y or accept a data packet and to imp emerit a: secuie~c?riifotiili~atio~·~ ~- ·_­
channel with another computing device m. the untruste network . 

. 25.. (Qr.;iginaj) .1Iie_ security processor of claim 24 wh. ein the· seciiriif processor impfenientsdata· 
' .. . ....... ·----··- ..... , .......... --···-·-··----·-····-··-·~ ........... ,_ 

26.-29. (Cancelled) 

. 30. (New) The.s~-curity processor of claim 1 wherein . e packefengilieds]lirtlier ·opefaolatoadcf ·· .. -.. -- -·.---
. . .... ' ' . . . . .. - .,, . . .~ '. ., '" . . . " 

. at least.one of.an IP header or a M,AC address to the o .tgoing_p~~~~~.'. ........... . 

31: (New) The.security processor of claim 1 wherein . e packefe.ngiiie "iiffurlliei-op~o~~to-·- ........ , -· ·- -···-

remq:ve. ap. W :b.~¥1.er :f;rom the inc(?ming packets. 

6 
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Favorabl~ reconsideration of this application, i . view of the P!~sent .. ~ern:l~:~~ ~~ il:t. _ ......... . 
. . light oft.he fQilQ~ discussion, is respectfully reques ·ed: After.eiitrf·oftliis airieiidmeiit;claims ···· ···-·-··· ... . 

' . ' •. ' - ' .......... ' " '" .... ' ............. ~ ........... ~ ~... . " ' .... ' 

. l,lZ,. l~.-)~, JQ -~-d 31 ~ be pending. . ......... __ , .... _,,. ·-··~···· ······- ·-· ···-·- --------··-·- ·--···-~-· 
. Claims 1, 14 and 23 have been amended her _ !h-. The :ch._atjg~_s 8:f~-~~pp(?rt~~r.:t:h.~ .. ····- · 

originally filed specification and <b:awings and do not i troduce any new matter. For.~xampte, 

figµre '.? i_llu.~a~~ packet engines 228 interposed be een the switching system 104 arid . 

cryptographic c.qis 232. Furthe~or~, the addition <if. laims :30 ~a:-ii~_:~ijli~rt6ii"it tK~1~t::-:--·: .::: .-: ·.·.~-. '' .... . .. ' '' -. .. ' .- ... . .. ~ .... ,.. . . . . . . .. . ,. , ...... 

two paragraphs ·of page 16 of the specification and the ast paragraph'ofpage· 17 of the.· · ·· 

specification . 

. . cialros f:6, IO and 14~18 stood rejected as be' 'g antici~af.ea~yKifalina·~ntlJU;_~~Pa~~ .. -·:·-~-·-··: .. 
Publication No.2003/0014627 (heremaft~ "the '627 .. blicaticiii'')):-Iiidepehdeb.fclailiisT-antttii:·· · · ··· ··· ····· . . ' . .,. .. . .. . '". . ... - - .. . .... . .. . .. . .. '• '.' .. . 
bve been amen~ed herewith, rendering moot the reje . Oil of the-ea:rli_ei peiidirif cl~s· 1 =o, T(r .... , ........ , ······· .. . 
and i4~18. In ord.er to accentuate the difference alre y discussecl\vith respec~_to th~·•-627 .. · ·. · 

publicatio11o, claims 1 and 14 have been :further amend . 4 to recite thaf"the packet en@.ne .W"· · · 
interposed b~tween the switching _system: and the cryp ographic core." This feature is not found ID 

' . . . .. ... ' - ' ·- .. ··- ... 

.. the '.627.pu.blication, in conibinati.on with the other el ents of claii:ns 1 and 14. Instead, the· '627 . . · 
' ' < ,.,HU-••••••-.--~ .. --,,., .. .;,H •••'""••-••· '"--•-••--•~• ~- -••••• .. •·· ...... , 

. publication shows ~ paqket Qii:,tributor 20:6 (which the ffi.ce Action ·a11eges correspoil.as to'the.. · . 
' .. . ' .. ' .. ,,, ....... ~ ... ,, ., ............... ~ ... -~-····""'~··~~-·- .. , .. ,,.,., .... . 

cl~eg switc~g system) interposed between a pack t classifier 304 and crypto/authentication 
• • • - • ¥# •• ~ • • • ••• , • • • • ' ........ ~ ··- •• ... • • •• • • 

w:.rits 3 i6 (which the Office Action alleges correspon· to the claimed packet engine~· ·•. 

c:ryp~9~pbic. c9res, respectively). . .... ______ ·-····. ·•·· 

.... To~ .Offi~~ _Actjon appears to admit that the cl · ed coiiffgtifalio:ifis· hot'taughfg:iVeifthat · 
' . . '' . . ' ..... -- --····- .. · . ···--·· ..... ·-- ...... --...... --· __ ,.,_ ............ -·· ...... . 

the· Offi~e Action· do~s not deny the earlier remark$ a oui the ''627 publicatfon hot teacliliigme·· .•.. '' · .. · , .... , ... , 
, • • 'Y' • '•' ', ,• 

pre~ously disc~·sed configuration. Instead, the Offi e Action merely. alleged 1:1:iat tfi.e discussed . ·. ·· 
clls:tin.~ti,Q:Q,. w.as_!).qt, m ~ts opinion, found in the previo sly pending claims. ·since th~ claimed 

subj.ect matter has not been alleg~d to be; present in th: '627 publication, the rejection ofcta_im.s 1.:. · 
' . . .. .. '.... '' : 

.6,.1 O..and. .l 4.-:J S_should. b.e w.i.th4@wn . 

. '" ...... Furthermore, it is respectfully noted that the. ffice Actii:inhaiffilled ti5'esta1>1ishTpn1rui- ., ..... ·-- ... . 
. " . : . 

facie case of anticipation for claim 4 as well. Claim recites tha~ ''.the Pl!l,Cket engine is one o.f a 

plmai{ty of p~cket engines and substantfally all of the incoming an.cfoiit:g~iiig"p~ck~fij"ffie'~-~-. , ..... , 
.. • • • ,_ ' ..... OH 7 • ' • 0 • 0 ,: •.;..:.: .. .:'. '• < " ,'_,::: 0 0 ~-;: .. ••,: ~.;,,:;, .:. ·::. .. ; ... M,_,: •, ~- •• •• : ,: ... ,: ~~••••• 
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se.cµ.dty __ prnces$QI transit one of the plurality of packet ngines." The Office Action does not · 
. . . . . :-·· --· -•··•· --·•··-·· --·-··----- --···· -· ------·-··--•·• --·-• 

provide any support for its assertion that the '627 publi ation °disicloses "the· packet.engine Is oiicf ···· ··· · ·· ....... 
. of~ plwa:\ify_ of pa:cket engines and substantially all of e incoming and outgoing 'packets 'to the 

·. se\;µpty_prQ~l?.SQr_-q-ansit one of the plurality of packet. gine;_;, fu-j~-;-~~;~~~-~t-~iaim 1 ·· ··· ··----- -·· 
. . - . . ... ·····--·- ... ····•·-~ ..... ,..,,. ..... ,,_,_····--··-·-·- ·- .,., ______ , __ _ 

te~~he~ a packet. ~ngine, the Office Action identified . packefcfassifiei- 3"04 and doeifriofprovioe .. · .. .. . .. · · _.. · ·· 
' ' ' . . .. . . '" . ... .......... ······.. .,,, . "' 

~Y.. ing.i~~ti~g_tl:t~t. multiple such packet classifiers 304 are disclosed _i.ti the· '627 publication.· The·· · 
: . . . .. ·····-··-·-···-··- ·-·· -.......... -·- ... -......... ·-·-· ---··-·-••' ............... , .. . 

Office A~tion adds that "the architecttu:e enables par l processm:~f of packets lliio"ugffif pfuiality -. . ... --··· -
. .. ' ' ' - ' ' " 

ofcryptography .. engines, for example four and includ . a classificatfoii erigirie:'fo-effi~tciitly · ·· -- .. - · · 

process encryption/decryption of data packets (paragra h [0024], [0027])/' This, however, · 

ignores that the claim recites plural packet engines, no plural cryptographic cores. Thus, the ·_ 

Offjc~-- Actjo11 p.~ not provided any evidence to suppo . the iejection:of claim 4'. ·As afestift; claiiif · · ·· -- · · · 
' ' • " • •"' "••- "'<ltt ' • • ,o, ' ' -•• • O •' " •' ••• -• O • - ',,,_ '" '• • - '" > 0 • • , • • OM •••• 

5~ whlqh-~p-end$ from claim .41 is· also patentable over the '62Tpu.blic-alion:··· ······-- -~---·· .. -· --~·-······--·------:-· 
" ' .. ,., '""'""" • ., "' • ..,. • _,., • " •,.,., "'" L, "" • "" • • " •' 

. In addition., new claims 30- and 3 fare separate!. patenfable·over-tlitf'62T pu.T:ilfcatfoi:i"as·tne· .. -~·-··· · ·· ·-· 
"'". . . '' . . - .. ·-. .... .. '"". .. . '' .. ·. " " 

Office Action has not provided any evidence that the acket classifier 304 of the '627: publication 

"add[s] at least one of an IP header or a MAC address the outgoing packets" or ''re,rnove[s] an 

.. IP)ieadii tr<,_m .t!t~ incoxµing packets." _ ·_: _ ·: :: .. ·:-.:~: .... ~--- ~~ :: :·-:··:::~- ·:~· ·::·::: .. :: ::·::: :·· . .- ·· · 

Cl~m.s 7:-5?. 11, 12, 18, 19, 21 and 22 depend _ m·c~~J ot_~~all?}_4. ·~?~~:~~~~~~~ _· · __ .... 
patentable for at least the re~ons. set forth above for t_ e patentabgify of c~aims _1 _ an~ 14 .. _ • · 

. Cl!ll]:TIS 2}-25 stand rejected under 35 U.S.C. 1 _ 3 as b_el?~ ~-ateil:t:a-ble o:ver 

K.~ et -~i.(U.S. PatentNo._7,095,i16 (hereinafter ''the 716 paterit .. ')J}n"view of tlie .... -~--- ...• ~.-- :·: ..... ·-

'627 p~blication.·· Similar to ·the argwnerits discussed . ve with"respectlo the· .... 

re;jection or"claitps 1 and 14, neither the '716 patent n i: the '627 jj"LlblfoatiOi:i teacn th~:- · ···· 
claimed '~pi~ity ·of packet engines" an~ the claimed ''plurality of cryptographic co!eif 
... wherein th~ pl:urality of packet engines are interpo ed between the ~tching ·system 

. . ' .. . ''' .. .. ... 
and the pluralify ~f cryptographic cores" to perform e recited functions. As such, · · . . ' ' .... . . . ' ..... 
those claims -ar~- patentable over the applied combina on of references; and the 

outstanding :rejection should be withdrawn. 
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. ':\1.1 p~nd~ claims of this i;q>plication, therefor should _b~.P~~~~W.e..oyer._!he~ .... ___ ---· ............. ··-· 

applied references pf record .. An early and favorable a tion to :that effect is 

respectfully requested. 
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~ fee. trarumittals.heet is i:ded. . · 

CUSTOMER NUMBER 

42624 

. ... .. .. -· --· .. -·••,.__ ______ ___, __ .,..,.. 
D.avi.dso.n •. 6.~cqiji,$LJ.@.cl(!3C;m ~ Gow:d~Y. ~.LP 
Phone: 703.894.6400 
Fax: 703.894.6430 

By: 
Mich el R. Casey, Ph.D. 
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1. This is in response to the amendment file on January 31, 2008. Claims 1, 14 and 

23 have been amended; Claims 13 and 26-29 have been cancelled; Claims 1-12 and 

14-25 are pending and have been considered below. 

Claim Objections 

2. Claim 13 was objected to under 37 CFR1 .75 as being a substantial duplicate of 

claim 10. When two claims in an application are duplicates or else are so close in 

content that they both cover the same thing, despite a slight difference in wording, it is 

proper after allowing one claim to object to the other as being a substantial duplicate of 

the allowed claim. See MPEP § 706.03(k). the objection has been withdrawn in view to 

the cancellation of claim. 

Response to Arguments 

3. Applicant's arguments filed January 31, 2008 have been fully considered but they 

are not persuasive. 

Applicant argued that "those claims all recite that the cryptographic core is coupled to 

the packet engine a feature that is not found in Krishna. Applicant notes that Fig. 2 of 

the present application the packet proceed in the following order: switching system 208, 

packet engine 228 and cryptographic core 232. As the communication path goes, the 

packet engine is between the switching system, and the cryptographic core. Thus, 

independent claims 1 and 14 recite "a packet engine, coupled to the switching system,, 
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and "a cryptographic core, coupled to the packet engine". The examiner respectfully 

disagrees and submits that Krishna et al discloses a packet engine, coupled to the 

switching system(see Fig. 3, item 302(as the switching engine) 306 and 312 (as the 

packet engine) and further discloses a cryptographic core (Fig.3 item 316) is coupled 

to the packet engine (see Fig 3, item 304, 306). Which meet the limitation of amended 

claims 1 and 14? the preamble of he claims recites the limitation of "the security 

processor comprising" which is an open ended claim. 

Applicant argued that "Applicant respectfully notes that the same cannot be said for 

Krishna, where the packets are communicate from the crypto/auth 316 directly to the 

distributor 306 and not "via" the packet classifier 304". It is noted that the claim does not 

recite the above feature. The examiner respectfully disagrees with applicant's 

characterization of the prior art references and the claimed invention. For what's recited 

in the claim as presented Krishna et al discloses the above limitation(Fig. 3). 

Applicant argued that "Also specifically with respect to claim 6, applicant draws the 

Examiner's attention to the fact that the cited references in the office action do not 

mention, the claimed "tags". In reply the examiner submits that Krishna et al discloses 

the claimed tag (The result of packet classification is a classification tag. This structure 

holds IPSec security association data and per-flow statistics)(paragraphs [0068],[0074], 

[0075]). 

Applicant argued that "Like Krishna, Ke does not describe the plurality of packet 

engines handling the classification processing being in line between a switch and the 
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crypto cores. The examiner respectfully disagrees and submits as discussed above this 

feature is disclosed by Krishna et al (see Fig.3). 

To the extent that the response to the applicant's arguments, may have mentioned new 

portions of the prior art references which were not used in the prior office action, this 

does not constitute new a new ground of rejection. It is clear that the prior art reference 

is of record and has been considered entirely by applicant. See In re Borer, 363 F.2d 

455,458 n.2, 150 USPQ 441, 4441 n.2 (CCPA 1966) and In re Bush, 296 F.2d 491,496, 

131 USPQ 263,267 (CCPA 1961 ). 

The mere fact that additional portions of the same reference may have been mentioned 

or relied upon does not constitute new ground of rejection. In re Meinhardt, 392, F.2d 

273,280, 157 USPQ 270,275 (CCPA 1968). 

In light of the above, the claims remain rejected and this office action made final 

Claim Rejections - 35 USC§ 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

5. Claims 1-6, 10, 14-17 are rejected under 35 U.S.C. 102(e) as being anticipated 

by Krishna et al (US 2003/0014627). 
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Claim 1: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip comprising: 

i. A switching system to send and receive packets (Fig. 3 items 302, 

306, 318 and paragraphs [0010]-[0012]); 

ii. A packet engine, coupled to the switching system, to handle 

classification 

processing for the incoming and outgoing packets (Fig. 3 item 304 and 

paragraphs [0010]-[0012]); and 

iii. A cryptographic core, coupled to the packet engine and 

communicating incoming and outgoing packets to the switch via the 

packet engine, to provide encryption and decryption processing for 

packets received from the packet engine(Fig. 3 item 316 and paragraphs 

[0010]-[0012]). 

Claim 2: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses that the packet 

engine is further operable to handle security context management processing for 

the incoming and outgoing packets (According to this configuration, packets are 

received from the LAN or WAN and go directly through the cryptography 

acceleration chip and are processed as they are received from or are about to be 

sent out on the WAN, providing automatic security processing for IP packets) 
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Claim 3: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses that the security 

processor comprises: 

iv. A local data bus coupled to the switching system (As shown in FIG. 

1 A, the cryptography acceleration chip 102 may be part of an otherwise 

standard network line card 103 which includes a WAN interface 112 that 

connects the processing system 100 to a WAN, such as the Internet, and 

manages in-bound and out-bound packets) (paragraphs [0027], [0030], 

[0037]); and 

v. A modulo engine coupled to the local data bus (The chip 102 on the 

card 103 may be connected to a system bus 104 via a standard system 

interface 106. The system bus 104 may be, for example, as standard PCI 

bus, or it may be a high speed system switching matrix, as are well known 

to those of skill in the art. The processing system 100 includes a 

processing unit 114, which may be one or more processing units, and a 

system memory unit 116) (paragraphs [0027], [0030], [0037]). 

Claim 4: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses the packet engine is 

one of a plurality of packet engines and substantially all of the incoming and 
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outgoing packets to the security processor transit one of the plurality of packet 

engines (the architecture enables parallel processing of packets through a 

plurality of cryptography engines, for example four, and includes a classification 

engine configured to efficiently process encryption/decryption of data packets) 

(paragraph [0024], [000027]). 

Claim 5: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses that the 

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one 

to the plurality of packet engines and substantially all of the incoming and 

outgoing packets to the security processor transit a corresponding one of the 

plurality of cryptographic cores after transiting one of the plurality of packet 

engines (the architecture enables parallel processing of packets through a 

plurality of cryptography engines and includes a classification engine configured 

to efficiently process encryption/decryption of data packets) (paragraphs [001 0], 

[0024], [0042], [0052]) 

Claim 6: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses the incoming and 

outgoing packets are provided with a tag upon ingress to one of the plurality of 

packet engines and the tag determines the egress path within the security 

processor upon exit from the 5 corresponding one of the plurality of cryptographic 
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cores (Thus it would be desirable to have a cryptography accelerator chip 

architecture that is capable of implementing the IPSec specification (or any other 

cryptography standard), at much faster rates than are achievable with current 

chip designs) (paragraphs [0009], [0038], [0060]). 

Claims 10: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses an intrusion 

(filtering/blocking) detection system coupled between the cryptographic core and 

the packet engine (the classifier includes four different modes that allow all IPSec 

selector matching operations to be supported, as well as general purpose packet 

matching for packet filtering purposes, for fragment re-assembly purposes, and 

for site blocking purposes) (paragraphs [0040], [0041], [0052], [0058]); 

Claim 14: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip comprising: 

i. A switching system to send and receive packets(Fig. 3 items 302, 

306, 318 and paragraphs [0010]-[0012]); 

ii. A packet engine, coupled to the switching system, to handle 

classification processing for the incoming and outgoing packets(Fig. 3 item 

304 and paragraphs [0010]-[0012]); and 

iii. A cryptographic core, coupled to the packet engine and 

communicating incoming and outgoing packets to the switch via the 
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packet engine, to provide encryption and decryption processing for 

packets received from the packet engine(Fig. 3 item 316 and paragraphs 

[0010]-[0012]); and 

iv. A local data bus coupled to the switching system (As shown in FIG. 

1 A, the cryptography acceleration chip 102 may be part of an otherwise 

standard network line card 103 which includes a WAN interface 112 that 

connects the processing system 100 to a WAN, such as the Internet, and 

manages in-bound and out-bound packets) (paragraphs [0027], [0030], 

[0037]); 

v. A memory coupled to the local data bus (paragraphs [0026], [0027], 

[0038]. 

Claim 15: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and further discloses a modulo engine 

coupled to the local data bus (The chip 102 on the card 103 may be connected to 

a system bus 104 via a standard system interface 106. The system bus 104 may 

be, for example, as standard PCI bus, or it may be a high speed system 

switching matrix, as are well known to those of skill in the art. The processing 

system 100 includes a processing unit 114, which may be one or more 

processing units, and a system memory unit 116) (paragraphs [0027], [0030], 

[0037]). 
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Claim 16: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 15 above, and further discloses a key management 

engine coupled to the local data bus (paragraphs [0011], [0012], [0038], [0056]). 

Claim 17: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and further discloses that the memory 

and the security processor are within the same cryptographic boundary (Fig.2 

items 204,212,214). 

Claim Rejections - 35 USC§ 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 7-9, 11, 12, 18, 19, 21 and 22 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Krishna et al (US 2003/0014627) in view of Savarda et al (US 

2003/0196081 ). 

Claims 7, 18: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claims 3 and 14 above, but does not explicitly discloses 

that the cryptographic core, and the modulo engine are formed on a single chip. 
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However, Savarda et al discloses a system fro processing a packet object using 

multiple pipelined processing modules, which further discloses cryptographic 

core, and the modulo engine in a single chip (Fig.1 and paragraph [0024]). 

Therefore, it would have been obvious to one having ordinary skill in the art at 

the time the invention was made to include the cryptographic core and the 

modulo engine on a single chip in Krishna et al's disclosure. On would have 

been motivated to do so in order to increase the performance and to lower cost 

associate with the fabrication. 

Claim 8: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Savarda et al further 

discloses a control processor coupled to the local data bus, for exception 

handling of the incoming and outgoing packets (The packet inspection/outbound 

policy module 108 may be configured with multiplexing circuitry to integrate the 

outbound and inbound packet streams into a single stream for pipeline 

processing in the packet co-processor 100. In addition, the packet 

inspection/outbound policy module 108 may be further configured to inspect 

packet-objects to ensure their integrity) (paragraph [0031 ]). Therefore, it would 

have been obvious to one having ordinary skill in the art at the time the invention 

was made to handle exception of incoming and outgoing packets in Krishna et 

al's disclosure. On would have been motivated to do so in order to maintain 

system integrity. 
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Claim 9: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Krishna et al further 

discloses that a key management engine coupled to the local data bus 

(paragraphs [0011], [0012], [0038], [0056]). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made 

to couple the key management engine to the local data bus in Krishna et al's 

disclosure. On would have been motivated to do so in order to increase system 

performance. 

Claim 11: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Krishna et al further 

discloses that the security processor handles substantially all security processing 

for the incoming and outgoing packets (The IPSec cryptography protocol 

specifies two levels of lookup: Policy (Security Policy Database (SPD) lookup) 

and Security Association (Security Association Database (SAD) lookup) 

(paragraphs [0029], [0039], [0056]). Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to handle 

security processing in Krishna et al's disclosure. On would have been 

motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 



Application/Control Number: 10/903,785 

Art Unit: 2136 

Page 13 

Claim 12: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 11 above, and Krishna et al further 

discloses that the security processor further handles substantially all network 

processing for the incoming and outgoing packets (According to this 

configuration, packets are received from the LAN or WAN and go directly through 

the cryptography acceleration chip and are processed as they are received from 

or are about to be sent out on the WAN, providing automatic security processing 

for IP packets) (paragraphs [0029], [0039], [0056]). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made 

to handle security processing in Krishna et al's disclosure. On would have been 

motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 

Claim 19: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and Krishna et al further discloses a 

memory interface coupled to the local data bus, wherein the memory is coupled 

to the local data bus using the memory interface (Fig. 1A), but does not explicitly 

discloses a translator coupled to the memory interface to perform translation of 

data received by the memory interface from the memory. However, Savarda et 

al discloses a system fro processing a packet object using multiple pipelined 

processing modules, which further discloses a translator coupled to the memory 

interface to perform translation of data received by the memory interface from the 
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memory (the SAD contains parameter information about each SA. Such 

parameters may include the security protocol algorithms and keys for 

Authentication Header (AH) or Encapsulating Security Payload (ESP) security 

protocols, sequence numbers, protocol mode, and SA lifetime. For outbound 

packets, the SPD is consulted to determine if IPSec processing is required 

and/or if other processing or discarding of the packet is to be performed. If IPSec 

is required, then the outbound SAD is searched for an existing SA that matches 

the packet profile) (paragraphs [0004], [0009], [0024], [0026]). Therefore, it would 

have been obvious to one having ordinary skill in the art at the time the invention 

was made to include a translator in Krishna et al's disclosure. On would have 

been motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 

Claim 21 Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, and Savarda et al further 

discloses that the translator performs encryption translation of the received data 

(the cryptographic chip may perform the encryption, decryption, and/or 

authentication transforms as required. After completion of the cryptographic 

operations, the system processor may further process the packet to finish any 

remaining IPSec transforms) (paragraphs [0007], 0026] and Fig.6). Therefore, it 

would have been obvious to one having ordinary skill in the art at the time the 

invention was made to encrypt received data in Krishna et al's disclosure. On 



Application/Control Number: 10/903,785 

Art Unit: 2136 

Page 15 

would have been motivated to do so in order to maintain system integrity by not 

allowing unauthorized access to the system. 

Claim 22: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, but does not explicitly discloses a step of 

executing a boot code or a step authenticating the code. However, Savarda et 

al discloses a system fro processing a packet object using multiple pipelined 

processing modules, which further discloses 

vi. Execute boot code to load firmware for execution by the 

security processor (One approach is based primarily on software. For 

example, dedicated software modules may be developed for execution on 

a workstation to implement the IP packet manipulations, encryption, and 

authentication operations associated with the IPSec protocol)(paragraphs 

[0006], [007], [0019]); and 

vii. Authenticate the boot code using a mechanism internal to the 10 

security processor prior to operation of the security processor (This 

approach, however, may be limited in its performance as the system 

processor performs many or all of the functions. Encryption, decryption, 

and/or authentication are typically processor intensive)(paragraphs [0006], 

[007], [0019]). 

Therefore, it would have been obvious to one having ordinary skill in the art at 

the time the invention was made to execute and encrypt the code in Krishna et 
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al's disclosure. On would have been motivated to do so in order to maintain 

system integrity by not allowing unauthorized access to the system. 

8. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Krishna 

et al (US 2003/0014627) in view of Savarda et al (US 2003/0196081) as applied to 

claim 19 above, in further view of Carr et al (US 6788800). 

Claim 20: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, while neither of them 

explicitly discloses a translator performing steganographic translation of the 

received data. However, Carr et al discloses an authentication object using 

embedded data, which further discloses a step of performing steganographic 

translation of the received data (it also steganographically embeds security data 

into product) (column 1, lines 38-49). Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to modify 

the combine system Krishna et al and Savarda et al such as to perform 

steganographic translation. On would have been motivated to do so in order to 

maintain system integrity by not allowing unauthorized access to the system. 

9. Claim 23-25 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ke et 

al (US 7095716) in view of Krishna et al (US 2003/0014627) . 
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viii. A first interface to couple to the trusted network and to the un-

trusted network(fig. 2); 

ix. A second interface to couple to a host processor(Fig. 2); 

a switching system operable to selectively couple to the first interface or 

the second interface(Fig. 2); 

x. A local data bus, coupled to the switching system (column 4, lines 

28-39 and Fig.2, Fig.3); 

xi. A plurality of packet engines coupled to the switching system to 

handle classification processing for the incoming and outgoing 

packet(column 4, lines 28-39; column 6, lines 37-62 and Fig.2, Fig.3); 

xii. a plurality of cryptographic cores each coupled to one of the 

plurality of packet engines to communicate with the switching system via 

the plurality of packet engines and to provide encryption and decryption 

processing for packet received from the packet engine (column 4, lines 

28-39 and Fig.2, Fig.3); and 

xiii. A control processor, coupled to the local data bus, to control data 

packet flow within the security processor system (column 4, lines 28-39 

and Fig.2, Fig.3). 

but does not explicitly discloses that a plurality of cryptographic cores each 

coupled to one of the plurality of packet engines to communicate with the 

switching system via the plurality of packet engines and to provide encryption 
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and decryption processing for packet received from the packet engine. However, 

Krishna et al's a security processor, which further discloses a plurality of 

cryptographic cores each coupled to one of the plurality of packet engines to 

communicate with the switching system via the plurality of packet engines and to 

provide encryption and decryption processing for packet received from the 

packet engine (Fig. 3 item 316 and paragraphs [0010]-[0012]). Therefore, it 

would have been obvious to one having ordinary skill in the art at the time the 

invention was made to couple the crypto core to the packet engine via switching 

system in Ke et al's disclosure. On would have been motivated to do so in order 

to increase the performance and to lower cost associate with the fabrication. 

Claim 24: Ke et al and Krishna et al disclose an Internet security processor as 

in claim 23 above, and Ke et al further discloses that the security processor is 

operable to act as a firewall to deny or accept a data packet and to implement a 

secure communication channel with another computing device in the un-trusted 

network The one or more processing boards can process the received data 

packets by performing one or more of: policy enforcement, virtual private network 

traffic encryption and decryption, key negotiation, firewall protection, network 

address translation, tunnel encapsulation and de-capsulation, and hot backup 

between processing boards) (column 2 lines 25-58, column 10 lines 46-51, 

abstract and Fig.6B). 
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Claim 25: Ke et al and Krishna et al disclose an Internet security processor as 

in claim 24 above, and Ke et al further discloses that the security processor 

implements data packet security and authentication functions to support the 

secure communication channel (After the packet passes the inspection provided 

by the stateful inspection engine (645) (e.g., the packet is authenticated)(column 

11, lines 17-24). 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

b. Huynh et al (US 6983366) Packet processor. 

c. Pandya (US (2004/0010545) Data processing system using internet 

protocos and ROMA. 

11. THIS ACTION 15 MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Fatoumata Traore whose telephone number is (571) 

270-1685. The examiner can normally be reached Monday through Thursday from 7:00 

a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 

number for Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft 

or Informal faxes, which will not be entered in the application, may be submitted directly 

to the examiner at (571) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the Group Receptionist whose telephone number is 

(571) 272-2100. 

FT 
Friday,April4,2008 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2136 
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JAN 3 1 2008 

IN THE UNITED STATES PATENl' AND. TR.ADl:MAR::lt~Ot'.FiCE: ~ :·~ .. 
' ' 

In re PA TENT Application of: 

DA VIS, John M., et al 

Appl. S.N.: 10/903,785 

Filing Date: July 30, 2004 

Title· SYSTEM AND l\1ETHOD FOR A 
. SECURE 1/0 INTERFACE 

; 

RESPONSE 

Hon. Copnnis:sioner of Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir; 

Confirmation No.:. 4954 ·-
Attorney Docket: 2$?.l-Q.0'..?2 · 

Group Art Unit: 2i.J6 

Examiiier: TRAORE: Fatoumata· 

Date: January 31, 2008 

In resp_onse to the Office Action July 31, 2007, please amen~ the appli~tio~.as fQll9ws: 

Amendments to the specification begin on p~ge 2. 

Amendments to the claims are _reflected in th~ listing· of the claims which b~g:ins 9n page 5. . 

Remarks begin on page 9. 
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Appln. of: DAVIS, John M. 
Serial No.: 10/903,785 
Filed: July 30, 2004 

Jan 31 2008 17:28 

AMENDMENTS TO THE !SPECIFICATIQN 

P. 05 

: ~IOl!JViD 
e~4L iiAli OINTEFI · 

JAN at 2008 

Please replace the paragraph on page 7, beginrting on li~ 1.2,.with the foJ.lo~ rewritten. 

paragraph: 

"IP data packets are received from and transmitted to ext~rnal.network 120 and. int~rnal. 

network 116 over interfaces 114 and 118. In other embodi~ents, security pr;~~ss~g .. 
system 102 may include a number of additional interfaces to internal or external. ;- .. 

networks. Security processor 104 performs, fo~ example, rotrt~g <;>f data pack;~ fi:~~ · · 

external network 120 to appropriate destinatioqs in internal ·n~twork 116 .and .~dies. · · 
. . . ; .. . . ·- ,, .. " 

IPSec p~cessmg for both mbound and outboUljld data pa~k~ts_,_ Secu,rity n_roce.s,5or .104 ..... 

preferably handles all network and security pr~cessing functions for the data p~cket~ to 

provide the most secure I/0 interface. However, in alternative emboclime~ts, ·certafu.. .. . .. . 
selected_n~tworking and/or security functions rp.ay be ha:n,4l~q_by ()f!:i,er pi,:o_ce!isQrs.such 

as, for example, host processor 130. Examples of network and security p~oce~~ing 

systems°jUld methods, and related communicat~bns interlaces and protoc~ls, suitable for 

implem~!ltation in and with security processing system 1 Q2 _ar~. d~sc.ribe:d. in l.]:_$. patent. 

application Ser. No. 09/880,701 (entitled "MEi;HOD ANP. SYSTEM FOR HIGH~ . .- .... 

SPEED J?ROCESSING IPSEC SECURITY PROTOCOL PACKETS" filed by.Lee.P. 

Noebring~t al. on Jun. 13, 2001, which is nowtr.s. Patent No. 7,194,766, issued Oil .·. 
Mw:ch ~0. 2007) and Ser. No. 10/160,330 (enti1led "SYS1EM . .Al'r0 lvIBifIO.P,.F◊R ...... 
MANAGI;NG SECURITY PA.CK.ET PROCESSrNG'.' fihid by-Lei,l>. Noehring.ei""aL.·on. 
May 30~2-002), which applications are incorporated by reference herein.'; . 

Please replace the paragraph on page 12, beginping on line 1 ~ 'with the followµig 

rewritten paragraph: 

.. Switchin~ system 208 may provide a flexible VO system.~at __ allows p~c,ket ~9.c;e.isµ:ig: 

engines or packet engines 228 to communicate 1hlgh-speed.data with seve.ral different 

types of interfaces including, for example, stre~g interfa<:.£200 and direct ~memory .. ·. 
access (DJvfA) interface 204. A non-limiting e~ample of a switcltlng system aµd me1:hod 
that are ~uitable for use with the present invent~on is desc1~fb~d in U.S. pajent ~ppl{~~tJQ,i 

2 
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"!I':·. I';~'.·· 

-:~ '. 

:, : . 

Ser. No. 10/172,814 (entitled FLEXIBLE I/O_JN.TERF ACE AND METHOD FOR 

PROVIDING A CO:MM:ON INTERFACE TQ A PROCESSING CORE, filed by . 
• 1 ... ' • ' •• 

Swaroop Adusumilli et al. on Jun. 12, 2002. which is now U.S. Patent No. 7 Jl72,996,. ..... . . : : . . . . - .. . . - -· . - " 

issued oil.July 4, 2006), which is hereby incoIP,orated by reference. Alternati~ely, 

switching system 208 may be implemented usiµg conventional switches. Switching-
. -

system 208 may provide a common bus interfa~e to pack~t ~p._wes 228.'.: 

Please replace the paragraph on page 15, be~g on lin~ 27, _with the follov.v.ing'" , . 

rewritten paragraph: 

"Packet engines 228 may each be coupled to a bryptograp~c c,or~ 23?. Packe.t engines 
. . i . '' .• : ' ., - ,. ., ..... ···-·· . ' '' 

228 may each comprise microprocessors customized for p_9:.c~~ op~n:i.tions s~~~!~: :. _ ......... . 

exampl~;•packet processing and classification. $xa:mples ~f.pack:_et -e~gin~s s~table fc,i: 

use with the present invention are described in detail in U.~·.P.1:1:~en~ ~pplj,qltio.ti. Ser . .No .. : .... 
. . . . '. '... - ,_ .. - - .. 

09/880,701 (entitled "METHOD AND SYSTEM FOR HIGH-SPEED PROCESSING 

IPSEC SECURITY PROTOCOL PACKETS" filed by Le~ I'_. Nqehring et.al on .. Jun .. 13, 

2001. which is now U.S. Patent No. 7,194,766. ~ssued on March 20, 2007), which is 

incorporated by reference herein. Each packet eµgine 228 pia.,y, __ for e~ampJ~. P!0cess. _ .. : . · 

packets ~~~ding initial NAT processing and fi:i:eyvall table en~,.se_tu:p, p:rp9~ss.~a.cke.ts.:' 

corresponding to existing NAT and firewall tabl~s, and proc~s~.Jl:>.~ey p~J;cets -~•-- _ 

Please replace the paragraph on page 18, be~ on line 1 "i, ~th the following· 

rewritten paragraph: 

"C:ryptogtaphic cores 232 may provide security processing t~ p~rfonn, for_~xample,_. 

IPSec and/or SSL processing. Each cryptograp~c core 232_ inay_provid~ Wgh-~pe,ed fix~d . 

function encryption and authentication hash proqessing for pac:::ket 4~ta. Ea,ph ... 

cryptographic core 232 may receive instructionsiand key address information affixed to-a 

· packet ro;• applying appropriate transforms. E~ples of crypiqsr'aphic c~i;:~.s z"ii s~iuibi~ ... 
for use with the present invention are described ip. the following lf.S. pat1;:nt applications, 

all of which are incorporated herein by referenc~: Ser. No. i Oil 44,004 ( entitled. · · - · · 

"SINGLE:PASS CRYPTOGRAPHIC PROCESSOR AND.ME1HOD" filed by:SatishN.: 

3 
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Anand et al. on May 13, 2002. which is now (!.S. Patent No. 7,266,703, issued on .. 

Septem~r 4, 2007); Ser. No. 10/144,332 (entiijed "S;EOJ~!,Y :A,SSociA..~9N~~A!:1.'-: 
CACHE .AND STRUCTURE" filed by Satish N. Anand et al. on May 13, 2002); Ser. No. 

. .. 

10/144,195 (entitled "APPARATUS AND ME'IHOD FQRAHASHPROCESSING -- .. 
.. . .. •-"·" ., . -· .. , ..... . 

SYSTEM USING MULTIPLE HASH STORAGE AREAS'; fil~d by Satish N. Anand on 
\ ... - . -~. .. . ' . ·- .. . . '• ... '' .. . . . ~ 

May 13~·2002. which is now U.S. Patent No. 7~213,148, issued on May 1, 2007); and Ser. 
I - ·- .• • •• • • 

No. 10/144,197 (entitled "APPARATUS AND: METIIOD FOR.A HASH PROCESSING 
. . . " ' '.. - .. '" . "' " 

SYSTEM USING INTEGRATED 1v:1ESSAG~DIGEST AND. SECIJRE.HASH 

ARCIDTECTURES" filed by Satish N. Anand\on May 13, 2002)." 
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AMENDMENTS T9 THE CLAIMS: 

Please amend :tJ2.e claims as follows: 

P. 08 

l. (Cun:ently ~ended) A security processor to process incomi~g-~d oµtgoiJ!g,pa~.ke.ts.,..ilie._ ...... 
security processor comprising: 

:;. ;:. ;. . -··-; - . 

a switc~ system to send and receive packe~; 

a packetengine1 coupled to the switching system., to handle· classifi~atio~ pr~~~~~i~g f~; 
the incoming arid outgoing packets; and ·· ·· · · ... · ·· · 

a cryptdgtaphic core, coupled to the packet engine and commllnic~ting ~c~~g ~d-.- -.. : . 
outgoing packets to the switch yia the packet engine, to provide encryption and deccy:ption 

processing for packets received from the packet engin~. · 

2. (Original) ~e security processor of claim 1 wherei.p. the packe,t ~D;gin~_is :fu.rtQ.er Jper~Ie to· . 

handle security ~ontext management processing for the incoming. and outgoipg packeis. 

3. (Original) The· security processor of claim 1 further;comprising: . · · 

a local data bus coupled to the switching system.; and 

a modulo engine coupled to the local data bus. : 

4. (Original) ~e: security processor of claim I where1/i the pack~. ~~gine !~ on~ .9.f a_pJµ:mllty .. of, . 

packet e11gines ~d substantially all of the incoming an.if outgoing_p~c~e:ts.t.o the ~~curj_ty P-l.'.9.,1;!.!;$.~QJ;' 

transit one of the plurality of packet engines. 

5. (Original) The security processor of claim 4 where~ the cryptographic core is one· of a plurality 

of cryptographic~ cores coupled one-to-oµe to the pluraJ;ity of packet'_ eJ!gines and subS!,a.ntiaj,ly ~11. 

of the. incoming and outgoing packets to the security p~ocessor transit. a corresp<;>:Q.ding :on~-.Pf:the . · 

plurality of cryptographic cores after transiting one of t;he plurality of packet engines.~ :· · 

5 
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6. (Original) The security processor of claim 4 where'.in ·the ioco~io.g ~d ~:nrtgqj.µg packets .are . 
. . ; -~ ' ~. .. .. ,, .. '" . . .. . . 

provided with a tag upon ingress to one of the plurality of packet _engines and the tag determines 

the egress path· with.in the security processor upon exit from the corresponding one of the plurality 

of cryptographic ,cores. 

7. (Original) The security processor of claim 3 wherein the pack~t e.1,1g:µ1e, the ccyp~graphic:core,. 

and the modulo engine are fonned on a single chip. __ . .. . . .._ .. - ·-··· · ·· -· ·· -· · -

I:. ••• ....... 

8. (Original) The security processor of claim 7 further: comprising~- ~s;>:gtroi pi:Qc_e_ss.m~ _co:upJed-,to ... 
the local data bas~ for exception handling of the incom~g and outg~hlg p~cke;. : - - ... . .. - . - ... .. . .. 

' . 
9_ (Original) Thl:· security processor of claim 7 further 1comprising a key management eng~e. 

coupled to the local data bus. 

1 Q_ (Original) The security processor of claim 1 fu.rthtj' compdsing:a:i;i. i:i:t.t;rµs~on q.etec.tion_system 

coupled between the cryptographic core and the packet:eng~e .. 

11. (Original) The security processor of claim 7 wherein the secup:ty J2!0~.~s.sor PAAdli$_, 

substantially all ~~~urity processing for the incoming and outgoing pac~ets. 

. . . .. " ... 

12. (Original) The security processor of claim 11 whe~in the se~ty _processo:i;:Jl.lrtl;i~.r"handles_, _. · 

substantially all iietw6rk processing for the inc~ming a4d outgoing_~i\:~~: : · -.- ~~ ·: .-_: ~ ·: .... · 

13. (Cancelled) 

14. (Currently Amended) A security processing system;comprising: 

(a) a security processor comprising: 

a switching system to send outgoing and to receive incoming packets; 

a packet engine, coupled to the switching system, to handle classification 

· processing for the incoming and outgoing packets; 

6 
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. '! ,, " .• ,::it . 

. L ... ;~• 

a cryptographic core, coupled to the pa~ket engine and communicating incoming 

and outgoing packets to the s'Witch via the pack.et engine, ~o pr.ovide encryptiq1:u1nd.. . . . . . 
decryption processing for packets received from the packet ~ngine; and . - ... - ... . 

a_local data bus coupled to the switching system; ~~l ..... _, ..... . 
(b) a memory coupled to the local data bus. 

15. (Original) The security processing system of clainj. 14 further comprising a modulo engine 

coupled to the local data bus. 

16. (Original) The security processing system of claim. 15 further. c~w.pri~mg a:i~ey ~anag~;ni 
engine cOUpled ~fcf the local data bus. · ·- •-H• •• 

17. (Original) The security processing system of clain+ 14 wherein tl,le memory and the security . 

processor are vvithin the same cryptographic bowidary: 

18_. (9riginal) 1)ie security processing system of clauri 14 where~n .th~· security pjoc~s~c;i:rj§_. 

formr;~. op. a ~ir.tgl~. chip. .,, , ., ,., ,, " , .. .., ...... ,.,.,;" . 

19. (Original) The security processing system of claim 14 further comprising: 

a memory interface coupled to the local data b-cis, wherein the memory is coupled to Jhe: 

local data bus using the memory interface; and 

a transl#or coupled to the memory interface to ;perform translation of data.' rec.eived_ :"Y tlle. 

memory interface from the·memory. 

20. (Orighial) the security processing system of clai~ 19 wherem the ~~lato~J?.eifo~_s __ : :.~ ... : ... 

steganographic:irans1ation of the received data. 

21. (Original) The security processing system of clainjl 19 wherein the translator performs 
! 

encryption translation of the received data. 

7 
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"'!'~. \'; ~-:·. ' : ·.~ .:..:,,· 

22. (OriginalrThe security processing system ofdailµ __ l 4 wher;~ th~ sec~cy ~cessoF-is- .. -- -- --· 
. ·- . 

operable to (i) execute boot code to load firmware foriexecution _by tµe ~ecurity proc~~sor.:~d . 

(ii) authenticatt the boot code using a mechanism internal to the _;e.curity _processor -prior t0 
• • • H , --~• , .. •- ,,,.,... • ,• 

operation of the security processor. 

23. (Currently Amended) A security processor to connect a 1:rt?,st~d ne.twork to .an.~trusted- ....... . 

network for data packet communication, the security processor cc;:,~prj_s_itig:_ .. .. .. _ .. ... . ___ ... ___ ... . 

a· first interface to couple to the trusted network_ and to th~ ~-:trusted ne~rk;-- ..... -· ... - .. -- • 

a second interface to couple to a host processor; 

a -switching system operable to selectively couple to the :fi.t~t ~terface or fue second­

interface; 

a local data bus, coupled to the switching systetll; 

a. plutality"ofpacket engines.coupled to the switchlng syst~m tci h~c:IJ.e cl~sifi~ation . 

processing for the incoming and o~tgoirig packew; 

a plurality of cryptographic cores each coupled to one of the _plurality of pa9k~tengi:o.es to .. 

communicate with the switching system via the plurality of packet engines and to provide 

encryption and decryption processing for packets recei~ed from_ ~-e packet engine; ani:;l. _ ..... . 

.. a control"ptocessor, coupled to the local data bu1, to con1ro.l cfu:ta p~ck~t :fl~w ~~~the . 

security processor. 

24. (Original) ~e_ security processor of claim 23 wh.er~in the security processor ts o~rable .to act 

as a firewall to deny or accept a data packet and to implement a se~11r.e c::on;u:uunic.ation... .. . ..... . 
"': •• 0 0 •H--•••••*••··""' 

charu.iel with anollier computing device in the untru.st~d:netvvork. . 

25. (Original) Tue security processor of claim 24 wherein the security ·processoi impl~II1ents data ·• 

packet security and authentication :functions to support t;he secure communication ch~el. 

26.-29. (Cancelled) 
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Filed: July 3'.Q, 2004 

RECEIV&D · , . 
. CEN'TAAL FA)( 6~ - .. 

JAN 3 1 2008 
REMARKS 

This responds to the office action of July 31,. 2007. After entry of this ~~dmmt, __ .-;la.hns 
" . . . . .. . 

1-12 and 14-2.5are pending. _ .. . __ .... 

· Clain·fl3 stood rejected under 37 CPR 1.75 .. That claim..i.s.no:w_cancelled.--:-~ 

Claims ·1-6, 10 ao.d 13-18 stood rejected as ~ing anticip_ateci by Krishna et_~'.- T1?,9se .. 

claims·are amended and applicant traverses the rejection even~ toJhe original claims.--Those·· 

claims all recite that the cryptographic core is coupled to the packet engine, a X~~ !P,~1.:is ,not ... 
. . ' .. ...~ .. ~ . 

fo'Olld in Krislin:a. Applicant notes that in Fi~e 2 of the present application the packet~.9~~--. _:~: ... : .. 
: -..... ,,,_. . ".. . . .. - . ··•· .. --·-. . ··, 

in the following order: switching system 208, packet engine 228 and cryptographic core 2~2 .. As . 
' . 

the communication path goes, the packet engine is between the switching syst~-at!d.•th<}.:· ·· ···-:· · · 

cryptographic core. Thus, independent claims 1 and l 4 recite "a pac\cet. ep.gine, coupled to ·.the . 

switching system" and "a cryptographic core, coupled to the packet Mgine." In cont:J'!lSt,JlJ.~ ... ••. 

element (''Fii J item 304;') identified by the Office Acti6n as co;~nding t~: the·-~~¢:.P.~cket . 
0 ; ,. • OOR •· • • 0. 0. 

engine is couprea to the switching system in Krishna but not the cryptographic coreJdentjfied by 
. ' 

the Office Action (''Fig 3 item 316"); · .... ·· ·· · · ·· .. 

To make the distinction that is already in the cJaims (as d.esctibed above) eve_rl-lnor'?:cieru;', 

the applicant has amended claims 1 and 14 to provide that the crypt()gi-lip.1ll,c cor~ co~ledto the . 

packet engine is "communicating incoming and out~tiing pack~_tQ .the .switch. via ~:I?~~~:.::-· - ·· 

engine:· Applitant respectfully notes that the same cannot be s~~l_f?~ Kri_shn~ ~h~~ !h~.P~-~Is_eg, 

are commumcated from the crypto/auth 316 directly to the distributor 306 and not '<-via~• the packet 

classifier 304. 

Also, specifically with respect to claim 6, applicant draws the Examiner's attEro.tio~ to the 

fact that the cited references in the office action do not mention the. claimed "tags». and do not- · · 
. . . . . . . . . . .... 

seem ·to suggest such. It would appear that claim 6 is allowable over. Krishna for the additional_ . . ~. ... . .. . . . . .. - .. ·-

reason that the claimed tags are not disclosed therein. . 

Reconsideration and allowance is requested. 

Claims 23:.25 stand rejected over Ke et al. L~~ Krishna, K.~.f~ to .. show: 

••a plurality of packet engines coupled to the switchlng system t9 
. - .. " .. 

handle classification processing for the incoming and outgoing packets; . 

9 
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· a plurality of cryptographic cores eacfy. coupled to one of the plurality 

of packet engines to communicate with the switching systeiµ via 1:b,.e pl~ali~ 

. ••••••••.:,,I, 

of packet engines and to provide encryption and decryp1:i~~ pr:9~es~ing for ..... : ........ ,. 
.. . . - ·- . 

packets received from the packet engine," 

as now recited in those claims. Like Krishna, Ke does not desctib.s: .. the .plurality.of --··--· .. --- ------ -.... " . . . . .. ... . ""' ............... -···· - .. '. "'' . ., ... , .. ,. 
packet engines handling the classification processing being in-lin.e. 1'~tw.~e.n.a .switch~ .... ~- ..... . 

and the ~rypto ~~~es. Even assuming (solely for the sake of argume11t) that Ke is 

performing the packet handling described in the claim,: Ke's pack~,t_pr,oces,sing .(fqr 

example, packetpre-pr:ocessing logic 330 of Figure 3) is separated from the processors 
.. ,. ... .. ...... . 

370, 375, 380 by the switch 355. Thus, the processors 370, 375 and 380 are 

communicating directly with the switch-not via the packet logic as the_ !ejected. 

claims require. 

Claims 7-9, 11. 12, 18, 19, 21, and 22 stand rejected over Krishna in view of 

Savarda. Savarda is not relied upon. nor does it disclo~e the packet _e,;,_gine.s .h.a.4dJ.i:,!lg. • 

packet classification between a switch and cryptographic procesS(?1:"8..,_ ~ d~~~tjbe.d .... 

above•with resp~ct to the underlying base claims. Consequently, these ·de~~de~t .. 
claims are also allowable for the same reasons described with respect to the base 

claims. 

Reconsideration and allowance is requested. 

CUSTOMER NUMBER 

42624 

DaVldSon ·setqulst Jickson & Gowdey LLP 
Phone: 703.894.6400. · 
Fax: 703.894.6430 

By: 
J. cott Davidson . 
Registration No.: 3_;3,4~9 .. 
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10/903,785 
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Applicant{s) 

DAVIS ET AL. 
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Fatoumata Traore 2136 
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5)0 Claim(s) _·_ is/are allowed. 

6)[ZI Claim(s) 1-29 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)[ZI The specification is objected to by the Examiner. 

10)[ZI The drawing(s) filed on 30 July 2004 is/are: a)IZI accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
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Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
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1.0 Certified copies of the priority documents have been received. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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Paper No(s)/Mail Date __ . 
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Paper No(s)/Mail Date. __ . 

5) D Notice of Informal Patent Application 
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1. This action is in response of the original filing of July 30th 2004. Claims 1-29 are 

pending and have been considered below. 

Claim Objections 

2. Claim 13 is objected to under 37 CFR 1.75 as being a substantial duplicate of 

claim 10. When two claims in an application are duplicates or else are so close in 

content that they both cover the same thing, despite a slight difference in wording, it is 

proper after allowing one claim to object to the other as being a substantial duplicate of 

the allowed claim. See MPEP § 706.03(k). 

Specification 

3. The listing of references in the specification is not a proper information disclosure 

statement. 37 CFR 1.98(b) requires a list of all patents, publications, or other 

information submitted for consideration by the Office, and MPEP § 609.04(a) states, 

"the list may not be incorporated into the specification but must be submitted in a 

separate paper." Therefore, unless the references have been cited by the examiner on 

form PTO-892, they have not been considered. Applicant is required to update the 

status of the cited applications number (see pages 7, 12, 16 and 18). 
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4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent un.less ~ 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

5. Claims 1-6, 10, 13-17are rejected under 35 U.S.C. 102(e) as being anticipated by 

Krishna et al (US 2003/0014627). 

Claim 1: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip comprising: 

i. A switching system to send and receive packets (Fig. 3 items 302, 

306,318 and paragraphs [0010]-[0012]); 

ii. A packet engine, coupled to the switching system, to handle 

classification 

processing for the incoming and outgoing packets (Fig. 3 item 304 and 

paragraphs (0010]-[0012]); and 

iii. A cryptographic core, coupled to the packet engine, to provide 

encryption and 

decryption processing for packets received from the packet engine(Fig. 3 

item 316 and paragraphs [0010]-[0012]). 
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Claim· 2: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses that the packet 

engine is further operable to handle security context management processing for 

the incoming and outgoing packets {According to this configuration, packets are 

received from the LAN or WAN and go directly through the cryptography 

acceleration chip and are processed as they are received from or are about to be 

sent out on the WAN, providing automatic security processing for IP packets) 

(paragraphs [0029], [0038]). 

Claim 3: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses that the security 

processor comprises: 

iv. A local data bus coupled to the switching system {As shown in FIG .. 

1 A, the cryptography acceleration chip 102 may be part of an otherwise 

standard network line card 103 which includes a WAN interface 112 that 

connects the processing system 100 to a WAN, such as the Internet, and 

manages in-bound and out-bound packets) {paragraphs [0027], [0030], 

[0037]); and 

v. A modulo engine coupled to the local data bus (The chip 102 on the 

card 103 may be connected to a system bus 104 via a standard system 

interface 106. The system bus 104 may be, for example, as standard PCI 
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bus, or it may be a high speed system switching matrix, as are well known 

to those of skill in the art. The processing system 100 includes a 

processing unit 114, which may be one or more processing units, and a 

system memory unit 116) (paragraphs [0027], [0030], [0037]): 

Claim 4: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 1 above, and further discloses the packet engine is 

one of a plurality of packet engines and substantially all of the incoming and 

outgoing packets to the security processor transit one of the plurality of packet 

engines (he architecture enables parallel processing of packets through a 

plurality of cryptography engines, for example four, and includes a classification 

engine configured to efficiently process encryption/decryption of data packets) 

(paragraph [0024], [000027]). 

Claim 5: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses that the 

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one 

to the plurality of packet engines and substantially all of the incoming and 

outgoing packets to the security processor transit a corresponding one of the 

plurality of cryptographic cores after transiting one of the plurality of packet 

engines (the architecture enables parallel processing of packets through a 

plurality of cryptography engines and includes a classification engine configured 
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to efficiently process encryption/decryption of data packets) (paragraphs [0010], 

[0024], [0042], [0052]) 

Claim 6: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 4 above, and further discloses the incoming and 

outgoing packets are provided with a tag upon ingress to one of the plurality of 

packet engines and the tag determines the egress path within the security 

processor upon exit from the 5 corresponding one of the plurality of cryptographic 

cores (Thus it would be desirable to have a cryptography accelerator chip 

architecture that is capable of implementing the IPSec specification (or any other 

cryptography standard), at much faster rates than are achievable with current 

chip designs) (paragraphs [0009], [0038], [0060]). 

Claims 10, 13: Krishna et al discloses a distributed processing in a 

cryptographic acceleration chip as in claim 1 above, and further discloses an 

intrusion (filtering/blocking) detection system coupled between the cryptographic 

core and the packet engine (the classifier includes four different modes that allow 

all lPSec selector matching operations to be supported, as well as general 

purpose packet matching for packet filtering purposes, for fragment re-assembly 

purposes, and for site blocking purposes) (paragraphs [0040], [0041], [0052], 

(0058]); 
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Claim 14: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip comprising: 

vi. A switching system to send and receive packets(Fig. 3 items 302, 

306, 318 and paragraphs [0010]-[0012]}; 

vii. A packet engine, coupled to the switching system, to handle 

classification 

processing for the incoming and outgoing packets(Fig. 3 item 304 and 

paragraphs [0010]-[0012]); and 

viii. A cryptographic core, coupled to the packet engine, to provide 

encryption and 

decryption processing for packets received from the packet engine(Fig. 3. 

item 316 and paragraphs [0010]-[0012]); and 

ix. A local data bus coupled to the switching system (As shown in FIG .. 

1A, the cryptography acceleration chip 102 may be part of an otherwise 

standard network line card 103 which includes a WAN interface 112 that 

connects the processing system 100 to a WAN, such as the Internet, and 

manages in-bound and out-bound packets) (paragraphs [0027], [0030], 

[0037]); 

x. A memory coupled to the local data bus (paragraphs [0026], [0027], 

[0038]. 
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Claim 15: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and further discloses a modulo engine 

coupled to the local data bus (The chip 102 on the card 103 may be connected to 

a system bus 104 via a standard system interface 106. The system bus 104 may 

be, for example, as standard PCI bus, or it may be a high speed system 

switching matrix, as are well known to those of skill in the art. The processing 

system 100 includes a processing unit 114, which may be one or more 

processing units, and a system memory unit 116) (paragraphs [0027], [0030], 

[0037]). 

Claim 16: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 15 above, and further discloses a key management 

engine coupled to the local data bus (paragraphs [0011], [0012], [0038], (00561). 

Claim 17: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and further discloses that the memory 

and the security processor are within the same cryptographic boundary (Fig.2 

items 204, 212, 214). 

6. Claims 23-29 are rejected under 35 U.S.C. 102(e) as being anticipated by Ke et 

al (US 7095716). 
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xi. A first interface to couple to the trusted network and to the un-

trusted network; 

xii. A second interface to couple to a host processor; 

a switching system operable to selectively couple to the first interface or 

the 

second interface; 

xiii. A local data bus, coupled to the switching system (column 4, lines 

28-39 and Fig.2, Fig.3); 

xiv. A plurality of packet engines coupled to the switching system 

system (column 4, lines 28-39 and Fig.2, Fig.3); 

xv. a plurality of cryptographic cores each coupled to one of the 

plurality of packet 

engines system (column 4, lines 28-39 and Fig.2, Fig.3); and 

xvi. A control processor, coupled to the local data bus, to control data 

packet flow 

within the security processor system (column 4, lines 28-39 and Fig.2, 

Fig.3). 

Claim 24: Ke et al discloses an Internet security processor as in claim 23 above, 

and further discloses that the security processor is operable to act as a firewall to 

deny or accept a data packet and to implement a secure communication channel 
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with another computing device in the un-trusted network The one or more 

processing boards can process the received data packets by performing one or 

more of: policy enforcement, virtual private network traffic encryption and 

decryption, key negotiation, firewall protection, network address translation, 

tunne.I encapsulation and de-capsulation, and hot backup between processing 

boards) (column 2 lines 25-58, column 10 lines 46-51, abstract and Fig.6B). 

Claim 25: Ke et al discloses an Internet security processor as in claim 24 above, 

and further discloses that the security processor implements data packet security 

and authentication functions to support the secure communication.channel (After 

the packet passes the inspection provided by the stateful inspection engine (645) 

{e.g., the packet is authenticated){column 11, lines 17-24). 

Claim 26: Ke et al discloses an Internet security processor comprising: 

A trusted network (column 4, lines 28-39 and Fig.2, 3); and 

A secure interface coupled to the trusted network to carry all incoming and 

outgoing communications of the trusted network, wherein the secure interface 

comprises a security processor to handle substantially all security processing for 

the incoming and outgoing communications (column 4, lines 28-39 and Fig. 3, 4). 

Claim 27: Ke et al discloses an Internet security processor as in claim 26 above, 

and further discloses that the security processor performs substantially all 
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network processing for data packet communications traveling to and from the 

trusted network (column 4 line 28 to column 5 line 65, and Fig. 2, 3, 4). · 

Claim 28: Ke et al discloses an Internet security processor as in claim 27 above, 

and further discloses the secure interface handles substantially all security 

processing for the incoming and outgoing communications (column 4 line 28 to 

column 5 line 65, and Fig. 2, 3, 4). 

Claim 29: Ke et al discloses an Internet security processor as in claim 28 above, 

and further discloses that the information security processing comprises IPSec 

processing 

(column 4 line 28 to column 5 line 65, and Fig. 2, 3, 4). 

Claim Rejections - 35 USC§ 103 

7. The following is a quotation of 35 U.S.C. 103(a} which forms the basis for all · 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 7-9, 11, 12, 18, 19, 21, 22 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Krishna et al (US 2003/0014627) in view of Savarda et al (US 

2003/0196081}. · 
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Claims 7, 18: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claims 3 and 14 above, but_ does not explicitly discloses 

that the 

cryptographic core, and the modulo engine are formed on a single chip. 

However, Savarda et al discloses a system fro processing a packet object using 

multiple pipelined processing modules, which further discloses cryptographic 

cor~, and the modulo engine in a single chip (Fig.1 and paragraph [0024]). 

Therefore, it would have been obvious to one having ordinary skill in the art at 

the time the invention was made to include the cryptographic core and the 

modulo engine on a single chip in Krishna et al's disclosure. On would have 

been motivated to do so in order to increase the performance and to lower cost 

associate with the fabrication. 

Claim 8: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Savarda et al further 

discloses a control processor coupled to the local data bus, for exception 

handling of the incoming and outgoing packets (The packet inspection/outbound 

policy module 108 may be configured with multiplexing circuitry to integrate the 

outbound and inbound packet streams into a single stream for pipeline 

processing in the packet co-processor 100. In addition, the packet 

inspection/outbound policy module 108 may be further configured to inspect 

packet-objects to ensure their integrity) (paragraph [0031]). Therefore, it would 
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have been obvious to one having ordinary skill in the art at the time the invention 

was made to handle exception of incoming and outgoing packets in Krishna et 

al's disclosure. On would have been motivated to do so in order to maintain 

system integrity. 

Claim 9: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Krishna et al further 

discloses that a key management engine coupled to the local data bus 

(paragraphs [0011], [0012], [0038], [00~6]). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made 

to couple the key management engine to the local data bus in Krishna et al's 

disclosure. On would have been motivated to do so in order to increase system 

performance. 

Claim 11: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 7 above, and Krishna et al further 

discloses that the security processor handles substantially all security processing 

for the incoming and outgoing packets {The IPSec cryptography protocol 

specifies two levels of lookup: Policy (Security Policy Database (SPD) lookup) 

and Security Association (Security Association Database (.SAD) lookup) 

(paragraphs [0029], [0039], [0056]}. Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to handle 
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Claim 12: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 11 above, and Krishna et al further 

discloses that the security processor further handles substantially all network 

processing for the incoming and outgoing packets (According to this 

configuration, packets are received from the LAN or WAN and go directly through 

the cryptography acceleration chip and are processed as they are received from 

or are about to be sent out on the WAN, providing automatic security processing 

for IP packets) (paragraphs [0029], [0039], [00561). Therefore, it would have been 

obvious to one having ordinary skill in the art at the time the invention was made 

to handle security processing in Krishna et al's disclosu~e. On would have been 

motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 

Claim 19: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, and Krishna et al further discloses a 

memory interface coupled to the local data bus, wherein the memory is coupled 

to the local data bus using the memory interface (Fig. 1A}, but does not explicitly 

discloses a translator coupled to the memory interface to perform translation of 
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data received by the memory interface from the memory. However, Savarda et 

al discloses a system fro processing a packet object using multiple pipelined 

processing modules, which further discloses a translator coupled to the memory 

interface to perform translation of data received by the memory interface from the 

memory (the SAD contains parameter information about each SA. Such 

parameters may include the security protocol algorithms and keys for 

Authentication Header (AH) or Encapsulating Security Payload (ESP) security 

protocols, sequence numbers, protocol mode, and SA lifetime. For outbound 

packets, the SPD is consulted to determine if IPSec processing is required 

· and/or if other processing or discarding of the packet is to be performed. If IPSec 

is required, then the outbound SAD is searched for an existing SA that matches 

the packet profile) (paragraphs [0004), [0009), [0024), [0026]). Therefore, it would 

have been obvious to one having ordinary skill in the art at the time the invention 

was made to include a translator in Krishna et al's disclosure. On would have 

been motivated to do so in order to maintain system integrity by not allowing 

unauthorized access to the system. 

Claim 21 Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, and Savarda et al further 

discloses that the translator performs encryption translation of the received data 

(the cryptographic chip may perform the encryption, decryption, a_nd/or 

authentication transforms as required. After completion of the cryptographic 
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operations, the system processor may further process the packet to finish any 

remaining IPSec transforms} (paragraphs [0007], 0026] and Fig.6). Therefore, it 

would have been obvious to one having ordinary skill in the art at the time the 

invention was made to encrypt received data in Krishna et al's disclosure. On 

would have been motivated to do so in order to maintain system integrity by not 

allowing unauthorized access to the system. 

Claim 22: Krishna et al discloses a distributed processing in a cryptographic 

acceleration chip as in claim 14 above, but does not explicitly discloses a step of 

executing a boot code or a step authenticating the code. However, Savarda et 

al discloses a system fro processing a packet object using multiple pipelined 

processing modules, which further discloses 

xvii. Execute boot code to load firmware for execution by the 

security processor (One approach is based primarily on software. For 

example, dedicated software modules may be developed for execution on 

a workstation to implement the IP packet manipulations, encryption, and 

authentication operations associated with the IPSec protocol)(paragraphs 

[0006], [007], [0019)); and 

xviii. Authenticate the boot code using a mechanism internal to the 10 

security processor prior to operation of the security processor (This 

approach, however, may be limited in its performance as the system 

processor performs many or all of the functions. Encryption, decryption, 
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and/or authentication are typically processor intensive)(paragraphs [0006], 

[007], [0019]). 

Therefore, it would have been obvious to one having ordinary skill in the art at 

the time the invention was made to execute and encrypt the code in Krishna et 

al's disclosure. On would have been motivated to do so in order to maintain 

system integrity by not allowing unauthorized access to the system. 

9. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Krishna 

et al (US 2003/0014627) in view of Savarda et al (US 2003/0196081) as applied to 

claim 19 above, in further view of Carr et al (US 6788800). 

Claim 20: Krishna et al and Savarda et al disclose a distributed processing in a 

cryptographic acceleration chip as in claim 19 above, while neither of them 

explicitly discloses a translator performing steganographic translation of the 

received data. However, Carr et al discloses an authentication object using 

embedded data, which further discloses a step of performing steganographic 

translation of the received data (it also steganographically embeds security data 

into product) (column 1, lines 38-49). Therefore, it would have been obvious to 

one having ordinary skill in the art at the time the invention was made to modify 

the combine system Krishna et al and Savarda et al such as to perform 

steganographic translation. On would have been motivated to do so in order to 

maintain system integrity by not allowing unauthorized access to the system. 
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10. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. · 

b. Huynh et al (US 6983366) Packet processor. 

c. Pandya (US (2004/0010545) Data processing system using internet 

protocos and ROMA. 

d. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Fatoumata Traore whose telephone number is (571) 

270-1685. The examiner can normally be reached Monday through Thursday from 7:00 

a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 

number for Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft 

or Informal faxes, which will not be entered in the application, may be submitted directly 

to the examiner at (571) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the Group Receptionist whose telephone number is 

(571) 272-2100. 

FT 
Wednesday July 25th 2007 

Nassar G. Moazzami 
Supervisory Patent Examiner 
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classif$3 or categori$7 or group$3 USOCR; 
or arrang$5 or sort$3)) FPRS; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

L6 661 713/160 US-PGPUB; ADJ ON 2007/07/25 08:35 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L7 27 6 and 5 US-PGPUB; ADJ ON 2007/07/25 08:44 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 
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LB 4613 713/151 or 713/153 or 713/168 US-PGPUB; ADJ ON 2007/07/25 08:44 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L9 131 5 and 8 US-PGPUB; ADJ ON 2007/07/25 08:44 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

7/25/2007 11:43:56 AM Page 2 
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EAST Search History 

LlO 98 us~4423287-$.DID. OR US-PGPUB; ADJ ON 2007/07/25 08:54 
US-5784459-$.DID. OR USPAT; 
US-4885789-$.DID. OR USOCR; 
US-5619657-$.DID. OR FPRS; 
US-5822431-$.DID. OR EPO; JPO; 
US-5884277-$.DID. OR DERWENT; 
US-6092202-$.DID. OR IBM_TDB 
US-6115819-$.DID. OR 
US-6199113-$.DID. OR 
US-6247129-$.DID. OR 
US-4386234-$.DID. OR 
US-4755940-$.DID. OR 
US-4864615-$.DID. OR 
US-4864616-$.DID. OR 
US-4870681-$.DID. OR 
US-4901348-$.DID. OR 
US-4910773-$.DID. OR 
US-4933971-$.DID. OR 
US-4956862-$.DID. OR 
US-4965568-$.DID. OR 
US-4985919-$.DID. OR 
US-4997288-$.DID. OR 
US-5008936~$.DID. OR 
US-5012515-$.DID. OR 
US-5016277-$.DID. OR 
US-5022076-$.DID. OR 
US-5032979-$.DID. OR 
US-5201000-$.DID. OR 
US-5235641-$.DID. OR 
US-5241594-$.DID. OR 
US-5261070-$.DID. OR 
US-5268962-$.DID. OR 
US-5301231-$.DID. OR 
US-5359660-$.DID. OR 
US-5416842-$.DID. OR 
US-5436857-$.DID. OR 
US-5506393-$.DID. OR 
US-5553280-$.DID. OR 
US-5588060-$.DID. OR 
US-5590196-$.DID. OR 
US-5596718-$.DID. OR 
US-5633933-$.DID. OR 
US-5657388-$.DID. OR 
US-5675771-$.DID. OR 
US-5684950-$.DID. OR -
US-5724274-$.DID. OR 
US-5742845-$.DID .. OR 
US-5774879-$.DID. OR 
US-5778071-$.DID. OR 
US-5781724-$.DID: 
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EAST Search History 

Lll 5 10 and 1 US-PG PUB; ADJ ON 2007/07/25 08:54 
USPAT;. 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L12 16 US-20020108059-$.DID. OR US-PGPUB; ADJ ON 2007/07/25 09:14 
US-5892899-$.DID. OR USPAT; 
US-6049876-$.DID. OR USOCR; 
US-6101255-$.DID. OR FPRS; 
US-20020066014-$.DID. OR EPO;JPO; 
US-5432950-$.DID. OR DERWENT; 
US-5940628-$.DID. OR IBM_TDB 
US-5737760-$.DID. 

L13 2 "20030196081".pn. US-PGPUB; ADJ ON 2007/07/25 09:15 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L14 121 2 and 1 US-PG PUB; ADJ ON 2007/07/25 09:15 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L15 121 14and 1 US-PG PUB; ADJ ON 2007/07/25 09: 16 
USPAT; 
USOCR; ! 

FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

L16 1 13 and 1 US-PG PUB; ADJ ON 2007/07/25 09: 16 
USPAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

51 31272 (processor or' microprocessor or US-PGPUB; ADJ ON 2007/07/24 15:42 
device or computer) same (send$3 USPAT; 
or transfer$3 or receiv$3 ) same USOCR; 
(packet or data or file or message) FPRS; 
same (~ryptograph$3 or encrypt$3 EPO; JPO; 
or encipher$3 or decrypt$3 or DERWENT; 
decipher$3 or scrambl$3) IBM_TDB 
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S2 2362 (processor or microprocessor or US-PGPUB; ADJ ON 2007/07/24 15:42 
device or computer) same (send$3 USPAT; 
or transfer$3 or receiv$3) same USOCR; 
(packet or data or file or message) FPRS; 
same ( cryptograph$3 or encrypt$3 EPO; JPO; 
or encipher$3 or decrypt$3 or DERWENT; 
decipher$3 or scrambl$3)same IBM_TDB 
(bus) 

S3 17568 S1 and (packet or data or file or US-PGPUB; ADJ ON 2007/07/24 15:48 
message) same (classificat$3 or USPAT; 
classif$3 or categori$7 or group$3 USOCR; 
or arrang$5 or sort$3) FPRS; 

EPO; JPO; . 
DERWENT; 
IBM_TDB 

S4 17568 S1 and ((packet or data or file or US-PGPUB; ADJ ON. · 2007/07/25 08:35 
message) same (classificat$3 or USPAT; 
classif$3 or categori$7 or group$3 USOCR; 
or arrang$5 or sort$3)) FPRS; 

EPO; JPO; 
' DERWENT; 

IBM_TDB 

S5 1537 S2 and ((packet or data or file or US-PGPUB; ADJ ON 2007/07/24 15:49 
message) same ( classificat$3 or USPAT; 
classif$3 or categori$7 or group$3 USOCR; 
or arrang$5 or sort$3)) FPRS; 

EPO; JPO; 
DERWENT; 
IBM_TDB 

S6 3731 S4 and (security same US-PGPUB; ADJ ON 2007/07/24 15:50 
management) USPAT; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

S7 451 S6 and {(incom$3 or outg$3)same US-PGPUB; ADJ ON 2007/07/24 15:51 
packet) USPAT; 

USOCR; 
FPRS; 
EPO;JPO; 
DERWENT; 
IBM_TDB 

S8 0 S7 and (packet near engine same US-PGPUB; ADJ ON 2007/07/24 15:52 
bus same cryptogra$3) USPAT; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

7/25/2007 11:43:56 AM Page 5 
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59 28 57 and (packet near engine) U5-PGPUB; ADJ ON 2007/07/25 08:04 
U5PAT; 
U5OCR; 

.FPR5; 
EPO; JPO; 
DERWENT; 
IBM_TDB 
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May. 23.. 2005 9: 14AM INGRASSIA FISHER & LORENZ PC No. 9859 P. 1 

INGRASSIA FISHER & LORENZ, 
7150 E. CAMELBACK, SUITE 325 

SCO'ITSDALE, ARIZONA 85251 

P · C • A!OEIVED 
CENTRAL FAX CENTER 

Telephone: (480) 385-5060 MAY23 m 
Facsimile: (480) 385-5061 

FACSIMILE TRANSMITTAL SHEET 

TO: FROM: $> 
Pm:r.1.D. Arnrozowicz, Reg. No. 45,264 

COMPANY: 

USPTO 
FAX l>iv':MBER; 

(703) 872-9306 
PHONE NUMBER: 

Rli: 

(703) 308-4357 

Third Subntlssion of Revocation Of 
Power Of Attomey With 
Appointment Of New Power Of 
Attomey And Change Of 
Cottespondence Address 

N()Ti!.$/COMMENTS; 

DA'l'.6.: 

MONDAY, MAY 23, 2005 
TOTAL NO, OP PAOES lNCLt:DING COVER: 

tO 
SENDER'S REFERENCE .:-lt:M'.BER: 

4224-25 us (044.0003) 
REFEllTO,iO"\ NUMBER; 

10/903,785 

FORMAL COMMUNICATION 
INTENDED FOR ENTRY 

nus .MESSAGE 13 L',.~'i"DBD ONLY !'OR 'r.HI;. i.:s,-: OP nu; l:s'DIVfDIJ.'I.L Oll 1!..',."TITY TO WHICH IT IS ADOIU'..\Sl'..U,,a\,.XD M.W COl)."fAJ:>i 

n--POR.',!AnON TIUT IS PIUVILl1.GI!O, COSPl0£NTIAJ. -~:O.D 'F'-"<E.'\l:l'T fllO)l DISCLOS1.,"Jt5 t:~Dl!ll APPLJC.-\.BLE Lo\.WS. IP "l'H'l-: tu-:.N:>liJ'­

()'f T!ilS .~F,SS.hOE 15 :,.;oT nm [STE,.'(Dl!.O REC!Pm:-."T. OR. THE £),!l>LOYE£ OB. ./\Cll:.l-:1' 'ltESPO)';S!BLE !"OR Dl:'.!JVER.IXG T.lm 

!\IBSS.AGB TO THE 1:STJ!..'(01!0 R.E.CJ?re:ST, YOU 11.R.f! HEl\liJlY XOTlflll!.D TJUT .-1..'IIY OJSSEMISATlO.:S:, .tJISn',11!1,7'.10:-; OR COl'YIXG OP 

THIS CO:l-OIUSICATIO:-i IS STRICTLY PllOHmIT£0. IP YOU :flhVe 21.eClUVED THJS CO~l[t,--:•<IC.HIO~ 1:0- ERllO!t, PLEAS,£ so·n~-y vs 

JMMl:'JJlll'l'UY BY n;u;rxO;-;-R A.',."]) IU?Tl.,'JL'i OIUGJS.U llESSAGE TO us .\'r "l"!fl'- 11.&0VE ADDRESS VJA (j,5. POSTAL S!!RVJC!L 

TH.,\ .. '(K YOU. 
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May. 23 .. 2005 9: 15AM INGRASSIA FISHER & LORENZ PC No. 9859 P. 2 

UTILITY PATENT 

IN TBE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of: John M. DA VIS et al. 

Serial No.: 10/903,785 

Filed: July 30, 2004 

Group Art Unit: 2135 

Examiner: Unknown 

Confirmation No.: 4954 

For: 'SYSTEM AND METHOD FOR A SECURE I/O INTERFACE 

Docket No.: 4224-25 US (044.0003) 

Customer No. : 29906 

FIEOEIVED 
CENTRAL FAX C!N'i'!R'! 

MAY 2 3 mi 

n the date shown below to 

on 

THJRD SUBMISSIO 
REVOCATION OF POWER OF ATTORNE THAPPOINTMEN OF· 
POWER OF ATTORNEY AND CHANGE OF CORRESPONDENCE ADDRESS 

Co.nunissioner for Patents 
P.O. Box 1450 
Alexandria. VA 22313-1450 

Sir: 

· On October 18, 2004, Applicant submitted a combined Revocation and Power of 

Attorney and Appointment of New Power of Attorney and Change of Correspondence 

Address (hereinafter 11t:he Request») for 2 patents and 21 pending patent applications 

presently assigned to the Assignee of the instant application. The Request included a· 

listing of each patent and patent application for which the requested change should be 

made.· 

1 
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May: 23 .. 2005 9: 15AM INGRASSIA FISHER & LORENZ PC No. 9859 P. 3 

Applicant's current representatives checked the Patent Application Infonnation 

and Retrieval (PAIR} system and noted that the electronic file wrappers for each of the 

applications for which the requested change was made includes a copy of the Request. 

However, of the 21 applications included in the initial Request, only~ had the requested 

correspondence address change implemented. Thus, Applicants filed a Second 

Submission of Revocation of Power of Attorney With Appointment of New Power of 

Attorney and Change of Correspondence Address on February 3, 2005. 

Once again Applicant's current representatives have checked the Patent 

Application Information and Retrieval (PAIR) system and note that the electronic file 

wrappers for each of the applications for which the requested ~ge was made includes a 

copy of the Request. However, of the 18 applications included in the Second Request, 

only .2 had the requested correspondence address change implemented. 

In the in~ correspondence from the U.S. Patent and Trademark Office 

continues to be sent to the previous correspondence address(es) of record, resulting in 

wasted time and effort on the part of several involved parties. As such, the Assignee of 

the above-referenced application once again requests that the Office please: 

Revoke all previous powers of attorney in this application; 

Appoint the practitioners associated with Customer Number 29906; 

and 

Change the con.-espondence address for this application to the address 

associated with Customer Number 29906. 

2 
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. May. 23 .. 2005 9: 15AM INGRASSIA FISHER & LORENZ PC No. 9859 P. 4 

A copy of the Request that was submitted on October 18. 2004, which included a 

Statement under 37 CFR 3. 73(b) from the Assignee, and a copy of the Second Request 

filed on February 31 20051 are included herewith. 

Dated: 5 /4 )/4 ~ r1 

3 

Respectfully submitte~ 
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May. 23 .. 2005 9: 15AM INGRASSIA FISHER & LORENZ PC 

[ 

No. 9859 P. 5 

UTILITY PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE RECEIVED 
CENTRAL.FAXOENTER 

In re application of: John M. DA VIS et al. Group Art Unit: 2135 MAY 2 3 2005 
Serial No.: 

Filed: 

10/903,785 

July 30, 2004 

Examiner: Unlmown 

Confirmation No.: 4954 

For: SYSTEM AND ME1HOD FOR A SECURE I/O INTERFACE 

Docket No.: 4224-25 US (044.0003) 

Customer No. : 29906 

Commissioner for Patents 
- P.O.' Box 1450 

Alexandria, VA 22313-1450 

Sir: 

On Ociober 18, 2004, Applicant submitted a combined Revocation and Power of 

Attorney and Appointment of New Power 9f Attorney and Change of Correspondence 
. . 

A~dress. (hereinafter "the Request") for 2 patents and 21 pending patent applications 

ptesently assigned to the Assignee of the instant application. The Request included a 

· listing of each patent and patent application for which the requested change should be 

roade. 

l 
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May. 23 .. 2005 9:15AM. INGRASSIA FISHER & LORENZ PC No. 9859 P. 6 

Applicant's current representatives have checked the Patent Application 

Information and Retrieval (PAIR) system and note that the electronic file wrappers for 

each of the applications for which the requested change was made includes a copy of the 

Request. However, of the 21 applications included in the initial Request, only i have had 

the requested correspondence address change implemented. The inst.ant application is not 

one of those three. 

In the interim, COITeSpondence from the U.S. Patent and Trademark Office 

continues to be sent to the previous conespondence address( es) of record, resulting in . 

wasted time and effort on the part of several involved parties. As such, the Assignee of 

the above-referenced application once again requests that the Office please: 

Revoke all previous powers of attorney in this application; 

Appoint the practitioners associated with Customer Number 29906; 

and 

Change the correspondence address for this application to the address 

associated with Customer Number 29906. 

A copy of the Request that was submitted on October 18, 2004, which included a 

Sta~ent under 37 CFR 3. 73(b) from the Assignee, is included herewith. 

Respectfully submitted,. 

Dated: d~/c -~--,-, ----

2 
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1~a ... L~LJOt~: ... t16A~8054L~~R~SSIA FISHER & LORE~.1~r .. No. 9859 P. 7 

• r( . RECEIVJD 
CENTRAL FAX CENTER 

l"'P.\:JI::. 02. 

MAY 2 3 2005 
urtLITY PArnNT 

1N THE UNITED STATES J:'A TENT AND TRADEMA!UC OFFICE 

REVOCATION OF POWER OF AllQRNEY WITH APPOINT.M.ENT OP NEW 
roWER Of ATIORNE! AND CHANG;J; OF COBBJSPQNDENCE ADDRESS 

REVOCATION OF POWER.OF AIIQRNEY W1'Ill APPOINTMENT OF NEW 
E,OWEROF ATTORNEY 

I bereby revo~ all previous powers of attoroey given in each of the pending U.S. 

patent applications listed in the attached Exhibit A and in each of the issued U.S. patents 

listed in the attached Bxhl'bit B. 

l hereby appoint the prac.titioners associate_d with Customer Number 29.906 in 

each of'the above-identified matters. 

CHANGE QF CQRRESPOW,ENCB ADPBRSS 

Please change the comispondence address for each of tbe pendmg U.S. pate.at 
I" • 

applicatioos listed in the attached Exlµbit A and fo.r each of the issued U.S. patel).ts listed 

in the attached Exhibit B to the address associated with Customer Number 29906. 

I am the Assigneeofreeord o:tth6 ~ .interest of each o£the pending U.S. 

pa.tent applications each of the issued U.S. patents. A Sta.tement under 37 CPR 3. 73(b) is 

included. · 

As&ignee of Interest: Corrent Corporation 

' . 

By: . ~-==-~-
Name: e . Takahashi 
Title: CEO. Presi'dent . 

! . . ......... . 
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· No. 9859 P 8 
~/-'I.%. 03 

UTJLITY PATENT 

IN THE UNITED Sl'A TES PATENT ...iiJ TRADEMARK OFFICE 
• J 

STATEMENT JJNDER 37 ~ 3. 73lbl 
I 

The undorsigned ia • representative anthoj and ODIJlowelW to /IOI D'II behalf of 
. J 

Corrent Corporation (hereina:tler 11Assignee~). and· ~es that it is the assignee of the 

entire right, tirJe, and interest in and to each of ti patent applications listed in the 
I . . 

attached Exhibit A and each of the issued patents 1isted in the attached Exhibit B by 

virtue of ~e respective assignments ftom ~he inventor(s) of t,he patent 

applications/patents icrentified in .the attached Exhibits. The assignments were each 
·, I 

recorded in th~ U.S. Patent and Trademark Office lat the Reel/Frame i-ndicated in the 

attached :Exhibits. 

jy. fi ·-t/P----: 
Name: R.ichard Takahashi 
llitie; CEO, President· 

I 
! 
I 
I 
I 

I 
I 
i 
I 
I. 
j • 

. \ 

. .. .. . . . . 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

0 BLACK BORDERS 

0 IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

0 FADED TEXT OR DRAWING 

0 BLURRED OR ILLEGIBLE TEXT OR DRAWING 

0 SKEWED/SLANTED IMAGES 

0 COLOR OR BLACK AND WHITE PHOTOGRAPHS 

INES OR MARKS ON ORIGINAL DOCUMENT 

0 REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: ---------------------
IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 
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t 
, .. 
i 

EXHIBIT A 

t;ftr~t~~t~~~~l~1Wi?it:£#·~~;~f{J~~1t1fl??;filtt~!t~~lGf~t~i~ff;¥~ttfft~!{f:I¥J:i~Jzfir1~~•i: 
l0/144,004 · 05/13/02 013437/0592 
10/144.,332 . 05/13/02 013562/09~2 
09/978,742 10/16/01 012675/0184 
10/172~814 06/12/02 .013223/0463 
0_9/998,715 11/30/01 012344/0870 
09/911,149 07/23/01 012045/0727. 
091921,677 QS/03/01 0120(jl/0464 
09/877A73 · 06/08/01 011908/0162 
09/880,701 06/13/01 012281/0840 
10/144,195 05/13/02 0'13457/0718 
10/144,197 05/13/02 013562/0929 
09/970.901 10/04/01' 012582'0026 
.09./994,141 .. 11/26/01 012749/0976 
09/971;325 . 10/04/01 012239/0040 
09/877,470 06/08/01 011907/0894 
09/880, 700 · 06/13/01 . 012272/0744 
091$80,699 06/13/01 · 012272/0737 
10/161,070 05/31/02 013255/0672 . 
10/160,330. ·05/30/02 01:~972/0159 
10/191,632 07/09/02 013457/0672. · 
10/90j,78S 07/30/04 See attached Assfonmeot 

.J 

'• . . . . 
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( r 

BXHIBITB 

,.. 

. . . .. •.·. 
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Feb. 3. 2005 11:57AM INGRASSIA FISHER & LORENZ PC No. 7194 P. 1 

IN G .RAS S I A F I SHE R & L O RENZ , P . C . 
7150 E. CA.i.\1ELBACK, SUITE 325 

SCOTTSDALE, ARIZONA 852S1 

Telephone: (480) 385-5060 

RECEIVED 
CENTRAL FAX CENTER 

Facsimile: (480) 385-5061 FEB O 3 2005 

FACSIMILE TRANSMITTAL SHEET 

TO: FROM: 7'f't ~ 
Paul D. Amrozowie:t, Reg. No. 4'i,2,¥>::' o/4&, 

COMPANY: 

USPI'O 
l'A'lt NU:MlJERl 

(703) 872-9306 
PliONS NCMBE.R: 

R.li.: 

(703) 308-4357 

Second Submission of Revocation Of 
Power Of Attom.ey With 
Appointm.ent Of New Powet Of 
Attorney And~ Of 
Co.ttespondenc.e Address 

NOT&~/COMMBNTS: 

DA'J'.F~ 

TI:IURSDAY, FEBRUARY 03, 2005 -
TOTAL NO. OF PAGES JNCLUDL'l!G C()VF;R: 

7 
SE..'IDER'S !Uil'Elll'\NC..Ti Nt:MllER; 

044.0003 
.11.EPBRENCE NUMBER: 

10/903,785 

FORMAL COMMUNICATION 
INTENDED FOR ENTRY 

THIS msSAGB 1S c:rn:-.Ol!l) O!,;L'I' l'Olt '11{~: U$Y. OJ' THE IXDIYIDl.;.\L OR E:S"TJTY TO WIUOf IT IS .',Dt>IU!SSEJ), A~D ~UY CO:s-1".·\t.'­

C-,."'!'(JJ\.'l,(,\TIO:N lHAT IS PIUVIIJ?GllO, co:-.Fml!~'TIAL A:-;:1:> K:n::i.c,,T 1"10)1.l:>ISCLOSt;RE 1.::,,:0:u APPLICABLE LAW!. II.' THI? lUBD:Ell 

OP THIS :\IESS.\GR IS .S01' no; I:STE:SOED R.ECIPill.."-;T, OR THll I!.."dPLOY:EE Oil AG~::...:'1' JU!SPOi-:St8t.E FOR D!!:.1.1\'ERl::-:G THE 

)IBSSAGB TO THE I~"TE:SDED IU:CIPJ/,."S'r, YOU A.'11!. Kf.R.El!T XOTIPIED TH.U -~::,.:y DISSI!.\ll~ATIO:,,J, D!Sn.tBUTIOs Oil COVYJ;:.;() OF 

'l'l:!JS COM:-11,.~JC.\TJO:S IS STRICTLY PROH!BITEO. IF YOL' H,W.K JU-:Cf.1','.80 THIS CO:i.DIUXIC..\TIOX I~ l!JUlOR. PLB.'1.$1! :,,;onl'Y us 

l:\l~ll::01.\Tl?LY B):' 1'EL!::ntO:-e. A."1> RETUR.'I Ol!GI:X.U :\IESSAGI? 'tO US .\T THE ABOV~ hDl:>K>'.SS \'lJI. U.S. POST.U. SEll\,CE, 

TIIA:S-lt YOU. 
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Feb. 3. 2005 11:58AM INGRASSIA FISHER & LORENZ PC No.7194 P.2 

UTILITY PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of: John M. DA VIS et al. 

Serial No.: 10/903,785 

Filed: July 30, 2004 

Group Art Unit: 2135 

Examiner: Unknown 

Confirmation No.: 4954 

RECEIVED 
CENTRAL FAX CENTER 

FEB 0 3 2005 

For: SYSTEM AND METHOD FOR A SECURE I/O INTERFACE 

Docket No.: 4224~25 US (044.0003) 

Customer No. : 29906 

SECONDS 
REVOCATION OF POWER OF ATf 
POWER OF ATTORNEY AND C 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

tftttJhfflli
0ned by facsimile on the date shown below to 

9.306. 

OF CORRESPONDENCE ADDRESS 

On October 18, 2004, Applicant submitted a combined Revocation and. Power of 

Attorney and Appointment of New Power of Attorney and Change of Correspondence 

Address (hereinafter "the Request") for 2 patents and 21 pending patent applications 

presently assigned to the Assignee of the instant application. The Request included a 

listing of each patent and patent application for which the requested change should be 

made. 
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Feb. 3. 2005 11:58AM· INGRASSIA FISHER & LORENZ PC No. 7194 P. 3 

Applicant's current representatives have checked the Patent Application 

Information and Retrieval (PAIR) system and .note that the electronic file wrappers for 

each of the applications for which the requested change was made includes a copy of the 

Request. However, of the 21 applications included in the initial Request, only~ have had 

the requested correspondence address change implemented. The instant application is not 

one of those three. 

In the interim, correspondence from the U.S. Patent and Trademark Office 

continues to be sent to the previous correspondence· address(es) of record, resulting in 

wasted time and effort on the part of several involved parties. As such, the Assignee of 

the above-referenced application once again requests that the Office please: 

Revoke all previous powers of attorney in this application; 

Appoint the practitioners associated with Customer Number 29906; 

and 

Change the correspondence address for this application to the address 

associated with Customer Number~-

A copy of the Request that was submitted on October 18, 2004, which included a 

Statement wider 37 CFR 3.?3(b) from the Assignee, is included herewith. 

Respectfully submitted, 

Dated: 01~ -~--t-_,, .......... __ _ 

2 
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UI'lLITY PATBNT 

IN THE UNITED STATES PATENT AND TRADEMA.lU( OFFICE 

REVOCATION Of POWER QF ATI'ORNJ:Y wrm APPOINTMENT OF NEW 
POWER OP ATTORNEY AND CHANGE OF CORRESfONDENCE ADDRESS 

REVOCATION OF POWER. OF AITQRNEY WITH APPOINTMENT OF NEW 
powim, OF A'ITORNKY 

I hereby revo~ all previous .powers of attorney given in each of the pending U. S, 

patent applications listed in the attached Exhibit A and in each of the issued U.S. patents 

listed in the attached Exlu1>it B. 

I hereby _appoint the practitioners associated with Customer Number 29906 in 

each of the above--idemified matte.rs, 

CHANGE OP CORRESfi>NDENCE .ADDRESS 

Please change the co~pondence addn:ss fof each of the pending U.S. patent 

applications listed in the attached.&hibit A and for each of the issued·u.s. patents listed 

in the attached Exhibit B to the address associated with Customer Number 29906, 

I am the Assigneeofrecord of the ent.ite interest of each o£the pending U.S. 

patent applic:arions each of the issued U.S. patents, A Statement under 3 7 CFR. 3. 7l(b) is 

included. 

Assignee oflmerest: Corrent Coi:pounion 

Date: By: . . ~,.o-.i-=-----= 
Name.: Richard Tak~hi 
Title: CBO. President 

. l 
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UTILITY PATENT 
r 

IN THE UN.IT.ED STATES PATENT ANii TRADEMARK OFFICE 
. i 

STAT£MENT UNDER 37 ¢FR 3. 73{b) 
. ! 

The underaigned i9 • mpresentativc anthoJ and empowcml to aot oo behalf of 

Conent Corporation (hereinafier .. Assignee~). and· lhates that it is the assignee of the 

entire right, title, and interest in and to each of t~e patent applications listed in the 

attached Exhibit A and each of the iswed patents ~isted in the attached EKhibit B by 

-virtue of' the respeciive assignments from ~he inventor(s) of the patent 

applications/pa.tents identified in the attached .Exhibits. The assignments were each 
I 

recorded in the U.S. Patent and Trademark Office !at the Reel/Frame indicated in the 
• I 

attached Exhibits. ! 

1 . 

I . 

J,,,/4-~-.. 
Name: Richard Takahashi 
]it1e: CEO. President· 

I 

I 
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EXHIBIT A 

:f"(~ffi>.~~~IC'JCS,_ ~~~~•="" --c~-..;•-.• .• ,:"F!]~f\'::,,:,=:;:-=-7~ •;:i;-=~••-~j 
~1~!=~,,l!l ff. __ ~~T .. l"-, •• ,ilt.;•-4~:c,;:, it m .. J:Ul.!~~t,f.ffi'~~l~~tilili;@_i~ iitf: ~ift~~it~ 

1-0/144.004 05/13/02 013437/0592 
10/144,332 05/13/02 013562/0932 
09/978,742 10/16/01 012675/0184 
10/172,814 06/12/02 013223/0463 
091998.715 11/30/01 012344/0870 
09/911,149 0712.3/01 012045/0727 
09/921,677 QS/03/01 012061/0464 
09/877,473 · 06/08/01 011908/0162 
09/880,701 06/13/01 012281/0840 
10/144,195 05/13/02 013457/0718 
10/144,197 05/13/02 013562/0929 
09/970,901 10/04/01 012582/0026 
09/994,141 11/26/01 012749/0976 
09/971.325 10/04/01 012239/0040 
09/877,470 06/08/01 011907/0894 
09/880. 700 · 06/13/01 . 012272/0744 
09/880,699 06/13/01 012272/0737 
10/161,070 05/31/02 013255/0672 
10/160,330. 05/30/02 012972/0159 
10/191,632 07/09/02 013457/0672 
10/903,785 07/30/04 See attached Assignment 
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Filing Date 

First Named Inventor 

Art Unit 

Examiner Name 

PTOISB/21 (OJ/0 
Approved for use through 07/31/2006. 0MB 0651--0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE . . . . 

July 30, 2004 

John M. DAVIS 

2135 

rrespondence after initial filing) 
Unknown 

□ 

□ 

□ 
□ 
0 

□ 
□ 

Fee Transmittal Form 

□ Fee Attached 

AmendmenUReply 

D After Final 

D Affidavits/declaration(s) 

Extension of Time Request 

Express Abandonment Request 

Information Disclosure Statement 

Certified Copy of Priority 
Document(s) 

-Reply to Missing Parts/ 
Incomplete Application 
□ Reply to Missing Parts 

under 37 CFR 1.52 or 1.53 

Firm Name 

Signature 

Printed name 

Data 

,I hereby certify that this correspo 
sufficient postage as first class 
the date shown below: 
Signature 

Typed or printed name 

8 
Attorney Docket Number 4224-25 us (044.0003) 

ENCLOSURES (Check all that apply) 

□ 
□ 
□· 

Drawing(s) 

Licensing-related Papers 

Petition 

Petition to Convert to a 
Provisional Application 
Power of Attorney, Revocation 
Change of Correspondence Address 

Terminal Disclaimer 

□ 
□ 
□ 
□ 
□ 
0 

After Allowance Communication to TC 

Appeal Communication to Board 
of Appeals and Interferences 

Appeal Communication to TC 
(Appeal Notice, Brief, Reply Brief) 

Proprietary Information 

Status Letter 

Other Enclosure(s) (please Identify 
below): 

□ 
□ 
□ 
□ 
□ 

Request for Refund PTO/SB/OBA including 21 references. 

CD, Number of CD(s} ____ _ 

D Landscape Tabla on CD 

Remarks 

Reg. No. 45,264 

TIFICATE OF TRANSMISSION/MAILING 

being f csimile transmitted to the USPTO or deposited with the United States Postal Service with 
nvelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on 

Date 

This collection of information is required y 37 FR 1.5. The ini m on is required to obtain or retain a benefit by the public which is to 1le (and by the USPTO to 
process) an application. Confidentiali~ is go rned by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting t e c pleted application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complet is form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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UTILITY PA TENT 

THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Application of: John M. DA VIS . 

Serial No.: 

Filed: 
C 

10/903,785 

July 30, 2004 

Art Unit: 2135 

Examiner: Unknown 

Attny. Docket No.: 4224-25 US (044.0003) 

For: SYSTEM AND METHOD FOR A SECURE I/0 INTERFACE 

CERTIFICATE OF MAIL 

e United States Postal Service with 
endment, Commissioner for Patents, 

I hereby certify that this correspondence i 
sufficient postage as First Class mail in an envelope 
P.O. Box 145

7
0 Alexandria, VA22313-1450. 

on ,z(::r, _() { . Signature: _ _,t;,.h4.L~t:::Jz=:;2J-~~==1:=-----

INFORMATION DIS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

In accordance with 37 C.F.R. 1.56 and in a manner prescribed by 37 C.F.R. 1.97 and 
1.98, this Information Disclosure Statement IDS is being submitted herewith for consideration by 
the United States Patent and Trademark Office. 

I. CONTENT 
This iDS includes: 

IZ! A list of all patents, publications, applications, or other information submitted for 
consideration by the Office on PTO form SB/08A, which is included herewith; 
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II. 

III. 

If required, a legible copy of: (i) each U.S. patent application publication and U.S. 
and foreign patent; (ii) each publication or that portion which caused it to be 
listed; and (iii) each cited pending U.S. application, the application specification 
including claims, and any drawing of the application, or that portion of the 
application which caused it to be ·listed including any claims directed to that 
portion; and (iv) all other information or that portion which caused it to be listed, 
unless subsequently provided in this IDS. 

CONCISE EXPLANATION OF THE RELEVANCE (check at least one box) 

~ Except as may be subsequently indicated in this section II, a concise explanation 
is not required as all of the patents, publications, applications or other information 
are in the English language, or the degree of relevance of each is indicated in the 
English language version of the International Search Report, which accompanies 
this IDS. 

D A concise explanation of the relevance, as it is presently understood by the 
individual designated in 1.56(a) most knowledgeable about the content of the 
information, of all patents, publications, applications or other information listed 
that is not in the English language. 

D A copy of the translation of a non-English Language document, or portion 
thereof. ( e.g., a translation of an abstract) . 

D Any patent, publication, pending U.S. application or other information that is 
listed on PTO form SB/08A, which are not enclosed herewith were previously 
cited by or submitted to the Office in one of the following applications that has 
been relied on for an earlier effective filing date under 35 U.S.C 120 and the IDS 
submitted in the earlier application complies with paragraphs (a) through (c) of 
1.98: 

I U.S. Aeplication Serial No. I U.S. Filing Date 

THIS IDS IS BEING FILED UNDER 37 C.F.R. l.97(b): (check one box) 

D Within three months of the filing date of a national application other than a 
continued prosecution application under 1.53( d). 

D Within three months of the date of entry of the national stage as set forth in 1.491 
in an international application. 

Before the mailing date of a first Office Action on the merits. In the event that a 
first Office Action on the merits has been mailed, please consider this IDS under 
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37 C.F.R. l.97(c) and see the statement under l.97(e) fil: charge deposit account 
50-2091 the fee specified by 37 C.F.R. 1. l 7(p) if such statement is not selected in 
Section VI. 

D Before the mailing of a first Office Action after the filing of a request for 
continued examination under 1.114. 

IV. THIS IDS IS BEING FILED UNDER 37 C.F.R. l.97(c): 

V. 

VI. 

D After the period specified in 27 C.F.R. 1.97(b) and before the mailing date of any 
of a final action under 1.113, a notice of allowance under 1.311 or an action that 
otherwise closes prosecution in the application, and accompanied by: 

D a statement specified in 1.97( e) as subsequently provided in this IDS; or 

D the fee set forth in 1.17(p). 

THIS IDS IS BEING FILED UNDER 37 C.F.R. l.97(d): 

D After the period specified in 27 C.F.R. 1.97(c) and on or before the payment of 
the issue fee, and it is accompanied by a statement specified in l.97(e) as 
subsequently provided in this IDS and the fee set forth in l. l 7(p ). 

Statement under 37 C.F.R. l.97(e) (check only one box) 
The undersigned hereby states that: 

D Each item of information contained in the IDS was first cited in any 
communication from a foreign patent office in a counterpart foreign application 
not more than three months prior to the filing of this IDS. 

D No item of information contained in the IDS was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to knowledge of the 
person signing the certification after making reasonable inquiry, no item of 
information contained in the IDS was known to any individual designated in 3 7 
C.F.R. l.56(c) more than three months prior to the filing of this IDS. 

VII. PAYMENT OF FEES (check one box) 

□ A check in the amount of$ ____ is enclosed for fees due with respect to this 
IDS. 

D Please charge Deposit Account No._in the amount of 
$ _____ for the fees due with respect to this IDS. A duplicate copy of this 
paper is included with this IDS. 
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VIII. CONCLUSION 
It is respectfully submitted that the claims presently on file patently distinguish the 

present invention from each of these references cited in this IDS. The references cited in this 
IDS are being cited only in the interests of candor and without any admission that they constitute 
statutory prior art or contain matter which anticipates the invention or which would render the 
same obvious, either singly or in a combination, to a person of ordinary skill in the art. 
Furthermore the filing of this IDS should not be construed to be an admission that the 
information cited in this IDS is, or is considered to be, material to patentability ·as defined in 
l .56(b ). In addition, the filing of this IDS should not be construed as a representation that a 
search has been made. 

If the Examiner has any questions concerning this IDS, the Examiner is requested to 
contact the undersigned at the telephone number associated with Customer No. 29906. If it is 
determined that this IDS has been filed under the wrong rule, the PTO is requested to consider 
this IDS under the proper rule, with a petition if necessary, and charge the appropriate fee to 
Deposit Account No. 50-2091. 

Please charge any additional fees or credit any overp 
Account No. 50-2091. 

Date: 1 i-/2 / ef 
I I 

Ingrassia Fisher & Lorenz, P.C. 
Customer No. 29906 

Enclosures: ~ 
~ 
□ 
□ 
□ 

PTO-SB/0SA 
References 
Foreign Search Report 
Fee 
Other: 
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PTO/SB/OBA (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperworll Reduction Act of 1995, no persons are required to res ond to a collection of information unless it displays a valid 0MB control number. 

Substitute for form 1449/PTO 
Complete if Known 

Aoolication Number 10/903,785 

Filing Date July 30, 2004 

INFORMATION DISCLOSURE First Named Inventor John M. DAVIS 

STATEMENT BY APPLICANT Art Unit 2135 
(use as many sheets as necessary) 

Examiner Name Unknown 

/J. heet I 1 I ot I 3 Attorney Docket Number 4224-25 us (044.0003) 

Examiner Cite 
Initials* No.1 

Examiner Cite 
Initials* No.1 

I Examiner 
~i9nature 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or 

Number - Kind Code2 Cif known) 
MM-DD-YYYY Applicant of Cited Document 

US-2002/0066014 A 1 05/30/2002 Dworkin et al. 
US-2002/0108059 A 1 08/08/2002 Canion et al. 
US-5,432,950 07/11/1995 Sibiatroth 
US-5, 737,760 04/07/1998 Grimmer, Jr. et al. 
US-5,892,899 04/06/1999 Aucsmith et al. 
US-5,940,626 08/17/1999 Sollars 
US-6041122 03/21/2000 Graunke et al. 
US-6,049,876 04/11/2000 Moughanni et al. 
US-6, 101 255 08/08/2000 Harrison et al. 
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-
US-

FOREIGN PATENT DOCUMENTS 
Foreign Patent Document 

Publication Date Name of Patentee or 

Country Code3 
- Number• - Kind Code5 (if known MM-DD-YYYY Applicant of Cited Document 

Date 
Considered 

Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 

Pages, Columns, Lines, 
Where Relevant Passages 
or Relevant Figures Appear 

,.. 

Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation in not in conformance and 
not considered. Include copy of this form with next communication to applicant. 'Applicant's unique citation designation number (optional). 2See Kinds 
Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. 3Enter Office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 4For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent . 
document. 5Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if possible. 6Applicant is to place 
a check mark here if English language Translation is attached. · 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file 
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 1_22 and 37 CFR 1.14. This collection is estimated to take 2 
hours to complete, including gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the 
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to 
the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and selection option 2. 



't PTO/SB/08b (08-03) 
Approved for use through 06/30/2006. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

Substitute for form 1449B/PTO Application Number 

Complete if Known 
10/903,785 

Filing Date July 30, 2004 
INFORMATION DISCLOSURE First Named Inventor John M. DAVIS 

STATEMENT BY APPLICANT Art Unit 2135 
(use as many sheets as necessary) Examiner Name Unknown 

Sheet I 2 I I 3 Attorney Docket Number 4224-25 us (044.0003) 

NON PATENT LITERATURE DOCUMENTS 
examiner 1.,;1te., Include name of the author (in CAPITAL LETTERS), title of the article then appropriate), title of the item T2 Initials* No. (book, magazine,Journal, serial, symposium, catalog, etc.), date, pages), volume-issue number(s), 

oublisher citv an /or countrv where oublished. 
MOTOROLA, Digital DNA, Technical Summary, MPC184TS/D, Rev. 1, 6/2002, MPC 184 
Security Processor 
Intel® IXP2400 Network Processor: Flexible, High-Performance Solution for 
Access and Edqe ADDlications DD. 1-7. 
Intel® Addressing Next-Generation CPE Challenges, The Role of the Intel® 
XScale™ Technology-based Intel® IXP425 Network Processor in CPE, Intel® 
Internet Exchanae Architecture, Februarv 2002 nn. 1-8 .. 
Delivering the Next Generation of Broadband Services over the Last Mile, 
Introducing a New Multi-Service Processor Architecture™, Brecis Communications, 
March, 2001, DD. 1-8. 
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however, are missing. Applicant la given TWO MONTHS from the date of this Natice·within which to flle ell 
required lteme and pay any fees required below to avoid abandonment. Extensions of time may be obt1lnsd by 
filing a petlUon accompanlad by the extension fM under the provisions of 37 OFR 1.1Sl3(a), 

• The oath or tleefaration Is unsigned. 
• To avoid abandonment, a late fillng fee or oath or dtcl$ratlon surcharge as set forth in 37 CFR 1.1 S(e) of 

$65 for a smaU entity In compQanee With 37 CFR 12.7, must be submitted With the missing ltams ldBntified 
In this letter. 

Tot.al addltfonal fee(s) required for this appffoa11on fa HS for a Small Entity 

• $65 Late oath or deelarauori Surcharge. 

Replies should be malled to: Mell Stop Missing Parts 

Commissioner for Patents 
P.O. Box 1450 

Alexandl1a VA 22313--1450 

A. ~opy of this notice Ml1$T 6tt _return,el. with the nply. OCT f & 2ffl14 

pQ,RTFOOO 

PAGE 718 ~ RCVD AT 11122/200412:30:49 PM ~astern Standard TlmeJ * SVR:USPTO-EFXRF·2/1 'DNIS:7464060 * CSID:4803855061 * DURATION (mm-ss):03-04 

-g;; 
~ 
in 

M ex: "' 0 ,::::, 
0 g 0 
0 
0 

~ 0 



. •· 
Nov. 22. 2004 10:31AM INGRASSIA FISHER & LORENZ PC No.5610 P. 8 

Page 2 of1 

CUstDmar co C.::ntr.r 
I:oltial Paten Bxarninatian Division (703) 308-1202 

PAR.t 2 - COPY TO BB RETURNED WITH' :RESPONSE 

PAGE 818 1 RCVD AT 11/221200412:30:49 PM ~astern Standard TlmeJ I SVR:USPTO-EfXRF,2/1 1 DNIS:7464060 * CSID:4803855061 * DURATION (mm-ss):03,04 · 



-► 
a. 
8 
w _, 
Ill ··:3 
;:c 

--:> 
<( 

..... 
ffi 
tr 

Nov. 22. 2004 10: 30AM INGRASSIA FISHER & LORENZ PC No. 5610 P. 5 

NOY Z Z 2004 ., 

. United States Patent Application 
Attorney Docket No.: 4224-2.SUS (044.0003) 

First Named lnveutor. Jo.bnM. Davis 

OM'BINE.O DECLARATION AND POWER OF AITORNEY FOR A JJN[TED STATES 
PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, mailing ad~ress, and ·country ot'citizenship are stated below next to my_ :full name. 

I believe I am the origina.11 f1tst and sole inventor (if only one name is listed below) or an original, 
first and jolnt inventor (if plural names are listed below) of the subjecr matter, which Is claimed and 
for which a. patent is sought on the invent.ion entitled: 

SYSTEM AND METHOD FOR A SECURE VO.INTERFACE 

the specification of which: 
[ J is attat;hed hereto; . . 
r,q was filed on July 30, 2004 and usigned U.S. applieation serial no. or PCT application· no. 

10/903, 785; . 
[] and was amended on · (if .applicable). 

r hereby state that I have reviewed and understand the contents of the above-identified specification, 
including the claims, as amended by any amendment speciflcaUy referred to abo~, rf a.ny. 

J hereby acknowledge the duty to cfisetose Information which is material to patentabi1ity as defined 
by 37 C.F.R. § 1.56. 

I hereby claim foreign priority benefits under 3S U.S.C. 119 or 365 of any foreign appllcation(s) for 
patent, inventor's or plant breeders rights certificate(s), lt$ted. below and have also identified below, 
anj, foreign application for :pa.tent, inventcJrs or plant breeders rights certfAcate(s), or 9f any PCT 
intematiottal application having a :filing da.te before tha:t of the appUQ&tion of which priority is 
cl.aimed: · 

Foreign A,m>lieatjon No. Counttv Foreign Filjng Date 

I b.creby claim the benefit urider 35 U.S.C. 1 I9(e) of any United States Provisional applications 
listed J;,elow; · 

Application No. 
50/5·01,976 . 

filing Date 
10/02/2003 

l hereby claim the benefit under 35 U.S.C. 120 of3t55 ofa.ny United States appJication(s) orofa.ny 
PCT international appUoatfon designating the United States of America, listed below: . . . 

Page I of2 
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Nov. 22. 2004 10:31AM INGRASSIA FISHER & LORENZ PC 

IF&L Fonn. ~ PTOISB/01 

U.S. Parent Application 
or PCT Parent No. 

No. 5610 P. 6 

Foreign Filing Date 

As a named inventor I hereby also appoint th~ prac:titioner(s) ·associated with Insra,ssia Fisher &. 
Lorenz PC, Customer Number 29906 to prosecute this application and to transact ell business in the 
Patent and Trademark Office conneaed therewith 

I hereby declare that all statements made herein of my own knowledge ~ true and that all 
statements on information and belief~ believed to be true; and further that these statements were 
made with the knowledge that wi11fuJ false statements and the like so made are punishable by fine 
or impri~nment, or both, under IS U.S.C. 1001 and that willful false statements may jeopardize the 
validity of the application or any patent issued thereon. 

Futf Name of Sole or First Inventor: ~-~~-~..&l!U:.:.:.-.ll . .i:.r.,;~:io:.$ __________ -,,,..._ 

Signature of Sole or Yir.st Inventor: -~ Date: // /,/4 Y ---~--------------- ; . Residence City: Brentwagd Residence State: _ _::,,'Q! _____ _ 

Residence Country. -----'USA.,,_,,....--.· ______ Citizenship: ·-~---'US==-A=------

llomc or Business Post Offioc Address _ ___..l=0l...,,6,.,..Bi_shl_,1 .... n...,d...,Rd~. ________ _ 

City: Brentvmod State: m_ Zip Code: .... 37...,,02"""-"--7 _______ _ 

Full Name of Second Joint Jnventor: --=---~·c~h:=-,_~~hi ___________ _ 

Sisnature of Second Joint Inventor. -,.,c::...::..--:,1,:i.=;;....._-..... ~---- Date:~ '.2 2o0 $iC 
Residence City: Phoenix :Residence State: __ AZ ________ _ 
Residence Country. USA Citizenship: __ _,U=S=A ____ _ 

Home or Business Post Office Address._· -....011.,.40--=Jr.lri3.111S~9.e..:l::.:::S_a,,!:..Pl~ac:!ae1:...-_______ _ 

City: Phoenix State: AZ Zip Code: ..,.85~044~------

Pago.2o!2 

P~GE 618 * RCVD AT 11122/200412:30:49 PM ~astern Standard TlmeJ * SVR:USPTO-EfXRf,2/1 * DNIS:7464060 * CSI0:4803855061 * DURATION (mm-ss):03JJ4 



Oct. s·: 2004 1: 40 PM INGRASSIA FISHER & LORENZ PC No. 4698 P. 1 

INGRASSIA FISHER & LORENZ, 
7150 E. C~MELBACK. SUITE ~25 
SCOTTSDALE, ARIZONA 85251 

P • c · RECEIVED 
cam1AL- MX CENTER 

Telephone: (480) 385-5060 OCT O 8 ·2004 
Facsimile: (480) 385-5061 

FACSIMILB TRANSMITTAL SHEET 

TO: 

COMPANY: 

USPTO 
FAX NUMBER: 

(703) 87Z.9306 
PHONE NUMBER: 

JU,;; 

Revocatiott Of Powe.1: Of Attorney 
With Appointtnettt Of New Power Of 
Attomey And Change Of 
Ccmespondence Addi:r:.ss 

NO't':85/COMMENTS: 

FROM: r=Pt5 ,c,J"'\ 
Paul D. Alntozowicz, Reg. No. 45~ . 

DATR: 

OCTOBER 8, 2004 
t'UlA.r, NO. OP PAOBS JNCLUDING COVER: 

8· RECEIVED 
SENDER'S REFERENCE Nt:MBER: CENTRAL FAX CENTER 

044.9999 
ltEF'£liNC!i NIJMSE.R.: 0 C I O & 2 O O 4 

See Exhibit 

FORMAL COMMUNICATION 
INTENDED FOR ENTRY 

TIIIS m!SSAGl! IS t:,;Tl!.-.Dl!D O~LY ,l'Oll THE 11st Oc '.l'.fu-: I.NP.IVIDvAL 011. E."sTITY TO WHICH rr IS AODIU!SSl!D. ,\:,;D ~.w CO:ST.-\1:,; 

l:SFOlt~ATIO:S TIIAT IS Pltl,..1Ll!Gl!D, COl-:FIDl!:STIAL AXD 1!.X£.\IP'l' F.1\0).1 lllSCLOSl,'llE v:--D£R .'u'l'LICt.llLI!. LAWS. IP THI!. RBAOBR 

0~ '1'1J1$ MJ;$S.\CJi IS :SOT THB 1:-.-rE.-.ol!.D 11.BCIPIE.'iT, Oll TUB l!lll'LOYl!I! Oll -~Gl!:ST lll?Sl'ONSl!U.P. •·oit )IY,%JVr.1U:SG nu; 

:\C!SSAGB TO THI? !NTl?XD£0 Jl.1-:CIJ'Jl-:S'l', 'tOIJ .&/\Ji HfillliBY :',OTIP!ED nL\T .",SY I>ISSE~IJ:S.UIO:S, DISTltlBL"T!O~ Oll COl'YJ:S:(l OP 

Tl;US CO:Ml!CXICATIO~ IS !!TlllCTLY PllO!UBITl?D. IP vou IUVI'. Rf;C:t-tvr.o 7HlS CO:.t.'lli:--JC,\'IIO:S 1:-. ERil.011, PLE.'\SE XOTIFY t.S 

t.'\IMEDl/,TEl.li' 11Y TELEPHOSE AXD Rl!TL'll.~ ORIGIXAL :\!ESS.\Gll TO US AT TIJ!! ADOVll .\DDll£SS \11/1 IJ.$. POSl'.M. SF.II.VICE. 

THA:SK YOU. 
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-Oct. 8. 2004 1:40PM INGRASSIA FISHER & LORENZ PC No. 4698 P. 2 

13'1'0/Slm 1 (09-04) 
ApptC'lecl for use lhraugh 07/31/2D08. 0MB 0851--0031 

U.S. Patent and Tmdamsrtc Olflce; U.S. DEPA.RTt.41:NT OF COMMERCE 

TRANSMITTAL 
t=ORM 

Various 

be 1/Sed tor aO cotrMpom:/e,1CQ aJf&r inilis/ filing) 

Total Number of P In Thia Submlaalon 7 

□ 

□ 
□ 
□ 

□ 
□ 

Fee Transmltlal Fann 

□ Fee Attached 

Amendment/Reply 

D MerFlnal 

D Affldavits/dec:laratlon(s) 

Extension or Time Request 

Express Abandonment Request 

Information Disclosure Slaiement 

Certified Copy of Priority 
Documenl(s) 

Reply to Missing Parts/ 
Incomplete Application 
□ Reply to Missing Flarte 

under 'ST CFR 1.62 or 1.63 

Attorney Docket um r Various 

ENCLOSURES (Cher:tall fhatspplyJ 

D Orawlng(s) 

D Licensing-related Papers 

□ 
□ 
~ 

Petition 
Petftlan to Convert lo a 
Provlslonal Application 
Power of Attorney, RavocaUon 
Change of Correspondence Address 

D Terminal Dli;dalmer 

D Request for Refund 

D CD, NumberofCD(s} ____ _ 

D Landscape Table on CD 

Remarks 

D After Allowance Communlcallon to TC 

□ Appeal Communication to Board 
of Appeals Md Interferences 

□ 
□ 

Appeal Communication to TC 
(Appeal Notict, Britt, Ftoplv BMf) 

Proprf et.ary lnfonnatlon 

D Status Letter 
t::;1 other Endosure(s) (please ldenllfy 
L!:.J below); . ·· 

Statement Under 37 CFR 3.73(b); 1 Page 
Exhibit A; 1 Page Exhibit a; Copy of 
Assignment for S.N.10/903,785. 

. TURE OF APPLICANT, ATTORNl:Y, OR AGENT 
Firm Name 

Signature 

Prtnted name 

Date Reg.. No. 45,284 

I hereby certify that this ~spondei1clri!r'lbe' csltru1e transmitted to the USPTO or deposited with the United Stales Postal Service with 
$Ufflclent postage as first class -.iMr,...-.~ ei~~gp,111lddressed to: Commissioner for Patents, P.O. Box 14SO, Alexandria, VA 22313-1450 on 
the date shown below: 
Signature 

Typed or pl'lntad name C>ate October B, 2004 

This collection of Information Is raqultad 37 CF .5. The i elfcn required to obtain or retain a benefit by the public whlcli Is to Ille (and by the UBP10 to 
P!IJCllll&) an appllca1lon. Conlldenllallly g by 35 U .c. 1 nd 37 CFR 1.11 and1.14, Thi& collac!ior, fg O:!';HtM!ad to 2 hours lo complete, including 
gathering, pmparing, Ell1d subrnlttir,g th co ted appllca 1o the USPTO. Tlmo w!II vary cklpendlng upon the Individual csae. Any comment, on the 
amount of time YOU require to complete rm and/or sugaestlons for l'llducing Ihm burden, ahould be sent to Iha Chief Information Officer, U.S. Patent and 
Trademark Ofllce, U.S. Department ot Commaroo, P.O. Box 1460, Alexandria, VA 2231a.1460. DO NOT $ENO FEES OR COMPLETED FORMS TO THIS 
ADDRESS. BEND TO: Ccmmlsslonar for Patents, P.O. Boie 1450, Alexandria, VA 22313-1450, 

If you need assista/1ce in completing the fonn, call 1-8{)0..PT0-!}199 and $0/()Cf option 2. 
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100ct. 8. 2004:1 1:41P~064Ll~~-R_ASSIA FISHER & LORE_~?_f..CIT No. 4698 1~. _ _J 02 

UTll.rrY PATBNt 

IN THE UNI1'ED STATES PATENT AND TRADEMARK OFFfCE 

REYQCATION OF POWER OF AJ10RNEY WITH APPOINTM1ifNT OP NEW 
POWER OF ATl'ORNEY AND CHANGE Of CORRESPONDENCE ADDRESS 

REVOCAnON OF POWBR, OF ,AlJl)RNEY wrm APPOINTMENT OF NnW 
powmt OF AtrORNSY 

I hereby rev~ all previous powers of attorney given In each of the pending U.S. 

patent applications listed In the ~ached Exhibit A and in each of the issued U.S. patents 

listed in the attached B,dn'bit B. 

I hereby appoint the practitioners associated with Customer Number 299«MS ltt 

ea.ch of the above,,lclentlfted matten. 

CHANGE oi: CQltltESPQHPENCE ADDRESS 

Please chqe the correspondence address :tbr each oftbe pending tJ. S. patent 

applfolltions listed in the a.tta.ched Exhibit A and .for each of the issued U.S. patents listed 

in the attached Exhibit B to the address associated with Customer Number 29906. 

I am the Assigneeofrecard of the entire interest of each of the pending U.S. 

patent applicatiom each of the Issued U.S. patents. A Statement under .17 CFR..1. 73(b} is 

included. 

AssJgnee ot Intereat! Corrent Corporation 

Date: By: ~,W! 
Name: if ard Takahashi 

-
title: CEO. President 

1 
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1aOct. 8. 2004-: 1:41PMa0s4INGRASSIA FISHER & LORENZ PCrr No. 4698 l-__ j · 03 

trrn..ITY PATl?NT 

IN THE UNiTED STA TES PATENT~ TRA.DtMAtU(Offlct 

s~ VNDD 37 to 3.vo,1 

The undeTBigned is a representative auth 

Corrent Corporation (hereJnafter "Assignee''), and that ft Is the anignee of the 

entire right, title, and interest in and to each of t patent applications listed in the 

attached Exhibit A and each of the issued pa.ten~s ,isted in the attached Exhibit B by 

virtue of the respective assignments from !the inventot(s) of the patent 

appHcations/patenta identif1ed in .the attached .Exhibits. The asaignments were each 
I . 

reconled in the U.S. Patent and Trademark Office~ the Reel/Frame indicated in the 

· attached Bocblblta. . I . 
!late: 1ofaf:u, .. ¥ Jy: fi~---◄ 

~ame: lUchard Takahashi te; Cl!O, Preside,rt 

l 
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-Oct. 8. 2004 1:41PM INGRA.SSIA FISHER & LORENZ PC No. 4698 P. 5 

EXHIBIT A 

1-0/144,004 05/13/02 013437/0592 
10/144,332 05/13/02 013562/0932 
09/978.742 10/16/01 012675/0184 
10/172.814 06/12/02 013223/0463 
09/998.715 11/30/01 012344/0870 
09/911,149 07/23/01 012045/0727 
09/921,677 08/03/01 012061/0464 
09/877,473 06/08/01 011908/0162 
09/880,701 06/13/01 012281/0840 
10/144,195 05/13/02 013457/0718 
10/144,197 05/13/02 013562/0929 
09/970,901 10/04/01 012582/0026 
09/994,141 11/26/01 012749/0976 
09/971~325 10/04/01 012239/0040 
09/877,470 06/08/01 011907/0894 
09/880.700· 06/13/01 012272/0744 
09/880,699 06/13/01 012272/0737 
10/161,070 05/31/02 013255/0672 
10/160,330 05/30/02 012972/0159 
10/191,632 07/09/02 013457/0672 
10/903.785 07/30/04 See attached Assignment 
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-Oct. 8. 2004 1:41PM INGRASSIA FISHER & LORENZ PC No. 4698 P. 6 

EXHIBITB 

·t/:} Pa'.tilfN.uffibef/.· :· : i:· :<'.;:it;:ji~(li:it:itb.i'te:i~P1
(:·. ;\; _:;:-, : -::::.-.::(: '.:/=.Iteijl/lN.~m~:;j\'.:Jllt\;t 

6,507,247 02/27/01 011664/0214 
6.760,739 03/01/01 011613/0694 
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--Oct. 8. 2004 1:41PM INGRASSIA FISHER & LORENZ PC 

I 

lF&L Fcm-Asdgmnenf 

ASSIGN.MENT 

No. 4698 P. 7 

United S1ateS PatentApplicad.on 
Attmmy DoobtNo.: 044.0003 

.F'mt Named Im,cutur: Joh:a M. Davis 

WBEUAI, the undemgued mventol(a) (beruh:tafter 1D.div14Pally' mtd collectlwly 
.rdmed tom "AJm'ONO.R") !mve illvented: . 

SYSTEM AND :MBI'HOD~RA SBCUU J/0 lNTBRPACB 
t 

:b:,vlddta_pplicatim :fbrtcam Pltmioftbe United S1ates: 
[] haa bGmtxeoub:dcm C9Qlmdl: hcnwi1!I; 
[J executedcm ~~ . ' •· ~ · .' • 
lXJ was filed. cm 1ply 30, 2004, BM assigoed U.S. Applicadon Serial No. 10/9CU,11S I 

AND· WBElU!AS, Qnam ~ a pg cozpomlo.n: [ J ~ itutiwmal 
[] hmDi a pm oflJlllinall ln . . palpare (hc:nlDatler "ASSIGNES"), amd sm: CI a.om, 
assfgn,i, a:a4leaal:rt.PICSC 11tad~ ~.dcisttous otacquiiq an mt.crest~ · 

· AND WlfEKBABt a "fcrmal ~" d:·-1.'daTed to hemirl. ahatl.:m.ec ay 
p:tmsio.aaJ.. ~ c,oirdmffltfon, «'Trtimmtfon iu. pazt,' CODtinued proasuti=, 9Dhltttate, 
~ meoai~ di'Yisicmal, :ndua.e, ree,ambmriun .. ~.htem Coapniion TICSly (PC'I) 
or othcrpamqpliodon. hm:nfor's ~ or like~ . 

. NOWt 'l'DDEFo.RE, ~ ·aoo4 ~ .wmable ~ ~ rect.ipt ad so.fm:ienoy · 
. of~ am ..i,, ~ ~GN«;JR. do81 :bere'by ..U, alp-~ ~ tmta 
.f\SSIGNBB. its auc . "'amps and '91 ~ t1ic ~ am iKO!udvo"dght to 1bc 
_a:fb.tesatdapplication_ to fb.o ~• ~-in.1-afolosaid ~o.de and to any fomial 
applicl1ion wludl ma.,v 1'o med~ in w.bo1t,, or in~ o.n the dKt,eSaicl. -~ In th 
UnitedStatel and aQ ~ ~ toP,ther-whb the~mpriod.tf ~q iDtmraticmal 
~~ to wlllch Ult Vmted ~ ClllRtJt1y adhGres end._adheles tom the~-mid. hffit)y 
llUtbmias.~ ~ tu cr.-im• o1 ~ 1o .. smd t;etars.Patan ro AS$rGNEB, 
fbrthe sole use and bam?B~ ~ASSIGN.RB,!~ ~.essis;m, and lep1 repree "~vcs,. 

AND .ASslGNOR ~Y. AGRDS to ~ apcm requrat of~ ~ 
SU*-ssor\ tfflPt ~d legal '.w~ves, and.~ biher ~me.mti~ l·.like ._ in .· 
mld.to ~ impto-uocn1a·an4 foimel. ~~ based tfunop. p,-om ator ~ to the 
~ ~ ~ ~ (f:kl ■iiil!'(lt.iwbt .1o ]$?1'icle ~ 1'18.llffll8ble -~,; ad mxecUfc 
trliY.~~ hy ASSlGNBB, -~ ~soni, ~ and 1ep1·,.~ fo~ · 
im4Jor_ ~ ~ONEB'I f'all protectfotl am title in and 1D the 'hrfeniicm llereby immdimecl 
and any~ th-, ~, .• 

•. . . ASSIGNOR. AGRDING. FURTllEJJ.MORE. ·- nqaeet ()f ASS1GNEB, and 
without.imtber ~~ to ~ecute imY and au papers ~ by ASSIGNBS m th• fDhia 
~ gnmtlng· of fmmal applic:ai:fon• 1-ed on tho 1n.vcntion ar impmvcmcnts thctrt.da, and' tfK: . 
pc1&cf.in&oftitletb.=tom.ASSIGNBB. · . · · 
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-,Oct. 8. 2004 1:42PM INGRASSIA FISHER & LORENZ PC No. 4698 P. 8 

~ u otthcl dm(I) writta 'bdow by ASSIONOR: 

r:z~efZ . . .»-
JQ]m~ 

An 
itebazd J. 'nl-lNI~ 

. .Dale! 

. . :,, ·, 
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8 
UNITED STATES PATENT AND ThADEMARK OmcE 

~ 

Page I of 2 

Ul\"ITED STATES DEPARTME.'IT OF COMMERCE 
Unitl'!d RttttMM Puttmt und Tr-od*1mur1' Offim-, 
Addrm: C0MMISSI0:,,ER FOR PATENTS 

P.O. Dox 1450 
Al•=lhia, Vuginw 22313·1450 
W._.11\.WifVliJ.go'° 

APPLICATION NUMBER FILINGOR371 (c)DATE FIRST NAlv!ED APPLICANT ATTORNEY DOCKET NUMBER 

10/903,785 07/30/2004 John M. Davis 4224-25US 

29974 
GAMMAGE & BURNHAM, PLC 
c/o PortfoliolP 
P.O. BOX 52050 
Minneapolis, MN 55402 

CONFIRMATION NO. 4954 
FORMALITIES LETTER 

11111111111111111 m1m111111 m1m11111111111111111111 m1m111111111111111111111111 
*OC000000014002701 * 

Date Mailed: 10/05/2004 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To A void Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

• The oath or declaration is unsigned. 
• To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of 
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SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

Related Application 

5 This application is a non-provisional application claiming benefit under 35 

U.S.C. sec. 119(e) of U.S. Provisional Application Serial No. 60/507,976, filed 

10/02/2003 (titled SYSTEM AND METHOD FOR A SECURE I/0 INTERFACE by 

John M. Davis et al.; attorney docket no. 4224-25PRV), which is incorporated by 

reference herein. 

Field of the Invention 

The present invention relates in general to data communications, and 

particularly to secure cryptographic communications, and more particularly to a secure 

input/output (I/0) interface system for a computing device such as, for example, a host 

15 computer communicating using internet protocol (IP) data packets or other datagrams. 

Background of the Invention 

Trusted internal computer networks are typically protected from un-trusted 

20 external computer networks by routers or other gateway systems that provide different 

types of firewall functionality. Security processing performed by related systems may 

also provide additional protection. For example, a computer in the internal network 

may establish a virtual private network (VPN) session with a computer in the external 

network. The host processor of the computer or a dedicated security processor coupled 

25 to the router or other gateway system typically performs the security processing 

necessary to support the VPN. In addition, a dedicated network processor may be 

coupled to the security processor and/or the host processor to handle network packet 

processing functions. 

Network interface cards (NIC) often provide a computer's physical connection 

30 to its trusted internal network. More specifically, a NIC connects a personal computer, 
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server or workstation to a local area network (LAN) and has two primary interfaces: 

the network interface and the host bus interface. NICs are typically low-cost ASIC­

based products designed for simple buffering and data transfer. 

It is desired that communications to and from a trusted computer be secure and 

5 that communication speeds be improved. However, providing firewall, network 

processing and security functionalities in different systems, which are often made by 

different manufacturers, provides increased opportunities for snooping or other 

techniques that may permit an unauthorized person to gain access to ongoing 

communications or to discover key or other security data when it is exchanged between 

10 subsystems. For example, if certain security functions associated with securing 

communications over a NIC are handled by the computer's host processor and/or by 

other computers on the internal network, then the communications may be more easily 

attacked or otherwise accessed or interfered with by an unauthorized person, who may 

attempt to exploit easier snooping access or other vulnerabilities presented by the 

15 processing of security functions by a host processor or another server on the network. 

The use of different systems to perform different portions of security and 

network processing also requires additional processing and interfaces for coordinating 

communications processing between the systems. Such additional processing and 

interfaces increase processing demands, which limits communication speed and 

20 increases the size of the chips and systems necessary to implement secure 

communications. 

As a specific example, when using a separate security processor and I/0 card 

connected to a backplane bus of a host, input encrypted data is typically transferred 

using direct memory access (OMA) from the I/0 card, under control of the host, to 

25 memory coupled to the host. Then, the data is transferred by OMA from the memory 

via the host to the security processor. After the data is decrypted, and possibly a public 

key generated, the data is transferred by OMA from the security processor to memory 

again via the host. Finally, the decrypted data is transferred by OMA from the memory 

to the I/0 card for output to another destination. This large number of data transfers 

2 
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creates a bottleneck on the backplane bus, which includes multiple data transactions, 

many interrupts, and heavy usage of memory to store the data. 

The use of secure communications in broadband networks will increasingly 

require high-speed security and network processing. Further, the use of portable 

5 devices that securely connect to networks will require smaller chip and system sizes that 

can meet security and networking processing demands while at the same time retaining 

easy portability. In light of the foregoing, there is a general need for a secure 1/0 

interface system and method that improve the security of communications to and from 

trusted hardware, improve communication speed, reduce the number of different 

IO systems required for secure communications, and reduce the extent of the bottleneck on 

the backplane bus. 

15 

Brief Description of the Drawings 

The invention is pointed out with particularity in the appended claims. 

However, for a more complete understanding of the present invention, reference is now 

made to the following figures, wherein like reference numbers refer to similar items 

throughout the figures: 

FIG. 1 illustrates a simplified functional block diagram of a system architecture 

20 suitable for use in implementing embodiments of a security processing system and 

method in accordance with an embodiment of the present invention; 

FIG. 2 illustrates a high-level simplified functional block diagram of a security 

processor in accordance with an embodiment of the present invention; 

FIG. 3 illustrates a more-detailed functional block diagram of a network 

25 intrusion detection system used in a portion of the security processor of FIG. 2 in 

accordance with an embodiment of the present invention; 

FIG. 4 illustrates a simplified flow diagram of packet flow in the security 

processor of FIG. 2; 

FIG. 5 illustrates a data representation convention used herein; 

3 
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FIG. 6 is a block diagram illustrating the GDMA block, which incorporates an 

EDMA block, in accordance with an embodiment of the present invention; 

FIG. 7 is a block diagram illustrating the EDMA block in accordance with an 

embodiment of the present invention; 

5 FIG. 8 is a block diagram illustrating the ER block in accordance with an 

embodiment of the present invention; 

FIG. 9 is a block diagram illustrating the OPC interfaces in accordance with an 

embodiment of the present invention; 

FIG. 10 is an internal block diagram illustrating the OPC in accordance with an 

10 embodiment of the present invention; 

FIG. 11 is a block diagram illustrating the relationship of the ER block to the 

cryptographic core and memory in accordance with an embodiment of the present 

invention; and 

FIG. 12 is a block diagram illustrating the relationship between the ER block, 

15 the EDMA block, the cryptographic core, and memory in accordance with an 

embodiment of the present invention. 

20 

The exemplification set out herein illustrates an embodiment of the invention in 

one form, and such exemplification is not intended to be construed as limiting in any 

manner. 

Detailed Description of the Drawings 

The following description and the drawings illustrate specific embodiments of 

the invention sufficiently to enable those skilled in the art to practice it. Other 

embodiments may incorporate structural, logical, electrical, process and other changes. 

25 Examples merely typify possible variations. Individual components and functions are 

optional unless explicitly required, and the sequence of operations may vary. Portions 

and features of some embodiments may be included in or substituted for those of others. 

The scope of the invention encompasses the full ambit of the claims and all available 

equivalents. 

4 
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The present invention is described and claimed herein primarily with reference 

to the processing of "packets". However, as used herein, it is intended that the term 

"packet" or "packets" have the meaning and scope of the more generic term "datagram" 

or "da~agrams." 

5 In one embodiment, the present invention provides, among other things, a 

system and method for connecting a trusted piece of hardware, such as, for example, a 

personal computer, server, router, personal digital assistant (PDA), cellular phone, 

network-enabled device or other computing or communication device, to a network 

using an J/0 interface or system that provides improved security for all or substantially 

10 all communications received and sent by the trusted hardware. The secure J/0 system 

preferably may perform all security and network processing necessary to maintain 

secure communications by the hardware with other devices on internal or external 

networks. Alternatively, it may perform the network security processing essential to be 

segregated from other processing to ensure safe (i.e., protected) and efficient system or 

15 device operation. For example, the secure J/0 system permits establishing a VPN with a 

computer on an external network. The VPN may be established using, for example, the 

standard IPSec internet protocol security, as described in "Request for Comment" 

(RFC) 2401, 2402 and 2406, which are incorporated herein by reference. 

The secure J/0 system of the present invention permits performing all or 

20 substantially all network processing functions and off-loads all or substantially all 

security functions associated with network address translation (NAT), the providing of a 

firewall, intrusion detection/protection system functionality, traffic proxying, and 

encryption from a host or network processor onto a single system or card, for example a 

NIC. This card may be inserted into each of the servers and other computers connected 

25 on an internal network. 

The security processing performed by the secure J/0 system typically may 

include encryption, decryption, signing and verification of packets at, for example, I 00 

megabits per second full duplex and greater speeds. For example, the secure J/0 system 

of the present invention may provide wire speed performance, for example, of about 2-3 

5 



Express Mailing Label No. EV539668208US Docket No. 4224-25US 

gigabits per second firewall and VPN throughput. The secure 1/0 system may simplify 

the deployment of security solutions on open platforms and appliances. 

The elements that implement the various embodiments of the present invention 

are described below, in some cases at an architectural level. Many elements may be 

5 configured using well-known structures. The functionality and processes herein are 

described in such a manner to enable one of ordinary skill in the art to implement the 

functionality and processes within the architecture. 

FIG. 1 illustrates a simplified functional block diagram of a system architecture 

suitable for use in implementing a security processing system and method in accordance 

10 with an embodiment of the present invention. Architecture 100 includes security 

processing system 102 comprising security processor 104, which may consolidate the 

processing of discrete or consolidated security functions and maintain the relationships 

and integrity of the stored security context and other information in memories 106, 108, 

and 110. Memories 106, 108 and 110 are coupled to security processor 104. Memories 

15 106, 108 and 110 store, for example, cryptographic keys and other data used in security 

functions by security processor 104, and also store security associations and connection 

entries used in maintaining multiple security sessions with other computers. Memories 

106, 108 and 110 also may be used to buffer inbound or outbound data packets awaiting 

security processing by security processor 104. Memory 108 may be used to support 

20 classification processing by security processor 104. 

Security processing system 102 is preferably contained within cryptographic 

boundary 112 and provides a secure 1/0 interface for computing or communications 

hardware as described above. Cryptographic boundary 112 preferably complies with 

Federal Information Processing Standards Publication (FIPS PUB) 140-2 titled 

25 "Security Requirements for Cryptographic Modules", issued May 25, 2001, by National 

Institute of Standards and Technology (NIST), which is incorporated by reference 

herein. 

Security processing system 102 may be coupled to internal network 116 by l/0 

interface 114 and to external network 120 by l/0 interface 118. Interfaces 114 and 118 

6 
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may perform physical (PHY) layer processing to convert a digital bit stream to or from 

an analog or photonic signal for transmission over a physical medium such as, for 

example, copper wire pairs, co-axial cable, fiber or air. Interfaces 114 and 118 are, for 

example, streaming data interfaces such as a Packet-Over-SONET Physical-Layer 

5 Three (POS/PHY3) type streaming interface, although 10/100 megabit (Mb) Ethernet, 1 

Gigabit (Gb) Ethernet, UTOPIA, LX SPI-4 and other interface types may be suitable. 

By routing all or substantially all 1/0 to and from host processor 130 and/or internal 

network 116 through security processing system I 02, host processor 130 and internal 

network 116 are substantially protected against unauthorized access or other security 

10 breaches, protecting the security information integrity, and providing processing and 

storage efficiency from information consolidation. 

IP data packets are received from and transmitted to external network 120 and 

internal network 116 over interfaces 114 and 118. In other embodiments, security 

processing system 102 may include a number of additional interfaces to internal or 

15 external networks. Security processor 104 performs, for example, routing of data 

packets from external network 120 to appropriate destinations in internal network 116 

and handles IPSec processing for both inbound and outbound data packets. Security 

processor 104 preferably handles all network and security processing functions for the 

data packets to provide the most secure 1/0 interface. However, in alternative 

20 embodiments, certain selected networking and/or security functions may be handled by 

other processors such as, for example, host processor 130. Examples of network and 

security processing systems and methods, and related communications interfaces and 

protocols, suitable for implementation in and with security processing system 102 are 

described in U.S. patent applications serial no. 09/880,701 (entitled "METHOD AND 

25 SYSTEM FOR HIGH-SPEED PROCESSING IPSEC SECURITY PROTOCOL 

PACKETS" filed by Lee P. Noehring et al. on June 13, 2001) and serial no. 10/160,330 

( entitled "SYSTEM AND METHOD FOR MANAGING SECURITY PACK.ET 

PROCESSING" filed by Lee P. Noehring et al. on May 30, 2002), which applications 

are incorporated by reference herein. 

7 
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Security processing system 102 may process packets delivered from internal or 

external networks 116 or 120 or from host processor 130. System 102 may, for 

example, handle thousands of separate IPSec tunnels at various packet sizes from 64 

bytes and higher at a throughput of, for example, about 300 Mb per second or greater. 

5 System 102 may handle transport or tunnel mode IPSec. 

Other computing devices may be coupled to external network 120. For 

example, user devices 122 and 124 may correspond to devices that may establish secure 

communication sessions with host processor 130 or another device on internal network 

116. User device 124 may be protected using a secure I/0 interface 126, which may be 

10 a hardware system similar to security processing system 102. User device 122 may use 

only its host processor and software to process secure communications through external 

network 120. 

Security processor 104 may handle both so-called fast path and slow path 

processing functions. Fast path functions include time-sensitive processing such as, for 

15 example, packet classification, modification and forwarding, and slow path functions 

include, for example, system management and alarm functions and time-insensitive 

packet processing functions such as route calculation, unknown address resolution, 

firewall rule management, and routing table management. Packet classification 

generally involves matching information from an incoming packet to a table of 

20 connection entries (which may include state and context elements, and relations to 

encryption associations) stored in, for example, memory 106 or 108. 

Security processing system 102 may be implemented, for example, as a stand­

alone system box or as a card such as, for example, a NIC, that connects to a slot in the 

motherboard of a host system. Security processing system 102 may be coupled to host 

25 processor 130 using host bridge or interface 128. Host processor 130 may be coupled to 

hard drive 132, digital content input device 134, and authentication input device 136. 

Hard drive 132 may store, for example, a software application that communicates with 

the application program interface (API) of security processing system 102. Security 

8 
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processor 104 may send security-related information and data as requested to host 

processor 130, and may switch its I/0 ports as requested by host processor 130. 

Host bridge 128 may couple security processor to host processor 130 of, for 

example, a personal computer, server, or other computing or communications device. 

5 Host bridge 128 may be, for example, a peripheral component interconnect (PCI) 

interface, and in one embodiment, may be a 32 bit, 66 MHz PCI interface. 

Authentication input device 136 may be, for example, a physical key or token, a 

smart card, or a biometric identification sensor. Authentication input device 136 may 

enable the authentication of a user attempting to access host processor 130. 

10 Authentication input device 136 may be directly attached, for example, to a serial, 

network, or EEPROM interface of host processor 130 using a physically segregated or 

covered transmission channel. Authentication input device 136 may act as a 

mechanism for enabling or modifying the functions of security processor 104, or as an 

information-loading mechanism, used for example in loading keys, uncovering keys, or 

15 modifying rules for device operation. 

Digital content input device 134 may be, for example, a CD-ROM, portable 

storage device, or keyboard and provides digital data such as program code or security 

data to host processor 130. 

Security processor 104 may provide the first inspection of incoming data from 

20 external network 120 to determine, for example, if the data is encrypted or in plain text 

form, and the type of security processing required, as may be determined by reading the 

header or other content of incoming data packets, and to set up a secure channel or 

process to handle the data, as may be requested for a security policy. 

Security processing system 102 may include a unique identification (ID) number 

25 stored on a chip containing security processor 104 or stored in encrypted form in, for 

example, memory 110. Security processing system 102 may perform protected key 

generation in hardware, and protected keys are preferably never output from security 

processor 104 in plain text form. 

9 



Express Mailing Label No. EV539668208US Docket No. 4224-25US 

Security processing system 102 may also serve as a trusted hardware device to 

authenticate another hardware security token connected on, for example, a common 

network. Security processing system I 02 may be authenticated using authentication 

input device 136 and may provide the cryptographic processing for such authentication. 

5 Security processing system 102 may communicate verification or other information 

regarding the authentication status of input device 136 to host processor 130. 

By performing all or most security and networking processing for I/0 

communications to host processor 130 in security processing system 102, a large 

proportion, for example, of greater than about 50-90 percent of VPN and firewall I/0 

10 data loops may be handled in security processing system 102 without intervention by 

host processor 130. In addition, all or most security and network exception processing 

may be handled by security processing system 102. 

15 

Security Processor 

FIG. 2 illustrates a high-level simplified functional block diagram of security 

processor 104 in accordance with an embodiment of the present invention. In other 

embodiments of the present invention, other security processor configurations may be 

used in the system architecture of FIG. 1. Security processor 104 is preferably, though 

not necessarily, formed on a single chip. 

20 Streaming interface 200 may be coupled for input and output to physical I/0 

interfaces 114 and 118 and supports fast path data flow to security processor 104. Host 

interface 206 may be coupled to physical host bridge 128 and supports slow path data 

flow and system management by host processor 130. Host interface 206 may be 

coupled to DMA interface 204. Both streaming interface 200 and DMA interface 204 

25 may be coupled to switching system 208. Although only a single streaming and DMA 

interface are illustrated, more than one interface of each type may be used. For 

example, in one embodiment, streaming interface 200 may comprise three 10/100 

Ethernet interfaces, and DMA interface 204 may comprise two DMA interfaces. 

Switching system 208 may be used to provide a switching mechanism to route packets 
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and data to and from any of the 1/0 interfaces of security processor 104 and local data 

bus 210. 

Local data bus 210 may be coupled to DMA interface 204 and operate under 

control of local bus controller 222. Local memory interface 202 may be coupled to 

5 local data bus 210 and may couple security processor 104 to memories 106, 108, and 

110, which are typically provided on one or more separate chips although operating 

portions of memories 106, 108 and/or 110 may be provided on-chip with security 

processor 104. In other embodiments, more than one local data bus 210 may be used. 

Local memory interface 202, and DMA interface 204 may be used, for example, 

10 by packet engines 228 to access memories 106 and 108 for classification processing and 

by control processor 212 for accessing firmware 214. Memory 106 may be, for 

example, a DDR SD RAM, and memory 108 may be, for example, an SRAM. Memory 

106 may be made available to control processor 212 for operating system and code 

storage (for example, for firewall and internet key exchange (IKE) functionality, routing 

15 and network address translation (NAT) information, and firewall table entries). 

Memory 106 may be made available to packet engine 228 for access to specific firewall 

information, and stored security policies and associations. Memory 106 may be made 

available to cryptographic core 232 to store security association and key information. 

Memory 106 may also be made accessible via host interface 206 to host processor 130. 

20 Alternatively, a portion or all of the security association data may be stored in a 

memory, for example an SRAM (not shown), on-chip in security processor 104. 

Memory 108 may be made available to both control processor 212 and each 

packet engine 228. Memory 108 may be used to aid in rapid lookups supporting packet 

engine 228 in classification and forwarding decisions. Memory 110 may be, for 

25 example, flash memory to provide non-volatile storage, for example, for boot memory 

and certain key storage. The boot code used to load firmware for execution by security 

processor 104 may optionally be authenticated using a mechanism internal to security 

processor 104 prior to its operation. 

11 



Express Mailing Label No. EV539668208US Docket No. 4224-25US 

Switching system 208 may provide a flexible I/0 system that allows packet 

processing engines or packet engines 228 to communicate high-speed data with several 

different types of interfaces including, for example, streaming interface 200 and direct 

memory access (DMA) interface 204. A non-limiting example of a switching system 

5 and method that are suitable for use with the present invention is described in U.S. 

patent application serial no. 10/172,814 (entitled FLEXIBLE I/0 INTERFACE AND 

METHOD FOR PROVIDING A COMMON INTERFACE TO A PROCESSING 

CORE, filed by Swaroop Adusumilli et al. on June 12, 2002), which is hereby 

incorporated by reference. Alternatively, switching system 208 may be implemented 

10 using conventional switches. Switching system 208 may provide a common bus 

interface to packet engines 228. 

More specifically, switching system 208 may arbitrate between streaming and 

DMA interfaces to provide a common interface for packet engines 228 to permit 

communication of differing types of data over a plurality of bus types that implement 

15 different bus protocols and/or standards. The use of switching system 208 with DMA 

interface 204 may permit packets and other data to be routed using direct memory 

access among control processor 212, each of packet engines 228, and external memory 

such as memories 106 and 108. In one embodiment, individual packets may be routed 

within security processing system 102 using DMA. 

20 Switching system 208 may select the I/0 port or interface, including host 

interface 206, to use for data packets based on the results of cryptographic or other 

security or network processing. For example, packets classified for forwarding to 

another destination after a security operation (such as encryption or new connection 

validation) could be directed to the proper egress port, while packet data requiring host 

25 inspection (such as IKE messages, or exception or initial packets for firewall 

classification) could be redirected to DMA interface 204. In contrast to prior systems 

that rely on external bus interfaces to re-direct packet traffic to varying packet 

processing devices, the present invention may permit simplifying or collapsing the 

schema and protocols used, for example, in firewall, routing, NAT and IPSec 

12 
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processing with the result that lookups, transforms, and other application activity are 

more efficient. Prior systems typically require context labeling or other data 

envelopment or tagging to manage packet workflow among varying processing devices. 

Switching system 208 may also include the ability to perform packet spanning. 

5 Spanning generally refers to a capability in managing network data flow that duplicates 

a selected traffic flow through an additional port for analysis by a traffic analyzer or 

intrusion detection system. The term "spanning" includes within its meaning, but is not 

necessarily limited to, functionality associated with the use of switched port analysis 

( often designated by the acronym "SP AN"). Unlike the all-or-nothing port duplication 

10 capabilities of typical existing network switches having a SP AN capability, the 

spanning function of switching system 208 may selectively identify flows of traffic and 

then stream duplicate packets or other datagrams via DMA interface 204 to control 

processor 212 or to, for example, another integral MIPS or associated control processor 

(not shown) that may be included in security processor I 04. 

15 Typical data traffic that will not be spanned (i.e., non-spanned traffic) flows 

from one of packet engines 228 to, for example, an output packet cache (OPC). The 

OPC is an intermediate buffer to switching system 208 for outgoing packet traffic that 

will leave security processor 104 through DMA interface 204 or streaming interface 

200. FIG. 9 is a block diagram illustrating the OPC interfaces. 

20 At the OPC, this outgoing packet traffic may be placed on an active list (for 

example, a list of 64-byte memory structures residing in the OPC) for transmission out 

of interface 204 or 200 (for example, a PDMA or GMII interface). The OPC may be 

implemented, for example, as an embedded memory structure or in external memory 

and may be coupled between a packet engine 228 and one of the external interfaces of 

25 security processor 104. The use of the spanning feature is preferably configurable and 

may be selected by the system or operator. This feature is preferably implemented 

primarily using the OPC. FIG. 10 is an internal block diagram illustrating the OPC. 

More specifically, the OPC may include an output packet buffer (OPB) memory 

(e.g., a RAM) for buffering output data, and a buffer control block (BCB). The BCB is 

13 
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typically a set of pointers stored in memory that each refer to memory locations of the 

output data. The BCB may maintain metadata such as, for example, start-of-packet, 

end-of-packet, error, sequence number, pointer to next BCB in chain, and other 

metadata. The BCB is preferably used to manage the active lists and the free list for the 

5 linked-list allocation scheme. When logically dictated during the operation of security 

processor 104 such as, for example, in the case of a five-tuple match result from a 

lookup engine, a NIDS engine match to packet type, or particular TCP state, or some 

other pattern within a datagram that is of interest to the system operator, a control bit or 

flag (sometimes referred to as a "SPAN bit" herein) may be set or some other 

10 notification may be sent by packet engine 228 to notify the BCB for packet data that is 

transiting the OPB memory, including the output device or interface that will be used. 

When a packet that will not be spanned (i.e., a "non-span packet") is stored in the OPC, 

a "DONE" flag, for example, is set to zero for each such non-span packet, and each 

non-span packet may be queued for egress out through an appropriate interface (i.e., 

15 streaming interface 200 or DMA interface 204). 

After the memory pointed to by the BCB is drained (i.e., data is read or 

outputted out of that location into another location), the BCB "DONE" flag may be set 

to allow the memory to be overwritten. Alternatively, another method may be used to 

move output buffer data from the "active list" to the "free list". When a spanned packet 

20 is sent to the OPC from packet engine 228, a separate bit may be set (this separate bit is 

referred to herein as a "SP AN" bit). The SP AN bit may be used to initiate alteration of 

the behavior of the OPC. The packet may be streamed out through the original targeted 

egress interface (e.g., streaming interface 200 or data interface 204), but before 

releasing the data memory area pointed to by the BCB, the data may be drained out via 

25 a designated interface, for example DMA interface 204 to control processor 212 or to 

host processor 130. After such a packet is successfully duplicated using DMA interface 

204, the BCB may be set to free the memory to be overwritten as described above. 

In an alternate embodiment, the BCB or some other memory control mechanism 

could maintain an active list and a free list and place the active data blocks of OPB 
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memory (i.e., re-map the pointers) from the active list to the free list when the packet 

data is streamed out. When the SP AN bit is set, the data would first be streamed to the 

alternate interface (such as, for example, DMA interface 204) in addition to its primary 

target output interface prior to moving the data blocks to the free list. After spanned 

5 data has been drained to control processor 212 or host processor 130, the spanned data 

is available to other processors or systems for any desired subsequent actions such as, 

for example, logging, analysis for intrusion detection, or transcription. 

The foregoing approach may be particularly useful for network intrusion 

detection functions. When one of the defined actions for a certain packet traffic type is 

10 to log the packet, the above approach permits security processor 104 to act substantially 

as an in-line tap, which permits selectively duplicating streams of data that may be of 

interest based on specific pre-selected criteria. When NIDS 302 returns a potential 

signature match to one of packet engines 228, and that packet engine 228 is able to 

verify that the potential signature match is a true positive match, packet engine 228 may 

15 set the SP AN bit for that packet so that it is duplicated to control processor 212 and/or 

host processor 130 as discussed above. This verification may, for example, be based on 

the protocol of the packet or other appropriate criteria. Control processor 212 and/or 

host processor 130, as is applicable, may then run further analysis on the packet or the 

packet stream, and/or may forward it to a centralized IDS collector for enterprise 

20 intrusion detection. 

Alternatively, the packet or packet stream may be re-directed or duplicated to 

host processor 130 for further processing. Such processing may include, for example, 

upper-layer cross-packet analysis, packet normalization, data mangling, or other 

operations. The packet may be forwarded out through the appropriate interface ( e.g., 

25 streaming interface 200 or DMA interface 204) after such post-analysis or post­

processing. 

Packet engines 228 may each be coupled to a cryptographic core 232. Packet 

engines 228 may each comprise microprocessors customized for packet operations such 

as, for example, packet processing and classification. Examples of packet engines 
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suitable for use with the present invention are described in detail in U.S. patent 

application serial no. 09/880,701 (entitled "METHOD AND SYSTEM FOR HIGH­

SPEED PROCESSING IPSEC SECURITY PROTOCOL PACKETS" filed by Lee P. 

Noehring et al. on June 13, 2001), which is incorporated by reference herein. Each 

5 packet engine 228 may, for example, process packets needing initial NAT processing 

and firewall table entry setup, process packets corresponding to existing NAT and 

firewall tables, and process IPSec packets. 

More specifically, each packet engine 228 may perform hash table lookups to a 

firewall connection table entry, which may contain state information, a rule to be 

IO applied to a packet, optional security association information, routing information (for 

example, for MAC overlay), and any application level gateway (ALG) packet mangling 

to be done. 

For outbound IPSec traffic, each packet engine 228 may provide a pointer to 

security association data for an IP packet, load a security association database entry into 

15 a local buffer located on or off-chip, construct and add an outer IP header and IPSec 

header, perform lifetime checks, and update an associated security association database 

(SAD) entry (for example, the sequence number and byte count). 

For inbound IPSec traffic, each packet engine 228 may locate an associated 

SAD entry by using a security policy index (SPI) number from the IPSec header or by 

20 an SAD address provided by the classification of the destination address, protocol and 

SPI. In order to use the SPI number, IKE firmware 214 may define the inbound SPI 

number from the API provided for security processor 104 during security association 

establishment. Packet engine 228 may then load the SAD entry into a local buffer, 

perform anti-replay checks and lifetime checks, and then update the SAD entry. Each 

25 cryptographic core 232 may remove tunnel IP headers, ESP or AH headers, and ESP 

trailers. The packet may then optionally be redirected through packet engine 228 for a 

firewall connection table lookup. 
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Packet engines 228 in FIG. 2 represent one or more packet engines that may be 

provided in parallel in security processor 104. The optional presence of additional 

packet engines 228 is indicated in FIG. 2 by ellipsis 229. 

Input and output buffers 236 and 240 may be provided to couple each packet 

5 engine 228 to switching system 208. Buffers 236 and 240 may be, for example, FIFO 

buffers. In one embodiment, each of output buffers 240 may read control data 

prepended to the data payload as an in-band instruction set that determines the 

distribution direction or interface of the packet by switching system 208. Input and 

output buffers 236 and 240 may each have a size of, for example, 16-32 kilobytes (KB). 

10 An alternative is to have a direct control interface provided to couple each packet 

engine 228 to switching system 208, for out-of-band signaling of the packet data 

distribution direction. Roughly stating the foregoing in another way, instructions may 

be sent either from a packet engine 228 to switching system 208 either in-band, as 

prepended control words, or out-of-band, via a discrete control channel. 

15 Packet engines 228 may be interconnected at the packet level for passing a 

packet and associated context information to other functional blocks or to each other for 

specific processing. In parallel operation, the individual packet engines 228 may each 

independently process discrete packets and forward the packets to other devices, such as 

cryptographic processing cores or switches. Two or more microprocessors could, for 

20 example, be serialized to perform discrete functional tasks as the packet transits from 

one functional block to another. Packet engines 228, in conjunction with cryptographic 

cores 232 and under the common control of control processor 212, may perform, for 

example, firewall lookup and statistics, IPSec and secure sockets layer (SSL) 

processing, quality of service (QoS), traffic management, and public key processing. 

25 Packet engines 228 may be programmable through registers (not shown), which may be 

configured by an external driver or initialization program. Each packet engine 228 may 

perform any needed datagram modification prior to sending a packet out from security 

processor 104. For example, packet engine 228 may write a MAC destination address 

to a packet as it streams out of processor 104. 
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In one embodiment, all incoming packets to security processor 104 may be 

initially processed by one of packet engines 228. Each packet engine 228 may classify 

the packet based upon a lookup table result and then may apply a variety of operations 

including, for example, forwarding with necessary transform parameters to 

5 cryptographic core 232, or forwarding to control processor 212 for application level 

processing. Such operations may further include overwriting portions of the packet 

with new data such as, for example, the media access control (MAC) header for 

forwarding and the IP header for NAT, and may also include dropping the packet, or 

passing the packet through security processor 104 to an egress interface, such as, for 

10 example, streaming interface 200, unchanged. 

Cryptographic cores 232 may provide security processing to perform, for 

example, IPSec and/or SSL processing. Each cryptographic core 232 may provide 

high-speed fixed function encryption and authentication hash processing for packet 

data. Each cryptographic core 232 may receive instructions and key address 

15 information affixed to a packet for applying appropriate transforms. Examples of 

cryptographic cores 232 suitable for use with the present invention are described in the 

following U.S. patent applications, all of which are incorporated herein by reference: 

serial no. 10/144,004 (entitled "SINGLE-PASS CRYPTOGRAPHIC PROCESSOR 

AND METHOD" filed by Satish N. Anand et al. on May 13, 2002); serial no. 

20 10/144,332 (entitled "SECURITY ASSOCIATION DATA CACHE AND 

STRUCTURE" filed by Satish N. Anand et al. on May 13, 2002); serial no. 10/144,195 

( entitled "APPARATUS AND METHOD FOR A HASH PROCESSING SYSTEM 

USING MULTIPLE HASH STORAGE AREAS" filed by Satish N. Anand on May 13, 

2002); and serial no. 10/144,197 (entitled "APPARATUS AND METHOD FOR A 

25 HASH PROCESSING SYSTEM USING INTEGRATED MESSAGE DIGEST AND 

SECURE HASH ARCHITECTURES" filed by Satish N. Anand on May 13, 2002). 

It should be noted that each cryptographic core 232 is preferably accessible only 

through a corresponding packet engine 228. Alternatively, several packet engines 228 

may access a single cryptographic core in a round robin or other arbitrated flow 
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mechanism. Accordingly, all or substantially all packet and data flow may return to the 

corresponding packet engine 228 from cryptographic core 232 prior to output from 

security processor 104. Also, in a preferred embodiment according to the present 

invention, all I/0 data to security processor 104 transits one of cryptographic cores 232 

5 whether or not the data needs encryption/decryption or other security processing. After 

exiting cryptographic core 232, a packet may be assigned its distribution directions (for 

example, to a destination of one of several streaming interfaces 200 or control processor 

212) by packet engine 228 for distribution through switching system 208. 

Streaming interface 200, switching system 208, packet engines 228 and 

10 cryptographic cores 232 may provide fast path data flow for security processing system 

102. This fast path data flow may provide both firewall and virtual private network 

(VPN) functionality along with network intrusion detection functionality as described 

further below. Control processor 212 and firmware 214 may provide all or substantially 

all control for these firewall, VPN and network intrusion functions. 

15 Initial packets for a data flow may transit from packet engine 228 and 

cryptographic core 232 to control processor 212 for an initial classification. Control 

processor 212 may perform firewall, NAT, and routing classification for the packet, and 

further may create a connection table and hash entry in memory 106 for use by packet 

engine 228 on subsequent packets in the data flow. This may include the building of 

20 more than one connection table entry, depending on the application. Examples of this 

include preemptively constructing inbound and outbound entries, as well as a data 

channel entry for certain protocols. Control processor 212 may also trigger IKE 

processing as a result of the classification of the initial packet. 

The connection table entries above provide a mechanism that allows the 

25 acceleration of security operations, such as firewall or NAT decision processing for 

packets. Connection entries may have a relationship (for example, one-to-one or many­

to-one) to IP Sec SAD entries in support of IP Sec operations as a result of classification. 

Control processor 212 may provide control plane operations for security 

processing system 102 and may run an embedded operating system or simple task 
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scheduler to handle complex packet applications such as, for example, firewall and 

intrusion detection system applications, a TCP/JP stack including routing functions, and 

support applications such as IKE and user interfaces for configuration, for example, 

from host processor 130. The use of control processor 212 in the foregoing manner 

5 may permit the complete containment of all key generation, public key and symmetric 

key encryption and decryption processing within the hardware of security processing 

system 102 and within cryptographic boundary 112. Control processor 212 allows the 

flexibility of general purpose processing for non-real-time, demand-driven or OS-based 

applications to be executed. 

10 Modulo/expo engine 216 may be coupled to local data bus 210 to provide 

processing for streaming and modular exponentiation. Control processor 212 may 

provide public key macro acceleration by providing pre-processing for modulo/expo 

engine 216, which would permit host processor 130 to request high-level public key 

acceleration calls that are handled completely by security processing system 102. 

15 Modulo/expo engine 216 may be made accessible to control processor 212 and also host 

processor 130. The interconnectivity of operations that may be provided by control 

processor 212, specifically the providing of key management functions, modulo/expo 

engine operation and local access to encrypted/protected memory, allows security 

processor 104 to keep all unprotected cryptographic keys and operations within the 

20 boundary of security processor 104. In other embodiments, a dedicated key 

management processor (not shown), which may be coupled to local data bus 210, and 

associated firmware may be integrated and made accessible to modulo/expo engine 216 

in addition to or even in the absence of control processor 212. 

Firmware 214 may be executed by control processor 212 and may provide 

25 operating system software and other software to provide IKE and other functions and 

additional functions known to one of skill in the art. Control processor 212 may be, for 

example, a general purpose processor such as a 32-bit RISC processor. Other types of 

processors may also be used. Other software stored as part of firmware 214 may be 

used to permit control processor 212 to provide VPN, firewall, intrusion 
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detection/prevention, and SSL protocol communications, virus protection, digital rights 

management, content filtering, access control, verifying of application integrity, and 

management of public key infrastructure (PK.I) exchanges. 

Additional software stored as part of firmware 214 may permit a wide variety of 

5 data analysis functions including, for example, packet analysis, pattern matching, or 

other data analysis. Statistics may be generated by such functions and/or other 

functions and the results communicated to host processor 130 or another device (not 

shown) for central data collection of activity on devices coupled to internal network 

116. 

10 Firmware 214 may include control plane software that runs on control processor 

212. The control plane software may communicate with the data plane software using a 

set of application program interfaces (APls) and a message-based protocol. The data 

plane software may include forwarding software responsible for performing high-speed 

packet processing that handles the data plane steady-state portion of networking 

15 applications, such as, for example, IP packet forwarding protocols. The functionalities 

provided by security processing system I 02 may be changed and/or updated by 

updating firmware 214. Such updating may be done, for example, as new industry or 

government security standards are developed or modified. Also, the resources devoted 

to each of the security and networking processing functions may be customized for each 

20 host computing device or by the location of a device on a network, for example a 

location at either a gateway or at an edge of the network. 

Security processor 104 may include random number generator (RNG) 218 and 

timers, universal asynchronous receiver/transmitter (UART), and general purpose I/0 

220 coupled to local data bus 210. RNG 218 may be a true digital random-number 

25 generator. RNG 218 may be made available to control processor 212 and also to host 

processor 130. Timers 220 may operate most operations in the core of security 

processor 104 and may run, for example, at a frequency of about 150 MHz. A separate 

reference clock (not shown) may be coupled to control processor 212, which may be 

bridged to the security processor 104 core, and run, for example, at about 250 MHz. 
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Security processor 104 optionally may include anti-tamper system 224. Anti­

tamper system is controlled by control processor 212 and may include detection circuits 

for voltage, temperature and physical probing forms of tampering. More specifically, 

anti-tamper system 224 may comprise hardware tamper circuits and firmware routines 

5 to check the integrity or health of stored flash content. The firmware routines may 

check the general integrity or health of the flash content using, for example, both DES­

MAC or AES-MAC security methods or other hashing and authentication techniques. 

Anti-tamper system 224 may be implemented as a network of detection circuits tied to a 

fail-safe fault collector (not shown). 

Translator 226, which may be, for example, a steganography translator or 

another memory obfuscation device or encryption translator, such as an encryption 

filter, may optionally be coupled to local memory interface 202 to use known 

steganographic or encryption techniques, as applicable to the type of device 226 used, 

in the writing and reading of security keys and other data to and from memories 106, 

15 108 and/or 110. For example, an encryption key of, for example, about 112 bits may be 

distributed in an SRAM memory 108 in a data block size of, for example, about 

100,000 bits and only be retrievable from memory 108 using a translation algorithm 

implemented in software in translator 226. 

20 Encrypted Memory System 

A hardware encryption path may be included between local data bus 210 and a 

memory controller block in security processor 104. This path may consist of two main 

components: (i) an encryption OMA block (EDMA) that may be a write-only path 

between a local host and off-chip memory (e.g., memory 106) for securely storing SA 

25 (security association) keying material; and (ii) an "ER" block that may be a read path 

from the memory controller block to the block from which a calling function is 

originating (for example, a cryptographic function running in cryptographic core 232 

that uses SA keys for IPSec processing). The hardware encryption path as described 

herein may in general be useful with any off-chip memory, including for example, 
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memory 106, 108, or 110. FIG. 12 is a block diagram illustrating the relationship in this 

embodiment between the ER block, the EDMA block, cryptographic core 232, and 

memory. The division of memory access shown could be physical (block connection) 

or logical (access to targeted address ranges that are encrypted). 

5 The EDMA block may consist of several blocks including an AES encryption 

block (e.g., 18-round AES with a 64-bit block size), an address expansion block, a 

control block, and a configuration block. The EDMA may sit between DMA interface 

204 and an "AHB master block" (see FIGs. 6 and 7), which is coupled to the memory 

controller block (as discussed in more detail below). As discussed in more detail below 

10 and as illustrated in the figures, the AHB may be an internal AMBA host for the chip. 

AMBA refers to the Advanced Microcontroller Bus Architecture. 

The EDMA block monitors signals from, for example, DMA interface 204 to 

determine if the current write request from DMA interface 204 to the AHB master block 

is, for example, for an IPSec SA, and/or SSL SA, or for a transfer which does not 

15 contain any SA data. This distinction may be controlled by two control bits in a control 

word associated with DMA interface 204 and used for each transfer. If the transfer is 

for an IPSec SA, the EDMA logic may hold off the request going to the AHB master 

block until the AES block is ready e.g., when the initial 10 rounds of AES processing 

are complete). The AES block may use the SA source address and an internally 

20 generated key (K) to complete the initial 10 rounds. On completion of the 10 rounds, 

64-bits, for example, of Cipher Text 0 (CT0) will be produced, and the write request 

will be allowed to pass to the AHB master block. The AHB master block will assert its 

read signal and the first 8 bytes of data (a Basic Command Word [BCW], which is 

control data not needing confidentiality protection) will be allowed to transfer as 

25 cleartext. On each of the remaining transfers, the AES block will step one round of the 

AES algorithm per each transfer, and the data will be XOR'ed with CT0 (n=0 ... 8) to 

produce a value EDMAK [Datan] (n=0 ... 8) for a total transfer of 80-bytes, of which 72 

bytes are encrypted. The EDMA preferably will not encrypt any transfer where the 

source address equals the destination address. 
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The ER block may provide a path from memory 106 (e.g., off-chip SA DDR) to 

cryptographic core 232 for decrypting SA's that are located within memory 106. The 

ER block may consist of several blocks including an AES encryption block (e.g., 18-

round, 64-bit AES), an address expansion block, a variable FIFO, a control block, and a 

5 configuration block. The ER block may be located between the calling functional block 

(e.g., cryptographic core 232 or another block) and memory 106. The ER block may be 

read-only, or it may be read-write, if necessary to, for example, copy back state 

information. FIG. 11 is a block diagram illustrating the relationship in this embodiment 

of the ER block to the cryptographic core and memory. 

10 The ER block may monitor the calling functional block's request signals to 

memory 106. If the request is a read, the ER block will hold off the completion of the 

read by de-asserting its ready signal ("ER_rdy") to a memory arbiter until the AES 

block is ready (i.e., when the initial 10 rounds of the AES algorithm are complete). The 

memory arbiter (e.g., a RAM arbiter) brokers access requests from the requestors of 

15 memory (e.g., a MIPS processor, one of packet engines 228, or cryptographic core 232). 

Signal ER_rdy may be transmitted to the memory controller (see the "CRA" block in 

Fig. 12) from the EDMA or the ER control element. 

The AES block may use the SA source address provided from the interface to 

cryptographic core 232 and the K key to complete the initial 10 rounds of the AES 

20 algorithm. On completion of the 10 rounds, 64-bits of Cipher Text 0 (CT0) will be 

produced and the ready signal (ER_rdy) may be asserted allowing the read request to 

pass to the memory arbiter. The memory arbiter will assert its data ready signal and the 

first 8-bytes of data (the BCW) will be allowed to transfer in the clear. On each of the 

remaining transfers, the AES block will step one round of the 64-bit AES algorithm per 

25 transfer, and the data will be XOR'ed with CTn (n=0 ... 8) to produce values EIK[Datan] 

(n=0 ... 8) for a total transfer of 80 bytes, of which 72 bytes are decrypted. More 

generally, the ER block may decrypt or encrypt to arbitrary offsets per each read or 

write request, intermingling data stored in the clear with data stored in an encrypted 

form so as to make a clear text delivery to the calling functional block. 
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Now discussing an encrypted hardware path according to the present invention 

in more detail, an encrypted memory system may be implemented as a multi-block 

system tasked with the selective encryption of memory structures to protect data that 

may reside in off-chip memory ( e.g., memory 106, 108, or 110, as mentioned above) 

5 from use by anything other than the intended block and/or logic that resides in the 

system itself. It is particularly useful in encryption devices and applications such as 

with the IP Security protocol where one wishes to achieve FIPS 140-2 level 2 or similar 

levels of protection for data and process contents. 

The specific embodiment of the present invention discussed here preferably has 

10 two primary blocks. First, the EDMA block may provide logic and a protected path 

from, for example, a host general purpose DMA interface to the memory controller. 

This is the path over which the encrypted data may be written to memory. The utility of 

the EDMA block is to provide a method of inserting data into memory, encrypting it 

enroute. Second, the ER block may provide a fast decryption path for data read from 

15 external memory. The ER block is accessible only to trusted requestor blocks within 

the chip, making retrieval and decryption of certain protected memory data 

discriminatory, based on purposeful hardware design. An encryption key K may be 

used for encryption and decryption of the externally stored data. K is preferably 

internally generated at initialization and not visible nor accessible outside the system. 

20 Data Representation Conventions 

FIG. 5 illustrates the data representation convention used herein for purposes of 

explanation. Other conventions may be used in different embodiments. Throughout the 

description herein, all data vectors and one-dimensional data structures are represented 

with the Most Significant Bit (MSb) in the leftmost position and the Least Significant 

25 Bit (LSb) in the rightmost position. All two-dimensional data structures are represented 

with the MSb in the upper leftmost position and the LSb in the lower rightmost position. 
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EDMA Block (GDMA to Off-Chip Memory) 

The EDMA block may provide a write-only path between a local host or other 

data generating device and the off-chip memory for securely storing protected 

information, such as SA keying material. It may consist of several blocks that include 

5 an N round B block AES encrypt (where B is the width of the memory interface), 

address expansion, control, and configuration. An AES algorithm of 128-bit key size is 

typically used though other key sizes may be used with the appropriate adjustment in 

key expansion rounds. Likewise, some other streaming or block cipher may be used in 

an alternate implementation. The EDMA block sits between the interface from the data 

10 path and the bus to the memory controller. In one implementation the EDMA may be 

located between the "GDMA" block and the "AHB" block (see FIGs. 6-8). The GDMA 

(general purpose DMA) block may interface the internal or external host to the AHB. 

The AHB master is the mechanism for the functional block (e.g., the GDMA block or 

packet DMA [PDMA]) to take control of the bus for signalling and data transmission. 

15 Alternatively, in a multi-path (parallelizing) design, the EDMA block could be located 

between the GDMA Slice0 (gda_sclice0) and the GDMA multiplexer (mux) as 

illustrated in FIG. 6. 

The EDMA block monitors the incoming data bus (e.g., GDMA signals) to 

determine if the current write request is protected data or a transfer which does not 

20 contain any protected data. This distinction may be controlled by signaling, for 

example, two control bits in a GDMA control word for each transfer. The signaling 

may also determine whether or not there is an offset to the beginning of encryption, 

allowing a block-sized multiple of clear text to precede the encrypted data in a single 

transaction. If the transfer is to be encrypted, for instance for an IPSec SA, the EDMA 

25 logic will hold off the request going to the AHB Master until the AES is ready, that is 

when the initial 10 rounds of AES are complete, and the block multiple clear text offset 

is reached, if it exists. The AES block will use the incoming data's Source Address (M) 

and K key to complete the initial 10 rounds. On completion of the 10 rounds, B bits of 

Cipher Text 0 (CT0) will be produced and the write request will be allowed to pass to 
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the AHB Master. The AHB Master (in this example) will assert its read signal and the 

first 8-bytes of data will be allowed to transfer. On each of the remaining transfers the 

AES block will step one round of the AES algorithm per transfer and the data will be 

XOR'ed with CTn (n=0 ... i) to produce EK[Datan] for a total transfer of n x 8 bytes 

5 being encrypted. The EDMA block will not encrypt any transfer where the source 

address equals the destination address. A more detailed block diagram is illustrated in 

FIG. 7. The sections below describe each of these blocks in more detail. 

RNDmix 

10 The RNDmix value will be initialized during the boot-up sequence as a 64-bit ( or 

15 

block size) random or pseudo-random number and then written to the EDMA RNDmix 

register. The RNDmix will be XOR'd with the cipher text XOR data and then be sent to 

the EDMA mux, providing additional mix protection to mitigate the weakness of "to 

000 or FFF" writes to memory. 

AES64 Encryption Block 

The AES block preferably uses a reduced block size, 64-bit block AES (128-bit 

key) algorithm as defined in the Appendix to this application (AES64 Specification). 

Although the embodiment of the present invention is discussed in the context of this 

20 specific AES algorithm, one of skill in the art will recognize that other algorithms (e.g., 

other than AES) may be used in other embodiments. Although in the Appendix the 

number of rounds for the AES algorithm is defined as 10, for the EDMA or ER blocks 

the AES64 may be extended to support an 1 0+n round cipher, as determined by the size 

of the encrypted data transaction. For more detail, see the following table: 

25 

PreAdd 
round 1 
round 1 
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SubBytes 
ShiftRows 
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round 1 MixColumn 
round 1 AddKey 

round n SubBytes 
round n ShiftRows 
round n (No MixColumn On Last Round) 
round n AddKey 

The output of rounds 11 through n will produce CT o through CT n which will be 

used to XOR with the eight byte blocks (for a 64-bit memory width) of the data 

transaction being written to off-chip memory. An initial, block multiple amount of data 

may be allowed to pass in the clear prior to the active encryption, based on any offset 

15 programmed into the transaction signaling. 

EDMA Address Expansion Block 

The address expansion block takes nm-bits of address data together with some 

amount of K data and produces block-sized bits of address expansion data for input to 

20 the AES block. The address expansion block may use S-Box and E-Box functions to 

accomplish the expansion, though other substitution or expansion algorithms may be 

used as long as they introduce sufficient variability. The address is typically expanded 

through the E-Box or some other expansion function. Some mixing bits are selected 

from K and run through a number of S-Box's or some other substitution function to 

25 produce data that will be XOR'd with the expanded address seed from the E-Box. The 

output from the XOR is then appended to the address ( or data that is address dependant) 

to form a block-sized amount of output (ax_data[B:01). In more detail, in formula 

form: ax_data[B:OJ = {gdma_EDMA_amemory[m;:OJ, X;[(B-m;:OJ} 
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ER Block (Cryptographic Core to/from Security Association (SA) Memory) 

The ER block (e.g., for a four-channel slice) provides a read-only (e.g., IPSec) 

path from off-chip memory to the functional block or device reading the memory, for 

example, in the case where cryptographic core 232 would need to decrypt SA's that are 

5 located within off-chip memory. It may consist of several blocks that include an n­

round, B-bit AES encrypt, address expansion, variable FIFO, control, and configuration. 

The ER block may be located between the memory-consuming function (e.g., 

cryptographic core 232) and off-chip memory as illustrated in more detail in FIG. 8. 

Multiple function blocks or devices may have their own or a shared ER block to 

10 memory. 

The ER block monitors the calling block's request signals to the off-chip 

memory. If the request is a read, the ER block will hold off the completion of the read 

by de-asserting its ready signal (ER_rdy) to a memory arbiter until the AES block is 

ready (i.e., when the initial 10 rounds of AES64 are complete). The AES block will use 

15 the memory Source Address provided from the cryptographic core interface and the K 

key to complete the initial 10 rounds of AES64. On completion of the 10 rounds, 64 

bits of Cipher Text O (CT0) will be produced and the ready signal (ER_rdy) will be 

asserted allowing the read request to pass to the memory arbiter. The memory Arbiter 

will assert its data ready signal and the data will be allowed to transfer. If an offset is 

20 included in the request signal, then a block multiple of data may precede the decrypted 

information in the clear. On each of the remaining transfers the AES block will step 

one round of the AES algorithm per transfer and the data will be XOR'ed with CTn 

(n=0 ... 8) to produce El K[Datan] for a total transfer of 8 x n bytes being decrypted. 

25 Host Configuration Interface (IIF) 

A host configuration interface provides read/write access to local configuration 

and status registers. 
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RNDmix 

The RNDm;x value will be initialized during the boot-up sequence as a 64-bit (or 

block size) random or pseudo-random number and then be written to the EDMA 

RNDm1x register. The RNDmix will be XOR'd with the cipher text XOR data and then be 

5 sent to the EDMA mux, providing additional mix protection to mitigate the weakness of 

"to 000 or FFF" writes to memory. 

AES Encryption Block 

The AES block preferably uses a reduced-block size, 64-bit AES algorithm as 

10 defined in the Appendix to this application (AES Specification). Although the 

discussion in the Appendix defines the number of rounds as 10, for the ER block the 

AES block is able to support a I0+n round cipher, where n represents the number of bus 

width blocks of memory to be retrieved. 

15 ER Address Expansion Block 

The ER address expansion block may be implemented in the same way as the 

EDMA address expansion block. 

Network Intrusion Detection System 

20 FIG. 3 illustrates a more-detailed functional block diagram of a network 

intrusion detection system that may be used in a portion of security processor 104 in 

accordance with an embodiment of the present invention. FIG. 3 illustrates, for 

example, three packet engines 228 in parallel and each connected to a cryptographic 

core 232. 

25 Network intrusion detection system (NIDS) 302 has taps 303 that may couple to 

the input/output of each of packet engine 228 and cryptographic core 232 pair. 

Signature database 304 is a defined set of patterns stored in on and/or off-chip memory. 
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NIDS 302 attempts to match parts of the data stream (for example, the header, payload, 

or trailer) against the stored set of patterns. 

According to the present invention, by passing all 1/0 traffic to host processor 

130 and/or internal network 116 through security processing system 102, and including 

5 NIDS 302 within system 102, undesirable intrusions may be detected in-line with such 

1/0 traffic, such as, for example, it passes through an NIC. By being in-line in this 

manner, intrusions identified by NIDS 302 may be stopped in the 1/0 traffic flow and 

any further related improper intrusion prevented from passing to host processor 130 

and/or internal network 116. 

10 Each computer or computing device (not shown) connected, for example, to 

internal network 116 may be protected by security processing system 102, such as, for 

example, using an NIC containing security processing system 102 for all 1/0 traffic for 

each device. Each such distributed NIC may communicate with a central server (not 

shown) connected to internal network 116 to accumulate performance, security, 

15 network processing and other data related to activities reported by each such security 

processing system 102. Additionally, such accumulated data may be processed and/or 

analyzed by the central server and then new or modified control signals sent to all, or a 

selected portion, of the security processing systems 102 of each device on internal 

network 116. 

20 Having a tap on each of the input and output paths to each cryptographic core 

232 permits the capture of clear text packets either before or after encryption, depending 

on whether the packets are inbound or outbound. Thus, signature matching may be 

done on clear text data. NIDS 302 may flag a packet as having a potential signature 

match to a pattern in signature database 304. The flagged packet may either be dropped 

25 (and the flow of subsequent packets in the same data flow stopped) or continue to its 

next destination, with a logging report to host processor 130 in either case indicating the 

status of the packet. Also, in addition to being sent to its next destination, the flagged 

packet may be redirected or duplicated and receive further slow path processing by 

control processor 212. The logging report may be used to form an audit trail for 
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collective or heuristic analysis and future packet inspection by a centralized intrusion 

detection system or other process or device. If a packet has been identified as 

undesirable, intrusion prevention may be provided by dropping related future packets in 

packet engines 228. 

5 NIDS 302 may be coupled to a separate control channel 305 coupled back to one 

or more, and preferably all, of packet engines 228. Control channel 305 is a special 

path to send packets that have been flagged by NIDS 302 to the control plane on local 

data bus 210 (and then optionally on to host processor 130) for logging or other 

administrative tasks, including, for example, providing data for use by a network 

10 administrator in managing and improving network intrusion detection and prevention by 

security processing system 102. 

Flagging of a packet or a packet data structure may be done by setting a bit flag 

in a control word corresponding to the packet. By examining this bit flag for a packet, 

control processor 212 may direct the packet to a certain location for logging. Results 

15 from packet classification performed by each packet engine 228 (for example, to 

determine that the packet is network file system (NFS) traffic) may be used to select 

from one of many rules sets or signature sets in signature database 304. 

Based on comparisons to the selected rules or signature sets, control channel 305 

may indicate one or more types of initial potential intrusion violations associated with a 

20 packet. After indicating flagged packets to one or more of packet engines 228 through 

control channel 305, each packet engine 228 may further classify the packet by 

comparison to the one or more types of other potential intrusion violations provided for 

the packet by control channel 305, and use information from prior classification 

processing for the packet by the packet engine 228 to narrow or eliminate the set of 

25 potential intrusion violations. 

Packet/Data Flow 

FIG. 4 illustrates a simplified flow diagram of typical packet or data flow for 

one embodiment of security processing system 102. Each packet engine 228 may 
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comprise a packet processor and a classification engine. Circles 404 and 406 generally 

correspond to the functionality provided by the classification engine and the packet 

processor, and such functionality is referred to herein as classification engine 404 and 

packet processor 406. 

5 Classification engine 404 may provide lookup and decision logic for, among 

other things, security policy database (SPD) lookup, firewall connection table lookup, 

NAT table lookup, routing, and limited application level gateway (ALG) rule 

application and data mangling. Any or all of the foregoing classification engine 

functions may be subsumed in a single connection table entry. Once an initial data flow 

10 is defined, the foregoing classification engine functions may be made integral to the 

data flow. 

Packet flow through security processing system 102 typically begins when a 

packet enters switching system 208 via one of streaming interfaces 200 or DMA 

interfaces 204. Each packet may be inserted into an active list waiting for the next 

15 available packet engine 228. The same active list may be an insertion path for control 

processor 212 to direct packet traffic into a packet engine 228. Regardless of 

destination, whether, for example, it is to streaming interface 200, host interface 206, 

control processor 212, or a loop through a packet engine 228, all packet data preferably 

flows to a packet engine 228 and then to a corresponding cryptographic core 232. 

20 Tagging of the packet upon ingress to the packet engine 228 may determine the egress 

path from cryptographic core 232. More specifically, the incoming and outgoing 

packets may be provided with a tag upon ingress to one of packet engines 228 and the 

tag may be used to determine the egress path upon exit from the corresponding 

cryptographic core 232. 

25 Classification hash lookup data and a detailed connection flow table and security 

policy/association data may be stored, for example, in memory 106. Upon receiving a 

packet, packet engine 228 may find a match in the connection table, fetch the 

connection information (including SAD information as appropriate), and apply the 

appropriate rules and transforms. This may include forwarding the packet to control 
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processor 212. If no match is found in the connection table, then the packet is 

preferably forwarded to control processor 212. 

Outbound packets may be buffered after transit through packet engine 228 and 

cryptographic core 232 for sending out to streaming interface 200 or to host interface 

5 206. Outbound packets may have made a single trip through packet engine 228 and 

core 232, may have made a second trip through packet engine 228 and core 232 after 

prior processing by control processor 212, or may have made a second trip through 

packet engine 228 for firewall inspection following decryption in cryptographic core 

232. 

10 Initial packets needing classification to create a NAT lookup table entry and/or 

firewall connection table entry may be forwarded to control processor 212 for 

processing, then back to classification engine 404, and then to packet processor 406 

prior to output from security processor 104 (unless dropped in accordance with the 

firewall rules in effect). If such initial packets also need IPSec processing, they may be 

15 forwarded to packet engine 228 after initial processing by control processor 212, then 

back to an egress interface. 

For packets that are already in an existing data flow, for example, already 

having connection table entries or NAT global mapping in existence, a successful 

lookup may result in a direct forwarding to packet processor 406 for modification, and 

20 then classification by classification engine 404 for egress from security processor I 04. 

Outbound IPSec packets in an existing flow transit to packet engine 228 and 

cryptographic core 232 after egress classification and firewall packet processing. 

Inbound IPSec packets in an existing flow are forwarded to packet engine 228 and 

cryptographic core 232, then to the classification engine 404 and packet processor 406 

25 for SPD validation, routing, and optionally, firewall and NAT processing prior to 

egress. 
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APPENDIX 

An APPENDIX is included at the end of this application, which is incorporated 

5 by reference in full herein. The APPENDIX describes the AES64 algorithm referenced 

above. The APPENDIX presents information regarding a specific algorithm and is not 

intended to be limiting in any way. Other implementations of the present invention may 

be made. 

CONCLUSION 

By the foregoing description, an improved secure 1/0 interface system and 

method have been described. The system and method may improve the security of 

communications to and from trusted hardware, improve communication speed, reduce 

15 the number of different systems required for secure communications, and reduce the 

extent of the bottleneck on the backplane bus. 

The foregoing description of specific embodiments reveals the general nature of 

the invention sufficiently that others can, by applying current knowledge, readily 

modify and/or adapt it for various applications without departing from the generic 

20 concept. Therefore, such adaptations and modifications are within the meaning and 

range of equivalents of the disclosed embodiments. The phraseology or terminology 

employed herein is for the purpose of description and not of limitation. Accordingly, 

the invention embraces all such alternatives, modifications, equivalents and variations 

as fall within the spirit and scope of the appended claims. 

25 
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CLAIMS 

What is claimed is: 

1. A security processor to process incoming and outgoing packets, the 

security processor comprising: 

a switching system to send and receive packets; 

a packet engine, coupled to the switching system, to handle classification 

processing for the incoming and outgoing packets; and 

a cryptographic core, coupled to the packet engine, to provide encryption and 

decryption processing for packets received from the packet engine. 

2. The security processor of claim 1 wherein the packet engine is further 

operable to handle security context management processing for the incoming and 

15 outgoing packets. 

20 

3. The security processor of claim 1 further comprising: 

a local data bus coupled to the switching system; and 

a modulo engine coupled to the local data bus. 

4. The security processor of claim 1 wherein the packet engine is one of a 

plurality of packet engines and substantially all of the incoming and outgoing packets to 

the security processor transit one of the plurality of packet engines. 

25 5. The security processor of claim 4 wherein the cryptographic core is one 

of a plurality of cryptographic cores coupled one-to-one to the plurality of packet 

engines and substantially all of the incoming and outgoing packets to the security 

processor transit a corresponding one of the plurality of cryptographic cores after 

transiting one of the plurality of packet engines. 
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6. The security processor of claim 4 wherein the incoming and outgoing 

packets are provided with a tag upon ingress to one of the plurality of packet engines 

and the tag determines the egress path within the security processor upon exit from the 

5 corresponding one of the plurality of cryptographic cores. 

7. The security processor of claim 3 wherein the packet engine, the 

cryptographic core, and the modulo engine are formed on a single chip. 

10 8. The security processor of claim 7 further comprising a control processor, 

coupled to the local data bus, for exception handling of the incoming and outgoing 

packets. 

9. The security processor of claim 7 further comprising a key management 

15 engine coupled to the local data bus. 

10. The security processor of claim 1 further comprising an intrusion 

detection system coupled between the cryptographic core and the packet engine. 

20 11. The security processor of claim 7 wherein the security processor handles 

substantially all security processing for the incoming and outgoing packets. 

12. The security processor of claim 11 wherein the security processor further 

handles substantially all network processing for the incoming and outgoing packets. 

25 

13. The security processor of claim 1 further comprising an intrusion 

detection system coupled between the cryptographic core and the packet engine. 
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14. A security processing system comprising: 

(a) a security processor comprising: 

a switching system to send outgoing and to receive incoming packets; 

a packet engine, coupled to the switching system, to handle classification 

5 processing for the incoming and outgoing packets; 

10 

a cryptographic core, coupled to the packet engine, to provide encryption 

and decryption processing for packets received from the packet engine; and 

a local data bus coupled to the switching system; and 

(b) a memory coupled to the local data bus. 

15. The security processing system of claim 14 further comprising a modulo 

engine coupled to the local data bus. 

16. The security processing system of claim 15 further comprising a key 

15 management engine coupled to the local data bus. 

17. The security processing system of claim 14 wherein the memory and the 

security processor are within the same cryptographic boundary. 

20 18. The security processing system of claim 14 wherein the security 

processor is formed on a single chip. 

19. The security processing system of claim 14 further comprising: 

a memory interface coupled to the local data bus, wherein the memory is 

25 coupled to the local data bus using the memory interface; and 

a translator coupled to the memory interface to perform translation of data 

received by the memory interface from the memory. 

38 



Express Mailing Label No. EV539668208US Docket No. 4224-25US 

20. The security processing system of claim 19 wherein the translator 

performs steganographic translation of the received data. 

21. The security processing system of claim 19 wherein the translator 

5 performs encryption translation of the received data. 

22. The security processing system of claim 14 wherein the security 

processor is operable to (i) execute boot code to load firmware for execution by the 

security processor and (ii) authenticate the boot code using a mechanism internal to the 

10 security processor prior to operation of the security processor. 

15 

20 

25 

23. A security processor to connect a trusted network to an un-trusted 

network for data packet communication, the security processor comprising: 

a first interface to couple to the trusted network and to the un-trusted network; 

a second interface to couple to a host processor; 

a switching system operable to selectively couple to the first interface or the 

second interface; 

a local data bus, coupled to the switching system; 

a plurality of packet engines coupled to the switching system; 

a plurality of cryptographic cores each coupled to one of the plurality of packet 

engines; and 

a control processor, coupled to the local data bus, to control data packet flow 

within the security processor. 

24. The security processor of claim 23 wherein the security processor is 

operable to act as a firewall to deny or accept a data packet and to implement a secure 

communication channel with another computing device in the un-trusted network. 
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25. The security processor of claim 24 wherein the security processor 

implements data packet security and authentication functions to support the secure 

communication channel. 

26. A communication system comprising: 

a trusted network; and 

a secure interface coupled to the trusted network to carry all incoming and 

outgoing communications of the trusted network, wherein the secure interface 

comprises a security processor to handle substantially all security processing for the 

10 incoming and outgoing communications. 

15 

27. The communication system of claim 26 wherein the security processor 

performs substantially all network processing for data packet communications traveling 

to and from the trusted network. 

28. The communication system of claim 27 wherein the secure interface 

handles substantially all security processing for the incoming and outgoing 

communications. 

20 29. The communication system of claim 28 wherein the information security 

processing comprises IPSec processing. 

25 
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SYSTEM AND METHOD FOR A SECURE 1/0 INTERFACE 

Abstract 

A security processor performs all or substantially all security and network 

processing to provide a secure VO interface system to protect computing hardware from 

unauthorized access or attack. The security processor sends and receives all incoming 

and outgoing data packets for a host device and includes a packet engine, coupled to a 

local data bus, to process the incoming and outgoing packets. The processor further 

10 comprises a cryptographic core coupled to the packet engine to provide encryption and 

decryption processing for packets processed by the packet engine. The packet engine 

also handles classification processing for the incoming and outgoing packets. A 

modulo engine may be coupled to the local data bus. 
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NAME OF SECOND INVENTOR: lo A petition has been filed for this unsigned inventor 

Given Name Richard J. Family Name Takahashi 
(first and middle [if any]) or Surname 

Inventor's I Date 
Signature 

Residence: City Phoenix State A7. Country us Citizenship us 

Mailing Address 14033 South 35th Place 

City Phoenix State A7. ZIP 85044 Country US 

n Additional inventors or a legal representative are being named on the supplemental sheet(s) PTO/SB/02A or 02LR attached hereto. 
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APPENDIX 

(AES64 Specification) 

5 REF: The Rijndael Block Cipher (Joan Daemen and Vincent Rijmen) 

Intro 
***** 
This paper describes a codebook algorithm denoted AES64. AES64, which 

10 is derived from AES ( formerly called Rijndael), operates on a reduced 
block size of 64 bits. Although AES is defined for block sizes of 128, 
192, and 256 bits, all of the operations apply equally well to a block 
size of 64 bits, with the possible exception of the ShiftRow() 
transformation -- since this becomes somewhat trivial for the AES64 

15 case of two bytes per row, ShiftRow() has been changed to operate on 
nibbles within a row instead of bytes. The security of AES64 rests on 
the widely accepted security of AES. 

For AES64, we specify the following parameters: 
20 (1) blocksize: 64 bits (8 bytes) 

(2) key length: 128 bits (16 bytes) 
(3) number ofrounds: 10 
(4) mode: ECB (Electronic Code Book) 

25 Notation 
******** 
Throughout this note as well as the accompanying source code, all 
values are viewed as byte sequences: 

30 Block: BYTE *a= (a0 al a2 ... a7) 
Key: BYTE *k = (k0 kl k2 ... k15) 
Expanded key: BYTE *W = (w0 wl w2 ... w87) 

Block values include input, output, and intermediate cipher; REF 
35 typically refers to all of these values as "state." 

Using this notation, the round keys break out as: 

Round 0 
40 Round 1 

Round 2 

( w0 w I w2 w3 w4 w5 w6 w7) 
( w8 w9 wlO wl l w12 w13 w14 w15) 
( wl6 wl 7 w18 w19 w20 w21 w22 w23) 
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Round 3 

Round 13 
Round 14 

( w24 w25 w26 w27 w28 w29 w30 w3 l) 

(w72 w73 w74 w75 w76 w77 w78 w79) 
(w80 w8 l w82 w83 w84 w85 w86 w87) 

Docket No. 4224-25US 

The Round Okey is the "preadd" key. Because the AES64 blocksize is 
small relative to the key length, the first two rounds are actually 
just the input key (i.e. w(i) k(i) for i=O, ... , 15). 

10 In REF, the basic transformations (KeyAdd, ByteSub, Shift.Row, 
MixColumn) are described as operating on byte-valued state matrices 
all with exactly four rows. Each column corresponds to a 32-bit word 
(type unsigned int in C). To map one of the byte sequences described 
above to a state matrix, inscribe the bytes down the columns moving 

15 top to bottom and left to right -- that is, an input byte string 

20 

25 

a[8] = aO al a2 a3 a4 a5 a6 a7 

corresponds to the state matrix 

aO a4 
A[2][4] al as 

a2 a6 
a3 a7 

The KeyAdd and ByteSub transforms operate on individual bytes, so can 
be described in terms of either representation equally well. The 
Shift.Row and MixColumn transforms are defined in terms of the state 
matrix, with Shift.Row transforming rows and MixColumn transforming 

30 columns. In the source code, the mapping from byte string to state 
matrix is accomplished through indexing: 

A[i][j] = a[ 4*i + j] 

35 This may seem backwards -- index i refers to column and index j to 
row -- but this corresponds directly to the way that the C language 
stores multi-dimensional matrices. 

Keys and Key schedule 
40 ********************* 

AES64 uses the AES key schedule ( as described in REF for the case 
Nk=4). The input key is 16 bytes long. AES64 requires 8 bytes of key 
for the pre-add and 8 bytes of key for each round, for a total of 
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11 *8 88 bytes. Each round of the key scheduler produces 16 bytes of 
key. The routine aes64KeySched() actually computes 96 bytes of 
expanded key in six rounds and then copies the first 88 bytes into 
the output array. Comparing the pseudocode in REF to aes64KeySched() 

5 will probably lead to some confusion since REF describes it in terms 
of word operations, but these ops are all byte oriented so the 
translation is fairly straightforward using the equivalence 

word W(i) = bytes w(4*i) w(4*i+ 1) w(4*i+2) w(4*i+3) 

Component transforms 
******************** 
As noted above, AES64 consists of the same transformations as 
AES/Rijndael with the exception of ShiftRow(). In what follows, each 

15 transformation produces an eight byte output state (b0 ... b7) by 
operating on an eight byte input state (a0 ... a7): 

· Key Addition -- XOR key material with data block 
b(i) = a(i) "w(8*r + i) for i=0, ... ,7 

20 where r denotes the round number. 
Substitution -- Apply the AES S-box function to data bytes 

b(i) = S[a(i)] for i=0, ... ,7 
InvSubstitution -- Apply Sinv box function to data bytes 

b(i) Sinv[a(i)] for i=0, ... ,7 
25 · MixColumn -- Matrix multiply (the state is a 4x2 byte matrix) 

30 
Or 

b0 b4 02 03 01 01 a0 a4 
bl b5 = 01 02 03 01 x al a5 over GF(256) 
b2 b6 01 01 02 03 a2 a6 
b3 b7 03 01 01 02 a3 a7 

b0 = mul(02,a0)" mul(03,al) "mul(Ol,a2) "mul(Ol,a3) 
bl = mul(0l,aO)" mul(02,al) "mul(03,a2) "mul(Ol,a3) 

35 b2 = mul(0l,a0)" mul(0l,al) "mul(02,a2) "mul(03,a3) 
b3 = mul(03,a0)" mul(0l,al)" mul(0l,a2) "mul(02,a3) 

b4 = mul(02,a4)" mul(03,a5) "mul(Ol,a6) "mul(Ol,a7) 
b5 = mul(0l,a4)" mul(02,a5)" mul(03,a6) "mul(Ol,a7) 

40 b6 = mul(0l,a4)" mul(0l,a5) "mul(02,a6) "mul(03,a7) 
b7 = mul(03,a4)" mul(0l,a5)" mul(0l,a6) "mul(02,a7) 

where mul(x,y) is multiplication of x and yin GF(256). 
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InvMixColumn -- like MixColumn, but uses inverse transform 

b0b4 
bl b5 = 
b2 b6 
b3 b7 

OE OB OD 09 aO a4 
09 OE OB OD x al a5 over GF(256) 

OD 09 OE OB a2 a6 
OB OD 09 OE a3 a7 

Docket No. 4224-25US 

ShiftRow -- Modified from AES to do nibble shifts vs. byte shifts 

b0b4 aOH aOL a4H a4L rotate left O nibbles 
bl b5 = alL a5H a5L alH rotate left 1 nibbles 
b2 b6 a6H a6L a2H a2L rotate left 2 nibbles 
b3 b7 a7L a3H a3L a7H rotate left 3 nibbles 

where a byte aO is written as the high/low nibbles (aOH aOL) 

InvShiftRow -- The obvious thing; rotate right instead of left 

bO b4 
bl b5 
b2 b6 
b3 b7 

Round Function 
************** 

aOH aOL a4H a4L 
a5L alH alL a5H 

a6H a6L a2H a2L 
a3L a7H a7L a3H 

rotate right O nibbles 
rotate right 1 nibbles 

rotate right 2 nibbles 
rotate right 3 nibbles 

The round functions for AES64 are exactly as in AES. To encrypt, 

30 · Initial key add (preadd, aka whitening) 
· For r=l, ... ,9 

Substitution 
ShiftRow 
Mix Column 

35 Key Addition 

40 

· Final ( oddball) round 
Substitution 
ShiftRow 
Key Addition 

and to decrypt, 

· Initial ( oddball) round 
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Key Addition 
InvShiftRow 
InvSubstitution 

· For r=9, ... , 1 
5 Key Addition 

InvMixColumn 
InvShiftRow 
InvSubstitution 

· Final key add (strips off whitening) 

An Example 
********** 
Encryption 

15 Input0123456789abcdef 
Key 000102030405060708090a0b0c0d0e0f 

Key expansion algorithm (16 bytes per pass) 
Pass 0: 00010203 04050607 08090a0b 0c0d0e0f 

20 Pass 1: d6aa74fd d2af72fa daa678fl d6ab76fe 
Pass 2: b692cfDb 643dbdfl be9bc500 6830b3fe 
Pass 3: b6ff7 44e d2c2c9bf 6c590cbf 0469bf41 
Pass 4: 47f7f7bc 95353e03 f96c32bc fd058dfd 
Pass 5: 3caaa3e8 a99f9deb 50f3af57 adf622aa 

25 
Expanded key by round 
Round 0: 00010203 04050607 (preadd) 
Round 1 : 08090a0b 0c0d0e0f 
Round 2: d6aa74fd d2af72fa 

30 Round 3: daa678fl d6ab76fe 
Round 4: b692cfDb 643dbdfl 
Round 5: be9bc500 6830b3fe 
Round 6: b6ff744e d2c2c9bf 
Round 7: 6c590cbf 0469bf41 

35 Round 8: 47f7f7bc 95353e03 
Round 9: f96c32bc fd058dfd 
Round 10: 3caaa3e8 a99f9deb 

** input 01234567 89abcdef 
40 

** whitened 01224764 8daecbe8 

** round 1 sub 7c93a043 5de41 f9b 
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** round 1 shftd 7c3elfb4 5d49a039 
** round 1 mixed 1195bbd6 f80d047c 
** round 1 added 199cbldd f4000a73 

5 ** round 2 sub d4dec8cl bf63678f 
** round 2 shftd d4e667fc bf3dc818 
** round 2 mixed 1956e305 f29e21 lf 
** round 2 added cffc97f8 203153e5 

10 ** round 9 sub 28d45822 59fef902 
** round 9 shftd 284ff922 59ed5820 
** round 9 mixed 5a84e88a e65064le 
** round 9 added a3e8da36 I b55e9e3 

15 ** round 10 sub 0a9b5705 affclel 1 
** round 10 shftd 0abflel0 afc95751 

(note no MixColumn last round) 
** round 10 added 36 l 5bdf8 0656caba 

20 Output: 36 l 5bdf80656caba 

Docket No. 4224-25US 

Decryption -- Key and expanded key identical to encryption above. 
Input: 3615bdf80656caba 

25 ** input 8db33771 ac477fb5 

** round 10 added 0abflel0 afc95751 
(note no lnvMixColurnn first round) 

** round 10 invshft 0a9b5705 affclel 1 
30 ** round 10 invsub a3e8da36 1 b55e9e3 

** round 9 added 5a84e88a e650641e 
** round 9 invmix 284ff922 59ed5820 
** round 9 invshft 28d45822 59fef902 

35 ** round 9 invsub eel 95e94 150c696a 

** round 2 added l 956e305 f29e2 l 1 f 
** round 2 invmix d4e667fc bf3dc818 
** round 2 invshft d4dec8cl bf63678f 

40 ** round 2 invsub 199cbldd f4000a73 

** round 1 added 1195bbd6 f80d047c 
** round 1 invmix 7c3elfb4 5d49a039 
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** round 1 invshft 7c93a043 5de41 f9b 
** round 1 invsub 01224764 8daecbe8 

** dewhitening 01234567 89abcdef 

Output: 0123456789abcdef 
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