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C'I.ASSIFIC.'ATION l/NC'INI/ IN A

CRYPTOC:RAPHY A(.'CKLEKXTION C'HIP

(.'ROSS-RL'FERL'NCE TO RL'LATF D

APPI,ICATIONS

Tfiis application claims priority from IJ.S. Provisimial
Application No. 60/142.S70. eimtled NETWORICING
SECURITY CHIP ARCIIITEC11JRE AND IMPLEMEN-
TATIONS FOR CRYPTOGRAPHY AC:CEI,ERATION,
tiled Jul. 8. 1999: and claims prionty from U.S. Provisional
Application No 60/159,011, ciititled UBIQUITOUS
BROADBAND SFCURITY C*IIIP. tiled Oct. 12. 1999. tlie.

disclosures of wlucli are herein incorporated by reference
herein liar nil purposes.

This apphcation xs related to concurrently tiled U S appli-
cation Ser. No. 09/610,798 entitled Disrrumiiropaocrssmc ts
s C Rvv renal puv Ac c sizz s'Ill)s' ufp, illa disclosure of svhich is
incorporated by reference herein for all purposes.

BACICGROUND OF THE INVENTION

The present utvention relates generally to the Iield ofcryp-
tography, and more panicularly to an arclutecture and method
for cryptography acceleration

Many methods to perform crypto raphy are well known in
the art and are discussed. for exwnple, md pp//ed Cri piogra
pky. Bruce Schneier, Jolui Wiley /k Sons. Inc. (199(x 2*'"

L'dinon), herein uicorporated by reference. In order to
improve thc: spccd oi'ryptogmphy processing, spcciali/cd so

cryptography accelerator chips have been developed. I or
example, the Hi/fiEn 7751 and the VLSBn VMS115 chips
provide llardv are cryptography accelcratimi tllat out-per-
forms sunilar sottware implementauons. Cryptography
accelerator chips may be included in routers or gateu ays, for "»

example, in order to provide witomatic IP packet cncryptmn/
decryption. By embedding crypto araphy functionality in net-
work hardware, both system performmicc wid data security
are enluuiced.

However, tliese chips require sizeable extenml attached ao

memory in order to operate I'he VI 51 VMS115 chip. in fact,
requires attached syncluonous SIKacM. wldch is the most
expwisive type of memory. The substmitial additional
memory requirements make tlmse solutions unacceptable in
terms of cost versus perfonnance for many applications.

Also. the actual sustained perfomiance of these chips is
nnich less than peak tluoughput that the internal cryptogra-
phy engines (or "crypto engines') can sustain. One reason for
dais is ihnt the chips luivc a long "context*'hange time In
odier words, if the crvptography keys and associated data o

need to be changed on a packet-by-packet basis. the prior art
chips must sivap out the cwrent context and load a ness

context, is luch reduces the tlu oughput. The neu context must
generally be cxtcrnally loaded from software, mid fiir nuiny
apphcations. such as muters md gateways that aggre ate s

bandwidth from nniltiple connections, changing contexts is a

very frequcnttask
Moreover, the arclu tee ture ofprior art claps does not all oiv

for the processing of cryptographic cksta at rates sustainable
by the network ini'mstructurc in conncvtion with v:hich these ni
chips are generally implemented. This can result m noticeable
delays wlmn cryptogmphic functions are invokcxt, for
exwnple, in e-commerce transacnons.

Recently, an industry security standard has been proposed
thnt combines both 'DIJS/3DFS'ncryptiwi with "MD5/ c

SIIAI" authenticution. and is known as "IPSecy By uicorpo-
rating both encryption wid authentication functionality in a

,670 B1

single accelerator chip, oswr-all system performance cmi be
mihanced. But due to the limitations noted above, tlm prior art
solunons do not provide adequate perfonnance at a reason-
able ccist

Tlnis it wmild be dcwsirablc to have a cryptography accel-
erator clup arclutecture that is capable of implementuig the
IPSec specitication tor any other cryptography standard), at
much faster rates than arc acluevable with current clup
designs.

SUMMARY OF TI IE INVENTION

In general, the present invention provides an architecture
for a cryptography accelerator chip that allows significant
perfonnance inipmvcmcnts over previous prior art designs.
ln various embodiments. the architecture enables parallel
processinv of packets tluough a plumlity of cryptography
engines and includes a classification engine configured to

efhciently process encryptionidecryption of data packets.
(.'ryptography accelemtinn chips in accordance may be incor-
porated on network lute cards or service modules and used in
applicauons as diverse as connecting a single computer to a

WAN. to large corpnmte news orks, to networks servicing
wide geograpluc areas te.g.. cities). lite present uivention
provides improved perfornmnce over the prior art designs,
with much reduced local memory rcstuirements, in some
cases requiring no additional external memory. In scune
cmbodinmnts, the present invention enables sustained full

duplex Ctigabit rate secunty processuig of IPSec protocol
data packets.

In one aspect. thc prinsmnt imvntion provides a cryptogra-
phy accelerauoo clup hnvuig a classitication engine conlig-
ured to receive a complete IP packet and determine what keys
arc needed to wicrypt or decrypt the packet

In another aspect, the invention provides a method for
accelerating cryptography processing of data packets 'the
method involves recco ing a pluralny ofcomplete data pack-
ets on a cryptography accelemstion ctup and processing the
data packets with a clnssitication migine to determine whnt
keys are needed to encrypt or decrypt the packets.

These and other features and advantages of the present
invention will bc preaentcd ili liicil'i'. clctail in thc following
specification of tire invention and the accompanying tiveures

which illustrate by way of example the principles of the
invention.

BRIEF DESCRIPTION OI'ilE DR.acWINGS

Thc present invention uill be readily understood by the
folfowin detaileddescnptioninconlunctionwiththeaccom-

pany ing drest ings. vs herein like reference numerals designate
bke stnictural elements, and ui winch

FICJS. IA and B are tuJt-level block dm rams of systems
implcmcnting a cryptography accelerator chip in accordance
u ith one embodiment the present invention.

FICJ. 2 is a high-level block diagram of a cryptography
accclcrator chip in accordance with onc embodiment the
presentinvention.

FI(i. 3 is a block diagmm of a cryptography accelerator
chip architecture in accordance u ith one embodinmntol'ilt.'resent

invention
FI(i. 4 is a block diagram illustrating a DRAM-based or

SRAM-based packet cfassitier in accordance with one
embodiment the present invention.

FICJ. 5 is a block diagram illustrating a C:AM-based packet
classitier in accordance v;ith one embodunent the present
iiivi.iiti c111.
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I'I(iS 6A and 6B nre tlowchans illustmtinn aspects of
inbound and outbound packet pmcessing in accordance with
one embodiment the present invention.

FRi. 7 shows a block diagram of a classitication engine in
accordance with one embodiment ol'he present invention,
ifiustrating its structure and key elements.

DETAILED DL'SCRIPI'ION OF TIIFI INVENTION

Reference v,ill now be made ui det ul to some specific Hk

embodiments of the invention includuig the best modes con-
&LI&IPlatc&f by ihc IBVcklt&us foi'arrying a&it thc iilvcntioii
Ex unples of these specific embodiments are 0lustnated ui the

accompanying drawings. While the invenrion is described in
conjunction with these specdic embodiments. it &vill be
understood that it is not intended to limit the invention to the
dcscribcd embodiments On thc contnnry, it is intended to
cover alteniatives, moddications. and equivalents as may be
included within the spirit and scope of the invention as
dotincd by thc appended claim~. In thc fo flossing description, n

numerous specific details are set forth in order to provide a

thorough understmiding of the present invention. The present
uivention may be practiced u ithout some or all of these spe-
cific details. In other instances, 1& elf known pmcess open-
tions Irave not bccn described in detail in order not to unnec- "

essanly obscure the present uiveimon.
In general, the present invention pmvides an arclutecture

I'or a crypto raphy accelerator chip that Bib&us signifiwant
perfonnance improvements over previous pnor art designs.
In prcfcrrcd embodiments. the clup architcviurc cixiblcs sn

"cell-based'rocessing ol'andom-lough IP packets, as
described ui copenduig U.S. patent application Ser. No.
09!5 I0,486. entitled SF«RI'lI ( HIF AR& HI'III'IL'Rk ANII Is&i'I F-

sn s TA& los'I I TIR CKI HI&loll AFHT AC 4 ELE RATIOS. Illcorpomted by
refermice lmrein in its mitirety for all purposes. Brietly, cell- "»

bascd packet processing involves the spitting nf IP packc(s.
uluch may be of vanable and unknown size, utto smaller
tixcd-size "cells.** Thc fix&xi-sized cells me then pmccsscd
and rmissemblcd (reconibined) mui packets The cell-based
packet processing architecture of the present invention allows An

the implenientation of a processing pipeline that has kfuIu f1

processing tlu oughput and tuning chamcteristics, thus mak-

ing it possible to fetch and process the cells in a predictable
time frame In pref&.'rred embodiments, the cells may be
fetched ahead of time (pre-fetched) and the pipeline may be A.

staged in such a manner that the need for attached (local)
luenioiy to stoic packet &fata ol co&&I&of pali&illctc&s Is tllllll-
mized or elinunated.

Moreover, in various emboduuents. the arclutecmre
enables pamllel processuig of packets tluou h a plurahty of 4

cryptography engines, for example four. and includes a clas-

sificationn

engine configured to efiiciently pmc ass encrypuon/
decryption of data packets. Cryptography acceleration chips
in accordance nmy be incorporated on network line cards or
service modules and used in apphcations as diverse as con- I
neccting a single computer to a WAN, to lnrge corporate net-
work~, to networks acr& icing wide geographic areas (c.g.
ciues). The present uivention provides improved perfor-
mance over the prior art designs, with natch reduced local
me&miry requirements, ui smnc causes requiring no addiiimial 01

external memory. In some embodiments, the present inven-
tion enables sustained full duplex (iigabit rate security pro-
cessing of IPSec protocol data packets.

In this specification and the appended clmms. the singular
fonna "a," "any mid "the'* include plural rcti:rcnce unless the r
context clearly dictates othenvise. Unless defined othen& ise.
all teclmical and scientihc terms used herein have the same

meaning as conunonly understood to nne ofordinary skill in

the an to uluch tlus invention belongs.
The present invention may be implemented in a variety of

ways.FI(iS IAandlBilh&stmtetwocxamplesofimplcnmn-
tationa of the invention as a cryptogmphy acceleration clup
fncorporatsxf into a network fine card or a system module,
respectively. In a standard processing system m accordance
with embodunents of the present invention.

As shou n in FIG I A, the cryptography accclcmtfon chip
102 may be part of an otherv ise st uidard netv,ork lute card
103 which includes a WAN interface 112 that connects the
pmccssin systmu 100 to a WAN. such rws Ihe Internet. aixl

manages in-bound uid out-bound packets. The cfup 102 on
the card 103 may be connected to a system bus 104 via a

standard system interfiice 106 The system bus 104 iuay be,
for example. as standard P('I bus, or it may be a high speed
system su itching matrix, as nrc well knotsn to those of skill in

the art The processing system 100 includes a processing

urn&

114, which may be one or more processing units, and a system
mmnory unit 116

I'he cryptography acceleration chip 102 on the card 103
also has associated v,ith it a local processing unit 100 and
local memory 110. As will be descnbed in more detail below,
the local memory 110 may be RAM or CAM and may be
either on or off tlm chip 102. Tlm system also gcncrally
uicludes a LAN interface (not shown) which attaches the
processing system 1UU to a local area network and receives
packets for processuig md writes out processed packets HI the
nenvork.

According io this configuration, packets are received I'rom

the LAN or WAN and go directly throu h the cryptography
acceleration clup and are processed as they are received from
or are aboui to be sent out on thc WAN. providing automntic
security processing for IP packets.

In sonw. preferred embodiments tlm clip feanires a stream-
hncd IP packci-in/packet-out interface that matches Inm card
requirements in ideal fashion As descnbed further below,
chips in accordance with the present invention may provide
distributed pmccssing intelhgence tluit scales as more linc
cards are added. automaticalfy matching up security process-
ing pa&ver with nven&ll system bandwidth. In addition, intc-
gratuig the clup onto line cards preserves precious switchuig
fabric bandu idth by pu slung security pmcessing to the edge
of thc system In this Ivay, since the chip is highly mitono-
mous, shared system CPU resources are conserved for
su itching. routing and other core function~.

One beneficial system-level solution for high-end Web

switches and routers is to integrate a chip in accordance with
the present invention functionabty with a gigabit I'Itheruet

MAC mid PIIY The next genemtion of firewalls being
designed today require sustained security bandu idths in the
giga~bit Hinge Cl»ps in accordance with tlic present invention
em& deliver sustained full duplex multi-gigabit IPSec process-
ing perl'ormance

As shown ui I'I(L IB. the cryptography acceleration chip
152 may be part of a service module 153 for cryptography
accclcratimi The chip 152 in tfie service module 153 may bc

connected to a system bus 154 via a standard system interlace
156. I'lm system bus 154 may be, for exampls, a high speed

system su itching matrix, as arc well known to those of'skill ui
the art. 'flic processing system 15U includes a processing umt
164. uhichmaybeoneormoreprocessingunits, Buda system
memory unit 166.

The cryptography acceleration chip 152 in the service
nxidule 153 also has associated with its local processing unit
150 and local memory 16(l. As will be descnbed ui more
detail below. the local memory 160 may be RAM or CAM and

EX-1006 
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd. 

014



US 7,996,670 B 1

mny bc eitlmr on or off the chip 152. The system nlso gener-
ally includes a RAN imerface u.hich attaches the processui
system 150 to a local area network and receives packets for
processing mid writes om processed packets to thc network,
and B WAN ulterfnce that connects the processing system 150
to a WAN, such as the Internet, and manages in-boimd and
out-botuid packets. The I,AN and IVAN interfaces are gener-
allyprovidedviaoneormorelinecardst68,170. Thenumber
ol'lincairdsuillvarydipendingonthcsizcofthesystim For
very large systenis. there may be thirty to forty or more tule
CBI'&Is.

According to this coniigurat&on. packets receiv&xt I'rom the
I AN or WAN are directed by the lugh speed sv itching matrtx
154 to nwmory 166, from v hich they arc sent to the chip 152

on tile service module 153 I'or semirtty processing. The pro-
cessed packets are then sent back over the matrix 154. tluou gh
the memory 166, mid out to the I, AN or WAN, as approprinte

Basic Feulures, Architecture md Distrtbuted Processing
FI(i. 2 is a high-level block diagmm ofa cryptography chip

architecture in accordance with onc embodiment of thc
present invention. The chip 200 mny be connected to external
systems by a standard P('I interface (not shown), for exmnple
a 32-bit bus opemting at up to 33 MHz. Of course, other
interfaces and contigurat&ons may be used, as &s well known in
the art, without departing from the scope of the present inven-
non.

Referring to FIO. 2. the IP packets are read into a HIIO
(First In First Out buffer) uipul unit 202. This interface (and
the clnp's output I'l 0) allow packet data to stremn into and
oul nf lhc chip In &mc embodiment, they provide high per-
form ulcc I'IFO style port~ that are umdirectioiud, one for
uiput and one for output. In addition. the FIIIO 202 supports
a bypliss capability thai li cds classification inl'onnalimi almig
ivith packet data. Suitable I'IFO-style interfaces include
(iMH as well as POS-PHY-3 style FIFO ban&xi interface~,
will known io lfmsc skilled in lhc mt

From the uiput 1 11'0 202, packet header infortnat &on Is sent
to a packet classitier unit 204 where a classitication engine
rapidly determines security association uifiirnmlion rcquircd
for pmcessing the packet, such as encryption keys, data, etc.
As dcscribcd in further detnil bcloiv with reference tn Fl(iS
4. 5 Bnd 6A and B, the classification en ine performs lookup s

from databases stored in associated menmry. The memory
mny be mndonl access memory (RAM). filr cxmnplc, DRAM
or SSRAM, in wluch case the clup uicludes a memory con-
troller 212 to control the associated RAM. The associated
memory may also be contact addressable memory (CAM). In
wluch case the memory is connected directly with the cryp-
tography engines 216 and packet classifier 204. mid B

memory controller is unnecessary. The assocu&ted memory
mny be on or off chip memory. The security association
uiformntion determined by the packet classilier unit 204 is
sent to a packet distrtbutor unit 2116.

The distributur unit 206 determines if a packet is ready for
IPSec processin, and if so. d&strtbutes tile security assoma-
tion

information 

(SA) received from the packet classitier unit
204 Bnd thc pack&.'I daiB Bnlralg B pili'Blity nf cryptography
processing enguies 124. io tlus case Iiour. on the clup 200, for
security processing This opemtion is dcscribixl in more detail
bet&us.

'tile cryptogmphy engines may include, for example.
"301'IS-(.'B('!Dlyg X** encryption/dimryption "MD5/SHAI'*

authentication/digital siyiature processing and compression'ecompression

processuig. It should be noted, however. tlmt
the present nrchitecture is independent of the types of cryp-
tography processing performed, Bnd additional cryptoy aphy
engines may be incorporated to support other current or

future cryptogmphy algnritluns. Thus, a fuitlmr discussion of
the cryptography engines &s beyond to scope of tlus d&sclo-

sul'c.

Once the distributnr unit 206 has detenninixl that a packet
s is ready for IPSec processing. it will update shared IPSec

per-tlow data for that packet. then pass the packet along to one
of the four cryptography and authentication enynes 214. The
distributor 206 selects the next free engule in round-robin
Iiashloll wlfllill a given tklw F&nglllc oiltpul is also read in the

la s une round-robin order. Since packets are retired ui around-
robin fashion that matches their orderof &s sue packet ordenng
is alwavs mainiauwd witlun a flow ("per flo ordcrtng") For
the per-tlow ordenng case, state is maintauied to mark the
oldest engine (tirst one issued) for each tkuv on the outpm
side, and the newest (most recently Issuist) engine on the
input side; tlfi s state is used to sel mt an engine for packet issue
slid packet retiring. 11m chip has an engine scheduling mod-
ule ivluch allo~a iwu packets to be issued even as previous
packets from the smne flow are still being processed by one or

n morc engines In this scenario. thc SA Bntfcm v,ill indicate a
hit (SA auxd&ary structure already on-chip), shared state will
be updated in the on-chip copy of the SA auxiliary strtlcture,
and the next free enguie found in round-robin order will start
pact et processing.

Thus, the distributor 206 performs sequmitial portions of
IPSec pmcessing that rely upon packet-to-packet ordertng,
and hands off a pa rail elizab le portion of IPSec to the protocol
and cryptography proces sing engines. By prov iduig nndup le
cryptography engines and processin data packets in parallel

in chip~ in accordnncc with thc present invention are able lo

pmvide greatly unproved security processing perfomiance.
The d& strtbutor also lmndles state cleanup functions needed to
pmpcrly rcurc a packet (inc I uding ensure that packet ord& ring
is maintained) once IPSec processing has completed.

Per-flow ordiving offer a good trade-off between maxi-

mwuig mid-to-ind systmn perliirmance (spccitically desktop
PC TCP/IP stacks). high overall elticiency, and design sim-

plicity. In p:uticular, scenarios that involve a mix of differen
types of tmlfic such Bs voice-over-IP (ViiIP). bulk ftp/e-mail,

an and interactive telnet or web browsing will run close to 1 00"An

eflicicncy Splitting, if necessnry, a single IPSim tunnel into
multiple tunnels that carry unrelated data can filrther enhmlce
processing efficiency.

Ycr-tloiv IPSiv. data includes IPScc sequence numbers,
anti-replay detection masks, stanstics, Bs well as key lifetime
statistics (time-based and byte-based counters). Note that
some of tlus state cannot be updated unul dov, nstream cryp-
tography and authentication engines have processed an entire
packet An ex miple of this is the anti-replay nlask. v'l»ch cmi

n only be updated once a packet has been established as a valid,
authenticated packet. In one embodiment. the distributor 206
handles these situntions by luilding up tn eight copies of
per-tiou IPSec uiformat&on on-clup. Cne copy per packet that
is in process in downstream authentication and crypto engilws

s (each mi inc holds up to two packets due to intenral pipelin-
ing). 11lese copies are updated once corresponding packets
complete processing

This scheme &1&11 alv,ays inaintain ordering among IPSec
packets that belong to a given tlow, and will correctly process

nl packets under Bll possible completmn ordering scinartns.
In addition, &n some embodiments, a global flag allows

absolute roiuid robin sequencing, which maintains pact et

ordering even mnong different flows ("strong ordertng").
Strong ordering may be maintained in a number ofu ays, for
example. by assigning a ncxv packet to the next free cryptog-
mphy processing uiut ui strict round-robin sequence. Packets
are retired in the same sequence as units complete processing,
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thus cnsurhlg order fuairltcnBiicc. If the next engine in round-
robin sequence is busy, the process of issmng new packets to
migines is stalled until the engines bsecome free. Similarly, if
the next engine on output is not ready, the packet output
process stalls. These restnctions ensure that nn engine is s

never "skipped", thus guamnteeing ordering at the expense of
some reduced processing etliciency

Alternatively, strong ordenn may be maintained by com-
bining thc distnbutor unii ((ith an order maintenance packet
retirement unit. For every new packet, the distnbutor corn- «I

pletes the sequential portions of IPSec processing, and
assigns the packet to ihe next free engine Once thc engine
completes processuig the packet, the processed packet is

pl need in a rctirenwnt bu fli r The retirement unit tlmn extmet 1

processed packeks out of the retirement bulTer in the sums
order that the chip originally received the packets, and outputs
the pmccsscd packets. Note that packets may process through
ihe multiple crypIography engines ln oui ol oiilcr lash(on.
ho(sever, packets are always output from the chip in the same
order hhni thc chip rcsviicd tlmni This is an "oui-oltorder o

execution, in-order retirement" scheme. The scheme main-

tainss

peak processing efficiency under a u ide variety ofw ork-
loads, uicludkn a mix ot sunilar size or vastly dilTerent size
packets.

Most functions of thc distributor are pcrformcd via dmii- "

cated hardware assist loffic as opposed to microcode, since
the distnbutor 206 is directly in the critical path ofper-packet
processing The distnbutor's protocol processor is pro-

mhmmed via on-clup microcode stored in a nucmcode stor-
age unit 208 Thc protocol processor is microcodc-ha(md with "o

specitir. iustnictions to accelenhte IPSec header pmcessing.
lite clup also includes various butTers 210 for storing

packet data, s(muniy association inlormation. status mlihrmn-

tion, etc.. as described furiher with reference to FIG 3. belo(v.
For example, tixcd-sized packet cells may be srored in pay- "»

kvad or packei bulTcrs, Boil context or security iissocliuion
bufi'ers may be used to store secunty association infonuation
for associated packetsi'cells.

The output cells arc then stored in an output I IFO 216. in
order to write the packets back out to the system. lhe pro- sc
ceased cells are reassembled into packets and sent off tlm chip
by the output FIFO 216.

FIG. 3 is a block diaghmm of a cryptography accelerator
clup arclfitecnire in accordance with one mnbodinmnt of the
present invention. llie clap 300 includes an input FII'0 302 s.

into (vhich IP packets are read. From the input FIFO 302,
packet header inlonnation is sent to a packet classitier unit
204 where a classification engine rapidly determines secunty
assocuu«m inliinnaiion required liir processing tlm packeu
such as encryption keys, data. etc. As descnbed uh further o

detail below, the classification engine performs lookthps from
databases stored in assocuited meuhory. The memory may bc
riuidom access memory (RAM). for example, DRAM or
SSRAIVI. In which case dw. chip includes a mentary controller
308 to control the associaied RAM. The assomaied memory 1

may also be contact addressable memory (I AM), in which
case the memory is connected directly with thc cryptography
engines 316 and packet cfassiTier 304, and a memory mmtrol-
ler is unnecessary. I'he associated memory may be on or off
chip memory. Thc secunty association inlihrmaiimi to deter- mi

mined by the packet classiher unit 304 is sent to a packet
distributor unit 306 via thc chip's intcmnl bus 31)5.

The packet distnbutor unit 306 then distnbutes the secunty
assocmtion information (SA) received from the packet clas-
sifier unit 304 mid tlm paclmt dnta via the internal bus 305 &

among a phirahty ofcryptography pmcessuhg enguhes 316. in
this case four, on the chip ZUU, for security processing. For

example, tlm crypto engines nmy include "3DFS-I'HC'/DES

X*'ncryption/decryption "MDS/SHAI'* autlmntication/
digital signature processuhg and compress«in/decompress«in
pmcessing. As hhotcxt above. ihc present archi«vture is inde-
Pcudcni of thc 11'p(m ol cryptography processing pcrfonncd,
and a further discussion of the cryptography engines is
beyond to scope of this disclosure.

The packet dhstnbutor unit 306 includes a pmcessor winch
controls tlm sequencing and processing of tlw packets accord-

ing to microcode stored on the clup. The clup also includes
various buffers associated with each cryptography engine
316 A packet bull'er 312 is used I'or storuh packet data
benvcccn distribution and crypto processing. Also. in this
embodiment, each crypto engine 316 has a pair of security
associauon uifonuation (SA) buffers 314a, 3146 associated
with it Two butTers pcr crypto engine are used so that one
314k may hold the SA for a current packet (packet currently
being processed) u lfile the other 314a is being preloaded with
the security association uiliinnation for the next packet. A
sianis bulTer 310 may bc ascii io shor'e pn)&msshlg s(B(us

infofi'uafion. Buck tm coors. ctc.
Processed packet cells are reassembled into packets und

sent off the clip by an output FIFO 318. The pact et distribu-
tor 306 controls thc output FIFO 318 to misure that pact et

ordering is in untained.
Packet (:lassitier
The IPSec cryptography protocol specifies tuo levels of

looinip: Pohcy (Secunty Pohcy Database (SPD) Iookshp) and
Security Association (S&murity Associnti&m Database (SAD)
lookup). The pohcy look-up is concerned with determimn
what needs to be done (vith various types of trathc, for
example. determining what s&miritv algorithms need io bc
apphed to a packeu uithout detenmning the details, e.g.. the
keys, etc The Security Association lookup provide~ thc
details, c.g., ihc keys, etc, ncmdcd to process the packet
accorduig to the pohcy identiiied by the pohcy lookup. The
present invention provides chip architcctures and methods
cupable ol'accomplishing il»s IPSec function Bt sustained
nniltiple full duplex gigabit rates.

As noted above, there are tv o major options for imple-
menting a packet classification unit in accordance with the
present invention: C.'AM based mid RAM (DRAM/SSRAM)
based Tlm claasitication engine provides support for gcneml
11'Sec policy rule sets, including wild cards, overlapping
rules, contlicting ndes mid conducts deterministic searches in
a fixed number of clock cycles. In preferred embodiments, it
may be unplemented either as a fust DRAMiSSRAM lookup
classilicaiion engine or on-Chip CAM memory liir common
situations, with extensibility via off-chip CAM. DRAM or
SSRAM. Engines ui accordance with some embodunents of
ihc pres chit iiivcufion cnginc Brc capable ofoperating ai u ire-

speed rates under any netv, ork load. In one embodiment. the
classitier processes packets down to 64 bytes at OC 12 full
duplex rates (I 2 Cibis throughput), this works out io a raw

throughput of 2.5M packets per second.
Tlm classilicr includes tour dil'fi:rent modes that allo(v all

IPSec selcctomnatchin operations to be supported. as u ell as
geneml purpose packet matching for packet filtering pur-
posvs. fihr fragment re-assembly purposes, mid for site block-
ing purposes. The classifie is not intended to serve as a

geimral-purpose backbone router prefix-matching cngiiw. As
not(xt above, the class(tier supports general IPSec pohcies,
including rules with wildcards. ranges, and overlapping
selectors Matching does not require a linear search of over-

lapping rules, but instead occurs ui a deterministic number of
clock cycles.
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Security and filtering policies are typically specitied using

fiexible rule sets that allow generic n&atching to be performed
on a set of broad packet selector iields. Ind&v&dual rules sup-

port w ddcard specilication and mn es for matchmg param-
eters. In addit&on. multiple rules are allowed to overlap, and 5

order based matching is used to select the first applicable rule
in situations where multiple rules apply.

Rule overlap and ordered matching add a level ofcomplex-

ity to hardv;are-based high-speed rule matching implmnen- &,1

tations In particular, &he requiretnctu &o sclcct dulong ulul-

tiple nil&a that match bnhcd on the order in which these rules

are hated precludes direct unplemcntat&on vrd hi h-speed

lookup teclmiqucs that immcd&ately find a matching rule
independent of other poss&ble matches.

Clups in accordance with the present invent&on pnlvide a

solution to the problem ofmatching in a nn&ltiple overlapping
order-sensit&ve rule set enviro&unent involving a comb&nat&on

of n&lc prc-processing followed by dir&vt high-speed hard- „„
ware ma&clfing, m&d supports the ii&ll generality of security

policy specilication lm&gudgcs

A pre-processing de-correlat&on step hmuiles overlappul
and puss&bly conflicting rule sets. This de-correlat&on al o-

nthm produces a slightly lar er equivalent rule set tlmt "-'nvolves

zero intersect&on 11&e new rule set is then imple-
mented via high-speed hard&& are loolmps. High performance
algorithms tlmt support incrmnenml dh-correlation are avail-

able in the:ut. Wlmre('AM is us&sf a binarization su7 is used „,"o
to conve&t range-based policies into n&ask-based lookups suit-

able for C'Aivi arrays

The I'unct&on of the packet class&fier &s to perform IPSec-

spemiied lookup as w ell as IP packet fr&&cn&en&at&on lookup.

These lookups are used by the d&stnbutor engu&e, as wellas by ""

the packet input en@ac (111'0). In one embod&ment. class&-

iicat&on occurs based on a flexible set of selectors as follows:

Quintuple of &src H'ddr. dst IP addr, src port, dst port,
protocoln I&)4 bits match iield

dt(
Triple of &src IP addr, dst HP addr. IPSec SPI secunty

pnrumeter index& q(&-b&t inatch Iield

Basic nuuch base&I on &src IP addr, dst IP addr. proto-
col& 72-bit match field

Fragment match based on &src H', dst IP. fragment ID, d.

pron&cola gg-bit match field

11&e result of packet class&fication &s a classificat&on tag.
I'his structure holds IPS&cc security association cata and per-
flo'&h stol&&sucs.

u
As notod above, a classificr in accordance with &hc pr& sent

nivent&on can be unplemented usurg sevensl d&fferent

memory armys for nile storage: each method involves various

costiperfonnance tmde-offs The ma&n unplementations are

external CAM-based policy stonlge; on-chip CAM-based ss

policy storage: and external RAM (DRAM. SCiRAM,

SSRAM) based storage Note that RAM-based loot ups can
only match complem (i e. exact) sets of selector~, m&d hence
tend to require n&ore memory m&d run slower than CAM-

based approaches On-clup CA)&I off( rs an at traci&ve blend ol' so

good capacity. h&gh perfonnance u&d low cost.

A preferred approach for cost-insens&t&ve vers&ons oi a

cryptography accelerduon ch&p in accordance w&th the
present invention is to implement an on-clip CAM and to (s
provide a method to add more CAM storage externally. Rule

sets tend to be relatively smail (dozens ofentries for a mod&um

corporate site, a hundred entries for a large sits, perhaps a

thousand at most lor a mega-s&te) sulce they need to be man-

aged manually Tbe dc-co&rclatixi nile sets will bc son&ca&hat

larger, however even relatively small CAMs hvdl suffice to

hold tlm entire set

A preferred method for cost-sensit&ve versions of a cn p-

tography acceleration chip in accorcance with the present
ulvent&on is to implement DRAM-based classiiicat&on, v ith a

dc&lien&ed narrow DRAM pod to hold classification data (i e.

a 32-b&t SCiRAM device). A lagher performance elternat&ve is

to use external SSRAIVL in which case a shared memory

system can readily sustain the requ&red hm latency.

Both variants ofpacket classifier are described herein. The
RAM-based vanant. illustrated in FIG. 4 rehes upon a clas-

sification entry structure in exten&al memory. The RAM-

based classifier operates via a hash-bascsl lookup mechanism.

RAM-based classification requires one table per type of
match one fi&r IPScc quintuples, onc lilr IPScc iripleh. and a

small table for fmgmentation lookups.

An important property of DRAM-bus&xi nrdtchiug is flln&

only exact matches are kept in the DRAM-based tables, i.e., &t

is not possible to dircutly match with w iMcnrds and bit masks

the way a CAM can. Host CPU ass&stance is required to

dynamically map IPSec policies into exact matches 1his
plhhccss occurs once chery'ine a u(xh connection is cr&'.Su:d.

The first packet I'rom such a corn&ection will require the cre-

ation ol'm& exact match based on the npplicnble O'Scc policy
entry. The host CPU 1&rdd created by this process is small. a&xi

c m be further re&i&cud by providing m&crocode nssistauce,

The input match helds are hashed to form a table index,
which is then used to lookup a Hash Map table. The output of
tlus table contains indexes into a Classification Entry table
that holds a copy of match fields plus additional match tag
information.

The Hash Map aud C'lassilication Fntry tables are typically
stored in ofl(chip DRAM Since every access to thnhc &dblcs

involves a time-cons&m&ing DRAM fcxch. a I'etch algoritlun
which &nulimi res the number of rehash acces sea is des&rable.

h& most typical scenanos, a matching tav &s found with lust
nvo DRAM accesses with a clup in accordance with the
present invention.

To this effect. the hash table returns indexes to three entries
that could match in onc DRAM access. 11&e first entry is

fetched from the ( lassification Table, if this matclms the
classilication process cim&plctes. If mit, the a&mond lhcn the

tlurd entry are fetched and tested for a match aga&nst the

on inal match iield. If both fail to match. a rehash &is&ance

from the on ulal hash map entry &s apphed to genemste a new

hash map entry. and the process repeated a second tune. If tlus

fails too, a host ( I'U interrupt indicating n match failure is

genemted. When tlfis occurs, tile host ('I'U will determine if
there is indeed no match for the packet. or if there is n valid
match that has not yet been loaded into the classifier DRAM

tables. This occurs ihe lirst t&me a packe& I'rome new connec-

tion is encountered by the clnss&fication en@no.

Because the bash table &s split into u tv o-level structure, &t

is poss&ble to maint un a sparse table for the top-level IIash
Map entries. Do&ng so greatly reduces the chances of a hash
coll&sion. ensuring that in au&st cases the entire process will

complete within two DRAM accesses.
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'11m following code shows the Hash Mnp table mitries as Further pcrfonnnnce advances may be achieved using a

well as the Classitication Entries. CAM based classification engine in accordance with the

S»ounty ksso mtion Table ('I.stsificztion F elds
I:te I tn look up mi .isa o 'r(on per header
This table s,wc«seed vm a hash lonkup strncture, ) AT('Iassltasb. defined treat

Note (liat a single IPScc Secant, Ass cistron Dt (abase entry can nccupv multiple
6 A!Class entrics due to v ildcard uid range support for annus header fi Ids

tipedel'suuct SA'IClass struct I
i(32 src \tfdi'.

u32 dstAddr.
ul 6 srcPnrt.
u1 6 dstPort,

spi.
its pi to ol

i(32 Lie.

) SAlt:lsm

* IP source address '
IP d«stnmtion address *,

'C'P source pnn"
'CP destination pnit '

Secunn Ptramerer!tm x
'est I tel prot cnl "'ztch

tag 'lash(ablslnicture m loni up.m mite in th Sc un(y
tssnc annn Tiki» Clatsifi atina

F «Ids arri« Each hash bocket bnkls up to rhme entrie~ pouitmg
ui sit class 'izliies
There are mo hash ttble stmctures one fnr SPI bmed Inomip,
one for mner hetdet lonkup

Ovcrrmivs vc handled vm sofm vc I'he dds fan nverflox are sumo — tli
z erz elsuhbu k tn upan i isavcntriesperbucket
,uid,m uu(rzl o ertlon ts ho(rued viz a (stuible distmc( rehmh
Iles( snf(v me cau s 1 th rehmh dist sue«per hah mitry lo rnirurriree
o(mno si(uations Ario erflou ould ter(air 3 eriines ut th. fiist
hash bucl et. Iollou«rl bi .'i(nes ui the s«cond rehash 6

Ixi keras neo Th s sieiynnlket ntpm t e

* ktnlnple mztclun SATClass entnes ne«d to seucbed regnant alit

tvpcdcf su(res SAIClassHash stru t I
"Lp lo thre pointers (uidext sf SAI Class entries

SAlt:kiss Irmeei Indml, Indcxc
u32 6 1TPreseai lii, * lost order bits,ue II entnes I(i 3i *

* 6 higti order bits,ire i slush distatt e
*'

SATC Izssllash;

In one embodunent of the present (mention. a I)ash Map
slruciure mitD is 128-bits long, and u Classification Fntry is
)92-bits long. Tlus relatively compact representation enables
huge number, of suuultaneous security avs(miotions to be
supported ui high-end systems, despite the fact ihat DRAM-
based matching requires Ihot only exact matches be stored in
memory. As an ex unple, the DRAM us tge for 256K simul-
taneous sessions for IPSe: quuuuple matches is as liillow 6:

Classification Entry memory: 24 Bytess256K 6.1
Mbytes ol'RAM usage Hash Map memory Sparse (0 5

entries per hash bucket avg). 2" 16 Bytess256K SM Bytes
Total DRAM usage for 256K suuultaneous sessions is

under 16 Mbytes: 256K sessions would be sufficient to cover
a ma)or high-tumh metropolitan area and is nppropnnte for
super high-end concentralor systems.

Since DRAM-based classttication requires one uible per
type of match, the total memory usage is about double tile
above mtmber, with a second table holding IPSm: tnple
matches. Tlus bungs the total up to 32 Mbytes, still very lovv

considenng the lugh-end target concentrator system cost A
third table is needed for fmgunentatton lookups, but tins table
is ol'inimmal arne,

Another attractive solution is to use SSRAM to build a
shared local memory system. Since SSRAM is well suited to
the type of rmidom accesses performed by 1&t(M-based clos-
silicotioo. perfonnance remauis lugh even if the seine
memory bonk is used for holding both pocket and clossilica-
tloll (Lt Ial.

present invention. The CAM based classilier is conceptually
niuch simpler finn lhc DRAM based version. In one embodi-
ment. it is composed of a 104-bit match field that returns a

32-bit match tag. for a total (Lite width of 136-bits. In contrast
ni DRAM-based clnssifimition. a common CAM army cnn
readily be el(ared among difTerent types of looloips. I'hus o

single (.'AM can implement all fonna of lmikup required by a

ctyptoyaphy accelemution clup ui accordance v;ith the

so prcscnt invmilion, including fmgment lookupsr IPScc quin-
tuple niatclmv. and IPSum triple matc)ms 'This is alccoln-

plished by storing along with eacli entry, the type of niatch
that it corresponds to via match type field.

Because the set ol'PSec rules are prc-processed vio a

6 de-correlation step and a binarization step prior to mapping to
('AM entries, it is not necessary for the ('AM to support any
form of (irdcred smirch Rather, il ts possible to implement a
fully parallel search and return uty mntch found.

Referring to FI(i. 5, the preferred implementation involves
6tl an on-chip ('AM that is capable of holding 128 co(rica. Fuch

entry consists of a match field of 106-bits 0ncluding a 2-bit
matc)i type code) mtd a nmtch tag of 32-bits. An cffic)cnt,
compact CAM implementation is desired in order to control
die area. The CAM need not be fast: one match every 25 clock
cycles will prove. aniply sufficient to mcct thc performance
ob)ecme of one lookup every 400 ns. 11us allows o time-
iterated search of CAM memory. and allows further partition-
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ing of ('AM contents intu sub-blocks thnt can bc iteratively
searched. 11iese teclmiques can be used to cut the die area
required for the classifier CARI memory.

CAM matching is drum using a bit niask to retlcct binnri red

ran especifiersfromthepolicyruleset.inaddition.bitmasks
are used to choose between IPSec quintuple, triple, fmgoment

or non-IPSec basic nuitches.
Should on-clup CAM capacity pmve to be a limitation. an

extension mechanism is provided to access a much larger
off-chip ( AM that supports bit masks An example of such a

device is Lars Teclmologies'T11710 SKKI36idIC«272 ter-
nary CAM chip

Typical security policy rule sets range from a lew entnes to
a hundred mitries (medium corporate site) to a nmximum of a

thounuxl or so enirics (g«uu corporate site wilts complex
policies). These rule sets are manually manage«i and config-
ured, wlfich mitomatically limits l heir size. The built-in CAM
size slniuld be sul)icient to cover typimd sites with moderately
complex rule sets; ofi'-chip CAM can be added to cover maga-
sin:s

CAM-based classification is extremely fast. and will easily
provide the required level of perfonnance. As such, the clas-
sifier unit does not need miy pipelinuig. mui can handle mul-
tiple classification requests sequentially.

I'1(iS 6A mid 6B provide pmcess fiow diagrams showing
aspects of the inbound and outbound packet processing pm-
cedures (uicluding lookups) associated vvith packet classifi-
cat«in in accordance with one embodunenl of the present
invention. 1116, 6A depicts the fiow in the inbound direction
(600) When an inbound pnckct is received by Ihc packet
classifier on a cryptography accelecdtirm chip ui accordance
with the present uivention, its header is parsed (602) and a
SAD lookup is perfoimed (604) Dcpendin mi thc resultol'he

SAD lookup and as speciiied by the resulting policy. the
packet may bc droppixI (606). passed-through (600), or
directed ilito thc CD'p«1gidpliy processillg syst&111. Ollci:111 tile

system, the packet is decrypted and authenticated (610). and
decapsulatcd (612) Then, a SPD lookup is perfortned (614)
If the result of the lookup is a policy that docs not match that
specific« by tile SAD lookup, the packet is dropped (616).

Otheovisc, a clear text packet is sent out uf the cryptography
system (610) and into the local systcnifnctwork.

PI(i. 6B depicts the flow in the outbound &hrection (650).
When lui outbound packet is receive«I bv the packet classilier
on a cryptography acceleration chip in accordance with the
present invention. its header is parsed (652) and a Sl'D lookup
is performed (654). Depending on the result ol the SPD
lookup and iw) specilied by the resulting pohcy, the packei
niay be dropped (656), passed-tluough (658)n or directed into

I &I

the cryptography processing system. Once in the system, a

SAD lookup is conducted (660). If no matclung SAD entry is
I'ound (662) onc is crested (664) in the IPSec Security Asso-
ciation Database. The packet is encapsulated (666),
encrypted and authenticated (660). fhe encrypted packet is
then sent out of the system (670) to the external network

(WAN)

EXAMPLES

"&1

The following cxmnplc) describe and illustrate aspects and
feanires of specific uuplementations in accordance with the
present uivention. It should be understood the following is

representative only, uid that the invention is not limited by the
- detail set forth in diese examplcn

Example I

Security Association Prefetch Buffer

Tile purpose ril the SA butfer pre(etch umt is to hold up tri

eight Securtty Association Auxiliary structures. tvvo per
active processuig cn inc This corresponds to up to iwo
packet processing requests per engine. required to support the

"» double-buffered nature of each engine. 1he double buffere
engine design eimblcs header prcl'etch, thus hiding DRAM
latency from the processing units. The structures are accessed
by SA index, as gcncratcxi by tlm packet clnssifier.

Pnrtial contents I'or)he SA Auxili ny a(rue aire arc as shown
in the follovving ('ode fragment:

npedef sun&i SAIAos slrocl (

o. 2 bvl &.'oval

nn. 2 scq«oil&

I'ols! pavload byl &pro essed
'*nina ennr» nlmgerof »pro orsorlnl»s sl"'

E)pc i&roe or sbvles lbn this *

'rnnry lclneck d pei osel *

n3 packclCoonr. Sisis-Spn&ckcispr cesscdsnailoscairv'over

) ATAox srnsncr *&lear. * Sexi lpsec ce olin &a&one&non lor q 1 *

' bn'&dice *

Aar»eplay seqoea- a&unbar - *n hn'dge of c«los
'* I'or oorpoang pa keis. used fon next seqoecce nomben "

odd seqWC&,
'*

*&ann replav sequent e srmrlon nbnr mnskt'32

p nA&kh" 'PSec peer as&only a,rico,ns ed&bess *

n&3 spn. IPScc sccnlrn&V paf.'onlcrcl'nndcx

nS ongcnalProrocol pre IP)ec Pr rocolro nhnclnrlos SA &pplncs"

crypro'inane sigo('r& pro: 'e s,&nnd other p.&rameren fon cnvpio *

aorhbiaie slpoAaih. 1 Keys. siaie and oihcr IIMAC par one&era

og mnableseq I, *
I lo amble aau-replay seqoeoc check'ns

cn 'pno ". nr:.q, 3nk s. RCS, boh R *

og auth 2. MDS, SILA I. RO) b ",

1&g lorn&& &1 2 'ORMA!'SP I ORMAI'II. I ORMAI'll PSP *

&1S on&&&&el I, " I ro en»ble iona&slang 0 ro nse transp ri .&diacenc

n&S a&scan I I, Diop packcl

nng pass l. * Pms packci though *

nna &&&in'. 'nierrnpi upon oni h ic uvs enrr

(oscfol fon drop passi

os ex pl
.

1 s I, * I:se mph c I IV flora S A&in os opposed no espl r: 1
*

" IV I'ron& p.ncker "
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ug padraiu 1.

uS oldpad 1

) SAlAux

'" Apply pad to dd-byre bounlar fnrl SP"
"" null maple upon IPSc output "

'" Old style rsndoin padduig per Bkelggy

T)ie SA Buffer unit prefetches the security auxiliary entry
corresponding to a given SA index. (iiven an SA index, the
SA buffer checks to sce if tho SA Aux entry is already present,
if sor an immediate SA I lit indication is returned to the dis-
tributor micm-en@no. If not, the entry is pre-fetched. mid a hit
status is then retunied. If all SA entries are dirty (i.e, have
been previously svntten but not yet ihished back to external
memory) and none of the entries is marked as retired, the SA
Bufier umt stalls. This condition corresponds to all pmcess-
ing engines being busy anvway, such that the distnbutor is not
the bottleneck in this cmsc

Fxample 2

Distributor Microcode Overvieiv

In one implementation of the present invennon. the dis-
tributor unit Ims a niicro-engine largo rcgistcr file (128 entries

by 32-bile). good nncrocode RAM size (128 entries by
06-bits). mid a simple three stage pipeline design that is
visible to thc instniction set vui register read delay slots and
conditional bnqnch delay slots. Microcode RAM is dosvn-

loadcd from the system port at power-up tinm, and is mttlmn-
liaitcd in order to achieve PIPS I 40- I compliance. In order to
ensure inunediate nucro-code response to hardware events.
the micro-engine is started by mi event-driven meclu nism A
hard~are pnoritization unit automatically vectors the micro-
engine Bi the service routing for the next top-priority out-
standing event; packet retiring lyds priority over issue

P.i ker issue xb rncode

SA glitter ciitry lia5 t ceil prc-fctclied arid Is Ii-chq)
Pa ket lmigth is as sileblc oa- lup

tear dr p,'pass llag5. If 5cr 5pceail 55'roccssiilg
lest liletirne, bieR il expired. iesel rf auth ferial,iler
lest b 1« coiuil, bre,d if expired. I e.

clif 

;Ii Iui lails later
iiaaeir si,six upiliile coulrii,IIIII, 'pdate oulgoiiig wquerue

uillnbCI

assed locale next engme commaim, If ianna, srau.
assert issue nen packer oimnamt u irh descnpror lrz rag len Ih.

Since the distributor unit is I'ully pipelined, the key chal-
lenge is to ensure tlmt any given stage kcmps up v,ith the
overall tltroughput goal of onc packot csvry SO clock cycles
This challenge i ~ especudly important to the nncm-en@uk,
mid limits the number of micro-instructions that can be
cxpendcd to priwcss a given packet Thc I'allowing pscudo-
code provides an overvieiv of micro-code huictionality both
for packet issue and for packet retiring, and estimate the
number of clock cycles spent ui distributor nucro-code.

Picker Berm ii mmriicode;

"SA Buftbr enrrv has been pre-f t hed and is mi clup
,'acker length is ayalsble oii- hip Pa get has be nauthent sted'y r. u ifauiheiiricstion is erabled foi ilus fi ss

-colitlnuerl

1(1

il'5 quenc ciuckmisbl dl'oriribourid checkrsupdst sequeric
mask, upd: re I'nmne achedohng uarus:
mark packet descnprm as free. add b ick so tice pool; 'chertnle
or re

Since most distributor functions are directly handled via

I I kr 'ssist mechanisms. the dr stnbutor micrecode is bounded
and can complete quickly. It is estimated that packet issue wil I

require nbout 25 ckicksi while packet retiring will rcquirc
n about IS clocks, which fits within the overall budget of 50

clocks.

Fxample g

Advanced Classilicauon Iingine (A('I 1)

In oiw. spcciiic implmncntation of the present invention. a

classiiication engine (referred to as the Advanced Classifica-
tion En uie (ACE)) provides an innovative solution to the
diliicull problem of implementing lhc cntirc scl ol cmnplex
ll'Sec specified Security Association Database and Security
Policy Database rules in hardware. The IL'TF iPSec protocol
pmvides packet classriication via wddcard ndes. overlappuig
rules and confiict resolution via total nile ordering. Tlm chal-
lenge solved by ACI. is to implemmit this fmicti(mality in

wirespeed hardware.
Thc Advanced Classiiicntion Fnguie ol' chip in accor-

dance with the prsrsent invention hmidlcs per-packet lookup

qn based on Iieader contents. fhis information then determines
the type of IPSec processing that will be implemented for
each packet. In el feet. A( E functions as a conipl etc hardware
IPSec Security Association Database lookup engilw. A('ll
supports full IPSec Security Association lookup ficxibility,
including overlapping rules. wildcards and complete order-

ing Simultaneously, A('I'. provides extremely high hardware
tlu oughput In addition, ACE pmvides value-added fiinctions
in the areas of statistics gathering and maintenance on a

llexible per link or per Security Assocuiuon basis. and SA
u lifetime monitoring. A separate umt witlun ACE, the Auto-

matic Header (fenerator. deals with wirespeed creation of
IPSec compliant hmidep

ACL denves its extremely lupi end to end perfomiance (5
Mpkh's at 125 MHP) from its strcamlincd, multi-level opti-

s mized desigtt. The most perl'onuance critical operations are
handled via on-chip hardhiare and embcqlded SRAM
niemory. The next lesml is hnndled in harrlware, but uses
oiT-clup DRAM memory. The slov est. ven in&equent ire-
quent level of opemtions is left to host processor sothvare.

ai Kcy features of A('F. iimludc
Full support for Ii'Sec Security Associanon Database

lookup, including wildcard rules, overlapping rules. and
complete ordering of database entnes.

Extremely lugh hardware tltrouJotput: I'ully pipelined non-
blocking out-of-order design. Four datagrims cmi be
processed sinniltaneously and out of order to keep
throughput at full ratcxl v;irespeed.
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SAI'ILCL SAFC Class Pica& on Field Cwhe

IP6 IP4
5&Z'&Z'

&e(d n.ur&«D«imiplior& fi &lsl (Illa)

src u
((alii,

protocol
s& c purl

rtii perl

Aoa field

p
f&'eer(a

sp'pvcc

formal

IP source address
IP dc51&rou&oil adrlic55

High IL CI protocol lie(d

Ihgh (a (pm loc I suuri
po&'1

High level pmice( I

leam&1(mu pm'1

Pmnrei io no i(iso dali (5&iis,

f&feiune &

IP address ofIPSe pee&

ga&ici&o&'PScc

6 citi&n Pa&,a&icier

I&id("5

ESP.AHornorie Tunn ioi
AdJ

1 2 6 bits .'&15
1 2 6 bi&5

" bits
f! hi(5

I 6 bits ! 6 b&15

16 biL5 16 bits

I 6 hits

I 2S bits '&is

b&is

I bile

I'lexiblc connection lookup based on src/dst address, src/
dst ports, mid protocol Any mimber of simultaneously
active packet classiiication values can be supponed.

Hard&vere support for hmider generation Iior IPScc Fnmip-
sulatuig Security Protocol (FBP) dnd for IPScc Authen-
tication Header (AH).

Full hardware header genemtfon support lor Secunty
Association bundling transport mijacency. and iter-

ated mnneling.
Sequence number generation and checkinoo on-chip.
Classification enyne and statistics mechanisms available

to non-IPSec trn Iffc as v all as to IPScc traffic

SecurityAssociationlifetimecheckingbasedonbytecount
and elapsed wall clock time.

Ih h quality random number generator for input to cryp-
tography and authentication enginus

The input to A( E consists of packet classitication fields

src/dst address. src/dst ports. and protocol. The output ofA('E

is an IPSec Secunty Association ma(clung entry.

florae

exists,
lor fins classlficafion information within fhe IPSee Secuniy
Association Database. The matching entry then provides stn-

ti sties data and control information used by automatic IPSec
header ooeneration.

A global state flag controls the processing of pnckets for
ivluchno matchuig entry exists silent discard, uiterrupt and
queue up packet for sofnvare processing, or pass tluough.

The matching table (SAT. Security Association Table)
holds up to 16K entnes in DRAM memory. Iliese entries are
abet up via control soflw are to rcflcct IPSLm Security

Associat-

ionn Database (SAdB) uid Security Policy Database (SPdB)
rules. Tile wildcard and ov erluppuig but fill ly ordered entnes
ol'ibc SAdB and SPdB arc used by contml sofiware io gcn-
enite one non-overlappung match table entry for every com-
binntion that is active. This sclmme requires soflware inter-
vention only once per new niaich mitry.

FIG. 7 sho~s a block diq ram of the ACE illustraung its
stnicture mid key elmnent s. Major components ofA( 'I'. are as
I'ollwvs

Security Association Table Cache Classification I'ield
(SATC-FT,) Used ro look up a packet*s classitication
fields on-clap. Liach entry has the following fields;

combinatiims to bc implemented liir stats gathering.
Each mitry has tlm following fields:

S.ITI II.X SATC Iua harv I'ld Cache

P& Id i&aine

IO
H'lie coi&i&f

Esp&ri''&le
m&55 5

upki
&leal ipl

5 qctd

segno

seqmasl
an al 0 &fifo

Dcser&i&i&oii

Total bme ouni ('m &Jus en&O

TO&i'ili&V 'ipu'cs
SA'I( -OI uuvs s for lb&s enrr
I'oral picker coun( Ioi i(us eiir
(cvl SP! Io& I&era&cd iunn lu&g or

'I'ru&spn&i adlai »cy
I:uah(e mu-repin 5(qu r&cc

ciicck
SC&II&el&CC llilluhel (O&ilia&f) &1

highest race & ed ieq nmnber
» n'pl&i'

Ani&-SepLiv ivmrfow
Ai oriifun spe &fic dais (keys,
pad le&&ail&5. Iii&1&a( Vecio&s cic)

I PC 6 IPvd
5&zc 5&zc

(hi&sf (bi&el

'12 b&fs

i2 hits
32 bits
&2 1 us
12 bile

I bi&.

32 hits

66 I &is

96 b&is

Quad Refill Engine: hmidles the servicing of SATC-CL
misses When ever a miss occurs, the corrcspondmg
entry in tbc SAT( -AUX is simultaneously fi'.tchcd in

order to maintain cache inclusion of all SAIC-AUX
entries withui SATC-CL entnes. This desi@I simpfflies
and speeds up the cache hit logic considerably The refill

"o engine nccepts mid processes up to 4 outstandino miss
requests sinuiltaneously.

Quad I leader Buffers: I lolds up to 4 complete IPv4 head-
ers. mid up fo 2&6 byiimv each oi'4 IPv6 hmidep. IJsedi to

queue up hcadcrs thai rmvult in SATC-(.'I, misses Hmid-

ers that result ui a cache hit are immediately foi&varded

for IPSec header oeneration.
Iicadcr streaming buffi:r: Handles overflows from the

header buffer by streamufg header bytes directly from
DRAM menu&ry; it is expected that such overtlow s will

qn be exceedingly rare This bufl'er holds 256 bytes
Header/Trailer processing and buffer: For input datagrams,

interprets mid strips IPSec ESP or AH hcadcr I'or output
dmagrnms. adjusts and calculates header and trailer
fields Holds a complete IPv4 frayuent header, and up to
256 bytes ol'n Ipv6 bender Requires input front the
cryptography modules for certain helds (authenticat«m
codes, for instance).

In addition to tbc above componenkb two data sirucuircs in

DRAM memory are used by ACE for efficient operation.
Tllese me:

Complete Secunty Associanon Table Classdication
held (SAILCL): holds classification data. This table
bncks up the ou-cl»p SAT-CI, Cache Fach entry is 475
bits ahgned up to 60 bytes.

Complete Security Association Auxiliary Data table (SAT-

AUX) holds auxiliary data This table backs up the
on-chip SAILAUX Cache. L'ach entry is 617 bits. plus up
ui 225 bits ol'algorithn spccilic state (sucb as HMAC
uitenneduite state), for a total of 105 bytes.

The following pseudo-code module describes major A('L
illpui pmccssillg (I'LCLIYC(l

Security Association Auxiliary Data table Cache (SATC-
Ai JX): Scrvcc to bold statistics. etc. information on-chip I
ui flexible fasluon. An entry wit)un SATC-AUX can
serve multiple classification tields& allow&ing multiple

Iiipuf Process&ilg ( I ( 'ccc 'lcd fafa &'air&

Cikufaie bosh value bas d upon
(dsi'ri sp&,pmi cn(!,
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-contuuted

'e hash! t predetennniedsequeti e if n)I sano cnrs '"'ookup

field ui ',Ji ut)ti Assoc!anon Clxsnfi ation Ca he.
!f (nn a!etch &un I i (

,'" Refill,! he fmn! DIL&vl nmmory
O:dcuhite ncn hash foi DILJM ento,
,

" Re-Iran»n case of!onniori *

'gpmsave !ynrefiack tn mm mne fitture nose lntenc
Sch dule SAIOALXeritr, for writ Iml to ~ ILAVI

Hxuact SAdn processm ontrnl 2* cr, pt psr:uncteis.
Imp(anent SAdB-specified pro essuig on datagram

r

Out-of nriter nnn-blnekmg execution

Schedule DILAhf access (np tn 4 outstand!n fill req's).
Mnv" ontn hiput Pro escm 1)ofnext data run
'" When DRA'yl refill has completed "'ookupfi ld ui DILAM Secuutv Jason!stion t!blc,
Prc-fetch DILAXJ Auxd!,u, table ntn

r
if (no!nslch fouridl (

D!!Xgi.uti toes not h1ve .1 SAdg cl!ti )1

Ptocess base(on global flags.

if (non!sich d!5cud) sdently di' pcc( et.
else if (immat h pass) send uisecure packet out.
el5 qitcuc up pa!shet auld fs 5c ultcnui)t

r
Dalagrsul has 5!lait! tangs ml3 !'5!D'uuty

check packet headm li«lds. u!cluduig proto!ul
Venlh pail et dais !guns) XAdB cn)o
il'!s«qchh) Pertomi,inteicplay check:
Peifomi hfenme check,
L!pdate srnt sties nifnimatmn,'g ress ve u ntebx k to minmi re fi!n!re rn cs Istenc
b hc tule SAIC-AUX entry fnr untcback to DRAM.
kxtiact SAdupm meme ontiola cryptc pa!am ters.
In!plea!cr!t SAdB-spec fied proccssirig nri datagian!.

Doubl check packet SAdn niatch as )non m possible
Pe!fomi qhdn lookxtp pincedure oit

icr rk,dsttuhsicpoit,dstpoit.protocnu:
Verifv that ouginal SPI is ieturned;

I

datagrams) operation:
The following pseudo-code module describes nmlor AOE

oittpu( process!)1g

Output Pmcess ng ( ) (
'" Receiv d dxtamam * 'a(et!latelush!aine based upon

(src'dhdst!nxsixPoit.dstPoit Prntocol
Rc tink ispicdet rrniried s quence d'cnllision ocaua"

Lookup field ui Sc!iu!11 Assot,!st!au el!sin!a!i!on Csch ',
if (no nrslch found) (

' Refill .!cbe fiotn DR )A(!!!emory *

Ca)culare neu lash fm DR yM entrl,
" Re hick 11 case nt'cnlbsion *

Out-ot'- ricr nnn-bio luna exc utica

Schcdulc DILAVI access (np I 4 outstuidine fill rcq'sl.
Mnx onlolnputPro essmg() fn xtdatx run.
'W'h«ri DIIAM i efin las i ompleted "

I ookup Ii Id in DRAM Se!uuty Anxomatioa labia:
Pic-tetch DR yM Auali,u !~hie entr!.

ln

"n

((ransmitted da( igr uns) openntton.
AC'I'mplements multiple techniques to accelerate pro-

cessing. Hie destyt Is fully pipelined. such that nniltiple
headers are ui dilferent stages ofAOL'rocessing at any given
nine. In addition, AC'1', implements non-blocking ou(-ofu)r-

der processing of up to four packets.
Out ofordernon-blockingheaderprocessingolfers seveml

ellictency and perfomiance enhancing advantages. Perfor-
mance-Lnlmncing DRAM access techniques such as read
combining and page hit cumbining are HSLXI to full benefit by
issuing nudtiple requests at once to refill SAf(L('L and
SATC-AUX caches. Fuithennore. tlus scheme nvoids a prob-
lem similar to Head Of Line Blocking in older routers, and
nunimizcs ovmull packet latency

Bec mise of the pipehned design, tluoughput is gated by the
slowest sct of stages.

Hc'!dc! parsnip
Hash a SA t:ache loolnip
kushmSAAnxilisn lookup
lrut!al header processing. mti-icplay
Stat!sin.s uptk!te
Puts) bexdei update

'locks
2 locks
2 clocks
4 clocks

ck'cks
6 clncL"

Cor!)ml logic o crhcu(
Qu:id Jieadei. bu)T 5

()usd r fill con!miler 1th

hig ni;1!C(l

S iTC CI cache
SATC 4(H came
) tate e!mme
HeadeirTrulei pr cessor
Prefct h butTenng
I'otaJ cstunatcd nte count!s Xuu

.U Kg
2!i Kg
Su Kg

)30K (a!!gleporti
ten Kg (cingle poit!
inKC

U Kg
5(! Kg

K

This works out to I') clocks per datagram total with zero
pipelming„wi(hin a design goal of 26 clocks pcr packet (cor-

responding to a sustained tluoughput of 6 Mpkt)s at )26
MHP). A simple dual-stage pipeline stnicture is sufficien,
and wi I I prov!de margin (average throughput of 10 clocks per
header). 1he chip implements this level of pipeluiing.

AC'F die area is estimated mc fiil loivs basucd on nutjor com-
ponenLx and a rough nllocatiim Iior con(rol lo ic and addi-
tional data buffering:

if!Co mxt h fnuad) (

Datau,im dnes nnt lave a SAdn entrv. pin ess based
Pro "ss based ori Jobs) )legs

!f (nomatch discaid) silent)5 dmp pack t.

else if(nornatch p!asi send uis cur packet out
else queue up packet und arse intenupt:

* Daisgratn has 5 niatclnng s smn entt, *

quuty check packet heartei he)dc, uiclndmg protncnl:
Ocnci'stc scqucncc nua1bci,
Perform hfetm! heel,
L!pdate statist& s nformnt!on

Rk Fk'RI.NC'I'S

The folloiv uig references, in inch provide background and
contextual information relating to the prc»ent invention, are

ai incoipt)ratixI by ref'crcniu hcreui in their cntircty and Ii)r all
purposes:
'I'ifficient I'nir Queuing using Deficit Round Robin'*, M.

Slueedhar. Ci. Marghese, October 1996.
dmft-ietf-pppext-mppe-03.txt Mtcrosoh Point-I'o-Point

Encryption (MPPE) Protocol, (i. S Pall, Ci porn, May
1999 dnxft-ietf nat-app-giude-02 txt "NAT FriendlyApph-
cation Desig!n(Juidelines", D. Sents. September 1999.
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draft-ietf-nat-rsip-ipsec-fifi.txj "RSIP Support for Fnd-to-
end IPSLIC". (k Montene ro, M. Ilorella. May 19, 1999.

drafi-ietf-ipsec-spsl-fil.txt. "Security Policy Spcxification
Ianguave'TM Condell, ( I ynn..l. Kso,.lul 1. 1999

"Random L'arly Detection Gateways for Congestion Avoid-
ance", S. Floyd. Id Jacobson. August 1993 A(. M Transac-
tioiis on Netuorkui

"The IP Network Address Translator (NAT)". K. Fgevang, P.

Francis. May 1994
"Dfil'LATE Compressed Data I'onnat Specfiication version

1.3", P. Deutsch. May 1996.
"Specificati&mofGiuarmiteedQ«afityofService",S Shcnkcr,

C. Par(rid e. R. Ciuenn. September 1997.
*'IP Network Address 'Trnnslator (NAT) Terniinology and

Considerations'*, P Srisuresh, M. Iloldrege. August 1999.
"IP I'ayload C'ompression using DL'FKSTF.'*. R. Pereim,

D&ecembcr 1998
S. Kent, R. Atkinsmi, 'Securtty Architecture for the Internet

Protocol RFC'401, November 1998 (obsoletes RF(.:

1827, August 1995).
S. Kent, R. Atkinson, "IP Authentication I feadery RFC 2402,

November 1998 (obsolete& RF('82(i, August 1995).
S. Kent. R. Atkinson. "IP Encapsulatntg Payload," RFC 2406,

November 1998 (obsoletes RFC 1827, August 199)5).

Maughhan, D., Sclmrtler, M.. Sclumider, M., and Turtier..i,
"Internet Securtty Association and Key Management Pm-
tocol (ISAKMP) Rl C 2408. November 1998.

I larkins. D . Carrel. D.. '*The Intcrtiet Key I.xchim e (IKF)."
RFC 2409. November 1998.

*'Sccinity Model &vith 'funnel-mode IPsec I'or NAT
Domams'I P. Srisuresh. October 1999.

"On the Determimstic L'nforcement ofUn-Ordered Securtty
Policies". I. Sancbcn M C'.ondcll, Feb. 14th 1999.

C'ONC1.IJSION

Although tlm foregoing imention luis been described in
some detail for purposes of clartty of ui«lcrstai«ling, those
skilled in the art will appreciate that various adaptations and
modificati&ms of tlm just-described prefi.rrcd embodinwnts
can be configured u ithout dcpartiug leon& tbe scope mtd spirit
of the invention. For example, other crypuigraphy engines
may be used, differen system interface configurations nmy
be used. or modifications may be made to the packet process-
ing prose«fore Moreover, the described processing distribu-

tionn

and c la as i ficatimi engiim fi atures of the present invention
nmy be unplemented together or independently. Therefore,
the describcxf embodimmits should betakenas illustmtive and
not restrictive. and the invention should not be lumted to the
details given herein but slxiuld be defined by the following
clainis und their I'ull scope of'equivalents

%1mt is claimed is:
I .A device, comprising:
a classilicatioii module in the device that detennuies secu-

rity association information associated with each data
packet in a plurality of &h&ta packs(s associated with a

daui flov between a source and destinauon. whereui the
classification module is configured to detemiine the
svcurt ty association infomiati&m liir thc plumiitv of dais
packets sunultaneously:

a plurality of security processing engines in tlm device,
coupled to the classification module. each of the plural-
ity of security processing engines configured to receive
at least a portion of the security association information
associated with a data packet ui the plumlity of data
packets along with the corresponding data packet,

v herein at least two of the plurality of security proccss-
uig engines receive securtty association uiformation for
different packets.

wherein thc classification module is configured to provide
I at least a portion of the security association infomiat«in

associated with the data packets to the plurality of secu-
rity processing engines; and

wherein the plurality of security processing engines are
configured to process the pluralitv of ihc dma packets in

«I the data flow in parallel.
2. The device of claim I, further compnsing a database in

the device including secwity association mformatimi,
u.herein the database is local to the classification module

3 Tlm device ofclaim 2, wlmrein rim database includes orle

or morc entries, u hereui ench entry defines inllormat ion asso-
ciated with one security association.

4 Tlm device ofclaim 3, wherein thc database is located on
the I une clnp as the classifieauon module.

5 1he device of claim 2. wherein the database is stored in
is alen«1+&

6. The device of claim 5, Ivhereui the men«iry is contact
addressablc Inc&rory (CAM).

7, lite device of claim 5„wherein the memory is random
access men«iry (RAM).

8. Tlm device of clmm I, wherein tlm security association
uiformation uicludes a sequence number. an mitt-replay u in-

dovv. mid a lifetime of the security association.
9 The device ol'claim 8, wherein the securtty associauon

Iilforinatloil filrthci'ilchldcs ail cilc'Ipsulatulg sect«fry pa)'-
io load (FSP) encryption algorithm idcntificr and onc or morc

I',SP encryption keys.
10. The device ofclaim 9, wherein the secunty association

infortnation I'urtber includes an FSP autbenticaiimi algorithm
identdier and one or more ESP authentica«on keys

11. The device of claim 8, wherein the security association
inl'ortnation I'urther includes an authentication header (AII)
authentication algontlun identifier and one or more AII
authentication keys.

12 The device ofclaim 8, v herein tbc secunty associatmn
so infomiation includes protocol mode information.

13 I'he device of claim I, wherein tlm device is a router
14. 1 he device ofclaim I, v;herein the device is a firew all.
15. 1 he device ofclaim I, vherein the dew ice is a netvvork

coiulrlunicatiofi device
16. The device of claun I, wherein the device is a security

gateway
17 The device of claun 1. wherein the device is a server
18. 1 he device ofclaim I, v;herein the device is a network

hne card.
o 19 A method for classifyuig data packets during securit)

processing in a device, comprtsing:
receiving, ui thc device. at leis( a portion of a header lor

each data packet in a plurality ofdata packets associated
with a data tlou bc«veen a source and destination,

I simultnneously determining security rnsociation inl'orma-
tion associated with each data packet in tbe plurality of
cata packets in the &hits fiow,

receivuig at least a portion of the security as so cia11on ui for-

mation associated with a data packet in the plumlity of
data packets along with the corresponding dain packet m

each secunty processing engine in a plum lity of security
processing engines in the device. u:herein at feist two of
thepluralityofsecuntyprocessingen inesrecenesecu-
rity association informanon for difigrent packets in the
outa flow; and

processuig the plurality ofdata packets in the data flow in
parallel.
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20. Tlm method ofclaint 19. v lmrein the step ul'determin-

ing security association illfonnation conlprim~".
accessing a database in thc device to dctennine security

association ltl furcation
21 The nwthod ol'claim 20. v herein the step of determin-

utg security msociation information further comprises
using onc or morc sclcctors to idmttify a security associn-

tion entry utthe database.
22. The method of claim 21. wlterein the one or more

sclcctors include at least onc of a destination IP address, a to
secunty pmtocol tdenttfier, and a securtty parameter index.

23. The method of claim 21, wherein the one or more
selectors include a de st inst ton IP address. a source 1P address,
and a tmnsport Layer protocol.

24. Thc ntethod ()f claim 23, wlmrein the olla ol ITlore

selectors further tnclude a source port and a destination port.
25. 1'he method ofclaun 20, wherein the step ofdetermin-

ing security association infontmtion litrther comprtses
t f tao security association inlisnnat ion exists in tlm database.

assoctated tvith the packet, genemting the security asso-

ctatton utformatton: and
stortn the securtty assomation inlbrmatton m an entry ut

the database
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