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(s7) ABSTRACT

A signature based dynamic network intrusion detection
system (IDS) includes attack signature profiles which arc
descriptive of characteristics of known network security
violations. Thc attack signature profile arc organized into
sets of attack signature proliles accoriling Lo secuaty
rettutrements of network obtecis on a network. Each net-
ivork object is assigned a set of attack signature profiles
ivhich is stored in a si nature protile memory together with
association data indicative of which acts of attack signature
profile corrcspond to svhich network objects. A momtoring
device monitors network traffic for data addressed to thc
network obtects. Upon detecung 8 dais peel et addressed to
one of Lhe neiworl obtecis, packet informauon is extracted
from the data packet The extracted information is utilized to
obtain a set of attack signature profiles correspondin to the
network oliject bascrl on thc association data. A virtual
processor cxccutcs instructions associated with attack sig-
nature profile to dctcrminc if thc packet is associated with
a known neiwork secuniy violation An attack signature
prolile eneraior is utihzed to generate addiuonal attack
signature profiles configured for processing by the virtual
processor in the absence of any correspondin modification
of the virtual processor.

2U Claims, 12 Drawing Sheets
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DYNAMIC SIGNATURE
INSPECTION-BASED NETWORK

INTRUSION DL'TECTION

This application claims the benefit ot' S Provisional
Application No 60/078,759, filed Mar 16, 1998, and U S
Provisional Application No. 60/078,328, filed Mar. 17,
1998.

I'L(1 IN I CA(. 11L'l.l)

Thc present invention relates gcneraily to a method and
system for providing security on a communication system
and, more particularly, ihe invention relates to detecting
intrusion attempts into system resources by monitoring for
attack signatures is

DESCRIPTION OF THE RELATED ART

Computer networks enable mulnple commun)canon
devices such as computers, lax machines, and modems io

o
communicate with each other. In systems which employ a
chent-server cnmputing model, server devices can generally
be viewed as heing a service provider and client devices are
consumers of thc services. Instead of each device on a
network bein self-sufficien, resources arc contained in „zs
servers, which extend capabilities throughout the network.
Client devices access ihe resources necessary io perform
iunctions from the servers. For instance, a user might use a
chent apphcation tn nbtain a compnund document, perhaps
an annual sales report containing spread sheet graphs and

lo
explanatory text, where part of thc document is located on

'

a first scrvcr (thc text) and another part is located on a second
server (the graphs).

Although the client-server system can provide an ellicient
means ior managing resources of. a computer system, sig-
nificant secunty issues arise regarding cnntrni nf access to
sensitive matenal stnred on the servers I.arge corporate
networks often include servers storing sensitive material,
access to which must be closely regulated. Often the sct of
client obiccts which arc permitted access to a particular ao
server application will change over time. A signdicant need
remains ior a secunty system which regulates access to
certain objects on a computer system and which provides the
flexibility to allow for the changing requirements of security
of the system.

U.S. Pat. No. 5,720,033 to Dco describes a security
platform for nctworkcd processors which limits access to
system resources by impicmentin a rules based system for
types of access of. security interests to one or more serveil
applmation programs. The platform provides rule sets, each so
of which associates an access type with a subject An
example of a subject is a particular user Optionafly, the rule
acts also associate an access type with a sct of objects, which
arc specific system resources to which access is sought.
Access demands made by a particular served application are;;
compared to the rule sets to determine whether ihe access
demanrled is permisruble. The platform permits access by a
sublect to an object if a rule is fnund for (a) the access type
or (b) an access class to which the access type belongs ivhich
dcfincs access bctwccn (A) either (i) the subject or (ii) a „,.)

supcrclass to which thc subject l&alon s and (B) either (i) thc
object or (ii) thc supcrclass to which thc object belongs.

Although the security platform descnberf above provides
a partial solution to ihe networl security problem by
enabling detection of. unauihorizerf access auempis which ss
are based in the application layer of the OSI model, the
security platfnrm is unable to detect netivnrk intrusions

based in lower levels of ihe OSI modeL The secunty
platform might be unable to detect an attempt to dehver a
malicious data packet capable of causin a malfunctinn in a
netivork object upon delivery because the security platform
rc ulates access to a network object based on thc identity of
a subject. Consequently, a subject which is authorized to
access a network obtect can tlehver a malicious packet to
that neiworl object without bemg detecieil. The secunty
platform described above is designed for access control to an
object residing on a particular UNIX server. Ilowever, the
platform is ineffective for detection of network security
breaches unrclatcrl to access control, such as transmission of
malicious rlata packets.

U.S. Pat. No. 5,727,146 io Savoldi ei al. desenbes a

source address security system for both traming and non-
training objects, wherein network access to a port is secured
by monitoring thc source address of packets that arc sent as
a rlcvice attempts to transmit to thc port over thc network. If
ihe source address of a packet matches an authorized source
address assigned to the port, then the device is perm)fed to
access the network. The source atldress secunty system
requires that the address of all devices authorized to access
a network be known so that the source address of a device
svhich has transmitted a particular packet can be comparcrl
to source addrcsscs of all authorizcrl rlcviccs to dctcrminc if
ihe device in quesuon is permitted to access the network.
Only if ihe source address of a tlevice is known to ihe
security system will the device be allowed to access ihe
network

A static si nature database intrusion detection system
(IDS) overcomes some of thc above described limitations by
providing a static signature database engine which inclmles
a sei of afiack signature processing functions, each of which
is configured to detect a specihc intrusion type. L'ach attack
signature is descriptive of a pattern which constitutes a
known security violation The system monitnrs network
traffic by scqucntially cxccnting every processing function
of a database cnginc for each data packet rcccivcd over a
network. Each processing function of ihe database engine is
mie rally assoc)a)eel with a ix)rresponding abaci signature
making it problematic to incorporate neiv attack signatures
into an existing static signature database. An entirely new
database engine must be constructed in order to incorporate
a ncw attack signature. This limitation also results in thc
built-in IDS not being able to allow addition and customi-
zaiion of. new signatures. Furthermore, a built-in database
IDS sulfers from performance loss due to the sequential
execution of every processing function for each packet
received over the network I'he IIIS performance degrades
further as more signatures are added to the database engine
bccausc of thc resulting delay caused by thc sequential
processing by the static rlatabase cnginc

What is needeil is a network intrusion detection system
which provides efticient extensibility to include newly dis-
covered network attack signatures and which allows modi-
fications to rcco nize ncw attack signatures without sub-
stantially afi'ecting performance of thc network intrusion
detection.

SUMMARY Ol II IL'NVENTION

A dynamic si nature inspection-bascrl network intrusion
detecuon system and method incluile a processor which is
coniigured such thai ii is mutually inrlepenileni from con-
figurtng storage of. aiiack signature proliles In a preierred
embodiment, the processor may be implemented either as a
virtual processor in software or as an actual hardivare
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processor. The mutual inriepemlence of: the processor from
the attack signature profiles allows additional attack signa-
ture profiles tn be integrated into the intrusion detection
system withnut requiring any cnrresponding modification of
thc processor. Thc mutual indepcndcncc of thc processor
from thc attack signature profile also enables the ay&ten& to
allocate processing requirements of nelworl momtonng for
attack signatures among venous silas on the networl accord-
ing tn a distribution of network objects in order to maintain
high perfnrmance of the dynamic signature inspection-based in
network IDS.

The riynamic signature-based networl IDS includes mul-
tiple attack signature proliles which are each descripnve of.

relent&liable charactenslics associated with particular net-
work intrusion attempts associated with network objects
located on the network Netivnrk intrusinn attempts include
unauthorized attempts to access network objects, unautho-
rizcrl manipulation of network data, including data transport,
alteration or deletion, anti attempted delivery of. malicious
data packets capable of causing a malfunction of: a nelworl
oblect. The attack tugnalure proliles can include genenc
attack and,'nr customized attack signature profiles for par-
ticular network objects on the network Customized attack
signature profiles can bc added to a sct of generic attack
signature profile without having to modify thc processor, "'herebyfacilitating etficienl customizanon of the IDS.

The attack signature profiles are organized into sets of
attack signature profiles which are assigned to net&vork
objects based on security requirements nf the net&vork

I)
objects, and these sets of signature profiles are stored in a '

signature profiles memory. Thc signature profil memory of
a network ilelines lhe nelworl data signaling panems which
constitute networl intrusion auempls v:ith regard lo that
network. Association data is stnred in the signature profile

&5memnry and corresponds each of the net&vork olqlects to
associated set or subset of signature profile, such that
multiple sets of signature profiics arc assigned to the sct of
network objects.

Data lransmiueri over ihe network is moniiored by a dais
monitnring device to detect data addressed to the network
objects Upon rletecting data addressed to nne of the network
objects, a sct of signature profiles corresponding to that
network object is acccsscd from thc signature profile
memory baseri on the association data. At least one auacl
signature profile from the set of profiles is processed by lhe.

processor to determine iT the data ruklresseri lo the nelworl
object is associated with a network intrusion.

In a prcfcrrcd cmbodimcnt muitiple data collectors, each
of which includes a data monitoring device, an attack 5,&

signature profile memory, anti a processor, are deployed at
multiple &iles in dilferenl segments of the network. A net-
work cnnfiguration generator assigns sets nf attack signature
profiles to each data collector based on the netivnrk nbjects
located on the network segment on which each data collector
is rlcploycrl. A particular data collector monitors network
data only for data addressed to thc network ol&jccts located
on that &lais collector's nelworl segment. By distnbuting lhe
network monitoring respontubilities among multiple data
collectors, high perfnrmance of the dynamic signature-based
network IDS is maintained Instead of a single data collector
monitnring the entire network data for netivnrk intrusion
attempts, each (fata collector only nionitors a network sc-
mcnt on which it is located or a point of entry from an open
network, such as the Internet. 65

The dynamic signature-based network IDS employs at
least three different types of attack signature prnfiles: a

sequential, a simple, and a nmer-counter based snack sig-
nature profile. A simple attack signature profile provides
instructions to the processor which, when executed, can
detect a single occurrence of an event associated &vith a
network intrusion attempt. If processmg of a simple attack
si nature profile reveals an occurrence of thc event, a
network mtrusion anempt has been detected.

A sequential aback signature prolile directs the processor
u& sequennally execute a series of instructions on dale which
constitutes at least a portion of an apphcation session I'he
series of instructions is conhgured to defect a corresponding
scqucncc of events which collectively arc associated with a
network intrusion attempt. Upon detecting each cvcnt asso-
ciated with each instruction, the processor stores data indica-
tive of the occurrence of that event in a state cache. The state
cache ts accessed by the processor lo determine whether the
entire series of events associated &vith the net&vork intrusion
attempt has occurred

The timer-counter based attack signature profile directs
thc processor to execute an instruction which is configure
to detect a particular cvcnt. Thc instruction is cxccuted on
each packet associated with an applicanon session. A time
&lamp enlry aml a counier entry is made for each event
detected by executing the instruction. If lhe number of nmes
the event occurs &vithin a predetermined time interval
exceeds a preselected threshold, a net&vork intrusion attempt
has bccn dctectcd.

An advanta e of thc prcscnt invention is that all seven
layers of thc OSI model arc nionitorcd anil so an attack
based in any of. the layers can be tletecled. Another advan-
tage is that the mutual imlepend ence of lhe processor anil the
attack signature profile enables efficient customization of the
IDS according to the security requirements of a network Yet
another advanta c of thc present invention is the high
perfomiancc which thc IDS is able to provide on large
networks by allocatin nct&vork monitoring rcsponsibilitics
u& multiple momloring devices al multiple sile& on lhe
network.

BRIEF DESCRIPTION OF THE DRAWINGS

I'IG. I is a block diagram showing a net&vork on which a
network IDS according to thc current mvcntion is rlcploycrl

FIG. 2 is a block diagram of a data repository and a (fata
collector employe(I in thc operation of thc nctivork IDS
shown in FIG. 1.

FIG. 3 ts a process flow for an operation of a network IDS
shown in FIG. 2.

11G. 4 is a schematic diagram illustrating the operation of
a virtual processor shown in I l(i. 2

11G. 5 is a process tlow of a method for building a register
cache during the operation of thc virtual processor shown in
FIG. 4.

FIG. 6 is a process flow for a method of extracting a state
cache entry dunng the operation of the virtual processor
shown in FIG. 4.

FIG. 7 ts a process flow for a method for bufiihng an
instruction cache &vith applicable attack signature profiles

I'IG. g is a schematic diagram of the components of an
attack signature profiles

I'IG. 9 is a process flow for a method of processing attack
signature profile from an instruction cache.

11G. 10 is a process tlo&v for a method for processing a
scqucntial attack signature profil.

I'IG. 11 is a process flow for a method for processing a

simple attack si nature profile.
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FIG. 12 is a process fiow for a method for processing a
timer/cnunter based attack signature prnfile

DL''All.L'D i)L'SERIF l)ON

Referring tn I'IG. I, a preferred embodiment nf a dynamic
network-based signature inspectinn nctwnrk Intrusion
Dctcction System (IDS) includes a central data repository 12
and multiple data collectors 10 located on a network such as
a Local Area Networl 11 (LAN). Although the dale collec-
tors IU are illustrated as stand-alone devices, the funcuon of
a data cnllector can be included on other devices in the
network, such as a server or a router/fire&val sivitch 20
Multiple data collectors 10 arc preferred when the LAN 11
includes multiple network objects which thc IDS must
monitor for network intrusions. As will bc discussed in,s
greater tielail below, allocaung monilonng responsibilities
among multiple tiata collectors 1U in such situations lends io
maintain a high performance of the IDS. 'Ifvn of the data
collectors 10 are deployed on first and second I.AN seg-
ments 14 and 16 each of which includes multiple zn
workstations, a third data collector 10 is located on a server
backbone 18 of thc LAN ll to monitnr network trafhc to and
from Ihe servers, a fourth &lais collector LU ts located
proximate lo the router/lirewalltswitch 20 lo monitor incom-
ing data to the I.AN 11, and a fifth data collector monitors
incoming data to a remote network 24.

The data repository 12 polls Ihe data collectors 10 io
obtain net&vork security data, which the data repository 12
handles. The data repnsitnry 12 alan prnvides an interface
for an administrator of thc IDS to establish a configuration
of network objects on the LAN ll and to distribute attack
signature profiles to the data collectors 10 based on Ihe.

network configuration. The auacl ingnalure profiles are.

mlapted fi&r detecting network dale patterns associated with
network mtrusions which include unauthnrized attempts to is
access net&vork nbjects, unauthorized manipulatinn of net-
work data, includin data transport, alteration or delctinn,
anil attcmptcd tlclivcry of malicious data packets capable of
causing a malfunction in a nelworl oblect. The remote
network 24 is connected lo the LAN 11 and is equipped v:iih an
a data collector 10 which monitors work stations localeri on
the remote network 24 and transmits network security data
specific to the remote network hack tn the data repository 12
Both thc rcmotc network 24 and thc LAN 11 are connected
to thc global communications network referred to as the as
Intcrnct 22

Rcfcrrin to FIG. 2, thc data repository 12 includes a
database handler 26 which polls thc data collectors 10 for
intrusion detection data aml slores lhe dale for future refer-
ence. The database hamfler 26 also generates reports re ard- sn

ing tntrusion tletection history. A configuration generator Zb
is connected to the database handler tn enable the network
administrator to define the configuration of network objects
on thc LAN ll anil thc remote nctwnrk 24. Thc confi ura-
tion cncrator 28 also cnablcs thc administratnr to define the ..
connection of. both the LAN 11 and the remote networl Z4
to the Internet 22 The network oh)acts include devices such
as the servers aml worl stations, as well as routers, firewalls
and switches Network objects further include applicatinns
and hles stnred in memory within those devices. Ifased on sn
thc network configuration data generated l&y the configura-
tion gcncrator 28, thc database handler 26 assigns sets of
attack signature profiles Io each data collector 10. A com-
munication module 3U is useti by Ihe dale repository 12 io
transmit aml receive data lo aml from the data collectors 1U. ss
for example, the communicatinn module 30 doivnloads
network configuratinn data to the data cnllectors 10.

Each data collector 10 includes a commumcauon module
34 for Iransmiuing and receiving informauon to anil from
the data repository 12. A confi uration builrlcr motlulc 32
assigns a sct of signature profiles to each network object anil
stores data representative of associatinns between network
objects and attack signature profile sets in a si nature profile
memory 39. The configuration builder module 3Z accesses
the appropriate attack signature prnfile sets during operation
of the data collectnr 10 and provides the attack signature
profiles to a stateful dynamic signature inspection (SDSI)
virtual processor 36. Thc attack signature profile include a
sct of instructions &vhich thc virtual processor 36 cxecutcs to
determine whether a parucu far data packet is associated with
a network intrusion. Although a preferred embodiment of
the processor emplnys the snftware based virtual processor
36 to execute attack signature prnfiles, a hardware based
processnr can be employed in the place nf the virtual
processor 36. If thc virtual processor 36 dctermincs that a
network intrusion has occurred, it alerts a reaction module
38, which initiates one of several reactions depenthng on the
nature of. the auack. The reacuon module 38 can either
terminate an application session assnciated with the network
intrusion, trace the session, and or alert the net&vnrk admin-
istrator of the attack The reactinn mndule 38 is configured
to automatically notify the network atlministrator via c-mail,
fax, an SMNP trap, and&or by pager.

With rcfcrcnce to FIGS. 2 and 3, a method for thc
operation of the tlynamic signature inspection network IDS
includes thc step 50 of gcncrating attack signature protilcs.
The auack signature profiles can be generic in that they
describe generic network intrusion attempts which are com-
mon tn most networks, or the attack signature prnfiles can be
generated tn be specific to a particular netwnrk by, for
instance, intlicatin which network objects arc not permitted
to access other nctivork objects. In step 52 sets of attack
si nature profile arc organizctl according to security
requirements of each network object. In step 54, correspond-
mg data thai are indicative of which oh)acts corresponds to
ivhich sets nf attack signature prohles are stored in memory
of the data repository 12. As noted above, network objects
include servers, workstations, applications, files within
applications, and devices such as routcrs, tirewalls and
switches.

Thc configuration cncrator 28 of thc data repository 12
is utilized to establish a confi uration of network objects. If
morc than one data collector 10 is deployetl on a network,
Ihe configurauon generator 28 su&res information regarthn ~

which objects reside on each segment that a data collector 10
is mnnitoring and the sets of attack signature profiles
required by each data collector In step 56 the communica-
tion module 30 of thc data repository 12 distributes thc
si nature profiles to thc various data colkctors 10 through-
out thc network. Upon receiving a set or acts of attack
signature profiles, each data collector 1U stores the set or sets
of profiles il receives from the data repository 12 in its
signature profile memory 39.

Each data collector 10 momtors network data in step 58
lo detect packets addressed lo network objects on the
net&vork segment on which the data collectnr 10 is located
I'or example, referring briefly to I'if). I, the data collector 10
locatetl on thc first network scgmcnt 14 monitors network
data for packets addressed to those workstations on thc first
network se ment 14. When Ihe data collector 10 detects a
data packet addressed to a nelworl object having an asso-
cuited auacl signature profile set in the signature prolile
memory 39, the data collector accesses the attack signature
profile set in step 60 and processes attack signature profiles
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in step 62 Io determine if. Ihe peel et is associated with a
network intrusion in step 64. The attack signature profile
type can bc cithcr simple, sequential or a timer/counter
based If in step 64 thc data collector 10 determines that thr
data packet is nnt associated with a network intrusion, the
data cnilectnr continues to monitor data in step 58. If a
network intrusion is detected, Ihe reaction module is nonliecf
in step 66 The reaction module 38 Ial es steps to trace Ihe.

application session associated with thc data packet, to ter-
minate thc session, and or to notify thc network administra-

iu
tOI'ith

reference Io FIG. 4, Ihe operation of. ihe virtual
processor 36 includes monitoring netivork data 46 to deter-
mine whether the data is associated ivith a netwnrk intrusion
A rcgistcr cache 40 temporarily stores information extracted „
from a data packet which determines which signature
prolile(s) will be accessed from the iugnature prolile.
memory 39. The virtual processor 36 obtains a clara peeler
from a queue ancf extracts MAC header information, IP
header infnrmation, transport header information, and appii-
catinn mformation from the data packet. Hxtraction of the
packet information enables thc data colirctor 10 to detect
network intrusions based in the dificrcnt layers of thc OSI
model

Thc virtual processor 36 uses thc extracted packet infor- zs
mation to dctcrminc to which server and application the
packet is addressecf. The virtual processor 36 communicates
the serveriapplication information to Ihe configuration
liuilder module 32, which accesses the applicable set of
attack signature profiles from the signature profile memory
39.

The configuration builder module 32 temporarily stores
the applicable attack signature profile in an instruction
cache 42 Thc virtual processor 36 processes thc attack
signature profiles to determine whether thc packet is asso-
ciated with a network intrusion attempt. A simple attack
signature profile might provide instructions to determine if
a clara packet, which is acfdressed to server X for access to
application Y, has a source address of user Z In this
example, a network administrator has determined that user
Z is not authorized to access application Y on server X. If,
upon cxccuting the simple attack profile instructions thr
virtual processor 36 recognizes that the source address for
the data peel et is user Z, Ihe virtual processor 36 notilies Ihe
reaction mocfule 38, which then takes an appropriate acuon.

Simple attack signature profiles inciude only a single
expression In the example above the expression can be.

descnbecf as '*is source acfdress user Z'?" Two other types of
attack signature profile, sequential and timer/counter based,
require sequential executinn ot'n instruction nr instructions
associated with an attack si nature profile.

The sequential attack signature profiles include multiple
expressinns for instance, these expressions might include
"is source aclclrcss user Z'!" and "is user Z attempting to
access filc A'!'nstructions associated with thc first expres- ..
sion are executecf on a lirst packet assocuued v:ith an
application session to determine that the packet has Ihe user
Z source acfdress. However, if. this lirst peel et does not
include informatinn that user Z is attempting to access file A
in application X, a sulisequent packet assnciated ivith the
same application session will have to bc analyzed to deter-
mine if user Z is attempting to access tile A. An entry is
macle into a state cache 44 Io imhcate that Ihe lirst expression
was satisfied. The state cache 44 satisfies the need for a
record to be macle imhcaung which expressions in Ihe es
sequential attack signature profil have been matched in the
current application session.

The next packet which the virtual processnir 36 determines
Io be associatecl with Ihe same applicanon session will cause
the virtual processor 36 to fill thc instruction cache 42 with
thc scqucntial attack signature profil. Thc sequennal attack
signature profile includes infomiation which causes virtual
processor 36 to access the entry from a state cache 44
imhcann ~ Ihat user Z has accessed application Y on server
W. Iiased on the state cache entry, the virtual processor 36
executes instructions associated with the expression "is user
Z attempting to access file A"* If the virtual processor 36
dctermincs that this scconcl packet associated with thc
application session includes clata reprcscntative of an
auempt Io access life A, Ihe seconcl expression is sauslied
and an unauthorized access auempt by user Z into file A has
been recognized

A umer/counter based an.ack signature prolile directs Ihe
virtual processnir 36 to execute instructions associated with
a single expression on every data packet associated with a
particular application session to determine whether an event
has oceurrecl a thresholcl number of times within a prcde-
termincd tinic interval. For instanm, a timer/counter based
attack si nature profile might clircct the virtual processor 36
Io execute an instruction associateci with the expression "is
user Z attempting Io access life A?'n every packet asso-
ciated with a session application Y. I'he instructions also
direct the virtual processor 36 to determine ivhether the
nuniber of attempts user Z niakcs to access

fileA cxcccd
S

attempts within any 10 minute period. Thc first packet which
thc virtual processor 36 recognizes as being associatccl with
an anempt by user Z Io access life A causes the virtual
procesmir 36 to acnvate a timer 37 amf Io set a counter 35
to one The timer and counter information are entered into
the state cache 44 Hach subsequent detection of an attempt
liy user Z to access fik A triggers thc virtual processor 36 to
access the timer and counter information from thc state
cache 44 and to dctcrminc whether thc threshold has been
met. If the threshold is met, a network intrusion has been
detected and the virtual processor 36 notilies Ihe reacuon
module 38

Referring Io FIG. 3, a method ior building a register cache
40 dunng Ihe operauon of the virtual processnir 36 inclmfes
purging the packet information in the current register in step
84 upon accessing a data packet from the packet queue. In

step 86 thc MAC header information is extracted from thc
packet, in step 88 thc IP header information is cxtractccl, in
step 90 the transport hcaclcr information is cxtractcd from
Ihe peeler, and in step 92 the applicauon information is
extracted from the data packet. All of the extracted packet
information is entered into the register cache 40 The
extracted packet information is utilized to create a session
cache entry, vvhich is essentially an application session
history, and to access an appropriate sct of attack signature
profile. Thc different types of packet information cnablc
generahon of attack signatures profiles which can recognize
network intrusions based in the dilferent layers of the OSI
model

Referring to FIG. 6, a method for extractin a session
entry in the state cache 44 mcludes utilizing a serve IP
address to look up the server in a monitored client/server
cache (not shoivn) in step 94 to determine in step 96 whether
thc server is being monitorccl. If the server is not being
monitored, in step 98 thc virtual processor 36 is alcrtccl that
no entry was found for the server. If no entry is foumf for Ihe
server, Ihe server is not being momtored for network intru-
sions aml no further steps are Ial en. If the network obfect to
which the data packet is directed is a client workstation
instead of a server, the virtual processor 36 looks up the
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workstauon in the client/server cache Io determine whether
the workstatinn is heing monitnred.

If thc scrvcr is icing monitored, in step 100 a session list
in thc state cache 44 is searched for a matching entry.
Applicanon information and Ihe server IP acfdrem extracted
from the peel et into the regmter cache 40 are used to
calculate a hash index, anil Ihe hash incfex m usecf Io search
for a matching entry from the sessinn list In step 102, it is
determined whether a matching session entry was found If
a matching session entry is found, thc entry is rcturncd to thc
virtual processor 36 in step 104. Thc session entry might
contain a recorcf of timer/counter expressions executed on
packets associated with Ihe application session. For instance,
the entry might rellect that within Ihe appltcattcsn session a
particular file within the applicatinn has been accessed ten
times in the past twenty minutes. The virtual processor 36
uses this timer/counter information to determine whether a
network intrusion is associated with thc particular packet.
The state cache 44 is also utilized Io create a record of
executed expressions in a sequential anacl mgnature profile.

If no session entry is found in step 102, a new session
entry is created in the session cache 44 in step 106 Session
data, which includes any matches idcntificd l&y executing
attack signature profile instructions on a data packet, are
entered into Ihe new session entry in step IU8 aml the session
entry is entered into the state cache 44 in step 11U.

Referring tn FI(r 7, a method fnr building the instruction
cache 42 includes the step 112 of creating a hash index based
on thc scrvcr IP address and the application information in
the register cache 40. Alternatively, if the network obfect
being monitorecf is a worl station, Ihe hash index can be.

creatml using an IP address of Ihe workstation. In step 114
the hash index is used to search the signature profile memory
39 fnr a set of attack signature prnfiles cnrresponding to the
scrvcr and application associated with the packet informa-
tion in thc rcghstcr cache 40. In step 116 it is dctcrmincd
whether the server and application amociated with Ihe
packet information correspoml to a set of attack signature
profiles If Ihe search reveals no correspomhng profile, Ihe
virtual processor 36 is informed nf the negative search result
in step 118 and no further steps are taken svith regard to
cxccuting attack si nature profil instructions on the data
packet. If thc search identifies a corresponding profile, the
attack signature profiles signatures are imported into Ihe.

instruction cache in step 120.

With reference to I'IG. 8, an attack signature profile 198
can be represented as at least one expression 194 in com-
bination with a signature attribute 196, svhercin thc expres-
sions can bc composed of search primitives 188, value
pnmitives 190, anil operators 192. In a preferred mode., Ihe.

expressions also include leywords 193. An example of an
expression might l&e as fnllows (IVANI) SI and (VI&2(X))),
wherein "IV** is a keytvnrd referring tn a packet utilizing
IV/T('V protocnl, "S1 ** is a search primitive referring to user
A, oAND's a conjunctive operator, "&200*'s an operator
for indicating a value greater than 200, and "Vl's a value
primnive referring Io a packet length. Tel en Iogether, Ihe
enttre expression descobes a data packet which uulizes
IV T('.V protncol, has a source address of user A and which
has a packet length of greater than 200 hits

Thc attribute 196 of an attack signature can bc either
sequenual, timer&counter based, or simple. A mmple anacl
signature attnbute indicates that a altack mgnature profile
conststs of a single expression v:ith an instrucuon is es
executed by the virtual processor 36 nnly once. A timer/
counter based signature indicates that a single expression

10
mstruction m executed sequenually on each data packet
associated with an application sessicsn until either the session
is temiinated or an intrusion is rccognizcd Thc timer 37 is
used to enter a tin&a stamp into a state cache entry each time
an execution of a timer&counter expression mstruction
detects an cvcnt associatccl with an application session. Thc
counter 35 lo s and tracks the number of cvcnts within the
prcdctcrmincd time interval each time an cvcnt is dctccted
bv an execution of the orner/counter based instruction. Upon
each execution of Ihe Iimerrcounter based instruction, a state
cache entry associated with the application session being
monitored is referenced to determine svhether previous
cxccmtions of thc timcrrcountcr based instruction together
svith the prcscnt execution have causecl the threshold number
of cvcnts to bc reached within thc predetermined time
intervah

Thc scqucntial signature attribute refers to multipk
expressions which are sequentially executecl on successively
Iransmined data peel ets associated with an applicauon
session. If each of the expressions detects the event it was
designed to detect, a network intrusion has been detected

Amore formal devcription ol. an attacl signature in a loose
13NR parsing grammar follows

= Hcx or ASCII srnng of haracrcrs
= rnrcncr

n otu m nmIm purr Isr MAC Iy
N i ml I,y,'transp rr I s, Apph rmn I s

I xI, r T&p = Byr, V'ord I mg SV d SIl g

prot c I heads helds
Var able bhs ne = ASI II chamcter srr n Name
SP = Pattens Ofiser, Prot ot Sea ch Pr nuuse
VP Extract Type. Ottser, P ro olo Value Pr m I se
OP = Logs alo

j
Anrhmcrr o

f
Brr- rdco

f

mksso rarrono
f

Operators
Bass Exp&ca&ron= SP

f
OP

f
Hcndcr Ficldf SPOPSP

f.SPOPVPl SPOPHcadcr Frcld

Express on = Complex Exp ess o»
j

Complex Express ono""

S'ature Arr. butes = S mpleo
j

Comate Time Based f

Sequent'&I oc unenceo
Attack Srwrarurc = Srgaarurc Arrni use [ Exprcssrono

With rcfcrcnce to FIG. 9, a nicthod for processing attack
signature profiles includes obtainmg an attack signature
prolile from the instrucuon cache 4Z in step 12Z. As previ-
ously noted, the attack si nature profiles in the mstruction
cache 42 were accessed from the signature prnfiie memory
39 based on the IP address of thc server to which thc packet
svas addressed and thc application in thc scrvcr to svhich thc
packet svas directed. It is not necessary that thc monitorccl
network object be an application within a server. The oblect
could be any network object, such as a parncular server, a

workstation, a fire&val or a router, or a particular file within
an application of the workstation

In step IZ6 Ihe virtual processor 36 determines if the
attack signature prohle has a timer,'counter based attribute
If the attack signature profile has a timer&counter based
attribute, in step 128 thc virtual processor 136 executes
timerrcountcr processing. If thc profile's attribute is not
timer/counter based, and if. In step 130 Ihe virtual processor
36 determmes that the anacl signature prolile has a simple
attmbute, ihe virtual processor 36 executeb simple signature
processing in.step 132 If the signature attribute is neither
simple nor timer,'counter based, the virtual processor 36
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executes sequential processing in step 134. Although only
simple, sequential, and timer/counter based attributes have
been rhscusscd, other signature attributes can bc incorpo-
rated into thc present invention.

In step 136 the virtual processor 36 rfetermines if. the.

execution of the attacl tugnature has revealed a networl
intrusion. If thc data collector 10 recognizes a network
intrusion, in step 138 thc reaction module 38 is notifie. If
no attack has been detected, in step 140 the virtual processor
36 determines if the instruction cache 42 is empty If the iu
instruction cache is not empty, the virtual processor 36
returns to step 122 and accesaes the next attack signature
profile If the instruction cache 42 is empty, the next packet
in the queue 48 is obtained in step 141 to extract packet
information into thc rcgistcr cache 40.

Referring to FI(l 10, a method for processing a sequential
attack signature profile includes the step 142 of splitting the
attack signature profil into cxprcssions. As previously
discusscrl, a scqucntial attack signature profiic is coniposcd
of multiple component expressions which are sequennally
evaluated to determine if each expresiuon matches a data
packet associated ivith a particular application session. In
step 146 the virtual processor 36 determines ivhether a
pointer is set to the sequential attack signature protile in the
state cache 44. If thr pointer is not set to thc sequential attack,,-
signaturc profile, in step 148 an entry is made in thc state
cache 44 so that a pointer is set to the sequential auacl
signature proiile and the entry parameters are imualized. In
step 150, the virtual processor 36 references a state cache
entry 44 to determine how many of the expressions have
already been matched to data packets associated ivith the
currently monitored application session.

In response to the state cache entry, the virtual processor
36 obtains thc next scqucntial expression from an expression
list in step 152. For exampic, an attack signature profile
micht include cxprcssions A, B, and C. Expression instruc-
tion A was executed and found to match a lirst packet
associaterf with an application session aiul expression
instruction B was executed and found to match a second
packet associated with the application session. Upon receiv-
ing a third packet associated with thc application session and
after rcfcrcncing the state cache entry to obtain the infor-
mation that cxprcssions A and B have been matched, thr
virtual processor 36 obtains the third expresiuon to deter-
mine if it matches the third pacl et. It should be noted that
expressions A, B, and C need not be found to match three
consecutive data packets associated ivith an application
session. Rather, expression A must be found to match a
packet which prcccdcs a packet found to niatch expression
B or C, and B must bc found to match a data packet which
precedes a packet fouiul to match expression C.

In step 154, after executing an expression instruction, thr
virtual processor 36 dctcrmincs whether thc expression
matches the data packet If. the expression does not match,
the vtrtual processor 36 returns a false value in step 156. If.

the expression matches, a determination is made in step 158
whether the expression was the last sequential expression In
step 160, thc virtual processor 36 updates thc entry in the
state cache 44 to reflcct thr match of the expression to the
data packet if it is dctcrmincd that thc executed expression Ri
is not the last sequential expression and in step 162 the.

virtual processor returns a value of ialse. If the expression is
the last sequential expression, in step 164 the virtual pro-
cessor 36 returns a value of true to indicate that a netivork
intrusion has been dctcctcd. 65

The processing of a simple attack signature profile is
similar to the processing of a single expression of a sequen-

12
rial attack signature. Referring to FIG. 11, the aback signa-
ture profile is reduced to an expression in step 166 After
executing the expression instruction, the virtual processor 36
determines ivhether the expression matches a data packet
associated ivith an application session in step 168. If thc
expression matches the packet, in step 172 thc virtual
processor 36 returns a value of true and the reaction module
38 is noulied of a network intrusion. If. the expression does
not match, the virtual processor 36 returns a value of false
in step 170.

With reference to I l(i. 12, a method for processing a
timcricounter based attack signature profile inclurlcs thc step
174 of reducing thc profil to an expression. In step 176 the
virtual processor 36 utilizes thc timer 37 to make a current
time stamp for the data packet being evaluated Entries in the
state cache 44 that are older than an attack interval are
purged from the state cache 44 in step 178. Purging stale
entries involves comparing a time interval between time
stamps associated with entries and thc current time. If thc
actual tinie interval associated with an entry is greater than
thc attack signature time interval, that entry is pur cd from
the state cache 44.

In step 180 the expression is evaluated to determine in
step 182 if. the expression matches the packet currently being
analyzed If the expression does not match, the virtual
processor 36 returns a value of false in step 184 If the
cxprcssion matches thc packet, thc virtual processor returns
a value of true and adds thc current time stamp to the
application session entry in the siate cache 44 in step 186. In
step 188 the counter 35 is utilized to update the number of
events reco mixed by execuuon of the timericounter expres-
sion instruction on data packets associated ivith the current
application session A detemiination is made in step 190
whether, after thc number of event occurrences has bccn
updated, the threshold numlicr of events has bccn rlctcctcd
within the predetermined nme interval A value of false is
returned in step 192 iT the threshold has not been reached. If
the threshold has been reached, m step 194, the virtual
processor 36 returns a true value to mdicate that a timer
counter based network intrusion has been detected

What is claimed is:
1. A method for detcctin network intrusion attempts

associated with network objects on a communicauons net-
work includin ~ the steps of..

stonng a list of. attack signature proliles descripuve of
attack signatures associated with said network intrusion
attempts;

storing corresponding data representative of a correspon-
dence bctivccn subsets of sairl attack signature profiles
and said network objects such that each network object
has a corresponding stored subset of snack signature
proliles aiul more than one subset of. attack si nature
proliles corresporuls to network obtects,

monitoring network traflic transmitted over said commu-
nications netivork for data addressed to one of said
netivork objects;

in response to detecting said data addrcsscrl to said
network object, accessing a subset of attack signature
profile corresponding to said network object based on
said correspondence data, and

executing at least onc attack signature profil included in
said subset corresponding to said network obtect to
determine if. said data aiklressed to said network obtect
is associated with a network intrusion at(amph

2. The method of claim I wherem said executin step
includes utilizing a processor to execute said at least one
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13
attack signature profile, the method further compritung the.

step of generating aildinonal attack signature profiles to be
added to said subscts of attack si nature profiles in the
abscncc of modifyin said processor.

3 The method nf claim 2 ivherein said generating step
includes generating an additinnal attack signature profile
configured to recognize an occurrence of a prerietermineri
thresholri number of. events v:ithin a predetermined time.
interval, said occurrence of said prcdctermincd threshold
number of cvcnts within said predetermined time interval

1(i
constituting said network intrusion attempt

4 I'he method ot'laim I wherein said executing step
inclurles tletermining whether a particular sequence of
events occurs which consntutes saul network intrusion
attempt

5. Thc method of claim 1 wherein said steps of storing "
said hst of attack signature prnfiles and storing said corre-
spondence data include storing said subsets of said attack
signature profiles aml subsets of. said correspondence data at
a plurality of sites in thlferent segments of smd networl 6

according to a distribution of said nctivork objects on said ao
network.

6. The method nf claim 5 wherein said monitoring step
includes momtoring network trafiic at one of said plurality
of sites for tiara addressed to a subset of said pluralgy of
network olitects having corresponding subsets of. said abaci
signature profiles and corresponding subscts of said corre-
spomlence data stored at said site.

y. The methori of claim 1 further composing the step of
alerting a netivork administratnr if it is determined in said
executing step that said data addressed to said netivork
object is associated with said network intrusinn attempt.

8. A network-based dynamic signature inspection system
for dctccting attack signatures on a network comprising:

a data momtorin device configured to detect network
data adrlrcsscd to a first set of network objects, said
momtoring dcvicc having an input for receiving said
data and an output I or signaling a detecnon of sairl data;

signature profil memory including:
a) attacl signature proliles descnptive of network sig-

naling pafierns which constitute said shack zo
signatures, each attack signature prolile being con-
figured tn enable recngnition of one of said attack
signatures, each attack signature heing associated
with a known network security violation; and

b) association data corresponding each of said first sct zs
of network objects to an associated subset of said
attacl signature proliles such that more than one of
said subsets of saul anacl tugnature profiles corre-
sponds to said first set nf network objects; and

processor means, responsive to said detection signaling, so

for processing an abaci signature prolile included in a
subset of said signature profiles assigned to one of said
first set nf netivnrk objects, receptinn nf a detection
signal indicative of a detection by said monitoring
dcvicc of data addressed to said nctivork object tri - ..
gemng access by said processor means to saul subset of
said signature proliles assigned to said networl obiect
based on said association data.

9. 'I'he system of claim 8 further comprising an attack
signature profile generatnr enabled tn generate additinnal ao

attack signature profile to bc included in said subscts of
attack signature profiles, said additional attack si nature
proliles being conligured ior procestung by saul processor
means in the absence of any corresponding modilication of.

said processor means. 66

10 'I'he system ot'laim 9 wherein said attack signature
profile generator is further configured to generate said

14
addinonal aback si mature proliles for said Iirst set of
netivork objects based on security requirements of said first
set of network objects.

11 The system of claim 9 further comprising a state cache
connected to said processor means, said state cache having
memory for stora c of data rcprcsentative of attack signature
profile processin ~ results.

12. The system of. claim 11 wherein said abaci signature
profile generator is configured to enerate a sequential attack
signature profile ivith directions to said processor means to
sequentially execute a set of instructions and to store results
of each instruction cxccution in sairl state cache, a sequential
occurrence of events detccterl by said cxccution of said
mstructions bein ~ indicative of a known network secunty
violauon.

13 'I'he system of claim 8 further comprising an intrusion
detection alert mechanism in communicative cnntact with
said processing means, said detection alert mechanism being
configured to perform a predetermined act if sairl processin
of said attack si nature profile reveals a network intrusion,
said predetermined act being one of alerung a network
admimstrator, denying access to said network object, or
tracing an application session associated with said network
liltrlisioti

14 A netivork-based dynamic signature inspection system
for rlctccting attack signatures on a network comprisin:

a data monitoring device conligured to detect network
data addressed to a Iirst set of network oblects, said
monitoring device having an input for receiving said
data and an output for signaling a detection of said data;

signature profil meniory inclurling:
a) anacl signature proliles descriptive of network sig-

naling patterns which constitute saul attack
signatures, each attack si nature profile heing con-
hgured to enable recognition of one of said attack
signatures, each attack signature bein associated
with a known network security violation; and

b) association data corrcsponrling each of said tirst sct
of. network obiects to an associated subset of said
abaci signature profiles such that more than one of
said subset of said attack signature profiles corre-
sponds to said hrst set of network objects; and

processor means, responsive to said detection signaling,
for processing an attacl signature prolile included in a
subset of. said signature profiles assigned to one of said
lirst set oi. network objects, reception of a detection
signal indicative of a detection by said momtoring
device of data addressed to said netivork object trig-
gering access iiy said processor means to sairl subset of
said si nature profile assigned to said network object
based on said association data wherein said data mom-
tonng device, said signature prolile memory, and said
processor means are all containeil in a Iirst data col-
lector located on a hrst netivork segment on which said
first set of said network objects reside, sairl system
further comprising:

a second data collector including a second data momtor-
mg device, a secoml signature prolile memory, and
second processor means, said second data collector
heing located on a second netivork segment including
a second set of said network objects, said second
processor means being a duplicate of said first proces-
sor means; and

a network conii uration generator configured to assign a
first plurality of said signature prohle .subsets to said
first data collector based on a configuration of said first
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15
set of networl oblects anil to astngn a second plurahty
of signature protile sulxsets to said second data collector
based on a configuratinn of said second set of netivork
obiects

15. A method for providing network intrusion detection
on a network including first and second network objects
composing Ihe steps of.

storing first and second sets of attack signature profiles
associated respectively with first and second netivork
oblccts at a first site on said nctivork, each attack '"
signature profil bring configured to detect a network
signaling pattern associated with a known networl
secunty violation;

monitoring netivnrk traflic at said first site for data
addrcsscd to onc of said first and second network IS

oblccts,
upon rfetecting data addressed Io said lirst network obtect,

accessing said first set of attack tngnature proliles,
utilizing a processor to execute an attack signature profile zo

from said first set of attack signature profile;
iletermining whether saul execution of. sairf attack signa-

ture profile reveals a known network security violation;
and

gcncrating additional attack si nature profilcs configured"'o
be executed by said processor in the absence of.

mothfying said processor.
16. The method of claim IS further compnsing Ihe steps

of
1))

dcployin a tluplicatc of said processor at a second site on '

said nctvvork;

storing a third set ol. attack signature proliles associated
with a third network oliject at said second site;

16
monitowng said network Iralhc at saitl second site for

network data addrcsscd to said third network object;
aml

executing at least one attack signature protile in said third
sct of attack signature profilcs at saitl second site upon
detecting said network data addressed to said third
network obl act.

17 'l'he method of claim 1S wherein said executing step
includes detemiinin whether a predetermined number of
events occur wiihin a predetermined time interval.

18. The method of. claim 1S wherein said step of utilizin ~

said processor to cxccutc sairl attack signature protik
includes:

translating saiil attack signature prolile into a set of
instructions to be sequentiafly executed to cnablc rec-
ognition of a sct of scqucntially occurrin cvcnts which
collectively constitute said known network security
violat)011;

sequentially execu)ting said sct of instructions; and
upon recognizing each of said set of events, storing data

representanve of an occurrence of said each event.
lyt The method of claim 18 wherein said determining step

includes tlctcrmining whether said known security violation
has occurred based on said stored data rcprcscntativc of said
occurrence of said each event.

20 A computer system comprising
a plurality of attack signature profiks comprisin machine

rcadablc data corrcspondin to attack signatures asso-
ciated ivith network intrusion attempts; and

correspontling data comprising machine rcarlable data
rcprcsentative of a correspondcncc between a plurality
of netivork objects and subsets of attack signature
profiles
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