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SYSTEM A &ID METHOD FOR SECURE
TURF:E-PARTY ('OYIYIUNI(IATIONS

'I)&is application cia&nis benefit of priority front U S.
Provisional Patent Application No. 60/276.317. filed Mar.
23. 2001. expressly incorporated herein by reference.

I'l II,D Oli '11 IE INVIIN'I'ION

The present invention relates to the field of secure corn- io
Ilul&IIC&illo&IS, iillil lllorc pal&ICUIBIIV &O 1111&hlpBrlv collllllillu-
Callolls supporllllg lral&SBC&lolliil BCCOUI&llllg.

BACKCIROUND OF THE INVENTION
I

Computer and information system securily is currcnlly an
impornmt issue. With lhc prolifcral&on ol compulers and
compmer networks into all aspects of business and daily
life financ&al, nledical, education. government, and conl-
municotions the concern over secure file access and corn- Io
municotions pnvocy is growin .

Publicly access&ble secure database systems pose s&gnifi-
canl sccunty problems. Aucmpls to aclueve high levels of
technical imulncrabil&ty may lead to practmal problmns,
systenl iveaknesses and security holes Passwords may be
written near access terminals Security tokens can be stolen
or ntisp)aced. Users may share supposedly secret infomio-
tion. Administration capability bypasses normal security
protocols. Secure systems may be built on insecure plat-
forms. lllerefore, &I &s dcs&ruble lo maintain private infor-
mal&on &n secure formal, w&&bout relyulg on lrusl of any
pony ivho docs flu l I'cqilllc access to ihc pnv ite info&'&liat&o&1,

up to a point where it is used by the intended recipient of the
information.

lite 1&ability or risks involved in holding or conununicat- ls
lllg pflV&nc lllforlllatloil Ca&1 nell CXCC&x! thC Valiic i&f li&C

storage or conlmu&1&cat&ons services I herefore, even in the
case of a trusted party. indemn&ficatioo or insurance niay be
inefficient or insufiicient means for addressing these risks or
liabilities. Rather. where considerable rial or liability arises so
from unauthonzed d&sclosure of the iniilrmation. the storage
Or Co&Bill&&It&Ca&loll Ol li&C lllfomlalloil 1111&st l&IVOIVC Bll Cih-
c&cnt scheme that w&ll nuninuzc thc risk ol'&sclosurc.
'I'herefore, an intermediary in a transaction prefemsbly
handles only encrypted data, and need not be tmsted to
maintain the privacy of the underlying message. Wh&le
nvo-party encryption &s well known. schemes are not well
developed for prov&ding third party involvement. wherein
thc llurd party plays a rcqu&site role in lhc lransacl&on bul
winch need nol or &s nol lnislcd w&lh access lo lhe infomia-
tion or lhe cr)ptograph&c key

A number of conmuinications systems and methods are
known for dealing with tluee-party communications. for
cxiunple, where a third party prov&dcs mic&llary services lo
support Ihc conmiun&cal&ons. such ss mitlmnlicalion,
accoiuiting. and key recovery Ofien, the nature of these
comnnmicat&ons protocols places the third party (or group of
third parties) in a position of trust, meaning that the third
party or parties. without access to additional infomtotion,
can gain access to private communications or otherwise io
undcnninc transactional sixunly or pnvacy.

1'ransactions for which third party support may be appro-
priate include distribution of private medical records. com-
munication of d&gita) content. and anonymous proxy ser-
vices. Ss

Another aspect of three party conununications is that it
becomes possible filr two (or more) parties to la&id portions

of a secret or a kcy to obnim lhc secrct, w&thou& any one party
alone being able to access the secret i&or example, Silvio
Micali has developed a mature i&air Iincryption scheme in
v hich a number of tnislees collaborate to hold portions of a
key used to secure privacy of a conununication between two
princ&pals. but v:ho must act together to gain access to the
secret. In Micah's Fair Encrypt&on schmnc, however coup-
era1&on of nc&ther ol Ihc pnnc&pal parties to a commuiucal&on
is required in order to access the secret I'he third party
trustees, as a group, are tn&sted ivith a secret 11&e basis lilr
tlus trust is an issue of factual investigation 'I'he Micali I'air
Encryption scheme does. however. provide a basis for the
generation and use of composite asymmetric encryption
keys. Sec, Eyal Kushilcv&tz. Silv&o Micali & Rafacl Osiro-
vsky, '*Rogue&bility and Completmicss &n Multi-Party Pnvatc
('omputations", Proc of 35th 1&O('S, pp. 47g—tg9, 1994,
expressly incorporated herein by reference.

The Mica)i Fair Encryption scheme does not, however,
allow conuniuucauon of a secrct in wh&ch only onc party
ga&m access to lhc conicnl. Bnd &n which lhc third parly or
parties and one principal operate only on encrypted or secret
infornlation 'I'his system is discussed in further detail below

See: S. Mica)i. Fair Public-Key Cryptosystems. Advances
in Cryptology Procicdings of CRYPTO '92 (E. F. Br&ck-

cll, ed.) Licture Notes in Computer Scim&ce 740, Spruig-
erVerlag (1993) pages 113— 133: S Micali, I&air cryptosys-
tems, Ml I'I'echnical Report. MI'I/I.('S/I'R-579. November
1993, MIT Laboratory filr Coniputer Science. November
1993.

Sce also, N. G&lboa, "Two Party RSA Kcy Gcncmlion".
Proc of ('&) pto '99, I ecture Notes in ('omputer Science, Vol
1666, Springer-Verlaa. pp. 116— 129, 199'): D Boneh, .I

Honvitz, "Generating a product of three prunes with an
unknown factorization*k Proc. of the third Al oritlunic
Number Theory Symposiunl (ANTS), 1998. pp. 237 251;
Lui, Cun-Li, Surs Hung-Min, and Hwang. Tzonelih, '*Tluee

Party Kcy Exchange. Attacks and a Soluuon".

Electronic Medical Records
In the field of medical care, accuracy of collected data is

of significant importance. Erroneous data, whether collected
manually or automatically. presents the possibihty of an
emlneous diagnosis or treatment. Prior accumulated data
about lhc pal&ent may bc relevant to future duignosis and
treatment. Therelore. prcscrval&on and ava&lab&hty of accu-
mate medical records remains an important parr of the
no&dern health care system.

Thc art ol'ixhcal record kecpu&g lrss developed over
centuries of medical practice to provide an accurate account
of a patient's medical history Record keeping in medical
pmctice was developed to help phys&cians. and other health-
care proiiders. track and link individual "occurrences'*
between a patient and a healthcare provider. Each physician/
pal&cnt ciwountcr may resuh in a record &nclud&ng notes on
the purpose of the vis&l. thc results of phys&c&an's cxanuns-
tion of the patient, and a record of any drugs prescribed by
the physician. If, for example. &he patient were referred to
another clinic fiir additional test&ng. such as a blond analysis,
th&s would form a separate medical encounter. which would
also enerate infiinnation for the medical record.

Over the years. paper medical records hove evolved from
indiv&dual practitioners'nformal journals to the current
mult&-author, medical/legal docummits. Thcsc paper records
scrvc as thc information system on wluch modem &ncxhcal

pract&ce is based. Wlulc the paper-based &ncxhcal recurd
system has functioned well over nlany decades of use, it has
several shortcomings First. while a paper-based record
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sysu:m can adequately support &nd&v&dual paumll-physician
encounters, it is cumbersome to use as a source of pooled
data for large-scale analysis. While the medical data in the
paper-based records is substantial, the ability to adequately
index, store and retrieve information from the paper-based
mechanisms prevents efhcient analysis of the data. Thus,
paper med&cal records could bc a nch source of mfi&nnat&on
for gmlcrat&ng ncw knowledge about patmnt care, &f the data
could be accessed on a large scale Second, each portion of
the paper-based record is generated and kept at the site of the &B

nledical serv&ce. I lence. the total record is fnsgniented
anlong many sites Consequently, access by off-site physi-
cians is less than optimal. The inability to access a complete
med&cal record &n a short pcnod Ol'imc prcsmits problcnm
both for indiv&dual care and group care of panents. Thus,
electronic nledical records (I IMRs) have been developed to
facilitate storage. retrieval, comnnu&ication and use of the
vahiable pat&ent medical history infor&nation, both for the
particuksr patient and for stud&es of patient populations.

While there have been attempts to develop computer Io
database arclntecturcs capable ol stonng and rctricvuig
It&cd&cdl 1cci&ril a&lorna&&lou wll&cll rccollc&lc pllvs&c&a&15

desires for mamtaining a format of unstructured medical
infounation with database requirements for highly stnic-
tured data storage, these systems provide an inadequate
infrastructure for the etfic&ent transmission. use and security
protection of the data.

Med&cal informut&on poses 5&g&uiicant challcngcs &0

knov ledge a&Budge&la nt Sy'Slcnlw Mixhcdl ullomli&tnul pres-
ently includes file types including various media types, 10

includin numeric data, text. scanned text imaaex scanned
graphic inlages, sound (e g., phonocardiography and dicta-
tion), high resolution unages (radiology) and video (ultm-
sonic imaging and fhioroscopy).

lite mcd&cal records for an indiv&dual may. over luna, ls
grow to multiple megabytes or even g& abytcs 01'data, and
ddvBnccil Illcdn:dl tech&lifts:5 pro&lilac'. to ulclcasc thc vol-
ume ofavailable data These records come from a nun&her of
ditferent medical service providers, and may be stored in
geographically disparate locations. Often, a new medical 40

service provider will seek to review all appropriate previous
med&cal rixords for a paucnn Fu&ther, ui tlnrd party rcun-
bursemcnt s&tuat&ons, the &turd parly payor v,&11 seek &0

review records in connccuon with b&lied serv&ccs. Tlu:sc
various data types and assoc&ated information storage sys-
tenls are not standardized, impeding efliciency of sharing
and conununicating the data.

Medical records often include data that is intensely per-
sonal, such as sexual habits, drug abuse. psychological
d&sordcrs. fanuly h&stones, geneucs, tcuuuml d&scascs, uilu- o

r&cs,;md thc like. Th&s personal uilbuuauon &s rcvwiled to,
or genensted by, treating medical pnlfessionals in an envi-
ronment that presumes an absolute privilege held by the
patient. The adoption of electronic medical record sysrems
should not impa&r this presumption. Thus. while there are 5.

leg&& mls tc reasons for trammi& &uig medical in

fonna& &on

I iles,
such transnnss&on must bc secure. linn&est to appropriate
cucu&115&Bnccs dnd to dutllorlzcd Ice&pic'nts.

Indeed. while the private medical information technically
cannot be disclosed without the consent of the patient. since ic
at least the time of Hippocrates, the medical institutions tlmt
hold this infonnat&on guard lt jealously. Tluis, privacy con-
sidemtions may make &t dillicult tu obtam collaborat&on
bc&ween Illedical nmt&tut&ons in Ihc on Omg trcatmcnl uf a
pa&icon Wlulc &herc are unportant lcg&tuna&a uses fi&r med&- Ss

cal data, there is also a substant&al possibility for abuse of the
data and the associated tn&st relationship between patient

and mcd&cal care prox &dcr rcpresm&tixl tlmrmu. Prcscntly.
laws and regulations have been pmmulgated (but nor yet
etTective) regulating electronic medical records.

The U.S. Supreme Court has reatfir&ued that the expec-
tatloll of pllvdcv of mcdlcdl datd 15 ncccssBIV hl 0&dcl &0

mwure Ihat patients are not dctcrred from sccku&g neixlod
medical care Disclosure of medical mfilrn&ation to non-
medical personnel without patient consent was a primary
concern of the Court. Ferguson v. City of Charleston, No.
99 936. Argued Oct. 4. 2000 Decided Mar. 21. 2001.

Typ&cally, in a hospital med&cal iulbunauon system, uilbr-
mat&on relating to patients in a database is generated and
used by users having a variety of mles. includuig doctors
and medical professionals of various specialties, nurses,
therapists of various types. parapmfessionals, social work-
ers. clinicai laboratories, and bedside devices (which mny
automatically generate or receive paucnt &ntonnat&on). In
addit&on, medical uiformauon is used, but typ&cally not
generated by, phaunacies, adm&nistrators, lawyers, insurers
or payors, mid other parties liecause of the many types of
caregivers and other data users, the idea of role-based access
is appropriate: basically. medical professionals of different
types &vill require access to various subsets of the medical
record. For example, typically the primary care physic&an
and certain consults will requ&re full access, wlulc 0&hers

may not require full access.
One scheme for increasing the portability of medical

records is to provide personal data storage devices. for
cxiunplc in cred&t card fonna& op&md 1 storage medium. Thcsc
dcv&ces, howcvcr. prcscnt a secunty risk, since &t cannot bc
presumed that the patient &vill be able to pmvide consent to
the use of the information when required; thus, access
controls should contenlplate that scenario. Further, the infor-
mat&on carrier can be lost. unavadable or stolen.

I:nclyption 'I'echnologies
Encrypt&on technologies. particularly publ&c kcy encryp-

tion svstcnls. scck k& lllululllzc so&lie of tllcsc wcdkncsscs bv
reducing the need to share secrets amongst participants to a
secure or private comnnmication 'I'ypical public key encryp-
tion teclutologies, lulwever. presume that a pair of conunu-
nications partners seek to communicate d&rectly betvveen
each other, without the optional or mandatory participation
Ot a th&rd party, a&xl. ul ldct. are des&gncd spiv&ticdlly to
exclude llurd party mo&utoruig. 11iird peru ca, how cvcr, may
oti'er valuable services to the participants in a conm&unica-
tion, but existing protocols tier involvement of more than
two parties are either inefficient or insecure

'I'raditional encryption algorithm schemes rely on use of
one or more finite keys ivhich are provided to an algorithm
v hich generates a data string which is apparently random,
called pseudorandom, but which can be predicted based on
a knoivledge of both the algorithm and the key(s). allowin
extraction ol a supcn&uposcxt data mcssugc. Optunality of an
algontlmi fi&r a gncn sct ol'&rcumstanccs is based on a
munber of factors, and therefore many d&fferent crypto-
graphic schemes coexist iissentially, the key should be
sutfic&Catty long and stochastic that an extraordinarily long
period of time would be necessary to attempt a brute force
attack on the algorithm, while only a reasonable amount of
t&me is requ&rcd to gmlcrate keys, encrypt and decrypt
mcssagcs. In addition, Ihe kcy should be suflic&catty long
that observation of pseudomndonl (encrypted) du&as&reams
does not permit one to deternline the key to the algorithm

Public Kcy E&mrypuon is a concept where&n two keys are
pmvided. 'tile keys filrm a pair, such that a message
encrypted ivith one key of the pa&r nlay be decrypted only by



US 7,181,017 Bl
i

the corresponding kcy, bul know Icdgc of lhe pubhc kcy does
not impart eflective knowledge of the private key. 'I'ypically,
one of the keys is made public, while the other rentains
secret, alloivin use for both secure communications and
authentication. Communications may include use of nnd-
tiple key pairs. to provide bilateral security. The public key
pmr may bc self gcncrnlisk and therefore a user need nol
transmit the pnvatc kcy. It must, however, be storctL

1'he basis for Diffie I lelhnan and RSA-type public key
encryption methods is the large disparity in computational
complexity benveeil decrypting the public key created
cipher text with the public key encryption private key. which
is very rapid and simple to do. and workiitg through the
possibilities without Ihc kcy, wluch takes a very long time
tluough all known means.

Modern public-key data encryption wss originally sug-
gested by Diflie and I lellman. "New Directions In ('ryptog-
raphy." I.II.U U I'ransactions on Information 'I henry (No-
vember 1976) (the disclosure of wlfich is hereby
incorporated by reference), and was further developed by
Ronald L. Rivest, Adi Shamir, and Leonard M. Adlcman: *'A

Me(boil for Obtau»ng Digital Sigiiauircs mid Public-Kcy
('ryptosystems," ('onimunications of the A(:M
21(2):120— 126 (Iiebmary 1978) (the disclosure of wluch is
hereby incorpomsted by reference). )ee also, U S Pat No.
4.351,982„expressly incorpomsted herein by reference

lite basic reason lor pubic-kcy encryption syslcm is lo
ensure both the security of the information transferred along
a data line. and to guarantee the identity of the transntitter
and to ensure the inability of a receiver to "tiirge" a
transmission as bein one from a subscriber on the data line.
Both of these desired results can be accomplished v.ith
pubic-ley data encryption without Ihc ncixt lo mmnlain a
list of secrct keys speciiic Io each subscnbcr on the slate linc,
and ivithout requiring the periodic physical delivery or the
secure electronic transniission of secret keys to the various
subscribers on the data lme

According to the Ddlic Hellman scheme. two hosts can
crentc;md share a sixret key withoui over communicating
the key. I iach host receives the "I)itTie-I lelhnan paranteters".
A prime number, 'p'larger than 2) and "base". '81 an
integer that is sntaller than 'p) The hosts each secretly
enerate their own private number, called 'xh ivhich is less

than "p— 1*1 The hosts next genemste a respective public key,
'y) They arc crcatcxt with thc function. y=g'od p. The two
hosts now exchmigc their respective publm keys ('y') and
the exchanged numbers are converted into a secret key, 77

by the following fiuiction z y'od p 'z'an nov be used
as an encryption key in a symmetric encr)ption scheme.
Mathematically. the nvo hosts should have generated the
same value for 'z) since accordin to mathematical identity
lhcorv,

—tp' iodpl'M dp— lp'Mod pi'od p

A method of pubic-key encryption developed by Rivest,
Shannr gz Adelman, and now generally rcfi:rrcd to as RS.A,
is bascil upon thc use of two exlrcmcly large pnme numbers
wluch fullill thc cntcna for thc "trap-door, one-way penuu-
tation" Such a permutation function enables the sender to
encrypt the iltessage using a non-secret encryption key, but
does not permit an eavesdropper to decrypt the message by
crypto-analytic teclutlques within an acceptably lon period
ol time. This is duc lo thc fact flrat fur a composite number
composed of the product ol'wo very large prune numbers,
thc coilipunitiiillal liilii: necessary Iti factor this 1:oiilpositc
munber is unacceptably long A brute tiirce attack requires
a sequence of putative keys to be tested to determine winch,
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if any, is appropriate. llicrcforc a bniteforcc attack requires
a very lar e nuniber of itemstions. 'I'he nuniber of iterations
increases geometrically ivith the key bit size, while the
normal decryption generally suffers only an arithmetic-type
increase in computational conlplexity.

In the RSA encryption algoritiun. the message (repre-
smilcd by a number M) is multiplied by itself (c) nmcs
(called '*raisuig (M) to the power (e)"), and thc product is
then divided by a modulus (n). leaving the remamder as a
cipheitext ((:) (.''od n. In the deci)ption operation. a
ditTerent exponent, (d) is used to convert the ciphertext back
into the piain text: M=("'od n. The modulus (n) is a
composite number, constnicted by nnlltiplylng mvo prime
numbers, (p) mid (q). together. Os pnq. Thc mtcryption and
dimryption cxponcnls. (11) and (c), arc rclatixl to each other
and the modulus (n) in Ihe following way: d e 'od ((p— I)
(q— I)), or equivalently. dne I mod ((p — I) (q— I)). 1'he RSA
ciphertext is thus represented by the expression (''od
n. The associated decryption hinction Is M=('a mod n.
Therefore, M=C mod n=(M'od n) mod n, indicating that
the onginal message, mtcrypled with onc kcy. is retncvcd as
phnn Icxl usuig Ihc other kcy. To calculate Ihe decryption
key, one inust know the nunibers (p) and (q) (called the
factors) used to calculate the modulus (n)

I'he RSA Algorithni niay be divided, then, into three
steps:

(I) key generation: in which the factors of the modulus (n)
(thc prime numbers (p) mid (q)) arc chosen and mul-
tiplied together to form (n). an oner)ption exponent (c)
is chosen, and the decryption exponent (d) is calculated
using (e). (p), and (q)

(2) encryptioiv in which Ihe message (M) is raised to the
power (e), and then reduced modulo (n).

(3) decryption: in which the ctphettext (C) is raised to the
power (d). and then rcduccxt modulo (n).

Micah, U.S. Pal. Nos. 6,026,163 and S,315,668, cxprcssly
incorporalcxt hercui by rcfcrencc, teach a number of spit key
or so-called fair cryptosystems designed to allow a secret
key to be distributed to a plurality of tnisted entities. such
that the encrypted message is pmtected unles~ the key
portions are divul ed by all of the trusted entitie~. Thus, a
secrct kcy may be recoiercd. Iluuugh coopcranon ol'

plurality ol'arucs. These methods werc applied ui three
particular liclds: law enforccmcnt. business auctions, and
financial transactions

Iissentially, the Micali systems pmvide that the decryp-
tion I ey is split between a nuntber (n) of tnisted entities,
meeting the folloiving functional criteria: (I) The private
kcy can bc rcwonslrucxcd given knowlcdgc of all n of Ihc
pieces held by thc plurality of trusted cntincs, (2) The
pnvalc kcy ctumol bc gucsstxt al all if onc only knows less
than all (&n — I) of the special pieces; and (3) Iior i — 1. n,
the 1" special piece cmi be individually verified to be correct
The special pieces are detined by a simple public al oritlun
which itseif exploits the difficulty in factorin lar e numbers
as a basis for asynunclric sccunly.

SUMMARY OF THE INVENTION

'I'he present invention pmvides a system, method and
business model for conducting transactions involving pri-
vate Information wherein an intermediary perfomis a req-
uisite fimclion with respect lo lhc transaction withmil requir-
ing thc uttcrmediary Io be Irustixl with respect to the pnvaic
infiirmanon or cryplograpluc keys lor conununicated udor-
mation 1his systeni and method employ secure crypto-
graphic schemes. which reduce the risks and liability tiir
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unauthorized disclosure ol private ullormauon. wlulc main-
taining etficient and robust transactions

'lie system and nlethod according to the present invention
pmvide a basis for a set of business models, in which the
third party accounts for secure data transactions. by rnain-
taining a cntical lo ical function in data communicarion.
Thus, dunng each such trmixdction, ihe intcmlcdlary may
lorcc or rcqulrc u tinaucial accmulung for lhc lrmlsaclion.
llurther, by exerting this control over the critical function
outside the direct conlmunication channel, the internledlary in
nlaintains a low communication bandwidth requirement and
poses little risk of intnlsion on the privacy of the secure
conlnnulicatlon. Further, the intermediary never possesses
sullicicnt infomlatlon lo unilaterally mtercepl and du:Dpl
the communication. I

'Ihe present invention also pmvides a system and metlxid
filr providing ancillary services with respect to comnnuu-
caring information I'hese ancillary services encompass, for
example. applying a set of rules govemin an infomlation
communication transaction. For example, the rules limit lo
access based ou rcciplcnt authcnticmion, define a linanclal
accounlulg. rotc or class of an uucndcd recipmnl, or estab-
lish other linlits These services may also include logging
colnlnunlc;itious ol Bsslsfiilg hl dcflniilg ciuuuuuucatlous
counter-parties 'lhe access control is implelnented by an
intermediary to the underlying tmsnsaction. wl»ch facilitates
the transaction by removing the necessity for a direct and
contemporaneous conunuuication with thc cquilablc holder
of d pclbui:ul light lor cBI:h lrdusactlou. Thi: uucl1uodlarv
maintains a set of rights-sssoclated mlles, over which it may io
hold legal title. 1'he intermediary serves as a trustee. apply-
ing the rules on behalf of the equitable olvner of the nght.
In order to enforce rights-based restrictions, the tnistee may
hold. associated with the rights infomlation, a key. for
cxiuuplc du encryption kcyi ucccssiliy Iilr access or usc of is
thc lnfouuation. Tlus arrangcmcnt ls termed herein a Vlrlual
Trust, and Ihc inteuncdlary ls Iherelore a lcrmixl Vlrlual
'I'nlstee.

According to the present invention, the Virtual I'rustee is
tnlsted to implement the ndes. but not necessarily trusted do

vvith access to„or direct and sole access control over the
infoundlion. According to a prcfcrrcd embodiment, thc
Virtual Trustee, acting alone. calulol access or eavesdrop on
lhc pnvati: lnlorulallon 01 B I:ouuuuulcatliul sllwsul ulcluil-
hlg Ihc infill'nl,'ltiou liunhcm 10 Bccol'd'ulcc ivlih thc Mlc;lh
split key escrow scheme, the Virnlal 'I'nlstee may be imple-
mented as a set of entitles, each holding a portion of a
required key.

lite present ulvmillou also provides cnhanccmenls 10

traihuonal secure comnnmications by providmg ulvolvc- 0

ment of d llurd party. or uitcnnediary. who need nol, and
prefembly does not, have access to the communicated infiir-
nlation. v bile pmviding transaction-support services
between the two parties involved in the communication.
According to a filrther embodiment of the invenrion, only 11

onc party to the conununicauon Is puvy lo lhe scoured
infoundiion; the host for transmission of Ihc mfiimlalion
ilocs uol, ils B pBII of Ihc IrdusBcnou, dcccss lhc ulfonualiou
itself.

'linis, the system according to the present invention io
provides a conduit for the authorized transmission of
records. such as medical records. wl»le mainmining the
sccunly of llu: rimords against unaulhouzed access. A prc-
li:rrcd commurucauous network Is Ihe Internal. a lobal
intcrcolulccted set ol'ubic access networks. employing ss
standardized protocols Tints, the records may be transnlitted
virtually anywhere on earth using a single intrastrucnlre.

Alternately, puvatc networks or virtuul pnvatc networks
may be elnployed In fact. as lhe systenl according to the
present mvention gains ubiquity, a private nenvork model
v ould be preferred, in order to increase security and allow
the system to be tuned to the types of data and quality of
service demands made by users.

Au embodiment of Ihc present Invention involves Ihe
implmnentation and usc of a Virtual Trust, whereul an owner
of nghts in infomlation entnists the application of a set of
mles and/or limitations, to a Virtual Trustee. 1'he Virtual
1nlstee implenlents these nlles and/or limitations, uilless
countemlanded. One of the rules and/or limitations may be
to seek input from the rights owner. if available.

Accorihug 10 ouc culboihuli:ut of lhi: ulvi:alton, B usi:I
provides lo Ihc ulu:nncdldry necessary transactional ullor-
irlatlofl rclatlllg 10 priv;lti'ufol'nlatloil, hl B nlanucl'h;lt
discloses little or no private information to the intermediary
In like manner, private intilrmation may be supplied to a user
after the user has supplied necessary tmsnsactional infomla-
tion to the intemlediary. Ivithout in the pmcess disclosing the
puvalc inlbrmation Io thc uueuncdlary. Thcsc limluuqucs
may bc extended to allow personally I dent l fylng ulfonna lion
to be renloved from a communication by substitution with a
non-personally identifying code, supplied by the intermedi-
ary. Again, this anonymous process may take place ivithout
providin the intermediary with the private infomlation.

In some embodiments, the two principals to the commu-

nicationn

remain anonymous w i lb rcspcc I to each other, 0 lute
iu ollmr instances, they are known lo each other. In thc
former case, a proxy is pmvided to avoid divulging the
address te g. logical or physical address) of the recipient,
and, depending on communication protocol, the identity of
the sender. The communication channel may remain secure
between the two principals. although the proxy becomes
trusted with rcspict lo ldcntiiles ol the pnncipals.

Thc ultermidiary may. as a matter of course, ln thc course
of its duties, implcmmli a set of rules on behalf of a
rights-holder for the infornlation. and indeed conmlunica-
tions stnlctures and protocols may be established to force a
cntical portion of each subject communication to pass
throu h the ultermediary.

Dillbrmlt rules may be apphcxt, lbr cxiunple, basixl on thc
nature of Ihc inliirmanon. Ihe role of thc rcclpicnt, contcxl
of lhc ulf0rut ltlou I I quc su ilail pl clizcuciw of a 0 gh la ho kit I

of the intiirmation
In a nledical enlbodinlent, a patient may, within the scope

ofavailable resources, define ndes and procedures for access
to lus or her oivn medical records. Thus. the mlles detined by
a patient or record owner may dill'cr from those unposed by
the repository medical msntulion. A dcl'suit sct of rules may
bc provided wluch restncts access to medical professionals
who cml demonstrate muhorization, with disclosure of par-
ticular transactional records limited according to the request-
or's role or other set of ndes. As tnlstee or agent for the
patient, the intermediary may also implement more or less
res toctlvc rules as delineil by the p anent. and rcl en ac records
accordingly. The utlcrmcsfiary may also implement a sel of
nllcs dclincd by the rcspccui c custodian medical institution
10 c(lflflcctlon with Its oivn llllcrilal pi'occssulg ol'onuuu-
nications

Presently, medical records typically include information
that is integrai with a physical embodiment. For example
radiological records nre ultcgrated into thc tilm. Thc ongina1
medical record, embodied ul its physical miuufi:stauon, ls
'*owned" by the onginanng institution or provalcr, subfuct Io
access contml and copying requests by the patient )ee,
DCWItt et al, "Patient Information and ('onfidentiafity'1
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Treatise on Health Care Law, I b.fll (Kaufntan ei al.. Eds.,
1qqgb I foivever, as electronic medical records gain promi-
nence, and the physical manifestation of the medical records
is transformed into infiirniation stored in a computer storage
device. the medical record may ultimately be ueated as
property of the patient, sublect to retention of a non-
disu ibutablc (or othcfw i ac sublcci io lunitcd rights) copy by
thc ongumling insutulion or provider. The prcsenl invention
therefore provides a system through which a patient may
exert various incidents of ownership over the electronic in

niedical record, including access control, copying, retention,
and accounting therefore. According to the present inven-
tion. this control may be exercised by entrusting the encryp-
uon kcy(s) for llm ehx Ironic mcibcal record w ilh an intcr-
iiicdiBrv, wlio Bets iliidcr Ihe dirccuon mid aulhonly of thc
patient.

'flic present invention also encompasses monetary trans-
actions involving the infoniiation usage and/nr comnlunica-
tion. According to one embodiment. digital signatures may
be employed in monetary transactions that. af'ter authenti- zc

canon. bccomc anonymous. Tlnis, according lo Ihc present
invention, a personally nlenufyui digital sigixiturc may be
substituted by the intermediary with an annnvmous trans-
action or session identifier ln this case. while the transaction
becomes anonymous, it is not necessary fiir the interniediary
to be a direct party to the exchange of value between the
principals involved in the communication, and thus the
iniermcdiary does nol ncccssanly become prny lo thc
cxclidiigc iiciiiils.

Accordin to the present invention, the security and so

privacy scheme of the present im enti on may be employed to
convey content to users while ensuring compensation for
ri hts-Imlders in the content.

According to the present invention. an arel»lecture is
provided which allows accounun and nuplemcntalion of is
iarious rules and limits on conunuiucauons belwecn Iwo
parties. Further, an intemicdiary becomes a ncvcssary part of
the negotiation for conimunication. and thus has opportunity
to apply the rules and limits

Traditionally, medical records maintenance and upkeep do

have imposed a significant cost and burden. As/hfle enter-
pnscs lmvc evolved for outsourcin of certain functions,
Ihesc enterprises have nol dircclly represented lhc uilercsls
of the patient, Bnd rather scrvc as a cnts lor lhc medical
record custodian

Accordin to one embodunent of the present invention,
each use of a record may triv er an accountinp~nudit event,
thus allowing finely gmsnular tmsnsactional records, which
may reduce thc risks of security mid pnvacy brcach in
conniwlion with record trmisnussion. Imporlmilly, the o

preseni invention allows usage bascsf Iinancial accounluig
for the information, imposing a financial burden accordiag
to a value and/or consumption of system resnurces I'r
example, the cost to a user could be a flat fee. depend on a
number of factors. be mitomatically calculated, or relate to s.
i olumc of usage

llic dccoiiiiliiig iiiav Blso coiiipc'iisiin: B IBigcl of Bii

clccironic message for rccmpt thcrcxtf. 11ius, a marketer may
seek to send an advertisement to a user. 'I'he user mav then
compel the marketer to send the electronic message tltfough io
an intemiediary„providing compensation to the user.

In establisifing a secure communications session between
thc user and thc intcnnediary, ii mdy be usei'ul m some
cirmimsldnces lo employ a challcn c-rcsponsc aulhcntica-
non scheme, for cxamplc by passing messages back and ss
forth benveen the user and the intermediary, the user and the
data repository, or the data repository and the intermediary.

Accordliig to lhc pfcscfil iiivciiiioii, llic Usiv s toke iliav
be checked for cnnsistency with a set of role-based usage
miles. I he reported role may be accepted. or verified ivith
resort to an authentication database. Iiased on the role of the
user and the identification of the content. the authority of the
user to receive records may be determined.

In onc cmboduuenL a user is rixNired lo identify Ihc
spccilic records sought. arid llicrefore tlic aulliorlzalioii
matrix representing correspondence of record content and
user role may be associated with each record. and may be
verified by the data repository as a part of a local mithenti-
cation process prior to transmitting any portion of a record.
Thus, the matrix may represent a metadata format describing
thc content of lhc record and Ihc level or type oi authonly
of thc user to access thai record. This metadala may, of
course, itself be privileged information

In the event that the distribution of metadata or its
application at a site is impermissible, a sepamste metadata
processing facility may be provided. This facility may
process the metadata in an anonymous index fomiat, thus
fcdiiciiig of cliitiiiialiiig llic risks oi'l privacy'i sccUrilv
brcach. Thc user aufhonty matrix may bc pronwled using Ihc
cmnposite session key format according to the present
invention. mid theretiire niade secure even from the inter-
ntediaiy, ivhich, in this case. may communicate the authority
matrix and transactional request details to the metadata
processing facility using a coniposite of a user as~sion key
and a mcladala session key. The results of the authonzation
may bc transmitted dirccily from Ihc mctadata processuig
facility directly tn the thats repository. in the foun of a
prefiltered specific record request. 'I'he interniediary inay
account fiir the transaction either on a request-made basis, or
conununicate accounting information with the data reposi-
tory. for example to properly exchange required I eys and
complclc lhe transaction.

Thc record indices nuiy thus be mniniainixl by cntilics
pnvy to pnvatc uiformanon. with results retumcd to Ihc
user, withnut requiring any disclosure to the intermediary. or
maintained by entities insulated front an associatiim between
a complete identification of the metadata and the content
thereof. Preferably, the index entry for a record includes an
idcnliiicanon of lhe locaiion of Ihc content record and a sel
of access rules, whici arc, for example, role based. Altcr-
nalcly. thc inlcnncdiary nuiy maintain thc index locally and
apply the respective mles.

'I'he role-based access rules are enerally defined auto-
matlcafly. and may be based on contextual and circumstan-
tial data. Manual miles and edits may also be supported.
Typically, a hierarchy is delinixl oi'data scnsiuvity. with Ihc
most sensitive dain provided with Ihc lughcsl lcvcl of
restrictions. Typically, prinuiry care providcrs have thc hi h-
est level ofaccess, while paraprofessionals and other support
personnel have data on a context-dependent requirements
basis only. Further, non-professionals may be provided with
data on a need-to-knots basis only.

Other medical pcrsonncl have access lo thc rivord based
on context and role. For example. B respiratory thcmpist
iiiiglil rcqiiiic'icccss lo pUliiioiidry Bird cciilrdl viiscUIBI
history records, as well as to abstracts of acute medical
inforniation, current pharniaceutical informatiim, schedul-
in (e.g.. for inpatient care). and specific notes directed to
the therapist, individually or as a part of a treatment group.

Thus, a past lusiory of depression (rcsolvixll ui a patient
adnuned for a kidney stone would likely bc communicalcsf
only lo Ihe pnmary care physician and psycluatnc trcaluig
pmfessional if any Possibly. this data would be conununi-
cated to a pain management professional. if the past history
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of dcprcssion had a phanuacological or drug abuse compo-
nent A sulg(cal consultant, however, may be pmvided v ith
the entire record 1'his data may also be deemed contextually
irrelevmit to the acute treatment

For example, a treat(ng physician. an oncologist. may
seek. on behalfof a lung cancer patient, all radiologic studies
ol'hc chest over thc past tlucc months, as well as non-
Iddiologic hospitahzation rccolds over lhc past three veins
and sun)mary notes of other medical or surgical consulta-
tions or treatnients over three years fhe request, as well as ui

a role-based identification of the oncologist, are relayed to
the intemlediary„which may process tlfis data internally, or
reLay it to a separate ent(ty for processing. In the Letter case,
(he information may bc completely blindnl. Bccordulg lo thc
prcscnl invcnnou. from Ihe inlcnncdidry. Initially, thc
instructions of the patient are recalled froin a database. to
indicate any specific or general restrictions placed on the
release of (Lsta An exemplary role-based access authentica-
tion would determine that a primary treatiitg oncoiogist Is
indeed authorized to receive msdiolo ical (chest) and recent zo

hospuahzation records. Further, the indices for the medical
sunuuary no(ca could bc scrccnkxl for pcrtuience cn(eris.
'I'lnls, information relating to a drug abuse rehabilitation
center visit nught be restricted upon request of the patient to
niental health professionals In this case, such private infilr-
mation could be screened from the oncolo ist. likely v.ith
some indication of the restnction, allowing the oncoioglst t(1

subsixpicntly rcqucsl authorization lrom Ihc pa(mal. If, on
the other hand, thc rixNcstulg profi:ssional was a nurse, thc
indication of restricted information might not appear, since Io
this indication itself might be deemed a disclosure and the
apparent need Is lower

In order to pmv(de further security for the records and the
use of the system, various tecluliques are available For
cxiunple, dununy content records may be added 10 lhc 3s

database and index thcrcforc. Any access of (hase records is
presumably based ou au auempt for unauthorized access.
'I'lnls, the existence of these records, with access tracking,
alloivs detection of some unauthorized uses of the systeni.
Another method of securing the system is the use of stega- do

no~naphic tecluuques. for example embedding w:atennarks
in audio dnd Images, pscudorandom dol pa(lama in scanned
page images. rmidom insertion of spaces belwecn words,
fornuiitulg information, or thc like. m lcxl records. 111crc-
filre, records obtained through the system may be identitied
by their characteristic niarkmgs. In fact, every authorized
record may be subjected 10 a different set of markings,
allowing a record to be tracked from original authorized
access to ultimate disposition. An cxphcit bar coCk, water-
mark or otlu:r type of code may also be providml on the 0

document for llus purpose It is nolkxi llml such markings
cminot be implemented on encrypted data at the point of
transmission, and tints this type of security requires access
to the rain content. However. this may be implemented at the
point of decryption, v hich may be in a sufficiently secure n.

mivironmcnt. For cxiunple, a simure applel mav be providixk
muployuig a sccurcly dchvcrcd session kcy. whuh processes
rimords Io test lhr existing walcnnarks and to add or sub-
stitute a new watermark 1 bus. the present invention pro-
vides a systeni for the decryption and watermarking of data, (o
in a content (or content type)-specific manner. An online
handshaking event may occur on decryption. Io provide
conlunldlion of lhc process, dnd nulccd nlav Blso ilulhcnti-
cdle thc user ol'he syslmn duruig dimryplion.

According to Ihe present invcnuon, asynunctuc kcy ds

encryption niay be employed to pmvide the establislunent of
secure communications channels involving an intermediary,

wilhou( making the Inlcrmcdiary pnvy lo the decryption kcy
or the message 'lint~, by transmitting only relatively
unprivileged information, such as respective pubic keys, the
infornlation and integrity of the system remains fairly
secure.

In order to provide d Ihrce party tramacnon in wluch thc
intermediary is a necessary party. the information sought to
be trmismitted is subjected to a secret incomprehension
function (e.g., a crypto raphic or steganoyaphic function)
v ith the key known only to the intermediary. In establishin
the communication channel. the information is tmsnscoded
bclwimn a first comprehension funcuou and a second com-
prehension Ihimtion without ei cr bcuig pubhcly available.

Modulo aritlmtetic is both additive and multiplicative,
thus. using the same moduio n

(d'nd n.d'od ni m d I .1'od n,

I(.1) m( +(a) m nl:) mm( ——( (+8) d

((.1) rood 0 (a) mnd n) mod n— (.I B) rood 0

B10 I 0) alon( 0 IXI BIod 0) nasl B=.d aron n

A preferred algorithm according to the present invention
relies on the nndtiplicative property ofmodulo arithmetic: in
other vvords, A mod BnC mod B=(AnC) mod B However,
this property is nol "rci crsiblc", in that knowlcdgc of (ASC)
mod B and either A or C does Ixu yield thc other, unless thc
pmduct ABC is less than B. since the niodulo function
always limits the operand to be less than the niodulus value

Thus, il is scen that m ml RSA scheme, M=CB modn=(M'xld
n) mod n 'I'herefore, in order to communicate the

intermediary private information to the mtended recipient,
the recipient public key 'el'nd intermediary private key
'd2're defined usin the same modulus n. nulltiplied, and
provided to the sender. At the sender. the ciphertext C2=M"
Mod n, previously encrypted with thc intcnne(fary's pubic
kcy c2, Is sub)ected lo the funcnon. CI=C2d " mod n=M"
mod n 'I'he recipient may then apply its pnvate key dl to
decrypt the message M ('I* 'od n

Il should bc uixlcrstood that the algontlmi dcscr(bkxl
herein represents nlerely a portion of an RSA-type public
key infrastmcture, and that generally all known techniques
for preparin the message, maintairung a pubic key direc-
tory. and the like, may be employed in conjunction there-
with, to the extent not inconsistent. Thus. the transcoding
algonthm should bc consnlcrcd as a generally Inlcrclmngc-
ablc purl ol'hc en(irc cryptographic system. wluch may bc
substituted in various knoivn techniques, to achieve the
advantages recited herein In genensl, only small changes
v ill be necessary to the systems. for example, acconuno-
dating the lar er composite key length. It is also particularly
noted that there are a number of known barriers to exploits
lhiu Ble Bdvannigcously'nlploy'cd to improve Bnd nldullahl
lhc sccuruy'f lhc plcscnt svslcnl Bnd ale(bod.

Sce, David Chaum. "Blind Signatures for Untraceable
Payments", Procecdulgs ol'rypto g2. August 1982, p.
199—26k According Io thc Chaiun scheme, a scrvcr assists
a user m decrypting a message ivithout releasmg its secret
Key or gaining access to the encrypted niessage. I'he user
conununicates a synunetric function of the ciphertext to the
server, v:hich is then processed with the secret key. and the
resulting modified ciphcrlcxl rcturncd to the user lhr appli-
catiou ofan invcrsc to thc synuuetnc funcuon. Scc, U.S. Pal.
No. 6.1(92 d72, expressly incorporated herein by refi:rance.
1'his technique. however. requires a communication of the
cmnplete message in various encrypted forms to and from
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the scrvcr, a potentially burdensome and uicflicicnl task, and
is not adapted to conimunicate a secret file from a first party
to a second party.

Accordin to an embodiment of the present imention, a
source privy to the comnnuiication employs a public key
encryption paradigm to require that for comprehension of an
cncryptcd mcssagc, al )cast lw o keys are required, with all
ol'he prcdclincd keys betng requires) lo dccrypl the mes-
sage, and with no apparent reLstion betv een the keys,
niaking prediction of one key part diflicult or impossible
based on the corresponding other key part(s) and the cipher-
text message. Thus. at least tluee parties musr cooperate to
transmit a messa e. the sender, the recipient. Snd a rhird
party holding a necessary key part. Tlus results in mi ability
10 iiiidil aiid log 001111110111CJIIOOS Wiflliiul giviilg SCCCSS 10

confidential information to the auditor 'Ibis also facihtates
ccollonlic Iraosactioils, siilce thc coininiiilicntioil of tile
missing key inforination provides an opportunity t'or a
mandatory third party accountin .

According to the present invention. the holders of key
parts arc nol equal parties to Ihe Irmisaclion. Rather. One

pDrty acm ils tile iillcildcd rccipicill, who ilulsl procure lite
remaining private key parts in order to use the inforntation.
'I'his procedure allows the entity that transmits the informa-
tion to be assured that the transmission will be secure, even
ivith respect to a trusted third party, while ensuring rhat the
intended recipient must cooperate with the intended rhird
party. For example, thc third party recmves a Ibc or other
1 slue for tins inlcracuon, tmd is able lo log lhc idcnlily of thc
intended recipient and time of the transaction. In niany
instance~. for example access to medical infiinnation. tlus
allows a third party to authenticate intiirmation requests,
apply access rules„and log transactions, on behalf ofpauents
or medical institutions. without itself handling rhe sensitive
inl'onnation. Thc health care institution, on the other hand,
cmi achicic compliance with regulalions prolcxluig the
pni acy ol'ixlical records wlulc pmvidmg portabihty
thereof. v ithout increasing its statf or breaching security
pmtocols. Patients, meanwhile, employ a third party fiir
authenticating requests for medical infomtarion. Io ging
access, and implementing vanous ndes and limimtions.

Usmg llus scheme, thc onginal ciphertcxl cncryplion key
and rccipimit pnvatc key need ncvcr bc disclosed. and tlnis
may each bc rclainixl for use over an extended period. Thc
session encryption key, however. Ivi)1 vary with each mes-
sage

It is noted that„since the intermediary holds the decryp-
tion key for the record. it may, in exceptional circumstances
and m cooperation with thc reposi lory, decrypt the pie uilcxl
message. Thcrcforc, il is sixn llml, even il a user fails 10

comply with the rixNircd access rules (onc ofwhich may be,
for example. the express consent of the patient). desired
information is not lost, locked or completely unavailable.
Rather, the tnistee may be iven the discretion ro release the
records or to request release of the records during an
cnlcrgclicys

The present system thus may be used ui a inunber ofareas.
For cxmnplc. it may bc used to transnul contidenual medical
records through a public nenvork 'I'he (not vet etfective)
regulations issued pursuant to the Iiealth Insurance Port-
ability and Accountability Act (HIPAA) require rhat patient
medical infiirmation be securely transmitted. thar access be
loggcx), and thai Ihc idmiuly of Ihc rccipicnt bc authenti-
cated. However, while sccurc trmisnussion is rclativcly easy
to pcrlonn using modern compuung arclulcclurcs, Ihc log-

in and authentication require a substantial infrastructure
and overhead to maintain Many institutions would be quite
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burdened by supporung such potcnually lnbor Inlcnstvc and
infnsstmcture intensive obligations Therefore. the present
system allows secure access to an institutional database,
v ith the logging and authentication potentially outsourced,
to an intermediary. The outside organization, in this case,
implements the required security pmtocols to assure patient
dale coniidcnlialily both inside and oulsnle flm mcxhca)
inslilulion. Thc ILila repository lor llm medical information
may encoinpass only encrypted information, and therefore
intplementing an appmpriate coniniunications tirewall tiir
cmitrolling public access of the database is facilitated.

A trusted entity may control external access to an insti-
tutional database. This trusted entity may also control inter-
nal access and logging in hkc manner. In like manner, thc
trusted entity may also perlonn inter-imlilutional lunctions.
for example v,here ponions of a patient medical record are
housed in various institutions According to the present
invention, the degree of trust required of an intermediary
may be less than that required of either a I ey escrow agent
or a repository ivith complete access to the private infomta-
tion. Wlulc the uitcnntxliary entity may have access lo
certain tertiary medical record information, such as Ihc
existence of records and identity of those accessing the
records, the printery records may remain secmt. even ivith
respect to this intermediary entity. The interniediary system
may incorporate a directory of patient records, assisting an
authorized user in obtaining various records.

Il is noted thaL wlulc mix)ical records arc retmned by a
custodial institution. Ihc corresponding patient retains
iinportant rights therein Thus. the preseiit system niay be
expanded to provide the patient v ith a key portion, which is
also required tiir access to the records In this case, since the
patient*s consent will not always be available in a timely
manner v:hen the record is needed. a key escrow or key
recovery scheme may bc implcmenlcd to oblaui this key
portion. Tlus may be implcmmited in known manner, bul
prcfi:rably it is mauitained by the trusted enuty, since tlus
will make any such recovery transaction more eflicient

In order to increase portability, physical records, espe-
cially archives, may be stored physically or logically outside
the source institution. Thus. limitations of access and band-
width imposed by a public network gateway Ibr an insutu-
tion do not impcdc udomiation Iransli:r. Aulhonzalions, as
disluicl from thc inlormalion sought to be commuiucaled.
are verified on-line. and may involve access to the source
institution, but typically command substantially low er band-
v idth requirements.

Current medical records are subject to at least two impor-
tanl controls cxerlcd by Ihc patient. Thc paucnl cmi restrict
access lo thc record, and Ihc patient may demand access and
a copy ol thc record. These two nghls. together very much
dehne a type of property interest. Rince the tnisted entity
acts as a gatekeeper to the records, it niay also act as an agent
or tnistee for the patient, exercising access rules and the lil e,
by way of the required keys. Thus. it may be considered that
thc kcy(s) and possibly other data arc held by the trusted
wilily is in trust for lhe paumil. Thc inlcrmeihary may adopl
a business model either dircclcd lo serving the nccds of thc
medical institution(s), the patients. or both.

'I'he tnist model for the access privileges allows the
tnistee the legai authority to act on behalf of the beneficiary
(in accordance with the authority gmnted at the time the trust
was crcatcd or in cflccl al the lime of thc access rcqucst). In
the case ol medical records the bcncliciary is flm palicnb
Further, the trust model creates a framework ui wluch courts
may pmvide guidance ancgor mandate to a trustee. Thus. in
cmitrast to a typical contractual relationship, the tnistee of
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Ihe access rights lo thc mcxhcaf records stands in a dill'crmll
position than a mere party to a contract.

In alliance with this tnlst model. the intermediary is in a
unique position to act as a health care proxy and an executor
of a living ivill for patients. In this model. the patient
provides a livin will or other instructionc to the intemie-
diary. When the paucut Is unavailable and a decision must be
made, the ullcrmcthary cau search ns database Ihr a most
current instruction or nde authorized by the patient. and
pmvide an authenticated communication tn the health care In

pmvider cnmntunicating the patient*s wishes. Iior this ser-
vice, the intermediary may charge a fee. for example a
yearly maintenance fee. a per transaction fee. Bnd/or statu-
tory or court-awarded fi:cs.

Apolenually signiiicnnt use of exislm medical records is
in conjunctinn with a data minmg system 'I'hi ~ is because it
is generally considered quite expensive to capture medical
records. remove patient-specific identificatiml. and place the
resulting anonymous records in a database. On the other
hand. as the use of electronic medical records and intelli ent Io
IIICIIIIS for Cxtlactitlg allollvllloUS tldla ht1111 lllixliCBI ICI:OlilS

grows. tins datu will btxome more accessible. 11&c present
system prnvides an infrastmcture filr amassing, maintaining
and exploiting the value of this data 'I bus. by filtering data,
obtainiim filtered data, or hosting an index to anonymmis
data, the present intermediary provides a resource to facili-
tate use of medical data. For example. third party payors
may seek lo detcnnine Ihc standard ul care or best praclices
for a given patient, in lhc context of milhonzation of
payment for a pmcedure i,ikewise, a health care profes- io
sional may seek to deterniine a patient prognosis l)y pro-
viding an accessible system that links data fiir a specihc
patient, with anonymous tkcta for a plurality of patients with
potentially similar medical icsues, si nificant efficiencies
may result. Such a system including mlonymous data cuuld lc
be established separately from Ihe private medical record
database system. Thc intenncdiary system accorduig lo the
present invention may provide authentication and account-
ing system for the use of such anonyinous data, as well

The intermediary may receive fees from or be compen- ao

sated by the user. by the data repository (e.g.. the medical
instiluuon or provider), by the paucnl, or by a third party
pilVOI (txg., till lllslu'illlCI: I:OlllpilllV, 11Csllh lllilllllCIIBIICC

organization, govcnmicnt entity, clc.) or a combmalion or
subconlbinatinn thereof. qhe intermediary inay therefnre
negotiate for access to the database prior to grantiilg autlxlr-
Itv.

Another application for the intermediary system for dls-
tnbuling lhe micryptiou key lms in Ihc enlcrlmmncnt indus-
try. In particular many forms of cnlenauuncnl, includuig O

music. videos, and the hkc, ulvolvc massive data files,
ran in from about 500 k13 to multiple ginabytes of data

One solution proposed for the delivery of such data
streanls is called a peer-to-peer architecture. wherein the
hosting of information ls distributed over the population of s.
USCIS 01 lilt: llllorlllalloll TIIUS, Bllv IISCI Si:Cklllg lllfonllalioll
Cdll C0111111UIIICIIIC willi dllolllCI iisc'I (Ol B SCt 01 USCIS)

scckmg lo transfer thc Information. Since the lnlerncl pro-
vides a highly redundant and distributed communications
netivork, the capacity of the network is large and the to
incremental cost of adding a new work to the distributed
database is low.

However. typically, thc owners ul cnlcltauuucnt works
seek lo Illilllllalll Colllrol Ovi:I IISC Ol lllC WolkS Slid seek lo
rcmcive compensution for thmr triuwfi:r mid/or use. There- sc
fore, the present systeni allows the work tn be locked or
encrypted. ivherein the owner of the ivork nr its agent serves

ds a ICSUIIL'ti tllllil pdllV 10 lilt: ColulllUIIICBIloll, Blltl ploVIIICS

the recipient with a dedicated decryption key for uce of the
work upon accounting therefore. Thus, thc rccipicnt is nol
depeildeilt on a single connectinn to a host server to obtain
thc work, and thc owner of thc work uctxl not uivesl in
maintaining massive file server. 'I'his reduces the transaction
and lnfmsstructure costs to the owner. which are generally a
high percentage of the overall costs in the delivery of
electronic media progmms. The system may also provide
compensation to the host (repository) for allowing use of its
rc sources.

I'he system operates as fnllows I:ach user is provided
with a customized application that manages local files I iach
local file is registered with an external server. A ucer seeking
to obtain a copy of a file queries the external server to find
appropnalc copies residuig on the network Either automati-
cally or manually, Ihe rcqucsung user u»liatcs B transfer of
thc Iile tluough a conuuuiuca lions link from another "peer"
user. 'Iliis comnninication is encrypted, so that no eaves-
dmpper can inisappropriaie ihe file, and the intended recipi-
ent accounts for its receipt. The decryption key is defined
such that a portion is dependent on the identity of the
recipwnt, and a portion provtdcxf by or on behalf of Ihe
owner of thc content. Tlus latter kcy portion is typically
provlilCII tllll)'ECI dll IICCtlUllllllg, SIICh dS a pily'lilt:111 for 111C

use nf the file I'he host tier the file encrypts the file using, a

public key or set of public keys for the recipient and owner
These keys. of course. may be the respective trustee I eys
defined by Micali, or according to another appropriate
micryption schcmc. Thc host for Ihc contmll may bc com-
pcnsalcd for use of its system, thus cncournging usc within
tile Illlcs of flic sv'stclll. I'iuhcl lllall clrcilllivi:llllllg lllc
system

According to one embodiment„ in order to prevent ucers
from circumventing the system, the user's public key, and/or
thc owner's kcy, may also bc embcxfdcxf as part of a
walcmiark or embedded signal Ihal must match a user's
access system When the embedded data matches, the sys-
tem opemctes nomlally In the case of a mismatch, it will not
operate. The application software at the host converts the
embedded signal between that user's and the nev ucer's. In
order to prevent circumvention, each user syctem mny
periodically rcport lo lhe uilenncdiury Ils own "senal mim-
bcr'* and possibly the Iile usage. A user credit card or other
financial guaranty may also be used to mltomatically com-
pCIISute fi11'BV IISage

The present invention allovvs filr the distribution of data
from a repository. wluch does not require lhc rcposttoty lo
bc trusted with the data. 11&us, encrypted data may be
transmitted, rcpficatcd. and cached to thc bcnclit ofan owner
of rights in the data, since ihe tkcta is not usable without an
encryption key Such data may be, for exaniple, consumer
media or nndtimedia works. which advanta eoucly are
subject to caching by edge servers for efhcient utilization.
At:Colillllg 10 lllC pli:st:Ill llliCI111011, Bllil ill CollndSI With
pnor methods. In order for a data record to bc used, a
st pill ale Bccoilllnllg Bllil BUlllcilllcBIioll Iralluiclioll is
required, and the data record transniitted to the user is
presented in a fnrmai that requires a custom-generated
cryptographic key. Thus, the data remains secure durin
archival storage and transmission. In order to limit the
ability ol an aulhonzed recipient from rctransnnuing the
record dale, thc dale may be "Iingerpuntcd" or watcnnarked
to thc user or Ils computing hardware based on thc Iran-
scryption opemctinn at the data repository (or remote key
handler, if present) I'his fingerprinting allows either track-
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ulg Ol undo&hot&Lcd &I&ulstulss1011, or prcvcntulg thc ilsc of
the record data on difl'erent systems or by different users

As used herein, the phrase "comprehension functions"
enconlpasses both cryptography and steganography. Thus,
secrct inlounauon is required in each case ul order lo
comprehend certain information. In the former case. the
infoundtion is scrumblixk and mus& be decrypt&xi, while in
the later case. It is hidden, and nnist be located. It is. of
course. possible to comb&Bc thc lccluuqucs mid employ ul
hidden and scranlbled messages, it is also noted that, in some
instances. it is not necessary to apply B comprehension
function to all of a the infounatioo in a message. I'01'xample.

in the case of medical &Lsta, it is often the main-
tenance of simunty of personally ulcnufyulg aspcmts lhal is
sought. Therefore, often only the personally identifying
inl'onnation needs to be sclcctively obscured. Likewise, in
the case of entertainnlent media, it is possible to selectively
ih:glildc lhC ulfonnat&011 bY SCICC&ulg Lllllv'1 pilr&1011 Llf thC

nledia information to selectively obscure, which makes the 2B

resulting information significantly less valuable. By selec-
tively applying such a comprehension function only to a
portion of the information. substantial computational
resources may bc conscrvcd or spared.

According to unothcr cmboduucnl of thc ulvention, thc
tl ll'Iscr yptlon ache&ac Bccoi'dlflo to thc present lave&I&lou nlav
be employed to securely comnnlnicate cryptoffisphic codes
bL&ivccll p;utica to B comoluolcatlon, fill'xaluplL' svnl-
metric encryption key. For example, the Advanced Encryp- I&,

non Standard (AES) employs &hc Rllndael algontlun, which
nlay provide highly efficient encryption and dcciyption.
'I'lnis, the asymmetnc key encryption may be directed prin-
cipally to&sard key exchange.

According lo unolhcr embo&hmcnl ol lhc ulvenlioiu an 3&

cncryptcd message (clphcrlcxt) is "lranscodcd'rom a lira&

encryption type to a second encryption type, wilhoul ever
passing through a state where it exists as a plaintext mes-
sage 'I'lnis, for example. an intermediary to the transaction
&vho negotiates the transaction. need not be privileged to the do

information transferred during the transaction. In the case of
medical records. Ihcreforc, tlus me&am lhal thc uuermcihary
nimd nol bc "trusted" wl&h respect tu this ulformation.

A preferred embodiment of the invention provides conl-
posite key asymmetric cryptok&raphic Blgoritiuns to, among ds

other advantages. avoid revealin a plaintext messs e dur-
ing intermediate processing. However. it is also possible to
cnlplov svlnlncnlc kc)'iyplogldphvs Lspcclallv slltcc thc
rcmotc kcy handler is a pnvilcgcd envmumlcnt. and nuiy bc
pmvided ivith suflicient secuuty to abate the risk of message
disclosure I'urther. In some embodiments, the system nsks
attendant in releasing both the permanent encryption key
along with the ciphertext are insubstantial. and therefore a
transcoding or tmsnscryptlon process is not required. These
I Brious cmbodimen&s arc cncompasscd by the prcscnt mvml-
non.

As an example of the algoritlun according, to the present
invention„

p=6I and q=53,u=pq=3233.
so

(e "d) I mod((p — 1)(q— I ))

choosing el=23 results in d1=407:
Hloosulg e2=101, d2=1421.
Selecting Bo a&bit&my &message text 111]„ thc fuilctloo

Ss('=M mod n results in the equation:

0— i lllll " 'nod (3233l — 73S mot (1733l

To invert this encrypuon with ciphcrtex& 2758. M=C""
mod n, resulting in the equation

.&f &27&at' " mod il2»1 lilt
I'hus, it is seen that a preferred algorithm according to the

present invention is operative to encrypt and decrypt the
messa e. with a composite key that is relatively large. and
thus difficuit to determine the respective factors.

A system embodiment Ol Ihc invention usulg the prcfctrcxi
algonthm has three properties ol particular rclcvancc. (a)
v bile an intemlediary may be a necessary party to the
transaction, the protocol does not provide the intermediary
v ith sulflcient information to eavesdmp. thus, the intemle-
diary ls not trusted with the secret conununication: (b) due
to the transcryption, the sender of the messa e may maintain
an cncryp&LVI reposl&ory, mid also need not bc trus&cd will
the secret conuuumcauon, and (c) that nmther the decl)ptton
key for the message, nor the message, is transmitted at any
stage m the process in an analytic form I'herefore the
messa e is provided only to an authorized and actively
authenticated recipient.

BRIlill DIISCRIRI ION Ol& TIII: DRAWIN(I)

FICi I shows a block diagmsm of a tlrst embodiment of the
conununications systenl according to the present invention;

FICi 2 shows B block diagram of u second cmbodimcn& of
thc conultunlcallolls s)'slclil deco&ding 10 lhc prcsLIII 111YL'a-

tion;
ill(i 3 shows ml idealized representation of a three party

communication transaction according to the present inven-
nLliu

FICiS. 4A and 4B aim&1 worldlow dia rams for the input
and output ol encrypted records accordulg lo lhc present
ulvcn11011;

ill(i 5 shows a flowclmrt of the actions of the user during,
typical transactions according to the present invention:

FICi 6 shows B flowclmrt of tlu: actions of the uuemlc-
diary during typical trmlsactions according to the present
lnvcntlofu

FICi 7 shov, s a floivchart of the actions of a third party to
thc lransacllon according lo the prcscnt invenuon.

ill(i 8 shows a tlowchart of the actions of the remote key
handler accordin to the present invention; and

FICi 9 provides a flowchan Ol'n accouutulg protocol
according to thc prcscnl im cation.

DETAILED DESCRIPTION OF THE
PRIIIIIIRRi&D I:MIIODIMIIN'I'S

Thc prcscnl invention provides a transaction scheme
iuvolvulg at least llu&m parties for conmlurucauon ol B

message, in wluch all tun(los arc rcquircd, yct only onc
party e g., the intended recipient or user, is trusted lvith the
messsge.

Thc lollowing ulmlunes charac&coze the known RSA
algonthm: C=M'od n Bnd Mi Od mod n. For thc complete
transfomlation, lhc rclauonslup is as Ibllows. M=C'od
n (M)d mod n According to the present invention. it is
desired to transform ciphertext I (('I) into ciphertext 2 (( 2),
in a secure manner without ever revealing the plaintext
message during the process. In order to aclueve this trans-
fbrmalion I)0m Cl to C2. thc two-step process ls consoli-
dalixk Thus, thc decryption according to a lira& decryption
kcy MMI'B mod n and &hc rccncryptlon accordulg to d

second decryption key ('2 M" mod n are conlbined into a

single transcryption openstion. Cl"" nlod n M" mod
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BMZ. So long as thc factors of di c2 remam secrct, it is
infeasible Io factor thus number, and thus this transforntation
inherits the advantages of the RSA encryption scheme I'inis,
the piaintext message remains secure through thi ~ transfor-
mation. In fact. because the transformation is integral,
reiativeiy iow security is required for the starting and
transibmied ciphcrtcxt, Imd thc crypto-processor itscif

lllts piiwcss Iliso icilds i(scil 10 thiiY: (OI Inoic) ptirt)'ransactions.wherein each party is a required participant
(Irialilt;IIILS SCCICt lnformatn111 IICCCSS;Iny fbr thC Conilniilli- ul

cation) but oniy an intended recipient (user) has access to the
plaintext message.

Accordingiy„ if a transaction intemiediary supplies a
uanscoding or transci)it lion kcy to Ihe mcswage repository,
comprising at feast Iwo secrct components (so Iha! thc
composite key may not be factored), an existing ciphertext
may be transformed into a new ciphertext. White the cnnt-
ponents of the composite transcode key are secret, due tn the
nature of public key systems, these are insuflicient for the
intermediary to gain access to the messn e. The two secret Io
components inciudc a key specific lor the user. Bixl a kcy
specific for thc cxisnng encryption of Ihc message cipher-
text The resuitmg transformed ciphertext i ~ therefore a
public key encrypted message for the user, which can only
be decrypted with the user's pnvate key In order to maintain
the security of the orignta) message against subsequent uses,
it is preferred that the user's public key-private key pair be

session kcy. that Is, accounted lbr Imd used oniy I'or thc
singic trmismission and subsequcntiy discarded. The "pub-
iic" portion of the session key pair is transinitted by the user io
to the interntediary, which is held in secrecy and muitipiied
by Ihe private key for the existing ciphertext message ln tius
way, the intermediary has no knowledge of the "private**

session key„and cannot itself intercept the conummication.
11&us. thc data repository ltandics only encrypted mcs- Ii

sages according to thc prcscnt scheme. 11&c decryption kcy
for these mcssagcs Is hcid sccretiy by thc uitcmiediary only,
and neither released nor transmitted in a foun subject to
decomposinoit

The intermediary„whiie holding a sufficient decryption so

key. has no access to the repository ciphertext message,
wiuch is scparatciy maintained by thc repository.

lllc OSCI rcccIvcs B CIphcitcxt Ilicssagc, which ls
diorypu:d with a secret key Typicaiiy, Ihc repository will
further encrypt the transmission to the user with a perma-
nent-type pubiic key for that user, ivhich will be obtained
front or verified by a sepamte certification authority. Thus,
even if the intermediary were to employ a dununy key, the
resuituig transmission from the repository v,ouki stiff be
secure with respect to thc uitermcdiary. o

In opcranon, the user gencratcs on a session basis, a kcy
pair, and provides one portion to the intermediary. the other
is ntaintained in secrecy for the duration of the transaction.
The intermediary receives the session key and muitipiies it
ivith the secret decryption key for the message held by the 1.

dain repository. Both thc session kcy and Ihc decryption key
individuaiiy are hcid ui sccrccy by thc uitcnncdiary Thc
dain repository further rcccivcs fmm thc intermediary an
identitication of the user. which is used to query a certifi-
cation authonty for an appnipriate pubiic key The data io
repository "transcrypts'* the encrypted message with a com-
posite key (resuiting from the muitipiicative combination of
thc Record Pnvate Kcy. the User Pubic Session Kcy and the
Intcrmixiiary Pnvatc Session Kcy) as wc)i as thc User
(persistent) Public Kcy to yicid a ncw encrypted message, si
which is transntitted to the user The user then applies the
retained portion of the session key. as well as it ~ persistent

pnvatc kcy, rcsuiting in thc origina) pimntext mcssa c
I.ikewise, the coniposite encryption key used by the data
repository results from the combination of the Record Public
Key. Intermediary Private Session Key. and User Public
Session Key.

When data is added to the Encrypted Record Database. it
may bc advantageous to provide Ihc user with a confirmation
coiilpriSiilg II hIISh fiiilCtton pCrforillCd Oil thc ICCCtvcd dais,
either iit its ( omposite Session Key format (aiiowina inime-
diate verification by the user) or in its Record Key format
(aiiov ing persistent verification of the transaction), or both
Further. it may aiso be advantageous for the intermediary to
receive or act as conduit fi&r these verification communica-
tions, allowing an accounting to take piece on such conlir-
OIIu ion.

When data is communicated from the lincrypted Record
l)atabase to a user. it ntay likewise be advantageous to
pmvide the data repository v ith a confirmatio comprising,
a hash function performed on data received by the user. This
confirmation may advantageously be conmuinicated throu/I
the intcrmcdiary, aiiowmg an accounting to take piece on
such coniimiation.

Example I

Thc trtuwactionai dctaiis arc now descnbed with rcspcct
to FIG. 1. Wiuie thcrc arc tiuec parucuinr parties to thc
pmcess, the User ZO, the l)ata Repository 3t), and the
Intermediary 1(l, a fourth party, a ('ertihcation Authority 4t)
is also eneraiiy involved. It is also noted tiia, while the
process shown in FIG, I generally provides a conununica-
tion fiow of infonnauon from Ihc Data Repository 30 to thc
User 20, this conununication strcmn may also bc rcvcrsixk
allowing thc User 20 to upload information to thc Encryptof
l)atabase 31 of the Data Repository 3tl. using a set of User
20 and Intermediary 1(l Session Keys and the User 2tl
Persistent Private Key. At the Remote Key Handler 33. the
encrypted message is transcrypted with the Record Public
Kcy, sccurciy suppiied by the Intemicdiary 10 Ouough a
virtuai pnvate nctwori (3/PN)-type arrangement, passuig
tiuough thc Data Repository 30.

The User ZO initiates the transaction by contacting the
Intermediary 10, which typicaiiy maintains an Accountin
Database 11. a trtmsacuon iog 12. an Authmitication Dais-
basc 13, and a Secure Pro etc Kcy Database 14. The
accountuig function is typmaiiy a Iinancnii tranwaction,
wherein the f)ser ZO pays for the information requested
Other forms of acconnting are also possible and indeed, the
User ZO may be paid for its review of the information.
Particulars of each transaction are typically recorded in the
Transaction Log 12. which may be used for auihting, rcc-
onciiiation, verification, umid anaiysis, or other purposes.
Thw log potcntiaiiy a)iowa subscqucnt aspects oi a trmisac-
tion to be anonymous, ivith the identifier of the User 2tl
stripped, while verification of authenticity niay continue to
be assured tiu ough use of an authentication token 23.

Thc Authenticanon Database 13 may, for exampic. pro-
vide a means for deiiniuvciy idcntii'yuig thc User 20. and,'or.
in the case of a medical record, the identity of the patient
v ho consuits the User ZO. Ivho is, for example, a health care
professional. This identification may be based on a Public
Key infrastructure, biometric identifiers, passv ords and/or
pcrsonai identdicauon mmibers (PIN), or other intown
means. Thc Intermcihary 10 may therefore provide a per-
swtcnt association oi'hc User 20 and/or a patient ui its
records, which facilitates accounting, apphcation of ndes,
recaibng of data from a database, etc
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Advantageously, a meihcal paucnt may employ a public
key to identify himself or herself I'his public kev is then
received by the User 20 as partial evidence of authority and
association v ith the patient Such keys may expire penodi-
cally, preventing persisting use of outdated keys. The Inter-
mediary 10 may then partially mithenticate the User 20. by
aruilysis of thc patimit pubhc kcy-signed transmission from
thc User 20 with respcc( to a patient pnvdtc kcy retained by
the Intermediary 10 In sonic implementatimi ~ of the inven-
tion. a patient-specihc key pair may be used genenslly as a ic
Record I:ncryption Key (e g, the Record Public Key) fiir
records belonging to that patient in the Encrypted Record
Database 31. (Ienemslly. this key pair is not identical to the
paiicnt I ey pair usixl for digital si nanircs by tha1 patimi!. It
is noted that (he Rimord Pubhc and Pnvatc Keys stored in
the Secure Record Key Database 14 inay, but need not be
individually generated for each record added to the
I:ncrypted Record Database 31, and in fact may advanta-
eously be a re ated and a single set of Record Keys used

fora single patient ore youp of records relatin ro the same io
patieni, such as a single hospital adnussion.

lite User 20 (ypically authenticates i(scil with thc Inter-
niediary 10. although in certain instances anonymous or
semi-anonymous transactions may be supponed 'if)us. the
intermediary 10 may serve as a fiinn of proxy to blind
transactions while providing security. In the case of medical
records. for example. a complete authentication of the User
20 is pcrfonncd. usuig any ol' varic(y of means. For
example. brome(nc methods, images, pcrsoiw1 Blent ifica! ion
numbers (VINS) and passwords. alone or in combination io
with security tokens, such as the Securelt)Z'ard, niay be
employed. 'I'he particular level of authentication and the
means employed are not a critical aspect of the invenrion,
and therefore the most appropriate means may be selecred.
Indecxf, thc Intcnncdiary 10 may support a plurality of is
authentication schmncs, while it may delmar (0 the Data
Rcposltorv 30 lllci'cl)'ill ilnlication of a succcssfill ilufllcil-
tication process

1he Intertnedtai) 10 may impose a set of access rules,
stored in the Rule Database 18. These rules, for example, do

define winch Users 20 may access wlfich types of Records.
1110 Ill(CrlllixllBrv 10 ilocs 1101 iiotlnallv hold micrypted

information records for (wo reasons. First, tlus defi:ats thc
flircc-parts SCCilllt)'ChCillC Slid llllgllt CoillplollilSC thC
security of the records theniselves and second. tlus often
means rephcatmg and transporting potentially large data-
bases. Rather. the Inteunediary 10 provides transacriorml
support for the Data Repository 30. performin a number of
tasks that arc potentially burdensome. For exiunple, in some
instances. thc User 20 will rcquirc exception processing. For o

cxtunple, in (he case ol'a physicimi, normally a pa(mnt will
specihcally authorize transmission of a medical record. and
therefore highly automated pmcessing may be employed In
eniergency situations, however. direct and complete confir-
mation of authorization may not be possible. In rhis case, 11

Of(011 d ilidltoal BU(11Cil(lCJ11011 pioCCSS Will C11SilC. LikCWlsC,
in some cases, a User 20 will fml a biome(nc test or
ofltcrwtsc not have a rcquircd pnme of uflbmiation or
security or Authentication Token 23 I,ikewise. some Users
20 ivill be automated devices. which may employ special io
automated authentication protocols. A means is therefore
provided for graceful recovery from these siniations tluough
cxccpuon processing, which may uiclude manual intcrvmi-
non. Tlnis, this transac(tonal burden may bc shificd flola tile
Data Rcposi(ory 30 to the Intemicdiary 10. ss

I)airing an emergency request fiir authorization fiir
example v here a physician is properly mithenticated as the

User 20, but (hc associated patien( is unavailable for authen-
tication or authentication is othemise not possible. the
system provides an emergency override mode of operation
In the case of record inputs to the system, the proffered
record is assigned a default set of access pnvileges, and
flagged as being an eniergency (unauthenticated) record.
Later, tlus rimord cim bc fully authcnticatixl, and a specific
sct of access privilcgcs assigned. when (hc patient is avml-
able, and the emergency flag removed

When information is requested front the system in the
absence of a con(piete patient authentication, the mle of the
physician is anaiyzed for consistency with the nature of the
request. A restrictive set ofaccess privileges may be applied,
linuting access (o only those records onginally dcternuncd
or coded to bc "critical". whwh indixd may liavc both
temporal and contextual sensitivity. I 'urther, the nature of the
emergency is analyzed, in addition to the role of the
requester, to further restrict the information available. A
personal communication may be initiated to allow a discre-
tionary decision to be niade. The accounted tmsnsaction fbe
may 1akc into consideration (hc costs of authentication and
verification, nsks borne by thc Intcrtncxftary or others, and
the emergent nature of the requests I'lnis, one enibodiment
of the present invention pmvides an insurance or indemnity
accounting fee fiir consunimatin an information transac-
n011.

The Intemtediary 10 receives from the User 20 four (or
morc) pieces of infornuiuon. As discussed above. thc
accountuig and authentication inlonnauon arc provided. In
addition, an identi(ier of the information sought (or to be
transniitted) is also coninnmicated 'Ibis is represented in
lii(i. I as the I ransaction II), and typically includes par-
ticulars of the record, e.g., patient identification in a medical
record system, etc. The Intermediary 10 translates a portion
of thc Transaction ID ui(o a Record ID, using a Rimord-
Transaction Traiwlanon Table 12 Thc Transaction ID may
also uicludc other particulars of thc transaction. Finally, the
User 20 maintains a public key encryption Key Pair (ien-
emstor 22 'I'his Key Vair (ienerator 22 generates a Session
Key pair. ofwhich one coniponent is maintained by the User
20 in secrecy, and the other component is transmitted. The
User 20 also maintduis a Secure Local Storage 21 system.
for cxamplc for rcccipt ol thc pnvatc udormauon and to
store dimryption infonnauon. such as thc pnvatc portion of
the key generated by the Key Vair (ienerator 22

In a medical envimnment. the Intermediary 10. as part of
the authentication. verifies that the User 20 has an appro-
priate set of ri hts to receive the requested infounation. for
example, in a role-based duthenucauon scheme. I( is also
possible Ibr tlus '*role" uflbrmation to bc passed (o and
processed by thc Data Repository 30, since an access
privilege database need not be maintained by the Interme-
diary 10, and the database niight include sensitive infonna-
n011.

The Intermediary 10, afier authenticatin the User 20, and
accountuig mid logging the umisaction, processes thc User
20 Public Session Kcy by uitenia fly multiplying tlus with an
Intcrmixliary Pnva(e Session Key, gmicratcd by thc Key Pair
(ienerator (6 and a Record Private Key niaintained in a
Secure Private Key l)atabase 14 1 he resultmg value is then
trmismitted, along with the record identification, User 20
identification. and appropriate authentication and transac-
tional logguig data, to Ihc Data Repository 30

In some instances, the User 20 authentication may include
an associated idenuiicr. for cxtunple a Pauent-specific Pubhc
Key (ID Public Key) in a niedical record system, which
allows an additional or substitute layer of security In



23
US 7,181,017 Bl

24
aildition, a patimit could lumscll'ct as a User 20. sucking
access to his or her own niedical records.

In one scenario, the Data Repository 3(l receives the
information from the Intermediary 10, and recalls the iden-
tified record from an Encrypted Database 31. The dambase
record remains encrypted with a Record Public Key. ongi-
nally gcncrated by thc Key Pair Gmicrator 16. Thc Record
Public and Private Keys. ui tlus case. is stored ui the Secure
Record Key Database 14. An Encryption Processor 15 may
be pmvided to carry the cryptographic processing burden of
the Intermediary 10. for example impleinentina a secure
socket layer (SSL) protocol. The encrypted database record
from the Encrypted Record Database 31. is presented to the
Remote Key Handler 33, a privile ed processing environ-
ment luiving both lugh scmunty and subsuuitial crypto-
grapluc processing capacity. Thc Remote Kcy Handler 33
implements the algorithm

20
wherein

d,, „„ is the Record Private Key.

d„a„„„„„„ is the Intermediary Private Session Key.

e„„, is the User Public Session Key,
C is the ciphertext message stored in the Encrypted Record -''

Database, encrypted with thc c„„„, the Record Public
KCv; lilxl

C" is thc ciphcrtcxt message ui a composilc-key tran-
scrypted format for transniission to the User.

illi.ikeivise, for record accession into the I incr)pted Record
l)atabase 31 from the User 20, the Remote Key liandler 33
implements the algorithm:

3S

ivherein:

e,„,.„m is the Record Public Key,

d„„„„„w„„, is thc lntenncxttary Privalc Session Kcy,

c„,.„ is thc User Public Session Kcy,
SO

C is the ciphertcxt message to bc storix! ui the Encrypted
Record Database, encrypted with ihe e„,,„„, the Record
Public Key. and

(w is the ciphertext message in a composite-key tran-
scrypted format, received from the liser.
It is noted that. w bile the public key generally corresponds

to the encryption I ey (e), and the private key genemlly
corresponds to the decryption key (d), in the present
cxlunple, the Rcmotc Kcy Hmidlcr 33 is considcrctl pnvi-
icgtxt, and thcrcforc receives a key contaming the kcy
component desi usted private. Since the encryption and
decryption functions are complementary, the results are the
same. The user therefore always applies its own private
session key and the intemiediary's public session key,
regardless of the transaction type. Tlfis processin is per- 1,
formixl ui the Rcmotc Kcy Hlmdicr 33, based on mfiimiation
from thc Intcnuediary 10 trmismiucd tluough a conununi-
cations channel. 1his communications channel i ~ prefemsbly
secure, such as a virtual pnvate network 'lite Remote Key
Handler 33 is Prefemsbly Physically Proximate or Part of the ri,
Data Repository 30.

The Data Repository 30 also receives a message intended
for il from thc Iutcrmcdiary 10, and may log the transimtion
using thc supphcd uilhrmauon. 111e Data Repository 30
further employs thc User Pdenulication to query a Ccrtdi- ss
cation Authority 40, niaintaming a Public Key l)atabase 4(,
in order to retrieve a persistent User Public Key. This IJser

Public Kcy is then further employed by thc EncDption
Processor 32 to encrypt the Record for coniniunication to the
IJser 20.

In another scenario. thc User 20 transmits a Data Record
to the l)ata Repository 30 In this case. the l)ata Record is
encrypted with the User 20 Private Session Key, the Inter-
mediary 10 Public Session Key (received from the Interme-
diary during a handshaking conmuuucations). as well as the
User 20 Persistent Private Key correspondin to the certifi-
cate stored by the Ccrtiiication Au(booty 40 ui thc pubic
kcy database 41. Thc Data Rc)tosttory 30 then rccmvcs thc
communication, first decrypts it with the I.lser 2(l Persistent
Public Key received fmm the ('ertification Authority 4(l
from the Pubiic Key Database 41 in the Encryption Proces-
sor 32. and then passes it to the Remote Key Handler 33,
v hich securely receives a composite IJser Public Session
Kcy. Intcmicdiary Prn ate Session Kcy Record Pubic Key
product from the Intcnntxliary 10. Tlus is cmploycd by the
Renmte Key Iiandler 33 to produce a transcrypted Data
Record, encrypted with the Record Public Key (generated
by the Intermediary 10 in the Key Pair Cienerator 16). This
Record (encrypted with the Record Pubic Key) is then
passed to the Data Repository 30 and stored in the Encrypted
Database 31.

It Is ilotctl that 111 'iilouyiuotis ctiiuilliitlicatious, '1 proxv
may bc mnploycd to blind the address ol'lm User 20 from
the Data Repository 30. In this case. a modtlicxt scheme is
employed which may not usc a Ccrtilication Authonty 40,
although the Intermediary 10 niay provide anonymous cer-
tificate services.

It ls BISO 110(Cil thill CiiCh CoiuiuliiiiCB(toil CRBllllc'I luav
itself be secure, for example using 12g bit secure socket
layer (SSI,) communications or other secure communica-
tions teclutologies. In particular. it is important that only the
Intermediary 10 be in possession of the transcryption key
(e g., composite kcy) and the session kcy (e g. Intcrmcdiary
Pnvatc Session Kcy). since tlus will allow recovery of the
pnvatc encryption kcy.

As noted above. the release of private keys may be limited
by having both the lntenuediary 10 and User 2(i each
generate a respective session key pair In this case, the
Intermediary 10 transmits the public portion of its session
key pair to the IJser 20. which is then employed to decrypt
thc message from thc Data Repository 30. Thc kcy provided
by thc Intermediary 10 to thc Remote Key Hlmdicr 33, in
tlus case, is the product

Record Private Key User Public Session
Key Intemiediary Private Session Key

'I'he resulting transcrypted record from the Data Reposi-
tory 30 is encrypted with the product of the two session keys.
Because the transmitted key is B triple composite. the Record
Pnvatc Kcy is protcctcd agauist I'actonzauon The User 20
then uses thc IJscr Private Session Kcy and Intcrmcdiary
Public Session Key in order to decrypt the l)ata Record

In the case of a l)ata Record tmlnsmission fnim the User
20 to Data Repository 30, the User 20 tmsnsmits a record
encrypted with the product

User Private Session Key intermediary Public Session
Key

Inteunediary 10 transmits to the Remote Key Handler 33,
thc product:

Public Record Key.User Public Session Kcy Intermediary
Pnvate Session Kcv

which is used to transcl)pt the encrypted l)ata Record ivith
the Public Record Key
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In hke maluler, thc Data Repository 30 may also encratc
a session key pair. used to sign and authenticate transnus-
sions

It is therefore seen that, by advantageously using the
property of multiplicative identity of modulo arithmetic and
the difiiculty in factoring large semi-prime number~. useful
additions to (hc RSA encryption scheme arc obtained. These
additions allow sixure tlurd party ulvolvemenl ln conunu-
nicationx and the substitution of encryption keys v ithout
directly passmg through a plamtext state

Example 2

1he transactional details of a second embodiment of the
invention are now descnbed with respect to I'l(i 2 I'Ki. 2
is similar to Flfi. 1. with a number of simplifications. and
notably. an absence of a direct conununications path
bc(wont thc User 120 and the Data ROTIOSI(ory 130. Tius
allows an anonymous communication fluough the Intcmlc-
Chary 110 as a proxy

As sholvn in Ill(i. 2, the t Jser 120 transmit ~ a datastreanl
to the Intermediary 110, which includes authentication infor-
mation. the User*a public I ay. and a message encrypted
'(V1th:

User Private Kcy Pnvate Session Key.Data Repository
Public Kcy

'Hie intermediary 110 resorts to its Authentication i&ata-

base 113„PKI Certification Database 119 and Rule Database
118 to verify the authority and access privile es of the (Jser
120. The transactional details arc stored ul thc Translmtion
Log 112. Dunng thc lruuel conununication bete ccn thc User
120 and Intcnuedlary 110, thc Intermediary 110 gcncrates a
Pnblic and Private Session Key pair in the Kev Pair Cien-
emtor 116. and transnuts one portion to the lfiser 120

lhc Intcmu:dairy 110 thnl transcrypts the message trans-
nnt ted by (hc User 120 by perl'ormulg sn RSA type dimryp-
non opcrauon on the message using the User 120 Public
Kev, etfectively removulg personally identifyina intonna-
tion fmm the message while assuring the authenticity and
authority of the User 120. The anonymous message is then
transmitted to the Data Repository 130, which may then
dimrypt ihe message usulg Ihc other porlion of the Session
Kcy (pro( ided by the lntcriucx)cary 110) and its own Private
Kcy.

Exampic3

FIG. 3 shows a simplified generic schematic arrangement
for a tlu(x-paity trunsactlon. In FIG. 3, tluec parties are
involved ul communication ol a message. Separate aulhcn-
ticatlon authontms, may scrvc as traditional ccrnlicatlon
mithorities in a public key infrastnlcture. or may provide

rester or lesser services to respective parties, or may be
integrated within one or more of the three integral parties.
FRJ. 3 shows that the User 320 conmtunicates message
sct-up information with thc Intemlediary 310, in a commu-
nication In wluch Ihc ruithcnticity of thc parucs may bc
1 crilicd by Authcntlcatlou Au(booty 341. The Intermnhary
310 correspondingly conlinuilicates nlessage set-up infor-
nultlon to DBIB Repository 330. hl al conununication ul
which the authenticity of the parties may be verified by,
Authentication Authority 342. Finally. the Data Repository
330 and User 320 conduct ml encl)ptn! conununlcatlon ln
either direction based on thc set-up infonuatlon. in a com-
mulucatlon ln which the authcnticuy of thc parucs may be
veritied by Authentication Authority 340 If the Data

Repository 330 initiates thc coniinl!Olc;ltuul. (hc flow palhs
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arc revcrsixl. Thc Intcmlcdiary 310 Is not a party to thc
connnurllcatlon pl'open;lnd h;ls lnsufllcicllt information to
eavesdrop on the encDpted communication ln a generic
case, a mere Diffie-I lelhnan type key exchange between the
User 320 and Data Repository 330 would be suflicient;
however. accordin to an aspect of the present invention, the
Data Repository 330 and Intermediary 310 operate under
nultuill distrust to pre(cut rclcasc of a sccrcn which can univ
be trmlsnlitted for decryption to the User 320 I'he Interme-
diary 310 holds the decryption key for the secret. while the
Data Repository 330 holds the encrypted information The
conununication set-up information therefore provides a
scheme in v,hich the Intemlediary 310 passes a composite
transcryptlon key to the Data Repository 330, wiuch
tnchnh:s ils nulskcd conlponcnn thc dccrvptlon kcv for thc
encrypted message, as (veil as a new session encryption key,
for which the User 320 holds the corresponding session
decryption key i hut, neither the Intermediary 310 nor the
Data Repository 330 ever possesses sufficient information to
obtain message in decrypted foun

Thc Authcntlcauon Authorities 340, 341, 342 provule
means for inde)tendon( assurance Ihat each party to the
cmnnlunication is the intended party. thus limiting the ability
of mly one party from undernlming the security of the
scheme. On the other hand. the ability of two parties to act
together and in cooperation to obtain the secret message
serves as a feature to allow recovery of the secret message
ul cBsc ol cnlcrgcncvl

Example 4

FICi 4A shows a work-flow diagram for the input of
encrypted records by the User 20 with respect to the system
of the l)ata Repository 30. Initially, a Plaintext Record 401
is encrypted by the User 20 in a process 402 using the User
Private Session Key I "Intermediary Public Session Key 1.
Thc User 20 gcncra tea the User Private Session Key pair and
rccclvcs the public poruon of thc Iutcnneduiry 10 Session
Key commurucated m thc set-up conununicatiou. A massa c
is then sent 403 from the User 20 to the l)ata Repository 30,
including the record encrypted lvith the composite (pmduct
of two or more PKI keys having the same modulus) session
key I (User Private Session Key I*Intermediary Public
Session Kcy 1). Thc Data Repository 30 passes 404 the
encrypted record to (hc Remote Kcy Handler 40. The
Intermediary 10 then commumcates 405 Composite Session
Key I comprising the Intermediary Private Session Key
IBUser Public Session Key I a Persistent Record I incryption
Key. The Record encrypted with Composite Session Key I
is then processed 406 in a transcryption process to yield a
record cncryptcd wifll only thc Persistent Rix ord EncDptlon
Key, thc other kcy components having been cluninatcd. Thc
record clmryptcd with thc Persia(nit Record Encryption Kcy
is then stored 407 in the Record Database 31 at the l)ata
Repository 30.

To output thc rimord. as shown in FIG. 4B, a comple-
mentary process is followed. A request Is rixnvcd 408 lbr
thc nlcryptcd record. The Record encl)ptnl with the Per-
sistent Record liner)ption Key is retrieved 409 from the
Record l)atabase 31 at the l)ata Repository 30. and passed
410 to the Remote Key Handler 40. The Intermediary 10
then transmits 411 to the Remote Key Handler 33 the
Composite Session Key 2 comprisulg the Intcrmcdiary
Pnvatc Session Kcy 2BUser Pubhc Session Key 2 "Persistent
Record Decryption Kcy. Thc Rcmotc Key Handler 40 then
pmcesses 412 the Record encrypted with the Persistent
Record I incryption Key lvith the received key to yield a Data
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Record encryp(cd w &th thc Composite Sess&on Kcy 2 Hntcr-
mediary Private Session Key 2*1Jser Public Session Key 2),
the Verristent Record lincrypt&on Key having been elimi-
nated in the transcrypt&on process. 'I'he Record encrypted
with Composite Session Key 2 is then passed 413 to the Data
Repository 30. The Data Repository 30 transmits 414 the
cncryptcd Data Record encryp(cd w&th Composite Session
Kcy 2 to thc User 20. Thc Data Record cncryp(cd w&th
('omposite Session Key 2 is then deci)pted 415 with the
intermediary Public Session Key 2CUser Private Session
Key 2, the Intermediary Public Session Key 2 having been
received from the Intermediary 10 and the User Private
Session Key 2 bein generated by the User 20 at the
beginning ol'he transaction set-up. Thc User 20 thus obta&ns
thc pldultcxt record.

lq(i 5 pmvides a flowchart of the actions of the (/ser 20
during typical transactions. 'I'he User 20 contacts 501 the
intermediary 10, and during the ensuing communication the
Intermediary 10 authenticates 502 the User 20. After

authent-

icationn 502. the Intermediary 10 conducts 503 an opriorml
accountu&g. implements rule and/or rule based restnct&ons,
and logs thc transaction. The User 20 m&d In(crmcdiary 10
then exchange 5U4 public session keys and optionally
respective Pers&stent Public Keys. retaining their respective
private session keys A certification or Authentication
Autlu&rity 541 may also provide further assurance of the
identity of the vanous parties. The User 20 also defines 505
the nature of thc des&red transaction. for cxamplc uploading
or downloading a Data Record. The u&termixliary 10 then
communicates with a third pany, e g, the Data Repos&tory
3(). in steps shown elsewhere.

An optional communication protocol is conducted 506
between the User 20 and a third party. e, the Data
Repository 30, to establish conununication pnmmeters and
thc hkc. In tlu: case of a Data Record download. thc User 20
rcmcives 507 u&lbnuauou from thc tlurd party encrypted w&th

thc User Publ&c Sess&ou Kcy Inter&ucxha&y Pnvatc Sess&on
Key, and then decrypts 508 the information v ith the User
Private Session Keyalntennediary Public Session Key In
the case of an upload of data. the User 20 sends 509
information to the third party encrypted with the User
Private Sess&on Kcyslntcnucx(&a&y Publ&c Sess&on Kcy. Thc
Ccrulicntion Authonty 540 may provule authm&(ication scr-
1 ices lor conmiun&cd(&on bctw ceo the User 20 and thc tlurd
party.

lq(i 6 provides a flowchart of the actions of the Inter-
mediary 10 during typical transactions. The User 20 contacts
601 the Intermediary 10, and during the ending conmtuni-
cduon thc Intcrmed&ary 10 authenticates 602 tlm User 20.
Afier authcn(&cauou 602, thc Intern&ed&ary 10 conducts 603
an opnonal account&ng, &mplcments rule and/or rule based
restrictions. and logs the tnsnsaction. 'I'he User 20 and
intermediary 10 then exchange 604 public session keys, and
optionally respect&ve Persistent Public Keys. remini&ig the&r

respective private session keys. A Certification Authority
641 or au(bent&cat&ou mithority may also provide further
assurance of the &deut&ty ol'hc venous par(ics. The User 20
also delincs 605 thc nature ol'hc desired transacnon, for
example upload&ng or downloading a Data Record '(he
intermediary 10 then communicates 606 with a third party,
e.g. the Data Repos&tory 30 This communicarion may be
authenticated ivith Certification Authority 642 or aurhenti-
cation dutlli1r&t)s

11&e In(enncd&nry 10 then conuuu&uca(cs 609 &he Cum-
posite Session Kcy compris&ng the 1lser Pubic Session
Keyalntermediary Private Session KeyaPersistent Record
(Pubfic or Private) Key to the third party, e.g l)ata Reposi-
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tory 30 or Rcmotc Kcy Hmidlcr 40. dc)&cud&ng on sys(cm
architecture (1&e impending communication between third
party and (/acr 20 may be authenticated through the ('erti-
fication Authority 640 or authentication authority

FICi. 7 provides a fk&&vchart of the act&ons nf the third
party. e g.. Data Repository 30 dunng typical transactions.
The Iu(cru&cxfia&y 10 conununicates 701 w&th thc rclcvant
tlurd party or parncs. 11&e In(enncd&ary 10 conducts 703 an
optional accounting. implements n&le and/or role based
restrictions, and logs the transaction I'he Intermediary IU
cmnniunicates 709 the ('omposite Session Key comprising
the Intermediary Private Session Key'User Publ&c Session
Key'Persistent Record Encryption Key and opt&onally. the
Persistent User Public Key. (Iuough tlm th&rd party, to thc
Rcmotc Kcy Handler 711, where thc Record Key is elimi-
nated A (Je&tification Authority 742 niay provide authenti-
cat&on services. The third party then sends 7U7 information
to the User 20 encrypted &vith the I.Jser Public Session
Keyaintermediary Private Session Key, or receives 710
from the User information encrypted w&th the User Private
Session Kcyaintcnnmliary Public Sess&ou Kcy.

FICi 8 provides a flowchart of (hc acnons ol'hc Rmuoie
Key Jlandler 40 during typical transact&ons ('onmiunica-
tions are established 80( betv een the Reniote Key I iandler
40 and the Intern&ediary 10. 'I he Remote Key I iandler 40
then receives 802 the Intermediary Private Session
Key'User Public Session Key*Persistent Record Crypto-
graphic Kcy (Pubfic or Prixatc). Au micryptcd tile is
rcccivcd 803 through a Da(a Rcpos&tory 30, wluch is then
transcrypted 604 with the received the Intermediary Private
Session Keys(Jser Pnblic Session Keyapersistent Record
('ryptographic Key f Public or Vrivatek 'I'he tnsnscrypted file
is then transmitted 805 to the Data Repository 30.

FICi. 9 provides a flowchart of an accounting protocol.
Conununications arc established 901 bctwccn thc User 20
and thc Intermediary 10. The User 20 &s authcnt&cated 902.
The trmimdct&on or proposed uansact&on m then 1&ccoun(cx(

903 for, for example by performing a financial char e
against an account 1he transaction and/or proposed trans-
act&on are then logged 904. The transaction parameters are
then tested for approval 905„and if not approved. the
transact&on tcmunatml 907 and various rcpcrcussions 908
&u&ph:nic&(ted, lo& ex&I&1&pic, to cnsilrc svstc&1& scour&tv. Il tile
transact&on is approved. &t &s processed 906 aud thc Inter-
mediary 10 conununicates necessary key information, to
facilitate the ultimate transaction between the User and the
th&rd party. e.g, Data Repository 30

lixample 5

Thc algonthm accord&ng to the prcscnt invcntiou may also
bc used ui other c&rcumst;mces where &t &s dcs&rcd that a third
party control decrypnon of a mcssagc w&thout having access
to the n&essage itself. I'or exaniple, a current trend is to
secure electronic mail communications by prov&ding a third
party encryption, wherein the recipient must request a
decryption key from a third party in order to reveal the
message. Tlus &s advminigeous, lbr cxnmplc, where the
aviulabil&ty of thc decryption key &s (unc limited, tlnis
allow &ng thc clectromc comnninication to cxp&re. Accordu&g
to the wv &v disappearing corn system, a symn&etric cipher,
i e, the so-called l)lo&vfish cipher. &s employed Therefore. if
the encrypted message is made available to the server wlfich
hosts the encryption key, the privacy of the message is
potentially impaired.

According to the present iment&on. see lil(i. 3, the
Intermediary never has access to sutficient information to
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dimrypl any publicly trmismittcd ulfonuauon. Presuming
that the l)ata Repository (receiver of the infilnnation) and
the User (sender of the information), choose to maintain the
secrecy nf the nlessage, the interception of the messape by
the Intermediary does not impair the security of the system.
Likewise. because security of the system does not require
thc Inlcrnuxliary to bc shielded from thc ciphcrlext message,
lhc Intcmlcdiaiy can, Ul fiicl, si:rvi: lis a proxv or host for lhc
comnnmicatlons, see I'Ki 2.

1 bus. in inlplelnentation. a secure t)uee party comnluni- lil

cation system is pmvided as fillloivs '(he User 320 creates
a message for the Data Repository 330. The Data Repository
330 publishes a public key. which is available to the User
320. Thc Intcnneduiry 310 rcccivcs a message Ibom the User
320. miliatlng a tmnsactton The User 320 receives thc
intermediary Public Session Key from the intermediary 310
as lvell as a unique identiher filr the lnessape 1'he User 320
then computes the composite encryption key front Data
Repository Public Key'Intermediary Public Session Key,
and encrypts the messa e using this composite key, and Io
sends il to the Data Repository 330.

In order to dixrypt thc mcssagc. ihc Daui Rtqlosttory 330
comnnmicates with the intermediary 310. provides the
unique identifier of the nlessage, and receives the Interme-
diary Private Session Key qhe l)ata Repnsitory 330 then
contputes the composite decryption I ey from Data Reposi-
tory Private Key*intermediary Private Session Key. and
ilccrypn Ihi: nlcsulgc Usulg this conlpilslli: ki:y.

lhc session kcy pair generated by the Intcnncdlary 310 ls
used once, and may be expired or controlled based on a set io
of ndes. Thus, the Intermediary 310 may have a pnlicy of
destroying keys after a set tinle period or upon existence of
a condition. Since the security of the encryption is annlo ous
to RSA-type encryption. it can be made relatively secure.
Since lhe Inlcnneduiry 310 has no access 10 lhc Data li
Repository Pnvatc Kcy, thc mcssagc cmulot bc dccryptcd
based on inl'ounation available 10 il. In addition, lughcr
order conlposite keys nlay be implemented, for example
composites formed of three or more RSA type keys, some of
lvhich ntay be enduring keys (for example to provide digital do

signature capability) and other session keys.
It is noted that vanous features of lhc known Disappear-

ing Inc. (Sml Francisco, Calil;) system, expressly incorpo-
ralnl heroin by reference, may bc cmploynl ul con)unction
with the present invention 1'luis. for example„special appli-
cation software may be pmvided for restricting use by the
recipient. thus preventing circumvention of the key restric-
tions.

lixalnpie 6

Another cxtunplc dci:ordhlg 10 Ihc plcscul Ulvcnuon pro-
I idi:s Il s)'su:III lor CUUUUUnicdlulg a pl1vatc nlcssligc
betiveen nvo parties. Ivherein a third party cnntrnls access by
the recipient to the nlessage. 'thus. an encrypted cillnnnliu- I
cation is sent by arbitmry means to a recipient, nnd n third
party key management agent must communicate decryption
inl'onnalion to the recipient in order lo comprehend the
nlcssdgc.

Accordin to the present mvention, in order for the io
recipient to obtain the necessary decryption infomtation,
accountin . authentication. and logging are implemented.
Accordulg to a preferred embodiment. (hc dccrypuon ls
preferably implnncnted by controlled dpphcauon sofiwlirc,
winch prevents export ol Ilm message, such as by prin!ing, Si
disk stomge, nr the hke 'I'herefore, within a reasnnable
extent. Ihe message is isolated within the controlled appli-

canon. The nght of the user to access a comprchcnsiblc
version of the messaae may be temporally limited. filr
exanlple with an expiration date. 'I'hese rights may also be
linuted based nn a specified condition liurther use lvould
require either a nev, transmission of the messa e, or a further
accountin and logging of activity. Further. this allows
control over thc message on a per usc basis, potcnlmlly
rcquinng each user of thc controlled apphcation to authen-
ticate himself or herself. and provide accountmg informa-
tion. I tach use andfor user nlay then be lopped.

It is also possible to permit annnymity of one party, tilr
example a sender of a message. by employing anonymous
cryptographic protocols, such as a employed in micropay-
mcnt technology. Thus, a scndcr of a message nuiy pmvldc
an anonymous accounting by employing an lmonymous
nucropayment to account for the messape tmnnsnlission.

'I'his technique therefilre pmvldes client-side security filr
messages, including medical records. 13y employing a third
party for key management, burden on the sender is reduced.

Other embodiments will be apparent to those skilled in the
dl1 Iroui conslilci'illion of(bc spcclllctlllon and pl dc(lee ol lhc
uivcuhon disc)ostxI hcrcin. Ills ullnidcd that thc spccdicd-
tion and examples be considered as exemplary only. with a
true scope nf the invention beiim indicated by the tillloiving
claims
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tered Health Information Systems at http://www.ga.org/
ga/manifesto/CiAtr.html.

Pctcr Szololits, Cryptography Based Patient Idmltilicr at
hnp://nel hs.lt)ts.gov/app7-4 hun.

U.S. Congress, Ofiicc ofTccluiology Assessment, Protecting
Privacy ui ('omputerized Medical Information, 0'I'A-
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L L Wccd, Medical Records, Medical Education, (md thc
Patient I'he Problem Oriented Medical Record as a I iasic
'I'ool, ('ase )Vestern University Press, 1971.
U S Pat No 5,361.202 /Bouc. Nov I, 199 k ('omputer

display system and method for facilitating access to patient
data records in a medical infomlation system). expressly
iucorporatcxl hcrcui by rcli:rmlcc, relates to a system and
melhod to impmve access io patient information in mcxi(CBI
information system for a health care facility A computer
display system, and a method for such a display system,
includes a displayed representation of the duration of the
stay ofan identified patient in the health care facility. In such
a medical infomlation systenl patient data is stored in data
files in a database, v,hcrcm each data Iile ui the database is
composed of a plurality of data records A User positions a
cursor on the displaYed representation usiilg an input unit
and sig/tais the conlputer of a desired date and time 'lhe
computer, in response lo the sig(tal deternunes the desired
date and time from the position of the cursor and accesses a
data record or records from the dtata file based on the desired
date and time. Thc accessed data record or records may then
bc displayed. Thc data records may bc time-stamped. In that
case, the duration of the patient's stay is the time period
between the earliest and latest time stmnps

U.S Pat. No. 5.6d f778 113urks. et al, lul I, 1997,
Medical transaction system). expressly incorporated herein
by reference. relates to a medical transaction system, wlfich
is capable oi'pernntung a plurahty oi'hcalthcarc providers to
conunuiucatc with d plurahty of payors and liu(metal insti-
tutions. 'I'he healthcare providers, payors, and financial
institutions do not have to communicate in the same data
message torinats nor ill the same conlnlunication protocols
Such a system facilitates not only the processing of medical
clauns submitted by the healthcare providers to the payors,
but also pernuts thc trausf r ofmc(ical data records be(warn(
hcalthcare providcrs. The system supports the pmccssing of
lucdlcBI el(lans without rcqulllng (I ccntldllzcd danibBsc ol
in(posing a unifoml claim format on the healthcare pmviders
and payors. I he preferred embodiment further mcludes a
financial transactor that uses remittance information from
the payors to genemte the electronics funds transfer mes-
sages to credit and debit accounts. Additionally. Ihc system
SllppoltS B nlCd(CBI 1111C Of C(Cdlt ilt 11(la(1C((ll lnS(1(ultons thdl
may bc used to pay portions of nuxllcdl claims no( covcrcd
by payors.

U S Pat. No. 5.832,450 (Myers. et al Nov 3, 1998),
expressly incorporated herein by reference. provides an
electronic medical record system that stores data about
individual patient cncountcrs arising from a content genera-
tor ui free-fbnn tcx( A header Ior each encounter-bascxi
record also uses u:xt io store context lnl'ormatlon for lhat
record l itch header comprises a plurality of attributes
embodied as a field descriptor and a value. bound together
as a text object. By binding the Iield descriptors to the
values, each encounter record is complete in itself, without
rcfcrcncc to database lays. thcrcby provldulg a sclilvalida(-
iug r(word storage system. In this system, lhc secunty oi'hc
medical data is maui(aincd. because the attnbutc values and
the attribute descriptors are bound together as a text object,
and because the values are not location dependent. the data
is self-validating. Thus. templates„keys„or other lookup
means employed by relational database are not required to
Iind or uitcrprct thc data. Additional attnbu(cs may bc addcxi
without a rcstructunng process. reducing a source of errors
into thc systmn. Access of thc con(wit and context informa-
tion in the IIMR systeni by external systems is possible
without secondmy tables or keys.
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U.S. Pdt. No. S,546,S80 (Schger, ct dl., Au . 13, 1996),

expressly incorporated herein by reference. relates to a
method and apparatus for coordinating concurrent updates to
a medical information database. from different lvorkstations
and nledical instniments. A firct data value for o record is
entered at a hrst v orl station and a second dom value for the
reword Is mllcrcd at n second workstation wilhoul lockulg
either worl station dunng dale entry. Thc ncw daLI values are
stored in Ihe nledical database after coinpletion of data entry
at each workstation. and a correction history is recorded 1 he in

correction history contains intilrmation as to the update of
the record with the first data value and the cecond data value.
The record is updated with the firct and cecond data values
without aborting user acuvitics or nonfying a user tlwl an
update conflict has occurred. Aficr Ihe new daul values arc
stored in the medical database, afl workstations containing a
copy of the record are updated to reflect the current state of
the record.

U.S. Pat. No. 5,832,488 (Eberhardt, Nov. 3. 1998),
expressly incorporated herein by reference. relates to a Io
computer system and method for slonng medical lusluncs
using d smarlcard lo store dale. A computer syslcm and
nlethod is provided for progranuning it for storage of
individual medical lustories on a storage device, preferably
about the size of a credit card, for adding new medical data
about the individual to the device and for conuminicaling
lvith other computers to retrieve large dato records about the
individual, and for enablulg a second computer lo collate
dnd son data relating to selected medical fields from thc data
of such individual and front the data about other individuals io
transferred to the second computer

U 8 Pat No. 5.867.821 (i3allantyne. et al., Peb. 2. 199')),
expressly incorporated herein by reference. relates to a
method and apparatus for electronically accessin ond dis-
tnbuling personal hcahh care ulfonnanon mid services In Ic
hospitals and homes, for Ihc distnbuuon mid aihnuuslralion
01 nlcduuil services, cntcrL'I huncnl s civic ca, clixl1 linlc nlcdl-
cal records, educational information, etc to a patient'
individual electmnic patient care station (P(:S) intercon-
nected to a master library (ML) which stores data in digital do

conlpressed format, through a local medical infomlolion
network. Tiu: patient/medical pcrsonncl ultcract with tius
medical information network tluough thc uluquc PCS and
riveivc the rcqucstcd svrvicc or data Irom Ihc maslcr library.
'I'he data is then displayed either on the associated television
set or video monitor or through wireless/I It communications
to a peripheral personal data acsistant (pen based computer
teclmology) The data for text, audio, and video infomlation
is all compressed ihgilally to facihtale dislnbullon and unly
dcmomprcsscd al thc Iinal stage bcforc vmwmg/ulleraclion. 0

U.S. Pdt. No 5,899,998 (McGauley, cl al.. May 4, 1999),
expressly incorporated herein by reference„relates to a
nlethod and system for nlaintaining and updating conlput-
erized medical records A distributed database architecnue
stores medical information m a self-updatin system that 11

mnploys point-ot-scrvicc slanons disposed al conviaumll
medical service locations Each patmnl carries a portable
dain carrier such as n smart card thol conlmns Ihe patient's
complete medical history Interaction between the portable
data carriers and the point-of-service stations etfects a io
virtual conmnuucation hnk that ties the dictributed databases
to ether without the need for online or live data connections.
Thc poult-of-service stations arc also ullerconneclcxl over a
commumcanons network flumigh a suilclung slallon llral
likcwisc does not rely on onlulc, hvc conunumcation The sc
database system uses an object-oriented update object to
distribute data that has been generated when a portable data

CIII11CI ls nol phVSICdllv'rCSCBI Bnd ki BinonlallCBIIV dls-
tnbute data ivithnut the necessity of accessing a masterhle

U S Pat No 5,903,889 (de la Iluerga, et al. May 11,

1999), expressly incorporated herein by reference. relates to
a system and method for translatin . collecting and
archiving patient records. The system retrieves, modities,
and collects data rcmords luiving a plurahty of Rinnats and
dtstributcxt on a plurality 01 databases on a computer net-
work 'I'he system includes means for detecting various
types, relationships, and clacsitications of oata records and
ntodifying them accordin ly to support intemcfive, hyper-
text-linked display of, and organized access to, the data
records The system further includes means to store a related
sel of data records on a mass storage device such as a
CD-ROM to provide non-network access to thc data records.
Adapted fnr use in a hospital environment, the system
facilitates access by care pmviders, adnlinistrators. and
insurance company a enls 10 a patient's cumutafive, and
possibly extensive. record.

U.S Pat. No. 5,911.132 (Sloane. Jun 8, 1999, Method
using central cpidenuologicnl database), cxprcssly ulcorpo-
ralcd hcrcul by rcthrencc. rclalcs to a system in wluch
patient disease is diagnosed andior treated using electronic
data cominunications betiveen not only the physician and
his/her patient, but via Ihe use of electronic data conununi-
cations between the physician and one or more entities
which can contribute to the patient*s diagnosis and/or treat-
nlcnl, such clectlonlc ilotii ciinununlcanons nu:Iiuhng nltol-
nuinon thill was plcvtoi i sly'cccI vcil clccnunlcdllv loni fllc
patient and/or was developed as a consequence of an elec-
tronic messaging interaction that occurred betw:een the
patient and the physician Such other entities illustratively
include a medical diagnostic center and on epidemiolo ical
database computer facility that collects epidemiolo ical
transaction rcmords from physicians, hospitals and other
hlsltlunons lhiu hBvc nlcdlcdl Iiiclhncs. slich as schools and
large businesses. Thc cpidcmiological transacuon record
illustnctively includes various nledical, personal and epide-
nuological data relevant to the patient and his/her present
symptoms. including test results„as well as the diagnosis, if
one hos already been arrived at by the e-doc. The epide-
miological database computer facihty can correlate ilus
inffirmalion with lhc other cpidcmiologicdl transaction
records that It rcceivca oi cr ume In order to help physicians
make mid/nr confir diaonoses as well as to identify and
track epideminlogical events and/or trends

U.S Pat. No. 3,911.687 (Seto, et al.„ iun 15. 1999, Wide
area medicai infomlation system ond method usmg thereof),
expressly incorporated herein by refi:rcncc, rclatcs lo a wale
d res nuxh cd I nltonndnon sv'steal Iind B nlclhod tl sBig 1hcl col

comprising a wide area network, a plurahty ot'octor
terminals and patient temiinals connected to the wide area
netwnrk, and a management server mcluding at least an
electronic case record tile stonng clinic information for
patient's and a doctor database stonng data of a plurality of
doctors, whcrcin thc system searches thc doctor dauibase on
thc basis of patient Information ulcluding Ihc condition of
thc disease oi a certain pailenl Input from Ihe palicnl
terminal, selects the corresponding doctor, requests that the
selected doctor take cllar e Of examination and treatment fiir
the aforementioned certain patient, registers the correspon-
dence between the approved doctor and the aforementioned
certain patient In lhe electronic case rixord tile, gives Ihe
right lo access thc clmic ultbrmation ot'hc patient lo Ihe
approved doctor, mid executes tlu: onhnc cxlunulauon and
treatment via the doctor terminal and patient terminal. so
that a patient existin in a wide area can receive remote
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cxdnull'luon Bnd In:dnucut scivlccs i11 high BBusfdctliui Bnd
medical treatment related services other than examination
and treatment without depending on the location

U 8 Pat No. 5,915.240 (Kaipf, .Iun 22„1')99). expressly
incorporated herein by reference. reiatec to a computer
system and method for accessing medical information over
a network. Thc system parutions thc Iunclioning of the
system between a chcnt and scrvcr pro riun optmuzed in a
nlanner to assure synchronization of the master medical
info»nation databases on the servers with the local medical In

info»nation database on the client, minimize the use of
network resources. and allnv new typec of medical infor-
mation to be easily included in the system. A server site on
Ihe nctw orl maultalns a dcsmnpuon ol its medical uflomla-
uon, as well as the most current and up-to-date medical
reference information 'I'he chent program maintains a local
database that Is autonlatically synchronized over the net-
work with revisions and new medical information, and
provides a user with an interface to fully review the infor-
mation in the database. The cystem also uses a context- Ic
scnsluic cdll faclhtv so thai ilsi'rs i1f thc Mcxhcal Lookup
Refcrcncc progrmn can easily get fuither expert assistance
about the medical topic 'I'he call feature uses the network
connection to establish a conversation between the user and
a person at a help site specified by the type of medical
information they are currently referencing. Once a connec-
tion is established. the system allows the user to engage in
d corn ersauon with Ihe person at Ihe help site, and a record
of thc conversutlon can bc saved in a database for auditing
pllfposes Ii)

U 8 Pat. No 5,924,074 (I ivanc, .Iul. 13, I IJI)9). expressly
incorporated herein by reference, relates to an electronic
medical records system. The cystem captures patient data,
such as patient complaints, lab orders, medications. diag-
noses. and procedures, at im source at thc Imle ofentry usulg ls
a graphical user uucrl'acc havulg touch screens. Using
pen-based portable computers with wireicss connccuons to
a computer nenvork, authonzed healthcare pnlviders can
access, analyze. update and electnxnically annotate patient
data even while other providerc are using the same patient do

record. The system likewise permits inctant, sophisticated
analysis OI patient data lo identify rclduonslups mnong thc
data considered. Morcovcr, the sysiem ulcludes thc capabil-
ity to access refcrmice databases for consuluition re drdlng
allergies, nledication intenlctions and practice guidelines.
'I'he systenl also includes the capability to incorporate legacy
data. such as paper files and mainf'rame data. for a patient.

U.S. Pat. No. 5.933.809 (Hunt. et ai.. Au . 3. 1999),
expressly ulcorporatcd rein by refi:rance, relates Io computer
sofiw are for processing medical blllulg record infomlation. O

Hospital or individual doctor Mcdicarc billing records are
pmcessed using computer software. The softv are contains
at least one set of instnictions for receiving„converting,
sorting and stonng Input information from the pre-existing
medical billin records into a form suitable for processing. 11

Thc software conLiins at least one sel of instnicuons for
proccssulg the Input medical billm record information,
prcfi:rably to idcutil'y potmitial Medicare "72 hour billing
rule" violations. 1 his pmcessing is prefenlbly performed by
comparin ecch input medical billing record containing ic
dates of medical inpatient admission and discharge to each
input nledical bi)fin record containing a date of medical
outpatient service. Thc inpatient and outpatient bdlulg
rixords arc Iirst compared to detcnnine il they contmn
matchulg paucnt ldcntllication codes to idenufy all the ss
records ori inating fmm the same patient If matchina
patient identihcation codes are found the inpatient and

oulpaticnt bilhng records arc further compared to dctemunc
if the date ofoutpatient service fell within a preselected time
perind, preferably 72 hours. prior to the date of inpatient
admission If so, the matchin inpatient and outpatient
bilhng records are distinguished and stored separately for
further processing. If not, the matching Inpatient and out-
paucnt billulg records arc comparixl to dcterminc II'he dale
of outpatient scrvicc Icll between Ihc Inpatient aihnission
and discharge dates. If this is the case, the matching inpatient
and outpatient billing records are a ain distinguished and
stored separately for further processing If not, the program
proceeds to the next set of billin records to repeat the
sequence.

U.S Pat. No. 5,974.389 (Clark, et ul., Oct. 26. 1999.
Medical record management systmn and pmccss with
inlproved workflow features) relates to a patient medical
recnrd system includes a number of caregiver computers,
and a patient record database with patient data coupled to the
caregiver computers selectively providin access to the
patient data from one of the caregiver computers responsive
to a prcdctcnnincd set of access rules. Thc prcdctennincd sct
Uf IUlcs ulchlilcs B IU)c Ihdt access to II plidcn:rnunix!
portiml nf the patient data by a first caregiver nnist be
terminated before access to the sante predetermined portion
by a secnnd caregiver is afloived.

U.S. Pat. No. 5,991,758 (E)lard. Nov. 23, 1999), exprecsly
incorporated herein by reference. reLates to a system and
method for indexing ulfomlation about enuues from ddli:r-
mu lnlhmlatlon sources. A system and method for indcxulg
a data record from an intilrnlation source into a database, the
database containing a plurality of data records, is provided
comprising receiving a data record from an information
source. the received data record having a predetermined
number of helds containing information about a particular
enuty, stanikirdlzulg and 1 alidating thc data in Ilm rccctvcxf
data record. A systmn and method is also provtdixi lor
retmcvlng records Ihat rcfcr to an enuty charactcnzcd by a
specific set nf data values by comparing a predetermined
munber of fields within the received data record with a
predetermined number of fields within the data records
already in the database, selecting data records already in the
database as candidates lrdilng dnta witluu some ol thc
prcdctcrnuncxf Iiclds Ihdt is Idenucal to thc daLi in thc Iiclds
of the rcccivcd data record. and sconug thc candidates to
deternnne data records bavin information about the saine
elltity

U.S Pat. No. 5,995.943 (Bu)I. et al.. Nov. 30. 1999),
expressly incorporated herein by reference, relatec to an
hlloruldtlon iiggrcgatlon Ilnd sy'nthcsls system. An ulfonua-
tlon aggrcgauon mid synthesis system und process, wluch
provulcs aggrcgafion and pimkd»ng of structurcxf or
unstmctured information from disparate sources such as
tlxlse available on a nenvork such as the Internet. A user
operates a network compatible/addressable Interface device.
The network interface device communicates with local
datastorcs or ncnvork acccssiblc datastores via an addressulg
scheme such as Uniform Resource Locator addresses
(URLs) utflizcxf by thc Intcmct. Data passing bctwccn thc
network interface device and the datastores is accessed,
polled, and retrieved tluou h an intermediary gateway sys-
tem Such aggregated information is then synthesized. cus-
tomized. personalized and localized to meet the infilrmation
resource rcqucsts spccificd by the user via thc nctwurk
interface device.

U.S Pat. No. 6,012.035 (Fremnan, Jr., ct al., Jan. 4. 2000),
expressly incorporated herein by reference, relates to a
system and method for supporting delivery of health care
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Eflhctudtion ol' hmlth care pmv&sion agency coopcraIivc
function is established through a conununication nenvork
linkin all the venous entities of the cooperative 'the
entities include the third party payor members, the health
providing individuals„clinics, or the like. along, w:ith sec-
ondary providers including pharmacies and laboratories,
health care facilitics such as hospnals, mid thc several
cntiiics associated with management of Ihe cooperatn 0 and
appropriate funds tn&nsfer hinctions A coordinating inter-
face system mamtains data storage of the necessary infi&r- 10

ntation. and manages the entity intercommunications in
accordance &i ith the basic structure of the active and eligible
elements of the agency cooperative.

U.S. Pat No. 6,035,276 (Newman, ct dl., Mar. 7. 2000),
cxprcssly incorporated hcrcin by reli:rance, relaIes to a
systent and method for selectively generating provider appli-
cation forms required to he submitted to health care provider
organizations by physicians and related health care profes-
sionals. Physician credentialing profiles conmining physi-
cian credentialin information are stored into n system zo

database together with a plurality of d&fierent provider
dpplicdtioii for&i&rim assoc&sited 0 ilii particular iipplicalioii
forms v hich are completed and selected data extracted front
the common information contained in the stored physician
credentialing profiles 1'he niethod automatically inputs a
subset of physician credentialing information required by a
particular selected provider application format into the pro-
& idci dpplii dtioii lot&i& dssociatcd w ill& 11&at lot&i&BI Bird
gciicidtcs 11&c pd&1&cidiir provider dpplicalioii lorn&.

U 8 Pat No 6,055,494 (I'riedman, Apr. 25, 2000), &0

expressly incorporated herein hy reference. relates to a
systent and method for n&edical language extraction and
encoding. In computerized processing of natural-language
medical/clinical data includin phrase parsii&g and re ular-
izing, parmnctcrs arc rcfctrixi Io whose value can bc speci- &s

Iiml by thc user. Thus, a computerized system can be
provided with versanhty, for Ihe proccssuig of data ongi-
natina in diverse don&sins. for example. Iiurther to a parser
and a regularizer, the system includes a preprocessor, output
filters, and an encoding mechanism. 40

U.S. Pat. No. G,055.506 (Frasca, Jr. Apr. 25. 2000)
cxprcssly incorporated hcrcin by rcli:rance, relates to an
outpaiicnt care data system dedicated to lhc Iransmission,
storage mid rctncval of outpaticnl dais rclaIuig 10 care of
outpatients is pmvided with a regional data system located
at a regional location, a plum&lity of meta&politan area data
systems operatively connected to the regional data system,
each of the metropolitan area data systems being located at
a ddlhrent metropolitan location. Each metropohtan area
data systmn may be prov&desi with im electronic nursing 0

station located within B hospital and first mid second !&pcs
of outpatient systems opemtively coupled to the electronic
mirsing station on a real-time basis I'he first type of
outpatient system is situated at a first non-hospital location
rentote from the hospital and includes a medical device»
associated with an outpaucnt present a1 ihc lirs1 non-hospital
location. Bnd thc second type ol oulpatimil syslem is situated
dt B second non-hospital locauon remote from tlm hospital
and includes a medical device associated with an outpatient
present at the second non-hospital location. So

U.S. Pat. No 6.076,06G (DiRienzo, et al., Jun. 13. 2000),
expressly incorporated herein by reference. relates to an
attachment integrated cleans (AIC) system formed by a
combuiation Ol'irst, second imd Ilurd storage media. The
Iirst storage medium stores compuier readable instnictions ss
for pen&sitting a first computer system to receive textual data
as field data. where each of the field data is displayed on a

prcdclcrnuncxf portion of a Iirst screw& of Ihc Iirst computer
system, to assemble the field data and a corresponding,
digitized image into a first hie havmg an integrated file
format and to transntit the hrst file to a second computer
system i is a communicatioim channel. The second stomsge
medium stores computer readable instructions pennittin
the a&mond computer system io reccivc the Iirst file vm Ihe
conumuucatioim clmnncl, Io display thc corresponding digi-
tized attachinent on a second screen of the second computer
system, mid to transfer the tield data to a third computer
open&tively connected to the second computer. In addition,
the tlurd storage medium stores computer readable instruc-
tions pemiitting the tlurd computer system to receive the
field data Iyom Ihc second computer, to display the Iield data
oii iI Iliird scree&i diid 10 gciicidlc d secor&0 Iih: iiicludiiig
portions of the field data extracted front the first file. In other
v ords, the AI(.'ystem pen&tits transmission of a custoini-
zable claim form and integmted attachntent to an insurance
carrier i ia a non-clearinglmuse cotmnunications channel. An
AIC system including several computers connected via a
cot&it&trit&&critic&is el&sit&i&01, aii clcctroiiic file, diid Bii opcidliiig
method thcrcforc arealso descnbcd. In an exemplary case,
the first file folio&vs a predetermined graphic in&age inter-
change file format and the field CL&ta is incorporated into
cmnnient blocks associated v ith the predetermined graphic
ima e interchange file format.

U.S. Pat. No. 6,07G,166 (Moshfeglu. et al . Jun. 13, 2000),
cxprcssly u&cotporalcd herein by rcli:rance, rclatcs io a
system and method Ihr personalizing hosp&tal u&tmnct wcb
sites. 'I'he server includes a layer for dynan&&cally genen&ting,
v eb pages and other data objects using scripts. such as
graphic, audio and video files. in dependence on stored
information indicating the user's needs and preferences,
including those presumed from stored information as to the
user's function, job, or purpose for bmng at Ihc hosp&taL and
logged usage profiles. Ihc level ol'hc user's access pnvi-
lcgcs Io conlidcntial paumit informanon, Bnd thc compuler
and physical envimnments of the user Notably. the content
is generated in dependence on the display resolution and
lowest bandv,idth link benveen the server and browser to
limit the v:siting time fi&r downloads as well as the server
lurid.

Sce also. U.S. Pat. No. 5.319,543 (W&lhclm. Jun. 7. 1994.
Workflow server for medical records unagu&g and traclnng
system); U S. Pat. No. 5.465.082 (('haco, Nov 7, 1995,
Apparatus for automatin routine communication in a facil-
ity): U.S. Pat. No. 5,508,912 (Scluteidem&an. Apr. 16. 1996,
Clinical database of cLassified out-patients for tracking pri-
mary care outcome); IJ.S. Pat. No. 5,546,580 (Schgcr. ct al.,
Aug. 13, 1996, Method and apparatus for coordinatuig
concurrent updates Io d medical information database): U.S.
Pat No 5,5i/2.945 (Iiiedler, .Ian. 14, 1997, Real-time event
charting in an electronic fiowsheet); U 8 Pat No. 5,619,991
(Sloane, Apr. 15, 1997. Delivery of medical services using
electronic data conununications): U S Pat No. 5,664,109
(Join&son, et al., Scp. 2, 1997, Method Ihr cxtracnng pre-
defined data items from medical service records gcncralcxl
by health care providers). U.S. Pat. No. 5,772,585 (Levin, et
al, .Iun. 30, 1998, System and ntethod for managing patient
medical records): U.S. Pat No. 5.778,882 (Raymond, et al,
Jul 14, 1998, Health monitoring system); U S Pat. No.
5.845,253 (Rensimer, et al.„Dec. I, 1998, System and
meIhod for rimorduig paucnt-lustory thtta about on-gouig
physician care procidurcs): U.S. Pat. No. 6,082,776 (Fein-
bcrg, Stonng Pcrsoiml Mcd&cdl Information), U S Pat. No.
6,157,914 (Seto, Medical support systen&); U S Pat No
6,149,440 (('lark. Methods and apparatus fi&r authenticating
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infonnixl consent), U.S. Pat. No. 5.779,634 (Ema, Medical
information prncessing system for supporting diagnosis),
U.S. Pat. No 5,586,262 (Komatsu, hnage data management
systenl particulary for use in a hospital): U S Pat No.
5.528,492 (Fukushuna, Method of managing medical diag-
nosis ihlta with reference relationslfip); U.S. Pat. No. 5,781,
890 (Nmnatbaklwh, Method for numdgulg clustcrcd medical
data and nuxlicdl daLi Iiluig system in clustcrcsl Ibrm). each
of ivhich is expressly incorporated herein by reference.

Rights-l3ased Access to Database Records I it

I.J 8 Pat No. 6,192,476. expressly incorporated herein by
reference, relates to a method for providing security, com-
prising the steps of detecting when a request for an action is
made by a principal, and dcicrmimng &ihethcr Ihc action is
authorized based on pcnnissions associated with a plurality
of routines in a calling hierarchy associated with the prin-
cipal. wherein the pernlissions are associated ivith the plu-
rality of routines based on a first association between
protection domains and permissions.

U.S. Pat. No. 5„325.294 (Keene, Jun. 28, 1994), expressly 10

incorporatixl hcrcin by reference, rcldtcs Io a medical pn-
i BC&'l'SxCln A lilt:ihoil Bild dppdl'1IIUS fi&r Bilthollzi:d BCCiwS

to medical infnnnation concerning an individual while pre-
seming the confidentiality of, and preventing unauthnrized
access to, such information, is pn&vided A computer data-
base receives and stores the individual's medical infomia-
tion. after the individual is tested to establish this infomia-
uon mul Ihc date on which such ulformation was most
rimently obtained. Thc computer database docs noi conlmn
the individual's name, address or any other similar infor- io
mation by winch the individual can be identified 'the
individual is iven an identification card containing a plx&-

to raph or holographic image of the individual and contain-
in a confidential first identitication niunber tlmr is unique
Ior Ihc individual. where both Ihe image and Ihc Iirst &s

idcntilicdiion number arc visually pcrccTutblc and caiuloi be
attercxt on tlm card without dctccuon of such altcrauon The
individual is also given a confidential second identitication
munber that is not contained on the card and need not be
unique fi&r that individual. The computer database can be 40

accessed teiephonically. and the individual*s medical infor-
mauon. or a portion thcrcof, can be read only by an mquiror,
ii'Ihc inquiror or the individual first provides the uldividual's
Iirsi;md second idcntitication numbers. The ulquiror can usc
the iml e and tirst identification number on the individual's
card to confirm the identity of that individual but need nnt
be told the individual's second identification number. After
inquiror establishes the identity of the individual. the
inquiror. with the assistance of Ihe uldividual, can obtain a
tclcq&honic readout of thc individual's medical infomlation. 0

U.S. Pat. No. 5,499,293 (Behram, et al., Mar. 12. 1996),
expressly incorporated herein by reference„relates tn a
privacy protected information mediuin using a data conl-
pression method. which uses an eflicient data compression/
deconlpression scheme using a passive data storage media»
such as d card-basixl approach Ibr storage of medical data
information. Thc sysimn operates on existing personal com-
puter hardware in a medical center or doclors'fiiccs. doing
a&Cay ivith expensive investments in specialized technnlo-
gies of central processing hardware With the advent of io
inexpensive desktop computing. a number of invemions
have been offered to improve medical information stomlge
and retncval. They include thc dcvclopmcni of portable
medical card tcclmologies such as SmdrtCards and optical
cards, wluch arc capable of storulg mcxttcal ulformauon, and ss
cmi be carried by tbe patient. This card-based systent pro-
vides a methodology fi&r storage and retrieval nf medical

infi&rmation from a passive credit-card sized imtrumcnt. Thc
card is manufactured with minimal expense using existing,
v ell-known nptical scannina or magnetic tape reading or a
data interrogation means in a Smart('ard based system

U.S Pat. No. 5.987,440 (1 8 Neil„et al., Nov. 16, 1999),
expressly incorporated herein by reference. relates to a
personal inionnalion security and exchange tool. Utihzalion
of thc E-Metro Conununity and Personal Information
Agents assure an effective and con&prehensive agent-rule
based conunand and contml nf inforniational assets in a
netwnrked computer environment 'I'he concerns of inti&r-

mational privacy and infi&rmational self-detemlination are
addressed squarely by affording persons and entities a
trusted means Io auilx&r. secure, search, process, and
CSChilllgC pcrSOBBI Bllil/01 Collllili:ntul1 lilfornlatloll ln B llCI-
v orked computer environment 'I'he fi&rnlation of trusted
electronic cnnununities ivherein members command and
control their digital persona exchanging or brokering fi&r

value the trusted utility of their informational assets is made
possible. The system provides for the trusted utilization of
personal data in clccironic markets, providuig both commu-
nitics and uidw xiuals aggregate and individual rulc-basest
cmttrol of the prncessing of their personal data.

U.S Pat No 6,029,160 (( abrera. et al, Iieb 22. 2000),
expressly incorporated herein by reference, relates to a
system and method fi&r linking a database system with a
system for flin data. Extensions to a database system
provide lull agc beni ceo data ul the database system and
tiles inn system for Iilulg dais that is external to thc database
system ("the filing system"). 1 he linkage includes an exter-
nal hie reference (efr) chits type. which is defined in the
database system for reference to files that are stored in the
filing system. When entries are made in the database system
that include efr data-type references to files in the tilin
system. control informauon is provuled by thc database
system Io Ihc tilulg systmn. The control uiionnauon causes
tile Illlllg sy'steal ki coiulol pri&ccsslllg of reft:li:nccil flies
according to referential constraints established in the data-
base systein

U.S. Pat. No. 6.038,563 (Bapat, et al.. Mar. 14. 2000),
expressly incorporated herein by reference, relates to a
system mid metlx&d for restricting datubasc access to man-
aged object information using a permissions table Ihal
spi:cities access ngllts corlcspoiuhllg 10 user Bci:css nghls 10

the managed objects. An access control database has access
control objects that collectively store infi&rnlation that speci-
fies access rights by users to specified sets of the managed
objects. The specitied access rights include acces~ ri hts to
obtain management infomuition from Ihc network An
access contml server provides users access Io thc managcxt
oblects in accordimce with the access ughis spcctticxt by Ihe
access cnntmi database An infnrmation transfer niechanism
sends nianagement infonuation from the network to a data-
base mana ament systenl (DBMS) for storage m a set of
database tabies. Each database table stores management
infi&rmation for a corresponding class oi'anaged obtects.
An access con(mt procedure limits access Io thc manage-
ment information stored ul the database tables using at least
one permissions table A permissions table defines a subset
of rows in the database tables that are accessible to at least
one of the user~. The set of database table rows that are
accessible corresponds to the managed object access rights
spccilicd by the access control database. A user access
ri:qili:Sl to BCCCSS lndllagClllcilt lllfomlatloil 111 Il&C ildtabBsi: iS

iuicrccptcxt, and Ihc access control proccdurc is utvokcxt
wheit tile user access request is a select statement qhe
database access engine accesses information in the set of



41

US 7,181,017 Bl
42

database tables us&ng thc perm&ss&ons tables such that each
user is allowed access only to management information in
the set of database tables that the user would be allowed by
the access control database to access

U.S. Pat. No, (i„041.411 (Wyatt. Mar. 21, 2000), expressly
incorporated herein by reference, relates to a method for
defining mid venl'yu&g user access rights to computer infor-
mal&on. A method is prov&dcxt for minimizing lhe potcnl&al
for unauthonzed use of digital information, particularly
sofnvare program~. digital content and other computer infbr- &o

n&ation. by verifying user access rights to electronically
tra&tsmitted digital information. A second computer system
tra&tsmits requested dig&tal mformation to a requesting tirst
compuung system u& wrapped form, &&Inch u&eludes d& ital
inslrucuons that must be successfully executed, or
unwrapped, before access to the digital information &s

allowed Successfi&1 unwrapping requires that certain con-
ditions n&ust be verihed in accordance with the digital
instructions. thereby allowing access to the di ital infom&a-
tion. In one embodunent, venfication includes locking the &o

d&gildl informauon to lhe rcqucsting computer system by
comparing a genera&cd d&gital lingcrprmt associated w ilh the
digital information to a digital fingerprint previously gener-
ated which &s unique to the requesting computer systenl.

I.J 8 Pat No 6,044,401 (I larvey, Mar. 28. 2000),
expressly incorporated herein by reference. relates to a
network sniffer for mon&torin and reporting network infor-
mauon tlrdt &s noi priv&lcgcd beyond a user's pnv&le e level.
Nodes in thc network include a new ork s&ulli:r and m& access
snitfer. 'I'he access snifFer includes an access element and an &o

access interface 1'he access element preferably includes a
memory and a database. 'I'he access element accesses the
network sniifer and filters out unavailable information by
using infonnat&on such as address and port numbers gath-
crcd by tlu: network sudli:r. Unavailable mfi&nnation &s

includes inlbm&auon wh&ch &s non-public or beyond the
pniilcge le& cl ol'hc particular user. Thc access element
evaluates data streams that are public information to deter-
n&ine if the data stremns meet a predetermined critenon If
the iLsta streams meet the predetermined criteria. &hen the do

data is saved in the database. The access element transfers
only thc infonnat&on ava&lablc to thc part&euler user to thc
access inlcrfacc Thc access clcmcnl can lime i&sell'i&r a
1&nnied amount of time for execution. Once the predeter-
mined time period has expired. the access element is cnni-
plete and it ca&1 save and transter the appropriate iilfornlation
to the access interface.

U.S. Pat. No. 6.052,688 (Thorsen, Apr. 18, 2000),
expressly incorporated herein by rcfcrcncc, relates to a
computer-implmncnted control of access to atonuc data o

ilmns. Thc method compnscs thc stops ol iml&sling and
n&aintaining data access nodes in a variable access structure.
I!Bch access node is provided with references to other access
nodes and/or to data items representi&18 an object. each data
item carrying only the amount of infomtation that is relevant &s

for &is pi&&pose. 11&c ilB&a &&cuts oi lhc Iclcrcnccs arc p&ovah'0
with a lime parameter thus enablui vers&on conlrol and thc
possibility lo handle stal&c or slowly changing dale and
frequently chanced and updated data in a corresponding
in;uulc&' he access nodes co&up&1sc BcccsB contn11 pain&a- so

eters for access control from a safety point of view as well
as for enablin different views of the access stnicture and
underlying data and oblixis.

U.S. Pat. No. 6,073,106 (Rozcn, et al.. Jun. 6, 2000),
expressly incorporated herein by rcfcrcncc, relates to a ss
n&ethod of managing and controlling access to personal
information. A participant is pmmpted to provide a constant

idcntiiicr mid a selcctcxl password v&a Inicrnct communica-
tions or via phone&fax&mail I.mer ency and confidential
categones of medical inti&m&ation are identifie, and the
part&c&p;ult ls p&'oinptcd to p&ov&dc pc&'soual &nfofn&,'lt&o&1 1&1

each of the categories and a different personal identification
number (E-PIN, C-PIN) for each category. The participant is
also prompted n& provide an u&strucuon to d&sclose or lo nol
il&sclosc the pc&son&l &nfonudi&on hi lhccnnzgcncv calc ory
in the event a requester of the information is an amer ency
medical facility and is unable to provide the participant's
E-PIN Alteration of any of the participant's medical inti&r-

mat&on is enabled upon presentation of the participant's
identifier and password by the requester. The emergency
inff&rmation or thc confidential infonnat&on &s disclosed upon
presentation of thc participant's &dcntilicr m&d E-PIN or
('-PIN ln addition, the emergency information is disclosed
to an emergency medical facihty verified as such by a
serv&ce provider in the event the participant has provided an
instruction to disci&se the emergency information. Stomsge
and access to health reLated documents such as healthcare
power of Bltofncv, consent for lrcdnucnl, Bnd cv'cglass
prescript&on &s also provided.

U.S Pat. No 6,073,234 (Kigo, et al, .Iun. 6, 2000),
expressly incorporated herein by reference, relates to a
device and method for m&thenticating user*s access rights to
resources. Both of a user side and a protect side such as a
pro rammer of an application progmnuner need not handle
a large number ol'uihercnt infomint&on such as authcniica-
t&on keys. An access l&ckcl generauon dcv&cc gcncmles an
access ticket fron& user unique identifying infbrmation and
access rights authentication feature &nforn&ation As unique
security characteristic information, there is used a secret key
of an elliptic curve encryption or an Elfiamal encryption. A
proof data eneration device receives the access ticket,
converts aulhcnticauon data rome&ved I'rom a prool'ais
vcriiicat&on dev&cc u&lo proof naia by usc ol'hc access l&ckcl

and lhc user un&quc idcnlilyu&g inlonnat&on, and rclums lhe
resultant proof data to the proof data verification device 1'he
pmof data generation device or the proof data verification
device decrypts the above-mentioned encryption. The proof
data venfication device verifies the access rivghts as correct
only when a combu&ation of dn tmcess uckci aud user u&uquc
idcnlifyuig &nfonnal&on used &n lhc prool'ata general&on
dcv&ce &s corrimt.

U S Pat. No 6,138,110 (I lail, 'I'echniques fbr defining,
using and manipulating ri hts management data stn&ctures),
expressly incorporated herein by reference.

Role-Based Access
U.S Pal. No. 6,023.766 (Kulu&. Fcb. 8. 2000: implcmen-

tat&on of rule-based access control u& mulu-level secure
systems), expressly incorporated lu:rein by rcfhreucc, rclaics
to a system and n&ethod for implententation of role-based
access control in n&ulti-level secure systen&s Role-based
access control (RBA(') is implemented on a multi-level
secure (MLS) system by establishing a relations)up between
pnv&legcs w&thin lhc RBAC system m&d pa&rs of lcvcls and
compartments wit!un the MLS systmu. The advantages
provided by RBAC, that is. reducing thc overall number of
connect&ons tl&at must be n&aintained, and, for example,
greatly si&nplifying the process required m response to a
change of job status of individuals with&n an organization,
are then reaiized v,ithout loss of the security provided by
MLS A trusted inlcrlbcc funcuon is devclopcd to ensure that
the RBAC rules pemiitung individual's access io objects are
fbllowcd ngorously, dnd provides a proper mapping ol'he
roles to corresponding pair: of levels and con&partments No
other modifications are necessary. Access requests from
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sublccm arc mapped by Ihc u&tcrlace funclion lo pairs of
levels and compartn&ents. after which access is controlled
entirely by &he n&les of the MI.S system

See alan. IJ S Pat. No 6,073,242 (lilectmnic authority
server); U.S. Pat. No. 6.073,240 (Method and apparatus for
realizing computer security), U.S. Pat. No. 6,0(i4,977 (Web
server w ith u&tc ra&cd scheduling and calendarmg). U.S. Pal.
No. 6 055 637 (System Bnd method li&r ace& ssing entcrprisc-
wide resources by presenting to the resource a temporary
credential): IJ 8 Vat No 6,044,166 (11exible and dynan&ic ln

derivation ot pern&iss&0&ls), U S. Pat. No 6,041,349 (Systenl
management/neuvork correspondence dispLay merhod and
systeln therefore): U.S. Pat. No. 6.014,GG(i (Declarative and
progranunatic access control of component-basml server
dpphcauons us&ng roles), U S Pat. No. 5,991.877 (Objcct-
oriented tn&sted application frmne&vork); U S Vat No.
5.978,475 (i&vent auditing system); IJ ) Vat. No 53)49.866
(Communicat&ons systen& for establishing a communication
channel on the bas&s of a functional role or task); U.S. Pat.
No. 5,925.126 (Method for security shield implemenration lo
in computer system's software): U.S. Pdt. No. 5,911,143
(Method and system Ihr advanced role-based access control
in distributed and centmslized computer systems): U.S. Vat.
No 5,797,128 (System and method for i&nplementing a
hierarchical pohcy fi&r computer system administrat&on),
IJ.S. Pat. No 5„761„288 (Service context sensitive features
and applications): U S Pat. No. 5.751.909 (Database system
with methods Ihr controll&ng obfuct in&creel&on by estabhsh-
ing database contracts bclwimn objects): U.S. Pal. No.
5.748,890 (method and systen& for authenticating and audit- &o

ing access by a user to non-natively secured applicat&ons),
U.S. Pat. No 5,621,889 (l&acility fi&r detecting, intruders and
suspect callers in a computer installation and n security
system including such a facility): IJ.S. Pat. No. 5.535.383
(Database system w&th methods Ihr controlling object &nter- &s

schon by cstabl&slung database con&mots bclv,een oblccts),
U.S. Pal. No. 5,528,516 (Apparatus dnd med&od for event
correlation and problem reporting): U S Vat No 5,481,613
(('omputer network cryptographic key distribution system),
IJ.S. Pat. No. 5.347.578 (Computer system security): U.S. do

Pat. No. 5.265,221 (Access restriction facility method and
dppdra&us): U.S. Pat. No. 6,161,139 (Wu&, Adnunislrativc
Roles tluil C&ovcrn Access lo Admi&ustral&vc Functions),
each of whwh &s cxprcssly incorpomled hcrcu& by refi:rcncc.

.John 13arkley, Role-13ased Access ('ontrol fi&r the World
'&Vide Web, at http //hissa nist.gov/rbac/

Secure Networks
U.S. Pat. No. 5„579„393 (Conner, et al., Nov. 26. 1996),

expressly incorporated herein by rcfcrcncc, relates to a
system and method for secure mcd&cal dnd dental record c

fili:tchduge, coulpusulg B plov&ilcr sy'sli:ul anil d p&&ycr

system 'I'he provider system includes a digital imager, a
pmcessina unit, a data transmission/reception device, and a
menu&ry having a provider management unit and a security
unit. For each image acquired fhom the digital imager. the ls
provider managcmen& utu1 gcncratcs a u&uquc unage ID, and
crenlcs an image relul&on structure having a source indicator,

status u&dicator, aud a copy-from u&d&ca&or. The prov&der
mana ement unit organizes images into a message for
tmsnsmission to a payer system I he security unit performs st!

message encryption, image signature generation, nnd mes-
sage signature generation. The payer system includes a
proci:sshlg unit, B dB&a ndusuuss&ou/li:ci:pion di:v&cc, Bud &I

a&ca&0&y ha&fig a pdy'cr ulauagculcul uu&l Bud &I sci:ur&11'n&u

Thc payer system's simunly unil validates message ss
signatures and &mage s&gnatures received 'I'he payer nlan-
agement unit genemstes a message rejection notification or a

mes sage accept ance notification. A method for prov alcr s&dc

secure medical and dental recnrd interchange comprises the
steps of acquiring an image; aenemstmg a unique image ID
a&ld an in&age relation stn&cture; nlaintainulg a stants indi-
cator. a source indicator, and a copy-from &nd&cator; gener-
ating an image si~c&ature; creatmg a message that includes
the &mage: and gcncranng d message s&gnaturc A method for
pay'i:I'-still secor&: ulcd&cal dui! ill:a&BI ri:cord ultc'&change
cmnprises the steps of validating a message s&gnature;
validating an in&age signature; and selectively generating a
messa e acceptance notihcation nr a n&essage rejection
notification.

U.S. Pat. No. 5,890,129 (Spur eon. Mar. 30. 1999),
cxprcssly u&corpora&cd herein by rcli:rance, rclatcs lo a
system for exchanging health care u&surauce &nlormal&un.
An infommtion-exchan e system is provided for controlling,
the exchange of business and clinical information between
an Insurer m&d multiple health care providers I'he system
includes an infomlation-exchange computer that is con-
nected over a local area net&vork to an Insurer computer
usulg B p&opl1cu&ry ddldb«sc dud ovc&'hi: fili:mi:I 10 hcBI&h-

carc provulcr computers usu&g open database-compliant
databases I'he information-exchange con&puter receives
subscriber insumsnce data fmm the insurance computer data-
base, transLstes the insurance data into an exchange data-
base, and pushes the subscriber insurance data out over the
Internet to the computer opemsted by the health-care provider
ass&gned to each subscnbcr. 11&e informut&on-I:xchm&ge sys-
tem stores thc data in &he prov&dcr database. Thc infom&a-
tion-exchange systen&s also provide fi&r the preparation,
subn&ission. processin, and payment of cla&n&s over the
local area nenvnrk and with push teclu&ology over the
Internet. In addition, prior authorization requests may be
in&t&ated in the provider computers and exchanged over the
iufi&rmat&on-cxch&mgc system for rc&ocw by the insurer
computer. Proccsscxl rcv&cws are lrunsm&tlcd back lo lhe
provulcr computer and to a special&st computer, il'rcqu&rixh
usiag push technology over the Internet

U.S Vat No. 5,930,759 (Moore, et al. Jul 27, 1999),
expressly incorporated herein by reference, relates to a
method and system for processing health care electronic data
transact&ons. A system or network Ihr Bsscmbfing, filu&g and
processing health care data transact&ons and insurance
cleans made by patients pursuant to health care policies
issued tn the patients by insurance companies or other
carriers for service provided tn the patients at health care
facilities is provided. The net&vork comprises a nn&ltitude of
participating patients. a multitude of health care facilities,
and a plurahty ol'&surm&cc compan&cs or o&her camera.
Each of thc patients has a personal dale lile u&cludu&g a scl
Of patient rcl«tcxl dale encoded in a maclunc rcadablc R&rma&,

and each of the health care fac&lit&es has a telecommunica-
tions &u&it and a lile reader tn read the data on the personal
data tiles and to transmit the pat&ent reLated data to the
telecommunications unit at the facdity The network fhrther
&Befall:s B ccundl ciauus proc&:sshlg uu&t couuci:lc'0 10 lhc
tclcconunun&cat&ons units ol'he health care faciht&es to
rccctvc lhc electron&c claim fomm from those fac&litics and
to adjudicate those claims.

U S Vat Nn. 5,933,498 (Sclmeck, et al . Aug 3, 1999),
expressly incorporated herein by reference. relates to a
system for controlling access and distribut&on of digital
properly rcprcscntmi as data. Porfions of thc data arc pro-
tected and rules concerning access mgh&s &o thc dani are
dclcrnunc&l Access lo lhe protect&xi portions ol'hc dale &s

prevented. nther than in a non-useable form; and users are
pmvided access to the &Lsta only in accordance w&th the rules
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as mlforced by a mcchan&sm protected by tmupcr detection.
A nlethod is also prov&ded for distributing data filr subse-
quent controlled use of those data The &nethod includes
pmtecting port&ons of the data; preventing access to the
protected portions of the data other than in a non-useable
foun: determinin ndes concernin access rig&tts to the data,
prolccluig the rules, aud prov&dui a pacl agc including: the
proiccled port&ous ol Ihe data mid thc pronmted rules. A user
is pmvided controlled access to the distributed data only in
accordance w&th the n&les as enforced by a mechanisni
pmtected by tamper protection A device is provided filr
controlling access to data having protected data portions and
rules concerning access ughts to the data. The dev&ce
includes means for stonug the rules, mid miuuis fi&r acccss-
ulg lhc prolcctcd dB&a polnons univ nl Bccol0'ance w&111 thc
rules. &vhereby user access to the protected data portions &s

permi&ted only if the n&les indicate that the user is allowed
to access the portions of the data

U.S. Pat. No 5.978.918 (Scholnick. et al.. Nov. 2. 1999),
expressly incorporated herein by reference. relates to a
practical method and system for supplemmllmg or rcplacutg
current secur&ly protocol ~ used on publ&c networks mvolving
the dis&ribution of a proprietary system for use on a public
net&vork access provider's nenvork The proprietary systeni
includes processing hardware and proprietary software The
proprietary system transmits private data, outside the Inter-
net. over proprietary lines to a back-end process. When a
"scndcr" scads pnvatc data &I is sent over lhe propnclary
system lo a back-end process. Thc bacl -cnd process retunw
a time sens&tive token that the "sender" sends to the
*'receiver". 'I'he "receiver" takes the time sensitive token and
uses it to either retrieve the private data, over a propnetary
system. or initiate a transaction with a financial instinuion.
Encryption is used to allow authentication of the partici-
pants. This method cau bc used in conluncuon with Secure
Socket Layer (SSL) m&crypt ion and/or lhe Scmurc Electronic
Transacuon (SET) protocol.

IJ 8 Pa& No. 6,(X)5,&)43 (('chen. et al, l)ec 21, It)t)9),
expressly incorporated herein by reference, relates to elec-
tronic identifiers for netv ork terminal devices. The genem-
tion of electmn&c identifiers filr network interface units
co&uuxlcd to a daLi network for usc m delcclmg unautho-
uzol dccrypnou of cucryptcd data tu&asm&Ital over lhe data
Bc&work. A random number &s gcncmied for use as a private
key decrypnon code and is stored in menxlry in each
net&vork interface unit A public key is calculated from the
stored private key usin a non-invertible mathematical for-
mula. If the calculated public key is unique, then a portion
ol'hc publ&c kcy (e.g. a subset of ils b&ts) is stored ui a data
provider database as an clcctron&c &dent&lier fi&r usc &n

delcclulg unaulhonzcd decrypuon of dale by Ihc &nlcrfacc
1&alt

I J 8 Pat. No 6.009.526 (('hoi, l)ec 28, It)t)t)i, expressly
incorporated herein by reference, relates to an infomiation
security system for tmcing mfomiation outflow from a
rcmolcly accessible computer or cumpulcr network Thc
sysu:m includes an &ntcroal conununicauon syslem tl&al has

lanai onc Internal computer lor lransmilung security
information by tnlcing data through communication equip-
ment, outputting the data to an external output means. and
connectin the internal computer to an external network. A
communication monitonng device stores infomiation
regarding the data that &s to be transnuttcd by applyuig a
sccunly pohcy accord&ng to a simunly grade assigned to the
desiiruil&on lo wluch the dale is lo be Iransmilted. The
comnnmicat&on-monitoring device is configured for extract-
ing the identificat&on of the destination fro&n the transniitted
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dale II also Includes a comnninicalion-mon&tonug server lor
storm and displaying predetermined informatinn about the
dale lo be lransm&ttixl and for dctem&u»ng whether Ihe
tree&ng intilrmation is s&ored according to the security grade
for lhc identified desi&nation. A method ol opcraluig Ihc
disclosed systenl is also described

U.S Pat. No. 6,021,202 (Anderson, et al., Fcb. l. 2000).
expressly incorporated herein by reference, relates to a
melhod and system lor processing clcctron&c doctmicnls,
wh&ch includes a markup language accorduig to the SGML
standard in which document type defin&nona are crcalcxI
under v hich electronic documents are d&vided into blocks
that are associated with logical fields that are specific to the
type of block. Each of many difi'erent types of electronic
documents can have a record mappin to a particular envi-
ronment. such as a legacy env&romnent ol' baukuig net-
work. a hosp&lal's computer cnvironmm&t for clcclro&uc
record kcepuig. a lcnduig instituuou's computer environ-
ment for processing loan applications, or a court or arbitra-
tor s conlputer systenl Selnant&c doculnent type defulitions
for vanous electronic docunient types (including, for
example. electronic checks. mort age applications, medical
records. prcscnplions. contracts. and thc l&ke) cau bc foltncxI
us&ng mapp &ng leclmi ques bciw cml Ibc logical content of &he

iloctiun:nl Bnd lllc block &hilt Is dcfincxl 10 uu:1&idc stick
em&tent Also, the serious document types are preferably
dehned to satisfy existing custonls, protocols and legal ndes

U.S Pat. No. (L021,491 (Renaud. Feb. 1. 2000), expressly
iucorporalcxf hercul by rcfi:rance, relates to d&g&lal signatures
fi&r dale streams and dale arcluvcs. Methods, apparaluscs
and products are pmvided for verifying the authenticity of
data within one or nlore data files I &ach data file is provided
with Bn identifier. such as a one-tvay hash function or cyclic
redundmcy checksum.;% signature file„ that includes the
identifiers for one or niore data files, is provided with a
d&g&tal signature created withe s&gnalurc algontluu The data
file(s) and signature life arc &hen Iransli:rrcd, or olherwisc
pmvided to a user I'he user verifies the digital signature in
the signature file using a sianature-verifying algorithm
Once verified as being authentic. the si nature tile can be
used to verify each of the ihlta files. Verification of the data
files can be accomplished by comparing the identifier for
each data file w&lh Ihc corrcspond&ng idm&l&fier u& Ihc sig-
nature Iile. If Ihe Blent&ficrs in Ihc data and s&gnalurc Iilcs
match, then the data tile can be marked as authentic If the
identifiers do not match then the data file can be rejected or
othe&wise dealt with accordingly.

U.S Pat. No. 6,021,697 (Bouthilhcr, ct al., Fcb. I, 2000),
expressly incorporulcd herein by reli:rmicc, relates to a
sccurcd ac&work system wluch w&ll allow only Bttthorizcxi
users of the seed network sys&em to access classified data
pmvided by a secured network server 'I'he secured nenvork
system includes a readykey controller. which has connected
thereto a pluraiity of card readers. A user of the secured
network system Inserts a nucroch&p mubcddcd card into onc
of thc card readers which then prov&dcs an authonzat&on
signal to Ihc rcadykcy conirollcr indicating Ihal lhc user is
authorized to use one of a plurality of computers within the
secured network system to rece&ve and process classified
data. The readykey controller sends an enable signal to a
data relay a~itch enabling a data line assoc&ated with the
card rcadcr and the computer scleclcd by Ihe user allowulg
classilicd dale lo bc Iransmiilcd from the sccurcd nclwurk
sc&vc& lhuitigh tile daL'I rcliiv'rw&tell to lhc sck:cled co&11-

puter. Each of the three computers also has a power relay
sv itch connected thereto which is activated by the readykey
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controller w hmtcver aulhouzauon lo activate Ihc computer is
provided to the reodyl ey controller fbom another of the
phiidlily of caiil rcBdcrs.

U.S. Pat. No. 6,023,762 (Dean. et al.. Feb. 8. 2000),
expressly utcorporalcd hcrcin by rcfi:rcnce. relates lo a data
access and retrieval system v hich comprises o pluroliry of
user data sources each storutg electronic dale signals
describing data specific to a user. or enabling services
sclccled by a user, an agent device which is conligurable to

1 I 1

select individual ones of the user data sources and present
selections of user data and service data to o set of callers who
nlay interrogate the agent device remotely over a conunu-
nications networlx a plurality of service terminals capable of
conununicalutg with llm agent device over a conumintcd-
tiom network the service terminals opemobfe by callers: and
a plurality of key devices, slonng collar information and
security code information filr enabling remote access of
sclccttous of user dard mtd/or services to be trmtsmillcxl over
a contmunications network to a caller located at a service zo

terminal.
I.J 8 Par No. 6,029,245 ()canlan, Iieb 22, 2000),

expressly incorporated herein by rcfcrcncc, relates to a

method and systent for dynamically assigning security
parmnetcrs to hyperlcxt markup lmtguagc (HTML) pa es of
an infisrmation provider on the worldwide web, whereby
only one set of II I'MI pages need be stored and maintained
for retrieval by cheat computers using difiering security
protocols. A secunty in)ection profile is provided for storing
sccuuiy parameters for each rcspcclivc sinunly protocol.
When a browser cnablcxf with a parucular secunty protocol
rixpicsls onc of the HTML pages in lhc secure sel, lhc page
is accessed fmm web server storage, security parameters of
the particular pmtocol am accessed and injected into the
accessed page. and the page is sent to the requesting
browser.

U.S. Pat. No. 6,049,875 (Suzuki. el dl., Apr. 11, 2000),
expressly incorporated herein by reference. relates to a
security apparatus and method A service i ~ supplied to a
user while maintaining the security of the service. A person
discrimination section discriminates the user to be supplied
the service. A user situation decision section decides
whether thc user is milhorizcd lo usc lhe service. An
iniringcmmtt situation dixision sinlion detects whether a
non-user intrudes into a use area of the service in order to
decide whether the secuuty of the service is infringed A
venice con 1ml section supplies the service to the user in case
the person discrimination section discriminates the user, and
controls a supply of the service if the use situation decision so
sccuon dccidcs llm user is not under lhe silualion lo usc thc
service or the inl'nngcment siluauon decision section
decides that the security of the service is infringed

U.S. Pot. No (i„055.508 (Naor, et al.. Apr. 25, 2000),
expressly incorporated herein by reference. relates to a ss
method for sccurc accounung mtd auditutg on a conunum-
cauons network. A method I'or sccurc accountm and audit-
iilg iif d coiuitloiucdlioits ilctwolk opc'rates 111 ail citvtroii-
ment in v hich ntany servers serve an even larger number of
clients (e.a the web), and are required to meter the inter- io
action between servers and clients (e.g. counting the iuunber
of clients that were served by a server). The method (meter-
ing process) is very ellicicnt mtd does nol rcxfutrc cxlmtstve
usage of any new commurucalion channels. The mclcrutg is
secure agautst fraud attempts by servers lhal mfialc the Si
munber of their clients and against clients that attempt to
disrupt rhe metering process Several secure and efficient

constructions of this method arc bmcd on eflicicnt crypto-
graphic techniques, are also very accurate, and preserve the
privacy of the clients

U S Pat. No. 6,065.119 (Sandford. II. et al, May I/1,

2000), expressly incorporated herein by reference. relates to
a method of authenticating digital data such as measure-
ments made fiir medical, mtvironmental purposes, or foren-
sic purpose) Bird dcsliitcd fol illchlval storBgc ol udilstitis-
sion through communications channels in which corruption
or ntodification in part is possible Authenticated digital data
cmttain data-metric quantities that can be constructed from
the digital data by authorized persons having a digital key.
To verify retrieved or received digital data. the data-metrics
constructed I'rom lhe retncved or remci ved dale arc compared
wilh sinulor dale-metucs calculated for thc rclneved or
received digital data. 'I'he comparison determines the loca-
tion and nleasures the amount ot modification or corniption
in the retrieved or received di ital data

U.S Pat. No. 6,073,240 (Kurtzberg, et al . Jun. 6, 2000),
expressly incorporated herein by reference. relates to a
melhod ond apparatus for realming computer sccunly. The
melhod includes lhe steps of establishing an authonzalion
window for enabling computer system actions consistent
with an authorization mle: and. monitoring the actions as an
indicia of conformance to rhe authorization nile. The method
preferably provides a pattern of system actions as on indicia
of compliance v,ith an authorization rule, and provides
Ilollficdlloii of prcdclctlttiiscil piiucriis.

U.S Pal. No. 6.075.860 (Kctchiun Jun. 13, 2000).
expressly incorporated herein by reference, relates to an
apparatus and method for authentication and encryption of a
remote terminal over a wireless link A method and system
is provided for authenticating an authorized user of a remote
teuninal attempting to interconnect tvith a computer netv'ork
over B wllclcss ittoilcnl ls piiivtdcxl. Aii cncryplix! wtrclcss
conumuucotton choiutel is cstablishcd bctwccn o rmuoie
tcnmnol mtd a network server for I'acilitaung thc outhcnii-
cation pmcess. An mirhorized user presents an authentica-
tion card containing credentials including a user identifier
and an authentication encryption key to a remote terminal.
The remote temtinal establishes o wireless communication
chumcl with a network scrvcr that provides a Iirewall
bclwinn unouthcnticatixi users ands computer network. Thc
network server imd lhc rmnolc terminal lhcn cxcltan c
encrypted infiirmation tlnis verifymg the authenticity of each
party Ihe remote terminal and the network server each
independently generate a cato encryption key for use in
establishin a secure encrypted wireless conununication
chiutncl thcrcbetween.

U.S Pal. No. 6.075.861 (Miller, 11, Jun. 13, 2000),
expressly incorporated herein by refi:rmtcc, relates to a
security access system, bavin an entry access system that
includes a locking mechanism enabling authorized entry at
a secured entry point to a closed access area or computing
device Entry is approved in response to an intemsction
bclw inn an uttcndcd entrant and the entry access system 01st
involves an interchange of mug idigtt numbers and use of'D
and PINs for gcncrauon of a multidigit check number to
establish authenticity of a request for entry.

U S Pat. No 6.092.724 (liouthillier, Secured nenvork
system). expressly incorporated herein by reference

Cryptographic Technology
U.S Pat. No. 5,956.408 (Arnold, Sep. 21, 191717),

expressly uicorporatmi herein by refi:rcncc, relates lo an
apparatus ond method Ibr secure dislnbution of'data. Data,
including program and software updates, is encrypted by a
public key encryption systenl using the private key of the
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dain sender. 11&e sender also digitally s&gns lhc dale Thc
receiver decrypts the encrypted data. using the public key of
the sender. and verities the digital signature on the trans-
mitted data. 'I'he proglmn intenlcts with basic infornlation
stored &vithin the confines of the receiver. As result of the
interaction, the software updates are installed w:ithin the
conlincs of lhc user, Bnd lhe bas&c udomiation storixl w &llun

thc conlines of thc user w changcxI.
I J S Vat No. 5,982,891 ((imter, et al . Nov. 9, 1999), U.S.

Vat. No. 5.949.876 ((iinter, et al. Sep 7, 1999): and IJ.S. &o

Vat. No 5,892))00 ((i&nter, et al, Apr. 6, I')99). expressly
incorporated herein by reference. relate to systems and
metlnlds for secure transaction management and electronic
nghm pronxl&on Electron&c appl&anccs, such as computers,
help to mlsurc tlrdt &nlbnuauon &s accessed and used only ul I

authorized v ays. and maintain the integrity. availab&hty,
and&or confidentiality of the information Such electronic
appliances provide a distributed virtual distribution environ-
ment (VDE) that may enforce a secure chain ofhandling and
control, for example. to control and/or meter or othe&wise lo
momtor usc of electron&cally stored or d&ssmninatcd infor-
mal&on. Such a vutual dwtnbution env&ronmmit may bc used
to protect nghts of venous participants in electnmic conl-
nlerce and other electmnic or electronic-facilitated transac-
tions Distributed and other operating systems, envimn-
ments and architectures, such as, for example, those using
tamper-resistant hardware-based processors. moy esmbhsh
sccunly at each node. Tlmsc tccluiiqucs may be used to
support mi all-clcctro&uc information distribut&on, for
example. utilizing the "electronic higlnvay" &O

U 8 Vat No 6,009,177 ()udia, Dec 28, 199')), expressly
incorporated herein by reference, relates to a cryptographic
system and method with a key escrow feature thol uses a
method for verifiably splitting users'rivate encryption keys
into componcnm and for scnduig Ihosc components lo ls
trustcxl agents chosen by thc particular users, and prov&dcs a
system that uses modern public kcy cernlicale managmncnl,
enforced by a chip device that also self-certifies 'I'he meth-
ods tilr key escrow and receiving an escrow certiticate are
also applied herein to a more generalized case of registering do

a trusted device with o trusted third party and receiving
duihorizalion Irom that party cnabluig lhc dcvwe lo com-
municate with other trustixi devices. Further prcfbrred
mnbodimcnts prov&de for rckcyulg and upgradm of device
fimnvare using a certihcate system. and encl)T&tioo of d

stream-oriented data.
U.S. Pat. No 6.052.467 (Brands, Apr. 18. 2000),

expressly incorporated herein by reference. relates to a
system for ensuring that thc bluiduig ol secrct-kcy ccrtdi-
cdles &s reslncnxl, cvmi &I lhc issuing prolocol &s pcrfomicd o

in parallel mode. A cryplograpluc method &s disclosed llml
enables the issuer in a secret-key certificate issuing protocol
to issue triples co&lsisting of a secret key, a correspo&ldi&18
public key. and a secret-key certificate of the issuer on the
public key. in such a woy that receiving porties can blind the &s

pubhc kcy and thc ccruiicatc, bui cmuiol blind a predetcr-
uliricil &10&1-lrlvn&l prixhciuc of lhc ocelot kcy cvc&1 when
cxecunons of thc issuing protocol arc perlbrmed ui parallel.
)ee, S&efan 13rands, Secret Key ( ertificates, Restrictive
131inding of Secret Key (:ertificates, Untraceable Otf-line io
Cash in Wailets w&th Ovservers. and Electronic ('osh on the
hitC&11C t,

U.S. Pat. No. 6,052,780 (Glover, Apr. I b. 2000), expressly
incorporanxl herein by rcfcrcncc, relates to a computer
system and process for accessing an encrypted &md self- Ss

decryp&ina digital inforniat&on product while restrictina
access to decrypted digital information. Some of these

i0
problems w&lh dig&ial u&formation protccuon systems may
be overcome by pmviding a mechanism that alk&ws a
content pmvider to encrypt d&gital inforniat&on without
requiring either a hardware or platforni manufacturer or a
content consumer to provide support for the specific form of
corresponding decryption. This mechanism can be provided
in a mmmer thai allow s thc dig&tal infi&nnat&on io bc cop&col

easily for back-up purposes and lo bc lrdnsfi:rrcd easily lor
distribution, but v,hich should not permit copying of the
digital information in decrypted form In particular, the
encrypted digital informs&ion is stored as an executable
computer program that includes o decryption progrmn that
decrypts the encrypted infomtation to pmv&de the desired
d&g&tal informal&on, upon successful complct&on ol'an autho-
nzal&on procixlurc by lhe user. In comb&nation with other
meehan&sms tl&at track distribut&on. enforce royalty pay-
ments and contml access to decryption keys, an improved
method is provided for iden&ifying and detecting sources of
unauthorized copies. Suitable authorization pmcedures also
enable the digital information to be distributed for a limited
number ol'ses anigor users, thus enabling pcr use fims to be
charged for the digital information.

See also, U 8 Pat No 4.2(X),770 ((:ryptogmphic appa-
nltus and method); U.S Vat. No 4,218,582 (Public key
c&yptographic apparatus and nlethod); U S Vat. No 1,264,
782 (Method and apparatus for tmonsaction ond identity
verification): U.S. Pat. No. 4.306.111 (Simple and efi'ective
publ&c-kcy ciyp&csystem): U.S. Pat. No. 4,309,569 (Method
of providuig d&gital s&gnaiurcs), U.S. Pal. No. 4,326,098
(I ligh security system for electronic signature verification);
IJ S Vat No. 4,351,982 (RSA Public-key data encryption
system having large random pnme nmnber genenlting,
m&croprocessor or the like): U.S. Pat. No. 4365.110 (Mul-
tiple-destinational cryptosystem for broadcast networks);
U.S. Pal. No. 4,386.233 (Crylographic kcy notanzal&on
methods and apparauis), U.S. Pat. No. 4,393.269 (Method
dnd BppBldtus nlcolpoldlnlg B ouc-w By scqacucc fol ndns-
act&on and identity veritication): U 8 Vat No. 4,399,323
(I&ast real-ti&ne public key cryptography); U.S. Vat No
4.405,829 (Cryptographic conununications system and
method); U.S. Pat. No. 4,438.824 (Appamotus and method
for cryptograpluc &deal&iy 1 crilicdtion), U S Pal. No. 4.453.
074 (Protection system Ibr inlclhgent cards), U.S. Pat. No.
4,4S8,109 (Method and apparatus prov&d&ng reg&sicrixl ma&l

features in an electronic commun&cat&on system): U 3 Vat
No 4,471,164 (Stream cipher operation using public key
cryptosystem); U.S. Pat. No. 4.514.592 (Cryptosystem);
U.S. Pot. No. 4.528,588 (Method and apparatus for markin
lhc ulfo&11&al&on con&cut of Bn alii&ra&dion cdl&yulg signal),
U.S. Pat No. 4.S29,870 (Cryptograpluc ident&lication, linan-
cial tnuisacfion, and crcdcnl&al dev&cc), U.S. Pat. No. 4,SS8,
176 ((Jomputer systems to inhibit unauthorized copying„
unauthorized usage. and automated cracking of protected
software): U.S. Pat. No. 4,567,600 (Method and apparatus
for ma&ntaining the privacy of digital messages conveyed by
publ&c trmlsmission): U.S. Pal. No. 4.57S,621 (Portable
electro&uc transacuon dcvicc and system ihcrcfor), U.S. Pal.
No. 4,S78,S31 (Encrypnon system key d&slnbuuon method
and apparatus); f) S Vat. No. 4,590.470 (User m&thentication
system employing encDption hinctions); I.J 8 Pat No
4.595,950 (Method and apparatus for markin the informa-
tion content of an information carrying signal); U.S. Pat. No.
4,625,076 (Signed document transm&ss&on system): U.S. Pal.
No. 4,633,036 (Method and apparatus for use in publ&c-key
dale encrypt&on system): U.S. Pal No. 5,991.406 (System
and method for data recovery): I.J S Vat No 6,026B79
(System, method and article of manufacture for managing
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transacuons in u lugh availability system). IJ.S. Pat. No.
6.026,490 (( ontigurable cryptographic processing engine
and method), U S Pat No 6,028,932 (Copy prevention
method and apparatus for digital video system); U.S. Vat.
No. (J,028.933 (Encrypting method and apparatus enabling
multiple access for multiple services and multiple tmnsmis-
sion modes over a broadband conuuuiucauon network), U.S.
Pot. No. 6,028.936 (Method and apparatus Ihr authenticating
recorded media): I.J S Vat No 6,028,937 (Communication
device ivhich perfornis two-way encryption authentication to

in challenge response format); U S. Vat No 6„028,93'I (Data
security system and method): U.S. Pat. No. 6.029.150 (Pay-
ment and transactions in electronic conunerce system): U.S.
Pat. No. 6,029,19S (System Ibr custonuzed electronic ulen-
ulicnnon of dcsiruble objects), U.S. Pat. No. 6,029,247
(Method and apparatus fiir transmitting secured data), U S.
Vat. No. Ci,031.913 (Apparatus and method for secure cont-
munication based on channel characteristics): IJ 8 Vat. No.
6.031,914 (Method ond apparatus for embedding data,
including watermarks. in human perceptible images): U.S. zo

Pot. No. 6,034,618 (Device mithcntication system which
allows the authentication I'unction to bc changed), IJ.S. Pat.
No 6.035.041 (Optimal-resilience, proactive, public-key
crypto raphic system and method): U S Vat. No C&,0353t)8

(('ryptographic key generation using biometric data); IJ.S.
Pat. No. 6,033„402 (Virtual certificate authority); U.S Pat.
No. (J.038.315 (Method and system for normalizing biomet-
uc vanotions to uuthcnucatc users from a public database
ond that cnsurcs individual biomcinc. data pnvacy)1 U.S.
Vat. No. 6,038.316 (Method and system fitr pmtection of to
digital information): U S Vat No. Ci,038,322 ((iroup key
distribution), U 8 Vat No Ci.038,581 (Scheme for anth-
metic operations in finite tield and group opemtions over
elliptic curves realizing improved compumtionol speed),
U.S. Pat. No. 6,038.66S (System mid method forbackutg up ii
computer Iiles over o wide ores computer network). U.S.
Pot. No. 6,038,666 (Remote identity ventication tcclutique
using a personal identihcation device): U.S. Vat No 6,041,
122 (Method and apparatus for hiding cDptographic keys
utilizing autocorrekation timing encodin and computation), oo

IJ.S. Pat. No. G,041.123 (Centralized secure conmtunico-
ttons systmn), U.S. Pat. No. 6,041,3S7 (Conunon session
tokmt system and protocol): U.S. Pot. No. 6,041,408 (Key
distubuuon method and system ut sccurc broadcast com-
munication): U 8 Pat. No. Cx041,410 (Personal identifica-
tion fob): U.S. Vat No Cx044.131 (Secure digital x-ray
image authentication inc(bod'): IJ.S. Pot. No. 6.044.155
(Method and system for securely archiving core data
sccrcts); U.S. Pat. No 6,044,1 S7 (Microprocessor suitable
for rc7iroducutg AV data wlule proteciing rite AV data from o

illegal copy'llltl tillage lllfoliilatioll ploci:sslllg systelll ilslllg
the microprocessor); I.J ) Pat. No. 6,044,205 (('itltlilllliiica-
tions system for transferring mfiirmatioo behveen men(cries
according to processes tmonsferred with the information),
IJ.S. Pat. No. 6.044,349 (Secure and convenient infomtation s.
storage;md rctneval method and apparatus), U.S. Pat. No.
6.044,350 (Certilicate mctcr with sclcctablc utdemniiication
provisions): U.S. Pat. No. 6,044,388 (Pscudorandom num-
ber generator); U.S. Vat No. Ci.044,4(i2 (Method and appa-
ratus for managing key revocation); U S Vat No. 6.044.463 co

(Method and system for message delivery utiliziiig zero
knowledge interactive proof protocol); I J.S. Pot. No. 6,044,
464 (Method ol'rotecting broadcast data by Iingcrprinting
a conunon decryption function), U.S. Pat. No. 6,044,466
(Flexible and dynamic deuvation ol'pcmussions), IJ.S Pat. si
No 6.044.468 (Secure transmission using an ordinarily
insecure nehvork contmunication protocol such as SNMV),

52
U.S. Pot. No. G,047.051 (Implcmmitation of charging ut a
telecomnnuiications system): U.S. Vat No 6,047,066
(('omniunication method and device), U S Pat. No 6,047,
067 (Electmnic-monetary system): U S Pat No. 6,047,072
(Method for secure key distribution over a nonsecure com-
munications nett,'rk):: IJ.S. Pot. No. G,047.242 (('mputer
system for protecting software and a method for protcctuig
software); U.S. Pat. No. 6.047,268 (Method mid apparatus
for billing tiir transactions conducted over the internet); U 8
Vat No. 6,047,269 (Seltzcontained payment system ivith
circulating digital voucheis): I.J S Vat No. 6,047374
(Method and apparatus for embeddin authentication infor-
mation within digital data): U.S. Pat. No G.047.887 (System
and method for coiutccting money modules): U.S. Pat. No.
6,049,610 (il lcthod and apparatus I'or digital sigimturc
authentication); U S Vat No 6,049.612 (I'ile encryption
method and system); U.S. Vat. No 6.049,(i13 (Method and
apparatus for enci)pting, decrypting, and providing privacy
for data values); IJ.S. Pat. No. 6.049.671 (Method for
identifyin and obtaining computer softv are from a netv'ork
computer); U.S. Pot. No. 6.049.785 (Open network payment
system for providuig for authenticauon ol'ayment orders
based on a confirmatio electronic mail message), U.S Vat

No 6,049,786 (lilectronic bill presentment and payment
system v hich deters cheatiim by entploying hashes and
digital signaturesk U.S. Pat. No 6.049.787 (Electronic
business transaction system with notarization database and
means lor conductmg a notarization proccdurc), U.S. Pat.
No. 6.049.838 (Persia(cut distnbutcd capabiliucs), U.S. Pat.
No 6,049,872 (Method for authenticating a chamiel in
large-scale distributed systems): U 8 Vat No 6,049,874
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Watermarking
U S Vat No. 5 (299427 (Chow. et al, l)ec. ICl 1997)

expressly incorporated herein by reference. relates to a
method to deter document and inteflectual property piracy
through individualization. and a system for identifyiiig the
authorized receiver ol nny panicular copy oi a tlocummii.
Morc speciiically. each particular copy of a document is
fingerprinted by applymg a set of variations to a document,
where each variation is a change in data content ~, but does
not change the meaning or perusal experience of the docu-
ment. A database associating a set of variants ro a receiver
is maintained. Thus any variant or copy of thar variant can
bc tract:d to an authorizcxt receiver.

Sec also. U.S. Pat No. 4,734,564 (Transaction systmn
with ofiiline risk assessnient): U 8 Vat No. 4.812.628
('I'ransaction system with off-line risk assessment); U.S. Vat.
No 4,')26,325 (Apparatus for carrying out financial trans-
actions via a facsunile machine): U.S. Pat. No. 5.235.1Ci6
(Data verification method and magnetic media therefor),
U.S. Psi. No. 5,254,843 (Simunn magnetically micodcd
data using timing vanations in encoded data); U.S. Pat. No.
5 341,429 (Transl'orms iron ofcphcmcra1 matenal): U S. Pat.
No 542R683 (Method and apparatus for fingerprinting and
mithenticating magnetic media); U.S. Vat. No 5,430,279
(Data verification method and magnetic media therefor),
IJ.S. Pat. No. 5.521,722 (Image handlin. facilitarin com-
puter aided design mid manufacture ol documents). IJ S. Pat.
No. 5.546,462 (Method and apparatus for Iingcrprinting and
suihenucaung venous magnetic mciha): U.S. Pat. No. 5,606,
609 (I ilectronic document verification system and method),
U.S. Vat. No. 5,613,004 (Steganographic method and
device)i U.S. Pat. No. 5,6 1 G.904 (Data verification method
and magnetic media therefor); U.S. Pat. No. 5.Ci36.292
(Siegmxlgraphy methods cmployuig embedded calibration
data): U.S. Pat. No. 5,646,997 (Method imd apparatus for
cmbcdduig authcnticaiiou inlormaiiun wiilun di ital dais),
U.S. Vat. No. 5.(259.726 (l)ata embedding); U S Vat No.
5,6(24,018 (Watermarking process resilient to collusion
attacks); U.S. Pat. No. 5,687,23G (Steganotrraphic method
and device)i U.S. Pat. No. 5,710,834 (Method and apparatus
Ii:spollslvi: io s cetic sigiial colivc')'c'll ilirougli a gispliic
image), IJ.S. Pat No. S,727,092 (Compression cmbedduig),
U.S. Pai. No 5,734,752 (Digital watcnnarking usm sto-
chastic screen patterns), U 8 Vat No 5,740.244 (Metluid
and apparatus fiir improved fingerprinting and authenticat-
in various mavguetic media): U.S. Pat. No. 5.745.5Ci9
(Method for stega-cipher protection of computer code); U.S.
Psi. No. 5,745,604 (ldentilication/authentication system
using robust, distnbuted coduig): U.S. Pat. No. 5,748,763
(Image sicgmiography system li:aturing perceptually adap-
tive and lobally scalable signal embedding)t IJ 8 Vat. No.
5,748,783 (Method and apparatus for robust inforniation
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coduig); U.S. Pai. No. 5,761,686 (Embcdduig encoded
inforniation in an iconic version of a text image), U S Vat
No 5,7(25,152 (System and method for managing copy-
righted electronic media); U.S. Vat No 5.768,426 ((iraphics
processing system employing embedded code signals): I J.S.
Pat. No. 5.778,102 (Compression embedding); U.S. Pat. No.
5,790,703 (Digital watcnnarl uig using coutugate lialfione
screens); U.S. Pat. No. 5.819.289 (Data cmbcdduig empluy-
ing degenerate clusters of data having differences less than
noise value); U.S. Pat No 5,822,432 (Method for human-
assisted random key generation and application for digital
wateminrk systemh IJ.S. Pat. No. 5.822.436 (Photo raphic
products and methods employing embedded infomiation);
U.S. Pat. No. 5,832.119 (Methods Ibr controlling systems
using control signuls mnbcddcd in cmp local data): U.S. Pai.
No 5,841,886 (Security systeni for photographic identifi-
cation); IJ S Pat No 5.841.978 (Nenvork linking method
using steganographically embedded data objects); U S. Vat
No. 5,848,155 (Spread spectrum watermark for embedded
signafling): U.S. Pat. No. 5,850,481 (Steganograplflc sys-
tem); U.S. Pat. No. 5.862,260 (Methods for surveyuig
disscnunation ol'propnciary empirical data): U.S. Pak No.
5,878,137 (Method fiir obtainiim authenticity identification
devices for using services in general, and device obtained
thereby); IJ S Pat. No. 5,88').868 (Optimization methods tiir
the insertion. protection, and detection of digital v atermarks
in digitized data): U.S. Pat. No 5.892.900 (Systems and
methods for sccurc transscuon management aud clcctroruc
nghts protcmiion); IJ.S. Pai. No. 5,905,505 (Method and
system for copy protection of on-screen display of text);
IJ 8 Vat. No. 5,905.800 (Method and systeni for digital
v atennarking); IJ S Pat No 5.915,027 (l)igital watermark-
in ): U.S. Pat. No. 5,920,628 (Method and apparatus for
fingerprinting and authenticating vanous magnetic media);
U.S. Pai. No. 5.930,369 (Sixure spread spectrum waier-
marking for nuilumedia data). U.S. Pat. No. 5,933,498
(System for controlling access and distnbuuou of digital
pruperty; U.S. Vat No 5.943,422 (Steganographic tech-
niques for securely delivering electronic digital rights man-
agement control information over insecure communication
channels); U.S. Pat. No. 5,94(i,414 (Encoding data in color
images using paitcrncd color modulated unagc regions).
U.S. Pat. No. 5,949.885 (Method for protccung content
using svatcnuarkui ). IJ.S. Pai. No 5,974,548 (Media-inde-
pendent docuinent security niethod and apparatus); U S Vat
No 5,995,625 (lilectronic cryptographic packing): IJ 8 Vat
No. 6,002.772 (Data nianagement system); U.S. Pat. No.
6.004,276 (Open architecture cardiology information sys-
tem); U.S. Pat. No. 6.006S28 (Computer soflwarc authen-
tication, pmiccuon, and security sysimn), U.S. Pai. No.
6,006,332 (Rights management system Ibr digital media),
IJS. Pat. No. 6,018,801 (Method for authenticating elec-
tronic documents on a computer network); U S Vat. No
6,02C8193 (Video ste anogmsphy); U S Pat. No 6,044,464
(Method of protecting broadcast data by fingerprintiiig a
conunon decryption function): U.S. Pat. No. 6,047,374
(Method and apparatus for cmbcdduig mithcntication uilbr-
mauon w itlun digital dais). U.S. Pat. No 6,049,627 (Covert
digital identifying indicia tiir di ital image); I.J 8 Vat. No
6,061 451 (Apparatus and method for receiving and decrypt-
in encrypted data and protecting decrypted data from
illegal use): U.S. Pat. No. 6.064.737 (Anti-piracy system for
wirclcss tclcphony); IJ.S. Pat. No. 6,064,764 (Fragile waier-
marks for detecting tampering in images), U.S. Pat. No.
6,069,914 (Watcnnarking ol'unage data using MPEG/JPEG
coeflicients): IJ 8 Pat No. 6.076,077 (Data management
system), U 8 Pat No 6.081.793 (Method and system fiir
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sccurc computer moderated votuig), each of winch is
expressly incorporated herein by reference

Conlputer System Security
U S Pat. No 5.gg1,225 (9)0&ah. Mar. '), It)t)9). expressly

incorporated herein by reference, relates to a security moni-
tor for control lin functional access to a computer system. A
sccunly momtor controls sccunly funcnons Ior a computer
system. A user dcs&ru&g access lo Ihe system mpuls a user
identification and pass&vord combination, and a role the user
to assume is selected fronl among one or more roles defined
in the system. Upon being validated as an autlxhrized user
performing a particular role, the user is then authorized to
perform certain functions and tasks specifically and to see
information associated w&th that rulc (and opnmally thc
worl ~Cup thc user &s assigned). For some users, no role or
a "null" mll is chosen. and authorization filr certain func-
tions and tasks &s accomplished due to that particular user
having been predefined by an administrator as being allowed
to perform those functions and tasks. usually due to the
predefined privileges associated with the work group(s) to
winch the user belongs

U.S. Pat. No. 5.937,06g (Audcbcn, Aug. 10, 1999),
expressly incorporated herein by reference„relates to a
system and method for user authentication employing
dynamic encryption variables. 'I'he system includes a hrst
card-like unit adapted to commiulicate with a second unit
giving only conditionally access to a function. Both units are
capable of ruiu»ng sofiwarc fi&r gcncratmg a password by
means of encrypt&on oi' plurality of dynamic variables
pmduced sepaoately but in concert (so as to have a prede-
termined relationship. such as identity, with one another) in
the units The encryption is carried out in each unit by a
public algontlun using a dynamically varying encryption
key. Each tnne an access request is issued by a card user, the
key &s moddicd as 0 funct&on of II&e number of access
rcxfucsts pret iously fonnulatcd by thc card user. Access to
thc function is granted when thc passwords gcncralcd in the
units have a predetermined relationship (such as ident&ty)
with each other. In a "v&rtual token" iinplementation. the hrst
unit can be 0 smart card, which stores the dynamic key and
the variable representing the number of formuLated authen-
l&C&i&It&&1 ICSUC919 dlld CXCCUICS dll cl&Capp&to&1 sligo&1!hilt,

Slut&II Calf &Cadet dlld d CotllpUlcr S&ICh dS 0 pCISO&101 Ctiili-
pulcr. Either Ihc smart card reader or lhe personal computer
can generate the t&nie dependent variable In a "softv are
token" implenlentation, the functions of the first un&t are
perfihrnled by a personal computer, thus eliminating the need
for a smart card or 0 snha&a card reader.

U.S. Pat. No. 5,949.gg2 (Angelo, S&30 7, 1999), expressly
incorporatixl barmn by rcfcrcnce, relates to 0 me&I&od and
dppBI'I&Itis Iol dllo w lllg Bcccss 10 sccilrcil co&apl&le& lcsoiilccs
bar utilizing a password and an external encryption algo-
rithm. A method for perniitting access to secured computer
resources based upon a tv o-piece user veriTication process &s

provided. In one embodiment, the user verification process
is carr&cd oul during a secure power-up procedure. A! some
poult dunng thc secure power-up procedure. Ihc computer
user is requ&rcxf lo provule an extcnial token or smart card
that is coupled to the computer thnlugh specialized hard-
ware I'he token or smart card is used to store an encryT&tioo
algoritlun h&mished w&th an encryption key that is unique or
of linlited production. The computer user is then required to
cnlcr a plain text user password. Once enlcred, lhc user
p099V:Old B CIICrvpl&XI 119&llg lhC ci&C&yptlo&1 Blgolllhln Co&1-

till&lcd i&1 lhc cxlclilal toke&1 10 crcdlc 0 pcllphcrill pB99&word.
'I'he peripheral password is compared to a value storM in
either secure system menlory or in meinory contained &vithin
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the secured resource is permitted. In an alternate embodi-
ment, the two-piece authentication pmcess is conducted
dunng normal compmer operation outs&de of the secure
power-on sequence. In this embodiment. the user password
is entered by means of a secure keyboard communications
chiulncl In cithcr cmbodmienL the two-p&ecc nature oi'he
authorization process requires the prcsencc of both lhe user
password and the external token &n order to generate the
peripheral password

U.S Pat No 5,953.419 (I.ohstroh. et al, Sep 11, 1999),
expressly incorporated herein by reference, relates to a
cryptographic file labeling system for supporting secured
access by nuit&pie users. A system &s ihsclosed Ihr mito-
maucally distnbuling sixured vers&ons of 0 file dccOpt&on
key to a plurality of hie users by way of the file's security
label. The label is defined to contain a plurality of Access-
('ontml-I intries Recorifs (A( I &R's) &vhere each A('I!R
includes a respective secured version of the file decryption
key. Each such secured version is decipherable by a respec-
t&vc ACER private kcy. EaCh ACER may include rcspimtive
other dale such as: (a) ACER-unique &dent&fying data Ior
uniquely identif'ying the A('1&R or an associated user; (b)
decryption algoritlun identifying data for identifying the
decryption process to be used to decrypt the encrypted data
portion of the file; and (c) special handling code for speci-
fying special handlin for the code-containing ACER. The
label is prefbrdbly coi cred by a d&g&tel s&gnaturc but includes
an cxlcnsion bulfer lhal &s nol covered by thc ihgtLil signa-
ture Users who &vish to have an A('IIR of their own added
to the label may subnlit add-on requests by writing to the
extension buffer

U.S Pat. No. 5.956.400 (Chaum. et al., Sep. 21. 1999),
expressly incorporated herein by reference. relates to par&i-
t&oned iniomiat&on siordge systems w &th controlled re&naval.
An ulfonnal&on storage system includes one or more udor-
tlliilloll Upilale IC&lllllld19. &i illappCI, Olio Or &1&OIC parlial-
databases, and one or more query terminals. exchanging
messa es over a set ot conhmun&cat&0&1 channels An iden-
tifier-mapping mechanism provides (to Bn update terminal)
a method for delegating control over retrieval of the data
stored at thc part&al-databases to one or morc mappcrs.
typ&cally opcmtcd by onc or morc truslcxf third perl&cs.
Update tcrmuials supply uiformat&on. wluch is stored in
fragmented foun by the partial-databases l)ata-fragment
identifiers and pseudonyms are introduced, preventing unau-
thorized de-fragmentation of information thus providin
compliance to privacy legislation while at the same time
allowing query terminals io re&neve (part oi') Ihc stored dale
or learn prtipcrllcs of lhc slot ix! iIBL'i. 11&c &nappe& Is Ilcccs-
sanly involved in both opcral&ons, allow&ng dale access
policies to be enforced and potential abuse of stored intilr-
mat&on to be reduced lntroduct&on of multiple mappers acts
to distribute infomlation retrieval control among multiple
tnisted tlurd parties. Introducing so-called "groupers*'ncrcascs

thc efhc&cncy of data rclricval for a conunon sel of
qucncs and further rcduccs potential abuse oi'nl'ormal&on.
Sec, Sce, David Cluium. AChiev&ng Electronic Pnvacy.
Scientific American. August 1992, p 96— 101

U S Pat. No 55)56,050 ((iritfin, et al, Sep 2g, 1999),
expressly incorporated herein by reference. relates to a
tnisted dele ation system. A trust mana er examines each
ncw class bcforc it &s allowed to ex&mute by cxamuun a

policy Iile wluch uicludes data structures defining sccunly
policics of thc Use& sv'stc&11. 0 ccrtlflcBIC Icposllory Iol
stonng a plurality of certihcates. a certificate being a data
record which is digitally signed and which cenifies claims
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relevant 10 a security evaluation, a code exiunuier adapted to
analyze the portion of code to determine potential resource
use of the portion of code and a trust evaluator adapted to
evaluate certihcate requirements of the ponion of code
based on policy rules extmscted from the policy file nnd the
potential resource use specified by the code examiner The
trusi evaluator also dctcnnincs, Irom ccrulicalcs from the
cirltlicale repository and a code tdcntilicr tdcnltfyutg the
portion of code. whether execution of the portion of code is
alloived by the policy mles given the potential resource use, Io

the code supplier and applicable certificates (:ertiticates and
policies can be specified in hierarchical fomi, so that some
levels of security can be delegated to trusted entities.

U.S. Pal No. 5,978,475 (Sclnieicr, et al., Nov. 2. 1999),
cxprcssly incorporated hcrcin by rcii:rance, relates to an
event auditing systeni hi niany computer applications. sen-
sitive information niust be kept on an untntsted maclune.
)uch inforniation must be protected against attackers, as
well as against partially tnisted entities to be given partial,
but not total, access to the stored iniiirmation. A method, Io
apparatus mid computer-readable dais structure are provided
for uilubiting an attacker from accessing or corrupluig
information stored by an untmsted rnachine More specifi-
cally. in a lo file generated during a process in v hich the
untnisted niachine is in liniited comnnuiication with a
tntsted machine. entries genemsted prior to the attack remain
secure (they cmmot be modified without detection), even
though subsequent cnlncs can not bc trusted. Onc embodi-
meni also allow s a partially trusted vco lier 10 r mid and vcniy
entries in the log hie. but not to change them without sc
detection In another embodinient, operating with or without
the tnisted machine. the untmsted machine's log tile can also
incorporate lo files of other processe~.

U.S. Pat. No. 5.991.878 (McDonough. et al.. Nov. 23,
1999), expressly uicorporated hcrcui by rcfi:rance. relates to ss
a system and method for contmlhng access 10 tnionnalton in
a distnbulixl computing system. A request Ihr Ihc inlhmia-
tion is received and is accompanied by encrypted session
state data. Based on the encrypted session state data it is
determined whether to pass the request on to a source of the 40

information. In a memory bufi'er, old data is rep)aced by
ovcrw nting with a unique nlenulier. After the memory bufii r
luis rect ived ncw dale and a proccdurc has been executed for
copymg ihe contents of Ihe memory bufii:r lo a destmalion,
it is determined whether the unique identifier may be found
at the destination.

U.S. Pat. No G.070.239 (McManis, May 30. 2000),
expressly incorporated herein by reference. relates to a
system mid method for cxcculing veriliable programs wilh
facility lor using non-vcriliablc progranw from lrustcd 0

sources. A computer system uicludes a program cxecutcr
tltat executes verifiable archttecntre neutral progranls and a
class loader that prohibits the loading and execution of
non-verifiable pmgmsms unless (A) the non-verifiabl pro-
gram resides in a tnisted repository of such pro~ms, or (B) s.
the non-verifiable program w indirectly verifiable by way of
J digital signature on the non-verfiiablc program tlril proves
the program was produced by a trusted source. In thc
preferred embodiment, verifiable architecture neutral pro-
grams are Java bytecode programs ivhose integrity is veri- ic
fied usin a Java bytecode progrmn verifier. The non-
verifiable programs are generally architecture specific
compiled programs gmterdtcd with lhe assistance of a com-
piler. Each archttccturc speciiic program typically uicludcs
two signatures, includuig onc by the comptluig parly and ss
one by the compiler I:sch digital signature includes a
sigtiing party idetitiiier and an encrypted messaae. The

micryptcd mcssagc includes a message gmtcmted by a
predefined procedure. and is encr)Tiled using a private
encryption key associated ivith the signing party A digital
signature verifier used by the class loader includes logic fiir
processing each digital signature by obtaining a public key
associated with the signing party„decrypting the encrypted
message of thc digital sigttature with that public key so as
gciiel'tile 11 dccrvplcil rtit'sad Six gciicrdliiig a Ical IiicssBgc bv
executing the predefined pmcedure on the architecture spe-
cific pmgram associated ivith the digital signature, compar-
ing the test message with the dec rypted niessage, and issuing
a failure signal if the decrypted messa e digest and test
messa e digest do not niatch.

U.S Pat. No. G,079.021 (Abadi, ct al., Jun 20, 2000).
cxprcssly utcorporalcd herein by rcii:rance, rclatcs io a
method and apparatus for strengthening passwords for pro-
tection of computer systems A computer-implemented
method provides access to pmcesses and data using,
strenmhened passv,ord. During an irutialization phase. an
access code is stored in a meniory of a computer system. The
dCCCSS CoilC 15 Bii BppliCdlloti 01 il 011C-Wav 11BS11 fiiiiC111111 10

a concatenation of a password and a password supplement.
1'he size of the password supplement is a fixed number of
bits Duritig operation of the systetii, a user enters a pass-
u 01'd,;Iitd thc otic-w'I)'lash fliiictioil Is applictl to coiicat-
enations of the passtvord and possible values having the size
of the password supplement to yield trial access codes.
Access is granted when one of Ihc trail access codes is
identical to the stored access code.

See:
U S Pat. No G,141,758 (l3anantar. Method and system

for maintaining client server associations in a distributed
computing system), expressly incorpomsted herein by refer-
ence.

M Abinli, M. Burrows, B. Lampson, G. Plotktn A Cal-
culus for Access Control in Dtstnbutcd Systems

Computer Sccunly Dcvmes
U.S Pat No. 5,982,520 (Ketser, et al, Nov 9, 1999),

expressly incorporated herein by reference, relates to a
personal stars e device for receipt. stomge. and transibr of
digital Infounation to other electmnic devices has a pocket
sized crush resistant casuig with a volume of less than about
tcn cubic ccntimetcrs. A processor ts postuoncd wtthut thc
ciisiiig ciivil)'iid Jtlaclicd 10 lhc crilsli I'csislaiil c"isiiig.
v bile a memory niodule also positioned within the casing,
cavity is configured to store received executable applications
and data. An infrared transceiver is mounted on the cnish
resistant casing and in electronic conmuinication with the
processor and memory module to provide for rimmpt and
storage oi'cxccutablc applications, and receipt, storage, and
transfi:r of digital inlonnalion to other electronic devices.
1'he digital information stored by the personal storage device
can be intermittently synchmnized with other electronic
devices.

U.S. Pat. No. 5,991,319 (Benhanmiou„et al.. Nov. 23,
1999), cxprcssly incorporated herein by rcii:rance, relates to
d sccttrc Iltciltory h'dviilg itiulliplc security levels. A sccttlixl
memory composes a first level secunty zone havuig an
access code controlling access to the secured memory prior
to an issuer fuse beina bloivn. a secunty code attempts
counter preventin access to the secured memory when n

predetermined number of attempts at matching the access
code have been made poor lo rcsctting thc secunty code
dltctiipts coitiitcn B pluraltlv 01 Bpplic J11011 zotics. cdcll ol lllc
pliirdlilv of Bpplicalloil zotit:s coilipiisiiig. a slot dgc Illciliilry
zmie, an application security zone having an application
zmie access code control)in access to the storage memory
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zone after an issuer I'use has bccn blown. Bn application zone
security code attentpts counter preventing accexs to the
application zone tvhen a predetermined number of attempts
at nlatchin the application zone access code have been
made prior to resetting the application zone security code
attempts counter. an emsse key partition bavin an erase key
code conti'olhng cruse dcccss Io lhc sliuagi: nli:nlorv zone
dficr an issuer fuse has been blown, wld an erase kcy
attenlpls counter preventing erase access to the application
zone tvhen a predetermined number of attempt ~ at matching
the erase key code have been made prior to resetting the
erase key attempts counter.

U.S. Pat. No. 5.999.629 (Heel. et al., Dec. 7. 1999),
cxprcssly ulcorporatcd barmn by refi:rance, rclalcs to a data
wlcrypnon security module. Encrypuon keys used lo mlcrypl
such messaaes need to be managed in a highly secure
manner A unique device encryption key is genemsted, a
cryptographic key fornted from a unique identilication key
and an associated public key. and at least one program
encryption key, in which the public key is generated as a
funcuon of llu: uluque ldwttilicalion key. The module then
cncrypts die unique Identiiication key and progmm encryp-
tion key using said device encryption key and stores the
encrypted result in memory internal to security module,
thereby securing the keys against misappropriation in addi-
tion. the module provides a mechanism for using the pro-
gram encryption key to encrypt information that it receives
front Bn t:xtcrnBI soUri:c Bail stole lhc I:nclypu:il nlfonnanon
nl nlcnxlrv':xli:tllal 10 lhc si:ctully'liu!Ulc. Bnd li:sponslvc
to receiving fmm a requester a request fiir the progrant
encryption key, encrypting the program encryption key,
using a symmetrical encryption key generated as a function
of a public key enemted by a security module associated
with the requester. The former security module then supplies
thc encrypted progrtun encryption kcy lo Ihc requester

U.S. Pat. No. 6.034,61S (Tatcbaydslu, ct al., Mar. 7,
2000), expressly ulcorporated hcrcul by rcfi:rance. relates to
a device authentication system that alkiws the authentication
function to be changed A decoder apparatus genemstes a
random nmnber for authenticating the optical disc drive
appamstus and sends it to the optical disc drive apparatus as
the clnllenge datu. Thc optical disc dnvc apparatus selects
onc oul of sixlccn claimant functions stored in Ihc claunanl
funcnon unit and calculates Ihe function value, which il
sends lo the decoder apparatus as the response data 'the
decoder appamstus conlpares the response data with sixteen
function values to that are obtained using the sixteen veri-
fication functions stored in the verification function unit. and
aulhcnncales Ihc optical disc drive appardlus when a! least
one ol'he funcuon values matches the response data

U.S. Pal. No. 6.041.412 (Tunson, cl al.. Mar. 21. 2000),
expressly incorporated herein by reference, relates to an
apparatus and a method filr providing access to a secured
data or area. includes at least tv o secure data modules which
contain security data and other information and which
belong to a particular security schmnc and a dual module
reader lor readutg data and pcmlissions ulstrucllons con-
tained on thc sccurc data modules. The two secure data
modules include an enabling module and an interrogatable
module. 'I'he interrogatable module and the enabling module
communicate with each other via a dual module reader.
Conununication between the two modules is allowed ns long
as Ihc lwo modules arc mcmbcrs of thc name securily
scheme. A scheme ts dclincd by suitable propnclary cncryp-
non keys for enabling communication and data tralnfcr
betiveen lhe two modules belonging to a comnxw scheme
and for preventing co mntuni cation and data transfer behveen
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two modules bclongmg to dilli:rent schemes. Thc commu-
nication bettveen the hvo modules provides an improved
data security and access contml system that eliminates the
need for multiple passtvords for various operations and also
prevents problems associated with conventional access
cards that are used in conjunction with passv ords

U.S Pat. No. 6,061.451 (Muratani, ct al.. May 9. 2000),
expressly ulcorporatixi herein by refi:rcncc, relates lo an
apparatus and method for receiving and deciypting
encrypted data and protecting decrypted data from illegal
use A data receiving apparatus is formed of a set top unit
connected to a network and a security module Digital video
data. suppiied from the netlvork and scrambled according to
a lirsl system, Is scrambled according to a sixond system in
a scrwnble circuit ul Ihc sci top unit, and n supplied lo thc
security module I'he data is descrambled accordutg to the
first systein in a descramble circuit in the secmity module,
and is transferred back to the set top unit 'I'he data is
descrambied according to the second system In a descramble
circuit tn the set top unit, and is outputted to an image
display tcnninal via wl MPEG decoder.

U.S Pat. No. 6,069,647 (Sulhvan, ct al., May 30, 2000),
expressly incorporated herein by reference, relates to a
cmtditional access and content security nlethod An interface
unit, connected to a proarammable wtit, is capable of
containtn a time-sensitive key. The pmgmsnunable unit is
allowed to receive digital content from the Interface unit
upon cslablislung that ihe tune-sensihvc key n also con-
tained thcrctn.

See, IJ.S. Pat No. 6,131.090 (liasso, Method and system
for providing controlled access to infilrnlation stored on a
portable recording medium): and IJ 6 Pat No 6,125,IS6
(Saito. Encryption Conmlunication System Using an Agent
and a Storage Medium for that Agent). expressly incorpo-
rated hcrctn by rcfcrcnce.

Computer Network Fircw all
U.S Pat. No. 5,944,S23 (Jade, cl al., Aug 31, 1999),

expressly incorporated herein by reference, relates to a
system and method for pmviding, outside access to computer
resources tltrough a firewall. A firewall isolates computer
and netvvork resources inside the firewall from networks,
computers wld computer applications ounidc thc lircwdll.
Typically, the inside resources could be pnvately owned
databases and local arcs networks (LAN's), wtd outside
objects could include individuals and computer applications
opemsting through public communication nehvorks such as
the internet. Usually. a firewall allov, s for an inside user or
object to ori inate connection to an outside object or net-
work, bul does nol allow for connixuons to bc generated in
the rcvcrsc direction, I.c. from outside ut. The system
provnlcs B special IUnnchng nli:i:hanlsm. Upcldlhlg on
both sides of a firetvall, for establishing such "outside in*'mtnectionswhen they are requested by certain "trusted*'ndividuals

or objects or applications outside the firewall.
The Intent here is to nlinimize the resources required for
cslablislung "lurulclcd*'onnections (connccttons Ihrough
thc incwBII thill drc clltx'llvclv lcxlttcstixl front ottnlilc).
while also minumzulg thc secunly nsk involvixi ul permit-
ting such connections to be nlade at all The mechanism
includes special tunneling applications, nutning on interface
servers inside and outside the firewall. and a special table of
"trusted sockets" created and maintained by the inside
tunnelulg apphcalion. Enlnes In Ihc trusted sockets table
dclinc objcxls inside thc lircw all consisnng of special insula
ports, a tclcconunulucanon protocol Io bc used at each pots,
and a host object associated with each port. I iach entry is
"tnisted" in the sense that it is supposedly known only by
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uldlvldUdls iulthorlzcxl to hllvc huulchug Bcccss lhloUgh
the tirev all from outside 1 hese applications use the table to
effect connections through the firewall in respimse to outside
requests identifying valid table entries

U.S. Pat. No. 5.968.176 (Nessett. et al., Oct. 19. 1999),
expressly incorporated herein by reference. relates to a

multilayer lircw all syslmn. A ay slam pmvidcs lor cslabhsh-
ing security in a network Ihal ulcludes nodes having secunly
functions opemstmg in nlultiple protocol layers. Multiple
netivork devices, such as remote access equipment. routers, la
switches, repeaters and nehvork cards having security func-
tiom are configured to contribute to implementation of
distributed firev, all functions in the nehvork. By distriburing
Iircwall I'unctionahty Ihroughout nmny layers of lhc nchvork
in a iariety of network devices, d pcrvasivc Iirewall is
implemented. 'I'he pervasive, nniltilayer firewall includes a
policy dehnition conlponent tlmt accepts policy data that
defines how the tirewall should behave. 1he policy detiiu-
tion component can be a centralized component. or a com-
ponent that is distributed over the network. The nmltilayer Io
lircwall also ulcludes a collechon oi network devices llml
arc used to enforce thc dciined pohcy. tile security func! Iona
operating in this collection of network devices across mul-
tiple protocol layers are coordmated by the policy definition
component so tlmt particular devices enforce that part of the
policy pertinent to their part of the netv'ork.

U.S. Pat. No. 5.983,350 (Minear. et al.. Nov. 9. 1999),
cxprcssly incorporated hcrcin by reli:rance, relales to a
sccurc Iircwall supporting difli:real lcvcls ol milhmllicalion
based on address or encryption status A system and metlxld lc
is pmvided for regulating the flow of inessages through a
firewall having a netlvork pnltocol stack, ivherein the net-
work protocol stack includes an Internet Protocol (IP) layer,
the nlethod comprising establishing a security policy. deter-
nnmng. al thc IP layer, If a message ls encrypted, if the ls
message Is not mlcryphxk passing Ihc unenrrypled message
up thc network protocol stack to an dpphcdtion les cl proxy,
and if the message is encrypted. decrypting the message and
passing lhe decrypted message up the network protocol
stack to the application level proxy, wherein decrypting the do

message includes executing a process at the IP layer to
ilcciypl Ihc utcssagc.

U.S. Pat. No. 6,009,475 (Sluddcr, Dec. 28, 1999),
cxprcssly incorporated hcrcin by reli:rance, relales to a
systenl and method for filter rule validation and administra-
tion for hreivalls llilter ndes on a firewall between a secure
computer network and a nonsecure computer network are
validated from a user interface. A user interface is presented
in which a test packet cdn bc dciincik Thc user interface
includes controls Ior dciirung values lor ahnbulcs of the lest o

packch w barmn llm Btlnbutcs oi lhc teal parkel are selcctcd
fmm a set of attributes of normal packets nol'iuaill'ellt
betiveen the secure and nonsecure computer nehvorks A
defined test packet is validated a ainst a set of filter rules in
the firelvall or matched against the filter rules ro determine 11

those lillcr rules with matclung atinbules lo lhe defined
peel cm When vahdahng, responsive to lhc lallure ol lhe lest
peel CS ul thc 1 elldahng step, Ihc filler rule ul lhc sol ol filter
rules that denied the test packet is disphsyed

U 8 Pat. No 6,052,788 (Wesinger, .Ir. et al, Apr. 18, io
2000), expressly incorpomsted herein by reference. relates to
a firewall„pmviding enhanced network security and user
transparency, filr unproved network sccurily and maxinnun
user comcniencc. Thc lirewall employs '*envoys'lml
exhibit lhc security robustness of prior-arl proxies and the ss
transparency and ease-of-use of prior-art packet filters. conl-
bining lhe hest of both worlds No traffic can pass through

thc Iircw all unless lhe lircw all has estabbshed an envoy for
that traflic. I loth connection-onented (e g, I'( P) and con-
nectionless (e.g, UI)P-based) services may be lmndled
using envoys I istablislunenl of an envoy nlay be subjected
to a myriad of tests to "qualify" the user. the requested
conununication. or both. Therefilre„a high level of security
may bc aclucved. lhc usual added burden of pnor-mt pmxy
s)'steals ts ilvoukxi ul SUch d wd)'s to achieve Iidl lldns-
parency the user can use standard applications and need
not even knolv of the existence of the firewall To achieve
full trmlsparency, the tirewall is conhgured as two or more
sets of virtual hosts. The fireivall is. therefore, "nndti-
homed," each home being independently configumsble, One
sel oi hosts responds hl addresses on a lirst network inlerface
of the Iircwall. Another sel ofhosts responds to addrcsscs on
a second nehvork interface of the tirewall. In ime aspect,
piogramnmbie tnsnsparency is achieved by establishing,
I)NS mappings behveen renlole hosts to be accessed through
one of the network interfaces and respective virtual hosts on
that interface. In another aspect„mltomatic transparency may
bc aclueved using code for dynmnically mappulg rmuoie
hosts to virtual hosts in accordance with a tccluuque refi rred
to herein as dynamic l)NS, or Dl)NS

U.S Pat. No 6,061.797 (lade, et al. May 9, 2000),
expressly incorporated herein by reference, relates to a
system and method for providing outside access to computer
resources tllrough a firewall. A firewall isolates computer
and network rcsourccs ulside tlu: Iirewall Ikom networks.
computers mid computer applications oumidc thc lircwdll.
'I'ypicaily, the inside resources could be privately olvned
databases mid local area netv orks (I AN's). and outside
objects could include individuals and computer applications
operating tluough public conununication networks such as
the internet. Usually. a tirewall allov, s for an inside user or
oblect to originate colulcclion to an outside oblect or net-
work, bul does nol allow for connixuons to bc generated in
the rcvcrsc direction, I.c. from outside ul. The system
pmvides a special tumleling mechanism, operatulg on Ixlth
sides of a firewall, for establishing such "outside in" con-
nections when they are requested by certain "tnlsted'* indi-
viduals or objects or applications outside the firewall. The
lnh:nt hclc ls lo nuuluuzc lhc IOBUUrccs rcqulrixl Iol cstab-
hshulg tunnclcii connections (connections IhroUgh lhc
iirewall that arc cfli:clively requested I'rom oumidc), wlulc
also minimizing the security risk involved in permitting such
colUlcctlolls to be made al all. 'I'he mechanism includes
special tunneling applications. running on interface servers
inside and outside the firelvall. Bnd a special table of "trusted
sockets clelltcd ilnd nldlnhlhuxl b)'hc ulsldc IUUUE'hng

apphcdlion. Enhtcs ln thc truslixl sockets table dciine
oblects inside the Iirew all consistulg of special Inside ports,
a telecommunication protocol to be used at each port. and a
host object associated ivilb each port I:ach entry is"trusted*'n

the sense that it is supposedly known only by individuals
authorized to have "tunneling*'ccess through the firewall
from outside.

U.S Pat. No. 6.061.798 (Colcy, ct al., May 9. 2000).
cxprcssly utcorporatcd herein by rcii:rance, rclatcs io a
firewall system for protecting network elements connected
to a public network I'he firewall operates on a stand-alone
computer connected betlveen the public network and the
network elements to be protected such that all access to the
protected network clmnenls must go through lhe Iirewall.
The ftrcwall application ruruung on thc stand-alone com-
puter is prcfcrably lhe only apphcdhon runlung on Ihal
machine. I'he application includes a variety of proxy agents
that are specifically assigned nl an inconling request in



69
US 7,181,017 Bl

70
accordance with thc service pmtocol (I.c., pot( niunber)
indicated in the incomin access request. An assi ned proxy
agent verifies thc mithonty of an incoming rcqucst to access
a nettvork element indicated in the request Once venfied,
Ihe proxy agent complctcs the connccuon to Ihe protected
netivork element on behalf of the source of the inconting
request.

See also. IJ.S Pat No 6,075,860 (Apparatus and method
lor authenticduon and encryption of a remoIC tcrmuial over
a wireless link); U 8 Pat No 6,061,798 (liirewall systent
for protecting network elements connected to n public
netivork): U S Pat. No 6,061.797 (Outside access to cont-
puter resources through a firewall); U.S. Pnt. No. 6.052.788
(Fircwall providing enhanced network security and user
transparency): U S Pat. No 6,047,322 (Method nnd appa-
ratus Ibr quahty of service nutnagcment), IJ.S. Pat. No.
6.041,355 (Method for tmnsferring data betiveen a nettvork
of contputers dynamically based on ta information): U.S.
Pat. No. 6.012.088 (Automatic configumtion for internet
access device), U.S. Pat. No. 6,003,084 (Secure network
proxy Ihr connecting mtuucs), U.S. Pdn No. 5,999.973 (Use
of web technology for subscriber management activities),
U.S. Pat No 5,9')1,731 (Method and systetn thr interactive
prescription and distribution of prescriptions in conducting
clinical studies), U.S. Pat. No. 5.983.350 (Secure firewall
supporting difierent levels of authentication based on
address or Oner)litton status), U.S. Pat. No. 5,968,176 (Mul-
ulaycr firew all system), U.S. Pat. No. 5,960,177 (Systmn for
performiim remote operation between

firew el

-equipped net-
works or devices); U S Pat No. 53)58.016 (Internet-web
link for access to intelligent nenvork service control): U S.
Pat. No. 5„950„195 (Oenerafized security policy manage-
ment system and method): U.S. Pat. No. 5.944.823 (Outside
access to computer rcsourccs tluough a lircwall). U.S. Pat.
No. 5.928.333 (Electronic mail management system for
operation on a host computer system): U.S. Pat. No. 5,918,
227 (On-line directory service with a plurality of databases
and processors); I J S Pat No. 5,915.087 ('I'ransparent secu-
rity proxy for unreliable message exchange protocols): U.S.
Pat. No. 5.915.008 (System and method for chnngin
advanced intelli ent network services from customer pre-
mises ixpiipment), U.S. Pat. No. 5,909.493 (Method and
Sv'SICI11 for dtagtloSIS Btid coiltrol Of IlldClltllCS Uslllg Cotul~-
tionless modes of conimunication); IJ 8 Pat. No 5.8')8.830
(Iiireivall providmg enhanced netvvork security and user
transparency): U.S. Pat. No 5.870.744 (Virtual people net-
working); IJ.S. Pat. No. 5,845.267 (System and method for
billuig for transactions conducted over thc uitcmc1 from
witlun an intranct), U.S. Pat. No. 5,835.726 (System for
sccunng die flow of and selectively modifyuig packets in a
compmer network); I.J 8 Pat. No. 5,826,029 (Secured gate-
way interface): U 8 Pat No 5,826,014 (Firewall system fiir
protecting neuvork elements connected to a public network),
IJ.S. Pat. No 5„812„398 (Method and system for escrowed
bacl up of hotelled world wale wcb si(ea), U.S. Pat. No.
5.805,803 (Sccurc wcb tunnel): U.S. Pat. No. 5,784,463
(Tol en distnbution, registration, and dynanuc conliguration
of user entitlement for an application level security systent
and niethod); U S Pat No 5,632,011 (Electnauic mail
managentent system for operation on a host computer sys-
tem); IJ.S. Pat. No. 5,623,601 (Apparatus and method for
providuig a secure gateway for conunumcation and data
exchanges bctwccn networks). U.S. Pat. No. 6,141,755
(Doitd. Fircwall secunty apparatus for lngh speed circuit
switched nettvorks), each of w:hich is expressly incorporated
herein by reference.
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Virtual Private Network
U S Pat. No. 6,079.020 (l,iu..iun 20, 2000), expressly

incorporated herein by reference, relates to a method and an
apparatus tbr managing a virtual private network openIting
over a public data network. This public data networl has
been au mented to include a plumlity of virtual private
network gateways so that comnninications across Ihc virtual
pnvatc network are chdnnclcd tlirough the viruial pnvate
network gateways One embodinieiit includes a system that
openItes by receiving a command specifying an openItion on
the virtual private network I'he system deterniines which
virtual private netv,ork gateways are afi'ected by the com-
mand. The system then autontatically translates the com-
llltllld 111(o Collftgllldttoti paidlllt:ICIS for vlr(UBI pllvBIC IICI-

Work gd(CWBVS Bflbi'Iixl by tile Cotlllllalld. Tile'Sc
configuration paranieters specify how the virtual private
network gateivays handle contmunications between specific
gmups of addresses on the public data network. 1 he system
then transmits the configuration parameters to the virtual
private network gateivays afi'ected by the conunand, so that
the viruial prnate ac(work gateways are conftgurixi to
implmnent thc conunand.

See also. IJ 8 Pat No. 6,081,9(X) (Secure intranet access);
U.S. Pat. No 6,081,533 (Method and apparatus for an
application interface module in a subscriber terminal unit);
U.S. Pat. No. 6.079.020 (Method and appamtus for manag-
ing a virtual private network), U.S. Pat. No. 6,078,946
(System and method for management ofconnection onentcd
networks); U.S. Pat. No. 6,078,586 (ATM virtual pnvatc
networks); U 8 Pat No 6.075.854 (ltully flextble routing,
service for mi advanced intelligent networkk U.S Pat No
6,075,852 (I'eleconinninications system and method fbr
processing call-independent signaling transactions): IJ.S.
Pat. No. (I„073„172 (Initializing and reconfigurin a secure
network interface), U.S. Pat. No. 6,061,796 (Multi-access
virtual private network), U.S. Pat. No. 6,061.729 (Method
dill Sy'S(CIU lol CoillllilllllCII(lllg SCrvlcc ltlforliiaiioil ill Bll

advanced intelligent network); I J 8 Pat No 6,058,303
(System and method for subscriber activity supervision);
U.S. Pat. No. 6.055,375 (Virtual pnvate netv orl system and
method); IJ.S. Pat. No. 6.052,788 (Firewall providing
enhanced ac(work secunty mid user transparency): U.S. Pan
No. 6,047,325 (Network dei icc for supporung construction
of virtual local arcs ac(works on arbitrary local mid wide
area computer networks); U.S. Pat. No 6.032.118 (Virtual
private network service pmvider fiir asynchronous transfer
mode network): U.S. Pat. No. 6,029,0(i7 (Virtual private
network for mobile subscribers): U.S. Pat. No. 6.016.318
(Vutual pnvate network system over public mobile dais
network and virtual LAN). IJ.S. Pat. No. 6.009,430 (Method
and system for pmvisioning databases in an advanced uitcl-
ligent network): U.S Pat No 6,(X)5.85'3 (Proxy VAIIPS'I'N
origination); U.S. Pat. No 6JX)2.767 (System, method and
article of manufacture for a modular gateway server arclfi-
tecture): U.S. Pat. No. 6,002,756i (Method and system for
llllph:111Cltttllg ill(ClltgCIII ICICCii111111UIIICB(iotl SCIvtCCS Utiliz-
ing self-sustaining, lault-tolerant obicct oncntcxf arclutec-
turc). each of winch is expressly incorporated hcrcui by
reference.

l)ionietric Authentication
U.S Pat. No. 5,193,835 (Sltamos. Mar l(i, 1993. Patient

and healthcare provider identification system), expressly
htcorporatcxf hcrcui by rcfbrcnce, relates to a paucnt and
hcalthcare provulcr idcnulication system wluch includes a
database of patient and hcalthcarc provider uifonnation
including the identity of each patient and provider and some
identification criteria (such as fingerpnnt data); a print
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scii&l&&t:I lor Iciiih&lg lhi: p&l&11 I&&for&ua&1011 1&on& s pBI&c&n or
pmvider: a control system for matching the print data read
by the scanner w&th the print data stored in menx&ry: and a
printer for punting labels or genemting stamps or other
visually perceptible medium for positively identifying the
patient or provider and creating a record of the identification.

U.S. Pat. No. 6,035,406 (Ilfoussd, cl al., Mar. 7, 2000),
expressly incorporated herein by rcfcrcncc, relates to a
plurality-factor security system The metlx&d and systeni
pmvide for simultaneously authenticating a user using two in

or more factors. such as both a password and a physical
token or both a password and biometric information. The
user presents a physical token including a storage device to
d proct:ssor and Bucmpts lo log &n usuig a first password. thc
processor uicludes a logu& scrv&ce wluch receives lhe first I

pass&Cord, accesses the stomge device to transform the hrst
pass&Cord into a second password, and authenticates the
second password using an operating system for the proces-
sor. The storage device includes encrypted infomtation
re arding the second password wlfich can be reLstively IU

easily delennincd &n rcsponsc to thc first password. but
winch ciuuiol bc rclal&vcly easily dclermmctl wilhout the
firs pass&vord. I'he system or the storage device may also
store information fi&r bion&etric authentication of the user

I.J 8 Pat. No 6,052.468 (I lillhouse. Apr. 18. 2000),
expressly incorporated herein by reference. relates to a
metlu&d is disclosed for impro&ing portability of secure
micrypuon key data Iiles. The method prov&dcs for rc-
sccunng kcy data files according lo dilli:rani secunty pro-
cesses for mobility I&or porting an encryption key secured &c

using a fingerprint authentication pmcess to a system having
Only a pass&vord m&thentication process, a user selects pass-
word mithentication process. provides a fiiigerprint and &s

authoriz&. provides a nev password and then the encryp-
non kcy &s accessed nccord&ng to lhc Iingcrprinl aulhcntica- &s

non process and sccurcd accorihng to the password aulhcn-
ucauon process. Tlus allows thc usc 01 spec&al&zcd secunty
hard&vere at one location while retaining an ability to trans-
port encrypt&on keys in a secure fashion to other locations,
&vhich do not have similar security hardware. U.S. Pnt. No. So

6.052,468 therefore pmvides a system and method for
increds&ng portab&l&ty of'ecure access codes, by providuig a
sysu:m comprising a cryplogmphic kcy micrypled mitl stored
in a ley daLi file Bnd a sccurixl kcy fi&r decrypling thc
cryptographic key wherein the secured key is stored &n a
secured fashion. a niethod of securing the secured key
comprising the steps of a) accessing stored data associated
with the secured key. the data indicative of an access method
from a plurality of access methods I'or dcccssuig the scmurcd
key; b) cxecutuig the u&d&cd&cd access method to access the o

secured kcy, c) sclcct&ng a method from die plurality of
niethods for securing the accessed secured key; d) securing
the accessed secured key according to the selected access
metlu&d: and. e) storin data associated with the secured key,
the data indicative of the selected access method. The key s.
may bc scmured by prov&duig user Bud&ca&ication uifomia-
uon. dcriting I'rom lhe user authcnlicat&on inf'onnalion a
second cryptograph&c kcy, encryplm lhc acccsscsl secured
key using the second cryptographic key; and the secured key
is accessed by the steps of providing user authentication ic
information; deriving from the user authentication infomia-
tion a tlurd crypto@ aphic key: and. decrypting the secured
key us&ng the third cryptographic key. A method ofaccessing
a securcxf crypto~Upi&c key is pmv&dtxl compns&ng the
steps t&f: B) acct:ssi&tg iIBIB iissoclalixl v'Ill& lhc si:cii&cil Ss

crypto raphic key to determine an authorization method
necessary to access the secured cryptographic key: b) pro-

ziti&&ig USCr alt&ho&1zdl&011 I&llonniil&011, d&&tl i:) i:X&XUII&lg lhC
deternnned authorization method to access the secured cryp-
tographic key based on the user authonzat&on information
pmvided. A further method is provided for securing portable
key data including encryption key information comprisin
the steps of: a) selectin a first authorization prncess fhom a
plurahly of authorization proccsscs for secunng the portable
kcy data, b) authenticating access to thc secured portable
key data according to a ditferent authonzation process,
removing the security fmm ihe portable key data; and c)
iniplementing security of the portable key data according, to
the first authorizstion process.

U.S. Pat. No. 6.076,1(i7 (Borza, Jun 13. 2000). expressly
incorporalixl herein by refcrencc. rclalcs to a method of
C&lhd&1CI&lg I&elwo&k SCCI&rilv lor B Coi&l&l&ii&lii al&0&1 SCSS&011

initiated between a first computer and a second other com-
puter liroin the first compmer io the second computer in
communications therewith a pn&cess for securing conunu-
nications therebetween is transmitted. One such process is a
biometnc characterization process for chamcterizin finger-
pnnts. Thc process is for execution on thc second compuier
and w sclectcd to be compatible thcrcw &th. Communications
from the second compmer to ihe first con&puter are secured
usiag the trmismitted process on the second computer and
usiag, on the first computer, a compatible process to the
transmitted process. The lu&st computer can modify or
replace the process or data particuLar to the pmcess befi&re

each session, duruig a sess&on, or at intervals.
Sct: d iso, U.S. Pat. No. 6,0S 1,900 (Secure u&lranct access).

IJ 8 Pat. No 6,081,750 (I irgonomic man-n&achine interface
incnrporating adaptive pattern recognition based contml
system); IJ S Vat NO 6,081,199 (I,ocking device for sys-
tems access to wlfich is time-restricted): U S Pat. No.
6.079,621 (Secure card for E-commerce and &dent&fication);
U.S. Pal. No. 6,078,265 (Fingerprint &dent&liest&on sccunly
system), U.S. Pal. No. 6.076.167 (Method Bnd svstcm for
improving sccunly ui network applications): U.S. Pau No.
6,075,455 (Biometric rime and attendance systen& with epi-
dermal topographical updating capabihty); U.S. Vat NO

6.072,894 (Biometric face reco~tion for applicant screen-
ing): U.S. Pat. No. (i,070.141 (System and method of
dSSCSSI&lg ll&C SUI&i&tv t&I d&1 tilt:util&i:d&1011 tl'ii&&SBi:11011 US&I&g B&1

idcntificat&on tfuahty score): U.S. Pat. No. 6,068,184 (Sccu-
nly card and system Ibr use thereof), U.S. Pal No. 6.064.
751 (Document and signature data capture system and
method); IJ S Vat. No. 6.056.197 (Inforniation recording,
method for preventing alteration, information recording
apparatus. and information recording medium): U.S. Pat.
No. 6,052,4GS (Method of sccurui a cryptographic key),
U.S. Pat. No. G,045.039 (Cardless automated teller transac-
t&ons): U.S. Pal. No. 6.044,349 (Secure and convmiienl
informatinn storage and retrieval niethod and apparatus);
IJ.S. Vat. No 6,044,155 (Method and system for securely
archiving core data secrets): U.S. Pat. No. 6.041.410 (Per-
sonal identification fob): U.S. Pat. No. G,040.783 (System
and method for remote. w&rclcss pos&nve Blent&ly vcrifica-
t&on), U S. Pal. No. 6.038.666 (Rcn&otc identity venficat&on
tcchnitfuc using a personal ident&lication device), U.S. Pal.
NO 6,038,337 (Method and apparatus for object recogni-
tion), IJ S Vat. NO. 6,038.315 (Method and system fi&r

normalizing biometric variations to authenticate users from
a public database and that ensures individual biometric data
pnvacy), U.S. Pal. No. 6.037,870 (Detector system for
access control, and a detector assembly for &mplmucnluig
such a system): U.S. Pal. No. 6,035,406 (Plural&ty-factor
security systein); IJ S Vat No. 6.035.402 (M&rtual certificat
mithority): IJ 8 Vat NO 1&.035.398 (('ryptographic key
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gcncrauon using biomctric data), U.S. Pat. No. 6,031,910
(Method slid sy&teili for tlte secure transmission and storage
of protectable information); U ) Vat No. /i,026,1616 (Digi-
tally certifying a user identity and a coinputer ay&tent in
combination)t U.S. Pat. No. 6,018,739 (Biometric personnel
identification system)t U.S. Pat. No. G,016,476 (Portable
ini'onnation and tramacuon processing system and method
utlllzlllg bioiiiCtrlC rlutltorlzaiioii allil digital CCI1ifiCatc SCCII-

rity); U.S. Vat No 6,012.049 (System tiir performing finan-
cial transactions using a smartcard); U.S. Vat. No 61,012,039
(Tokenles& biontetric electronic rewards system): U S Vat.
No. 6.011.838 (Memory card having a biometric template
stored thereon and system for usiitg same): U.S. Pat No.
6.009,177 (Enhanced cryptographic system imd method
with key escrow feature), U S. Pat. No. 6,006.328 (Com-
puter software authentication, protection, and security sys-
teni); I J 8 Vat No 6,003,135 (Modular security device),
U.S. Vat No. 6,002,770 (Method for secure data transnus-
sion between remote stations); U.S. Pat. No. 5.999.637
(Individual identification apparatus for selectively recording
a rcfi:rance paucrn based on a correlauon v;Ith comparative
patterns), U.S. Pat. No 5,999.09& (Elcctromc security sys-
tem): U.). Pat. No 5,9')5.630 (Biometric input with encryp-
tion); U S. Vat No 5,991.431 (Mouse adapted to scan
bionietric data); I J S Vat No. 5,991/429 (Vacial recognition
system for security access and identification); I J.S. Pnt. No.
3.991,408 (Identihcation and security using biometric mea-
suremcnts), U.S. Pat. No. 5,987.155 (Biometnc input device
with pcriphcral port), U.S. Pat. No. &,987,153 (Automated
verification and prevention of spoofing for biometric data),
U.S. Vat No. 5.986.746 flopographical object detection
systeni); U S Vat No. 5.984.366i (Unalterable self-verifying
articles): U.S. Pat. No. 5.982.894 (System including sepa-
rable protected component& and associated methods): U.S.
Pdt. No. 5,979,773 (Dual smart card access control elec-
tronic data storage and rerncval system and methods), U.S.
Pdt. No. 5,978,494 (Method ol'electing thc best enroll
image for personal identification); U.S. Vat No. 53)74,146
(Real time bank-centric universal payment system); IJ.S.
Pat. No. 5.970.143 (Remote-auditing ofcomputer enerated
outconies„authenticated billing and access control. and
software mctcnng system usuig cryptographic and other
protocols), U S Pat. No. 5,966,44G (Tnnc-bracketing infra-
structure implmnentauon), U.S. Pat. No. &.963,908 (Sccurc
logon to notebook or desktop coinputers); U.S. Vat No.
5.963,657 (Iiconomical skin-pattern-acquisition and analy-
sis apparatus for access control; system& controlled thereby),
U.S. Pat. No 5,954,583 (Secure access control system): U.S.
Pdt. No. 5.952,641 (Sccunty device for controlling the
access to a personal computer or to d computer tcnninal),
U.S. Pat. No. 5,9&1,0« (Security document contmning
encoded Ihsta block), U.S Vat No. 5,949,881 (Apparatus
and method for cryptographic companion imprinting); IJ.S.
Pat. No. 5„949.879 (Auditable security &ystem for rhe gen-
eration ofcryptographically protected digital dam): U.S. Pat.
No. 5,949.046 (Apparatus lor issuuig integmtcd circuit
cards), U.S Pat. No. 5,943,423 (Smart token system for
sccurc clcmtronic trdnsactioim and Identification), U.S Pat.
No 5.935,071 (I.iltra&onic biometric imaging and identity
verification system); U ) Vat. No 53)33„515 (User identi-
fication through sequential input of fin. erprints); I J.S Pat.
No. 5.933.498 (System for controlling access and distribu-
non 01'igital property), U.S. Pan No. &.930,804 (Wcb-
based biometnc authenucduon system and method); U.S.
Pdt. No. 5.923.763 (Method and apparatus for secure docu-
nient tinie&tamping): U 8 Vat No 5,920,477 (I lumen fac-
tored interface incorporating adaptive pattern recognition
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based controller apparatus): U.S. Pat No 5,920,384 (Opti-
cal imaging device); U S Vat No 5,920.058 (I lologmtphic
labeling and reading machine for authentication and security
applications): U.S. Vat No &.915,973 (System for admin-
istration of remotely-proctored„secure examinations and
methods therefor), U.S. Pat. No. 5.913,196 (System and
method for cstablishuig nlcntity of a speaker), U.S. Pan No.
5,913,025 (fricthod and apparatus for proxy authentication),
IJS. Pat. No. 5,912,974 (Apparatus and ntethod for authen-
tication of printed documents): U.S. Vat No 5,912,818
(System for tmtcking, and dispensing medical items): U 8
Pat. No. 5.910.988 (Remote image capture with centralized
processing and atom e): U.S. Pat. No. 5.907.149 (Identifi-
cauon card with delnnitcd usage), U.S. Pat No. 5,901,24G
(Ergonomic man-mdclmic uiterface uicorporating adapuvc
pattern recognition based control &ystent); U.S. Vat No
5,898,154 (System and niethod for updating secunty infiir-
mation in a time-based electmnic monetary system); U )
Pat. No. 5,897,616 (Apparatus and methods for speaker
verification/identification/classification employing non-
dcoustic dlld!Ilr iicoiistlc lnodcls and Ihitabases): U.S. Pat.
No. 5,892,902 (Intclligcnt tolen protected system widi
network authentication): U S. Pat. No 5.892,838 (Biometric
recognition using a classification neural nenvork): U.S. Vat

No 5,892824 (Signature capture/venfication systems and
methods): U.S. Pat. No. 3,890„152 (Personal feedback
browser for obtainin media files): U S Pat. No. 5,889,474
(Method and apparatus for udnsmitting subicct status uilbr-
mauon over a wirclcss commuiucations network): U.S. Pat.
No 5,881,226 (Oomputer &ecunty system), U.S. Vat. No
5,878,144 (l)igital certificates containing multimedia data
extensions); IJ 8 Vat. No. 5,876.926 (Method, apparatus and
system for verification of human medical data): U.S. Pat.
No. 5.875,108 (Ergononiic man-machine interface incorpo-
rating adaptive pattern recognition based control system),
U.S. Pat. No. &,872.849 (Enlmnccd cryptograpluc system
and method with key escrow fi:dture), U.S. Pat No. 5,872,
848 (Method and appamtus tiir v itnessed authentication of
electronic docunients); U S. Vat No 5.872,834 (I'elephone
with biometric sensing device): U.S. Pat No. 5,870,723
(Tokenless biometric transaction authorization method and
system), U.S. Pat. No. 5.869.822 (Automated lingcrpruit
idcntiiication system): U.S. Pat. No 5,867,802 (Biometri-
Cilllj'CCIIrcxl Colltlol SVSJCIII fot prCvi:iltlllg tllC iiilailtlloi1zix!
u&e of a vehicle); U S Pat. No 5.867.795 (Portable elec-
tronic device v,ith tmnsceiver and visual iniage display);
U.S. Pat. No. 5.8G7,578 (Adaptive multi-step di ital &igna-
ture system and method of operation thereof); U.S. Pat. No.
5,862,260 (Methods lbr suri eying ihsscmination of propri-
etary mnpirical datn); U.S. Pat No. 5,862,246 (Ruckle
profile idmitity vcrilicdtion system), U.S. Pat. No. 5,862,723
(Method mid apparatus tier a cryptographically-assisted
cmnniercial nenvork system designed to facilitate and sup-
port expert-based conunerce)t U.S, Pat. No. 5.857.022 (En-
hanced cryptograpluc system and method with key escrow
feature), U.S. Pat. No. 5,850,451 (Enhanced cryptograpluc
system and method with key escrow feature), U.S. Pat. No.
5,8 &0,442 (Sivurc v Orld wale clcctronic commcrce over an
open netv ork): U.S Vat No. 5,848,231) (Systeni configu-
mation contingent upon secure input): U S Vat. No 5,844,
244 (Portable identification camer): IJ.S. Pat. No. 5,841,907
(Spatial integrating optical correlator for verifying the
authenticity of a person, product or thing), U.S. Pan No.
5,841,886 (Security system for photographic idenulication),
U.S. Pat. No. &,841.865 (Enlmnccd cryptograpluc system
and method with key escroiv feature); U/8 Vat No 5,841,
122 (Security structure ivith electronic smart card access
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Ihereto with transmission of power mid data betwcwn thc
snlart card and the smart card reader perforined capacitively
orinductivelyk I.J 8 Vat No 5.838,812 (Tokenless blonlet-
ric transactioil autllorization systein); U 8 Vat. No. 5,832,
464 (Systenl and method for efficiently processing payments
via check and electronic fiinds transfer); IJ.S. Pat. No.
5,S32,119 (Methods Ibr contmlhng systems using, control
signals embedded in cmpincal data): U.S. Pat. No. 5,828,
751 (Method and apparatus for secure measurement cert&-

fication); IJ.S. Vat No 5,825.880 (Multi-step digital signa- in

ture method and systeni); IJ ) Vat. No 5,825,871
(Information stomsge device for storing personal identifica-
tion information); U.S. Pat. No. 5,815,577 (Methods and
apparatus for securely encryptulg data ul coniunction with a
personal computer), U.S. Pat. No. 5,815.2S2 (Btomctric
identification process and system utilizing, multiple parani-
eters scans for reduction of false negatives): U.S. Vat No.
5.805,719 ('I okenless identification of individuals): I I 8 Vat.
No. 5.802,199 (Use sensitive identification system); U.S.
Pat. No. 5.799,088 (Non-deterministic public key encryp- Io
uon system), U S. Pnt. No. 5,799,08G (Enlwnced crypto-
grapluc systmn and method with key cscrov; feature). U.S.
Vat. No. 5.799.083 (I:vent verification system): IJ 8 Vat. No.
5,790,674 (System and niethod of providing system integ-
rity and positive audit capabilities to a positive identitication
system); U.S. Pat No. 5,790,668 (Method and appamnis for
securely handlin data in a database of biometrics and
associated data), U.S. Pat. No. S,789.733 (Smart card with
contactless optical lntcrfacek U.S. Pai. No. 5.787.187 (Sys-
tenls and methods for biometric identification using the io
acoustic properties of the ear canal); IJ ) Vat No 5.784.566
(System and niethod for negotiating security services and
algoritluns fiir conmuuucatlon across a computer networl ),
U.S. Pat. No. 5„784 461 (Security system for controlling
access to images aud image rclatcd services)i I J.S. Pat. No. Is
5,774,551 (Plug able account management interface with
undicd login and logout and muliiplc user authentication
seivices): IJ.S. Vat No 5,771.071 (Apparatus for coupliag
nniltiple data sources onto a printed document); IJ.S. Vat.
No. 5.770.849 (Smart card deiice ivith page an image do

display), U.S. Pat. No. 5,768,382 (Remote-auditilig of com-
puter gmlerated outcomes and authenucated billing and
access control system usulg crypto rapluc and other proto-
cols). IJ.S. Pat. No. 5.767.496 (Apparauis for processing
synlbol-encoded credit card mtiirmation); U.S. Vat No.
5.764,789 (Tokenless biometric AI'M access system): U S.
Pat. No. 5„763„862 (Dual card smart card reader): U.S. Pat.
No. 5,761.298 (Conuminications headset wirh universally
adaptable receiver aud voice transnuucr), U.S. Pat. No.
5,757,916 (Method and apparatus lor authcnticatmg the o

location of rmnotc users of nctw orked computulg systems),
U.S. Vat. No. 5.757.431 (Apparatus for coupling nniltiple
data sources onto a printed document); U.S Pat No 5,751,
836 (Automated, non-invasive iris recognition sysrem and
metlu&d)t IJ.S. Pat. No. 5,751,809 (Apparatus and method ls
for sccunng captured data transmiued between two sources),
U.S. Pat. No. 5,748,738 (System and method for electronic
lrdusuusstou, storage dud Iclrlci'dl ill dulhcutuuitcd diicli-
ments): U 8 Vat No 5,745,573 (System and method for
controlling access to a user secret); IJ ) Vat. No 5.745.555 io
(System and method usin personal identificarion numbers
and associated prompts for controlling unauthorized use of
a security device and unauthonzcd access to a resource),
U.S. Pat. No. 5,742,685 (Method Ibr verifying an ldmltdi-
cduon card and recording vcnlication ol'iune). U.S. Pat. Ss

No 5,742.683 ()ysteni and metliod tiir managing multiple
users with differeilt privileges in an open metering system),
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U.S. Pat. No. 5,737.420 (Method for secure data transnus-
sion between remote stations): U.S. Pat. No. 5,731,154
(Smart card with integrated reader and visual image dis-
play), IJ S Vat No 5,7193)50 (Iiiometric, personal mithen-
tication system); U.S. Pat. No. 5.712.914 (Digital certificates
containin multimedia data extensions): U.S Pat. No. 5,712,
912 (Method and apparatus Ihr securely handing a personal
ideutllicdtion mmlber or cryptographic kcy using biometnc
teclufiiiues): U 8 Vat. No. 5,7061.427 (Authentication
method for netivorks): U.S Vat No 5,703,562 (Method for
transferring data from an unsecured coniputer to a secured
computer): IJ.S. Pat. No. 5.696.827 (Secure crypto raphic
methods for electronic transfer of information), U.S. Pat.
No. 5,682,142 (Electronic conuol systciuJnctwork), U.S.
Pat. No. 5,6S2,032 (Cnpacitively coupled Identity vcrilica-
tion and escort memory apparatus): U 8 Vat No 5,680,460
(l3iometric controlled key generation); U.S. Vat No 5,668,
878 (Secure cryptographic methods for electnluic transfer of
information): U.S. Pat. No. 5.1166,400 (Intelligent recogni-
tion), U.S. Pat. No. 5,659,616 (Method for securely usin
ihgtlal slgudtilics ul a couuuclclal crvptogtiiphlc sy'steal),
U.S. Pat. No. 5,G47,364 (Uludsonic biomctnc imaging and
identity verification systenik U S Vat No. 5,647,017
(Method and systenl for the venfication of handwritten
sigaatures): IJ 8 Vat No. 5,646,839 ('I'elephone-based per-
sonnel tracking system); U.S. Pat. No. 5,63G.282 (Method
for dml-in access security using a multimedia modem): U.S.
Pat. No. 5,633,932 (Apparatus and method for prcventulg
disclosure through user-authentication at a printing node).
IJ 8 Vat No 5.615.277 (Tokenless security system fiir
authorizing access to a secured computer system); U.S Vat
No 5,613,012 ('I'okenless identihcation system for mithori-
zation of electronic transactions and electmnlc transmis-
sions), U.S. Pat. No. 5,608.387 (Personal identification
dcviccs mid access control systems); U.S. Pat No. 5,594,806
(Knuckle prolilc idcnuty icnlicatiou system), U.S Pat. No.
5,592,408 (Identdicduon card and access control dcvlcc),
IJok Vat No. 5,588,059 (('omputer system and method for
secure reinote communication sessions): I.J ) Vat No
5,5861,171 (Seiection of a voice reco nition data base
responsive to video data); U.S. Pat. No. 5„583.950 (Method
and apparatus Ibr fiash corrclauon); U.S. Pat No. 5,583,933
(Method and appamtus for thc secure conunulucdtlon of
data), U.S. Pat. No. 5.578,SOS (Data card that can be used
for transactions involving separate card issuers); U.S. Vat
No 5,372,596 (Automated, non-invasive ins recognition
system and method); U.S. Pat. No. 5„561.718 (Classifyin
faces), U.S. Pat. No. 5.559,885 (Two stage read-write
method for transaction cards): U.S. Pat. No. 5,557,765
(System and method Ihr data rccovcry), U.S. Pau No.
5,553,155 (Low cost method employing tune slots lor
tlnvarting fraud in the periodic issuance of fiiod stamps,
unemployment benefits or other governniental human ser-
vices), U.S. Pat. No. 5.544.255 (Method and system for the
capture. storage. transport and authentication ofhandwritten
signatures), U.S. Pau No. 5,534,S55 (Method and system for
ccrulicatc based ahas detection), U.S. Pat. No. 5,S33,123
(Progrmnmablc distnbutcd personal sccuntyk U.S. Pau No.
5,526,428 (Access contml apparatus and method); IJ S Vat
No 5,523,739 (Metal detector for contml of access com-
bined in an integrated foml with a tmsnsponder detector);
U.S. Pat. No. 5.497,430 (Method and apparatus for image
recognitlon using imariant I'esture signals), U S Pat. No.
5,485,519 (Enllanccd security Ihr a secure token code): U.S.
Pat. No. 5,4S5,312 (Optical pattcm rccogruuou system and
method fiir verif'ying the authenticity of a person, product or
tlung); U S. Vat. No. 5.483.601 (Apparatus and method for
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biomelnc ideal&licdnon using silhouelle mid d&spl mcmmll
images of a portion of a person's hand): U.S. Vat No.
5.478,993 (Process as safety concept against unauthorized
use of a paynlent &nstn&n&ent m cashless payment at payment
sites): IJ.S. Pat. No 5,475,839 (Method and stmcture for
securing access to a computer system): U.S. Pat. No. 5,469,
506 (Apparalus for vent'yu&g an idemilication card and
idcnliiyulg a person by means of a biomelric clmraclcnst&c),
U.S. Vat. No. 5.457.747 (Anti-fmlud verification systenl
using a data card); U 8 Vat No 5,455,407 (I:ilectronic-
nlonetary system), U S Vat No. 5,453,601 (I:ilectronic-
monetary system): U.S. Pat. No. 5N48.045 (System for
protecting computers via intelligent tol ens or smart cards),
U.S. Pdl. No. 5,432,864 (idenulicauon card veniication
syslem), U.S. Pat. No S,414,7S5 (System mid method for
passive voice verification in a telephone network); U S Vat.
No 5.412,727 (Anti-fmlud voter registration and vnting
systenl using a thsta card); U 8 Vat No 5B63,453 (Non-
minutiae mttomatic fingerprmt identification system and
methods): U.S. Pat. No. 5,347.580 (Authentication method
and system w&th a smartcard), U.S. Pat. No. 5,345,S49
(Mulnmedia based secunty systems): U.S. Pal. No. 5,341,
428 (Multiple cross-check document verification system),
U.S. Vat No. 5,335,288 (Apparatus and metlx&d tbr b&nnlet-
ric identihcation): U S Vat. No 5,291,560 (13iometric per-
sonal identification system based on iris analysis); I J.S Pat.
No. 5,283.431 (Opt&cal key security access system): U.S.
Pat. No. 5,280,S27 (B&omc&nc token for authonzul access
lo a hosl systmn), U.S. Pal. No. 5,272,754 (Secure computer
interface); U S Vat No 5.245.329 (Accent control systenl
with nlechanical keys which store data); U S. Pat No.
5.229,764 (('ontim&ous biometric m&thenticatinn matnx),
U.S. Pat. No. 5,228,094 (Process of identifying, nnd authen-
ticating data characterizing an individual): IJ.S. Pat No.
5,224,173 (Method of reduculg fraud in connecnon w&th

cmploymcnt, publ&c 1&col&so apphcal&ons. social secunty,
food slamps, welfnrc or other govcnuncnl bcnciits); U.S.
Vat. No 5,208,858 (Method tbr allocating useh&1 data to a
specihc originatork U S Vat No 5.204„670 (Adaptable
electric nlonitoring and identification system): U.S. Pat No.
5.191,611 (Method and apparatus for protecting mnrerial on
storage media and for lrm&sfcrring ma&coal on storage media
lo venous rccip&cnts), U S. Pat. No. 5,163,094 (Method for
idenlifyulg imhvnluals from analys&s ol'lcmcntal shapes
derived frnm b&osensor data); IJ S Vat. No 5.155.680
(13illing system for computing sofnvare); U.S. Vat No.
5.131,038 (Portable authentification system): U.S. Pat No.
5.073,950 (Finger prohle identification system): U.S Pat.
No. 5,067,162 (Method imd apparalus for vcnl'yulg ideal&ty
using image corrclat&on), U.S. Pat. No. S,06S,429 (Method
and apparatus lor prolcct&ng matcndl on slorage med&a),
U.S. Vat No 5,056,147 (l&ecognition procedure and an
apparatus for carrying out the recognition prncedure): U.S.
Pat. No. 3,05(i„141 (Method and apparatus for the identifi-
cation of personnel)1 U.S. Pat. No. 5.036.461 (Two-way
dulhenucauon system bc&ween user*a smart card and issucr-
spccilic plug-in appl&canon modules in mull&-issued Irans-
acx&on dc&ice); U.S. Pat. No. 5,020,105 (Field mitialized
authenticat&on system for protective security of electronic
information networks); U JS Vat No 4.9')3,068 (Unforget-
table personal identification system); IJ.S. Pat. No. 4,972,
47(i (Counterfeit pmof ID card having a scrambled facial
image), U.S. Pat. No. 4,961,142 (Multi-issuer lransimlion
device w&th ind&v&dual nlenulicaiion vcrilication plug-&n
applmdt&on modules for each issuer), U.S. Pat. No. 4,952,
928 (Adaptable electronic n&onitoring and identitication
system); U S Vat No 4.941,173 (Device and metlxld to
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rmldcr secure lhc Irdnsicr of dale bctwccn a vidcotcx ter-
m&nal and a serverk U.S. Pat. No. 4,926„480 (Card-computer
moderated systems), U.S. Pdl. No. 4,896,363 (Apparatus
and method fnr matching iml e characteristics such as
fingerprint muu&liac), U.S. Pal No. 4.890.323 (Data com-
nn&nication systems and methods); U.S. Vat No. 4,868B76
(intelligent portable interactive personal data system); I J.S.
Vat. No. 4,827,518 (Speaker verihcation systen& using inte-
gmted circuit cards): U.S. Pat. No. 4,819,267 (Solid state
kcy for con&rolling acct:ss lo compulcr syslems and lo
computer sofiware and/or fbr secure conununications): I J.S.
Pat. No. 4.752.676 (Rchabtc secure. updatable '*cash** card
system), U.S. Pat. No 4.736.203 (3D hand pmfile identifi-
cat&on apparatus), U.S. Pat. No. 4,731,841 (F&cld &n&&iaiizcxt

authent&cation system tbr protective security of electronic
information networks): IJ.S. Pat. No. 4.564.018 (Ultrasonic
system for nbtaining ocular measurements), each of which is
expressly incorporated herein by reference.

('ontent-13ased Due&y Servers

U.S Pal. No. 5,987 459 (Swenson, ct al Nov. 16. 1999).
expressly incnrporated herein by reference, relates to an
image and documcnl managcmenl system for con&cut-basest
retrieval support directly into the compressed files. 'Ihe
s vs teil& lnilliinizcs II vciglltt il s&&la of tile expected size of lie
cmnpressed files and the expected query response tiine
Object searching of docunlents stored by the system is
possible on a scalable resolution basis. The system includes
a novel object representation based on embedded prototypes
thai provxlcs fi&r ingh-qudlily browsulg of retrieval images
al low bil rules.

U.S Vat. Nn 6,038.560 (9&ical. Mar 14, 2000), expressly
incorporated herein by reference. relates to a concept knowl-
edge base search and retrieval system, which includes fac-
tual knowledge base queries and concept kno»ledge hase
qucncs, is disclosed. A knowledge base a&ores assocmlions
dinollg &Emit&tology'/cincgtlncs thin have II Icxicdl, sclna&&lie

or usage association Document theme vectors identify the
content of documents through themes as well as through
classitication of the docunlents in cate ories that reflects
v hat the documents are primarily about. The factual knowl-
ed e base queries identifit in response to an mput query,
doctunenls rclcvanl lo lhe inpul query through expansion ol
lhc quci y tcln&s ds well ds lb&ough oxpallsto&1 oi lhc&1&cs. Thc
cmlcept knowledge base query does not identify specific
documents in response Io a query. but specifies terminology
that identifies the potential existence of documents in a
particular area.

U.S Pat. No. 6,067/466 (Seller, ct ul., May 23, 2000),
expressly incorporalcd herein by reii:rmlcc, relates to a
diagnostic tool using, a predictive instrunlent A method is
pmvided fnr evaluating a med&cal condit&on of a patient
including the steps of monitonng one or more clinical
features of a patient: based on the monitored features,
computing a pnmary probdb&hty oi' med&cal outcome or
duignosis, compunng a plural&ty of cond&t&onal probabilities
for a sclcctcd diagnosi&c test. the computed condil&onal
pmbab&lities including a first prnbability of the medical
outcnme or diagnosis assuming the selected diagnostic test
produces a hrst outcome and a second probabihty of the
medical outcome or diagnosis assuming the selected dia-
nosl&c Ical produces a second outcome, and d&splaying Ihe
computed primary probabil&ly as well as Ihe pluralily of
computed cond&nonal probabil&ties to a user as an aid lo
determining whether to administer the selected diagnostic
test to the patient



79

US 7,181,017 Bl
80

E-Commerce Systems
U 8 Pat No 5,946.669 (Polk, Aug 31, 1999). expressly

incorporated herein by reference, relates to a metlxld and
apparatus for paynlent processing using debit-based ehe-
tronic funds tmsnsfer and d&sbursement processi&ig using
addendum-based electronic data Interchange. This disclo-
sure dcscribcs u payment m&d ihsburscment sysiem. where&n
an imualor &uilhorizes a payment Bnd d&sburscmenl lo a
collector and the collector processes the payment and d&s-

bursement through an accunn&lator agency 'I'he accunnilator &o

agency processes the payment as a debit-based transaction
and processes the disbursement as an addendum-based
transaction The pmcessing of a debit-based transaction
gcncrally occurs by electron&c funds transfi:r (EFT) or by
linanc&al electron&c dais &ntcrchangc (FEDI). The processing
of an addendum-based transaction generally occurs by ehe-
tronic da&a interchange (Ii))I)

U 8 Pat No. 6.005.939 (I'ortenberry„et al, l)ec 21,
1999), expressly incorpomsted herein by reference. relates to
a method and appamtus for storing an Internet user's identity Io
and access wghis to World Wide Web resources. A method
and apparatus for obis&nu&g user ullormal&on lo conduct
secure transactions on the Internet ivithout having to re-enter
the information nlultiple t&mes is described 'I'he method and
apparatus can also provide a technique by which secured
access to the data can be achieved over the Internet. A
passport containing user-defined information at various
sec&i&&tv lcvcls Is ski&'cd ul &I sec&in: acr&el BppBI&inis. Cr
pi&sspoit ilgcnt, couuccnx! Io coulpiilcl network. A usi'.&

pmcess ins&ructs the passport agent to release all or portions lo
of the pas spur& to a rec&pient node and fo& wards a kev to the
recipient node to unlock the passport information.

U.S. Pat. No. 6,016,484 (Williams, et al.. Jan. 18. 2000),
expressly incorporated herein by reference. relates to a
system. method and apparatus for network clcwlromc pay- ls
ment mslrumcnt aud ceruficalion of paymmll and cred&l

collection ul&1&z&ng a payment. An cleclrumc moneuiry sys-
tem provides for transactions utilizing an electronic-mo&1-
etary sys&em that en&ulates a wallet or a purse that &s

customarily used for I eeping money. credit cards and other so
forms of payment or anized. Access to the instruments in
Ihe wallet or purse &s rcslncted by a password lo avo&d
unauthorized payments A ccrtfiicaic fom& must bc com-
pleicd in order to obta&n au u&stnuncnn The ccrlificatc fiinn
obtains the information necessary tilr creating a cert&ficate
granting authority to ut&lize an instmment, a payment holder
and a complete electronic w allet. Electronic approval results
in the generation ofan electronic transaction to complete the
order. II' user selects a particular ccrtfiicaic, a part&euler
payment instrument holder will bc gcncratcxf based on the o

sclccied ccrnlicatc. In add&t&on. thc issuu&g agent I'or thc
certificate defines a default bitmap for the in&torment asso-
ciated with a part&euler cert&ficate, and the default bitmap
&vill be dispLayed when the certificate definition is com-
pleted. Finally, the number associated with a part&cular 11

cerulicale will bc unl&zcd lo detcrmu&e &I a parncular party
cau Iwuc II ccltlficatc.

U.S. Pal. No. 6,029,150 (Krav&tz. Fcb. 22. 2000),
expressly incorporated herein by reference. relates to a
systenl and method of payment in an electmnic payment io
system wherein a plumlity of customers have accounts with
an agent. A customer obtains an m&thenticated quote from a
spec&fic mcrchunn thc quote u&eluding s spec&fical&on of
goods and a payment amouni I'or those goods. Thc customer
sends io the agent a s&ogle communicslion u&eluding a ss
request for payment of the payment amount to the specihc
nlerchant and a unique identification of the customer The

agm&l issues lo thc cuslomer an &uithcut&catcd paymcnl
advice based only on the single communication and secret
shared benveen the customer and the agent and status
infornlation, lvhich the a en& k»ows about the merchant,
and/or the customer. The customer fonvards a portion of the
payment advice to the specific merchant. The specific mer-
chant provides thc goods lo Ihc customer &n rcsponsc lo
race&ving Ihc portion of Ihc paynu:nl adwce.

U.S Pat No 6,047.269 (l3iffisr, Apr. 4. 2000). expressly
incorporated herein by reference, relates to a self-contained
payment systenl lvith crea&iag and fac&litating transfer of
c&rculating digital vouchers represent&ng value A digital
voucher has an identifying element and a dynamic log. The
idcnlifyu&g elcmenl ulcludcs informut&on such as Ihc trans-
ferable value, a serial number and a d&g&tal signature. Thc
dynanlic log records the nlovenlent of the voucher through
the system and accordingly grov s over time 1'his allows the
system operator to no& only reconcile the vouchers before
redeemin them, but also to recreate the history of move-
ment of a voucher should an irregularity like a duplicate
vouclmr bc dctcctcd. These iouchcrs are used w&ihin B

self-contmncd system u&cludulg a lurgc number of rmuoie
devices that are linked to a central system I'he central
system can e linked to an external system The external
system, as well as the remo&e dev&ces, is connected to the
central system by any one or a combination ofnetworks. The
networks must be able to transport digital infomlation, for
cxiunplc thc Internet. cellular networks. Iclccommu&ucat&on
networks. cable nclw orks or proprietary networks. Vouchers
can also be tnsnsferred from one remote device to another
remote device. I'hese remote devices can communicate
through a number of methods w&th each other i&or example,
for anon-face-to-face tmsnsaction the Internet is a choice. for
a face-to-face or close proximity transactions tone signals or
hghl signals Brc hkcl)'iclhods. El add&non, Bl Ihc nulc of a
transact&on a d&g&tnl rcccipi can be cro&icd wluch w&ll

fac&lilale a fast rcplaccmmli of vouchers stored in a lost
remote device.

See, U 8 Pat. No 6.134B28 (('ordery. Secure User
Certification for Electronic Cotmnerce Employing Value
Metenng System). and U.S. Pat. No. 5„79(i,841 (C:ordery,
Secure User Cert&ficus&on for Elec&ron&c Conuncrcc Employ-
iug Value Metcnng System), U.S. Pat. No. 6,148,338 (Lach-
clt, System lbr Logg&ng mid Enabl&n Ordcrcd Rctncval of
Management), expressly incorporated herein by reference
A Michael Froonlkin. The I issential Role of 'I'n&sted Third

Part&es in Electronic Conunerce. 75 Ore oon Law Review
49 115 (1996).

Oscar H Gaudy, Jr., Lcgilimatc Bus&ness Iulcrcst No End in
S&ghtz An Inquiry u&lo thc Slaius of Pnvacy u& Cyber-
spimc, 1996 IJmi era&ly of Chicago Law Forum 77— 91

(1996)
1'mtter I lardy, Propeny and (('opyriaht) m ('yberspace 1996

Un&versity of Chicago Law Fonim 217 260 (1996).
Vicly E. Jones. N. Clung. & M W&ns)ett„Credentials for

Pnvacy and Inleropcranon.... New Sccuniy Pared&gms.
'95 Workshop, LaJolla. Cal. Aug. 22—2S. 199S.

Peter Keen, Craigg Ballance. Sally Clran, and Sicvc
Schnunp, I i)Co&runic Relationships I'rust by Design
(2000)

Cieorge Lawton, The Intemets C:hallenge to Privacy, ]EEE
Computer, Vol. 31. No. 6. June 1998 pp. 16 18.

Lawrcncc Lcssig, Thc Path ol'ybcrlaw, 104 Yale Law
Journal 1743 — 1755 (1995).

H&roshi Maruyama Bnd Takcsh& hnamura, Element-Wise
XMI. I incryption, http,'lvlvlv trl ibm.conv'projects/xml/
xss4j/docs/ewe-paper html
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Shanikant B. Navathc and Michael J. Donahoo, Towards
Intelligent Integration of I leterogenous Infornlation
Sources, Proceedings of the 6th international Workslxlp
on l)atabase Reenyneering and Interoperability, March
1995.

Leon Pintsov ond Scott Vonstone. Postal Revenue Collection
ui thc Digital Age, Proc. ol'uiancial Cryptography '00,
Fcb. 22, 2000.

Vamela Samuelson. I iability for l)efective Infornlation,
('ommunications of the A('M, Vol 36, No 5, May 1993, io

pp. 21 —26
IJnited States Senate Judiciary Conmiittee, Know the Rules,

Use the Tools: Privacy in the Di ital Age ot hup //
IlldlCldrV.SCIIB(C.goV/pllvaCV.llllll.

Gio Wiederhold, Trends Rir the lnfonuauon Tcclmology
Industry, http //www-db stanford edu/pub/gio/1999/
it II tl ill la.

Ciio Vv'iederhold. Value Added Middleware Mediators at
http://www-db.stanford.edu/pub/gio/1998/dbpd.hunl.
Micropayments 20

U.S. Pat No. S,999,919 (Jarccki, et al., Dcc. 7. 1999),
expressly incorporated lmrmn by relcrcnce, rclatcs Iu an
etficient micmpayment system lixisting sofiware proposals
for electronic payments can be divided into "mi-line"
schemes ivhich require participation of a tnisted party (the
bank) in every transaction and are secure against overspend-
ing, and "otf-line*'chemes which do not require a third
party and guamntcc only that overspending is dctcctcd when
1 cndors subnut their trallsdclion lcciirds Iii thc bBllk (llsUallv
at the end of the day). A new "hybrid'* scheme is proposed io
which combines the advantages of both "on-line" and "oti)
line" electronic payment schemes lt alkiws tiir control of
overspending at a cost of only a modest increase in com-
munication compared to the ofllline scheme~. The protocol
is based on probabilisnc polhng. During each lrmlwiction, Is
with some small probabihty, thc vendor fiirv,ards inlbmia-
tlon BbilUI thiS trallsdCtlon 10 tllC bdllk. TIIIS CIIBblCS BIC bdllk
to lumn1aill Bil BcciU'Btc Bppi'oxiiuation of;I cllstoiuci'
spending. 1 he frequency of polling messages is related to
the monetary value of transactions and the amount of do

overspending the bonk is willing to risk. For transactions of
lllgll IuollctdrV Vdlllc. 1110 Cost Ol polllllg BpproiICllcs flldl Ol

Ihe on-linc schcmcs, but lor nucropdymcnls. Ihe cost of
pofluig is a small uicrcasc over the tralhc uicurrixl by thc
otT-line schenles

Micropaynlents are often preferred where the amount of
the transaction does not justify the costs of complete tinan-
cial security In the micropayment scheme. typically o direct
commumcauon bctw can crixhtor Bnd debtor is not rcxtutrcd,
rather. Ihe transaction produces a rcsull whwh cvmltually 0

ICsillm In till CConoilllc IIBIISICI; bill whiCh nlav ICIIIBlll
outstandin subsequent to transfer of the underlying goods
or services. I'he theory underlying this micropayment
scheme is that the monetary units are small enough such that
risks of failure in transaction closure is rehstively insignifi- s.
cant for both parties, but that a user gets fi:v, chances to
default before creiht is withdrawn. On thc other hmid, thc
Iransacuon costs ol a uon-real lime transactions ol small
monetary units are substantially less than tlxise of secure,
unlimited or potentially high value, real tiine verified trans- io
actions, allowing and facilitating such types of commerce.
Thus, the rights management system may employ applets
local lo thc clmnt system, wluch conmiunicalc with other
apple(a and/or thc scrvcr andior a vendor/rights-holder to
1 ahddic a transacuon, at low Iransactional costs. Ss

1'he folloiving U S patents, expressly incorporated herein
by reference. dehne aspects of micropayment, digital cer-

tilicdtc, and on-line pnymmlt systems. U.S. Pah No. 5.930.
777 (13arber, .Iul 27, 1999, Method of charging for pay-per-
access mformation over a nenvork), U ) Vat No 5,857,023
(.Ian 5, I')')9, l)emerc et al. Space efficient method of
redeemui eiectronic payments): U.S. Pat No 5.815.657
(Sep. 29, 1998. Williams, System. method and article of
mauulacturc for nclworl cleclromc authonzation ulihzulg
an authouzation uwtrument): U.S. Pat. No. S,793,868 (Aug.
11, 199K Micali. Certificate revocation system), U S. Vat

No 5,717.757 (Feb. 10. I')98, Micali, ('ertificate issue lists);
IJB. Vat. No. 5,666,416 (Sep. 9. 1997. Micali, ('ertificate
revocation system), IJ.S. Pat. No. 5„677.955 (Doggett et al.,
Electronic funds transfer instruments): U.S. Pat. No. 5,839,
119 (Nov. 17, 1998, Krsul; et al., Method ol'lcctroiuc
payments that prcvcnts double-spending), U.S. Pat. No.
5,915,093 (13erlin et al.): IJ.S. Vat. No. 5,937.394 (Wong. et
al ); 11.). Vat No 5.933.498 (Sclmeck et al ): U.S. Vat No
5,903,880 (liiffar); fl 8 Vat No. 5.903,651 (Kocher): U )
Pat. No. 5,884.277 (Khosla)1 U,S. Pat No 5.960.083 (Sep.
28. 1999, Micali. Certificate revocation system): U.S. Pat.
No. 5,963,924 (Oct. 5. 1999, Willmms ct al., System,
melhod mid article of numufacture for Ihc use of payment
instnunent holders and payment instruments in nenvork
electronic commerce); U.S. Vat. No 53)')6,076 (Rowney et
al., System, method and article of manufacture for secure
digital certihcation of electronic commerce): U.S. Pat. No.
6,016,484 (Jan. 18, 2000, Williams et al.. System, method
and article ol manulacturc for network elcctromc paymcnl
lnstilllllCnt Bllil CCI IIIIC1111011 Ol pav'llu:lit dill Cl ill 1 COIICCtlon

utihzing a payment): I.J 8 Pat. No. 6.018,724 (Arentk U )
Vat. No 6.021.202 (Andercon et al, Method and system fiir
pmcessing electronic documents): I.J S Vat No 6,035,402
(Vaeth et al.): U.S. Pat. No. (i„049.786 (Smorodinsly); I J.S.
Pat. No. 6.049.787 (Tal shashi, et al.): U.S Pat No. 6,058,
381 (Nelsors Many-to-numy payments systmn for nctwurk
content materials), U.S. Pat. No. 6,061,448 (Smith, ct al.),
U.S. Pat. No. S.987.132 (Nov. 16, 1999. Rowncy. System,
method and article of manufacture for conditionally accept-
ing a payment niethod utilizin an extensible, flexible archi-
tecture): U.S. Pat. No. 6,057,872 (Candelore); and U.S. Pat.
No. 6.061.665 (May 9, 2000, Bahreman. System, method
dill B111CIC Of UIBInlfdCtllIC IOI il)'llallllC llcgohation Of il

network payment 1)mncrwork). Sec also, Rivcst and Shimur.
"PayWord and lobcroMmu Two Sunplc Micropaymcnt
Schenles" (May 7, 1996): Micni PAYMI:N1'ransfer Pro-
tocol (MVI'V) Version 0.1 (22 Nov. 95) et seq., http//
v wv .w3.018/pub/WSVSV/TR/WD-mptp; Conmion Markup
for web Micropayment Systems„http://v wv.w3 org/TR/
WD-tviicropaymmlt-Markup (09 Jun 99), **Distnbutulg
Intellectual Property: a Model of Microtransaction Basest
Upon Mctadata and Digital Signatures", Olivia, Mminzio,
http://olivia.inodlang denison edu,'-oflvia/RII('/09/, all of
which are expressly incorporated herein by reference.

See. also: U.S. Pat. No. 4,977,595 (Dec. 11, 1990. Method
and apparatus fiir implementing electronic cash): U.S. Pat.
No. S.224.162 (Jun. 29, 1993. Electronic cash system): U.S.
Pat. No. 5,237,159 (Aug. 17. 1993. Electronic check prc-
scntmcnt system), U.S. Pat. No. 5,392,3S3 (2/1995,
Morales, 'I'V Answer. Inc. interactive satellite bnladcast
network); U.S. Vat No. 5,511,121 (Apr 23, 1996, I iflicient
electronic money): U.S. Pot. No 5„621.201 (4/1997, Lan-
hans et al.. Visa inteuiational Automated purchasing control
system), U.S. Pah No. 5.623.547 (Apr. 22, 1997, Value
transfi:r system), U.S. Pat. No. 5,679,940 (10/1997. Temple-
ton et al., TclcChimk Intcnuitional, Iuc. Tcdnsactton system
with on/off line risk assessment): U 8 Vat No. 5,696,90vg
(12/1997, Muehlberger et al, Southeast Vhonecard, Inc
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Tcleplx&nc dcb&1 card dispenser and method). U.S. Pat No.
5.754,939 (5&1998, I lerz et al, Syste&n for aenemtion ofuser
pmhles for a system for customized electronic identitication
ofdesirable objects); U S. Pat No 5.768.385 (.Iun. 16. 1998,
Untraceable electmnic cash): U.S. Pat. No. 5,799.087 (Au .

25. 1998, Electronic-monetary system); I J.S. Pat. No. 5,812,
668 (Sc7&. 22. 1998, System, method mid aruclc of mam&-

lecture for venfy&ng Ilm operation of a rcmo&e Iransacl&on
clearance system utilizing a multichannel, extensible, flex-
ible archi&ecture): U S Pat No 5,828,840 (Oct 27, 19&)8, Io

Sewer for starting chent application on client if chant &s

network tern&inal and initiatmg client application on server
if client is non network terminal); U.S. Pat. No. 5.832.089
(Nov. 3. 1998, Ofl&lute compaublc elec&ro&uc cash method
and system): U.S. Pat. No. 5,850,446 (Dec. 15. 1998,
)ysten&. method and art&cle of manufacture for virtual point
of sale processing utilizing an extensible, flexible archit&c-
ture); U.S. Pat No. 5,889,862 (Mar. 30. 1999. Method and
apparatus for implementing traceable electronic cash): U.S.
Pat. No. 3„889„863 (Mar. 30, 1999, System, method and &o

ar&iclc of mm&ufacturc g&r remote v&rtual pou&1 of sale
processing ut&1&zu&g a mult&channel, extcnsiblc. flex&ble
architecture): U S Pat No 5,8&78,154 (Apr 27, 199'J. Sys-
tem and n&ethod for updating security inti&rmation in a
time-based electronic monetary systemh U.S. Pat. No.
3.901,229 (May 4. 1999, Electronic cash implemenring
metlu&d usin a tnistee): U.S. Pat. No. 5.920,629 (Iul. 6&,

1999, Electron&c-monetary system), U.S. Pat. No. S,926,548
(Jul. 20. 1999, Mc&hod and apparaius for unplemm&ting
hierarchical electronic cashk U ) Pat. No 5.943.424 (Aug. &o

24. 1999. System, method and article of manufacture for
pmcessin a plurality of tmnsactions from a single iiut&ation
point on a nu&ltichannel. extensible. flexible architecture),
U.S. Pat. No. 5.949.045 (Sep. 7. 1999. Micro-dynamic
simulanon of clcctron&c cash trmisact&ons), U.S. Pat. No. &i

5,952,638 (Sep 14, 1999. Space cfflcient method of elec-
tronic payments): U.S. Pat. No. S,963,648 (Oc&. S. 1999,
I ilectronic-monetary system): U S Pat. No 5,978,840 (Sys-
tem. me&hod and article of manufacture fi&r a payment
gateway system architecture for processing encrypred pay- so
ment transactions utilizing a multichannel. extensible. flex-
ible architccturc), U.S. Pat. No. S.983,208 (Nov. 9, 1999,
System. method and article of'&mulac&ure fi&r handling
Iransacuon rcsuhs &n a gateway pavmcn1 arclnteclurc u&iliz-

ing a mul&ichannel. extens&ble, flexible architecture): U S.
Pat. No. 5,987.140 (Nov 16, 1999, System. method and
article of mam&facture for secure network efecuonic pay-
ment and credit collection), U.S. Pat. No. 6&,002.767 (Dec.
14. 1999. Sys&cm. method and article of manufacture fi&r a
modular ga&cway server archinmturc), U.S. Pat. No. 6,003, o

765 (Dcc. 12, 1999, Elec&ro&uc cash implcmenung method
with a surveillance institution, and user apparatus and sur-
veillance institut&on apparatus for implementing the san&e),
IJ.S. Pat. No 6,021,399 (Feb. I, 2000, Space eff&cleat
metlu&d of venfy&ng electron&c payments); U.S. Pat No. &s

6.026,379 (Fcb. 15, 2000, System. mc&hod and art&clc of
&1&ann facturc Ior nia&lagu&g ha&&sect&o&is h& a h&gll av»&lab&1&&v

system), U.S. Pat. No. 6,029,150 (Fcb. 22. 2000, Paymm&I
and tmnsact&ons in electnmic con&merce system); U.S. Pat.
No 6.029,151 (l&eb 22. 2000. Method and system for io
perfi&rniing electronic money transactions); U.S. Par. No.
6.047,067 (Apr. 4. 2000. Electronic-monetary system): U.S.
Pa&. No. 6.047,887 (Apr. 11, 2000, Sys&em mid me&hod for
conncm&u&g money modules): U.S. Pat. No. 6.055.508 (Apr.
25. 2000, Method for sixure accounting imd aud&tuig on a si
comnnmicat&ons network); U S Pat No 6,065,675 (May
23. 2000, Processing ay&ten& and method for a heteroge-

nimus clcctron&c cash cm irorunm&t), U.S. Pn&. No. 6,072,870
(.Iun 6, 2000. System, n&ethod and article of manufacture ti&r

a gateway payment architecture ut&liz&ng a mutt&channel,
extensible, flexible architecture), each of winch is expressly
incorporated herein by reference.

Memory Cards
U.S Pa&. No. 6.021.3&73 (Honda, et al., Feb. I, 2000),

expressly incorpora&cd herein by refi:rmicc, relates to a
medical information management system As a portable
men&ory card carried by a panent to store the patient'
personal medical information, a hybrid-type memory card is
used v lich inciudes an optical information recnrding area,
an &nte rated circuit memory area and a magnet&c informa-
t&on recorduig arcs. A read/ante dove fi&r thc memory card
includes an optical head, a carrmr mcchan&sm Ibr loading thc
men&ory card on a carrier table and moving the loaded
men&ory card relative to the optical head, and a coupler
section for coupling electronic inforn&at&on to be read and
v ritten from and to the integrated circuit memory area of the
memory card. so that reading and writing of optical infor-
ma1&ou fmm mid Io Ihc op&ical uiformat&ou rccorduig arcs
can bc conducted sunultaneously w&th readuig and wri&u&g

of the electmnic inforn&ation from and to the integrated
cn'cu&t &l&en&o& 8 a&'e'&.

U.S Pat. No. 6,031,910 (Deindl. et al, l&eb 29, 2000),
expressly incorporated herein by reference, relates to a
method and system for the secure transmission and stomge
of protcc&able informs&ion, such as patieu& information, by
means of a pat&cn& card. Thc data stored ou thc patien& card
are protected by cr)ptographic methods 1'he data is
decrypted only v,ith &he same patient card if a doctor is
authorized and the patien& has given his agreement AU
information that the patient card needs in order to decide
v hether the doctor is authorized„and the key for protectin
the con&ml data and Ihc random key arc held on thc clup. The
pa&&cut data can be freely transmi&ted Io any storage mcdnun.
The chip controls bo&h the access to thc data and Ihe
encryption and decryption functions Randon& keys, which
are themselves stored encrypted together with the data,
ensure that every data record remains sepamte from every
other data record, and that only authorized persons can
access it. Every pa&icnt card has its own record key. Thc
system and method arc not d&rem&ed cxclus&vely Io paiicn1
da&a but can bc appl&cd&o any protectable data to wluch r&ght

of access is to be restricted.
U S Pat No. 6.034.605 (March, Mar 7, 2000). expressly

incorporated herein by reference. relates to a system and
method for secure storage of personal infonnat&on and for
broadcast of thc personal infonnauon at a time of'mer-
gcncy. A scaled package con&au&s a &ncxhuu& stonug personal
h&for&1&dt&on assochln:il v;&th a&1 nuhvuiu» l. Tile seahx! pack-
age is stored at a facility until an en&ergency occurs. At a
time of emer ency, a missin person repor& concerning the
indiv&dual generated by a law enforcement agency is pro-
cessed The personal information in the individual*s sealed
package &s accessed m response to thc m&ss&ng person rcport
and then bro&xfcast on an elec&ronic bullctu& board acccs sible
vni the Internet.

U S Pat. No 6,042,005 (liasile, et al, Mar. 28. 2000),
expressly incorporated herein by reference, relates to a
personal identihcation system for ch&ldren. that includes two
forms of identification. An identification card carried by the
user con&a&ns Ihe user*a personal and mcd&cal information in
an electronic mcd&um. Thc &dm&tilicat&on card includes pho-
tographs of thc user and thc&r parent or legal guard&an, a
unique identification nun&ber for the user, and a list of
corporate sponsors The second identification device is to be
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worn

by thc user und includes the user's unique identifica-
tion number and an access telephone number A user inter-
face enables the users to update their stored personal and
medical information

Jurisdictional Processin Dependence
U.S, Pat No. 6.064,96g (Schanz. May 16. 2000),

expressly incorporatixl hcrcin by rclhrence, rclalcs lo sys-
tems. methods and computer pmgram products Ibr ulenti-
fyin unique and comnion legal requirements tiir a regulated
activity among multiple legal jurisdictions Systems, meth- )B

ods and computer program pmducts facilitate user comph-
ance with Lsws that pertain to a regulated activity in each of
a plurality of legal jurisdictions. A user selects. via B user
inierfacc ui communication with a data proccssm syslenu
d coilipoucul lilt)I rclalcs 10 till Bspccl 01 lllc icglilau:il I

activity A user also selects, via a user intertace in con)mu-
nication v ith the data processmg system, first and second
le al jurisdictions front the plurality of legal jurisdictions. In
response to the user selections, elements of the selected
component that are unique and conmion to the first and zo

second legal Iuusdictions are displayed. Each displayed
clmuent is a legal rcquiremmit associated with lhc rcgulatcd
activity as defined by laws of a respective legal jurisdiction.

What is clainied is
I A method for processing information, comprising the

steps of:
receiving information to be processed:

defining a cryptographic comprchmision function for
lhc infounation, adapted for mafong al lmisl a portion
of the information incomprehensible; Io

receivin asyninietric cryptographic key intorniatio)1,
comprising at least asynutietuc encryption key infor-
mation and asynunetric decryption key information,

negotiating a new cryptograplfic comprehension func-
lion bctwixu Iwo par(ms lo a conmiunicdlion using Is
an inteuncdiary,

proccs9111g llic iilforttialioii Io luvcls lllc cryptogmpflie
comprehension fiuiction and impose the nev cryp-
togi iphic coulpi'chc)1s lou fit)le t)0)1 in Bll iuical'Bl pro-
cess, in dependence on at least the nsynunetric do

cryptographic fey information, without providing
lhc inlcnneduiry with sufficient asymmelric crypto-
graphic kcy uilomiauon lo decrypt Ihc processed
iillorillatioil, aud

outputtiim processed information.
wherein the ability of the asymmetric decryption key

information to decrypt the processed infomtation
changes dynamically.

2. Thc method according to claim 1, further compnsing
thc step of accounting for B decryption 01'lm processed 0

inf'ounation.
3 The method according to cLIim 1. wherein the abihty of

the asymmetric decryption key intiirmation to decrypt the
processed information changes over time.

4. The method according to claim I, wherein said new ss
cryptographic comprehcnsiou funcuon has a cryptographic
sccuuty based on mi asynunctry between a difficulty of
cxponcnlialion ol' mcssagc with a number dern cxi from al
least nvo lar e prime muubers, and a factoring thereof

5 'I he niethod according to cLIim I, wherein said integral io
process composes exponentiation of a message v'irh a
cryptographic key derived from at least two pairs of large
prliucs.

6. The method uccording lo claim I, whcrcui smd cryp-
Iogidphlc coiuprclicu9iou IUIictiou cotilpl1scs 1)11 cxpolx:11- Ss

tiation of a niessage or a cryptographic key with a key
derived from at least two large priine nmnbers, and said

iillegldl ploccss coilip119cs cxpoucll()BI)oil ol d lucsstigc ol II

cryptographic key with a nuniber derived by conibining, a
complementary key with an additional key derived from at
least nvo large primes

7 llic method according Io claim 1. w hcrmn saul cryp-
tograpluc comprchcrmion function compnscs a Iirst RSA-
type asyminetric key encryption, and said integral process
comprises applying a second RSA-type asynimetric key
encryption using an encryption key formed by multiplying a
decryption key for said first RSA-type asymmetric key
encryption with an encryption key for a second RSA-type
dsy'iuillelric kcv cilcrvpliou.

g 111e method accordin to claim I, ivherem the received
information comprises AES crypto~vaphfc I ey information,
and said comprehension function comprises an RSA type
encryption ai oritlun employing a composite key detined by
a I'unction ol' public kcy and a puvate key

9 the method according to claim g. wheiein the sender
authenticates himself Bnd enters into a non-repudiatable
trmisaction with a tlurd party to obtain at least one of the
required keys by signing a message with the sender private
kcy.

10 'I'he method according to claini I, ivherem:
said defining step compnscs provuling information

encrypted with 9 large prune-number based asynuncluc
key encryption Blgoritlun encrypted with a Iirsl kcy.
'ifXl

said processing step comprises processing the provided
inlbrmation with a modified large pnme-number basod
dsy'iuitletilc Lcy'iiciyplioll Bigot)(hilt Usiilg B cotilpos-
ilc key composing a lunclion of mi complcmcnlary kcy
to said first key and a second key.

11. The method according to cLaim I, w herein at least one
party to B conuuurucauon of thc processed information
aullmnlicales lumsclf and cnlcrs into a non-rcpudmlablc
transaction v,ith a third party to obtain at least a portion of
the asymmetric cryptographic key inforniation by signing a
messsge with a respective party private key

12. The method according to claim 1, whereui said
proccssiiig step ls pcrionucd iii 9 sccUrc cuvlloilillclll pro-
tected froin a sender of the information

13. Thc method accordmg to claim I, further compnsuig
lllc steps of:

(a) defining Iirsl and second key pairs, havuig a compat-
ible modulus, and

(b) said processing step comprises exponentiating a mes-
sage micryptmi with Ihc crypto rapluc comprchcnsion
function using a Iirsl key of the Iirsl kcy pair, with d

product of a second ley of the Iirst kcy pair and 9 first
key of the second key pair. and reducing according to
the compatible modulus;

to thereby yield a message encrypted with the first key of
the second key pair.

whclclu lllc iuixIUlils (u) for 9 rcspcclivc kcv pair 19 9

composite munber. constructed by niultiplying two
large numbers, derived from prime nunibers. (p) and
(q) together. and the respective first and second keys (d)
and (e) of a respective key pair are related to each other
and the modulus (n) in the following way:

I — *
' Iiu — 1)(V— I))

14 'I'he method according to claini I,
whclclu said dcliiliiig 9(cp coilipriscs pluvldiiig iiifoluia-

tion encrypted with;m RSA-type asynunetric key
encryption algorithni encrypted with a first RSA-type
key; and
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said processing step composes proccssulg Ihc provided

intilnnation with a modified R)A-type asymmetric key
alcorithln using a composite key comprising a t'unction
of a contplementary key to said first RSA-type key and
a second RSA-type key.

15. The method accordulg to clmm 1, fiirthcr composing
the steps of:

receiving, by an intermediary, an identifier of desired
information and accounting information for a receiver
and accouuuug for a Iranwdchon ulvolvulg Ihc inlor-
nltuuui,

transmitting an identifier of desired information and an
intended recipient from the intermediary to 0 sender:

negoiialulg. by thc inlcnneihary. Ihe ncw cryplograpluc
comprehension function for the information sent bv the
sender to the receiver, without providing the interme-
diary with information to decrypt either the infomlation
in accordance with the crypto raphic comprehension
funcnon Or thc proccssix! Olfiirnlanon ui accolilancc
wilh Ihc ncw cryptographic comprehension funchon,
and

transmitting the processed information from the sender to
the receiver.

16. A method for corlununicating informalion belwcmu a
first party and a second party. comprising the steps of:

receivin „by an intermediary, an identifier of desired
information, an authentication of thc lirsl party, and
dccounllng ulfornlatlon for a ntulsactlon nlvoivulg lhc
information, fmm the first party;

generating„by the intemlediary. a transcoding key for
converting an encrypted file at the second party to a
ncw cncs yptlon lornldhon, havhlg as conlponcnn
decryption kcy for thc cncryptcd file dnd a new encryp-
tion key,

receivin „by the first party. the encrypted file having the
new encryption format; and

decrypting the encrypted file having the new encryption
format with a decryption key associated v ith the
transcoding key.

v'hcrcui Iu h:dsl Onc ol.
an ability to decrypt the encrypted file having the new

encryption format with the decryption key is sensitive
to a dynamic pammeter: and

Ihc cnclv'plcil content docs not pass fllrough lhc ullcmlc-
diary. and the internlediary does not possess sufficient
information for decrypting the encrypted tile having the
new encryption format

17. Thc nu:thod according to claun 16, ilhcrem an Intcr-
mcdidry provides ulfilrmation dclinulg thc transcoding kcy
for said decrypting step, but does oot have sutficient infilr-
ntation to decrypt the encrypted file

lg. Thc method according lo clmm 16, whcrem an ability
to decrypt Ihc encrypted lile havulg lhc ncw encryption
format with the decryption key is sensitive to a dynanlic
paraiuetcr

19. The method according to claim 16, wherein the
intermediary docs nol possess suflicinll information for
dcmrypting Ihc Oner)plod lile havulg lhc ncw encryption
format

2U. A met)md for processing information. comprising the
steps of:

storin a record in a hrst encrypted filrmat;
receiving a transaction request for the record from a

requestor:
financially accounting for a trailsaction imolving the

record,

20

30

3s

So

sccurcly negotiating bctisccn the rcqucstor and an intcr-
medimy, a decryption key for the record, said decryp-
tion key beino different than an associated decryption
key for said record in said hrst encrypted format;

converting the record to a second encrypted format,
without being represented in an unencrypted state dur-
ulg Iransihon lrom Ihc lirsl encrypted lonual lo Ihe
second encrypted formal. mid without provuling sulfi-
cienl information al Ihc sile of conversion lo enable
decryption of the record from the first or second
encrypted format before, during or after comersion,
such that the negotiated decryption key ls selectively
operative to decrypt the record in the second encrypted
fomlat:

conunnnlcdhng Ihc 1ixord nlcryptcd ul thc sixond
cncryplcil 1011ndl 10 lhc rcqucstor, wilhotll passulg fllc
record through the intermediary, and

decrypting the record in the second encrypted format by
the requester based on the negotiated decryption key.

21 The method according to clainl 2U, wherein the
intermediary is not provided with sufhcient information to
decrypt the record in the second encrypted format.

22. A method for processing information. comprising the
steps of:

dclining a cryptograpluc comprchcnsion 1'unction adaplcs)
for making al least a portion of an information record
incomprehensible, said cryptographic comprehension
fiulction having associated asynlnletnc cryptographic
keys;

generating, by an intermediary. a transcodin key for
converting infomtation encrypted v ith said crypto-
graphic comprehension 1'unction to Information
cncryplcil II ith a ncw crv'plogttiphu: conlprchcnslon
function, having as contponents a decryption key filr
the encrypted infilrmation and a new encryption key;

processing the infilrmation encrypted with said crypto-
graphic comprehension hlnction v ith the transcodin
key to invert the cryptographic comprehension function
and impose the new crypto raphic comprehension
function, without rci cdling Ihc portion of thc informa-
tion record in dn inlcmlcdialc step,

providulg a lirsl comnninicalions chtaulcl between a lirsl
mid second party:

providing a second communications channel between
each of the first and second parties and the intermedi-
ary „

conununicating, by the intermediary through the second
conumuucalions channel, with at least onc of Ihe lirsl
mid second parties. uflhrmatiou necessary for compre-
hension of the ulcomprchnlsiblc poruon of thc ullhr-
mation record conlmunicated over the first conlnmni-
cations channel, wherein at least one of either (a) the
intermediary is neither provided with the portion of the
information in a comprehensible or incomprehensible
foml, nor sufliclent decryption Inlonnahon for Ihe
comprchcnsion ol'hc ulcomprchnlsiblc portion of Ihe
ulfonnauon record or (b) the abihty of the infonnahon
necessary for comprehension of the inconlpreheosible
portion of the record changes dynamically; and

communicating the processed mfilrnlation over the first
conununications cluumel between the first and second
parties.

25. Thc method according lo claim 22, w hcrcin said ncw
ciyptographic conlprehension function has a cryptographic
security based on ml asyntntetry between a difliculty of
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exponent tattoo ol' mcssagc wtth a number dern nl from at
least rwo lar e prime muttbers, and a factoring thereof

24. 'I he ntethod according to claim 22. wherein the ability
of the information necessary for comprehension of the
incomprehensible portton nf the record changes dynami-
cally.

25. Thc method according to clmm 22, w hcrctn the abtltty
of the intisrmation necessary for comprehension of the
incnmprehensible portion of the record changes as a func-
tlotl of tl!lie.




